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��ة ا%A+ث اي %�+د ا���5	ء <(	�0B ه+6 اXML   
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� ان %��H ه+6 ا�&��ة ا/<0�5 
�ا�$0 ا�=�د 
B	�	 �G2�=" و FB2 ان 2=�ن %($E آ	��	 �� ا�=
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�Lو�msxml6.dll 0و�+ة  <� CALL DWORD PTR DS:[ECX+18]ا%5	ء د��ة %(�9
�K 0	IJ ا�*() او %($A�� E+ث 
 0B�	)> ��XML   

  

  
  

 	5H�/ ��1K ��2 ى�Kس+=

��	ت <� ا� P

��	ت ا�
�Bدة �� 5A4B8E3Fا�(�5ن  �� EAXا�4 ا�
�E  �� EB ار P
  Q9% �% EAX ار
 EB�

��	ت <� ه+ا ا�
L!� ا� P
 %� ه+ا ا�
���A2 EBي �5A4B8E4B P*;�� �!L> 49 �� ا�(�5ان L> ���ECX!� و���� E1K ار

  . 18ا�4 %(�9
0 ا/��(+اء <P ازا�0 
  

  ا���.ل ا�*()
 
 ���2 ا�4 <=	ن ا�+ي ��A2ي �CALL DWORD PTR DS:[ECX+18] 49ا��+�	ء %(�9
0  ه� ان E)BK 6/ن <	2�K+ا

ShellCode   

��	ت <� ا�
=+س ا��� ��E1�5 ا�4 P
 �5�9	 ان E)BK ا�
=+س ��A2ي 5A4B8E3Fا�(�5ن  ��  >EAX	FB2 �5�9	 ه� ��$�ة �49 ا/ر
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 U!ر �% +V س+=
� EGV رو%�� ��2 %67��5ى ان ا�> memcpy ا���+ة �> jscript.dll 
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  ShellCode ا�+ي ����Aي �0C0C0C0C 49 %��+�� ��5ن CALL DWORD PTR DS:[ECX+18]وآ
	 9V" ان %(�9
0�51�
Heap Spray  ل F�	5> ن	د <=	B2ا 	5�9� E���� 0 ا���C0C0C0C...+ShellCode. 
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��	ت 5A4B8E3F �� ا�(�5ان ,ا/ن  P
   %EAX	X+ ا�
=+س ا�W�.K  4 ار
 EAX = 0x0C0C0C0C= 0x0C0C0C0Cاي 
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7��5% %(�9
	ت 2�� 
ECX = 0x0C0C0C0C = 0x0C0C0C0C 

 وا��� ��=�ن ا�
�CALL DWORD PTR DS:[ECX+18]  EB %� ا/ن و59Y	 ا�4 %(�9
0 ا/��+�	ء
EAX = 0x0C0C0C0C + 0x18 = 0x0C0C0C24 
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