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1. SCOPE 

1.1 Detection Operations created this malware report in an effort to track, categorize, 
contain, understand root cause and infection vector of said malware sample, user 
account/s, networked equipment and or computer/s. 
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2. INVESTIGATION GOALS 

2.1 Determine extent of infection, uncover actual business risk, data exposure, 
network weakness, and figure out infection vector and propogation methods. 

2.2 More importantly this report should uncover host based indicators that can be 
used to detect infection, and include network signatures used to alert/prevent 
potential infection (McAfee HIPS, Snort, DNS sinkhole… etc). 
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3. MALWARE SAMPLE ANALYZED 

 

             China Chopper CnC | BackDoor.Chopper.1 

                  Filename : caidao.exe (the client interface)  
MD5 : md5sum caidao.exe 5001ef50c7e869253a7c152a638eab8a  caidao.exe 

SHA1 : sha1sum caidao.exe 056a60ec1f6a8959bfc43254d97527b003ae5edb  caidao.exe 

SHA256 : be24561427d754c0c150272cab5017d5a2da64d41bec74416b8ae363fb07fd77  caidao.exe 

SSDEEP : ssdeep,1.1--blocksize:hash:hash,filename 

6144:SsTPvGm5RJ5DbeigL9Phruwz1nverLgCBUtePdo:S03GAJ5DbeNZImEP/BUtn,"/root/Desktop/malware/caidao/caida
o.exe" 

 PACKER USED : caidao.exe: PE32 executable (GUI) Intel 80386, for MS Windows, UPX compressed 

 

 

Figure	
  0x:	
  VirusTotal	
  submission	
  details.	
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3.1 Location C:\Documents and Settings\sandb0x\Local Settings\Temp\caidao.exe 

3.2 Moving forward, and for brevity I will be referring to “caidao.exe” simply as the 
malware sample. When you read `malware sample` or simply ‘sample’ in the 
remainder of this report, safely assume I am referring to caidao.exe which is the 
malicious sample used as the basis of this malware report. 
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4. MALWARE VARIANT HISTORY, TIMELINE, AND SPECIAL 
FEATURES 

4.1 Fisrt publicly documented blog post on the China chopper webshell (Friday, 
November 16, 2012). 

4.2 Fireeye researchers released a part 1 of 2 blog post and new information on the 
chinese malware (August 7, 2013). Part 1 included a quick surface level analysis 
of the sample.  

4.3 Part 2 promises deeper analysis on its delivery mechanisms, traffic analysis and 
detection. FireEye also plans to release regular expressions that can be used to 
find instances of this Web shell. 

4.4 Because the strings are not encoded, examining the printable strings in the      
unpacked binary provides insight into how the backdoor communicates. We were 
intrigued to see a reference to google.com.hk using the Chinese (simplified) 
language parameter (Figure 3) as well as references to the text “Chopper” 
(Figure 4). 
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Figure	
  1:	
  Printable	
  strings	
  refer	
  to	
  www.google.com.hk	
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Figure	
  4:	
  Strings	
  references	
  to	
  the	
  text	
  “Chopper”.	
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5. GENERAL FUNCTION AND FUNCTIONALITY OF THE MALWARE 

This is a very tiny and feature packed malware sample. It can be used as a RAT, 
and has several CnC features. Some of the features include: 

5.1 Security scanner, spider, password bruteforcer, File Management (File explorer) 
Database Management (DB client) and Virtual Terminal (Command shell). 

 

Figure	
  5:	
  Virtual	
  terminal	
  tabbed	
  (similar	
  to	
  Armitage).	
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6. NETWORK BEHAVIOR (INCLUDING HOSTS, DOMAINS AND IP’S 
ACCESSED) 

 

6.1 WHOIS can be seen below as having a Beijing, China origin. Domain can be 
clearly seen as recently updated from this: 
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To this: 

Domain Name: MAICAIDAO.COM 

Registrar URL: http://www.godaddy.com 

Updated Date: 2013-05-04 01:53:31 

Creation Date: 2009-05-16 07:17:54 

Registrar Expiration Date: 2015-05-16 07:17:54 

Registrar: GoDaddy.com, LLC 

Registrant Name: mai caidao 

Registrant Organization: maicaidao 

Registrant Street: FangXinYuan 

Registrant Street: BeiJing 

Registrant City: BeiJing 

Registrant State/Province: FenTaiQu 

Registrant Postal Code: 100072 

Registrant Country: China 
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Admin Name: mai caidao 

Admin Organization: maicaidao 

Admin Street: FangXinYuan 

Admin Street: BeiJing 

Admin City: BeiJing 

Admin State/Province: FenTaiQu 

Admin Postal Code: 100072 

Admin Country: China 

Admin Phone: +86.01086886789 

Admin Fax: 

Admin Email: root@maicaidao.com 

Tech Name: mai caidao 

Tech Organization: maicaidao 

Tech Street: FangXinYuan 

Tech Street: BeiJing 

Tech City: BeiJing 

Tech State/Province: FenTaiQu 
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Tech Postal Code: 100072 

Tech Country: China 

Tech Phone: +86.01086886789 

Tech Fax: 

Tech Email: root@maicaidao.com 

Name Server: NS25.DOMAINCONTROL.COM 

Name Server: NS26.DOMAINCONTROL.COM 

Name Server: NS31.DOMAINCONTROL.COM 

 

6.2 The malicious POST can be seen below. 

 

User-Agent: User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1) 
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Host: 172.16.0.10 

Figure	
  6:	
  User-­‐Agent	
  and	
  malicious	
  host.	
  

 

 

 

6.1 The malicious pages accessed can be seen below. 

 

 

Figure	
  7:	
  Different	
  pages	
  accessed.	
  

 

 

6.2 The malicious server details can be found below. 

 

Figure	
  8:	
  Malicious	
  IP/Host.	
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7. TIME AND LOCAL SYSTEM DEPENDANT FEATURES 

7.1 This malware sample requires a valid internet connection, and execution to 
activate its payload, and send/receive its instructions. 
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8. SNORT SIGNATURE TO DETECT CHOPPER CNC TRAFFIC 

 

Below are examples of rough snort sigs that look for specific Chopper traffic.  

1. alert tcp any any -> any 80 ( msg:"China Chopper PHP/Backdoor Detected"; content:"|62 61 73 
65 36 34 5f 64 65 63 6f 64 65|"; rawbytes; 
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-research/2013/08/breaking-
down-the-china-chopper-web-shell-part-i.html; classtype:trojan-activity; sid:500007; rev:1) 

 

2. alert tcp any any -> any 80 ( msg:"China Chopper PHP/Backdoor Detected"; content: "|63 61 69 
64 61 6f 3d|"; content:"|62 61 73 65 36 34 5f 64 65 63 6f 64 65|"; rawbytes; 
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-research/2013/08/breaking-
down-the-china-chopper-web-shell-part-i.html; classtype:trojan-activity; sid:500008; rev:1) 

 

3. alert tcp any any -> any any  (msg: "China Chopper with first ASPX Payload Command (z1 = 
cmd shell access) Detected"; flow:to_server,established; content: "FromBase64String"; content: 
"z1"; content:"POST"; nocase;http_method; 
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-research/2013/08/breaking-
down-the-china-chopper-web-shell-part-ii.html; classtype:web-application-attack; sid: 
900000101;) 

4. alert tcp any any -> any any  (msg: "China Chopper with *all ASPX Payload Commands (z1 = 
cmd shell access, & z2 = directory listing/whoami command) Detected"; 
flow:to_server,established; content: "FromBase64String"; content: "z"; pcre: "/Z\d{1,3}/i"; 
content:"POST"; nocase;http_method; 
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-research/2013/08/breaking-
down-the-china-chopper-web-shell-part-ii.html; classtype:web-application-attack; sid: 
900000102;) 

5. alert tcp any any -> any 80 ( msg:"China Chopper with first ASP Payload Command (z1 = cmd 
shell access) Detected"; content: "|52 65 73 70 6f 6e 73 65 2e 45 6e 64|"; content:"|49 73 4e 75 6d 
65 72 69 63|"; content:"|7a 31|"; rawbytes; 
reference:url,http://www.fireeye.com/blog/technical/botnet-activities-research/2013/08/breaking-
down-the-china-chopper-web-shell-part-i.html; classtype:trojan-activity; sid:500066; rev:1) 

6. alert tcp any any -> any 80 ( msg:"China Chopper with *all ASP Payload Commands (z1 = cmd 
shell access, & z2 = directory listing/whoami command) Detected"; content: "|42 52 65 73 70 6f 
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6e 73 65 2e 45 6e 64|"; content:"|45 6e 63 6f 64 69 6e 67 2e 47 65 74|"; content:"|7a 31|"; 
content:"|7a 32|";rawbytes; reference:url,http://www.fireeye.com/blog/technical/botnet-activities-
research/2013/08/breaking-down-the-china-chopper-web-shell-part-i.html; classtype:trojan-
activity; sid:500067; rev:1) 

 

 
 

 

Figure	
  9:	
  All	
  above	
  sigs	
  have	
  been	
  tested	
  and	
  verified	
  to	
  fire.	
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Figure	
  10:	
  Updated	
  Snort	
  sigs	
  have	
  been	
  tested	
  and	
  verified	
  to	
  fire.	
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Figure	
  11:	
  Updated	
  Snort	
  sigs	
  have	
  been	
  tested	
  and	
  verified	
  to	
  fire.	
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