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1. Giéi thiéu vé wng dung web

1.1. Céac Kkién thire co ban vé &ng dung web

a. Khai niém vé &ng dung web

Ung dung web 1a mét tng dung khéch chu sir dung giao thire HTTP dé twong tac voi nguoi dung hay hé
théng khéac.

Trinh khach danh cho ngudi dung thuong 1a mot trinh duyét web nhu Internet Explorer, Firefox hay
Google Chrome. Nguoi dung gui va nhan cac thong tin tu trinh chu théng qua viéc tac dong vao cac trang
Web. Cac chuong trinh ¢6 thé la c&c trang trao doi mua bén, cac dién dan, gitr nhan email...

Tbc do phét trién cac ky thuat xay dung tng dung Web ciing phat trién rat nhanh. Trudc dy nhitng tng
dung Web thuong duoc xay dung bang CGI (Common Gateway Interface) duoc chay trén cac trinh chu
Web va c6 thé két ndi vao cac co sé dit liéu don gian trén cling mot may chii. Ngay nay ung dung Web
dugc biét bang Java (cac ngdn ngir twong tu) va chay trén may cha phan tan, két nbi dén nhiéu ngudn dir
liéu khac nhau.

b. C4u tric ciia mdt ing dung web

Mot ting dung web thuong cé kién trdc gom:

WES Client

Firewall

Hinh 1: C4u tric cua wng dung Web
Trong do:

e Trinh khach (hay con goi la trinh duyét): IE, Firefox, Google Chrome

e Trinh chu: Apache, IIS,...

e Cosodirligu: SQL server, MySQL,...

e Tuong ltra: Lop rdo chin bén ngodi mot hé thong mang, vai trd kiém soat luong thong tin gita
cac may tinh

e Proxy xac dinh nhitng yéu cau tir trinh khach va quyét dinh dap @ng yéu cau hay khéng, Proxy
dong vai tro cau ndi trung gian gitra may chii va may khach
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c. M6 ta hoat dong cia wng dung web

Dau tién trinh duyét s& guri mot yéu cau (request) dén trinh cha Web thong qua cic phuong thirc co ban
GET, POST,... ctia giao thac HTTP. Trinh chu IGc nay c6 thé cho thuc thi mot chuong trinh dugc xay
dung tir nhiéu ngdn ngir nhu Perl, C/C++,.. hoac trinh cha yéu cau bo dién dich thuc thi cac trang ASP,
PHP, JSP.... theo yéu cau cua trinh khach.

Tuy theo c4c tac vu cia chuong trinh dugc cai dat ma nd xu ly, tinh toan, két ndi dén co sé dir liu, luu
céc thdng tin do trinh khach giri dén... va tir d6 tra vé cho trinh khach mét ludn di liéu co dinh dang theo
giao thirc HTTP, gom hai phan:

e Header mo ta cac thong tin vé goi dir liéu va cac thudc tinh, trang théi trao doi gitra trinh duyét va
may chu.
e Body Ia phan noi dung dir liéu ma may cha giri vé may tram, nd c6 thé 1a mét tap tin HTML, mot
hinh anh, mot doan phim hay mét van ban bat ky
d. Khéi niém vé Hacker
Hacker 1a nhitng ngudi am hiéu vé hé diéu hanh, hé quan trj co sé di liéu, cac ngdn ngit 1ap trinh... Ho sir
dung kién thirc caa minh trong viéc tim toi va khai thac céac 16 hong cua hé thong mang. Mot sé hacker
chi dung lai viéc phat hén va thdng bao 13i tim dwoc cho cac nha bao mat hay ngudi phét trién chuong
trinh, ho dugc coi nhu 14 WhiteHat (Hacker mil tring). Mot sb hacker dua vao nhiing 16 hong thuc viéc
khai thac trai phép nham muc dich phé hoai hay muu loi riéng, nhung nguoi ndy bi xem nhu 1a BlackHat
(Hacker mii den).

BLACK.

Hinh 2: Phan loai Hacker
e. HTTP Request & HTTP Response

HTTP header la phan dau cua thong tin ma trinh khach va trinh chu giri cho nhau. Nhiing thong tin trinh
khéch giri cho trinh chu dugc goi 1a HTTP requests (y&u cau) con trinh chu gui cho trinh khach 1a HTTP
responses (phan hdi). Thong thudng mot HTTP header gom nhiéu dong, mdi dong chua tén tham sb va
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gia tri.Maot sé tham sb c6 thé dugc dung trong ca Header yéu cau va Header tra loi, con sé khac thi chi
duoc dung riéng trong tieng loai.

[ cer | | indexhtmt |B| HTTPAY |

Date: Wednesday, 20 SEP 2014 21:22:23 GMT

Connection:

HTTP
REQUEST

CARRIAGE RETURN LINE FEED

MESSAGE BODY

Hinh 3: HTTP Request
HTTP yéu cau:

e Dong dau cua HTTP Request la dong Request-Line bao gom cac thdng tin vé& phuong thirc ma
HTTP request nay st dung (POST, GET, HEAD, TRACE,...). URI la dia chi dinh danh cua tai
nguyén. HTTP version la phién ban HTTP dang str dung

e Tiép theo 1a cac trudng Header théng dung nhu

o Accept: Loai ngi dung c6 thé nhan dugc tir thong diép phan hoi. Vi du: text/plain,
text/html,...

Accept-Encoding: Cac kiéu nén dugc chap nhan. vi du: gzip, xz,...

User-Agent: Thong tin vé trinh duyét caa ngudi ding

Connection: Tuy chon cho két néi hién tai. Vi du: closed, keep-alive, update,..

o Cookie: Théng tin HTTP Cookie tir may chu
e Header caa HTTP request s& két thlic bang mot dong trong

O O O
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Date: Wed, 20 SEP 2014
Connection: CLOSED

Server: Apache/1.3.27

Accept Ranges: NONE or BYTES HTTP

RESPONSE
Content-type: text/html
Content-length: 150
Last-modified: Tue, 19 SEP 2014 10:14:15 GMT

<html>

<head></head> MESSAGE BODY
<body>

Hinh 4: HTTP phan hdi

Céu tric caa HTTP phan hoi gan gidng véi HTTP yéu cau, chi khac nhau 1 thay vi Request-Line thi
HTTP phan hdi c6 Status-Line.

HTTP phan hoi:

e Status-Line c6 ban phan chinh nhu sau: HTTP-version la phién ban HTTP cao nhat ma may cha
dang hd tro, Status-Code: ma két qua tra vé, Reason-Phrase: mo ta vé Status-Code

e Tiép theo la cac tham sb va kém mot dong trong dé béo hiéu két thic header

e Cudi cuing la phan than ciia HTTP response
Dé hiéu rd hon vé HTTP Request va HTTP Response, chiing ta c6 thé tham khao duong dan duéi day:

e https://tools.ietf.org/html/rfc2616
f. Phién lam viéc & Cookies
HTTP la giao thirc huéng ddi twong toc quét va phi trang thai, nghia 1a HTTP khong luu trir trang thai
lam viéc gitra trinh duyét vai trinh chu. Sy thiéu sot nay gay kho khian cho mét sé ung dung web, bai vi
trinh chu khong biét duoc trude do trinh duyét da co nhitng trang thai nao. Vi thé, dé giai quyét van dé
nay, ung dung Web dua ra mot khai niém phién 1am viéc (Session). Con SessionlD 1a mot chudi dé chimng
thuc phién 1am viéc. Mot s6 trinh chia s& cung cip mot Session ID cho nguoi dung khi ho xem trang web
trén trinh chu. Bé duy tri phién 1am viéc, Session ID thudng duoc luu vao:

e Biéntrén URL
e Biénin
e Cookies

Phién 1am viéc chi ton tai trong mot thoi gian cho phép, thoi gian nay duoc cAu hinh quy dinh tai trinh
chu hoac boi (tng dung thyc thi.
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Cookie 1a nhitng phan dit liéu nhé, c6 ciu trac va dugc chia sé gitra trinh cha va trinh duyét cua nguoi
ding. Cac cookie duoc luu dudi nhitng file dit liéu nho dang text, duoc wng dung tao ra dé luu trit/ truy
tim/ nhan biét cac thdng tin vé nguoi dung di ghé tham trang Web va nhiing ving ma ho da truy cap qua
trong trang web. Nhitng thong tin nay co thé bao gom tén/ dinh danh nguoi ding, mat khau, s¢ thich, thoi
quen. O nhiing lan truy cap sau dén trang web do, tng dung c6 thé sir dung lai nhiing thong tin luu trong
cookie.

Cookie dugc phan 1am hai loai secure/non-secure va persisten/non-persistent, do vay ta téng hop duoc
bédn kiéu cookie la:

Persistent & Secure

Persistent & Non-Secure
Non-Persistent va Non-Secure
Non-Persistent va Secure

Persistent cookies dugc luu dudi dang tap tin .txt trén may khéch trong mot khoang thoi gian nhét dinh.
Non-Persistent cookie thi dugc luu trén bo nhd RAM cta may khéch va s& bi huy khi déng trang web hay
nhin duoc Iénh huy tir trang web. Secure cookies chi ¢ thé dugc gui thong qua HTTPs, Non-Secure
cookie c6 thé giri duoc bang ca hai giao thirc HTTPs hay HTTP.

Cac thanh phan caa mot cookie gom:

e Domain: Tén mién cia trang web di tao cookie

e Flag: Mang gié tri True/False - xac dinh cac may khéc vai ciing tén mién c6 duoc truy xuit dén
cookie hay khdng

e Path: Pham vi cac dija chi c6 thé truy xuat cookie

e Secure: Mang gié tri True/False, tuong tng véi Secure cookie va Non-Secure cookie

e Expiration: Thoi gian hét han cua cookie. Néu gia tri nay khong duoc thiét 1ap thi trinh duyét s&
hiéu day 1a non-persistent cookie va chi luu trong bo nhé RAM va s& xda n6 khi trinh duyét bi
dong

e Name: Tén bién

e Value: Gia tri cua bién

Kich thudc tbi da cua cookie 1a 4kb. S cookie tdi da cho mot tén mién 1a 20 cookie.
1.2. Mt sé k¥ thuat tAn cong web pho bién
a. Tan cong thu thap thong tin
Nhiing tap tin va (ng dung trén hé théng chira nhiing thdng tin quan trong nhu méi ngudn trang web, tap
tin chua mat khau ciia ngudi dang trén hé thong ludn 1a nhitng muc tiéu hang dau cho hacker
Mot sé phuong phap chinh:
e Téncong quét cong
e Téan cong do quét thu muc
e Thu thap thong tin tir Internet
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b. T4n cong dwa trén I8i cau hinh

Céc tap tin cau hinh, (g dung ludn ludn ton tai cac 15 hong chwra dugc kham phé hoic cac 16 hong cii, do
su khong canh giac cua ngudi quan tri website nén van ton tai, nho vao dic diém nay, Hacker cd thé dé
dang tim kiém cac doan ma khai théc trén Internet hoac tu phét trién cac ma khai thac dé khai thac diém
yéu cuia cau hinh. Mt trong s cac tan cong dién hinh Ia: Misconfiguration Attack va 0-day Attack.

c. TAn céng qua trinh xac thuc

Do nhiéu yéu té nén quéa trinh x4c thuc caa cac trang web ludn ton tai cac 16 hong hoidc diém yéu, noi cac
Hacker ludn c6 nhiéu phuong phap dé tién hanh tan cong nham chiém dugc Username/Password cua
quan tri vién hay ngudi dung.

Mot sé phuong phap:

e Téan cong do quét mat khau
e Téan cong tir dién
e SQL injection

d. Tan cong phién lam viéc

Pay la ky thuat tin cong cho phép Hacker mao danh ngudi dung hop 1é bang cach nghe trom khi nguoi
dung ding nhap vao hé thong, sau d6 Hacker s& ding lai Sesson ID cta nguoi dung hop 18 dé tién hanh
xam nhép hoic chudc loi. Hoic bing cach giai ma Session ID cua nguoi dung hop 18 dé tién doan va tao
ra cac session ID hop 1€ khéc,...

M6t s6 phuong phap:

e Session Hijacking
e Brute Force Session ID
e Session Fixation Attack

e. Tan cong lgi dung thiéu s6t trong viéc kiém tra dir li¢u dau vao hop 1é
Hacker loi dung nhirng 6 nhap dit liéu, cac tham sé dau vao dé giri di mot doan ky tu bat ky kihién cho hé
thdng phai thuc thi doan lénh hay bi pha v& hoan toan.
Mot sé phuong phap:
e Chen ma Iénh thyc thi trén trinh duyét - Cross-Site Scripting
e Tiém ma truy van co sé dit liéu - SQL Injection
e Thém cau lénh hé thong - OS Command Injection

e Vuot duong dan - Path traversal
e Tran bo dém - Buffer Over Flow
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2. Piéu tra sé6 & diéu tra tin cong web

2.1. Piéu tra sé

a. Khai niém

Theo wikipedia, diéu tra s6 (Phap y s6) 1a mot nhanh cia khoa hoc phép y, bao gom viéc phuc hdi va diéu
tra tai liéu tim thay trong cac thiét bi ky thuat s6, van dé nay lién quan tryc tiép t6i Hacker. Thuat ngir
diéu tra s6 ban dau duoc s dung nhu mot tir ddng nghia cho diéu tra may tinh nhung di dwoc mé rong dé
bao gom diéu tra tat ca cac thiét bi c6 kha nang luu trix dir liéu so.

Diéu tra phap y ky thuat s ¢ nhiéu tng dung. Pho bién nhat 1a hd tro hodc bac bo gia thuyét trudc toa an
hinh su hodc dan sw. Cac vu &n hinh s lién quan dén viéc vi pham céc luat duoc dinh nghia bai luat phap
va dugc thi hanh boi canh sat va bi truy té boi nha nuéc, chang han nhu giét ngudi, trom cap va hanh
hung chdng lai nguoi thi hanh cong vu. Céc vu kién dan sy vé viéc bao vé quyén va tai san caa ca nhan
(thudng lién quan dén tranh chép gia dinh) nhung ciing c6 thé lién quan dén cac tranh chip hop ddng giira
cac tap doan thuong mai.

b. Cac giai doan
Céc giai doan cua diéu tra s:

e Thu thap thong tin tir hién truong

e Phan tich

e Baocao
Viéc thu thap thong tin tir hién trueong 1 mot budce tién dé ciing nhu quan trong nhat trong qua trinh diéu
tra s6, bao gom cac phuong phap phd bién nhu "Memory dump", tao cac ban sao ciia media (sir dung cac
phuong phap sao chép, luu trit va ham bam), str dung céc thiét bi & phuong phép chin ghi dé bao toan dit
liéu gac,...

¢. Phan loai diéu tra s6

Tuy thudc vao loai thiét bi, phwong tién hoidc hién vat, didu tra phap y ki thuat sé duoc phan thanh nhiéu
loai khac nhau.
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Network
Forensics

Live
Forensics

Database ' Mobile
Forensics Forensics

Hinh 5: Phan loai diéu tra sb
Computer forensic:

Muc dich cua diéu tra may tinh 1 giai thich hién trang cua mot tao tac ki thuat sb; chang han nhu hé
thdng may tinh, phuong tién luu trit hoic tai liéu dién tir. Diém mau chét cua loai didu tra nay la viéc
phan tich va bao cdo mét loat céc thdng tin; tir nhat ky (chang han nhu lich sir internet) dén céc tép thuc
trén 6 dia.

Vi du: Trong nam 2007 cac cong t6 vién di sir dung mot bang tinh dwoc phuc hdi tir may tinh cua Joseph
E. Duncan, dé c4o budc y ban &n tir hinh. Sat thu giét Sharon Lopatka d3 dwoc xac dinh vao nim 2006 sau
khi cac tin nhin email cua y néu Ién chi tiét nhitng hinh anh tra va hanh hinh c6 gai.

Moabile forensic:

Diéu tra thiét bi di dong 1a mot nhanh phu cia phap y ki thuat sb lién quan dén viéc thu héi bang ching
k¥ thuat s6 hoac dir liéu tir mot thiét bi di dong. Cac cude diéu tra thuong tap trung vao di lidu don gian
nhu dit lidu cudc goi va thong tin lién lac (SMS / Email) thay vi phuc héi sau dir lidu da xéa.

Thiét bi di dong ciing hitu ich cho viéc cung cap thong tin vi tri; hoac tir theo ddi vi tri / GPS san c¢6 hoic
qua nhat ky trang web trén thiét bi di dong, theo dai cac thiét bi trong pham vi cua ching.

Network forensic:

Diéu tra mang may tinh co lién quan dén viéc theo ddi va phan tich luu lwgng mang may tinh, ca mang
cuc bd va WAN / internet, voi muc dich thu thap théng tin, thu thap bang chang, hodc phét hién xam

nhap. Luu lugng truy cap thuong bi chin & cip goi va duge luu trir & phan tich sau hoic duoc loc theo
thoi gian thuc.

Database forensic:

Diéu tra co s dir lieu 12 mot nhanh cua diéu tra sé lién quan dén nghién ctru & phan tich vé co sé dir liu
va siéu dit liéu cua chang. Diéu tra loai ndy str dung ndi dung co s& dit lidu, tép nhat ky va dit liéu trong
RAM dé tao dong thoi gian hoac khoi phuc thong tin c6 lién quan.
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Live forensic:
Pay 1a mot nhanh cia phap y ky thuat s6. N6 kiém tra dir liéu c6 cau tric v6i muyc dich khdm pha va phan
tich cac mau hoat dong gian lan do Hacker gay ra.

2.2. Piéu tra va phan tich tan cong Web

Buffer Ohverflow Session Tnprue
Attacks Against Management Validation SO0
Web Server Atacks Flaws Injection

Q.

S

Web Web Database
Client Server Cross-5ite Server

Scripiing (A5S)

Commancd

R| wl x .
\ Execution
Fite - | \ Privifege

Disclosure L i Escalation

Filesystem

Hinh 6: Ciu triic va cac phuong phap tin cong Web

Hinh 6 trén vira cho chling ta thay lai duoc cAu tric ciia Web va cac phuong phap tin cong, khai thac pho
bién vao ting thanh phan caa ciu triic web, hon nita, cac phuong phép tan cong ngay cang da dang, phirc
tap va hiéu qua, chinh vi vay, diéu tra va phan tich tin cong web 1a mot d& tai kha thi vi can quan tam.

Sau qué trinh tim hiéu va nghién ctu, bai bao c4o s& dua ra hai phuong phap chinh trong viéc diéu tra va
phan tich tin cong Web, do la:

e Ky thuat diéu tra va phan tich phia nguoi dung

e Céc ky thuat diéu tra va phan tich phia may cha
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3. K§ thuat diéu tra va phén tich phia ngwoi dung

3.1. Cac khai niém lién quan
a. Ngwoi dung

Nguoi dung tng dung web Ia nhitng khach hang, ngudi dung mang may tinh, quan tri vién hoac céac ké
tan cong co nhu cau két ndi téi trang web dé thuc hién cac hanh dong theo nhu cau va mong mudn cua
ban than.

Phan loai:

e Nguoi dung thong thudong
e Ketan cong

b. K§ thuat diéu tra va phin tich phia nguwoi ding
Nhu di thdy ¢ trén, ngudi ding c6 hai loai, vi thé, ky thuat diéu tra va phan tich phia nguoi dung ra doi
voi myc tiéu:

e Xac dinh xem nguoi dung cd phai la nan nhan

e Xac dinh xem ngudi ding c6 phai 1a ké tan cong

Vi sao lai nhu vay? Nhu da biét ¢6 rat nhiéu kiéu, phuong phéap tan cong phia client side vi dy nhu: XSS,
Phishing,... Néu ching ta khdng c6 nhiing ching cir s6 hoidc khong duoc tiép can céc thiét bi truy cap
website cta ngudi ding, thi viée diéu tra tin cdng 1a rat kho khan, van dé nay rat can thiét voi nguoi ding
hop & & c4c nan nhan cua cac cudc tan cong gian tiép hoac truc tiép qua website.

Déi v6i ké tan cong, dé xac nhan ding mot nguoi ¢d phai 1a ke tin cong hay khdng, ngoai ching cu, bang
chung trén Server side, ta ciing can cac chung ctr hay bang ching truc tiép trén thiét bi truy cap website
ctia ngudi dung nham dua ra mot quyét dinh viing chic rang ho vi pham hoac pham toi.

Cac ky thuat chinh:

e Diéu tra va phan tich di liéu trén Hé diéu hanh (Vi thoi luong va gidi han caa bai bao céo, nén
Forensic OS s& khong dugc dé cap toi, nguoi doc ¢6 thé tham khao link sau ddy dé tim hiéu thém
Vvé van d& nay:
https://www.google.com.vn/search?g=os+forensic&og=0s+forensic&agqs=chrome..69i57j015.385
5j0j7&sourceid=chrome&ie=UTF-8 )
e Diéu tra va phan tich thdng tin Trinh duyét
o Email
o Céc trang da truy cap
o Céc thdng tin tim kiém trén mang

c. Trinh duyét
Khaéi niém trinh duyét:

Trinh duyét web 1a cong cu dé thuc hién céc hoat dong khac nhau trén Internet cua ngudi ding, nguoi
dung str dung trinh duyét cho nhiéu chirc nang nhu: tim kiém thong tin, truy cap vao tai khoan email, giao
dich thwong mai dién ta, nhin tin,... Trinh duyét ciing ghi lai nhiéu di liéu lién quan dén hoat dong cua
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ngudi dung, cac thong tin nhu: URLs dugc truy cap bai nguoi dung, cookie, tép bd nhé cache, thoi gian
truy cap & thoi gian su dung trinh duyét,...

Hinh 7: M6t s trinh duyét Web ndi tiéng

Viéc kiém tra cac bang chang noi trén 1a mot trong cac diém chu chdt cia qua trinh "Browser forensic™.
Céc trinh duyét luu trir cc tap tin quan trong ndy & nhidu phan khac nhau trén hé didu hanh, ngoai ra nhu
ta da thay, c0 rat nhiéu trinh duyét khac nhau, ddng nghia v6i nd d6 chinh 1a dir liéu hodc dia diém luu trir
c4c tap tin ciing khac nhau. Dudi ddy 1a bang téng hop céc ban ghi Cache, cac ban ghi Lich sir, Cookie
registry va cac tap tin da tai xuéng & cac trinh duyét noi tiéng, dé dé dang hon trong qua trinh truy vét va
diéu tra.
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Web Browser

Operating System

File Path

Windows 95 /98

C:\Temporary Internet Filesh Content.ie5
C:h\Cookies
C:\History' History.ie5

Windows 2000 /XP

C:A\Documents and Settings', %username%, Local Settings\, Temporary Internet
Files\Content.ie5

Lr::hr:::tr t{:'\l)m.‘urnenbi and Seu:ing,*i\'!"hu:iernamE%'\Cnukie\x . . . .
C:ADocuments and Settings', %username %, Local Settings' Historyh historyies
Windows Vista, 7 C:\\Usersh Ypusernamedy\ AppData’ Localy Microsoft\ Windowsh Temporary
and latest version Internet Files\,
C:\Usersh Yusernames\ AppData’ Localy Microsofth Windowsh Temporary
Internet Files\ Low,
Linux Shome/$USER/ mozill/firefox,/SPROFILE default/ places.sqlite
Mac(5-X SUsers/SUSER/Library /Application
Support,/Firefox/Profiles/$PROFILE.default/ phces.sqlite
Firefox Windows XP C:ADocuments and Settings\ %username’%\ Application
Datah Mozillay Firefox\, Profiles\, % PROFILES. defaulth plices sqlite
Windows Vista,7 C:\\Usersh Y USERNAMEY\ AppData’ Roaming’, Mozilk, Firefox, Profiles %PROF
and latest version ILE%.default) places sqlite
Mac(5-X SUsers /SUSER/Library /Safari/
SUsers/SUSER/Library/Caches/com.appl Safari/
Windows XP C:A\Documents and Settings'\ %username%\ Application Dat\Apple
Safari Computer\Safari,
CA\Documents and Settings', %username%, Local Settings\ Application
Data\ Apple Computer’ Safaril,
Windows 7 C:h Usersh Mpusernameta\AppData’ Roaming Apple Computer\Safari,
C:AUsers' Wusernamedh\ AppDat’ Local\ Apple Computer Safari\,
Linux Shome/SUSER/ opera/
Mac05-X SUsers/SUSER/Library fOpera/
Opera Windows XP C:A\Documents and Settings', %username%\Application Data'\Operah Opera’,
Windows Vista, 7 C:\\Usersh Ypusernamey\ AppData’ Roaming\ Opera’, Opera',
and latest version
Linux Shome/SUSER/ config/google-chrome /Default /Preferences
Mac(5-X SUsers/SUSER/Library / Application
Support/Goeogle/ Chrome /Default/ Preferences
Googke Chrome  Windows XP C:ADocuments and Settings', %username %\ Local Settings'\Application

Datah Google' Chrome', User Data’, Default!, Preferences

Windows Vista, 7
and latest version

C:h Users' Mpusernameto\ AppData’ Local Google', Chrome', User
Data’, Defaulth Preferences

Hinh 8: Bang téng hop céc ban ghi caa mét sb trinh duyét néi tiéng

Internet Explorer la trinh duyét web ma nguoi dung may tinh thuong hay st dung, cac hoat dong sé duoc
luu cho tirng ngudi dung riéng twong ung véi thu muc ngudi dung cua ho, dir liéu dugc luu trong Cookie,
Cache, lich sir va lich sur tai xung (tham khao thém & hinh 8). Ngoai ra dir liéu ciing c6 thé dugc luu
trong tap tin co so dir liéu nhu index.dat hay container.dat va dix liéu trong hai tap tin nay dugc luu dudi
dang nhi phan. Ciing luu dir liéu trong tap tin co s¢ dit liéu dudi dang nhi phan d6 1a trinh duyét Safari,
tuy nhién safari dat tén tép tin luu trir 1a history.plist, & day luu trit cac thong tin nhu dia chi URLS, ngay
thang truy cap, luong truy cap & mdi website. Firefox sir dung dinh dang dit liéu SQLite dé luu trir céc
thong tin, chung dugc dat tén la places.sqlite. Opera thi Iuu trir cAc théng tin trén ¢ céc tép tin .dat khac
nhau nhu: cookies4.dat, download.dat, global history.dat. Google chrome cho phép Iuu trix dir li¢u trong
tép tuy chon, tuy thudc vao lua chon cia nguoi dung.

Dudi dy 1a bang cung cép dia chi, noi dung dé x6a cac ban ghi caa ting loai trinh duyét.
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Web Browser Delete Options Path
internet Explorer Settings/ Internet Options/ / Deletes

Firefox Settings /Privacy /History

aboutpreferences#privacy

Google Chrome Settings /History /Search Data
chrome: / fsettings /cearBrowserData

Safari Settings / Privacy / Delete All Web Site Data

Settings/History

Opera Settings /History /Privacy and Security/Delete All Search Data

opera:/ fsettings/clear BrowserData

Hinh 9: Pia chi xda ban ghi dit liéu cua cac trinh duyét
3.2. Céc cong cu hd trg

Céc chuong trinh phd bién nhu NetAnalysis, Browser history, FTK va Encase la cac phan mém nguon
ma& & mién phi, kha hiéu qua trong qué trinh diéu tra sb trinh duyét.

Net Analysis:

NetAnalysis 1a mot cong cu duoc cap phép do cong ty Digital Detective phat trién dé diéu tra sé cac trinh
duyét web, hd trg Microsoft Internet Explorer, Mozilla Firefox, Google Chrome, Apple Safari va Opera
bowsers. N6 cho phép kiém tra lich str Internet, bo nhé cache, cookie va céc thanh phan khéc. céng cu
nay cho phép thu thap nhanh bing ching theo hanh vi cia nguoi ding. Phin mém nay ciing c6 cac cong
cu phan tich hiéu qua dé giai ma va hiéu dir liéu. Pong thoi, nd c6 kha ning st dung cac truy vin SQL dé
xéc dinh bang chang lién quan. Ngoai ra nd c6 thé duoc sir dung dé phuc hoi cac thanh phan trinh duyét
web da xoa.

FTK:
FTK Ia mét trong nhitng céng cu duoc phét trién dé phan tich toan bo hé thdng. N6 cho phép phan tich di
liéu trinh duyét web véi tinh niang, dic diém. Lich st trinh duyét web duoc 40 héa chi tiét. Internet

Explorer, Firefox, Chrome, Safari va Opera la trinh duyét duoc hd tro. Ngoai ra, dit liéu trinh duyét web
da xo6a co thé dugc phuc hdi boi FTK. Phan mém nay ciing c6 tinh ning bao céo két qua phan tich.

Hinh 10: Giao dién cua FTK
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Browser History Examiner:

Browser Hisotry Examiner 1a mot cong cu duoc cap phép phat trién boi Foxton Forensics Company, ¢6
chie ning trich xuat va phan tich lich sir web. N6 hd tro cac trinh duyét web Chrome, Firefox, Internet
Explorer va Edge. Va n6 cd thé phan tich nhiéu loai dit liéu dudi dang tai xudng, dit liéu bo nh cache va
tép URL da truy cap.

Encase:

Encase la mot cong cu phan tich duoc phét trién dé kiém tra toan bo hé thong. N6 cho phép kiém tra trinh
duyét web, di liéu vai cac tinh ning cua trinh duyét. Vai sy tro gidp caa mot tap Iénh don gian, tat ca cac
lich str trinh duyét, cookie va tép bo nhd cache duoc sao chép vao mot tép bang cach sir dung phan mém
cta bén thi ba.. N6 ciing cho phép phuc hdi céc thanh phan internet dd bi x6a. Dir liéu thu dwoc c6 thé
duoc phan tich bang cach loc theo céc théng sb tir va thoi gian chinh.
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4. C4c ky thuat diéu tra va phan tich phia may chi

Hién nay, c6 rat nhiéu céc thiét bi, cong cu hd tro didu tra & phan tich tin cong mot cach dé dang, vi du
nhu cac hé théng: IDS/IPS, honey pot, honey net,... Tuy nhién trong bai viét ndy s& dua ra hai phuong
phép chinh hd trg diéu tra va phan tich tan cong web phia may chu, voi truong hop may cha Linux
Apache & khdng hd tro cac hé thdng phét hién xam nhap hay phan tich dit liéu hién dai, chu yéu dwa trén
cac cong cu ma ngudén ma mién phi.

Hai phuong phap chinh:

e Phan tich ludng dix liéu
e Phan tich tap tin nhat ky

So sanh hai phuong phap:
Phan tich ludng dir liéu C6 thé phan tich tat ca cac thong Dir liéu can phai duoc chan bat
i) D ligu c6 thé can duoc lap rap,
chong phén manh, chuan hoa
(Céc géi tin IP, IP fragments,...)
RAt kho dé chan bat va giai ma
dir liéu trén duong chuyén da ma
héa (Encrypted traffic, High
Traffic load,...)
Phan tich tap tin nhat ky Dit liéu c6 san trong cac tap tin Céc tap tin nhat ky thuong chi

chira mot phan nho cua toan bo
dir liéu (vi dy: thiéu cac tham so
trong g6i POST HTTP)

4.1. Phan tich ludng dit liéu

a. Khai niém va mot sé cong cu
Ludng dir lieu:
Ludng dir lieu (RFC3679) 1a mot chudi cac goi tin dwoc giri tir mot ngudn cu thé téi mot dich hoac nhiéu
dich, trong d6 ngudn gan nhan cho chudi cac g6i tin nay 1a mot ludng riéng.
Mot sé dau hiéu can chd y:
e Dijachi IP ngudn, dich
e Cong
e Giao thtrc va co hiéu
e Hudng ludng dit liéu
e Khéi lugng dit liéu duoc truyén
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Quan hé gitra cac dia chi IP:

e One to many: Spam, Scan port trén 1 dai mang,...
e Many to one: DDOS attack, may chu syslog,...
e Many to many: Dong bo dir liéu, phat tan virus,...
e One to one: T4n cdng c6 muc tiéu, truyén tin,...

Phan tich ludng dir liéu thuc hién viéc thanh tra mot chudi cac goi tin ¢ lién quan dén nhau nham xéc
dinh cé&c hanh vi nghi ngo, trich xuat dir liéu hay phan tich cac giao thic trong ludng.

Mot s6 cong cu ndi tiéng sir dung trong qua trinh phan tich ludng di ligu:

e Wireshark
e Tshark
e TCP dump

b. Ung dung trong phan tich tan cong wng dung web co bin
M® hinh thyc hién:

Méi truong dugc xay dung trén VMware va st dung ché do card mang NAT. Dai dia chi twong ng cho
card mang NAT la: 192.168.40.0/24. May muc tiéu la Metasploitable 2 vgi dia chi: 192.168.40.134,
Metasploitable 2 1a mot hé diéu hanh mién phi, m& nguén meé, chira cac 15 hong dé thuc hién md phong
tan cong web mot cach hop phap. Dia chi 192.168.40.131 duogc cdp cho may tan céng Kali. Qué trinh
phan tich str dung céng cu Wireshark. Ludng dit liéu dugc phan tich chinh 1a ludng dir liéu HTTP tir dia
chi 192.168.40.131 dn dia chi 192.168.40.134.

(51 Metasploitable2-Linux (57 Kali-Linux-2. 0. 0-vm-amd64

No mail.

msfadmin@metasploitable:™5 ifconfig

etho Link encap:Ethernet HUaddr 00:0c:29:b7:cd:ee
inet addr:192.168.40.134 Bcast:192.168.40.255 Mask:255.255.255.0
inetb addr: feB0::20c:29ff :feb?:cdeesbd Scope:Link
UP BROADCAST RUNNING MULTICAST HMTU:1500 HMetric:1
R¥ packets:88 errors:0 dropped:0 overruns:0 frame:0
TX packets:70 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:?373 (7.2 KB) TX bytes:?260 (7.0 KB)
Interrupt:19 Base address:0xZ2000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 MHetric:1

RX packet=:92 errors:0 dropped:0 overruns:0 frame:0
TX packets:9Z2 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB)

m=fadmin@metasploitable:
m=fadmin@metasploitable:
m=fadmin@metasploitable:
m=fadmin@metasploitable:

Hinh 11: May Metasploitable 2
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E‘T Metasploitable2-Linux E‘T Kali- Linux-2.0.0-vm-amdé&4

Applications ~ Places ~ "~Terminal ~ Wed 10:46

root@kali: ~

tes:18278 (17.8 KiB)

Hinh 12: May Kali

Sau khi str dung trinh duyét web tir may tin cong dé truy cap vao dia chi ip cua muc tiéu, sir dung
wireshark ching ta s& thdy duoc rat nhidu ludng dir lidu tir cac ngudn khéac nhau, céc giao thuc khéc
nhau,... That may man khi Wireshark c6 chirc nang b loc (filter) dé giup nguoi diing cd thé théa man nhu
cau, yéu cau dat ra trong bai bao cao d6 chinh 1a theo doi ludng dir liéu tir may kali téi may muc tiéu, giao
thirc HTTP v1. Ching ta cd thé sir dung cAu Iénh filter dudi day dé thuc hién yéu ciu trén wireshark:

http && ip.src_host==""192.168.40.131"" && ip.dst_host == ""192.168.40.134""

(ATE ~ | Expression...  +
No. Time Source Destination Protocol  Length Info "~

564 1392.889621  54.246.133.196 192.168.40.131 TCP 54 443 > 48161 [ACK] 5eq=4828 Ack=347 Win=64240 Len=0

565 1393.682498 54.246.133.196 192.168.48.131 TLSV1 113 Change Cipher Spec, Encrypted Handshake Message

566 1393.683877 192.168.48.131 54.246.133.196 TCP 68 48161 » 443 [ACK] Seq=347 Ack=4887 Win=3796@ Len=0

567 1393.685911 192.168.48.131 54.246.133.196 TLSW1 315 Application Data

568 1393.605913  54.246.133.196 192.168.40.131 TCP 54 443 > 48161 [ACK] 5eq=4887 Ack=608 Win=64240 Len=0

569 1393.884751 54.246.133.196 192.168.48.131 TLSW1 859 Application Data

578 1393.885895 54.246.133.196 192.168.48.131 TP 54 443 + 48161 |:FINJ PSH, A(K] 5eq=5692 Ack=688 Win=64248 Len=8

571 1393.887972  192.168.48.131 54.246.133.196 TLSV1 91 Encrypted Alert

572 1393.887974  54.246.133.196 192.168.40.131 TCP 54 443 + 48161 [ACK] 5eq=5693 Ack=645 Win=64240 Len=@

573 1393.887975 192.168.48.131 54.246.133.196 TCP 68 48161 » 443 [FIN, ACK] Seq=645 Ack=5693 Win=40888 Len=0

574 1393.887976 54.246.133.196 192.168.48.131 TcP 54 443 » 48161 [ACK] Seq=5693 Ack=646 Win=54239 Len=8

575 1394.976170  Vmware_e9:d3:7e Broadcast ARP 60 Who has 192.168.40.134? Tell 192.168.40.131

576 1394.976301  Vmware b7:cd:ee Vmware_e9:d3:7e ARP 42 192.168.40.134 is at ©0:0c:29:b7:cd:ee

577 1394.981366 192.168.48.131 192.168.48.134 TCP 74 42522 » B@ [SYN] Seq=8 Win=2928@ Len=8 M55-146@ SACK_PERM=1 TSval=586613 TSecr=8 WS=1824

578 1394.981367 192.168.48.134 192.168.48.131 TcP 74 88 + 42522 [SYN, ACK] Seq Ack=1 Win=5792 Len=8 MSS=146@ SACK_PERM=1 TSval=256338 TSecr=586613 WS=32

579 1394.981367  192.168.48.131 192.168.40.134 TCP 66 42522 + 88 [ACK] Seq=1 Ack=1 Win=29696 Len=@ T5val=586613 TSecr=256338

58@ 1394.981367 192.168.48.131 192.168.48.134 HTTP 367 GET / HTTR/1.1 v

Hinh 13: Céc ludng khi chua loc
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[ Thttp && ip.src_host=="192. 168.40. 131" &&ip.dst_host == "192.168.40. 1347 [¥] -] Expresson...  +

No. Time Source Destination Protocol  Length Info A
[+ 580 1394.981367  192.168.40.131 192.168.40.134 HTTP 367 GET / HTTP/1.1

596 1395.884228  192.168.46.131 192.168.46.134 HTTP 348 GET /fawicon.ico HTTP/1.1

606 1395.932405  192.168.46.131 192.168.40.134 HTTP 378 GET /favicon.ico HTTP/1.1

648 1431.996818  192.168.48.131 192.168.48.134 HTTP 371 OPTIONS / HTTR/1.1

676 1459.794247  192.168.48.131 192.168.48.134 HTTP 263 OPTIONS /mutillidae/ HTTP/1.1

855 1471.975164  192.168.46.131 192.168.40.134 HTTP 142 OPTIONS /mutillidae/ HTTP/1.1

1211 1563.645093  192.168.40.131 192.168.40.134 HTTP 411 GET /mutillidae/ HTTR/1.1

1264 1563.815698  192.168.48.131 192.168.48.134 HTTP 453 GET /mutillidae/styles/global-styles.css HTTR/1.1

1311 1563.872732  192.168.48.131 192.168.48.134 HTTP 451 GET /mutillidae/javascript/ddsmocthmenu/jquery.min.js HTTP/1.1

1314 1563.875745  192.168.40.131 192.168.40.134 HTTP 453 GET /mutillidae/javascript/ddsmocthmenu/ddsmocthmenu. js HTTP/1.1

1316 1563.875746  192.168.49.131 192.168.40.134 HTTP 467 GET /mutillidae/styles/ddsmocthmenu/ddsmocthmenu-v.css HTTR/1.1

1318 1563.875748  192.168.48.131 192.168.48.134 HTTP 441 GET /mutillidae/favicon.ico HTTP/1.1

1320 1563.875748  192.168.46.131 192.168.46.134 HTTP 441 GET /mutillidae/javascript/bookmark-site.js HTTP/1.1

1321 1563.875748  192.168.48.131 192.168.40.134 HTTP 465 GET /mutillidae/styles/ddsmoothmenu/ddsmocthmenu. css HTTP/1.1

1464 1565.535612  192.168.48.131 192.168.40.134 HTTP 468 GET /mutillidae/images/coykillericon.png HTTR/1.1

1476 1565.544132  192.168.48.131 192.168.48.134 HTTP 473 GET /mutillidae/images/owasp-loga-48@-38@.png HTTP/1.1

1481 1565.554529  192.168.46.131 192.168.46.134 HTTP 462 GET /mutillidae/images/twitter.gif HTTP/1.1 -

Hinh 14: Ludng nhan duoc sau khi loc

RFC 2616 dinh nghia ra 8 phuong thirc cho HTTP 1.1. Cac phuong thac nay la: GET, POST, HEAD,
PUT, DELETE, TRACE, OPTIONS va CONNECT. Can chi y ring, cac phuong thtc ké trén khdng chi
gidp lap trinh vién dé dang chinh sira , thiét ké 1én ing dung web ctia minh, ma mot s6 ké tan cong cd thé
loi dung cac dic diém cua phuong thirc dé tién hanh khai thac va tan cong.

Khi str dung OPTIONS, client s& hoi server: “Hey Server, ban hd tro cac phuong thuc nao trong 8
phuong thirc, hdy ké cho t6i nha!ll”. Piéu nay cung cap thong tin cho Hacker dé xac dinh phuong thic
dang kha dung & cac phuong phép tan cong nao co thé sir dung.

Phuong thic TRACE cho phép client nhin thiy nhiing yéu ciu cua ban than khi cac yéu cau nay duoc
nhan va phan hoi tir phia server, loi dung diéu ndy Hacker co thé tan cong Cross-site Tracing (XST) -
https://www.owasp.org/index.php/Cross_Site_Tracing

Phuong thitc PUT va DELETE 1a hai phuong thirc nguy hiém nhat khi ching cé thé gy ra cac rui ro bao
mat Ién cho wng dung. PUT cho phép tai Ién bat ky loai dit liéu doc hai ndo 1én may chi. DELETE thi
nguoc lai, cho phép loai bo bét ky tai nguyén nao tir tng dung web, vi du nhu x6a céc tap tin ciu hinh
(Web configuration file).

Trong ludng nhan dugc sau khi loc, ching ta thAy OPTIONS method va TRACE method dang duoc yéu
cau tir phia may Kali.

No. Time Source Destination Protocol  Length Info -
586 1394.981367 192.168.48.131 192.168.48.134 HTTP 367 GET / HTTP/1.1
596 1395.884228 192.168.48.131 192.168.40.134 HTTP 348 GET /fawicon.ico HTTP/1.1
606 1395.932485  192.168.48.131 192.168.40.134 HTTP 378 GET /favicon.ico HTTP/1.1

+ 643 1431.996816  192.163.48.131 192.168.40.134 HTTP 371 OPTIONS / HTTP/1.1 v

Frame 648: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits) on interface @
Ethernet II, Src: Vmware_e9:d3:7e (88:@c:29:e9:d3:7e), Dst: Vmware_b7:cd:ee (88:8c:29:b7:cd:ee)
Internet Protocol Version 4, Src: 192.168.48.131, Dst: 192.168.48.134
Transmission Control Protocol, Src Port: 42528, Dst Port: 8, Seq: 1, Ack: 1, Len: 385
~ Hypertext Transfer Protocol
~ OPTIONS / HTTP/1.1\r\n
[Expert Info (Chat/Sequence): OPTIONS / HTTP/1.1\r\n]
Request Method: OPTIONS
Request URI: /
Request Version: HTTP/L.1
Host: 192.168.49.134\r\n
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:31.8) Gecko/28188181 Firefox/31.@ Iceweasel/31.8.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/*;q=8.8\r\n
Accept-Language: en-US,en;g=2.5\r\n
Accept-Encoding: gzip, deflate\rin
Connection: keep-alive\r\n
Arin
[Full request URI: http://192.168.40.134/]
[HTTP request 1/1]
[Response in frame: 656]

[eeae 7 20 BETETWOSETILE 20 2f 20 45 54 54 50 . [SREGUD / HTTP ~
2f 31 3e 31 @d 0a 48 6f 73 74 3a 20 31 39 32 2e  /1.1..Ho st: 192
31 36 38 2e 34 38 2e 31 33 34 6d Ga 55 73 65 72  168.48.1 34..User
2d 41 67 65 6e 74 32 20 4d 6f 7a 69 6¢c 6¢c 61 2f  -Agent: Mozilla/
35 2e 38 20 28 58 31 31 3b 20 4c 69 Be 75 78 28 5.8 (XI1 ; Linux
78 33 36 5T 36 34 3b 26 72 76 3a 33 31 2e 30 29  x36_64; rv:i3l.e)
20 47 65 63 6b 6f 2f 32 39 31 30 30 31 38 31 28 Gecko/2 9160101
46 69 72 65 66 & 78 2f 33 31 2e 38 26 49 63 65  Firefox/ 31.8 Ice
77 65 61 73 65 6c 2f 33 31 2e 38 2e 30 0d 02 41  weasel/3 1.8.0..A
63 63 65 70 74 3a 28 74 65 78 74 2f 68 74 6d 6c  ccept: t ext/html "

Hinh 15: OPTIONS tur wireshark
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No. Time Source Destination Protocol  Length Info

1983 1673.016868 192.168.40.131 192.168.40.134 HTTP 413 TRACE /mutillidae/ HTTP/1.1
-+ 2248 1974.524281  192.168.48.131 192.168.48.134 HTTP 121 TRACE / HTTP/1.1

2266 1974.524311  192.168.48.131 192.168.46.134 HTTP 96 GET / HTTP/1.1

2272 1974.524327  192.168.48.131 192.168.40.134 HTTP 88 GET / HTTP/1.1

Frame 2248: 121 bytes on wire (968 bits), 121 bytes captured (968 bits) on interface @
Ethernet II, Src: Vmware e9:d3:7e (@@:@c:29:e9:d3:7e), Dst: Vmware b7:cd:ee (B0:Bc:29:b7:cd:ee)
Internet Protocol Version 4, Src: 192.168.48.131, Dst: 192.168.48.134
Transmission Control Protocol, Src Port: 42584, Dst Port: 8@, Seq: 18, Ack: 1, Len: 55
[2 Reassembled TCP Segments (72 bytes): #2246(17), #2248(55)]
~ Hypertext Transfer Protocol
~ TRACE / HTTP/1.1\n
[Expert Info (Chat/Sequence): TRACE / HTTP/1.1\n]
Request Method: TRACE
Request URI: /
Request Version: HTTP/1.1
Test: <scriptralert(l);</scriptsin
Host: 192.168.48.134\n
\n
[Full request URI: http://192.168.48.134/]
[HTTP request 1/1]
[Response in frame: 2250]

[coce TETESWENE 20 2f 20 48 54 54 58 2f 31 2e 31 / HTTP/1.1
©a 54 65 73 74 3a 20 3c 73 63 72 69 78 74 3e 61 .Test: < scriptra
6c 65 72 74 28 31 29 3b 3c 2f 73 63 72 69 78 74 lert(1); </script
3e 02 48 6f 73 74 33 20 31 39 32 2e 31 36 38 2¢  >.Host: 192.168.
34 38 2e 31 33 34 Ba @a 40.134..

Hinh 16: TRACE tir Wireshark

R4t nhiéu website sir dung chirc ning xac thuc co ban nhu dang nhép, day ciing 1a mot trong nhitng chirc
ning ma Hacker rat thich dé tin cong khai thac co ché dang nhap. Vé mat co ban, ké tan cong sé tha cac
username va password cho dén khi ding nhap thanh céng va chiém duoc thanh cong tai khoan. Hau hét
cac cudc tan cong kiéu nay déu két hop hai dang: tan cong vét can va tan cong tir dién bang cac cong cu

tu dong & tir dién.

Trong trudng hop ndy, méy tin cong Kali di sir dung Burpsuite va mot sé tham s co ban dé tin cong mat

khau nhu sau:

e Admin — password, Admin —a , Admin — #rong
e Admin - root

e Admin—admin

e Admin — qwerty

Burp Suite Free Edition v1.6.01

Intruder Repeatsr Window Help

e X a X ¥ X X

Attack Save Columns

Intruder attack 1 LI O -]

Options -

[eTarget | Positions E [ Results | Target | Positions | Payloads | options |

Payload Positi ‘ Filter: Showing all items |®

Accept: text

Cwuﬂg‘:re;r::::i' Request 4 | Payload [Stetus | Errer | Timeout| Lengtt |[° e W in which
ﬂ * 302 [9] [9] 354 |4
2 password 302 8] 0O 354
7 i )
4 admin 302 8] O 354 |
User- Agent: 5 qwerty 302 o O 354_|' 7 e
@ Firefox/31.0 [[*%C D A T L

| Clears |

Accept-Langud Finished |

Accept- Encodimge—gzrpyusrreate

Referer: http://192.168.40.134/dvwa/login.php

Cockle: security=high; PHPSESSID=c9e4786ed6cc5388c6ab0s2c77bda2of
~ . |[Connection: keep-alive

~' | content-Type: application/x-www-form-urlencoded

Content-lLength: 33

username=admin&password=§a§&login=Login

Auto §
Refresh

£

i

DOSO):

"1 payload position

0 matches Clear

Length: 538

Hinh 17: Kali tan cong mat khau
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Véi wireshark, ta s& thiy 6 goi tin POST chtra cac tham s6 tin cong vét can tir Kali

-+ 7673 14908.161986 192.168.40.131 192.168.46.134 HTTP 597 POST /dvwa/login.php HTTP/1.1 (application/x-www-form-urlencoded
7683 14988.330014 192.168.48.131 192.168.48.134 HTTP 596 POST /dvwa/login.php HTTR/1.1 (application/x-www-form-urlencoded
7693 14988.536388 192.168.48.131 192.168.48.134 HTTP 684 POST /dvwa/login.php HTTP/1.1 (application/x-www-form-urlencoded
7763 14905.794609 192.168.46.131 192.168.46.134 HTTP 600 POST /dvwa/login.php HTTP/1.1 (application/x-www-form-urlenceded
7714 14989.150799 192.168.40.131 192.168.46.134 HTTP 601 POST /dvwa/login.php HTTR/1.1 (application/x-www-form-urlencoded
7724 14989.563459 192.168.48.131 192.168.48.134 HTTP 682 POST /dvwa/login.php HTTR/1.1 (application/x-www-form-urlencoded

Frame 7673: 597 bytes on wire (4776 bits), 597 bytes captured (4776 bits) on interface &
Ethernet II, Src: Vmware e9:d3:7e (@0:@c:29:e9:d3:7e), Dst: Vmware b7:cd:ee (09:0c:29:b7:cd:ee)
Internet Protocol Version 4, Src: 192.168.48.131, Dst: 192.168.48.134

Transmission Control Protocol, Src Port: 42628, Dst Port: 88, Seq: 1, Ack: 1, Len: 531

v HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "username”
Form item: “password”
Form item: "Login” = "Login”

Hinh 18: Két qua cua tan cong mat khau tir Wireshark

Vi sao ching ta c6 thé khiang dinh déy 1a tin cdng vét can tir cac cong cu tu dong? Vi trong két qua tir
wireshark, ching ta thay c6 6 goi tin POST chtra cac théng sé username va password khac nhau va dugc
yéu cau dén trang login trong khoang thoi gian dudi 0,5s.

Khi Hacker nhiam téi mot trang web, viéc thu thap théng tin va nam duoc ciu tric cua tng dung 1a diéu
thiét yéu. Tat nhién, nhitng ké tan cong s& khong sir dung cac ky thuat duyét thi cong dé théng ké noi
dung, ma ho str dung céc ky thuat Spidering tu dong dé phuc vu ban than.

[ [http && ip.src_host=="192.188.40.131 &&ip.dst_host == "192,168.40. 134" [X] ~ | Expression...  +
No. Time Source Destination Protocol  Length Info A

8100 15986.887677 192.168.48.131 192.168.48.134 HTTP 352 GET /dav/ HTTP/1.1

8113 15986.910175 192.168.48.131 192.168.48.134 HTTP 352 GET /dav/ HTTP/1.1

8116 15986.910195 192.168.46.131 192.168.46.134 HTTP 322 GET /eb6ded7 HTTP/1.1

8132 15986.915888 192.168.40.131 192.168.46.134 HTTP 325 GET /robots.txt HTTR/1.1

8142 15986.916227 192.168.48.131 192.168.48.134 HTTP 333 GET /mutillidae/styles/ HTTP/1.1

8152 15986.917655 192.168.46.131 192.168.46.134 HTTP 394 GET /mutillidae/styles/global-styles.css HTTP/1.1

8167 15986.930393 192.168.40.131 192.168.46.134 HTTP 346 GET /mutillidae/styles/ddsmoothmenu/ HTTP/1.1

8178 15986.930415 192.168.40.131 192.168.46.134 HTTP 486 GET /mutillidae/styles/ddsmoothmenu/ddsmocthmenu.css HTTP/1.1

8212 15986.938458 192.168.48.131 192.168.48.134 HTTP 337 GET /mutillidae/javascript/ HTTP/1.1

8215 15986.938451 192.168.46.131 192.168.46.134 HTTP 397 GET /mutillidae/javascript/bookmark-site.js HTTP/1.1

8233 15986.930476 192.168.40.131 192.168.46.134 HTTP 489 GET /mutillidae/javascript/ddsmocthmenu/ddsmoothmenu.js HTTP/1.1

8244 15986.938488 192.168.48.131 192.168.48.134 HTTP 358 GET /mutillidae/javascript/ddsmoothmenu/ HTTP/1.1

826@ 15986.934633 192.168.48.131 192.168.48.134 HTTP 487 GET /mutillidae/javascript/ddsmocthmenu/jquery.min.js HTTP/1.1

8320 15986.936398 192.168.40.131 192.168.46.134 HTTP 333 GET /mutillidae/images/ HTTP/1.1

8334 15986.941987 192.168.40.131 192.168.46.134 HTTP 488 GET /mutillidae/styles/ddsmoothmenu/ddsmocthmenu-v.css HTTP/1.1

8346 15986.942631 192.168.48.131 192.168.48.134 HTTP 379 GET /mutillidae/index.php HTTP/1.1

8348 15086.942032 192.168.48.131 192.168.48.134 HTTP 393 GET /mutillidae/index.php?page=home.php HTTP/1.1

8351 15086.942032 192.168.40.131 192.168.46.134 HTTP 394 GET /mutillidae/index.php?page=login.php HTTP/1.1

8392 15987.066381 192.168.40.131 192.168.46.134 HTTP 489 GET /mutillidae/index.php?do=toggle-hints&page=home.php HTTP/L.1

8433 15957.1108685 192.168.48.131 192.168.48.134 HTTP 412 GET /mutillidae/index.php?do=toggle-security&page=home.php HTTP/1.1

8639 15087.168785 192.168.46.131 192.168.46.134 HTTP 389 GET /mutillidae/set-up-database.php HTTP/1.1

8650 15087.209205 192.168.40.131 192.168.46.134 HTTP 418 GET /mutillidae/index.php?page=show-log.php HTTP/1.1

8664 15957.294299 192.168.48.131 192.168.48.134 HTTP 415 GET /mutillidae/index.php?page=captured-data.php HTTP/1.1

8884 15087.349678 192.168.48.131 192.168.48.134 HTTP 489 GET /mutillidae/index.php?page=credits.php HTTP/1.1

8985 15957.558513 192.168.46.131 192.168.46.134 HTTP 411 GET /mutillidae/index.php?page=user-info.php HTTP/1.1

8987 15987.558596 192.168.40.131 192.168.46.134 HTTP 428 GET /mutillidae/index.php?page=view-someones-blog.php HTTP/1.1

8989 15957.558598 192.168.48.131 192.168.48.134 HTTP 41@ GET /mutillidae/index.php?page=register.php HTTP/1.1

9866 15987.627654 192.168.48.131 192.168.48.134 HTTP 489 GET /mutillidae/?page=add-to-your-blog.php HTTP/1.1 v

Hinh 19: Phat hién tan cong Spider tir Wireshark

Tuong tu voi cach phat hién tin cong mat khau, ta thay ring trong khoang thoi gian 1s, di ¢ rat nhiéu
GET request t6i cac duong din cia website Metasploitable 2, didu ma mot nguoi thuc hién thu cong
khong thé 1am dugc!

Cross Site Scripting (XSS) hay con dugc biét téi cai tén “script injection”. Cho phép ké tan cong chén céc
doan javascript doc hai téi tng dung web nham cho trinh duyét chay né. C6 hai loai XSS d6 la: stored va
reflected. D& kham phé 16i XSS, cach don gian nhat, Hacker s& nhap vao dau vao doan ma nhu sau
<script>alert(‘1°)</script> vao mot truong ngau nhién va quan sat néu trinh duyét thuc thi va xuat hién
popup théng bao “1”, nghia 1a website da bi 16i XSS.
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[ Thttp && ip.src_host=="192. 168.40. 131" &ip.dst_host == "192.168.40. 134" | Expresson...  +

[X]

Protocol  Length Info ~

Source Destination

Time

12416 17011.678934 192.168.48.131 192.168.48.134 HTTP 684 POST /duwa/security.php HTTP/1.1 (application/x-www-form-urlencoded)
12426 17012.712498 192.168.48.131 192.168.40.134 HTTP 500 GET /dwwa/security.php HTTP/1.1
12441 17016.112996 192.168.48.131 192.168.40.134 HTTP 603 POST /dvwa/security.php HTTP/1.1 (application/x-www-form-urlencoded)
12451 17@17.148969 192.168.48.131 192.168.48.134 HTTP 588 GET /dwwa/security.php HTTP/1.1
12466 17820.348613 192.168.48.131 192.168.48.134 HTTP 518 GET /dwwa/vulnerabilities/xss_r/ HTTP/1.1
|+ 12487 17025.738671 192.168.48.131 192.168.48.134 HTTP 571 GET /dwwa/vulnerabilities/xss r/?name=%3Cscript¥3calert%26%271%27%29%3CK2Fscript¥3E HTTP/1.1
12501 17@34.684439 192.168.40.131 192.168.40.134 HTTP 578 GET /dwwa/vulnerabilities/sqli/ HTTP/1.1
12518 17@42.875131 192.168.48.131 192.168.48.134 HTTP 548 GET /dwwa/vulnerabilities/sqli/?id=1%27&Submit=Submit HTTP/1.1 o
v GET /dvwa/vulnerabilities/xss_r/?name=%3Cscri lert28%27 CX2Fscript®3E HTTP/L.1\r\n -

[Expert Info (Chat/Sequence): GET /dvwa/vulnerabilities/xss_r/?name=%3Cscript¥3Ealert¥28%271%27%20%3C¥2Fscript¥3E HTTP/1.1\r\n]
Request Method: GET
Request URI: /dvwa/vulnerabilities/xss_r/?name=%3Cscript%3Ealert%28%271%27%29%3C%2F script¥3E
Request Version: HTTP/L.1
Host: 192.168.48.134\r\n
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:31.8) Gecko/28108@1@1 Firefox/31.8 Iceweasel/31.8.@\r\n
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/%;q=0.8\r\n
Accept-Language: en-US,en;q=2.5\r\n
Accept-Encoding: gzip, deflate\rn
Referer: http://192.168.48.134/dwwa/vulnerabilities/xss_r/\rin
Cookie: security=low; PHPSESSID=c3e4786e46cc5388c6ab082c77bd829\r\n
Cookie pair: security=low v

<

RRR R TR 64 75 77 61 2f 76 75 6c 6

:EERGS 72 61 62 69 6c 69 74 6 f 78 73 73 51

GCEM70 2f 3 6e 61 6d 65 3d 3 9 79

o070 gy 45 61 6c 65 72 E

oese FLl 25 32 39 25 33 3 2 cofl07%29%3 C¥2Fscril

0090 [LINCEPLEECEEL] 26 48 54 54 5@ 2f 31 2e 31 @d @a  [ge&lE HT TP/1.1..
43 6f 73 74 3a 20 31 39 32 2e 31 36 38 2= 34 30 Host: 19 2.1638.48
2e 31 33 34 @d @a 55 73 65 72 2d 41 67 65 6= 74  .134..Us er-Agent
3@ 206 4d 6T 7a 69 6c 6c 61 2f 35 2e 30 20 28 58 : Mozill a/5.8 (X
31 31 3b 2@ 4c 69 6e 75 78 20 78 38 36 5f 36 34 11; Linu x x86_64
3b 28 72 76 3a 33 31 2e 38 29 28 47 65 63 6b 6f ; rv:3l. B) Gecko
2f 32 30 31 30 30 31 30 31 20 46 69 72 65 66 6F /2010010 1 Firefo
78 2f 33 31 2e 38 28 49 63 65 77 65 61 73 65 6c  x/31.8 I ceweasel
2f 33 31 2e 38 2¢ 30 6d @a 41 63 63 65 70 74 3a /31.8.9. .Accept: v

Hinh 20: Phat hién tan cong XSS tir wireshark

Ta thdy théng qua GET request, payload <script>alert(‘l’)</script> di duoc url encode thanh
9%3Cscript%3Ealert(%271%27)%3C%2Fscript%3E , diy 1a mot ddu hiéu dén phan tich va phét hién tan
cdng XSS. Ngoai ra, cac payload doc hai ciing c6 thé dwoc giri qua POST request, tly thudc vao ting
trang web. Tuong tu véi XSS, ta ciing c6 thé phét hién cac truong hop tin cong injection tuong tu nhu:
SQL injection, path traversal,... théng qua wireshark.

4.2. Phan tich tap tin nhat ky
a. Khéi niém lién quan
Tép nhat ky may chi web (web server log file)

Céc web server chuan nhu Apache va 1IS tao thong diép ghi nhat ky theo mot chuan chung (CLF —
common log format). Tép nhat ky CLF chtra cac dong thong diép cho mdi mot goi HTTP request, cau tao
nhu sau:

Host Ident Authuser Date Request Status Bytes

Trong do:

e Host: Tén mién day du cua client hoic IP

e Ident: Néu chi thi IdentityCheck duogc kich hoat va client chay identd, thi day 1a thong tin nhan
dang dugc client bao cao

e Authuser: Néu URL yéu cau xac thyc HTTP thi tén ngudi ding |a gié tri caa ma thong béo nay

e Date: Ngay va gio yéu cau

e Request: Dong yéu ciu cua client, dugc dit trong ddu ngoic kép (<)

e Status: M4 trang thai (gdom ba chit s6)

e Bytes: sb bytes trong déi tugng tra vé cho client, ngoai trir cac HTTP header

e M&i yéu cau c6 thé chira cac céac dit liéu bd sung nhu duong lién két hodc chudi ky tu cua ngudi

dung.
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Néu ma théng bao khong c6 gia tri, thi mi thong bao duoc biéu thi bing mot dau gach ngang (-).
Vi du:

192.168.40.131 - - [08/May/2018:08:43:52 -0400] "GET /dvwa/login.php HTTP/1.1" 200 1289 "-"
"Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

Loi ich I6n nhat cia tap tin nhat ky 12 tinh sin c6 twong d6i don gian va phan tich noi dung ciia chung.
May chu web nhu Apache mac dinh phai cho phép ghi nhat ky. Cac ung dung thuong thuc hién ghi nhat
ky dé dam bao truy xuat ngudn géc cua cac hanh dong caa ching. Trong khi lwu lwong mang day du cung
cap céc thdng tin bd sung, chi phi mua lai va xa Iy cua nd thuong I6n hon loi ich cua no. Viéc thu thap
lru lwong mang yéu cau: trong sudt véi goi tin va thuong 1a phan cing bé sung. Quan sat luu luong c6
thé dat duoc vai hubs, cac cdng SPAN, voi hoic thiét bi noi tuyén. Moi thiét bi déu phai mua, cai dat va
duoc hd tro. Mot khi dir liéu da dugc thu thap thi s& duoc phan tich ngay lap tic. Hién tai, luu lugng truy
cap mang duoc thu thap cd cling dang véi tép nhat ky va sin sang dé dwoc phan tich. Cudi cung, cac tép
nhat ky cung cap kha nang dé& dang va dé xir Iy dé theo doi bao mat.

b. Ung dung Regular expression trong phan tich tap tin nhat ky tw dong

Céc phuong phap phan tich tap tin nhat ky thu cong & phat hién tan cong theo ddu hiéu ludn I cac
phuong phép hiéu qua vé mat két qua, tuy nhién s& mat rat nhiéu thoi gian va cong stc dé phan tich log
file, vi log file thuong chira rat rat nhiéu dong nhat ky. Vi vay Regular expression 12 lya chon cia bai béo
C&o nay.

Regular 1a gi? Regex cho phép xu |y cac chudi ky tu linh hoat, hiéu qua va manh mé&. Regex cho phép ban
mo ta va phan tich chudi ky tu véi cac ban mau tuong ty nhu mot ngdn ngir 1ap trinh nho nho. Regex ¢c6
trong nhiéu dang cong cu, nhung sic manh cia n6 chi dwoc thé hién téi da khi 1a 1 phan cua mot ngdn
ngtt 1ap trinh.

Duéi day 1a doan code viét bang python, str dung Regular Expression trong viéc phan tich tap tin nhat ky
web phaét hién tin cong XSS.

import 0s, sys, re
from collections import Counter
from subprocess import call

PATH = sys.argv[1]
TYPE = sys.argv[2]

if TYPE == "access":

log = "access.log'

elif TYPE == "error":

log = "error.log'

f = open(PATH+log, 'r')
ipList =[]
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xss_match="(.+(POST\s+|GET\s+|HEAD\s+|PUT\s+|OPTION\s+).+?=.+?((S|s)(C|c)(R|")(1|) (P|p) (T|V)|(S|
S)(Ele)(LID(FID)|(AR)(LIN(E|e)(R|r)(T|t)).+?HTTP/[0-9]\.[0-9].+)'

time_regex = re.compile("([0-9]{2}:[0-9]{2}:[0-9]{2}\s+)")

date_regex = re.compile("((\d{2}\d{4})/(\d{2}\w{3})/(\d{2}\d{4}))(?:\:\s+)")

ip_regex = "(\d{1,3}\\d{1,3\.\d{1,3\.\d{1,3})"

ip_regsearch = re.compile(ip_regex)
xss_payload_regex=re.compile("((POST\s+|GET\s+|HEAD\s+|PUT\s+|OPTION\s+).+?=.+?((S]|s)(Clc)(
RN (PIP)(T)I(SIS)(Ele)(LINFNICAR)(LINEIE)(RIN(TIICN (AR (VIV)(Al2)(SIs)(Cle) (RN (PIp) (Tt
N |(X[X)(S|S)(S]s)). +?HTTP/[0-9]\.[0-9].+)")

for line in f.read().split(\n"):
if re.match(xss_match, line):

dateData = date_regex.search(line)

timeData = time_regex.search(line)

ipData = ip_regsearch.search(line)

if re.match(xss_match, line):
payloadType = "XSS"
payloadData = xss_payload_regex.search(line)

print "["+payloadType+"] "+dateData.group(0)+" | "+timeData.group(0)+"|"+ ipData.group(0)+" |
"+payloadData.group(0)

Ung dung tool vira viét vai Access.log trich xuat tir Metasploitable 2 trong phan trén ta c6 két qua tuong
tu khi str dung wireshark dé phét hién tan cong XSS.

Open + || M| sccestlog swe| = © @ O
REExample.py access.log

192.168.40.131 - - [08/May/2018:08:43:51 -0400] "GET /dvwa HTTP/1.1" 301 320 "-"

"Mozilla/5.@ (X11; Linux %86 64; rv:31.0) Gecko/2010@101 Firefox/31.0

Iceweasel/31.8.0"

192.168.40.131 - - [08/May/2018:08:43:51 -0400] "GET /dvwa/ HTTP/1.1" 362 - "-"

"Mozilla/5.@ (X11; Linux x86_64; rv:31.0) Gecko/2010@101 Firefox/31.0

Iceweasel/31.8.0"

192.168.40.131 - - [08/May/2018:08:43:52 -G400] "GET /dvwa/login.php HTTP/1.1" 200

1289 "-" "Mozillas5.0@ (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0

Iceweasel/31.8.0"

192.168.40.131 - - [G8/May/2018:08:43:52 -0400] "GET /dvwa/dvwa/css/login.css

HTTP/1.1" 200 608 "http://192.168.40.134/dvwa/login.php" "Mozillas5.0 (X11; Linux

x86 64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

192.168.40.131 - - [@B/May/2018:08:43:53 -0400] "GET /dvwa/dvwa/images/login_logo.png
HTTP/1.1" 200 12875 "http://192.168.40.134/dvwa/login.php" "Mozilla/5.0 (X11; Linux
x86 64; rv:31.0) Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

192.168.40.131 - - [08/May/2018:08:43:56 -0400] "POST /dwvwa/login.php HTTP/Ll.1" 382 -
"http://192.168.48.134/dvwa/login.php" "Mozilla/5.0 (X11; Linux x86_64; rv:31.0)
Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

192.168.40.131 - - [08/May/2018:08:43:57 -0400] "GET /dvwa/login.php HTTP/1.1" 200
1328 "http://192.168.40.134/dvwa/login.php" "Mozilla/5.0 (X11; Linux x86 64; rv:31.0)
Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

192.168.40.131 - - [08/May/2018:08:56:48 -0400] "POST /dvwa/login.php HTTP/1.1" 302 -
"http://192.168.40.134/dvwa/login.php" "Mozilla/5.0 (X11; Linux x86 64; rv:31.0)
Gecko/20100101 Firefox/31.0 Iceweasel/31.8.0"

192.168.40.131 - - [G8/May/2018:08:56:48 -0400] "POST /dvwa/login.php HTTP/1.1" 382 -
"http://192.168.40.134/dvwa/login.php" "Mozilla/s5.0 (X11; Linux x86 64; rv:31.0)

Hinh 21: Access.log tir may Metasploitable 2
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root@kali: ~ I C I <]

File Edit View Search Terminal Help

Hinh 22: Két qua sau khi tng dung Regex
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