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PS C:\Users\l14trBd3ctism?> netsh wlan show interfaces
There is 1 interface on the system:

Name : Hi-Fi
Description : Intel(R) Dual Band Hireless-N 726@
G 1 28bc8b83-5e60-40ab-b330-323109b4deb4d
Physical address ! ac:7/bral:c4:f9:e6

3 cgnnecteg

. z

1c:S5f:2b:ff:a6:4c
N type : lntrastructure
Radio type : 882.11n
Authentication : WPAZ-Personal
Cipher : CCMP
Connect ion mode : Profile
Channel 3
Receive rate (Mbps)
Transmit rate (Mbps)

Signal : 83«
Profile : APA 2.4GH=z

Hosted network status : Not started
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Wellenreiter IT [ Wellenreiter I [ Wellenreiter IT (X
File Sriffer » () File Griffer . (B} File Sniffer (] ' @
St LIJ.UJ.H.:I.L WG NENE N *—JAW P AR Do (2] A |
Net/Station |“ |M.¢.C |l:hn |-. [23:20: 1] {iy Wellenreiter has been started.
e —— [23:20:11] {iy Running on Unknown .
Bl 2&vanille 0 0 [23:20:23] (i} Started Scanning.
| ! 00:04:76:60:4F 54 ) | [23:20:25] (i) New network: ESSID “vanille”
. \.Hi | “;ff’ [23:20:25] iy New Access Paint in “vanille’ [5]
Il DD 0 D2l 98 4{5/ [23:21:17] (i Mew Wireless Station in “vanille” [xx]
[23:21:19] WARNING: Unbhandled IBSS traffic)
wellen reiter [23:21:25] WARNING: Unhandled IESS traffic!
[23:21:26] WARNING: Unhandled IBSS tra ffic!

[23:21:28] WARMNING: Unhandled IB3S traffic!
[23:21:43] WARNING: Unhandled IBSS traffic!

lax Moser [23:21:56] (i) MNew Station in “vanille” [xx]
Mtin T. Mhaemch [23:22:42] (i) Stopped Scanning.
Dirhae]l Lauer

v remote —exploit.org
1l i I [4»

R I QIG0s2 Q= @ PRGN (QEE @ DR TG 02323

Wellenreiter |5l 51 ol -YY S

whoishere.py

Syl gl gl prob culgs jo Jlu )l b ply a0 fatte ol )5 Ganseas cobls 380 o 5 ol

README . md
seclistlserver:~/

WIFI Client Detection 0.2

Author: Pedro Joaquin E@_hkm (pjoaguinBwebsec.mx)
To kill this script hit

No configuration file found.
Example configuration file created:
Modify configuration file to add monitor interface and list of names and MACs

Then run ' hon whoishere

ool yo ouls ailss whoishere.py oU L CLI 5l 51 oles =YY S
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WifiChannelMonitor

wifiChannelMonitor

REE

File Edit View Options Help
[ QW28 A

SSID | MAC Address | Company [ PHYType [ Frequency | Chanmel [RSSI [ Security | Cipher [ Beacons [ ProbeRe... % | DataBytes | Rea
@ M.. BCF6-85-0... D-Link International 802.11n 2437 & a6 WPAZ-PSK  CCMP 2,966 3,063 243 0
@i... 5CD6-43-.. D-Link International 802.11n 2437 & a6 WPA2-PSK  CCMP 6,093 2,435 530 0

J s... BCF6-850... D-link International 802.11n 2437 & a8 WPA2-PSK  CCMP 5,167 1,053 19,335 0
Jn... 9CD6-43-.. D-link International 802.11n 2437 & 73 WEP WEP 5,745 935 3,005 o_|
O m.. C8BE-19-1... D-Link International 802.11n 2437 & a7 WPA2-PSK  CCMP 4,795 867 52,001 1,
D S... 84C9B2E... D-Link International 802.11n 2437 & a4 WEP WEP 5,901 589 64,785 0
@D... ED0-5A-... 802.11n 2437 & 78 WPA2-PSK  CCMP 208 232 0 0

) B... 34-08-04-0... D-ink Corporation 802.11n 2437 [ -87 Mone Mone 897 208 93,105 683

: C4-30-C7-... NETGEAR 802.11n 2437 & 92 WPAZ-PSK  CCMP 4,196 202 8,673 1,

O R... 00-1F-1F-0... EdimaxTechnclogy C... 802.11g 2437 & a4 WEP WEP 1,229 164 26,642 2,

O B... 30-46-9A-2... NETGEAR 802.11g 2437 & 54 Nane Nane 5,110 163 2,216 0
@B.. 62BE-19-1.. 802.11n 2437 & a6 Nane Nane 4,116 142 0 0

@ t.. 54E6FC-.. TPLINKTECHNOLOG.. 802.1ln 2437 4 78 WPAPSK ... TKIP+CCMP 1,623 125 0 0.
J | o]
MAC Address | Company [ rss1 [ssDiist [ SentDataBytes | Received.. % | Retransmitted... | Retransmitted... | ClientType | Device Nail
J 60-6B-BD-5... Samsung Electronics Co... -93 4,104 1,492 76 1,160 Wifi Client

@ 90-82-1F4... Apple a5 496 1,253 0 251 Wifi Client

) C4-3D-C7-... NETGEAR 92 3,467 1,102 1,527 0 Router

@ 00-1C-85-0... Eunicorn a3 606 664 0 58 Wifi Client

@ 5C-29-37-1... Apple 1] 53 1] 58 Unknown
1| | 3

|20 &Ps, 5 clients

| NirSoft Freeware. http:iwww.nirsoft.net

File

Edit View Options

a3 e iales T 350 53 1) (sl 00 e Sledlol g Sl Lot diilate ;5 |, s ot (SASS

Help

WifiChannelMonitor ,I5.0 51 oles - Y S

WifilnfoView

| WIFIBEAT -
| WLANATI S
Ll WLANTDA 5.
il WLAN_ 380
| WLAN_ 435
| WLAN_S86%
il WLAN_ 7648
L WLAN_ARS

£

MAC Address
L EB-DE-3E
10-09-84-B0
C 0 -4-T1-Ds
-E7-DA-86
-2 1-3E-...
+-D3-43-1E
il B0 R -EA-5A-FE
o -4A-T5-40
S48 85 BA-8A-14

o A

PHY Type

RSS!

Signal Quality

Frequency

Channel

Information Size

El

ements Count

Company

XAVi Technologies Corp.

SMC Networks Inc.
SMC Metworks, Inc.
Amper

TECOM Co,, Ltd.
ADE Broadband Italia
COMTREND

TP-LINK TECHNOLOGIE...

Element ID: 0 (SSID)
57 69 66 69 5F 47 61~

Element ID: 1 [Supported Rates])
82 848896 0C * 2 Wi 14

Element ID: 3 [DS Parameter Set]
oc .

67 item(s), 1 Selected

Gaali

NirSoft Freeware. http:iwwe.nirsoft.net
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Loy a5 4y yole Jlo 45 a5 oo olfius 5 b &l plod 51 s 108 5 S oo 55l | Lot s oy 4505 S o] S8 15l

File Edit View Options Help

| > m | A

IP Address Device M... w Metwork Adapter Co..  Device Information
w@192.168.249.1 - WMware, Inc.

=192.168.249.2 - WMware, Inc. Your Router

28192.168.249.129 WIM-F31... o WMware, Inc. Your Computer
w@192.168.249.254 - WMware, Inc,

( # | Advanced Options

Use the following netweork adapter:

’ o Intel{R) PRO/1000 MT Network Connection

eware. hitp:bwww.nirsoft.net

Wireless Network Watcher ,l5,0 51 oles - Y& o

Winhotspot
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Winhotspot Version 1.1.020 - x|

‘Main | Clients | WiFi Stats | Donate

Hotspot Name Winhotspot | g g

Hotspot Password ~ **"***** | “Hide
Share Internet | TEST ork Connection {9050F ~ N
~

Trouble starting ?  [7] Run in safe mode | start

v ) Show Repair Tools  [C] Autorun

Winhotspot 15! 51 oles = YV S5
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Homedal

Glasis ols lid 4 ol aS ol paw o 5 Jo JB Sy jeiile Sl 51 K (SO (alesu 1) Lo JulST i ylai) Homedal
i )08 zghas b asS cvalin 1) saliosls aseis gloaSis slad oy oo Lol Access PoINts oS 5,0 aes oo lis | o

Sgd oo (Sl yigya asl Gz e S0e3 O jgoa

C——— e

%) Access Point Signal Graph | I3 Options|

[ Adapter Overview | " Access Points

Access Poln’t MAC Address Signal Stre...  Encryption Country =
9. AB-T4-2A-A5-C7-05 -80 dBm WPA PSK [TKIP 8 CCMP], WPAZ ... CN
. CB-3A-35-3B-57-21 WPA PSK [TKIP & CCMP], WPAZ ... =
©. alrazi 00-25-9C-1C-AC-DE WPA PSK [TKIP]
. AZAAN 2C-E4-12-20-6A-F0 WPAZ PSK[TKIP & CCMP]
©. BrainTEL F4-EC-38-FD-DC-EG -87 dBm WPA PSK [CCMP], WPA2 PSK[C...  US
@. ceclogics-ptcl 3C-81-D&-1A-BE-79 -87 dBm WPAZ PSK [CCMP]
@. ceclogics-we 90-94-E4-CE-FC-F6 -85 dBm WPA PSK [TKIP 8 CCMP], WPAZ ..,
@. CloudAT 64-70-02-92-10-46 WPAZ PSK [CCMP] us
@. CloudAT Guest 2C-E4-12-4E-68-C2 -87 dBm WPAZ PSK[CCMP]
@. diblait 00-15-6D-82-59-C4 WEP
©. Ego-BeechTree 20-10-7A-6E-4B-E7 -86 dBm WPA PSK [TKIP], WPAZ PSK[TKIP] 1D
®. eHUB 00-19-E0-96-ED-TA -4 dBm WEP PR
9. enfomatix 00-23-EE-1F-AE-C4 WPA PSK [TKIP 8 CCMP], WPAZ ... US i
[ SOOAA I Y AA M WAMA ACK TTETR O Sk an
] i 3
Q
Lmp/the sz [ Update ] [ Exit

Homedal I3l 51 ol — YA U

NetSurveyor

ool iy g lacs (sl pimmmw 40 09,5 b a5 sl T 51 5 (6l ad > Il aws) e ,lai 4 Nuts About Nets l..q5 NetSurveyor
B3 oo Hlis caied ;08 65 alal, BIF L g ud ply CodlS il slaaSl

s sk | coment

3 Y WETEAR CusBandn 41 s = o aw oam i

3 ek 311343 1L WETENR 4G a s P m o am 2

1 Raaba1iiga1 3 Pt WETIN 47 ™~ - ™~ = am I
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Xirrus Wi-Fi Inspector

S ] s JUSs G, g Sz g0 (sloaSed « bl | Sledbl sl wiile Slgls SUISel a5 3,15 )y 6,5, Lail, oy asli g !

Sy oy o) 5l Al DSl &8 sl Ll SO plgieas g e uimen WIS o &)

Xirrus Wi-Fi Inspector

s Se JH XIRRUS

Connection
Wireless Addresses

= CastleOnCast

00:00:00:00:aa:00

a4

-47 dBm

B0Z.1ac

00:00:A0:AA00:00
000.000.0.000
000.00.00.00
000.000.0.0
000.00,000.000

Metworks

CastleOnCast - 00:00:00:00:3a:00 802.11ac WPAZ Personal Access Paint irrus Inc. 5220

000000-6g 00:00:00:00:a8:00 80210 WPA/WPAZ Personal  Access Point ARRIS Group, Inc., 5240

0000000 00:00:00:00:a2:00 8021 WPA/WPAZ Personal  Access Point ARRIS Group, Inc. 2437

TCB71TTEF 00:00:00:00:a8:00 B02.11n WPA/WPAZ Personal  Access Point Technicolor CH USA 2412

TCB71EDTE 00:00:00:00:a:2:00 802N WPRAWRAZ Personal  Access Point Technicolor CH USA 2412

Signal History
A0
I P

B i e e R MR

—_ D

Tima [sac)

WTCET17TEF 00:00:00-00:23:00 WCastieOnCast 00:00;00:00:32:00 WOO0O00-5g 00:00:00:00:23:00

Xirrus Wi-Fi Inspector |50 51 oles - V- S

Vistumbler

leaSes b alal) 15 (soske Sl Wiy o 45 ol NetStumbler sl sl 4 a5 coul GBI clo Ll ply 525l 5y aaliy o]

5551 e a5 Lo gl BLLI Ll

Edit Options  View

Settings  Interface

AdiveAPe:2/8
Actuallocp time 1003 ms

~Support Vistumbler™

Lattuds: N 0000.0000
Longtude: € 0000.0000

!  Stop | UseGPS

| _Gaphl | Gaph2

2 Authentication [ = Active
o WPAZ-Perscnal Active
5 Open
< WPA-Personal bead
%} Channel s
i Dead
L3 Active
13 Dieach
i giot
‘- Encryption
<1 CCMP
- None

Mac Address
00:05:CA:DO:9B:B8
00:05:CA:CS:OF 88
00:05:CA:C5:9F89
00:05:CA:DF:AZ:F8
00:26:44599:78:8D
00:2:
02:2

Infrastructure

© (ZON-98B0)
(ZON-9F80)
(FON_ZON_FREE_INTERNET)
(ZON-A2F0)
(Thomzor99788D)
(ZON-3220)
(FON_ZON_FREE_INTERNET)
(SAPO-Z183272)

o e

J- SSID
. (ZON-98RD)

- (ZON-9F20)
(FON_ZON_FREE_INTERNET)
(ZON-A2F0)
(Thomson9978BD)
(ZON-3220)

i

SSID

ZON-9880

ZON-9F80

FON_ZON FREE INTERNET
ZON-A2F0
Thomson99788D
ZON-3220
FON_ZOM_FREE_INTERNET
SAPO-ZL89272

Signal
2%
0%
0%
0%
5%
0%
0%
0%

High Signel
74%

18%

18%

33%

23%

25%

25%

5%

Channel  Authenticetion
6 WPA2-Personal
1 WPA2-Personal
1 Open

13 WPAZ-Personal
1 WPA2-Personal
6 Open

6 Open

13 WPA-Personal

Encryption
comp
CCMP
None
CcCmp
ccmp
WEP

None

TKIP

Network Type
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure

Latitude

N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000

41 (SAPO-Z189272)

Vistumbler ,l50 51 oles - VY S

Yo
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NetSpot

ogile .l joaing g (ALLS FomnalS 99 52 (1 Q) w0 4D (Db el g IS o g 4520 e S NetSpot

wgh b lad e ailate b bl 4 59, 2 b o

(=) NetSpot - Discover | EEEE ==y
€3 piscover 9 SURVEY - USER GUIDE §53 Ask A QuEsTION (@) asour -
- ssID Graph  Signal  Min. Average Level Channel Security Mode
e R e e 0 ) N KT N
ey
5 Raymondoc WiEi - 6C:62:60:12:37:23 = = = |
Signal Tabular Data Channels 2.4 GHz Channels 5 GHz
@ 5 min 30 min B0 min [#] Enable autoscroll
10
-20
-30
40
-50
-60
- - - . - - b P
70 ~ AN < = s
-80
-0
21:37 21:38 21:39 21:40 21:41
21:=28:56 F1:41:27

NetSpot I3l 51 oles ¥V o

Acrylic WiFi

&8y 5 elolbs g Wifi glo JUIS 5 g yiws bl ololiss gl Wifi Jdoo g 4500 sl 580 05 o i 51 So Acrylic WiFi

S35 S s el waSts 8 Shas grbaws J S Sl 530 o5 ol ol AIDIGIACA - ¥ N Y s s SS9, 52 o]

NS

izt GBS Lo 5 )5 | Wi sloaSs _aaileles 5 laosls 5 ledlol Jl e yos (35,5 aeion dSah 4 Jse
50 Gba,lnl de olSiws cavlive (d ply slo oSiws lod Sl Judow g 450 9 lans sl o) Cdb wile 08 4 jase

Oy r:la Wifi CiE pas g (0 s

& Acrylic Wi-Fi - Not for commercial use. - [E=RE
File Windows Tools Help Go.Pro) € D O @ | Noisiriaace | el Wickess 17028021 1b/g/n stop@| © | MonitorON | GPS |
Menu «| Access Poinis (Showing 9 of 9, Updated 4)
SSID #  Mac Address Rs. D’\an wz 11 ‘\Exsvae( - | WEP WPA WPA2 wps Fassword  Vendor Data Managemeﬂl First Seen  Last Seen
((‘ ’)) B Ownge-5033 14:85:65:07:90:35C BSX- (TKIP| CCHP) Huawei Technologies Co. Lid 15:14:09_ 00:01:44 agol
i B WLAN XY -Im 2167Mbp " — ot |~ | [ASUSTak COMPUTER INC. | ae | 732 | 191115
APs H OmngeDETE 8 b.g.n 1444 Mbps DSK~ (TETP| CCMP) PSK- (TKIRICCMP) 1.0 ‘SAGEMCOM SAS 181117 000004 2g0
O MOVISTAR 2948 95 “ b.a.n 144.4 Mbps. BSK- (TKIF|CCMP) 1.0 7 13:11:17  00:00:43 ago|
O whmedaR4573 £ 3 bgn  130Mbps BSK- (TKIP|GGME) PSK- (TKIR|CCMP) 1.0 D0255B12A41 Hiron Technologies. Inc 17 18:11:19 00:00:18 agol
O wiFioooo1 8.0 1 b.g 54 Mbps BSK-TRIP Shehzhen Huawei Communication Te 253 191113 now
H  [Hidden] 91 1 b.g 54 Mbps Open Routerboard.com 9 19:11:12 000013 agol
Packels |B RodMos 85,0 1 Bl 56 Mbps BSK- (TRIP | COMP) PSK~ (TKIP|CCMP) e = 7 18:11-13 now
& w. | EE HACKERS AHEAD 2 Internst Access poinc A7 .l 1 b.g 54 Mbps BSK-CoMB Cisco-Linksys. LLC 2 455 13:11:13 now
My Nesus4 phone T3 LG Bectronics 42 19:12:04  00:00:30 agol
t vest device T 16 Bedironics 3 18:14:03 | 000013 agol
GPS
2 < o | -
Actions 3|
Inventory Signal Sirength 2.4Ghz AcessFoints Channels 5Ghz AcessPoinis Channcls Networks Requested (1/2) | Comnetivity
I 2402MHz 2412MHz 2422MHz 2432MHz 2442MHz 2452MHz 2462MHz 2472MHz 2484MHz 2494MHz
] North Amesica 1 2 3 4 5 6 8 9 10 1 12 13 14
Scripting | | Ewepeitsa 5/5 1”1 11 22
802.11 Specs
=7
News 8 | p— 52
=
owtisam
OWISAM
B / \ | [
Options 2407MHz 2417MHz 2427MHz 2437TMHz 244TMHz 2457MHz 2467TMHz 2478MHz 2483MHz
| 9/9 AP(s) | GPS Status: Off

Acrylic WiFi |5l

3 ales - TV S
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Wireshark

wals glaaing cdl ol Jlo)l 5 ol (Sl 6,80, gl a5 canl aSS STy, b pion Judo g 450 Il S Wireshark
Olsieas Glez olipms 53 S ply 0505 18 oolitsls g0 Wl oo g 65 Lol (S5 (slo Collad 9 aSd 4y bgy o Jiliws (s
R oo &y a5 azsl plas b S o @l 3 1) (Sl 5 9,5 oo 1,8 ooliisls 90 ad ladSSg 5IUT sl 9, 551581 9
el g asion aSis ol cue gl Wireshark IS jsbay oS oaslicn (Sldj> b g 95wy Sl mhaw [0) g0 4y g0 O jg04
Slusge 5 glio 51 gyl po axly olalinl G plgieas 5 05d o0 oolitul (Bjs0] 5 (bli)| sl STsy axwgs g b)lidle s

255 o0 )l,8 eolaiuls a0

CapEuring fram wthl Gl

Fila Edit Wiew Go Capture Aralyze Statistics Talephanmy Tonls Irtamals Help

El & @ Q¢ 1x2v @ oul BMNGE B

(mm

Filter: [ip.addr == 192.168.0.6 ~ | Expression... Clear

Ho.  Time Saurce Cestination Pratacol | Info [A
19511 995233558088 192.168.1.8 4888 NS Standard query A dawnload34s.avast.com =

19513 99% 233631068 192.168.1.5 4.8.8.8 BNS  Standard quary A fawnload34B.avast.com

19514 995.2406B9008  6..8.8 192.166.1.6 DNS  Standard query response A 82.192.95.82

19515 995,248716068  6.8.8.8 192,166.1.6 NS Standard query response A 82,192.95,92

19516 995260447008 192.168.1.5 82.192.95.92  TCP 55552 » http [FIN, ACK] Seq=288 Ack=1154 Win=16368 Len=d

19520 995,312985008  62.192,95.92 192,166.1.6 TCP hitp > 55555 [5YN, ACK] 56q=0 Ack=l WLn=5840 Len= MSS=1460 SACK PERM=1 WS=128

19521 995313089408 82.192.95%.492 192.168.1.6 TCP http = 55555 [SYN, ACK] Seq=8 Ack=1 Win=5848 Len=8 M55=14G8 SACK_PERM=1 WS=128
19522 995.314343008 192.168.1.6 82.192.95.92 55555 > hitp [ACK] Seg=1 Ack=1 Win=17520 Len=3

19524 995.324651008 82.192.95.92 192.168.1.6 http = 55552 [ACK] Seg=1154 Ack=201 Win=6312 Len=0
19527 995325980008 192, 168.1.6 82.192.95.92 TP [TCP segnent of a reassembled POU]

19529 995 . 326263008 192.168.1.6 82.192.95.92 HTTP POST fegi-bin/iavsdstats.cgi HTTP/1.1  (iavsd/stats]
19531 995, 375611808 82.192.95.92 192,168.1.6 TCP http = 55555 [ACK] Seq=1 Ack=2R6 Win=6317 Len=@
19533 995, 380658000 82.192.95.92 192.168.1.6 TCP hitp > 55555 [ACK| Seq=1 Ack=1184 Win=8832 Len=0

19535 995.382891008 82.192.95.92 192.168.1.6 HTTP HTTP/1.1 284 No Content

19557 996 3DAI6IA6R 197 168.1.6 148.7.96. 236 TCR 55553 = ntap [5YN] Seq-8 Win-8182 Lan-d H5S5-1460 WS-4 SACK PERM-1

I Frame 3164: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)

[+ Ethernet IT, Src: HonHaiPr 26:05:38 (cO:cb:38:26:b5:38), Ost: Azurewav 43:90:de (@0:15:a1:43:98:de)

I Internet Protocel Wersion 4, Src: 6B.126.7.59 (68.126.7.59), Dst: 192 168.1.6 {192.168.1.6}

B Transmission Contrel Protecol, Src Port: 19207 [19207], Dst Port: 55408 (55408), Seq: 1, Ack: 1. Len: 23

BRAA GR 15 af 43 93 oo cA ch 38 76 b5 30 68 @0 45 BA .. .C.... B&.H..F.
BBle @8 3f 57 57 48 84 of B6 26 fa 44 Te @7 3b c@ a8 TR L &bl
BB20 01 06 4b B7 d8 68 0B OB B8 0B OFf 40 3f 88 50 14 Koohoo LI

B30 00 00 Sa 16 BO B0 47 67 28 6L 77 61 79 2¢ 20 77 ool Go away,
BB40 65 27 72 65 20 Ge 6T 74 20 6B 6T 6d 65 e're not  home
@ ethl: <live capture in progress= File:  Packets: 19552 Displayed: 5155 Marked: 0 Profile: Default

Wireshark 150 51 oles - Y S

CommView for WiFi

5 oS 5 3,08 158l e 5 ol el @lblginfac A YN slaaSis sl 6)950LT 5 i ply sladSis S (6l aies ja8 6,05
Sz |y Lad (o 05250 slools slaainy ples CommView for WiFi .ol caslin (6 )15 Ll ) G ol jor 40 0,8 4y paseio sl S
oo o JiSms 5,08 (U 50 50,5 Lol deolfinnl 5 qusyiess Bl 51 s 03 5z (ot DN (ialed 5 (50,51 S 4y
0l oo 15l py ol oS s ol s 4 SMLI b S oo Lo | g JSSgs mul b loges St oYLl g b 4ty
WS Bl 1) I8l e g gyl 8lese DY g asiin Wds 1) Al Ok 00,5 o) g odmlin 1) eols slaaia,
<l H.323 5 SIP ggo olbls)l sy 5 lans (385 Jdow 5 44320 5l VOIP Jg5le G Jels CommView for WiFi

o 5 b g oad (6,138 50, WPAMPAZ2-PSK slaadS b o)l Lawgs st ya5 WEP 5l ool b ailg oo (slools (sloains
gh oliSe, ¥ o omlb

Siols S O jgoay glol a1 ool s sloain, Oldy> plod csmlice Sl JSTgy Voo 5l Gl 51 Slasin b Sl580 e 5 cpl
2,5 oaalive | o iy (nglie 5 SS9 slo 4 ol B os,S al 2 2550
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B

File

u

Search  View Tools

o

Settings
>

P-®

@ Nodes | B Channels | 94 Latest IP Connections| @ Packets [ voiP | 1 Logging | @ Rutes | & Alarms

4 Wireless Packet Info
Sigral level: 95%
sigral level in cea: .33
Noise level in dem: -90
Rate: 134.0 Mops
gang: 802.11ng
Chamnel: 9 - 2452 Mz
Oate: 8-3ul-2013
Time: 15:43:03,16017%
Delta: e.e04271
Frame size: 1013 bytes
Frame nember: 37
so2.11
Logical-Link control (LLC): Command:
Ipva: Src = 192.165.0.35, Dest = 65.5
TCp: Flagss...AP..., SPCPOrtsSeSs?, ©
4 WEtp: Request, GET /weatherhome.aspx
Command: GET
URI: /weatherhome.aspx
urd
Protocolversion: WTTP/1.1
Accept: image/jpeg, epplication/>
Referer: http://local.msn.com/wor
Accept.-Language: en.us
Useragent: User.agent: Morilla/a.e
Accept-Encoding: gzip, deflate
Most: Wost: local.msn.com
Connection: Connection: Keep.Alive
4 Cockie: Cookie: MClaVa3SGUIDefcebl
Cookie: MC1sVe3bGUID=fcebbcd?s
MUID-22E479200A19638135977062¢
SRCHDMS# 259944085 160264154
learusMigratedtodytocationsats v

A~

4

< >
BN =32
| Capture: OFf Packets: 32,507 | Keys:

CommView for Wifi - Edimax EW-7733UnD - olEN
Rules  Help |
- i R 2 o =] A8, | s, | 8,
@ ¢ W e = = ¢ N Y
No Protocol Sre MAC Dest MAC SrclP Desti? SrcPort  DestP., Rate More details A
25 MNGY/PROBE RESP. EdimaxTe:66:C28E  CiscoCAdA61 2 NA 7 NA WA A 1 SSID=DOTIINGEC
2% Cisco:CA4A6 Brosdcast 7 NA 2 NA NA NA 2 SSID=any, Sequ3é
27 MNGT/PROBE RESP.  Cisco:FCEG:29 CiseoiCAARET 2. NA 2| N/A NA NA 1 SSID=DOTIMN, (in
25 MNGT/PROBE RESP,  AsustekC c 61 2| WA 7 NA A NA 2 SSID=wireless ney
29 MNGT/PROBE RESP,  Cisco:FCER:29 Cisco:CAAAE1 7. NA ? NA NA WA 1 SSID=DOTIIN, 0n
30 MNGT/PROBE RESP,  Cisco:FC:ER29 Cisco:CA4A:61 2 WA ? WA NA WA 1 SSID=DOTIIN, (n
1 MNGT/PROBE RESP.  Cisco:FC:EE2S Clsco:CA4A61 2 WA 7 NA NA NA 1 $5ID=DOTIIN, (n
32 MNGI/PROBE RESP.  Cisco:FC:EE29 CiscorCAda6l 2 NA 2 A NA WA 1 $S5ID=DOTIN, (n
33 MNGT/PROBE RESP.  CiscoFC:ER29 Cisco:Chedhebl 2 WA 2 NA NA A 1 $SID=DOTIIN, (n
34 Ip/ICP CiscoLidAcASSC  IntelCorALSF:BS Wi a23.53.33.224.deploy... 7 host.192.168.0.38.5tame... hitp 50579 144 Tep: Flagse.. A F,
35 IpCP INEICORARSF:BS  Cisco-LbdAAEC 7 host.192.163.0-38.star.. W a23.53.33.224.deploy.ak.. 50579  http 144 Tep: Flagse.. A,
36 _IP/TCP 8F:B5 2. 1ost-192.163.0-38.star... (3l 94.245.50.11 50! nttp 144 _Http: Request, GE
37 IPTCP BS N 05t 50557 hitp 144 Hitp: Request, GE]
38 IPICP 8F:85 > hosty Reconstruct TCP Session 50557  http 134 Hitp: Request, GE
3% IPACP Cisco-Li:AAA48C 3 94.24 Reconstruct UD hitp 50561 144 Hitp: Response, M
0 IPACP Cisco-Li4AA%:SC Wy 6558 5 < X http £0857 144 Tep: Flags=..A...,
41 IpaCe inteiCorAXSF:8S 7 hostd Quick Filter S 50561 http 144 Tep: Flagss. A,
42 IPV6/UDP InteiCorAXSF:8S 2. 1680 51570 s5dp 144 hitp: Request, M-:
43 IPvE/UDP InteiConAQSF.BS 7. fe8: Open Packet(s) in New Window > 51570 ssdp 1 http: Request, M.
44 IPUDP INteICORARSFBS  Cisco-Lediia ? hosty 57960 teredo 144 lemove: Router So ¥
< Create Alias » >
0x0000 85 41 4 00 13 E8 ~
»
0x0010 c Copy Address
8x0020
Copy Packet
0x0030 ok
0x0040 Send Packet(s) »
0x0050 Save Packet(s) As ..
0x0060
2xe070 SmantWhois 4
9x0080
0x0090 Clear Packet Buffer
%0040
2x0080 Decode As 4
0x00Ce
0x0000 Font »
8x80E0
0x00F0 local.msn,
AvA1 00 e ) Ansnt har V.
WPA Auto-saving: Off Rules: Off Alarms: Off 8% CPU Usage PRREQ

CommView for WiFi 15l 51 oles - YO S

:CommView for WiFi 33l 6 5 gals” gla <o L3

sy bl g WIFI glaolSin] (ais gl Lad Sl -

ac WLANA-Y,\\ 4 ,a,802.11b, 802.119, 802.11nA - Y,V il 5 Lacs -
odd (5,185 50) sladiny (oliS e, sl WPA L WEP (slan S ()35 jaseius -
JUIS 2 50,5 ja 50 580 Ll sanliw -

w9l i o &g AP sla w0l 1 IP cYLlasl ols i Ll sosline -

TCP Gla sy (sl -

Ll glo oyl el sligy 51 ok ooliil oS sKie (clodinn slolis aisls age slaolays, £58 plEin Jlaia gl lo o VT -

e 5
USG9, "pie" sla loges onalive -

ooy ealawl ..\_»la LgL.e‘J J)-»-S—

W) u_aL..f).A) oals 6[.@4.’1.....3 6‘ alax] 0

o s glgome jo 1350 sloosls b als, (ezims -
Ol s )3 oads s sla i salin 5 6,151 -

Wireshark / Tcpdump [NetMon .Observer® .AiroPeek ™ (EtherPeek ™ Sniffer® sl CJB ;o o as 50l b 0,50l -

e s w8 b 1R sleosls (g5l sloaius 5wl « Wireshark / pcapng o
= &l ol § & sz (6l SmartWhois ;s IP .ol ja # Sl -
Slejpd 504 USB jgnlsl aix 5l eolaiul b JUIS paiz 5l laosls oo -
A-MSDU 3 A-MPDU  claay Lo -

s yewd bl g5l 4 -
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Aircrack-ng

Al YY) asle calize sl o lasbiwl 511l el cao WIFT oSl sl ob5,1 sl byl 51 JelS daegoxe S aircrack-ng )l
s0penBSD .OS X FreeBSD (linux slo o a1l oled sl o] calises slo (5,9 sl g 05 oo Sloiin, 802,11, 802.119

3,0 59>4 Windows
= Aircrack-ng m

Aircrack—ng A_4.2

[BB:88:84] Tested 21263 keys Cgot 1888125 IUs>

=

B %0 00 =] 00 LA i L B3 = S

byte<vote?

8EC 66> 3DC 17> 2DC 17 DA< 16> BF( F4¢
CCC 243> 9BC 162> 69<C 15> ABC 18> BBC F3c¢
28¢ 183> DAC 162> CAC 11> 297« 8> 2B<C 98¢
Bce 212> ACC 28> 69¢ 19> FBC 15> 63( F4(
A< 6> 89C 33> EAC 14> 3Jed 12> 99¢ LT 14
ACC 164> 3BC 33> 397C 27> 91¢ 21> B3 Al
49¢ 251> 86( 68> A?C 33> 16¢ 27> DF( 2F¢
B7¢ 298> 88C 61> 9CC 42> 33< 23> 8D« L1 H
i< 858> 38< 51> 1ad 33> C9¢ 26> EB( 6D¢
6BC 345> FAC 24> D¢ 225 ABC 28> 19<C 4C¢
P8¢ 437> CCC 36> FEC 29> 2FC 24 Fed 22> Dic

KEY FOUND* [ BE:CC:28:BC:4A:AC:47:B7:71:6B:78:53:8D 1

P e ek ek ek ek ek e

=

Aircrack-ng |5l 51 IS ol - Y8 S

Saa amd )8 dlas 590 1y 4l wilgs o a8l e o plal 1) ALl (59, p 995 yge)l plaul LUl s asaircrack-ng )5l
WS Ty g D O g 4y A4S B0 o 05>
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Aircrack-ng GUI

‘Airerackng | Aiodumpng | Airdecapng | WZCook | About |

Filename(s) L ‘ [ Choose... ]

Encryption (&) WEP Key size 1 28 i‘\ bits [] Usewordiist  [] Use PTW attack
O WPA

&dvanced options
[ Specify ESSID
[[] Specify BSSID

Fudge factor ‘2 % \ Key search filter Bruteforce

——— 2 Last keybytes 4 =i
Disable KoreK 1[] 1 A ‘ [ Alphanumeric characters bruteforce L |
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5,1 1,802,110 o jlastiwl sloaSiis jo |, WEP slaa S o)gumy sl ollss a5 pow o s0aSl (6l (g4l 5y SO
file Edit Settings Help

@ scan Network device |ethl
O channel |6 @ Driver type Host AP{Orinoco {

=Y
C BSSID

N

1(4)

‘Refresh) | 40 bit crack breadth: |3 @
128 bit crack breadth: |2 @

rs

Last v Chan Packets | Encrypted

(0

Name

....... E 4:05 2009

00:12:0E:86:43:0E 07B408765106 Y FriJan 9 10:54:05 2009 00:00:00 6 27 0 0
00:E0:98:D5:52:0A ... FriJan 9 10:54:05 2009 00:00:00 6 408 0 4]
00:10:7E:58:3F:72 linksys ¥ FriJan 9 10:54:05 2009 7C46:1A 6 155 ] 0
00:1E:E5:2D:B0:C8 Optimum Y FriJan 9 10:54:04 2009 00:00:00 1 33 0 4]
00:16:01:84:B6:D0 Metal Gear ¥ FriJan 9 10:54:04 2009 C7:97:F1 1 208 7 0
00:11:50:32:12:.D7 ..., b FriJan 9 10:54:05 2009 00:00:00 7 21 0 4]
00:17:94:17:3D:40 . e FriJan 9 10:54:04 2009 00:00:00 11 24 0 0
00:14:BF:6D:94:04 Babybutt e FriJan 9 10:53:34 2009 00:00:00 6 3 0 (4]
00:22:3F7B:80:68 CRAZYMOMMAZ Y FriJan 9 10:54:04 2009 00:00:00 8 27 0 0
00:1B:2F:F6:60:30 mezzfam Y FriJan 9 10:53:31 2009 00:00:00 11 2 0 4]
00:14:BR:B3:E9:3F  brooklyn ¥ FriJan 9 10:53:47 2009 00:00:00 6 5 0 0
00:11:08:F2:93:48 e FriJan 9 10:53:54 2009 AB:4F:02 5 3 4]
[ < — RRTS
[ start \ ( Stop \ ’ Clear \

Airsnort |15l 51 oles - YA S
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&l MS-CHAPV2 5l 6Sss s 2 Sloosis ;o LEAP IS5 g 5 000 o0 Lid LEAP gSins  solais| laaSls )0 (go> jals
Do AanS *@ww&@pom@ aS 39 oo by yal (pl g WS o eolaul Coga 3l ol

File Edit Settings Help

@ scan MNetwork device |eth1 ‘v (Refresh’ 40 bit crack breadth: ’3_@
() channel ’5—@ Driver type Host AP/Crinoco ~) 128 bit crack breadth: ’2—@
'E_\"TE!SSID _\"’Name f"ﬂvE’_\"Last Seen _\"Last [\ \’ han_\"’Packets_ "Encrypted_\'fr;
3 10:54:05 20089 09:09:00 &

00:12:0E:86:43:0E 0O7B40B765106 Y FrijJan 9 10:54:05 2009 00:00:00 & 27 ] o]
00:ED:98:D5:52:0A FrijJan 9 10:54:05 2009 00:00:00 & 408 0 0
00:1D:7E:58:3F:72 linksys e FriJan 9 10:54:05 2009 7C:46:1A & 155 ] o]
00:1E:ES:2D:B0:C9 Optimum A FrijJan 9 10:54:04 2009 00:00:00 1 2z 0 o}
00:16:01:84:B6:D0 Metal Gear Y FrijJan 9 10:54:04 2009 C7:97:F1 1 208 7 0
00:11:530:32:12:D7 ....... N FriJan 9 10:54:05 2009 00:00:00 7 21 Q o]
00:17:94:17:3D:40 i FrijJan 9 10:54:04 2009 00:00:00 11 24 Q o]
00:14:BF:6D:94:04 Babybutt Y FrijJan 9 10:53:34 2009 00:00:00 & =) 0 0
00:22:3F:7B:80:68 CRAZYMOMMAZ Y FriJan 9 10:54:04 2009 00:00:00 9 27 Q o]
00:1B:2FF6:60:30 mezzfam A FrijJan 9 10:53:31 2009 00:00:00 11 2 0 [}
00:14:BF:B3:E9:3F brooklyn Y FriJan 9 10:53:47 2009 00:00:00 & 5 0 0
00:11:D8:F2:93:4B N FriJan 9 10:53:54 2009 AB:4F:02 & =] o]

(S =3 ERD

[ star \ / Stop \ / Clear \
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Auto Reaver
slesl Reaver I3l lawgs a5 1) Jlasl gahats o 4 alas Sl Lo 4y a5 sl oulls aiiigs bash lawgs a5 oS eid o con Sl SO
5l eslatul b1, WPS slaudS 09031 oUlss Reaver [nl.aiS o pal 31, e o6 G 31 ;0 BSSID cuncd oolisnl b w g oo
S8 [ WPA 6,50, Jawgs ool cdadlors sla s 0 59ms ] 5einl Gl cpioren g 0 )ls Bruteforce &dles>

Switching wlan@ to channel 6

Waiting for beacon from 70:54:D2:D5:98:E5
Associated with 70:54:D2:D5:98:E5 (ESSID: 744edc)
Trying pin 12345670

Sending EAPOL START request

Received identity request

Sending identity response

Received M1 message

Sending M2 message

Received M3 message

Sending M4 message

Received M5 message

Sending M6 message

Received M7 message

Sending WSC NACK

Sending WSC NACK

Pin cracked in 3 seconds

WPS PIN: '12345670'

WPA PSK:

AP SSID:

Auto Reaver )yl 51 oles - Fo S

Auto_EAP
WS o EAP glaasiss il jo Brute-Force dles jl ookl b jS055 alos ay pladl I3l -]

_ ] python Auto_EAF.py --he
-h] -1 Interface -s SSID -U Usernamefile -p Passworc
ey _mgmt -E Eap_type

optional arguments:
-h, --help show this help message and exit
-1 Interface, --interface Interface
The Interface to use
-5 SSID, --ssid SSID The SSID to attack

-U Usernamefile, --User Usernamefile

-p Password,
K Key_mgmt, -

-E Eap_type,

Auto_EAP I3l 51 oles - £V S

Y


https://github.com/Tylous/Auto_EAP
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Bully

ool 0als aigi C )b 4y a5 Cesl WPS (59, 5 Brute-force odles 5l ssas (g5lwosly G asli oy

:~# bully mon@ -b 00:25:9C:97:4F:48 -e Mandela2 -c 9
Bully v1.0-22 - WPS vulnerability assessment utility
Switching interface 'mon@' to channel '9'

Using '00:c@:ca:3f:ee:02' for the source MAC address
Datalink type set to '127', radiotap headers present
Scanning for beacon from '0G0:25:9¢c:97:4f:48' on channel 'S’
Got beacon for 'Mandela2' (00:25:9c:97:41:48)
Creating new randomized pin file '/root/.bully/pins'
Index of starting pin number is '00GOEE0'

Last State = 'NoAssoc' Next '‘pin "96202357'

Sent packet not acknowledged after 3 attempts

Tx( Auth ) = 'Timeout' Next-pin 186202357

Sent packet not acknowledged after 3 attempts

Tx( Auth ) = 'Timeout' Next pin '96202357'

Sent packet not acknowledged after 3 attempts

Tx( M2 ) 'Timeout' Next pin '96202357'

Rx( ID ) = 'Timeout' Next pin '96202357'
Rx(Beacon) = 'Timeout' Next pin '96202357'

Sent packet not acknowledged after 3 attempts
Tx(DehAuth) = 'Timeout' Next pin '96202357'

Bully 50 51 oles - TV JSCs
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Fern Wifi Cracker

2L g Sl SUlgs a5 Cewl oo b aSll cpl 4 3525 gl paize § paw o2 (sl (6 o 4l S Fern Wifi Cracker
b oo e Al g5, p 1) 5500 Oas sl ploul Coild dal () &S sl S5 a5 oY 5 )ls 1) WEP/WPA/WPS sls o,
Sl Lo 1,y i gl gaSis

* Fern WIFI Cracker

wian0 v — Refres

Monitor Mode Enabled on mon0

N Click ta Scan for all Access
\\*%/,
N7 Points Active

Click to activate WEP attack
@WE, SRR

Click to activate WPA attack

Fern WIFI Cracker 1.4 | 1 Detected

rypted victim

crypted victim

Latest update is already installed

,qé Click to view decrypted
>, I
<A [ Key Database wireless keys

ey Entrie

Python Version: 2.6.5 1265:79

Aircrack Version: Aircrack-ng 1.1 r1899
Access additional program

Qt Version: 4.7.3 =,
7 Yool Box features and settings
- )

About Fern WIFI Cracker
GUI suite for wireless encryption strength testing of 802.11 wireless encryption standard access points

Written by Saviour Emmanuel Ekiko Report Bugs at : savioboyz@rocketmail.com

Fern Wifi Cracker |5l 5| s peas - FF o

Fluxion

20 plxil 1y MITM WPA &Mles Wilgh o0 a5 Cawl  clodia | cwaiien Oldxs g (guduol (ow plus 5l SO

108) by deltax
Page: http o taxflux/fluxion

Fluxion |50 5l g peas - FO S0
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FruityWiFi

L g g baly loolaiwl b pudivns jobas b ans o ojlal )5 a4 dali ol sl s o (g0l sy 0 (810 5L o yam 150l S
2ol Oy ee Lol s ool Raspberry-Pi b oslaiw! gly 4ol losol amo plos! 1) asd iy slo ales loaSis ol 4 alo JLo)|

By caal (oo g (S e B (9,

: FrUityWiFi status | wsdl | config | modules | logs | logout | v2.0

Services

Wireless enabled. | stop | edit | log
Phishing enabled. | stop | edit | log

Hodul es
AutoSsH enabled, | stop | edit | log
Butostart disabled | start | edit | log
Captive disabled | start | edit | log
DNS Spoof enabled., | stop | edit | log
Ettercap disabled | start | edit | log
Karma disabled | start | edit | Llog
Kismet disabled | start | edit | log
mdk3 disabled | start | edit | log
Meterpreterdisabled | start | edit | log
MNessus enabled., | stop | edit | log
ngrep disabled | start | edit | log
nmcll disabled | start | edit | Llog
Responder disabled | start | edit | log
RPiTwit disabled | start | edit | log
Squid3 disabled | start | edit | log
SSLsplit disabled | start | edit | log
SSLstrip disabled | start | edit | log
Tcpdump enabled, | stop | edit | log
URLShnarf disabled | start | edit | log
WhatsApp enabled. | stop | edit | log

FruityWiFi 15l 51 g peas - $7 IS

s S5e b1, FruityWifi b o8 ceas Jiy JyS 5 les oo 1y b Jgsle cpl il (g pdy Gllasil gla Jg3le 0 s rUityWifi
IREXP VS

(S s, <oluld) Squid3 'y SSLstrip .nmap ngrep mdk3 (Kismet DNSspoof URLsnarf ailss s 39290 sl Jo5le JIs 5o
WS o 1y K50 0,50 o Tepdump Meterpreter AutoSSH Portal Captive

o
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Infernal Twin

2 a5 ) by 5l (6 ke a5 Canl 0als aliys yaiuly j0 A5 Cenl a2 50,5 S 5l b o acgeze SO Infernal Twin

9 cﬁ)”“—w»] SRy aoye )0 Rl SO plgea QT S olg s &5 S oo 095 0,5 0 &g WIFT slaasits ol Q?‘)T
Say e 9 WS e Sy 650, sla w5l g b ST (ales 51 AT 3 pL e o SloaSLS (55, 1,55 S9d y9e5]
e ol I gt 1 o ool 3 g 2135 9155 e (53585 905l plest

Infernal Wireless - Wireless Security Assessment Tool

File Tools Recon Wireless Attack Vectors Cracking Logs About

Hack WPA2
Hack WPA2 Entr
WEP Hacking )

% Evil Twin Attack

- Perform Infernal Wireless Attack n e rn a | re es s u |
P Free Internet

e

Wireless Reconnaissance Result Logs are displayed here

Infernal Twin |15l 51 6 e - FY o

mdk3

Beacon =M.> ¢ Deauthentication odles> slosl ol 4ol ol .l IEEE 802,11 JSGg cand 31 (g 1o 0500 sl )15l SO

2,081, ... g Request

4k

i

4

4

4

H#H .

## E) Retur o maln menu

Option: I

mdk3 154l 51 6 e - FA S
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PixieWPS

3Py 8ot b oS 9,8l 3l eolaiul LWPS o5 i 3o,k 5l a0 loaSats 4y Jlasl 515 C o oald atiigs [l S
o iz ST 5 Ll

PixieWPS |50 5l (s peas - F4 IS0

WEPCrack

! 802.11 WEP ‘59.7;0 ,_gUb..\*lS u...m&m ‘5|).3 )b QI )‘}3‘ S
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Wifijammer

Damled Sgaus ) G ply (gaSils 4 fae oyl 0,15 sled pglae & jgoay audlgs oo Lo sl o 5l oolazwl b

3rdFloor
3rdFloor
6C956
‘ SpenglerNet
:e0: 11 SpenglerNet
a:00: ' 1stFloor

TWCWiFi
xfinitywifi
TWCWiFi
CableWiFi

opvzmumwifi
optimumwifi
3rdFloor
Nottinghamnetwork.
MKK25
AWHODAT
NGNI6

Plex

Plex

MKK25

MKK25

Wifijammer |50 51 6 peai - 0V S0

* ok % ¥ F F F ¥ F F F ¥ F F* * *

Wifiphisher

g g0 00liil 5095 & jg0ds Sintind S¥lex plowil gz 10l ol

T JAMMINGINTERFACE

-al APINTERFACE, --ap

m MAXIMUM, maximum |

Wifiphisher |3l 51 ¢ gai - OY S
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Wifitap

S oo a4l b bl ool jo e S8l 5,55 Oes 5l oolanwl b Ll aeli oyl

Applications Places & [ z = W oot

root@bobbi: ~

Psyco optimizer not installed, running anyway...

INFO: Can't open /etc/ethertypes file

Usage: wifitap -b <BSSID> [-o <iface>] [-1 <iface>] [-s <SMAC>]

[-w <WEP key> [-k <key id>]] [-d [-v]] [-h]
-b <BSSID> specify BSSID for injection
-0 <iface> specify interface for injection (default: athoO)
-1 <iface> specify interface for listening (default: atho0)
-s <SMAC> specify source MAC address for injected frames
-w <key> WEP mode and key
-k <key id> WEP key id (default: 0)
| activate debug
-V verbose debugging
-h this so helpful output
:~# wifitap -b 00:23:aa:45:c4:42 -i wlan0 -o wlanofl

[ root@babbi: -

Wifitap 1540 51 (o g — OF S

Wifite

g oo ool (@8, K ;0 WPS s WPA WEP o0l (5,185 50, aSl paiz 4y ala> Cz 3l ol )

~# wifite -h

COMMANDS
check capfil e> for hands
display previ

GLOBAL
all targets.
wire interfa for capturing
anonym
channel
target
specific aecess-‘point'by bssid-(mac)
after scan
s any targets with signal strenghth > db
do not print list of APs during scan

only target WPA net

time to wait for WPA attack to complete (seconds)
time to wait between sending deauth packets (sec)
strip handshake using tshark or pyrit

Wifite 5l 5l s ppas - OF IS5
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Zizania

) 2LiS 50y sl cmslio slaps B (o] i § 05T o WPA 00 (51350, (sla bl (sl ol ls (545 S5 ol L iy
WS oo i |y polie Blad O jguody a5 A5 oo <l | . g data.one beacon ,EAPOL frames ol

handshake 4 a5 5,15 oK) 4 ;50 &, 500l EEE 802.11 o laibew! 5 DeAUth v 8 G o T8 0 YU Cga aslp opl uioren
S oo Jloyl oyl 5La

Zizania Iyl 5l g pgas - 00 JSo

FakeAP
AuS olwl x> Acces point o ailes oo 4l ol 5l oolainl b caslany deliy pl 5l a5 jshailen

root@kali: ~ =

File Edit View Search Terminal Help

st >fjuse network/fékeap

ake AP >Jshow options

Value Description

Interface Wireless Interface Name
ESSID < ESSID Name For Fake AP
Channel Channel Number

Description

Interface Wireless Interface Name
ESSID free-internet yes ESSID Name For F
ake AP | — ]

Channel Channel Number

FakeAP 15l 5| s g - OF S

O
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Ghost Phisher

LoaSlots (al 6343938 Oliee 93] St (sl Al izman 5 ST (S48 5 st el S5ee 40l (s GhOSE Phisher 4l
Uz s 5 1500 (6 lemms ool 5 lxz AP sloml oSl Le & a5 0 aLigs sl QT slo alolsS o el ol 4 4 cal

Ghost Phisher

Pake Access POt Fake DS Secver | Fake DHCP Server | Fakm HITP Secvee  GHOST Trap | Session Hippching | ARF Cadie Poisaring | Harvested Crmdertials  About
Ac Fowt O
Acesz Foint Narme Charret ¥ addresa: Mac Address:
Runtirm
woire rtertace
LarD c Refresh Card List
[ Mac Acddrmes E M,

Ghost Phisher |5l 51 6 yguas = OV S

Karma

Sl e corlolid & o 3l (glo il sl Y iz 5 ms o e yiie ceniel o) s oyl 5] (slae garmaKARMA
AT NN s jlasliul ,o probe cules ;s 4y bayye slapa 8 4 (3l (395 L L 1) sleel (LB 5 g o (sloaSids (rizon 5 99290
Canlg )0 91y S Lawgi b g Sgd auags aSils 31,0 Rogue AP G sloy! b aslys oo (59,8 o)L yide aSuilsl o3lo s o
Yo s oz 6lo g pusniylod o0litsl o ytsd ,o (gl SSID ples 4 Jlasl calgs 1o gz LIS ol 51 5 aims ey Probe

5,5 ealatusl Cunle (gl 005 28 gy Cuow ol o glnST Loled 5 aliie (5lod 5y 5 b asliaalsS (5 j5laez 4wl e

List of SSIDs:

Clients PineAP Karma Log gggigﬂ:z;ﬁp

Karma Configuration®

Client Black / White Listing — View List
Currently in BLACK mode. Switch
MAC to Blacklist:

SSID Black / White Listing - View List
Currently in WHITE mode. Switch
S8ID to add to list:

Karma |50 5l s peas - OA S5

O)
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mitmAP

B9 00 03y )5 a4 ] )8 mews Bl il 5 e Jlail sadadi SO ol jslaieds a5 el by 4 el alligs asl p oyl

File Edit View Bookmarks Settings Help

WiFi-Pumpkin
sl g da AP sbl blss a8 cadl ol ol (509 ol WisFi coctal o il 6l JolS s g )l S5 sl ls anli ol
o> « ROGUE g5 51 Jlasl abais sbwl 4 le3 oo o3 (Lol sl Fing 51 ool 03 20 s louF 59 Cand Lel lo 15 4l yo alo
2,5 o Lil ... g DNS Spoof &> Windows Update <=Ma> [DHCP Starvation &> Probe celg> s Deauth

WiFi-Pumpkin v0.8.3

File View Tools

Ostat ©
Home
Settings

Plugins

Stations | ::Advanced Mode:: Monitor MITM Attack

¥ HTTP-Requests X HTTP-Authentication

[ BDFProxy-ng [] Dns2Proxy [J] Responder

ivate-Plugin: Clients: 0

WiFi-Pumpkin 15l 51 6 peai - £+ IS

oY
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Hijacker

android a1, I, Reaver 4 MDK3 (Airodump-ng Aircrack-ng 34a 9031 slo,l5l sl (Se81,5 1,15 Lo, G Hijacker

Sl oyol il 3 50,5 (o5 g JgiS 50 Slygiws 50,5 <ol g il cpl 5l esliiwl lp 1) Lol g sole Ul G ol ol
20 oo &L MAC

Airodump =10 L@5 = : | Reaver =12 L[09

CYTA

PIM delay

Locked Delay

= TP-LINK_Extender.
b 56 PWR: -84 | SE

o~ HOL ALUWLAN

o~ Karoulla

— OTE

Hijacker ,l5l 51 g g - £V JSo
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https://www.sans.org/course/wireless-penetration-testing-ethical-hacking

https://searchsecurity.techtarget.com/feature/A-list-of-wireless-network-attacks

/https://www.concise-courses.com/hacking-tools/wireless-tools

/https://fossbytes.com/best-wifi-hacking-software-analysis-tools-computer

https://www.techworm.net/2018/01/10-best-wi-fi-hacking-tools-2018.html

/www.subliminalhacking.net/2013/02/07 /wireless-attack-and-audit-tools-recommendations-list
[http://resources.infosecinstitute.com/13-popular-wireless-hacking-tools

/https://phoenixts.com/blog/types-of-wireless-network-attacks

https://www.examcollection.com/certification-training/security-plus-wireless-attacks-and-their-types.htmi
https://www.symantec.com/connect/articles/wireless-attacks-and-penetration-testing-part-1-3
https://www.sans.org/reading-room/whitepapers/detection/understanding-wireless-attacks-detection-1633

http://bytegate.ir/%D9%BE%D8%B1%D9%88%D8%AA%DA%A9%D9%84-
%D8%A7%D9%85%D9%86%DB%8C%D8%AA%DB%8C-wep-%DA%86%DB%8C%D8%B3%D8%AA%D8%IF-
%DA%86%D8%B1%D8%A7-%D9%82%D8%A7%D8%A8%D9%84-%D9%87%DA%A9-

1%D8%A7%D8%B3%D8%AA%D8%IF
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