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I8 websock.exe:13356 Properties - O *

GPU Graph  Threads TCP/IP  Security Enwvironment Job Strings

Image Performance Performance Graph Disk and Metwork
Image File
CPU utility
PC Tools

Version: 3.0.0.0
Build Time: Thu Mow 16 00:40:36 2017
Path:

| C\Applications\websock.exe | IEproreI

Command line:

| C:\Applications\websock.exe -0 mine2, 12finance.com: 2222 u 46hth8|

Current directory:
| CoWindows\System32) |
Autostart Location:

| nfa | Explore

Parent: Service.exe(10364)
User: DESKTOP-USPDMLG \noam

Verify

Bring to Front
Started:  10:51:20 21/01f2018  Image: 54-hit S

Comment: | | Kill Process

VirusTotal: | | Submit

Data Execution Prevention (DEF) Status: Enabled
Address Space Load Randomization: High-Entropy, Bottom-Up
Control Flow Guard: Disabled

OK. Cancel

C:\ Applications  \ websock.exe - 0 mine2.12finance.com:2222

5Qby1hKek2u3M738AVCS192 -px -k -t2 -- donate - level
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Image Performance Performance Graph Disk and Metwork GPU Graph Threads TCP/TP  Security  Environment  Job Strings
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Prcft\ Local Address Remote Address State
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WHOIS
TR R

> ~

Whois IP 192.99.37 .46 Updated 1 second ago

b AT AL X

ARIN WHOIS datz and services are subject to the Terms of Use
gvailable at: https:// www.arin.net/whois_tou.html

If you see inaccuracies in the results, please report at
https:/ fwww.arin.net/public/whoisinaccuracy/index. xhitml

WO CHE

#

# The following results may also be obtained via:

# https://whois.arin.net/rest/nets;q=192.99.37.457
showDetails=truefshowARIN=FalsedshowlonArinToplevellet=Falsedext=netraf2

#

MetRange: 152.99.8.8 - 1952.99,.255.255
CIDR: 192.99.8.8/16

Hethame: OVH-ARIN-7

MetHandle: MET-192-99-8-8-1

Parent: MET192 (MET-192-2-2-8-8)
MNetType: Direct Allocation

OriginASs: 4516276

QOrganization: OvVH Hosting, Inc. (HO-2)
Reghate: 2013-96-17

Updated: 2013-96-17

Comment : wwiw . ovh . com

Ref: https: f/whois.arin.net/rest/net/NET-192-99-2-8-1
Qrghlame: OVH Hosting, Inc.

Orgld: HO-2

Address: BAE-1881 McGill College
City:

StateProv: QC

PostalCode: H3a 2h4

Country: A

RegDate: 2011-96-22

Updated: 2017-21-28

Ref: https: f/whois.arin.net/rest/org/HO-2

OrgAbuseHandle: ABUSE3956-ARIN

Orgibuselame: Abuse

OrghbusePhone: +1-855-684-5453

QrgfbuseEmail: abuse@ovh.ca

OrgibuseRef: https://whois.arin.net/rest/poc/ABUSE3O56-ARIN

OrgTechHandle: MOC11876-ARIMN
OrgTechName : NOC
OrgTechPhone: +1-855-684-5463
OrgTechEmail: moc@ovh.net

OrglTechRef: https://fwhois.arin.net/rest/poc/NOC11876-ARIN
S T AT AR,y T WX YR T ) R T
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Wireshark

S {1 4, <+ «i XX s X « ¥ X7 x x ¥ o x X, 4 [ ]iS., X e IsL |
NPVRN - ~ > Z RN ~ Ve o
T X x A les s e e s A x| boxxs s s o] o X
v o~ A ~ U ) >
|d “Ethemet - 8 X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File
EQQae TEe BRE ©&m 4
+ .Expression |~ M |ip.addr == 192.99.37.46 [X[=5])|
Info Length Protocol Destination Source Time No
PSH, ACK] Seq=1 Ack=1 Win=26@ Len-SZ] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 49.515218 167
PSH, ACK] Seq=1 Ack=83 Win=39 Len=72] 61895 - 2222 126 TcP 10.0.0.7 192.99.37.46 49.672196 168
ACK] Seq=83 Ack=73 Win=260 LEn-O] 2222 + 61895 54 TCP 192.99.37.46 10.0.0.7 49.811779 ]:69
PSH, ACK] Seq=73 Ack=83 Win=39 Len=253] 61895 -+ 2222 307 TCP 10.0.0.7 192.99.37.46 93.220292 416
ACK] Seq=83 Ack=326 Win=259 Len=0] 2222 -+ 61895 54 TCcP 192.99.37.46 10.0.0.7 93.299930 417
PSH, A(K] Seq=83 Ack=326 Win=259 Len-BZ] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 153.231771 §99
PSH, ACK] Seq=326 Ack=165 Win=39 Len=72] 61895 » 2222 126 TP 10.0.0.7 192.99.37.46 153.389399 40@
ACK] Seq=165 Ack=398 Win=258 Len=@] 2222 - 61895 54 TCP 192.99.37.46 10.0.0.7 153.606770 €01
PSH, ACK] Seq=165 Ack=398 Win=258 Len=82] 2222 -+ 61895 136 TP 192.99.37.46 1e.0.0.7 213.399687 707
PSH, ACK] Seq=398 Ack=247 Win=39 Len=72] 61895 -+ 2222 126 Tce 1e.0.0.7 192.99.37.46 213.55728@ 708
ACK] Seq=247 Ack=470 Win=258 Len=@] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 213.602774 709
PSH, ACK] Seq=247 Ack=470@ Win=258 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 273.560485 845
PSH, ACK] Seq=47@ Ack=329 Win=39 Len=72] 61895 » 2222 126 TP 10.0.0.7 192.99.37.46 273.717497 846
ACK] Seq=329 Ack=542 Win=258 Len:@] 2222 + 61895 54 TCcP 192.99.37.46 10.0.0.7 273.904186 d47
PSH, ACK] Seq=329 Ack=542 Win=258 Len=82] 2222 -+ 61895 136 TP 192.99.37.46 10.0.0.7 333.728740 iWS
PSH, ACK] Seq=542 Ack=411 Win=39 Len-72] 61895 » 2222 126 TCP 10.0.0.7 192.99.37.46 333.885803 !‘869
ACK] Seq=411 Ack=614 Win=258 Len=@] 2222 - 61895 54 TP 192.99.37.46 10.0.0.7 334.115040 1010
PSH, ACK] Seq=411 Ack=614 Win=258 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 393.887115 ]‘272
PSH, ACK] Seq=614 Ack=493 Win=39 Len=72] 61895 » 2222 126 TP 10.0.0.7 192.99.37.46 394.045026 1273
ACK] Seq=493 Ack=686 Win=257 Len-O] 2222 » 61895 54 TCP 192.99.37.46 10.0.0.7 394.199561 1;274
PSH, ACK] Seq=686 Ack=493 Win=39 Len=253] 61895 -+ 2222 307 e 10.0.0.7 192.99.37.46 400.753298 1‘291
ACK] Seq=493 Ack=939 Win=256 Len=0] 2222 + 61895 54 TCP 192.99.37.46 10.0.0.7 400.901172 1292
PSH, ACK] Seq=939 Ack=493 Win=39 Len=253] 61895 -+ 2222 307 TCP 10.0.0.7 192.99.37.46 453.043102 1424
ACK] Seq=493 Ack=1192 Win=255 Len=@] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 453.220466 1429
PSH, ACK] Seq=1192 Ack=493 Win=39 Len=253] 61895 -+ 2222 307 TP 10.0.0.7 192.99.37.46 467.490594 }479
ACK] Seq=493 Ack=1445 Win=260 Len=@] 2222 -+ 61895 54 TP 192.99.37.46 10.0.0.7 467.715648 1480
PSH, ACK] Seq=493 Ack=1445 Win=260 Len=82] 2222 -+ 61895 136 Tce 192.99.37.46 10.0.0.7 527.503247 1;632
PSH, ACK] Seq=1445 Ack=575 Win=39 Len=72] 61895 -+ 2222 126 TCP 10.0.0.7 192.99.37.46 527.660761 1633
ACK] Seq=575 Ack=1517 Win=26@ Len=@] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 527.800094 1634
PSH, ACK] Seq=575 Ack=1517 Win=26@ Len=82] 2222 -+ 61895 136 TP 192.99.37.46 10.0.0.7 587.673323 i766
PSH, AO(] Seq=1517 Ack=657 Win=39 Len=72} 61895 » 2222 126 TCP 10.0.0.7 192.99.37.46 587.830559 1767
ACK] Seq=657 Ack=1589 Win=26@ Len=@] 2222 - 61895 54 TCP 192.99.37.46 10.0.0.7 587.999351 1769
PSH, ACK] Seq=657 Ack=1589 Win=260 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 647.832341 :982
PSH, ACK] Seq=1589 Ack=739 Win=39 Len=72] 61895 -+ 2222 126 TP 10.0.0.7 192.99.37.46 647.990209 1903
ACK] Seq=739 Ack=1661 Win=259 Len=@] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 648.097940

”
RN

XX

14 o<[x 122221 . x TCP!

XX, X%y g, "

:Follow TCP stream

M Wireshark . Follow TCP Stream (tcp.stream eq 11) - wireshark_83104FA0-41BA-4DCS-8158-BA3BDAS21BE1_20180121115900_a04156

{"id":54,"jsonrpc”: "2.8", "method”: "keepalived”, "params”:{"id": "§33019525540947"}}

7ab9ac78153bff28d12"

94532999773", "target”: "42170200"}}
{"jsonrpc”:"2.@", "method”: "job", "params”:
{"blob": "B6@6a2cda1d385:

56090340325", "target”: "42170200"}}
{"id":6@,"jsonrpc”: "2.8", "method": "keepalived"”, "params”: {"id": "833819528848947" )}
. "2.@","error”:null, "result”:{"status": "KEEPALIVED" } }
"2.@","method": "keepalived”, "params”:{"id": "833019528548947"}}

"2.@","error”:null, "result”: {"status": "KEEPALIVED" } }
"2.@","method”: "keepalived”, "params”: {"id": "833019528840947" }}
"2.@","error”:null, "result”: {"status": "KEEPALIVED"
"2.@","method”: "keepalived”, "params”: {"id": "833019528340947" }}
"2.@","error":null, "result”:{"status": "KEEPALIVED" } }

ec

:63,"jsonrpc”:

{id":54,"jsonrpc”:"2.@", "error”:null, "result”:{"status": "KEEPALIVED"}}

{"jsonrpc":"2.8", "method”: "job", "params":

{"blob": "@686abcadl: 8d2c1bassbafdast ba71 77c4 173257 fa
37737854868", "target”: "7b8ca188" }}

{"id":55, jsonrpc”: "2.8", "method”: "keepalived”, "params”:{"id": "§33019525540947"}}

{"id":55,"jsonrpc”:"2.@", "error”:null, "result”: “"KEEPALIVED"}}

{"id":56,"jsonrpc”: "2.8", "method”: "keepalived” {"id":"833819528848947"}}

{"id":56,"jsonrpc”:"2.0", "error":null, "result” “"KEEPALIVED"}}

{"id":57,"jsonrpc": "2.8", "method": "keepalived” {"id":"833819528848947" }}

{"id":57,"jsonrpc”: "2.@", "error”:null, "result": : "KEEPALIVED"}}

{id":58,"jsonrpc”:"2.@", "method": "keepalived” {"id":"833019528840947"}}

{"id":58,"jsonrpc”:"2.8", "error”:null, "result”: "KEEPALIVED"}}

{"id":59,"jsonrpc”:"2.0", "method”: "keepalived”, "params”: {"id": "833019528540947"} }

{"id":59,"jsonrpc":"2.8", "error”:null, "result": {"status": "KEEPALIVED" }}

{ RN ": "2.8", "method”: "Job”, "params”:

{"blob": "@6@6dfccald3eschanfal31954d72a91456cca529cas5e2edB3faabbaE7@59b2e81c1e 9f4642ac34215199d03F6c21h9ec34adc7873935651196b8256da17", "job_i
18727127559", "target”: "42178200"}}

{"jsonrpc”:"2.0", "method”: "job", "params":

{"blob": "868693cd91d385b788a74dd39df cc83772d88657bF8691a7c7acab1128F 7aaad6s 6211 71369554a1fbc 8499dfa7b5aadss:

aad1f11d23f8f351f5312fef5ac5320619a:80000000b23d2ar1c55c8913897545cace7456aed4d7ac6a479998824d37427221d85cf@5", "job_id":

417c958593c9eal7", "job_i

3480

L

{ s

.

-i”Q(H.)q”'I,:

X

s {1.x « (kéepalived x |

S X SX § X X L XSX B o
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B2 Dependency Walker - [websock.exe] — O *
B File Edit View Options Profile Window Help -
FH 2R E LME SN EE REON

------ @ API-MS-WIN-SECURITY-AUDIT-L1~ | PI Ordinal Hint Function Entry Point

------ @ API-MS-WIN-SECURITY-AUDIT-L1 ED | NA 4 (00004 | CryptCATAdminAcquireContext Mot Bound

------ 3 API-MS-WIN-CORE-APIQUERY-L1 B3 | NA T(x0007] | CryptCATAdminCalcHashFromFileHandle Mot Bound

...... @ API-MS-WIN-CORE-PERFCOUNTE B3 | N/A 9(0x0009) | CryptCATAdminEnumCatalogFromHash Mot Bound

______ %18 CRYPTSP.DLL E3 | NA 11 (0x000B) CryptCATAdm?nReIeaseCatangContad: Mot Bound

eSO} WINTRUST.DLL B3 | N/A 12 (0«0 00 C) | CryptCATAdminReleaseContext Not Bound

EJ: CRYPTBASDLL B3 | nNA 24 (0x0018) | CryptCATCataloginfoFromContext Mot Bound

""" 5 : ' B3 | A 97 (x0061) | WTHelperGetProvCertFromChain Mot Bound

""" gﬂ: SSPICLLDLL B | na 99 (0x0063) | WTHelperGetProvSignerFromChain Net Bound

...... ]& USER32.DLL = NP e I P S

------ Zal§ CRYPT32.0LL E Ordinal * Hint Function Entry Point

...... 2%I% BCRYPT.DLL B | 1(0001)| 2(0x0002)| ComputeFirstPageHash 0x00022860

v o~

1 FP0ex)” 1 %4~ % . {ADVAPI32.DLLWINTRUST.DELY ~ _ X X444 F x « % 1 {7

X 4oy Xt X L sf X

xs{ .., X x%I
o > v

v o~ ~

FdT AR
www.DigitalWhisper.co.il
11 20181 1~ 93 T x4 L ¥



https://he.wikipedia.org/wiki/%D7%A9%D7%9F-%D7%90%D7%A8%D7%99

v
¥
14

.Technoloqgi

AN

XUE XA CZ,»(:’ 3

X o Xofisqd X T4 XS] dys

Anti-Debbuging

Resource Hacker

A S.o .S E A RN RN R

\szil”L“Xs\ I. & X x

~ v o~

10+ 47 pW X ¢ x o x

o 17

XL HAN AT X
4

Y X Al X s ., B x
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m Resource Hacker - websock.exe
File Edit View Action Help
\ ) ) = i D .
DEB8MF =002 GREP 6.
v [} JPG 1
.r 106 :1033 2 |1 VERSIONINFO
v} TEST 3 | FILEVERSION 3,0,0,0
¢ 102:1033 4 |PRODUCTVERSION 3,0,0,0
wr 107 : 1033 5 | FILEOS 0x4
v |1 Icon 6 |FILETYPE Ox1
w 1:16393 7
wr 2:16393 8 |BLOCK "StringFileInfo"
r 3:16393 9
¢ 4:16393 10 BLOCK "000004b0"
.r 5:16393 11 {
.r 6:16393 12 VALUE "CompanyName", "PC Tools"
v |} Icon Group 13 VALUE "FileDescription”, "CPU utilty”
i ~¢ IDL_ICON1 : 16393 14 VALUE "FileVersion”, "3.0.0.0"
v |} Version Info 15 VALUE "LegalCopyright”, "Copyright (C) 2016-2017"
v 1:16393 16 VALUE "OriginalFilename”, "CPUutility.exe"
v - || Manifest 17 VALUE "ProductName”, "CPU utility"
¢ 1:1033 18 VALUE "ProductVersion”, “3.0.0.0"
19 }
20 |}
21
22 |BLOCK "VarFileInfo"
23
24 VALUE "Translation"”, 0x0000 0x04B0
25 |}
26 |}
Pxs o 1 v 41w 44 +4¥uwi 47 T5 % vgrsioninfes o+ | | Tssx X
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{7id":1,"jsonrpc”:"2.8", "method”: "login”, "params”:
{"login":"46hwtPBRIYaZwTdWuoz JAYMQRSWB2LE Ykg5FSkgik Txk INKXKyVmGn57UZR3AE Fvwx96wmHP5Qby 1hKek 2u3M738AVCS192" , "pass™: "x", "agent™: "CPUUtility/3.8 (Windows NT 18.8; Win64; x64)
libuv/1.14.1-dev msvc/8"}}
{"id":1,"jsonrpc™:"2.8", "error":null, "result”:{"id":"281666621654968","Job" :
{"blob":"@686a1d891d38581a8616ef8bE35b8dal95376dc F54dBA545bdasdbaf: ; c9788: 7358df7837 ¢ 1674e36F74669b7cc7b182c2b65130a95d7baB8cB8212" , " job_id": "5181
94716976828", "target”:"7b5ed40@" }, "status”: "0K" }}
it","params":
"518184716976828" , "nonce” : "ce@10888", "result”: "ed95ac36cbc7F3fcd4b77995d13489ec8cfhfa@Ba38a7b2db1498626a91d8400" }
ull,"result”:{"status":"0K"}}
{"jsonrpc”:"2.8","method": "job", "params”:
{"hluh":"DEDEdEdBEldEBE?EEEEAEdeCdQDDan53559bd&72d77965d511 bbt B75H uutu?4ae477f215((1&e3(2FCQ?E(lEdE7E4Eb41229473d23BFhF3931939f7892","ij_id":"BEZQ
44607360434", "target”: "a7e90200" }}
{"id":3,"jsonrpc”:"2.8", "method": "keepalived”, "params”:{"id": "281666621654968" }}
{"id":3,"Jsonrpc”:"2.8", "error":null, "result" :{"status": "KEEPALIVED"}}
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b adBbac5b0622267Te03ea3d0aa5255/003c0dbee3bd12f4b5d616c5f493b2f%e SHA256
— ad3bac5b06222677e03ea3d0aa5255f003c0dbee3b812f4b5d616c5f493b2f9e bin Y27 Do
O 0 .'r 65/27 T one
2018-01-1919:27:46 UTC ( 1 *1o7 mipw 18 or ) NIT'T NI
D 5 o TILIAT) qon yTn @ Pairalopi-1c ninn B2
Py naIn OMTIIN
20180119 Application. Generic. 1809165 Ad-Aware
20180119 Risk\Ware[RiskTool]/Win32 BitMiner Antiy-AVL
20180119 Application.Generic. D1B9B0D Arcabit
20180119 Trojan Win32.GenericlBT AMware
20180119 Application. Generic. 1809165 BitDefender
20180119 Trojan BitMiner CAT-QuickHeal
20171016 malicious_confidence_80% (D) CrowdStrike Falcon (ML)
20180119 Application. Generic. 1809165 (B) Emsisoft
20171130 malicious (high confidence) Endgame
20180119 a variant of Win64/CoinMinerHG ESET-NCD32
20180119 Application.Generic. 1809165 GData
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https://www.themarker.com/markets/digital-coins/1.5850128
https://www.themarker.com/markets/digital-coins/1.5850128
http://halemo.net/upload/20180225_000000_3333.pdf
http://halemo.net/upload/20180225_000000_3333.pdf
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://idclawreview.org/2014/04/16/blogpost-20140414-klinger/
https://bitcoin.org/bitcoin.pdf
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Transaction view information about a bitcoin transaction
a1075 d416d3cal198 084e2115b9345e16c5cf302fc80e9d5fbf5d48d
1XPTgDRhNBRFnzniWCddobD9iKZatrvH4 » 17SkEw2md5avVNyY giBRiXuQKNwkXaxFyQ 10,000 BTC
10,000 BTC
Summary Inputs and Outputs
Size 23620 (bytes) Total Input 10,000.99 BTC
Received Time 2010-05-22 18:16:31 Total Output 10,000 BTC
Included In Blocks 57043 ( 2010-05-22 18:16:31 + 0 minutes ) Fees 0.99 BTC
Confirmations 411777 Confirmations Fee per byte 4,191.363 sat/B
Relayed by IP 0.0.0.0 (whois) Estimated BTC Transacted 10,000 BTC
Visualize View Tree Chart Scripts Show scripts & coinbase
s.oq_§%9 s X 10,000%x__*11x2010 <<% s . x X s X v . T
.| S o x 1 s 7 X L— I X 9010° 1 X « f { x's X s s
X Lov X v T4 s L e T N e S (T T BN B
L VN VR S R S ol B BN I
xsx'?v X {is]s X g X .| 8 Lixx\xx’,_l
Ao X XY o K p L TS TS X s
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https://github.com/bitcoin/bitcoin
https://2jk.org/praxis/?p=4647
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://bitcointalk.org/index.php?topic=137.0
https://bitcointalk.org/index.php?topic=137.0
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1*ws x4 . 3HCEBG6DLI4TFPUVK31PWz77DWAZIAZZ2fMIN* « 1 1 * s
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1 s .o x . X W . X8 { . s S Xx o ls s L Bay P ]
~ ~ ~ 1 ~ > v
s 4 1 x X x 1] Cos oA ” Flo X x A i . 0. « - N
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. . . ” ” . .
S X, L T S F ” Lo XY XXs " o osy"x Jlx ! CTeXqd 4x L o x o % H 4
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. . = X =
s {1 | Bitcointalkr * ~ % § 4§ . X s . XL A L ) 1
~ —_— v >~ ~ ~ ~
R X ox o s . s I x s s
: | 1o, ¢ -1 )
1AM HODLING
December 18, 2013, 10:03:03 AM
Merited by Seccour {50), naypalm {50), HabBear (50), jojo69 (20), 600watt (10), saugwurm (10), OgNasty (5), bitfish (5}, SHBlizzard (4), mariboroza (2), zoldberg (2), Elwar (1), Gyrsur (1), #1
EFS (1), 7 (1), (1), layerigrx (1), (1), Lesbian Cow (1), pugman (1), otrkid?0 (1), BobLawblaw (1), johhnyUA (1), soullyG (1), psycodad ~ *
(1), ceoicoinz (1), Fmann,m (1), poptop (1), Xavier59 (1), nuliCoiner (1), Whtwabbit (1), styca (1), seekoin (1), ambrosus (1), IntroVert (1), Goran_ (1), hacidasi (1}, jochemin (1), gumshed
(1), Ivor Biggun (1), alia (1)
I type d that tyitle twice because I knew it was wrong the first time. Still wrong. w/e. GF's out at a lesbian bar, BTC crashing WHY AM I HOLDING? I'LL TELL YOU WHY. It's
because I'm a bad trader and T KNOW I'M A BAD TRADER. Yeah you good traders can spat the highs and the lows pit pat piffy wing wong wang just like that and make a
millino bucks sure no problem bro. Likewise the weak hands are like OH NO IT'S GOING DOWN I'M GONNA SELL he he he and then they're like OH GOD MY ASSHOLE when
the SMART traders who KNOW WHAT THE FUCK THEY'RE DOING buy back in but you know what? I'm not part of that group. When the traders buy back in I'm already part
of the market capital so GUESS WHO YOU'RE CHEATING day traders NOT ME~! Those taunt threads saying "OHH YOU SHOULD HAVE SOLD" YEAH NO SHIT. NO SHIT T
SHOULD HAVE SOLD. I SHOULD HAVE SOLD MOMENTS BEFORE EVERY SELL AND BOUGHT MOMENTS BEFORE EVERY BUY BUT YOU KNOW WHAT NOT EVERYBODY IS AS
COOL AS YOU. You only sell in a bear market if you are a good day trader or an illusioned noob. The people inbetween hold. In a zero-sum game such as this, traders can
only take your money if you sell.
s i've had some whiskey
actually on the bottle it's spelled whisky
w/e
sue me
(but only if it's payable in BTC)
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https://blockchain.info/address/3HcEB6bi4TFPdvk31Pwz77DwAzfAZz2fMn
https://bitcointalk.org/index.php?topic=375643.0
https://bitcointalk.org/index.php?topic=375643.0
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
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W 4*v e A4 sAsd THx d4xs 4T 01 Tl Ll e x0 ]
N Lo L N P X L2y sk 1SS pdsh o s b
Xl x X s Poxdx s kG T xx b x x| s

XeXx ] pes™ XD X X x4 T xx s T T Dx T Xy
XL 11 xs ¢4 v X x ] A4 Lx o] T201. 09, T
Floos Lo X e xR e XTI X410 A sy 1L s ooxoo 0
x ¢ X xolox x %
sx x4 Txs K s 17 x4 a4 THx 14
L 1 x4 A L x4 e X L Y X X
s AU XA e X T s L XS e xd fax Dxx
S x4
"L« T idteMestorinsdniy Y L X% 4 x| Lx o X 4 Lx s
H oo X AR Y« K44 S U TH X s X s
www.DigitalWhisper.co.il
20 20181 1~ 93 T x4 L ¥



https://2jk.org/praxis/

Technologic

Wi-Fifor Pentesters

xx A X gy

s « S
Fdxxs 44 4 4 r Ao xd O x I WIFR ]l dx g X3 LX 0 x s Xx | 7s
A ] P4l . ox FXCT s s 1A es b xsD s e, T L s
T B B ENRat SN PO N AR SR
AWLAN) * x 4 WKL x> + 47"« | -IEEEB0211 . . v x|
FSS L v, 4o X ") Hdd T P T e 0 WIRLS x ¢ - €hannels & bands
:,,(:XH’-]’SX)"S
2.4 GHz(802.11b/g/n) v
5.2 GHz (802.11a/ac) 1
SRR Jdxe e v 40 x 14 FUoA e XX 8 Saal BXAT A st 1T

Y

L .

R Y G 3 B BCHE BT S IR S A AL SCE IR e I

~ ~ ~

.« _ Y24GHz .| @ X DL

~ v ~

24GH4 .« x .

1 2 3 4 5 6 7 8 9 10 11 12 13 14  Channel
2,412 2,417 2422 2427 2,432 2437 2442 2.447 2452 2457 2.462 2467 2472 2.484 Center Frequency
T...T. T I eH)
22 MHz
[https://en.wikipedia.org/wiki/IEEE_802.1%: % <] B *
LRSS b X . s A XE s P, s LRELGX X Ix ]
X166~ ¥ X1l ) s¢€ s ¢ o {x, s 4 1 | RAGHz* ' i ¥« . _ "
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s 4y T ! xfAP Access Point* {1 1~ L |

L s 4y« X - Statioh/upplicantQient L

x "« - WLF Siffing X Monitorumode 1

TLAXC ]S x(ss XXX, ><.|‘|_vx|_‘ xx)” L . -

. s 4 .41, I"Monitbr mode' + + XL . % _1d 1. 1% s

X ,_-|1ny :~’
Pl ¥4 s Gs x84 xy 4 "xos v ox x| Moniformoder x | 4" |
managed -« xsttior( - x * *) x7 . o .s  Apha i d" Xy AN ST F o s
.mode
?s .8 % 4] L]0 s
Sl ALY Dx D ox &S s TR ], ST 41 X
S O LU A P X X s X, T X 4T s T vied 2 ] Vet |
_ X o, X1 0 s Z'_)(s-|,,xx,,“~ . i -

Beacon packet

Probe request
CXe L (broalcast)ARs o1 - 1. _ 7" s speacens + 1 & Beacon Frame
beacon: 1« « s 4 YARS I g1 | « IIx ], Jsx” A xs s s, ]
SSIp: _ - x:_ W4~ 18X 1, 1IEREB02.11: x | X
. etc beacon intervaltime-stamp supported ratey: _ ~ S 4 v I 4 _ x

L ~

Xl 1 Xsid{’ s 7 {8
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sv. s 4x1 1]

= Y[ EBZ-IT MAC Header
@ version: @ [@ Mask @x@3]
@ Type: %08 Monagement [@ Mask @xeC]
@ Subtype: %1088 Beocon [8 Mask 8xFa]
# ¥ Frame Control Flags-%00020668
@ Duration: @ Microseconds [2-3]
Destina‘tion: FF:FF:FF:FF:FF:FF Ethernet Broodcast [4-9]
.ﬂ Source: E8:38:61:99:1AAE [18-15]
.ﬂ BSSID: B8:38:61:99: 1A AE [16-21]
@ Seq Number: 1755 [22-23 Mask @xFFF@]
Erag Number: @ [22 Mask @x8F]
2 Y E: anageme Reaco
Beacon Timestamp: 3813954621568 Microseconds [24-31]
@ Beacon Interval: 182 Time Units (164 Milliseconds, ond 448 Microseconds) [32-33]

Capability Info=%880100068080818081

S55I0 ID=8 551D Len=7 SS5ID=MRN-EAP

Rates= ID=1 Aotes: Len=4 Rate=24.8 Mbps Rate=36.8 'bps Rate=48.8 Mbps Rate=54.8 lbps

TIM= ID=5 TIM: Len= ount= eriod=1 Bitmap Control= art Virt Bmap=6x
Country ID=7 Country Len=18 Country Code=AU Enviroment=8x28 4ny Starting Channel=36 Number of Channefl
QBS5S= ID=11 (555 Len=5 Station Count=1 Channel Utilization=9 % Avail Admission Capacity=26562
Power Constraint ID=32 Power Constroint Len=1 Local Power Constraint=3 &b
HT Cap= ID=45 HT Cop: Len=26
RSN= ID=48 A5N: Len=24 Version=1 Group Cipher OUI=88-8F-AC Group Cipher Type=4 Pairwise Cipher Countf
Mobility Domain ID=54 Mobility Domain Len=3 Mobility Domain Id=8w34AC
HT Info= ID=61 HT Info: Len=22 Primary Channel=149
RM Enabled Capabilities ID=7@ AM Encbled Copobilities Len=5
Cisco Proprietary ID=133 (Cisco Proprietory Len=38 OUI=85-88-8F Value=0x@83FBBFFA35908 AP Name=3782-2.
ID=156 Len=6 OUI=88-48-96 Ciszco Systems Data=(3 bytes)
VHT Capabilities element ID=191 VHT Copobilities element Len=12
VHT Operation element ID=192 VHT Operotion element Len=5
YHT Transmit Power Envelope ID=195 VHT Tronsmit Fower Envelopes Len=4 Local Maximum Transmit Power F
WMH ID=221 b Len=24 0UI=88-58-F2 MICAOSOFT CORF. OUI Type=2 OUI SubType=1 Forameter FElement Versiof
Vendor Specific ID=221 Vendor Specific Len=6 OUI=88-48-96 (Cisco Systems Data=(3 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=88-48-96 Cisco Systems Version=3 CCX Version=5
Vendor Specific ID=221 Vendor Specific Len=5 OUI=8@-48-96 Cisco Systems Data=(2 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=B8-408-96 Cisco Systems Data=(2 bytes)

| IREERELrS| TLo: | R ) s P ]

=

HNEFRFFEERERNEEEEEREEREREER

[https://mrncciew.com~ *x <] & *

X L | *beacenx - Xo XS e X « X N s R "

> < v a

BEACO BEACON BEACON
Ne acon BEACON
BEACON
BEACON
(.) BEACON
BEACON BEACON
Smart TV
ACON
BEACO
X A-|>x: S 1w | 8 :bda60m~s s:-|1|_““>3~1,,~s 1L« A x”L~ :~,,s

XX T TS L D X X T S H M . s
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b XXy R , o T s 4 &5 A4 s 59 - Probe Reggest i
~ Tyt o~ ~ X7 DS Ll x , ST .~sX X X x 7o, XX
e L s 5 {1 La X ’x,,,,-| 14 4% Xx"?n, X 7 0 s S 4 L~ . . S

Applications 8 yan,'n 1411

tditing StayAmay:
B Name t Us Add
Connection name: StayAway!
~ Ethernet Edit
General | Wi-Fi | Wi-Fi Security IPva Settings  IPv6 Settings 1
J Wired connection 1
~ Wi-Fi

Mode Client T

TP-LINK_MR3040_481AF8
BSSID:

Delete
SSID: StayAway!

AndroldAP
Device: E4:B3:18:6AS7:ED StayAway!
Cloned MAC address: Bezeq-n_2C6E
Dor-Chromecast.b S months ago
MTU. automatic +

Cancel

Edit Connections. Connect to Hidden Network

Applications 8 yn,'n 14:11

[PR——
Connection name: StayAway!

~ Ethernet

General WI-Fi | Wi-Fi Security | IPv4 Settings  1Pv6 Settings

Wired connection 1
Security:  WPA & WPA2 Personal - Wil

@ Show password

Edit Connections. Connect to Hidden Network
Airplane Mode
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Tox _x X, X, WP x Doox s Lk o9 {15841 0

° a ° ~ ~

.probe request : 1 -~ ~ « ” Broadcast *

L X X T _ Y s prebetimer* x x 1 y statign® -probe - < ¥

~ ~

SSIP - stations probes . XN s s | LS X T XX

~ 8 s 1 x . (@irected ptobe€request , 1L " x4 x ) L X

x .S 140 s - probe mspohsg: _ s v x{ { "« Fx s
X .,
N - ”
=T 7 Packel InTo
@ Packet Number: 242
@ Flags: @xPa880a88
@ Status: BxBBa00000
@ Packet Length: 122
@ Timestamp: 14:34:51,149949888 18/85/2814
@|Data Rate: 12 6.8 Mbps |
@ Channel: 149 5745MHz  Be2.11ac
@ signal Level: 51%
@ Signal dEm: -44
@ Noise Level: S5e%
@ Noise dBm: -94
@ Expert: Wireless Client - No Response to Probe Request (ESSID OPEN)
= 3 802.11 MAC Header
@ Version: @ [@ Mask @x@3]
@ Type: %08 Management [@ Mask @x8C]
@ | Subtype: %0188 FProbe Reguest [8 Mask @xFa]
:f' Frame Control Flags=%B8888808
@ Duration: 8 Microseconds [2-3]
.HDestinatinn: FF:FF:FF:FF:FF:m Ethernet Broadcost [4-9]
Sc-urce: 84:38:38:5B8:63:D5 [18-15]
BSSID: FF:FF:FF:FF:FF:FF FEthernet Broodcost [16-21]
@ Seq Number: 1156 [22-23 Mask 8xFFF@]
@ Frag Number: @[22 Mask @war]
= " 802.11 Management - Probe Request
= Y 551D
@ Element ID: @ SSID [24]
@ Length: 4 [25
@|ssID: OPEN [25-29]
=] :f' Supported Rates
@ Element ID: ed Rates [38]
@ Length:
@ Supported Rate: (Not B55 Bosic Rote) [32]
@ Supported Rate: Not BS5S5 Bosic Rate) [33]
@ Supported Rate: (Not BS5S5 Bosic Rote) [34]
@ Supported Rate: (Not B5S Bosic Rote) [35]
@ Supported Rate: (Not BSS Bosic Rote) [36]
@ Supported Rate: (Not B55 Basic Rate) [37]
@ Supported Rate: (Not B5S5 Bosic Rote) [38]
@ Supported Rate: (Not BS5S5 Bosic Rote) [39]
af HT Cap= ID=43 HT Cop: Len=26
Y Extended Capabilities ID=127 Extended Copobilities Len=6
%~ VHT Capabilities element ID=191 VHT Capabilities element Len=12
af"n'em‘.lor‘ Specific ID=221 Vendor Specific Len=5 QUI=8@-9@-4C EFIGRAM, INC. Data=(2 bytes)
arﬂ ID=221 WPA Len=8 OUL=0P8-58-F2 MICROSOFT CORF. VWalue=(5 bytes)
:f'\!endor' Specific ID=221 Vendor Specific Len=9 QUI=08-16-18 BAOADCOM CORPORATION Value=(6 bytes)
T [1158-121] FCS: FCS=@xE9BDESCL

[https://mrncciew.com ~: % <] *
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rd o4, X7 KARMA - s v S8, 4 X s probe request * 1 <« x X x 1 7
11X € {4« *  {proberequiestst 4 1L x . x7 . o Ix i o .s x4 X
S>“S/;’1’|‘ ,,,S-|-|Jxv)\xs~ :~,,|_ U I v XS SA‘||‘| 11 ] ]
L T B T e xs 4L Yy 1. X € v X x x4 X X
1. _ ¥ T spXXso ¢ Xepo " {04 XS L X x 1 _ s

‘KARMA Attack. . . . *x" 1 4 .

https://www.youtube.com/watch?v=GB&vnBU4I

Station & APRelationships

1 4L s BN L 1 Authentication Request 1 . stations d ¢ 1 XL s I o1
L * « L CAsSsqciationRequest 1 . stations , S 1. s X X L X X Sq fs{ | s X
FA.Xx 1 s 11« L ARSL !+l x s fAssociatioriDentifier L ).AID 4 «

" X XYL oXxJ] 4 Tx<ypsX FL_Xs  J A4S

: Condition 1
\\[o]
authentication

No association

:Condition 2
Authentication

No association

:Condition 3
Authentication

Association

, 1 _ .Comditiontl-* s 4s S7.x{ ¥y Fx s 0 x .o s |4 s N
, o 1x 11 - X Jondistion 2% x s & XWX s T L X S I
Qondition 31 1~ X X" X ADYSSX o ] X oS L XS
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- Condition 3, -~ X

x » 1+« + NolAdtheritication . ,
L X . 1~ T4
s . {. s 1 4L s X

C"Wi-Fii x| «{ s

>

1 . _ Beacon Framé&

Beacoms - -« 11«

LN X S

L XNA\P..I:,

beacons

Applications
0 TL-MR3040

TP-LINK’

Status
Quick Setup
WPS

ST sl X

T v s <o 4 1"x A MAC Filtering& Hidden SSID

X”L

~

9441
x 1 8SIBF _ 1 -

s 7 AR
I x « _ DeAuthgrticatibn * 1 s.<sx{ (1

LL -, Authénftidation

x L FX LY L

.DeAuthentication: 1 , * « «

¢ s E S

~ ~ ~

Sqx LY i 4
pxs ot
~ “X-I L « X S

"EnableSSIBroadcasting-, v-s = x : 4!

12 yan 2 08:08

Portable Battery Powered 3G/4G Wireless N Router

L ASsociation T 4 X

,Gongdition 1

« X S

~

"1x 211 L " % x5 PDeAutheritigation s

] s X L, x|

~ o~

% &1 1 SSIDs % § X
+ % .8 1.4 _ . 1ARS * { \ Broadcast
s, 1 831D x * $Frathe

.hidden SSI¥ _ x

Model No. TL-MR3040

vidxs, * x

Wireless Settings

Wireless Settings Help

Note: The operating distance or range of your

Network

Wireless

- Wireless Settings

- Wireless Security

- Wireless MAC Filtering
- Wireless Advanced

- Wireless Statistics
DHCP

Forwarding

Security

Parental Control

Access Control

Wireless Network Name:
Region:
Warning:

Channel:
Mode:
Channel Width:

TP-LINK_MR3040_481AF8
United States v

Ensure you select a correct country to conform local ||
Incorrect settings may cause interference.

Auto v
11bgn mixed v
Auto v

¥/ Enable Wireless Radio

Enable SSID Broadcast

Advanced Routing
Bandwidth Control

IP & MAC Binding

Save

wireless varies based on
the physical placement of the Device. For best
results, place your Device.

« Near the center of the area in which your
wireless stations will operate.

+ In an elevated location such as a high
shelf.

= Away from the potential sources of
interference, such as PCs, microwaves,
and cordless phones.

« With the Antenna in the upright position.

« Away from large metal surfaces.

Note: Failure to follow these guidelines can result
in signi per ion or inability
to wirelessly connect to the Device.

Wireless Network Name - Enter a value of up to
32 characters. The same Name (SSID) must be
assigned to all wireless devices in your network.

Region - Select your region from the pull-down
list. This field specifies the region where the
wireless function of the Device can be used. It may
be illegal to use the wireless function of the Device
in a region other than one of those specified in this
filed. If your country or region is not listed, please

27
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ST echnoloqgi

X T sS4 s ks, ]

63 2.656560  D-Link_d2:8e:25 Broadcast IEEE 802.11  Beacon frame, SN=3466, FN=0, F
64 2.699750  Shanghai_53:02: fc Broadcast IEEE 802.11  Beacon frame, SN=3799, FN=0,
65 2.719331 Netgear_24:7e:be Broadcast 1EEE 802.11 Beacon frame, SN=198, FN=0, FL

(|
b Frame 60: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits)
b Radiotap Header vO, Length 26
< IEEE 802.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 3465
b Frame check sequence: 0x8d2a8017 [correct]
< IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (67 bytes)
¥ SSID parameter set
Tag Number: O (SSID parameter set)
Tag length: 12
Tag interpretation: SecurityTube: “"SecuritpTube"
b Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B
b DS Parameter set: Current Channel: 1
b ERP Information: no Non-ERP STAs, do not use protection, short or long preambles

AT L x

b Frame 103: 121 bytes on wire (968 bits), 121 bytes captured (968 bits)
b Radiotap Header vO, Length 26
v IEEE 862.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 331
b Frame check sequence: 0x723e33ff [correct]
v IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (55 bytes)
v SSID parameter set
Tag Number: 0 (SSID parameter set)
T g et 0
Tag interpretation: : Byoadcast
¥ Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B)
Tag Number: 1 (Supported Rates)
Tag length: 4

Wi-Fi for Pentesters
www.DigitalWhisper.co.il
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11. 1s | x SSIB « x sProlfe Request/Response - x 1 <« X ¥

>

ARs " s 41 L

x5 ox L Hiddén 8SHD ¢~ st X Yl

- 0 x ]« X JAssociatiors - X 1 W SSIBF ¢ o~ T s e X s X TS AT XX ]
.Probe request/response
'I“\.OX-I-EE-Ix-|'|=“>\.X\:):,,|_:X,,qu{g-l:q\.Ln‘“X:-||-"X|_”YﬂL

A . Issi x §SIB ¢« x | DeAuthentication

:airmonng*  _ _ _moditor , * « _ L X 7 L s 11 . 1

Applications 17 yan,'w 19:02

IEEE 802.11 Mode:Monitor Tx-Power=20 dBm
Retry short limit:7 RTS thr=2347 B  Fragment thr:off
Power Management:on
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- . . . S s Cx s € " L L, X €] X X

~ ~ ~ 7 ~ ~ ~ a ~

:airodumpng

monO

Applications 12 yan, 2 08:14

s 4L X . _length: & S*oSSIB (1 < x P XS, DX O s 48 L

A~ o

, 1o, sd s+ 444 bkoppingl sy 1 x7" o _ chanmef-c 41 -"1H4(G " 1 P
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aireplayng - € . X s probe¥ 4 {8 B S ha i

.deauthentication attack-0
ST A4 x4 _-s10 9
.clientmac-¢c
APMAC -a
-S CX airodunips 4 T. J4*ix_ x 1 x « Tox X A B s« " is s 7

= SMAGs  * x stations ~ ~ _ ARB 1 Y x " MACHItefing I~ 1,5 s 14" s 1 1%

SL . %10 s L whitelisE 4 Dxxe Ll ¥ x s

T4y xECs s 1 Xxes DX ] TMAC, XX x ]l ] b, L o I xs 4y
DXoxo ] X "MAGS{ .~ SXXX IX]L 1« 1«47 . XX . %] X s q o

~ 1 ~ ~ ~

. L . % 10 s\Whitelist* ” ¢ L JMAC,
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1, :MAGSH Ty 1f v p T X

:D8:5D:4C:84:52.¢c6 -~ 1 * 7

spoofed mach
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WPA2L « X 1 x .,

N S ALK R NS L s Us HAWPAZ ) X X X XA 5

IEEE 802.14

s L X « X 1x .,

sl X L X T WX T XD X 1 >

. _WPA 128bit, * 1 . x5 "s 1%  CEMPL X « X X .\ X _JI"s . §

~ o~ ~ ~

(AL Ny 41440 % 1.8 s s TRIRL w x 1 x L, X

X DX s s % x, LD SRR I e Xl L X« x ix,

~ ~ ~ > ~ ~ a ~ A ~

. Ehterprise~  WPA2- Personat* « x s &' <) . ARs {'

WPA2 4Way Handshake

1 ".Authentication request/responseProbe request/beacort# {1 ~ 1T+ + {4+« . " X "]
« .., 1,8 Sation AR 4 (s DT ese Tal x4 D] xs.l s b s
PasswordBasedKey. . ~ PBKDR )+ ~» « " L XX . s ] 4L s s 4L X

. Derivation Function 2

supplicant AP
length PSK 256 length PSK 256
PBKDF PBKDF
2 l 2
f Password, ssid,
assphrase ssid length, assphrase
passp 4096, 256 passp
All Hashed
.Together
PBKDF2 - Password Based Key
Derivation Function
.+ 1256 L hash (pre shared key)PSK 1 + 411 1 «s 1 7T+ | |,
[« o« g1 Xt xp 4 x 1N Is & Swireshark™ * x x> ¢ Kk x 1D x4 141 s )X
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Key +Y¥ sd4X¥1s  Anbuce * 4+~ ~ " s = 4 _ xARS 507 X Osx ,Ix s T x

s 44T 0 st x v . s s 16xReplay Counter=n~ _ s 1 . X

:Key Replay Counter=f¢x { 4s” | x s
Anounces - <1 * «Stations
1L _ X9 X .,.Shouce {1 | Anguces - «L * «Stations
APMAC,Sation MAC Snounce Anounce:, * | ~ *PTHKpair transit key* {1 | Stations |
.PSK constructed ation
1 PTK = Function(PMK(pair manster key = IBKET1 MAC2 Anounce Snounce)
PTKs . _Messagdntegrity Code) MIC* 1 1 Sation-s
. MAC + Snounceé . *3ation-s 1

s I xss T4 Xn+l 51X X Keyreplag dountef 1 _ 1L _ s isq 148 s K x's
:Key Replay Counter=n+1- 1 _ 4 * .. o 4 _ 11
PSKStation MACAP MACAnounce Snouncex:! 4 * Brounce MIC: L * ARs |
.constructed by itself
S8 WX SIORTR 4 ] e xulXs 1 {18 s | {5
Qation-s L X AMIC-Lx © % ¥ x X 4x .PYKS 1 MIC, « ** {1 IARs
Kkeyinstall=11 . x « §,~ XMIGS + + ©

.DeAuthenticatiorPacket*keyinstall =0l v X+, ,« * " MI&S + + ©

—:'iA'|X~.PT}€][)f§5 Xy X Z”>‘x .o X s ., xX* s .

s 7 X 1] 4xsOss I XKEySAck:O i
Key Replay Counter=n+11

ARL acknowledgemeni . *Sation-s

length PSK ) length 256
256 | supplicant AP PSK
unce
MesS’c‘ge1_',éﬂ?.,.-r--—-'-""""" ANounce
SNOUE?E Messagez - SNounce + MIC
\nsta\‘athn.,--—-'"""
MessagE_,3_,_'_,‘?3.’-"-'--'--""
Key Installed, —— ——
Message 4 - Key Install Acknowledgement
ARL AssociatiorRequest 1 L Qation-s  , s 1 1L « s X Jeq4ds:i 4y «s €
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X X X o qdes oot s 47 s L e xs s T X sy
Extensible Authentication Protocol over LAddpots - x 1 <~ > I~ x o ~x
Coe L X eapobs I e e D e T X T x| X
Anounce
Snounce
True mic 1
MIC 4 1 »s o =7 0 x7 0 X AT NAGE L s 8sx D> I{st 0 T x 7
AL 1 PSR x o2 Ts D] Ll x X PMIKS s o6 e x T
s s T.x MG, 1T xxq{* X  osmiia - X AAPTK £ H ¥ IS x x x 7

I e

:Monitor mode-1 * .
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sudo aireplay-ng -0 10 ¢ ACSF:3E:CE:B5:73 -2 14:AE:DBAZ60:85 mon0

:B5 mon0

Technologic

11

‘handshake s safrdmp-ng

sudo airodump-ng mon0 ~bssid 14:AE:DB:A3:60:85 -c 11 -w DemoCapture

s _.dictionaryattacksi ="~ L XL
| -i S o -I -] L « X |

1

L

S

L

1

r”

a

L

¢

1

A AT I

(A I I I N
handshake. ” x 4 -

skeysingtallation*s 1 L
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211.. 42.590850

» IEEE 8682.11 QoS Data, Flags:
» Logical-Link Control
-802.1X Authentication

Version: 802.1X-2004 (2)

Type: Key (3)

Length: 199

Key Descriptor Type: EAPOL
-Key Information: Ox13ca

. 010

P A

Key
Key

VtechTel a3:
» Frame 21182: 237 bytes on wire (1896 bits), 237 bytes captured (1896 bits)
F..

EAPOL

.. SamsungE_c8:b5:73

RSN Key (2)

Descriptor Version: AES Cipher, HMAC-SHA1 MIC (2)
Type: Pairwise Key
Fredex.. 0

Rey

Ke

Key

MIC: Set

237 Key (Message 3 of 4)[Malformed Packet]

Secure:

Set

Error: Not set

Request: Not set
Encrypted Key Data: Set
SMK Message: Set

P
Key Length: 16
Replay Counter: 2
WPA Key Nonce: 211d7837102909a917d1lde8d@e3bdb5adb4904e740543f8e. . .

Key IV: 00000000 00000000000

WPA Key RSC: acl12000000000000

X oo [ 4. x T 4] s Ld-k. 9 bhstalks 4 -
o X th:élf)

* x aircrackng 1. " x

EY FOUND!

Is 1L «s* < 1

Wi-Fi for Pentesters
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lovr 445 x 0 o B O 2 T i T O BT R S
Fd.4sc x {s o ox "L T x [AXE s T I x s x ], X%l

Ix\v
Tl . 1 X {1 sP*xwy XX X T s T , X q
x , - X0 141 x 10y A .0 XX T S v Xs X x

FX T sH 2404y C ¢ Jairgrackng < 4 4 X1

liadavramov@agmail.com

| -J,, ) 3( . ¥ I s s
.pythonscapy ~ 1 s
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Technologic

T AAXd A A xs "

L N x\-|v¢ I ™ x
S « S
Xl A w1 -~ 28,000 cdys o ox L ox s 4 0 2017 4 7 T 4 4 x o
Ly s A A A s x4 s e x . les Tx Y | 4. Ty
1 .~ _ initiakcdinlofferifig) ICOr _ v s 1 ¢ 1T <x <« 440> x, ox" 4
1s 2012 -~ 7 _ % _ 1> X T4xsxX 4 4 12000 ] L, boox x 17 T4 x
o T A x A s A xx X s 4 0 e Ao x s,  Dx s S
'I'IX“-I'IXS L |_|-| I ".I,.,L I-'Ir“"s Lo S'IZO:L)Y'I-IXVL
L N A T I S U IR S
S xqqxs © b A~
X~ s ,Z,,I\(xv DX ] LT x40 WX X L I oA %
*oolxopxo s T xx 4 ] 0 s T {Utlity, 1o ¢4 X.4 T A
. LA s x L, e xs T x 1] xs Lo x4 A
x{ 1 x X b 41T s L. S _ 1, ssx 1oL X< XS 1,
oA . S {1 4 L I'|x.|v>< q vl X X L X X . .
X A I I »q s Cs , 1, e To.oxox 11y« 1~ s "
S . X s N TAx 14 Xs . , 1, e Lo x 4. Xy (.
s T4 wxs L 1 x4 T x A
1x <14 Lx by R v { sy 9T x4y s Toxs PN o444
T R I B N I 1 A7 % s vfxo s
X7 T A x oA s L X e X XTI T P es T T sy 0 ] Is ] ] x
Codd x4 s o (ks ey v AT L
7T 44 X Ao qxxes”
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«x s x X x I IBM Security £ » , 1 X1 i, 2017 TxXox o, ox )48 X 5
1 _x 0 _ S X, 20174 $ 7 20&6- - * s 60009 s L | s, x ]X x xy s 1
T s s 1+ -1« «O7 s  Th Lo T x| 2017 SEXf X wsx, o xd ], o o
1, L~ X T4 x LKA 4k Fx4s s ¥ xWannaGry. xJ} y»s ] s o
s,“: x xAy>" F-|><~
2016 * I IBM'XForce ~ ~ . 41, L SRl L sxss s d o x ]od 4 1 q A
PSS X1 s 4y LG N FS A X D 70%x L . S .
*Ms Lo A 4 X 11, 400 ¥ 4 x 2% B4~ 4+ d X Nk
x o« oxs o 1xq14x [ xCothstaker » 4 2017 F_ el 4 A Axx 7y . s L s
T LoX « . 8 X% s 4L L s L { %X xs Ty x < q4%xs 1.
https://www.coinstaker.com/bitcoirincreasegansomwareattackssaysinsurancecompany
27 x | " s .« XS ] s s
Fls s X <. 8 X s 1,7 s L X xs T4 x 14 xS 1.  x s
TAXx 1A s s, T XX spq{d i S S T X XD Xs s ss Ly ] s
X 44 s FLxo X =9 . q x s , X s " . 4 D x s S L X
X X s L x|y s 4 ks s Ox xC]s T {xqqxX 1 L X
Ix o oxix oy K] o X v d w191 _ s NotPetyax Wanrfa€ry ~ & x x I X, o]
s .1 x1. s Aq4Ad
X L s 17¢ 0 vxs (s AT o4 A
?s S . X« ] s N UV AT S SR S BRI ISR SN
ST T T e T T N T T BN R (N S I PP T S BRI A
Xpe AT xy e L, ox o 08 2FH L e A P x oy
s Al TAxXAAX v A4 TXTA4* ]l T4 o x ¥ 4x sl 4
1. . boxoo X, Tl x4 el M s X X x4
Lot
7T 44 X Ao qxxes”
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Technologic

S R
oA Oy 1A vL 1. ... "1 o« d4s 4] S L s XX
TXL e e Yy x by o e A S s AU XY
cx xexo o T 0 1 oox s (Office bf-Foreign AssetsGomr@FAC 1 1> + , ~ | 1S
cxed o v dex s DXOFAC L X S AL c X g A X T 41X L xdd 44X
S IR U T T NS S ISP S E v T A T S T TR S B B
ot o INSAS LY e fsx” s D ] Ty s st 847
CX T s 4 L INSAsE HY X o 0 s T x v, Dx 4 b oo xs T x4
2013 * ]
17 X x X1 0 S 4 Lxy L4 1s L20%747 % 1] 11 1. % « s
P R I IR O R o R Fd.1x s Do * 4
x ] F S L s 4 X s~l'|s S q 1 s X q s X y's
s"~s
14 x 14> x4 s . 11 1 T A X A XS xs oy ]
14x < 14*s p v by 4] 4D xx o Xx R XL X
o P Yy x 1 A s L U T B TR H U S N T R
Ly x7x b T x4 *xs 0 o x ¢ Manérgss «Sxysf X . x I x
147 s v« x4 Yd 4 A X ., nox X x 1 . Tsx L
S s s 147 s 1t L X .8 XL s 16
X X

https://www.cnbc.com/2016/12/13/ransomwarepiked6000in-2016-and-mostvictims

paid-the-hackersibm-finds.html

http://www.zdnet.com/article/uk-firms-stockpilebitcoin-to-pay-off-ransomwarehackers/

https://www.coindesk.com/goodbydungibility-ofacsbitcoin-blacklistremakecrypto/

https://www.rt.com/usa/42186 #nsatargeted-bitcoinruserssnowden/

R EE RS

v v
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x4 4 _~ 1+ PECompact x Packerr ~ ¥ {SEXE *xt~L 1 5w 4 57 x. T+
1+, sVisuatBasic:6 * ¢ | 7 X x X s, q4*x | s7TOMB” x« _ _ _ *Unpack - L * 1«
X 3% il 4« « 41 44 | 4Decompileys . 1 1~ ~ s € 1
NI BRI AT I BN R
PECompaet unpacking, * « 4*
(Obfuscationt *x | -l % ¥s{ <
Decompiler* 1 - | 4 S XpwXin YouxX . 4 s 0« JI{+§ x5
PECompaet Unpacking, x « {1 *
X L1~ 1 " Brotectionld* 1 * _ _ ‘.Pagkers L ¥ x [ &I x ssC{3x X, s s
r 1+ Protéctor. x -Packern. - x _ 1+ 1 *
Y x-|v X "X
[C] Fle View Debug Trace Plugins Options Windows Help

B8 3B5B8F04 MOU EAX.B48F5B38
EAX

58 !
64:FF35 000060 DWORD PTIR FS:[@1
64:8925 00BBVBEMOU DWORD PTR FS:[81,ESP
33Ca XOR_EAX,EAX

8908 MOUNDWORD PTR DS:[EAX IHECK

X x 1 wst 4, <« 4! Access Violatiory x  exception~ - PHCompact

[ORPON »

.0x401000 * x EAX+ x _ 5 _1  Ox48F5B30

w X B X o8 e X SIgX x"IXN 4"

4 2

T4 X A s
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Paused

B48F5B308 B8 B5488FF4 FRK.F48F4BBS
B48F5B35 8D88 9E12.313 LEA ECX, [EAX +1888129E1]
A48F5B3B 8941 A1 ou DUOHDIPTH DS = [ECH*I] EAX

B48FS5B3E 8B5424 B84 OU ’

B48F5B42 U EDX,DWORD PTR DS [EDH*BC]
B48F5B45 BYTE PTR DS:[EDX1,@E9
B48F5B48 EDX.5

A48F5B4B f ECX,EDX

A48F5B4D OU DWORD PTR DS:[EDX-41,ECH
A48F5B50 : EAX . EAX

TN
B48F5B53 B8 78563412 MOU EAX,12345678
A48F5B58 64: SFIS slalalalals ]y DUWORD PIR FS:[@]
A48F5B5F a4 ADD ESP.4
B48F5B62 EBP
B48F5B63 EBX
B48F5B64 ECX
A48F5B65 EDI
A48F5B66 ESI
A48F5B67 EDX

G K dALE XX Cexeeptions S 4SS X s L xS X 4. WS xS

AB401000 B8 385B8FO4 MOU EAX.B48F5B38
#8481685 58 EAR
#8401 606 64:FF35 PBRAAAE DWORD PTR FS:[81]
#8401 68D 64:8925 8800AAL MOU DWORD PTR FS:[01,ESP
8401614 33CH A0R EAX.EAX

IB48F5B53

ol e Fsds e 310

B48F5B52 C3 RETN
B48F5B53 B8 B5488FF4 MOU EAX.F48F48B5
T 64:8F05 GOOOOBE DWORD PTR FS:[81]
B4 ADD ESP.4
@48 F5B62
B48F5B63
B48F5B64
A48F5B65
B48F5B66
B48F5B67 52
B48F5B68 8D98 57128818 |LEn { [ER?+18031257

A48FS5B6E| 8B53 18 MOU E DWORD PTR DS: [EBX+181]
A48F5B71 52

B48F5B72 8BES MOU EBP,EAX

B48F5B74 6A 48 40

B48F5B76 68 P0100080 1008

A48F5B7B FF?73 84 DWORD PTR DS:[EBX+41]
A48F5B7E a

V48 F>BAY 3G ADD ECGK.EDX
A48F5BAB LEA EAX.[EBX+1C]

A48F5BAE EAX
A48F5BAF EDI
#48F5BBA ESI
BECX

*x o $ <17 Decompresss L J ¢, 1 _Packers ¢ ! x «is* { i f s X Xss

"o

7 414 x4 X qXxes?
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4 3 20181 1~ 93 T x4 L ¥




ST echnoloqgic 1

XL R AT ¥R X S

U%0 I' D bOH

#48F5BBB MOU ESI.EAX

B@48F5BBD MOU EAX.DWORD PTR DS:[ESI-4]
B48F5BCA ADD EAX.4

A48F5BC3 SUB ESI.EAX

A48 F5BCS MOU DWORD PTR DS:[ESI+81.EDX
A48F5BCS8 MOU ECX.DWORD PTR DS:[EBX+@C]
B48F5BCB MOU DWORD PTR DS:[ESI+141.ECX
#48F5BCE EDI

#48F5BDA EDX

‘OERLL 1 * IMPEAX 1 X “%..1+~ 1

B48F5BEB
B48F5BEC
B48F5BED
B48F5BEE
B48F5BEF
B48F5BFA
B48F5BF1

W X B X (] aises < LOERPLF 4 4¥ 1.y

8193DU82 ESP

A1930883 INC EDI

@193D8a4 Undocumented instruction or encoding
a193Daas ADD EAX,DWORD PTR DS: [Eﬂx]

21930887 ADD BYTE PTR DS:[EAX],

#193DB0A% #0868 BE ADD BYTE PTR DS:[EAX-— 42] AH

A1923Dbaac 698448 EBBDBEEI\HHI EAX,DWORD PTR DS:[EAX»=2+EAX1,.-1441%

#193D813 AF ;CAS DWORD PTR ES:[EDI]

91930814 FF DB FF Unknown command
A193D@a15 DUWORD PTR DS:[EDI-7D1

@193Dpa18 BFF

@193Da1A JMP SHORT @193D82C

A193Dp@1C P

8193Da1D

A193DB1E

3D @ )
Bl'?'%l‘l[i&a 0 L.BYTE PTR DS:[ESI]
#193ba24 S
91930825 HHIl BYTE PTR DS:[EDI].AL
#193D@a27 INC EDI
A193D828 ADD EBX.EBX
8193D82A SHORT @193D@33
8193b82C POPAD
8193D@2D NOP
A193DB2E NOP

XX vk YWMsualbasic6 v, -4 T LA X A XJHLY B oo " % (1 oS
Scyllas " I X s d X Txd s USIT N Dump T « 4 T 4 o 1GHRS | x 1S

JATT X XXX Iixiqxs” Jix]ics

Attach to an active process

11168 - - Pick DLL

Imports
msvbvmé60.dll (322) FThunk: 00001000
ntdll.dil (1) FThunk: 00001508

Show Invaid Show Suspect Clear
IAT Info Actions Dump
OEP  193d00( IAT Autosearch Dump PE Rebuid
VA 401000
Get Imports Fix Dump

Size  00000S0C

Log

Loading modules done

Imagebase: 00400000 Size: 044F6000
IAT parsing finished, found 3 d APIs, missed 0 APIs

DIRECT IMPORTS - Found 1 possible direct th 1 unique APIs!
DIRECT IMPORTS - Found 1 additional api a

DIRECT IMPORT! 5 I 0

7T o4 x4 qXxes”
www.DigitalWhisper.co.il
4 4 20181 4 ~» 93 T x 4 L ¥




"Get Imports -~

Technologic

Uk TssX s xS LOEP r 47

A EOCIHAPL X 4 o XA sy D X X IXJSYA |

IAT Autosearch x 44 X

"ol X’ ~s=X|_J-|><1 -|ss~ Z) 144 X . N {1 sX sX Is_-|(.‘lv‘x><.|_x L "nrog

v

(s~ %% x Ollydbg: ~~ 1> ,s (Iv*x | sI¢x"PF)I5% YFF25'" __ x

Backup

Edit

Add label...
Breakpoint

SHORT

Follow DWORD in Dump
Go to

Decode as structure...

#B400FBA
Far jump or call
Far jump or call
?21,ESP
AL
: PTR DS:[ESI |

D721

Decode as pointer to structure...

Open in a separate dump window

% Search for
g Find references to
Z Addressing
?
8 Hex
a Text L
g Integer Short signed
g Float Short unsigned
Disassemble Short hex
Select ASCII code page Long signed
1Y Appearance Long unsigned
“D3F?DAF? |~ Long hex
85C933EA
| F7D@F?co Mk
522‘3'13229 v Address with ASCII dump
XS TS XX v x o X D X XX
Address |Ualue ASCI | Comments
?2AP9BBE |4 ¢ar |MSUBUM6@ . EUENT_SINK_GetIDsOf Names
?2A1CB?F | apir | MSUBUM6A.rtcSin
72A297DC MSUBUM6B.__ vhaR8FixI4
72049841 MSUBUM6B. __vhalarTstGt
72A477ER MSUBUM6B._ vhalarSub
72A376F2 (ir | MSUBUM6B.rtcSaveSetting
72A1CBA8 | {5;ir |MSUBUM6A.rtcCos
72n20587 » | MSUBUM6B._ vbhaStrI2
?2A1CBD1 | 37ir |MSUBUM6A. rtcTan
72A39386 MSUBUM6B. _Clcos
72A309F9 ir [MSUBUM6@. _adj_fptan
72p1CCO1 ir | MSUBUM6@.rtcAtn
72A1A266 » MSUBUM6B.__vhaHresultCheck
72A46AEE | €jiir MSUBUM6B.__ vhalarMove
7220537 | 7%6r MSUBUM6O vhaStrl4
22A1CCOC | 2|tir | MSUBUM6M. rtcExp
72A4728D | irfir MSUBUM6B._ vhalarUargNofree
72A1CC4D |M|iiv
PA401048 | 72A29794 | Gudr |MSUBUM6A.___vbaCyMul
PA40104C| 72ABC244 | Drar |MSUBUM6@.__vbaAryMove
AR401058| ?2A46831 1hiir MSUBUM6B._ vhaFreelar
PR4P1054| ?2A1CCBD | i|}ir | MSUBUM6@.rtcRgh
AR4091058 | ?2A21929 | >16r | MSUBUM6A.__vbaStrUarMove
X oulsTy (s e s YL L H) xen s x o T e, X

LX< S o dh X o i L WX x 7 X d o I xShow Invalid - ¢« XX
.Access Violation
THllox X, dumps L X § XUEXDUmMp, 7 o x € sy
7 414 x4 X qXxes?
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L L. X% Xs © ©EPs |

B193CFEB
@8193CFEC
@193CFED
B193CFEE
@193CFEF
@193CFF@A
#1923CFF1
@193CFF2
B81923CFF3
#8193CFF4
#@193CFF5
B81923CFF6
B8193CFF?
@193CFF8
B1923CFF?
@193CFFA
@193CFFB
B123CFFC
@193CFFD
B81923CFFE

@19 3CFFF
#193D0BA
#8193DBnv2
#8193D8A3
#1923D0A4
81923Danas
81930887
#193D0aa?
#1923Daac 698440 GASDBEE
819230013 AF
81930914 FF
81930815 FF57 83
#8193DA18 CD FF
#193DA1A EB 18

Technologic r

<Visualbasic 6 * X « TN XTI 4 X X R sl 4 LLT v L

NOP

NOP

NOP

MPESHORT ©8193DA6AA
ESP

INC EDI
Undocumented instruct
ADD EAX,.DWORD PTR DS:L[EAX]
ADD BYTE PTR DS:[EAX1.AL
ADD BYTE PTR DS:[EAX-421,AH
IMUL EAX.DWORD PTR DS:[EAX=*2+EAX1.-1441
SCAS DWORD PTR ES:ILEDI]
Unknown command

FF
DWORD PTR DS:[EDI-7D]
BFF

JMP SHORT 8193DB2C

S+ Xsso { ¥l s X whdecompiler x - A ¥ s "y L XVB X s & 4 XX

@ Info

O

~

X4

This program compiled with unknown compiler
This decompiler can't help you

11 A _svB X!

<

XauX LSOl Y YBX D X w80 X s fx " S+~ " x b X

x4 X xSU$1% |dpcodes % Sis{  { s " | YN GODE (!I* s ¢ 1

Patching- s ¢ x _ ] ¥ x

PR SN 17 %A T x ds 1o XXX s

v o~ ~

AL MBL VMs & v 4 o d b~

OEPs | x I X  x

i Ae T $ XISX L VXS X ¥ | s

> ~

46
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#193DAAA - '] PUSHAD!
A193DBAB BE 690440008 MOU ESI,.OFFSET A0400469
@193DA18| B8DBE EBAFFFFF |LEA FDI [ESI +FFFFAFEB]

A193DBA16 57 ED

#193D@17 OR EBP,FFFFFFFF
#193DB1A EB 18 JMP SHORT 8193D@B2C
#193DB1C NOP

#193DB1D NOP

A193DB1E NOP

#193DB1F NOP

#1923D020 L [0)

A193DB21 90 NOP

A193DA22 MOU AL.BYTE PTR DS:[ESI1]
A193D0B24 4 INC ESI

A193DB25 MOU BYTE PTR DS:[EDI]1.AL
1930827 INC EDI

1930828 ADD EBX.,EBX
A193DB2A SHORT @193D@33
#193DB2C POPAD

A193DB2D NOP

A193DA2E NOP

#193DB2F EAX

1930638 ECX

A193DA31 SHORT #193DA38
A193DA33 OR _EAX . A00ANAA2

Syt v B 1 e, 0¥ d ¥edt popadl -~ W4 . pushad - 4oL 48T D X o1 <0

A A

cecxr T4 T 4 L 1% X eaxs

|

X eakXecx-" X 4 8 X v oxXup s, ]S . LT IR TR TR BN R

v ~ >a

A193DB5E JMP SHORT B193DB3F
59 [ECX

A193DB61 TEST EAX,EAX

91930863 58 EAR

#193D0864 JMP SHORT 8193D@67

overlay - infinite loopL - 1 " 1 X «.sx A

1 Anti Tracing: * | % ¥ _ A Lls

A s X .~ " XNnstructions

BF31
68 B1888080
59

SHORT @193DaAD6
OR EnX 080800001
SHORT @193DBD8
XOR EAX.EAX

ECX ,ECX
SHORT ©193DBE?
> EAX
> EAX
> EAX
> EAX
A EBX,[EBX1]
SHORT @193DBE?
BYTE PTR DS:[EBX1]

A FHH [EBX 1
SHORT @193DBFS
. BL
ADD EAX.EBF681EB
SHORT @193D156
TEST EAX.,EAX
EAX
JMP SHORT #193D183
MUL DL
ENTER ©ODBSB.BOEB
ADD EDX.EBP
RDISC
SUB EAX.EBX
JMP SHORT @193D111
JHP FAR EBO1 :0060083D
ADD EDX.EBP
SHORT ©193D119
A192ND11 R JMP_SHORT _A191011372

7 414 x4 X qXxes?
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B#193D1AB
#193D1BA
A193D1B1
A193D1B2
A193D1B3
#193D1BS
A193D1B8

A4 02N4 DO

68 54678504 4856754
C3 RETN

EAX
ECX
SHORT ©1923D1BA
OR EAX 0808000805
JMP SHORT 8193D1BC

YnD oYy ray

TASITS Y L), X 4RI s 1. 0x4B56754 1 X mpe | o

B485725E

A4856750 INC ECX

A4856751 DEC ESI

A4856752 ESP

A4856753 EBX

B4856754 PUSHAD

B4856755 EAX

A4856756 ECX

A4856757 SHORT 0485675E
A4856759 OR EAX .00000007
A485675C JMP SHORT £4856760

FoA2XIMPE DX ]y

B4857260 EAX

A4857261 ECX

B4857262 SHORT ©4857269
A4857264 OR EAX ,00000005
4857267 JHP SHORT @485726B

#4886 7ES
A48867E6

#193CFFF
#193D0BGBA
#193DAA1
#1923DBA6
#1923D8AC

Pty

A193D2BA

A193D2B6
A193D2B7
A193D2B8

A48533EQ
33E8

948533DF1

s "Xy (1x% Cx { x]J¥ | rF x s ¢

NOP
PUSHAD
BE 291C4000 MOU ESI,.00401C29
8DBE EBAFFFFF |LEA EDI, [ESI +FFFFAFEBI]

68 AVEASHAA4 A480EABA
Cc3 RETN

EAR
ECX
SHORT ©193D2BF

JMPRESHORT @48533EB'l

9280 )
C?74424 FC F4795Mou IO
B_01 -

#4853482
WMPESHORT 048534729

MOUNDWORD PTR DS:[EAX IREBX

x

Nxs”x()EFB s {ss¢
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17 1 eps x sy

68 B6F14108 341 F1B6 |Jump to MSUBUM6@.ThunRTMain
EB b1 JMP SHORT B4853481

se A JD T X1+ 0« ~ VBL _main: 4 1 . Vidual Basié L _mains ¢ 1 {1 T

» >

mains 1 s 4« x4 K" x VBB formss X x { . ¢ "sx” Xs ¢

A4853481
A4853482
A4853483

72943504 55
729435A5 8BEC MOU EBP.ESP
729435A7 6A FF -1
72943509 68 20989572 729598209
729435AE 68 BYBCA272 ?2A2BCBY
72943583 64:A1 BPBOABAB MOU EAX.DWORD PTR FS:[81
72943589 58 EAX
729435BA 64:8925 @0BAOAGE MOU DUWORD PTIR FS:[@1,ESP
729435C1 51 ECH
729435C2
729435C3 SUB
729435C6 53
729435C7
729435C8
729435C9 MOU
MOU

IX i, - x Lox g X xs XD ] x D xs {xl Ox005079F4 X x Is]"™*X s { Jegi

s”ﬁ_v.|sjsvw:|_§|¢_s”x S

S LTSS S,OsT X s p ]l s g Wox IsX "sTC s | Isox T, ] ax]

s ” x1v)'+_Ls| L ><x“"v'| RN XX 19sx (s

7T o4 x4 qXxes”
www.DigitalWhisper.co.il
49 20181 1~ 93 T x4 L ¥



















