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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-93 ˪˷ DigitalWhisper! 

 ˢˮˣ˶˥˞˪ ˞ˣ˶˵˪ ˧˸˪˥˸ˢˢ ˸˞˶˲˯: "Ghost in the Wires".  ˶˲˯ˢ˧"˰ ˟˸˩ˮ ˵˧ˮ˦˧ˬ ˭˧ˣˣ˵˞ˣˢ ˣ˟ˣ ,  ˪˪ˣˠˬ

ˣ˧˧˥ ˶ˣ˲˧˯ ˸˞ˬ ˪˩ ˪˰ ˶˲˯ˬ ˵˧ˮ˦˧ˬ ,˫˧˲ˡˢ ˨˪ˢˬ˟ .˧ ˸ˣˮ˷ ˨˪ˢˬ˟ ˰˴˧˟˷ ˠˮ˧˵˞ˢ ˸ˣ˧ˣ˪˧˰˲ˣ ˫˧˰ˣ˶˧˞ ˧ˮ

 ˸ˣ˥˲˪) ˫˧ˮˣˬ˷ˢˣ ˫˧˰˟˷ˢ(ˢ˞˧˶˵˟ ˧˸˰ˠˢ˷ ˭˩˧ˢ ˡ˰. ˶˪ ˱˸ˣ˷ˬˢ ˢˮ˩ˬˢˣ ˫˧˶ˣ˲˧˯ˢ ˪˷ ˦˪˥ˣˬˢ ˟

˟˥ ˯ˡˮˢˬ ˵˧ˮ˦˧ˬ ˭˸ˣ˞ ˸ˣ˧ˣˬˡˢ ˪˷ ˸ˣˬ˧ˬ˸ˢ ˞ˣˢ˶ ˢ˞˶ˮ ˨˞ ,ˢ˧ˠˣ˪ˣˮ˩˦ ˦˰ˬ ˞˪ ˫˰ ˵˯˰˸ˢ ˞ˣˢ .˸˧˸

 ˫˰˲ ˪˩˟ ˦˰ˬ˩˷- ˢ˟ ˨˶ˡˢ ˭˸ˣ˞ ˪˩˪ ˶ˣˡ˥˪ ˥˧˪˴ˢ ˞ˣˢ ˸ˣ˸˷˶ˣ ˸ˣ˩˶˰ˬ ˟ ˞˧ˢ ˢ˯ˡˮˢ ˸ˣ˰˴ˬ˞

ˢ˦ˣ˷˲ ˸˧˸˶˟˥. 

 ˫˧˶˵ˬ ˢ˟˶ˢ˟˷ "˪˩" ˪˰ ˢ˧ˢ ˭˧ˣˣ˵˸ˣ˷˰˪ ˱˧ˮ˯ˬ ˫˧ˡ˟ˣ˰ ˶˲˯ˬ ˪˷ ˸ˣˬ˷ ˠ˧˷ˢ˪ ˢˤ  ,ˡ˥˞ ˸ˣˤ˥˸ˢ˪

˪˞˶˥˞ ˱˧ˮ˯˪ ˶˷˵˸ˬ ˢ˧ˢ ˞ˣˢ ˶˷˞˩ ˫ˢ˧ ˷˵˟˪ˣ ,ˢ˪˟˵ˢ ˡ˧˵˲ˬ  ˟˷˥ˬˢ ˶ˡ˥ ˪˷ ˫ˡˣˬˢ ˶˲˯ˬ ˸˞

 ,ˣ˪˪ˢ ˫˧˦˶˲ˢ ˸˞ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ,ˤ˞˷ ˧ˮ˲ˬ ,˫˧˧˷˶ˠ˟ "˪˩" ˢ˪˧ˬˢ ˸˞ ˧˸ˬ˷˶ .˸ˣ˶˟˥˸ˢˢ ˧˦˶˲ ˸˞ˣ

˟ ˦˦˥˪ ˢ˧ˢ ˣ˧˪˰") ˪˟ˤˢ ˧˥˲ivingDDumpster ˪ˣ ˢ˶˟˥ˢ ˢ˸ˣ˞ ˪˷ (" ˠ˧˷ˢ ˸ˣˬ˷ ˫˧ˡ˟ˣ˰ ˪˷ ˧ˮˬ ˪˩ˬ

 ˣ˞ ˟ˣ˧˥ ˧˦˶˲ ,˫˧˪˧˪ˬ˸ ,˸˧˶˷˲˞ ˧˸˪˟ ˢˬ˧˷ˬ ˞˪ ˸˞ˤ .˞˴ˬ˷ ˫˧˩ˬ˯ˬ ˪˪˷ˬ ˸ˣˬ˧˸˥˨˞  ˢˬ ˭˧˞

 ˸ˣˣ˷ˢ˪ ˸ˬˣ˰˪˸ˣ˥ˣˮˢ ˢ ˪˷˫ˣ˧:  ˭ˡ˧˰ ˪˩ ˣ˟˷˸ˣ˸˷˶˟ ˣ˧˧˥ ˸ˣ˶ˣ˵ ˸˞ ˫˯˶˲ˬ ˫ˡ˞ ˸ˣ˧˸˶˟˥ ˠ˞ˣˡ ,

ˣ˸˥˲˷ˬ ˪˷ˣ ˣ˪˷ ˸ˣˮˣˬ˸ˢ ˸˞ ˭˩ˡ˰˪ ,˧˵˯ ˸˷˲ˣ˥˟ ˞ˣˢ ˧˸ˬˣ ˸˧˟˟ ˞ˣˢ ˧˸ˬ ˫˧˟˶˟ ˳˧˲ˬ ˣ˞... 

ˣˮ˪˷ ˸ˣˠˢˮ˸ˢˢ ˵˶ ˞˪  ,ˢ˸ˮ˸˷ˢˢ˟˷˥ˬˢ ˸˯˧˲˸ ˶ ˪˷ˣ˦ˮ˶˦ˮ˧˞ˢ ˧˷ˬ˸˷ˬ ˟ ˫ˣ˧ˢ  ˢ˸ˮ˸˷ˢ ˭˧˦ˣ˪˥˪

˸ˣ˧˦˶˲ˢ ˭˧˧ˮ˰ ˧˲˪˩: ˡˣ˞ˬ ˢ˷˵ ˡˣ˟˰˪ ˨˧˶˴ ˢ˧ˢˣ ˣˮ˪˷ ˸ˣ˧˦˶˲˪ ˡˣ˞ˬ ˫˧˞ˮ˵ ˣˮ˧˧ˢ ˶˟˰˟ ˫˞  ˸ˮˬ ˪˰

 ˰ˮ˩˷˪ˣ˧˦˶˲ ˸˞ ˶ˣ˯ˬ˪ ˫ˡ˞  ˪˰ ˫˧˧˷˧˞ˢ˱˸˷˪ ˳˥˪ˢ ˫ˣ˧ˢ ,˭ˣ˲˪˦ˢ ˧ˣˣ˵ ˧˟ˠ ˩˷ ˤ˰ ˨˩ ˪˩ ˣˢ˷˧ˬ ˶˷˞

˪˥ˬ˪ ˞˪ ˦˧ (˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢˬ ˸˥˞˟ ˪˧˲ˣ˶˲ ˣ˪ ˭˧˞ ˢ˪˧˪˥ˣ ˯˥˷ ˣ˞) ˣ˧˸ˣˡˣ˞ ˫˧˦˶˲ ˫˯˶˲-  ˫˪ˣ˩

˷ ˫˧ˡ˷ˣ˥.˶˧˸˯ˢ˪ ˢˬ ˣ˪ ˷˧ ˢ˞˶ˮ˩ 

˞ ˭˟ ˪˷ ˢˮˣˬ˸ ˠ˧˷ˢ˪ ,˸ˣ˧˸˶˟˥ˢ ˸ˣ˸˷˶ˢ ˭ˡ˧˰˟ ˣ˪˷ ˢ˟˧˸˩ˢ ˭ˣˮˠ˧˯ ˸˞ ˡˣˬ˪˪ ,˫ˡ ˞ˣˢ ˭˩˧ˢ ˭˧˟ˢ˪ ˣ˞

 ˟˟ˣ˸˯ˬ-  ˭ˣ˩ˮˢ ˞ˣˢ ˨˲ˢˢ .ˢ˷˵ ˢˬ˧˷ˬ ˞˪ ˶˟˩ ˸˞ˤ-  ˫˧˧˦˶˲ˢ ˫˧˧˥ˢ ˭˧˟ ˪˧ˡ˟ˢ˪ ˫ˣ˧ˢ ˡˣ˞ˬ ˢ˷˵

˧ˮ˷˟ ˡ˥˞ ˶ˣˤ˷ ˪˩ˢ ,ˣ˪˷ ˫˧˧˸˶˟˥ˢ ˫˧˧˥ˢ ˭˧˟˪ ˫ˡ˞ ˪˷ ˮ˷ ˨˩ ˫˧˧˥ ˞˪˪ ˫˧˷ˮ˞ ˦˰ˬ ˞˪ ˷˧ ˶˟˩˷ ˢ˞˶

˫˧˧˦˶˲ ˪˷ ˭˧˧ˮ˰ˢ ˢ˪˰ ˶˟˥ ˫˰ ˸ˣ˧˦˶˲ ˞˷ˣˮ˟ ˰ˣ˟˷ˢ ˧˪ ˢ˸˧˧ˢ˷ ˢ˥˧˷˟ . ˸˟ˣ˦˪ ˷ˬ˸˷ˬ ˶˥˞ ˟˵˰ˬ

˸ˣˬˣ˯˶˲ ˸ˬ˞˸ˢˣ ,˶˷˞˩ ˷˞˧˸˪ ˧˸˪˟˧˵˷ ˢ˟ˣ˷˸ˢ ,ˣ˪ ˰˧˶˲ˬ ˞˪ ˭˧˧ˮ˰ˢ ˫˞ ˣ" :ˢ˸˧˧ˢ ,ˢ˞˶˸ ˨˪ˣˢ ˧ˮ˞

 ˢ˶˵ˬ ˪˩˟ ˸ˣ˞˶˪ ˸ˣˬˣ˯˶˲ ˦ˮ˶˦ˮ˧˞ ˡˣˬ˰˪ ˯ˮ˩ˮ ˧ˮ˞˷˩."˧˪˞ ˸ˣˬ˞˸ˣˬ ˭ˢ˷ ˧˪ ˡˬ˥ˮ ˞˵ˣˣˡ ˤ˞ ,˫˧˧ˣ˯ˬ 

 ˵ˡˣ˴ ˞ˣˢˣ- ˫˧˥˩ˣ˷ ˦˰ˬ ˞˪ ˪˟˞ .˶˸ˣ˧ ˡˬ˥ˮ ˦˪˥ˢ˟ ˢˤ, ˸ˣˬˣ˯˶˲ˢ ˸˞ ˣˮ˪ ˫˧˞˸ˢ˪ ˸ˮˬ ˪˰˷ ˧˯ˣ˲ˡ ,

˸˶˥˞ ˣ˞ ˣˤ˩ ˢ˶˟˥ ˧ˡ˧˟ ˫˧˞˴ˬˮ ˢˣˣ˪ˮ ˧˷˧˞ ˰ˡ˧ˬ ˢ˟˶ˢˣ ˣˮ˪˷ ˢ˷˧˪ˠˢ. 

https://he.wikipedia.org/wiki/%D7%A7%D7%95%D7%95%D7%99%D7%9F_%D7%9E%D7%99%D7%98%D7%A0%D7%99%D7%A7
https://www.techopedia.com/definition/10267/dumpster-diving
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˫˧˪˞ˣ˷ ˫˸˞ ˫˞ˣ: ˪ ˢˬ ˧˪ ˭˧˞ ?˧˪ ˰˧˶˲˧ ˢˤ˷ ˢˬ˪ ˪˟˞ ,ˢ˟˟˯ ,˭˩" "˶˧˸˯ˢ- ˡ˟ ˢˤ ˢ˯˧˲˸ˢ ˧ˣˮ˧˷ ˵ˣ˧

!ˣ˧˪˰ ˶˟ˡˬ ˧ˮ˞˷  ˨˩ ˪˰ ˶˸ˣ˧˟ ˫˧ˮ˦˵ˢ ˫˧ˮˬˬ˯ˢ .˨˩ ˪˰ ˢ˟˷˥ˬˢˬ ˵˶ ˫˧˪˥˪˥˸ˬ ˣ˧ˢ ˫˧˷ˮ˞ ˶˟˰˟

 ˭ˣˠ˩ ˫˧˶˵ˬ ,˫ˣ˧ˢˣ .˸ˣ˵˰ˤ˪ ˫˶ˣˠ ˢ˧ˢ ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˶˥˯ˮ ˣˮ˪˷ ˰ˡ˧ˬˢ˷"ˠˡ˧˶˟ˬ˧˧˵ '˯˵˧˦˧˪ˮ˞ ˣ˪˧˲˞ "

.˟˥˶ˢ ˶ˣ˟˧˴ˢ ˸˞ ˫˧ˮ˧˧ˮ˰ˬ ˞˪ ˪˩ ˫ˣ˧ˢ˷ ˣˬ˩ ˵ˣ˧ˡ˟  ˪˪˩ ˸˞ ˸˷˶ˣˡ ˶˶ˣ˰ˬ ˭ˣ˰˷ ˣ˞ ˯ˮ˲ ˸˧˧˴˵˧˪˲˞

˸ˣ˞ ˫˧ˮ˧˵˸ˬ ˭˧˧ˡ˰ ˫˧˷ˮ˞ˣ ˫˩˪˷ ˧˶˞˪ˣ˪˯ˢ ˶˧˷˩ˬ˪ ˸ˣ˞˷˶ˢˢ.˭.. 

˞˪ ˧ˮ˞ ˸ˮ˞,ˠˣ˪ˣ˲ˣ˶  ˨˞ ˢ˴˵˪ ˢ˴˵ˬ ˶˟˰˷ ˢ˯˧˲˸˟ ˧˧ˣˮ˧˷ˢ ˫ˠ ,˯˲˸ˮ ˧˸˪˟ ˢˤ ˸˞ ˞˴ˣˬ ˧ˮ˞ ˪˟˞ ˡˣ˥˧˧˟

˷˥˶˸ˢ ˢˤ ˢ˯˧˲˸ ˧ˣˮ˧˷ ˢ˟˷ ˸ˣ˶˧ˢˬˢ. 

" ˣ˶˲˯˟˶˥ˬˢ ˪˷ ˢ˧˶ˣ˦˯˧ˢˢ ," ˢ˧ˢ˸ ˣ˸˰ˡ˪˷ ˢ˷ˡ˥ ˸ˡ ,"˰ˡ˧ˬˢ ˸ˡ" ˪˰ ˧˶˶ˢ ˥ˮ ˪˟ˣ˧ ˶ˣ˯˲ˣ˶˲ ˶˲˯ˬ

 ˡ˥˞ ˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˪˩ˢ ˪˰ ,ˣˤ ˸ˡ ˧˲ ˪˰ .(...˫ˣ˧ˢ ˶˟˩ ˢˤ˩˶ˬ ˞˪ ˞˧ˢ ˫˞) ˢ˟ˣ˶˵ˢ ˸ˣ˞˧˴ˬˢ ˪˷ ˢˤ˩˶ˬ

 ˢˤ ˭˧˧ˮ˰ ˧˟ˠ˪ ˫˧ˮ˵˲˯ ˣ˧ˢ˧ ˫˧˞˶ˣ˵ˢˬ ˵˪˥˷ ˧˪ ˶ˣ˶˟ .˭ˣˣ˧˩ ˫ˣ˷˟ ˫ˣ˶ˤ˪ ˰ˡ˧ˬˬ ˶ˣ˴˰˪ ˣ˞ ˫ˣ˯˥˪ ˭˧˞ˣ ˧ˮ˷˪

 ˣˡ˧ˠ˧ˣ ˫˧˞˴ˬˮ ˶˟˩ ˣˮ˞˷ ˫˧˷˧ˠ˶ˬ˷ ˫˧˞˶ˣ˵ ˦˰ˬ ˞˪ ˷˧ ˧˩ ˧˪ ˶ˣ˶˟ ˫ˠ ˨˞ ,˫˧ˤˠˬˣ ˧ˮˣ˴˧˵ ˸˴˵ ˞ˣˢ˷

.ˣˤ˩ ˸ˣ˞˧˴ˬ˟  ˫˧ˡˮ˶˦ˢ ˡ˥˞ ˫ˣ˧ˢˣ ,˦ˮ˶˦ˮ˧˞˪ ˫˧˶˦˯ˣ˦ˣ ˫˧ˮˠˤˬ ˣ˞ ˫˧˶˶˵ˬ ˶˟˥˪ ˪˰ ˶˟˰˟ ˣˮ˶˟˧ˡ ˫˞

˪ ˫˧˶˟ˣ˥ˬ ˣ˧ˢ˧ ˫ˬ˴˰ ˫ˡ˞ˢ ˧ˮ˟ ˵ˣ˥˶ ˞˪ˢ ˡ˧˸˰˟˷ ˧˪ ˶ˣ˶˟ ,"ˢ˷˧˟˪ˢ ˢ˧ˠˣ˪ˣˮ˩˦"ˢ ˞ˣˢ ˫˧ˬ˥ˢ ˸˷˶

) ˦ˮ˶˦ˮ˧˞ˢ ˢ˞ˣ˲˶ˢ ˫˪ˣ˰˟ ˢ˪˞˩ ˸ˣˮˣ˶˸˲ ˸ˣ˞˶˪ ˭˸˧ˮ ˫ˣ˧ˢ˪ ˭ˣ˩ˮ-  ˡˣ˧˴ ˢ˪ˣ˥ˢ ˱ˣˠ˪ ˶˟ˣ˥ˬ˷ ˧˞ˣ˲˶

˷ˬˣˡ˶ .˶˸ˣ˧˟ ˶˴˵ ˵˥˶ˬˢ ˸ˣ˧˦˶˲ˢ ˳˵ ˡ˰ ˫˷ˬˣ (˸˷˶ˢ ˧˟ˠ ˪˰ ˸ˣ˧˶˦ˬ˪˦ 

 ˨˧˞˧˶ˢ ˫˪ˣ˰ ˢ˞ ˪˰ ˸ˣ˶˧˷ ˸˰˧ˮˬ ˸ˣ˲˵˸ˬ .ˡˣ˞ˬ ˧ˮ˪˦˵ˣ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ ˢ˞˶ˮ˩ ?˸˞ˤ˩ ˸ˣ˞˧˴ˬ˟ ˠˮ˧˵˞ˢ

 ,˟˪ ˧˟˴ˣ˵ ˰ˣ˴˧˟ ˣ˞Spoofing  ˦˰ˬ ˞˪˷ ˢ˧ˠˣ˪ˣˮ˩˦ ˣˬ˩ ˧˪ ˰ˬ˷ˮ ˫˧˟˴˰ˢ ˸˩˶˰ˬ˪ ˫˧˶˟ˣ˥ˬˢ ˫˧˟˧˩˶ ˪˰

.˫ˡ˧ ˸˞ ˢ˧˪˰ ˫˧˷˪ ˣ˴˶˧ ˫˧˲ˣˠ 

 ˢ˶˟˥˷ ˸ˣ˪ˠ˪ˣ ˶˥ˬ ˶˶ˣ˰˸ˢ˪ ˡ˥˲ˬ˷ ˡ˧˞ˣˮ˶˲ ˷ˬ˸˷ˬ ˫˸˯ ,˪˧ˠ˶˩ ˫˧ˤˠˬ ˵˶ ˧ˮ˞ ˧˪ˣ˞ˣ ...˧˪ˣ˞ˣX 

˪˦ ˶˲˯ˬ ,˷ˡ˥ ˭ˣ˟˷˥ ˥ˣ˸˲˪ ˫˧˴ˣ˶˷˩ ˸˰˩ˣ ,ˢ˪˷ ˸ˣ˧ˮ˧ˡˬˢ ˸˞ ˢ˸ˮ˧˷ ˸˸˪ ˨˧˶˴ ,˵˧˲˯ˬ ˞˪ ˢˤ ˭ˣ˲

...˫ˡ ˸ˬ˧ˠˡ 

 

,˥˪˴ˣˬ ˭ˣ˧˪ˠ ˢ˧ˢ˧ ˷ˡˣ˥ˢ ˫ˠ˷ ˪˧˟˷˟ ˰˧˵˷ˢˣ ˶˵˧ˢ ˣˮˬˤˬ ˭˸ˮ˷ ˧ˬ ˪˩˪ ˸ˣˡˣ˸ˢ ˧˪˟ ˶˷˲˞ ˨˧˞ˣ   ˤ˞

˪ ˢ˟˶ ˢˡˣ˸˫˰ˮ ˢ˷ˬ ,ˡˣ˸ s˪ ˢ˟˶˵˧˪˞ ˧˵˯˟ˣˡ˪ˣ˵, ˪ ˢ˟˶ ˢˡˣ˸-D4d ,˪ ˢ˟˶ ˢˡˣ˸ˮˣˢ˧ ˡ"ˣ˰˸˭ 

˶ˠˮ˧˪˵ ,˪ ˢ˟˶ ˢˡˣ˸˟ˣˬ˶˟˞ ˡ˰˧˪ x˪ ˢ˟˶ ˢˡˣ˸ˣ˰έ ˡ˭ˮ˧˵ ˣ˧ˤ 

 

 

      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  
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˸˧˟˟ ˣˮˬ˶˸ ˶˟˩ 
˞ˬ˧˵˯˟ˣˡ˪ˣ˵ ˵˧˪˞ˣ ˢ˷ˬ ˫˰ˮ ˸ 

 

ˢˬˡ˵ˢ  

 
 ˸ˣ˟˧˟˯ ˢ˰˷ˢ ,˧˷˧ˬ˥ ˫ˣ˧19:43 ˸ˣ˩ˣ˶˞ ˸ˣ˰˷ ˣ˩ˣ˸˟ ˪˪˩˷ ˢˡˣ˟˰˟ ˰ˠ˧˧ˬˣ ˨ˣ˶˞ ˰ˣ˟˷ ˫˧˧˯˪ ˡˬˣ˰ ˧ˮ˞ ,

 ,˭ˣ˥˟˦ˬˢ ˭ˣ˧˵˧ˮ ˪˷WINAPI  ˰ˠ˶˟ˣ ,˰ˣ˟˷˪ ˢˮˣ˶˥˞ ˢˬ˧˷ˬ ˧˪ ˢ˶˸ˣˮ .˱˞ˢ ˪˰ ˭ˣ˶˲˧˰ ˭ˤ˞˪ ˸ˣˮˣ˧˯˧ˮˣ

 ˥ˣ˩˷˪ˣ ˢ˶˧˟ ˶˦˧˪ ˡ˧˶ˣˢ˪ ,˸ˬ˞˟ ˟ˢˣ˞ ˧ˮ˞˷ ˣˬ˩ ˷˲ˣ˯ˢ ˸˞ ˪˧˥˸ˢ˪ˣ ˢ˸˧˟ˢ ˸˩˪˪ ˪˩ˣ˞ ˢ˸ˣ˞ ˫˧˧˯˞˷

ˡˣ˟˰ˢ ˸ˣˡ˶˦ˬ.ˢ 

 ˞ˣ˴ˬ˪ :ˢˬ˧˷ˬˢCD KEY  ˸˶˷˪FTP .˫˪ˣ˰ˬ ˰˟˦˟ ˢ˞˶ˮ ˞˪˷ ˵ˬ˵ˣ'˴ˬ  ˧˯ˣ˶ ˶˸˞˪ ˧˸ˣ˞ ˣ˪˧˟ˣˢ ˧˧˷ˣ˲˧˥

 ˶˸˞ ˪˩ ˣˬ˩ ,˶˸˞ˢ .˫˧˶˟˧˞˟ ˶˥˯ ˡ˰ˣ ˢˡ˶ˣˢ˪ ˸ˣ˶ˡ˯ˬ ˪˥ˢ ,˧˶˷˲˞ ˭˩ˣ˸ ˫˪ˣ˰ ˪˩˟ ˵˯ˣ˰ˢ ,˵˲˵ˣ˲ˬ

 ,ˣ˟ ˳˲˥ ˧˟˧˪ ˶˷˞ ˸˞ ˧˪ ˵˲˯˪ ˶ˬ˧˧˸ˢ ,˵˲˵ˣ˲ˬ ˧˯ˣ˶KEYGENERATOR ˣ˞ ˸˵˧ˣˡˬˢ ˢ˯˶ˠ˪ ˧ˮ˞ ˢ˸

.˨˧˶˴ 

ˢ ˸˞ ˡ˧˶ˣˬ ˧ˮ˞ .ˢ˷˰˧ ˞˪˷ ˢ˷˰ˬ ˢ˷ˣ˰ ˧ˮ˞ ,˸˰ˡ ˸ˣˤ˧ˤ˲˟ ,˸˪ˡ˟ ˧˪ ˵˲ˣˡ ˷"˲ˣ˯ˢˣ ˸˶˥ˣ˞ˬ ˢ˰˷ˢ-

KEYGENERATOR .˳˧˶ˬˣ ˧˪˷ ˧˦˶˲ˢ ˟˷˥ˬ˪ 

˸ˣ˰˦ ˢ˪ˣˡˠ... 

 ˥˩ˣˮ ˶ˢˤˮ ˞˪˷ ,˧˪˷ ˟˷˥ˬˢ ˫ˠ ˨˩ ,ˢ˵˧˶ˬ˞ ˫ˣ˶ˡ˟ ˰˯ˬˬ ˫˧˶ˤˣ˥˷ ˫˧˪˧˧˦ˬ ˪˰ ˶ˣ˲˧˯ ˪˩˟ ˣˬ˩

 ˶˶ˣ˰˸ˢ ,˫˧˟˶ˢ ˫˧˧ˣ˸˧˲ˢ ˦˞ .˪˪˩˟ ˣ˞ ˢ˲˷ˢ ˪˰ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˞˪ ˣˬˣ˵ˬ˷ ˢ˲˷ˢ ˪˰ ˰˴˲ ˫˰ ˶˵ˣ˟˟

˩ ˪˷ ˶˸ˣ˧˟ ˶˧˟˯ ˟˴˵˟ ˡ˟ˣ˰ ˪˪˩ ˨˶ˡ˟˷ ,˧˪˷ ˡ˟˰ˬˢ ,˦˞-20%  ˪˷ ˶˶˥˯ˬ ˟˴˵˟ ˡ˟ˣ˰ ˪˥ˢ ,˪ˣ˴˧ˮ

99% ..˟˩˰˸˧ ˷"˲ˣ˯ˢ˷ ˫˷ˣ˶ ˢ˷ˣ˰.. 

 

 ˪˧˥˥˸ˮ˷ ˧ˮ˲˪ ˰ˠ˶- ˧ˬ ˧ˮ˞ )ˣˮ˥ˮ˞?( 

 ˣˮ˥ˮ˞Penetration testersˢˬ ,˫ˣˡ˞ ˸ˣˣ˴˟ , ?˫˧˪˞ˣ˷ ˫˸˞ ˫ˣˡ˞ ˸ˣˣ˴ ˢˤ  ˫˪ˣ˰˟ ˸ˣˣ˴ ˣˮ˧ˢ ˫ˣˡ˞ ˸ˣˣ˴

 .˭ˣˠ˶˞ ˪˷ ˶˟˧˧˯˟ ˢˮˠˢˢ ˧˲ˣˠ ˸˞ ˪ˠ˶˸ˬ ˣ˸ˣ˰˴ˬ˞˟ ,"˱˵ˣ˸ ˧ˣˬ˧ˡ" ˪˰ ˧˞˶˥˞ ˸ˣˣ˴ˢ ,˭ˣˠ˶˞ ˪˷ ˶˟˧˧˯ˢ

.ˢ˲˧˵˸ ˧˪˧ˠ˶˸ ˰ˣ˴˧˟˪ˣ ˸ˣ˶˧ˡ˥ ˸ˣ˵˧ˡ˟˪ ˧˞˶˥˞ ˸ˣˣ˴ˢ  ˫ˣˡ˞ ˸ˣˣ˴ ˪˰ ˡˣ˰ ˞ˣ˶˵˪ ˭˸˧ˮ ˪˷ ˭˧ˣ˴ˬˢ ˶ˬ˞ˬ˟

˭ˬ˶˷ ˧˰ˣ˶  ˭ˣ˧˪ˠˬ84 

ˢ ˶ˬ˞ˬˢ ˞˟ ˡ˴ˢˬ ˫ˡ˞ ˪˷ ˦˟ˬ ˸ˡˣ˵ˮ ˨ˣ˸ˬ ˭˰ˠˣ˲ ˥ˣ˸˧ˮ˟ ˵ˣ˯˰˧˱˵˸ˮˢ ˢ˞˪ˬ ˢ˶˧˵˥ ˪ˣ˪˩˧ ˶ˬ˞ˬˢ ,

 ˞˪ˣ˪ ˫˧˷ˬ˸˷ˬ ˣˮ˧˧ˢ ˭ˢ˟ ˸ˣ˵˧ˮ˩˦ˣ ˭˰ˠˣ˲ˢ ˧˥˸˲ˬ ˧˲˪˩ ˸˟˵ˣˮ ˸˶ˣ˵˧˟ˣ (˭ˠˬˢ ˡ˴ˢ) ˭˰ˠˣ˲ ˪˷ ˣˮ˧˧ˢ

.˱˵ˣ˸ˢ ˧˪˰ˮ˟ 

 

https://www.digitalwhisper.co.il/files/Zines/0x54/DW84-4-RedTeam.pdf
https://www.digitalwhisper.co.il/files/Zines/0x54/DW84-4-RedTeam.pdf
https://www.digitalwhisper.co.il/files/Zines/0x54/DW84-4-RedTeam.pdf
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˸˪˧˥˸ ˢ˶˧˵˥ˢ 

 ˥˸˲ˮ ˸˧˷˞˶Task Manager  ˫˷˟ ˨˧˪ˢ˸ ˡˬˣ˰ ˢˬ˧˷˶ˢ ˷˞˶˟ ˭˩˞ ˧˩ ˭˧˥˟ˮˣCPU UTILLITY  ˶˷˞

 ˦˰ˬ˩˟ ˷ˬ˸˷ˬ50 .ˡ˟˰ˬˢˬ ˤˣ˥˞  ˸ˬˣ˷˸ ˸˞ ˨ˣ˷ˬ˧ ˶˷˞ ˫ˣ˴˰ ˫ˣˡ˞ ˪ˠˡ˟ ˶˟ˣˡˬ ˧˩ ˭˧˧˴˪ ˨˶ˣ˴ ˭˧˞

 ˷ˣˡ˵ˢ ˷ˣ˪˧˷ˢ ˪˰ ˳ˣ˥˪˪ ˡ˴˧˩ ˰ˡˣ˧ ˶˷˞ ˫ˡ˞ ˪˩ ˪˷ ˣ˟˧˪crtl+alt+delete.  ˧ˮˬ˥˶ ˷ˣˬ˧˷ ,ˢ˞˶ˮˢ ˪˩˩

 ˭˰ˠˣ˲ˢ ˪˷ ˡ˰˧ˢ ˪ˢ˵ ˸˞ ˫˧ˣˣˢˬ˷ ˣ˪˞ ,˫˧˪˧ˠ˶ˢ ˫˧˷ˬ˸˷ˬˢ ˪˷ ˫ˢ˧ˮ˧˰ˬ ˵ˣˬ˥˪ ˪ˣ˪˰ ˢ˧ˢ ˡ˟˰ˬ˟ ˶˸ˣ˧

.ˢˤˢ 

 ˪˷ ˫˷ˢˬ ˢˮˣ˷ ˨˧˪ˢ˸ˢ ˫˷ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˣ˧˪˰ ˰ˡ˧ˬ ˡˣ˰ ˸ˣ˞˶˪ ˸ˮˬ ˪˰ ˨˧˪ˢ˸ˢ ˪˰ ˫˧˴˥ˣ˪ ˶˷˞˩

 .ˣ˸ˣ˞ ˳˧˶ˢ ˶˷˞ ˳˟ˣ˵ˢRookie's mistakeé 

˸ˣ˧ˢ ˸ˣ˧ˣ˶˷˲˞ˢˣ ˪˷ task manager ˸ˣ˪˟ˠˣˬ ˡˣ˞ˬ ˭ˣ˷˪˟ ˢ˦˰ˬˢ ,˶ˣ˟˰ˮ ˧˪˩˪ Process Explorer. 

 

Process explorer  

Process Explorer ˣˮ˧ˢ ˧˪˩ ˸˧˟ˬ ˶˴ˣ˧ˢ ˪˷ ˵˶ˬ ˳˧˟ˣˮ˧ˤ˶ ,'˶˴ˣ˧ˢ ˭ˣ˞ˠˢ ˪˷ ˸˥˲˷ˬ ˫˧˪˩ˢ Sysinternals ,

˫˧ˣˣˢˬˢ ˸˞ ˧˪˩ ˡˣ˯˧ˢ ˶ˣ˟˰ ˪˩ ˷˧˞ IT ˷ˬ˸˷ˬˣ PC ˫ˡ˵˸ˬ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ windows. 

˧˪˩ˢ ˢˣˣˢˬ Task Manager ˪˰ ˫˧ˡ˧˞ˣ˶˦˯ ,˞˪ˣ ˫˧ˡ˧˞ˣ˶˦˯ˢ ˫˧˪˵ˢ ˫˸˞˷ ˫˧˪ˣ˩˧ ˸ˣˮ˵˪ ˶ˡ˥˟ ˶˷ˣ˩ˢ 

˟ˣ˶˵ˢ ˫˩˸˧˟˪ ,˫˧ˡ˧˞ˣ˶˦˯ ˞˪˷ ˣ˧ˢ ˫˧˷˧˧˟ˬ ˱˞ ˶ˬ ˢ˧˲ˬ˧˪ˣ˞ ˫˪ˣ˰ˬ .˶˟˰ˬ ˢ˧˧˲˴˪ ˫˧˩˧˪ˢ˸˟ ˫˧˴˶ˢ ,

˧˪˩ˢ ˶˷˲˞ˬ ˦ˣ˶˧˲ ˟˥˶ˮ ˶˸ˣ˧˟ ˪˰ ˪˩ ˨˧˪ˢ˸. 

ˣˮ˥˸˲ ˸˞ ˧˪˩ˢ ˡ˧ˬˣ ˣˮ˞˴ˬ ˸˞ ˨˧˪ˢ˸ˢ ,˶˷˞ ˳˶ ˨ˣ˸ˬ ˳˟ˣ˵ˢ websock.exe: 

 

ˢ˴˧˥˪ ˢ˪ˣ˲˩ ˪˰ ˨˧˪ˢ˸ˢ ˸˯˶ˣ˲ ˧ˮ˲˟ ˫˪ˣ˰ ˷ˡ˥ ˪˷ ˰ˡ˧ˬ ˪˰ ˨˧˪ˢ˸ˢ. 
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˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˨˧˪ˢ˸ˢ ˶ˣˬ˷ ˸˥˸ ˸˟ˣ˸˩ˢ ˢ˞˟ˢ: 

 

˶˟ˡˢ ˭˧˧ˮ˰ˬˢ ˶˸ˣ˧ ˫ˮ˧ˢ ˫˧˶˦ˬ˶˲ˢ ˫˸˧˞ ˞ˣˢ ˳˶: 

C: \ Applications \ websock.exe  - o mine2.12finance.com:2222 - u 

46hwtP8R9YaZwTdWuozJAyMQRSw82tEYkg5FSWqikTxkJNKXKyVmGn57UZR3Agfvwx9GwmHP

5Qby1hKek2u3M738AVCS192 - p x - k - t 2 -- donate - level =1 

˦˟ˬ˟ ˱ˣ˦˥ ˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˞ˣˢ ˶˧˟˰ˬ ˫˧˶˦ˬ˶˲ ˫˧˟˶ ,˫ˢ˧ˮ˧˟ ˶˦ˬ˶˲ˢ:  

¶ -o ˶˷˞ ˢ˞˶ˮ˩ ˠ˴˧˧ˬ ˫˷ dns ˣˢ˷˪˩ ,ˣ˧˪˞ ˫˧ˮˣ˲ ˦˶ˣ˲˟ 2222 

¶ -u ˶˷˞ ˢ˞˶ˮ˩ ˠ˴˧˧ˬ ˫˷ ˷ˬ˸˷ˬ ˣˢ˷˪˩-u  

¶ -p ˢ˞˶ˮ˩˷ ˠ˴˧˧ˬ ˞ˬ˯˧˯ 

˭˟ˣˬ˩ˣ ˶˦ˬ˶˲ˢ ˭˧˧ˮ˰ˬˢ ˪˩ˬ: 

¶ --donate-level=1 ˶˷˞ ˢ˟˶ˬ˪ ˢ˰˸˲ˢˢ ,˞˪ ˫˶ˣ˸ ˸˸ˣˬ˰˪ ˣ˪˞"˦ ˤˬ˶ˬˣ ˣˮ˪ ˧˩ ˶˟ˣˡˬ ˭˰ˠˣ˲˟ ˧ˣˮ˵ 

ˢˣ"ˢˬˣ˶˸ "˸˩˪ˣˢ ˥˸˲ˬ˪ ˭˰ˠˣ˲ˢ 

˱˵ˣ˸ ˶˵˧ ,˫˞ ˶˟˩ ˸˦˪˥ˢ ˵ˣ˯˰˪ ˫˪ˣ˰˟ ˧˞˶˲ˢ ˡ˧˥˲ˬˢˣ ˪˷ ˸˴˲ˢ ˸ˣ˵ˤˣˮ ˫˧˷ˮ˞˪ ˫˧ˬ˧ˬ˸ ,˫˧˷ ˟˪ 

˸ˣ˵ˤˣˮˢ˷ ˭ˢ˟ ˢ˸˞ ˷ˬ˸˷ˬ ˭s ˶˸ˣ˧ ˢ˯˶ˠˢˬ s--malware˸˧ ˪˷ ˧˪˰ˮ Abibas ˵ˣ˷ˬ ˪ˬ˶˩ˢ. ˣˬ˩ ˭˩ ,

˫˞ ˢ˸˞ ˥˶ˣ˦ ˳˧˲ˢ˪ Malware ,ˢ˷˵˟˟ ˪˞ ˱˧˯ˣ˸ ˫˷˪ ˫˷ dns ˪ˣ˩˧˷ ˶˷˲˞˪ ˣˮ˪ ˸ˣ˪ˠ˪ ˫˧˦˶˲ ˨˧˪˰. 
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˥˸˲ˬ ˶˵˧ ,˧ˮ˞ ˢ˴ˣ˶ ˡ˧ˠˢ˪ ˷ˣˬ˧˷ˢ˷ ˫˧˶˦ˬ˶˲˟ ˞ˣˢ ˷ˣˬ˧˷ ˢ˲˧ ˭ˣ˩ˮˣ ,ˢˤ ˶˷˲˞ˬ ˸ˣ˧ˬ˞ˮ˧ˡ .˸ˬˣ˰˪ 

˸˞ˤ ,˷ˣˬ˧˷ˢ ˫˧˶˦ˬ˶˲˟ ˞˪ ˫˧ˮ˲˴ˣˬ ,˸ˣˬ˷ˣ ˧˪˰˟ ˸ˣ˰ˬ˷ˬ ,˸˴˵ ˸ˣ˥˲ ˢ˲˧ .˞˪˷ ˶˟ˡ˪ ˪˰ ˢˡ˟ˣ˰ˢ ˧˩ 

˷˵˟˪ "ˢˬˣ˶˸ "˫ˡ˞ˬ ˶˷˞ ˳˧˲ˬ ˢ˵ˤˣˮ ,ˢˣˣ˷ ˨˶˰ ˷˵˟˪˪ ˶˥ˣ˯ˬ ˫˧ˬ˯ˢ ˧˸ˮˣ˩˷ˢ ,˫˧ˠˣ˪ˬ˸. 

 

˶ˣ˟˰ˮ ˸˧ˮˣ˷˪˪ TCP/IP 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˭˩˞ ˸˰˴˟˸ˬ ˢ˧˧ˮ˲ ˸˟ˣ˸˩˪ ˧ˢ˷˪˩ ,˦˶ˣ˲˟ 2222 ,˨˞ ˶˟ˣˡˬ ˫˷˟ ˭˧˧ˬˣˡ ˶˥˞ .˭˧˧ˮ˰ˬ: 

 

 

NSLOOKUP 

ˢˮ˩ˣ˸ ˸˷ˬ˷ˬˢ ˪ˣ˞˷˸˪ ˧˸˶˷ dns ˸ˣ˸˪˧˞˷ ˸ˣˮˣ˷. ˪˞˷˸ˮ ˸˞ ˸˶˷ˢ :ˣˮ˪ ˷˧˷ ˫˧ˮ˧˧ˬˣˡˢ ˧ˮ˷ ˪˰ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˶˟ˣˡˬ ˢ˸ˣ˞˟ ˸˟ˣ˸˩ IP. 
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WHOIS 

˧˪˩ ˶˲ˣ˯ ˟˧ˮˠˬ ˫˧˶˵ˣ˦˯˪ ˶˷˲˞ˬˢ ˸ˣ˞˶˪ ˰ˡ˧ˬ ˪˰ ˭˧˧ˬˣˡ ˫˧ˣ˯ˬ. 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˸˶˷ˢ ˳˶ ˪˞˧˶˦ˮˣˬˬ ˨ˣ˸ˬ ˪˧ˠ˵ˬ ˠ˪ˣ˵ .'˭˸˧ˮ ˶˰˷˪ ˧˩ ˶˟ˣˡˬ ˦ˮˡˣ˦˯˟ ˭˶˲˸ ,ˢ˞˶ˮ˩ 

˧˰ˡˬ˪ ˟˷˥ˬˢ )x˞ ˸˯ˡˮˢ ˢ˧˧˷˰˸ ˪ˣˢ˧ˮˣ ˪˰ ˨ˬ˯ ˭˰ˠˣ˲ˢ ˢ˵ˣ˪ˢ ˶˯˥˟ ˣ˪˷ (˶˷˞ ˥˸˧˲ ˭˰ˠˣ˲ ˧ˡ˩ ˭ˬˬ˪ 

˸˞ ˶˩˷ ˡˣˬ˧˪ˢ ˫ˣ˴˰ˢ. 

ˢ˶˰˷ˢ ˸˲˯ˣˮ ˞˧ˢ ˠ˪ˣ˵ˢ˷ '˶˷˲˞ˬ ˸˶˷ ˭ˣ˯˥˞ ˶ˣ˥˟ˢˣ ˣˮ˪˷ ˷ˬ˸˷ˬ x˟. 
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Wireshark 

˧˪˩ ˷ˬ˷ˬˢ ˸˶˧˵˥˪ ˸˶ˣ˷˵˸ .˧˪˩ˢ ˶˯˶˲ˬ ˣˮ˶ˣ˟˰ ˭ˣˣˠˬ ˟˥˶ ˪˷ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ ˶˷˲˞ˬˣ ˢ˧˧˲˴ 

˸ˣ˦˵˲˟ ˢ˶ˣ˴˟ ˸˧˪˞ˣˤ˧ˣ ,˶ˣ˦˪˧˲ ˸ˣ˰ˡˣˢˢ ˧˲˪ ˫˧˶˦ˬ˶˲ ˫˧ˮˣ˷. ˶˦˪˲ˮ ˪˰ ˧˲ ˸˟ˣ˸˩ˢ ˣˮ˞˴ˬ˷: 

 

ˢ˞˶ˮ ˧˩ ˶˟ˣˡˬ ˸˶ˣ˟˰˸˟ TCP ˦˶ˣ˲˟ 2222 ,˵ˣ˧ˡ˟ ˧˲˩ ˣˮ˧˞˶˷ ˫ˡˣ˵. ˪˰ ˸ˮˬ ˸ˣ˞˶˪ ˸˞ ˰ˡ˧ˬˢ ,˳˥˪ˮ 

Follow TCP stream: 

 

ˢ˫ˣˡ˞ ˞ˣˢ ˥ˣ˵˪ˢ sx˪ˣ˥˩ ˞ˣˢ ˸˶˷ˢ. 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶ 3 ˧ˠˣ˯ ˸ˣ˰ˡˣˢ: 

¶ ˸ˣ˰ˡˣˢ keepalived ˥ˣ˵˪ˢˬ ˭ˢ˧˪˰ ˸˶˷ˢ ˢˮˣ˰ 

¶ ˸ˣ˰ˡˣˢ ˸ˣ˪ˣˡˠ ˶˸ˣ˧ ˸ˣ˪˧˩ˬˢ blob ,˶˧˩ˤˬ˷ ˷˞ˢ ˢ˶ˣ˴˟ ˧ˢ˷˪˩ 

¶ ˸ˣ˪˪ˣ˩ˢ ˸ˣ˰ˡˣˢ ˶˲˯ˬ ˫˧˶˦ˬ˶˲ ˞˪ ˫˧˶ˣ˶˟. 
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˧˞ ˶˷˲˞ ˶˞˷˧ˢ˪ ˫˧˷˧ˡ˞ ˢ˞˶ˬ˪ ˢ˶ˣ˟˰˸ xʕ ,ˢ˸˥˧˪˷ ˦˶ˣ˲˪ 2222 ,˸˶˶ˣ˰ˬ ˸ˣˡ˷˥ ˫ˠ ˰ˣ˶ˠ˟ ˪˩ˬ s-

firewall ˪˩ˣ ˫ˡ˞ ˢ˞ˣ˶˷ ˷ˣˬ˧˷ ˦˶ˣ˲˟ ˧˶˦ˣˤ˞ ˢˤ˩˷ ˭˧˟˧ ˡ˧ˬ ˧˩ ˶˟ˣˡˬ ˣˢ˷ˬ˟ ˵˲˵ˣ˲ˬ. 

ˣˬ˩ ˭˩ ,ˢ˶ˣ˟˰˸ˢ ˸˶˟ˣ˰ ˟-TCP Stream ,˞˪ ˭˲˴ˣˬ ˭˧˞ˣ ˢˬ ˶˟ˡ˪ ˣ˪˧˲˞ ˪˰ Tunneling ,ˢ˷ˣ˰ ˫˷ˣ˶ 

˱˵ˣ˸ˢ˷ ˷ˬ˸˷ˢ ˢ˦˧˷˟ ˷˭˷ ˧˶˞ˢ ˷ˬ˸˷ˬ ˢ˟ ˢ˧˧˟˶˪ ,˞ˣˢ ˶ˤ˲ˬ ˸˞ ˣ˧˰˶ˤ ˪˩˪ ˫ˣ˵ˬ ˫˞ˣ ˢˤ ˯˲˸˧˧ 

˞ˣˢ ˥ˬ˷˧. 

 

˟ˣ˪˧˷ˢ ˭˧˟ ˸˩˧˶˴ ˡ˟˰ˬˢ ˢˢˣ˟ˠˢ ,˫˰ ˸˶ˣ˟˰˸ ˸˶ˣ˷˵˸ˢ sxblob˫˧ ˦˶˲˟ ˫˧ˬ˶ˣˠ ˣˮ˪ ˡˣ˷˥˪ ˧˩ ˶˟ˣˡˬ 

-˟Cryptominer. 

Cryptominer 

˶˟ˣˡˬ ˭˰ˠˣ˲˟ ˶˷˞ ˪˴ˮˬ ˸˞ ˸ˣ˪ˣ˩˧ ˡˣ˟˧˰ˢ ˪˷ ˟˷˥ˬˢ ,ˡ˥˧˟ ˫˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˟ˣ˷˧˥ ˶ˤˣ˟ˬ ,˪˰ ˸ˮˬ 

˸ˣ˶˩˪ ˸ˣ˰˟˦ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧ˮˣ˷ ,ˢˬˠˣˡ˪ Bitcoin. 

˱ˣ˯˟ 2017 ,˸ˣ˰˟˦ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˣ˧ˢˮ ˢˮ˲ˣ˞ˢ ˢˬ˥ˢ ,˶˟ˡ ˶˷˞ ˫˶ˠ ˪˩˪ ˧ˬˢ ˢˬˣ ˫˪ˣ˰˟ ˸ˣ˵ˤˣˮˢ 

˭˧˧ˮ˰˸ˢ˪ ˫ˣ˥˸˟ .˨˪ˢˬ˟ ˢˮ˷ˢ ˢˮˣ˶˥˞ˢ ˣˮ˪˵˸ˮ ˪ˣ˴˧ˮ˟ ˶˯˥ ˸ˣ˷˧ˠ˶ ˪˷ ˫˧ˡ˟˰ˬˢ ˣˮ˪˷ ˪˰ ˧ˡ˧ ˫˧˶˸˞ 

˫˧˟˶ ,˸ˬˠˣˡ ThePirateBay ,˶˷˞ ˣ˷ˬ˸˷ˢ ˟-Javascript ˪˰ ˸ˮˬ ˸ˣ˶˩˪ ˸ˣ˰˟˦ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˪˰ 

˫˧˟˷˥ˬˢ ˪˷ ˧˶˵˟ˬ ˶˸˞ˢ. 

Dependency walker 

˧˪˩ ˶˷˲˞ˬˢ ˸ˣ˞˶˪ ˣ˪˧˞˟ ˸ˣ˧˶˲˯ x-dll ˷ˬ˸˷ˬ ˪˩ ˳˟ˣ˵ ˢ˴˶ˢ .˶˟ˡˢ ˶˷˲˞ˬ ˶˰˷˪ ˪˰ ˸˪ˣ˰˲ ˳˟ˣ˵ˢ 

˞˪˪ ˣ˸˴˶ˢ. 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˷˧ ˷ˣˬ˧˷ ˸ˣ˧˶˲˯˟ ADVAPI32.DLL,WINTRUST.DLL ,˶ˣ˶˧˟ˬ ˤ˧˶ˤ ˦ˮ˶˦ˮ˧˞˟ ˢ˪ˣ˰ ˧˩ 

˶˟ˣˡˬ ˸ˣ˧˶˲˯˟ ˸ˣ˷ˬ˷ˬˢ ˭˧˟ ˶˸˧ˢ ˰ˣ˴˧˟˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧˲˶ˣˠ˦˲˧˶˵. 

  

https://he.wikipedia.org/wiki/%D7%A9%D7%9F-%D7%90%D7%A8%D7%99
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Resource Hacker 

˧˪˩ ˶˷˲˞ˬˢ ˢ˧˧˲˴ ˫˧˴˟˵˟ ˫˧˰ˬ˦ˣˬˢ ˨ˣ˸˟ ˳˟ˣ˵ ˢ˴˶ˢˢ .˫˧ˬ˰˲ ˸ˣ˟˶ ,˸ˣˮ˩ˣ˸ ˸ˣ˰˧ˬ˦ˬ ˭˩ˣ˸˟ ˰ˡ˧ˬ 

˶˷˞ ˷ˬ˷˧ ˭˸ˣ˞ ˭ˬˤ˟ ˢ˴˧˶ x˞ ˢˮ˵˸ˢ ,ˢˬˠˣˡ˪ ˸ˣˮˣˬ˸ ,ˢ˵˧ˤˣˬ ˣ˩ˣ.' 

˧˲˩ ˸ˣ˧ˮ˩ˣ˸˷ ˸ˣ˪˧ˠ˶ ˸ˣ˷ˬ˸˷ˬ ˸˪ˣ˩˧˟ xʕ ,˨˩ ˫ˠ ˫˧ˮ˰ˠˣ˲ ˫˧˪˴ˮˬ ˸˞ ˸˪ˣ˩˧ˢ ˸˧˷ˣˬ˧˷ˢ ˣˤˢ ;˱ˣ˪˷˪ 

ˡˣ˵ ˢ˴˶ˢ˪ ˨ˣ˸ˬ ˭ˬ˴˰ ,˥ˮ˰˲˪ ˰ˡ˧ˬ ˭˲˴ˣˬ ˫˧˷ˣˬ˧˷˪ ˸ˬˠˣˡ Anti-Debbuging. 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˳˟ˣ˵˟ ˢˤ ˭˧˞ Resource ˭˧˧ˮ˰ˬ x˞ ˢˣˣ˷ ˢ˵˧ˡ˟ ,˶˵˧˰˟ ˸ˣˮˣˬ˸ .˭˸˧ˮ ˥˧ˮˢ˪ ˧˩ ˱˵ˣ˸ˢ 

˭ˬ˞˸ˢ ˪˰ ˷ˣˬ˧˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ xʕ ˫˪ˣ˰ˬˣ ˞˪ ˥˶˦ ˡ˧˶ˣˢ˪ ˸˞ ˫˧˵˪˥ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˦˵˧ˣ˶˲ˢˬ. 

 

ˢˣˣ˷ ˟˩˰˸ˢ˪ ˪˰ s-version info ,˱˵ˣ˸ˢ ˭˸ˮ ˸˧ˮ˩˸˪ ˣ˪˷ ˫˷ ˧ˬ˧˦˧ˠ˪ ˫˰ ˫˧˦˶˲ ˪˷ ˢ˶˟˥ ˣˡˣ˞˯˲ 

˸˧ˬ˧˦˧ˠ˪. 
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ˢ˯ˮˮ ˶ˣˤ˥˪ ˶ˣ˵˥˪ ˢ˶ˣ˴˟ ˸˧ˬ˞ˮ˧ˡ ˪˰ ˸ˮˬ ˭˧˟ˢ˪ ˢ˶ˣ˴˟ ˢ˵˧ˬ˰ˬ ˶˸ˣ˧ ˡ˴˧˩ ˭˰ˠˣ˲ˢ ˪˰ˣ˲. ˷ˡ˥ˬ ˪˧˰˲ˮ 

˸˞ ˭˰ˠˣ˲ˢ )˞˪ ˸ˣ˪˵˟ ,ˣ˞˶ ˨˷ˬˢ˟  ((;˨ˣ˸ ˢ˧˧˲˴ ˸˶ˣ˟˰˸˟ ˸˷˶ˢ: 

 

ˢ˞˶ˮ ˧˩ ˢ˰ˡˣˢˢ ˢˮˣ˷˞˶ˢ ˸˥˪˷ˮ˷ ˞˧ˢ ˸˰ˡˣˢ login ,ˢ˶˧˟˰ˬˢ ˵ˣ˧ˡ˟ ˸˞ ˫˧˶˦ˬ˶˲ˢ ˫˸ˣ˞ ˣˮ˧˞˶ ˧˩ 

˸˧ˮ˩˸ˢ ˸˪˟˵ˬ. 

˶˥˞˪ ˸˰ˡˣˢ s-login ,ˢ˩˧˷ˬˬ ˢ˥˧˷ˢ ˸ˣ˰ˡˣˢ˟ ˸ˣ˧ˡˣ˧˶˲ ,˧˲˩ ˣˮ˧˞˶˷ ˫ˡˣ˵ˬ ˧˷˶˲ˢ˟ ˭ˬˤ ˪˷ ˢ˵ˡ 

˵ˣ˧ˡ˟ ˭˧˟ ˸˰ˡˣˢ keep alive ˸˥˞ˢ ˢ˧˧ˮ˷˪. 

 

Netcat 

nc ˩ ˸ˡˠˣˬ-ˢ"˭˧˩˯ ˸˧˶˴˧˧ˣˣ˷ˢ ˪˷ ˶˵˥ˬ ˸˶ˣ˷˵˸ˢ ."˶˟˥˸ˮ ˸˟ˣ˸˩˪ ˢ˯ˮˮˣ ˥ˣ˪˷˪ ˸ˣ˰ˡˣˢ ˸ˣˮˣ˷: 

 

˞˪ ˢ˞˶ˮ ˸˞ ˪˪˩ ˨˧˪ˢ˸ˢ ,˶˵˧˰˟ ˧˩ ˞ˣˢ ˨ˣ˶˞ ˰ˠ˧˧ˬˣ .˸ˣˮ˵˯ˬˢ ˭˪ˢ˪ˡ˩: ˶˟ˡˢ ˡ˧˥˧ˢ ˭˰ˠˣ˲˪˷ ˸˲˩˞ 

ˣˮˬˬ ˣˮ˧ˢ ˢˢˤˬˢ Login ˣ˸ˣ˞ ˥˪ˣ˷ ˭˰ˠˣ˲ˢ ,˪˩ˣ ˶˞˷ ˫˧˶˦ˬ˶˲ˢ ˞˪ ˫˧˶˯˶ˣ˲ˬ ˪˪˩ .˪˟˥ ,ˢ˧ˢ ˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˟˧ˮˠˬ ˞ˣ˴ˬ˪ ˢ˲˧˦ binary exploitationé 

Persistency 

˸˰˩  ˢ˯ˮˮ˶ˣ˵˥˪ ˸˞ ˭ˣˮˠˮˬ Persistency ˪˷ ˭˰ˠˣ˲ˢ ,˪˰ ˸ˮˬ ˵ˣˡ˟˪ ˢˬ ˳˧˶ˬ ˣ˸ˣ˞ ˪˩ ˫˰˲ ˷ˡ˥ˬ. 

˦˟ˬ˟ ˶ˣ˥˞˪ ,˫˪ˣ˰ˬ ˞˪ ˣˮ˵ˡ˟ ˧ˬ s-process ˳˧˶ˢ˷ ˸˞ ˭˰ˠˣ˲ˢ ,˭˩˪ˣ ˶ˣˤ˥ˮ ˪-process explorer. 

 

˦˟ˬ˟ ˱ˣ˦˥ˢ ˣˮ˷ˡ˵ˢ˷ ˫ˡ˵ ˭˩˪ ,ˣˮ˧˞˶ ˧˩ ˫˷ s-process ˳˧˶ˢ˷ ˸˞ ˭˰ˠˣ˲ˢ ˣˮ˧ˢ service.exe. ˤ˞ 

˫ˮˬˣ˞ ˢˤ ˞˪ ˢ˧ˢ ˢ˞˶ˮ ˣˮ˪ ˡˣ˷˥ ˧ˡˬ ,˶˧˩ˤˢˣ ˣˮ˪ ˸˧˦ˬˣ˦ˣ˞ ˸˞ servcies.exe ,˨˧˪ˢ˸ˢ ˳˧˶ˬ˷ ˸˞ ˪˪˩ 

˫˧˸ˣ˶˧˷ˢ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ. 
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˪˪ˠ˟ ˫˷ˢ ˢˬˣˡˢ ,˦˰ˬ˩ ˣˮ˪˥˸ˢ ˶ˣ˵˥˪ ˢˤ˧˞ ˸ˣ˶˧˷ ˧ˮˣˡˤ ˭˵˸ˣˢ ˣˮ˪ ˪˰ ˟˷˥ˬˢ ,˨˞ ˣˮ˪˩˸˯ˢ˷˩ ˶˸ˣ˧ 

˵ˬˣ˰˪ ˣˮˬ˷ ˟˪ ˸ˣ˰˦˪ ˣˮ˪˷ .˰˧ˠˬ˷˩ ˰˧ˠˬ ,˪˩ ˡˣ˟˩ˢ. 

˭˩˞ˣ ,˸ˬ˞˟ ˣˮ˷˧ ˨˧˪ˢ˸ ˫˷˟ service.exe ,˞˪˷ ˶ˣ˷˵ ˫ˣ˷˟ ˨˶ˡ ˪-services.exe ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ .

ˢ˶˸˧ ˨˩ˬ ,˫ˮ˷˧ ˧ˮ˷ ˫˧˰˲ˣˬ ˫˧ˮˣ˷ ˪˷ ˨˧˪ˢ˸ˢ ,˶˷˞˩ ˡ˥˞ ˳˧˶ˢ ˸˞ ˧ˮ˷ˢ ,˞˧˟ˢˣ x˪ ˶˦ˬ˶˲˩ ˸˞ s-

PID ˣ˪˷ .ˣˢ˷˧ˬ ˶ˬ˞ watchdog? 

˶˥˞˪ ˢ˵˧ˡ˟ ˢ˶˧ˢˬ ˟-autoruns ,ˢ˞˶ˮ ˧˩ ˳˟ˣ˵ˢ ˟˸˩ ˸˞ ˣˬ˴˰ ˨˶˰˪ registry ˳˧˶ˬˢ ˸˞ ˨˧˪ˢ˸ˢ ˫˰ 

˸˧˧˪˰ ˟˷˥ˬˢ .ˢ˵˧ˮ˩˦ ˢ˦ˣ˷˲ ˪˷ ˫˧˯ˣ˶˧ˣˣ ,˭˧˞ ˫ˣ˩˥˸ ˢ˦˧˷˟ ˣˤˢ ,ˡˣ˞ˬˣ ˡˣ˞ˬ ˪˵ ˞ˣ˴ˬ˪ ˢ˸ˣ˞. 

 

Watchdog 

Watchdog  ˢˮ˧ˢˢ˵˧ˮ˩˦ ˢ˟ ˨˧˪ˢ˸  ˡ˥˞˶ˬˣ˷ ˪˰ ˣ˸˴˧˶ ˢˮ˧˵˸ˢ ˪˷ ˨˧˪ˢ˸ ˶˥˞. ˭˩˞ˣ ,˶˷˞˩ ˣˮ˧˯˧ˮ 

˸ˣ˟˩˪ ˸˞ service.exe ,ˣ˞ ˸˞ ˭˰ˠˣ˲ˢ websock.exe ,-sWatchdog ˥˸˲ ˰˲ˣˬ ˷ˡ˥ ˪˷ ˫˧˩˧˪ˢ˸ˢé 
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˧ˣ˴˧ˬ ˸ˣˮ˵˯ˬˣ 

ˣˮ˧˪˧ˠ ˸˞ ˸˶˦ˬ ˭˰ˠˣ˲ˢ ,cryptominer ˧˶ˮˠ ˳˲ˣˢ˷ ˪˩˟ ˧˟˥˶ ˦ˮ˶˦ˮ˧˞ˢ ,˭ˣˮˠˮˬ s-persistency ˣ˪˷ ,˸˞ˣ 

-swatchdogs ˣ˪˷ .˸˰˩ ˣˮ˰ˠˢ ˢˮ˵˯ˬ˪ ˧˩ ˭˧˞ ˶˸ˣ˧ ˧ˡˬ ˢˬ ˶ˣ˵˥˪ ˡˣ˰ ˪˩˟ ˭˧˧ˮ˰ˢ ,ˣˮ˦˪˥ˢˣ ˸ˣ˴ˬ˪ ˸˞ 

ˢ˶˧˵˥ˢ. ˳˧˶ˮ ˸˞ ˳˟ˣ˵ˢ ˟-VirusTotal ˧ˡ˩ ˸ˣ˞˶˪ ˫˞ˢ ˣˮ˵ˡ˴: 

 

 

ˣˮ˧˧ˢ ˧l ˫˧˟ˣ˶˵ J 

˸ˣ˧ˢ ˣˮˮ˧˞ˣ ˫˧˵˯ˣ˰ ˶˵˥˟ ˸ˣ˵ˤˣˮ ,˸ˣ˪˧˰˲ˢ ˢ˸˧˧ˢ ˢ˶˧˷˰ˬ ˢˮˢˬˣ ,ˢ˥˸˲ˣ ˣˮ˪ ˸˞ ˫˪ˣ˰ˢ ˪˷ "ˡ˴ˢ 

˧ˮ˷ˢ." 

 

˪˰ ˫˧˶˟˥ˬˢ 

¶ ˫˰ˮ ˢ˷ˬ - ˭˟ 22 ,˵˯ˣ˰ ˸ˣ˵˧ˡ˟˟ ˸ˣ˶˧ˡ˥ ,˶˵˥ˬ ˥ˣ˸˧˲ˣ. 

¶ ˵˧˪˞ ˧˵˯˟ˣˡ˪ˣ˵ - ˭˟ 20 ,˶ˠˣ˟ ˸˧ˮ˩ˣ˸ ˫˧ˬ˧˷ˠˬ ,˵˯ˣ˰ ˸ˣ˵˧ˡ˟˟ ˸ˣ˶˧ˡ˥ ,˶˵˥ˬ ˥ˣ˸˧˲ˣ ˫˧˧˸ˮ˷˩ .

˭˸˧ˮ ˶ˣ˴˧˪ ˶˴˵ :Linkedin 

  

https://il.linkedin.com/in/alik-koldobsky-80419713b
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˰ˡ˧ˬ ˧˶ˣ˟˧˴? 
˞ˬ˶ˠˮ˧˪˵ ˭˸ˮˣˢ˧ ˡ"ˣ˰ ˸ 

 

ˢˬˡ˵ˢ  

 
ˢˮˣ˶˥˞˪ ˵˯˲ ˪˸ˬ ˭˧ˣ˵˦˧˟ ˭˲˪˥ ,ˡ˪ˣˠ ˱ˣ˞ ˯˦˧˟ ˸˶˟˥ ˧˩ (˭ˣ˶˟ ˸ˮ˰ ˸˦˲ˣ˷ˢ '˟˩) ˭ˣ˧˪˰ˢ ˦˲˷ˬˢ ˸˧˟-

 ˞˰) ˧ˬˣ˞˪ ˵ˮ˟ ˡˠˮ˩ ˷˧ˠˢ˷ ˶ˣ˰˶˰ˢ ˨˷ˬ˟ ˧ˬˣ˞˪ ˵ˮ˟˟ ˣ˧˵˯˰ ˸˞ ˪ˢˮ˪ ˨˧˷ˬˢ˪ ˪˩ˣ˧ ,˟˧˟˞

6389/17   ˵ˮ˟ 'ˮ ˡ˪ˣˠ ˱ˣ˞ ˯˦˧˟˧ˬˣ˞˪ .( ˧ˮˣ˧ ˷ˡˣ˥˟˷ ˶˥˞˪ ˷ˠˣˢ ˢˤ ˶ˣ˰˶˰2017  ˦˲˷ˬˢ ˸˧˟ ˵˯˲

˞˸) ˧ˤˣ˥ˬˢ 1992-06-15 ˧ˬˣ˞˪ ˵ˮ˟ 'ˮ ˡ˪ˣˠ ˱ˣ˞ ˯˦˧˟ ( ˭ˣ˟˷˥ ˪ˢˮ˪ ˟˶˯˪ ˧ˬˣ˞˪ ˵ˮ˟ ˪˷ ˢ˶˧˥˟ˢ ˧˩

˯ ˞ˣˢ ˭˧ˣ˵˦˧˟ ˭˲˪˥ ˶ˣ˟˰ ˶ˣ˟˰ ˧ˬˣ˞˪ ˵ˮ˟ ˪˷ ˟ˣ˶˧˯ˢ .˵ˮ˟ˢ ˪˷ ˫˧ˮˣ˩˧˯ˢ ˪ˣˢ˧ˮ ˸˩˶˰ˬ ˸˶ˠ˯ˬ˟ ˶˧˟

˫˧ˮˣ˶˥˞ˢ ˫˧˷ˡˣ˥˟ ;ˢ˩˶˰ˬ˟ ˡˡˣ˟ ˣˮ˧˞ ˡ˪ˣˠ ˱ˣ˞ ˯˦˧˟  ˸˪˟˵ ˣ˞ ˸ˣˮˣ˟˷˥ ˪ˣˢ˧ˮ ˫˧ˬ˯ˣ˥ ˫˧˪˞˶˷˧ ˫˧˵ˮ˟

˧ˡ ˸ˣ˰˟˦ˬ˪ ˫˧˶ˣ˷˵ˢ ˸ˣ˥ˣ˵˪ ˪˷ ˸ˣ˶˟˰ˢ˪˪˩˟ ˫˧˧˪˦˧ˠ. s ˶˟ˣˡˬ ˧˩ ˞˧ˢ ˫˧˵ˮ˟ ˫˸ˣ˞ ˪˷ ˸˧˪˪˩ˢ ˢˮ˰˦

˭ˣˢ ˸ˮ˟˪ˢ ˸˰˧ˮˬ˪ ˧˦ˮˣˣ˪˶ ˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮ˟. 

 ˧˩ ˞˪˞ ,ˢ˯˧˯˟˟ ˢ˧ˣˠ˷ ˢˮ˰˦ ˪˰ ˶˟ˣˡˬ˷ ˵˶ ˞˪˷ ˨˩ ˪˰ ˢ˰˧˟˴ˬ ˵ˬˣ˰˪ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˪˷ ˢ˶˩ˢ˷ ,˞˪˞

 ,˭ˬˣˤˬ ˶˷˞ˬ ˶˸ˣ˧ ˟ˣ˦ ˰ˡ˧ˬ ˫˧˵ˮ˟˪ ˵˲˯ˬ ˣ˪˞ ˸ˣ˰˟˦ˬ˟ ˷ˣˬ˧˷ˢ ˫˧˶˵ˬˢ ˟ˣ˶˟ ˶˷˞ˬ ˫ˠ ˫˧˸˧˰˪ˣ

 ,˸˷˶ˢ ˪˰ ˫˧ˬˣ˪˷˸ ˪˷ ˥ˣ˸˧ˮˣ ˸ˣˡˡˣˬ˸ˢ ,ˢ˰˧ˮˬ˪ ˫˧˩˶ˡ ˶˲˯ˬ ˠ˧˴ˮ ,˨˩ ˨˶ˣ˴˪ .˸ˣ˧˞˵ˮ˟ ˸ˣ˶˟˰ˢ

˫˧˧˶˷˲˞ ˫˧˵ˤˮ ˶˰ˤˬ˪ ˭˸˧ˮ ˡ˴˧˩ ˫ˠ ˠ˧˴ˮ ˭˩ˬ ˶˥˞˪ˣ. 

˭˧ˣ˵˦˧˟ ˢˤ ˢˬ ,˶˧˩ˤˮ )˶ˬ˞ˬ ˫˧˵˯˰ˣ ˦˲˷ˬ" ˸˰ˢ ˟˸˩ ˶˸˞˟ ˧˪˷"(. ˟-2008  "ˣ˦ˣˬ˵ˮ ˧˷ˣ˦˯" ˫˯˶˲ˬ

˦˰ ˫˷)( ˶ˬ˞ˬ  ˧˸˷ ˪˰ ˸˯˯ˣ˟ˬ ˣ˦ˣˬ˵ˮ ˪˷ ˣ˸˰˴ˢ .˸˶ˤˣ˟ˬ ˸˧ˮˣ˶˦˵˪˞ ˫˧ˬˣ˪˷˸ ˸˦˧˷ ˰˧˴ˬ ˞ˣˢ ˣ˟

 ˶ˬˣ˪˩) ˸˧ˮˣ˶˦˵˪˞ ˢˬ˧˸˥ :˸˰ˢ ˢ˸ˣ˞˟ ˸ˣˬ˧˧˵ ˣ˧ˢ˷ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˪˷ ˭ˣ˧˰˶ˢ .˫˧˴˟˵ ˱ˣ˸˧˷ˣ (ˢˮ˲˴ˢ

 ˪˩ .˸ˣ˵ˡ ˶˷˰ ˪˩˟ ˭˩ˡ˰˸˧ ˶˷˞ˣ ,˫˧˟˶ ˫˧˟˷˥ˬ ˪˰ ˭˯˥ˣ˞ˬ˷ ,˶ˤˣ˟ˬ ˰ˡ˧ˬ ˶ˠ˞ˬ ˫˵ˣ˧ ˧˩ ˢ˧ˢ ˣ˦ˣˬ˵ˮ

 ˸˷˶˪ ˫˧˶˟ˣ˥ˬˢ ˫˧˟˷˥ˬˢˬ ˡ˥˞ ˪˩ ˣ˥ˣˣˡ˧ (ˢ˶˸˧ ˢ˦˷˲ˢ˟) ˭ˣ˩ˡ˰ˢ ˨˪ˢˬ˟ˣ "˵ˣ˪˟" ˞˶˵ˮ ˢˤ˩ ˭ˣ˩ˡ˰

˟˷˥ˬˢˬ ˡ˥˞ ˱˞ ˧˩ ˞ˡˣˣ˪ ˧ˡ˩ .ˣ˩˶ˡ ˣ˶˟˰˷ ˸ˣ˞˵˯˰ˢ ˪˰ ˢ˧ˢ˸ ˵ˣ˪˟ ˪˩˪ ,˶˟˰ ˵ˣ˪˟ ˢˮ˷ˬ ˞˪ ˫˧

 ˸˶˷˶˷" ˶˴ˣˣ˸ ,˨˩˟ .ˣ˧ˮ˲˪˷ ˵ˣ˪˟ˢ ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˫ˠ ˪˧˩˧ˣ ,ˣ˲ˣ˯˟ ˸˧ˮˣ˶˦˵˪˞ ˢˬ˧˸˥

˫˧˵ˣ˪˟"(blockchain)  ˰ˡ˧ˬˢ ˸˩˶˰ˬ˟ ˫˧˧ˣˮ˧˷ ˪˩ ˣ˰˴ˣ˟ ˞˪ ˧˩ ˞ˡˣˣ˪ ˸˶˷˲˞ˬ˷. 

ˣˮ˷˪ˣ ˸˷˶˟ ˫˧˟˷˥ˬˢ ˪˩ ˪˰ ˦˪˸˷ˢ˪ ˧˸˥˪˴ˢ ˧ˮ˞ ˭˧˧ˮ˰ˢ ˨˶ˣ˴˪ ˫˞ ?˶˟ˡˢ ˨˩ ˰ˣˡˬ ˢ˰˴ˣ˟˷ ˢ˵˯˰ ˸

˫˧˵ˣ˪˟ˢ ˸˶˷˶˷˟ ˢ˞˧ˠ˷ ˢ˧ˢ˸ ˭˩˪ˣ ,˸ˣˮˣ˷ ˣ˧ˢ˧ ˸ˣ˧ˮˣ˶˦˵˪˞ˢ ˸ˣˬ˧˸˥ˢ ˪˩˷ ˧˶ˢ ,˫˧˵ˣ˪˟ ˧ˮ˷ ˧ˮ˲˪. 

 ˪˷ ˪ˣˬˠ ˵˪ˣ˥˧ ˵ˣ˪˟ ˪˩ ˪˷ ˣˬˣ˧˯˟ ˧˩ ˰˧˴ˢ ˣ˦ˣˬ˵ˮ ?˭˩ ˫˞ ,˷ˡ˥ ˱˯˩ ˶˴ˣˮ ˡ˴˧˩50  ˶˟˰ˣ˧ ˶˷˞ ˸ˣ˰˟˦ˬ

˟ˣ˷˥ˬ ˥˩ ˪˧˰˲ˢ˷ ˧ˬ ˶ˬˣ˪˩ ,˵ˣ˪˟ˢ ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˷˥ˮ˪ ˥˧˪˴ˢ˷ ˧ˬ˪ ˭ˬˤ ˨˶ˣ˞˪ ˨˰ˣˡ ˢˤˢ ˪ˣˬˠˢ .

https://www.themarker.com/markets/digital-coins/1.5850128
https://www.themarker.com/markets/digital-coins/1.5850128
http://halemo.net/upload/20180225_000000_3333.pdf
http://halemo.net/upload/20180225_000000_3333.pdf
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://idclawreview.org/2014/04/16/blogpost-20140414-klinger/
https://bitcoin.org/bitcoin.pdf
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 ˪˰ ˞ˣˢ ˫ˣ˧˩)12.5  ˸ˮ˷˪ ˡ˰ˣ (˸ˣ˰˟˦ˬ2140  ˪˷ ˢ˧˶˩ ˧ˡ˧ ˪˰ ˸ˣ˰˟˦ˬ ˫˧˶˴ˣˮ ,˨˩ .˪˪˩ ˫˪˰ˢ˪ ˧ˣ˲˴

˸˶˷˶˷˟ ˫˧˵ˣ˪˟. 

 ˸ˣ˰˴ˬ˞˟ .˫˧˟˶ ˫˧˦˶˲ ˪˧˩ˬˢ ,˧˶ˣ˟˧˴ ˰ˡ˧ˬ ˶ˠ˞ˬ ˪˰ ˶˟ˣˡˬ ˧˩ ˞ˣˢ ˭˧ˣ˵˦˧˟ ˧˶ˣ˥˞ˬ ˧˶˵˧˰ˢ ˭ˣ˧˰˶ˢ

˪˷ ˢˮ˵˸ˢ ˭˧ˣ˵˦˧˟ ˸ˮ˩ˣ˸  ˱˸˷˪ˣ ˨˧˷ˬˢ˪ ˞˪˞ ,˰ˡ˧ˬˢ ˶ˠ˞ˬ ˪˩ ˪˷ ˵˸ˣ˰ ˪˟˵˪ ˵˶ ˞˪ ˭˸˧ˮ ˟˷˥ˬˢ ˪˰

 ˧ˮ˞ ˫˞ ,˶ˬˣ˪˩ .˶ˠ˞ˬ ˣ˸ˣ˞˟ ˭˧˧˰˪ ˫˧˩˶ˡ ˭ˮ˷˧ .˫˧˴˟˵ ˱ˣ˸˧˷ ˸ˮ˩ˣ˸ ˣˬ˩ ˵ˣ˧ˡ˟ ,˫˪ˣ˩ ˫˰ ˰ˡ˧ˬˢ ˸˞

˴ˣ˸ ˢ˵˯˰ˢ˷ ˧˶ˢ ,ˢ˲˵ ˸˧˟˟ ˢ˲˵ ˶ˣ˟˰ ˫˪˷ˬ˫˧˵ˣ˪˟ˢ ˸˶˷˶˷˟ ˠ. 

˭˧ˣ˵˦˧˟ ˪˷ ˸ˣ˧ˬ˧ˮˣˮ˞ˢ.  ˸˟ˣ˸˩ ˷˧ ˷ˬ˸˷ˬ ˪˩˪ ,˶ˬˣ˪˩ .˧ˬ˧ˮˣˡ˟˯˲ ˞˪˞ ˧ˬ˧ˮˣˮ˞ ˣˮ˧˞ ,ˣˬ˴˰˷˩˪ ,˭˧ˣ˵˦˧˟

 ˧˦˶˲ ˞˪ ˫ˠˣ ,ˣˡ˴˪ ˰˧˲ˣˬ ˣˮ˧˞ ˷ˬ˸˷ˬˢ ˪˷ ˣˬ˷ .ˢˡ˧ ˪˰ ˸ˣˬ˸˥ˮ ˸ˣ˞˵˯˰ˢ ˶˷˞ (˸ˣ˟ˣ˸˩ ˶˲˯ˬ ˣ˞)

˥˸˲ˬˢ ˞ˣˢ ˣˤ ˸˟ˣ˸˩˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰ ˷ˣ˶ˡ˷ ˪˩ˣ ,˫˧˶˥˞ ˧ˣˢ˧ˤ  ˢ˶˸˧ ˢ˦˷˲ˢ˟ ,˪ˣ˵˷) ˧˦˶˲ˢ

 ˭˸˧ˮ ,˫˧˶˥˞ ˫˧˶˵ˬ˟ ˣˮ˧˞˶˷ ˧˲˩ .˧ˬ˧ˮˣˮ˞ ˣˮ˧˞ ˪˪˩ ˭˧ˣ˵˦˧˟˷ ,˞˪˞ .˷ˬ˸˷ˬˢ ˪˷ (˞ˬ˯˧˯˪ ,ˡ˥ˣ˧ˬ˟

ˢˢˣˤˬ ˰ˡ˧ˬ˪ ˣ˸ˣ˞ ˨ˣ˲ˢ˪ˣ ˧ˬ˧ˮˣˮ˞ ˧˶ˣ˟˧˴ ˰ˡ˧ˬ˟ ˷ˬ˸˷ˢ˪ .˞ˬˠˣˡˢ ˟˶ ˪˷- ˷˧˷ ˭ˣˣ˧˩ :˫˪ˣ˩˪ ˢ˶ˣ˶˟ ˣ˵

 ˢ˰˷˟ ˪ˣ˥ ˧ˬ˧˟ ˯ˣ˟ˣ˦ˣ˞˟ ˰˯ˣˮ˷ ˡ˥˞ ˫ˡ˞ ˵˶7:45 ˪˸˟ 'ˠ˶ˣ'ˠ ˠˮ˧˵ '˥˶˟ ˢˮ˥˸ˬ- ˢ˰˷˟ ˟˷ˣ ˟˧˟˞

16:45  ˧˵˯ˮ˧˦ˣ˟'ˤ '˥˶˟ ˸˞˴ˬˮ˷ ˢˮ˥˸ˬ7  'ˠ ˧ˬ˧˟ ˯ˣ˟ˣ˦ˣ˞˟ ˰˯ˣˮ˷ ˡ˥˞ ˫ˡ˞ ˵˶ ˷˧˷ ˭ˣˣ˧˩ˣ ,˭ˠ ˸ˬ˶˟

˪˸ ˧˟˩ˬ ˪˷ ˪˯˶ˣˡ˩ ˧˵˥˷ˬ˪-˵ '˥˶˟ ˢˮ˥˸ ˢ˸ˣ˞ˬ ˟˧˟˞ˡ˧˟ ˷˶ˠˬ˪ 'ˠ˶ˣ'ˠ ˠˮ˧- ˢˬ ˪˩˷ ˧˶ˢ ,ˣˢ˧˪˞

ˢ˰˷ˣ ˫ˣ˧˟ ˢˮ˥˸˟ ˞˴ˬˢ˪ ˢˤ ˫ˡ˞ ˣ˸ˣ˞ ˸˞ ˸ˣˢˤ˪ ˧ˡ˩ ˨˧˶˴˷. 

 ˞˪˷ ˶ˬˣ˞ ˞˪ ,˫ˡ˞ ˪˷ ˣˬ˷ ˸˞ ˭˧˞ ˭˧ˣ˵˦˧˟ ˸˟ˣ˸˩ ˡ˴˪˷ ˢˤ ˫˴˰ .˭˧ˣ˵˦˧˟ ˸ˣ˟ˣ˸˩ ˫˰ ˵ˣ˧ˡ˟ ˶˟ˡ ˣ˸ˣ˞

ˢ˵˯˰ˢ ˸˞ ˥˵ˮ ,˞ˬˠˣˡ˪ .ˣ˸ˣˢˤ˪ ˭˸˧ˮ ˢ˞˟ˢ ˭˧˧'˴˵ˣ˪˟ˢˬ: 

 

˟ ˢ˰˴ˣ˟˷ ˢ˵˯˰ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˞˩-22  ˧˞ˬ˟2010  ˣˬ˪ˣ˷ ˢ˟ˣ10,000 ˣˤ ˢ˵˯˰˟ .˸ˣ˰˟˦ˬ ˢ˷˩˶ˮ  ˢ˴˧˲ˢ

 ˸ˮ˷˟ ˸ˬ˯˶ˣ˲ˬˢ2010 ˧˸˷ ˢ˵˯˰˟ ˷˧ .ˢˮˣ˷˞˶ˢ ˸ˡ˰ˣ˸ˬˢ ˭˧ˣ˵˦˧˟ˢ ˸˵˯˰ ˢ˞˶ˮˢ ˪˩˩ ˞˧ˢˣ ,

 ˣ˪˞ˬ ˸ˣ˞˶˪ ˭˸˧ˮ ,˫ˢˬ ˡ˥˞ ˪˩ ˪˷ ˣ˸˟ˣ˸˩ ˪˰ ˫˧˴˥ˣ˪ ˶˷˞˩ .˪˟˵ˬˢ ˪˷ˣ ,˫˪˷ˬˢ ˫ˡ˞ˢ ˪˷ :˸ˣ˟ˣ˸˩

 ˪˷ "˫˷" ˡˬ˴ˣˬ ˸˟ˣ˸˩ ˪˩˪ ˞˪ ,˭˩˞ .˭˩ˬ ˶˥˞˪ ˣ˩˧˷ˬˢ ˫˧˲˯˩ ˫˸ˣ˞ ˭˞˪ˣ ˫˧˲˯˩ˢ ˣ˪˟˵˸ˢ ˸ˣ˟ˣ˸˩

˸˩ˢˬ ˢ˟˶ˢ ˪˟˞ ,˫ˡ˞˸ˣˢˣˤˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˟ˣ. 

https://github.com/bitcoin/bitcoin
https://2jk.org/praxis/?p=4647
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://bitcointalk.org/index.php?topic=137.0
https://bitcointalk.org/index.php?topic=137.0
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˞ ˵˪˥ ,˭˧ˣ˵˦˧˟ ˸ˣ˟ˣ˸˩ ˧ˣˢ˧ˤ' 

˰ ˭˧ˣ˵˦˧˟ ˸ˣ˟ˣ˸˩ ˸ˣˢˤ˪ ˭˸˧ˮ ,˭ˣ˷˞˶ˢ ˟˪˷˟˸˟ˣ˸˩ ,˞ˬˠˣˡ˪ .˸˷˶˟ ˷ˣ˲˧˥ ˧ˡ˧ ˪ 

˭˧ˣ˵˦˧˟ˢ 3HcEB6bi4TFPdvk31Pwz77DwAzfAZz2fMn  ˫˧˴˟˵ˢ ˱ˣ˸˧˷ ˶˸˞ ˪˷ ˸˟ˣ˸˩ ˞˧ˢ The Pirate 

.Bay  ˞˧ˢ˷˪˩ ˢ˶ˣ˴˟ ˶ˣ˷˵ ˞ˣˢ˷ ˧˶ˢ ,˸˟ˣ˸˩ˢ ˢ˸ˣ˞ˬ ˫˧˲˯˩ ˪˟˧˵ ˫˧ˣ˯ˬ ˫ˡ˞ ˫˞˷ ˥˧ˮˢ˪ ˭˸˧ˮ ,˶ˬˣ˪˩

 ˫ˠ ,˫ˢ˧˸ˣ˟ˣ˸˩ ˸˞ ˫˧ˬ˯˶˲ˬ ˫˧˴˟˵ ˱ˣ˸˧˷ ˧˶˸˞ ˵˶ ˞˪ .˫˧˪˰˟˩ ˫˞ ˭˧˟ˣ ˫˧˸ˣ˶˧˷ ˭˸ˣˮ˩ ˫˞ ˭˧˟ ,˶˸˞˪

˶ˣ˲˟ ,˞ˬˠˣˡ˪ .˫˧ˬˣ˶ˣ˲˟ ˫˧˟˶ ˫˧˷ˬ˸˷ˬ ˸˞ ˢˬˣ˶˸˪ ˸˟ˣ˸˩˩ ˫˯˶˲˪ ˠˣˢˮ ,ˢˮ˩ˣ˸ ˥ˣ˸˧˲ ˪˷ ˫˧ˬˣ

˫˯˶ˣ˲ˬˢ ˶ˣ˷˶˷˟ ,˞ˬˠˣˡ˪ .˭˧ˣ˵˦˧˟ˢ ˸˟ˣ˸˩ ˢˤˢ ˫ˣ˶ˣ˲ ˪˷Bitcointalk   ˷ˬ˸˷ˬˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ

ˣ˸˟ˣ˸˩ ˫˰ ˢ˧˪˰ ˫˸˥ ˢ˰ˡˣˢˢ ˸˞ ˫˯˶˲˷: 

 

 ˭ˣ˷˞˶ˢ ˟˪˷˟ ,˶ˬˣ˪˩ ˢ˪˷ ˷ˣ˲˧˥ ˧ˡ˧ ˪˰ ˢˡˣ˷˥ ˞˧ˢ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩ ˫˞ˢ ˶˸˞˪ ˭˸˧ˮ ,˶˸ˣ˧˟ ˧ˬˡ˵ˬˢˣ

 ˸ˣ˪˧˰˲˟ ˞ˣˢ ˫˧˲˯˩ˢ ˶ˣ˵ˬ ˫˞ˢ" ˢ˪˞˷˪ ˢˮ˰ˬ ˞˧ˢ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˞ˬˠˣˡˢ .˫˧˧ˣ˪ˠ ˸ˣ˶ˣ˵ˬ˟ ˸˷˶˟

 ˟˷˥ˬˢ ˪˰ ˫˧˴˟˵ ˸ˣˮ˧˲˴ˬˢ ˸ˣˮ˩ˣ˸ ,˰ˣˡ˧˩ ,˭ˢ ˶˲ˣ˩ ˸ˣˮ˩ˣ˸ ."˶˲ˣ˩ ˸ˣˮ˩ˣ˸ˣ ˢ˦˧˥˯ ˸ˣˮˣ˧˯ˮ˪ ˢ˶ˣ˷˵ˢ

ˣ˟˧˧˥˸ˬ ˶˷˞ˣ ˫ˢ˷ ˫ˣ˪˷˸˟ ˫˧˷ˬ˸˷ˬ ˫ˢ ,˫˧˰˷ˣ˲ˢ ˪˰ ˭ˠˢ˪ ˧ˡ˩ .˫ˣ˪˷˸ ˶˥˞˪ ˵˶ ˫˶˶˥˷˪ ˸

 ˫ˣ˪˷˸ ˪˩˷ ˥˧ˮˢ˪ ˭˸˧ˮ˷ ˧˶ˢ ,˸ˣˬ˯˶ˣ˲ˬ ˣ˪˞ ˸ˣ˟ˣ˸˩˷ ˰ˠ˶ˬ˷ ˞˪˞ .˭˧ˣ˵˦˧˟ ,˧ˬ˧ˮˣˮ˞ ˞ˣˢ ˧˩ ˫˧˶˟ˣ˯

˫˧˟˶ ˫˧˶˸˞ .ˢˤ ˰˷˲˟ ˣ˶ˣ˵ˬ˷ ˫ˣ˪˷˸ ˞ˣˢ ˸ˣ˟ˣ˸˩ ˭˸ˣ˞ˬ ˰˴ˣ˟˷ ˫˧ˬ˯˶˲ˬ ˸˞ ˸ˣ˟ˣ˸˩  ˭˰ˬ˪ ˣ˪˞

˸˧˯˥˧ ˸ˣ˪˵˟ ˭˶˸˞˪ ˭˸˧ˮ˷ ˨˩ ,˶ˣ˟˧˴ˢ. 

 ,˭ˣ˷˞˶ˢ ˟˪˷˟ ,˶ˬˣ˪˩ ˫˧˧ˣ˪ˠ ˸ˣ˶ˣ˵ˬ ˪˷ ˶ˣ˦˧ˮˣ ˶ˣ˸˧˞ ˧ˡ˧ ˪˰ ˫˧ˮˣ˩˧˯ ˪˷ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣˬ˩ ˸˧˥˲ˢ˪ ˭˸˧ˮ

˸ˣˡˣ˷˥ ˸ˣ˧ˢ˪ ˸ˣ˧ˣ˷˰˷ ˸ˣ˟ˣ˸˩ ˫˧˪˧˩ˬˢ. 

  

https://blockchain.info/address/3HcEB6bi4TFPdvk31Pwz77DwAzfAZz2fMn
https://bitcointalk.org/index.php?topic=375643.0
https://bitcointalk.org/index.php?topic=375643.0
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
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˟ ˵˪˥ ,˫˧ˬˡ˵˸ˬ˪ ˭˧ˣ˵˦˧˟ ˸ˣ˟ˣ˸˩ ˧ˣˢ˧ˤ' 

 ˫˧˶˯˵˧ˬ ˫˸ˣ˞ ."˫˧˶˯˵˧ˬ" ˰˟˦ˬˢ ˪˷ ˧ˮˣ˷˞˶ˢ ˟˪˷˟ ˣ˞˴ˬˣˢ ,˸ˣˢˣˤˬ ˣ˪˞ ˸ˣ˟ˣ˸˩ ˪˩˷ ˭ˣˣ˧˩ ,˭˩˞

 ˫˪˷˪ ˢ˴ˣ˶ '˞ :˸ˣˮˣ˷ ˸ˣ˞˵˯˰ ˧˸˷ ˸ˣ˷˰˪ ˫˧˴ˣ˶ ˫˧˷ˮ˞ ˢ˰˟˶˞˷ ˟˴ˬ ˣˮ˧˧ˬˡ .˸ˣ˞˵˯˰ ˫˧˪˟˶˰ˬ ˫˴˰˟

 '˟˪100  'ˡ˪ ˫˪˷˪ ˢ˴ˣ˶ 'ˠˣ ,˥"˷100  ,'˟˪ ˫˪˧˷ '˞ ˭˩˞ ˧˩ ˸ˣ˞ˡˣ ˰ˣˮˬ˪ˣ ˫˧˲˯˩ˢ ˸˞ ˪˟˶˰˪ ˧ˡ˩ .˥"˷

 '˟ˣ '˞ˬ ˫˧˪˟˵ˬ ˫˧˶˯˵˧ˬ ˫˸ˣ˞200  'ˡ˪ˣ 'ˠ˪ ˫˧ˬ˪˷ˬˣ ˥"˷200  ˫˧˶˯˵˧ˬ˟ ˷ˣˬ˧˷ˢ ˫˴˰˷ ,˞˪˞ .˥"˷

 ˸ˮ˷ˬ ˡˣ˰ ,˪˰ˣ˲˟ .˸ˣ˶ˣˮ ˵˧˪ˡˢ˪ ˢ˩˧˶˴˷ ,ˢˡˣ˷˥ ˢ˵˯˰ ˞ˣˢ2013 ˣ˞˶ˢ ˫˧˶˵˥ˬ  ˵˶ ˞˪ ˭˸˧ˮ ˡ˴˧˩

 ˣ˶ˣ˵ˬ ˱˯˩ˢ ˫˞ˢ ˸˧˦˯˧˦˦˯ ˸ˣ˶˟˸˯ˢ˟ ˢ˶ˣ˥˞ ˥˸ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˫ˠ ˞˪˞ ,ˢ˪˞˩ ˫˧˶˯˵˧ˬ ˸ˣˢˤ˪

˸˧ˮ˧˧˶˟˰ ˸ˣ˪˧˰˲˟. 

˧ˬ ˢ˞˶ˢ ˭ˣ˶ ˸˧˶ˣˡˣ ˶˧ˬ˷ ˧ˡ˰ ˪˷ ˶ˬ˞ˬ ˫ˠˢˬˣˡ ˰ˡ . ˶˲˯ˬ ˷˧ ˢ˟ ˢ˵˯˰ ˷˧ ˫˞ ˧˩ ˣ˥˧ˮˢ ˭ˣ˶ˣ ˶˧ˬ˷

 ˣ˞) ˞ˡˣˣ˪ ˢ˧ˢ ˭˸˧ˮ ,˧˦˯˧˦˦˯ ˥ˣ˸˧ˮ ˸ˣ˰˴ˬ˞˟ ,˭˩˪ .˫˧˵ˮ˶˞ˢ ˭˧˟ ˸ˣˢˤ ˷˧˷ ˧˶ˢ ,ˣ˧ˡ˥˧ ˫˧ˬ˪˷ˬˢ ˫˧ˬ˶ˣˠ

˸˟ˣ˸˩ ˢ˸ˣ˞ ˭ˢ ˢ˵˯˰ ˢ˸ˣ˞ˬ ˵˪˥ ˣ˧ˢ˷ ˸ˣ˟ˣ˸˩ ˧˸˷ ˧˩ (˷˥ˮ˪. 

˪˧˰˲˟ ˢ˶ˣ˵ˬ˷ ˣ˞ ˶˯˵˧ˬ ˨˶ˡ ˢ˶˟˰ ˸ˬ˧ˣ˯ˬ ˢ˵˯˰ ˫˞ ,ˣˤ˩ ˢ˶ˣ˴˟ ,ˢ˪˵ ˢ˶ˣ˴˟ ˭˸˧ˮ˷ ˧˶ˢ ,˸˧ˮ˧˧˶˟˰ ˸ˣ

˸˩ˬ˯ˣˬˢ ˸ˣ˷˶˪ ˢ˧˪˰ ˥ˣˣˡ˪ ˣ˞ ˢ˰˴˟˪ ˟˶˯˪ ,˸˧ˬ˸˧˶ˣˠ˪˞. 

ˠ ˵˪˥ ,˫˧ˮ˧˧˶˟˰˪ ˭˧ˣ˵˦˧˟ ˸ˣ˟ˣ˸˩ ˧ˣˢ˧ˤ' . ˪˧˟ˣ˧ ˫˧˲˯˩ ˪˰ ˧ˤ˩˶ˬ ˥ˣ˵˧˲ ˶ˡ˰ˢ ˧˩ ˷˷˥ ˫˧˧˵ ,˭˩˞

 ˢˤ ˷˷˥ ˫˞ˢ ˨˞ ;˫˧˵ˮ˟ ˪˷ˣ ˢ˲˧˩˞ ˸ˣ˧ˣ˷˶ ˪˷ ˭ˡ˴ˬ ˫˧˧˵ ˢˤˢ ˷˷˥ˢ .˫˧˧ˮ˧˧˶˟˰ ˫˧˷ˣˬ˧˷˪ ?˷ˬˣˬ

ˡ˥˞ ˡ˴ˬ ,˸˶˟˥ ˪˷ ˶ˬ˞ˬ Eliptic  ˨˶ˡ ˞ˣˢ˷˪˩ ˟˪˷˟ ˱˪˥ ˸ˣ˰˟˦ˬˢ ˪˪˩ˬ ˡ˥˞ ˤˣ˥˞ˬ ˸ˣ˥˲ ˧˩ ˠ˧˴ˬ

ˡˠˮˬˣ ,˫˧˶ˣˬ˧ˢˣ ˢ˪˲˞ ˸˷˶ ˧˶˸˞ ˶˥˞ ˶ˬ˞ˬ ˩ ˪˰ ˶˟ˡˬ-6%  ˸ˣ˪˧˰˲˪ ˫˧˶ˣ˷˵ˢ ˢ˪˞˩˩ ˫˧˵ˮ˶˞ˢ ˪˪˩ˬ

˩ˣ ,ˢ˪˲˞ˢ ˸˷˶˟-25%  ˢˤ ˫ˠ ,˫˧˶˵ˬˢ ˧ˮ˷˟˷ ,˞˪˞ .˫˧˵ˮ˶˞ ˫˸ˣ˞˪ ˢ˶ˣ˷˵ˢ ˸˷˶˟ ˸ˣ˞˵˯˰ˢ ˪˪˩ˬ

˪ ˭˸˧ˮ ,˨ˣˬˮ ˶˲˯ˬ ˵˲˯ˬˢ ˢˤ ˫ˠˣ ˸ˣ˞˵˯˰ ˪˷ ˢˣ˟ˠ ˶˲˯ˬ ˵˲˯ˬˢ ˸ˣˡˣ˷˥ˢ ˸ˣ˞˵˯˰ˢ ˪˪˩ ˧˩ ˸ˣ˞˶

 ˧˩ ˠ˧˴ˬˢ ˶ˬ˞ˬˢ ,˨˩˪ ˶˟˰ˬ .ˣ˶˸ˣ˞25%  ˪˷ ˡˮ˶˦ ˫˧˧˵ ˧˩ ˠ˧˴ˬ ˸˧ˮ˧˧˶˟˰ ˸ˣ˪˧˰˲˪ ˸ˣ˶ˣ˷˵ ˸ˣ˞˵˯˰ˢˬ

˫˧ˮ˷ˢ ˨˶ˣ˞˪ ˸ˣ˧ˮ˧˧˶˟˰ˢ ˸ˣ˞˵˯˰ˢ ˤˣ˥˞˟ ˢˡ˧˶˧: 

 

https://css.csail.mit.edu/6.858/2013/projects/jeffchan-exue-tanyaliu.pdf
https://css.csail.mit.edu/6.858/2013/projects/jeffchan-exue-tanyaliu.pdf
https://eprint.iacr.org/2012/584.pdf
http://www.defenddemocracy.org/content/uploads/documents/MEMO_Bitcoin_Laundering.pdf
https://poseidon01.ssrn.com/delivery.php?ID=345071025031103101097005091002064066105031089055030062103114116025003110106095017124126000024009054122012125120088114074119110018038048082088064093098020064010006077017055082118069120105072122092068017085116120110095088083104001119112097096122087096&EXT=pdf
https://poseidon01.ssrn.com/delivery.php?ID=345071025031103101097005091002064066105031089055030062103114116025003110106095017124126000024009054122012125120088114074119110018038048082088064093098020064010006077017055082118069120105072122092068017085116120110095088083104001119112097096122087096&EXT=pdf
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˨˧˷ˬˮ ˪˟˞ .˭˧ˣ˵˦˧˟ˢ ˫ˣ˥˸˪ ˢ˶ˣ˷˵ˢ ˢˡˣ˷˥ ˸ˣ˪˧˰˲ ˸ˣˢˤ˪ ˢ˰˧ˮˬ ˭˧˞ ,˪˰ˣ˲˟ . ˧ˮ˲˪ ˡˣ˰ ,˶ˬˣ˪˩

˶ˣ˟˰ˮ˷  ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˭˧ˣ˵˦˧˟ ˧ˮ˲˪˥ ,˫ˣ˧˩ ˫˧˧ˬ˧˵ˢ ˫˧ˬˡ˵˸ˬ ˫˧˧ˠˣ˪ˣˮ˩˦ ˫˧˪˩˟ ˷ˣˬ˧˷˪

 ˷˩ˣ˶ˢ ˫ˡ˞ˢ ˭˧˧ˮˣ˰ˬ ˣ˧˪˞ ˭˧ˣ˵˦˧˟ˢ ˵ˮ˶˞ ˫˞ˢ ˶˸˞˪ ˫˧˪ˣ˩˧ ˫ˢ ;ˢˡˣ˷˥ ˸ˣ˪˧˰˲ ˶˸˞˪ ˸ˮˬ ˪˰ ˸ˣ˧˶ˣ˟˧˴

˪˰ ˸˞ˤˣ ,˫˧ˡˣ˷˥ ˫˧˶˸˞˟ ˞˧ˢ˷˪˩ ˢ˶ˣ˴˟ ˟˶ˣ˰ˬ (˸ˣ˰˟˦ˬ ˢˡˣ˲ˢ ˫ˡ˞ˢ ˣˮˬˬ ˣ˞) ˭˧ˣ˵˦˧˟  ˢ˵˧ˡ˟ ˧ˡ˧

 ˸˧ˮ˧˧˶˟˰ ˸ˣ˪˧˰˲˪ ˢ˶ˣ˷˵ ˢˬ˴˰ ˸˟ˣ˸˩ˢ ˫˞ˢ ˪˷ ,ˣˤˢ ˸˧ˮˣ˷˞˶ˢ ˢ˵˧ˡ˟ˢ ˫˴˰ .˸ˣ˟ˣ˸˩ˢ ˪˷ ˸˧˶ˣ˟˧˴

 ˰ˣˮˬ˪ ˢ˪ˣ˩˧ (˫˧ˮ˧˧˶˟˰˩ ˫˧˰ˣˡ˧ˢ ˫˧ˬ˶ˣˠ˪ ˣ˧ˢ ˸˟ˣ˸˩ ˢ˸ˣ˞ ˧ˡ˧ ˪˰ ˶˟˰˟ ˣ˰˴ˣ˟˷ ˸ˣ˞˵˯˰ˢ ˫˞ˢ ,˶ˬˣ˪˩)

˭ˣˢ ˸ˮ˟˪ˢ ˪˷ ˧˸ˣ˰ˬ˷ˬ ˵˪˥. 

˷ ˢ˵˧ˡ˟ˢ ˸˶˷˶˸˷ˬ ˢ˟˷ ˶ˬˣ˪˩ ,ˢ˪ˣ˲˩ ˢ˵˧ˡ˟ ˞˴ˬˮˢ ˫ˡ˞˪ ˫˪˧˷˷ ˫ˡ˞ˢ ˫˞ˢ) ˢˬ˧ˡ˵ ˫˧ˡ˰˴ ˧ˮ

ˢˮˠˢˢ ˸˞ ˟˧˥˶ˢ˪ ˢ˪ˣ˩˧ (˸ˣ˧ˮ˧˧˶˟˰ ˸ˣ˞˵˯˰˪ ˶ˣ˷˵ ˧˪ˣˬ. 

 ,˵ˮ˶˞ ˪ˣ˦ˮ ˫ˡ˞ ˨˧˧˪˞ ˞ˣ˟˧ ,˭ˣ˩˧˯ˢ ˸˞ ˸˧˥˲ˢ˪ ˫˧˴ˣ˶˷ ˫˧˷ˮ˞ˢ ˣ˶ˬ˞˧ ,˧˶ˢ .˭ˣ˧ˡˢ ˫˪˷ˮ ˨˩˟ ˞˪ ˪˟˞

˟ ˧ˮ˲˪˥ ˫˸ˣ˞ ˢˤˢ ˟˪˷˟˷ ,˞˪˞ .˸˧ˮ˧˧˶˟˰ ˸ˣ˪˧˰˲ ˰˴˟˧ ˣˮˬˬˣ ˷ˡ˥ ˵ˮ˶˞ ˥˸˲˧ˣ ˸ˣ˪˧˰˲ ˫˧˰˴˟ˬ ˭˧ˣ˵˦˧

 ˧˟ˠ˪ ˰ˡ˧ˬ ˢ˧ˢ˧ ˭˧ˣ˵˦˧˟ˢ ˧ˮ˲˪˥ˬ ˡ˥˞ ˪˩˪ ,˶ˬˣ˪˩ .˫˧˧˯ˮˮ˧˲ ˫˧˸ˣ˶˧˷ ˭˸ˣˮ ˪˩ ˣˬ˩ "˥ˣ˵˪ˢ ˸˶˩ˢ" ˪˷(1) 

ˣ ;˫ˢ˪˴˞ ˫˧ˡ˧˵˲ˬˢ ˸ˣˢˤ(2)-  ˸ˣ˪˧˰˲˪ ˷ˬ˷˧ ˡ˧˸˰˟ ˵ˮ˶˞ ˣ˸ˣ˞˷ ˢ˥ˮˢ˟ .˫ˢ˪˷ ˸ˣˡ˵˲ˢˢ ˱˵˧ˢ

ˣ˶˲ ˢ˶ˣ˴˟ ˥ˣˣˡ˪ ˣ˪˩ˣ˧ ˫ˢ˷ ˧˶ˢ ,˸˧ˮ˧˧˶˟˰-˷˶˪ ˨˩ ˪˰ ˸˧˟˧˦˵˞˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˧ˣ. 

˸˟ˣ˸˩ ˫˞ˢ" ˣ˸ˣ˞ ˪ˣ˞˷˪ˣ ˧˦ˮˣˣ˪˶ˢ ˭˲˪˥˪ ˸ˣˮ˲˪ ˣ˪ˣ˩˧ ˸˧ˮ˧˧˶˟˰ ˸ˣ˪˧˰˲ ˡ˧˸˰˟ ˣ˶˸˞˧˷ ˸ˣ˧ˣ˷˶ X 

˨˪ ˸˶˩ˣˬ ."? ˸ˣ˪˧˰˲ ˧˩ ˣˢˤ˧ ˫˞ .˸˟ˣ˸˩ ˷˧ ˶ˣˬ˞˩ ˭˲˪˥ ˪˩˪ ,˭˩˟ˣ ?˧˦ˮˣˣ˪˶ˢ ˭˲˪˥ˢ ˣˢ˧ˬ ˣ˰ˡ˧ ˨˧˞ˣ

˭˲˪˥ˬ ˰˧ˠˢ˷ ˱˯˩˟ ˢ˶ˣ˵ˬ ˸ˬ˧ˣ˯ˬ ˸˧ˮ˧˧˶˟˰ X , ˸ˣˮ˲˪ ˣ˪˩ˣ˧˷ ˧˶ˢ˷˵˟˪ˣ ˣ˧˪˞   ˫ˡ˞ˢ ˪˷ ˣ˧˦˶˲ ˸˞

ˣˤ ˸˟ˣ˸˩˪ ˣˮˬˬ ˸ˣ˰˟˦ˬ ˷˩˶˷. 

 ,ˢ˟ˣ˦ ˭ˣˢ ˸ˮ˟˪ˢ ˸˰˧ˮˬ ˸ˣ˧ˮ˧ˡˬ ˫˧˵˧ˤ˥ˬ ˭˧ˣ˵˦˧˟ˢ ˧ˮ˲˪˥˷ ˢ˥ˮˢ˟ˣ ,˭ˬˣˤˬˬ ˪˧ˡ˟ˢ˪ ,˪˰ˣ˲˟ ,˶ˬˣ˪˩

 ˪˰ ˶˸ˣ˧ ˟ˣ˦ ˰ˡ˧ˬ ˶˷˲˞ˬ ˵ˣ˥ ˸˲˧˩˞ ˸ˣ˧ˣ˷˶˪ ˫ˠˣ ˣ˧˷ˬ˸˷ˬ˪ ˫ˠ ˭˧ˬˤ˷ ˧˶ˣ˟˧˴ ˰ˡ˧ˬ ˶ˠ˞ˬ˟ ˷ˣˬ˧˷ˢ

 ˢ˶ˣ˥˞ ˶ˣ˸˧˞ˣ ˸ˣ˞˵˯˰ˢ ˷ˬ˸˷ˢ˪ ˧ˡ˩ ˡ˥ˣ˧ˬ˟ ˫˦ˬˣ˦ˬ ˭˧˧˶˟˰ ˸ˣ˧ˢ˪ ˨˧˶˴ ,˵ˣ˧ˡ ˶˸˧˪ ˣ˞ .˸ˣ˞˵˯˰ˢ ˪˷

˭˧ˣ˵˦˧˟˟. 

 

" ˠˣ˪˟˟ ˦˯ˣ˲˩ ˶ˣ˵ˬ˟ ˫˯˶ˣ˲ ˢˤ ˶ˬ˞ˬIntellect or Insanity.˶ˠˮ˧˪˵ ˭˸ˮˣˢ˧ ˡ"ˣ˰ ˪˷ " 

  

https://2jk.org/praxis/
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Wi-Fi for Pentesters 
˸˞ˬ ˡ˰˧˪ ˟ˣˬ˶˟˞ 

 

ˢˬˡ˵ˢ  

 
 ˢˤ ˶ˬ˞ˬ˟ˢ ˫ˣ˥˸˟ ˵ˣ˯˰ˮ-WIFI . ˫˧ˣˣˢˬ˷ ˫˧˧˯˧˯˧˟ ˫˧˧ˬˣ˧ˬˣ˧ ˫˧˩˧˪ˢ˸ ˭˧˟ˮˣ ˢˮˣ˩ˮˢ ˢ˲˷˟ ˶˟ˡ˪ ˡˬ˪ˮ

.˸˷˶˪ ˢ˴˧˶˲ˢ ˨˧˪ˢˬ ˧˪˶ˠ˦ˮ˧˞ ˵˪˥ .˭˸˲˧˵˰˪ ˫˧˩˶ˡˣ ˫ˣ˥˸ˢˬ ˢ˥˦˟˞ ˸ˣˡˣ˸ˬ ˢ˞˶ˮ ,˱˯ˣˮ˟ 

˫˧ˠ˷ˣˬ ˸ˣˮˣ˶˵˰ˣ ˫˧˧˯˧˯˟: 

802.11 IEEE - ˷ ˸ˣ˸˷˶˟ ˫˧ˮ˵˸ ˪˷ ˢ˥˲˷ˬ˪ ˪˪ˣ˩ ˫WIFI   ˸ˣ˧ˬˣ˵ˬ(WLAN). 

Channels & bands - ˸ˣ˸˷˶ WIFI ˣ˪˰˲˧ ˡ˟"˩ ˡ˥˞˟ ˧ˮ˷ˬ ˫˧˶ˡ˸ )˫ˮ˷˧ ˡˣ˰ ˫˧˶ˡ˸ ,˨˞ ˢ˪˞ ˫ˢ 

˫˧˴ˣ˲ˮˢ ˶˸ˣ˧˟˟:( 

¶ 2.4 GHz(802.11b/g/n) 

¶ 5.2 GHz (802.11a/ac) 

ˮˢ ˫˧˶ˡ˸ˢˬ ˡ˥˞ ˪˩ò.˫˧˴ˣ˶˰˪ ˵˪ˣ˥ˬ ˪ ˦ˣ˪˵˪ ˫˧˪ˣ˩˧ ˫ˮ˧˞ ˣˮ˪˷ ˸˷˶ˢ ˧˯˧˦˶˩ /  ˶˸ˣ˧ ˪˰ ˶ˡ˷˪

 ˫ˢ˪ ˸ˣˬ˧˧˵ˢ ˸ˣˮ˦ˮ˞ˢ ˶˲˯ˬˬ(˸˥˞ ˢ˦ˮ˞ ˸ˬ˧˧˵ ˫˧˧˸˧˧˟ˢ ˫˧˟˸ˮˢ ˟˶˪).  ˢˤ ˶ˬ˞ˬ˟ ,˸ˣˡ˧˥˞ˢ ˭˰ˬ˪

 ˶ˡ˸˟ ˷ˬ˸˷ˮ2.4 GHz .˞ˬˠˣˡ˩ 

˧˴ˣ˶˰ 2.4 GHz: 

 

]˶ˣ˵ˬ˟ :https://en.wikipedia.org/wiki/IEEE_802.11[ 

 ˸˶ˣˡ˷˸ ˪˩RF .˸˧˪ˣ˟˶˲ ˢ˶ˣ˴˟ ˸˰˴˟˸ˬ  ˸ˣ˰ˬ˷ˬ˞˧ˢ ˶˟ˡˢ,  ˢˤ ˫˧˲˲ˣ˥ ˶˷˞ ˫˧˴ˣ˶˰ ˫ˮ˷˧˷˪.ˢˤ 

 ˶ˡ˸˟2.4 GHz ˞ˬˠˣˡ˪) ˢˤˬ ˢˤ ˫˧˴ˣ˶˰ ˢ˷˧ˬ˥ ˪˷ ˵˥˶ˬ˟ ˫˧˞˴ˬˮ ˫ˢ ˫˧˲˲ˣ˥ ˫ˮ˧˞˷ ˫˧˴ˣ˶˰ˢ :1,6 x-

11.( 

 ˫˞˸ˬ˧˧˵  ˳ˣ˶˰ ˪˰ ˸˥˞ ˠ˲ˮ˵˪ ˱˧ˡ˰ ˢ˧ˢ˧ ,˸˧˟˟ ˸ˣ˸˷˶ ˧ˮ˷ ˣˮ˪n  ˳ˣ˶˰ ˪˰ ˢ˧˧ˮ˷ˢ ˸˞ˣn+5  ˸ˮˬ ˪˰

˞ ˪˷ ˢˣ˟ˠ ˧˧ˣ˩˧˯ˣ ˸ˣ˰˶˲ˢˬ ˰ˮˬ˧ˢ˪.˸ˣ˦˵˞˲ ˡˣ˟˧  ˸˞ ˣ˷˧ˠˡ˧˷ ˸ˣ˞ˬˠˣˡ ˭˸˧ˮ ˶ˬ˞ˬˢ ˨˷ˬˢ˟

.˫˧˴ˣ˶˰ˢ ˪˷ ˸ˣ˰ˬ˷ˬˢ 

https://en.wikipedia.org/wiki/IEEE_802.11
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Access Point )AP( - .˸˷˶˪ ˢ˷˧ˠ ˭˸ˣˮˢ ˸˷˶ˢ ˟˧˩˶ ˪˩ 

lientCupplicant/SStation/ - .˸˷˶˪ ˢ˷˧ˠ ˷˵˟ˬˢ ˸˷˶ ˟˧˩˶ ˪˩ 

onitor modeM / niffingSFI -WI - ˣˮ˞ ,ˢ˟ ˫˧˞˴ˬˮ ˞˪ ˣˮ˞˷ ˸˷˶ ˸˶ˣ˟˰˸˪ ˭˧ˤ˞ˢ˪ ˸ˮˬ ˪˰  ˫˧˩˧˶˴

˪ˣ˩˧ ˞ˣˢ ˣ˟ ˟˴ˬ˪ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˸˞ ˶˧˟˰ˢ˪  ˞ˣˢ˷ ˢˬ ˪˩˪ ˭˧ˤ˞ˢ˪ (ˢ˴ˣ˶ ˧˪ˣ˞ˣ)"ˢ˞ˣ˶" .˶˧ˣˣ˞˟ 

 ˞˶˵ˮ ˸˷˶ˢ ˯˧˦˶˩˟ ˢˤ ˟˴ˬ"Monitor mode"˟ ˫˧˩ˬˣ˸ ˸˷˶ˢ ˧˯˧˦˶˩ ˪˩ ˞˪ ,˫˩˟˪ ˸ˬˣ˷˸˪ .-

Monitor mode ˣˤˢ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˞ ˸ˣ˷˶ˣˡ˷ ˸ˣ˧˴˪ˣ˲˧ˮˬ ˸ˣ˷˰˪ ˫˧˴ˣ˶ ˣˮ˞ ˫˞ ˭˩˪ , ˡ˥˞ ˠ˧˷ˢ˪ ˣˮ˧˪˰

˨ˬˣ˸ ˭˩˷ ˡ˟)" ˧˯˧˦˶˩ ˩Alpha.(  ˶ˣ˸˟) ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˪˷ ˪˧ˠ˶ˢ ˟˴ˬˢstation ˞ˣˢ (managed 

mode. 

 

˧˸˶˟˥˸ˢ ˸˷˶˪ ,ˡ˴˧˩ ˢˤ ˢ˶˵? 

ˣˮ˞ ˫˧˥˸ˣ˲ ˸˞ ˶˧˷˩ˬ ˭ˣ˲˞˪˲ˢ ,˫˧˴˥ˣ˪ ˪˰ ˭ˬ˧˯ˢ  ˡ˧ˬˣ ˸ˣ˰˧˲ˣˬ ˸ˣˬ˷ ˪˷ ˸˷˶ ˪˰ ˧˟ˠ ˨˯ˬˢ .˰˲˪

˫˧ˬ ˣˮ˞ ˫˧˶˟˥˸ˬ ˸˥˞˪ ˭ˢˬ ˣ˪˧˲˞ ˧˪˟ ˶ˣ˥˟˪ ˢ˸ˣ˞ ,˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ x-"˧˪˟ ˨˶ˣ˴ ˞ˬ˯˧˯˟."  ˢˤ ˪˩ ˡ˴˧˩

?ˢ˶ˣ˵ :˸˷˶˪ ˸ˣ˶˟˥˸ˢ ˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˭ˮ˷˧ 

¶ Beacon packet 

¶ Probe request 

Beacon Frame - ˢ ˸˦˵˞˲-beacon ˰ ˸˥˪˷ˮˢ ˢ˦˵˞˲ ˞˧ˢòˢ ˧-AP (broadcast)  ˸ˣ˞ˬ ˪˷ ˟˴˵˟

˧˪˧ˬ˟-.ˢ˧˧ˮ˷  ˸ˣ˥˩ˣˮ ˪˰ ˰˧ˡˣˢ˪ ˞˧ˢ ˢ˦˵˞˲ˢ ˸˶˦ˬˢ ˢ˧˪˞ ˸˷˶ˢ-AP .ˢ˷˧ˠ ˭˸ˣˮ ˸˦˵˞˲ beacon 

ˢˮ˧ˢ ˸˦˵˞˲ ˪ˣˢ˧ˮ ˸ˣ˸˷˶˟ ˸ˣ˯˯ˣ˟ˬ 802.11 IEEE ˫˧˰˧˲ˣˬˣ ˢ˟ ˫˧˶˦ˬ˶˲ ˣˬ˩ :˫˷ ˸˷˶ˢ )SSID (

˰ˡ˧ˬˣ ˧˪˪˩ ˪˰ ˸˷˶ˢ )supported rates ,time-stamp ,beacon interval ,etc.( 
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:ˢ˞˶ˮ ˢ˪˧˟˥ ˨˩ 

 

]˶ˣ˵ˬ˟:https://mrncciew.com[ 

ˢ ˸ˣ˦˵˞˲ ˸˞ ˱˯ˣ˞ˣ ˫˧˴ˣ˶˰ˢ ˭˧˟ ˶˟ˣ˰ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩beacon .˳ˣ˶˰ ˪˩˟ ˢ˞ˣ˶ ˞ˣˢ˷ 

 

 ˢ ˸˦˵˞˲ ˸˞ ˦ˣ˪˵˧ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩˷ ˰ˠ˶˟beacon  ˪˰ ˰˧˲ˣ˸ ˢ˦˵˞˲ˢ ˸˩˧˧˷ ˢ˧˪˞ ˸˷˶ˢ ˫˷

.˨˯ˬˢ  ˣˮ˞ˣ ,˧ˡˬ˪ ˸˧˟˧˯˲ ˢ˦˧˷ ˧ˢˣˤ.˸ˣ˶˟˥˸ˢ˪ ˸˧˟˧˦˵˞ ˶˸ˣ˧ ˢ˦˧˷ ˫˧˩˧˶˴ 

  

https://mrncciew.com/
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Probe Request - ˮˢ ˨˧˪ˢ˸ˢ ˢ˶˵ ˶˷˞˩ò ˶ˣ˟˰˪ ˳˪˞ˮ ,˶˟˥˸ˢ˪ ˫˧˴ˣ˶ ˣˮ˞ ˢ˧˪˞ ˸˷˶ˢ ˪˰ ˣˮ˴˥˪ˣ ˪

.˸˷˶˪ ˶˟˥˸ˢ˪ ˪˩ˣˮ ,ˢ˥˪˴ˢ˟ ˣ˸ˣ˞ ˣˮ˶˟˰ˣ ˢˡ˧ˬ˟ˣ ,(˨˷ˬˢ˟ ˟˧˥˶ˮ ˣ˧˪˰) ˸ˣˬ˧˞ ˨˧˪ˢ˸  ˶˥˞˪

˪˴˞ ˣ˶ˬ˷˧˧ ˣˮ˶˟˥˸ˢ ˢ˧˪˞ ˸˷˶ˢ ˧˦˶˲ ,˸˥˪˴ˣˬˢ ˸ˣ˶˟˥˸ˢˢ ˸˧˞˶˵ˮˢ ˢˬ˧˷˶˟ ,˶˧˷˩ˬ˟ ˣˮ

preferred network list .˸˷˶˪ ˞ˬ˯˧˯ˢ ˫˰ ˡ˥˧ 
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ˢ ˸˪˰˲ˢ ˶ˣ˸˲˩ ˪˰ ˢ˴˧˥˪ ˪˷ ˰ˠ˶˟ ,ˣˤˢ ˢ˦˧˷˟-WIFI - ˟ ˥˪ˣ˷ˣ ,˳ˣ˶˰ ˳ˣ˶˰ ˶˟ˣ˰ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩-

broadcast  ˸˧˞˶˵ˮˢ ˢ˷˵˟probe request. 

 ˸˷˵˟ ˢ˥˪˷ˮ˷ ˰ˠ˶˟probe s-station  ˶ˣ˥˞˪ ˳˧˶ˬprobe timer  ˞˪ˣ ˶˟˰ ˭ˬˤˢ ˫˞ ,ˢ˟ˣ˷˸˪ ˢ˩˥ˬˣ

.˨˧˪ˢ˸ˢ ˪˰ ˶ˤˣ˥ˣ ˞˟ˢ ˳ˣ˶˰˪ ˨˧˷ˬˬ ˞ˣˢ ,ˢ˟ˣ˷˸ ˪˟˧˵ ˢ ˸˷˵˟˟probe- s-station ˢ ˸˞ ˱˶˴ˬ-SSID 

) ,˧˪ˮˣ˧˴˲ˣ˞) ˶˟˥˸ˢ˪ ˢ˴ˣ˶ ˞ˣˢ ˢ˧˪˞ ˸˷˶ˢ ˪˷directed probe request.((  ˸˷˶ˢ ˢ˸ˣ˞ˣ ˢˡ˧ˬ˟

˟ ˢˮˣ˰ ˞˧ˢ ,ˢ˷˵˟ˢ ˸˞ ˢ˪˟˧˵ ˭˩˞ˣ ,˶ˣˤ˧˞˟-probe response  ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˫˧˪˧˥˸ˬ ˫˧˧ˮ˷ˢˣ

.˸ˣ˶˟˥˸ˢ˪ ˨˶ˡ˟ 

:˸˞˶ˮ ˣˤ ˢ˪˧˟˥ ˨˩ 

 

]˶ˣ˵ˬ˟ :[https://mrncciew.com 



 
 

Wi-Fi for Pentesters 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ93 ,˪˧˶˲˞ 2018  26 
 

 ˸˦˵˞˲probe request  ˸˲˵˸ˢ˪ ˯˧˯˟ˢ ˭ˢˣ ,˶˸ˣ˧˟ ˸ˣ˟ˣ˷˥ ˭ˢKARMA ˫˧ˬ˧˶ˬ ˣˮ˞ ˢ˟ ˢ˲˵˸ˢ ,

˟ ˫˧˦˪ˣ˵ ˣˮ˞˷ ˸ˣ˸˷˶ˢ ˸ˣˬ˷ ˯˧˯˟ ˪˰ ˸ˣ˲˧ˣˤˬ ˸ˣ˸˷˶-probe requests ˶ˣˤ˧˞˟ ˫˧ˣ˯ˬ ˡ˰˧ ˪˷,  ˨˩˟ˣ

˶˧˩ˬ ˞ˣˢ˷ ˸˷˶˪ ˶˟˥˸˧ ˞ˣˢ˷ ˢ˰˧ˡ˧ ˧ˡ˩ ˨ˣ˸ ˣˮ˧˪˰ ˶˟˥˸ˢ˪ ˣ˸ˣ˞ ˫˧˸˲ˬ ˶˟˥ ,˸˧˟)/ ˢ˲˵ˢ ˸˧˟ ,ˢ

 ,ˡˣ˷˥˪ ˪ˣ˪˰ ˞ˣˢ ˧˶ˬˠ˪ ˶˥˞ ˶ˣˤ˧˞˟ ˣ˸ˣ˞ ˫˧˲˵ˣ˸ ˣˮ˞ˣ ˫˧ˣ˯ˬ ˶ˣˤ˧˞˟ ˶ˠ ˡ˰˧ˢ ˫˞˷ ˟˪ ˣˬ˧˷ .(˟ˣˢ˞ˢ

 ˞ˣˢ˷˩ ˣ˪˷ ˸˧˸˧˟ˢ ˸˷˶˪ ˶˟ˣ˥ˬ ˢ˧ˢ˧ ˞ˣˢ˷ ˧ˮˣ˧ˠˢ ˞˪ ˧˶ˢ.˧˶ˬˠ˪ ˶˥˞ ˫ˣ˵ˬ˟ ˞˴ˬˮ 

 ˪˰ ˱˯ˣˮ ˰ˡ˧ˬ˪KARMA Attack: 

https://www.youtube.com/watch?v=GB5-uvnBU4I 

 

Station & AP Relationships 

ˮˢ ˫˧˟˪˷ˢ ˡ˥˞ ˶˥˞˪òˢ ,˪-station  ˥˪˷˧Authentication Request  ˨˧˪ˢ˸ ˸˞ ˪˧˥˸ˢ˪ ˸ˮˬ ˪˰

.˸ˣˬ˧˞ˢ ˢ ,ˢ˥˪˴ˢ˟ ˶˟˰ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ˣ ˢˡ˧ˬ˟-station  ˥˪˷˧˧Association Request ˪˟˵˪ ˸ˮˬ ˪˰ ,

AID ) ˪˷ ˶ˣ˴˧˵Association IDentifier(  ˢ ˸˞ ˷ˬ˷ˬˢ-AP  ˫˧˶˟ˣ˥ˬˢˬ ˡ˥˞ ˪˩ ˪˷ ˸ˣˢˤˢ ˸ˡˣ˰˸˩

˸˷˶˟ ˷ˣ˪ˠ˪ ˪ˣ˩˧ ˥ˣ˵˪ˢˣ ,˫˪˷ˣˢ ˨˧˪ˢ˸ˢ ,ˢˤˢ ˟˪˷ˢ ˶˥˞˪ .ˣ˧˪˞. 

 

˵ˮˣ ˥ˣ˵˪ˢ ,˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˸˞ ˣˮ˪˥˸ˢ ˪˪˩˟˷ ˧ˮ˲˪ ,ˢ˪˧˥˸' ˟ ˢ˧ˢ ˢ˷˧ˠˢ-Condition 1.  ,˭˩ˬ ˶˥˞˪

˵ˮˣ ˥ˣ˵˪ˢ ,˥˪˴ˣˬ ˸ˣˬ˧˞ ˨˧˪ˢ˸ ˧˶˥˞ ô˟ ˣ˧ˢ ˢ˷˧ˠˢ-Condistion 2.  ,˭˩ˣˬ ˦˰ˬ˩ ˶˟˩ ˪˩ˢ ˶˷˞˩ ˱ˣ˯˟˪ˣ

ˢ ˸˞ ˥ˣ˵˪ˢ ˪˟˵ˬ-AID ˵ˮˣ ˞ˣˢˣ' ˪ ˫˧˶˟ˣ˰ ˢ˷˧ˠˢCondition 3-. 

 

  

https://www.youtube.com/watch?v=GB5-uvnBU4I
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 ˭˧˟ ,˟˪ ˣˬ˧˷Association ˪ ˭˧˟Authentication .˸ˣ˪˸ ˸ˬ˧˧˵ ˬ ˶ˣ˟˰˪ ˸ˮˬ ˪˰ ,˭˩˪Condition 3- ˪-

Condition 1  ˪˷ ˟˴ˬ˪ ˫ˣ˶ˠ˪ ˞ˣˢ ,˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˞˷ ˢˬ ˪˩No Authentication ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ˣ˞ ,

˸˧˰ˣ˴˵ˬ ˶˸ˣ˧ ˢ˲˷˟ˣ: DeAuthentication. 

DeAuthentication ˰ ˸˥˪˷ˮˢ ˢ˦˵˞˲ ˢˮ˧ˢ"ˢ ˧ AP- ˪˩ ˣ˞ ˸˥˞ ˭˧˟˪ ˢˮ˧˟ ˵ˣ˸˧ˮ˪ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰

.ˢ˧˪˞ ˸ˣ˶˟ˣ˥ˬˢ ˸ˣˮ˥˸ˢ  ˸˦˵˞˲DeAuthentication  ˢ˴˧˶˲ˢ ˨˧˪ˢ˟ ˡˣ˞ˬ ˸˧˷ˣˬ˧˷ˣ ˢ˟ˣ˷˥ ˞˧ˢ

.˨˷ˬˢ˟ ˶˟ˡˮ ˣ˧˪˰ ,˸˷˶˪ 

 Hidden SSID&MAC Filtering  )x˞ "˫˧˩˶ˡ ˞˪ ˸ˣ˟ˣ˦ ˭ˠˢ˪ ˪˰ ˨ˬ˴˰ ˧ˮ˲ˬ ˸ˣ˲˵˸ˢ Wi-Fi"( 

˷ ˫˧˰ˡˣ˧ ˣˮ˪ˣ˩-SSID .˸˷˶ˢ ˫˷ ˞ˣˢ ˟ ˞˴ˬˮ ˢˤˢ ˫˷ˢ˷ ˣˮˡˬ˪ ˶˟˩ˣBeacon Frame-  ˥˪˷ˮ˷

˟Broadcast- ˢ ˧ˡ˧ ˪˰ AP- .˸˷˶ˢ ˸˞ ˳˧˲ˬ˷ ˫˶ˣˠˢ ˸˞ ˦˪˵ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩˷ ˰ˠ˶˟ s-Beacon 

Frameˢ ˰˧˲ˣ˧ ,-SSID .˨˯ˬˢ ˧˟ˠ ˪˰ .ˡˣ˞ˬ ˢ˧ˣ˪ˠ ˸˷˶ˢ ,˨˩ ˸ˣ˟˵˰˟  ˫˷˪"˭ˣ˶˸˲"  ˞˴ˬˣˢ ,ˢ˧˰˟ˢ

ˠ˷ˣˬˢ: hidden SSID. 

Hidden SSID ˞ˣˢ ˭˩ ˣˬ˷˩SSID : ˷ ˢˬ ˪˩˷ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˰ˠ˶ ˫˩˪ ˣ˥˵ .˞˟˥ˣˬ- AP ˪˰ ˸ˣ˷˰˪ ˨˧˶˴

ˢ ˨˶˰ ˸˞ ˵ˣ˥ˬ˪ ˞ˣˢ ˳˧˲ˬ ˞ˣˢ ˢ˸ˣ˞ ˸˷˶ˢ ˪˷ ˢˬ˷ ˸˞ ˞˧˟˥ˢ˪ ˸ˮˬ-SSID ˢ ˸ˣ˦˵˞˲ˬ-beacon 

˶ˡ˷ˬ ˞ˣˢ˷ 

 ˦ˣ˷˲ˡ˧˶ˣˮ ˸˞ ˭ˣˬ˧˯ s-v ˬ-"Enable SSID Broadcasting": 
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˨˩ ˢ˞˶˸ ˢ˪˧˟˥ˢ ˧ˮ˲˪ ˧ˣˮ˧˷ˢ: 

 

˨˩ˣ ˶˥˞˪ˣ˧: 
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ˢ ˸ˣ˦˵˞˲˟ ˫ˠ ,˫˧˶˩ˣˤ ˫˸˞ ˫˞ ,˭˩˟ˣ-Probe Request/Response ˢ ˞˴ˬˮ-SSID ˧˥˶˩ˢ ˡˣ˞ˬ ˞ˣˢ ˫˷ˣ ,

˰ ˢ˵˧˥ˬ˪ ˭˸˧ˮ ˧˸˪˟ˣ"ˢ ˧-AP. 

˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ s-Hidden SSID : ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˢˬ ˪˩ 

¶ ˸ˣ˩˥˪ ˭˲ˣ˞˟ ˧˟˧˯˲ ˸ˣ˶˟˥˸ˢ˪ ,˸˥˵˪ˣ ˸˞ s-SSID ˸ˣ˦˵˞˲ˬ s-Association x˞ ˸ˣ˦˵˞˲ˬ s-

Probe request/response. 

¶ ˫ˣ˶ˠ˪ ˵ˣ˸˧ˮ˪ ˪˷ ˸˥˞ ˸ˣˮ˥˸ˢ ˸ˣ˶˟ˣ˥ˬˢ ˸˷˶˪ ˭˲ˣ˞˟ ˧˟˧˦˵˞ ˰ò˧ ˱ˣ˧ˤ ˸˦˵˞˲ 

DeAuthentication ,˸ˣ˪ˠ˪ˣ ˸˞ s-SSID ˢ˸ˣ˞˟ ˨˶ˡˢ. 

 

˰ˣ˴˧˟: 

 ˟˴ˬ˪ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˸˞ ˶˧˟˰ˢ˪ ˣˮ˧˪˰ ,ˢ˪˧˥˸monitor˟ ˷ˬ˷˸ˮ ,-airmon-ng: 

 

 ˸˵˧ˡ˟ ,˭˩ˬ ˶˥˞˪ iwconfig:ˢ˶˴˵ 
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˷ˬ˸˷ˮ ,˸˶˟ˣˡˬˢ ˸˷˶ˢ ˸˞ ˸ˣˢˤ˪ ˸ˮˬ ˪˰ ˶ˣˤ˧˞˟ ˸ˣ˸˷˶ˢ ˸˞ ˱˧ˮ˯ˢ˪ ˪˧˥˸ˢ˪ ˨˶˦˴ˮ ˞˟ˢ ˟˪˷ ˟-

airodump-ng: 

airodump - ng mon0 

 

˸˷˶ˢ ˸˞ ˣˮ˧ˢ˧ˤ˷ ˶˥˞˪ ˸ˡˣˬ˰˟˷ ˫˧˞ˣ˶ ˣˮ˞) s-SSID > ˟ˣ˸˩length: 0 ˢ˧˪˰˷ ˳ˣ˶˰ˢ ˸˞ ˢˢˤˮ (<

 ˸˞ ˶˧˟˰ˮˣ ,˸˶ˡ˷ˬ ˸˷˶ˢ˳ˣ˶˰ ˣ˸ˣ˞˪ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩: 

iwconfig  mon0 channel  11 

˰ ˢ˲ˮ˯ˢ˪ ˶ˣ˟˰ˮ ˞˟ˢ ˟˪˷˟ ˲"BSSID: 

airodump - ng -- bssid  <the  AP mac> - c 11 mon0   

 ˸˞ ˭˧˧˴ˮ ˞˪ ˫˞-c )channel ˢ˷˰˧ ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ (hopping .˫˧˴ˣ˶˰ˢ ˪˩ ˪˰ ˨˩  ,˦˪˲ˢ ˢ˞˶˧˧

˸˷˶˪ ˸ˣ˶˟ˣ˥ˬˢ ˸ˣˮ˥˸ˢ ˪˩ ˸˞ ˢ˞˶ˮ ˢ˦ˬ˪: 
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˸˰˩ ˷ˠ˧ˮ ˵˸ˮ˪ ˸˥˞ ˭ˢˬ ˪˰ ˠ˧˷ˢ˪ probe , ˸˶ˤ˰˟ ˢ˷˰ˮ ˵ˣ˸˧ˮˢ ˸˞aireplay-ng: 

 

¶ - 0  deauthentication attack. 

¶ 10 - ˯ˬ' ˸ˣ˦˵˞˲ˢ ˢ˥˧˪˷˪. 

¶ c - client mac. 

¶ - a  AP MAC. 

.˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ˶˟˥˸˸ ˢ˵˸ˮ˸ˢ˷ ˢˮ˥˸ˢ ,˵ˣ˸˧ˮˢ ˶˥˞˪  ,˭˩˟ˣairodump ˢ ˸ˣ˦˵˞˲ ˸˞ ˢˢ˧ˤ˷-

probe  ˢ˷˰resolving ˪-SSID ˣˡ˟˪: 

 

 ˞˧ˢ ˢ˧˧ˮ˷ ˢ˥˦˟˞ ˸ˡˣ˸ˬMAC Filteringˢ ˠˣ˲ˮ˵ ˶ˬˣ˪˩ ,- AP  ˵˶˷ ˨˩stations  ˸˟ˣ˸˩˷-sMAC  ˭ˢ˪˷

˟ ˸ˣ˞˴ˬˮ-white-list .˸˷˶˪ ˶˟˥˸ˢ˪ ˣ˪˩ˣ˧ ˣˮ˶ˡˠˣˢ˷ 

 ˸˟ˣ˸˩ ˱˧˧ˤ˪˷ ˫˧˰ˡˣ˧ ˶˟˩ ˣˮ˪ˣ˩MAC  ˭˧ˤ˞ˮ ,ˣˤˢ ˢ˥˦˟˞ˢ ˸˟˩˷ ˸˞ ˱ˣ˵˰˪ ˸ˮˬ ˪˰ .˪˪˩ ˢ˧˰˟ ˞˪ ˣˤ

ˢ ˸˟ˣ˸˩ ˸˞ ˥˵˧ˮ ,˶˟ˣ˥ˬ ˶˟˩ ˣˢ˷˧ˬ ˫˞ ,˶˟˥˸˧ ˣˢ˷˧ˬ˷ ˢ˩˥ˮˣ ,˸˷˶˪-MAC  ˸˟ˣ˸˩ ˣˮ˪ ˧˶ˢˣ ˣ˪˷

MAC ˟ ˸˞˴ˬˮ˷- White List.˸˷˶˪ ˶˟˥˸ˢ˪ ˪˩ˣˮ ˸˰˩ , 
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˰ˣ˴˧˟: 

ˡ˥˞ ˸˞ ˥˵˧ˮ s-MAC- ˶ˣ˟˧˥ ˰˴˟ˮˣ ,˨˯ˬˢ ˧˟ˠ ˪˰ ˫˧˞ˣ˶ ˣˮ˞˷ ˫˧˱˧ˣˤˬ: 

 

˟ ˶˥˟ˮ-:D8:5D:4C:84:52:C6 

 

¶ - h spoofed mac 
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˪˵ˣ˦ˣ˶˲ WPA2 

 ˪ˣ˵ˣ˦ˣ˶˲WPA2 ˶˸ˣ˧˟ ˫ˡ˵˸ˬˢ ˢ˥˦˟˞ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˣˮ˧ˢ ˧ˮ˵˸ ˸˞ ˫˧˷ˬ˷ˬˢ (˵˧˲˯ˬ ˫ˡ˵˸ˬ ˞˪ ˧˪ˣ˞ˣ) 

-sIEEE 802.11. 

:˭ˢ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˣ˶˦ˬ 

¶ ˰ˣ˴˧˟ ˸ˣˬ˧˞ ˪ˣˬ ˸ˣˮ˥˸ ˢ˴˵ ˸ˣ˶˟ˣ˥ˬˢ ˸˷˶˪. 

¶ ˸ˮ˲˴ˢ ˸˶ˣ˷˵˸ˢ ˸ˣ˰˴ˬ˞˟ ˪ˣ˵ˣ˦ˣ˶˲ CCMP ˥˸˲ˬˣ ˢˮ˲˴ˢ ˟˩˶ˣˬˢ ˬ-128bit )WPA ˷ˬ˸˷ˢ 

˪˵ˣ˦ˣ˶˲˟ TKIP ˥˸˲ˬˣ ˢˮ˲˴ˢ ˟˩˶ˣˬˢ ˬ-40 ˦˧˟ ˪˰ ˸ˮˬ ˭˧˲˴ˢ˪ ˸˞ ˰ˡ˧ˬˢ.( 

 ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸"˸˰˟ˣ˶ˬ ˡ˧ ˸˴˧˥˪ ,"˵ˮ ˢ˲ˣ˯˟˷'  ˸˸ˬˣ˞ˬ ˸˟˷˥ˮ ˢ˴˵ˢ

"˧˰ s-AP. )˶ˬ˞ˬ˟ ˢˤ ˵ˣ˯˰ˮ ˟-WPA2 - Personal ˞˪ˣ Enterprise.( 

WPA2 4-Way Handshake 

ˢ ˧˶˥˞ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˢˤ ˟˪˷˟-Probe request/beacon ,Authentication request/response.  ˧ˮ˲˪

˫ˡ˵ ˷˧ ˸˰˟ˣ˶ˬˢ ˡ˧ˢ ˸˴˧˥˪ ˢ˪˧˥˸ˬ˷-˫˧ˡ˴˴ˢˬ ˡ˥˞ˢ ˪˩ ˣ˟ ˨˧˪ˢ˸ )AP ,Station ˞ˬ˯˧˯ˢ ˸˞ ˥˵ˣ˪ (

 ˞˶˵ˮ ˪ˣ˟˶˰ˢ ˨˧˪ˢ˸ .ˢ˧˪˰ ˪ˣ˟˶˰ ˨˧˪ˢ˸ ˰˴˟ˬˣ ˣˡ˧˟ ˷˧˷2 PBKDF ˪˷ ˶ˣ˴˧˵)Password Based Key 

Derivation Function 2:( 

 

 ˷˧ ˫˧ˡˡ˴ˢˬ ˡ˥˞ ˪˩˪ ˢˤ ˨˧˪ˢ˸ ˶˥˞˪(pre shared key)PSK ,hash  ˪˰˟256 .˫˧ˣˣ˸ 

]˸ˣ˪˧˟˥ ˰ˡ˧ˬˢ ˸ˣ˪˧˩ˬ ˸ˣˡ˷ ˰ˡ˧ˬ ˫˧˲˯ˣˮ ˣ˞˶˸˷ ˟ˣ˶˵˟ ˟-wireshark ,˵˶ ˸ˣˡ˷ˢ ˫˧˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˫˧˦˶ˣ˲ˬ ˶ˬ˞ˬ˟[ 
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ˢ˰ˡˣˢ ˢˮˣ˷˞˶ :-s AP ˸˧˞˶˵ˮˢ ˸˧˪ˬˣˡˮ˶ ˸ˤˣ˶˥ˬ ˥˪ˣ˷Anouce.  ˪˷ ˰ˡ˧ˬ˟ˢ˪˧˟˥ˢ  ˫ˠ ˰˧˲ˣˬKey 

Replay Counter=n˯ˬ , ô.ˢ˧˧ˮ˷˪ ˢˮˣ˷˞˶ˢ ˢ˰ˡˣˢˢ ˸˞ ˶˷˵ˬˢ ˧˶ˣˡ˧˯ 

ˢ˰ˡˣˢ ˢ˧˧ˮ˷ :Key Replay Counter=n: 

¶ s-Station ˪˟˵ˬ ˸˞ s-Anounce. 

¶ s-Station ˪˟˵ˬ ˸˞ s-Anouce ˟˧˩˶ˬˣ Snouce ,˸ˤˣ˶˥ˬ ˸˧˪ˬˣˡˮ˶. 

¶ s-Station ˟˧˩˶ˬ )pair transit key(PTK ˟˩˶ˣˬˢ ˬ: Anounce ,Snounce ,Station MAC, AP MAC 

PSK constructed by Station. 

¶ PTK = Function(PMK(pair manster key = PSK) ,MAC1 ,MAC2 ,Anounce ,Snounce) 

¶ s-Station ˟˧˩˶ˬ MIC )Message Integrity Code (˪˰ s-PTK. 

¶ s-Station ˥˪ˣ˷ MAC + Snounce . 

ˢ˰ˡˣˢ ˸˧˷˧˪˷: ˸˧˷˧˪˷ˢ ˢ˰ˡˣˢ˟key replay counter  ˪ ˢˣˣ˷ ˢ˧ˢ˧-n+1  ˢ˰ˡˣˢˢ ˭˧˟ ˶˷˵˪ ˸ˮˬ ˪˰

.˸˧˰˧˟˶˪ ˸˧˷˧˪˷ˢ Key Replay Counter=n+1: 

¶ sAP- ˪˟˵ˬ ˸˞ MIC  +Snounce ˸˰˩ˣ ˣˡ˧˟ :Snounce ,Anounce ,AP MAC ,Station MAC,PSK 

constructed by itself. 

¶ ˫˰ ˪˩ ˰ˡ˧ˬˢ ˮˢò˪ ˣˡ˧˟˷ ,˞ˣˢ ˪ˣ˩˧ ˟˧˩˶ˢ˪ PTK ,ˢˤˣ ˵ˣ˧ˡ˟ ˢˬ ˢ˷˰˧˷. 

¶ s-AP ˟˧˩˶ˬ ˰˴˟ˬ MIC ˪˰ s-PTK ˟˧˩˶ˢ˷ ,ˢˣˣ˷ˬˣ ˣ˸ˣ˞ ˪-MIC ˪˟˧˵˷ ˢˬ-Station . 

o ˫˞ s-MIC ˫˞ˣ˸ , ˞ˢ˥˪ˣ˷ = 1 keyinstall. 

o ˫˞ s-MIC ˣˮ˧˞ ˫˞ˣ˸ ,˥˪ˣ˷ keyinstall = 0 x-DeAuthentication Packet. 

 ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟ ˸ˮ˲˴ˣˬ ˶ˣ˟˰˸ ˢ˶ˣ˟˰˸ˢ˷ ˞˧ˢ ˸˧˷˧˪˷ˢ ˢ˰ˡˣˢˢ ˸ˣ˰ˬ˷ˬPTK.  ˸˧˰˧˟˶ ˢ˰ˡˣˢ- 

:˭ˣ˶˩ˮ˯ ˸˰ˡˣˢ 

¶ Key Ack = 0 ˢ˰ˡˣˢˢ ˣˤˢ ˞˧ˢ ˢˮˣ˶˥˞ˢ 

¶ Key Replay Counter=n+1 

¶ s-Station ˥˪ˣ˷ acknowledgement ˪-AP 

 

 ˨˧˪ˢ˸ ˫˞ˢ ,ˢ˥˪˴ˢ˟ ˫˧˧˸˯˧ ˢˤ-Station  ˥˪˷˧Association Request ˪-AP. 
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WPA2 4-Way Breakthrough 

.˸˷˶˪ ˣˮ˪˷ ˢ˯˧ˮ˩ˢ ˶˰˷ ˞ˣˢ ˢˬ ˭˧˟ˢ˪ ˢ˯ˮˮ ,˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˮ˟ˢ ˶˥˞˪ ,˸˰˩  ˶˟ˣ˰ ˸ˣˬ˧˞ˢ ˨˧˪ˢ˸ ˪˩

˸ˣ˦˵˞˲˟ ˡ˰ˣ˸ˬˣ ˢ˶ˣ˟˰˸˟ s-eapol: Extensible Authentication Protocol over LAN 

 ˱˧ˮ˯ˮ ˫˞˸ˣ˦˵˞˲ ˸˞ ˦ˣ˪˵ˮˣ ,˸ˬ˧ˣ˯ˬ ˸˷˶ ˸˶ˣ˟˰˸ s-eapol:˸˞ ˪˟˵˪ ˪˩ˣˮ , 

¶ Anounce 

¶ Snounce 

¶ True mic 

˸ˣ˟ˣ˸˩ ˧˸˷ ˸˞ ˣˮ˪ ˷˧˷ ˭˟ˣˬ˩ˣ s-MAC .˸ˣ˧˦ˮˣˣ˪˶ˢ  ˟˧˩˶ˢ˪ ˸ˮˬ ˪˰ ˣˮ˪ ˶˯˥˷ ˡ˧˥˧ˢ ˶˟ˡˢ ˸˰˩MIC 

ˢˤ ˣˮ˪˷ˬ s-PMK.  ˶ˣ˴˧ˮ ˭ˢˬ ˸˥˞ ˪˩ ˶ˣ˟˰˟ˣ ˸ˣ˞ˬ˯˧˯ ˪˷ ˭ˣ˪˧ˬ ˥˵˧ˮ ˫˞PSK ˷˶˪ ˱˧˯ˣˮ ˣ˸ˣ˞ ˸ˬ˧

 ˶ˣ˴˧ˮˣ ˣˮ˪ ˷˧˷ ˫˧˶˟ˡˢPTK  ˶˴˧˧˪ ˪˩ˣˮmic ,˥ˣˣ˦˟ ˶˟˰˷ ˢˤ˪ ˣ˸ˣ˞ ˸ˣˣ˷ˢ˪ˣ s-MIC ˭ˣ˩ˮˢ.  ˢ˧ˢ˸ ˶˷˞˩

ˣˮ˧ˡ˧˟ ˞ˬ˯˧˯ˢ ,ˢˬ˞˸ˢ! 

 

˰ˣ˴˧˟: 

 ˟˪˷1 - Monitor mode: 
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 ˟˪˷2:ˢ˲ˮ˯ˢ , 

sudo  airodump - ng mon0 -- bssid  14: AE: DB: A3: 60: B5 - c 11 - w DemoCapture  

¶ w - ˢ˟˧˸˩ ˳˟ˣ˵˪ 

 

˪˷ ˟3,  ˰˴˟ˮˣ ,˵˸ˮˮ ˣ˸ˣ˞˷ ˥ˣ˵˪ˢ ˸˞ ˢˢˤˮDeAuthentication Attack: 

 

 ,ˢ˶ˤ˥ ˶˟˥˸˧ ˥ˣ˵˪ˢ˷ ˰ˠ˶˟airdump-ng  ˢˢˤ˧handshake: 

 

˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ ˫˧˩˧˶˴ ˣˮ˞˷ ˢˬ ˪˩ ˸˞ ˣˮ˪ ˷˧ ,˸˰˩ s-dictionary attack.  ˢ˧˴ˡ˧˪ˣ ˢ˷˰ˮ ,˭˩ ˧ˮ˲˪ ˨˞

-˪handshake : ˭˩˞ ˣˮ˯˲˸˷ ˡ˧ˢ ˸˴˧˥˪˷ ˵ˣˡ˟˪ ˣˮ˧˪˰ ,˸ˣ˧˪ˮˣ˧˴˲ˣ˞ ˸ˣ˞ˬ˯˧˯ ˪˷ ˢ˶˦ ˡ˧˶ˣˢ˪ ˳ˣ˶ˮ˷ ˧ˮ˲˪

 ˢ˥˪˷key installation .˸˧˷˧˪˷ˢ ˢ˰ˡˣˢ˟ 
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˨˶˰ s-Install ˪ ˢˣˣ˷-1.˨˧˷ˬˢ˪ ˶˷˲˞ , ˡ˧˶ˣˮ ˸˰˩/ ˳˧˶ˮˣ ˸ˣ˞ˬ˯˧˯ ˭ˣ˪˧ˬ ˶ˣ˴˧ˮaircrack-ng ˳˟ˣ˵ ˪˰ s-

pcap ˶˴ˣˮ˷: 

 

ˢ˥˪˴ˢ˟ ˞ˬ˯˧˯ˢ ˸˞ ˣˮ˞˴ˬ! 
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˫ˣ˩˧˯˪  

.˫˧˧˸ˣ˪˸ ˸ˣ˥˲ ,˫˧˶˧ˢˬ ˶˸ˣ˧ ,˫˧˪˟˶ˣ˯ˬ ˸ˣ˥˲˪ ˫˸ˣ˞ ˸ˣ˩˲ˣˢ ,ˣˮ˧˧˥ ˪˰ ˸ˣ˪˵ˬ ˸ˣ˧˦ˣ˥˪˞ˢ ˸ˣ˸˷˶ˢ  ˨˞

.˶˟ˡˢ ˸ˣˮˣ˶˯˥˪ ˷ˠˡ ˸˸˪ˣ ˭˧˟ˢ˪ ˟ˣ˷˥  .˫˧˶˧ˢˤ ˸ˣ˧ˢ˪ ˣˮ˧˪˰ ,˭ˣ˩˧˯ ˸˥˸ ˪˩ˢˣ ,˱ˣ˵˷ ˪˩ˢ ,˶˧ˣˣ˞˟ ˪˩ˢ

.ˡˣ˞ˬ 

 ˢˮ˟ˢ˪ ˵˴ˣˬ ˯˧˯˟ ˢˮ˵ˬ ,˭ˣ˧˯˧ˮˣ ˧˷˰ˬ ˰ˡ˧ ˟ˣ˪˧˷˟ ˢˤ ˶ˬ˞ˬ ˞ˮ˞ ,˭˸˴˧˶˲ˣ ˧˲˧ˣˣˢ ˸ˣ˸˷˶ ˫ˣ˥˸˟

˰ ˸˧˦ˣ˥˪˞ ˸˷˶˪ ˣ˶˟˥˸˸˷ ˢ˞˟ˢ ˫˰˲˟ˣ ,˸ˣ˟ˣ˦ ˸ˣ˶˦ˬ˪ ˢˤ ˰ˡ˧˟ ˣ˷ˬ˸˷ˢò ˣ˰ˡ˸ ,˶ˣ˸˲˩ ˸˴˧˥˪ ˧

˴˵ ˢˤ˷ ˢˤ˪ ˶˟˰ˬ ˸J 

 ˸˪˧˟˥ ˫˰ ˸ˣˬˠˡˢˢ ˣ˰˴ˣ˟ ˢˤ ˶ˬ˞ˬ˟aircrack-ng˞ ˸˶˧˴˧˪ ˸˧ˤ˩˶ˬ ˭ˣ˸˧˧˲ ˸˧˧˶˲˯ ,˧ ˫ˣ˥˸˟ ˢ˧˴˦ˮˬ˪˲ˬ

 ˞˧ˢpython-scapy. 

:˸ˣ˶˷˵˸ˢ ˧˦˶˲ 

liadavramov@gmail.com 

mailto:liadavramov@gmail.com
mailto:liadavramov@gmail.com
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ˢˬˬ ˰˟ˣˮ ˧ˣˣ˷ ˭˧˧ˣ˵˦˧˟ˢ? 
˞ˬ˭ˮ˧˵ ˣ˧ˤ ˡ"ˣ˰ ˸ 

 

ˢˬˡ˵ˢ  

 

 ˸ˮ˷˟2017 ˩˪ ˰˧ˠˢ ˣ˩˶˰ˣ ˢ˶˧ˡ˞ ˢ˵˧˯ˮ ˭˧˧ˣ˵˦˧˟ˢ ˰˟˦ˬ ˢˣˣ˥-20,000  ˶˪ˣˡ˫˧˞˵˧˶ˬ˞ ˪˷ ˣ˩˶˰ ˵˶ ˞˪ .

 ˧˲˪˞ .˭˧ˣ˵˦˧˪ˢˣ ,˪˲˧˶ˢ ,˫ˣ˧˶˸˞ˢ ˭ˣˠ˩ ,˫˧˶˥˞ ˫˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˰˟˦ˬ ˪˷ ˫˩˶˰ ˫ˠ ˞˪˞ ,ˢ˪˰ ˭˧ˣ˵˦˧˟ˢ

 ˫˷˪ ˢ˩ˤ˷ ˥˵ˣ˲ˬ ˞˪ ˨˧˪ˢ˟ ˣ˶˴ˣˮ ˫˧˷ˡ˥ ˫˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˰˟˦ˬinitial coin offering) ICO ˣ˩˶˰ ˫ˣ˧˩ .(

˩ ˪˰ ˡˬˣ˰ˣ ˥ˮ˴ ˭˧˧ˣ˵˦˧˟ˢ ˪˷-2000  ˶˪ˣˡ˧˞˵˧˶ˬ˞˩ˬ ˧ˣˣ˷ , ˸ˮ˷˟˷ ˨˩˟ ˟˷˥˸ˢ˟ ˡ˟ˣ2012  ˢ˧ˢ ˣ˩˶˰

 ˸ˮ˷˟ ˭˧˧ˣ˵˦˧˟ˢ ˧ˣˣ˷˟ ˢ˧˪˰˪ ˨˞ ,˫˧˴ˣ˶ˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˷˞˶ˢ ˭˧˧ˣ˵˦˧˟ˢ ˧˰˧˵˷ˬ .˫˧ˡˡˣ˟ ˫˧˶˪ˣˡ

2017  ˭˧˧ˣ˵˦˧˟ˢ ˪˰ ˫ˡ˧ ˸˞ ˫˧˷˪ ˫˧˶˵˞ˢ ˪˷ ˢ˧˴˟˧˦ˣˬ˪ ˶ˣ˷˵ˢ ˪˩˟ ˶˵˧˰˟ ,˸˧˪˧˪˷ ˢ˞˴ˣ˸ ˫ˠ ˢ˸˧˧ˢ

 .˶˲ˣ˩ ˫ˣ˪˷˸˪ ˧ˬ˷˶ˢ ˰˟˦ˬ˩ ˫˧˶˵˞ˢ ˧ˡ˧ ˪˰ ˳ˬˣ˞˷  

˭˧˧ˣ˵˦˧˟ˢ ˸˞ ˫˧˴ˬ˞ˬ ˫˧˶˵˞ˢ 

 ˸˶˷ˣ˵ˬˢ ,˸˶ˡˠˣˬ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ ˣ˪ ˭˧˞ .˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ ˸ˣ˰˟˦ˬˢ ˱ˣˮ˟ ˧ˡˣ˥˧˧ ˞ˣˢ ˭˧˧ˣ˵˦˧˟

ˡ˟ ˢˬ˶ˣ˲˦˪˲˪ ˰˟˦ˬ˪ ˢˬˣUtility ˣ˟ ˸ˣ˪ˣ˰˲ˢ˷ ˭ˣˣ˧˩ ˶˞˷ˢ ˭˧˟ ,˱˯˩˪ ˱˧˪˥˸˩ ˭˧˧ˡ˰ ˳ˬˣ˞ ˞˪ ˞ˣˢ ,

 ˨˶˰ ˶˧˟˰ˢ˪ˣ ˶ˬ˷˪ ˞ˣˢ ˭˧˧ˣ˵˦˧˟ˢ ˪˷ ˣˡ˧˵˲˸ .ˢ˶ˣ˥˯ ˢˣˣˢˬ ˣˮ˧˞ ˞ˣˢˣ ,˸ˣ˧ˣ˪˰˟ ˸ˣ˩ˣ˶˩ˣ ˟˶ ˭ˬˤ ˸ˣ˩˶ˣ˰

ˣˣ˷ ˪˰ ˣ˟ ˫˧˵˧ˤ˥ˬˢ ˪˷ ˢˬ˩˯ˢˢˣ ˰˟˦ˬ˪ ˷ˣ˵˧˟ˢ ˧˲ ˪˰ ˰˟˵ˮ ˣ˧ˣˣ˷ˣ ˭˧˧'˴˵ˣ˪˟ˢ ˧˟ˠ ˪˰ ˶ˬ˷ˮˢ .ˣ˧

 .˫˧˶˵˞ˢ ˧ˡ˧ ˪˰ ˡ˥ˣ˧ˬ˟ ˧˶˞˪ˣ˲ˣ˲˪ ˣ˸ˣ˞ ˸˞ ˸˩˲ˣˢ ˭˧˧ˣ˵˦˧˟ˢ ˶˷˲˞ˬ˷ ˸ˣ˧ˬ˧ˮˣˮ˞ˢ      

 ˶˟˰˟ ˫˧˰˧˵˷ˬ ˶˧ˢˤˢ ,˦˲˞˟ ˭˶ˣˣ ˧ˡˠ˞ˢ ˰˧˵˷ˬˢ .˭˧ˣ˵˦˧˟ˢ ˪˷ ˧˸˧ˬ˞ˢ ˣ˩˶˰ ˟˧˟˯ ˪ˢˮ˸ˬ ˨ˣ˶˞ ˭ˣ˧ˡ

 ˢ˶˟˰ˢ ˶˷˲˞ˬ ˭˧ˣ˵˦˧˟ˢ˷ ˱˞ ,˦˲˞˟ ˪˷ ˣ˧˶˟ˡ˪ .(˰ˣ˸˰˸) 'ˤ˞˶˧ˬ' ˣ˪ ˞˶˵ˣ ˭˧ˣ˵˦˧˟ˢˬ ˵˥˶˸ˢ˪ ˪˷

.ˢ˥˧ˡ˟ ˞ˣˢ ˧ˬ˧ˮ˲ ˨˶˰ ˣ˪ ˷˧˷ ˭ˣ˧˰˶ˢ ˪˧˰˧ˣ ˥ˣ˦˟ ˭˲ˣ˞˟ ˫˧˲˯˩ 

˭˯˶ˡˮ˞ ˸˧ˡˠ˞ˢ ˭ˣ˩˧˯ˢ ˭ˣˢ ˭˶˵ ˡ˯˧˧ˬ ˭˯˶ˡˮ˞ ˵˶ˬ ,˧ˮ˷ˢ ˶˟˰ˢ ˭ˬ- ˭˧ˣ˵˦˧˟˟ ˪ˣˡˠ ˨ˬˣ˸ ˞ˣˢ ˳˧˟ˣ˶ˣˢ

 ˭˯˶ˡˮ˞ˣ-  .˫˧ˮˣ˷ ˭˧˧ˣ˵˦˧˟ ˧ˬˤ˧ˬ˟ ˢ˰˧˵˷ˢ ˣ˪ˣˢ˧ˮ˟˷ ˳˧˟˶ˣˢ  

 ,˦˲˞˟˪ ˭˯˶ˡˮ˞ ˭˧˟ ˫˧˵ˮ˰ˢ ˥ˣ˩˧ˣ˟ ˵˪˥ ˸˥˵˪ ˧˪˟ˬ ˟ˣ˷˥ ˭˧˧ˣ˵˦˧˟ˢ ˪˷ ˣ˩˶˰ ˰˟ˣˮ ˭˩˧ˢˬ ˭˧˟ˢ˪ ˧ˡ˩

.˭˧˧ˣ˵˦˧˟ˢ ˫˰ (˫˧˶˵˞ˢ) ˫˧ˮ˥˴˲ ˪˷ ˫˧ˡ˥ˣ˧ˬˢ ˫˧˯˥˧ˢ ˸˞ ˭˧˟ˢ˪ 
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 ˸ˣ˲˵˸ˬ˟ ˢ˧˪˰Ransomware ˟-2017 

 ˸ˮ˷˟ ˶˲ˣ˩ ˸ˣ˲˵˸ˢ2017  ˪˷ ˥ˣˡ ˧˲ ˪˰ .˸ˣˬˣ˴˰ ˣ˧ˢIBM Security  ˶˞ˣˡˢ ˸ˣ˟ˣ˸˩˸ ˪˷ ˫˶˲˯ˬ

˟ ˢ˪˰ ˢ˶˲ˣ˩˟ ˸ˣ˰ˣˠˮˢ ˧ˮˣ˶˦˵˪˞ˢ6000%-  ˸ˮ˷ ˭˧˟2016  ˸ˮ˷˪2017 ˧ˬˣ˪˷˸˟ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˞˴ˣˢˢ .

 ˸ˮ˷˟ ˢ˶˲ˣ˩2017  ˪˰ ˡˣˬ˰˪ ˸ˣ˧ˣ˲˴5  ˪˷ ˢ˲˵˸ˢˢ ˸˧˞˶˥˞ ˵ˤˮˢ ˭ˬ ˵˪˥˪ .˟"ˢ˶˞ ˶˪ˣˡ ˡ˶˞˧˪ˬ

 ˸˶˲ˣ˩WannaCry ˬ ˸ˣ˥˲ ˞˪ .˫ˣ˧ˢ ˡ˰ ˢˠˣ˯ˬ ˢ˪ˣˡˠˢ ˢ˲˵˸ˬˢ ˢ˸˧˧ˢ˷-74  ˧˲˪˞ ˸ˣ˶˷˰ˣ ˸ˣˮ˧ˡˬ

.ˢ˲˵˸ˬ˟ ˣ˰ˠ˲ˮ ˫˧˟˷˥ˬ 

˸ˣˢ˷ ˫˧˵˯˰ ˪˷ ˫˸˧˧˦ˮ ˶˵˯ ˧˲ ˪˰ .˫˪˷˪ ˞˧ˢ ˢ˶˲ˣ˩ ˧ˡ˧ ˪˰ ˣ˲˵IBM X-Force  ˶˟ˬ˴ˡ ˷ˡˣ˥ˬ2016 

70%  .˫ˢ˪˷ ˟˷˥ˬ˪ ˢ˷˧ˠ ˪˟˵˪ ˸ˮˬ ˪˰ ˫ˢ˧˲˵ˣ˸˪ ˣˬ˪˷ ˢ˶˲ˣ˩ ˸ˣ˰˴ˬ˞˟ ˣ˲˵˸ˣˢ ˶˷˞ ˫˧˵˯˰ˢˬ

 ˣ˪˞ ˫˧˲˵˸ˣˬˬ20%  ˪˰ˬ ˣˬ˪˷40  ˪˰ˬ ˣˬ˪˷ ˸˧˴˥ˬˬ ˶˸ˣ˧ˣ ˟"ˢ˶˞ ˶˪ˣˡ ˧˲˪˞10 .˟"ˢ˶˞ ˶˪ˣˡ ˧˲˪˞ 

ˬ˴ˡ ˷ˡˣ˥˟ ˫˯˶˲˸ˢ˷ ˶ˬ˞ˬ˟ ˶˟2017 ˶˸˞˟ ,Coinstaker  ˣ˲˵˸ˣˢ˷ ˥ˣ˦˧˟ ˸ˣ˶˟˥˟ ˫˧˶˧˩˟ ˫˧˦˦ˣ˴ˬ

.˫˧˶˵˞ˢ ˸ˣ˲˵˸ˢ˟ ˢ˧˪˰˪ ˢ˪˧˟ˣˢ ˭˧ˣ˵˦˧˟ˢ ˨˶˰˟ ˢ˧˪˰ˢ ˧˩ ˫˧ˮ˰ˣ˦ˢ ˢ˶˲ˣ˩ ˧ˡ˧ ˪˰ 

https://www.coinstaker.com/bitcoin-increases-ransomware-attacks-says-insurance-company/ 

  

?˭ˣ˩ˮˢ ˞ˣˢ ˨˲ˢˢ ˧˪ˣ˞ˣ 

 ˫˧˶˵˞ˢ ˸ˣ˲˵˸ˢ˟ ˢ˵˧˯ˮ˪ ˢ˪˧˟ˣˢ ˭˧˧ˣ˵˦˧˟ˢ ˨˶˰˟ ˢ˧˪˰ˢ˷ ˥ˣ˦˧˟ˢ ˸ˣ˶˟˥ ˸ˮ˰˦ ˸˧˟˧˦˧˞ˣ˦ˮ˧˞

 ˭ˣ˩ˮ ˞ˣˢ ˨˲ˢˢ ˫ˠ ˨˞ ˢˮˣ˩ˮ ˸˰ˬ˷ˮ- ˢ˪˧˟ˣˢ ˫˧˶˵˞ˢˢ ˸ˣ˲˵˸ˬ˟ ˢ˧˪˰ˢ .˭˧ˣ˵˦˧˟ˢ ˶˧˥ˬ˟ ˢ˧˧˪˰˪ 

 .˶˟˧˧˯ˢ ˫˪ˣ˰˟ ˭˧˶˷˧ˬ˟ ˢ˶ˣ˷˵ ˢˮ˧˞˷ ˸˧˸ˣˢˬ ˢ˷˪ˣ˥ ˢ˷˰ˬ˪ ˢ˲˷˥ ˫˧˶˵˞ˢˢ ˸ˣ˲˵˸ˬ ˸ˣ˶˟ˠ˸ˢ

 ˧ˣ˷˰ ˢˤ ˶ˣ˯˥ˬ .˭˧ˣ˵˦˧˟˟ ˧ˬ˪ˣ˰ ˶ˣ˯˥ˬ ˣ˲˷˥ ˸ˣ˲˵˸ˬˢ  ˸˶˷˵ˣ˸ˬˣ ˢ˪ˣˡˠ ˢ˲˵˸ˢ ˸˰˷˟ ˵ˤ˥˸ˢ˪

˪ ˢˬˣˡ˟-WannaCry x-NotPetya ˫ˮ˧˞ ˣ˟ ˫˧˵˧ˤ˥ˬˢ ˫˧˦˶˲ ˤ˞ ˞˵ˣˣˡ ˶˷˞˩ , ˨ˣ˸ˬ ,ˣ˸ˣ˞ ˶ˣ˩ˬ˪ ˫˧˷˷

.ˢ˪˰˧ ˣ˩˶˰˷ ˢ˧˧˲˴ 

 ˰ˣˡˬ ˨˞ .ˣ˩˶˰ ˸˞ ˢ˪˰ˬ ˵˧ˮˤˬ˷ ˞ˣˢ ,(ˢ˧˶˥˞˪˷ ˫˧ˬ˧˟ˣ) ˢ˲˵˸ˬˢ ˸ˣ˰˷˟ ˭˧ˣ˵˦˧˟˟ ˶ˣ˯˥ˬˢ˷ ,˭˞˩ˬ

?ˢˬ˸ ˢ˶ˣ˞˩˪ ,ˢ˲˵˸ˬˢ˷ ˶˥˞˪ ˫ˠ ˫˧˞˧˷ ˶ˣ˟˷˪ ˧˲˶ˠˣ˦˲˧˶˵ˢ ˰˟˦ˬˢ ˨˧˷ˬˬ 

 .ˢ˞˟ˢ ˢ˲˵˸ˬ˪ ˢ˸˰ ˶˟˩ ˫˧˩˶˰ˮ ˶˷˞ ˫˧ˮˣˠ˶˞˟ ˢ˴ˣ˰ˮ ˢ˞˶ˮˢ ˪˩˩ ˢ˟ˣ˷˸ˢ ˢ˧ˮ˦˧˶˟˟ ˨˶˰ˮ˷ ˶˵˥ˬ

˩ ˫˧ˮˣ˵ ˫˧˟˶ ˫˧˪ˣˡˠ ˫˧ˮˣˠ˶˞˷ ˢ˪˧ˠ-23  ˣ˪˞ ˫˧ˮˣˠ˶˞ .˶˲ˣ˩ ˸ˣ˲˵˸ˬ ˧˶˵ˬ˟ ˫˪˷˪ ˧ˡ˩ ,˰˴ˣˬˬ˟ ˭˧ˣ˵˦˧˟

 .ˢ˷˧˩˶˪ ˭˧ˣ˵˦˧˟ ˞˴ˬ˧˷ ˭ˣ˥˦˧˟ ˪˩ ˭˧˞ ˣ˰ˠ˲˧ˣ ˢˡ˧ˬ˟˷ ˭˩ˣ ˵ˣ˥˶ ˣˮ˧˞ ˢ˞˟ˢ ˢ˲˵˸ˢ˪ ˵˥˶ˬˢ˷ ˫˧ˮ˧˟ˬ

˰ ˥ˣ˦˧˟" ˭˧˰ˬ˩ ˫˧˟˶ ˸ˣ˰˟˦ˬ ˫ˣ˧ˢ ˫˧˷˩ˣ˶ ˫ˢ ˣˤ ˢˮ˟ˢ ˸˥˸ ˨˶˰ ˸˞ ˡˣ˞ˬ ˸ˣ˪˰ˬ ˣ˪˞ ˸ˣ˷˧˩˶ ."˧ˬ˴

.˰˟˦ˬˢ 

  

https://www.coinstaker.com/bitcoin-increases-ransomware-attacks-says-insurance-company/
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˸˶ˬˠˮ ˢˠ˧ˠ˥ˢ ˫˧ˬ˰˲˪ˣ 

 ˭ˮ˷˧ ˸˞ˤ ˫˰ ˡ˥˧ .˞˪ ˸˧˰ˬ˷ˬ ˡ˥ ˞˧ˢ ˧˸˩˶˰ˢ˪ ˢ˟ˣ˷˸ˢ ?˧˵ˣ˥ ˞˪ ˰˟˦ˬ˩ ˤ˶˩ˣ˧ ˭˧˧ˣ˵˦˧˟ˢ ˫˞ˢ

 ˢˮˣ˶˥˞˪ ,˞ˬˠˣˡ˪ .˰˟˦ˬ˪ ˫˧˶˵˞ˢ ˪˷ ˢ˩˧˷ˬ˟ ˰ˣˠ˲˪ ˸ˣ˪ˣ˪˰ ˸ˣ˧˟ˬˣ˲ ˞˪ˣ ˸ˣ˧˟ˬˣ˲ ,˸ˣ˟˶ ˸ˣ˪ˣ˰˲

 ˧˩ ˫˯˶˲˸ˢOFAC )Office of Foreign Assets Control(  ˸ˣ˟ˣ˸˩ ˭ˬ˯˪ ˨˪ˣˢ ˧˞˵˧˶ˬ˞ˢ ˶˴ˣ˞ˢ ˡ˶˷ˬ˟

 ˪˷ ˢˬ˧˷˶ˢ .˫˧ˬ˶˥ˣˬ˩ ˫˧ˬ˧˧ˣ˯ˬ ˭˧˧ˣ˵˦˧˟ ˧˵ˮ˶˞OFAC  ˸ˣ˪˧˰˲˪ ˫˧˶ˣ˷˵ˢ ˸ˣˮ˧ˡˬˣ ˫˧˪˞ˣˡ˧˟ˡˮ˧˞ ˸˪˪ˣ˩

.˧˞˵˧˶ˬ˞ ˞˪˩˟ ˸ˣ˩ˣ˶˞ ˫˧ˮ˷˟ ˶˷˵˸ˬ˪ ˸ˣ˪˰˪ ˫˧˧ˣ˷˰ ˫˸˞ ˫˧˧˯ˮˮ˧˲ ˫˧˶˷˵ ˶˷˞ˣ ˰˷˲ˣ ˶ˣ˶˦ 

 ˱˷˥ ˢˮ˷ˢ˧ˡ˧ ˪˰ ˸˪ˢˣˮˬˢ ˸˧˞˷˥ ˸˧˞˵˧˶ˬ˞ ˸˧ˮ˩˸ ˭ˡ˞ˣˮ˯ ˡ˶˞ˣˡ˞ s-NSA  ˧˷ˬ˸˷ˬ ˶˥˞ ˸ˣ˵˥˸ˢ˪

ˢ ˧ˡ˧ ˪˰ "ˢˮˣ˷˞˶ ˸ˣ˲˧ˡ˰" ˞ˣˢ ˭˧˧ˣ˵˦˧˟ˢ ˣˬ˯˶ˣ˲˷ ˫˧˩ˬ˯ˬˢ ˧˲˪ .˭˧˧ˣ˵˦˧˟-NSA  ˰˟˦ˬˢ ˧˶˥˞ ˫˧˟˵ˣ˰˷

 ˶˟˩-ˬ2013. ..         

 ˶˟ˬ˴ˡ ˷ˡˣ˥˟2017  ˫˧ˮ˲˴ˣˬ ˸ˣ˰˟˦ˬ ˪˰ ˢ˧˴˪ˣˠ˶ ˪˧˦ˢ˪ ˫˧ˮˮ˩˸ˬ ˧˲ˣ˶˧˞ˢ ˡˣ˥˧˞ˢˣ ˢ˧ˮ˦˧˶˟ ˧˩ ˫˯˶ˣ˲

 ˪˷ ˫˧˶˧ˬ˥ˬˢ ˫˧˪˪˩˟ ˡˣˬ˰˪ ˸ˣ˰˟˦ˬ˟ ˫˧˶˥ˣ˯ˢ ˸˞ ˟˧˧˥˸ ˢ˷ˡ˥ˢ ˢ˵˧˵˥ˢ .˭˧ˣ˵˦˧˟ ˫ˠ ˫˧˪˪ˣ˩ˢ

 ˶˟˩ ˫˯˶˲˸ˢ˪ ˢ˧ˣ˲˴ ˢ˷ˡ˥ˢ ˢ˵˧˵˥ˢ .˸ˣ˲˧˵˷ˢ ˸˶˟ˠˢ ˧ˡ˧ ˪˰ ˶ˣ˶˦ ˭ˣˬ˧ˬˣ ˭ˣˢ ˸ˮ˟˪ˢ˟ ˢˬ˥˪ˬˢ

 .ˢˮ˷ˢ  

 ˧˸˩˶˰ˢ˪ ˭˧˧ˣ˵˦˧˟˟ ˷ˣˬ˧˷ˢ ˸˞ ˸˧˥˲˸ ˦˶˲˟ ˭˧˧ˣ˵˦˧˟ˢˣ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˰˟˦ˬ ˪˰ ˢ˧˴˪ˣˠ˶ˢ ˸˶˟ˠˢ

 ˭˧˧ˣ˵˦˧˟ˢ ˫˞ ˫ˠ ˧˩ ˧˞ˡˣˣ˪ ˟ˣ˶˵ ,˸˞ˤ ˫˰ .ˣ˪ ˷ˣ˵˧˟˪ ˫˧˧˸ˬ˞ˢ ˸ˣ˶ˣ˵ˬˢ ˸˞ ˱ˣ˷˥˸ˣ ˶˲ˣ˩ ˸ˣ˶˦ˬ˪

 ˡˬ˰ˣˬ .˫˧˲˶ˠˣ˦˲˧˶˵ˢ ˸ˣ˰˟˦ˬˢ ˧˲˪˞ ˭˧˟ˬ ˫˧˲˧˪˥ˬ ˣ˪ ˣ˞˴ˬ˧ ˧ˬ˷˶ˢ ˢ˦˧˥˯ˢ ˰˟˦ˬ˩ ˷ˬ˷˪ ˵˧˯˲˧

ˢˤ˩ ˢ ˞ˣˢ-Monero ˣ˪˞ ˸ˣˮˣ˩˸ .˭˧˧ˣ˵˦˧˟ˢ ˪˷ ˣˤ ˪˰ ˢ˪ˣ˰ˢ ˢ˥˦˟˞ˣ ˸ˣ˧˦˶˲ ˰˧˴ˬˢ ˧˲˶ˠˣ˦˲˧˶˵ ˰˟˦ˬ ,

 ˭˧˧ˮ˰ˢ ˫˞ ˣˡ˧ˠ˧ ˫˧ˬ˧ .ˣ˶ˮˣˬ˟ ˶˲ˣ˩ ˷˶ˡˮ ˭ˢ˟ ˸ˣ˲˧˵˸ ˣˡ˰ˣ˸ ˶˟˩ˣ ˫˧˶˵˞ˢˢ ˧ˮ˧˰ˬ ˸ˣˬ˪˰ˮ ˞˪ ˣ˶ˮˣˬˢ ˪˷

˷˧˶ˢ ˢ˦˧˥˯ˢ ˰˟˦ˬ' ˪˷ ˵˲˵ˣ˲ˬˢ ˶˞ˣ˸˟ ˢ˩ˤ˧˷ ˨˩˪ ˪˧˟ˣ˧ ˣ˶ˮˣˬ˟ ˫˧˶˵˞ˢ ˪˷ ˶˟ˣˠˢ .'˧ˬ  

 

˸ˣ˶ˣ˵ˬ 

¶ https://www.cnbc.com/2016/12/13/ransomware-spiked-6000-in-2016-and-most-victims-

paid-the-hackers-ibm-finds.html 

¶ http://www.zdnet.com/article/uk-firms-stockpile-bitcoin-to-pay-off-ransomware-hackers/ 

¶ https://www.coindesk.com/goodbye-fungibility-ofacs-bitcoin-blacklist-remake-crypto/ 

¶ https://www.rt.com/usa/421867-nsa-targeted-bitcoin-users-snowden/ 

 

 

  

https://www.cnbc.com/2016/12/13/ransomware-spiked-6000-in-2016-and-most-victims-paid-the-hackers-ibm-finds.html
https://www.cnbc.com/2016/12/13/ransomware-spiked-6000-in-2016-and-most-victims-paid-the-hackers-ibm-finds.html
http://www.zdnet.com/article/uk-firms-stockpile-bitcoin-to-pay-off-ransomware-hackers/
https://www.coindesk.com/goodbye-fungibility-ofacs-bitcoin-blacklist-remake-crypto/
https://www.rt.com/usa/421867-nsa-targeted-bitcoin-users-snowden/
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 ˶ˣˤ˥˷OEP  ˳˟ˣ˵˪VB6 

 ˸˞ˬD4d  

 

ˢˬˡ˵ˢ 

˞˴˧ ˢˮˣ˶˥˞˪ ˧˪ ˪˩˸˯ˢ˪ ˪˰ ˳˟ˣ˵ EXE ˢ˧ˢ˷ ˭ˠˣˬ ˫˰ Packer ˠˣ˯ˬ PECompact˶˥˞˪ . ˧˸˧˷˰˷ x˪ 

Unpack  ˪˵˷˷ ˳˟ˣ˵ ˧˸˪˟˧˵70MB ,ˢ˧ˢ˷ ˢ˞˶ˮˣ ˳˟ˣ˵˟ ˶˟ˣˡˬ ˟˸˩ˮ˷ ˟-Visual Basic 6 ˰˧˸˲ˢ˷ ˢˬ .

ˢˬ ˡ˥˞ ˱˞˷ ˢˤ ˶˵˧˰˟ ˧˸ˣ˞-Decompiler-˧˸˧˯˧ˮ˷ ˫˧ ˞˪ ˨˧˞ ˰ˡ˧ ˥ˣ˸˲˪ ˣ˸ˣ˞. 

 ˶ˬ˞ˬ ˢˤ ˞˟ ˠ˧˴ˢ˪ ˸˞ ˫˧˶˟ˡˢ ˫˧˞˟ˢ: 

¶ ˰ˣ˴˧˟ unpacking ˪-PECompact 

¶ ˨˧˞ ˡ˟ˣ˰ ˪ˣ˲˶˧˰ˢ )Obfuscation( 

¶ ˨˧˞  ˪ˣ˲˶˧˰ˢ ˸˞ ˡ˧˶ˣˢ˪ ˧˸˥˪˴ˢ˫ˣ˶ˠ˪ˣ ˳˟ˣ˵˪ ˥˸˲˧ˢ˪ ˟-Decompiler 

˰ˣ˴˧˟ Unpacking ˪-PECompact 

˟˪˷ˢ ˭ˣ˷˞˶ˢ ˢ˧ˢ ˸ˣˢˤ˪ ˸˞ ˠˣ˯ˢ ˪˷ s-Packer. ˧˸˷ˬ˸˷ˢ ˟-ProtectionId˧˪˩ , ˶ˡˢˮ ˷˧˷ x˪  ˶˲˯ˬ

˪˷ ˟˶ ˸ˣˬ˧˸˥  ˪-Packer-˪ˣ ˫˧-Protector-˫˧ :˫˧˰ˣˡ˧ 

 

ˢ˯˶˧ˠ ˷˧ ˣˮ˪ˣˬ˷ ˢ˞˶ˮ ˸ˡ˥ˣ˧ˬ ˞˪ˣ ˸˶˩ˣˬ ˪˷ PECompact. ˸˧ˮ˩ˣ˸ˢ ˢ˪˧˥˸ˬ ˫˰ ˰˦˵ˢ ˡˣ˵ ˧˲˩ ˠ˴ˣˬ˷ 

ˢˮˣˬ˸˟ :ˢ˞˟ˢ 

 

PECompact ˶˴ˣ˧exception  ˠˣ˯ˬ Access Violation ˧ˡ˩ ˰˴˟˪ ˢ˴˧˲˵ ˰˦˵˪ ˡˣ˵ ˰˧˲ˣˬ˷ ˸˟ˣ˸˩˟ 

0x48F5B30 ˧˲˪ ˢˬ ˫ˣ˷˶˷ ˟-EAX ˸˟ˣ˸˩˟ 0x401000. 

˷ˠ˧ˮ ˸˟ˣ˸˩˪ ˣˤˢ ˰˦˵ ˸˞ ˢ˞˶ˮˣ ˡˣ˵ˢ ˞˟ˢ: 
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˰˦˵ ˡˣ˵ˢ ˢˤˢ ˶˴ˣ˧ ˢ˴˧˲˵ ˢ˶ˣ˷˟ ˢ˟˷ ˢ˧ˢ s-exception ˫ˣ˵ˬ˪ ˣ˟˷ ˨˧˶˴ ˳ˣ˲˵˪ ˡˣ˵˟. 

 

˶˥˞˪ ˭˩ˬ ˫˧˰˧ˠˬ ˧˰˦˵˪ ˡˣ˵ˢ ˫˧˞˟ˢ: 

 

˰˦˵ ˡˣ˵ ˢˤ ˢ˴˵ˬ ˶˥˞˪ˣ ,˭ˣ˶˩˧ˤ ˭˩ˬ ˟˸ˣ˩ ˣ˩ˣ˸˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˶ˤˣ˰˷ ˪-PECompact  ˟˪˷ ˸˞ ˰˴˟˪

˥ˣˮ˰˲ˢ. ˢ˧˴˵ˮˣ˲˟ ˣˤˢ ˟˸˩ˮ ˭ˣˮˠˮˬˢ ˪˷ s-Packer: 

 

˟˪˷ˢ ˞ˣˢ ˞˟ˢ ˸˟˧˸˩ ˡˣ˵ˢ ˪˷ s-Packer ˪˲˦ˬ˷ ˪˩˟ s-Decompress ˥ˮ˰˲ˬ˷ ˸˞ ˪˩ ˳˟ˣ˵ˢ. 

 

  

jmp to here 
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˰˦˵ ˡˣ˵ˢ ˞˟ˢ ˠ˞ˣˡ ˥ˮ˰˲˪ ˸˞ ˪˩ ˡˣ˵ˢ :˭ˣ˶˩˧ˤ˪ 

 

˶˥˞˪ ˭˩ˬ ˱ˣ˯˟ ˷˧ JMP EAX ˪˧˟ˣˬ˷ ˪-OEP: 

 

˶˥˞˪ ˫˧˰˧ˠˬ˷ ˪-OEP ˢ˞˶ˮ ˸˞ ˰˦˵ˢ ˡˣ˵ ˞˟ˢ: 

 

˰˦˵ˢ ˡˣ˵ ˪"ˮˢ ˞˪ ˢ˞˶ˮ ˪˩ ˨˩ ˧ˮˣ˧ˠˢ ˶ˣ˸˟ ˸˪˧˥˸ ,˸˧ˮ˩ˣ˸ ˞˪ ˪˷ Visual basic 6 ˫ˠˣ ˞˪ ˫ˣ˷ ˪˷ ˶˟ˡ 

ˢˬˣˡˢ ˪-C++ ˫˧˶˥˞˪ˣ. ˫˞ ˥˵˧ˮ Dump ˡˣ˵˪ ˢ˲ˬ ˪˩ˣˮ ˳˧˶ˢ˪ ˢ˞˶ˮ˩ ˣ˸ˣ˞. ˪˧˰˲ˮ ˸˞ ˢˮ˩ˣ˸ˢ Scylla 

˸˥˞ ˸ˣˮ˩ˣ˸ˢ ˶˸ˣ˧ˢ ˸ˣ˟ˣ˦ ˭ˣ˵˧˸˪ IAT: 
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˫˧˷ˮ ˟-OEP ˸˞ ˢˡˣ˵ˮˢ ˢ˟˷ ˪˧˥˸˸ .˸˧ˮ˩ˣ˸ˢ 

¶ VA - xʕ ˸˟ˣ˸˩ˢ ˫˷˷ ˫˧˞˴ˬˮ ˪˩ ˸ˣ˧˴˵ˮˣ˲ˢ API ˸ˣ˩˧˧˷ˢ ˸˧ˮ˩ˣ˸˪ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˢ˪˟˦ˢ ˣˤˢ ˪˰ 

˧ˡ˧ ˰ˣ˴˧˟ IAT Autosearch . 

˞˪ ˪"ˮˢ ˭˧˧ˮ˰ˢ ˡ˧ˬ˸ ˢˡ˧ˬ˟ .ˡ˟ˣ˰ ˨˶ˣ˴ ˷˧ ˟˴ˬˢ ˢˤˣ ˷˲˥˪ ˭˩˧ˢ ˸˧ˮˡ˧ ˸˟˷ˣ˧ ˸˞ˤ ˢ˷˰ˮ ,ˢ˪˟˦ˢ ˧"˰ 

˷ˣ˲˧˥ ˪˷ "FF 25" x˞ "FF 15" ˢˡ˧ˬ˟) ˞˪ ˢˤˣ ˡ˟ˣ˰ ˶˷˲˞ ˶˧˟˰ˢ˪ ˸˞ Ollydbg ˢˠˣ˴˸˪ (ˢ˞˟ˢ: 

 

˷˲˥˪ ˸˞ ˞ˣ˴ˬ˪ˣ ,˸ˣ˟ˣ˸˩ˢ ˸˞ ˪˩ ˢ˪˟˦ˢ ˞˟ˢ ˭˲ˣ˞˟: 

 

˪˩˟ ˶˥˞˪ ,˭˲ˣ˞ ˣˮˬ˷˷ ˸˞ ˪˪˩ ˫˧ˮˣ˸ˮˢ ˪˪ˣ˩) ˸˞ ˪ˡˣˠ ,(ˢ˪˟˦ˢ ˳˥˪ˮ ˪˰ ˶ˣ˸˲˩ˢ ""Get Imports .

˵ˣˡ˟ˮ ˸˶ˤ˰˟ Show Invalid ˪˩˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˮ˧˵˸ ˞˪ˣ ˸ˣ˪˧˟ˣˬ ˰˦˵˪ ˡˣ˵ ˞˪ ˰ˣˡ˧ - ˪˟˵ˮ ˸˶˥˞ 

Access Violation. 

˰˴˟ˮ ˣˤ ˢ˪ˣ˰˲ ˶ˬˠ˟ "Fix Dump" ˶˥˟ˮˣ ˸˞ ˢ ˳˟ˣ˵ˢ-dump ˣˮ˶ˬ˷˷ ˫ˡˣ˵ .˭˩˪ 
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˶˥˞˪ ˳˧˶ˮ˷ ˸˞ ˳˟ˣ˵ˢ ,˸˧ˮ˩ˣ˸ˢ ˭˩˞ˣ ,˳ˣ˶˸ ˳˟ˣ˵ ˪˟˵ˮ .Visual basic 6 ˨˞ s-OEP ˢˤˢ ˞˪ ˶ˣ˶˟ :˪˪˩˟ 

 

ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˢˤ˷ ˳˟ˣ˵ VB ˪˟˞ ˰ˠ˶˟ ˢ˯ˮˮ˷ ˥ˣ˸˲˪ ˣ˸ˣ˞ ˫˰ vb decompiler ˪˟˵ˮ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢ: 

 

ˣˢ˷ˬ ˞˪˷ ˢ˞˶ˮ !˷˟˸˷ˢ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˡˣ˵ˢ ˟-.VB ˫ˠ) ˢ˩˩ ˞ˣ˶˵˪ ˡˣ˵ ˪˷ VB ˧˪˟ˬ˯˞˟  ˱˧˩ ˞˪ ˢˤ

ˢˤ˷ ˧ˮ˲ˬ ˡ˟ˣ˰ ˣˬ˩ VM CODEˢˮ˩ˣ˸˟ˣ ,( ˸˧˲˧˴˲˯ˢ ˣˤˢ ˢˤ p code - ˢ˩˩ ˸ˮ˧˥˟ˬ˷ ˧˪˟ˬ˯˞ˢ  ˶˸ˣ˧ ˞ˣˢ

˨˟ˣ˯ˬ ˧˰˦˵ .ˢˮ˟ˢ˪ ˡˣ˵ˢ ˫˧˥ˮ˰ˣ˲ˬ ˭ˣ˶˩˧ˤ˪ ˭ˬˤ˟ ˸˴˵˷ ˨˩ ,ˢ˴˧˶ ˶˸ˣ˧ ˨˟ˣ˯ˬ ˸ˣ˷˰˪ ˫ˢ˪ Patching 

˫˞ ˞˪ ˫˧˶˧˩ˬ ˸˞ s-VM ˪˷ VB ˪˩ ˨˩. 

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˸ˣ˯ˮ˪ ˭˧˟ˢ˪ ˸˞ ˪ˣ˲˶˧˰ˢ ˷˧˷ ˨ˣ˸˟ s-OEP. 

 

  



 
 

ˢˬˬ ˰˟ˣˮ ˧ˣˣ˷ ˭˧˧ˣ˵˦˧˟ˢ? 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ93 ,˪˧˶˲˞ 2018  47 
 

ˡ˴˧˩ ˡ˟ˣ˰ ˪ˣ˲˶˧˰ˢ 

˪ˣ˲˶˧˰ˢ ˡˣ˵˟ ˪˧˥˸ˬ ˢ˶ˣ˴˟ ˢ˞˟ˢ: 

 
˰˦˵˟ ˡˣ˵ ˢ˪˰ˬ˪ ˫˧˪˧˥˸ˬ ˟-pushad ˫˧˴˲ˣ˵ˣ ˶˷˧ ˪-popad ˫˸˯ ˧ˡ˩ ,˪˟˪˟˪ ˨˞ ˢ˦ˬ˪ ˷˧ ˸˞ ˨˶˰ s-

eax ˧˶ˣ˵ˬˢ ˫˧˲˥ˣˡ˷ ˸˧ˮ˯˥ˬ˪ ˡ˥˧ ˫˰ ecx: 

push  eax  

push  ecx  
 

˸˰˩ ˣ˰˧˲ˣ˧ ˧˰˦˵" "˪˟ˤ ˣˮ˷˧˷ ˸˞ ˱ˣ˯˟ ,˫˧˩˶˰ˢ ˢ˞˶ˮ ˫˧˶ˤ˥˷ˬ˷ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˣ˧ˢ˷ ˟-ecx  x-eax  ˣˬ˩

:ˢˮˣˬ˸˟ 

 

˷˧ ˪˩ˢ˪ ˱˯ˣˮ˟ ˫ˠ ˸ˣˡˣ˵˲ Anti Tracing ˸ˣ˯˧ˮ˩ˬ ˶˷˞ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˪-infinite loop x-overlay 

instructions˭˸ˣ˞ . ˢ˞˶ˮ ˨˷ˬˢ˟. 
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ˣˮ˰ˠˢ ˰˦˵˪ ˞˟ˢ ˧˶˥˞ ˢˬ˩ ˸ˣ˶ˣ˷ :ˣˮ˴˶ˢ˷ 

 

ˢˤ ˶ˬˣ˞jmp  ˸˟ˣ˸˩˪ 0x4856754˰˦˵˟ . ˢˤˢ ˷˧ ˭˧˧ˡ˰ ˨˞ ,˪ˣ˲˶˧˰ ˡˣ˰ ˦˰ˬ ˢˤ ˢ˧ˢˮ :˭˧˧ˮ˰ˬ

 
˰˦˵˟ ˡˣ˵ ˞˟ˢ ˪˲˶˰ˬˢ ˟˸˩˷ˬ ˡˣ˵ ˫˰ JMP x-2 :˫˧˲ˣˮ 

 

˨ˣ˸˟ EBX ˷˧ ˸˞ ˢˡˣ˵˲ˢ ˸ˮˬˣ˯ˬ˷ ˢˮˣˬ˸˟ ˢ˞˟ˢ: 

 

˧˶˥˞ ˫˧ˮ˧˟ˬ˷ ˸˞ ˢ˦˧˷ˢ ˷˧ ˨˶ˡ ˶ˣ˟˰˪ ˶ˢˬ ˪˰ ˟ˣ˶ ˪˟ˤˢ ,˶˥˞˪ ˭˩ˬ ˫˧˰˧ˠˬ ˢ˴˧˲˵˪ ˢ˞˟ˢ: 

 

ˢˤ ˢ˧ˢ s-OEP ˣˮ˪˷  ˢˮ˸˷ˢˣ ˡˣ˵ˢ ˞˴ˬˮ˷ x˟ ˣ˧˷˩˰ ˢˤ˪ ˠ˴ˣˬ˷ :ˢˮˣˬ˸˟ 

 

˧˶˥˞ ˫˧˩˧˷ˬˬ˷ ˡˣ˵˟ ˫˧˰˧ˠˬ ˟ˣ˷ ˢ˟˶ˢ˪ ˪ˣ˲˶˧˰ ˢˬˣˡ ˪-ˢˬ ˣˮ˧˞˶˷ ˫ˡˣ˵ ˵˶ ˫˰˲ˢ ˢ˴˧˲˵ ˰˦˵˪ ˡˣ˵ 

:˶˥˞ 

 

ˢˡˣ˵˲ xʕ ˸˲˥ˣˡ ˣˢ˷ˬ ˭˧˧ˮ˰ˬ :˸˧ˮ˯˥ˬ˪ 

 

ˡˣ˰ ˣˢ˷ˬ ˱˥ˡˮ :˸˧ˮ˯˥ˬ˪ 

 



 
 

ˢˬˬ ˰˟ˣˮ ˧ˣˣ˷ ˭˧˧ˣ˵˦˧˟ˢ? 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ93 ,˪˧˶˲˞ 2018  49 
 

˫ˠ ˶˟ˡˢ ˞˟ˢ ˱˥ˡˮ :˸˧ˮ˯˥ˬ˪ 

 

˸˞ˤ ˸˧˧˴˵ˮˣ˲ s-main ˪˷ 6 Visual Basic˸˧˧˴˵ˮˣ˲ , main ˪˷ VB ˸˞˶˵ˮ ˫˰ ˶˦ˬ˶˲ ˡ˥ˣ˧ˬ ˪˧˩ˬ˷ ˸˞ 

˪˩ ˢˮ˟ˬˢ ˫˰ ˸ˣ˧˴˵ˮˣ˲ˢ sx-forms ˪˷ VB6. ˢˮˣˬ˸˟ xʕ ˷˧ ˢ˴˧˲˵ ˢ˧˴˵ˮˣ˲˪ ˪˷ s-main: 

 

,˸˰˩ ˪˩˸˯ˮ ˪˰ ˢˮ˟ˬˢ ˫˧˪˟˵ˬ˷ ˶˦ˬ˶˲˩ ˪-main ˪˷ VB: 

 

esi ˪˧˩ˬ ˸˞ ˢˮ˟ˬˢ ˸˟ˣ˸˩˟ 0x005079F4 xʕ ˵ˣ˧ˡ˟ ˸˟ˣ˸˩ˢ ˢ˟˸˩ˮ˷ ˫ˡˣ˵ ˡˣ˵˟ ˪˲˶ˣ˰ˬˢ ˨ˣ˸˪ 

ˢˮ˟ˬˢ. ˢˤ ˵˪˥ ˢˬˬ ˪˧˩ˬ˷ :ˢˮ˟ˬˢ 

 

ˣ˧˷˩˰ ˶˥˞˪ ˷˧˷ ˣˮ˪ ˸˞ ˰˦˵ˢ ˢˤˢ ,ˢ˯ˮˮ ˵ˣˡ˟˪ ˢˬ ˪˧˩ˬ ˢ˪˥˸ˢ˟ ˢˮ˟ˬˢ ˢˤˢ ,ˤ˞ ˳˧˶ˮ ˢ˪˥˸ˢˬ ˸˞ 

ˡˣ˵ˢ. xʕ ˢ˞˴ˣ˸ˢ ˣˮ˥ˮ˞˷ ˫˧˪˟˵ˬ ˧˲˪ :ˢˮˣˬ˸ˢ 

 












