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In this tutorial, I will show you how to use WPScan and Metasploit to hack a WordPress website 

easily. You will learn how to scan WordPress sites for potential vulnerabilities, take advantage of 

vulnerabilities to own the victim, enumerate WordPress users, brute force WordPress accounts, 

and upload the infamous meterpreter shell on the targetôs system using Metasploit Framework. 

In short, I will explain very well the following: 

¶ How To Use WPScan To Find Vulnerabilities To Exploit Effectively 

¶ How To Critically Think And Examine Potential Vulnerabilities  

¶ How To Take Advantage Of The Vulnerabilities Disclosed By WPScan 

¶ How To Enumerate WordPress Users/Accounts 

¶ How To Brute Force The WordPress Admin Account Password 

¶ How To Use Metasploit To Exploit A Critical Plugin Vulnerability Discovered By 

WPScan 

¶ How To Use A Payload In Metasploit To Exploit WordPress 

Open WPScan 

You can open up a terminal and type in wpscan or go to Applications > Web Application 

Analysis > WPScan 
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Update Your WPScanôs Vulnerabilities Database. 

The first thing to do before is ensuring that your WPScanôs vulnerabilities database is up-to-date. 

Type the subsequent command into terminal to update the database: 

wpscan --update 

 

 

If you have this problem  

We will enter another command 

wpscan --update  --verbose 
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Start Scanning Website For WordPress/Plugins/Themes Vulnerabilities 

Type the subsequent command into terminal to scan the targetôs website for potentially 

exploitable vulnerabilities: 

wpscan ðurl targetwordpressurl.com 
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As we can see, WPScan has discovered various facts about the targetôs website including and not 

limited to: 

¶ XMLRPC.php (XML -RPC Interface) is open for exploitation like brute-forcing and 

DDoS pingbacks. 

¶ WordPress core version is identified: 2.0.1 

¶ 15 WordPress core vulnerability:  

o wp-register.php Multiple Parameter XSS 

o admin.php Module Configuration Security Bypass 

o XMLRPC Pingback API Internal/External Port Scanning  

o XMLRPC pingback additional issues 

o wp-includes/comment.php Bypass Spam Restrictions 

o Multiple Cross-Site Scripting (XSS) in request_filesystem_credentials() 

o Cross-Site Scripting (XSS) in wp-admin/plugins.php 

o wp-includes/capabilities.php Remote Authenticated Administrator Delete 

Action Bypass 

o Remote Authenticated Administrator Add Action Bypass 

o Long Password Denial of Service (DoS) 


