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| held back this write-up until a proof of concept (PoC) was publicly available, as not to cause any

harm. Now that there are multiple denial-of-service PoC on github, I'm posting my analysis.

Binary Diffing

As always, | started with a BinDiff of the binaries modified by the patch (in this case there is only one:

TermDD.sys). Below we can see the results.
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[r]:

A BinDiff of TermDD.sys pre and post patch.

Most of the changes turned out to be pretty mundane, except for “_IcaBindVirtualChannels" and
‘_lcaRebindVirtualChannels" Both functions contained the same change, so | focused on the former as

bind would likely occur before rebinding.
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43 v9 = IcaFindChannelByHame{v%, (PERESOURCE)S, (char =){u7 - 8)); 43 v2 = IcaFindChannelByMame{v1, {PERESOURCE)}S, {char =)u2 - 18);
Ll vl = v9; L7 vl = u3;

45 ifF (w9 ) L8 if ( vz )

46 { 49 {

u7 IcaReferenceStack(vo); 50| IcaReferenceStack{uvi);

48 KeEnterCriticalRegion()}; c1 KeEnterCriticalRegion();

49 ExAcquireResourceExclusivelite{(PERESOURCE) (u18 + 12), 1u); 52 ExficquireResourceExclusivelite{ {PERESOURCE}{ul + 121, 1u);
1] _IcaBindChannel{v10, 5, *{ WORD *)u7, ={ DWORD *}{u7 + 2}); 53 ut = _ stricmp((const char =)(u4 + 88}, "HS_1128");
o1 ExReleaseResourcelLite ((PERESOURCE)}{v18 + 12)); oy Ui = =u?;

LY KeLeaveCriticalRegion()}; 1 if ( vs )

g3 IcabereferenceChannel {{PUOID)u18); Cé _IcaBindChannel{vh, 5, =({ WORD =)uv2 - 1}, u?);
oy IcaDereferenceChannel ({PUOID)Yu18); 57 else

5o Uk = x{ DWORD *){al - H68); o8 IcaBindChannel{vy, 5, 31,

L6 ¥ 5o xReleaseResourcelite( (PER

LY) ++%{_DUWORD =){al - 456); 60 KeLeaveCriticalRegion();

1 u? += 1h; 61 IcaDereferenceChannel{{FUDID)uk};

Lo » 62 IcaDereferenceChannel{ (FUDID)uk);

60 while { =({ DWORD *}(al - 456} < ={ DWORD =){al - 464} }; 63 vl = v15;

61 ¥ LT} ¥

(https./www.malwaretech.com/wp-content/uploads/2019/05/IcaBindVirtualChannels.png)

Original lcaBindVirtualChannels is on the left, the patched version is on the right.

New logic has been added, changing how _lcaBindChannel is called. If the compared string is equal to

*MS_T120", then parameter three of _lcaBindChannel is set to the 31.

Based on the fact the change only takes place if v4+88 is "MS_T120", we can assume that to trigger the

bug this condition must be true. So, my first question is: what is "v4+88"?.

Looking at the logic inside IcaFindChannelByName, i quickly found my answer.

1[int _ stdcall IcaFindChannelByHame({int a1, PERESOURCE Resource, char =a3)
2{

3| dint result; /F caxzi@2

4| dint vi; // ebx@3

5 _DWORD =y5; // ecil@3

6| int v6; F/ edi@hy

¥

8| 4if { Resource == {PERESODURCE)}S )

o A

18 IcaLockChannelTable{ (FERESOURCE)}{a1 + 2723));

11 vh = a1 + 88;

12 uS = *={ DWORD =x=){al + 88);

13 if ( v5 == ( DWORD =){al + 88) )

14 oto LABEL 13; . . .

15 dug - string comparison with same offset (88)
16 {

17 ufh = {int){vs - 25);

18 if ( ={u5 - 4) == 5 && * stricmp{{const char =}{u6 + 88), a3} )
19 break;

2a uS5 = {_DWORD =)=*u5;

21 ¥

22 while { u5 *= { DUWORD =)ul };

23 if ( v5 t= ( DWORD =)ul )

24 IcaReferencesStack{via);

25 else

26|LABEL_13:

27 uh = B;

28 IcaUnlockChannelTable{{FEREZ0OURCE} (a1 + 272));

gg y resull = Vo i ——— 6 is returned, so we can assume v6 is the
g; {EISE channel pointer or handle

33 result = IcaFindChannel{ai, Resource, 8);

3y 3

3% return result;

363
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Inside of IcaFindChannelByName

Using advanced knowledge of the English language, we can decipher that IcaFindChannelByName

finds a channel, by its name.

The function seems to iterate the channel table, looking for a specific channel. On line 17 there is a
string comparison between a3 and v6+88, which returns v6 if both strings are equal. Therefore, we can
assume a3 is the channel name to find, v6 is the channel structure, and v6+88 is the channel name

within the channel structure.

Using all of the above, | came to the conclusion that “MS_T120" is the name of a channel. Next |

needed to figure out how to call this function, and how to set the channel name to MS_T120.

| set a breakpoint on IcaBindVirtualChannels, right where IcaFindChannelByName is called.
Afterwards, | connected to RDP with a legitimate RDP client. Each time the breakpoint triggered, |

inspecting the channel name and call stack.

2: kdr u =ip
termdd! IcaBindVirtual Channels+0=ch:

baat9adbh =828f7i£fff call termdd! IcaFindChannel ByHanse (baat9208)
baab%a=0 8bid oW edi . eax

baab%as? BLif test edi.edi

baat9asd 7447 j= termdd! IcaBindVirtual Channels+0x11d (baat9bzd)
baag9ash &7 pu=h edi

baak9a=e? =835a170000 call termndd! IcaReferenceStack (baatbZde)

baaf9aec fflLd48efatha call dword ptr [termdd!_imp_ KeEnterCriticalRegion (baagefd48)]
besbldafl £=l] rush 1
2: kdr da poiiesp+8)

bloebL08

"MS_T120"

A0 kdr ko
ChildEBF
blocebbco
blcebcld
blcebc?i
blcecc40
blceechl
blcebtchd
blzeadnn
blcebdid
blcebdid
I09f=8d4
M09f=3da
M09f=914
o09f=940
109f=963
109f=99z
109f=9=8
o09f=9£f4a

FetAddr
baabt=867
baabacfa
baabaf da
B0defl18f
g057£982
B05807£7
80579274
805416lc
7c90=4£4
7c90d26c
74£71173
74f7157e
74f 7153
7246558
7610=d448
7d4f7160d
74£71806

termndd! IcaBindVirtual Channels+0xch
termndd! IcaleviceControlStack+0x1ab
termndd! IcalDeviceControl+0=26
termdd! Icalispatch+0xl3a
nt!IopfCallDriver+0=x3l

nt ! IopSynchronousServiceTail+0=x70
nt! IopEExControlFile+0x5ch
nt!lHtDeviceloControlFilet+lxZa
ntlKiFa=ztCallEntrvy+0=zfc

ntdll ! KiFa=stSy=stenCallRet
ntdll!ZwleviceloControlFile+l=c
ICAAPT | IcaloControl+0=x29

ICAAPT| TeaStackIoControlWorker+0=x6d

ICAAPI | IcaStackIoControl+0=29
rdpwsx | TezxlcaStackIoControl+lxZa
ternzrv | WesxStackIoControl+0x4 3
ICAAPT| TeaStackIoControl+0=33

I i Iz

IDDBffEEE Palfoceidl TCAAPT | TocaStackConnectiondccept+0x153
cl terms=rv!TransterConnectionlo ellinstation+0xdls

Q09fffhd 7cB80b713 termsrvIWinStationTransferThread+0z69

09fffec 00000000 kerneli?!|BaseThreadStart+0=37

(https.//www.malwaretech.com/wp-content/uploads/2019/05/Callstacki.png)

The callstack and channel name upon the first call to IcaBindVirtualChannels

The very first call to IcaBindVirtualChannels is for the channel i want, MS_T120. The subsequent

channel names are "CTXTW °* “rdpdr”, “rdpsnd”, and “drdynvc".

Unfortunately, the vulnerable code path is only reached if FindChannelByName succeeds (i.e. the

channel already exists). In this case, the function fails and leads to the MS_T120 channel being
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created. To trigger the bug, i'd need to call IcaBindVirtualChannels a second time with MS_T120 as the

channel name.

So my task now was to figure out how to call IcaBindVirtualChannels. In the call stack is

IcaStackConnectionAccept, so the channel is likely created upon connect. Just need to find a way to

open arbitrary channels post-connect.. Maybe sniffing a legitimate RDP connection would provide

some insight.

Wireshark . Follow TCP Stream (tcp.stream eq 1) -

2ee0e08E 63 60 68 13 Be b DG BB 00 B BB B BB BB BE BB ........ sesaeaaa 2
egegeale o8 oo ee
60000088 03 o0 88 6b 06 de ee @@ 12 3480 0 L L...... . 4,
868086813 63 80 A1 be 82 T8 80 7f 65 32 61 b2 64 81 81 B4  ........ Docooooc
80008023 61 81 V1 61 ff 30 19 @2 01 22 82 61 B2 B2 61 80  ..... g
@eeee033 82 91 01 62 01 60 62 81 B8l B2 82 ff ff ez el 82 ........ .co.ce...
20068843 38 19 62 81 81 62 81 81 82 81 81 82 81 61 82 B8l (leccocoo coocooooc
60000053 60 B2 V1 61 B2 02 @4 20 02 81 B2 38 1c B2 B2 ff ....... colio o
8000063 ff 82 82 fc 17 82 82 ff ff 82 @1 81 82 81 B0 B2 . .....o. suuvasen
0008873 61 81 82 82 ff ff 82 @1 82 84 82 01 51 89 85 B0  ........ celloce
aeeaeass 14 7c @@ @1 Bl 45 @8 @5 @9 1@ B8 @1 ch @8 44 75 | Moo cocooc Du
2888893 63 61 81 3a 81 cd ea BB Bc BO BE 0B B0 Ba al B85 (EEcBocooc coocooooc
B0080A3 61 ca B3 =a 99 04 00 00 ba 47 B0 B0 44 B8O 45 B L....... G..D.E
@eeeeeE3 53 00 4b 66 54 60 4T 89 50 06 2d 66 35 60 53 8P S S PO G
B60666C3 Ad 60 47 60 36 68 51 6P Ad PO 60 B0 64 PO 6P PO M.G.86.0. M.......
geeaeall e 90 62 Be Bc B0 PO A2 0D B 0D BD BA 88 B BB ........ ...ieeann
Qee0RRES o0 00 02 90 B0 B0 DO QB QD DO 0D OD BB 82 BB BR  ........ ceseeaaa
20eERAFS 60 00 60 B0 B0 B0 DG BB @D BD 0D B0 BB BB BB BB ........ ceseeaaa
2eeaeles e 90 62 e PO B0 BE A2 0D B 0D BD BA 88 B BB ........ c..eeann
2088113 60 00 02 B0 B0 B0 BB BB @1 co Ol B0 BB BB BE BB ........ ceseeaaa
eeeeal23 of o0 of 60 ad 67 64 @@ 63 B0 37 60 31 90 66 B0  ...... d. c.7.1.F.
@eeea133 63 90 30 60 36 00 2d PP 34 06 31 60 63 60 35 8P c.@.8.-. 4.1.c.5.
868686143 2d 80 34 60 62 098 39 8@ 66 BB 2d B0 62 BB 33 B0 -.4.b.9. f.-.b.3.
200008153 654 B0 35 60 2d 60 63 PP bbb B8 34 60 36 60 35 B9 d.5.-.c. f.4.6.5.
aeeaeles 37 0@ 33 o0 0o 82 87 o2 90 80 B8 o 56 62 o0 e Toslooooc ..
2088173 50 /81 62 60 PG B0 54 BB @8 BB H4d 6B BB B8 B4 cd [Focooc d. ..d.....
G00e0183 O6c 9O 15 600 0O 00 0D PO OO BO B2 cO BC 680 1b BB  ........ ....c...
28868193 60 00 G B0 B2 BB B3 cPd 3B B 04 B0 BB BB T2 B4 L....... Hocooc rd
aeaaRlAs 78 64 72 BB B0 80 BB 8B B8 88 V2 B4 78 73 Be B4 pdr..... ..rdpsnd
2eeeelEs e 90 62 Be Ve cb b3 bc B9 VO 72 b4 V2 68 B B8 ...... cl iprdr..
BeeaRl1Cs ab c@ 64 72 64 79 Ge 76 63 0D 80 68 88 cd drdynv c..... W
Packet 24, 15 chient pkts, 10 sarver pkis, 20 twrms, Click (o salect.
Entire conversation {1444 bytes) - Show and save data as |Hex Dump ~ Stream
Find: | | [ Findpext |
Filter Out This Stream Print Save as... Back Close Help
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A capture of the RDP connection sequence

% ClientData

clientCorelata

clientClusterData

clientSecurityData

% clientNetworkData

headerType: clientNetworkData (8xcBe3)
headerLength: 56
channelCount: 4

¥ rhannelbDefirray


https://www.malwaretech.com/wp-content/uploads/2019/05/WiresharkCapture.png
https://www.malwaretech.com/wp-content/uploads/2019/05/ChannelArray.png

-

¥ channelDef
name: rdpdr
options: @x38500800
% channelDef
name: rdpsnd
options: BxceaEaeE8
¥ channelDef
name: cliprdr
options: BxcBaBaeas
¥ channelDef
name: drdynve
options: @xcBE00800

':::' 7 Frame (frame), 500 bytes
(https../www.malwaretech.com/wp-

content/uploads/2019/05/ChannelArray.png)

The channel array, as seen by WireShark RDP parser

The second packet sent contains four of the six channel names | saw passed to

IcaBindVirtualChannels (missing MS_T120 and CTXTW). The channels are opened in the order they

appear in the packet, so | think this is just what | need.

Seeing as MS_T120 and CTXTW are not specified anywhere, but opened prior to the rest of the

channels, | guess they must be opened automatically. Now, | wonder what happens if | implement the

protocol, then add MS_T120 to the array of channels.

After moving my breakpoint to some code only hit if FindChannelByName succeeds, | ran my test.

2: kdr g

Brealpoint 1 hit

termdd ! IcaBindVirtualChannel=s+0xd6 :
baag9ast 57 push edi

(https://www.malwaretech.com/wp-

content/uploads/2019/05/VulnerableCodePath.png)

Breakpoint is hit after adding MS_T120 to

the channel array

Awesome! Now the vulnerable code path is hit, | just need to figure out what can be done..

To learn more about what the channel does, | decided to find what created it. | set a breakpoint on

I[caCreateChannel, then started a new RDP connection.

baak9d?a
3 kd:r k
ChildEEBF
blabZalc
blabZadd
blabZabc
blabZabc
blabZbic
Riahohed

Brealkpoint 1 hit
termndd! IcaCreateChannel :

Bbff mow edi.edi
RetAddr
bazfase2l termdd!IcaCreateChannel|

baatafid termdd! IcaCreate+0=xbd
304ef18f termdd!Icalispatch+0xfd
B805831fa nt!IopfCalllriver+0=x3l

305bf444 nt!IopParselevice+l=xals
ONCREESAN wE TR ATAALEFIAORAiEa—~t Ham=dMN=0 2
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Following the call stack downwards, we can see the transition from user to kernel mode at

blab2cz18
blab2z94
blab2czf0
blab2di30
blab2di30
0252=838
0252e83c
0252=898
0252=8b8
0252el8dc
0252e%0c
0252=928
02522944
0252e95c
0252=978
0252299
025298
0252=9£2
0252efel
0252f5e=8
0252££30
0252ffbd
D252ffec

80576033
80576%aa
205790b4
8054161
7c90=41f4d
7290409
74£71207
74£7142h0
74£72184
7246684
72466104
72463700
724640da
7246377
7246562l
7610=d48
74£7160d
74£71806
74f71ech
760fce3l
760£d5c0
7c80b713
oooooooo

= LT

nt | ObOpenObjectByHane+1=zea
nt! IopCreatelFile+0=x407
nt!IoCreatelile+lxzie
ntIHtCreateFile+0=x30
ntlKiFa=tCallEntrv+i=ic
ntdll |KiFa=stSy=tenCal lRet
ntdll IHtCreatelF1le+l=zc
ICAAPT | Tcalpen+0=59
TCAAPT | _TcaStackOpen+0=783
ICAAPT | IzcaChannelOpen+0x4l
rdpwex | HCSCreateDonaint+ =84

rdpwex | GCCConferencelnit+0=x24

rdpwex | TSrvBindStack+0=x19

rdpwsx | TSrvAllocInfo+0x42

rdpwsx | TSrvStackConnect+0x26

rdpwsx | WexlcaStackloContral+0x17d

termsrv | WexStackloControl+0x43

TCAAPT| TeaStackloControl+0x33

ICAAPT | TcaStackWaitForIca+lxie

ICAAPT | IzaStackConnectionAccept+0x153

termsrv! TransferConnectionToldleWinStation+0x416
termsrv ! WinStationTransferThread+0z69

kernel 32 |BazeThreadStart+0=37

(https:~/www.malwaretech.com/wp-

content/uploads/2019/05/IcaCreateChannelCallstack.png)

The call stack when the IcaCreateChannel breakpoint is hit

ntdll!NtCreateFile. Ntdll just provides a thunk for the kernel, so that's not of interest.

Below is the ICAAPI, which is the user mode counterpart of TermDD.sys. The call starts out in ICAAPI at

IcaChannelOpen, so this is probably the user mode equivalent of IcaCreateChannel.

Due to the fact IcaOpenChannel is a generic function used for opening all channels, we'll go down

another level to rdpwsx!MCSCreateDomain.

L=~ R = T g I T L R

O St N W §
e R

18
19
28
21
22
23
24
25
26
27

28
a0

signed int _ stdcall HCSCreateDomain{int a1, int a2, int a3, ULOHG_PTR =al)
{
LPUDID wh; FF eaxi@i
ULOHG PTR w5; fF esi@i
HAHDLE =v6; /7 ebx@3
int v8; /7 [sp+Ch] [bp-Ch]E5
int v9; /7 [sp+16h] [bp-8h]E5
LPCRITICAL SECTIOH 1lpCriticalSection; //F [sp+14h] [bp-4h]@2
*alp = @;
vy = HeapAlloc{g_hTS5hareHeap, 8u, B8=4A8u);
u5 = (ULOHG_PTR)uvk;
ifF ( tul )
return 11;
lpCriticalSection = (LPCRITICAL SECTIOH)}{{char =)ul + 4);
if { RtlInitializeCriticalSection{({PRTL_CRITICAL SECTIOH){(char =)ul + 4}} }
{
LABEL 8:
HeapFree{g_hTShareHeap, @, (LPUDID)}uS};
return 11;
H
EnterCriticalSection{(LPCRITICAL SECTIOH){wS + u4});
*#( DUWORD =){u5 + 2B) = al;
#( DUWORD =){u5S + 32) = az;
#( DUWORD =){u5 + 4A@) = ai;
*({ DUWORD =){uS + hWB) = @;
*({ DUWORD =){u5 + 188) = B8;
*{ DWORD =){v5 + 94) = B;
xf NUUNENn =Y foS + O092%Y = 0O-
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hanlal D e . S -3

368 ={ DWIRD =)u5 = B3
31| HCSReferenceDomain{{volatile LOHG #=)ju5);

3 uh = (HAHDLE =3(us + 363
3 if { IcaChannelOpen{ai, 5, "MS_T128", uv5 + 36) < B )

Jur—

J5LABEL_7:

36 LeaveCriticalSection{lpCriticalSection);

a7 DeleteCriticalSection{lpCriticalSection};

38 goto LABEL_8;

39 3

nel if {I!EreateIuEumEletiunPurt{*uﬁ, EumEletiunPurt, us, ﬂj
1 || (v = B, uvd = , lcastackloControl{al, , U8, 8, B, B8, @) £ BA) )
2 {

43 IcaChannelClose{*un) ;

4y goto LABEL_7V;

45

Lha| =al = uh;

47| HMCSReferenceDomain{ {(volatile LOMG #)ju5);

48| PostQuevedCompletionStatus{CompletionPort, @xFFFFFFFD, v5, B8);
49 LeaveCriticalSection{lpCriticalSection)};

58l return 8;

51k

(https./www.malwaretech.com/wp-content/uploads/2019/05/MCSCreateDomain.png)

The code for rdpwsx!MCSCreateDomain

This function is really promising for a couple of reasons: Firstly, it calls IcaChannelOpen with the hard
coded name "MS_T120" Secondly, it creates an loCompletionPort with the returned channel handle

(Completion Ports are used for asynchronous 1/0).

The variable named “CompletionPort" is the completion port handle. By looking at xrefs to the handle,

we can probably find the function which handles I/0 to the port.

xrefs to CompletionPort O X

Direction Typ Address Text
] r MCSDisconnectPort(xx]+40 ush CompletionPort : CompletionPort
P P P P
Up r  MCSCreateDomain(xxxxl+.. push CompletionPort : BxistingCompletionPort
] r MCSCreateDomainixxxx)+.. push CompletionPort ; CompletionPort
P p P P

MCSInitialize(x)+ 10D CompletionPort, eax
E5 Up r  MCSCleanup(+1C push CompleticnPort ; CompletionPort
Up r  MCSCleanup(+51 push CompletionPort ; hObject

Cancel Search Help

Lined of &

(https./www.malwaretech.com/wp-content/uploads/2019/05/XrefsToCompletionPort.png)

All references to "CompletionPort”

Well, MCSlInitialize is probably a good place to start. Initialization code is always a good place to start.

1|signed int _ stdcall MCSInitialize(int a1)

2K

3| HAHDLE wi; // eaxiai

4| HANDLE w2; /7 eax@2

5| signed int result; /7 eax@3

i}

7| dword 72474194 = {int { stdcall =){ DWORD, DWORD, DWORD, DWORD))Yal;

8 vl = CreateloCompletionPort{{HANDLE)BxFFFFFFFF, 8, 8, A);

9 CompletionPort = vij;
18| if { vl && {v? = CreateThread{(8, B, IoThreadFunc, vi, 8, &Threadld), {dword_7247418C = v2) t= @) )
11 £



https://www.malwaretech.com/wp-content/uploads/2019/05/MCSCreateDomain.png
https://www.malwaretech.com/wp-content/uploads/2019/05/XrefsToCompletionPort.png
https://www.malwaretech.com/wp-content/uploads/2019/05/MCSInitialize.png

1£ BeCINFeddrr1lor1Tyiv:e, )5
13 g bInitialized = 1;

14 result = B;

150 3

16| else

17 £

18 result = 11;

190 3

28| return result;

213

(https./www.malwaretech.com/wp-content/uploads/2019/05/MCSInitialize.png)

The code contained within MCSInitialize

Ok, so a thread is created for the completion port, and the entrypoint is loThreadFunc. Let's look there.

DWORD _ stdcall IoThreadFunc{LPUOID 1lpThreadParameter}
1
BOOL v1; // eaz@El
DWORD HumberOfBytesTransferved; ff [sp+8h] [bp-Ch]@1
LPOVERLAPPED Overlapped; /F [sp+4h] [bp-8h]@E1
unsigned __int32 CompletionKey; // [sp+8h] [bp-4h]@1

while {( 1 )
{
do
{
CompletionKey = 8;
Overlapped = 8;
uil = GetQueuedCompletionStatus(
1pThreadParameter,
&Humber0fBytesTransferred,

&CompletionKey,
&Overlapped,
BxFFFFFFFF);
¥
wvhile { tul && t0verlapped };
if ( CompletionKey == -1 )
break;
if { vl )
MCSPortData{{struc_1 =)}CompletionKey, HumberOfBytesTransferred};
else
MCSDereferencebDomain{{volatile LOHG =)}Completionkeuy);
H
SetEvent{hObject};
return A;

¥

(https./www.malwaretech.com/wp-

content/uploads/2019/05/loThreadFunc.png)

The completion port message handler

GetQueuedCompletionStatus is used to retrieve data sent to a completion port (i.e. the channel). If

data is successfully received, it's passed to MCSPortData.

To confirm my understanding, | wrote a basic RDP client with the capability of sending data on RDP
channels. | opened the MS_T120 channel, using the method previously explained. Once opened, | set a

breakpoint on MCSPortData; then, | sent the string "“MalwareTech” to the channel.

1: kd:r g

Breakpoint 1 hit
+Artre=w | M CSP~++Ti=+ =2 L= 5 -


https://www.malwaretech.com/wp-content/uploads/2019/05/MCSInitialize.png
https://www.malwaretech.com/wp-content/uploads/2019/05/IoThreadFunc.png
https://www.malwaretech.com/wp-content/uploads/2019/05/MCSPortDataBreakpoint.png

I =tk s AR e e W= Y = .

001b: 72466620 8h4704 now cax,.dword ptr [edi+d]
1: kd> db edi
00f124ec 4d 61 6c 77 61 72 65 54—65 63 68 00 01 00 00 00 HalvareTech. ... .

1. kd> |

(https://www.malwaretech.com/wp-

content/uploads/2019/05/MCSPortDataBreakpoint.png)

Breakpoint hit on MCSPortData once data is sent the the channel.

So that confirms it, | can read/write to the MS_T120 channel.

Now, let's look at what MCSPortData does with the channel data..

LONG _ stdcall MCSPortData{int channel_ptr, int bytes_transfered)
{
int v2; // eax@3

void *u3; // eax@10

EnterCriticalSection{{LPCRITICAL_SECTION){channel_ptr + 4));
if { (unsigned int)bytes_transfered >= BxFFFFFFFA )
{

if { bytes transfered == BXFFFFFFFE )
HECSChannelClose{channel ptr});

1

2

3

n

5

G

7

8

9
18
1 3
12| else if { *{={_ BYTE =)}{channel_ptr + Bx2C) & 1) )
13 ¢
14
15
16
17
18
19
28

lv2 = ={ DWORD =){channel ptr + 128);|
if { v2 )

{
[if ¢ v2 == 2 |
{

HandleDisconnectProviderIndication{channel ptr, bytes transfered, channel ptr + 116);
MCSChannelClose{channel ptr);

21 H

22 ¥

23 else

25 HandleConnectProviderIndication{channel ptr, bytes transfered, channel ptr + 116);

¥
27 *(_DWORD =)({channel_ptr + 128) = -1;
28| 3
29| w3 = ={void ==){channel ptr + 36);
3nl if ( v3

31 i (ReadFile(uS,|(LPUUID)(channel_ptr + 116)L Bx434u, 8, (LPOVERLAPPED){(channel ptr + 84)) || GetLastError{) == 997)
32

LR MCSReferenceDomain{{volatile LONG =)channel_ptr};

3yl 3

35| LeaveCriticalSection{{LPCRITICAL SECTIOH)}{channel ptr + 4});
36| return HMCSDereferenceDomain({volatile LOHG =)channel ptr);

MCSPortData buffer handling code

ReadFile tells us the data buffer starts at channel_ptr+116. Near the top of the function is a check
performed on chanel_ptr+120 (offset 4 into the data buffer). If the dword is set to 2, then the function

calls HandleDisconnectProviderindication and MCSCloseChannel.

Well, that's interesting. The code looks like some kind of handler to deal with channel
connects/disconnect events. After looking into what would normally trigger this function, | realized

MS_T120 is an internal channel and not normally exposed externally.

| don't think we're supposed to be here..

Being a little curious, i sent the data required to trigger the call to MCSChannelClose. Surely


https://www.malwaretech.com/wp-content/uploads/2019/05/MCSPortDataBreakpoint.png

prematurely closing an internal channel couldn't lead to any issues, could it?
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Oh, no. We crashed the kernel!

Whoops! Let's take a look at the bugcheck to get a better idea of what happened.

1: kd» lanalyze -v

*
L]

Bugcheck Analysis

BAD POOI_CALLER (c2)

The current thread i= making & bad pool regquest. Typically thi=s i= at a bad IRQOL level or double freeing the same allocation,
Arguments:
Argl: 00000007, JAttenpt to frese pool which was alreadz freedl
Arg?: 00000cd4. | reserved)

Argd: 02130001, Memnory contents of the pool block

Argd: 893s2bl110, Address of the block of pool being deallocated

Debugging Details:

POOL_ADDREESS:  893abl10 Honpaged pool

FEEED POCL_TAG:  Ica

BUGCHECK_STR: 0Oxc2_7_Ica

DEFAULT_EUCKET ID: DRIVER_FAULT

FROCESS HAME: =vchost. exe

ANALYSIS_VERSION: &.3.9600.17336 (debuggersidbg).150226-1500) andéifre

LAST CONTROL_TEANSFER: from 804£8d4f9 to 8052b5dc

STACE_TEXLT:

blBf2f9% 804£8df9 00000003 b1l8£32£{8 00000000 nt!REtlpBreakWithStatusInstruction
blBf2fefd 804£99=4 00000003 893abll8 893abl08 nt!KiBugCheckDebugBreak+0x19

b18£33c8 S04£9£33 000000cZ 00000007 00000cdd nt!KeBugCheck2+0x574
bl8f33=8 B054b583 000000=2 00000007 00000cdd nt!HeBugCheckEx+0xlb

b18£3438 bLaafffd2 8932b110 00000000 893abl1UrnLLEgE:ﬁﬁEnnlﬂ;LhIﬂg:ﬂxZﬂﬂn
R12f244d~ FRaz=292~7 299231110 29253110 2972RfF 9= +=2+mAdAAdA]l TreraFreas harnnes ]l 0w



el §

goooooon
ooooo0o1f
oooooolE
899%a%cel
goooooon
gooooaoaon
8393b2acl
goooooaon
goooooon
goooooon

893bf9=8
ooooooos
ooooooas
893bf9=8
nooooood
oooooood
goooooan
oooooooo
89bd0290
goooooan

baaB99f0
baaladtb
bl59%falb
b159%fal2
baabadBf
babfalf?
baafc22t
B05cffed
805460de
gooooooo

bl8f3468
blafidal
bl8f34do
bl8f3508
blgf35zo
bl8f354%8
bl8f3ds0
bl8f3idac
bl8f3ddc
ooooooaon

89=7ed2B
893bf9=8
89929cf4
el3adb40
elzfp008
899=715c
003bdcal
893b2d20
baafclde
gooooooo

termdd! lcallereterencelChannel+0=x41
termdd ! IcaChannel Input Internal+0x330
termdd | IcaChannel Input+0x41

EDFWD | Signal BrokenConnect ion+0=x40
EDFWD IMCSTIcaChannel Input+0x58a
termdd | IcaChannel Input+0=xa5

TDTCE I TdInput Thread+0xz421

termdd ! _TcaDriverThread+0x51

nt | PepSy=tenThreadStartup+0=z3d

nt | KiThreadStartup+i=le

It seems that when my client disconnected, the system tried to close the MS_T120 channel, which I'd

already closed (leading to a double free).

Due to some mitigations added in Windows Vista, double-free vulnerabilities are often difficult to

exploit. However, there is something better.

if { =({ DWORD =){al + 28@) ==

*(_ DUWORD =})ai;

IcaChannelInput{uvi, & ,

DisconnectPro

1
24
3| int vi; 4/ STAA_h@3
4 dint result; /7 eax@d
5 int
6 int wk;
7| int wg;
8 dint w6;
o
18
11 £
12
13 {
14 ui
15 uh = 2;
16 i = 8;
17 us a;
18 v = B3
19
28 result =
21 1
221 %
22| return result;
240}

v3; // [sp+4h] [bp-16h]@3
/7 [sp+8h] [bp-Ch]@3
/7 [sp+Ch] [bp-8h]@3
/7 [sp+16h] [bp-4h]@3

vider{ai,

int _ stdcall SignalBrokenConnection{int a1}

4 )

if { ={ BYTE =){al + 16) & 1 )

A, {(int)&u3, 16);
8, 8);

Internals of the channel cleanup code run when the connection is

broken

Internally, the system creates the MS_T120 channel and binds it with ID 31. However, when it is bound

using the vulnerable IcaBindVirtualChannels code, it is bound with another id.

43 u9 = IcaFindChannelByName{v4, (PERESOURCE}YS, (char =)}{u7 - 8)); 46
iy uiB = u9; :;
:z :F € ¥?) axternal channels are bound with a system generated id y9
47 IcaReferenceStack{v?); 58
u8 KeEnterCriticalRegion()}; 51
49 ExfAicquireResourceExclusivelite(( ESOURCEY{viB + 12), 1u); 52
5@ _IcaBindChannel{v10, 5, *{ WORD =)u7, =( DWORD =}{u7 + 2}}; 53
21 ExReleaseResourceLite{{(PERESOURCE)(u18 + 12)); 54
52 KeLeaveCriticalRegion{}; 55
53 IcabereferenceChannel{ (PUDID)u10); 56
5y IcabDereferenceChannel{ (PUDID)u10); 57
55 ul = ={ DUORD =){al - 468); 58
54 ¥ 59
57 ++x({_DUORD *)({al - U456); 60
58 u7 4= 143 61
59 3 62
68 while { *={ DWORD =){al1 - 456) < ={ DWORD =)(al - 464) ); 213'
61 3

vl
vy
if

¥

= IcaFindChannelByHame{u1, {(PERESOURCE}5, {char =)u2 - 18});
= ui;

3 .
Cvi patch hardcodes channel id to 31 for MS_T120
IcaReferenceStack{vi);
KeEnterCriticalRegion();
ExAcquireResourceExclusiveLfte ({PERESOURCE}(v4 + 12}, 1u);

u5 = _ stricmp{{const char k){uvh + 88), "HS_T128");
U7 = =2;
if { u5 )

_IcaBindChannel{vs, 5, _WORD =*ju2 - 1), v¥);
else

_IcaBindChannel{v4, 5, 31, v7);
ExReleaseResourcelLite{{(PERESOURCE) (u4 + 12));
KeLeaveCriticalRegion();
IcalDereferenceChannel{(PUDID)ul);
IcaDereferenceChannel{{PUDID)ul);
ul = ui5;

The difference in code pre and post patch



Essentially, the MS_T120 channel gets bound twice (once internally, then once by us). Due to the fact

the channel is bound under two different ids, we get two separate references to it.

When one references is used to close the channel, the reference is deleted, as is the channel,
however, the other reference remains (known as a use-after-free). With the remaining reference, it is

now possible to write kernel memory which no longer belongs to us.



