Don't break the door, the key is under the doormat

Gerard Fuguet (gerard @fuguet.cat)

Abstract

The multimedia content has an exponential increase. The final user feels the need to get
the media content each time faster. One of the easiest way to get this content, is
centralizing it in one place, and in most cases, making it available to the public, to the
internet (almost all the things are connected to the network). This type of architecture is
called “Media Server”, who is able to serve this type of content to many devices
(Smartphones, computers, TV...). The processes that we focus on this white paper has
relation with a software integration in a Media Server in order to get access through this
intermediate element.

We will demonstrate how easy is get all content of a Media Server, in particular, a Plex,
through a third party application without protection. This situation motivated me to write
it.

The intention is take consciousness of these situations and let any user to know how
easy get is any type of content of anyone if this is not well protected (We do not
distortion with deep technical terms).
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1. Motivation

A provider invited me to a Cybersecurity event, this had the participation of a known
Spain hacker called Amador Aparicio [1]. He showed two presentation about “hacking
browsers” (Hacking Web Technologies Old School and From hacking IT to Hacking OT:
Jungla 4.0) [2] using Shodan [3] as scanner-searcher looking for connected devices in the
Internet.

Few days after, I decided “take a walk” into this trying to understand, as first glance, how
to filter properly into Shodan.io for something interesting... A flash came to my head
about the vulnerability I discovered on 360Fly 4k [4] when it access to the webserver of
the cam. In the URL can be seen: /resource/100_3FLY/ as content and is displayed not
only on the search bar, also in the body.

Applications v Places v @ Firefox ESR +

Directory:
Directory: /resource/100.. x |
€ 192.168.2.1

f5 Most Visited v Jf§Offensive Security “§ Kali Linux “\ Kali Docs "\ Kali Tools EBExploit-DB

Directory:|/resource/100_3FLY/

Parent Directory

Figure 1: Part of URL to looking for on Shodan

I played a little with this string, put with space, only one word... and between the results,
I clicked on this (acceded by port 8181).

HTTP/1.1 383 See Other

Veri Fi
rizon Fios Content-Length: 140

BE |nited States, Rodwille Vary: Accept—Encoding
Details Server: CherryPy/5.1.8
Location: hih ‘auth/logout Predirect_uri=/

Date: Tue, 12 Jun 2818 13:23:45 GMT
Content-Type: text/himl;charset=utf-8

Tkimcen be found at <a href="http auth/leg. ..

Figure 2: Results in Shodan matching the word “resource”

Isa HTTP Web based resource, the server type and version is CherryPy/5.1.0 as figure 2
shows. We arrive well but the Login/Password screen stop us.



= SIGN IN

Figure 3: The service running in CherryPy/5.1.0 Web server

We can read Tautulli at the top of the credential form (also, it can be observed that the
URL is under unsecure HTTP, this is “-1” as not a best practice...). | had no idea about
what is it. Is this service has a default user/password? The fast research in google
concludes that no [5]. We found a FAQ about what to do if you lose your username and
password, but of course, this implies to have full access to the server, so seems the story
concluded here.

2. [tav’-tu’-li:/

Before ending this, | need knowing more about what Tautulli is. It has a Web Page [6]
and the name is uncommon (or at least for me!). In page says that means “To watch or
monitor”, but my next question was, from what language it comes? I tried my luck playing
with google translate but I can’t see something similar, so “surfing” the network I
discovered a brainstorming for choosing one new name (new name because the old was
PlexPy) [7] And according to the reddit site, it comes from Inuktitut language [8].

2.1. Tautulli (for Plex)
Tautulli can’t work alone, his dependency is Plex [9].

Tautulli borns to be an extension of Plex in order to track all actions of Plex Media Server
(PMS) (n° of plays, time played for each user, user with more plays, the client platform
most used...).

2.1.1. Get a “Real Demo”!
Exist the possibility (by default?) to setup the web environment without login needs as
seen above in chapter 1, so let’s see if Shodan can do our “free demo”.
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How can we refine the search? We can observe on figure 2 that the server header is
CherryPy/5.1.0 sure we will have more luck if we try searching this exclusive server
and version. And yes, we have it.

}‘{ TAUTULLI

ACTIVITY

WATCH STATISTICS Play Count  Play Duration Last 30

MOST WATCHED MOVIES PLAYS 2 . MOST POPULAR MOVIES

Cincuenta sombras liberadas ~ | El pasajero
2 Black Panther 3 2 Cincuenta sombras liberadas
3 El pasajero 3 3 Panther
4 Escuadrén suicida 2 il -~ cuadrén suicida
s Coco

MOST WATCHED TV SHOWS PLAYS MOST POPULAR TV SHOWS

A
The Flash 3 The Flash

2 Los 100 2 1 2 Los100

3 Arrow 1 o -% 3 Amrow

4 Sucesor designado 1 4 Sucesor designado

s Supergirl 1 o s Supergirl

RECENTLY WATCHED MOST ACTIVE USERS

The Flash - Experimento 9
2 Malas madres
3 The Flash - Lo que somos
4 The Flash - G encogido al equipo Flash
5 The Flash-El gir del caballero alargado

Figure 3: The Tautulli’s splash screen with no login

Found it! We successfully enter inside Tautulli’s web server of “somebody” easily. So
seems it likes using CherryPy for the web frontend part.

This screen reveals beautiful information view:
. Most watched Movies.

. Most Popular Movies.

. Most Watched TV Shows.

. Most Popular TV Shows.

. Recently Watched.

. Most Active Users.

. The Watch Statistics bar...

o 9 OO o AW N P

. And... what is playing NOW!



Do you want more BigData my “Big Brother” © ? Take a look onto this tabs! (Graphs,
History...).

TV~ Movies

[ Play count by day of week @ Play count by hour of day

10 ﬁ
15
10 ﬁ
Sunday Monday Tuesday Thursday Friday Saturday 00 01 02 03 04 05 06 07 08 09 10 12 13 14 15 16 17 18 19 20 21 22 23
I Tl Movies

Figure 4: Graphics tab showing graphical statistics

OK, the data is displaying in a very clear mode, so “it’s fantastic”... Who had this
brilliant idea?

2.2. Fingerprinting
Now is time to know the origin of all of this. Who is the creator? Is free, Open Source?

The software is on a GitHub repository [10] (By the way... Did you know that was
acquired by Microsoft?) [11].

How old is this? Reviewing the Changelog [12] to determinate:

The software saw the light on 2015-08-11 under the name of PlexPy in his first release
(v1.0) after some other releases, the name changed to Tautulli as described in chapter 2
under the version 2.0.0-beta (2017-12-18). Is well concluded in the releases section of his
GitHub [13] or in r/PleX reddit [14].

2.2.1. The Owner

This software project involves two main contributors. The “father” was drzoidberg33 [15]
then appears JonnyWongl6 [16] as very active candidate at the beginning and finally
seems is the owner of the Tautulli’s platform.



v1.1.9 (2015-09-14)

-|AnotherJonnyWong release.ll'm going to stop thanking you now ;) Commits on Dec 20, 2015
* Add music plays to graphs.
. o v1.2.15
* Add info pages for music items.
u JonnyWengl6 committed on 20 Dec 2015

& Add music to user recently watched items,
* Add photo views to Activity pane [photos are not logged). Commits on Dec 7. 2015
* Fix token validation message on Settings page.
* Fix some "Mystery” platform names. vi.2.14
* Fix paused time be counted for graph data. "1’ drzoidberg33 committed on 7 Dec 2015
® Other small bug fixes.

Commits on Dec &, 2015

v1.1.8 (2015-09-09)

v1.2.13
¢ Add platform images for Windows devices. Gl et sl ALl ﬂ JonnyWonglé committed on 6 Dec 2015
* Add click-through to Plex\Web preplay page from info page. GRS TGl V212
* Fix broken delete option on info pages. ERLER=N0TVAVTTT. \,], drzoidberg33 commied on & Dec 2015
* Fix tagline bug in PlexWatch db import tool.
* Fix home stats text overflow bug, IERCSRE=IERTTETT, Fix more regresssions.

“’1’ drzoidberg33 committed on & Dec 2015

v1.1.7 (2015-09-07)

v1.2.10
® Show tagline in info screens for movies, |GELLSNEILTGVTET. \’1( drzoidberg33 committed on § Dec 2015
* Add play/pause/buffer icon to activity pane. [ERTSRENT T V1.2.9
* Add transcoder info in activity pane info. ENLS=R Tl A ktals|. \’1, drzoidberg33 committed on & Dec 2015
® Show transcoder progress on activity progress bar, ERUSEENENTTAERT
* Fix bug where custom notification strings would be ignored if unicode characters were present. v1.2.8
® Fix text overflow issue on home stats cards. JUELeREIl gl AL Leate. ﬂ JonnyWong16 committed on 6 Dec 2015

* Fix regression with user friendly name change input in edit screen, IELRESREIRTGVAVELE.

Figure 5: Changelog and history [12] [17] respectively

In figure 5, at left, almost in each line of the fixes there are many thanks to
JonnyWong16 from drzoidberg33.

At right, in part of the history of the changelog file, can be observe that some releases
were delivered by JonnyWong16 and since version v1.2.15 all post releases were
delivered by him until today.

2.2.2. Outside Face

“How can we identify you?” Well, let’s put an example first. Imagine that in some long
distance, there is someone but is far and you don’t sure if is male or female but you know
is a human, a person, because the shape and other characteristics, associates it with a
person. When you are nearest in front on this person, is easy to know if male or female
is, but is a person without any doubt, this was the first thing your eyes saw. So, what is
the thing that can be seen at the beginning in case of Tautulli?

This is a web service, the first thing we see is the type of web server used, and it reveals
on headers as described in figure 2 of chapter 1.

The Web server is CherryPy [18] a minimalist python web framework, seems is “easy
going” with things developed under python programming language. The development
maintains active, last version is 15.0.0 released in May 11 of this year (date according in
the moment this paper was made) [19]. The next questions are, what is the actual version
in Tautulli? And which is the most used? Through the version of web server (CherryPy)
we will know possible range versions of the Tautulli’s (or PlexPy if is too old) platform.



Navigating in the GitHub’s project, we found the CherryPy component folder. The file
that shows the current version is wsgiserver2.py and wsgiserver3.py, two python files,
that we will use the “2” one because is used in all the history.

Tautulli / Tautulli

<> Code Pull requests 5 Projects 0 Wiki Insights

History for Tautulli / lib / cherrypy / wsgiserver / wsgiserver2.py

Commits on May 1, 2016 . N .
CherryPy Version PlexPy/Tautulli Version Range

Update CherryPy to 5.1.0

a JonnyWong16 committed on 24 Apr 2016 5.1.0 v1.3.16 {2015-05-01} v1.3.16tov2.1.12

Commits on Jun 30, 2015

Add back init scripts

3.8.0 v1.0 (2015-08-11}) vi.0tovl.3.15
""|" drzoidberg33 committed on 30 Jun 2015
Commits on Feb 22, 2015
Initial Commit 3.6.0

""|" drzoidberg33 committed on 22 Feb 2015

Figure 6: History of changes of wsgiserver2.py file and comparison table

In the figure 6, exist three changes in the history in total until today. The first commit
available was with the version 3.8.0 of CherryPy, the first commit in file was before the
first release of the platform (v1.0) it means no release available of PlexPy (see chapter
2.2 ') with CherryPy/3.6.0.

PlexPy could “enjoy” of the CherryPy/5.1.0 (or viceversa!) and this CherryPy is the
winner version, which is still here and from long time ago.

3. Relationship: Tautulli & Plex
Plex can do “things” alone, but Tautulli needs the Plex engine to work. In some moment
Tautulli communicates with Plex, let’s see when.

In installation process, seems is mandatory authenticate against Plex according the
YouTube video [20] (reached officially through the GitHub wiki).



Tautulli Setup Wizard

Plex Authentication

Plex Authentication »

Plex.tv Username

Plex.tv Password

Authenticate

Figure 7: Authentication required for Setup

But... is really mandatory? Short answer is: “No” [21] But having a Plex account has
more “benefits” and seems necessary for third parties apps to get rich of some
interconnected functions. After authenticate with Plex, sure the relationship now is closer.

3.1. The Token: Get your Pass

How many times you get a pass or access that let you access to a place and you weren’t
buy it? Someone or a family member, access to a service with credentials and get the
passes, you don’t have any idea but what credentials has, but you get the pass, and with a
pass you can enter to a place where only people can access with this “piece”.

In Tautulli, under settings section there is an option: Plex Media Server.



SERVER MONITORING

&f Settings

M Monitor Plex Updates
M Monitor Plex Remote Access
Users List Refresh Interval
12
Refresh Users List on Startup

Plex Media Server Libraries List Refresh Interval

12

Refresh Libraries List on Startup

PLEX.TV AUTHENTICATION

Plex.tv Account Token

Figure 8: The Plex Account Token acquired in Settings
And the token is here, interesting. .. another question is: What privileges does it give me?

Well, lot of answers are in internet, google tells you who is “the correct” person for ask,
and this person (Plex site, in this case) answer to you.

The token is acquired in three steps [22], you can “play” with it with the value X-Plex-
Token if you pass it as a URL parameter to get requests under XML language.

4. Time to Hack

If you start reading this paper/document from here without reading the before pages, the
perception will be like “read instructions before use”. It’s depends you are looking for
but, please... take the following as a disclaimer:

A hacker is always a good person, who feel passion for computer science world and wants
it to be as perfect as possible. A way to make it, is sharing this information to the public.
And people who use these techniques to hurt, with bad manners, is not a hacker, this word
is called cybercriminal (a bad person).
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4.1. Panoramic View
Along the study, we have sufficient information for make a visual diagram helping with
the hacking steps.
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Figure 9: Visual Diagram to understand the situation better
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The map of the figure 9, shows two clearly defined zones.

Blue zone is around us, our guide here is Shodan (shodan.io) an important piece of this
puzzle. It can identify/filter “what houses are which has the key under the doormat”. So
Shodan can show us the unprotected (no user & password needed) Tautulli/PlexPY that
are in the world.

Red zone is the perimeter that we can see once we get access through the key “under the
doormat”. We can’t be here without first having been in the blue zone. And we arrived to
the blue zone with the help of Shodan.

We can’t jump directly to the red zone (unless there is another way?!).

4.2. Partial or Normal View
No more theory, the practice demonstration is here so let’s go!

Blue Zone:
Step 1: Tell to Shodan “the magic words”.
1. Go to Shodan.io.

aa Ports

#= Service

CherryPy/5.1.0 /home _ Q Explore Dey|

%% Exploits * Maps

#% SHODAN

Time Warner Cable

8181

TOP COUNTRIES B Loitag States, i
- d @ https-simple-
Y, new
.

h pd
HTTP/1.1 3@3 See Other
United States 1,417 Content-Length: 1@
United Kingdom 227 Vary: Accept-Encoding
France 218 OVH Hosting Server: CherryPy/5.1.0
Canada 212 : Location: http: ome
By 158 Il Canade, Montréal Date: Thu, @7 Jun 2018 20:54:87 GMT

Details
Content-Type: text/html;charset=utf-8

This resource can be found at <a h

Figure 10: Searching & filtering it on Shodan
2. Put the two strings: “CherryPy/5.1.0” and “/home”. Enter.
3. If you click in Details it will show info about the open ports.
4. Default Tautulli’s port is 8181, on click it goes to the HTTP headers.

5. Click on green button (is the same that typing http://1P:8181).
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http://ip:8181/

Step 2: “Get the key under the doormat”.
Here we will see how to play with the token.

1. You can find in... settings — Plex Media Server — Plex.tv Account Token as shown in
Figure 8 of the chapter 3.1.

2. Use the direction (IP/Hostname) and the correct port (default for Plex is 32400 but
remember this can be altered by end user). And insert the token at the end of the URL as
a parameter: http/s://1P:32400/?X-Plex-Token=YOURTOKENHERE

x| XiPlex x‘+

Q 32400}?X-Hlex-Token:

CONTINUE WITH GOOGLE

CONTINUE WITH FACEBOOK

CONTINUE WITH EMAIL

Figure 11: Putting the token; acquired in Tautulli
Red Zone:
Step 3: “Auto-Invitation”.
In this step, we shows how to get a media file as example.

1. After hitting Enter you are in, under XML language.
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¢« C @

X Tautulli - Settir Ol ) | x (==

o 29400 2Y_D e
W 32400/?X-Plex-Token=

This XML file does not appear to have any style information associated with it. The document tree i1s shown below.

—<MediaContainer size='

'21" allowCameraUpload="0" allowChannelAccess="1" allowMediaDeletion="1" all

countryCode="usa" diagnostics="logs databases streaminglogs" eventStream="1" friendlyName='

mediaProviders="1" multiuser="1" myPlex="1" myPlexMappingState="mapped" myPlexSigninState="ok" n
PiP.adaptive_bitrate,collections,download_certificates, federated-auth,loudness, news photos-favorites, photos-meta
2018)" pluginHost="1" readOnlyLibraries="0" requestParametersInCookie="1" streamingBrainABRVersio
transcoderPhoto="1" transcoderSubtitles="1" transcoderVideo="1" transcoderVideoBitrates="64,96,208.32
transcoderVideoResolutions="128,128,160,240,320,480,768,720,720,1080,1080,1080,1080" updated At="1528

<Directory count="1"
<Directory count="1"
<Directory count="1"
<Directory count="1"
<Directory count="1"
<Directory count="1"
<Directory count="1"
<Directory count="3"
<Directory count="3"

Misnntnse: nnmmé—"1"

key="activities" title="activities"/>

key="butler" title="butler"/>

key="channels" title="channels" content="1"/>
key="clients" title="clients" content="1"/>
key="diagnostics" title="diagnostics" content="1"/>
key="hubs" title="hubs"/>

ke)="MM" title="library"/>

key="livetv" title="livetv"/>

key="media" title="media" content="1"/>

Las—"naimbhhachand” Gdla—walsbhhachand" anmbame—"11"/~

Figure 12: Inside Plex (PMS) under XML

2. Navigate like in a folder structure.

Figure 12 is root folder of PMS. To jump to another directory, the body content tells us
the structure. The “folders” elements are identified with the name Directory and the
attribute that URL “understands”, is the value of key (the title attribute is describable info
associated to the element), so if we want navigate inside library we put library
(name/value of the key) between IP:port and the token as follows: 1P:32400/library?X-
Plex-Token=YOURTOKENHERE
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< (%) Q ® 32400/library?X-Plex-Token

This XML file does not appear to have any style information associated with it. The document tree

—<MediaContainer size="3" allowSync="0" art="/:/resources/library-art.png" content=""identif

title2="">
<Directory ke_\J 'M" le="Library Sections"/>
<Directory key < e title="Recently Added Content"/>
<Directory key="onDeck" title="Ox Deck Content"/>
</MediaContainer>

LI

¢« e & ® 32400/l

flex-Token

This XML file does not appear to have any style information associated with it. The document tree is sho

—<MediaContainer size="26" allowSync="0" identifier="com plexapp.plugins library" mediaTagPrefilesLibsras;
— <Directory allowSync="0" art="/:/resources/movie-fanart jpg" composite="/library/sections/8/comtng" key="\" type="movie" title="*Movies"
agent="com.plexapp.agents.imdb" scanner="Plex Movie Scanner" language="en" uuid= )5 mnedAt="1527989682">
<Location id="8" path="/share/CACHEDEV1_DATA/ qpkg/CodexPack/share/Multimedia Uther
<Location id="25" path="/share/CACHEDEV1_DATA/ qpkg/CodexPack/share/Multimedia/Mow:
</Directory>
— <Directory allowSync="0" art="/:/resources/movie-fanart.jpg" composite="/library/sections/29/cor
agent="com plexapp.agents.imdb" scanner="Plex Movie Scanner" language="en" uuid=
<Location id="30" path="/share/CACHEDEV1_DATA/ qpkg/CodexPack/share/Multimedia/Serie
</Directory>
— <Directory allowSync="0" art="/:/resources/movie-fanart.jpg" composite="/library/sections/27/con

wn e e o "

<)-> C o ® 32400/library/secti « Plex-Token:

This XML file does not appear to have any style information associated with it. The document tree is shown |

non R

—<MediaContainer size="19" allowSync="0" art="/:/resources/movie-fanart.jpg" content="secondary” ide
mediaTagVersion="1525435428" thumb="//resources/movie.png" titlel1="*Movies" viewGroup="secon«
<Directory Ko Te="All *Movies"/> [}
<Directory key="unwatched" title="Unwatched"/>
<Directory key="newest" title="Recently Released"/>
<Directory key="recentlyAdded" title="Recently Added"/>
<Directory key="recentlyViewed" title="Recently Viewed"/>
<Directory key="onDeck" title="On Deck"/>

Figure 13: XML folder Navigation
Figure 13 shows the example of the folder tree like:
library
|__sections
|8
|__all
URL representation:

http://1P:32400/library?X-Plex-Token=YOURTOKENHERE >
http://1P:32400/library/sections? X-Plex-Token=YOURTOKENHERE >
http://1P:32400/library/sections/8?X-Plex-Token=YOURTOKENHERE >
http://1P:32400/library/sections/8/all?X-Plex-Token=Y OURTOKENHERE

3. And we arrived to the end of this step downloading a movie...
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http://ip:32400/library?X-Plex-Token=YOURTOKENHERE
http://ip:32400/library/sections?X-Plex-Token=YOURTOKENHERE
http://ip:32400/library/sections/8?X-Plex-Token=YOURTOKENHERE
http://ip:32400/library/sections/8/all?X-Plex-Token=YOURTOKENHERE

<« c ® 32400/library/sections/8/all?X-Plex-Toker e O || Q Search

— <Video ratingKey="2928" key="/library/metadata’2928" studio="Warner Bros." type="movie" title="Ace Ventura: Pet Detective" contentRating="PG-13" summary="He's Ace Ventura: Pet Detec
Miami Dolphins' missing mascot and quarterback Dan Marino. He goes eyeball to eyeball with a man-eating shark, stakes out the Miami Dolphins and woos and wows the ladies. Whether he's underc
gets his man . . . or beast!" rating="4 6" audienceRating="5.7" year="1994" tagline="He's the best there is! (Actually, he's the only one there is.)" thumb="/library/metadata/2928 /thumb/15279941:
/1527994132" ion="5225029" originallyAvailableAt="1994-02-04" added At="1512401897" updated At="1527994132" audienceRatingl: = //image rating spilled” chapt
hasPremiumPrimaryExtra="1" ratingImage="rottentomatoes://image rating rotten">

— <Media videoResolution="480" id="22305" duration="5225029" bitrate="2092" width="708" height="480" aspectRatio="1.33" audioChannels="2" audioCodec="aac" videoCodec="h264"
videoFrameRate="24p" optimi: orStreaming= U audioProhle=|c" has64bitOffsets="0" videoProfile="high">
B3 2R3 T X ECAD ST YR ¥ 5arts/22348/1512360314/file mpdl uﬁﬁ;}iSZZSOZQ" file="/share/ CACHEDEV1_DATA/ qpkg/CodexPack/share/Multimedia/ Movies/Ace Venturampd” siz«
0" opgioi JE G :

"mp4" has64bitOffset =0l videoHrofile="high"/>

Y.V TR

p42X-Pigx-Token=

sl

WARNERIBROS-PICTURES

A *_‘ ‘1‘/?";“1'.

Figure 14: Downloading a movie from PMS

When we are in .../library/sections/8/all all the movies of the folder “8” are shown. The
entire key of the Part element, will give us the movie, in this case is under mp4 format
so Firefox browser can load embedding it.

Note: To know what movie is before the download, you can take a look on title attribute
and there is suitable info in file.

If this is not clear enough or you want to see in action, no problem! Here you have a
video:

https://youtu.be/eQUfKgBI5pl

5. Conclusions
Lot of things to think about it, right? Well, wait... little more here, in the “Bonus Track”
(in conclusion, it’s important to mention).

Tautulli (or PlexPy in his old version) offers a section to setup notifications and
newsletters [6].

In the next figure 15, the form contains the username and the password, which seems
protected but can be unmask easily using the developer tools in Firefox in that case,
inspect the element and that’s all!
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https://youtu.be/e0UfKgBI5pI

(OF 1 :8181/settings#tab_tabs-notification_agents E e @ ﬁ Buscar

Plex Home Theater Username

Plex Home Theater Password P!

Notification Duration

1 Consola [ Depurador [} Editordeestilos (@ Rendimiento  #k MemoNg = Red B Almacenamiento [l HTTPS Everywhere @ Adblack Plus

Buscar en HTML
="agent_id" ="agent_id" ="3" ="hidden">
<div class="form-group">=</div>
<div cl form-group"> =) </div>
<div class="form-group">
<label for="plex_password">Plex Home Theater Password</label>
<div class="row">

: :before
<div class="col-md-12">

<input id="plex_password" class="form-control" name="plex_password" value=- size="38" type="password">
<fdiv>
srafter
</fdiv>

<p class="help-block">[-]</p>
</fdive

Figure 15: Unmasking the form password in Firefox
We have seen in chapter 4.2 in Step 3, how to access inside the Red Zone but what

happens if it is not accessible from the outside (port not open or other security, things,
rules...)? Don’t worry, Plex save some of your info to “refresh” your mind :D [23].

¢ @ @ @ httpsy/plex.tv/api/resources?X-Plex-Token= BN R Buscar n&HAaoeos =

Este fichero XML no parece tener ninguna informacién de estilo asociada. Se muestra debajo el drbol del documento.

—<MediaContainer size="3">

—=Device name=' product="Plex Media Server" productVersion="1132 5154-fd05be322" platform="Windows" platformVersion="10.0 (Build 14393)" device="PC"
clientIdentifier=" created At="1512444593" Jast! At="1520046906" provi "server” owned="1" accessToken=
publicAddress= httpsRequired="0" synced="0" relay="1" publicAddressMatches="0" presence="1">
<Connection protocol="http" address=" port="32400" uri="http:/ 32400" local="0"/>
</Device>
—=Device name=' product="Plex Media Server” productVersion="18 1 4139-c78§9b3fbb" platform="Linux" platformVersion="2 6 32-042stab108.8 (#1 SMP Wed Jul 22 17:23:23 MSK 2015)" device="PC"
clientIdentifier= create 80190973" lastSeenAt="1529038595" provides="server" owned="1" accessToken=
publicAddress=" httpsRequired="0" synced="0" relay="1" publicAddressMatches="0" presence="1">
<Connection protocol="http" address= port="32400" uri="http: :32400" local="0"/>
</Device>
— <Device name="Galaxy S8+" product="Plex for Android" productVersion="7.0.3.5502" platform="Android" platformVersion="8 0.0" device="SM-G955W" clientIdentifier
created At="1524945111" lastSeenAt="1529014997" provides="player.pubsub-player.controller.sync-target’ owned="1" publicAddress= blicAddressMatches="0" p: 0>
<Connection protocol="http" address="192 168.0.22" port="45973" uri="http://192.168 0.22:45973" local="1"/>
<Device>

</MediaContainer>

Figure 16: Plex resources information
Plex saves in his servers resources information of your PMS/s.

Above, in figure 16, we see lot of masked parts (for security reasons, of course) that
“tells” about someone’s profile, tells thinks like: name of device, client identifier, public
address,... in this example, this user has two PMS and has the service in an Android
Smartphone, he has a Samsung Galaxy S8, not bad... Therefore, if you can’t connect
directly to the local PMS, sure you will can see some (useful?) content publicly using
the token (acquired through Tautulli as seen in figure 8 of the chapter 3.1).
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OK, what a surprise... at least we have now more info to think about.

The situation is worrying, in my opinion, lot of (and I say “lot of” because I cannot
Imagine a number) multimedia content of the entire world is visible/accessible to
anyone, not in a comfortable directly way (if you want to call it as that). You can say,
“This type of things can only be broken by experts” or something like that, but, hey, the
main goal is make it easy, in fact all things can be easy, if you understand something,
can be divided in small “pieces” and sure at the end, you will get a big one working like
a charm. “It’s not rocket science” (but, is rocket science really difficult?!).

The most important we want to reflect in the document is not hack only for fun; we all
need learn some valuable lesson. People need to know this is dangerous, you can’t
expose all your thoughts in public, you have a privacy, all we have it, and the digital
content is not an exception, must be consider an extension, something that, is part of our
live.

Through the “fingerprint” of our multimedia content, you can obtain very precise
information, the data, amount of data, is useless if you don’t filter (is like obtaining
random noise without follow any pattern). If you control the BigData filtering well, and
the source of this data is good, the possibilities are big, very “Big”!

Tautulli is the shadow of your multimedia content. In chapter 2.1.1, we told some of
things of which he is able to track. If a malicious person (cybercriminal as synonym)
can’t access to your PMS, he will get other info (from Tautulli), important to do bad
things.

Some users may have sensitive content (you can also store personal photos or videos) |
mean... not only commercial videos/movies can be taken by a media Server. Imagine a
cybercriminal ask for a ransom for it (similar like a ransomware, but not necessary, in
this case to encrypt the content) because they can divulge through social networks
and/or other many networks that exist in internet. Would you like it? Absolutely NOT,
other reason to “teach” this hack to the people, in order to take care and consciousness,
with the possibility to reproduce the situation to see from another face and assessing the
type of damage that this causes.

Little more above, we also have seen that if someone put extra info like user/password
in using the notifications service (for example) this password in most of the cases is the
same for lot of accounts of a person, imagine the damage in this situation, is worse than
a virus, then you would become “the virus”.

As usual, when a tragic accident happens to other, is common looking for help: calling
the police, emergency number... Here is similar situation, this document pretends be
helpful, pretend to be a help for alert of the outside dangers.

Shodan can become a double-edged sword, for evil o for good. Tautulli is able to track
all your “media movements” but... also through XML & Token combination? No...
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through this method you will be like a “ghost” appears and disappears, but no
fingerprints on system!

“Oki Doki”, and now, what about the workarounds, how to protect?!

1. Use your common sense, like in a real life, if something seems not good, don't use the
insecure option as first by default!

2. Don’t use HTTP when exist forms (user/password) on the website, use HTTPS (this
will be mandatory) and, more important, put a user and a password that meets the
minimum requirements.

3. Don’t active the UPnP (Universal Plug 'n' Play) [24] on router or, disable it if this is
ON.

4. Is really necessary open the service to the outside? If the answer is yes, why not using
a VPN? (Nowadays, almost all devices accept a client for it). One, as a good practice,
could be open a single port for VPN, with a user to restricted access to your “first”
perimeter and then, for the deepest perimeter, other type of credentials with more
access...

5. If you are able to open a port, update all your digital world!!

6. Please assume; that the maximum and best security doesn’t exist, all things can be
exposed, like a human, in all environments, so do not obsess ©. Technology is
imperfect because humans are not perfect.

As final words to add for closing; The actual owner, JonnyWong16 is active and is
aware of the bugs/problems of Tautulli, but maybe needs take care of the webserver
part, of the CherryPy [18] because as you knows, is your “look in the street”. There are
lot of versions above this, probably the version 5.1.0 (present version in Tautulli) has
bugs and security flaws. Malicious people can attack using DDoS, thus collapsing the
bandwidth and stopping services...

At hack process (chapter 4.2) we started using Shodan without login into this service. If
you register an account, your filter can be more accurate (by countries...) and can see
more (or all) results. This was made in a computer, a laptop but works well in a
smartphone (the entire hacking process) or under low hardware requirements.
Therefore, anyone can be a hacker using, practically, any device, making it, a largest
range of damage scope (this is one of the goals of Amador Aparicio [1]).

Important to clarify; this is not against the products like Tautulli & Plex. This
information was made and disclosed without any commercial intention and rivalry,
totally free of charge and, again, done with to take consciousness of these type of
situations.

Thanks for taking your time to read this paper, I assume, that it’s not perfect © !
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Remember...

Be Good, Be Hackers.
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