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Open Process, VirtualAllocEx, WriteProcessMemory, 
Create Remote Thread 

Loadlibrary I LoadLibraryEx, GetProcAddress, 
SetWindowsHookEx. 

CreateToolhelp32Snapshot, Process32First, Thread32First, 
Thread32Next, Process32Next, OpenProcess, VirtualAllocEx, 
WriteProcessMemory, QueueUserAPC I NtQueueApcThread, 
VirtualFreeEx, CloseHandle. 

CreateToolhelp32Snapshot, Thread32First, Thread32Next, 
OpenThread, CreateEvent, DuplicateHandle, 
NtQueueApcThread, QueueUserAPC, GetModuleHandle, 
GetProcAddress, SetEvent, GetCurrentProcess, SleepEx 
WaitForMultipleObjectsEx MsgWaitForMultipleObjectsEx, 
CloseHandle. 
NtQuerySystemlnformation, NtDuplicateObject I
ZwDuplicateObject, GetCurrentProcess, NtQueryObject, 
NtClose, RtllnitUnicodeString, NtConnectPort, VirtualAllocEx, 
WriteProcessMemory, CopyMemory, ReadProcessMemory, 
VirtualFreeEx, VirtualQueryEx, GetMappedFileName, 
OpenProcess, CloseHandle, GetSystemlnfo. 

CreateFileMappingW, MapViewOfFile, RtlAllocateHeap, 
NtCreateSection, NtMapViewOfSection, NtCreateThreadEx. 

CreateProcess("CREATE_SUSPENDED"),NtQueryProcesslnfor 
mation, ReadProcessMemory, GetModuleHandle, 
GetProcAddress, ZwUnmapViewOfSection I
NtUnmapViewOfSection, VirtualAllocEx, 
WriteProcessMemory, Virtual Protect Ex, SetThreadContext, 
ResumeThread. 

CreateFileTransacted, WriteFlle, NtCreateSection, 
RollbackTransaction, NtCreateProcessEx, 
RtlCreateProcessParametersEx, VirtualAllocEx, 
WriteProcessMemory, NtCreateThreadEx, NtResumeThread. 
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