Collecting the data from volatile memory in digital forensics
-Khushank Raj Mahawan

Have you ever been so curious about how the forensics experts handle the digital evidences in
the world of Cybersecurity? Then this is the article for you my friend,

So what if there is a computer (Desktop/Laptop) found 'ON' at a crime scene? What would be
their first step in this case? How do they do that? So, this article will surely answer all your
questions.

Starting off with the difference between Volatile and non-volatile memory,

Non volatile memory sustains the data even if the computer is turned off while in case of volatile
memory data is only available untill the machine is not powered off.

Hence the forensics experts will try to get all the data in volatile memory first, There are many
tools they use, we have used FTK IMAGER.

So what type of data will they look for in the volatile memory?

The following is the type of data they primarily look for:

1. Log files: A record that contain all the information about events, operations and errors
occuring in a system including the communication between users at that time.

2. Processes: The processes running at that time

3. Registry files: The information database containing everything from setting, passwords and
options of the windows only.

4. Memory file (.mem): This is basically the Dump of a RAM data which is again a volatile
data. It is the data that is been processed or to be processed into kernel, which is present in RAM.
It also includes following files:

A. Swapfile: Swapfile is a virtual memory file available in system drive as ‘swapfile.sys’. It
stores the data that is not in use for that particular iinstance to swap of main memory and swap
to, when in use.

B. Hiberfil: Hiberfil is a file storing the data if a main memory when the system is hibernated so
that the state of system can be saved and sustained for the next use. This is again stored in system
drive as ‘hiberfil.sys’.

C. Pagefile: Pagefile is a file storing the data in cases when the RAM is filled up, this is also
stoed in a system drive as ‘pagefile.sys’.

Let's start on how to retrieve the data from volatile memory, We will be using the FTK
IMAGER and windows 7 Professional OS so this article will also help you as a tutorial on How
to use the FTK IMAGER as a beginner?

We will be starting from installing the FTK Imager in our USB that will be used for the data
collection and investigation and for the rest of the steps, The complete Proof of Concept is given
below.

1. Start by Capturing the Volatile memory, Navigate to Files and then select Capture
memory.
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\m Capture Memory... |
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2. Select the path of the USB and Enable dumping of pagefile and AD1 file.

: iﬂenmq.rCapture @
Destination path:

e

Destination filename:

I memdump. mem

W Indude pagefile
I pagefie.sys

W Create AD1 file

I memcapture.adl g

Capture Memary | Cancel |

3. Now this process of dumping will take time depending upon the RAM of that computer.



Memory Progress

Destination: I E:\memdump] mem

Status: | Dumping RAM: 131ME/805MB [16%]

Cancel |

Memm)r 'I;"mglﬁs

Destination: I E:\memcapture.ad1

Status: I Memary capture finished successfully

Close |

Memory is captured, the data inside the RAM is now been with us.

4. Now, to collect the logs, navigate to files again
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5. Since we don’t know the actual physical memory location, we will go with the logical
disk.



Select Source @

— Please Select the Source Evidence Type

" Physical Drive
¥ Logical Drive
" Image File

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

¢ Back Mext > Cancel Help

6. As OS is installed in C Drive, we will select the same.

o g @

— Source Drive Selection

Please select from the following available drives:

C:\ - [NTES] -

< Back I Finish I Cancel Help
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7. Finishing off we get a screen with a tree explorer on the left, browse to the path:
C\Windows\System32\Winevt\Logs for logs.
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8. Export the log files to the path of your USB or the desired path.
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Export Fie Hash Lit... ... 68 Regular File 1/21/2020 6:21:...
E Export Logical Image (AD1)... 68 Regular File 1/21/2020 6:21:...
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Exports files from the image to a local folder
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0 Favorites
B Desktop
4 Downloads

Share with +

Burn Mew folder

Documents library
Logs

MName Date modified Type Size
| Recent Places
L] 3B0 1/21/202010:37 AM  File 28 KB
ﬁ Ghias E Application 1/21/202011:16 AM  Event Log 1,092 KB
@ F—— 2] HardwareEvents 1/21/202011:51 PM  Event Log 68 KB
J’ Wi 2] Internet Explorer 1/21/202011:51 PM Event Log 68 KB
B Pichinse ﬂ Key Management Service 1/21/202011:51 PM  Event Log 68 KB
B Videos 2] Media Center 1/21/202011:51 PM Event Log 68 KB
2] Microsoft-Windows-Application-Experie...  1/21/2020 11:51 PM  Event Log 68 KB
8 Computer {2] Microsoft-Windows-Application-Experie..  1/21/202011:51 PM  Event Log 68 KB
‘ {2 Microsoft-Windows-Application-Experie...  1/21/2020 11:51 PM  Event Log 68 KB
"‘F Netiork 2] Microsoft-Windows-Application-Experie..  1/21/2020 11:51 PM  Event Log 68 KB
g m?crosof |‘\:1ri.cr;soft-‘:’\"iml:io\-;.s—Aprplicai:i0n—Ex1pre-‘r1ierr-1‘:;;éb:;g:;;n-lnr\rent‘-olry 22 :22
1Crosof Type: Event Log
{2 Microsof) Size: 68.0 KB 68 KB
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{2 Microsoft-Windows-Dhepvb-Client3%:4Ad...  1/21/2020 11:16 AM  Event Log 68 KB
{2] Microsoft-Windows-Diagnosis-DPS%40...  1/21,/2020 11:16 AM  Event Log 68 KB
2] Microsoft-Windows-Diagnosis-Schedule..  1/21/2020 1115 AM  Event Log 65 KB
9. Coming to registry files, Locate to ‘Obtain Protected Files’.
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Bl vinest ] Application.evix 1092 RegularFile  1/21/2020 5:46:..
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4 12] Internet Explorer.evix 68 Regular File 1/21/2020 6:21:...
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10. Select the path to collect registry files along with password recovery and all registry files

ticked. .

Obtain System Files

Source for obtaining files:

arning: Please be aware that FTK Imager is obtaining the
ystem files from the live system and not the acquired image.

Browse. ..

Destination for obtained files:

I C:Wsers\PGDCSL\Documentsiew folder

Options
£ Minimum files for login password recovery

% Password recovery and all registry files

oK Cancel




11. Verify the path for all the files including SAM file.

Documents library

Mew folder
Mame Date modified Type Size

Ji Logs 1/21/2020 12:40 PM File folder

. Users 1/21/72020 12:46 PM File folder

|| default 1/21/202012:41 PM File 256 KB
|| 5AM 1/21/202011:16 AM  File 256 KB
|| SECURITY 1/21/2020 11:26 aM  File 256 KB
|| software 1/21/2020 1246 PM File 37,376 KB
|| system 1/21/202012:43 PM  File 12 288 KB

12. For the process and event details, you need to utilities, either locate them if available in
your OS or just get them from google, The utilities are Autorun and Process Explorer.
Open the autorun
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File Entry Options Help
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[ [%) knownous @ winogon | & winsockProviders | i printMonitors | %) tsaproviders | &F NetworkProviders | @jwwi | B SdebarGadgets | ] office |
& Everything #10gon | H Exporer | @ internetexplorer | () ScheduedTasks | iy services | B} privers | [ codecs | [ BootExecute | [ mageHijacks | [ appinit |

Autorun Entry Description Publisher Image Path Timestamp ViusTotal -
ﬁ HKLM\SYSTEM\CurentControl Set'ControlSafe Boot \Altemate Shell 771472005 10:19 AM
BN cmd.exe Windows Command Processor (Verified) Microsoft Windows cwindows'system32iemd exe 11/20/2010 216 PM
ﬁ HKLM\SOF TWARE\Microsoft\Windows\CumentVersion\Run 1/21/2020 10:24 AM
45 ﬂ WMware User Process VMware Tools Core Service (Verfied) WMware, Inc. c:\program files\vmware \wmware tool... 9/1/2019 2:08 FM
(27 WMware VM3DService .. (Verfied) WMware, Inc. c\windows\system32\vm3dservice.... 7/26/2019 9:14 AM
7 | & HKLM\SOFTWARE\Microsaft\Active Setup\Installed Components 7/14/2009 10:19 AW =
(%] nfa Microsoft .NET IE SECURITY REGIS... (Verfied) Microsoft Comparation cwindows'\system32\mscories.dl 6/4/2009 5:25 AM
5] Themes Setup Microsoft(C) Register Server (Verffied) Microsoft Windows o windows\system32egsvidZexs  7/14/2009 5:44 AM
- 87 Windaws Desktop Update Microsoft(C) Register Server (Verfied) Microsoft Windows o windows\system3ZvegsvidZexe 771472009 5:44 AM
@“ HKLM\SOFTWARE\Wow6432Node \Microsoft\Active Setup'Installed Components 7/14/2005 10:19 AM
/2 Microsoft NET IE SECURITY REGIS... (Verified) Microsoft Corparation cwindows'\syswowb4\mscories dl  9/25/2010 9:23 AM
(w7 Themes Setup Microsoft{C) Register Server (Verified) Microsoft Windows clwindows'\syswowb4'\regswid2exe  7/14/2008 5:28 AM L4
[#] Windows Desktop Update MicrosoftiC) Register Server (Verified) Microsoft Windows clwindows'syswow64'\regswrid2.exe  7/14/2008 5:28 AM
ﬁ HKLM\SOF TWARE\Classes"\Protocols'\Fitter 741472008 10:23 AM
\%| application/octetstream  Microsoft .NET Runtime Execution E... (Verified) Microsoft Comporation c:‘windows \system32\mscoree dil 3/5/2010 8:35 AM
\%| application/x-complus Microsoft .NET Runtime Execution E... (Verfied) Microsoft Comparation c:windows \system32\mscoree dll 3/5/2010 8:35 AM
|| application/xmsdownload Microsoft NET Runtime Execution E... (Verfied) Microsoft Comparation cwindows'\system32\mscaoree dil 3/5/2010 8:35 AM
& HKLM\System" CurrentControl Set\Services 1/21/2020 1243 PM
87 clr_optmization_v2.0.50. Microsoft NET Framework NGEN v2. (Verfied) Microsoft Comoration o windows\microsoft net'framework... 6/4/2009 10:55 AM
57 cir_optimization_v2.0.50... Microsoft NET Framework NGEN v2... (Verified) Microsoft Corporation o windows'\microsoft net'framework.. 6/4/2009 3:29 AM
[ FontCache3.0.0.0 Windows Presentation Foundation Fo... (Verified) Microsoft Corporation c'windows\microsoft net'\framework .. /29,2010 1:06 PM
(77 idsve Windows CardSpace: Securely enabl .. (Verfied) Microsoft Corporation c'windows \microsoft net'framework.. 9/25/2010 12:55 PM
[ MozilaMairtenance Mozila Maintenance Service: The M... (Verified) Mozila Corporation cprogram files (<86)\mozilla mairten... 1/18/2020 2:01 AM
[ ViGAUthService VMware Mlias Manager and Ticket S... (Verfied) VMware, Inc. cMprogram fileshvmwarewmware tool... 8/31/2019 12:49 PM
m VMTools VMware Tools: Provides support for s... (Verified) VMware, Inc. c:\program files\vmware \wmware tool... 9/1/2019 2:08 FM e
mscories.dll Size: 78K
® b Microsoft .NET IE SECURITY REGIST Time: 9/29/2010 9:23 AM
Ip Microsoft Corparation Version: 2.0.50727.5420
| C:\Windows\SysWOWs\Rundll32.exe C:\Windows\SysWOWe4\mscories. dl, Install
Ready |_sianed Windows Entries Hidden

You can export them in your USB by clicking on file and saving them either by Ctrl+S.

13. Now Open the Process Explorer
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FIFEEENIEEN'Y Y | vy
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egistry K 0K 20
System |dle Process 8K ]

14552K 4
0K n/a Hardware Intemupts and DPCs
/0K 484
lemory Compression 904K 2282
corss.exe <001 1.780K 2208K 708
winirit exe 1,39 K 106K 796
=17 services.exe 5.084K 7272K 868
[i]svhost exe 924K 1,140K 640 Host Process for Windows S... Micrasoft Corporation
= [l svehost exe. 1,084 K 16.612K 656 Host Process for Windows S... Micrasoft Corporation
2204K 4704K 5772 Windows host process (Run... Microsoft Corporation
37364K 37.228K
6.008K 7,088K
2220K 9600K 6276 COM Surogate: Wicrosoft Corporation
158184K  189,128K|
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18,980 K 34.120K
2.040K 1.300K
6.140K 15,956 K

[
[
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] 1732K
=IE| 1624 K
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@ 5936 K
= 21488 K
s 1532K
= 27468 K
=IE| 3428K
2520K
19.244 K
2255 K
2696 K
3812K 6436 K 2760 COM Sumogate
39,056 K 16.468 K
2992K 3836 K
7.888K 22120K 7352 Windows Defender SmartScr... Microsoft Corporation
[=]svchost exe 0.15 8672K 12.012K 1052 Host Process for Windows S... Microsoft Corporation
[=]svchost exe 0.03 2692K 4,028K 1100 Host Process for Windows S... Microsoft Corporation
(=) [E=]svchost exe 5780 K 8.792K 1304 Host Process for Windows S... Microsoft Corporation
[@]taskhostw exe 0.02 755 K 11,976 K 5408 Host Process for Windows T... Microsoft Corporation
[&=]svchost exe. 2740K 5392K 1340 Host Process for Windows 5. Microsoft Corparation
[&=]svchost exe 2688K 5268 K 1348 Host Process for Windows 5. Microsoft Corparation
[&=]svchost exe 1504 K 1644 K 1452 Host Process for Windows 5. Microsoft Corparation
[5=]svehost.exe 1636K 1,780 K 1560 Host Process for Windows S... Microsoft Corporation
[=]svchost exe 12700 K 11,996 K 1568 Host Process for Windows S... Microsoft Corporation
[=]svchost exe 1900 K 4432K 1572 Host Process for Windows S... Microsoft Corporation
[=]svchost exe 1536 K 2224K 1688 Host Process for Windows S... Microsoft Corporation
[=]svchost exe 4228K 4944K 1732 Host Process for Windows S... Microsoft Corporation
[&=]svchost exe 1552K 2164 K 1816 Host Process for Windows 5. Microsoft Corparation
[&=]svchost exe. 2700K 4284K 1924 Host Process for Windows 5. Microsoft Corparation
[=1[=lsvehost exe 0.09 2812K 5228 K 1932 Host Process for Windows 5. Microsoft Corparation

Pllllcane 7AN%  Coammit Chare 24 Q7% Pracecces 165

14. Navigate to Options and click on verify image signatures.

ile  Options View Process Find Users Help

B Run At Logon i@“ ||I_||| ||| |||
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VirusTotal.com

Always On Top
Replace Task Manager 0K 0K nfa Hardware Intemupts and DPCs
Hide When Minimized 1.152K 80K 484
186 K 9064 K 2232
Allow Only One Insta :
B E st 170K 2212K 708
Confirm Kill 139 K 106K 79
Tray lcons » 5084 K 7272K 863
924 K 1,140 K 640 Host Process for Windows 5... Microsoft Corporation
Configure Symbols... 11296 K 16,720 K 656 Host Process for Windows 5... Microsoft Corporation
Configure Colors... 2204K 4704K 5772 Windows host pr Microsoft C ion
37.292K 37.188K

Difference Highlight Duration... 5940 K 7076 K

Font... 2248K 9.640K 6276 COM Surogate
158312K 1902680 K
2524K 3,156 K 6652 Windows Security Heatth Host Microsoft Corpration
19,736 K 35,928 K
2040K 1,300K
7832K 18,516 K
27420K 46404 K
4643 K 13,124 K
27412K 12,280 K
40308 K 840K
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15. Also verify the signatures using the Virus Total

sinternals.com [DESKTOP-OM

#3 Process Explorer - Sysinternals: w

File | Options View Process Find Users Help

A i X e ] o o ] s ]
Proc: Verify Image Signatures Private Bytes ~ Working Set = PID  Description Company MName Werfied Signer Wirus Total
L] VirusTotal.com . Mﬁmﬁx&mn
= -l— Always On Top Submit Unknown Executables
Q Replace Task Manager 0K 0K  n/a Hardware Intemupts and DPCs
Hide When Minimized 1,152 K 380K 434 The system canno
196 K 3156 K 2292 The system canna...
Allow Only One Insta
il owtinly Une Instance 1780 K 2208K 708 T St camnp
R e il 1,396 K 1036K 796 Thes e camo i
= Tray Icons 4 5032 K 7252 K 868 The system canno...
524 K 1,140K 640 Host Process for Windows S... Microsoft Corporation (Verfied) Microsoft... 070
Configure Symbols... 11,188 K 16,676 K B56 Host Process for Windows S... Microsoft Corporation (Verfied) Microsoft... 070
Configure Colors... aéx E 3:?$ E 5772 Windows host process (Run... Microsoft Corporation (Verfied) Microsoft... 0/72
Difference Highlight Duration... 5940 K 7076 K
honts 2083 K 5,552 K 6276 COM Sumogate Microsoft Corporation (Verffied) Microsoft... /69
159,168 K 191172 K
2524 K 3156 K 6652 Windows Security Heafth Host Microsoft Corporation (Verfied) Microsaft... 072
19.468 K 36.036 K
2040 K 1300 K
TTM4K 18640 K

16. Save by clicking on file and then save.

File Options View Process Find Users Help
Run... Ctrl+R F | : - I
Wik e il Kate Byte: WGERGSE PID | Description
Fun as Limited User... 2040 K 1300 K
$ Show Details for All Processes 7832K 18,736 K
274K 46,404 K
47K 13136 K
Save fs.., Chrl+ A 27412K 12280 K
40,308 K 640 K
Shutdown » 2,996 K 3412K
31644 K 663 K
0528 K 630 K
1732 K 2316 K
1,624 K 2200 K
3876 K 1,108 K
5936 K 4188 K

17. Verify the path
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i Logs 1/21/202012:40 PM  File folder

\ Users 1/21/202012:46 PM  File folder

L] default 1/21/202012:41 PM  File 256 KB
[ ] SaM 1/21/202011:16 AM  File 256 KB
|| SECURITY 1/21/202011:26 AM  File 256 KB
|| software 1/21/202012:46 PM  File 37,376 KB
|| swchost.exe 1/21/20201:05 PM  Text Document 20 KB
|| system 12120201243 PM  File 12 288 KB
15 WIN-52595MIRKIK 1/21/202002:57 PM  Autoruns Log File 5,872 KB






