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Introduction:

Our goal is to infect a Portable Executable file with a DLL. For that we need to obtain information on the
structure PE.

So first we will discuss about PE Structure which is contain PE Sections & Add a Section(Manually &
Automaticly).

Then we have a brief discussion of the Import Table.

Finally, we will discuss how to inject a DLL

PE section(s):

BESHAREE | BBA2CADE
BEA4AEEEE | BERE1EEE | £ irefor( FE header
HE4E 1686 | BEEE1EAN | £ ireforl | teut code
HE4B82688 | BEAE18A0 | f irefor( | .rdata imports
BEA4ESEEE | BEEE 1608 | f irefox( | .data data
OE484680 | BEE43880 | £ iceforl | .rsrc rESOUTCES
HE44CHEE | BEAN1IEAN| f ireforl | reloc relocations
BEAERREE | BRAESEEE
BEA49EEEE | BRAE9EEE
BEHEEEEEE | BEER2EEE
BESSEEEE | 98163606
BEETEEEE | 98184866
BESTEEEE | 8886 100G
BESF BEEE | BBEBSERE
BEAREEEE | BRARSERE
BEA1 BEEE | BRERZERE
BEHASEEEE | BEEE4EEE

HEEEHEEE | BEAH]18AH| swpg FPE header
BEES 1888 [ 988 1 260688 | swpg CODE code
BEESSEEE | BEEE1E0E | swpg DATAH data
BEEBS4EEE | BEEE1EEE | swpg BESS

HEBGEEEE | BEEH1EBAN | swpg . idata imports
HEBGEEEE | BEEH1EBAN | swpg relos relocations
HEBEG YHEE | BEEH18EAH | swpg L TErG rESOUrCES

BEETAEEE | BREE4EEE
B12168688 | BREEZEEE

SHEE0EEE | BEE01E8A0 | kL FE header
SHEA16EE | BEal2880) kg CODE code

SRE1 23686 | BEER1Ea0 | kLg OATA dat a

SERE1 4688 | BEER18A0 | kLg BSS

EQE15HEE | BEEH18A0 kLg . idata imports
ERE1 6886 | BaA0iaan | kilg .reloc relocations
ERAA17EEA EQQE}QEE kla L TErC TESOUrceEsS

As you can see a Portable Executable contains “ text, .rdata, .data, .rsrc, rdoc, BSS' are PE sections which
has been generated by windows loader.
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Now we need to know how to add a section into a PE. At first I'd like to do it in a hard way that needs a
little Patience , some neurons in your head and a good Hex-Editor J.

First we have to gather the last section’s information, so open our target(firefox J ) in a hex editor
program and find .reloc.

L L L I I L o L L
CTWr= rao 0T 0 T WM o W W oar W ar 4 0 FT 4T AR OF- FL T2 G N o 3407 W r
COOCDEZE OO0 OO 22 20 20 J0 L o X0 J0 JC o0 CC CC CZ CD 03 C 2 Cd T o a0 o0 GE YIOFIOX
LoJutida Lo e LI el Ll L L ey
[ | B L 747 i n F ar
CIICEES _

So that the first 8 bytes for the name of the section. The next 4bytes are shown is Virtual Size. The
next 4bytes are virtual address. The next 4bytes are Raw Size. The next 4bytes are Raw Offset then we
have 12bytes which is nulled , then 4bytes for flags. And one important point is that our section
alignment is 1000h.

Now we will add a section with 1000h Vsize and Rsize(it’s not related to section alignment). Now we
need to calculate our new section’s information.

So we have calculated our new section’s information , Now we have to add them to PE with Hex Editor

ooooozes 00 00 00 o0 40 00 00 40 2E 72 65 BC 6F B3 OO0 00 Oe 05 OO0 00 OO0 CO . ...@..@.reloc........
0000027E 04 00 00 06 00 00 00 96 04 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 ... e e eenn
oooooz94 40 00 00 42 oo oo
0o000zaa ] 00

*Tip: Vsize = Virtua Size, Rsize = Raw Size
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Then insert 1000h bytes to the target.

9E F4 90 E7 26 BS De 54 DS 30 0% 06 05 2B .8%...a
30 18 06 09 24 86 48 86 F7 0D 01 09 03 31 .......

[
=
g
g
3
K
J
3
(]

Insert Bytes

o+ Hex

Wumber of bytes: 1000

Fill itk the Following hew buke: 1]

Bytes will be inzerted at current position

 Dos EA 2B ...
Ei 27 e.B....
Cancel 83 46 .B.....

L By 20 5D kb Y YR obY b3 bbD YE ZU 44 41 U2 Btamplng Services Ch.

B "LBK

Now check the target with LordPE then change NumberofSection to 6. After that you can realize that our
new section has been added.

M arme WOFfset YWSize ROffzet RSize Flags

et Q00071 000 00000E 65 Q0000400 Q0007 aaa BOO000Z0

.rdata Q0002000 00000356 Q0007 400 Q000000 40000040

.data Q0003000 Q00003a4 000m Eenn Q0000200 CO000040

s Q0004000 00047538 Q0002000 00047e00 40000040

relos Q004C000 Q0000506 00043600 Q0000&00 42000040
0% [zngtem] Q0000000 Q0000000 Q0000000
o% [system] Q0000004 Q00000aa Q0000000
0?; hapztemiootieystemnd2iemes. exe Q00001 A4 48520000 Q000F000
@:g W windowshapsternd2hosrss. exe QooooED 4AR30000 Q0005000

Bazic PE Header Information

00001 540 Subzypstem: 0002 | .

EntryPoint:

Imageb ase: ’m MumberDFS ections: 000&
Size0fimage: | 000405068 TirneD ateStamp: 43F1031D0
BaseOiCode: | 00001000 SizeDiHeaders: 00000400
BazeliD ata: 002000 Charactenistics: o102
Sectiondlignment: Jm Checksum: IMJE
FileAlarmen 00000200 SizeDf0ptionaHeadsr: |  OOED
Magic: T 0IE MumDfvafndSizes: | 00000010

ok,

Save

Sechions
ﬂﬂ Directaories
J LC
2] TDSC

. ;] J I.:umpare

el
[

PE Editor
Break & Enter
Rebuild PE
nzplit
Diurnper Server

Options

About
Exit
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Congratulation you have added a new section to the program by your own hand J.
Now we want to add .BFNIGHT section in an easy way that needs only a good PE Editor like LordPE.

Open the target with lordPE then click the Section button, next right click and after that you can see that
we have a option which is called Add Section Header .

A new section will be added by this option , So click it then you have to edit the new section’s
information with Edit Section Header like this.

Narne EDDEFIIEZITI;IEIEI l' Section Header i QDK
et I | |
rdata oooozoDn 1 | Mame: BFNIGHT | el
.data ggggiggg : Wirtualiddress: | 00040000 Cancel Cechions |
rare . .
reloc nnn4cann | MirtualSize: 00001 0aa Directories |
MewSec Q0040000 I | Bawdifzat 00043C00
EawmSize: Q000 oo FLE
ToTEETT Flags: EQOOOOED | ... [
Filedlignmert: |— J Compare |
Magic: |- ; _.J H

Then click ok and save. But now we need to insert 1000h bytes to the target with hex editor.
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IAT (Import Address Table):

Every PE has a list of functions that aren’t originally part of that PE. These functions are called
Import which is located in the OS DLLs while PE doesn’t know where they are located, So every
win32 executable has an Import Table Address OF IAT inside PE.

IAT contains all of information of imports, It means it is used as a lookup table when a PE is calling a
windows32 API. Briefly the windows loader has to find each address of APl which is called by the
PE before starting.

Now take a look at inside our target(again firefox J)

HiEdH15HE % EZ SBERZEEEH CHLL firefou(.@@461548

HE4E15AE .~ E9 ZEFOFFFF JHP firefon (. 88461208

HE4E15AA 5- FFZE Ed42@4000 JHMP OWORD FPTR D5: [<&MOZCRT19.operator newr]| MOZCRT1S.operator new
BE4E1EEE | 5§ SBED A22A4HRR CHF ECE,DWORD PTR D5: [4830ES]

BE46A15BE . T B2 JHE SHORT firefoxi.B884815ER

BA4A1EER . F3: FREFIX REF: Superf luous pref i
BEa4615E89 . L3 RETH

Ba4E815ER  E9 21848888 JHMP firefor(.B846819F@

Ba4E815EBF CC INTZ

BE4E15CE | 5- FFZE SC2A4080 JHP DWORD PTR D5: [<&MOECRT19.cperator delet| MOZCRTI9.operator delets
BEa4E15CE . EB4424 B4 Mo ERX, OWORD FTR S5: LESF+41

BE4E15CH . EBQd MOU EAE, OWORD PTR D5: CEAAX]

BE4E15C0 . Bl32 &37IE0DER CHP DWORD PTR DS: [ERH], ERCDV2E2

BE4E1502 -~ 75 ZA JHE SHORT firefoxl.@84815FE

BE4E1504 . BEFE 16 @3 CHMF OWORD PTR DF: [ER=+1E], 2

BE4E1502 «~ 75 24 JHE SHORT FLI‘E"FDH[ BB4BIEFE

BHE4E150A . BBE4E 14 MOU EA-, DWORD O=5: [EAR+141]

BHE4E1500 . 2D ZERE9319 CHP _ER:. 19938528

BE4E15E2 -~ord 15 JE SHORT firefoul.@B4B15F

BE46E15E4 . =20 z1@E9319 CHF ERX, 19936521

BE4E15ES e T BE JE SHORT firefoxr(.B884815F9

BEa4615ER . 50 22859319 CHF _ERX, 19930522

BEa4615FE T 87 JE SHORT firefor(.B84815F9

Ba4E15F2 . 20 G@482931 CHMF ERX, 1994660

Ba4E15F7 - ) JHE SHORT firefoxl.884815FE

Ba4E15F9 ¥ E&2 FEB4a@88 CALL <JMP.&MOZCRT19. terminate’

BEa4E815FE *  ZaCH A0R ERH. ERH

e E 1 GEE . L2 @488 RETH <

AE4E166E3 | . &2 CA1S4E608 PUSH firefos(.B84815CE pToplewelFilter = firefor(.BE4E1ECE
BEGE ] i8S - FF15 242840080 CALL DWarD PTR 05z [<&KERHELSZ2. SetUnhandledE LSetUnhandledExcept ionF i Ltexr
FR4 AT ARF - BACA =NR FRX.FA

CALL function which is shown at the figure is a good example of an API. It calls SetUnhandledExceptionFilter
API. Right click on the function then click Assemble. You can see that it’s like CALL DWORD PTR
[XXXXXX].[XXXXXX] is the address of values which are located in memory

Go to the 402024 in olly hex dump (right click -> go to -> expression).

Address |Hex dump ASCII

aadEazEz4 |50 49 84 FC 42 98 80 FC|1I&IEG
BE4EZE2C| 45 24 20 FC|2E 99 28 FC|FSCi.d
BE4EZES4 | @08 B8 80 08| S8 ED 88 68| ...."¢
EE4EZE3C[ F2 G Bl 68 20 BS B8 &8 06 [T
BE4E2E44 | 78 ED B0 68|98 2E @8 &8 pl oo™
BE4EzZE4C |98 BS B0 6|08 25 80 S8|o_. "E9s.
AE4EZESY |08 D& B2 66| A8 OC A4 68| LrE™ e
BE4EZEEC| 58 D7 82 60| CE 82 85 &8| MFE-.Aese
Ba4EZEES | 48 17 80 &8 08 1E 8B &8| BF. E:l @
BE4EZAEC
BE4E2E87 4
BEGEZETC
BE4E2E24
BE4EZESC
HEGEZED
BE4EZE9C
BE4EZER4
BE4EZEAC
BE4E26E4
BE4EZEED
BE4E2EC4
BE4E2ECC
BE4EZEDG
BE4E2E0C
BE4EZEES
BAE4EZHEC
BE4E2EF 4
BE4EZEFC
AE4E2184 BA 96 12 48 BA| .... o
BEdEz1Eac| 68 B8 8o oEl B8 80 a8 @8l ... ...
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As the figure shows the address of the APl is 7C84495D in my system. Notice that most of the API
addresses start like 7XXXXXXX.

Now let see how windows loader can find addresses for every API. First windows loader reads the
header of PE, so bytes at RVA 3C are read. The VA of the bytes will be 40003C(imagebase is 400000).
Then if we plus 80h to the value of VA, we will find Virtual Address of Import Table.

But what’s the Import Table?
The Import Table contains all of the information that is needed for windows to link the APIs for PE.

The structure of Import Table is simple . A header for each imported DLL plus additional null header that
marks the end of Import Table. For example if you import APIs from Kernel32.dll and User32.dll , you will
find 3 headers. 2 of them are for Kernel32.dlIl and User32.dll and a zero-header for marking the end.

The header of each dll is called IMPORT_IMAGE_DIRECOTRY. ‘IMAGE’" word refersthat al of this stuff is
donein memory.

But data structure which stores the information import symbols called IMAGE_IMPORT_DESCRIPTOR
that has 5 properties. I d like to use exact description of Identifying Malicious Reverse Engineering Code Through
Book.

Tip: (RVA = Relative Virtua Address, VA = Virtual Address)
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| think those are some boring description that make you bored, so go through see above information in

our target. First we have to find Import Table, so open firefox in ollydbg then click on E (Memory Map
Button) and double-click on PE Header.

HE4EHEEE | BEEE]BEE f ireforl FE header Imag B10E18G2 R
HE4E18686) BAEE1AEE | f irefor( | . tedt code Imag BloB166Z2 R
HE4AZEE8E| AAEE1EEE| f irefor( | .rdata imports Imag @lEA1882 R
B0453000| 00061060| f irefos! |.data | data Inag B1081082  |R

Now you are able to see the header of firefox. Find RVA of 3C (ImageBase + 3C = 40003c). You can see
the value is D8 now plus it with 80h that the RVA will be like: D8h + 80h + 400000h = 400158h. This RVA
stores the VA of Import Table.

HE4HE1 58S T2 30EEE OO BHEE2374 Import Table address = 2374

BE4EE1EC HEEAHEEE OO AnEaEnAE Import Table size = AB (168.]
BE4EE]LGE BE4EBEEE OO Baaad4ans Resource Table address = 4866

BE40E1 G4 28rsodaa OO @oE4rs3a Resource Table size = 47538 (292152.)
BE40E16E HEEE0EEE OO BoEEEanEE Exception Table address = @

BE4HE1GC HEEEDEEE OO BnEEanEE Exception Table size = @

BE4EE]L 7R HEICHLEE OO @RE43ICH= Certificate File pointer = 49CHA
BE4EE]L 74 FE2150888 OO BHEE15FS Certificate Table =ize = 1GF2 (EE24.1
HE4HE1 7S HECAH4EE OO BHE4CHEE Relocation Table address = 4CO8H
BE4EE1FC 2481 0EEa OO @nEaal9d Felocation Table size = 194 (484.]
poipoisd|  2o2ipuny |0 ponazizs Debug Data address = 2120

The RVA of Import Table Address will be 402374. So go to 402374 like:

e . " s s
[ €010 - i Shrasd  module Fisndax] Likal :
|| !w e
En? E Eﬁlm“'h vl FRCRTIS. Smarater Eieaioar
,ﬂh.%ﬂ Hctrws
¥ Saperflund DTHFL P brsce
¥ rl'llﬂ-l BHDFE
k- FTE: [ G NEG Gt FSCRT IR acdrasar o lerd T L L I:"I‘I:." 2
| T 17 Bl i o wto
R T DR Flaros | AR ETrc :‘"M [ Frbhrin Drne
3 E CEAD 14 Ew FT‘E‘%&::EEII:-E.H —— 7 SR
.- ::m’%:_ww Ly Fyerious propsdure. Ciri-Hes P referencesin
*m Pl ; et procadie ChbPLs e
W & it # Lrafuir . OOMIETY i b ekl
e E ERONT £ Lrafos SRy
A T Sir DAY Firetos L eoLnIAE ::-:Tﬁmﬁ
X 4 E}b % JF WIMHITCHT | farninwia®
3 % Frocams Fachar
: i Eﬁ?i'ﬁ.!-’vlhiui PETPEVBPRRS | |4b o ek (oL il | i srnsbgan Thist
i E I et
wak L - EF .."Q‘ [0 PR 5 [£ERECATLY L AHE S] FOICRT P L Ciodka Alcrer
T BT 1 Faan Scripe
" [ —
Ceemthonss Restuae Sejohes
s Lok Makm g of process
iH T oo o \ra By Paferes
FUSH § et G4
m":éor:gﬁ WiV Ai3tm Appoamnc
EEF, 14
[35]
Eii

X DWW R D [ Oene |
B, R
s, PR
P e
D PTR DEq [ ROE0RT |2t eads_tal ":crllil‘ﬂ.l"n REANE_ B L RET
TER CHITT  Skeaie_na mois?

& 8 TPE

: g
S
‘E

o Flagian | o MREIREE
Ly I i .r+Fwﬁ;mﬁh=nN-n:
HE FTR O 1 [BHEECRT (9 _ca 5] ol L1
04 B A S,
S P R ECs IR
&4 199000 NN | O NOFD - ATE: Fas D20, ETH
4 = PO GO Lecre 132 ACRITIET
3 & FE D Eecra 192 ICRLTIET
SE FIF 5l scre 135 PCRLTIET
il
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Then enter 402374 in to the box and click ok then you need to Analyze Code(CTRL + A). If you consider
you can find that we have 8 IMAGE_IMPORT_DESCRIPTORs and last one is a zero-header that marks the
end then we have Import Lookup Table that stores the information of each dll that. Then we have the
name of each function that is imported. These are Import’s information that is pointed by
IMAGE_IMPORT_DESCRIPTOR.

HE4E2274 . BEZE0EEER OO0 BEEEZEEE Struct 'INHEE_IHﬁURT_DESCRIPTDR'
HE4E237E . BEEE0EEE OO0 BEEEE6EE
(515075 s iy e . HBEBEEEEE OO0 BEEEEEEE
BE4E23EE . r425BEEEE OO0 EEEEZESF 4
[5[5E Y5 = R . ECZBBBEEEA OO0 EEEE2EED
(5[5 E Y5 s 1] . ECZ24BBEEH OO0 EEEE24EC Struct " IMAGE_IMPORT_DESCRIPTOR®
BE4E23E0 . BEBEEEEEE OO0 BEEEEEEE
BE4E22390 . BEER0EEEA OO0 BEEEEGEE
BE4E2294 . DB250888 OO0 @aaaz508
BE4E2392 . Dezpoaaa OO0 @aaaz602
BE4E2239C . DEz40888 OO0 @aaaz408 Struct " IMAGE_IMPORT_DESCRIFTOR®
BE4E22AG . BEEROEEEA OO0 BEEEEGEE
HE4E22A4 . BEEE0EEE OO0 BEEEE6EE
HE4E22HE . l4z2e0B88 OO0 @@EEzs]4
HE4EZ2AC . BCzoo@aa OO0 BEEEZ6EC
HE4EZ2EA . Edz4o0B88 OO0 @@EEz4E4 Struct " IMAGE_IMPORT_DESCRIFTOR®
HE4E23E4 . BEER0EEE OO0 BEEEE6EE
HE4E23E8 . BEBROAAEA OO0 BEEEEEEE
BE4E2IEC . 2EZ26HBEE OO0 BEEE2E2E
BE4E2ICH . DEZBEEEEE OO0 EEEE2E0E
BE4E2304 . CB24B800EH 00 EEEE24C8 Struct " IMAGE_IMPORT_DESCRIPTOR®
BE4E2ICE . BEBEEEEEE OO0 BEEEEEEE
BE4E23CC . BEER0EEEA OO0 BEERE66E
BE4E22306 . dE2e0EEE OO0 BEEEZE4E
BE4az2204 . Bdzpoaaa OO0 @EEEz684
BE4E2302 . dC240a88 OO @@aEaz44c Struct " IMAGE_IMPORT_DESCRIFTOR®
BE4E2230C . BEEROEEEA OO0 BEEEEGEE
HE4EZ2ER BEGEHEEGD OO0 GEEEE6EE
HE4E23E4 TEZFEEEGD OO0 BEEEZT7E
HE4E23ES . ZEZ00aER OO0 BEEEZ622
HE4EZ2EC . ldz240888 OO @@EEz414 Struct " IMAGE_IMPORT_DESCRIFTOR®
HE4EZ2FE . BEER0EEE OO0 BEEEE6EE
HE4E23F 4 . BEBEOAAER OO0 BEEEEEEE
BE4E2IFS . A482966EEE OO0 EEEE2S45
BE4E2IFC . BEZBEEEEE OO0 EEEE2EEE
BE4E24EE . HBEBEEEEEE OO0 BEEEEEEE Struct " IMAGE_IMPORT_DESCRIPTOR®
BEdE 244 . HBEBEEEEEE OO0 BEEEEEEE
BE4E2402 . BEER0EER D0 BEEEAAEE
BE4E24EC . BEEROEEEA OO0 BEEEEGEE
AR4A=41RA - ARAARRARR AN ARARRARER
@E482414 | | 34258668 00 BEEE2534 Import lookup table for "KERMELZZ.dLLY
eadaz41s | . 15296680 DD E@Ea2918
eadaz4ic | . @4236680 DD S3E623604
BE4E2420 - FBZeoaaa 0D BEEEZZFE
BBR4E2424 - DsZEEaaE 0D BEEEZ20E8
BE4E2428 - CHBZEEEEE 0D BEEEZ2CA
4E242C | . AAZ oo HA
4E2430 | . 9A2 oo )
4E2434 2! oo 235E
4E2438 2! oo 262
A 2430 442, oo 23
A 246 = ul} £
42444 oo
dAZcdE | . oo
4E2440 | . 28 oo 22 Import lookup table for "MOZCRT19.4LL°
4E2456 | . 28 oo
4E 2454 EEZ7) oo 2FEE
4E2458 D427 oo 2704
4245 C227) oo 2702
42468 EBZ27 oo 2TES
4E2464 BEZ7 oo Z7E
BE4E2458 E2ZeEaEE 0D BEEEZCEZ
BE4E2460 - GZZEEEEE 0D BEEEZCLE
BE4E2470 . FHZEEEEE 0D BEEEZCFE
4E2474 | . B2l oo ==0s)
4E24 78 SRZG oo SR
4E247C 26 oo sl
A 2456 ARz oo SHA
B 2 E426l oo 2oEd
A 2455 BCZ6 oo PEEC
2420 CAZE oo ECH
A2 D226l oo E02
4@ 2494 EB26! oo EEE
4@ 2498 ECZ26! oo GEC
4E249C FRZE oo SFH
4E24AE 1827 oo 2716
432404 2427 oo 2724
4A24A2 | . 3427 oo 2734
BE4E24AC - 44Z7EEEE 0D BEEE27F44
BB4E24E0 - SE2ZFOEEEE 0D BEEEZFEZ
BE4E24E4 - BAZFEEEE 0D BEEE2F4
4E24E2 | . 2427 oo 2754
4E24EC ‘FT2T oo 2F9S
4E24CH R227) oo 2FHZ
4EA2404 | . oo
42408 | . 26 oo 2 Import lookup table for "USER3Z.dIL"
FE24CC | . oo
4Ez406 | . E oo ZEES Import lookup table for "nsprd.dll’
42404 | . Fd oo 25F4
4E2408 226 oo =]
4E240C DAZE! oo E0A
4E24ER | . oo
4A24E4 | . 1EZE oo 261E Import lookup table for 'pled.dlLl”
4A24ES | . oo
4A24EC | . G oo 2ECE Import lookup table for 'spcom.dll®
4824F@ | . RS oo ZEAE
BE4E24F 4 - SAZEEEEE 0D BEEEZE2A
BE4E24F 2 - FLCZEEEEE 0D BEEEZEFC
BE4E24FC - BEEEEAEE 0D BDEEEEEEER
4EzceE | . 6E2 oo 255E Impoct lookup table for "sul.dll®
4E2564 | 4, oo 2554
4EA250E 422! oo 2542
4EA25AC 202! oo
4E251 6 2! oo 2518
4E2514 oo
dEZE1E EFEZ Dl 1}
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Inject A DLL:

| think now we have enough information to inject a dll to our target, but above all we need a framework,
a paper & pencil.

Framework:

1% step

You need to Add a section by lordpe with 3000h size like I said, then you need to find the RVA of EP.
easy way is value of .BFNIGHT’s Voffset. So my EP would be “4D000 + 15F1 = 4E5F1” (consider EP should
be a place that has lots of Code Cave). Before change the EP you need to write the main of EP in your
paper because we want to make a jump to the main EP.

So main EP is 4015A0 and new EP is 4E5F1. So lets change it.

[ PE Editor ] - d:\program files\mozilla firefox\firefox{analyze).exe

— Basic PE Header |nfarmation — |
EntrpFaint: I 0004E5F1 ] Subsysten: I ono2 |:|
Imagel aze: | Q0400000 MHurnberdfS ections: I 000&

SizeOfimage: Im TimeD ateStamp: I 43F10910 Im
BaselfCoder | 0001000 SizeDfHeaders | 00000400 2 || + |
BaseOfData: | 00002000  Characteristics: [ ooz ] C
Sectiondlignnient: [ 00001000 Checkzum: Im —=t
Fil=tdignment: 00000200 SizeDf0 ptionalHeader; I 0oOED

Magic: [ 0B NumOfRvabndSizes: | 00000070 + | - |

Tip : Code Cave is Place of a PE which has null data
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Now open target in ollydbg and assemble “JMP 4015A0” then compile it.

Black-Out Frenzy — [B)(F] Security Researcher Center

BOFrenzy.freehostia.com

Backup

Copy

Binary

IUnda selection
Assemble
Label
Carmmenk
Breakpoint

Hik krace

Run krace

Alt+EkSp
Space

Fallow
Go ko
Follow in Dump

Enter

Search far

Find references to
Wiew

Copy bo executable
Analysis

Help on symbolic name
Detach Process

Chrl+F1

[ ]

Selection i

BE44ESED 29 A9 EE 32 RSCIT "irez™

AE44ECFE 16 DB 1&
EY ARZFFEFF JHP Firefoxl.B04815R8

BE44ESFE ag DE GO

BE44ESFT ag DE BE

BE44ECFE o] DB BE

BE44ESFS [als] OE @&

BE44ESFA ag DE BE

BE44ECFE jolc] DB GG

BE44ESFC 5151 DB &a

BE44ESFD ag DE 8o

BE44EEFE jolc] DB GG

BE44ECFF [als] OB &a

BAB44ELAE ag DE 8o

BE44E001 ag DE BE

BE44EERZ o] DB BE

BE44ECAS [als] OE @&

BE44EE04 ag DE 8o

BE44ESAE jolc] DB GG

BE44ECHE L] OB &a

BE44ESAT ag DE 8o

BE44ECAS aa DE BE

BE44ECED [als] OB &a

BE44ESEAR [als] OE @&

BE44EC0E ag DE BE

BE44ESAC o] DB GG

BE44ESAD [als] OE @&

BE44ESAE ag DE 8o

BE44EEAF jolc] DB GG

BE44EC 18 L] OB &a

BE44E611 ag DE 8o

BE44E612 ag DE BE

BE44EE12 o] DB BE

BE44ES 14 [als] OE @&

BE44E615 ag DE BE

BE44EELE jolc] DB GG

BEA44EELT 5151 DB &a

BE44E61S ag DE 8o

poddEcis | og DE 4@

£ ] ||||]

Address [Her dump ASCII

BE4EIAAE

BE4E3HA05

BE462A16

BE4EIA 1S

BE4E3A2E

BE4E2E22

BE4E3028

AB4E3A35

BE463840

BE4E2R42

BE4E3A5A

BE4E3A5S

BE4E2HLE

BE4E3AES

BE4E3A7E

BE4E3H7E

BE4E3028

AE4E3A3S

BE4E3H36

BE4E2H32

BE4EIAAE

BE4ESARS

BE4E2HEE

If you run target , It will work correctly.

Process Pakcher
Analyze This!
Bookmark

Code Ripper

Run Scripk

Dump debugged process
Crverflow Return Address
Make dump of process
IUlkra String Reference

Appearance
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Black-Out Frenzy —[B)(F] Security Researcher Center
BOFrenzy.freehostia.com

2" Step

Find IMAGE_IMPORT_DESCRIPTOR like I said then highlight them and Right click and Follow Value in
Dump. Then Right click on the highlighted values and Binary then Binary Copy

Hddress |Hex dump HSCII

EE4Eza 4 [ BE 25 DB BE B8 B0 08 88 L H......
FE4EZSFC B8 BE BE B F4 25 BE BB .... 50 .
EE4EZ354 |EC 20 BB B EC 24 AR B8 o ., o5, .
FEAAZIEC| B8 BE AR BE B8 B0 BE B8 ... ...
EE4E2394 |08 25 BA B8 D2 28 BE 88 L, .5 ..
FEAEZ39C |08 24 BE B8 B8 BE BE B8 L%, ,....

BO402304 | BB B8 BE BE 14 26 B8 B8 ... 0.

FRAAZSOC | BC 26 AR @R Fd P4 AR @@l 9 T

BD40Z364 | B B8

conga 2T ’

B B ‘B |
: v :

oodnsane R Binary E. ik . . Ckrl+E

GAa4E22E4 | FE 27 Label : Fill with 00's

BB4RZ3EC| 14 24 ] S

AE4EZ3F4 (BE @A Breakpoink » Fill with FF's

BO4AZ3FC | BE 26

o] o g

GEdEz414 | 24 2o Find references Ckrl+R oLy

aadEz41c( B4 29 Binary paste

GEdRz4za| D =g Yiew executable file

SS:SEE%E gg %g Copy to execukable File
BE4AZ43C| 44 28 gopg b
BEdEddd (26 25

BEdE244C( 18 28

BB4RZAC | EE =7
Ga4nz4sc|cz 2 ¥ HEX g
BE4GZ464| BB 27 Text ,
BE4RZ4EC| 62 26

BE4RZ474| 8B 26 Shork ’

Now paste them in to the our Null space in our new section like: (Then you have to compile the target

again J)
Address |Hed dump HSCT™™ 1
EE44EEZZ| BR BE BE AR AR BE @ @A) ... Backup ]

BE44ECSE| BE BE BE B8 BE BE GE EE

GO44EE4 S| BB BE B0 GE OF G8 08 @6 . Copry 3

BE44EC4E| BB BE OB B0 B8 BE DB @0 . :

Cc|peR g an gl e go e TR § e v
Do mmmmamumang i - ’ e
GE44En7c| BE GO G GO 00 69 6O 69 . Breakpoint ¥ Fill with FF's
HE44ESTE| BB BE BE B8 BB BE B8 @@ . Search Far »

EE44ESES| R BE B8 B8 B0 BE B8 @& . Binary copy
EE44ECSE| BO BA B9 08 06 60 68 63 . Find references Chrl+R

HE44EC22) BB B8 08 B8 B8 60 00 88,

BE44ECSE| BB BE BE PO BE BE 0O B8] ... Sy [FEde

. Wiew executable file

GE44ECAS|BA BE DR A6 BB BB B8 B8 ...

GAEd4ECHE | BB B0 BE DD GO BE BB B0 ... Copy bo executable file
GE44ECEZ|BE BB 0B BE PO 0 GE B0 ...

GE44ECEE|BE BB BB BE B8 GG B B8 ... Gobo 3
GR44EECE|BE BB BB BE BO 03 B8 88 ...

GR44ECCE(BR BB BR B8 PR BE B8 BA) ...

GE44EE0E|BE B0 0B BE BB B0 B8 B8 ... » Hex k
GE44ECDE|BE BD BB G6 BB BB 68 B8 ...

GE44EAES| BB BB 0B BB B8 B B 68| ... 1ot r
GE44ECEE|BE BB BR BE PR BB 68 B8 ... b ,
GA44ECFZ| BB BE BE BE BE B 66 6@[... 2 o0ort

GE44ECFE| BB B8 BE GO B8 93 98 88| ... | ’
GRE44E7AS| B0 B G GG G5 66 66 G| ... ong

BE44E70E | B@ B8 B9 60 B8 B8 68 68 ... oo "
iico1i| B8 B8 58 5h op o b OB 1l

A44E-5%| b BB BB AR BB 6B oo Ga L.  Disassemble

BE44E7CE| B8 B8 06 08 B8 98 08 88| ...  Specl 3
GE44EFIC| R BB 0B BE PR 0 B8 B0 ...

GE44EVIE|BR BE BB BE BB 0B B8 86 ...

BE44ET4E| BB BB BH BE BB GO B BA| ... Appearance 3
DE44EFAE| B@ BB BE G B8 98 BA 63 ...
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Black-Out Frenzy —[B)(F] Security Researcher Center

BOFrenzy.freehostia.com

So we need to change Import Table Address . The first byte of IMAGE_IMPORT_DESCRIPTOR is Import
Table Address and we have to change it with lordpe.

Import Table Address(new) = 44E61B (in my system)

RVA = 44E61B — 400000 = 4E61B

GA44EC12| B B8 BE PO/ 63 B8 B3 98] ........
Ga44EC1E| @A 25 98 B8 63 89 63 98|LH... ...
GO44EC23| B3 BE B8 B8 74 25 B3 9| ....tH..
BE44ECZE(EC 28 98 98 EC 24 93 98[+ .. ef..
GE44ECSE| B0 BB GO DO G B8 63 BA|,.......
BE44ECE| D 25 98 98 0D 26 08 08(L%. % ..
BE44EE43| DR 24 BB 0O G5 B8 6 BO|L5......
BO44ECAE| BB B8 0B 0O 14 26 68 08|, ... 7.
BE44EEE3|BC 26 98 9O E4 24 08 pa(d | I5.,
BE44ECEE| BB B8 0O 0O G5 08 63 B8] ........
G44E663| 2E 26 98 99 08 20 08 94|, 5.0 ..

Open the target in LordPE and click on Directories Button on the right and change ImportTable to the

i i

new RVA

Directony |nformation —~

' R Size B
ExpartT able: 00000000 | 00000000 .| L{H| fictile
ImportT able: 0004E616 | ooooooeo | L. | L H|
Resource: 00004000 00047533 Jﬂﬂ .
Erception: | 00000000 | 00000000 L] i]
Security: | 00043C00 | D00D1SFE H] plfl ‘.&aBchDc AaBbCcDc
Relocation: | 0004C000 | 00000134 | .| L H| NN (e
Debug: | oooozizo | ooooooic| L H
Copwright: | 00000000 | 00000000 .| L | H] 5 Sl
Globalptr | 00000000 | 00000000
TisT able: " oooooooo [ oooooooa| | L[H] -
LoadConfig: | 00002250 | 00000040 | L |[H]| =1
Boundimport: | 00000000 | 00000000 | .| L H| — R
JAT: | 00002000 | DO0DO104 H| E; -
Delayiport: | 00000000 | ooooooon | L H] i [
COM: | oooooooo | oooooooa || L[H] 00 S
Reserved: | 00000000 | 00000000 H| 0o Urrsplit

Durnper Server

zic PE Header Infarmation

yFaint; Q004E5F
el aze: 00400000
elflmage: Q00s0000
:e0fCode:; 00001000

O ptions

(]
0002/ ...| R
Save |
0006 Ahout

4FF1091D  Sections | Exit
0a0o0a400 ﬂj |! Directories "

Subzysten:
M urnberdfS ections:

R

TimeD ateStamp:
SizelfHeaders:
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3" and 4" steps:

Black-Out Frenzy —[B)(F] Security Researcher Center
BOFrenzy.freehostia.com

In this case I'd like to use Ashraf Cracker’s DLL (Password.dll).

http://www.4shared.com/file/112647070/69e44e47/Password.html

So copy this dll in firefox’s directory. Password.dll has a function that is called PasswordMain.

Now we need to make Import Lookup Table for the dll. Choose a Null Data Place like 44E6CD and find it

in Value Dump view.

First you need to insert dll name (Password.dlIl)

EE44EETD
GE44EE2E
Ba44E620
BE44ELE
BE44E20
EE44ECRE
BE44ECAD
BE44ELES
EE44ELED
Ea44EECE
Ga44ECCD
EE44EEDE
Ga44E500
EE44ELES
EE44ECED
BE44EEFE
GE44ECFD
BE44ETES
BE44ETED
EE44ETIE
GE44E71D
BE44ETEE
Ba44E7Z0
EE44ETVEE
Ea44E720
BE44E74E
Ba44E740
BE44ETEE
BEA44ETVED
EE44ETEE
BE44E7ED
RAR44F7FE

BE44EECO| 5@ 61 75 73|77
AE44EE0S| 2E 64 &C GC) BB
BE44EE00 | BETET F3FS 7F
BE44EEES | d4DTEl ST EE BE
BE44EEED
BE44EEFE
BE44EEFD
BE44EFHE
BE44E7ED
BE44E71E
BE44E71D
BE44ETZE
BE44E7Z0
BE44ET IS
Ba44E730
BE44ET4S
BE44E740
BE44EFES
BE44ETED
BE44ETES
BE44EFED
BE44EFYE
HE44EFFD
BE44ETEE
BE44ETE0
BE44E7OE
BE44E7S0
BE44ETHE

A ArTIOn

FPassword
e Rt
Password
Main....

Edit data at 0044E6CD

ASCI |Password.d11l
UMICODE I
HE: +0C 58 61 73 Y3 ?7 6F 72 64 2E 64 6C 6C

08 88 848 88

W Keep size

o]

Cancel

Edit data at 0044E6DD

ASCIH |PasswordMain

UHICODE |

HEX +00

v Keep size

o]

58 61 73 ?3 7?7 6F 72 64 4D 61 6% 6E
08 88 88 88

Cancel

Nightmare(BioHazard) — K053

Great IRAN



http://www.4shared.com/file/112647070/69e44e47/Password.html

Black-Out Frenzy — [B)(F] Security Researcher Center
BOFrenzy.freehostia.com

Next you need to insert the RVA that points to the function name and 20 10 00 10

RVA = 44E6DB — 400000 = 4E6DB & DB E6 04 00

AA44EECD| 58 61 73 73|77 6F 72 64| Password
AR44EG0S| 2E 64 GC 60 P B@ BE @A| .dll....
G044EEDD|E6 61 V2 72|77 6F 72 £4|Password
AR44EEES| 40 &1 59 GE| PR BA BB 8A|Main. ...
G044ECED | DB EE B4 BB 60 B0 08 68| Eie.. ...
AR44EELFS | 2 B AR BE (S

A044EEFD| G3

=]

AR44EFAS | BB ASCI

AR44EFAD | BE Ii”’ r-
AR44E7 15| B8

An44E7 10| B@ UMICODE | *

BE44EFZEE| BE
BE44EF20) BE
BE44EFIE| BA
Ba44EF20| BE
BE44E74E) BE
BE44E740| BE
BE44EFEE | BE
BA44EFS0) BE
BE44EFES | BE
BE44EFED| BE
BE44EFTE| BE
Ba44EFTD| BE
BE44EFEE| Ba
BE44EFE0| BE
BE44EFIE | BE
ARGAFPAN] AR

HE=+00 |DB E6 P4 AR AP PO AG AP 29 1A BA 1@
88 88 89 AQ

v Keep size

Ok, I Cancel

So the final step in make a IMAGE_IMPORT_DESCRIPTOR witch this structure

Find the values of the last IMAGE_IMPORT_DESCRIPTOR in the olly’s Value Dump and insert those data
which is calculated like:

mE44E6A7 [EDVES G4 0l B BE
GE44ECAF| BE BB BB B8 C0 EG
BR44ECE7|FS E6 G4 B 00 PO
Q044ECEF| DA BB DO QA 68 B0
OR44EECT| BB BE DO 0B 0O OO
B044EECF| 75 78 77 6F 7Z 64
OB44EC07| 60 G0 BB 0B BE 09
BE44EEDF| 75 75 77 6F| 7z 64
BE44ECEF| 62 GE BB 0B B o9
BR44ECEF| B4 BE DO 0R BE PO
QO44ECF7|BE 10 BB 08 08 B0
O044ECFF| BB BE OO 08 00 B9
AE44E707| DG DO 0@ 09 60 B0
0044E70F| B3 BE BB 08 00 OO
O844E717| DB DB D@ 08 B8 B9
fo44E71F| DA BE DB 08 08 B0
GR44E7Z7| DA BE OO 0R BE PO
Go44E7CF | DO DO 0O 08 09 B0
0044E737| DO BE GO 0D 00 OO
Q044E7EF| DB DB 0B 09 B0 B0
0E44E747| B3 BE BB 08 00 OO
f044E74F| D DB BB 08 B0 B0
O044E7C7| DA GO DB 08 08 B0
OR44E7CF| BB BE DO 0F BE PO

Edit data at 0044E6A7 X}

ASCI Iﬁu} =p# . Jpt+

UNICODE | # &

HEX+00 |jED E6 94 0@ GO B0 0@ A0 B PP A6 9O
CD E6 84 8@ F5 E6 A4 AR

¥ Keep size

Ok, I Cancel
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Then save the target. Now if you assemble CALL DWORD PTR [44E6F5] , you can find that the dll has
been injected correctly and it works perfectly.

BE44EEF1
BE44EEF7?
AE44EEFC
BE44ESFD
B844EEFE
BE44ESFF
BE44EGE8
BA44E6E1
BE44EGES
BE44EEES
AE44ERES
BE44ECEE
BE44ECEE
BE44ECET
BE44ELE2
BE44EEES
AE44EEER
a844EC8E
a44Ec80
AE44E6E0
BE44EGBE
BE44ELAF
BE44ER 18
BE44ERLL
BE44EEL2
HR44FR1 =

EF15 FSES4400

E2 R4ZFFEBFF JHP firefor( . BE4E1E5A8

CALL DWORD PTR DS: [£aFastuord. Passuordiains

FPassword.FPasswordiain

B -
e [ Check Password ]

=

Enter Password

S]]
18] P
BR
fE]5]

ele] NE AR

The password is : 0128793089

Finally we have injected a dll in our target and now we know how to do it.

Our website: http://b0frenzy.freehostia.com

: (e

Special Thanks to Lenal51 because of his perfect tutorials and website

GREAT IRAN
GREAT BLACK-OUT FRENZY

BE SAFE
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