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INntroduction

In this paper, we are going to analyze a famous vulnerability in mrinfo which has been found on
XP operation system, but | do not know why Microsoft does not fix it on XP, if this vulnerability
has been fixed on Vista. The bug is Stack buffer overflow

First, we need to review some information about this tool because it would be useful so | use the
exact copy of Microsoft Description Company.
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http://support.microsoft.com/kb/225158
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According to The “ introduction” , the type of vulnerability is“ Stack Buffer overflow” , so we
know that it happens when the process stores data in buffer outside the memory the programmer
Set aside.

| would like to analyze this program with ollydbg, because it is more convenient for me but, of
course IDA is more powerful than ollydbg.

So open the mrinfo in ollydbg with argument ( you can find mrinfo in <windows
DIR>/WINDOWS/system32)

Open 32-bit executable @
Look i J 12 system3Z L] * £5 E-
[E1053 [C5) config ' Chen-us

=) adabe I Direct Dias

=) AGELS dlicache [Cyicsxml

) CatRoat [ drivers [IME

(D) CatRaotz [CIDRYSTORE i 1= =

=) Cam ien [CaMacramed
[l B
File: niarme: 1mrinfu:u.e:-ce
Files of type: j E xecutable file [*.exe] L] Cancel
Argurnents: 1Nightmare| :_J

Figure1.1

Then you have opportunity to see the assembly code of this tool which ollydbg shows them. Now
you are able to read the code of the program. Conduct a search, what kind of function that is used
by thistool. (Right mouse button - Search - All intermodular calls).
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Figure1.2

If you look deep inside at this result, probably you’ Il find the gethostbyname function, but at
first we need to understand , what this function does.

Here is agood definition from Win32 SDK Online Help which says “ The Windows Sockets
gethostbyname function gets host information corresponding to a host name.

Make a breakpoint at this function and run the program(F9). Now we are at 01001877 which
calls the gethostbyname. Of course, you can see that parameter name is Nightmare, which | ran
the program with this argument.

Go up and set a breakpoint at the start of this subroutine(0100183A PUSH EBP), if you look
more deeper at these codes, you can determine that the size of buffer is given 34H(= 52D).

0100183D SUB ESP,34

Here we can find the size of buffer but the important point isthat , when and where our
arguments push onto stack? So restart the process(CTRL+F2) then start it (F9). Now we got to
0100183A which we set a breakpoint at this address

Lets review these codes together. Press F8 to step over up to 01001846.
0100183B |. 8BEC MOV EBP,ESP

0100183D |. 83EC 34 SUB ESP,34
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01001840 |. 8B4508 MOV EAX,[ARG.1]
01001843 |. 8A08 MOV CL,BYTE PTR DS [EAX]

01001845 |. 56 PUSH ES

Now we now that all of the stack addresses and information specified in ESP and EBP registers,
so Follow the ESP value in dump.

Registers [FFUI < <, <, %
ERX B8a8gn6ng

ECi BBasaF1Ccs

EDX BABAREERE

EEX ?EELEE;@ meucrt . atol

ESF E
EEP E  Increment Flus
ESI G i
EDI &  Decrement Minus
EIF & Tero
E Setto 1

Modify Enter

Copy selection to clipboard Chel+C
Copy all reqgisters to clipboard

EFL & ;
Eﬁ' E Fu:u::cuw in DumE
3 :

At Fallaw in Stac

513 e _ _

ST4 e View MM registers

575 & : !

STE & Miew 3DMow! registers

5T7F = ’ .
‘Wiew debug registers i

FST E B (GT)

FClW & 1
Appearance 4

Figure 1.3

Again step over up to 0100185A address which is the end of this loop, now if you look at your
Dump which you can find that the first number or alphabet of your argument has been pushed
onto stack.

Address |Hed dump HSCII
BEEFFDS4 | @1 BE @8 @8 4E 6B AB 71| @...Hk%g
HEEFFOSC| 63 6B AB 71 A8 BR B8 88| ck4g....
AEEFFDES | @1 BA B8 B8 A8 ER FO FF(A....«%d
FEEFFOEC | @1 BA B8 B 20 FE 2B 88| A, ..07+.
HEEFFO7PY | BB BA B3 88 &8 FO 87 88| . . -
HEEFPFOPC | B8 66 B8 88 BB FF 87 88| ....% -.
EEEFFDE4 | CY 24 AC 71 86 6B AB 71| |[F¥aafkkq
BEEFFOSC| 44 FF @87 88 1E 17 88 81|0 -.4%.8
BEEFFD24 | F2 40 @3 88 88 00 B8 88| <Ee, ....
EEEFFDPC| @8 EQ FO FF @3 00 B8 88| , o de, ..
AEEFFDAY | B2 BA B2 B2 57 &9 6E 53| @.88WinsS
FEEFFOAC| 6F 63 6B 28 32 ZE 3@ 88| ock Z2.M@.
EEEFFOEY | 24 S0 54 B4 72 @Al B3 88| 42T{=Ew.
HEEFFDED | A8 BA B8 88 C2 4@ B3 88| ,...=0e,
EEEFFOCY | 22 B0 B8 B8 22 00 B8 88| #...%#...
BEEFFOCC| A5 B0 B8 88 A2 600 88 88 &, ..%...
BEEFFOO4| 72 81 83 88 00 26 81 10| «6w.] G+
EEEFFODC| @2 41 82 88 72 19 88 81| gAw.v+.8
FEEFFOES | @9 BA B8 B8 A5 87 81 FC|....4-iil
FEEFFOEC| 78 @1 B3 B8 A8 02 B8 88| «Ge, 8. .
FRAYENFAIFR FF A7 AR 22 AR AR ARID - o #_ _ .
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Figure1.4

Then continue the step-overing until this loop terminates, so you can determine that this loop is
pushing our dataonto stack without any control on size of our data.

Address |Hed dump ASCII

EEETFOCY | @1 AR B8 88 4E &3 &7 62| A...Migh
EEEFFOSCI 74 60 &1 72 65 B0 BB 88| tmare...
AEETFOES | Al BE B B8 BB ER FO FF|A....«*4
FEEFFOEC| Al AR B8 B8 88 FE ZB 88| A...G7+.
AEETFO7PY BB BE B8 @8 66 FO BF @8| ... _“wr-.
EAEVFOVC| AB AR B8 A8 BB FF @7 88| ....% -.
EEEVFOE4| Y 24 AC 71 88 &B AB 71| [F5'agfkkg
GEEFFOEC| 44 FF 87 88 1E 17 88 81|D «.4%.8
EAEFFODZ4 | FF FF FF FF| BB B8 88 &8 el
EEEFFOZC| @8 EQD FO FF G2 B0 B0 88| , o de, ..
BEEFFOA4 | @2 B0 B2 82 57 &9 SE 53| @.8@Wins
FAEVFOAC| 6F 62 6B 28 32 2E 3@ 88| ock Z2.A.
AEETFOES| 34 8A 54 B4 78 @Al B3 88| 4&T{ =Me.
FAEFFOEC| A8 B0 B8 88 C2 40 B3 88| ,...=0e,
BEEFFOCY | 22 AR B8 88 22 A0 66 88| #...%...
EEEFFOCC| A5 B0 B8 B8 B2 A0 B0 88| .. .%...
EAEFFO04 | 72 A1 82 88 DD 26 81 18| «6w.] G+
GAATFOOC| @2 41 B3 88 72 19 68 8l |[gAw.y+. 8
BEEFFOES | @9 00 B8 88 85 87 81 FC| .... =il
FAEFFOEC| FE Bl B3 68 88 B2 Ba 88 ﬁ@!..a..

LT T e e B e e e R N s e ]

Figure 1.5

What will happen if we force the program stores data in buffer(Stack) outside the buffer
size?54D)

It is obvious that the program crashes and EIP will be overwritten, because we have the datain
memory outside the buffer size.

Thanks to the Sanke who is one of my teachers who has exploited this vulnerability, and | would
like to copy his exploit here.
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