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Introduction:

Is Windows secure? Can Windows be secure?

These are two questions which are often asked by many people.

To answer the first question, Windows with its default settings out of
the box is by far the most insecure operating system there is
(OpenBSD being the most secure.)

One of the reasons Windows is often said to be insecure is because it
is attacked the most, this is generally because Windows is targeted
more because it is more popular.

Script Kiddies, as well as there botnets are constantly scanning the
internet looking for windows machines which are set up poorly and/or
do not have the latest security patches.

Can Windows be secured? The answer is yes, Windows can be
secured with the right knowledge and tools.

In this day and age computer security is extremely important, often
people do not know how to secure there machines and that is why
they are being attacked, with the help of this guide you will be able to
lock down your windows machine.



Anti-Virus:

Years ago, Anti-Virus software was rare and not entirely necessary,
viruses were no where near as rampant as they are today.

Today viruses are released every hour of the day, their purposes vary
from just plain trying to be destructive and costing companies money
to being able to steal passwords, credit card numbers and banking
details.

Today Anti-Virus software is absolutely essential, even if you're not a
home user and you're just running a Windows web server, infection is
still possible through the spreading of worms such as Code Red 1 & 2
which targeted IIS web servers.

Choosing the right Anti-Virus software for your needs is essential,
different Anti-Virus software offer different types of protection, some
Anti-Virus software is just plain out better than others.

When choosing an Anti-Virus software you may wish to look at
different characteristics of each piece of software, there is more to
most Anti-Virus software than most people think.

When Anti-Virus programs are compared against each other, they are
normally compared on things like the following: Detection Rate,
Speed Of Updates, Heuristic Analysis, CPU Usage and
Efficiency, Script Blocking, User friendliness and Product
Vulnerabilities.

Detection Rate:

Detection rate is the percentage of viruses an Anti-Virus program
manages to detect, there are currently over 150, 000 viruses, most
Anti-Virus's despite what they make out only detect around 100, 000
of these viruses.

It is also important to check out what Anti-Virus vendors define as a
virus, some AV vendors may not see a joke program as a virus, most
would though.

A trick that is often used by script kiddies and sometimes other
individuals is to compress the file using a file compressor such as
UPack, UPX, FSG, Mew, PECompact. It wasn't that long ago that
packers like these made Anti-Virus programs totally useless, in 2002
Anti-Virus vendors such as Symantec (Norton) and Network



Associates (McAfee) were not able to uncompress even UPX
packed files.

Speed Of Updates:

The speed of updates realised by an Anti-Virus vendor is absolutely
essential, when Code Red was released on the Internet it managed
to scan the whole internet in about 20 minutes and found virtually
every vulnerable computer there was. | myself have experimented
with various Anti-Virus solutions, some Anti-Virus programs such as
Symantec's Norton Anti-Virus seemed to have terrible update
times, sometimes | had to wait 2 or 3 days for an update! | found this
to be outright not acceptable and promptly stopped using the
software.

Heuristic Analysis:

It is most often viruses are detected by viral signatures although
occasionally, Heuristic Analysis manages to identify the file as a
potential virus.

What the Anti-Virus program does is check to see what the code
inside the file does, if the code inside the file does something
suspicious like copy itself to network directories and p2p folders, this
would most probably prompt a warning from your Anti-Virus software
(assuming it had Heuristic Analysis.)

| mostly find that Heuristic Analysis is almost completely useless and
should not be used as a solution at all. Generally speaking people
that write malicious code are not going to write a virus that is detected
by Heuristic Analysis, although this has actually been the case with a
couple of worms such as NetSky and MyDoom where Panda Anti-
Virus managed to detect the worms using heuristic analysis.

CPU Usage and Efficiently:

If you own a large company or even a small one, you want your Anti-
Virus program to effectively use the CPU of the computers it is on.

If your employees are working on a project you do not want their
computer to slow down while they are working, you want the Anti-
Virus to work quietly in the background.



| found Symantec's Norton Anti-Virus to quite heavily consume
RAM and CPU.

Kaspersky Anti-Virus used to have a bit of problems with CPU
usage (they fixed this in later versions), the amount of CPU or RAM
usage has nothing to do with the Detection Rate or the performance
of the Heuristic Analysis, but it is something to consider when
choosing an Anti-Virus program.

Script Blocking:

Some websites (generally malicious) use vulnerabilities in Internet
Explorer and other browsers to load Spyware and Viruses onto a an
unsuspecting victims computer.

It is very important that Anti-Virus programs actively scan web pages
that are being loaded by a person's browser in order to prevent
malicious code from being executed.

Malicious scripts also arrive in the form of email and sometimes
exploit vulnerabilities in Microsoft Outlook.

| find Kaspersky Anti-Virus does an excellent job of this.

User Friendliness:

This is fairly simple you don't want an Anti-Virus program that is
confusing, you want your employee's to be able to easily delete
viruses that are found by the Anti-Virus or better still you may wish for
the Anti-Virus to search and find viruses all by itself without disturbing
the user of the computer.

Product Vulnerabilities:

It isn't often Vulnerabilities are discovered in Anti-Virus programs, but
it does happen occasionally, there have been vulnerabilities
discovered in Symantec's Norton Anti-Virus where scanning of an
infected file ends as soon as it starts because of information in the
viruses header.

You don't want to use an Anti-Virus program that has Vulnerabilities
that can be potentially exploited by a malicious virus or piece of code.



After choosing your Anti-Virus your next step will be to configure your
Anti-Virus correctly, you should ensure the following things have been
enabled:

*Scanning of all files downloaded over the Internet including through
Instant Messaging

*Scanning of all files received in email

*Scanning of scripts viewed via web browser and email

*Start up on windows boot

*Active scanning

*Deletion of any virus infected files found

*Automatic updating of viral signatures and heuristic analysis pattern
files

It is essential your chosen Anti-Virus has all of the above features, as
they are all essential in trying to prevent viral infection, with out one of
them viruses will find away in your machine(s).

There are numerous comparisons that can be found online of Anti-
Virus programs, however | recommend Kaspersky Anti-Virus. It is
well known to be the most superior Anti-Virus.

Below are some links to Trial Versions of Anti-Virus software:
Kaspersky Anti-Virus:

http://www.kaspersky.com/trials?chapter=154373188

McAfee Anti-Virus (Network Associates):

http://download.mcafee.com/us/eval/evaluate2.asp

Anti-Vir (Freeware):

http://free-av.com/antivirus/allinonen.html

AVG Anti-Virus (Grisoft):
http://www.grisoft.com/doc/38/Ing/us/tpl/tpl01?prd=sng

PC Cillin (Trend Micro):



http://www.trendmicro.com/download/trial/trial-pcc.asp

Bit Defender:

http://www.bitdefender.com/site/Download/browseEvaluationVersion/

Sophos:

http://www.sophos.com/products/es/pm/eval/

NOD32:

http://nod32.com/download/download.htm

Norman AV:

http://www.norman.com/Download/Trial versions/en

Panda AV:

http://www.pandasoftware.com/register.asp?CodigoProducto=13&Tip
oLead=2&TipoUsuario=1&Tipo=1&Ref=WWEN-TIT5-
DES&Idioma=2&Country=US&sec=down

Dr. Web AV:

http://solutions.drweb.com/home/demo/

Avast Home Edition (Freeware):

http://avast.com/eng/down home.html

Sybari:

http://sybari.com/portal/alias Rainbow/lang en-
US/tablD 3350/DesktopDefault.aspx

F-Secure:



https://www.europe.f-secure.com/download-purchase/download-
forms/anti-virus-small-business-suite.shtml

For those of you who don’t have Anti-Virus Installed or if you want to
test the detection rate of a certain AV, below | will list some Online
Anti-Virus scanners.

There is no way should be used as a substitute for a real Anti-Virus
solution.

PC Cillin (Trend Micro):

http://housecall.trendmicro.com

Panda AV:

http://pandasoftware.com/activescan/

Bit Defender:
http://www.bitdefender.com/scan8/ie.html

RAV AV:

http://www.ravantivirus.com/scan/indexie.php

There are also some websites where you can upload suspected
malware for scanning by multiple Anti-Virus programs, these websites
include:

http://virustotal.com

http://viruscan.jotti.org




Password Security:

Password security is definitely an important part of security, normally
password security is do with the human factor, it has very little to do
with how secure a machine is, it is almost entirely up to the
administrator to set strong passwords and password policies.

Here are some things you can do to ensure choosing a strong
password:

*Make your password at least 12 characters long, many people have
recommended a password of 8 characters long, however due to the
fact many people have access to distributed computing 8
characters is no where near enough and can quite easily be broken.

*Do not use any words that are in the dictionary

*Do not use the same password that you use for another system, this
is most definitely the greatest problem people have with password
security, many people use the same password for different purposes.

*Do not think that adding on simple prefixes to your password like
"123" will make your password stronger, because they will not
significantly make your password stronger.

Often admins add "123" to there passwords in order to make them
stronger, the problem is because so many admins make this decision
it is very predictable.

*Do not think that converting your password to "leet speak" will
increase the security of your password, "leet" versions of words are
often added to world lists used for cracking passwords.

*Do not tell other people your password or even hint at it, many
breaches companies experience are from within the company itself,
you don't want other people knowing your password or having the
knowledge to easily guess your password.

*Possibly use Pass Phrases instead of Passwords, Pass Phrases
are things like a small song lyric, due to the length of Pass Phrases



they are often virtually impossible to crack, they are also easy to
remember.

Ways Passwords Can Be Compromised:

Sniffed - It is possible to sniff for data travelling across and network
and intercept plain text passwords as well as encrypted hashes.

Shoulder Surfing - This is a name given to watching over someone's
shoulders while they type there password in attempt to see what they

type.

Cracked - If your computer(s) suffer a break in from an attacker he
may get access to encrypted passwords and crack the passwords, as
mentioned above if you're using standard MD5 encryption and a
password below 12 characters it is very easy for an attack to crack
the password hash.

Cached Passwords Stolen - Often passwords for many different
applications are stored cached on a machine, there are programs
publicly available that allow these passwords to be retrieved and
converted to plain text, although generally this means the attacker
would have to have physical access to the machine.

Guessed - Sometimes people use passwords that are associated
with a hobby they have e.g. Video Games, sometimes if a person
forgets there password they are given a hint to remember the
password (Example being Windows XP), this a lot of the time can be
easily guessed.

Given - Sometimes people may openly tell other people there
password, it is important that if you have employee's for your
company that need privileged user accounts that you make sure they
do not give away there password to any other users or potential
users.

Stolen From Database - SQL Injection is becoming a big problem
with web applications, it is very common for SQL Injection
vulnerabilities to be discovered in web applications that keep a
database of usernames and passwords.



The Damage That Can Be Done:

If an unauthorized user manages to get hold of employee's
passwords, even if the user does not have special privileges on the
network, they may choose to use there user account in order to start
attacking the network anonymously, there are many vulnerabilities in
Windows and some other systems that allow escalation of privileges
on the local machine as well as the network.

The greatest damage could quite possible be the compromise of your
entire network, it doesn't get any worse than this.

Changing Passwords:

Passwords that are stored on systems are usually stored as
encrypted hashes, important data on a system is usually encrypted
(Or at least it should be.)

However if an attacker managers to harvest something like an
encrypted hash, the plain text password is not necessarily secure, if
an attacker has access to multiple machines that are capable of
breaking the encrypted hash, it is very likely it is only a matter of time
before the hash is broken.

Therefore it is very important passwords are changed on systems,
many security “experts” would probably recommend that passwords
be changed every 3 months.

This is not at all sufficient enough, using multiple machines and
efficient encryption/hash breaking software an attacker can easily
break nearly any password in well under a month, if your password is
of sufficient strength an attacker could probably still break it in about
a month.

| strongly recommend changing the passwords to all systems and
software every month, or more if possible.

There are some guidelines you should go by when changing
passwords:

*Follow ALL the rules above when choosing a new password

*Do not make the new password similar to the old one

*Do not simply add or take numbers from the end of the old password
*Do not try and generate a new password according to the date the
password is created.



*Try to keep the fact the passwords on a system or software(s) have
been changed secret, information about passwords should be kept on
a need to know basis.



User Account Security:

User account security is fairly basic.

When an attacker breaches your system, whether it be remotely or
locally the thing he wants is access or control the Administrator
account.

There are some things you should do in order to try and protect the
Administrator account from being breached such as:

*Change the name of the Administrator account to something that
doesn’t seem of much importance such as “Guest”

*Remove the description of the account, this is pretty obvious.
If you change the name of the account yet do not change the
description, your efforts are almost pointless.

*Give the real Administrator account a very strong password or rather
a pass phrase.

*Create a false Administrator account, if an attacker does manage to
gain access to this account you would have wasted a significant
amount of his time.

*Try to avoid using the Administrator account, if you do not need to
use the account simply don't.

If you use an account with lower privileges and it gets comprised, it
won'’t have such a devastating effect on your system/network.

If you find you do not need the Administrator account on your
machine you may disable it.

Go to Start — Run then type GPEDIT.msc
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Above is a screenshot of the Group Policy editor.
If you wish to disable the Administrator account you can go to:

Computer Configuration — Windows Settings — Security Settings —

Local Policies — Security Options — Accounts: Administrator account
status.



Accounts: Administrator account status Properties
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Above is a screenshot, showing the menu where you can
disable the Administrator account.

If you cannot disable the Administrator account there is something
you can do which is quite clever.
You can block access to the Administrator account from the network.

Computer Configuration — Windows Settings — Security Settings —
Local Policies — User Rights Assignment — Deny access to this
computer from the network.

Why Is User Account Security Important?:

If an attacker manages to gain control of an administrator account, he
will have the power to do anything on a local machine (That is, if he
gains access just locally not on a network level.)

Limited user accounts are of little use to an attacker, once an attacker
breaks into a network his goal is nearly always to find a way of
elevating his privileges or taking over the Administrator account.
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Above is a screenshot showing the menu where you can disable
access to your machine from the network.



Spyware/Adware:

Spyware is something virtually every PC user on the face of the earth
has been infected with at one point or another, many home users
have no Idea there computer is monitoring every action they carry
out.

Over all most people are not educated enough about Spyware and
are unaware that there computer is monitoring there every action thus
causing many problems with there machine.

Many "experts" often see Spyware as a great threat, generally this is
a myth, the main purpose of Spyware is to monitor your computers
activity for market research.

So generally Spyware is NOT a security risk, however since some
Spyware may actually store compiled information on a persons hard
drive, if there computer was compromised it may be possible for an
attacker to harvest this information, or possibly intercept the
information as it passes from the victims computer to the owner of the
Spyware.

Since Spyware is such a problem which even | have problems with at
times, | decided to include details about this in this guide.

What Is Spyware (In Detail):

Spyware is software that actively monitors a user's keyboard activity
and sends it away to a corporation or person with out the user's
knowledge.

In a recent audit done by Earthlink over 90 % of computers
connected to the Internet are infected with Spyware, Spyware is
indeed a severe problem.

What Is Adware:

Adware is similar to Spyware and is often labelled as "Spyware".
Adware collects information on a user such as there age, location,
sex. Buying preferences and Internet surfing habits.

Adware also commonly hijackers users web browsers such as
Internet Explorer.



The purpose of Adware is collect information on a user in order to
display appropriate advertisements to them so the user may be
tempted to buy a selected product.

Sometimes corporations that are involved in profiting from Adware
often trick unsuspecting users by advertising there products as
having no "Spyware", although this is true there product may contain
Adware which is actually Spyware, except it is placed into a slightly
different group.

How Are People Infected With Spyware/Adware?:

People are infected with Spyware/Adware through various means.
Huge profits can be made from the use of Spyware or Adware, the
most popular method the bad guys use to infect unsuspecting users
with Spyware/Adware is to secretly load the software onto there
computer via vulnerabilities in there web browser.

There are numerous vulnerabilities in Internet Explorer which allow
Spyware/Adware to be loaded onto a victim's computer.

It is common for companies such as Gator to use ActiveX applets to
load the software onto victim's computers.

Microsoft thus disabled ActiveX in there Service Pack 2, which
prevents many malicious websites from loading Spyware onto victims
computers, however since the release of Service Pack 2,
Spyware/Adware companies have found other means of loading
there software onto victims computers.

Another method Spyware/Adware companies use in order to install
Spyware/Adware on victims computers is to bundle there software
with Freeware, when installing software it isn't often users actually
read the user agreement to see entirely what they are installing,
currently Spyware is perfectly legal.

Many programs such as KaZaA, Limewire, DivX, eDonkey and
packed with these 3rd party applications.

Beware of Installing freeware, as it may come at the cost of having
your computer becoming infected with Spyware, | highly recommend
having a quick read through the user agreement.

The Dangerous Of Spyware/Adware:

The biggest potential danger of Spyware/Adware is the theft of
private information, such as usernames and passwords, when this



information is collected and sent away there is no telling who this
information is being sent to, or what these people choose to do with
this information.

Spyware/Adware often uses a significant amount of bandwidth, users
on slow internet connections will most probably be effected greatly by
Spyware/Adware streaming away there private information, this has
been known to cost people literally thousands of dollars extra in
bandwidth costs.

The third danger of Spyware/Adware is damage to your computer,
Adware often hijacks your web browser causing severe
inconvenience.

Spyware/Adware companies are aware that users will often try and
remove there software, and in some cases have specially coded their
software to be very hard to remove, some tactics they use include
disabling a users Task Manager and/or Registry Editor.

The greatest potential danger is of course not knowing what the
Spyware is doing, Spyware often incorporates stealth techniques,
some of these include injecting themselves into other applications in
order to bypass firewalls!

Some of the stealth technology in Spyware rivals that of root kits
which are available.

Stopping/Removing Removing Spyware:

Spyware is not an easy thing to stop, Spyware companies earn huge
profits from Spyware/Adware, so they go to almost criminal lengths to
increase the amount of computers infected with there ”3rd Party
Software" .

Spyware is most commonly placed on computers through the use of
ActiveX or Java Applets, If you are using Internet Explorer | would
highly recommend you disable both of them and turn your browsers
security up as high as it will go with out disturbing your browsing
ability.

| also highly recommend Firefox, Firefox does not allow the loading
of ActiveX applets and has other security measures that also prevent
Spyware from being loaded on a person's computer.

The second most popular way Spyware is loaded onto a machine is
installation as 3rd party software, when Installing software make sure
to look through the user agreement, and remember that just because



the software is labelled as having no Spyware it does not mean, it
does not have Adware.

Even if you are using Firefox, or Internet Explorer with the appropriate
security settings the chances are you are still going to be infected
with Spyware.

Spyware companies use many other various unknown methods of
loading Spyware onto victim's computers, therefore it is necessary to
have an Anti-Spyware application to remove these nasty pieces of
malicious code.

Some Anti-Spyware software | recommend are Ad-Aware and
Spybot:Search And Destroy.

Beware when choosing an Anti-Spyware application, some of the
available Anti-Spyware applications actually come with Spyware, as
ridiculous as this sounds it is indeed actually true, this is an example
of how sneaky Spyware companies can be.



Firewall Security:

Many network administrators deploy firewalls on there network in
order to try and prevent intrusion.

Each day literally thousands of web servers are breached that are
running firewalls.

How can this be? The fact is most administrators do not set up there
firewall correctly or do not use strict enough filtering rules.

| am now going to explain briefly what a firewall is exactly, what is can
protect you against and how they work.

What is a Firewall exactly?:

A firewall is basically a piece of software (or sometimes hardware)
that filters traffic over a network or Internet connection in order to
attempt to prevent unauthorized access from attackers.

What can firewalls protect you against?:

Firewalls cannot guarantee 100 % protection from anything,
especially software firewalls.

Buffer Overflows and other vulnerabilities have been discovered in
firewalls (although this is generally rare.)

What firewalls can try and protect you against is unauthorized access
or really exploitation of a local service by an attacker.

By blocking ports that do not need to access the Internet and filtering
access to ports that are allowed through the firewall, a firewall
significantly decreases the chance of your machine(s) being
compromised.

Firewalls (generally) will not protect you against attacks on web
based applications such as forums and login portals, so beware.
Some firewalls such as Zone Alarm Pro try to protect against virus
infection, by altering security settings/policies in Internet Explorer and
Microsoft Outlook (making it harder for viruses to come through
Outlook and Internet Explorer.)



IP Filtering:

With certain programs firewalls will restrict Internet access to the
program by filtering out IP Addresses that are not part of the network
the machine is on.

Port Filtering:

Sometimes firewalls detect malicious traffic by checking the remote
port of a connection, if the remote port is foreign to the port used by
default to that service, the firewall will most probably block it.
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Above is a screenshot of Zone Alarms program restriction

menu.




Firewalls also restrict what programs can have access to the Internet
and what programs cannot.

This usually stops Trojans and other malware from accessing the
Internet.

Packet Filtering:

Sometimes firewalls will filter packets that are travelling through
certain ports.

For example, a firewall may only allow packets associated with the
FTP Protocol to travel through Port 21, if the Firewall sees that shell
code is travelling to port 21, the firewall may filter the packets in order
to stop an attacker from comprising a machine.

Freeware Firewalls:

Zone Alarm Personal Firewall:

http://zonealarm.com

Sygate Personal Firewall:

http://sygate.com

Agnitum Outpost Personal Firewall:

http://www.agnitum.com/

Commercial Firewalls:

Armor2net Personal Firewall:

http://www.armor2net.com/

McAfee Person Firewall Plus:

http://mcafee.com




Norton Personal Firewall:

http://symantec.com




Software Security:

In this section of this text, | am going to give you some tips on using
secure software and how to set up software for optimum security.

When using software make sure to:

*Always have the latest version of a piece of software, vulnerabilities
are discovered in various software everyday.

*When choosing software it would be best to choose unpopular
software rather than popular, hackers always look to exploit popular
software.

*Do not use software which requires updating or patch regularly due
to security issues, patches for vulnerabilities are not always released
before the exploit. Attackers sooner or later are going to gain access
to a Oday exploit for that software.

*If possible try to stay away from “Free” software (By “free” software, |
mean software that is too good to be just freeware, | am not
discouraging you from using freeware at all, there are some very
good genuine freeware available, you just have to be careful what
“freeware” you use.) Much of freeware software contains
Spyware/Adware. If you are looking for a piece of software, | would
advise looking on http://download.com

Download.com has a Zero Tolerance for software with
Spyware/Adware.

MSN Messenger (IM Client):

MSN Messenger is a very popular Instant messaging client, the
chances are you have it installed on your computer.
MSN Messenger is a very easy program to secure.
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For optimum security | would recommend checking all of the above
check boxes.

This should make it harder for someone who has physical access to
your computer to cause more damage.
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| would personally recommend virus scanning of all received files,
even though the latest version of MSN Messenger does not allow
receiving of executable files, executable files in compressed archives
can still be a threat.




Microsoft Word (Word Processing):

One of the main security threats that may be present from Microsoft
Word is malicious macros.

By default on Windows SP2, Macro Security is set to high, however |
recommend turning it up to Very High, you can never have too much
security.

Tl Hardening Windows NT - Microsoft Word 18] =l
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: ? [ 7 | i— e— s ¥
Moptions 21 x| 2| ;== =@ - - A-
[x User Information I Compatibility I File Locations . Security Level | Trusted Publishers I _ o
Yiew General Edit Prink Save : ;
= I | | | i+ Aery High. Only macros installed in trusted locations will be allowed
‘_’ Security Spelling & Grammar I Track Changes o run. All other signed and unsigned macros are disabled. ;
File encryption options For this document " High. Only signed macros from trusted sources will be allowed to
run. Unsigned macros are automatically disabled.
Password ta open; | . |
- " Medium. You can choose whether or not ko run pokentially unsafe
_ File shating options for this document P MAacros,
u Passward to modify: I " Low (not recommended). You are not protected From potentially
i L] unsafe macros, Use this setting only if you have virus scanning
™ Read-only recommended software installed, or vou have checked the safety of all documents
= a you open.
Digital Signatures. .. | Protect Docurnent. .,
Privacy options
“ ™ Remove personal information from file properties on save
™ warn before printing, saving or sending a file that contains tracked t
changes or comments c
i Store random number ko improve merge accuracy =)
¥ Make hidden markup visible when opening of saving OF I Cancel
~  Macro security
Adjus_t the security lewel For opgning files that might Macro Security. ..
conkain macro viruses and specify the names of
trusted macro developers,
Ok | Cancel |
-
P
L]
¥
3
Page 13 Sec 1 1331 Ab 78" Lnlz Col 1 REC TRE ExT ovR O3

lﬂstartl E mIRC - [#aso [3...| @2 Firefox v| |12 Windows Ex... v| @ 1. Motorious B.I....”W "y Mr.Jones-Conv...l é <« E'}g iﬁﬂﬂ._&,@. 10:24 &M
Above is a screenshot showing where you can turn up Macro
Security.

Apart from malicious macros the only real security risk is
Vulnerabilities in Microsoft Word itself, it is of extreme importance you
always update all of your software, every time a vulnerability is
discovered.



Internet Explorer (Web Browser):

Internet Explorer SP2 out of the box is quite a lot more secure than |IE
SP1, the reason being that ActiveX is disable by default (thank god.)
However even with ActiveX disable Spyware companies have found
ways to manage to still do “Drive by downloads” so they can Install
their Spyware.

Almost every desktop computer that has ever been connected to the
Internet has been infected with Spyware.

By default In Internet Explorer SP2, zone security is set to medium,
this is not at all secure enough for sites that have put effort into
downloading and infecting your computer with Spyware.

General Security | F'ri'-.-'au:_l,ll Enntentl Eunnectinnsl F'ru:-gramsl .ﬁ.dvancedl
Select a'Web content zone to zpecify itz zecunity zettings.

<@ 0 @

|nternet Local intranet  Trusted sites Restncted
zites

Internet
J b Thiz zone containg all 'Web sites you e |
# haven't placed in other zones

— Secunty level for thiz zone
Mave the glider bo 2et the securnity level for thiz zone.
-—I- High
- The zafest way to browze, but alzo the least functional

- Lezs secure features are digabled
- Bppropriate for zites that might have harmful content

Cuztom Level... || Default Level I

k. | Cancel | Apply |

Above is a screenshot showing where you can adjust your Zone
Security.

You may find that turning your Zone Security up to High may hurt the
functionality of Internet Explorer, however if you find you have no
problems with it, | recommend keeping it set on high.



If not you may wish to use a Custom Level of security.

Security Settings 2x|

Sekkings:

[‘] Activel controls and plug-ins

[“‘] Autormatic prompting For Activelrl controls
{*)} Disable b
{3 Enahble

@ Binary and script behaviors
{3 Adrministrator approved
{) Disable
{*} Enahle

@ Download signed Activex controls
{3 Disable
{3 Enable
{*3 Promptk

@ Download unsigned Activelr controls _ILI
3

F o T T

al |

—Reset custom settings

Reset ko IMedium j ﬂl
ITI Cancel |

Above is a screenshot showing where you can adjust objects
related to security in Internet Explorer




Firefox (Web Browser):

i_—| Web Features
|eEE

General

F Block Popup Windaws Sllowed Sikes
[E] [T allow web sites to install software allawed Sites
Privacy —
¥ Load Images Exceptions
@ [ for the originating web site anly
‘Web Features ¥ Enable Java
% ¥ Enable Jawascript fdvanced. .,
Diovenloads :
-\_l-l_a-:-e
202
Lagd
Advanced
K, Zancel

Block Popup Windows:

This is something | strongly recommend you have enabled, for two
reasons.

The first being that having popup advertisements display can be
extremely annoying at times.

The second is because popup advertisements sometimes download
Spyware on to your computer.

Allow web sites to install software:

This is something | strongly recommend you have disabled, it is
possible that some rogue groups (Hackers and Spyware companies
alike) have found a way of installing software onto your computer with
out you being prompted.



If you are going to install an add-on for Firefox, you should do it
manually.

Enable Java:

For optimum security disable Java in your browser, however this will
limit functionality in some ways.

Enable JavaScript:

JavaScript is required by a lot of websites, If are you are positively
sure you do not need JavaScript disable it.

opions x|
r o Advanced
s
General ........ -
i+ { Accessibility

B

Browsing
Privacy

[+

Tabbed Browsing
Software Update

&

Perindically check For updates ko
¥ Firefox
¥ My Extensions and Themes

Downloads
Check, Mo |

Security

W UsessLz.0
W Use 55L3.0
W Use TLS 1.0

Wi'eb Features

s

£F

Advanced

Certificates

Yalidation

K, Zancel

Software Update:

| would strongly recommend that you set Firefox to check for updates
for both the Firefox Client and the Extensions and themes.



Security:

If you wish for your data to be encrypted where possible | recommend
enabling SSL 2.0, 3.0 as well as TLS 1.0

mIRC (IRC Client):

mIRC is quite easy to secure, the only security risk (apart from actual

vulnerabilities in the software) is the downloading and execution of
malicious files.

mIRC Options EI
Category:
E---Lngging ;I
“Flood Methiod:
=1 Sounds Accept only .
~-Requests
- fgents File type:
[El-Mouse add |
“Drag Drop * brnp "
[—]--|;:!cc * gif Delete |
& Cipions *.ipa
E---Fu:ulu:lers *-l'Z'E
i
5---Fserve A3
*.00g [
s Server
= Display v Turn ignare back on in:
- Cptions Iﬁ
[El-kher | 3 i e
“-Lack hal
Ik I Cancel | Help |

You can set it to either allow certain files only, or block certain files.
Since there are a range of malicious file types, | recommend using
Accept only to filter out malicious files.



Local Security Policies:

Setting up your local security policies is probably one of the most
Important aspects of Hardening Windows NT.

File  Action Wiew Help

§ Local Security Settings

—loj x|

= | BxE[2

@ Security Settings
-8 Account Policies
ERB5] L ocal Policies

-2 Public Key Policies

[:l Software Restriction Policie
,g IP Security Policies on Loca

D o

Mame 7

| Description

(8 audit Policy
C&User Rights Assignment
mSecurity Cipkions

Audit Palicy
User rights assignments
Security Oplions

Above is a screenshot of the Local Policy Editor.

| am now going to list the password policies and what they should be

set to, for optimum security.

Account Policies — Password Policy

Enforce password history — 0 passwords remembered

Maximum Password age — 30 days
Minimum Password age — 0 days

Minimum Password length — 12 Characters
Password must meet complexity requirements — Disabled

Store password using reversible encryption for all users — Disabled



Account Policies — Account Lockout Policy

Account Lockout Duration — 15 minutes
Account Lockout Threshold — 3 invalid logon attempts
Reset counter after — 120 minutes

Local Policies — Audit Policy

We will cover this set of Security Policies in the Auditing section of
this text.

Local Policies — User Rights Assignment

Access to this computer from the network — Administrators, Power
Users, Users

Act as part of the operating system —

Add workstations to domain —

Adjust memory quotas for a process — LOCAL SERVICE, NETWORK
SERVICE, Administrators

Allow logon through terminal servers —

Back up files and directories — Administrators

Bypass traverse checking —

Change system time — Administrators, Power Users

Create a page file — Administrators

Create a token object —

Create permanent shared objects —

Debug programs — Administrators

Deny access to computer from network — Guest, Student, User
Deny logon as batch job — Guest, Student, User

Deny logon as service - Guest, Student, User

Deny logon locally — Guest, Student, User

Deny logon through terminal services - Guest, Student, User
Enable computer and accounts to be trusted for delegation —
Force shutdown from a remote system — (NONE)

Generate security audits — LOCAL SERVICE

Increase scheduling priority — Administrators

Load and unload device drivers — Administrators

Lock pages in memory —

Log on as batch job —



Logon as service —

Logon locally — Administrators, Power Users, Users

Manage auditing and security log — Administrators

Modify firmware environment values — Administrators

Perform maintenance tasks — Administrators

Profile single process — Administrators, Power Users

Profile system performance — Administrators, Power Users
Remove computer from docking station — Administrators, Power
Users

Replace a process level token — LOCAL SERVICE

Restore files and directories — Administrators, Backup Operators
Shutdown the system — Administrators, Power Users, Backup
Operators, Users

Synchronise directory service data —

Take ownership of files or other objects - Administrators

Local Policies — Security Options

Accounts: Administrator account status — Disabled

Accounts: Guest account status — Disabled

Accounts: Limit local account use of blank passwords to console
logon only — Enabled

Accounts: rename Administrator account — Guest12

Accounts: rename Guest account — Administrator

Audit: Audit the access of global system objects — Enabled

Audit: Audit the use of backup and restore privilege — Enabled
Audit: Shutdown system immediately if unable if unable to log
security audits — Disabled

DCOM: Machine access Restrictions in Security Descriptor Definition
Language — Not Defined

DCOM: Machine Launch Restrictions in Security Descriptor Definition
Language — Not Defined

Devices: All undock with out having to logon — Disabled

Devices: Allow to format and eject removal media — Administrators
Devices: Prevent users from Installing printer drives — Enabled
Devices: Restrict CD ROM access to locally logged on users only —
Enabled

Devices: Restrict Floppy access to locally logged on users only —
Enabled



Devices: Unsigned driver installation behaviour — Do not allow
Installation

Domain controller: Allow server operators to schedule tasks —
Enabled

Domain controller: LDAP server signing requirements — Not Defined
Domain controller: Refuse machine password changes — Disabled
Domain member: Digitally encrypt or sign secure channel data —
Enabled

Domain member: Digitally encrypt secure channel data — Enabled
Domain member: Digital sign secure channel data (where possible) —
Enabled

Domain member: Disable machine account password changes —
Disabled

Domain member: Maximum machine account password age — 30
days

Domain member: Require strong (Windows 2000 or later) session
key — Enabled

Interactive Logon: Do not display last username — Enabled
Interactive Logon: Do not require CTRL + ALT + DEL - Disabled
Interactive Logon: Message text for users attempting to logon —
Aelphaeis Mangarae Ownz

Interactive Logon: Message title for users attempting to logon —
Digital-Underground.tz4.com

Interactive Logon: Number of previous logons to cache — 0
Interactive Logon: Prompt user to change password before expiration
— 7 days before expiration

Interactive Logon: Require domain controller authentication to unlock
workstation — Disabled

Interactive Logon: Required smart card — Disabled

Interactive Logon: Smart card removal behaviour — No action
Microsoft network client: Digital sign communications — Disabled
Microsoft network client: Digitally sign communications (if server
agrees) - Enabled

Microsoft network client: Send unencrypted SMB passwords to 3"
Party SMB Servers — Disabled

Microsoft network client: Amount of idle time required before
suspending session — 30 minutes

Microsoft network client: Digitally sign communications (always) —
Disabled



Microsoft network client: Digitally sign communications (if server
agrees) — Enabled

Microsoft network client: Disconnect clients when logon hours expire
— Enabled

Network Access: Allow anonymous SID/Name translation — Enabled
Network Access: Do not allow anonymous enumeration of SAM
accounts — Enabled

Network Access: Do not allow anonymous enumeration of SAM
accounts and shares — Enabled

Network Access: Do not allow storage of credential or .NET
Passports for network Administration — Enabled

Network Access: Let everyone permissions apply to anonymous
users — Disabled

Network Access: Named pipes that can be accessed anonymously —
(None)

Network Access: Remotely accessible registry paths — (None)
Network Access: Shares that can be accessed anonymously —
(None)

Network Access: Sharing and security model for local accounts —
Guest only local users authenticate as guest.

Network Access: Do not store LAN Manager hash value on next
password change — Enabled

Network Access: Force log off when log on hours expire — Enabled
Network Access: LAN Manager authentication level — Send LM and
NTLM responses

Network Access: LDAP client signing requirements — Negotiate
signing

Network Access: Minimum session security for NTLM SSP based
(including RPC clients) — No minimum

Network Access: Minimum session security for NTLM SSP based
(including RPC servers) — No minimum

Recovery Console: Allow automatic administrative logon — Disabled
Recovery Console: Allow floppy copy and access to all drives and
folders — Disabled

Shutdown: Allow system to be shutdown with out having to logon —
Disabled

Shutdown: Clear virtual memory paging file — Enabled

System cryptography: Use FIPS compliant algorithms for encryption ,
hashing and signing — Disabled.



System objects: Default owner for objects created by members of the
Administrative group — Object creator

System objects: Require case insensibility for non-Windows
subsystems — Enabled

System objects: Strengthen default permissions of internal system
objects - Enabled



Auditing:

After your system has been secured, | recommend auditing the
system regularly.

Auditing allows an administrator to see if the security policies and
implementations he has applied to his machine or network have
worked well.

As part of securing your system you must set your auditing policies

up correctly, so when you do an audit you can get the information you
want.

Control Panel — Administrative Tools — Local Security Policy

Eﬁ Local Security Settings =18 1'

File  Action ‘Wiew Help

= 3 xB| 2

@ Security Settings | Policy  # | Security Setking |
@ Account Policies 2] Audit account logan events Mo auditing
-8 Local Policies 2] audit account management Mo auditing
Audit direckary sarvice access Mo auditing
Audit logon events Mo auditing
(2] Public Key Polides Aud?t obj.ect access Mo aud?t?ng
[:I Saftware Restriction Palicie AUdft pDI|IC.}.-' changs Mo audftfng
.g IP Security Policies on Loca P'UdIt priviiege use No audting
Audit process tracking Mo auditing
Audit syskem events Mo auditing

3 = | |
Above is a screenshot of the Local Security Policy menu.

Unlike other sections of Local Policies there really isn't much to edit.

Audit account logon events — Failure
Audit account management — Failure
Audit directory service access — Failure



Audit logon events — Failure

Audit object access — Failure

Audit policy change — Failure & Success
Audit privilege use — Failure & Success
Audit process tracking —

Audit system events — Failure & Success

If you wish you could set both Failure and success for all of them, but
this would mean a lot more work on your part as an administrator.

Now that you have set up your security policies for auditing correctly
you may wish to view logs on what has happened on your system.

Control Panel — Administrative Tools — Event Viewer

_iojx
File  Action Wiew Help

¢ > [EmE] E
@ Event Wiewer (Local) Security 0 evenk(s)

""" 1] Application Type | Date | Time | source | cateq
------ Bl Security

...... 2| System There are no items ko show in this view,

1] | -

| |
Above is a screenshot of the event viewer.

If you have set the local security policy to record both failures and
successes of system events, then you may wish to filter the events
that are shown in the event viewer.




Right Click — View — Filter

foccury properues 21
| General Filter |
Ewent types
V' Infarmaticn V¥ Success audit
v “warning I Failure audit
¥ Enmar
Event source:; I [ j
Categony: I &l j
Ewent |D: I
User: I
Computer; I
Fram: | First Event ~lor 32005 || ezzoapM =
To:  fLastEvert = |10 zi2008 x| | e2z0aPM =
Restare Defaults |
ITI Cancel | Apply |

Above is a screenshot of where you can set the filter for the
Event log.



IIS Hardening (A Brief Look):

g Internet Information Services =10/ x|

File  Ackion  Yiew Help

&= B EFHE (2|2 50

% Internet Information Services Descripkion | State | Host Header Mame | IP Addres:
E‘E MORGANTI-SRVOFZ (local compu | g SR = Stopped # Al Unas
21 Web Sites
'Q Defaulk Web Site {Stoppe
{h Default SMTP Virtual Server

« e | )
| | |

Since this text is not focused on securing web servers, | am going to
briefly focus on securing IIS (Internet Information Services.)

This part of the text is going to mainly focus on IS 5.1, the reason
being is | at the current moment don’t have access to Windows 2003
Server Edition, so | can only Install IIS 5.1 on my Windows XP Pro
machine.

If you are running Windows 2000 or 2003 server edition and wish to
disable IIS, you can disable the server by going to

Run — Services.msc — them Disabling “lIS Admin”
First of all, and | cannot stress this enough it is extremely important

that you keep up to date with all the latest patches.
Make sure you have IIS 6.0 Installed with all of the latest patches.



Recently a website defacing group called core-project broke into
some military computers, how did they do it you ask? The servers
were running I1S 5.0.

| am now going to list a dozen things you can do to make your IS
server more secure.

1. Change the directory where all of your files are stored.

Default Web Site (Stopped) Properties ﬂil
Directory Security I HTTF Headers | Cusztom Errors | Server Extenzions I
Wieh Site I ISAPI Filkers Hame Directory I D ocurnernts

“When connecting ta thiz rezource, the content shaould come fron;
& A directory located on this computer
i~ & ghare located on another computer
" A redirection to a URL

Lacal Path: Browsze. .. |
[ Script zource access v Log visits

v Read ¥ Index this rezource

[ wiite

[ Directary browsing

Application Settings

Application name: IDefauIt Application Remove |
Starting point: <Default Web Sitex

Configuration... |
Execute Permissions: I Scripts only j
Application Protection: IMedium [Pooled) j |Irlzad |

k. I Cancel | Sy | Help |

2. As you can see above you can also set whether or not IIS can
write files to the root directory, if your website does not contain
something like an upload script (something that needs write access), |
stongly recommend you check that users only have Read access to
the servers.



3. When attackers break in, after they have stolen your information,
the first thing they are going to do (most probably) is delete the log
files, so there is no trace of them left on the servers.

By default on Windows 2000, the log files are stored at
C:\winnt\system32\logfiles\

On Windows XP they are stored at C:\WINDOW S\system32\logfiles\

Extended Logging Properties E[

General Froperties | Estended P'ru:upertiesl

—Mew Lag Time Period
= Hourly
" Daily
 wleekly
= Monthly
" Unlimited file size

£ wher file size reaches;

20 _:I kB

v Uze local time for file naming and rollowver

Log file directon:

IE:"aWINDDWS‘\SystemSE'\LDgFiIES Browsze... |

Log file name:  *35%C1 hexyymmdd.log

k. I Cancel | Smply | Help |

| think it is extremely important that you change the location of your
log files, this should at least help you track down amateur intruders.

4. Turn Directory browsing off, directory browsing will allow an
attacker to view all public files, including those that aren’t linked to on
your website.



Default Web Site {Stopped) Properties el

Diirectony S ecurity I HTTF Headers | Cuztom Errors | Semer Extenzions
Web Site I ISAF Filters Hame Directory | Docurents
YW hen connecting to this rezource, the content zhould come from:

& & directorny located on thiz computer
£ A share located on another computer
A redirection to a LIRL

Local Path: |-::"~inetpu|:|"~wwwrnut Browse... |
[ Script source access v Log visits

v Read V¥ Index this resource

[~ wirite

[ Directory browsing |

Application Settingz

Application name: IDefauIt Application Remove |
Starting point: <Default \Web Site:

Configuration. .. |
Execute Permizsions: IScripts arly j
Application Praotection: IMedium [Pooled) j | rlzad |

| k. I Cancel | Spply | Help |

Make sure the box circled in red is NOT ticked.

5. Set the amount of connections to the web server to unlimited.
Why? There are attack tools available that take advantage of the
maximum amount of connections a web server will allow.

Basically what these tools do is make numerous connections from the
attacker's machine to the web server.

A script kiddie can easily cripple a web server if he has access to one
of these programs.

6. Remove default files that come with |IS, an attacker could use
these to positively identify the version of your IIS web server, as well
as other sensitive information.

7. NEVER run IIS web server with administrator privileges, if an
attacker manages to exploit your web server software, he will have
administrator rights on your machine (locally.)



8. This is sort of unrelated, to IIS, but | thought | would mention it
anyway.

Once an attacker gains access he will probably utilize some of the
software that comes with windows, such as:

Command.com
Cmd.exe
ftp.exe
telnet.exe
tftp.exe
regedit.exe
regedit32.exe

Make sure only Administrators have the privileges to run all of the
above.



NetBIOS/SMB Security:

What is NetBIOS?

NetBIOS is a service on your computer that typically runs at port 139,
the purpose of the service is to enabled other computers on a
network to view network shares, see other computers connected to
the network and use devices such as printers.

The problem with this is that other users on the Internet are also able
to view this information, very important information can be
compromised very easily by an attacker.

A simple solution to stop attackers could be to block TCP Port 139
and TCP Port 445.

However it is also very easy to simply disable these services.
f= Dial-up Connection Properties @@

General | Optionz || Securty | Metworking | Advanced

Type of dialup server | am calling:

PPP: wWindows 35/98/M T 4/2000, Internet w

Thiz conhection uzes the following items;

%= Internet Pratocal [TCPAR) ”~
.@ 005 Packet Scheduler
O’ File and Prirter Sharing for Microsoft Metwark s

B b yare Bridge Protocol

fj!_l Client for Microzoft Metwork s b
[ Imstall... ] [ ninztall
Drezcription

Allowes other computers to access resources on your computer
uzing a Microzoft networl:.

[ ] H Cancel ]

Simply uncheck File and Printer Sharing in order to disable the
service.

Some problems may arise from disabling the service, these problems
may include:



*The ability to be able to operate as a WINS Client may be lost.
*You may not be able to logon to a Windows 2000 domain.

*Some programs that are dependent on accessing information on a
network available through SMB or the NetBIOS will not work.

If you do not wish to disable NetBIOS/SMB you can choose to simply
restrict anonymous users from logging onto your computer via the
server, however the service itself may be a security risk if there were
buffer overflows discovered in it.

If you are going to share part of your hard drive, | would strongly
recommend using a password that follows the guidelines | have laid
out above.

You can restrict anonymous logins by simply editing your registry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\
Edit "restrictanonymous" and change the value from “1” to “2”, this

will make it so anonymous person(s) will be unable to logon to your
computer via NetBIOS/SMB.
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Mame
[ab]¢Default)
auditbasenbjects
F\uthenticatinn ...
Bounds

crashanauditfail
disabledamaincreds

everyuneincludes. i

Fipsalgorithmpnlicy
Fnrceguest
Fullpri\-’ilegeauditing

ImpersonatePriviI. i
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Imcnmpatibilitvlevel
[3¥]Lsapid
nadefaultadmina. 3
nalmhash
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restrictanunymnus
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SecureBoot
Security Packages
Windnws GEMEtiC, ..

Type

REG_S5Z
REG_DWORD
REG_MULTI_5Z
REG_BIMARY
REG_DWWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BIMARY
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REiG_DWWORD
REG_DWWORD
REG_MULTI_3Z2
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_5Z
REG_5Z

[Data

Edit DWORD Value

Y alue name:

| restrictanonymous

Walue data:

i

Baze
) Heradecimal
) Decimal

ok | |

Cancel ]

0%00000000 (0)
0x00000460 (1120)
0x00000001 (1}
0x00000000 (0)
scecli

000000001 (13
000000001 (1)
000000001 (1)

kerberos msvl_0 schannel wdigest

procmsg. exe

My Computer\HKEY _LOCAL MACHIMEYSYSTEMYCurrentControlSet! ContraliLsa

You now need to reboot your system in order for the changes to take
effect.



Services (Security):

There are many services running in windows, many of these aren’t
even needed.

The more services that are running, the more services there are for
an attacker to exploit, therefore it only makes sense to disable these
services to help harden windows.

If you wish to see what services are running in windows:

Start -> Run -> Type “services.msc” (with out quotation marks.)

% Services

File  Action Wiew Help
ElEENE
Services (Local) Services {Local)
Select an item ko view its description, Mame Description | Status | Startup Type | Log On s o
%F\Ierter Maotifies sel... Disabled Local Service
%F\pplicatinn Laver G... Providess...  Started fanal Local Service
%.ﬁ.pplicatiun Manage... Provides s... fanual Local Swstem
%ASP.NET State Serv... Provides s... Manual Metwork 5.
%F\utomatic |Updates Enables th...  Started Aukormatic Local Swskem
%M‘P Control Centre ... Aukornatic Local Syskemn
%Background Intellig... Transfers f... Started Aukomatic Local System
%Clipﬁnok Enables Cli... Disabled Local System
%COI\’H Event System  Supparts 5., Started fanual Local System
%COI\’H System Appli... Managest... fanual Local System
%Computer Erowser Maintains a... Started Aukormatic Local System
%Cryptographic Seryi,.. Providesth... Started Aukonnakic Local Syskem
DICOM Serwer Proce,.. Provides la...  Started Ak atic Local Syskem
%DHCP Client Manages n... Started Ak akic Local Syskem
%Distributed Link Tra... Maintains li,.. Started Aukornatic Local Syskemn
%Distributed Transac,.. Coordinate... Manual Metwork 5.
%DNS Client Resolves a...  Started Aukarnatic Metwork 5.
%Error Reporting Ser... Allows erro,..  Started Aukomatic Local System
%Event Log Enables ev... Started Aukomatic Local System
Fast User Switching,.. Provides m.., ranual Local System
%GFI LAaMguard M.5.... Starts com... Started Aukomatic JLMSS M.
%Help and Support Enables He,.. Started Aukomatic Local System
%HID Input Service Enables ge.., Started Aukomatic Local System
%HTTP S50 This servic... Manual Local Systemn
%IMF\PI ZD-Burning C... Manages ... faral Local Swyskem
%Indexing Service Indexes co... fanal Local Swyskem
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There are quite a few services which you may wish to disable for
performance and security reasons.
Below | am going to document unnecessary services and there

purposes, but before | do | will explain how to disable a service and
how to set a services status to manual.
If you set a service to manual, Windows will only start the service
when it is requested.

% Services

File  Action ‘iew Help

Ed @
|% Services (Local)

*% Services (Local)

Messenger

Descripkion:

Transmits net send and Alerter service
messages between dients and servers,
This service is not related to Windows
Messenger. I this service is stopped,

IF this service is disabled, any services
that explicithy depend on it will Fail to
stark,

CEX

Alerter messages will naok be transmitted.

Mame Description Skatus Startup Type
%Logical Disk Manage... Configures... Manual
Supparks lo...  Started Automatic

%Machine Debug Man...

%MS Software Shado.
%Net Logon
%NetMeeting Remote,|
%Network Connection:
8 Netwoark DDE

88 Network DDE DSOM
%Network Location &, |
%Network Provisionin,

S8 NT LM Security Sup..,

8 NVIDILA Display Driv,
%Ofﬁce Source Enginet
%PDK Debug Listener
%Performance Logs a...
%Plug and Flay
%Pnrtable Media Seri...
%Print Spoaler

%Prntected Storage
A o mmn

<

All Tasks

Refresh

elp

POk Debug...
Collects pe..,
Enables ac...
Retrieves k...
Loads files ...
Provides pr...

3

arted

arked

arted

Skarted

Started

Started
Started

Disabled
Manual
Manual
Manual
Manual
Dizabled
Disabled
Manual
Manual
Manual
Bukornatic
Manual
Autamatic
Manual
Automatic
Manual
Bukornatic
Autarmatic

|

\ Extended Stanc_lﬁ__l_/

Dpens property sheet For the current selection.




Messenger Properties (Local Computer) @E|

General | Log On | Recovery | Dependencies

Service name: Mezsenger

Dizplay name: Messenger

Descriptior: Tranzmitz net send and Alerter service meszages A
between clientz and servers. This service iz not 3

Fath to executable:

C:AwAR DWW System3dhavochost exe -k netavios

Startup type: Dizabled L

Automatic
b arwaal
Service status:

Y'ou can specify the start parameters that apply when pou start the service
framm here.

I OF. H Cancel ]

You should now know how to disable services and how to set the
properties of some services to manual, now let’s finally have a look at
different services and there uses.

Messenger

Sends messages back and forth from Client to Server, unrelated to
MSN Messenger or Windows Messenger.

Disabling this service will also prevent you from getting SPAM
windows messages.

Universal Plug & Play
UPnP is a set of networking protocols that were made in order so that

programs can easily communicate between each other, some File
Sharing programs use UPnP.



Generally UPnP is not needed and should be disabled for security
reasons, unless this service is required by a certain program that you
make use of, please disable this service.

Remote Registry

This is a service which allows remote users to be able to connect to
your computer and administer your system registry, this obviously
should be disabled.

Automatic Updates

| recommend leaving this service enabled, however If you wish to be
in control of the updates for your machine you can disable this,
however | strongly recommend to have it enabled, although it isn’t
necessary.

Server

Allows you to share files over your network, | would recommend
disabling this.

Task Scheduler

| would personally disable this one, it isn’t likely any program you use
is going to depend on it.

This service could be used by an attacker to elevate there system
privileges.

Terminal Services

Allows other machines to connect to your machine with remote
desktop.

If this is enabled, | strongly recommend disabling this service.

NetMeeting Remote Desktop Sharing

Enables a user to connect to your computer with NetMeeting, |
strongly recommend disabling this service.



Secondary Logon

Allows a user to start a process under different user credentials, you
don’t want attacks to be able to exploit this, so | recommend disabling
it.

SSDP Discovery Service

Used to locate UPnP on your network. The chances are you aren’t
going to use this service so disable it.

Most of the above services should be easily disabled with out causing
any harm to your machine, after disabling the services above attacks
have a lot let less services to be able to exploit.



Vulnerabilities (About):

What is a vulnerability?:

When people talk about software vulnerabilities, they are talking
about bugs or errors in the software code that allow a malicious
attack to usually remotely cause the software to do something
unauthorized.

There are various types of vulnerabilities that are discovered in
Windows systems, such as:

Buffer Overflows:

Buffer Overflows are the result of poor programming, when a
programmer codes a program and fails to make the program check
what and how much data is being inputted by a user.

For example, a program receives data via a Winsock and stores the
data in a memory buffer that is 256 bytes in size, this program
however does not check the size of the data sent and just places the
received data into the buffer. What if someone was to code a
program or rather an exploit to send an unusual amount of data?
When the data is sent and placed into the buffer, the buffer would
overflow causing places in memory to be overwritten.

With out going into detail about the subject (because this isn’t the
purpose of this text) the attacker could cause specially crafted code
to be executed in memory (which is obviously a bad thing.)

DoS (Denial of Service):

As with buffer overflows, programmers do not always make there
programs check what data is being inputted, inputting the wrong type
of data or too much data can cause programs to crash or possibly
use a great amount of CPU or RAM, this can be for various reasons
depending on how the program was made.

Weak Encryption:

Many programs often store custom data in files, this data can
sometimes contain sensitive information such as usernames and



passwords, it is often programs such as FTP Programs store this
information encrypted, so the password cannot simply be gathered by
an attacker.

However, because data is stored for the purpose of being later
retrieved and used, it is not impossible for an attacker once he has
the encrypted information to decrypt it himself.

Some programs have problems with using encryption that is not
strong enough, and therefore a way of decrypting it is discovered and
made public and software is coded by hackers that allow people to
easily convert passwords from there encrypted state to clear text.

Privilege Escalation:

This type of vulnerability can be present for many reasons, Privilege
Escalation is when an attacker uses a exploit in order to elevate his
or her Privilege on an Operating system or a piece of software.

This could take place, if an attacker was able to get a program
running with administrator privileges to execute another program (that
program would then be running with the same privileges.)

What Is An Exploit?:

An exploit is a piece of code, or a program that is able to leverage a
vulnerability in a piece of software to allow something to occur which
an attacker could use for his or her advantage.

As far as exploits for Windows vulnerabilities goes, the exploits are
normally coded in C, this code is distributed publicly on the Internet
and it is very easy for anyone to get a hold of it.

The most common type of vulnerability that is exploited in windows is
the buffer overflow, because it usually allows the attacker to gain a
remote shell (access to command prompt.)

Here is an example of a publicly available exploit that will grant an
attacker a shell on a vulnerable system:
http://www.frsirt.com/exploits/20050812.HOD-ms05039-pnp-

expl.c.php

Patches/Updates:

After (generally) an exploit is released, the vendor manages to patch
the vulnerability and a patch of upgrade is made for the software.



The patch generally follows the exploit, it is only sometimes that a
patch is released before an exploit is.

Generally a hacker will notify the vendor of the vulnerability just
before he releases the exploit on the Internet, some hackers are very
nice and allow the vendor to patch the vulnerability before the exploit
code is released, however this rarely happens.

It is extremely important that you always have the latest patches and
updates applied to your windows machine, as soon as they are
released they need to be downloaded and installed.

There are sometimes myths whether or not these patches work or
not, most of the time these are myths, most of the time the vendor is
able to patch the vulnerability which sometimes is just an error in one
of the lines of code.

ODay Exploits:

A Oday exploit, is an exploit for vulnerability in a piece of software
where no patch exists (usually the vendor doesn’t know about the
vulnerability.)

Oday exploits are not publicly available and are kept private by
hackers, they are often used by black hats to penetrate corporate and
government systems, since there is no patch for the vulnerability
(which most of the time isn’t even known to exist.) There is generally
no way of stopping an attacker from using a Oday exploit. Therefore it
is strongly recommended to have a firewall and other forms of
protection to stop Oday exploits from being effective (or at least try.)



Service Pack 2:

Service Pack 2 was released in August of 2005, since then and even
before it was released, there has been many articles written about
SP2.

Some IT Security Experts have said, Service Pack 2 does a good job
of hardening Windows, others have complained that SP2 has not
done enough or even worse that SP2 has even caused problems with
there operating system. | decided to do a section about Service Pack
2, to explain what it is, what it does and the good and bad things
about it.

| will first start off by detailing the many improvements and features
that have been incorporated into Service Pack 2.

Buffer Overflow Protection:

Before the release of Service Pack 2, the main security issue in
Windows XP was the Buffer Overflow (I have explained in this text
what a Buffer Overflow is.)

In Service Pack 2 Microsoft found a way of preventing both Stack and
Heap overflows.

The Buffer Overflow protection works by placing “cookies” at the
beginning and end of the allocated memory stack, if at any time the
operating system finds these cookies have been over written, the
system knows a Buffer Overflow has occurred.

The Russian security group MaxPatrol have actually found a way of
bypassing this type of Buffer Overflow protection.

They issued Microsoft with a piece of Proof of Concept code to prove
it, Microsoft has since denied the vulnerability exists.

If you wish to have a look at the white paper published by MaxPatrol
you can find it here:
http://www.maxpatrol.com/defeating-xpsp2-heap-protection.pdf or the
HTML Version:
http://www.maxpatrol.com/defeating-xpsp2-heap-protection.htm
Despite this potential vulnerability, to date no Buffer Overflows have
been discovered in Service Pack 2.

Patch Management:



In Service Pack 2, by default Windows XP Service Pack 2, will
automatically download and Install new Patches and Updates.

It is possible to turn off this feature, if you wish to be in charge of the
Installation of patches.

However | would strongly recommend leaving this feature turned on,
on all your windows machines.

It is possible to stop the Installation of patches that require reboots
while Windows is running, | personally recommend you set Windows
to update itself at a time when you’re away from your machine, so if it
needs to reboot, you won'’t be doing any work that needs saving at
the time.

Beware though, that if you leave your computer on doing something
at night, while you have automatic updates turned on, in the morning
you may have found your computer rebooted during the night.

Internet Explorer Improvements:

A couple of improvements have been made in Internet Explorer.
The first being, a pop-up blocker which is added to Internet Explorer,
to be fair the pop-up stopper is fairly decent and will stop most pop-
ups and “pop-unders”.

However if your looking to stop all pop-ups | would recommend
looking for a 3" party pop-up blocker.

| would have liked it a lot more if Microsoft had allowed more user
customization of the pop-up stopper.
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Above is a screenshot, showing the Service Pack 2 pop-up

blocker in action.

The second and probably one of the most important improvements
that comes with SP2, is the fact, that ActiveX is disabled in Service

Pack 2.

ActiveX in Service Pack 1 allowed attackers to download, execute

and Install unwanted software on a victim’s computer.

Since Installing SP2, | noticed the amount of Spyware | was receiving

was significantly less than when | had just had SP1 Installed.

However Spyware vendors have found other methods of downloading
this malicious content on to people’s computer, so beware that SP2 is

not protected.

| was disappointed to find out, that Internet Explorer (With SP2) does
not feature the Buffer Overflow protection that the Windows operating
system features, there have been a few Buffer Overflows in IE6

discovered since the launch of SP2.
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Above is a screenshot asking the user whether or not they want
to enable ActiveX.

Detection of Anti-Virus Software and Firewall Software:

By default SP2 will try and detect whether or not you are currently
running Anti-Virus or Firewall software.

If you have an Anti-Virus Installed and it is not currently running SP2
Security Centre will notify you about the fact it is not running, the
same applies with a firewall.

At times viruses or Trojans may disable your Anti-Virus or Firewall
software, | think this feature of Microsoft's was a good idea.
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Above is a screenshot showing the alert which windows
generates after Anti-Virus or Firewall software is disabled.

Service Pack 2 Firewall:

The Service Pack 2 Firewall was possibly one of the best features
that came with Service Pack 2.

Unlike with Service Pack 1, the Service Pack 2 firewall is enabled by
default and ready to go.
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Windows Firewall iz helping to protect wour PC
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computer, with the exception of thoge zelected on the Exceptions tab.
[ Don't allow exceptions
Select thiz when pou connect to public nebworks in less secure
locations, such az airports. vou will not be naotified when Windows
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@ ) OFff [not recommended]

Avoid wzing thiz setting. Turning off Windows Firewall may make this
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What elze should | know about YW indows Firewall ?
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Above is a screenshot of the Service Pack 2 Firewall.

By default the Firewall is enabled, and | don’t recommend you turn it
off, not unless you have a third party firewall.

When | first heard about the Service Pack 2 Firewall, | thought that it
would lock down Windows pretty good, worms like msblast and
Sasser would have been crippled by this firewall.

When | Installed Service Pack 2, and checked out the Firewall, | was
severally disappointed.

By default, the Firewall allows access to a lot of Windows services
which are exploitable.
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Il File and Printer Shanng |
K.azpersky Anti-virus Updater
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Remate Azsistance]
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Yahoo! Messenger

[ Add Program. .. l [ Add Port. .

Digplay a notification when Windows Firewall blocks a program

Wwhat are the nzsksz of allowing excephiong?
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How does Microsoft possibly expect their Firewall to be of any use, if
potentially exploitable services are allowed to access the Internet?
Does Microsoft expect users to set the firewall to block these services
themselves?

If you are going to use the SP2 firewall, as a form of protection |
strongly recommend blocking services such as File and Printer
Sharing, Remote Assistance, Remote Desktop and UPnP.

One thing | think Microsoft may have got right with there Firewall, was
the power to restrict the sending and receiving of ICMP Packets.
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I
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Above is a screenshot showing features of the Advanced tab on
the SP2 Firewall.



ICMP Settings %]
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allowed if TCP port 445 iz enabled.
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Which of the following rules you choose to enable is your choice, but
if you wish for your machine to be extra secure, think carefully about
what rules should be enabled/disabled.

Viruses Disabling The SP2 Firewall:

For quite sometime, Trojans that were available on the Internet were
able to terminate both Anti-Virus and Software Firewalls, in 2003
most vendors added features to there software which prevented
Trojans and other viruses from disabling there software.

However the SP2 Firewall can be easy disabled by quite a simple
method (Which | won’t bother documenting.)

Microsoft have yet to fix this problem, It seems that Microsoft are
sometimes unwilling to accept certain potential vulnerabilities in there
operating system.

This is something Microsoft urgently needs to fix.



Conclusion:

To sum up what | have gone over, the Service Pack 2 Firewall is a
below average Firewall at best. | would strongly recommend using a
Firewall like Zone Alarm or Sygate.



Security Tools:

From time to time our systems get infected with viruses, Trojans
and/or Spyware, no matter how secure we think our systems our
sometimes we still get infected.

There are numerous tools available freely on the Internet that can
assist in the removal of malware.

PS Tools:

PS Tools is a command line application that allows you to get
detailed information on processes running on your machine, you can
also manage these processes.

Viruses often disable or alter Task Manager in Windows, so PS Tools
can be very handy to help remove those tricky viruses that even your
Anti-Virus has problems with.

http://www.sysinternals.com/Files/PsTools.zip

SDelete

SDelete isn't so much a security tool, although it can be.

SDelete is a program used for permanent deletion of files on your
hard drive, often this is probably used to get rid of evidence in a
crime.

However It can be used legitimately, sometimes sensitive information
may be needed to be erased from your hard drive, a skilled attacker
may choose to try and recover delete files once he breaks into a
machine, using this tool that attacker won'’t be able to recover
sensitive information.

http://www.sysinternals.com/Files/SDelete.zip

AutoRuns

AutoRuns is a program that can show you’re a majority of the
programs that are set to run on start up, this of course can be
especially useful in the removal of malware.



http://www.sysinternals.com/Files/Autoruns.zip

ShareEnum

ShareEnum is a tool that can be used to scan your network for
network shares, you can also determine the permissions on each of

the shares.
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http://www.sysinternals.com/Files/ShareEnum.zip

TCPView

TCPView is similar to netstat, it allows you to see a detailed list of
TCP and UDP connections on your machine, this will be useful if a
virus has disabled your command prompt and you are unable to use

netstat.



& TCPView - Sysinternals: www.sysinternals.com
Eile Cptions Process View Help
Ba =<3

Poolgend - Local Addres Femobe Addiess State -
TP madklag smlp macklag LISTEMING
TP matklsgchilp matklspcl LISTEMING
TP ik lagapman maklapcl) LISTEMING
T macklaprhitps macklapr il LISTEMING
TP maklsg micioeall-ds macklsp ) LISTEMING
. TP mraklep 1025 vk lsge ) LISTEMING
i TR R TP maklape 10E8 maiclapcll UISTENING
] inetiréo.exne 1352 TP miaiclage 10G0 marklap () LISTEMING
— Syshemcd TP ekl 1006 macklsecll LISTEMING
mamags. e HITE TP madkleap 2 85 marklspcl) LISTEMING
LNirall e, w3672 TP maklapc 2 36 maklagcl LISTENING
3 svchost ene: 572 TP miaclapr 5000 marklap () LISTEMING
svichiosl e B0 TP maklapnelblos-sm macklepl) LISTEMING
gt exe H0TE TP madklepc 2 65 nigi-ch1 28 mg hotmal com 1863 ESTABLISHED
Ltralll e, g 3672 TP maklagc 2 36 HE1421E8 232 hp ESTABLISHED

[System Process}0 marklagr 2201 216142, 16 232 fip-dala TIME _WalT

ekl LISTEMING
maklapcl) LISTEMING
macklapcll LISTEMING
macklep LISTEMING
maklspcl LISTEMING
maklapcl) LISTEMING
raklaprll LISTEMING

o i K -

I DGR Swe e 1316 -

[ metria.exe 1352 e

B D5 Sve e 1116 .

] inetiréa.exec 1352 =

B o5RSwe s 1316 e -

PendMoves

PendMoves is a program that can be used to rename or delete files
after reboot, this is especially useful for malware that cannot be
deleted while it's running.

http://www.sysinternals.com/Files/PendMoves.zip




About The Author:

| (Aelphaeis Mangarae) am an Administrator at SecurZone.
— http://SecurZone.org

SecurZone is a security portal where both Beginners and
Professional security enthusiasts discuss IT Security.

| am also a moderator at the Zone-H forums.

- http://forum.zone-h.org

Email: adm1nistrat10n AT hotmail DOT com

MSN: adm1n1strat10n AT hotmail DOT com
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Greetz To:

htek, HackJoeSite, FRSilent, Read101, Syst3m Of ChaOs, The Goon
Squad, Media Assasins, tomchu, nic’, rOrkty, Nitrous, SyS64738,
Trash-80, morning_wood, snkenjoi, Astharot, Fauley, Furax, PsAuX,
SecurityWireless, SysSpider, Siegfried, fritz, darkt3ch, Predator,
Alchemist, BioHunter, Dark Sheep, Splinter, digital-flow, butthead,
spiderlance, FishNET, W--, nrs, IBMWarpst, Nixus, varu, z16bitseg,
jMu, JWT, felosi, ASO, Mega~biTe, wicked, Palmeiro, Kadafiu,
h4ckyOu & rat_hack.

htek — Where have you been? If your reading this now how about
getting into contact with me? | would very much to like to talk to you
again.

Syst3m Of ChaOs — Hello guys, | haven’t talked to you in ages, d4rk
fOrce where did you disappear to?

Alchemist — Start coding CIA again and come back to the Trojan/RAT
scene, we are all missing you!

SysSpider — Thanks for helping out with the editing of this paper.



