Overview

Assembly is the language to know when developing buffer
overflow exploits in software exploitation scenarios. This
short documentis designed to give anintroduction to this
sort of programming language where the Windows API will
be used to demonstrate how it is possible to call a message
box directly by using hardcoded memory addresses.
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Chapter O

Prerequisites

Tools

e Arwin (http://www.vividmachines.com/shellcode/arwin.c)
e Code::Blocks (http://www.codeblocks.org/)
e OllyDbg (http://Avww.ollydbg.de/version2. html)

Goals

e Create minimalistic shellcode
e Include custom text input

This is for educational purposes only.
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Chapter 1

Preparing the Environment

First download and install the Code Blocks IDE environment, which you’re going to use to
compile the Arwin source code. Simply download “arwin.c” from the link in the previous
chapter and open this in Code Blocks or your own preferred C compiler.

When you’ve opened this file in Code Blocks, browse to the “Build” menu and choose “Build”.

181

File Edit Wew Search Project Buld Debug wxSmith Tools Plugins Settings Help
2:1"1 1- IR RIEL Y 1LY

| = 3
el A - | |Buildtarget:| j‘

ERT DO
ity 2 l Skark here T arwin.c XI
4 | Projects | Symbols Resol b 1 fincinde <windows. h- -
O warkspace z finclude <stdio.h>
2
4 !
13 arwin - win32 address resolution program
5 by steve hanna v.0L1
7 Tividmachines . com
8 shannafuiuc. edu
a you are free to modify thiz code
10 but please attribute me if you
11 change the code. bugfixes & additions
1z are welcome please email me!
13 to compile:
14 you will need a win32 compiler with
15 the win32 S5DK
16
17 this program finds the absolute address
1g of a function in a specified DLL.
13 happy shellcoding!
zn 7
21
22
23 int main{int arge, char** argw)
z24 =
25 | HMODULE hmod libname; |
4 I *
Lags & others X | Scripting console *
4 I ﬂ Code::Blocks [QSearch resulks I ) Build log X] ?Buil 3 Weleome to the script console! =
Compiling: C:3Documents and Settings)MaXeiMy -
Documents\My Pictures\MessageBoxdlarwin. o
Linking console executable: C:iDocuments and Settings
YMaXe My DocumentsiMy Pictures\MessageBoxAlarwin. exe
Frocess terminated with status 0 (0 minutes, 2 -
secomds) Kl »
0 errors, U warnings j Command: I j hJ &‘ X
[wirpows-1252 [Line: 1, Column 1 [nsert [ |Read it default
E‘Startl J (=) Wwindows Me... | |5 extra | @Notes.txt-s...l (@) MessageBax | Y untitled - Paint | @ Filhenitring | |5y MessageBoxh ”Harwin.c—tn... WZD 1522

Figure 1.0.1 — Compiling Arwin.c in Code::Blocks
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Now you’re ready to use Arwin, which will be located in the same directory as where the source
code is located. Browse to this location in a command prompt window. If the directory is located
deep within your computer, consider copying arwin.exe to a directory near the root.

Then issue the following command without quotes: “arwin.exe User32.dll MessageBoxA”.

When you’ve done this, you’ll be searching for the MessageBoxA function within User32.dll

WINDOWS" system32' cnd.exe

C:~8hellcoding>dir
UJolume in drive C has no label.
UJolume Serial Humber iz 7447-5B32

Directory of C:~Shellcoding

15:22 <DIR> -
15:22 <DIR> .-
15:22 26.186 arvin.exe
1 Filed{s> 26.186 hytes
2 Dirdsl 1.493.164.832 hytez free

C:~Shellcoding>arwin.exe
arwin — winl2 address resolution program — by steve hanna — v.81
arwin.exe <Library Mame> <Function Mame:>

C:~Bhellcoding*arvin.exe User32.dl]l MessageBoxA
arwin — winl2 address resolution program — by steve hanna — v.81
MessageBoxA iz located at Bx7ed%87ea in User32.dll

C:~Shellcoding>_

Figure 1.0.2 — Using Arwin.exe to find the MessageBoxA memory address

If you’ve done this right, you’ll see a text string like: MessageBoxA is located at ...

It is important to note, that this address is not static and it is therefore usually not the same on
another machine. If you’re running Windows Vista or 7, then the address will change each time
you reboot your computer. If you’re running certain IPS’s on Windows XP, this will occur too.

After remembering these precautions, note down the memory address Arwin returned.

In our shellcode we’re going to assume User32.dll is already loaded within the given executable
which we are injecting our own shellcode into directly and manually. A file which already has
this DLL file loaded when it is run is: GenuineCheck.exe

You can of course, use other files as well but I will be using this executable as an example.

(Any executable file with a graphical user interface should have User32.dll loaded.)
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Chapter 2
Writing a Dummy Popup

Open OllyDbg and if you haven’t downloaded this program yet, then download it and make sure
you get version 2.0 which has a lot of improvements and new features. One of the new features is
the ability to change the PE header directly, which we’re going to do later on.

0OllyDbg - GenuineCheck.exe - [CPU - main thread, module GenuineCheck] = |ﬁ'|5|

@ File Wew Debug Trace Options Windows Help _Iﬁllﬂ
(|44 x| w[=|n] W+ 2H1E | L]E[M|T]c|] B/M[H] =
FYEl =T a |Registers (FPUI -
ER CEBEBEE0 —
ECH
ED% 709BES14 ntdll.K FastSustemtal [Ret
EBX rFFOEGG
ESF | BEBEFFCA
EEF BHBEFFFE
ES] 7FFOFGO
CALL DUORD PTR D:[<&KERNEL3.GetUersiol EDT 7TC915C58 ntdll. TO215695
EIF B18FBERS GenuineCheck.<ModuleEntryPoints
o
it FFFF1
i 7 B2 Bz BT alrrrrreee)
it 1
WL EET 5 @ F3 PAZE 3zbit TFFOFOBEFFF)
T 65 poop il
R R N A 08 LastErr BEBBBBCE ERROR_ENUUAR_MOT_FOUND
EFL GBBEB24¢ (MO,NE, E,BE, NS, PE, GE, LE]
CALL ©10FBCE! @ empty 4.
empty @l
Wb SHORT _S1loFBLe 2 empry S, 19185223 4
cmpty +UNORN 1€7 17 E
4 empty B.EEE1S4 7
: EmMptY % 4 2B+ T
JE SHORT B1GFEEE] 5 enpty 1.
CALL @1eFEca empty 1. Funzot
FST 4828 Cond Err 100608636 EQ
WL SHORT alBFBCe FCW G27F Frec NEAR,53 Mask 1 11111
Nl s e Last cnnd BB1B: 77306E9A comet 32, 77306E9A
5 APECTELS BEBEOEEE SEEBETOS BFET10O0C
AFECVELS BOORERDE SEPEECIS BFET100
- ATBCTEDA BO1AROLE 115076
FEECES1 APBCTEOR B
EDI=ntdl l. 7C313098 EO07ES EFSECESC A7ECYEDG ARBEGED
F4420 B1B00606 BFSECEFC A7EC7AZ4 —
BECAI 7S APECTEOR B31AGG1S E11E070
TECTA4E TFPOSERE BBBZRREE FFFEEFEF
FlUOzDI Jhd
Address |Hew dumy |ascIr TCELITAFTF RETURN to kernel32.7CE17EFT -
O] EA 54 06 GO] FE 4C| BE 72 D6 O 64 BB 4F Go| na#.aBile . d. 0 e RETURN from ntdll.7C30FES7 to nt
18|17 54 BE BO|F4 4|74 74 DE BB B2 6O O ] TREDPooD-ia
o092 2 e 5 412 00 |a a9 92 88544070 RETURN from SBE41EEC to 8BE44CTD
ABREFFCS| & o
40(43 &F a7 C 4F BF @7 o 47 emertCel
R GC o o7 2o %@ EG| FFEFFFFF|  |End of SEH chain
76|E0 7O G o FA 7@ o7 o E4( FCE3IARA SE handler
Fres| Coaizom |
28l &4 71 Gr A HE 71 @7 A
2a(18 72 ar A 62 72 Gr ] E
fal 38 7Z ar o CE 72 Gr 98| 4A
BeliE T ET i T 2 5 Genu ineCheck . <Hodu LeEntruPa int >
06| B1 74 &7 o 31 74 a7 g :
OEG| 37 74 B7 F e 74 @7 c
FalFC 74 o7 5 B2 75 67 g
oalce 7o ar g iE 7& @7 oE| v
18|94 7& &7 £ EA 7€ Gr 98| 3F
2|29 7 or £ SF 77 @7 98[56
38|88 77 ar F F4 77 o7 08|36
a0l 2A 7o av & 88 78 87 08|76
calFe 72 a7 g 4C 73 @7 F
£alsE 73 a7 s ci 73 a7 &
vali7 A ar g 80 7R @7 6
2a(E3 A Gr 96| 3F 22 VE Gr £
28[58 7B Br 90| lE 7E 7B Br F —
Aol B8 7B ar 0| a0 52 7B 87 F . - -
it of mait module | Pauzed

J 2] Startl J (=) Wwindows ... | |5 odbg20o | & notes bt .. | (@) Messages. . | Y untitled - Pl (@) Fihentring | |5} MessageB... | |53 Shellcading "* ollyDhg - .. |ﬂ|] 789, 1530

Figure 2.0.1 — Anexecutable file within OllyDbg

Page 5



Simply open your executable file as shown in Figure 2.0.1, and take a quick look at it. Don’t try
to understand what all of it means. In the lower right we have our stack, which stores values,
variables, arguments, pointers, etc.

Essentially the same, hexadecimal values because binary values are harder to read.

In the lower left we have our “Hex Dump” window, which is useful when we’re following
perhaps a dynamic change of our shellcode, such as an encoding sub-routine.

The upper right is our registers and flags, while the upper left is the “disassembly window”
where we can single-step aka trace through our assembly opcodes, aka (CPU) instructions.

Basically when we press F7 once, then one instruction is executed by your computer.

This may add or remove values from the stack, alter the registers, and of course if more opcodes
aka instructions are used, then the hardware of the computer may be used along with perhaps
API libraries to show pop boxes, connect to a remote attacker, or shut the computer down.

In essence the only limitation with Assembly is the hardware and your imagination.

Since we’re not going to use the original program behind, change a good amount of the first
couple of instructions visible to NOP’s, so it is easier to see your own injected shellcode.

1. Select aka mark a region of opcodes shown in the “disassembly window””.
2. Rightclick and browse to "Edit" then select: "Fill with NOPs".

All you should see is a lot of “NOP” instructions now. Press F7 a couple of times and see how
you execute one NOP at a time. This opcode doesn’t do anything, so don’t worry if you execute
many of them. As you may see, EIP changes each time you execute one NOP. This register that
you can see on the right, points to the current instruction you’re going to execute next.

F8 is used to jump over “CALL” opcodes but also single-step through our shellcode as well,
while F9 executes the entire code until an event occurs, such as a popup box requiring attention.

Our initial dummy popup code looks like this:

MOV EAX, Ox7e4507ea
XOR EBX, EBX

PUSH EBX

PUSH EBX

PUSH EBX

PUSH EBX

CALL EAX

Figure 2.0.2 — Dummy Popup Shellcode
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As you can see, I’m using this memory address: 0x7e4507ea to call the MessageBoxA function.
Make sure not to use this address since it will most likely be different on your system. Use the
address you found with the Arwin tool mentioned earlier.

The reason why we begin with a “dummy” is to make it easier to understand, how the call and
assigned variables function together, inside your computer. Here is an explanation of the code:

1) Change EAX to 0x7e4507ea

2) XOR EBX with EBX. This alters EBX to 0. (zero)
3) Push the value of EBX to the stack.

4) Push the value of EBX to the stack.

5) Push the value of EBX to the stack.

6) Push the value of EBX to the stack.

7) Call the memory address which EAX is pointing to.
Note: In our case, we’re calling MessageBoxA()

Why push the value of EBX 4 times to the stack? Because MessageBoxA takes 4 arguments!

Here’s the MSDN syntax:

int WINAPI MessageBox(
__in_opt HWND hwnd,
__in_opt LPCTSTR lpText,
__in_opt LPCTSTR TlpCaption,
) __1in UINT uType

Figure 2.0.3 — Message BoxA syntax

Here’s the full resource: http://msdn.microsoft.com/en-us/library/ms645505%28VS.85%29.aspx

I will explain what the arguments means later on and how to use them with Assembly code. But
for now you should double-click a NOP instruction after or where the current Instruction Pointer
(EIP) is pointing to. If you don’t know where EIP is pointing to, look at the very left side in your
debugger where the memory addresses are.

The memory address which is highlighted is the next instruction which will be executed when
you hit and press F7. When you’ve double-clicked a NOP instruction, begin to write the code in
yourself. Make sure to use your own memory address for MessageBoxA as described earlier.

When you’ve done this, press F7 once and see how EAX now contains your memory address
which you used Arwin to find, if you press F7 again then EBX will become 0 and if you press F7
4 times more the stack will have 4 new values of O (zero) each.

Now you’re at the “CALL EAX” instruction. If you want to, you can press F7 all the way
through the function call, but if you just need to see your message box work or not, then press F8
and watch the beautiful yet very empty popup box.
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If your popup looks like the one included in the screenshot below, then you’ve done right.

OllyDbg - GenuineCheck.exe - [CPU - main t! ;Iilil

@Eile Wiew Debug Trace Options Windows  Help == =
@l«x] »[>[0] ¥ 33 B[U] L]E[MT]] B[mH| &

| Registers (FPUI -
ERx FPE45B7ER USERSZ.MessageBoxA =i

I 7t ES14 ntdll.KiFast3ystenCal lRet
ESF
ES% SPrcrom
Ll o EDT 7C313C38 ntdll.7C915098

EIP B18FEEES GenuineCheck.B1BFEEES

C B ES BEES SEbit BIFFFFFFFF)
F i C3F 6016 3Ebit ©IFFFFFFFF)
A @ 53 BE23 ZEbit BIFFFFFFFR)
Z i D BE23 Zobit Ol )
5@ F3 BA3E Zrhit PFFOFEAAFFF]
b &5 seos HULL
08 LastErr DEPDEECE ERROR_ENUUAR_NOT_FOUND
EFL EOBGG24E (NO,NE,E,BE, NS, PE, GE, LE)
TE erpty 4.
T1 empty @.
T2 empty S,19185223 4
T3 empty +UNOR 7 iIr E
T4 enpty 5.655154 7
TS empty 2. < ZEE+d T
TE empty 1.
T7 erpty 1.
FPUOZDI
FST 4828 Cond Err 1888086 EW
FEW E27F Frec NEAR,53 Mask 1 11111
[Error Y| Last onnd BE1E: Pr30EESA comet |32, 7P306E9R
o ATECTELS DOODDOGD S0PEETSS BFSTIOO0C
A7EC7E LS BOBBEORD SOORR?SE BFS7LOD
- GOBGEBAC HPECYEQD BB1ADBOLE E115070
BFSECES1 O7ECTEOA @
ERR=TE4EBTER [USERZZ. HessagebonA) o E1150783 BFSECESC AYEC7EDE ARBOSED
E3PF4428 BLOREERS EFSECEFC ATECTAZS —
£ EEESAL7S APECTESE HR1ADELE E11507E
7 ATECTA4G PFFOSEEE 580 FFFFFFEF
b PUOZDI hd
Aadrei (e dum eI | N R D -
0| ER 64 bE G0] FE 3TTEE 7= Of 00/ cd 05 4t Ee| aZs.abilZre.d. 1 g oooo 157 = Wy
1010 5d oo 2ol T e & e pmoeiend FFCa Clii|Tone - MBLOKIMB_DEFBUTTON1 |MB_APF
E RN g 1@ Co oo ool oo e FFC4| 7CE17O77|woil| | RETURN to kernel32, [CBL7EFT
R ER ) o iE &F 37 2o 2 TEE Fris| 7C315¢%8( (el | RETURN from nedll.7C95FE7? to ntc
Al 95 6F 67 1 Cof EF @7 6 a g Frbs| ZEFDCeeel-%ia
£a| FC 6F 87 A 4€ 7B Br A KIS i 4
SolEs & o7 a e a Ik FrO4| 8544C7D| JLTG| RETURN from BBSIEGE ro GOG44C7D
26| €4 71 BF A RE 71 87 A g FFDS| Bomerrcel ity
20l 12 72 67 A &2 72 @7 ] RN EFFFFREE| - -
Eal i B a AR R EEZ RN e 7LE33A83) 05
cal7E 73 a7 a s 73 b7 LEllg Es| rLsiress) Goul
0| B1 74 87 5 31 74 87 R
BEB| &7 74 87 F & 74 Br -
ol fs fd 2t H 2o e v 3| %8| Benu ineCheck . <Madu LeEntruPoint
10(34 7 av c EA 7& @7 00| 3 g
za|23 77 o7 & 5F 77 @7 00| 55 S
3a|E5 77 67 F F4 77 @7 G636 CELE
48|28 78 o7 & 28 7E Br 0978 R
ca|Fe 72 By c 40 73 Br F R
£a|8E 73 By e Cl 73 er e [
7a|17 A o7 & S0 7A @r c vl
2a|E9 7R o7 88| 3F 22 7B @7 & 6o
20| E3 7B 67 @8| 1E P& 7E @7 F ol —
fAa| 25 7B 67 e8| 60 32 VB @7 F UG - =
Laliidd €I . B oL R T M [ B B 4 s i i L
oaule SPElEm. mzcthime. ime cp over
Module C:AwINDOWShapstem32hmectf Step

i+ Startl J @Window... | |3 odbgz0o | @Nntes.tx...l @Message.‘.l 1.;1 untitled ... | @Filhentningl QMessage‘..l ,:,‘Shel\codingl *OllyDbg "J—, Error |ﬂl]ﬁ,9 15:49

Figure 2.0.4 — A Dummy Popup working in OllyDbg

This is of course, not very impressive. Even a monkey can be taught how to do this, so we’ll
continue onwards and learn how to provide a custom text message now, which there are two
ways which you can use in order to do this.

Before we do this, mark the shellcode you wrote. Thenright-click it, browse to “Edit” and select
“Binary copy” in order to save it. Paste the output into notepad and remove the spaces between.

This is the (hexadecimal) binary version of your recently created popup box. If you re-open the
executable file you used by pressing CTRL+F2, overwrite the first couple of instructions with
NOPs and then select a good amount of NOPs to overwrite with your binary code, then you can
enter the “Edit” menu by right-clicking again and now you select “Binary paste™.

Whenever you use “Binary paste”, make sure to select enough opcodes!
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If you don’t, then only a part of your shellcode will be shown or some of the opcodes may be
incomplete and therefore they may resemble something else which it shouldn’t. Therefore you
should as previously mentioned, always select enough opcodes aka instructions.

Before we continue I’d like to explain more about our dummy popup shellcode.

Q: Why is XOR used?

A: Because this avoids 0-bytes (00), which otherwise kills shellcode.

Q: What is the Stack used for in this scenario?

A: It’s used to store arguments for MessageBoxA and possibly even custom text!

Q: I pressed F7 at “CALL EAX” and noticed a value was pushed onto the stack, why?
A: This value is the current EIP (Instruction Pointer) which is used to return back to the original code

when a “RETN” opcode is executed. If this value wasn’t pushed onto the stack, then the computer would
return to whatever other value is stored on the stack, resulting in massive failure.

Q: I saw something like this on the stack, what does it mean?

0006FFB4 00000000 .... ; hOowner = NULL

0006FFB8 00000000 .... ; Text = NULL

0006FFBC 00000000 .... ; Caption = NULL

0006FFCO 00000000 .... ; Type = MB_OK | MB_DEFBUTTON1 | MB_APPLMODAL

A:hOwner is the owner of the window, we’ll use zero since we can. Text is a pointer to ASCII text stored
somewhere in the memory, caption is the same as text and type means what kind of buttons (and more)
that the popup box should display, do, require, etc.

An “ASCII Pointer” generally points to a memory address, containing a string in ASCII format with a 00
byte in the end to close the string. All this functionality will be explained in the next couple of chapters.
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Chapter 3

Writing a “LLOL” Popup

It’s time for a message box with at least some words in it, so we’ll start with 3 letters including a
0-byte due to a (32-bit) register can contain 4 bytes at once. We’ll use the phrase “LOL” without
quotes, which equals “4C4F4C” in hexadecimal representation.

A quick note is that our arguments has to be pushed in reverse order, so the last argument we

push to the stack is actually the first in the MessageBoxA (API) function call.
ETE

@Eile Wiew Debug Trace Options ‘Windows Help =181l
(Bl x| »|[+|n] wi+31i du] L{E[M/T|c]...] B|MH

3

s

Registers (FPU)
ERX BREAEECEE
ECH BREACFFEE
ED FCIEES1S
EEx 11SDSESD

GLEFEECT EEF GEGSFFFE

ntdll.KiFastSystenCal IRet

EIF B1BFBBCT GenuinsCheck.@16FEECT
c ES 8823 3zbit @i FFFF1

C3 BalE 3zZbit &l FFFF1
BE23 22bit @1 1

=t

u ar 1
FS B@3E 32bit FFFOF@EE(FFF)
[ct HULL

LastErry @99888CE ERROR_EMUAR_MOT_FOUMD
BERRAZEZ (MO, MB, NE, A, NS, PO, GE, 6)
empty —UMORM C2A) BE12CAST
empty 77444 158501 9635, i = T
empty B, 8211 Ed Be—492:
empty +UMORM 715

empty d. Be-493
Empty E.8

empty 1. BE0AEECEE00EE0SHE08
empty 1. BBBngB?BI IBBBBBBEBE

ju
=

T m

FUDZDI
FST 4828 Cond 1 @ @@ Err @@ 1 @ 0 8 G @ (EQ)
FEW @27F Frec MEAR,53  Mazk 111111
Last cmnd BE1E: 7P306E9H comct L32.7rS0EETH
]
1
- 2
3
a 4
c —
2
R UozDI i
Address |Hen dump — [Fscit I = @Y 7CE17077| wou || RETURN o kerne (92, 7Ca17aer =~
GA| EH 54 B5 08| FE 4L BE r2 D& OH| 69 B8 9E S| 434, 80iL7 04, 4.0 gooeFrLe| goiscoss| s [
Susssoaasnns e s gimiiie : :
4 4. &, [db=. . .8, B
28|12 iF oo 0 iF EF a7 a6 549 = A 0 JLTC| RETLRN fron 88S41EEC to 89544070
20| 32 o ¢ on o iF &F o7 Ba 36 5e '
6| FC EF &7 A 4 7@ &7 A Jog E8| EEErrrE | s [ERd,of j3EH chain
78| B8 7@ 67 A FA 7@ @7 A N FFES| 20oizpm | andbes
20|64 71 @7 A RE 71 &7 A N
S5 18 72 G7 A 62 72 ary S LT E
fE| 5B 72 E7 ] CE 72 @7 0B 4A i 2 .
R B 2 ST ok A3 | % Genu ineCheck . <Hodu LeEntryPoint>
0d| @1 74 &7 ] 31 74 &y LG
GEE| 27 74 @r F CE 74 87 SELG
Fo| FC 74 &7 5 E2 75 a7 RETI
o8| L8 75 @7 5 iE 76 o7 a7 VI
1@(94 TE &7 £ EA 7& &7 0@ 3 SR
28|23 77 @7 £ SF 77 &7 0B G S
28|85 77 @7 F F4 77 67 0@ 36 - =
48| 2R 72 @7 5 26 78 67 08 76 G
Sd|Fe 73 @7 5 4C 73 87 F ]
£0| 5B 73 &7 5 cl 75 a7 5 Ui
78|17 7A @7 & 80 7R &7 5 Ui
o8| E3 7A &7 @8] 3 22 7B @y 5 Eag
58|58 7E &7 @0 1E TE TE &7 F Lo —
fB| 55 7B Br BB| 60 92 7B 87 F B - -
Llaliidl i L
|F‘aused

@& Startl J @Winduws | |j odbg200 | @Nutes.txt | @-

)
=
a

3

| 1.31 shel\cuding..‘l @Fi\hentning | |0} MessageE... | |2} Shellcoding "* 0llyDbg - ... |ﬂ|] 2,’0 16:42

Figure 3.0.1 — Encoding “LOL” with XOR
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First we’re going to encode our string “LOL” by XOR’ing it. The complete string with a 0-byte
looks like this: 004C4F4C. In Little Endian order it looks like this: 4C4F4C00, which is seen in
figure 3.0.1 and afterwards XOR’d with 11111111 which alters it to: 115D5E5D

We’re going to push this text string to the stack and use the stack pointer (ESP) as a reference to
our string. It may sound a little bit confusing but in essence it is actually quite simple.

OllyDbg - GenuineCheck.exe - [CPU - main t — Iﬁllﬂ

@Eile Wiew Debug Trace Options ‘Windows Help =18 %]
S x] »[=]n] vI+318 U] L] E[mT]c]i] B]m[a] &

a |Registers (FPUY e
EAY TE4GEVER LSERDe. MessagebosA =
ECH DEBEFF!
EDX 7CIESL4 ntdll.K iFastSystenCal Ret
EEX DE404FC
E3F FFE
EBF
EST
EDT BERSFFCH ASCID "LOL™
EIF B18FEECC GenuineCheck . 31BFEECD
c @ EF BE23 ZEbit @ )
F @ 3 eslp sebit ol )
A @ 5% BER3 Sobit Ol )
7@ 0OF BEZ3 Szhit GBI 1
5B F3 BB3E Szbit FFOEGEE!FFF]
Tb &5 seos HULL
HELL B 06 LastErr GEABBECE ERROR_EMUUAR_NOT_FOUND
EFL B@BEEZE2 (MO, ME, NE, A, NS, PO, GE, 5
T empty —UNORM C2A Ba12Ce50
T1 emptu 7.7#44155501 969033700 —47E!
T2 empty L8211 4841 Be-493
T3 enpty +ON0AN 21o XCE
4 empty . e —
OB 1' TS empty 8.8
TE erpty 1.
Lol T7 empty 1. BEGOOREGOOREGOOAEEE
3 ESPUDZDOI
FST 4928 Cond 1 BB @ Ecv BB 1B O BB 8 (EQ
FCW B2PF  Frec HEAR,53  Masl 111111
Last cnnd B81E: 7r306E9A comct L32.FrS0EETA
i
1
ERR=rEAEErER L USERZE. NessagebonA) - 4
- =
B
7
b W0zl hs
Address |Hew dump - [Ascir | o | DO0CEEn| BeBeRaRE| <. .| Houner = HULL "
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Figure 3.0.2 — Custom “LOL” Popup Box

The code used in the above figure is almost the same as our dummy popup code except that our
customsstring is included and that 2 more registers has been used. Very shortly described, our
XOR’d string is inserted into EBX, then XOR’d with 1111 1111 which returns 004C4F4C.

Then EBX (our string) is pushed onto the stack and the current stack pointer is copied into EDI
for future reference, because the stack pointer changes each time something is pushed onto the
stack. Then ESI (0) is pushed to the stack, then EDI twice (our string) and then ESI.

Now EAX is called, and as you can see in the above figure, our arguments are correct.
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You might want to try this out yourself, so copy the code below and adapt it to your needs.

Address  Hex dump Command

010FBBB1 B8 EA07457E MOV EAX,7E4507EA
010FBBB6 31F6 XOR ESI,ESI
010FBBBS8 31FF XOR EDI,EDI
010FBBBA BB 5D5ES5D11 MOV EBX,115D5E5D
010FBBBF 81F3 11111111 XOR EBX,11111111
010FBBC5 53 PUSH EBX
010FBBC6 89E7 MOV EDI,ESP
010FBBC8 56 PUSH ESI
010FBBCY9 57 PUSH EDI
010FBBCA 57 PUSH EDI
010FBBCB 56 PUSH ESI
010FBBCC FFDO CALL EAX

Figure 3.0.3 — Custom “LOL” Popup Code

I should mention that you actually don’t need the XOR EDI, EDI opcode but I added it to make
things a bit more clear. The only thing you need to change in the above code is MOV EAX to
include the memory address for MessageBoxA which you found earlier using Arwin.

Do not try to copy these opcodes directly into OllyDbg, write them yourself. Pay attention to the
opcode with our custom string, because if you write it wrong then our string may be displayed
wrong or notatall. It’s very important you do things right, since there’s no margin for error.

When you’ve created your “LOL” popup box, do a binary copy which you can use later on:

B8 EA 07 45 7E 31 F6 31 FF BB 5D 5E 5D 11 81 F3
11 11 11 11 53 89 E7 56 57 57 56 FF DO

Figure 3.0.4 — Binary opcodes for a “LOL” popup

As you can see for yourself, we’ve used 29 bytes to create a message box saying “LOL”. It does
not get any more efficient than this so make sure you understand it before continuing onto the
next chapter which will include more advanced shellcode.

Page 12



Chapter 4

Using the Stack for a Popup

After creating our popup with the words “LOL”, we’re ready to progress onto something a bit
more advanced. The text string I’m going to use is: “Hello, this is MaXe from InterNOT.net”.

In short we’re going to push the string to the stack and then point to it. Easier said than done, but
it is far from impossible. All it takes is time, and you got plenty of that to learn this. You might
wonder why learn how to call a popup box? Well if you can do that, then you’re able to learn by
yourself how to use the rest of the API!

First we have to encode our string in hexadecimal, if you use The XSSOR, make sure to use
“Machine Hex Encoding” and remove these “\x” so the string looks similar to the example.

48 65 6¢ 6¢c 6T 2Cc 20 74 68 69 73 20 69 73 20 4d 61 58 65 20 66 72 6f
6d 20 49 6e 74 65 72 4e 30 54 2e 6e 65 74

Figure 4.0.1 — Hexadecimal Encoding of our String

The above characters could be opcodes but they are in fact our string in its encoded form. Since
we’re going to push the string to the stack we need to do more work with it, yes this is painful
but in the end it’1l work and show the string as it should.

To begin with we add a 00-byte in the end of our string. Furthermore our string should be
dividable by 4, if it isn’t we add more 00-bytes. In our case after the first 00-byte we added, we
notice that we need to add 2 more bytes to make our string more workable.

So there’s 3x 00-bytes after the last byte (74), and to save ourselves trouble from doubling or
tripling the work we have to do with the string due to the Little Endian Architecture, we read the
4 last bytes and put these in 1 row and then the next 4 bytes in the next row.

The first row with the 3x 00-bytes added looks like this: 00 00 00 74, the next row: 65 6 E 2E 54.

Continue with this procedure until you reach the last 4 bytes and put themon the last row. The
reason why we have to do this is because the last byte is read first on the 1A-32 platform. Now it
will probably become even more confusing later on, but if it works then you did it right.
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To make it more clear, I’ve made a complete example below:

1. 00202074
2. 656E2E54
3. 304E7265
4. 746E4920
5. OD6F7266
6. 20655861
7. 4D207369
8. 20736968
9. 74202C6F
10. 6C6C6548

Figure 4.0.2 — Our string in Little Endian format

As you can see, my first 4 bytes doesn’t have 3x 00-bytes. | used “20” which equals a simple
space, instead of two of the 00-bytes. I will use the example above, for the rest of this chapter.

The code and technique we’re going to use is relatively the same as our “LOL” popup code, the
only difference is that we have to do some XOR magic with the first line (1) inour string and
then push all of it to the stack, and then use the stack pointer to point to it.
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Figure 4.0.3 — Our string gets pushed to the stack
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In the screenshot on the previous page, you’re able to see that the string is pushed in yes, reverse
order which is exactly how it should because this is how the Intel Architecture works. I know it’s
seems strange, but | promise there are more obscure things out there.

Inessence row 2 to 10 was just pushed to the stack, while row 1 contained a 00 byte which had

to be encoded which I did by XOR’ing the string with 1111 1111. Exactly the same trick I used
in our “LOL” popup code, except that we’re using a longer string this time and that it’s only the
first 4 bytes (actually the 4 last) that needs to be encoded.
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Figure 4.0.4 — Working custom popup box with no 00-bytes

When our string is pushed onto the stack, the stack pointer which points to our string is copied
into the EDI register for future reference, then ESI (0) is pushed onto the stack twice. Then EDI
is pushed which contains our ASCI|I (stack) pointer to our custom string, and finally ESI again
(0) inorder to complete the amount of necessary arguments.

Finally EAX is called and our popup box should be executed without any problems.
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As per usual the code is available in the example below for you to use.

010FBBBO B8 EAQ07457E MOV EAX,7E4507EA
010FBBB5 BB 65313111 MOV EBX, 11313165
010FBBBA 81F3 11111111 XOR EBX,11111111

010FBBCO 53 PUSH EBX
010FBBC1 68 542E6EG5 PUSH 656EZ2E54
010FBBC6 68 65724E30 PUSH 304E7265
010FBBCB 68 20496E74 PUSH 746E4920
010FBBDO 68 66726F6D PUSH 6D6F7266
010FBBD5 68 61586520 PUSH 20655861
010FBBDA 68 6973204D PUSH 4D207369
010FBBDF 68 68697320 PUSH 20736968
010FBBE4 68 6F2C2074 PUSH 74202C6F
010FBBE9 68 48656C6C PUSH 6C6C6548
010FBBEE 89E7 MOV EDI, ESP
010FBBFO 31F6 XOR EST,ESI
010FBBF2 56 PUSH ESI
010FBBF3 56 PUSH ESI
010FBBF4 57 PUSH EDI
010FBBF5 56 PUSH ESI
010FBBF6 FFDO CALL EAX

Figure 4.0.5 — Custom Popup Box Code

If you want to try this code right out of the box, on your own machine then simply edit the first
instruction to the memory address pointing to MessageBoxA() on your system, and then enter
each opcode manually into your debugger.

All of the push arguments are a bit tedious to push, so copy these one by one and insert them.

If you’re really lazy, then you can use the binary codes below which are the push opcodes that
pushes row 2 to 10 of our string. Remember, to select a large amount of opcodes in your de-
bugger before your paste it in, and afterwards double-check all of the instructions indeed were
pasted correctly into your debugger.

The fastest way to check this, is to check the first opcode is correct and that the last opcode is
correct, and of course that the entire shellcode looks like the code in figure 4.0.5

68542E6E656865724E306820496E746866726F6D6861586520686973204D6868697320
686F2C20746848656C6C

Figure 4.0.6 — Binary Push Opcodes (Row 2 to 10)

Play a little with this and when you feel ready to continue onto the next chapter which is going to
use another approach, then make sure you understood the previous parts because the next way is
the hardest but also somewhat the most interesting.
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Chapter 5

The Easy Way — Part 1

In this chapter we’re going to simply add our string to the end of our shellcode. This means that
we’ll have a 00-byte in the end of our shellcode which may not work in real buffer overflow
scenarios but in this test case it doesn’t really matter. We’ll solve that problem later on!

Now you may remember that we need to point to our string somehow, and that this pointer uses
memory addresses. Just copy “EIP” into another register, is what you may think. This isn’t
possible so we actually have to calculate the EIP, no kidding.

There are many ways to Rome and my method is just one of them. It’s made ofpure logic and
how the Assembly opcode “CALL” functions. This opcode pushes the current instruction pointer
when executed and then it jJumps to the memory address or register defined.

We can use this to our advantage by taking this value from the stack and storing it in a register,
but we have to be careful because we can’t just take a value from the stack witho ut putting it
back, since this may cause unexpected errors and more in real shellcode. (l.e. backdoors)

Take a look at this sub-routine | made: (Pseudo Code)

PUSH

---- SOI ---- (Start of Instructions)
POP EDI

PUSH EDI

RETN

NOP

---- EOI ---- (End of Instructions)
CALL ESP

Figure 5.0.1 — Calculating EIP Sub-routine

In short: Push the binary values between SOl and EOI to the stack, and then call the stack which
jumps directly to the stack, take the EIP from the stack into EDI, push the same value back and
then return to where the last pushed value on the stack is pointing to.

This may seem a bit weird, but now EDI contains EIP, and we need that!
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So how do we find out the binary values of POP EDI, PUSH EDI, RETN and NOP? Quite
simple, we write these in our debugger one by one but don’t execute them. This results in these
binary opcodes: 5F 57 C3 90

Now don’t forget that these values needs to be in Little Endian order, so reverse them till they
look like this: 90 C3 57 5F and then implement them in your PUSH opcode, and write it in your
debugger like this: PUSH 90C3575F

We also need to create some dummy code to make things a lot easier. The code we’re going to
use almost looks like all the previous examples we’ve used, where we use ESI for our null (0)
values and EDI for our ASCII pointer which refers to our custom text string.

010FBBBO 68 5F57C390 PUSH 90C3575F
010FBBB5 FFD4 CALL ESP
010FBBB7 90 NOP

010FBBBS8 31F6 XOR EST,ESI
010FBBBA B8 EA07457E MOV EAX, 7E4507EA
010FBBBF 66:83C7 01 ADD DI,1
010FBBC3 90 NOP

010FBBC4 56 PUSH ESI
010FBBC5 56 PUSH ESI
010FBBC6 57 PUSH EDI
010FBBCY 56 PUSH ESI
010FBBCS8 90 NOP

010FBBCY FFDO CALL EAX

Figure 5.0.2 — Dummy Popup Code

Now this code does not include our text string yet, but when it’s done then we need to place it
after the last CALL EAX opcode. 1’ve added a few NOP’s in this code to separate the different
parts so it is easier to read and understand.

The first 2 opcodes calculates EIP and when the first NOP is hit, EDI contains the value of EIP.

This changes though as we continue to execute our code, so after we’ve written all these opcodes
manually into our debugger we need to adjust “ADD DI, 1” to add the amount of bytes there is
from CALL ESP till our text string. In short the space from the first NOP and till the beginning
of our text string. This equals 21 indecimal and in hexadecimal, 15.

This is very important to keep in mind that you’re working with hexadecimal and not ordinary
decimal values. If you forget this like I occasionally do, your shellcode will fail at some point.

Now our text string needs to be encoded into binary (hexadecimal) code before pasting it into our
debugger. The string I’m going to use is: “Did you know InterNOT.net is the best community?”.
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When we’ve encoded it by e.g. using The XSSOR, removed \x from the string and added a 00-
byte it looks like the example below.

44696420796T75206b6e6T7720496€7465724e30542e6e657420697320746865
20626573742063616d6d756e6974793100

Figure 5.0.3 — Our string encoded in binary form

You may wonder why I did not reverse it into Little Endian? Well we don’t need to do that when
we’re using our text string this way. This saves us some trouble, but there’s still the 00-byte at
the end which we’ll have to deal with later on. But for now let us just see if it works.
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Figure 5.0.4 — Working custom messagebox

It works as you can see. Don’t worry about the “opcodes” after CALL EAX, since we’re going
to assume that we won’t execute these afterwards. If we wanted to make sure this wouldn’t
happen we could jump somewhere else in memory or perform a system exit call.

There’s no need to worry about that, since you can learn this later on if it’s required.
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Chapter 6

The Easy Way — Part 2

We got our custom message box working in the last chapter but we would like to eliminate the
00-byte which could cause our shellcode to be terminated in a real buffer overflow scenario.

In order to do this we have to either encode that part of our shellcode or encode all of it! This is
both fun and interesting to do even though it is also a bit strange at first. We’re going to encode a
part of our shellcode by “XOR’ing” it, which | have also explained in my other paper about
bypassing anti-virus scanners.

In this case we need to use another approach since we have to assume we do not know any hard
memory addresses, which means we have to either calculate the start and the end of our string,
search for the start and the end and then encode that or what I find the most easy, encode the
amount of bytes there is in our shellcode.

First we need to know how big our previous shellcode is:

68 5F 57 €3 90 FF D4 90 31 F6 B8 EA 07 45 7E 66
83 €7 15 90 56 56 57 56 90 FF DO 20 44 69 64 20
79 6F 75 20 6B 6E 6F 77 20 49 6E 74 65 72 4E 30
54 2E 6E 65 74 20 69 73 20 74 68 65 20 62 65 73
74 20 63 6F 6D 6D 75 6E 69 74 79 3F 00

Figure 6.0.1 — Binary Custom Popup Box

The above binary code is exactly 77 bytes long aka 4D in hexadecimal. This is very useful as
you’ll see when we implement our custom XOR encoder which will also function as a decoder,
making things easier for us.

In essence our encoder (and decoder) will have to find out the memory address of the first byte to
encode and then loop through X amount of bytes which will be XOR’d. These amounts of bytes
are equal to how big our custom popup box is.

Inorder to find the first memory address of the first byte to XOR encode, we’re going to use our
previous method used to calculate EIP and then add a value to it and thereby adjusting fit.
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Now before | go ahead and explain this, a typical problem with XOR encoding in the “section”
of the program you’re writing your custom opcodes to, is that it’s not writable by the program.

Ifit isn’t writable you’ll get an Access Violation Error, and the “XOR” opcode won’t work.

Therefore open the Memory Map in OllyDbg by pressing ALT+M or the “M” icon. Find the
name of the executable file you’re injecting your code into, and look for “PE Header”.

Then double-click this and scroll down to where you see “.text” mentioned again.
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Figure 6.0.2 — PE Header of our executable file
Now double click the “Characteristics” line and edit only the first hexadecimal character to E.
This will make the .text section executable, readable and most importantly: Writeable.

If youwant to know more about these sections and how they function, then | suggest you read
my paper about bypassing anti- virus scanners but also read up on PE files since this should
explain everything you may want to know about this topic.
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Now in order to use this change, we need to save these changes and open the new file.

Do this by right clicking the marked and changed line, browse to “Edit” and select: “Copy to
Executable”. When you’re in this new window, right click and choose “Save file”. Now open the
newly created file which you hopefully saved under a new filename.

After we’ve done this we’re ready to write our custom encoder with the following code.

010FBBA9 68 5F57C390  PUSH 90C3575F

010FBBAE FFD4 CALL ESP

010FBBBO 66:83C7 10 ADD DI, 10

010FBBB4 31C9 XOR ECX, ECX

010FBBB6 80C1 4D ADD CL,4D

010FBBB9 8037 0D XOR BYTE PTR DS:[EDI],0D
010FBBBC 47 INC EDI

010FBBBD E2 FA LOOP SHORT 010FBBB9

Figure 6.0.3 — Custom XOR Encoder

You might remember the first line, this calculates the EIP and at the third line where EDI contain
the current EIP, we add 16! Yes that’s six-teen, not 10 because we’re working with hexadecimal
numbers and not decimal numbers. This is very important to keep in mind.

Then ECX is zeroed out (nulled) so we can use this to count down from 77 bytes. ADD CL, 4D
adds 77 to ECX and the reason why we use CL and not ECX is to avoid 00 bytes in our
shellcode since ADD ECX takes 4 bytes as input while CL takes 1 byte.

XORBYTE PTR DS:[EDI],0D. Now that may be giving you headache but it’s actually quite
simple. Another explanation of this instruction could be: XOR the Byte with 0D, which EDI is
pointing to. This will change the byte to another value, which is good to avoid Anti-Virus
scanners and also in order to avoid 00 bytes.

When this XOR instruction is executed the first time, EDI is pointing to the byte right after the
LOOP opcode. After XOR has been executed, EDI is increased by 1 so it points to the next byte.
Thena jump is performed back to “XOR”and 1 is deducted from ECX.

This procedure continues until ECX is equal to 0. When ECX is 0, the “LOOP Jump” is not
taken and therefore the rest of the shellcode is executed.

Now this encoder will mess up our popup box completely, but it’ll encode it and avoid the 00-
byte which is our goal. When this code has been encoded, we can copy this new and much
obfuscated code, and when that is run it automatically decodes itself without any changes made.

It isn’t that efficient in this case, but if our payload containing a lot of 00-bytes it would be very
efficient in my opinion since it’s hard to write any smaller encoder than that.
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First write the encoder yourself in the debugger, and if your shellcode is longer or shorter than 77
bytes then make 100% sure that you have calculated the right value for the “ADD CL” opcode.

Furthermore, when you write “LOOP SHORT” in your debugger, do NOT use the memory
address | used. Look to the left of your debugger at where the “XOR” opcode is, then note the
memory address and write that in exactly as it is.

If you want to check that you have written the right memory address, select the LOOP opcode
only and you should see a long arrow pointing to the XOR instruction. If it doesn’t then you’ve
written something wrong and then you need to write the right memory address of course.

After this, paste your binary popup box shellcode after the LOOP SHORT opcode.
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Figure 6.0.4 — Custom XOR Encoder (1)

When you execute the XOR instruction the first time, and you see the first byte turn into
something else, then you’ve written the right value for the “ADD DI, X" instruction.
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Now to get a clear overview of you encoding your shellcode, right click EDI and select “Follow
indump”. This allows you to see the shellcode change each time you pass the XOR instruction.

Do NOT hold F7 too long or you will “crash” into your encoded shellcode which may alter it in
away so you can’t use itand then you’ll have to redo it all again. If you however want to encode
your shellcode the quick way, then make sure you have executed XOR once.

Then select the opcode right after LOOP and press F2.

This sets a breakpoint and if you press F9 then all of your shellcode will be encoded instantly, do
not press any more buttons because you don’t need to do that for now.
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Figure 6.0.5 — Custom XOR Encoder (2)

Ifthe last part of your shellcode ends with 0D, then all of your shellcode has been encoded
correctly. Now select all your shellcode, including the encoder / decoder and do a binary copy.
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Make sure to get everything from the beginning to the end. If the last obfuscated (encoded)
instruction makes it impossible to copy the last byte of your shellcode alone, copy this too and
then manually remove the unnecessary bytes (hopefully NOPs) afterwards in your text editor.

In my code example | had to remove a new NOP’s (90) at the end.

When and if you’ve done everything correct, then you’ll see your popup box like below.
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Figure 6.0.6 — Custom XOR Encoder (decoder now) Working

For good old times you can get the binary code below.

685F57C390FFD46683C71031C980C14E80370D47E2FA909D65525ACEIDF2D99D

3CFBB5E70A48736B8ECA189D5B5B5A5BIDF2DD2D4964692D7462782D6663627A

%2?3?2;3887F433D59236368792D647E2D7965682D6F687E792D6E62 60607863
D

Figure 6.0.7 — Binary Code of Custom Encoder Popup Box
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The entire un-encoded shellcode looks like this:

Address

comments
010FBBA9
010FBBAE
010FBBBO
010FBBB4
010FBBB6
010FBBB9
010FBBBC
010FBBBD
010FBBBF
010FBBCO
010FBBC1
010FBBC6
010FBBCS8
010FBBC9
010FBBCB
010FBBDO
010FBBD4
010FBBD5
010FBBD6
010FBBD7?
010FBBDS8
010FBBD9
010FBBDA
010FBBDC
010FBBEO
010FBBE3
010FBBES
010FBBE9
010FBBEC
010FBBEE
010FBBFO
010FBBF4
010FBBF7
010FBBFE
010FBCO1
010FBCO3
010FBCO6
010FBCO7
010FBCO09

Hex dump

68 5F57C390
FFD4
66:83C7 10
319

80C1 4D
8037 0D

47

68 5F57C390
FFD4

90

31F6

B8 EA07457E
66:83C7 15
90

56

56

57

56

90

FFDO
204469 64
2079 6F

75 20

6BOE G6F 77
2049 6E

74 65

72 4E
30542E 6E
65:74 20

6973 20 74686

6265 73
74 20
636F 6D
6D

75 6E

Command

PUSH 90C3575F

CALL ESP

ADD DI, 10

XOR ECX, ECX

ADD CL,4D

XOR BYTE PTR DS:[EDI],OD

INC EDI

LOOP SHORT 010FBBB9

NOP

NOP

PUSH 90C3575F

CALL ESP

NOP

XOR ESI,ESI

MOV EAX,7E4507EA

ADD DI, 15

NOP

PUSH ESI

PUSH ESI

PUSH EDI

PUSH ESI

NOP

CALL EAX

AND BYTE PTR DS:EEBP*2+ECX+64],AL
AND BYTE PTR DS:[ECX+6F],BH

JNE SHORT 010FBCO5

IMUL EBP,DWORD PTR DS:[ESI+6F],77
AND BYTE PTR DS:[ECX+6E],CL

JE SHORT 010FBC53

JB SHORT 010FBC3E

XOR BYTE PTR DS:[EBP+ESI+6E],DL
JE SHORT 010FBC17

IMUL ESI,DWORD PTR DS:[EBX+20],20656874
BOUND ESP,QWORD PTR SS:[EBP+73]
JE SHORT 010FBC23

ARPL WORD PTR DS:[EDI+6D],BP
INS DWORD PTR ES:[EDI],DX

JNE SHORT 010FBC77

697479 3F 009 IMUL ESI,DWORD PTR DS:[EDI*2+ECX+3F],-6F

Figure 6.0.8 — Un-Encoded Shellcode
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While the encoded shellcode looks like this:

Address

comments
010FBBA9
010FBBAE
010FBBBO
010FBBB4
010FBBB6
010FBBB9
010FBBBC
010FBBBD
010FBBBF
010FBBCO
010FBBC1
010FBBC3
010FBBC4
010FBBC5
010FBBC6
010FBBCD
010FBBDO
010FBBD7?
010FBBDS8
010FBBD9
010FBBDA
010FBBDB
010FBBDC
010FBBE1
010FBBE3
010FBBES
010FBBE9
010FBBEE
010FBBFO
010FBBF5
010FBBF7
010FBBFA
010FBBFC
010FBCO1
010FBCO3
010FBCO4
010FBCO7
010FBCO09
010FBCOC

Hex dump

68

5F57C390

FFD4

66:

83c7 10

319
80C1 4E
8037 0D

47
E2
90
9D

65:

5A
CE
9D

F2:D99D 3CFBB

FA

52

0A48 73

6B8E CA189D5B

SA
5B
9D
F2
DD
2D
74
78

66:

2D
7F
3D
79

64:

79
68
79
6E

4964692D
62
2D
6362 7A
44637968
43
59236368

2D6F687E
2D

6260 60

78

64:

63
79 74

Command

PUSH 90C3575F

CALL ESP

ADD DI, 10

XOR ECX, ECX

ADD CL,4E

XOR BYTE PTR DS:[EDI],O0D

INC EDI

LOOP SHORT 010FBBB9

NOP

POPFD

PUSH EDX

POP EDX

INTO

POPFD

REPNE FSTP DWORD PTR SS:[EBP+E7B5FB3C]
OR CL,BYTE PTR DS:[EAX+73]
IMUL ECX,DWORD PTR DS:[ESI+5B9D18CA], 5B
POP EDX

POP EBX

POPFD

REPNE

DB DD

SUB EAX,2D696449

JE SHORT 010FBC45

JS SHORT 010FBC12

ARPL WORD PTR DS: [EDX+7A],SP
SUB EAX, 68796344

JG SHORT 010FBC33

CMP EAX, 68632359

JNS SHORT 010FBC24

JLE SHORT 010FBC27

JNS SHORT 010FBC61

PUSH 7E686F2D

JNS SHORT 010FBC30

OUTS DX,BYTE PTR DS: [ESI]
BOUND ESP,QWORD PTR DS: [EAX+60]
JS SHORT O010FBC6C

JNS SHORT 010FBC80

320D 90909090 XOR CL,BYTE PTR DS:[90909090]

Figure 6.0.9 — Encoded Shellcode
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Ending Words

Knowing Assembly in order to write and create shellcode directly is indeed a very good idea
since it allows the ethical hacker to create efficient, minimalistic and optimized shellcode for
future exploitation scenarios which may require hardcore expertise.

Therefore you should if you don’t already know Assembly, want to learn more. Don’t go hard-
core but try to create your own shellcode which calls a socket and listens for connections, or
perhaps execute a system command (calc.exe?), or maybe another function from the API.

If you play long enough with the language it won’t be as confusing, most of the time.
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