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TIMELINE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THE 12™ ofF JuNE 2012 MICROSOFT PUBLISHED A
SECURITY ADVISORY WITH A TEMPORARY FIX RELATED TO
THE MSXML CORE SERVICES VULNERABILITY WHICH IS
HEAVILY EXPLOITED IN THE WILD.

ON JUNE 18" 2012 METASPLOIT RELEASED A
WORKING EXPLOIT.

ON JUNE 19™ 2012 A 100% RELIABLE EXPLOIT FOR
INTERNET EXPLORER 6/7/8/9 oN WINDOWS XP/VISTA,
AND WINDOWS 7 SP1 WAS PUBLISHED BY METASPLOIT.

ON JuLy 9™ 2012 MICROSOFT FINALLY RELEASED A
SECURITY UPDATE IN ORDER TO PATCH THIS
VULNERABILITY.
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SOME IMPORTANT DETAILS HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

THIS DOCUMENT 1S THE CONTINUATION OF THE
PREVIOUS PUBLICATION: “MICROSOFT XML CORE

SERVICES UNINITIALIZED MEMORY VULNERABILITY”.

IN THIS NEW PRESENTATION WE WILL ANALYZE THE
SECURITY UPDATE RELEASED ON JuLy 9™ 2012 WHICH
FIXES SEVERAL DLL LIBRARIES, SPECIALLY THE
MSXML3.DLL ONE.

THE LAB ENVIRONMENT 1S AN ENGLISH WINDOWS XP
SP3 WORKSTATION.

FOR SIMPLICITY, ASLR AND DEP SECURITY OPTIONS
ARE DEACTIVATED.
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SECURITY UPDATE HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

MS12-043: Description of the security update for XML Core
Services 3.0: July 10, 2012

Article ID: 2719985

View products that this article applies to.

Applies to

This article applies to the following:
* NMicrosoft XhL Core Services 3.0 when used with:

Windows 7

Windows 7 Service Pack 1

Windows Server 2008 R2

Windows Server 2008 R2 Service Pack 1

Windows Server 2008 Service Pack 2

Windows Vista Service Pack 2

Windows Server 2008 Service Pack 2

Windows XP Service Pack 3 ] |
Windows XP Professional x64 Edition Service Pack 2
Windows Server 2003 Service Pack 2

O ojojc 0 O 0 O O O
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FILES' SIZE COMPARISON HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

WE IDENTIFY ALL FILES IMPLIED IN THE SECURITY UPDATE
PROCESS WITH MONITORING TOOLS, SUCH AS PROCESS
MONITOR. ACTUALLY, THE FILE WHICH INTERESTS US IS THE
MSXML3.DLL LIBRARY.

TO SUCCESSFULLY COMPARE UNPATCHED AND PATGCHED
FILES, WE FIRST MAKE A COPY OF THE UNPATCHED LIBRARY
TO AN ANALYSIS DIRECTORY.

WE APPLY THE SECURITY UPDATE AND WE COPY AGAIN THE
PATCHED DLL FILE INTO THE PREVIOUS DIRECTORY, WITH A
NEW DESTINATION FILE NAME.

szl 3. dil 1'079 KB |Application Extension  14.04,20038 05:42
p_rszrml3. dll 1'145 KB |Application Extension  05.06,2012 17:50

AFTER DOWNLOADING AND APPLYING THE SECURITY UPDATE
AND COMPARING THE SIZE OF THIS PARTICULAR FILE, WE
CAN NOTICE A TINY DIFFERENCE OF 66 BYTES.
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BINARY DIFFING HIGH-TECH BRIDGE

BINARY DIFFING IS A TECHNIQUE FOR PERFORMING
AUTOMATED BINARY DIFFERENTIAL ANALYSIS.

THIS BECOMES VERY USEFUL FOR REVERSE ENGINEERING
PATCHES AS WELL AS PROGRAM UPDATES.

SOME OF THE AVAILABLE BINARY DIFFING TOOLS ARE:

BINDIFF
PATCHDIFF

DARUMGRIM

TURBODIFF <:|

HERE, WE USED TURBODIFF.
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TURBODIFF HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

TURBODIFF WAS PROGRAMMED BY NicoLAs EcCONOMOU.

IT WAS PRESENTED AT THE ARGENTINIAN SECURITY
CONFERENCE EKOPARTY IN 2009.

IT IS A HEURISTIC BASED IDA PLUGIN AIMED FOR
BINARY DIFFING.

THIS TOOLS WAS DEVELOPED IN C++.

IT PROVIDES AN ARCHITECTURE INDEPENDENT DIFFING.
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TURBODIFF RESULTS (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER ANALYZING THE TWwWO BINARY FILES, TURBODIFF CREATES AN
ANA FILE FROM THE IDA IDB FILE.

ms:-:rnlS.ana 9001 KB AMA File 17.07.2012 14:03

THE AFOREMENTIONED ANA FILE WILL BE USED LATER IN ORDER TO
DETECT THE SUSPICIOUS AND CHANGED FUNCTIONS.

LATER TURBODIFF DISPLAYS ITS RESULTS:

categary addrezs hame address me
identical 74931255 CSMutes:: Leave|void) 74981255 CSMutes: Leavelvoid)
identical 74331280 _anayOperandvalues:item(int] 74931230 _arrays Operandy alues:itemlint)
identical 4331 24f Baze:testForGClulong) 74981 24 Baze:testForaClulong)
identical 74331304 ShortlsE qualGUID[_GUID const &, GUID co.. 74381304 Shortl:E qualGUIDL_GUID const &, GUID co...
identical 74981340 MNode::setSibling[Mode *) 74381340 Mode:: setSibling(Mode *)
identical 74951304 MNode::zetlastChild[Mode *) 74981354 Mode:: zetlastChild[Mode *)
identical 74981368 checkhilong) 74981368 checkhrlong)
identical 7438130 _ ugbh find_block 74351310 _ usbh_find_block.
identical 74331453 _ wsbh_free_block 74931453 __ usbh_free_block
identical 74331483 Document::releazeM odeR ef(void) 74931483 Document:releazeM odeR effvoid)
identical 74985c40 EnzureTlzDatalvoid) 74385c30 EnzureTlsDatalvoid)
identical 74985cE0 Bage:StackEntmMomal(void) 7498550 @StackEntr}lemal[void] j

E BT e X T ol LT v

oK I Help | Search |

(e = annr AR LTI PR

Line 6721 of 7043
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TURBODIFF RESULTS (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER EXAMINING THE DIFFERENCES BETWEEN THE TwO FILES:

25 FUNCTIONS ARE MARKED AS SUSPICIOUS.

72 FUNCTIONS ARE MARKED AS CHANGED.

| category I address I name I address I name
identical 74243046 sub_T4443046 T4ad421ch sub_T44421CE
f'wﬁ 749d96fe zub_749d96fe_undefined 749dafa7 Mamespacetdar::parseM ames(D ataType, Sting * boal)
sUspicious + 7498aa62 Mode:moveMode[Mode * Mode * Mode *boo...  7498aa5a Mode:moveMode[Mode * Mode * Mode * boalbool)
sUspiCious + 74991283 Encoding:newEncoding(ushort const *ulong... 74991244 Encoding::newE ncoding{ushart const * ulong,boolbool bool]
sUspiCious + T499652f DOMDocumentw rapper: savetagaRIANT] 749964 of DOMDocumentwrapper: savetagaRIANT )
SUSPICIOUE + T499712 Document::unlockE lement(Element *] 4397 0a6 Document: unlockElement(Element )
sUspiCious + T49a2a34 URLStream::Reset(void] 749a6b33 URLStream: Reset[void]
sUspiCious + 749a43d0 Resources: FormatSystemtd eszage(long) 749234179 Resources:FormatSystemhdessage(long)
SUSPICIOUE + 45934554 URLStream::Read(void *ulong.ulong ) 4934729 URLStrear:Read(void *.ulong.ulong )
sUspiCious + T49adf2c CharE ncoder:wideCharFromlJtf8{ulong *uint,...  749a4d35 CharE ncoder:wideCharFromUtE{ulong * uint,uchar const * uint * ushort * uint )
sUspiCious + 749a5205 Resources: classinit(bool] 74955093 Resources: clazsinitibool)
FUFPICIOUE + T49accd] DOMProcessor:transformE vent(void) T49acchd DOMProcessor:transformE vent[oid)
sUspiCious + 749c3f9b UnparseBinHex{Sting * *uchar * long) 749c3efb UnparzeBinHex[String * * uchar * long]
sUspiCious + T49c7edc URLStream: :Abort{waid] T49c7cdb URLStream: Abort[void)
FUFPICIOUE + Tda19261 SAxReader: putSecureBazellALImpliushort ... 74a18ak1 SéxFeader: putSecurel aselURLImpliushort const *)
sUspiCious + 74219834 SAxReader: putB azellRL{uzhort const *) 74219094 SéxFReader:putBazeRL[ushort const *
SUSpIcious + Tdazdd4s _CLSID_StdURLMoanik er T4a2c730 _CLSID_StdURLMoniker
SUSPICIOUE + Td9aeded sub_749aeded_undefined T4a3de DTDFactany:EndChildren_ELEMENTDECL_SUB(I<MLNodeSource = int,_x<pL_b
sUspiCious + T4a489bb zub_74ad89bb_undefined T4a3e0tc [thunk DT DF actany:: vector deleting destructor”adjustor{d}' uint)
SUSPICIOUE ++ F4987beS _aray<_reference« Templatedction: > item(int]  74987bcl _anay<_reference< T emplatedctions »:item{int]
SUSPICIOUS ++ T49904ce sMLParzer: PushDownload[URLS tream *2M...  749304de HMLParser:PushDownload[URLS tream *»MLStream |
SUSPICIOUE ++ 7499292f HMLParzer: =MLParser[Rentalk num] 74992920 HMLParserXMLParser(RentalE rum)
SUSPICIOUE ++ 74998805 Templatet anager::newT emplatetdanagerdM...  7499ad2d Templatebd anager: newT emplatebd anager[M ame * Containerdction ¥)
SUSPICIOUS ++ F499ba7d wOLParser: newOLParserbool) 7499b3ad HALParzer:newrQLParser(boal]
SUSPICIOUE ++ T49adesl URLStream::Opendlowediushort const *) 74924470 URLStrean: Opendllowed{ushort const ¥
SUSPICIOUE ++ F49:8370 URLStrear::OnProgress(ulong.ulong.ulongu...  749281¢3 URLStream::OnProgress{ulang.ulong ulong,ushart const )
SUSPICIOUS ++ T45c8905 URLStream::OpenURL[IMoniker = IBindCtx *,...  749c8696 URLStrearn:OpenURL[IMoniker * |BindCts * URLStream:Mode)
" sUspiCious +: 74946433 DOMMode: get_definition(l<MLDOMMode **] 74945431 DOMMode::get_definition([>MLDOMMN ode = ) |

()8 I Cancel Search

Line 2197 of 7043
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TURBODIFF RESULTS (3) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

LET’S CHECK THE CHANGES IN THE
DOMNODE:}:GET_DEFINITION(IXMLDOMNODE) FUNCTION WHICH IS THE
MOST IMPORTANT PROCEDURE INVOLVED IN THIS VULNERABILITY.

SLEPICIOUE ++ F49:3305 RLStream: Opend BL{IMoniker * |BindChs =.. .
SLEPICIOUE ++ F43d64593 DOMMode::get_defirition[<MLOOMMNode * 7]

— —

I0_13 I0_3
149d5dac : chlk=30b 4946514 chlk=3b3

®Or ebx, ehx Moy [edi], abw ]
3= eh Hor Bbm, eon

mo [ebptwar_2ZLC], ehx inc abx

Moy [ebp+var_2C], ebw

' E—

BEFORE AFTER

AS WE CAN SEE THE INSTRUCTION MOV [EDI]l, EBX WAS ADDED INTO
THE GET_DEFINITION FUNCTION.

IN ORDER TO UNDERSTAND THIS MINOR CHANGE LET’S ANALYZED THE
WHOLE PROCESS.
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FLOW ANALYSIS (1) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER
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FLOW ANALYSIS (2) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE
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FLOW ANALYSIS (3) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE
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FLOW ANALYSIS (4) QR LT

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE

74906499 MSXML3!DOMNODE:GET_DEFINITION
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FLOW ANALYSIS (5) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE

THIS IS THE LOCAL VARIABLE

VALUE THAT WILL BE RETRIEVED
749D6499 MSXML3!DOMNODE:GET DEFINITION EATER By THE

- _DIBF'ATI::H::INVI:IKEHELF'ER
FUNCTION

749D64D2 MOV EplL,[EBP+OXC] ss5:0023:0013pFF8=0013E138
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FLOW ANALYSIS (6) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE

THIS IS THE LOCAL VARIABLE
VALUE THAT WILL BE RETRIEVED
749D6499 MSXML3!'DOMNODE:GET DEFINITION A TER By THE
- _DlsF'ATcH::lNVDKEHELFER
FUNCTION

749D64D2 MOV EplL,[EBP+OXC] ss5:0023:0013pFF8=0013E138

edl 13=l138
2=l lcfddad
eh 1]

edx 1]

ECH 2360040
SaK l3idfac
ebp

749de4d5
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FLOW ANALYSIS (7) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE

THIS IS THE LOCAL VARIABLE
VALUE THAT WILL BE RETRIEVED
749D6499 MSXML3!'DOMNODE:GET DEFINITION A TER By THE
- _DlsF'ATcH::lNVDKEHELFER
FUNCTION

749D64D2 MOV EplL,[EBP+OXC] ss5:0023:0013pFF8=0013E138

edl 13=l138
2=l lcfddad
eh 1]

edx 1]

ECH 2360040
SaK l3idfac
ebp

749de4d5

749D6514 mov [EDIl,EBX Ds:0023:0013e138=0c0Oc0OcOs8

©2012 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.COM




1| [Tr— | .
FLOW ANALYSIS (8) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

749BD756 _DISPATCHIMPL:INVOKEHELPER

749BD7DE CALL DWORD PTR [ESI+0x201{MsXML3!DOMNODE::_INVOKEDOMNODE

749D42DA MSXML3!DOMNODE:: INVOKEDOMNODE

THIS IS THE LOCAL VARIABLE
VALUE THAT WILL BE RETRIEVED
749D6499 MSXML3!'DOMNODE:GET DEFINITION A TER BY THE
- _DlsF'ATcH::lNVDKEHELFER
FUNCTION

749D64D2 MOV EplL,[EBP+OXC] ss5:0023:0013pFF8=0013E138

edl 13=l138
2=l lcfddad
eh 1]

THIS INSTRUCTION EdH I:I

CORRESPONDS TO THE =4 igsgn‘ln
SECURITY UPDATE. THE St ac

ebp

CONTENT OF THE EDI WILL BE

749de4d5

INITIALIZED TO ZERD

'749D65'I4[M|:IV [EDIl,EBX Ds:0023:0013e138=0c0Oc0OcOs8
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FLOW ANALYSIS (9) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER RETURNING TO THE
_DISPATCHIMPL:IINVOKEHELPER
FUNCTION THE PREVIOUS
SANITIZED POINTER IS MOVED
INTO THE EAX REGISTER

_DISPATCHIMPLIINVOKEHELPER 749BD7ES MOV EAX,[EBP-0X1 41 ss:0023:0013138=00000000

A i
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FLOW ANALYSIS (10 HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER RETURNING TO THE
_DISPATCHIMPL:IINVOKEHELPER
FUNCTION THE PREVIOUS
SANITIZED POINTER IS MOVED
INTO THE EAX REGISTER

_DISPATCHIMPLIINVOKEHELPER 749BD7ES MmOV EAX,[EBP-0X14] ss:0023:0013138=00000000

A i

749BD'7EC CMP EAX;EBX
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FLOW ANALYSIS (11) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER RETURNING TO THE
_DISPATCHIMPLIIINVOKEHELPER
FUNCTION THE PREVIOUS
SANITIZED POINTER IS MOVED
INTO THE EAX REGISTER

_DISPATCHIMPLIINVOKEHELPER 749BD7ES MmOV EAX,[EBP-0X14] ss:0023:0013138=00000000

A i

I
1
74946566
I

749BD'7EC CMP EAX;EBX

©2012 HIGH-TECH BRIDGE SA — WWW.HTBRIDGE.COM




FLOW ANALYSIS (12) HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AFTER RETURNING TO THE
_DISPATCHIMPLIIINVOKEHELPER
FUNCTION THE PREVIOUS
SANITIZED POINTER IS MOVED
INTO THE EAX REGISTER

_DISPATCHIMPLIINVOKEHELPER 749BD7ES MmOV EAX,[EBP-0X14] ss:0023:0013138=00000000

A i

I
1
74946566
I

749BD'7EC CMP EAX;EBX

JUMP
EXECUTED

THE CONDITIONAL

WILL

BE

749BD7F0 Jz MSXML3!_DISPATCGHIMPLIINVOKEHELFPER+DOXG2 (749BD8 1 8)
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INFORMATION SECURITY SOLUTIONS

AFTER RETURNING TO THE
_DISPATCHIMPLIIINVOKEHELPER
FUNCTION THE PREVIOUS
SANITIZED POINTER IS MOVED
INTO THE EAX REGISTER

_DIEPATI:H|MPL==|NVI:IKEHELF'ER 749BD7ES MmOV EAX,[EBP-0X14]

ss:0023:0013138=00000000

A i

749BD'7EC CMP EAX;EBX E

74946566
I

JUMP
EXECUTED

THE CONDITIONAL

WILL

BE

749BD7F0 Jz MSXML3!_DISPATCGHIMPLIINVOKEHELFPER+DOXG2 (749BD8 1 8)

THE CALL RESPONSIBLE TO
EXECUTE THE PAYLOAD IS NO
MORE REACHABLE DUE TO
THE CONDITIONAL JUMP

749BDB80OA CALL DWORD PTR [Ecx+0x1 8]
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CONCLUSIONS HIGH-TECH BRIDGE

INFORMATION SECURITY SOLUTIONS

AS WE HAVE SEEN THE MAIN CHANGE IN THE XML SECURITY
UPDATE FOR WINDOWS XP-SP3 1s THE MOV [EDILEBX
INSTRUCTION.

749D6514 [EDIl,EBX

THIS |INSTRUCTION SANITIZES THE VALUE THAT WILL BE
RETRIEVED LATER BY THE DISPATCHIMPLIINVOKEHELPER

FUNCTION.

IF ONE MODIFIES THE TWO BYTES INSTRUCTION (891F) WITH
NOP's INSTRUCTIONS (9090) THE WHOLE SECURITY UPDATED
COULD BE DEACTIVATE.

APPLY THE SECURITY UPDATE (KB27 19985) As sOON AS YOU
CAN SINCE THIS VULNERABILITY IS HEAVILY EXPLOITED IN THE
WILD NOWADAYS.
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