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Android Application Penetration Testing
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Android Architecture and Permission model o
Android App Components e

Setting up an testinglab e

Reversing application using jadx, apktool, dex2jar etc... e
Various vulnerabilities e

Insecure Logging e

Leaking content provider e

Insecure Data Storage e

Client Side Injection —SQLi e

Malware Analysis o

DoS (Denial of Service) e

Pen testing DIVA — Damn Insecure Vulnerable App e
Drozer e
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Android Architecture
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https://source.android.com/

D9 (o el 5 (A5 GiSu ez 4 g 0l (5 lens
APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Window Content View Notification
Manager Providers System Manager

Telephony Resource Location XMPP
Manager Manager Manager Service
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Android Security Architecture
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Android Application Development Cycle
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Java byte code e

Dex compiler e

Delvik byte code o

Delvik executable .dex o
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java byte code 4 o lgl> pLaolS b1, Tgl> b 45 ool ailigh deli g o ygus (o gd dolip Coand o) o
0ols o g5 B wug,lo ols 5145 wiS e Dalvik Byte code 4 o5 JLLalS Dex b 4 5l aw g 05 o
Delvik oS oo ! BB 15T oo idu ;0 oS Conl oas >1ib gl (6l (5lme citle Qu 9,05l 4o a5 0
Aulgie Lol a5 &gl oo 00 a8 apk LB o oo o bl oled colys 0 9 998 o0 .DEX L Executable


https://www.hojat.net/
https://www.hojat.net/

!@! https://www.Hojat.net/ mx dow

Android Application Components
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Setting up Android Testing Lab

ols 5k o sl oS oyl s sug il lo asly (5 pdy ol Cans oBaulejT (g3lil ofy b ide ol o

SANTOKU @595 (hlige 3585 Cund (sl 9 0,00 aren 10 (sl (iliee (slo @95 (S 9 wilige 457 jshailon

03,5 35 503 mobile security 3 mobile malware 3 mobile forensics yisw aw (59, a5 Cowl 0als &)

Al oo by BB 5 S 5l as wil 0 Open Source &jso 4 (090 01, 2 ogdle g ]

https://santoku-linux.com/

25 Sad 5l g 0gd e ooliiwl (g5l (gilxe a5 il e Victual Box Lo oo )ls 5L o) 4 &S (gl ego

Al (oo 2l BB

Q23

New Semngs  Show Discard

() etusiness & General
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Settings

Your virtual devices
Google Nexus 6P - 7.0.0 - APl 24 - 1440x2560
Google Nexus 5X-7.0.0 - APl 24 - 1080x1920
Google Nexus 9 - 7.0.0 - API 24 - 1536x2048 @
Google Nexus 6 - 7.0.0 - AP1 24 - 1440x2560 Settings
Google Nexus 10-5.10- APl 22 - 2560x1600
HTCOne-444-API19-1080x1920

Sony XperiaZ- 4.3 - APl 18 - 1080x1920

LG Optimus L3 11 -4.1.1 - APl 16 - 240x320

Motorola Xoom-4.1.1- APl 16 - 1280x800
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https://genymotion.com/
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Android Debug Bridge (ADB)
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Android Startup Process
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Unzipping Android Application
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Classes.dex (file) e
AndroidManifest.xml (file) e
META-INF (folder) e

Res (folder) e

Assets (folder) e

lib (folder) e


https://www.hojat.net/
https://www.hojat.net/

a
!@! https://www.Hojat.net/ SRR

Reversing Android Application
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Application signing and Building
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Certificate Authority (CA) e
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Analyzing Dex Files
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Sl eolazwl L@

jar bl a hos s hlels e

Sl sleslawl b Jol b,

Hex Dump e

5,5 solazwlhex by CJB s dex cw,d 56T g ailgs 6l p olgins hexdump I3l 5

Dex Dump e
5,5 5JUI bows plainttext o XMl cw 8 g0 4 |, dex sl b g dexdump 5l b

Dexdump —I xml classes.dex e
Dexdump —I plain classes.dex e

010 Editor e
AiSe Slaiti s dex cuoyd 5l as la L 5 JBT 5 asles sl )05
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jar cwyd 4y o g bl 5l eolaiwl b sgs ig,
Sl sl eolainl b coles 4o 5 puiSs o Igl> cooy® 4y 1) classes.dex ;18 d2j-dex2jar |5l 5l eolaul L
oiSs 56T 1 gl 18 JD-GUI

Dex2jar classes.dex e
jd-gui classes_dex2jar.jar e

cLasse

Android Security [Running] - Qracle VM VirtualBox

File Machine Yiew lnput Dedces  Help

) Java Decompller - InsecureDataStoragedActivity.class
File Edit Mavigate Search Help

= -

classes_dex2jar jar

4 InsecureDataStorage2activity.class InsecureDataStoragedActivity.class | InsecureDataSteragedActivity.class
package jakhar asesn dlva;

# import android.os Bundle;

peblic class InsecurelataStoragedActivity extends AppCompatActivity
{

protected void onlreate|Bundle paranBundle)

super .onCreate|parandundle) ;
setContentView(2136968614) ;



https://www.hojat.net/
https://www.hojat.net/

!@. https://www.Hojat.net/ SRR
Owasp Mobile Top 10

Sy | g (Sl o laslew
el 03U oolo UwJLo.J OWASP QJ..\.:LM‘ ‘J,\_Lz JJle.A w‘ s_iw.») 10 w..».] ).’) o

M1 - Improper Platform Usage e
Keychain, TouchID aiils p,aly jo cowl 08 pae b oyl 5loolatulgw O
M2 - Insecure Data Storage e
gl oo aiwlgU sla ools cuis g (Il sl ools g3lb 0,33 O
M3 - Insecure Communication e
ook SleMb! el bl )l 9 SSL s sla aus Jols ©
M4 - Insecure Authentication e
ddr Zo e p3 ans g )5 Suge Sl I Sl poe ol O
M5 - Insufficient Cryptography e
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ail o e 9 BOF (sl (s p0dy ol 5l (65l (6l (53955 JyS 4 bgrpe diws () ©
M8 - Code Tampering e

method hooking and swizzling, dynamic memory modification &Mes>  Jolds aiws (! ©

M9 - Reverse Engineering e
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Android Traffic Analysis & Interception
.9yl Sl 5 Jodoxi' 9 4 joxd
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el 00U
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g1 Juloxd g 2 525
39 (oo iByia b 5 o0 (59l ez Jlb jobo 4y SCEI5 @
Sgiee (gwyy Jled jobo 4y Dbl @
burpsuite wiile ola,l5l 5l eolainl @
Ao plil cus i a |y g Jele Gug,u0l @ burpsuite certicate (o S aslsl ol
auS eudas g UG 4 proxy listeners coewd o ¢ S =11, burpsuite 51 o

? | Proxy Listeners

o Burp Proxy uses listeners to receive i ‘} Edit |

l Add J Running | Interface _[ Binding T Request handling T Certificate ]

(&4} *-8080
> | These settings control how Burp binds the pr
;JRE“'WE Bind to port: 8080

Bind to address: (_) Loopback only
@ All interfaces

55 3 s |, DUFPSUItE s & gy 1o POt 5 1P gl o 4oa b lige yo @
9 NUP//BUID S o)lg g 0S5 1) 5 5950 eyl jlos als b hibge ;0 @
asS SUS soblils (gq, 0 Cacert.der b0 gl @
ods oy g, Shell loxe 4 ADB Il L @
(598 p5 s 3yl Jg,ul sl a3l oolawl & jgo 10) 3o delils dldigy Cand 4l ®
cd /mnt/sdcard/Download o
S35 0y 1) 5 seiws oad 3sbils B Wowy pis sl @
mv cacert.der cacert.crt o
35S SIS Security a3 (59,5 9 0d Dlendals (g9t 0)lg gyl sl a4l b flge ;o @

awles bl 1, cacert.cer L coles ,o g install from SD card a5 (9,0 (s
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Damn Insecure & Vulnerable Application
DIVA ;53 ol g cpolls 51580 0

ol el g s gl g adl oo 1)l 1) b (6 23y sl 51 (sl g50mo o5 sl (gl 4ol 2 DIVA 1381 ¢ 5

http://payatu.com/damn-insecure-and-vulnerable-app

Welcome to DIVA!

DIVA (Damn insecure and vulnerable App) is an App
intentionally designed to be insecure. The aim of the
App is to teach developers/QA/security professionals,
flaws that are generally present in the Apps due poor or
insecure coding practices. |f you are reading this you
want to either learn App pentesting or secure coding
and | sincerely hope that DIVA solves your purpose. So
sit back and enjoy the ride

s

1. INSECURE LOGGING
2. HARDCODING ISSUES - PART 1
3. INSECURE DATA STORAGE - PART 1
4. INSECURE DATA STORAGE - PART 2

5. INSECURE DATA STORAGE - PART 3

6. INSECURE DATA STORAGE - PART 4
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Insecure Logging
s 43 3939 (5 2. o]

g et o 4y ;0 log 5 wiS 0,33 SY lgie 4 1y e cols 5l can cul (See wg a8l sla 4ol
Gl Sbylas pl g ol aily cwiws ol s dilgiee (6,50 Gaug,050 daliy 10 aS 540 0 0,33 (535 10
PV e a0 Lol .l 6,50 wlas Sledbl 5 (S5 g j9ue 30,5 5,8 pb e SY o Wilgie 9>
FOW PRVIPCE SN SN I JURVC I SO VPR
0 yokee Cawdy 3 yewd b1y ael p PID g 0iS 1>l 595 ayg,ail ;o DIVA aoli s bxisl jo

adb shell ps | grep “diva” e

264 45192 ffffffff b771507b S jakhar.asee

oSee S diva sl gl ) Heiws b1, SY Sledlbl aa al> 10 4o
adb logcat | grep 2516 o

(L5 o kel Cand 4o g S SIS |y insecure logging ol a3 diva asbp ol 3l gom als e o
S SIS checkout (g9, g dwles o)lg 1, (golucl

1. Insecure Logging

Objective

Hint

123489716739837272
CHECK OUT
0 Lo a5 Wy gdin g9, axlge 3 le L ayo S colaiul logeat jgiws 5l a5 L8 al> 1o g0 j0 Lol Culyd o
Gl 05,5 0,53 Y leie |, &)
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Hardcoding Issues

Jol cwound Hardcoding (g ydy ol

Ghls o5 wiSee i | ale Sl g )uil sl aslyy o5 ejse o il 4 lengi asliy DBl a8
(S & (g s ¢y9uf 0y Jolls g Sguie 4285 hardcoded s osls 45g3 pl 4y oS aiil o 205, L slojlade
I, hardcoding issues partl sgs 4,5 5 oS >l wg il jo 1 diva aslip sl ol (pl owyp &y

:".S kﬁl ‘...‘
2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where
Hint: Developers sometimes will hardcode sensitive
information for ease

Enter Yt}:—l vendor key

ACCESS
(s e ply Coles jo a5 WS SCUSTaccess (g, 9 S Oy duslete a5 Sile o e 0l o
Dguian 0315 iled Lo (gl

b oo s 3l o o s s [y O 95 (s 5w RlelSis | diva acliy al> o al o
W guien 919y O 5w lgie 4 ol yw g o vendorsecretkey js.c daolS

i classes_dex2jarjar
» # android.support HardcodeActivity.class (x
¥ i jakhar.aseem.diva

[@) APiCreds2Activity

4) APICredsActivity #|import android.os.Bundle;
AccessControll Activity

package jakhar.aseem.diva;

[@) AccessControl2Activity ;(wblit class HardcodeActivity extends AppCompatActivity
[3) AccessControl3Activity

J

J

g public void access(View paramView)
4] AccessControl3NotesActivity

J

)

»
»
»>
»
>
>
» [J) BuildConfig if (((EditText)findViewById(2131492987)).getText().toString().equals("vendorsecretkey"))
> Divajni { =
Toast.makeText (this, "Access granted! See you on the other side :)", 0).show();

» [J] Hardcode2Activity return;
> | R =, S }
» [3 inputvalidation2URISchemeAct Toast.makeText (this, "Access denied! See you in hell :D", 8).show();
* 4] Inputvalidation3Activity }
> U

1] InsecureDataStoragelActivity protected void onCreate(Bundle paramBundle)
» [3) insecureDataStorage2Activity
» |J] InsecureDataStorage3Activity super.onCreate(paramBundle) ;
» (5] insecureDataStoragedActivity setContentView(2130968607) ;
» [3) LogActivity }

}
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Insecure Data Storage

Insecure Data Storage s ydy camw!

.,\4‘5; =° &5.«09.0 t.)"‘ FURRVELY ° o).._>.> 6)&J.A) us..\; ‘) le.w} uLC)Ua\ u.\.:s)u\a‘ uLm.»y <\.ol.a).: ulﬁs‘ Gﬁblf
ool T 4 ) 0 45 Wigdaa 0,0 o e g 4 oSl Calie olKe ez o Yoare bl ST as

/data/data/package name/shared_preferences
Databases

Temporary files

External storage
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3. Insecure Data Storage - Par...

Objective: Find out where/how the ¢
arel ] stored
Hint: Insecurs

SECRET

SAVE

D9y g2 s & 9 Mgd Jaie dg 0l 4 abd il b e

cd /data/data/jakhar.aseem.diva/shared_prefs

ol aslgies cat ygiwms b g ol 0ol o)1y Sledlbl Jolis a5 oS svnlive 1y xml L aulyie g8 ywe ;o
aS oS cuaslin plain &jao 4

el 0025 03l M 6,53 b ledbol Gl gl 6 )Kize,

THAC I
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classes_dex2jarjar
» {8 android.support
¥ # jakhar.aseem.diva

Y VY VYVVYVYVVYVYVVYVYVYVYVYVYY

[3) APICreds2Activity

(3] APiCredsActivity

[3) AccessControllActivity

[3) AccessControl2Activity

[3) AccessControl3Activity

[3) AccessControl3NotesActivity
[3) BuildConfig

[3) Divajni

[3) Hardcode2Activity

[3) HardcodeActivity

[3) Inputvalidation2URISchemeActivity
[3) Inputvalidation3Activity

@

[3) InsecureDataStorage2Activity
[3) InsecureDataStorage3Activity
[3) InsecureDataStoragedActivity
[3) LogActivity

1} MainActivity

A el

InsecureDataStorage1Activity.class

package jakhar.aseem.diva;

import android.content.SharedPreferences;
public class InsecureDataStoragelActivity extends AppCompatActivity
{

protected void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle) ;
setContentView(2130968611) ;
}

p‘bu: void saveCredentials(View paramView)
{
SharedPreferences.Editor localEditor = PreferenceManager.getDefaultSharedPreferences(this).edit();
EditText localEditTextl = (EditText)findViewById(2131493600);
EditText localEditText2 = (EditText)findViewById(2131493001);
localEditor.putString(“user®, localEditTextl.getText().toString());
localEditor.putString(“password”, localEditText2.getText().toString());
localEditor.commit();
Toast.makeText (this, "3rd party credentials saved successfully!", 0).show();
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4. Insecure Data Storage - Part 2

Objective

Hint

demo

oooooooooooooo

SAVE

S |y Ol ygiws aslol g aidy 15 ponno 40 g dgd hate g il 4 abd 0l b e

cd /data/data/jakhar.aseem.diva/databases e

sqlite3ids2 e

.tables e

Select * from myuser; e
select ;oo b g ol 00l 0,lg Sledlbl Jolds 4 0uS cvalive 1) dbgspe (6 azl dlgie p) paal o
Sledlbl 0,053 b wledsl Jnl gl p 5,50, a9 45 0 sanlive plain text & go a1, ] aslgie
odel Cawds hlalsos 5l am LB oS ojgm S5 51dS2 eslns pb axg5 JB aiSS ol oz oolau!

o]
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QLS (0 0,03 (6,050, ey |y (b Sledlol 0y 5,0l Ly g5 4l DlBgl 218 0l aiaS M3 aS jghailen
Ngiees 0 >3 S yiie O g0 4y Sledbl alizes 56 )iz 10 Yeano g.0ll S las Wlgs o $a90 ol aS
w0210 5 o0 Sdge slebld o Sledlbol 0,58 4 Ceand (] jo oS
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5. Insecure Data Storage - Part 3

demo

R )

SAVE

Syge 4 Unifo sb L LB s Sledlbl a5 aysd o dzgie 9S ujge odalive g asliy JoleolSos 5l s
dade Lz |y Ego9e (pl ) pedl g 3gd e 030 plain text

classes_dex2jarjar *

» & androd.support InsecureDataStorage3Activity.class

¥ # jakhar.aseem.diva package jakhar, aseem.diva;

» [J] APICreds2Activity
»  J] APICredsActivity + import android.content.pm.ApplicationInfo;
» 3] AccessControll Activity .
» [} AccessControl2Activity |{mbuc class InsecureDataStorage3Activity extends AppCompatActivity
¥ U] AccessControl3Activity protected void onCreate(Bundle param8undle)
» J] AccessControl3NotesActwvity {
» [4) BuildConfig super .onCreate(param8undle);
» (@ Divajni 3 setContentView(2130968613) ;
*» |J] Hardcode2Activity
> U] HardcodeActivity public void saveCredentials(View paramView)
» ] Inputvalidation2URISchemeActivity {
» [ Inputvalidation3Activity EditText localEditTextl = (EditText)findViewByld(2131493006);
> B reDataStoradel Activit EditText localEditText2 « (EditText)findviewById(2131493007);
) WIS ROTBQOIACIVRY File localFilel = new File(getApplicationInfo().dataDir);
* U] InsecureDataStorage2Activity try
> 4
» 4] InsecureDataStoragedActivity File localFile2 = File.createTempFile(“uinfo", "tmp", localFilel);
> IR LoaActiit localFile2.setReadable(true);
b SDROLEIRY localFile2,setwritable(true);
» 11 Mo Ar bt - . . - - - . . . E R R
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cd /data/data/jakhar.aseem.diva/

s o

cat uinfo-1050553955tmp

o5 bales o5 Sl oad oloml C8ge L1 a5 0iS salin |y abgiye (5 Al Siilgte ) gl O

053 b ledbl JSl sl 5,0, ag5onn 45 0uS caslive plain text &jso 4 1, o] aslyie cat
e oo oolawl leds!

prefs

1050553955tmp
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w2l oo (o absl> o Sledbl 033 s (gile 0,033 e (3 A Caond (ol 0 aS
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6. Insecure Data Storage - Part 4

Objective: Find out where/how the credentials are being
stored and the vulnerable code
Hint: Insecure data storage is the result of storing

confidential information insecurely on the system

poor

encryption, plain text, access control issues elc

demo

SAVE

AL LB U3l o) aliils s oMbl a5y o azgie oS (g oadlive 5 asliy LLolSys 5l amy

Aedge sl |y eade0 (pl p) pgal 45 04l o oS plain text &g 4 unifo.txt

classes_dex2jarjar x

»

i android.support

¥ i Jakhar.aseem.diva

Y VvV eN.v.

v

J| APICreds2Activity

J| APICredsActivity

J| AccessControllActivity

J| AccessControl2Activity

J| AccessControl3Activity

4] AccessControl3NotesActivity
J) BulidConfig

4] Divajni

[ Hardcode2Activity

4] HardcodeActivity

J] InputValidation2URISChemeActivity
], InputValidation3Activity

4] InsecureDataStoragel Activity
J| InsecureDataStorage2Activity
J] InsecureDataStorage3Activity
J]

InsecureDataStoragedActivity.class =

{
protected void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle) ;
setContentView(2130968614);
}

public void saveCredentials(View paramView)
{
EditText localEditTextl = (EditText)findViewById(2131493010);
EditText localEditText2 = (EditText)findViewByld(2131493011);
File localFilel = Envlronment.ptixtmlﬂmmmwy(l!
try
{

File localFile2 = new File(localFilel.getAbsolutePath() + “/.uinfo, txt");
localFile2.setReadable(true);

localFileZ. setwWritable(true);

FileWriter localFileWriter = new FileWriter(localFile2);
localFileWriter write(localEditTextl.getText().toString() + *
localFileWriter.close();

Toast.makeText(this. "3rd partv credentials saved successfullv!”. 6).show(

" + localkdi
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cd /mnt/sdcard e
Is-a e
cat.uinfo.txt e

9 ol 00l QL?U‘ f)b S alasl> J.)‘Q JJ[B as ..\....5 o liw ‘) d.L:ﬁ.:J.A S Ao ..\.»..:‘9..\..\.9 2 );3..4; o
Sledb| sl sl o) K, 4gXonn 45 asS sanliv plaintext &g 1, o] dslgs cat jgws b colys
Sl sais solaw! SileMbs! oﬁ.&:) l;

Podcast
Ringtones

Statements
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SQL Injection (Input Validation) ¢,y cuww!

Wlgied aaliy o wane &) Gloj 5 055 (o0 Jled 4 o (gpdy ol 0 5SUylas 1> SQALE 0y ol

.og,;;‘,GoQ%W}l)sﬁ@dpc\ew%u)oﬁwdngl)&os)j

a5 1S ooliiwl input validation issues — partl iae s 435 diva 4ol 5l g9o90 (pl (s, Sy
LS 0ylg |y 0g O ppe Dl jgiws

7. Input Validation Issues - Part 1

Objective: Tr

ol 00U ooﬁ] SQLi ¢ ale> Lg‘).g :.:1)9.’;..»& j\ solass I

1or'1’="1"

Admin’ or ‘1’="1" e
Admin’ or ‘1'="1"-- e
Admin’ or ‘1'="1'# e
Admin’ or ‘1’="1"/* e
Admin’or1=1or“=" e
Admin’or1=1 e
Admin’ or 1=1-- e
Admin’ or 1=1# e
Admin’ or 1=1/* e
Admin’) or (‘1'="1 e
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Sledbl 5 S 55 1) 955 © 5 (5595w o)lil (T a4 YL 0 a5 slasgly wges b ilgie S g 095 o0
Aodse Gl |y gaoge (pl i pgal a5 auS JSlgSl )8 eols oL I 6,50

classes_dex2farjar =

* & android support SQLInjectionActivity.class (=
¥ 8 jakhar.aseem.diva [ )
¥ [J] APICreds2 Activity }
* 1] APICredsActivity
» [§) AccessControl1Activity public void search(View parasView)
L)
) AccessControl2Activity EditText localEditText = (EditText)findviewsyId(2131493017);
* [§] AccessControl3Activity try
*  [J] AccessControl3NotesActivity {
> [3) BuildConfig Cursor localCursor = this.mDB.rawQuery("SELECT * FROM sqliuser WHERE user = '+ ¥ hlw =, mull);
* (i) Dvajni StringBuilder localStringBuilder = new StringBuilder("*);
- if ({localCursor != mull) && (localCursor.getCount() = @))
» [ Hardcode2Activity {
¥ [I] HardcodeActivity localCursor.moveToFirst();
* 4] inputvalidation2URISchemeActivity
* [] Inputvalidation 3Activity | localStringBuilder.appendi“User: (* 4+ localCursor.getString(8) + *) pass: (" + localCursor.getString(1) + *) Credit card: (*
o . while (localCursor.moveToNext());
* [J] InsecureDataStoragelActivity }
*  [1] InsecureDataStoragez Activity while (true)
»  [1] InsecureDataStorage3Activity |
* [§) InsecureDataStoragedActivity chst.merexl((hu. localstringBuilder.toString(), @).show();
» i return;
4] LogActivity localstringBuilder.append(“User: (= + localEditText.getText().toString() + *) not found");
» (5] MainActivity }
* [i] NotesProvider j
» @R catch (Exception localException)
L'}

Loa.d("Diva-sali®. "Error occurred while searchina in database: * + localExceotion.oetMessace()):
23l IR 5 byt g 5l (o &5 05 Slar (29 0 ) SMbl wsSKee 030 oL 4 S 5 pga )

€3,10 3929 eols oL yodiva 5,5 L LT @
Sl 1=1 LJ L4

Aodae Glled |y ools olSGL Sledbl  slod (S 0 pPo jgiwd s Al oo Cawyd ddad 090 b o e

Validation Issues - Part 1

Objective: Try to access all user data without knowing
any user name. There are three users by default and
your task is to output data of all the three users with a
single malicious search

Hint: Improper or no input validation issue arise when
the input is not filtered or validated before using it
When developing components that take input frorr
outside, always validate it For ease of testing there are
three users already present in the database, for
example one of them is admin, you can try searching
for admin to test the output

diva'or'l ’='1|

User: (admin) pass: (passwd123) Credit card:
(1234567812345678)

User: (diva) pass: (p@ssword) Credit card:
(1111222233334444)

User: (john) pass: (password123) Credit card:
(555566667 1778888)
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Web View le‘“ ‘5).1&4: WT

Sl ) Trd & Wigd oo Slaitdy 55950 by oS ola J5SSgn g dmde plil )

http e

https e

ftp o

file o

smtp e
Coluang ol Casle Coling Sialed sl oyie 1015 ;0 45 (v g input validation issues — part2 a.b
S, s slo LB 5 (S5 Slgimafile JoSSon 5l )5 )90 (Sloidy 4 azgi Lol wad S Jg 095 9 )y
WRO (0 ul.u.d ‘) 89.@5.9 U"‘ Ry R 9.)4\5 S sdslie ‘)

8. Input Validation Issues - Part 2 8. Input Validation Issues - Part 2

Objective: Try accessing any sensitive informatior Objective: Tr

L apart from a
0 input validation issue arise wher Hint Imprope 11se of
ed or validated before using it the input Is nC 15INQ
nponents that take input from when developing ) put fr N
outswde, always vahdate 1t
http://osint-spy.com file://mnt/sdcard/demo.txt

VEN VIEW

demo :password

OSINT-SPY



https://www.hojat.net/
https://www.hojat.net/

!@! https://www.Hojat.net/ SRR

Access Control

Access Control s y iy ol

ST )5 o0 (quy 2 5 35 Al g ) )l ol o5 smae &5 Gloj (g y2wd S35 (550 o]
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Ol oole Sledbl 4 ailgie (68 caml (pl b g oyls 893 jo 1) Lulus Sledbol a5 0y o (gl 4ol Lo

DS o g s Aol y
access control wd (5 4u3S o ly Caslos a5 098 o 00lo plldiva J38l o5 L1y oes b jelaie ol (5l
&> &S 608 4 by Sledbl 0w SIS view api (5 4SS (g9, a5 Slej g .0y iSSUes part 1
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9. Access Control Issues - Part 1

VIEW API CREDENTIALS

by Slilee ol oS Ty (o s )5 Sl 4y caalipy b (ol 5515 5o )ls wuad Lo gyl (o
as” o Manifest.xml bl o)lg 95,5 LLalSos |, aaly Jgl aub o] oy Sl 3 Ogiin plosl 0451 SO
action Cweud ;o 4 dgdue colalul init-filter lawgy abgs o JugST g dgdw loy abgye SoguST ol
o 5 Ml il Jgtus Coond ()l &8lg 10 a5 sl oas ouats o] (5, credential wledlb! il

sk
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oimled (sl activity manager lawgi 9 gl Jate dug,ail 4y abd )l b g 0als )5 diva 4l 5l >

oS o 2l abg e £08ST IS Sledbl
Adb shell o
am start —a jakhar.aseem.diva.action.VIEW_CREDS e

Vendor APl Credentials
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S 9l Jy w5 oomlie aslipy 4 0B S)ly e ) 1)l 4 by pe L] pralytee (LS Core wiilen
Sgidae 03l ol 4 Colung B,k 5 aS ailowe pin-code a4 Lo slid glp )5 a5 Cal (ol jo 508 992
aCCess 23 (5 43S ¢ o diva deliy o)lg ol ;o oS ol 1) pic-code paplgsews Lo y3 g9 )l jo a5

mSo ol | control issues — part 2

10. Access Control Issues - Part 2

Objective: Y

Hint

(O Register Now. () Already Registered

VIEW TVEETER API CREDENTIALS

@ Lo lol> bl (wjgm G 9 005 oy 1) abgaye (JugiST el Manifestxml LB o)z 51
m0, 500 pin-code 3,5 S e Lo g meSiw L1, ShgS]
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oS L=l chk_pin ;og Jad e g b job 4|y 2058t Conlis Lo g ol 00l oolaiul true b o oS

oS oolaiul activity manager ;o —€z gugw 3l jskate (pl lp
0S8 oyl 1y 3 jewsadb 5 ,b 5l g ool z )5 diva asb 5 >

adb shell o
am start —a jakhar.aseem.diva.action.VIEW_CREDS2 --ez “check_pin” false e

Tveeter API Credentials
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Leaking Content Provider g 3y ol

Sl a5 sgie oolaiwl ao ST jo ools (105 (6595 5 (s3lw 0> (sl acontent provider dlg o
Ngdos £, CcOntent:// L aS aiyls SuS'es URI S lacontent provider sloi ¢ o3,ls |, read/write

content provider g Sbeo 4Y 4 pie job 4 S el [xldiva deliy lawgy cul 13457 g liw jo
)‘ )9.|a.uo L)'i‘ (5‘).: LU O)b |) Sg> 5 ub}awobj LS dlo> sl oLiaLa 4 QT di)"a)‘ E) LS dlo>
Wb (03,8 o SO Jol 05 50 eSSl | access control issues — part3 paojl a5 diva 4l
4655 59y 2 ol 5l an 5 90 SIS G Sl (59 5 9 eSie 0515 1, 1234 08 1y Sl (sl 45 o5l

S 05l 151234 sases g dalgsuws 1) ool o)lg o o Lads 5 45 00,5 SIS go to private notes ¢

Exercise Allernate days running
Expense Spent too much on home theater
Weekend b333333333335r

haoliday Either Goa or Amsterdam
home Buy toys for baby, Order dinner

office 10 Meetings. 5 Calls, Lunch with CED
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Sl muS 3)lg 1) 395 olgsds sla (5 555 wuilyiee o] 5 das S lows |, content provider l 4 bgs o URI
(NoteProviser.java) abgs e 09051 g 0SS Judod g 453205 |, manifest.xml LB o o 5Lo Lo jslaie oyl
p.».&..ﬁ R UR| wﬂl; 6‘).’ |) JJ[B I e od; UBL» ‘)

WS 0 )lg 1y 5 &l ygiws private note Sledb| slad jioled (512 ADB lawgs >

adb shell o
content query —uri content://jakhar.aseem.diva.notesprovider/notes e
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Hardcoding Issues Using JNI s ys3y cow]

En bl b albels Ko L oS o JWBIVM o 1) Il oS a5 sl s g5 daliypy g2 )l> SO INI
bl bLl o INE Gyl 5l sl oS asllgte @ €, Gt Jio 500 qungd asliyy slo () eizmen 5
233l90 43S asliy 4 Gad o)ly 5l aw &5 asee plxil diva asly bawg |) (a5l jolaie cnl sl
ool a4yl gl aol pp DlBgl a5 0l aaS M8 oS jghailes g S bl 1) hardcoding issues — part2
ol as wal o 203, b slaylade lpls S aiSe e 1) ol ol ayg il gla del p ST jgus 4o

Sgiuo 4245 hardcoded e osls 455

12. Hardcoding Issues - Part 2

Objective
Hint

ACCESS

ol 05T pgm o oS i ) 95 ojee o LS L (LS cole wiiles al> e cnl po g
oL 5o b bl )l 6l INI 5l aS gien azgie poygmo 4 S8 L a5 S 3L |, hardcode2Activity.java

Sl 00 oolaw! d.oLZ).g L§L‘°
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IS 8,lg 1) Ol ygiws g a8y p e ADB Gyl SHINE cwy sl e

adb shell o
cd /data/data/jakhar.aseem.diva/lib e

9L 6l g ol Shgioe 5l ewlgie Colys 4o g puiS eoliwl strings jgiws 51 aLINI LB failgs ol p
2,5 oolawl jgueie,
strings libdivajni.so e
12. Hardcoding Issues - Part 2

it Ui

olsdfgad:lh
ACCESS

Access granted! See you on the other side ©)
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DOS Attack in Android s 35 ol

oyatio e gl a5 ail ool oolo plais! aladl> | o )5 (95,9 A5 weuse &, Slej aladl> sl
Coles 10 5 05K 8L 5w BMaol 45 Sgiun w933k Some aladl> 3l ankad ] g wdl o 3lasT asl p yo (o
3b w9 deliycrash L DOS & joxie oS S (2l (g9 ,lw diva aelp lawg jelaie cpl (6l y

aS S,le » (699,9 05 o e input validation issues — part 3 20w 4035 o)ly aliy 0,5

axlge Uas b 5l aeli p U osS” adlol e mST1IS slass dy o S SIS 450 (69, 2 9 9iS 0,lg dudlgdes

13. Input Validation Issues - Part 3

Sadre L ) 598 g lw 2 paal 90 040

Objective: This is a Missile Launch App. Spread love not
War! DOS the Damn thing! Your objective here is to NOT
find the code and then launch the missiles, rather it is

to crash the app (and then find the root cause the
crash)
Hint ||"‘|:'::;‘«v' or no input validation iIssue arise when
the input is not filtered or validated before using it
When developing components that take input from
yutside, always validate it. This is a classic memory Unfortunately, Diva has
orruption vulnerability. If you can get code execution, | stopped
would love to hear from you. | dont expect anyone to g
that far thoug! K OK

Iaunchlzj
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Drozer ool &S99

VS S PR PO

https://labs.mwrinfosecurity.com/tools/drozer

WS b gy oy aly Jole Drozer ol Il 5l eslaiwl ol

Install Drozer server e

(09 |, > cwai 5l aw) Install Drozer agent @

adb forward tcp: 31415 tcp:31415 o

(Drozer JiLge a%xus |,>l) run agent Drozer e

(,9 w 4> gl ,>1) drozer console connect @

Is
run app.package.list

run app.package.attacksurface [package name]

run app.package.info [package name]

run app.activity.info [package name]
run scanner.provider.finduris —a [package name]
run scanner.provider.injection —a [package name]

run scanner.provider.traversal —a [package name]
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