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The purpose of this post is to share how one would use a debugger to
identify the relevant code path that can trigger the crash. I hope this

post will be educational to people that are excited to learning how to
use debugger for vulnerability analysis.

This post will not visit details on RDP communication basics and
MS_T120. Interested readers should refer to the following blogs that
sum up the need to know basis:

CVE-2019-0708: A Comprehensive Analysis of a
Remote Desktop Services Vulnerability

In the May 2019 patch cycle, Microsoft released a
patch for a remote code execution bug in their...

www.zerodayinitiative.com

RDP Stands for "Really DO Patch!" -
Understanding the Wormable RDP Vulnerabili...

A ¢ bk as

o use_d raylas |
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During Microsoft's May Patch Tuesday cycle, a . c = hy

security advisory was released for a vulnerability...

securingtomorrow.mcafee.com

Furthermore, no PoC code will be provided in this post, as the purpose

is to show vulnerability analysis with a debugger.


https://medium.com/@straightblast426?source=post_header_lockup
https://medium.com/@straightblast426
https://www.zerodayinitiative.com/blog/2019/5/27/cve-2019-0708-a-comprehensive-analysis-of-a-remote-desktop-services-vulnerability
https://www.zerodayinitiative.com/blog/2019/5/27/cve-2019-0708-a-comprehensive-analysis-of-a-remote-desktop-services-vulnerability
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/rdp-stands-for-really-do-patch-understanding-the-wormable-rdp-vulnerability-cve-2019-0708/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/rdp-stands-for-really-do-patch-understanding-the-wormable-rdp-vulnerability-cve-2019-0708/

The target machine (debuggee) will be a Windows 7 x64 and the
debugger machine will be a Windows 10 x64. Both the debugger and
debuggee will run within VirtualBox.

Setting up the kernel debugging environment with VirtualBox

1. On the target machine, run cmd.exe with administrative privilege.

Use the bededit command to enable kernel debugging.

bcdedit /set {current} debug yes

bcdedit /set {current} debugtype serial

bcdedit /set {current} debugport 1

bcdedit /set {current} baudrate 115200

bcdedit /set {current} description "Windows 7 with kernel
debug via COM"

When you type bededit again, something similar to the following
screenshot should display:
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2. Shutdown the target machine (debuggee) and right click on the
target image in the VirtualBox Manager. Select “Settings” and then
“Serial Ports”. Copy the settings as illustrated in the following image
and click “OK”:
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3. Right click on the image that will host the debugger, and go to the

User Interface

“Serial Ports” setting and copy the settings as shown and click “OK”:
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4. Keep the debuggee VM shutdown, and boot up the debugger VM. On
the debugger VM, download and install WinDBG. I will be using the
WinDBG Preview edition.

Download Debugging Tools for Windows -
WinDbg - Windows drivers

This page provides downloads for the Windows
Debugging tools, such as WinDbg.

docs.microsoft.com

5. Once the debugger is installed, select “Attach to kernel”, set the
“Baud Rate” to “115200" and “Port” to “com1”. Click on the “initial
break” as well.


https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools
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Click “OK” and the debugger is now ready to attach to the debuggee.
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6. Fire up the target “debuggee” machine, and the following prompt
will be displayed. Select the one with “debugger enabled” and proceed.

wWindows Boot Manager

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

-

Windows 7

indows 7 with kernel debug via COM [debugger enabled] >

On the debugger end, the WinDBG will have established a connection

[P

with the debuggee. It is going to require a few manual enter of “g” into
the “debugger command prompt” to have the debuggee completely



loaded up. Also, because the debugging action is handled through
“com”, the initial start up will take a bit of time.

Microsoft (R) Windows Debugger Version 10.8.18869.1882 AMDG64
Copyright (c) Microsoft Corporation. All rights reserved.

Opened \\.\coml

Waiting to reconnect...

Connected to Windows 7 7601 x64 target at (Wed May 29 11:27:32.643 2019 (UTC - 7:0@)), ptrod4 TRUE
Kernel Debugger connection established. (Initial Breakpoint reguested)

sEEFXETIRXEE path validation summary **=sssersxxxas
Response Time (ms) Location
Deferred SRV*C:\Symbols*https://msdl.microsoft.com/download/symbols

DBGHELP: Symbol Search Path: srv*c:\symbols*https://msdl.microsoft.com/download/symbols
Symbol search path is: SRV*C:\Symbols*https://msdl.microsoft.com/download/symbols
Executable search path is:
DBGHELP: Symbol Search Path: srv*c:\symbols*https://msdl.microsoft.com/dounload/symbols
SYMSRV: BYINDEX: ©x1
c:\symbols*https://msdl.microsoft.com/download/symbols
ntkrnlmp.pdb
ECE191A28CFFA465AE46DFO6C22638451
SYMSRV: PATH: c:\symbols\ntkrnlmp.pdb\ECE191A28CFF4465AE46DFO6C22638451 \ntkrnlmp . pdb
SYMSRV: RESULT: exboeaases
DBGHELP: nt - public symbols
c:\symbols\ntkrnlmp.pdb\ECE191A20CFF4465AE46DF96C22638451 \ntkrnlmp. pdb
Windows 7 Kernel Version 7681 MP (1 procs) Free x64
Built by: 7601.24384.amd64fre.win7spl_ldr_escrow.198228-1208
Machine Name:
Kernel base = 8xfffff200°0261dee6 PslLoadedModulelList = @xfff{f880° @2856c98
System Uptime: not available
SYM5RV: BYINDEX: 8x2
c:\symbols*https://msdl.microsoft.com/download/symbols
ntkrnlmp.pdb

7. Once the debuggee is loaded, fire up “cmd.exe” and type “netstat -
ano”. Locate the PID that runs port 3389, as following:

ER Ch\Windows\system32\cmd.exe EI@

C:slszerssstraighthlast>netstat —ano
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8. Go back to the debugger and click on “Home” -> “Break” to enable
the debugger command prompt and type:

Iprocess @ @ svchost.exe



This will list a bunch of process that is associated with svchost.exe.
We're interested in the process that has PID 1216 (0x4CO).

PROCESS fffffaBess2tabes
Sessionld: @ Cid: B82e4 Peb: 7fffffded@d ParentCid: 8283
DirBase: 208496808 ObjectTable: fffff8abel16cl1%a® HandleCount: 115.
Image: svchost.exe

PROCESS fffffa8eaB2b72an
SessionId: @ Cid: 84co Peb: 7fffffd3eee ParentCid: 9283
DirBase: 1fefa6ep@ ObjectTable: fffff8a8e16d5398 HandleCount: 572.
Image: svchost.exe

PROCESS fffffa8ee8354868
SessionId: @ Cid: 856¢C Peb: 7fffffdfeéd ParentCid: 8283
DirBase: 27b73888 ObjectTable: fffff2a881758a88 HandleCount: 311.
Image: svchost.exe

9. We will now switch into the context of svchost.exe that runs RDP. In
the debugger command prompt, type:

.process /i /p fffffa80082b72a0

kd»> .process /i /p fffffaBees2b72ae

You need to continue execution (press 'g" <enter») for the context
to be switched. When the debugger breaks in again, you will be in
the new process context.

kd> g

Break instruction exception - code B88e88é3 (first chance)
nt!RtlpBreakWithStatusInstruction:

fffffeee e2eb74e8 cc int 3

kd> g

After the context switched, pause the debugger and run the command
“.reload” to reload all the symbols that the process will use.

Identifying the relevant code path

Without repeating too much of the public information, the patched
vulnerability have code changed in the IcaBindVirtualChannels. We
know that if IcaFindChannelByName finds the string “MS_T120”, it
calls IcaBindchannel such as:



_IcaBindChannel(ChannelControlStructurex, 5, index,
dontcare)

The following screenshots depicts the relevant unpatched code in
IcaBindVirtualChannels:

Yy
900PPONOBAB1378B
000B0AABAAR137EE loc_1378B:
BO0ODOOONOO1378E lea r8, [r12-8]
0000000000013790 mouv edx, 5
0000000000013795 mouw rex, rdi
0000000000A13798 call IcaFindChannelByHame
000000000001379D mov r13, rax
G000ENABEAR137AB test rax, rax
000B0AABAAB137AS jz short loc_137ES

v

ol i =

BPBOBRBO0BO137A5 lock add dword ptr [rax+i18h], 1

00000000008137AA lea rcx, [rax+i18h]

0000000000A137AE call es:_ imp_ExEnterCriticalRegionAndAcquireResourceExclusive
0000000000013 7BL movzx r8d, word ptr [r12]

0000000000013789 mov rod, [r12+2]

00800000000137BE mov edz, 5

00000000ODO137CI mov rex, rid

0O000RE0RERMII7C6 call _IcaBindChannel

00000000000137CB lea rcx, [F13+18h]

0eRENBREARA137CF call cs:__imp_ExReleaseResourcenndLeaveCriticalRegion
BOBE0O00O0B137D5 mov rcx, ri13 ; P

DOA0OPABBNBR137D8 call IcaDereferenceChannel

BOB00B0BO0B1370D ROV rcx, ri13 =

DO000DBOOBB13TED call IcabereferenceChannel

I

We’re going to set two breakpoints.

One will be on _IcaBindChannel where the channel control structure is
stored into the channel pointer table. The index of where the channel
control structure is stored is based on the index of where the Virtual
Channel name is declared within the clientNetworkData of the MCS
Initial Connect and GCC Create packet.

AB0ABARORAR13F12 mov rax, [rdi+BF8h]

AROBOBABAABR13F19 lea rc®, [Fsi+rb
H9000900808813F 1D mov [Fax+rcx=8+BEBh], rdi

and the other one on the “call _IcaBindChannel” within the
IcaBindVirtualChannels.



R

BEPO0OPON0B1378B
0000N000N0D1378B loc_1378B:
0EP0OOPEN0B1378B lea r8, [r12-8]
PPOONABONOBI3790 mov edx, 5
BB00ADBABB13795 mou rcx, Fdi
0000000000013798 call IcaFindChannelByHame
000000D0BOB1379D mov r13, rax
000000006 137A0 test rax, rax
0OO00ABDOAB137AI jz short loc_137ES
r l.
A |
==
900000008000 137A5 lock add dword ptr [rax+18h], 1
00000000000137AA lea rcx, [rax+18h]

90PAAABABAB137AE call cs:__imp_ExEnterCriticalRegionAndAcquireResourceExclusive
00000000000137B4 movzx r8d, word ptr [ri12]

AB0BAABAERA137BY mov rod, [r12+2]

AOREAABRAAA137BE mov edx, 5

40000000000137C3 movw rcx, r13

IBGBBBBBBBBB13?86 call TcaBindChannel

00000000000137CB lea rcx, [F13+18h]

#00AAABABAB137CF call csz__imp_ExReleaseResourcefAndLeaveCriticalRegion
00000000000137D5 mov rex, r13 i P

00000000000137D8 call IcabDereferenceChannel

00000000006137DD mov rcx, r13 ; P

0000000A0AA137EN call Icahereferenceﬁh;nnel

The purpose of these breakpoints areto observe the creation of virtual
channels and the orders these channels are created.

bp termdd!IcaBindChannel+@0x55 ".printf \"rsi=%d and
rbp=%d\\n\", rsi, rbp;dd rdi;.echo"

bp termdd!IcaBindVirtualChannels+0x19e ".printf \'"We got a
MS_T120, r8=%d\\n\",r8;dd rcx;r $t@=rcx;.echo"

The breakpoint first hits the following, with an index value of “31”:

kd> g

rsi=31 and rbp=5

fffffa8p 88532558 0©Pe0D0802 S8DEE888 83299328 fffffEE8
fffffadb 885325608 OQO280082 BB0EGR88 BB5a25de8 ffTffasa
fffffadd 88582578 @7829468 fffffase 000086088 GBeE28a8
fffffadh 88552588 OQOE2000081 90000088 DD0026088 GBEER8a8
fffffadd 88552508 ©O20000808 98080088 871bcoed ffTffase
fffffadd 88552528 ©O280084 98000088 20028081 GBEG28GS
fHf{fad0  885a25b8 @O280080 SECER28E DDEO2808 BBEE282E
fff{fas8b  885a25c8 ©O2000208 20020282 DOEO2808 BBEGDO3E

termdd!IcaBindChannel+@x55:
{8808 83e01f1d 483%bcc8=82088808 mov gword ptr [rax+rcx*8+8E8h],rdi

Listing the call stack with “kb” shows the following:



kd> kb
# RetAddr

: Args to Child

: Call Site

{888  83e91daf
fffffese” @3es8fes2
fffff88e° @3edb154
{8868 @3292748
fffff8ee" e2bes3e2
fffff8ee" e2a2bed4
fffff8ee" e2912d76
fffffgee e2ad32bs
fffff8ee” 8296764
fffff8e8" 826bebd3
peeeeese” 77bc9dda
geaee7fe” f8ael4b2
gegee7fe” f3ael8co
geaee7fe” f8ae3628
veeee7fe” f336aalf

[212]
81
82
83
24
85
86
87
88
89
B8a
8b
ac
ed
Be

: fffffa8e @85a2558 fffffa8e @879fdele fffffaBe @85a84db 6e080EB0" 00888885
. Pee8pess” epeeasas TffffaBe 88749408 8oeceess” easseoes fffffas3e” fEE88699
: A0PO0e6D” poROBeEE fffff380 86991538 FffffaSB 685394cb BBBBGGB@ BB@BB@GB :
:_Peespess” epeaasal fffffaB8 87236878 80888888
: B0200e0D” AOEREE25 POC0EE060” BORELe25S DOROBBRE” 63669346 Fffffa%@ 3?8356?6
: fffffage @7744dbe eeoseces” peceeesd fffffaBe e74adble fffffa3e @8593481 :
: Boeooeon” eooeeped fffffB880° @60018ed C0B0OODEE @aceendd fffffase @cfb34be :
: P8E80eEs” BEEEB08E EE0DOEE8E” DECODOES BODESEEE" @ABDEDE1 DOE86BDE” BB8BE188
: fffffa8e 871bc6ed B0OBE0GE" cB100000 08000BEE 83142578 ©0000808° 8314508
: Tffffag88 @71bcbed eeOBOE88 B314e5e8 fFTTTBEE 06091288 DOEEOO0E” 808BO188 :
: Beeee7fe” fBael4b2 BEOGE0GE" cBOBLGE1T 0BOGODEE @AB810fe ©oo0OREE" CBerepes :
: P8280ess” cBEea01T 8020088 PEEE18Te BBLE8EEE  9ABD20D08E BOC86BD0e” B88B8188
: B0E00e00” 83142600 GOC02E000” A0E00RA1 CB0EODEE eeoeeel eeeverfe” fdobad3e :
: P82880eEs” 8PE0A080 808888 B273lcdd BBLE2EEE T @AB2SDES PEE8eBRe 827aldo9s :
. B0200eeR” 827a1d98 8e0eenes” 827alcdd 08000BEE 827ald96 ©02POABE  827alcfl :

: termdd!IcaBindChannel+8x55
: termdd!IcaAllocateChannel+8x147

termdd! IcaCreateChannel+8x7e

: termdd!IcaCreate+8xl4c

: termdd!IcaDispatch+8x2d4

nt!IopParseDevice+@xldel
nt!0bpLookupObjectName+8x784
nt!0bOpenObjectByName+8x386
nt!IopCreateFile+Bxa88
nt!NtCreateFile+8x78
nt!KiSystemServiceCopyEnd+8x13
ntdll!ZwCreateFile+8xa

ICAAPI! IcaOpen+@xat

ICAAPI! IcaStackOpen+8xad
ICAAPI! IcaChannelOpen+@x6c

geaee’te t8366dee
peeee7fe” £8369688b
geaee7fe £f8392cc2
veeee7fe” £338bed3
peeee7fe” f8aela29
geeea7fe” f8ae27bc
geeee7fe” f838c8ea
geeee7fe” £83911bf
geaee7fe” foB233de
geeee7fe” f08286819
geeseess” 779557ad
veeosese” 77bb385d
00860000 BeRC08RE8

8t
1e
Ll
12
13
14
15
16
17
18
19
la
ib

: peaspees”

. 00oopeEe B2/alcd0 DebEEPEE 01T44DCP CPPEPPEED POEPPEDE DPOLBEPE CO0eeD1/ -
: 00E00PE0 0OPOORAD VAOREERA” COPOMRAl CDAGEGRE” POREEDAG 0PONEERE” DBAEERED !
£EO00E0Aa" 00PERRE0 :
: 09E00PR0° 00PEEAAE ©A2deE5A° AAA40852 0OAAAA7E PAG30054 0POAEER DBAOEPED !
: 90000900 81f44bce ©POREELA" 0A330003 ELAE0ERE” P314f4f0 0POOEER” DBOB828C :
: 00REOAR0" 0ODOARAD VAOREERA AA2e329C HDAANARA” PAREEDAE 0PEReT7fe” ffdeball :
: 90EE0PN0° GEREE0AE VAOREERA” NEROAA30 EPAENERE” PEREEDAG 0PORReR” 77b75d27 :
: 00EE0PE0 0DROERAE VeERE7fs’ FS384023 0OVOEERE” @314f748 0POALEOQ” DBEEGEO !
: 00000900 GEEGE00E VAAREEEA° BE2d03f0 EEAEEERE” PEREEREEG CPEAEEE” BBeBE0AS
: 00EE0PE0 0EOERRE VEEREERY” PA2cScal CPRORORE” PEREEDAE 0PEReT7e” fU027fes !
. 00EE0RRE° GEEEE0EE MEAREE08° PEECEEEE DOBOREE” PAREEDEE GPGPEERE” BESEERER
: 00E00PE0 0ODEERAD KAOPEE0A” POPONAEE 0DRORGRE” POREEDAG 0POAEERR” DBAEEPED !
: 90EE0PR0" GEREE0AE VAOREEDA’ NEROARAE EPAENERE” PAREEDAG 0POALER” BeEED !

28006888 PEAE8E0e  BB33eadb 88680808 @B3BBB4b

: termsrv!CListenerEx:

rdpwsx!MCsCreateDomaln+@xby
rdpwsx! TSrvAllocInfo+@x7e
rdpwsx!WsxIcaStackloControl+8x217

rdpcorekmts ! Chsx: :StackIoControl+@x56
rdpcorekmts!C5tack: :staticExtensionIoControl+8xeb
ICAAPI!IcaStackIoControl+8x65
ICAAPI!IcastackConnectionAccept+8xlfc
rdpcorekmts ! CStack: :Accept+@xie

rdpcorekmts ! CKMRDPConnection: : AcceptConnection+8xd7
termsrv!CConnectionEx: : Accept+@x284
:staticTransferWorkItem+8x31
kernel32!BaseThreadInitThunk+8xd
ntdll!RtlUserThreadStart+exld

We can see the IcaBindChannel is called from a IcaCreateChannel,

which can be traced all the way to the rdpwsx!MSCreateDomain. If we

take a look at that function under a disassembler, we noticed it is

creating the MS_T120 channel:

L J
FIE
8000B7FF7024A9D1 mou rcy, rdi
B088687FF7024A9D4 call qword ptr cs:_ imp_DeviceloControl.IoControlCode
8008B7FF7094A9DA and dword ptr [rbx+54h],
B008B7FF7024APDE and quord ptyr [rbx+98h], 8
B000BYFF7B24A%EG and dword ptr [rbx+8Ch], 8
000007FF7B94A9ED and dword ptr [rbx+88h], 8
000007FF7094A9F4 and dword ptr [rbx],
BO0BB7FF7A94A9FF xor esi, esi

B008B7FF7024A9F2 mov [rbx+3Bh], r14
8008B7FF7024A9FD mou [rbx+38Bh], r13
8008A7FF7024AA 81 mou [rbx+4Bh], rbp
000007FF7094AAB5 lock add dword ptr [rbx], 1
0000B7FF7094AR0Y lea [rbz+4Bh]
B008B7FF7024ARBD lea r8, abs_t128 ; "MS_T128"
B008B7FF7024AR14 lea edx, [rsi+5]
8008A7FF7024AA17 mou rcx, rib

B0BAB7FF7O24AA1A call IcaChannelOpen
B000B87FF7024AA1F test eax, eax

8008887FF7094AR21 js loc_7FF7094AARE

Also, but looking at the patched termdd.sys, we know that the patched

code enforces the index for MS_T120 virtual channel to be 31, this first

breakpoint indicates the first channel that gets created is the MS_T120

channel.

The next breakpoint hit is the 2nd breakpoint (within the
IcaBindVirtualChannel), followed by the 1st breakpoint (within

IcaBindChannel) again:



kd> g

We got a M5_T12e, r8=1

fffffaB8e @85a25508 ©6600002 00660068 B83e99328 fffffi86
fff{faB@ @85a2568 ©BEODEE3 EOBEEAEGe B85a25de fffffasde
fffffase @8ca2578 873829468 fffffale £EOELRE0R SBBEBRE0
fffffa2e e85a25308 08200801 PEOEEEER PROEREEE SBeeBeES
fffffaB88 88532598 871c8al8 fffffa8e 871bc6ed fffffas8
fffffase e@85-a25a8 ©Be0E8e4 POOECEER PEOBREE1 SBeeseal
fffffa8e @85a25be8 ©EE00EEE BO00EO0GE BE00000E BB060BEE0
fff{faB8 @85a25cA ©BEODBES PODEOAEE BEOBOEOE DBEEBEEO
termdd ! IcaBindVirtualChannels+8x19e:

fffff888°83e917cH e8fdaceese call termdd ! IcaBindChannel (ffff{888 83e91ec8)
kd> g

rsi=1 and rbp=5

fffffase @85-a2558 ©8e00ee2 PoBeeBee B3=09328 fffff3s3e
fffffaB8e @85a2568 0BG00603 B00G00ee B885a2Lde fffffase
fff{faB@ @85a2578 87829463 fffffaBe BeO0CE0E BBEEBEEO
fffffaBe @8532580 0OE00001 E0OEO0EE BEO0OO0E DBEOBEEO
fffffase e85a2598 871c2ale fffffa2e e71bceed fffffase
fffffage @85a25a@ ©Be00ee] EOOEOOEE BE00CE01 SBeeBeal
fffffase e8-a25he ©BEOEEEE POOECEER BROBREEE SBeeBeRd
fffffa8e @85a25cA ©8E00eeE B00E00Ee BEDBOO0E BBB0BER0

termdd!IcaBindChannel+8x55:
fffff888°83e91f1d 488%bcc8e8880888 mov qword ptr [rax+rcx*8+8EBh],rdi

This gets hit as it observed the MS_T120 value from the
clientNetworkData. If we compared the address and content displayed
in above image with the one way, way above, we can see they’re
identical. This means both are referring to the same channel control
structure. However, the reference to this structure is being stored at
two different locations:

rsi = 31, rbp = 5;
[rax + (31 + 5) * 8 + Oxe@] = MST_120_structure

rsi =1, rbp = 5;
[rax + (1 + 5) x 8 + Oxe@] = MS_T120_structure

In another words, there are two entries in the channel pointer table
that have references to the MS_T120 structure.

Afterwards, a few more channels are created which we don’t care
about:



kd> g

rsi=7 and rbp=5

fffffase @7818ble 000082 200eE0Re B3=099328 fffffose
fHfffade 87818b28 ©0BE0082 90000888 87818bo8 fffffasde
fHfffa26" 87218b38 @35325d8 fff{fa22 0ooORE0E C8280200
fffffase @7818b4e 00200081 22000008 DPOODEEE CoeBOREe
fffffase @7818b5e o0BOO002E 2o0ecoee B7lbcoed fffffase
fffffade 87818boe @60600284 20000888 DDOOREO1 09280288
fffffa36" 87818h78 @ORERHEE 200E0EEE DROORE0E CABE8D88
fffffase" 87818b88 ©OROOOEE 22000008 DPODOEEE CoeBoRee

termdd!IcaBindChannel+8x55:
ffff886 83e91f1d 483%bcc8eb280088 mov gword ptr [rax+rcx*8+8E6h],rdi

index 7 with offset 5

kd» g

rsi=8 and rbp=@

fffffa3e 87578b58 00200222 2OB2E008 B3200328 fffff228
fffffade @7578b6e ©OEE0D22 GOBEEODE B7578bde fffffase
fffffage @7578b78 @73decde fffffa2@ bo88ecoe GODo0B88
fffffag8 87578b88 ©OB00081 GEEEE00DE DOEBE00E BDDO0B88
fHfffa88 @7578b%8 ©0060BEE 88880088 B7a51868 fTfffas8
fffffa3e 87578bad ©O2C0024 EOO2E002 D22Ee0Dl BDDoDE88
fffffa3e 87578bbe 00200028 EOO2E002 DB22EEODE BDDODESE
fffffage @7578bce ©OOEO0DEE BOEEEEDE BRE8E0DE BDDEBL8E

termdd ! IcaBindChannel+@x55:

FH{ff888° 83e01f1d 4880bccBeBBa8288 mov quword ptr [rax+rcx*8+8E8h],rdi
kd> g

rsi=8 and rbp=1

fffffage 83742618 O0OOG0B32 BOBB0008 B32009328 fTTfT2E28
fffffage 8374eb20 0©00E0082 88082008 B874e098 fffffase
fHfffad8e @874eb38 87578bde fffffaBe BREE08088 BOBEB228
fffffa3e 837426428 00200021 EOO2E002 D22EEODE BODODE88
fffffage” 8374e058 00200028 GOB80EDE B7asleoce fffffa28
fffffage 8374668 00200084 BOBS000E DBBBEO0O01 GODG0B88
fffffag88 8874670 ©OOE0EE0 BE805E008 BEEOEEEE DEDBEB88
fHfffad8 @874ebB80 ©OOGG0BEE B088008E BBEOSGSE BBBEGS2S

termdd ! IcaBindChannel+@x55:
f{ff238" a3e91f1d 4889bccBe0088288 mov quword ptr [rax+rcx*8+8E8h],rdi

index 0 with offset 0 and 1



kd> g

rsi=8 and rbp=3

fffffage a756cele 0OERD0e2 20820088 83209328 ffffE80
fffffag8e  e756cH26 OOEO0NE2 28828888 8756cese ffiffaso
fffffad8e  8756c8308 @874e008 ff{{fa28 90002808 0OODDE0O
fffffage g@756c848 ©0B000E1 20022082 £2008208 Doedoeed
fffffag8e  8756ch56 GOE00NEE 28828888 87asless ff{ffado
fHfffa8e a756ce68 ©0B00E4 B2522088 £02080081 OBEODBEA
fffffag8e a756ce78 ©0E000eE 20022088 ©2008008 Doedoeed
fffffad@  @750c880 @RRODDEE POOEGODE 22002888 0DO2BR08

termdd! IcaBindChannel+8x55:

{888  83e0111d 4880bcc8eDBBEEBE mov quword ptr [rax+rcx®*8+8E8h],rdi
kd> g

rsi=8 and rbp=4

fffffade 8737860 ©GOBODOO2 BOOOEODE B83e99328 fHfffEB8
fffffage a7370efe 0©0EER0E2 20020088 e7378lee fffffaso
fffffage  @73781ee @756c098 fffffa2e 99002808 00800808
fffffade 87378110 ©GOE00081 SOOOE002 SS00D808 0DODDE0O
fffffage " g7379128 ©O0EL00eE 20628888 87aslese ff{ffasao
fffffage 87378130 @oEO00E4 POOEGODE 22002881 DDO2BR08
fffffag2e 87378140 GOEODDEE BOOOGODE B20D2888 DBOSBE0O
fffffage 7370156 ©O0EE00EE 206822082 89208088 DBeEDeea

termdd!IcaBindChannel+8x55:
fHfff888° 83e091f1d 488%bcc8ebBB8EBE mov gword ptr [rax+rcx*8+8E8h],rdi

index 0 with offset 3 and 4

The next step into finding other relevant code to look at will be to set a
break read/write on the MS_T120 structure. It is with certain the
MS_T120 structure will be ‘touch’ in the future.

I set the break read/write breakpoint on the data within the red box, as

shown in the following:

rsi=31 and rbp=5

fffffa%8 83532558 0OD26EE2 BOBEE08E B3e00328 fffffEse
fHfffa38 88532568 ©ODEOEE2 BODODBEE BB5325de ffiffase
f+fffaBe’ 88532570 @8509028 fffffade 20600000 c00o0OG0
fffffa%8 83532580 OOZ280681 SOBEE002 20EDEE00 BOICBI20
fff{fa30° 83552508 ©ODA0EES POBBEBBS 88751348 fffffase
fHfffaBe” 88532530 00060064 ©000000Q 20600001 cooo0oo0
fff{fa30°835325b2 ©OREGEEE SOBREOSS 2EEEEE00 PD2BBI20
fff{fa30°835325c8 ©B2AGEEE POBREOSS 2EEDEE00 PDBBDARR

termdd! IcaBindChannel+8x55:

{8807 83e91f1d 482%hccB320000028 mov qword ptr [rax+rcx*8+8E8h],rdi
kd> g

We got a M5_T128, ri=1

fHf{fa380° 98552550 |0boobbe. S0PPELRE Y3e993)08 TTiTT350
fffffa8e 885325600 |00D866E3 BOBEEOLE B85a25de fffffagse
fffffa%8 83532578 8500828 fff{fa2e 90000000 CO2CEB220
fff+a38 88532538 ©O288081 80020888 D2ESEEEE B8000888
fHfffa80 88532508 ©8Bb7ced fffffaB@ 88751348 fffffase
fffffa28 83532538 0©OD80684 SOBEE002 20082601 BB22EB8a1
fHfffa80 " 885325b8 ©ODG00ES 0ODEOOOE SEEDEE00 BGOOGODA0
fHfffa80 " 885325c8 0©ODG00ES 0ODEOOOE 2EEDEE00 BDOGODA0

termdd! IcaBindVirtualChannels+Bx19e:

{18387 83e917cH eBfdeceens call termdd!IcaBindChannel (fffff888 83ef8lecd)
kd> ba r8 fffffa88 885225508

kd» ba r3 fffffas8 83522558

kd> ba r8 fffffa8e 885a25608

kd> ba r8 fffffa88 885a2568



As we proceed with the execution, we get calls to

IcaDereferenceChannel, which we’re not interested in. Then, we hit

termdd!IcaFindChannel, with some more information to look into from

the call stack:

kd» g

Breakpoint 5 hit

termdd ! IcaDereferenceChannel+@x45:
fFfff8808° 83291565 7568

kd> g

Breakpoint 5 hit

termdd ! IcaDereferenceChannel+8x45:

jne

{8808 83291565 7568 jne
kd> g

Breakpoint 5 hit
termdd!IcaFindChannel+@x42:

{8808 83e9143e 488bda mov

: Args to Child
a8 88565318
fffffage 87335150
ff{f2a8" 83320800

83edat2
@3ed6e0l :
8464736

frfffase’
frf{fase’

B4p4t6az : DOROBOEE S02R28L0
84 fffff380 84667298 : fffff3a0 @1c20630
85 fffffa38e e46663d4 : fFfff330° ecadfc3ie
B6 fffff386 e4665fed4 : CPEO00EE" BBL2B836
87 fffffa3se @3e041f8 : fffff3a0 8332000
88 fffff380° @2630906 : 0ORE00E0" GG220008
83 fffff38e @267fd85 : fffffs3ee 8281186
Ba fffff388 @267f7c2 : fffffad8 ©82a8:68
Bb fffff386 83e941f8 : fffffs308 828211806
Bc fffff386°832994bd : fffffad8 ©82a8e50
Bd fffff886 83e94f3e : fffffad8 872580810
Be fffffB86 83e93ae3 : fffffad8 @76dcedo

83292920 834dceed

ef fffffese”

fffffage’

termdd ! IcaDereferenceChannel+@xa7 (fffffase”

termdd!IcaDereferenceChannel+@xa7 (fffffsse’

rbx, rax

832915c7)

83e915¢7)

: Call Site
20002008 coodeed]l PD0E0eEs PoDeBBed tHiieese 8/bedbdl : termdd!IcaFindChannel+B8x42
2EP20000" Doeeeele fffffa8e @7a58206 fffffa%9 ©7a5828e : termdd!IcaChannellnputInternal+@x119
208000 00ee0eas ffffage @7414780 £2000E60 08284088 : termdd!IcaChannelInput+@xdd

880 8320418
88622800 80600223
fffffaae” effe43as
fffffage 87a58295
fffffage 87335f5e
fffffage” ecadfdbe
fffffage 87414780
fffffa2e” cecoeeas
80828008 BEBEBRE0
fffffage 87a58e48
fffffage 885al6be
fffffage 881e51786

foee0ees BobeERe2
06000020° 00088819
068000020° ee0e08e8
080080a6” 280ee81a
fffffase es73b6ce
fffffa8e" ecadfdas
08000086" 88866881
06000BE6" 88088836
[sle[lelelel: T e e e T T
[sle[lelelel: T e e e T T
fffffaBe 87329458
fffffage ev744fee
fffff886 8caco328

EEEEEEE]

2eapeees’
2eapeees’
fffffase’
fffffase’
2eapeees’
Beceeess”
fffffeee’
Beoeeess”
fffffase’
fffffase’
fffffase’
Beoeeess”

80020828
goeaaoal :
goeaaoes
B8268215d :
826380100 :
: termdd!IcaRawInput+8x58

: tssecsrv!CRawInputDM: :PassDataToServer+0x2c
: tssecsrv!CFilter::FilterIncomingData+8xc9

: tssecsrv!ScrRawInput+8x82

: termdd!IcaRawInput+8x58

: tdtep!TdInputThread+ex4ss

: termdd!IcaDriverThread+@x5a

: termdd!IcaDeviceControlStack+8x827

goeaaoae
goeaaoee
goeaaoee
Boeaooee
B22a8e50
821e5170
87820458
Boeaooee

RDPWDIWDW_OnDataRecelved+@x32e
RDPUD!SM_MCSSendDataCallback+exlba
RDPUD!HandleAllSendDataPDUs+8x188
RDPWD!RecognizeMCSFrame+8x28
RDPUD!MCSIcaRawInputWorkar+ex3d4

The termdd!IcaChannellnput and termdd!IcaChannellnputInternal

sounds like something that might process data sent to the virtual

channel.

A pro tip is to set breakpoint before a function call, to see if the registers

or stacks (depending how data are passed to a function) could contain

recognizable or readable data.

I will set a breakpoint on the call to IcaChannellnputInternal, within

the IcaChannellnput function:



vy Yvyy

=] ) (5=
0eBeePBOBBB12DES 000e0BORBAB12DET
06000000000 12DEY loc_12DE3: 000000000001 2DE7 loc_12DEV:
H6000000BAB12DES nou eax, edi 000000000812DE7 Rov eax, [rsp+38h+arg_28]
BO0BOOBRBBO12DES jmp short loc_12E81| |000OABABABO12DEE nov rcx, r1@ s P
2000000000012DEE mov [rsp+38h+uar_10], eax
0000000000812DF2 mow rax, [rsp+3Bh+arg_2a]
RARBABAARAAT2DET mov rsp+38h+var 18], rax
BODBERBBEBAE12DFC call IcaChannelInputInternal
|
Yy
] 55
00POABANAAATIZE B1
000000OGARAIZEMT loc_12E01:
ABPOPOBBABAI2ZEGT mov rbx, [vsp+38h+arg_ 0]
DOBOROABOBAI2ZEB6 add ¥sp, 38h
APE0BOPBOBEA1ZEBA pop rdi
000000000BO1ZEGE retn
G000000BOBA12EBE IcaChannellnput endp
80PONBOAOAA12E BB

bp termdd!IcaChannelInput+0xd3

kd> g

We got a M5_T12e, ri=1

fffffase @75892be BOLPOLEB2 ePEeSLe8 83e99320 fffffsse
fffffa8e " @75892ce ©0PO0OGS3 ©B0eSLee 87539338 fffffase
fffffase a75892de 674fag1e fffffaSe oeceeece oa2ec20e
fffffa8e @75892:8 60260801 200E008E BO0DREEE ABE68886
fffffage @75892f8 87324168 fffffage 88123868 ffiffase
fffffage 87589388 002008284 28080062 B2208281 Goes8e8l
fffffa8e @7589318 ©8E000E0 29000002 299900000 DBeBDBE8
fffffa8e @7589328 00000800 2B0E00EE BOEDEE88 0Decsess
termdd ! IcaBindvVirtualChannels+8x19e:

ffff880° 83e017c6 e8fde6e000 call termdd!IcaBindChannel (fffff8808° 83eflecd)
kd> g

Breakpoint 3 hit

termdd ! IcaChannelInput+8xds:

fffff88e  83e008dfc e313008000 call termdd!IcaChannelInputInternal (fffffB8@ 83e90eld)
kd> dd rax

fffffa8e 87a58296 41414141 41414141 41414141 41414141
fffffa80 @7a582a6 41414141 41414141 41414141 41414141
fffffa80 @7a582b6 41414141 41414141 41414141 41414141
fffffa88 @7a582c6 41414141 eBef3441 3a8016dd 6775b5ch
fffffage @7a582d6 d28741cd 255888c%9 B8585854e 0BE58585
fffffa8e @7a582e6 000008020 BBDEOOEE 0OEDEE88 6lec8ees
fffffase 87a582f6 0©OPO1480 2060168 91803af8 81918181
fffffaBe 87a58306 01916080 28016001 91818668 81918181

We’re interested in calls to the IcaChannellnput breakpoint after
IcaBindVirtualChannels has been called. From the above image, just
right before the call to IcaChannellnputInternal, the rax register holds
an address that references to the “A”s I passed over as data through the
virtual channel.

I will now set another set of break on read/write on the “A”s to see
what code will ‘touch’ them.

ba r8 rax+0xa



Breakpoint 4 hit
termdd !memmove+@xbo:

The reason I had to add OxA to the rax register is because the break on

read/write requires an align address (ends in0x0 or 0x8 for x64 env)

kd> dd rax
fHfffas8e @7a58296
fffffas8@ @7a582a6
fffffas8e @7a5c82bsk
fffffas8@ @7a582ch
fH{ffa88 a7a582da6
fffffas8e @7a582e6
fH{ffag88 a7a582f6
fffffas8e @7a58386
kd» dd rax+8xa
THfffa86 87a532a6
Hffada8 a7a582b8
+H+ffad6 a7a582cH
fHfffad8 @a7a582de
TH+ffad6 a7a582=0
fffffase 87as82fa6
+H+ffad6 a7a53380
fffffase 87a583168
kd> ba r8 rax+8xa
kd» g

Breakpoint 4 hit

41414141
41414141
41414141
41414141
d28741cd
goBaREea
goealdan
gleleesa

41414141
41414141
41414141
b5ch3aga
85858585
goBaosag
glelalgs
glelalel

termdd !memmove+8xbd:
fHfffE280° 82207630 ABR3C1208

41414141
41414141
41414141
e8ef3441
25583868c9
gaBaaeas
gaeaalas
gaa1a8a1

41414141
41414141
41414141
A1cd6775
eafeasns
l4gealoe
eagealol
81818181

add

41414141
41414141
41414141
3a8816dd
8585854
pesoeens
B186aado
Blaleess

41414141
41414141
34414141
88cod287
eecoeeso
Blaoeegs
eealelsl
8lalelga

rCX,

41414141
41414141
41414141
6775b5ch
Be858585
BleaBess
gleleial
gleleial

41414141
41414141
16dde8af
B5422558
goaaosag
aabaoeag
gogaoeal
goeaoeag

28h

So the “A”s are now being worked in a “memmove” function. Looking

at the call stack, the “memmove” is called from the

“IcaCopyDataToUserBuffer”.

fffff880° 832097639 4883cl28 add rcx, 28h
kd» kb
# RetAddr : Args to child : Call Site
8@ fffff886 83e00409 : fffffa86 @75892c3 PGBEEE6E 09EOEEES ©OEEBD0E” eBoBes28 fffffase 872168388 : termdd!memmove+8xbd
81 fffff880° @3e91875 : fffffa88 ©8898c3@ fffffaBe ©88898doe fffffaBe epoceocc2e oeapoee 0eoceees : termdd!IcaCopyDataToUserBuffer+Bx49
B2 fffffs8e @3e%@e@l : fffffase e732ddde eceooepe” cveeoese fffffas3e e7a58296 fffffas2e ©87a5828e : termdd!IcaChannelInputInternal+@x26l
B3 fffff888 e4p47f36 : fffffBaf 83344600 BOEOREEE BBEEERRS fffffaBe @86edbSe PEPOEELBD 6eeB4ees : termdd!IcaChannelInput+exdd
84 fffffB880 e464fbaZz : DDEOELED" Poeeaee fffff8se 83=9418f QDOEEE0E ©0CLEE02 ©6AB0808 08BB828 : RDPWD!WDW_OnDataReceived+8x32e
B5 fffff286 @4667a98 : fffff2aB 8d418dce SEAOOEEE DBEEOS2E BDOGEEOE ©0E88R10 DeE0DEE8 0B2eEa81 : RDPWD!SM_MCSSendDataCallback+@xlba
B6 fffff880° ed46663dd : {386 @21c2c3e fffff3a0 0332313 OOCOGO0E” ©O0BE002 DOEODESE  GDEO6288 : RDPWD!HandleAllSendDataPDUs+8x188
87 fffff880 e4665fed : DDEOOLEE" BOEEEB36 fffffaBe 87258295 @0o0Le0s eveeedla {33887 08268215d : RDPWD!RecognizeMCSFrame+Bx28
B8 fffff288 @3e941f8 : fffff2aB ©334deee fffffa3e 8782ddde fffffa3e @74laled fff{f2338° 02688f88 : RDPWD!MCSIcaRawInputWorker+8x3d4
B9 fffffB880° 92680968 : DDEO8PED” Poeessas fffffsse 821c2dbe fffffB28 ©21c2da8 ©ee00e0e 0eeepesd : termdd!IcaRawInput+8x58
Ba fffff8se e267fd8s : fffff800 82881188 fffffa20 826e0b58 GBEOESEE0” POOE2EE1 S90DE00E BBEBEE8E : tssecsrv!CRawInputDM::PassDataToServer+8x2c
Bb fffffese e267f7c2 : fffffase eva2d798 fffffase ococoooeoe opocoeed eeeees3s fffffsee ceeeedee : tssecsrv!CFilter::FilterIncomingData+8xc9
Bc fffffB880° 83e841f8 : fffff3868 B28e1180 SEADEELE 6PEOOROE ADEPEE0H ©0O0LO00e BEAODEDE 0BBEBeBe : tssecsrv!ScrRawlnput+8x82
8d fffffese 832994bd : fffffa8e 87a2d788 fffffage 87a5804E8 QBEOSE00” Pooesseld fffffad3e 87a2d780 : termdd!IcaRawInput+8x58
Be fffff28e @3e94f3e : fffffase evasgele fffffase @35a2468 fffffase e7v21e3ee fffffas2e 087@ceed : tdtcp!TdInputThread+ex465
ef fffff880 83e93ae3 : fffffa8B @7537fed fffffad0 ©876ceed fffffase e7744fee fffffase 672168388 : termdd!IcaDriverThread+Bx5a
18 fffff386 63292920 : fffffa80 B85ad4acl {8207 921c3818 fffff386° 821c382@ 0eEOLEEEE 0LEEE8AE : termdd!IcaDeviceControlStack+8x827
11 fffff230 93292689 : Po0G02EE" ooo2ceee fffffa2e 8278c0c0 OOEOOER0” PoDeeoee fffffasZe  e35ad4bfs : termdd!IcaDeviceControl+@x7s
12 fffffs8ee e29efdoa : 0DEOEBES" POEGE0E2 BOADEOCDE 0EBODS02 AD0PBEDE epoeoBse fffffa8e 874bed78 : termdd!IcaDispatch+8x215
13 fffff8ee e2ads831 : fffffa8e 874bed7e ff{ffase 674be47@ fffffaBe e74bed7e fff{f300° 62881188 : nt!IopSynchronousServiceTail+Bxfa
14 fffff266° ©20675d6 : HDEEOREH" BOOEE8EE SEROOEEE DBEE0SEE BDOPEERE ©PEROBRE ©00BOEEE B80BE288 : nt!IopXxxControlFile+@8xcS51
15 fffff868 826bebd3 : ©0POGEEEE" 36020681 fffff868 ©82abShdc BEEEEO0E" ©ECREO0E8 DEEODEGE BBEEE888 : nt!NtDeviceloControlFile+8x56
16 oeesesee” 77bcosfa : 0oeve7fe f8ael3a8 9EAOOERE  6EEO0S0E ADOGEE0E ©0CL000R £EAB0B08 0BBeBeRe : nt!KiSystemServiceCopyEnd+8x13




Lets step out (gu) of the “memmove” to see where is the destination

address that the “A”s are moving to.

kd> gu

Breakpoint 4 hit

termdd !memmove+@xca:
fffff880° 83e0764a AcBbS48af8
kd> gu

termdd ! IcaCopyDataTolserBuffer+axdd:
{880 8320084089 ebéb

mov

jmp

ri8@,quord ptr [rdx+rcx-8]

Which is here looking at it from the disassembler:

termdd ! IcaCopyDataToUserBuffer+@x5e (fffff888° 83e00416)

 J
il (et 5=
A000000B00M123Fh Xor ebx, ebx
A08000008080123F6 mov [rsp+58h+uar 28], ebx
0000000006868123FA mov r8, rsi : Size
880008088881 23FD mov rd=, r12 ] o
AdAAAdAAAaAM 2480 mov rcx, [rdi+7Bh] ; Dst
g80f00oaaAA12488 call memmove
A00AAROBAAB12402 jmp short loc_ 12416
I
The values for “Src”, “Dst” and “Size” are as follow:
kd> dd ri2
fffffa86 87a58296 41414141 41414141 41414141 41414141
fffffa86 87a582a6 41414141 41414141 41414141 41414141
fffffa86 87a582bt 41414141 41414141 41414141 41414141
fffffa86 87a582ce6 41414141 e8ef3441 3a38816dd 6775b5ch
fffffag86 87a582d6 d28741cd 255838c9 8585854 BDB5H585
fHfffa8@ 87a582e6 ©OORO0O0E SO0O0O0E DOOBE0ED B1800880
fffffa86 87a582fc 082814280 600008108 91663200 B1810181
tHff+ad86 @87a583860 016160000 26016601 ©lelecoe 6lelelel

Src



kd> dd poi{rdi+ex7@)

22000060808 838oc598 41414141 41414141 41414141 41414141
00000000 838ec5ad 41414141 41414141 41414141 41414141
800000008 8322c5he 0G0OGOG23 DOOSCO0E DEOO22061 SO2G0280
800000008 838ec5ce ©CO00S0e1 ooBefffs oeooec62 28280145
800000080 838oc5dd 140608500 2181867c 0808232883c c8e16a10
80000800 838ec5ed 63754400 912238161 BabBeacd =85020380
820000808 838=c5f8 081852287 0993a83ca eeBB0684 41206842
80000000 838ected 41084100 4164168 41084160 41284160
Dst
kd»> dd rsi
88000800 80880028  FP2P2P2P 2222222 2P DY PR2P0207

Size (0x20)

So the “memmove” copy “A”s from an kernel’s address space into a
user’s address space.

We will now set another groups of break on read/write on the user’s
address space to see how these values are ‘touched’

ba
ba
ba
ba

rg 00000000 030ec590
r8 00000000 030ec598
r8 00000000 030ec5a0
rg 00000000 030ec5a8

(side note: If you get a message “Too many data breakpoints for
processor 0...”, remove some of the older breakpoints you set then

[{P=})

enter “g” again)

We then get a hit on rdpwsx!IoThreadFunc:

kd> g

rdpwsx! IoThreadFunc+@xad:

0033:000007fe” 8362854 745d je
kd> kb

rdpusx! IoThreadFunc+@x1e3 (eeeoe7fe f836a8b3)

: Call Site
" pe00e020 GP0E0E0R  B30ec558 B " @3Becded : rqusx!IoThreadFunc+6xa4 |
88" 9EEEE800 09000808 00080000 BOOOBEAS" BBReBes : kernel32!BaseThreadInitThunk+8xd
QLo T e TeTe T Te e T T e T 28 " @8 : ntdll!RtlUserThreadStart+@xld

# RetAddr : Args to Child
(=15} " 7795578d : @ i
81 eoe88800” 77bb385d @ @ *

az eee : @ a o

kd> bl
8 d Enable Clear fffff88e @3e91fld
1 d Enable Clear {ff{f2206 82e98dec
2 e Disable Clear FffffE88@"03e917c6
3 e Disable Clear fffff886° 03e%0dfc
5eDi Clear ©0288006° 830ec5%98 r 8 000l (e8el)
6 e Disable Clear [@0P@eEEE B30ec508]r 8 @801 (0881)
8 e Disable Clear 00002800 0302c530 r 8 6001 (0001)
9 e Disable Clear ©0808006°630ec5ad r 8 0001 (8861)

9001 (eeel) termdd!IcaBindChannel+@x55 “.printf \“rsi=%d and rbp=%d\\n\", rsi, rbp;dd rdi;.echo”
0001 (@801) termdd!IcaCloseChannel ".if ($t@==rcx) { .printf \"MS5_T128 channel going to get closed\\n\" ; $tl1=1;kb; }; g"
o081l (eeel) termdd!IcaBindvirtualChannels+8x19e ".printf \"We got a MS_T12@, r8=Rd\\n\",r8;dd rcx;r $t@=rcx; $til=1.echo;g"

eeel (eeel) termdd!IcaChannelInput+@xdd




The breakpoint touched the memory section in the highlighted red box:

kd> dd poi{rdi+ex7@)

0eeaee8e 838ec596 41414141 41414147 141414141 41414141 |
898000608 838ec5ad 41414141 414141471 41414141 41414141
8880800608 @3becs5be ©0BOBEEZ BOOEGBOE DEEBEED1 BEBB0886
88688886 830ac5c8 O00B00E1 BebefffS DBOOBEG2 GBeEB145 |
888000608 83bec5de 14866588 B8161887c BEBE883c ceeleals
88688886 830ac5e8 63754480 8128161 BabBbeacd 2068368
828000008 838ec5Te 81852287 892a383ca cebBBB04 41880842
82800000 @3bectBd 41664188 41684168 41684106 41884166

The rdpwsx!IoThreadFunc appears to be the code that parses and

handle the MS_T120 data content.

kd> u

rdpwsx!IoThreadFunc+8xad:

aoeee7fe”
Beaseife”
ooeee7fe”
Beaeevfe”
geeee7fe”
Beaaeife”
eeeee7fe”
geage7fe”

8368854 745d

t836a856 23bbb2oeooess2
f836a85d 7565

f836a85f B3ff20
f836a862 7536

8362864 48833308000000088 and

f836aB6c 83635408
f836a878 8b&3c3088880

je

cmp
jne
cmp
jne

and
mov

rdpwsx ! IoThreadFunc+@x1e3
dword ptr [rbx+8B8h],2
rdpwsx! IoThreadFunc+@x114
adi,28h

(@0REETFe F836a8b3)

(PEREATFe F336a8cd)

rdpwsx! IoThreadFunc+éxea (@@eee7fe” f836a89%a)

quword ptr [rbx+98h],8
dword ptr [rbx+54h],e
eax,dword ptr [rbx+eCsh]

Using a disassembler will provide a greater view:

=
000007FF7094AB43 test
0008007FF7094A847 jnz

byte ptr [rbx+58h], 1
loc_7FF7B94ABEY

]

1

000BO7FF7094A84D cmp
BOBO7FF7 094085 jz

dword ptr [rbx+8B8h], @O
short loc_7FF7094ABE3

1

v

(5=
000007FF70894A856 cmp
0000807FF7894A85D jnz

dword ptr [rbx+8B8h], 2
short loc_7FF7094n8CY

=

s =]

0B0BO7FF7 094A85F cmp
BOBOB7FF7B94A862 jnz

edi, 26h
short loc_7FF7894A89A

L1

v

(e [5=]

000007FF70894A864 and
000807FF7894A86C and
000807FF7894A870 mov
000007FF7894A876 mov
000007FF7094A87A and
000007FF70894A880 lea
000807FF70894A885 lea
000007FF7 0940888 mov
000007FF7094A888 mov
000007FF7094A88F mov
000OD7FF7094A894 call

quord ptr [rbx+98h], @
dword ptr [rbx+54h], @
eax, [rbx+8C8h]

+9, [rbx+48h]
[rsp+78h+var_ue], 6
r8, [rsp+78h+var_u8]
edx, [rdi-1Eh]

rcx, rbx
[rsp+78h+var_38], eax
[rsp+78h+var_h8], rbx

cs:quord_7FF78953B58 ; GCCCallback

‘s




M

000087FF7 094A89A
B000087FF7 824A80A

loc_7FF7894A89A:

800087FF7 824A89A mov rcx, [rbx+4oh]
800087FF7 824A89E or dword ptr [rbx+58h], 2
800887 FF7 B24A8BA2 test FCX, FCX
B00007FF7094A8AS jz short loc_7FF7824A8CY
Y A J
[l e 5= P

BA00807FF7A94ABE3 BBABB7FF7094ABA7 call IcaChannelClose
080807FF7094A8B3 loc_7FF7A94A8B3: BO0AB7FF7 B94ABAC and quord ptr [rbx+48h], @
BO0ABFFF7B94A8B3 lea r8, [rbx+B8BBh] BOBBB7FF7 094A8B1 jmp short loc_7FF7094A8CH
0800887 FF7094A8BA mov edx, edi
0O0ABFFF7O94A8BC mov rcx, rbx
B00007FF7094A8BF call HandleConnectProviderIndication

|

({3

We will now use “p” command to step over each instruction.

kd> p
rdpwsx ! IoThreadFunc+8xas:
8033:000087f1e” f836a856 33bbbiooecosaz
kd> dd poi(rbx+exbg)

414141417 41414141 22232322 232223 3N R
414141417 41414151

414141417 41414161
414141417 41414171
414141417 41414181
414141417 41414191
414141417 414141381
414141417 414141b1
kd> p

Breakpoint & hit
rdpwsx ! IoThreadFunc+8xad:
Be33:e0eee7fe” f836a85d 7565
kd» p
rdpwsx!IoThreadFunc+8x114:
0033 :000007fe" f836a8c4 338bbsepeeseff or

cmp dword ptr [rbx+8Bgh],2

jne rdpwsx!IoThreadFunc+8x114 (@eaee7fe” f836a8c4)

dword ptr [rbx+eBsh],eFFFFFFFFh

It looks like because I supplied ‘AAAA’, it took a different path.

According to the blog post from ZDI, we need to send crafted data to
the MS_T120 channel (over our selected index), so it will terminate the
channel (free the MS_T120 channel control structure), such that when
the RDPWD!SignalBrokenConnection tries to reach out to the
MS_T120 channel again over index 31 from the channel pointer
structure, it will Use a Freed MS_T120 channel control structure,

leading to the crash.

Based on the rdpwsx!IoThreadFunc, it appears to make sense to create
crafted data that will hit the IcaChannelClose function.

When the crafted data is correct, it will hit the rdpwsx!IcaChannelClose



Breakpoint 4 hit

rdpusx! IoThreadFunc+8xad:
B833:008887fe” f836a854 745d

kd» p

rdpusx!IoThreadFunc+8xa6:
B8e33:008007f2" f836a856 33bbbsoeeceee2
kd» p

Breakpoint 4 hit
rdpusx!IoThreadFunc+8xad:
B833:008007fe” f836a85d 7565

kd» p

rdpwsx ! IoThreadFunc+@xaf:
Be33:e08e87fe” f836a85f 83ff2e
kd» p

rdpusx!IoThreadFunc+@xb2:
B833:008087fe” f8368862 7536

kd» p

rdpusx!IoThreadFunc+@xea:
Be33:e08e87fe” f836a8%a 488b4b4e
kd» p

rdpusx ! IoThreadFunc+8xee:
B833:000087fe” f33638%e 834b5882
kd» p

rdpusx!IoThreadFunc+8xf2:
Be33:0000887fe fB36aBa2 48B5c9
kd> p

rdpusx! IoThreadFunc+8xfs:
B833:008887fe” f836a8a5 741d

kd» p

rdpwsx!IoThreadFunc+@xf7:
B833:000087fe” f836a8a7 e3d420080@0

je rdpwsx!IoThreadFunc+8x183 (Beeee7fe fB36a8b3)

cmp dword ptr [rbx+eesh],2

jne rdpwsx!IoThreadFunc+8x114 (@eeee7fe” f336a8c4)

cmp edi,2eh
jne

rdpwsx!IoThreadFunc+Bxea (BB8687fe” f836a8%a)

mov rcx,quord ptr [rbx+48h]

or

dword ptr [rbx+5@h],2

test PCX, rCX

je rdpwsx!IoThreadFunc+8x114 (Beeee7fe” f836a8c4)
call rdpwsx!IcaChannelClose (@e8887fe” f836d288)

Before stepping through the IcaChannelClose, lets set a breakpoint on
the MS_T120 control channel structure to see how does it get affected

kd> dd fffffag8e 874fcace

fHfffa8s 874fcac® ©O0BBEEG2 SOBBBGBE 83299328 friff336
fHfffadd 674fcadeé ©0BBEEG3 600BBGBE 874fcb4dd friffad6
ffffage 874fcaed 08900468 fffffa28 60060000 ©006B8E666
ffffage @674fcafé OOE200081 DO00B008 ©BDBO08E BBBEBBEEO
ffffag8e e74fcbee 67294116 fffffa8e @853tb5e fffffaBa
tHfffads 874fcbl® 06806664 00080008 688088061 GBEBB881
tHfffads 874fcb286 ©0BBGEGE 000BEGBE BBE00LB0E GBEBEBBE
fHfffage  874fcb38 ©ODEOOBE DO00B008 OODBO00E BB0E6BE66

kd> ba r8 fffffage’

B74fcace

fffffag80°074fcacO is the current address for the MS_T120 structure

Breakpoint 5 hit

nt!ExpInterlockedPushEntrySList+8x25:

{888 826b7545 488d9881860188 lea rbx, [rax+186881h]

A breakpoint read is hit on fffffa80°074fcac0

The following picture shows the call stack when the breakpoint read is
hit. A call is made to ExFreePoolWithTag, which frees the MS_T120

channel control structure.



kd> kb
#
8@

(a=l [we il (ww i {an]
ISR IR

ReERkEERERERERRRRIRBERBRISIR
(=l VI L [ < T I o W S (VR[S ol (T o Iy O W (o )[R (V=) (7= 38 N ) [ (N

RetAddr
fff{f8pa" 827f746d

fffff88e 83e915c4 :

fffffe8e" 83e913a8
fffff888" 839001
{888 84647f36

: Args to Child
: DPeBeBEs" PEBeAREE BB8ReR0e Beepeeed ff{ffala 874fcadl 08088808 " 68BBBRBS :
00000000° BoeeReee fffffase 88783170 08008088 63695354 fffffase e74fcads :
: fffffage” 88597168 2000000 Boeeoees fffffase” @74fcace ©e80eese” 80ease0s
: fffffa88 87828046 6060000 6Beooeed fffffal@ @88e5dfe fffffadd B8BeSdee
: ffff{fBaB 8335c0008 B0eppepe  epeppees fffffa8a 8853fb58 PeO0os8ns” Bepalase

fffff88a° 6464f6a2
fHfff288° 64667298

fffff888° 8394118

{886 8267fd8s
{8868 8267f7c2
{886 83e941f8
fffffaae” @32994hd
{380 83e94f3e
{8868 83e93ae3
{8868  832920:9
fffffese” @3e92689
fffffeee” e2sefdoa
fffff8ea" 82ads5831
fHfff8ee” 829675d6
fffff8ee” a26bebd3
oeeapesa” 77bcogfa
geeaavfe” f3ael3a8
geeaavfe” f3ae2foe
geeggeee” 779557ad
B8eeapeee” 77bb385d

. PPEeseEs” e0een8ee
. fffff2aB @ds65138
880" e46663d4 :
fHfff886° 84665fed :
: fffff8aB” @335ceee
fffffese” e2680920
. fffff8e6° 828@1188
. fffffase” 874fsfas
. fffff8e6 e28e1188
: fffffage” avafafoe
. fffffad8e” e38e5b78
: fffffas8e @79=4938
: fffffas8e e73808820
. Becoe0e” pooeaoee
. B2EE8SEs” Be0eae02
. fffffad8e @75722de
. PPEeseEs” e0een8ee
. peoeeece” seeaasal
. BBoeeTfe” f3aellasd
. BP088e06" BOeeBBee
: BP088e08" B0eeRBee
. Becoe0e” pooeaoee
. B2EE8SEs” Be0ea808
oeeopesa” egeecses

fffff88e” 821c2c3e
08080e00” BeBeRe3a

28808200° 80882808

08080800" oeBanoes

{388 8320413
fo00e0008 0000882 C
fffff3a@ 8332f3a8
fffffage 088e5dfs
fffffa8e 87828948
fffffsse e21c2dbe
fffffa88 B8853fbse
fffffa88 ceeapose
20682008 DeeaBase
fffffase 838e5bas
fffffas8@ 87833870
fffffa8e 87282che
{3888 821c3818
fffffagse e72e2chbe
fope0o00e” 0oe0e802
fffffa8@ 875722de
20682008 DeeaBase
fffffaee” @2abshas
20602008  DERADBEDa
206B8008” DevaBaBe
206026008 BeRaDaBe
eooec00e” oeeoaeee
fopeco00e” ooeoa000
20608008 DeeaBaBe

20820000 08008682
08BeBeee” 0eBeee19
00800000 CEBDDE8E
f0BEeeRs” PEBRRA1E
fffffa8a8 @35c8abe
fffffsse e21c2das
0oBa0esa” eoeesae1
0oBe0esa” eeeeea3a
fe8geeeq” ceBaaaee
feea0eaa” AeeRRGa
fffffa8a” eas52081e
fffffase” e7744fee
{8808 821c3820
fgego0eea” 2e0ae0a
[slelalelalel T e T e Tl e ]
fffffa8@e 875722de
fe8geeeq” ceBaaaee
feea0eaa” AeeRRGa
00800000 CEBDDE8E
0oBoeees” penoaaee
foBaeees” penaaee
fgego0eea” 2e0ae0a
[slelalelalel T e T e Tl e ]
ooBoeees” penaaee

: Call Site

nt!ExpInterlockedPushEntrySList+8x25

B8es00e08" apesee2c :
80280008  6oeBB881 :
Be800008~ BDOREE0E :
fffff888°8268215d :
fffff8se e2680fea :
29200808 80080888 :
Besopene” epeooess :

fffff8oe” eveeoese
B8esepe0e” apeeoesa

nt!ExFreePoolWithTag+ex22d

: termdd!IcaDereferenceChannel+@xad
: termdd!IcaChannellnputInternal+8x594
: termdd!TIcaChannellnput+8xdd

RDPWD !WDW_OnDataReceived+8x32e
RDPWD!SM_MCSSendDataCallback+@xlba
RDPWD!HandleAllSendDataPDUs+8x188
RDPWD!RecognizeMCSFrame+8x28
RDPWD!MCSIcaRawInputWorker+@x3d4

termdd! IcaRawInput+8x58
tssecsrv!CRawInputDM: :PassDataToServer+Bx2c

: tssecsrvICFilter::FilterIncomingData+8xc9
: tssecsrv!ScrRawInput+8x82

fffffase e7afsfoe :
fffffage e7282cba :
fffffase @ss99e18 :
Besope0e” apeeoess :
fffffage 7380938 :
Tffffage” e75722de
fffff808 82801188 :
Besepene” apecoesd :
892008808 60080880 :
Be800008~ BDOREE0E :
Besopene” epeooess :
Besope0e” apeeoess :
29200808 80080888 :
80000600  coBa0880
80800008 B0BR0R0E :

termdd! IcaRawInput+8x58

tdtcp! TdInputThread+@x465

termdd! IcaDriverThread+8x5a
termdd! IcaDeviceControlStack+8x827
termdd! IcaDeviceControl+@x7s
termdd! IcaDispatch+8x215
nt!TIopSynchronousServiceTail+dxfa
nt!IopXxxControlFile+@xc51
nt!NtDeviceIoControlFile+Bx56
nt!KiSystemServiceCopyEnd+8x13
ntdl1!ZwDeviceIloControlFile+8xa
ICAAPI!IcaloControl+8xdd
ICAAPI!IcaInputThreadUserMode+@xde
kernel32!BaseThreadInitThunk+éxd
ntdl1!RtlUserThreadStart+8x1d

We can proceed with “g” until we hit the breakpoint in
termdd!IcaChannellnput:

kd> g

Breakpoint 3 hit

termdd! IcaChannelInput+8xds:
fffffese” 83e9adfc 813000800
kd> dd fffffage e74fcace
fffffage @74fcacd o©68008880
fffffase e@74afcade ©2815e48
fffffad8 @74fcaed @d561198
fffffad8 @74fcafd ooo0B0E0
fffffase e@74fcbee effld3ee
fffffage e@74fcble oB20003a
fffffase e74fcb28 ©6eEL820
fffffase @7afcb3e 82315e48

call termdd ! IcaChannelInputInternal (fffff85e 83=08214)
eagaeses
fffffaee
fffffsae
eeoeeoee
fffffeae
eaoeeooe
[=lels]slelele e
fffffeee

Beageede
eeagecoe
eeegeeol
eelzeele
eeagecoe
oeageen2
Beae0e1s
812f726e

fffffese
oeeacess
ooeaaas
ooeaaas
gopacaes
gopacaes
oeeaBess
fffffsae

Taking a look at the address that holds the MS_T120 channel control

structure, the content looks pretty different.

Furthermore, the call stack shows the call to IcaChannellnput comes
from RDPWD!SignalBrokenConnection. The ZDI blog noted this
function gets called when the connection terminates.



kd> kb

#

RetAddr

. Args to Child

: Call S5ite

b

82 fffffs8e @3edadaf :
fffff83e 82688633 :
fffff836 626886bd :
fffffase eze7f4fc :
fffffgse @3e9567f :
fffff830°83e9418f :
fffffes3e 84649714 :
fffff836 84648dba :
fffffes3e e464bfe8 :
fffff88e e4656345 :
fffff880 84658a34 :
fffff830 84642984 :
{886 8464ceb5 :
fffff830° 04643384 :

fffff830° 84665198 :

fffff8a8 8332f1de 6pOB2E60" 0PEDOEGD GBOG06EE” POO0GE0DE BOOOBOAS  BOBABBB2

fHfffase” e73zac4a
pepopess” doseazed
£8P00e06" G00eae0a
£eP0pess” enBea225
fffffase esozd341
£eP0Re0e” enBeaEe2
fffff8aB 8335cHCa
fffff3a8" 8335feea
{386  eopelced
02008000 caeea714
fffffoee calldccda
fffff8a8” @335feea
81d51667" 4d1@c925
£ee0pess” enseaeea

: termdd!IcaChannelInput+8xd8

1 fffff888° 84642788 : 80080008° oBoeagea fffffase veeseesl fffffase @75eefee fffffase @7lc24de : RDPWD!SignalBPDkenCOnnectiOﬂ+8x54
ffff8a8 B8335c9d8 fffffaB@ @85cBabe fffffB888 @6c23108 :
Pepeease” cdf2e885 fffffa80 @85c6620 BOBBEOND" BBEADORA
P8Deeo0e” BBeBla%c ©0eeoees” doseez2ed fffffade” @85c3abd
880eee8e” BeEBDET7T7 B0eReees” BeeRlcfd fffffade B892d325
fffff88e" 8465cds34 90008008 @8691b13 feccecns” Boeaceal
BEDeRoBe” BA0GDeR1 S0DEDERE @0BREERe fffffI988  c8lllchs :
fffff3g8e  eeeapeel fffffoeg col13924 BeBeEER4” BEEABT14
0E0oR00e” BA0BDER3 B0DEDER1™ @BBBeT14 fffffB80  @4648des :
880ee068e” BA0BDERe B0DEDeRE BBBR1ce9 fffffB30 coeaseel :
920020027 60980020 002080887 208R1C6T BE0BE08Y° A0e8Rdla
fffffoBe” cecopece @peeesed” @ebb86ce BOPBBOBD™ BBBABTe8
fffffoBe” cecepene e0o0e0ees” eebbl6ce BDEOBERD  BBeasBTes :
fff{foBe” cecepend enoeoeee” @abblece fffffi6e” @oeasres :
fffff8ae” 8335ceve fffff83e e6cc2444e fffffBag@ @335feee :

: RDPWD!ShareClass:

RDPWD!WDLIB_MCSIcaChannelInput+8x9@

: termdd!IcaChannelInput+8xéb

: tssecsrv!CDefaultDataManager: :Disconnect+8x3f
» tssecsrv!CFilter::FilterOutgoingData+exfd

: tssecsrv!ScrRawkrite+@x7e

termdd!IcaCallSd+8x43

: termdd!IcaCallNextDriver+8x5b

RDPWD!NM_SendData+@xfd

RDPWD!SM_SendData+@xde

RDPWD!ShareClass: :SC_GetSpaceInPackage+9x9@
:SDGSendSDARectWorker+8x235
:SDG_SendScresnDatalrea+8x26c
:UP_SendUpdates+8x2ac

:DCS TimeToDoStuff+8x155

RDPWD!ShareClass:
RDPWD!ShareClass:
RDPWD!ShareClass:

We will use “t” command to step into the IcaChannellnputinternal

function. Once we’re inside the function, we will set a new breakpoint:

bp termdd!IcaFindChannel

YYYVYY

=
000000R00O012F13
0000000000012F13 loc_12F13:
00000688000812F13 mov rbx, [rdi+BE8h]
0000068000812F1A mov r8d, ebp
0000BBBO00012F1D mov edx, riud
a00nNReNAan12F20 nov rcx, rbx
g0000BRARAA12F23 nov rsp+@D8h+var 78 rbx
a800080008812F28 call IcaFindChannel

0000688000012F2D mnov rbp, rax
0000000000012F30 test rax, rax
A00N0PRBANB12F33 jz

loc_133C3

L

]

il

000000ODO00A12F39
B0p0DOOOBAA12F3IE
0000008000001 2F 42
0000008000001 2F 45
000000000001 2F 4B
0000000000012F51
0000000000012F53

lock add dword ptr [rax+10h], 1

lea
mov
call
nov
test
jnz

r15, [rax+18h]
rcx, r1%

cs:_ imp_ExEnterCriticalRegionAndAcquireResourceExclusive

eax, [rbp+BECHh]
al, 28h
loc_133AA

Once we'’re inside the IcaFindChannel function, use “gu” to step out of
it to return back to the IcaChannellnputInternal function:



kd> bp termdd!IcaFindChannel
kd> g

Breakpoint 1 hit
termdd!IcaFindChannel:

886" 836013fc 48395c2483 MoV quord ptr [rsp+8],rbx
kd> gu

termdd!IcaChannelInputInternal+@x119:

fffffese  a3p0af2d 432bes mowv rbp, rax

kd> dd rax

fffffa88 88cd2ead 88d1e858 fffffag@ 87831238 fHiffaBa
THfffas8 88cd2ebd 84158883 e56cH6946 88888068 BBEEL28E
a8 88cd2ecd 0202308082 £d657347 B8E20000 80820288
THfffade 88cd2edd ©8d24568 Tifffage celfeded fHiifoga
fHfffaB88 88cd2ecd 0OBB0881 SB0ECC0E 28088008 BBEEOB8E
fffffage @8cd2efd @8d24588 fffffase BBcd2fos fffffasa@
TTfffas8 88cd2fes o0280888 S00BEE08 22888008 BBBEDR8E
fffffagg 88cd2fle 00200888 PR2E000E BEEDE000 20820088

The MS_T120 object address is different to other MS_T120 object shown above, as these images are
taken aross different debugging session

The rax registers holds the reference to the freed MS_T120 control

channel structure.

As we continue to step through the code, the address at
MS_T120+0x18 is being used as an parameter (rcx) to the
ExEnterCriticalRegionAndAcquireResourceExclusive function.

kd> p

termdd!IcaChannelInputInternal+8xilic:

fffff2se” 83c96f38 A835cH test rax,rax

kd> p

termdd!IcaChannelInputInternal+8x11f:

fffff38e" @3690f33 efs48z040000 je termdd! IcaChannelInputInternal+8xSaf (fFf{f388°036913c3)
kd> p

termdd!IcaChannelInputInternal+@x125:

{838 83698139 TO83481881 lock add dword ptr [rax+1eh],1
kd> p

termdd!IcaChannelInputInternal+8xil2a:

{8238  8369813e 4c8d7818 lea ri5, [rax+18h]

kd> p

termdd!IcaChannelInputInternal+8xille:

{2368 83696142 493bcf mov rcx,rls

kd> p

termdd!IcaChannelInputInternal+8x131:
fffff38e" @369ef45 ffis157100ee call quord ptr [termdd!_imp_ ExEnterCriticalRegionAndAcquireResourceExclusive (ffff{288°©3698668)]
LAdx Ad mavadvia

Lets take a look at rex:



kd> dd rcx

fffffage 88cd2ebs
fHfffade 88cd2ecs
fffffa8e 83cd2eds
fHfffade 88cd2ees
fffffage 68cd2efs
fffffa8e 83cd2fes
fffffage 83cd2f18
fffffage 88cd2f2s8

gogagoas
geaa0028
c8l1feded
geaa0028
88cd2foa
geaa0028
geaaseas
gogageas

eaoeaoee
eaoeaeoe
fHfffooe
eaoeaeoe
fHfffase
eaoeaeoe
eaoeaooe
eaoeaee

828a08a3
88d24568
egateaal
B8d24588
eaateaos
egeoeans
eaateaos
ega0aa0e

6d657347
fHffftaga
geaaoea
fHffftaga
geaates
goeeeaae
geaaoeas
geaabes

And there we go, if we dereference rcx, it is nothing! So lets step over

ExEnterCriticalRegionAndAcquireResourceExclusive and see the result:

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks

A fatal system error has occurred.

For analysis of this file, run lanalyze -v
nt!RtlpBreakWithStatusInstruction:

fffffaee” e26b7400 cc
kd> kb

#
1)
81

LREREERERERBEREERRRIER

RetAddr

fffffaee”
fffffeee”
fffffeee”
fffffoee”
fffffeee”
fffffeee”
fffffeee”
fffffeeo”
fffffeee”
fffffaee’
fffffaee’
fffffaee”
fffffaee’
fffffaee”
fffffese”
fffffase”
fffffege”
fffffese”
fffffese”
fffffase’
fffffese”
fffffase’

@276c5c2
©26bdcad :
@26bef69
B26beb7c :
B826b7edd :
8267b1f5 :
@2797a%e :
e26bfe42 :
@26bcd62 :
@26443ef
22645371 :
8264561F :
826454ab
. fffffase es733dee
. fffffase e7820948
B4665198 :
84642788 :
B832008d8f :
82688633 :
026800bd :
@267f4fc :

B83e98f4b
83e98e81

int

1 Args to Child
8276b7d2 :

08000000 cOvOReRS
fffffese” 3

3

fffffage”

have not

a75e49ee

80080000° DEE00008
Boge0eee” Beeeve3b
fffffe8e @3e08a20
fffffoee” @837d484
fffffeee 827c6098
fffffese @6c222b8
fffffese @6c222bs

Beoee0ee”
Beoesoed’
fffffese’
fffffoee’
fffffese’
fffffase”
fffffage’

Boe0ees
ceeoeens
B83e07a5f
8034bebs
86c21458
@6c21b2e
874fcads

Q

been invoked.

faeapeee”
fffffaee”
oesecesn”
fffffeee”
[sfelelelels el
fffffoee”
fffffase”

20000065
@26c025e
geeeeeee
e26443ef
geoeaeee
geaseeee
B6c222b8

3

fffffase”

fffffase e6c22360

80008000 86000800
fffffase @74fcads
ffffffff ffb3bdce
fffffese @6c22798

fffffeae @332f1de
ooecoese” coeooeee
fffffade @7820048
ooeeoeee” deeen2ed

fffffage”

eas5o9e1e

fffffase eac227bs

fffffeae”
fffffage
Beeesoes’
Beoeeoed”
segeaaes’
fffffage’
fffffeae’
eooeooed”

1
affid3ce
88733dee
ggeeeelf
Beeoees
[alzleleleleTel]
geggeesl
8335c0d8
cdf2e885

" @eaaladc

fFFFffage’
fFfffage’
o8eeoesn”
fFFFFfBa0"
[sfcielelel el
FEFFFag0’
FFFFfage’
fffffase @85c66e0
eoeepeee” deseazed

@74fcads8
B74fcace
Gogoseee
@335ceee
LelaleleTsle el ]
a75e8fee
B885c8abe

225

77

“eeeelcfd

: Call Site
fffff3ee 82688238 :
220000088 B800893b
8E0000088" 08000888
fffffeae v6c21b2e :
20000000 POBA0RGD :
fHfff280° B6c222b8 :
fffffoee B261deee :
3 3 : nt!RtlDispatchException+8x415
20000000" PREeRL :
fffffage e74fcads :
fffff3ge eec227bg :
fffffsee 2801180 :
fffff8808° ©6c22790 :
200000080 8080018
8E000008" 0800088
fffffoge v6c22880
20000000 BOROLRO2 :
fffffage B871c244de :
fffffoge B6c23100 :
eeeeeene” poBo0eee :
fffffage @85c8abe :
fffffage 8924325 :

nt!RtlpBreakWithStatusInstruction
nt!KiBugCheckDebugBreak+ex12

: nt!KeBugCheck2+8x722

nt!KeBugCheckEx+8x104
nt!KiBugCheckDispatch+0x69
nt!KiSystemServiceHandler+8x7c
nt!RtlpExecuteHandlerForException+@xd

nt!KiDispatchException+@xi7e
nt!KiExceptionDispatch+@xc2
nt!KiPageFault+8x422
nt!ExpCheckForIoPriorityBoost+@xa7
nt!ExpWaitForResource+0x8d
nt!ExAcquireResourceExclusivelite+@x14f

: nt!ExEnterCriticalRegionAndAcquireResourceExclusive+8x1lb

termdd! IcaChannelInputInternal+8x137

termdd! IcaChannelInput+@xdd
RDPUD!SignalBrokenConnection+@x54

RDPWD !WDLIB_MCSIcaChannelInput+8x9@

termdd! IcaChannelInput+@xéb
tssecsrv!CDefaultDataManager: :Disconnect+@x3f
tssecsrv!CFilter: :FilterOutgoingData+@xtd



