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#HIHz$ #5Hz$

2Mbps N/A DSSS,FHSS 20 2.4 1997 822.11

11Mbps N/A DSSS 20 2.4 1999 822.11b

54Mbps N/A OFDM 20 58 1999 822.11a

54Mbps N/A DSSS,0OFDM 20 24 2003 822.11g

600Mbps MIMO OFDM 20,40 2.45.8 2009 822.11n
Uoyj 1

6.93Gbps MIMO,MU-MIMO OFDM 40,80,160 2.45.8 2013 822.11ac
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Ad-Hoc nodes can only talk to other
Ad-Hoc nodes that are in range
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PS C:\Users\l14trBd3ctism?> netsh wlan show interfaces

There is 1 interface on the system:

Name
Description

Physical address

type
Radio type
Authentication
Cipher
Connect ion mode
Channel
Receive rate (Mbps)
Transmit rate (Mbps)
Signal
Profile

Hosted network statu

: Hi-Fi

: Intel(R) Dual Band Hireless-N 7260

1 28bc8b83-5e60-40ab-b330-323109b4deb4d
! ac:7/bral:c4:f9:e6

3 cgnnecteg

1ciCRIsH (F: ab:Mde
rastructure

. 802 1in
: WPAZ-Personal
CCMP

! Profile
: 1

: 83«
: APA 2.4GH=z

S

) 1 %Y jNetsh Aw 0 AA

: Not started

RswD aG/0A &pyfevOaWE wWils

K ¢ 8sn(.(/

vadc servicset BS$ A Y A GB&II(extdhdrd service $et  )Etedud Service Set Identifierd seESSID
A sejviGe petiwnidficaton (SS® ¢ v 0% AR OV AE/EE 36 \

%1  dsip KtA@-Gu

) € SV W svESS ARKE 1 C O

Eo

=¥

Notebook with
Wireless LAN USB Dongle

===
Flte Server -

Access Point

[
| Desktop PC D

= | o Desktop ﬁc
o=
_—"  Hub TR
/"—- . s
»‘/ \‘\\,
1
mers
e
Access Point \’\
&, \ ~Ca
o S
Desktop PC with Notebook with Desktop PC with

Wireless LAN USB Dongle Wireless LAN USB Dongle Wireless LAN USB Dongle

~-
Notebook with Wireless LAN USB Dongle Notebook with Wireless LAN USB Dongle
BSS1 BSS2

Ess AT { E (€& E61 E
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ARalink RT3070

ARalink RT3572

Realteks1871 (Wireless G adapters)

Realtek RTIB8128U

Ralink RT5370N

V% »Aey 0AJ MW iCoHrWz%3ERT {CEECHW 34! y ¢Av »Aa
) & €& Wi Ca %

» Ay 0AU (] %Wiv vz e Yed AUEW o ¢ & A A A
Alfa AWUS036H OS Compatibility, Decent Gain, Stable = Large, Obvious, MediurRoor Range
Turbotenna-802.11n OS Compatibility, Extremely High Gair Large, Obvious, Directional, {®nly
Directional-Yagi-antenna Sensitive
TP-LINK TL -WN722N OS Compatibility, Price, Size, B/G/N Poor gain (micro version even less)
Alfa AWUS036NEH Small, Price, OS Compatibility Shorter range
Alfa AWUSQ036NHA OS Compatibility, Speed, B/G/N Smaller range, size

Ab %eATY{ B WB%E Ya~ » A @ylewi AQUstpYioBAY« AT { E ¢ wa
80211 AT {2 & A
g0u3 CLBAGCE VAT Gt YoaRAh B & pirglesst AE { E CRII (oW B wT& € v
) Chié vadoduees A .8 Ywo LAWAL v/l ASBAsgidemal v¢jw a
pbpFp pHsML B DHyMO_UNH

Caes F OAMYFF o Fx @ F Oalaiftamgse TUFpkFE p 6 T O T


https://www.amazon.com/Alfa-AWUS036H-Wireless-Long-Rang-Panel/dp/B003YI4HRM?tag=hackm01-20
https://www.amazon.com/USB-Yagi-directional-Antenna-802-11n-2200mW/dp/B003LLS5JI?tag=hackm01-20
https://www.amazon.com/USB-Yagi-directional-Antenna-802-11n-2200mW/dp/B003LLS5JI?tag=hackm01-20
https://www.amazon.com/TP-Link-TL-WN722N-Wireless-network-Adapter/dp/B002SZEOLG?tag=hackm01-20
https://www.amazon.com/802-11g-Wireless-Long-Rang-Network-Adapter/dp/B0035GWTKK?tag=hackm01-20
https://www.amazon.com/Alfa-AWUS036NHA-Wireless-USB-Adaptor/dp/B004Y6MIXS?tag=hackm01-20
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802.11 Wireless LAN Protocol

2 2 6 6 6 2 6 0-2312 4

Freme Bl D Uration/iD { DA

Control
BO B3 B4 B15
-€ > >
4 12
Sequence Control

Frame Control

B0 B182 B384 B7 B8 B9 B10 B11 812 B13 B14 B15

80211 Cuo € W& @A 66T wWEA

50w dvEa albwz %l 6 Wl «©

Frame Control 0 348 p,(2 @ € %3

¢v¥z Co%api jWYEOvV ¢%ve Gl F£1 CEHAo B AE A BRFELA°
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6T OT WH Subtype Bits

Association request 0000
Association response | 0001
Reassociation request 0010

Reassociaiton 0011
response

Probe request 0100
Probe response 0101
Beacon 1000
ATIM 1001

(Announcement traffic
indication message )

, !
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Disassociation 1010
Authentication 1011
Deauthentication 1100
Action 1101

#ssociationrequess AT { E Az (i{42AAC~
AP Az &%pd AwCE¥ wid ¢ ¢ AaC e awd GCaXAVVY 0a {@Ys v CaniCDivz/E GRS
5 Ywi 0¢&v C¢v¥z )1 %Nz avf
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