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CGl Security:
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Configuration File Disclosure:
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Content Spoofing:
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Debug Commands:
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Denial of Service:
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Directory Browsing:
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Directory Enumeration:
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Directory Indexing:
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Directory Traversal:
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Encoding Attacks:
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Extension Manipulation:
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File Enumeration:
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Filename Manipulation:
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Filter-Bypass Manipulation:

S |, Encoding Attacks

Forced Browsing:

3t |, Predictable File Location

Form Field Manipulation:
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Insufficient Session Expiration:
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Insufficient Process Validation:
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Java:
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JavaScript:
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Known CGl file:
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3w |, Predictable File Location

Known Directory:

3w |, Predictable File Location

LDAP Injection:
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Meta-Character Injection:
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<ol Meta-Character alo> <o G Null Injection

OS Command Injection:

i |, OS Commanding

OS Commanding:
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Page Sequencing:

i |, Insufficient Process Validation

Parameter Tampering:

URL Manipulation glse 4 uimen 005 URL G o 1, Ll (55,0 9 b el il ol (g, Smo b s

Password Recovery System:
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Predictable File Location:
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Secure Sockets Layer:
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Session Credential:
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Session Fixation:
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Session Forging:

i |, Session Prediction
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Session Hi-Jacking:

oolawl ouds 0ay530 SESSION (il 5l Wil o plpe el o2lgo Lawgs 15 SESSION ol (old ases

552 b ol IS sl &1, g 5 S

Session ID:

S |y g9 awg Colu SO pogemy haid Wl b g ouS o JWio |y )15 cenzi Session ID G gl
VLY

Session Manipulation:

Session L Session ID lade ,os5 dlews 4 )50 )5 Canid a0 lp des SISO S

.2l Credential

Session Prediction:
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b 50 )8 Gl |y h0g3 ol o000 i 3l oolaiul b Wil co ploe il (3890 ST 9 el

Session Replay:
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L e208 Session Credential G 5l o)lgs b aad (o 03l olpe a0 ol Gy o a5 ol B

S solawl Authorization sl «s98 Session ID

Session Tampering:

i |, Session Manipulation

SQL Injection:

SHSws Bk 3l ol SAL lile s alwg a4 Cole g SOl eoliinl g gy dles ST SO

il (oo 0215 Al sl (50955

SSI Injection:
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W ..\.b‘s.')- ‘)}‘ <9 oD U9 c\.L.wg:Lst

Transport Layer Security:
el 1y iyl o olbls)l (Soarisy TLS USG5, SSL sl @ 5 (el (il G TLS iibes 050
Sl 465 @ 1) 093 Slbls )l b aas oo ojl>! (Client/server) s )5 slo asbp 4 SS90 ool oS oo

S 4l TLS ailes el o ez sl plo b s ol slo s o030, ma Gyl 51 B aiss™ (135

(Aiacs 5l b)) aiiecs Hlojes Hob 4y 50,55 b anew g0 ol Lol oo L SSL



Web App. Web Application Security Consortium Glossary

Security
Glossary

Language: Persian
Soroush Dalili — Soroush.secproject.com — April 2008
Copyright: You can use it wherever you want, but please add a reference to this whitepaper.

Universal Resource Locator:

wﬁ‘ 89y 9 Ao sS.’ ‘)[9.4.!.9 5‘5.» nS.’ ul&o uam 6‘)" J)‘..\.’L».w‘ o‘) nS.i URL adzs OHygo A

SOl oo

Unvalidated Input:

)y LS:““"’)O L ‘) ﬁ)lf Ja.was o ool:.....)é Lgl.b 0dld Lo 9 o Lgoﬁ)Lf c\AL:); ASJ S cowl 6“35

URL Manipulation:

25 URL Manipulation 1) Gy cog (60,0, aslpp G sloyiol b polie g b (5 ) Siws b i

User-Agent Manipulation:

0 00l Byl s g 4 45 Cenl Colis g Sy basgs 5500 £ Cudgazms I IS (gl (eSS
55 e plosl HTTP User-Agent lsic cos header o

Verbose Messages:

A2 (6,

Visual Verification:
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Sy o @bl 5l aS Bog sle asly Wy sl g s 055 Glo s 32 IS g Sl 5t
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Weak Password Recovery Validation:

et gl e a1y s 5 j5ee 3oy (Sl e b 4 palee b des e ojlal ol g oS Cansile;
IECL I PR PR FER X

Web Application:
(o0 < C.st L09.> <9 Slovos LgLQ C,wa‘?)é Ew 45) 29 OB g g paw d.lﬁ.ws EY aS Lg.)).gjts )‘)3‘ ‘a).’ s_{.»

Web Application Scanner:

S0 |, Web Application Vulnerability Scanner

Web Application Security:

Web 1, Gy cov 50,5 slo 133l o5 g HTTP World Wide Web L akl, ;o Sledbl cosal ole
35 Application Security

Web Application Firewall:
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slr |, OSILayer-7 lo pliy 55,5 (o0 13 @5 00 gy 5 09 )5 (o &5 Lawly Gl S

G g Cov (60,5 Al u...u] JUTRINELY P s oD Sy deliy Se sl 5l o aseis
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Web Application Vulnerability Scanner:

63,8 e aalip (g9, bayl53l 05 S R PSR WT Jlos & a5 el il 095 dalipy S

3,5 o g Lo

Web Browser:
S dawg ool coliw 3 HyperText Markup Language (HTML) oy Glxin ioles slp ol by

Ll 03s20 B

Web (or browser) Cache Poisoning:

03lo b (5,950 o b (omSgp 00idd Luigme o CAChING) oo,y CAChE _wogisl b 0,5 adlol Joe
Bl oo p2lee SO cdes opl 558 Sdl> yo .asS Cache Poisoning 1) soies <o b b 5w slo
HTTP ,o .5 cache o)lg 1y (olgsds Slgime b amian S5 L o ol URL Lda) olgsds sla (50455
5 port host) s> 5 Ly 9 URL ,we Wiy o pxloe (00 o0ls mos45) Response Splitting
HTTP o oS Gl olgsds a1y ammbo lbgiza JS g (0udlb 608 coml saipdy b sScheme
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